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Preface

Preface

Welcome to the Arcot RiskFort Installation and Deployment Guide. This guide covers
the following topics:

Overview of Arcot RiskFort

RiskFort installation instructions

RiskFort SDK and Web Services configuration

RiskFort uninstallation instructions

RiskFort fast-growing tables and database sizing recommendations

RiskFort configuration files

Intended Audience

This guide is intended for administrators, system operators, and other users who are
responsible for the installation, and deployment of Arcot RiskFort.

NOTE: Some topics in this guide are intended for users who are comfortable
running system administration operations, such as creating users and groups,
adding users to groups, and installing operating system patches. If you are not
familiar with these tasks, Arcot strongly recommends that an experienced
system operator or database administrator performs them.

ARF01-002DC-17000 Arcot RiskFort Installation and Deployment Guide ¢ January 2009 ix
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Information Included in this Guide

This guide is organized in parts as follows:

Chapter 1, “Understanding RiskFort”, describes the features and the architecture of
RiskFort.

Chapter 2, “Planning the Deployment”, briefly discusses the various models that
can be deployed for RiskFort and the placement of components in models.

Chapter 3, “Preparing for Installation”, discusses the requirements for installing
RiskFort on Solaris. It also provides configuration and planning-related
information.

Chapter 4, “Deploying RiskFort On a Single System”, guides you through the
steps for installing RiskFort in a single-system environment.

Chapter 5, “Deploying RiskFort on a Distributed System”, guides you through the
steps for installing RiskFort in a distributed-system environment.

Chapter 6, “Configuring RiskFort SDKs and Web Services”, describes the steps to
configure the APIs and Web services provided by RiskFort on Solaris.

Chapter 7, “Uninstalling RiskFort”, guides you through the steps for uninstalling
RiskFort and related components on Solaris.

Appendix A, “RiskFort Directory Structure”, provides the information about the
location of the files that are installed by the RiskFort installer.

Appendix B, “Installing RiskFort with Complete WebFort Functionality”, guides
you through the installation procedure, if you want to use RiskFort with a Complete
installation of WebFort instead of Basic, which is typically used.

Appendix C, “Configuration Files and Options”, discusses the configuration files
that RiskFort uses and the parameters that you must configure in these files. It also
includes samples of these default configuration files.

Appendix D, “Database Reference”, discusses the fast-growing RiskFort tables and
their trimming recommendations.

Appendix E, “Default Port Numbers and URLs”, lists the default port numbers
and URLs that RiskFort uses.

Appendix F, “Third-Party Software Used”, lists the third-party software packages
that are used by RiskFort.

Appendix G, “Glossary”, lists the key terms related to RiskFort.
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Related Publication

Other related publications are as follows:

Preface

Avrcot RiskFort Administration Guide

This guide includes the information to administer and
configure RiskFort.

Conventions Used in This Book

The following typographical conventions are used in this guide:

Type Usage Example
Bold Screen Items Enter Y to accept the terms of License agreement.
Ttalics Names of Publications |For more information, see the Arcor RiskFort

Administration Guide.

Emphasis Sample Application must 7oz be used in
production deployments.
Cross reference |Links in the Guide Refer to the section Installing RiskFort for more

information.

Fixed-width

Command-Line Input
or Output

Text File Content

File Names

# cd /opt/oracle/

[arcot/db/primarydb]

# The name of the data source as
# defined in ODBC.
Datasource.l=ArcotWebFortDatabase

arcotcommon. ini

Contacting Support

If you need help, contact Arcot Support as follows:

Email

support@arcot.com

Web site

http://support.arcot.com

Arcot RiskFort Installation and Deployment Guide ¢ January 2009
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Chapter 1 Understanding RiskFort

Chapter 1

Understanding RiskFort

Arcot RiskFort provides real-time protection against frauds in online transactions. It
gathers data during the login process to track suspicious activities and formulates a risk
score and advice based on the organization's business rules and security protocols. The
risk-advice then determines if the transaction is to be allowed or denied, whether a
greater degree of authentication is required, or if the customer service or network security
personnel need to be notified.

This chapter provides an introduction to RiskFort and its components. It covers the
following topics:

¢ RiskFort Overview
*  Key Concepts
e What’s New in this Release

ARF01-002DC-17000 Arcot RiskFort Installation and Deployment Guide (for Solaris SPARC) ¢ January 2009 1



Chapter 1 Understanding RiskFort RiskFort Overview

RiskFort Overview

RiskFort evaluates each online transaction in real time by first examining the following
data:

¢ Device Information (Device ID)
e Location Information (IP address, ISP, and geographical information)
¢ User Information (User ID)

After the required data is collected, it is forwarded to Rules Engine (a module of RiskFort
Server). Rules Engine then evaluates this information based on default rules and
historical data, if available. The evaluation result is then forwarded to another module of
RiskFort Server called Scoring Engine.

Based on the input received from Rules Engine, Scoring Engine generates an overall risk
score. The higher the risk score, the greater is the possibility of a transaction being
fraudulent.

RiskFort then uses this risk score to generate an Advice. This Advice can be one of the
following:

¢ Allow: RiskFort returns the Allow advice, if the risk score associated with the
transaction is low.

e Alert: If a user who is not registered with RiskFort tries to log in, then the Alert
advice is returned.

e  Increase Authentication: When RiskFort detects a suspicious transaction, it flags the
transaction and advises the application to force the user for additional
authentication. For example, when a user registered with RiskFort attempts a
transaction from a device that is not yet recognized by RiskFort, then the user must
undergo increased authentication.

*  Deny: RiskFort returns the Deny advice when high risk score is associated with the
transaction.

RiskFort also integrates with external geo-location data repositories, such as Quova, that
provides geographic information for each IP address from which a transaction originated.

NOTE:You can combine RiskFort with Arcot WebFort to provide a
solution that offers a strong risk-based multi-factor authentication
mechanism.
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Chapter 1 Understanding RiskFort

RiskFort comprises of the following major components:

Arcot RiskFort Installation and Deployment Guide (for Solaris SPARC) ¢ January 2009

RiskFort Server

This is the main component that constitutes the logic for performing risk analyses. It
comprises of Rule Engine and Scoring Engine. RiskFort Server stores the related
information in a database, which is also referred to as RiskFort Database.

Administration Console

This is a Web-based console that enables you to configure RiskFort Server and its
components and perform administrative tasks.

Risk Evaluation Java API

This is the Java interface between RiskFort Server and your application. It consists
of the APIs that can be invoked by your application to perform risk evaluation with
RiskFort Server.

Risk Evaluation Web Service

This is the Web-based interface that enables interaction over a network between
RiskFort Server and your application. It consists of the Web Services that can be
invoked by your Web application to perform risk evaluation with RiskFort Server.

Issuance Java API

This is the Java interface between RiskFort Server and your application. It consists

of the APIs that can be invoked by your application for registering end-users in
RiskFort.

Issuance Web Service

This is the Web-based interface that enables interaction over a network between
RiskFort Server and your application. It consists of the Web Services that can be
invoked by your Web application for registering end-users in RiskFort.

Machine FingerPrint (MFP) Client

This is the JavaScript-based RiskFort client that collects the MFP information (such
as information related to Operating System, browser, user preferences, and screen
settings) required for risk analyses.



Chapter 1 Understanding RiskFort Key Concepts

Key Concepts

This section discusses the key concepts of RiskFort.

RiskFort Server
The main component of RiskFort that constitutes the logic for performing risk
analyses. It comprises of Rules Engine and Scoring Engine.

RiskFort Database
RiskFort Server stores the related information in a database, which is also referred to
as RiskFort Database.

Administration Console
This is a Web-based console that enables you to configure RiskFort Server and
related administrative tasks.

Risk Evaluation SDK and Web Service
The Java or Web Services interface between RiskFort Server and your application. It
consists of the APIs or Web Services that can be invoked by your application to
perform risk evaluation with RiskFort Server.

Issuance SDK and Web Service
The Java or Web Services interface between RiskFort Server and your application. It
consists of the APIs or Web Services that can be invoked by your application for
registering end-users in RiskFort.

Sample Application
The sample application shipped with RiskFort is a "template” of simple primitives
(code) that demonstrates the usage of RiskFort Java APIs and how your application
can be integrated with RiskFort. In this manner, the sample application serves to
standardize the integration process. The sample application can also be used to
verify if RiskFort was installed successfully, and if is able to perform risk-evaluation
operations.

Web Application
The customer Web application that uses RiskFort for real-time risk evaluation and
advice.

Machine Fingerprint
The information collected by RiskFort MFP client for risk analyses. The categories
of this collected information include:

*  Operating system information

4 Arcot RiskFort Installation and Deployment Guide (for Solaris SPARC) ¢ January 2009 ARF01-002DC-17000
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Browser information
Screen settings

User preferences

Device ID
RiskFort uses Device ID to uniquely identify each user’s computer. This Device ID
is stored on the user's computer in form of a cookie, which can either be an HTML
cookie or a Flash cookie, or both.

Rules Engine
RiskFort uses rules for evaluating risks. Rules are fundamental for risk evaluation

because they accept input to return a score.

Chapter 1 Understanding RiskFort

Rules Engine executes these rules in the order of their precedence. Eventually, it

takes into account the results of different rules and derives a final risk score and

advice.

Following is a list of rules that are currently pre-defined and pre-configured
according to rule sets:

Known User

Exception User

Negative IP Types
Negative IP Address
Negative Country

Trusted IP/Aggregator
Device ID Match

Machine Fingerprint Match
User Velocity Check Rule
Device Velocity Check Rule
Zone Hopping Check Rule
Add-On Rules

Evaluation Rule

RiskFort Server evaluates risks by using evaluation rules. An evaluation rule uses a
pre-configured logic which is applied to the incoming transaction data. Each rule

has an associated risk-score, which is returned if the rule-logic matches.
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Key Concepts

Rules Engine sequences and processes the rules based on the group information,
credendial type, and action.

Scoring Engine
Scoring Engine collects risk-scores from individual rules and processes them in the
order of the scoring precedence of the rules. Eventually, it generates a final risk score
and advice.

Risk Advice

The risk score is an integer through 0 to 100. The score is then converted into a
recommended risk advice by using a Risk Advice Matrix.

The following table shows a sample Risk Advice Matrix.

Table 1-1  Risk Advice Matrix

Score Value [Score Value |Advice Default Recommended Action

(From) (To)

0 30 ALLOW Allow the transaction to proceed.

B1 50 ALERT [Take an appropriate action.
For example, if the user name is cur-
rently unknown, then on getting an
alert you can either redirect it to a
ICSR or you can create a user in Risk-
Fort.

51 70 INCREASEAUTH [Perform additional authentication be-
fore proceeding any further.

71 100 DENY Deny the transaction.

Known User

A known user is already registered in the RiskFort database. If the user is unknown to
RiskFort, then by default an Alert is returned. The CSR can then choose to
further authenticate the user based on the advice.

Exception User

An organization may choose to exclude a user from risk evaluation during a certain

time interval. Such a user is referred to as an exception user. RiskFort returns a low

risk score for transactions originating from exception users.

For example, if exception users travel to a negative country, then RiskFort will

process their transactions with a low risk score so that those transactions are allowed.

6 Arcot RiskFort Installation and Deployment Guide (for Solaris SPARC) ¢ January 2009
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Negative IP Types
Negative IP address list comprises a list of IP addresses that originate from
anonymizer proxies or have been the origin of known fraudulent or malicious
transactions in the past. RiskFort matches the IP address of a transaction against the
list of negative IPs during the risk evaluation process.

The negative IP address list consists of both unique IP address and IP ranges.
RiskFort Administration Console is used to configure the list of negative IPs.

See the "Configuring Negative IP Address List" section in the RiskFort Administration
Guide for more information on how configure negative IP address list.

Negative IP Address
Negative IP addresses contitute IP addresses that originate from anonymizer proxies
or have been the origin of known fraudulent or malicious transactions in the past.
RiskFort matches the IP address of a transaction against the list of negative IPs
during the risk evaluation process.

The negative IP address list consists of both unique IP address and IP ranges.
RiskFort Administration Console is used to configure the list of negative IPs.

See the "Configuring Negative IP Address" section in the RiskFort Administration Guide

for more information on how configure negative IP address list.

Negative Country
Negative country configuration comprises a list of countries that have been known to
be origins of significant number of frauds in the past. Organizational policies can
prohibit transactions originating from such countries.

The list of negative countries is configurable by using the RiskFort Administration
Console. RiskFort derives the country information based on the input IP address,
and then uses this data to return a high risk score for online transactions originating
from these "negative" countries.

RiskFort integrates with Quova (http: / /www.quova . com) for obtaining detailed
geographic information for each IP address.

See the "Configuring Negative Country List" section in the RiskFort Administration
Guide for information on how configure negative country list.
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Trusted IP/Aggregator
Many enterprises use the services of account and data aggregation service providers
to expand their online reach. The originating IP addresses when users log in from a
protected portal versus when they come in through such aggregators are different.
Transactions originating from aggregators “trusted” to the organization need to be
excluded from risk assessment. To realize this, RiskFort provides the ability to
configure a Trusted Aggregator list so that all transactions originating from the
aggregator’s IP addresses are assigned a low risk-score.

An aggregator’s IP is uniquely identified by RiskFort by using a combination of IP
range and AggregatorID. RiskFort looks for this IP address and ID in incoming
transactions to determine if the transaction is from a trusted aggregator or not.Using
RiskFort Administration Console, one AggregatorlD is issued for each “trusted”
Aggregator.

Transactions routed through the trusted account-aggregation provider receive a low
score and the advice is Allow.

See the "Configuring Trusted IP/Aggregators” section in the RiskFort Administration
Guide for information on how to configure trusted aggregators.

8 Arcot RiskFort Installation and Deployment Guide (for Solaris SPARC) ¢ January 2009 ARF01-002DC-17000



What's New in this Release Chapter 1 Understanding RiskFort

What's New in this Release

This section provides a quick glance at the new features and enhancements for:
e RiskFort 1.7
e RiskFort 1.6

RiskFort 1.7

The new features and enhancements introduced in RiskFort release 1.7 are:

NOTE: Most of these features are available through the Administration
Console. Refer to Arcot RiskFort Administration Guide for more information
on these features.

*  Flexible Scoring Configurations

Administrators can now enable or disable rules, change the priority of scoring rules,
and configure the risk scores for each rule by using the Administration Console.

*  User Velocity Check Rule

Frequent use of the same user ID could be an indication of risky behavior. For
example, a fraudster might use the same user ID and password from different devices
to watch a specific activity in a targeted account. Administrators can now configure
RiskFort to track for this behavior.

*  Device Velocity Check Rule

Frequent use of the same device could also be an indication of risky behavior. For
example, a fraudster might use the same device to test multiple combinations of user
IDs and passwords. Administrators can now configure RiskFort to track for this
behavior, as well.

*  Zone Hopping Check Rule

If a user logs in from two long-distance locations within a short time span using the
same user ID, this might be a strong indication of fraudulent activity. In such cases,
administrators can use RiskFort to configure and track this behavior.

RiskFort can also be configured for sharing a User ID, in which case, RiskFort
understands that the two people sharing the same User ID can be in geographically
different locations and responds with appropriate response.
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*  Trusted IP Support

In addition to existing feature of Trusted Aggregator, RiskFort can also be
configured to allow transactions from specified IP addresses and ranges.

*  Negative IP Rule Enhancement

Administrators can now configure negative IP addresses by using the Administration
Console. Also, RiskFort now leverages Quova’s Anonymizer data for negative IPs. In
addition, the corresponding negative IP report has also been enhanced to support
this change.

¢ Add-On Rules

RiskFort now ships with the ability to handle custom rules that can be configured
and deployed based on your organization's requirements. These rules execute like
any other evaluation rule, but affer the execution of all out-of-box evaluation rules.
However, you can change their scoring priority by using the Administration
Console.

A new column also has been added in Audit Log Reports to display the result of
Add-on Rules. This column displays the results of all Add-On rules as one field,
separated by a delimiter.

¢ Evaluation (HTTP) CallOuts

The available RiskFort risk evaluation functionality can be extended by using
custom logic to collect information from other risk assessment systems.

RiskFort provides infrastructure for posting HTTP data to an external system, which
specifies whether a custom rule matched or not. This result is then used by RiskFort
to determine the Risk Score and Advice for the transaction.

*  Scoring (HTTP) CallOuts

The available RiskFort risk scoring functionality can also be extended by using
custom logic to collect information from other risk assessment systems.

RiskFort provides infrastructure for posting HTTP data to an external system, which
can respond with its own Risk Score. RiskFort then converts this Score to a
corresponding Advice.

e  Extensible Elements

RiskFort now supports an extensible set of elements for supporting custom Callouts

and Add-On Rules.
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*  Tool to Upload GeoPoint and Anonymizer Data

This release provides Arcot RiskFort Data Upload Tool for uploading Quova data
to RiskFort.

*  Support for all Language Characters in User Name, Association Name, and Group
Name

RiskFort now accepts characters in all languages in user name, association name, and
group name. RiskFort only prohibits the following characters that are deemed to
make Web applications vulnerable:

e User Name: All whitespace characters (ASCII 0 - 32) and:
g/ "< s, = ()

*  Association Name: Whitespace characters (ASCII 0-31) except Space and:

<>:, = ()
e  Transaction Type: Whitespace characters (ASCII 0-31) except Space and:
<>, = ()

e New Admin Web Service APIs

New Web service APIs that can be integrated into your existing Administration
Console. These APIs provide transaction details, enable operations for managing
Exception users (such as creating and removing users from Exception List), and
provide the capability to mark a transaction as "Fraud" to support Case
Management.

e Serializable evaluateRisk() Response

RiskFort Java-based evaluateRisk APIs have been enhanced to return
Serializable evaluateRisk Response object.

e Implicit User Creation

A user must exist in the RiskFort database for subsequent risk evaluations.
Otherwise, RiskFort will treat them as a first-time user and will generate the ALERT
risk advice. Earlier, a user could only be created in the RiskFort Database by making
an explicit User Creation (createUser () call).

RiskFort now can be configured to create users implicitly during risk evaluation (the
evaluateRisk () call), if the user does not already exist in RiskFort database.
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Configurable Machine FingerPrint (MFP) Threshold Percentage

RiskFort can now be configured for the percentage match of MFP that should be
considered a successful match. By default if the MFP of the incoming request
matches more than 50% with that of the MFP stored for the device, then it is
considered a successful match.

New Issuance Java SDK and Web Service

The new Issuance SDK and Web Service now directly communicates with the
RiskFort Server and not the RiskFort Database, as in previous releases. Also, this
new Issuance API has no dependency on JNI, which makes it easier to deploy.

Support for Transaction Type
RiskFort APIs have been enhanced to accept transaction type as an input.
Updated Timeout Units in Properties Files

The unit of all timeout parameter values in all properties files have been updated to
timeouts.

RiskFort 1.6

The following new features and enhancements were provided by RiskFort 1.6:

A new installer developed using InstallAnywhere® that includes:
a.  Ability to test database connectivity during installation.

b. Improved installer appearance that helps you to identify the current installation
step.

c.  Ability to select any path to install RiskFort.

All RiskFort files are installed in a single arcot directory. The default installation
location for RiskFort 1.6.1 files now is:

<install_location>/arcot/
<install_location> represents the user-provided path to install RiskFort.

Sample Application that can be used to test RiskFort installation and as a coding
sample for RiskFort Java APIs.

Support for Flash cookie available across different domains of an organization, so
that application pages from one domain can access a Flash cookie set in a different
domain.
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Chapter 2

Planning the Deployment

This chapter will help you to select a deployment model, and determine which RiskFort
components and prerequisite software to install on each system. Architecture diagrams
for each deployment model are also provided to assist you with planning.

NOTE: In this guide, System refers to a physical device and Server refers to
software that is run on the system.

The chapter covers the following topics:
*  Deployment Overview
*  Choosing a Deployment Model
*  Deploying on a Single System
*  Deploying on Distributed System

*  Deploying in High-Availability Environment
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Deployment Overview

This section provides an overview of steps for deploying RiskFort and provides pointers

for choosing a deployment model based on your requirements.

The following is an overview of the steps for deploying RiskFort so that it can perform

risk evaluation-related tasks:

1.

Choose a deployment model. RiskFort can be installed on a single system or across
multiple systems.

See “Choosing a Deployment Model” for more information.
Install all prerequisite software.

See “System Requirements” for more information.

Create a database user in the SQL database.

See “Configuring Database Server” for more information.
Install RiskFort:

*  See “Deploying RiskFort On a Single System” for more information on
installing in a single-system environment.

e See “Deploying RiskFort on a Distributed System” for more information on
installing in a distributed environment.

Run SQL scripts in the database to create the Arcot schema and set initial
configuration preferences:

*  See “Running Database Scripts” for more information on running SQL scripts
for single-system deployment.

*  See “Running Database Scripts” for more information on running SQL scripts
for distributed deployment.

Deploy and start the Administration Console:

*  See “Deploying Administration Console” for more information on deploying
and starting Administration Console for single-system deployment.

*  See “Deploying Administration Console” for more information on deploying
and starting Administration Console for distributed deployment.

Create a Global Administrator account for setting additional configuration values:
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e  See “Creating a Global Administrator” for more information on doing this in
a single-system environment.

e See “Creating a Global Administrator” for more information on doing this in
a distributed environment.

8. Deploy and run the Sample Application to test RiskFort installation:

*  See “Deploying Sample Application”,“Configuring Sample Application for
Communication with RiskFort Server”, and “Using Sample Application” for
more information on doing this in a single-system environment.

*  See “Deploying Sample Application”, “Configuring Sample Application for
Communication with RiskFort Server”, and “Using Sample Application” for
more information on doing this in a distributed environment.
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Choosing a Deployment Model

As a part of RiskFort deployment, RiskFort Server is the primary component that you
must install. This is because, it provides the risk evaluation service, which includes
transaction and session risk evaluation. Your applications that need to use RiskFort
Server can integrate with it by using Java SDKs or Web Services shipped along with it.

RiskFort also requires an SQL database for storing server configuration data, user-specific
preferences, and usage data.

Typically, all RiskFort components are installed on a single system for development and
simple testing. However, in production deployments and staging environments, RiskFort
Server should be installed on its own system. The shipped SDKs or Web Services are

installed on a different system or systems that contain the application that users log in to.

RiskFort is also shipped with Sample Application, which can be used to verify that
RiskFort is installed properly and is able to perform risk evaluation. Sample Application
also serves as a code sample for integrating RiskFort with your existing application(s).

The high-level deployment types supported by RiskFort are:
*  Single-System Deployment - For development or testing
*  Distributed-System Deployment - For production or staging environments

*  High-Availability Deployment - For high availability and scalability, production, or

staging environments

Deploying on a Single System

In a single-system deployment, all components of RiskFort and the application, which
users log in to, are installed on a single system. The database might be on the same
system where RiskFort is installed, or on a different system.

This deployment model is typically used for development, proof of concept, or initial
testing.

It is possible to use both Java SDKs and Web Services in a single-system deployment.
The prerequisite software for these components are identical.

The simplest way to perform a single-system deployment is to choose the Complete
Installation (see “Performing Complete Installation” for more information) option
while running the RiskFort installer.
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Decision:

Decision:

Decision:

ARF01-002DC-17000

Component Diagrams

The diagrams in this section depict possible deployment options for prerequisite software
and RiskFort components.

Note, that if you perform a Complete Installation, then both Java SDKs and Web
Services will be present on the system. You can choose to use one or both integration
methods, in this case.

*  Deploying Java SDKs
*  Deploying Web Services

If you plan to perform a single-system deployment, then you must make the following
decisions:

Install a database server on the system which has RiskFort Server, or use an existing
database on a separate system.

Use Sample Application or write your own Web application.

NOTE: Sample Application must 7oz be used in production deployments.
Arcot strongly recommends that you build your own Web application by
using Sample Application as a code-reference.

Use Java SDKs or Web Services to integrate with your own Web application.

The following sections will help you to achieve your deployment decision.

Deploying Java SDKs
The following figure illustrates RiskFort Server and Java SDKs deployed on a single
system.
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Figure 2-1
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NOTE: The use of a Web server to deliver HTML pages for the application
server is optional and is transparent to RiskFort. In production deployments,
this approach is generally used to improve Application Server performance
and security. Refer to the documentation of your Application Server for
detailed information.

Database Client

Deploying Web Services
The following figure illustrates RiskFort Server and Web Services on a single system.
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Figure 2-2
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Deploying on Distributed System

In a distributed-system deployment, RiskFort components are installed on different
servers. This is done for security, performance, and/or to enable multiple applications to
use the risk-evaluation functionality.

This deployment model is typically used for production deployments or for staging
environments.

For example, the most common deployment is to install RiskFort Server on one system

and one or more Web applications on additional systems. Because the deployment covers
more than one system, an architecture diagram is included that indicates which systems

must be able to communicate with each other.

To perform a distributed-system deployment you must select the Custom installation
option (See “Installing on the First System” for more information) option in the
RiskFort installer.

The component diagrams and an architecture diagram for high-availability deployment
are discussed in this section:

¢ Component Diagrams

e Architecture Diagram
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Component Diagrams

The diagrams in this section depict several possible options, where prerequisites and
RiskFort components can be installed on multiple systems:

*  Deploying Single Application with Java SDKs
*  Deploying Multiple Applications with Java SDKs
*  Deploying Single Application with Web Services

Deploying Single Application with Java SDKs
The following illustrates RiskFort using Java SDKs with a single application.

Figure 2-3
Systemn #1 System #2 Database System
Application Server Application Server
inistration Sl
Web lssuance o Database
Application Java SDK le

WebFort Server T

Risk
S::;ﬁfa:‘;\;ib Evaluation Legend
Java SDK Prerequisite Component
‘ JDK |
JDK | | ODBC Driver |
Web Server (Optional) ‘ Database Client ‘ Customer-Created Yeb

Application

NOTE:The Administration Console can be installed on any individual
system, every system, or on a system not listed in the diagrams.

Deploying Multiple Applications with Java SDKs
The following figure illustrates RiskFort deployment using Java SDK with multiple
applications.
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Figure 2-4

Chapter 2 Planning the Deployment
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Deploying Single Application with Web Services
The following figure illustrates RiskFort deployment using Web Services on a single

application.

Figure 2-5
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Architecture Diagram

Choosing a Deployment Model

The following figure shows the architecture diagram for a distributed-system

deployment.

Figure 2-6
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Decision:

Which RiskFort components will be installed on each system?

NOTE:Load balancers can be used where appropriate, based on your
network architecture.

Deploying in High-Availability Environment

In a high-availability deployment, RiskFort components are installed on more than one
servers to provide high availability and scalability.

This section discusses component diagrams and an architecture diagram for deploying in

a high-availability environment:
e Component Diagrams

*  Architecture Diagram
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Component Diagrams

The diagrams in this section depict several possible options for which prerequisites and
RiskFort components can be installed on multiple systems for a high-availability
deployment.

High-Availability Deployment Using Java SDK

The following figure illustrates multiple-instance deployment of RiskFort using Java
SDK.

Figure 2-7
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High-Availability Deployment Using Web Services

The following figure illustrates multiple-instance deployment of RiskFort using Web
Services.
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Figure 2-8
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The following figure shows the architecture diagram for a multiple-instance deployment.

Figure 2-9
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Chapter 3

Preparing for Installation

Before installing RiskFort, ensure that your computer meets the requirements described
in this chapter. The chapter also provides configuration and planning-related
information.

This chapter contains the following sections:
¢ System Requirements
*  Configuring Database Server

*  Getting Ready for Installation
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System Requirements

System Requirements

The computer where you plan to install all or any components of RiskFort must meet the

following requirements:
*  Hardware Requirements

*  Software Requirements

Hardware Requirements

The following are the minimum hardware requirements for installing RiskFort:

*  Requirements for RiskFort with database on single system:

* RAM:1GB
*  Hard Drive Space: 10 GB

*  Processor: SPARC processor with v9 architecture (450 MHz or greater

processor speed is recommended.)

e Requirements for RiskFort with database on a different system:

* RAM:512MB
*  Hard Drive Space: 300 MB

*  Processor: SPARC processor with v9 architecture (450 MHz or greater

processor speed is recommended.)

NOTE: Resource requirements vary substantially for different applications

and usage patterns. Arcot strongly recommends load-testing your site to

determine the optimal memory required for the installation. While

load-testing, you must keep in mind that some operating system utilities for

monitoring memory can overstate memory usage (partially because of the

representation of shared memory. The preferred method for determining

memory requirements is by monitoring the improvement in performance after
adding more RAM/physical memory in the load test. Refer to your platform

vendor documentation for information about how to configure memory and

processor resources for testing purposes.
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Software Requirements

This section lists the supported software for the following versions of Solaris. The
following information for software requirement is provided in this section:

*  DPrerequisites for RiskFort Components
*  Minimum Solaris 9 Requirements
*  Minimum Solaris 10 Requirements

*  Locations for Downloading Prerequisite Software

Prerequisites for RiskFort Components

The prerequisite software is determined by the RiskFort components that will be
installed on a system. Refer to Chapter 2, “Planning the Deployment” to determine
which RiskFort components to install for each deployment type.

The following table indicates the prerequisite software required by each RiskFort
component.

Table 3-1 Prerequisites for RiskFort Components

Prerequisite [Database |(ODBC Driver JDK |Application Server
Component Client

RiskFort Server v v

IAdministration Console

RiskFort Java SDK

[ssuance Java SDK

RiskFort Web Service

[ssuance Web Service

ANERNERNERNERNERN
ANERNERNERNERNERN

Sample Application

Minimum Solaris 9 Requirements

This section provides the list of minimal software required to install RiskFort on Solaris

9:
e Database

e JDK and Application Server
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e Web Services Client

Database
The following table provides all supported software required for setting up the database
that is used by RiskFort on Solaris 9.

Table 3-2 Minimum Database Version

Supported Database Server |Database Client |ODBC Driver
Platform
Solaris 9 Oracle 9i Oracle 9.2.0 Arcot-branded DataDirect

IODBC Driver 05.20.0048
(Oracle Client Protocol)

JDK and Application Server

The following table lists the version of JDK and application servers supported by
RiskFort on Solaris 9.

Table 3-3 Minimum* JDK and Application Server Version

Supported Platform JDK IApplication Server

Solaris 9 1.4.2_13 Apache Tomcat 5.0.28

* Within same series (for example, JDK 1.4, JDK 5.0, or Apache Tomcat 5.x.)
NOTE: Sun JDK 1.5 and Sun JDK 5.0 are equivalent terms.

Web Services Client

The following table lists the software version required by RiskFort Web Services on
Solaris 9.

Table 3-4 Minimum Web Services Version

Supported Platform IAXIS Client SOAP Client
Solaris 9 1.1.1 1.2

Minimum Solaris 10 Requirements

This section provides the list of minimal software required to install RiskFort on Solaris
10:

e Database
e JDK and Application Server
e Web Services Client
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Database

The following table provides all supported software required for setting up the database
that is used by RiskFort on Solaris 10.

Table 3-5 Minimum Database Version
Supported Database Server |Database Client |ODBC Driver
Platform
Oracle 9i Oracle 9.2.0 Arcot-branded DataDirect
IODBC Driver 05.20.0048
(Oracle Client Protocol)
Solaris 10 .
Oracle 10g Oracle 10g Arcot-branded DataDirect
IODBC Driver 05.20.0048
(Oracle Client Protocol)

JDK and Application Server

The following table lists the version of JDK and application servers supported by
RiskFort on Solaris 10.

NOTE: Ifyou petform a fresh installation of JDK, then you must include the
new path in the JAVA_HOME environment variable. If you fail to do so, then
the Administration Console and other JDK-dependant components might fail
to start

Table 3-6 Minimum* JDK and Application Server Version

Supported Platform JDK
1.4.2_13

IApplication Server

Apache Tomcat 5.0.28

'Solaris 10

1.5.0_10 Apache Tomcat 5.5.23

* Within same series (for example, JDK 1.4, JDK 5.0, or Apache Tomcat 5.x.)
NOTE: Sun JDK 1.5 and Sun JDK 5.0 are equivalent terms.

Web Services Client

The following table lists the software version required by RiskFort Web Services on
Solaris 10.

IAXIS Client SOAP Client
Solaris 9 1.1.1 1.2

Supported Platform
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Locations for Downloading Prerequisite Software

The following list provides the location for downloading the prerequisite software:

1. Sun JDK Archive Downloads (for both 1.4 & 1.5)
http://java.sun.com/products/archive/

2. Sun JDK 5.0 (use the plain JDK, NetBeans or EE are not required)
http://java.sun.com/javase/downloads/index_7jdk5.jsp

3. Sun]DK 1.4.2
http://java.sun.com/j2se/1.4.2/download.html

4. Apache Tomcat 5.5.23 (Solaris - 5.5.23.tar.gz)
http://archive.apache.org/dist/tomcat/tomcat-5/v5.5.23/bin/

5. Apache Tomcat 5.0.28 (Solaris- 5.0.28.tar.gz)

http://archive.apache.org/dist/tomcat/tomcat-5/v5.0.28/bin/
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Configuring Database Server

Before installing RiskFort, you must set up a database that is used for storing user
information, server configuration data, audit log data, and other information.

RiskFort supports a primary database as well as a backup database that can be used
during failover and failback in high-availability deployments. Database connectivity can
either be configured as follows:

*  During RiskFort installation
* By manually editing the arcotcommon.ini file

There are specific configuration requirements for each supported database (Oracle). Use
the following information to set up the database server yourself, or provide this
information to your database administrator (DBA) when you request a database account.

IMPORTANT: To protect the database, Arcot strongly recommends that
the database server is protected with firewall or other access control
mechanisms. In addition, the database server and the system that has the
Arcot products installed must have the same time-zone setting.

Configuring Oracle Database

There are specific configuration requirements for Oracle Database Server. Use the
following information to set up the database server yourself, or provide this information
to your database administrator (DBA) when you request a database account.

NOTE: Refer to the Oracle database documentation for details on
performing the tasks listed in the following sections.

Required Tablespaces
Running RiskFort on Oracle requires two tablespaces:

e The first tablespace is used for configuration data, audit logs, and user information.
This tablespace can be the default user tablespace in the Arcot database.

See “Creating a New Database” for creating a database.

*  The second tablespace is used to run reports. For high performance, Arcot
recommends that it be a separate tablespace.
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Arcot Database Configuration Script

The Arcot database configuration script,
arcot-db-initial-config-common-1.0.sqgl, automatically creates the
tablespace for reports if the database user running the script has sufficient permissions to
create a tablespace. If the user does not have the required permissions, a DBA will need to
manually create this tablespace and delete the section in this script which creates the
reports tablespace.

IMPORTANT: The parameters for creating the reports tablespace in the
arcot-db-initial-config-common-1.0.sql database script
can be changed as per the DBA's preferences. However, the tablespace name
must be ARRFReports to generate reports successfully.

Perform the following steps to setup the Oracle database:

NOTE: Refer to the Oracle database documentation for details on
performing the tasks listed in the following sections.

1. Creating a New Database

2. Creating a Database User

Creating a New Database

Create a new database (recommended name is arcotdb) that stores information in the
UTF-8 character set. This allows WebFort to use international characters including
double-byte languages.

Creating a Database User

Create a user with the following criteria:

1. Create a user (recommended name is arcotuser), with a schema in the new
database arcotdb.

2. Set the quota of user to az least 5 to 10GB for a development or test deployment,
which is primarily used for audit logs.

NOTE: If the deployment is for production, staging, or other intensive
testing, refer to Appendix D, “Database Reference” to determine the quota
required for an user.

Grant the user with CONNECT and RESOURCE privileges.
Grant the user with CREATE TABLESPACE and CREATE TABLE privileges.

Grant the user ALTER EXTENT PARAMETERS privilege.

N T

Grant the user privileges to modify the storage extents for the LOB columns.

32 Arcot RiskFort Installation and Deployment Guide (for Solaris SPARC) ¢ January 2009 ARF01-002DC-17000



Getting Ready for Installation Chapter 3 Preparing for Installation

Getting Ready for Installation

Before you proceed with RiskFort installation, you must set up the RiskFort datastore
(and the Database Client, in case of Oracle Database Server) and gather the required
Database information for use during the installation later. You must also ensure that the
prerequisite JDK version and application server required by RiskFort components are

installed.
This section discusses the following topics:
¢ Oracle Database Post-Installation Tasks

*  Requirements for Java-Dependent Components

Oracle Database Post-Installation Tasks

Perform the following steps before you install RiskFort. You will need this information
when you install RiskFort:

1. Get the following database information from the DBA:

a. TNS Service Name (Use of arcotdbtns is recommended)

b. Service ID (Instance identifier of the Oracle database)

c. Host Name

d. Port Number

e. User Name

f. Password

Refer to Step 12 on page 41 for more information on these parameters.
2. Install Oracle Client.

Install Oracle Database Client if a supported version is not already installed. You can
run the installer with Admin option.

At the end of the installation, you will be prompted to set up the TNS Name for the
database. Refer to the information provided by the DBA (Step 1).

3. Set up TNS Names.
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Getting Ready for Installation

If Oracle Database Client is already installed, run the Net Configuration Assistant
to configure the tnsnames . ora file with the database that RiskFort will be

accessing. The recommended name is arcotdbtns.

The tnsnames . ora file allows RiskFort to reference the Oracle databases by their
alias.

4. Install Arcot-branded Oracle ODBC Driver.

To set up the Arcot-branded Data Direct ODBC driver to work with RiskFort,
perform the following steps:

a.

Log in and navigate to the Arcot-RiskFort-1.7-Solaris/Misc/
directory.

Unzip the ODBC driver GZIP file, shipped with the package as follows:

prompt> gzip -d odbc32v52wf.tar.gz

Extract the resultant TAR file as follows:

I.  Copy the odbc32v52we . tar file to the /opt directory.
prompt> cp odbc32v52wf.tar /opt

II. Change to the /opt directory.
prompt> cd /opt

III. Extract the content of the TAR file.

prompt> tar -xvf odbc32v52wf.tar
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Requirements for Java-Dependent
Components

Install the following components that are required by Administration Console, Java
SDKs, and Web Services:
 JDK
*  Application Server
IMPORTANT:If you are performing a single-system deployment, where
the Oracle Database Server and RiskFort components are installed on same

system, then change the default port (8080) of Apache Tomcat. This avoids a
conflict with the Oracle Database Server on port 8080.

IMPORTANT:If you are using Apache Tomcat application server, then
ensure the JAVA_HOME points to javac and that JRE_HOME points to

java.
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Chapter 4

Deploying RiskFort On a Single System

Use the Arcot RiskFort 1.7 InstallAnywhere Wizard to install RiskFort components.
This Wizard supports Complete and Custom installation types. However, to install and
configure RiskFort on a single computer, you must use the Complete option when you
run the installer.

The following steps provide a quick overview of the process:

1. Run the RiskFort installer to install RiskFort components and configure them to
access your SQL database.

See “Performing Complete Installation” for install instructions.

2.  Execute the database scripts to create RiskFort schema and database tables. Also
ensure that the database setup was successful.

See “Running Database Scripts” and “Verifying the Database Setup” for more
information.

3. Deploy Administration Console in the application server and verify the deployment.

See “Deploying Administration Console” and “Verifying the Administration
Console Deployment” for more information.

4. Login to Administration Console with the Master Administrator credentials to
initialize RiskFort and then create a Global Administrator.

See “Logging in to Administration Console” and “Creating a Global
Administrator” for more information.
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To ensure secure communication between RiskFort components, you can configure
them to support TLS (Transport Layer Security) transport mode. This is an optional
step.

See “(Optional) Configuring TLS Communication Mode” for more information.

Deploy and use Sample Application to test RiskFort configuration.

NOTE: Sample Application is automatically installed as a part of Complete
installation.

See “Deploying Sample Application” and “Using Sample Application” for more

information.

Important Notes Related to Installation
You must keep the following points in mind while installing RiskFort either on a single
system or in a distributed environment:

You must ensure that the <install location> must not contain any special
characters (suchas - 1@ #$% A& * () _+={}1"".

RiskFort 1.7 does not support upgrade from a previous version (1.6.1 or earlier).
Also, you can not install RiskFort 1.7 over a previously installed version.

Currently, you can not modify or repair RiskFort components by using the installer.
You must uninstall the component and then re-install it.

The installation directory name that you specify must not contain any spaces. If there
are spaces in the installation directory name, some of the RiskFort scripts might not
function as intended.

Any time during the installation, you can type quit and press Enter to exit the
installation.

38 Arcot RiskFort Installation and Deployment Guide (for Solaris SPARC) ¢ January 2009 ARF01-002DC-17000



Performing Complete Installation Chapter 4 Deploying RiskFort On a Single System

Performing Complete Installation

Complete installation allows you to install all components of the RiskFort package. These
components include RiskFort Server and the scripts required for setting up the Database
that you intend to use for RiskFort.

Before proceeding with the installation, ensure that all prerequisite software components
are installed and the database is set up, as described in the Chapter 3, “Preparing for
Installation”.

Perform the following tasks to install RiskFort components:
1. Login and navigate to the directory where you untarred the installer.
2.  Run the installer as follows:

prompt> sh Arcot-RiskFort-1.7-Solaris-Installer.bin

If you are executing the installer with root login, then a warning message appears.
Enter Y to continue, or enter N to quit the installation.

If you exit the installer screen, then you must run the installer again.
3. Press Enter to continue.

The Welcome screen appears.
4. Dress Enter to continue with the installation.

The License Agreement for RiskFort appears.
5.  On the License Agreement screen:

a.  Read the text carefully and press Enter to display the next screen of the license
text. You might have to press Enter multiple times, until the entire text for
License Agreement is displayed.

At the end of the license agreement, you will be prompted for acceptance of the
terms of license agreement.

b. Entery to accept the acceptance of License Agreement and to continue with the
installation.

NOTE: If you press n, then a warning message will be displayed and the
installation will be aborted.

The Choose Installation Location screen appears.

6. Asdirected on the screen, you can either:
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*  Enter the absolute path of the directory where you want to install RiskFort and
press Enter to continue.

NOTE: The installation directory name that you specify must not contain
any spaces. Else, some RiskFort scripts and tools might not function as
intended.

e Press Enter to accept the default directory displayed by the installer.
The installer displays the installation options supported by RiskFort.

If the computer where you are currently performing the installation already has an
existing Arcot product installed, then the installer displays the following options:

e 1 - Enter a new location.
e 2 - Continue to install in the directory selected in Step 6.
e 3 - Use the location at which the existing Arcot product is installed.
7. Select the required option and press Enter to continue with the installation.

NOTE: If you selected option 1 or 2, then a new directory called arcot
will be created in the specified location.

The Choose Install Type of Installation screen appears. This screen displays the
installation types (Complete and Custom) supported by RiskFort.

8. Enter 1 to select the default (Complete) option and install all components of
RiskFort.

The ODBC Home Configuration screen appears. This screen prompts you to
specify the path to the ODBC Driver.

9.  Enter the absolute search path (for example, /opt) where the ODBC driver for the
database is available, and press Enter to continue.

The installer checks for the ODBC drivers present in the specified location. If
multiple versions are found, then the installer displays all versions and prompts you
to select one. If no ODBC driver is found in the specified location, then you are
prompted for another location.

The Oracle Home Configuration screen appears. This screen prompts you to specify
the Oracle Client path.
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10.

11.

12.
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Enter the absolute search path where Oracle Client is available, and press Enter to
continue.

The installer checks for Oracle Client in the specified location. If multiple entries are
found, then the installer displays all of them and prompts you to select one. If no
Oracle Client is found in the specified location, then you are prompted for another
location.

The Java Home Configuration screen appears.
Enter the absolute search path for JAVA HOME and press Enter to continue.

The installer checks for JAVA HOME in the specified location. If multiple versions
are found, then the installer displays all and prompts you to select one. If no gava
HOME is found in the specified location, then you are prompted for another location.

The Primary Database Access Configuration screen appears.
On the Primary Database Access Configuration screen:
a.  Specify the name of the DSN, when prompted, and press Enter.
The installer checks for the availability of the specified DSN. If this DSN is

already present, then appropriate messages are displayed.
b.  Specify the appropriate choice (1, 2, or 3) and press Enter to continue.

The installer now prompts you for more information related to the specified

DSN.

c.  Specify the information listed in the following table.

Table 4-1 Primary DSN Parameters

Parameter Description

[TNS Service Name [Transparent Network Substrate (TNS) is used by Oracle databases and

specifies the name by which an Oracle database instance is known on a
network. In other words, TNS Name resolves to the protocol, IP, port,
and SID of an oracle database.

[The name can be found in the tnsnames . ora file on the local sys-
tem.

[User Name The database user name for RiskFort to access the database. This name

is specified by the database administrator.

NOTE:The User Name for the Primary and
Backup DSNs must be different.
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Table 4-1 Primary DSN Parameters

Parameter Description

Password [The password associated with the User Name you specified in the pre-
vious field and which is used by RiskFort to access the database. This
password is specified by the database administrator.

SID [The Oracle System Identifier (SID) that refers to the instance of the
Oracle database running on the server.

Port No [The port at which the Database listens to the incoming requests.

Host Name The host name or IP address of the RiskFort datastore.

Syntax: <server_name>
[Example: demodatabase

d.  Enter Y to test connectivity to the specified database, or N to skip this test.
The Backup Database Access Configuration screen appears.
13. On the Backup Database Access Configuration screen:

e Type N to skip the configuration of the secondary DSN, when prompted, and
press Enter to continue to the next screen.

e  TypeY to configure the secondary DSN, when prompted, and press Enter to
continue.

See the sub-steps of Step 12 for more information on the tasks to be performed.
The WebFort Connectivity screen appears.

14. Specify the Host Name and the Port number of WebFort Server and press Enter to
continue. This information is required by Administration Console to connect to
WebFort and authenticate the RiskFort administrators.

The Pre-Installation Summary screen appears. This screen lists the product details,
installation directory, type of installation, components that are to be installed, and
disk space-related information.

15. Review the product details displayed carefully and press Enter to proceed with the
installation. If you would like to change a configuration on any of the previous
screens, type back until you reach the screen, make the required changes, and press
Enter to proceed to the next screen.

The Installing screen appears. This might take several minutes, because the installer
now:

e Puts all the components and their related binaries in the installation directory.
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*  Stores database settings in the arcotcommon.ini file and the password in the
securestore. enc file.

e Writes to the required INT files.

¢ Sets the environment variables such as, INI_LIBRARY_ PATH for Issuance and
Administration Console and ODBC_HOME, ODBCINI, ORACLE_HOME, and
ORACLE_LIB_PATH in the arctenv file.

e Creates or overwrites, as specified in a previous screen, the Primary DSN and
Backup DSN (if selected and configured) using the selected ODBC driver in
the odbc. ini file.

After the preceding tasks are completed successfully, the Installation Complete
screen appears.

16. Press Enter to exit the installer.

You might have to wait for a few minutes (for the installer to clean up temporary
files) until the prompt re-appears.

17. Check the installation log file, which is available in the
<install location>/arcot/ directory.

18. Perform WebFort Basic Installation:

a.  Navigate to the directory where the
Arcot-WebFort-5.4.1-solaris.tar.gz file is located.

b.  Gunzip and untar the file, and then run the installation wizard, as follows:

prompt> sh Arcot-WebFort-5.4.l1-solaris-Installer.bin

c.  Follow the instructions on the following screens to install. On the Type of
Installation screen, you must enter 2 to specify the Basic option.

See the Arcor WebFort Installation and Deployment Guide for detailed
instructions to perform WebFort Basic installation.

NOTE: After the installation is completed, perform the post-installation
tasks discussed in “Performing Post-Installation Tasks”.

Installation Logs
After installation, you can access the installation log file in the following directory:

<install_location>/arcot/

If for some reason, the installation failed, then the error log is available in the /tmp
directory.
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WebFort Basic Installation

The Administration Console is a common component included in many Arcot products.
It uses WebFort Server to authenticate users when they log in. As a result, WebFort is a
required component for other Arcot products, including RiskFort.

However, WebFort Basic is nor packaged as a part of RiskFort. To configure
Administration Console to access WebFort, it is highly recommended that you perform
Basic installation of WebFort affer completing the installation of RiskFort. The Basic
deployment installs only WebFort Server.

NOTE: Refer to the Arcot WebFort Installation and Deployment Guide
for detailed steps for performing WebFort Basic installation.

While performing WebFort Basic installation, if the corresponding RiskFort DSN
configuration has already been completed, then you will not be prompted for the
DSN-related information. However, if the DSN has not already been configured, then
you will need to specify this information in the additional screens that appear.
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Performing Post-Installation Tasks
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This section guides you through the post-installation tasks that you must perform after
installing RiskFort. These steps are required for configuring RiskFort correctly and must

be performed in the following order:

1. Running Database Scripts

2. Verifying the Database Setup

3. Verifying the Installation

4. Deploying Administration Console

Verifying the Administration Console Deployment
Logging in to Administration Console

Creating a Global Administrator

o N oW

(Optional) Configuring TLS Communication Mode

9. Deploying Sample Application

10. Configuring Sample Application for Communication with RiskFort Server
11. Using Sample Application

NOTE: After completing these post-installation tasks, perform the SDK and
Web Services configuration tasks discussed in Chapter 6, “Configuring
RiskFort SDKs and Web Services”.

Running Database Scripts

NOTE: Before you run the scripts discussed in this section, you must ensure
that you are logged in as the same database user that you created in the
“Configuring Database Server” section.

RiskFort is shipped with scripts that are required to create necessary tables in the
RiskFort database. To run the required database scripts:

1. Navigate to the following directory:

<install_location>/arcot/dbscripts/oracle/
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2. Run the scripts in the following order:

e arcot-db-initial-config-common-1.0.sqgl
. arcot-db-config-for-webfort-5.4.1.sql
e arcot-db-config-for-riskfort-1.7.sql

3. Run the following SQL statements:

UPDATE ARCONFIG SET VALUE=600 WHERE
PATH='WebFort/SAMLAssertion' AND
NAME="'AssertionTimeoutSecs';

commit;

Verifying the Database Setup

After the database has been set up, you must verify whether the database was set up
correctly. To do so, perform the following tasks:

1. Login to the RiskFort database as a user with SYSDBA privileges.
2. Run the following query:

SELECT SERVERNAME, VERSION FROM ARSERVERS;

You must see the following output as a result of the preceding query:

SERVERNAME VERSION
WebFort 5.4.1
RiskFort 1.7

Admin Console 5.4.1
WebFort Issuance 5.4.1

3. Log out of the database console.

Verifying the Installation

After you have run the database scripts (mentioned in the “Running Database Scripts”
section) to create the required tables, you must verify whether RiskFort was installed
correctly. Perform the following tasks to do so:

1. Starting RiskFort Server

2. Verifying the Log Files
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Starting RiskFort Server

Perform the following steps to start the RiskFort Server:
1. Navigate to the following directory:
<install_location>/arcot/bin/
2. Run the following commands:
./webfortserver start
./riskfortserver start
After starting the server, you must check if the server started successfully. To do so:
1. Navigate to the following directory:
<install_location>/arcot/logs/
2. Open the arcotriskfort. log file by using any editor.
3. Locate the following line in the file:

Arcot RiskFort Service READY

Stopping the RiskFort Server

If at any time, you want to stop the RiskFort or WebFort Server, then perform the
following steps to do so:

Perform the following steps to start the RiskFort and WebFort Server:

1. Navigate to the following directory:
<install_location>/arcot/bin/

2. Run the following commands:

. ./riskfortserver stop [server_ip_ address]
[server _management_port_number]

The default value for server management_port_numberis 7980. This is
a configurable value.

. ./webfortserver stop [server ip_ address]
[ server management_port_number]

The default value for server management_port_numberis 9743. This is
a configurable value.
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Verifying the Log Files

The two log files that you need to verify if the RiskFort and WebFort servers started
correctly are:

. arcotriskfort.log

. arcotwebfort.log
Perform the following steps to verify if the servers started correctly:
1. Navigate to the following location:

<install_location>/arcot/logs/

2. Open the arcotriskfort.log file in any editor and locate the following lines:
. STARTING Arcot RiskFort 1.7.0_s
This is the first line in the file.
e Arcot RiskFort Service READY
This is the last line in the file.
3. Open the arcotwebfort. log file in any editor and locate the following lines:
. STARTING Arcot WebFort 5.4.1_s
This is the first line in the file.
e Arcot WebFort Authentication Service READY

This is the last line in the file.

NOTE: You might also want to make sure that the log files do not contain
any FATAL messages.

Deploying Administration Console

The Administration Console is a browser-based interface to RiskFort that enables you to
customize the server configurations, if required.

NOTE: Arcot strongly recommends that you configure the Administration
Console affer you have completed the Basic WebFort installation. Refer to the
Arcot WebFort Installation and Deployment Guide for detailed steps for
performing WebFort Basic installation.
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You need the arcotadmin.war file to deploy the RiskFort Administration Console.
This file is available at the following location:

<install_location>/arcot/java/app/admin/

To deploy the WAR file on your application server:
1. Install arcotadmin.war on the application server, in the appropriate directory.

The deployment directory and procedure will depend on the application server that
you are using. Refer to your Application server documentation for detailed
instructions.

For example, in case of Apache Tomcat, you must deploy the arcotadmin.war
file in the following location:

<APP_SERVER_HOME>/webapps/
2. Navigate to the <install_location>/arcot/sbin/ directory.
3. Run the following command to set the required environment variables:
./arctenv

4.  Start the application server.

Verifying the Administration Console
Deployment

The arcotadmin. log file is used for logging the Administration Console information.
This file is available in the <APP_SERVER_HOME> of your application server.

After you deploy the Administration Console successfully, navigate to the
arcotadmin. log file, open it any editor, and locate the following lines:

e Version :5.4.1

e Title: Arcot Administration Console

¢ Vendor: Arcot Systems

. Servlet 'cygnetadmin' configured successfully

These lines indicate that your Administration Console was deployed successfully.
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Changing the Default Log File Location

By default, the log files for Administration Console are generated in the default log
directory of your application server. However, you might want to specify a different
directory to store the log files for Administration Console. In this case, perform the
following steps:

1. Navigate to the <APP_SERVER HOME> directory.
Navigate to the subdirectory where the 1og47 .properties file is located.

Open the 1og4j .properties file in any editor window.

L

Locate the 1og4j . appender . debuglog.File property and specify the absolute
file path to the arcotadmin. log file as its value.

For example:

log4j.appender.debuglog.File=<install location>/arcot/logs/a
rcotadmin.log

5. Restart application server for the change to take effect.

Logging in to Administration Console

NOTE: You must start the RiskFort and WebFort servers before attempting
to log in into Administration Console application.

When logging in to the Administration Console for the first time, you must use the
Master Administrator credentials that are configured automatically in the database
during the deployment.

To log in to the Administration Console:

1. Start the Administration Console in a Web browser window. The default URL for
the Administration Console is:

http://<host>:<port>/arcotadmin/adminlogin.htm

NOTE: The host and port information that you specify in the preceding
URL must be of the application server where you deployed the
Administration Console.

2. Log in by using the default Master Administrator account credentials. The
credentials are:

¢ User Name: Master_Admin

¢ Password: master1234

50 Arcot RiskFort Installation and Deployment Guide (for Solaris SPARC) ¢ January 2009 ARF01-002DC-17000



Performing Post-Installation Tasks Chapter 4 Deploying RiskFort On a Single System

NOTE: Arcot strongly recommends that you change the Master
Administrator password after the first log in. Refer to the Arcor RiskFort
Administration Guide for more information on changing the administrator
password.

Creating a Global Administrator

When you install and configure RiskFort, the Master Administrator account is created by
default. However, this account can only perform restricted activities, such as initializing
the system and creating the next level of administrators, called Global Administrator. For
any advanced configurations, you must now create at least one Global Administrator
account.

Global Administrators are responsible for configuring the global settings and setting up
the communication protocol. They can also create next level of administrators and
manage their credentials.

NOTE: Refer to Arcor RiskFort Administration Guide for more information
on Global administrator privileges.

To create a Global Administrator account:

1. Access the Administration Console by using the following URL:
http://<host>:<port>/arcotadmin/adminlogin.htm

2. Click the Register Now link on the Login page.
The Arcot Administrator Enrollment Form page, as shown in following figure,
appears.

Figure 4-1

ARcOT"

Arcot Administrator Enrollment Form

User Info

User Name*
First Name*
Last Name*
Email

User password Credential
Password®
verify Passward®

Submit
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3. Complete the enrollment form by entering the required details and click the Submit
button.

NOTE: Fields marked with * are mandarory fields. The field User Name is

not case sensitive.

After successful enrollment, you will be re-directed to the Administrator login page
in 5 seconds.

4. Log in as Master Administrator again.

5. Under Admin Configurations, select the Create Admin option.
The User Search page appears, as shown in the following figure.

Figure 4-2

Welcome admin gl | Global Admin
Last Login Time 11:07/2007 15:50:43 PM GMT

ARCOT" User Profile | Logout

: User Search
. Admin

gurations

Display users based on Search Criteria.

Name Name Name

, WebFort
Configurations
, Issuance Search
Configurations
5 SignFort
Configurations
, RiskFort
Configurations

* Reports

6. Provide complete or partial details of the user and click the Search button.

A list of enrolled users matching the search criteria and who are not administrators is

displayed.
7. Click the User Name link for the user you want to promote as an administrator.

The Create Admin page is displayed with the details of the user you selected, as
shown in the following figure.
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Figure 4-3

Create Admin

Create an administrator for the selected groups with the specified palicy.

User Name ALAMIOHNSON First Name alan Group ADMINISTRATORS

Last Name johnson

Policy IGIDbaIAdmm-FDIIcy VI

Available Groups Selected Groups
ADMIMISTRATORS

GROUPZ

EFs

Disable Admin [

Sae Cancel

8. To specify the level of the administrator, you must select the policy to be associated.
Select the Global Admin-Policy option from the Policy drop-down list.

9.  Select the group from the Available Groups list and click the > button to add the
group to the Selected Groups list.

The Available Groups list displays all user groups who are under the administrative
purview of Master Administrator.

The Selected Groups displays all user groups that will be under the administrative
purview of the new administrator being created.

10. Click the Save button to complete the task.

The "Admin created successfully” message appears.
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(Optional) Configuring TLS Communication
Mode

By default, RiskFort components use Transmission Control Protocol (TCP) to
communicate with each other. However, TCP is vulnerable to spoofing and
man-in-the-middle attacks. To ensure secure communication between Administration
Console and WebFort Server and between SDKs and RiskFort Server, you can configure
RiskFort Native and Server Management protocols to support TLS (Transport Layer
Security), which ensures securer communication between applications across insecure
media and reduces the chances of TCP attacks.

This section discusses the steps to configure TLS-based communication:
e Between WebFort Server and Administration Console
e Between RiskFort Server and Java SDKs

e  Between RiskFort Server and Web Services

Between WebFort Server and Administration Console

By default, Administration Console uses Transmission Control Protocol (TCP) to
communicate with WebFort Server. See “WebFort Basic Installation” for more
information.

To enable TLS communication between WebFort Server and Java SDKs, you must first
configure the WebFort Native protocol settings by using the Administration Console
and then configure the adminserver.ini file, which is available at:

<install location>/arcot/conf/

To configure TLS-based communication between WebFort Server and Administration
Console:

1. Under WebFort Configurations from the left-hand menu, select Protocol Setup.

The WebFort Protocol Setup page appears, as shown in the following figure.
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Figure 4-4
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2. Configure the WebFort Native protocol as follows:

a.

d.

In the Enable column, ensure that the box corresponding to WebFort Native is
selected.

In the Transport Security column, select TLS from the drop-down list.
In the SSL/TLS Certificate Details column:

I.  Click Browse against Certificate Chain to navigate to the appropriate
location and upload the CA certificate chain of the server.

IMPORTANT: The certificates in the chain must follow the Leaf certificate

--> Intermediate CA certificates --> Root certificate hierarchy.

II. Click Browse against Private Key to navigate to the appropriate location
and upload the corresponding private key of the certificate chain.

NOTE:The certificate chain and the private key, both must be in . PEM
format. In addition, the associated private key must be un-encrypted. If the
private key is in . PEM format and encrypted, then the Administration
Console will display an error message.

Click Save to save the changes.

3. Configure the adminserver. ini file as follows:

ARF01-002DC-17000
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a.  Navigate to the following location:
<install location>/arcot/conf/
b. Open the adminserver.ini file in an editor window.
c. Inthe [arcot/admin/authconfig] section, set the following parameters:
*  transport=TLS (By default, this parameter is set to TCP.)
. server.CACert=<absolute_path of Root_Certificate>
d.  Save the changes and close the file.
4. Restart WebFort Server as follows:
a.  Navigate to the following directory:
<install_location>/arcot/bin/
b. Run the following command:
. /webfortserver restart

5. Restart the application server.

Between RiskFort Server and Java SDKs

To enable TLS communication between RiskFort Server and Java SDKs, you must first
configure the RiskFort protocols (Server Management, RiskFort Native, and Issuance)
settings by using the Administration Console and then configure the applicable INI or
properties files.

The INI file for Server Management is available at:
<install_location>/arcot/conf/
The properties files for RiskFort Native and Issuance are available at:

<install_location>/arcot/sdk/java/properties/

Perform the following tasks to enable TLS communication mode between RiskFort
Server and Java SDKs:

1. Under RiskFort Configurations from the left-hand menu, select Protocol Setup.

The RiskFort Protocol Setup page appears, as shown in the following figure.
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Configure the Server Management protocol as follows:

a.

d.

€.

In the Enable column, ensure that the box corresponding to Server

Management is selected.

In the Transport Security column, select TLS from the drop-down list.

In the SSL/TLS Certificate Details column:

L

IMPORTANT: The certificates in the chain must follow the Leaf certificate

--> Intermediate CA certificates --> Root certificate hierarchy.

II.

and upload the corresponding private key of the certificate chain.

NOTE:The certificate chain and the private key, both must be in . PEM
format. In addition, the associated private key must be un-encrypted. If the
private key is in . PEM format and encrypted, then the Administration

Console will display an error message.

Click Save to save the changes.

Navigate to the following location:

<install Jlocation>/arcot/conf/

f.

Open the arcotcommon. ini file in an editor window.
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g. At the end of the file, add the following:
[arcot/aradmin/tlsconfig]
ServerCACert=

h.  Set the following parameters:

. ServerCACert=<absolute path of Root_Certificate in PEM F
ORMAT>

For example, you can specify
ServerCACert=<install_location>/certs/<ca_cert>.pemn.

See “arcotcommon.ini” for more information on the configuration
parameters.

i.  Save the changes and close the file.
3. Configure the RiskFort Native protocol as follows:

a. In the Enable column, ensure that the box corresponding to RiskFort Native is
selected.

b. In the Transport Security column, select TLS from the drop-down list.
c.  In the SSL/TLS Certificate Details column:

I.  Click Browse against Certificate Chain to navigate to the appropriate
location and upload the CA certificate chain of the server.

IMPORTANT: The certificates in the chain must follow the Leaf certificate

--> Intermediate CA certificates --> Root certificate hierarchy.

II. Click Browse against Private Key to navigate to the appropriate location
and upload the corresponding private key of the certificate chain.

NOTE:The certificate chain and the private key, both must be in . PEM
format. In addition, the associated private key must be un-encrypted. If the
private key is in . PEM format and encrypted, then the Administration
Console will display an error message.

d. Click Save to save the changes.

e.  Navigate to the following location:
<install_location>/arcot/sdk/java/properties/

f.  Open the riskfort.properties file in an editor window.

g.  Set the following parameters:
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*  TRANSPORT_TYPE=TLS (By default, this parameter is set to TCP.)

e CA_CERT_FILE=<absolute path_of Root_Certificate_in_ PEM
FORMAT>

For example, you can specify
CA_CERT_FILE=<install_ location>/certs/<ca_cert>.pemnm.

See “riskfort.properties” for more information on the configuration
parameters.

Save the changes and close the file.

4. Configure the Issuance protocol as follows:

a.

d.

€.

In the Enable column, ensure that the box corresponding to RiskFort Native is
selected.

In the Transport Security column, select TLS from the drop-down list.
In the SSL/TLS Certificate Details column:

I.  Click Browse against Certificate Chain to navigate to the appropriate
location and upload the CA certificate chain of the server.

IMPORTANT: The certificates in the chain must follow the Leaf certificate

--> Intermediate CA certificates --> Root certificate hierarchy.

II. Click Browse against Private Key to navigate to the appropriate location
and upload the corresponding private key of the certificate chain.

NOTE:The certificate chain and the private key, both must be in . PEM
format. In addition, the associated private key must be un-encrypted. If the
private key is in . PEM format and encrypted, then the Administration
Console will display an error message.

Click Save to save the changes.

Navigate to the following location:

<install_location>/arcot/sdk/java/properties/

f.

g

Open the riskfort_issuance.properties file in an editor window.
Set the following parameters:
*  TRANSPORT_TYPE=TLS (By default, this parameter is set to TCP.)

e CA_CERT _FILE=<absolute path_of Root_Certificate in PEM
FORMAT>
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For example, you can specify
CA_CERT_FILE=<install_ location>/certs/<ca_cert>.pemn.

See “riskfort_issuance.properties” for more information on the
configuration parameters.

h.  Save the changes and close the file.
5. Restart RiskFort Server as follows:
a.  Navigate to the following directory:
<install_location>/arcot/bin/
b. Run the following command:
./riskfortserver restart

6. Restart the application server.

Between RiskFort Server and Web Services

To enable TLS communication between RiskFort Server and Web Services, you must
first configure the RiskFort protocols (RiskFort Native and Issuance) settings by using
the Administration Console and then configure the applicable files on your application
server that are available at:

<Application_Home>/WEB-INF/classes/properties/

Perform the following tasks to enable TLS communication mode between RiskFort
Server and Web Services:

1. Under RiskFort Configurations from the left-hand menu, select Protocol Setup.

The RiskFort Protocol Setup page appears, as shown in the following figure.
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Figure 4-6
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Configure the RiskFort Native protocol as follows:

C.

In the Enable column, ensure that the box corresponding to RiskFort Native is
selected.

In the Transport Security column, select TLS from the drop-down list.
In the SSL/TLS Certificate Details column:

I.  Click Browse against Certificate Chain to navigate to the appropriate
location and upload the CA certificate chain of the server.

IMPORTANT: The certificates in the chain must follow the Leaf certificate

--> Intermediate CA certificates --> Root certificate hierarchy.

II. Click Browse against Private Key to navigate to the appropriate location
and upload the corresponding private key of the certificate chain.

NOTE:The certificate chain and the private key, both must be in . PEM
format. In addition, the associated private key must be un-encrypted. If the
private key is in . PEM format and encrypted, then the Administration
Console will display an error message.

Click Save to save the changes.
Navigate to the following location of your application server:
<Application_Home>/WEB-INF/classes/properties/

Open the riskfort.properties file in an editor window.
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Set the following parameters:
*  TRANSPORT_TYPE=TLS (By default, this parameter is set to TCP.)

e CA_CERT_FILE=<absolute path_of Root_Certificate_in_ PEM
FORMAT>

For example, you can specify
CA_CERT _FILE=<install_ location>/certs/<ca_cert>.pem.

See “riskfort.properties” for more information on the configuration
parameters.

Save the changes and close the file.

3. Configure the Issuance protocol as follows:

a.

In the Enable column, ensure that the box corresponding to Issuance is
selected.

In the Transport Security column, select TLS from the drop-down list.
In the SSL/TLS Certificate Details column:

I.  Click Browse against Certificate Chain to navigate to the appropriate
location and upload the CA certificate chain of the server.

IMPORTANT: The certificates in the chain must follow the Leaf certificate

--> Intermediate CA certificates --> Root certificate hierarchy.

II. Click Browse against Private Key to navigate to the appropriate location
and upload the corresponding private key of the certificate chain.

NOTE:The certificate chain and the private key, both must be in . PEM
format. In addition, the associated private key must be un-encrypted. If the
private key is in . PEM format and encrypted, then the Administration
Console will display an error message.

Click Save to save the changes.

Navigate to the following location of your application server:
<Application_Home>/WEB-INF/classes/properties/

Open the riskfort_issuance.properties file in an editor window.

Set the following parameters:

*  TRANSPORT_TYPE=TLS (By default, this parameter is set to TCP.)
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e CA_CERT_FILE=<absolute path_of Root_Certificate_in_PEM
FORMAT>

For example, you can specify
CA_CERT_FILE=<install_ location>/certs/<ca_cert>.pemnm.

See “riskfort_issuance.properties” for more information on the
configuration parameters.

h.  Save the changes and close the file.
4. Restart RiskFort Server as follows:
a.  Navigate to the following directory:
<install location>/arcot/bin/
b. Run the following command:
./riskfortserver restart

5. Restart the application server.

Deploying Sample Application

IMPORTANT: Sample Application must be deployed on the same

application server where Risk Evaluation and Issuance SDKs are Installed.

Sample Application can be used to verify if RiskFort was installed and configured
properly. In addition, it demonstrates:

e The typical RiskFort workflows
*  Basic operations (invocation and post-processing) of RiskFort APIs
* Integration of your application with RiskFort

Sample Application is automatically installed as a part of Complete installation. To
deploy the Sample Application:

1. Stop the application server services.

2. Deploy the riskfort-1.7-sample-application.war file from the following
location:

<install_ location>/arcot/samples/java/
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NOTE: Although you will also see
riskfort-1.7-sample-application.war in the package, it is
recommended that you deploy the Sample Application file from the preceding
location.

3. Start the application server services.

IMPORTANT:If you are using IBM WebSphere, then you must restart the
WebSphere server.

Configuring Sample Application for
Communication with RiskFort Server

The riskfort.properties file provides the parameters for the Java SDK and
Sample Application to read RiskFort Server information. Therefore, after deploying
Sample Application, you must now configure it to communicate with RiskFort Server.

This file is only available after you deploy the RiskFort Sample Application WAR file,

riskfort-1.7-sample-application.war.

To configure the riskfort.properties file:

1. Navigate to the riskfort.properties file on your application server.
In case of Apache Tomcat this file is available at:

<AppHome/riskfort-1.7-sample-application>/WEB-INF/classes/prope
rties/

Here, AppHome/riskfort-1.7-sample-application represents the
directory path where RiskFort application WAR files are deployed.

2. Open the riskfort.properties file in an editor window and set the value for
following parameters:

. HOST.1
. PORT.1

A default value is specified for the remaining parameters in the file. You can
change these values, if required. See “riskfort.properties” for more information
on configuration parameters.

3. (Optional: Perform this step only if you configured TLS-based communication in
“(Optional) Configuring TLS Communication Mode”)

Set the following parameters:
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*  TRANSPORT_TYPE=TLS (By default, this parameter is set to TCP.)

. CA_CERT _FILE=<absolute path of Root_Certificate in PEM FORM
AT>

For example, you can specify:
CA_CERT_FILE=<install location>/certs/<ca_cert>.pem
4.  Save the changes and close the file.

5. Restart the application server for the changes to take effect.

Using Sample Application

This sub-section describes the risk-evaluation operations that can be performed using
Sample Application. Each operation in the sample application is designed to run without
error when RiskFort is completely installed and functional.

Sample Application demonstrates the following operations that RiskFort Issuance and
RiskFort Server can perform:

¢ Creating User
*  Performing Risk Evaluation and Post Evaluation

e Editing the Default Profile and Performing Risk Evaluation

Creating User

To create a user:

1. Start Sample Application in a Web browser window. The default URL for Sample
Application is:

http://<host>:<port>/riskfort-1.7-sample-application/index.jsp
The RiskFort Sample Application page appears.

2. Click User Creation to open the Create User page.

3. Enter a unique user name in the User Name field and click Create User.

The "The User is created successfully” message appears if the specified user was
successfully added to the database.

4. Click Main Page to return to the RiskFort Sample Application page.
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Performing Risk Evaluation and Post Evaluation

To perform risk evaluation on the default profile of a user:

1.

Ensure that Sample Application is open (in a Web browser window.) The default
URL for Sample Application is:

http://<host>:<port>/riskfort-1.7-sample-application/index.jsp
Click Risk Evaluation to open the Risk Evaluation on my default Profile page.

On the page, specify the name of the user (who you want to evaluate) in the Enter
the User Name field.

Click Evaluate Risk to open the Risk Evaluation Results page.
This page displays the Risk Score and the associated Risk Advice for the specified

user.

Click Next Step to open the Post Evaluation page and perform post-evaluation on
the specified user profile.

Specify the result of secondary authentication by selecting the appropriate option
from the Result of Secondary Authentication list.

Click Post Evaluate to complete the post evaluation process and display the result of
the same.

Editing the Default Profile and Performing Risk Evaluation

Using the Sample Application, you can only change the IP address and the Device ID of
the computer that you are using. To edit the default profile of a user:

1.
2.
3.

Ensure that Sample Application is open (in a Web browser window.)
Click Risk Evaluation to open the Risk Evaluation on my default Profile page.

On the page, specify the name of the user (whose profile you want to edit) in the
Enter the User Name field.

Click Edit My Profile to open the Edit My Profile page.
On the page, the following fields are pre-populated:

e IP Address of My Machine

*  Device ID of My Machine

If you want to change any or both these values, specify the new value.
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6. Click Evaluate Risk to open the Risk Evaluation Results page.

This page displays the Risk Score and the associated Risk Advice for the specified

user.

7.  Click Next Step to open the Post Evaluation page and perform post-evaluation on

the specified user profile.

8.  Specify the result of secondary authentication by selecting the appropriate option

from the Result of Secondary Authentication list.

9. Click Post Evaluate to complete the post evaluation process and display the result of

the same.
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Chapter 5

Deploying RiskFort on a Distributed System

Use the Arcot RiskFort 1.7 InstallAnywhere Wizard to install RiskFort components.
This Wizard supports Complete and Custom installation types. However, to install and
configure RiskFort in a distributed environment, you must use the Custom option when
you run the installer.

The following steps provide a quick overview of the process:

1. Run the RiskFort installer to install RiskFort Server and Administration Console
and to configure them to access your SQL database. You can also choose to install
the Web Services on the same system.

See “Installing on the First System” for installation instructions.

2.  Execute the database scripts to create RiskFort schema and database tables. Also
ensure that the database setup was successful.

See “Running Database Scripts” and “Verifying the Database Setup” for more
information.

3. Deploy Administration Console on the application server and verify the
deployment.

See “Deploying Administration Console” and “Verifying the Administration
Console Deployment” for more information.

4. Login to Administration Console with the Master Administrator credentials to
initialize RiskFort and then create a Global Administrator.

See “Logging in to Administration Console” and “Creating a Global
Administrator” for more information.
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To ensure secure communication between RiskFort components, you can configure
them to support TLS (Transport Layer Security) transport mode. This is an optional
step.

See “(Optional) Configuring TLS Communication” for more information to do so
on the first system and “(Optional) Configuring TLS Communication” for more
information to do so on the subsequent system.

Install the Java SDKs on one or more systems.
See “Installing on the Second System” for more information.

Perform post-installation tasks on the system where Java SDKs and Web Services are
installed.

See “(Optional) Configuring TLS Communication” for more information.

Deploy and use Sample Application to test RiskFort configuration.

»  «

See “Deploying Sample Application”, “Configuring Sample Application for
Communication with RiskFort Server”, and “Using Sample Application” for more
information.

Important Notes Related to Installation
You must keep the following points in mind while installing RiskFort:

You must ensure that the <install location> must not contain any special
characters (suchas ~ 1@ #$ % A& * () _+={}[]1"").

RiskFort 1.7 does not support upgrade from a previous version (1.6.1 or earlier).
Also, you can not install RiskFort 1.7 over a previously installed version.

Currently, you can not modify or repair RiskFort components by using the installer.
You must uninstall the component and then re-install it.

The installation directory name that you specify must not contain any spaces. If there
are spaces in the installation directory name, some of the RiskFort scripts might not
function as intended.

During Custom installation:

¢ Ifyou enter the number of main features (1, 5, or 8), then all the sub-features of
the main feature will be implicitly selected.

¢ Ifyou enter the number of a sub-feature, then only the selected sub-feature will
be installed.

e Ifyou enter the number of a main feature and any of its sub-feature, then the
selected sub-feature will not be installed.
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Installing on the First System

In a distributed scenario, depending on how many systems you are distributing RiskFort,
Administration Console, Java SDKs, and Web Services, typically you install RiskFort
Server on the first system. You use the Custom installation option to install only the
selected components from the package.

Before proceeding with the installation, ensure that all prerequisite software components
are installed and the database is set up, as described in the Chapter 3, “Preparing for

Installation”.

NOTE: Any time during the installation, you can type quit and press
Enter to exit the installation.

Perform the following tasks to install RiskFort components:
1. Login and navigate to the directory where you untarred the installer.
2. Run the installer as follows:

prompt> sh Arcot-RiskFort-1.7-Solaris-Installer.bin

If you are executing the installer with root login, then a warning message appears.
Enter Y to continue, or enter N to quit the installation.

If you exit the installer screen, then you must run the installer again.
3.  Press Enter to continue.

The Welcome screen appears.
4. Press Enter to continue with the installation.

The License Agreement for RiskFort appears.
5. On the License Agreement screen:

a.  Read the text carefully and press Enter to display the next screen of the license
text. You might have to press Enter multiple times, until the entire text for
License Agreement is displayed.

At the end of the license agreement, you will be prompted for acceptance of the
terms of license agreement.

b. Entery to accept the acceptance of License Agreement and to continue with the
installation.
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NOTE: If you press n, then a warning message will be displayed and the
installation will be aborted.

The Choose Installation Location screen appears.
6. As directed on the screen, you can either:

*  Enter the absolute path of the directory where you want to install RiskFort and
press Enter to continue.

NOTE: The installation directory name that you specify must not contain
any spaces. Else, some RiskFort scripts and tools might not function as
intended.

*  Press Enter to accept the default directory displayed by the installer.
The installer displays the installation options supported by RiskFort.

7. 1If the computer where you are currently performing the installation already has an
existing Arcot product installed, then the installer displays the following options:

* 1- Enter a new location.
e 2 -Continue to install in the directory selected in Step 6.
* 3 - Use the location at which the existing Arcot product is installed.

8. Select the required option and press Enter to continue with the installation.

NOTE: If you selected option 1 or 2, then a new directory arcot will be
created in the specified location.

The Choose Install Type of Installation screen appears. This screen displays the
installation types (Complete and Custom) supported by RiskFort.

9. Type 2 and press Enter to accept the Custom installation option and to continue
with the installation.

The Choose Product Features screen appears. This screen enables you to select the
specific components that you wish to install on the system.

10. Specify a comma-separated list of numbers representing the RiskFort components
you would like to install and press Enter to continue.

NOTE:To install the Sample Application ony, you must ensure that you

select only the Risk Evaluation SDK and the Issuance SDK options and
proceed with the installation.
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The following table describes all components that are installed by the RiskFort installer.

Table 5-1 Components Installed by RiskFort

Components Description

RiskFort Evaluation [This option provides the risk evaluation service.
[This package comprises the following sub-components:
* RiskFort Server - Provides transaction and session risk evaluation.

* RiskFort SDK - Provides the Java programming interface for risk
evaluation with RiskFort Server.

* RiskFort Web Services - Provides the Web-based programming in-
terface for risk evaluation with RiskFort Server.

Refer to the Chapter 6, “Configuring RiskFort SDKs and Web
Services”for more information on configuring these components.

Issuance [This option provides programming interfaces for creation and manage-
iment of users.

[This package comprises the following sub-components:

* Issuance SDK - Provides the Java programming interface for cre-
ation and management of users.

* Issuance Web Services - Provides the We-based programming inter-
face for creation and management of users.

Refer to the Chapter 6, “Configuring RiskFort SDKs and Web
Services”for more information on configuring these components.

Administration Console [This option provides Web-based interface for Server configuration and
administration of credentials and users.

IMPORTANT:If you selected the
Administration Console component on this
screen, then you must perform Basic installation of
WebFort. Refer to the section, “WebFort Basic
Installation” for more information.

NOTE: If RiskFort Evaluation was not selected for installation on this
screen, then screens in Step 11 through Step 16 will not appear.

The ODBC Home Configuration screen appears. This screen prompts you to
specify the path to the ODBC Driver.
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11.

12.

13.

14.

Enter the absolute search path (for example, /opt) where the ODBC driver for the
database is available, and press Enter to continue.

The installer checks for the ODBC drivers present in the specified location. If
multiple versions are found, then the installer displays all versions and prompts you
to select one. If no ODBC driver is found in the specified location, then you are
prompted for another location.

The Oracle Home Configuration screen appears. This screen prompts you to specify

the Oracle Client path.

Enter the absolute search path where Oracle Client is available, and press Enter to
continue.

The installer checks for Oracle Client in the specified location. If multiple entries are
found, then the installer displays all of them and prompts you to select one. If no
Oracle Client is found in the specified location, then you are prompted for another
location.

The Java Home Configuration screen appears.
Enter the absolute search path for JAVA HOME and press Enter to continue.

The installer checks for JAVA HOME in the specified location. If multiple versions
are found, then the installer displays all and prompts you to select one. If no Java
HOME is found in the specified location, then you are prompted for another location.

The Primary Database Access Configuration screen appears.
On the Primary Database Access Configuration screen:
a.  Specify the name of the DSN, when prompted, and press Enter.
The installer checks for the availability of the specified DSN. If this DSN is

already present, then appropriate messages are displayed.
b.  Specify the appropriate choice (1, 2, or 3) and press Enter to continue.

The installer now prompts you for more information related to the specified

DSN.
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c.  Specify the information listed in the following table.

Table 5-2 Primary DSN Parameters

Parameter

Description

[TNS Service Name

[Transparent Network Substrate (TNS) is used by Oracle databases and
specifies the name by which an Oracle database instance is known on a
network. In other words, TNS Name resolves to the protocol, IP, port,
and SID of an oracle database.

[The name can be found in the tnsnames . ora file on the local sys-
tem.

[User Name

The database user name for RiskFort to access the database. This name
is specified by the database administrator.

NOTE:The User Name for the Primary and
Backup DSNs must be different.

IPassword

[The password associated with the User Name you specified in the pre-
vious field and which is used by RiskFort to access the database. This
password is specified by the database administrator.

SID

[The Oracle System Identifier (SID) that refers to the instance of the
Oracle database running on the server.

IPort No

[The port at which the Database listens to the incoming requests.

I[Host Name

The host name or IP address of the RiskFort datastore.

Syntax: <server_name>
[Example: demodatabase

d.  Enter Y to test connectivity to the specified database, or N to skip this test.

The Backup Database Access Configuration screen appears.

15. On the Backup Database Access Configuration screen:

e Type N to skip the configuration of the secondary DSN, when prompted, and
press Enter to continue to the next screen.

*  TypeY to configure the secondary DSN, when prompted, and press Enter to

continue.

See the sub-steps of Step 14 for more information on the tasks to be performed.

The WebFort Connectivity screen appears.
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16.

17.

18.

19.

20.

Specify the Host Name and the Port number of WebFort Server and press Enter to
continue. This information is required by Administration Console to connect to
WebFort and authenticate the RiskFort administrators.

The Pre-Installation Summary screen appears. This screen lists the product details,
installation directory, type of installation, components that are to be installed, and
disk space-related information.

Review the product details displayed carefully and press Enter to proceed with the
installation. If you would like to change a configuration on any of the previous
screens, type back until you reach the screen, make the required changes, and press
Enter to proceed to the next screen.

The Installing screen appears. This might take several minutes, because the installer
now:

*  Duts all the components and their related binaries in the installation directory.

*  Stores database settings in the arcotcommon.ini file and the password in the
securestore.enc file.

e Writes to the required INT files.

¢ Sets the environment variables such as, INI_LIBRARY_ PATH for Issuance and
Administration Console and ODBC_HOME, ODBCINI, ORACLE_HOME, and
ORACLE_LIB_PATH in the arctenv file.

*  Creates or overwrites, as specified in a previous screen, the Primary DSN and

Backup DSN (if selected and configured) using the selected ODBC driver in
the odbce . ini file.

After the preceding tasks are completed successfully, the Installation Complete
screen appears.

Press Enter to exit the installer.

You might have to wait for a few minutes (for the installer to clean up temporary
files) until the prompt re-appears.

Check the installation log file, which is available in the
<install_location>/arcot/ directory.

Perform WebFort Basic Installation:

a.  Navigate to the directory where the
Arcot-WebFort-5.4.1-solaris.tar.gz file is located.

b. Gunzip and untar the file, and then run the installation wizard, as follows:

prompt>sh Arcot-WebFort-5.4.l1-solaris-Installer.bin
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c.  Follow the instructions on the following screens to install. On the Type of
Installation screen, you must enter 2 to specify the Basic option.

See the Arcor WebFort Installation and Deployment Guide for detailed
instructions to perform WebFort Basic installation.

NOTE: After the installation is completed, perform the post-installation
tasks discussed in following sections.

Installation Logs
After installation, you can access the installation log file in the following directory:

<install_location>/arcot/logs/

If for some reason, the installation failed, then the error log is available in the /tmp
directory.

WebFort Basic Installation

The Administration Console is a common component included in many Arcot products.
It uses WebFort Server to authenticate users when they log in. As a result, WebFort is a
required component for other Arcot products, including RiskFort.

However, WebFort Basic is not packaged as a part of RiskFort. To configure
Administration Console to access WebFort, it is highly recommended that you perform
Basic installation of WebFort affer completing the installation of RiskFort. The Basic
deployment installs only WebFort Server.

NOTE: Refer to the Arcot WebFort Installation and Deployment Guide
for detailed steps for performing WebFort Basic installation.

While performing WebFort Basic installation, if the corresponding RiskFort DSN
configuration has already been completed, then you will not be prompted for the
DSN-related information. However, if the DSN has not already been configured, then
you will need to specify this information in the additional screens that appear.
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Performing Post-Installation Tasks on the First
System

This section guides you through the post-installation tasks that you must perform after
installing RiskFort on the first system. These steps are required for configuring RiskFort
correctly and must be performed in the following order:

1. Running Database Scripts

2. Verifying the Database Setup

Verifying the Installation

Deploying Administration Console

Verifying the Administration Console Deployment
Logging in to Administration Console

Creating a Global Administrator

(Optional) Configuring TLS Communication

¥ ® N SN W

Deploying Sample Application
10. Configuring Sample Application for Communication with RiskFort Server

11. Using Sample Application

Running Database Scripts

NOTE: Before you run the scripts discussed in this section, you must ensure
that you are logged in as the same database user that you created in the
“Configuring Database Server” section.

NOTE: Before you run the scripts discussed in this section, you must ensure
that you are logged in as the same database user that you created in the
“Configuring Database Server” section.

RiskFort is shipped with scripts that are required to create necessary tables in the
RiskFort database. To run the required database scripts:

1. Navigate to the following directory:

<install_location>/arcot/dbscripts/oracle/
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2. Run the scripts in the following order:

e arcot-db-initial-config-common-1.0.sqgl
. arcot-db-config-for-webfort-5.4.1.sql
e arcot-db-config-for-riskfort-1.7.sql

3. Run the following SQL statements:

UPDATE ARCONFIG SET VALUE=600 WHERE
PATH='WebFort/SAMLAssertion' AND
NAME="'AssertionTimeoutSecs';

commit;

Verifying the Database Setup

After the database has been set up, you must verify whether the database was set up
correctly. To do so, perform the following tasks:

1. Login to the RiskFort database as a user with SYSDBA privileges.
2. Run the following query:

SELECT SERVERNAME, VERSION FROM ARSERVERS;

You must see the following output as a result of the preceding query:

SERVERNAME VERSION
WebFort 5.4.1
RiskFort 1.7

Admin Console 5.4.1
WebFort Issuance 5.4.1

3. Log out of the database console.

Verifying the Installation

After you have run the database scripts mentioned in the “Running Database Scripts”
section to create the required tables, you must verify whether RiskFort was installed
correctly. Perform the following tasks to do so:

1. Starting the RiskFort Server

2. Verifying the Log Files
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Starting the RiskFort Server

Perform the following steps to start the RiskFort Server:
1. Navigate to the following directory:
<install_location>/arcot/bin/
2. Run the following commands:
./webfortserver start
./riskfortserver start
After starting the server, you must check if the server started successfully. To do so:
1. Navigate to the following directory:
<install_location>/arcot/logs/
2. Open the arcotriskfort. log file by using any editor.
3. Locate the following line in the file:

Arcot RiskFort Service READY

Stopping the RiskFort Server

If at any time, you want to stop the RiskFort or WebFort Server, then perform the
following steps to do so:

Perform the following steps to start the RiskFort and WebFort Server:

1. Navigate to the following directory:
<install_location>/arcot/bin/

2. Run the following commands:

. ./riskfortserver stop [server_ip_ address]
[ server management_port_number]

The default value for server management_port_numberis 7980. This is
a configurable value.

. ./webfortserver stop [server_ ip address]
[server_management_port_number]

The default value for server management_port_numberis 9743. This is
a configurable value.
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Verifying the Log Files

The two log files that you need to verify if the RiskFort and WebFort servers started
correctly are:

e arcotriskfort.log

D arcotwebfort.log
Perform the following steps to verify if the servers started correctly:
1. Navigate to the following location:

<install_location>/arcot/logs/

2. Open the arcotriskfort.log file in any editor and locate the following lines:
. STARTING Arcot RiskFort 1.7.0_s
This is the first line in the file.
e Arcot RiskFort Service READY
This is the last line in the file.
3. Open the arcotwebfort. log file in any editor and locate the following lines:
¢ STARTING Arcot WebFort 5.4.1_s
This is the first line in the file.
¢ Arcot WebFort Authentication Service READY

This is the last line in the file.

NOTE: You might also want to make sure that the log files do not contain
any FATAL messages.

Deploying Administration Console

The Administration Console is a browser-based interface to RiskFort that enables you to
customize the server configurations, if required.

NOTE: Arcot strongly recommends that you configure the Administration
Console affer you have completed the Basic WebFort installation. Refer to the
Arcot WebFort Installation and Deployment Guide for detailed steps for
performing WebFort Basic installation.
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You need the arcotadmin.war file to deploy the RiskFort Administration Console.
This file is available at the following location:

<install_location>/arcot/java/app/admin/

To deploy the WAR file on your application server:
1. Install arcotadmin.war on the application server, in the appropriate directory.

The deployment directory and procedure will depend on the application server that
you are using. Refer to your Application server documentation for detailed
instructions.

For example, in case of Apache Tomcat, you must deploy the arcotadmin.war
file in the following location:

<APP_SERVER_HOME>/webapps/
2. Navigate to the <install_location>/arcot/sbin/ directory.
3. Run the following command to set the required environment variables:
./arctenv

4.  Start the application server.

Verifying the Administration Console
Deployment

The arcotadmin. log file is used for logging the Administration Console information.
This file is available in the <APP_SERVER_HOME> of your application server.

After you deploy the Administration Console successfully, navigate to the
arcotadmin. log file, open it any editor, and locate the following lines:

e Version :5.4.1

e Title: Arcot Administration Console

¢ Vendor: Arcot Systems

. Servlet 'cygnetadmin' configured successfully

These lines indicate that your Administration Console was deployed successfully.
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Changing the Default Log File Location

By default, the log files for Administration Console are generated in the default log
directory of your application server. However, you might want to specify a different
directory to store the log files for Administration Console. In this case, perform the
following steps:

1. Navigate to the <APP_SERVER_HOME> directory.
Navigate to the subdirectory where the 1og47 .properties file is located.

Open the 1og4j .properties file in any editor window.

L

Locate the 1og4j . appender . debuglog.File property and specify the absolute
file path to the arcotadmin. log file as its value.

For example:

log4j.appender.debuglog.File=<install location>/arcot/logs/a
rcotadmin.log

5. Restart application server for the change to take effect.

Logging in to Administration Console

NOTE: You must start the RiskFort and WebFort Servers before attempting
to log in into Administration Console application.

When logging in to the Administration Console for the first time, you must use the
Master Administrator credentials that are configured automatically in the database
during the deployment.

To log in to the Administration Console:

1. Start the Administration Console in a Web browser window. The default URL for
the Administration Console is:

http://<host>:<port>/arcotadmin/adminlogin.htm

NOTE: The host and port information that you specify in the preceding
URL must be of the application server where you deployed the
Administration Console.

2. Log in by using the default Master Administrator account credentials. The
credentials are:

¢ User Name: Master_Admin

¢ Password: master1234
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NOTE: Arcot strongly recommends that you change the Master
Administrator password after the first log in. Refer to the Arcor RiskFort
Administration Guide for more information on changing the administrator
password.

Creating a Global Administrator

When you install and configure RiskFort, the Master Administrator account is created by
default. However, this account can only perform restricted activities, such as initializing
the system and creating the next level of administrators, called Global Administrator. For
any advanced configurations, you must now create at least one Global Administrator
account.

Global Administrators are responsible for configuring the global settings and setting up
the communication protocol. They can also create next level of administrators and
manage their credentials.

NOTE: Refer to Arcor RiskFort Administration Guide for more information
on Global administrator privileges.

To create a Global Administrator account:

1. Access the Administration Console by using the following URL:
http://<host>:<port>/arcotadmin/adminlogin.htm

2. Click the Register Now link on the Login page.
The Arcot Administrator Enrollment Form page, as shown in following figure,
appears.

Figure 5-1

ARcOT"

Arcot Administrator Enrollment Form

User Info

User Name*
First Name*
Last Name*
Email

User password Credential
Password®
verify Passward®

Submit
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3. Complete the enrollment form by entering the required details and click the Submit
button.

NOTE: Fields marked with * are mandarory fields. The field User Name is

not case sensitive.

After successful enrollment, you will be re-directed to the Administrator login page
in 5 seconds.

4. Log in as Master Administrator again.

5. Under Admin Configurations, select the Create Admin option.
The User Search page appears, as shown in the following figure.

Figure 5-2

Welcome admin gl | Global Admin
Last Login Time 11:07/2007 15:50:43 PM GMT

ARCOT" User Profile | Logout

: User Search
. Admin

gurations

Display users based on Search Criteria.

Name Name Name

, WebFort
Configurations
, Issuance Search
Configurations
5 SignFort
Configurations
, RiskFort
Configurations

* Reports

6. Provide complete or partial details of the user and click the Search button.

A list of enrolled users matching the search criteria and who are not administrators is

displayed.
7. Click the User Name link for the user you want to promote as an administrator.

The Create Admin page is displayed with the details of the user you selected, as
shown in the following figure.
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Figure 5-3

Create Admin

Create an administrator for the selected groups with the specified palicy.

User Name ALANIOHNSON First Name alan Group ADMINISTRATORS
Last Name johnson

Policy IGIDbaIAdmm-FDIIcy VI

Available Groups Selected Groups

ADMINISTRATORS
GROUPZ

EFs

Disable Admin [

Sae Cancel

8. To specify the level of the administrator, you must select the policy to be associated.
Select the Global Admin-Policy option from the Policy drop-down list.

9.  Select the group from the Available Groups list and click the > button to add the
group to the Selected Groups list.

The Available Groups list displays all user groups who are under the administrative
purview of Master Administrator.

The Selected Groups displays all user groups that will be under the administrative
purview of the new administrator being created.

10. Click the Save button to complete the task.

The "Admin created successfully” message appears.
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(Optional) Configuring TLS Communication

By default, RiskFort components use Transmission Control Protocol (TCP) to
communicate with each other. However, TCP is vulnerable to spoofing and
man-in-the-middle attacks. To ensure secure communication between Administration
Console and WebFort Server and between SDKs and RiskFort Server, you can configure
RiskFort Native and Server Management protocols to support TLS (Transport Layer
Security), which ensures securer communication between applications across insecure
media and reduces the chances of TCP attacks.

This section discusses the steps to configure TLS-based communication between
WebFort Server and Administration Console.

Between WebFort Server and Administration Console

By default, Administration Console uses Transmission Control Protocol (TCP) to
communicate with WebFort Server. (See “WebFort Basic Installation” for more
information.)

To enable TLS communication between WebFort Server and Java SDKs, you must first
configure the WebFort Native protocol settings by using the Administration Console
and then configure the adminserver.ini file, which is available at:

<install_location>/arcot/conf/

To configure TLS-based communication between WebFort Server and Administration
Console:

1. Under WebFort Configurations from the left-hand menu, select Protocol Setup.

The WebFort Protocol Setup page appears, as shown in the following figure.
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Figure 5-4

Welcome testuser testuser | Global Admin
Last Login Time 0410312008 08:45:00 AM GMT

User Profile | Logout

WebFort Protocol Setup

Admin Configurations

nfigurations

Update WebFort protocol details. If you are using SSL/TLS security, both the Certificate Chain and the Private Key must be uploaded in PEM
format. The changes made using this screen are not active until the WebFort server(s) are restarted.

WebFort Network Protocols

Transport

Enable Protocol Port Humber z SSLITLS Certiicate Details
Security
Issuer CN=5ignfortCa
Is . Delete EMAILADDRESS=webfortindia@arcat.com,
= Subject (CH=C-API, OU=WEBFORT, O=ARCOT SYSTEMS, Save

SignFort Configurations = WebFort Native 9742 é_ L=BANGALORE, ST=KARNATAKA, C=IN
OGS Valld il 5511512005 035 36
Reports Yalid Untih

v WebFort ASSP 9741 Save

~ WebFort RaDIUS 1512 Save

v Server Management 9744 Save

2. Configure the WebFort Native protocol as follows:

d. In the Enable column, ensure that the box corresponding to WebFort Native is
selected.

e. In the Transport Security column, select TLS from the drop-down list.
f. In the SSL/TLS Certificate Details column:

I.  Click Browse against Certificate Chain to navigate to the appropriate
location and upload the CA certificate chain of the server.

IMPORTANT: The certificates in the chain must follow the Leaf certificate

--> Intermediate CA certificates --> Root certificate hierarchy.

II. Click Browse against Private Key to navigate to the appropriate location
and upload the corresponding private key of the certificate chain.

NOTE:The certificate chain and the private key, both must be in . PEM
format. In addition, the associated private key must be un-encrypted. If the
private key is in . PEM format and encrypted, then the Administration
Console will display an error message.

g.  Click Save to save the changes.

3. Configure the adminserver.ini file as follows:
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a.

d.

Navigate to the following location:

<install_location>/arcot/conf/

Open the adminserver.ini file in an editor window.

In the [arcot/admin/authconfig] section, set the following parameters:
*  transport=TLS (By default, this parameter is set to TCP.)

. server.CACert=<absolute_path of Root_Certificate>

Save the changes and close the file.

4. Restart WebFort Server as follows:

a.

b.

Navigate to the following directory:
<install_location>/arcot/bin/
Run the following command:

. /webfortserver start

5. Restart the application server.

Deploying Sample Application

Sample Application can be used to verify if RiskFort was installed and configured
propetly. In addition, it demonstrates:

The typical RiskFort workflows
Basic operations (invocation and post-processing) of RiskFort APIs
Integration of your application with RiskFort

IMPORTANT: Before you proceed with the steps to deploy the Sample
Application, you must ensure that the system where you are deploying the
application must have ARCOT_HOME configured and regfort. ini file
available.

NOTE: If you did not install Sample Application during installation, then
you can install only the Sample Application by running the installer again and
by selecting the Risk Evaluation SDK @74 the Issuance SDK options and
proceed with the installation.

To deploy the Sample Application:

1. Stop the application server services.
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2. Deploy the riskfort-1.7-sample-application.war file ffom the following
location:

<install_location>/arcot/samples/java/

NOTE: Although you will also see
riskfort-1.7-sample-application.war in the package, it is
recommended that you deploy the Sample Application file from the preceding
location.

3. Start the application server services.

Configuring Sample Application for
Communication with RiskFort Server

The riskfort.properties file provides the parameters for the Java SDK and
Sample Application to read RiskFort Server information. Therefore, after deploying
Sample Application, you must now configure it to communicate with RiskFort Server.

This file is only available after you deploy the RiskFort Sample Application WAR file,
riskfort-1.7-sample-application.war.

To configure the riskfort.properties file:
1. Navigate to the riskfort.properties file on your application server.
In case of Apache Tomcat this file is available at:

<AppHome/riskfort-1.7-sample-application>/WEB-INF/classes/prope
rties/

Here, AppHome /riskfort-1.7-sample-application represents the
directory path where RiskFort application WAR files are deployed.

2. Open the riskfort.properties file in an editor window and set the value for
following parameters:

. HOST.1
. PORT.1

A default value is specified for the remaining parameters in the file. You can
change these values, if required. See “riskfort.properties” for more information
on configuration parameters.
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3. (Optional: Perform this step only if you configured TLS-based communication in
“(Optional) Configuring TLS Communication”)

Set the following parameters:
*  TRANSPORT_TYPE=TLS (By default, this parameter is set to TCP.)

. CA_CERT _FILE=<absolute path_of Root_Certificate in PEM FORM
AT>

For example, you can specify:

CA_CERT_FILE=<install_ location>/certs/<ca_cert>.pem
4.  Save the changes and close the file.
5. Restart the application server.

See “riskfort.properties” for more information on configuration parameters of this file.

Using Sample Application

This sub-section describes the risk-evaluation operations that can be performed using
Sample Application. Each operation in the sample application is designed to run without
error when RiskFort is completely installed and functional.

Sample Application demonstrates the following operations that RiskFort Issuance and
RiskFort Server can perform:

®  Creating User
*  Performing Risk Evaluation and Post Evaluation

e Editing the Default Profile and Performing Risk Evaluation

Creating User

To create a user:

1. Start Sample Application in a Web browser window. The default URL for Sample
Application is:

http://<host>:<port>/riskfort-1.7-sample-application/index.jsp
The RiskFort Sample Application page appears.

2. Click User Creation to open the Create User page.
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Enter a unique user name in the User Name field and click Create User.

The "The User is created successfully” message appears if the specified user was
successfully added to the database.

Click Main Page to return to the RiskFort Sample Application page.

Performing Risk Evaluation and Post Evaluation

To perform risk evaluation on the default profile of a user:

1.

Ensure that Sample Application is open (in a Web browser window.) The default
URL for Sample Application is:

http://<host>:<port>/riskfort-1.7-sample-application/index.jsp
Click Risk Evaluation to open the Risk Evaluation on my default Profile page.

On the page, specify the name of the user (who you want to evaluate) in the Enter
the User Name field.

Click Evaluate Risk to open the Risk Evaluation Results page.
This page displays the Risk Score and the associated Risk Advice for the specified

user.

Click Next Step to open the Post Evaluation page and perform post-evaluation on
the specified user profile.

Specify the result of secondary authentication by selecting the appropriate option
from the Result of Secondary Authentication list.

Click Post Evaluate to complete the post evaluation process and display the result of
the same.

Editing the Default Profile and Performing Risk Evaluation

Using the Sample Application, you can only change the IP address and the Device ID of
the computer that you are using. To edit the default profile of a user:

1.
2.
3.

Ensure that Sample Application is open (in a Web browser window.)
Click Risk Evaluation to open the Risk Evaluation on my default Profile page.

On the page, specify the name of the user (whose profile you want to edit) in the
Enter the User Name field.

Click Edit My Profile to open the Edit My Profile page.

On the page, the following fields are pre-populated:
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