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Contact CA

Contact Technical Support

For your convenience, CA provides one site where you can access the
information you need for your Home Office, Small Business, and Enterprise CA
products. At http://ca.com/support, you can access the following:

Online and telephone contact information for technical assistance and
customer services

Information about user communities and forums
Product and documentation downloads
CA Support policies and guidelines

Other helpful resources appropriate for your product

Provide Feedback

If you have comments or questions about CA product documentation, you can
send a message to techpubs@ca.com.

If you would like to provide feedback about CA product documentation,
complete our short customer survey, which is also available on the CA support
website, found at http://ca.com/support.

Note: CA XOsoft is sold in Japan under the names, CA ARCserve Replication
and CA ARCserve High Availability.
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Chapter 1: Infroduction

This document outlines a disaster recovery solution for MS Exchange Server,
based on replication to a local or remote replica server. In case of a critical
failure where it is not possible to simply make the MS Exchange Server data
available again immediately (due to server crash, or worse - total site
disaster), it is possible to recover from the backup server or to switch your
users to the replica (backup) MS Exchange Server server and resume
operation in minimum time.

The goal is to provide a step-by-step guide to the procedures that must be
carried out before and after failure, in order to achieve successful disaster
recovery of your MS Exchange Server server.

Important! CA XOsoft provides reliable MS Exchange Server disaster
recovery. However, since recovery is a manual process, you must follow the
steps in this guide exactly to be successful. You should customize the steps
listed in this guide only if:

1. You are very familiar with CA XOsoft and fully understand the potential
impact.

2. You have fully tested the steps in a lab environment before implementing
in a production environment.

For a fully automated solution, please review the CA XOsoft HA for MS
Exchange Server Operation Guide.

This section contains the following topics:

About This Guide (see page 7)
Related Documentation (see page 8)
Server Requirements (see page 8)

About This Guide

This document describes how to implement a Disaster Recovery solution for
MS Exchange Server Server using CA XOsoft. Please review each procedure
before starting, to ensure you have the appropriate resources and permissions
to carry it out.
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Related Documentation

Related Documentation

Use this Guide along with the CA XOsoft Installation Guide and the CA XOsoft
User Guide.

Server Requirements

To implement CA XOsoft or CA XOsoft HA, refer to the appropriate list of
requirements, depending on the server type you selected. These components
are licensed separately. If you do not have the license required to access
support for a specific server type, please contact Tech Support.

Base Configuration
Base Configuration

m  Two servers running Windows Server 2000, 2003, or 2008 with the same
level of service packs and hot fixes installed.

m  All IP addresses are statically assigned (DHCP-assigned IP addresses on
the Master or Replica server are not supported)

m  The protected server is not a domain controller or DNS server

m  Both servers should reside in the same Active Directory forest and also be
members of the same domain or trusted domain.
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Server Requirements

Exchange Server Configuration Requirements

Microsoft Exchange Server installed on each server. Both should have the
same Exchange edition and version.

Both servers should have identical service packs and hot fixes.

[For Exchange 2007 only] Both servers should have Mailbox role installed.
If the Master and Replica servers are located on different sites, and there
is only one Exchange server on the Replica site, both servers (Master and
Replica) should have identical Exchange Server roles.

[For Exchange 2007 only] Both servers should have identical PowerShell
version.

[For Exchange 2000/2003/2007] Both servers should have the same
Exchange Administrative Group.

Effective with this version of CA XOsoft, ws_es2ex.exe is not supported on
Microsoft Exchange 2007 due to differences in service names, but is still
supported on Microsoft Exchange 2000 and 2003 systems. You must now use
the PowerShell commands for Exchange 2007 replication scenarios.

Services Managed in Exchange 2007

MSExchangelS

Microsoft Exchange Information Store
MSExchangeSearch

Microsoft Exchange Search Indexer
Example:

Net STOP <service name>

Net STOP MSExchangelS (stops the Microsoft Exchange Information
Store service)

Log On Account Conditions

The CA XOsoft Replication and CA XOsoft HA Engine service must satisfy
certain account conditions for successful communication with other
components. If these requirements are not met, scenarios may not run. If you
lack the permissions required, contact your local IS team.

It is a member of the Domain Admins group. If the Domain Admins group
is not a member of the built-in domain local group Administrators you
must use an account that is.

It is a member of the local machine Administrators Group. If the Domain
Admins group is not a member, add the account manually.
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Server Requirements

About Clusters

m  For servers in a workgroup, use the Local System account.

m  Master and Replica servers must reside in the same Active Directory forest.

Installing on clusters is much the same as a standard installation. To configure
CA XOsoft HA or CA XOsoft on a cluster, enter the Virtual Server Network
Name (or IP Address) resource (in the group you intend to protect) as the
Master or Replica name. Do not use node names or IP addresses when
configuring the scenario. Also, you must install the CA XOsoft Engine to all
cluster nodes (see Server Setup).

The only configuration that requires some preparation is the use of IP Move in
conjunction with a cluster. For detailed instructions on how to use Move IP with
clusters, please see Cluster Move IP.

Note: On Exchange 2007, LCR and SCC deployments are supported, but CCR
and SCR deployments are not supported.

License Registration

CA XOsoft licensing policy is based on a combination of several parameters,
which include: the operating systems involved, the required solution, the
supported application and database servers, the number of participating hosts,
and the additional modules - Assured Recovery and CDP Repository. The
license key that is generated for you is therefore tailored to your exact needs.

After logging in for the first time, or if your old license has expired, you need
to register CA XOsoft product using your license key. To register the product,
you need to open CA XOsoft Manager, which does not depend on the existence
of a valid registration key. Once the Manager opens, a License Warning
message appears, prompting you to register the product. A License Warning
message also appears when your license is about to expire during the next 14
days.

When you are creating a scenario, some of the options might be disabled
following the terms of your license. However, you can create as many
scenarios as you wish, since the validity of your license key is first checked
when you try to run a specific scenario. Only when you click the Run button,
the system checks whether you are allowed to run the selected scenario
according to your license key. If the system determines that you do not have
the required license for running this scenario, the scenario will not run and a
message will appear on the Event pane informing you of the type of license
you need.
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Server Requirements

To register CA XOsoft using the license key

1.

Open the Manager. The Welcome message appears. Then, a License
Warning message appears informing you that your product is not
registered and prompting you to register it.

License Warning

L] "_v. Product is not register=d, Please reqister a valid license.
L

Click OK to close the message. Then, open the Help menu and select the
Register option.

The Register CA XOsoft Replication and High Availability dialog
opens.

& Register CA XOsoft Replication and High Availability

Flease enter a registration key to activate this software. If you have not received a registration key yet, please contact CA and we
will send you the proper registration key promptly.

Current Key:

| >

|

Registration Key: | |

Company Name: | |

Close ]

Enter the following information:

m In the Registration Key box - enter your registration key.

m [Optional] Company Name box - enter your company name
Click the Register button to register the product and close the dialog.

Now you can start working with the CA XOsoft Manager according to your
license permissions.
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Chapter 2: Creating and Using a
Replication Scenario

This chapter describes how to create and configure a DR scenario for Microsoft
Exchange Server, and how to run and stop it.

This section contains the following topics:

Create an Exchange Replication and Data Recovery Scenario (see page 13)
Scenario Properties (see page 15)

Run the Scenario from Outside the Wizard (see page 17)

Stop a Scenario (see page 19)

View a Report (see page 19)

Create an Exchange Replication and Data Recovery

Scenario

Creating scenarios is covered in full detail in the CA XOsoft User Guide. This
section provides additional information specific to a MS Exchange Replication
and Data Recovery scenario. The Scenario Creation Wizard guides you through
the steps required to create a high availability scenario. When completed, you
should run your scenario to start data synchronization. Synchronization could
take a while, depending on database size and network bandwidth. Once
synchronization completes, your high availability scenario now maintains the
Replica server so that it can take over for the Master the moment a failure is
detected.

Please read the entire procedure, including cross-referenced information, if
applicable, before you proceed.
To create a exchange replication and data recovery scenario

1. From the CA XOsoft Manager, choose Scenario, New or click the New
Scenario button.

2. When the Welcome dialog opens, select Create New Scenario and click
Next.
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Create an Exchange Replication and Dafa Recovery Scenario

10.

11.

12.

13.

When the Select Scenario Type dialog opens, select Exchange, Replication
and Data Recovery (DR) Scenario, and Replica Integrity Testing for
Assured Recovery (optional). For more information on Assured Recovery,
see the CA XOsoft User Guide.

When the Master and Replica hosts dialog opens, name your scenario and
provide the hostname or IP address for the Master and Replica servers. If
either server is a MSCS cluster, enter the cluster resource virtual server
name or IP address. Click Next.

Wait for Engine Verification to complete and click Next. If needed, click
Install to upgrade the Engine on one or both servers and then click Next.

The Database for Replication dialog opens, listing all auto-discovered
results for the specified Master. By default, all databases are included.

Change selections, as desired and click Next.

When the Scenario Properties dialog opens, configure additional properties,
if needed. If you use NTFS ACLs with domain accounts for user access
control, we recommend that you choose the Replicate NTFS ACL option
and click Next. For more information, see Scenario Properties or the CA
XOsoft User Guide.

The Master and Replica Properties dialog opens.
Accept default settings or make the desired changes and click Next.

Wait for the Switchover Properties dialog to retrieve information. Configure
the desired redirection properties and click Next. For more information, see
Switching Over and Switching Back.

From the Switchover and Reverse Replication Initiation dialog, choose
automatic or manual switchover, and automatic or manual reverse
replication, as needed.

You should not set both of these options to automatic. For more
information, see Scenario Properties or the CA XOsoft User Guide.

If you selected Integrity Testing for Assured Recovery, the dialog opens
now. Set a schedule if desired. For more information, see the CA XOsoft
User Guide.

Click Next to initiate scenario verification. If errors are reported, you
should resolve them before continuing. At successful verification, click Next
to complete scenario creation.

Choose Run Now or Finish, as desired. Run Now starts synchronization.
Finish allows you to run the scenario later. See Run the Scenario from
Outside the Wizard. (see page 19)
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Scenario Properties

Scenario Properties

If you wish to change a scenario configured through the Wizard or configure
additional settings, you can use the Properties pane to modify the scenario.

The Properties pane and its tabs are context-sensitive and change whenever
you select a different node from a scenario folder. You must stop a scenario
before configuring its properties. Certain values cannot be modified once set;
they are noted. For full details on configuring scenario properties and their
descriptions, see the CA XOsoft User Guide.

Properties are organized into tabs on the CA XOsoft Manager Framework pane.
The tabs displayed are based upon server type, CA XOsoft solution, and
scenario status. Select the scenario for which you wish to change properties,
and then select the appropriate tab. The following screen shows an IIS
scenario as an example:

&) CA XOsoft Manager - @100--xorwmgmt:8088 _[=]x]
Scenario Edit Events ‘View Tools Help L

HOERAEEHERLNZQ Y,

E

w

>
®
B
(]

1 Exchange-standalone Running HA/AR Exchange Online
s
FENS Stopped by user HAJAR s Online
COmET 1 1 LI C—
Hosts thang=d Syrohronized Fies In spoel
S X0RWIISSRYT [ 000Eytes] 0.00Byte] q 000 Bytes|
EXORWISSRYZ | 0.00Bytes, 0.00Bytes| [if 0.00 Bytes

=
P FileServer Running DR FileServer Online
(EFileServer 2 Stopped by error HA FileServer Online
b FileServer 1 Running HA FileServer Online
EsaL

L s mae | rewe | e [ wese 0% of spool 0% of spool
B psaL Running HAJAR saL Online
b 5L Cluster Running HA/AR saL Online 0.00 Bytes 0.00Bytes
ZB0RCL

_ vewo | sme | pewe | seve | wews |
[F0racle Stopped by user HA Oracle Online
b Oracle 1 Running HA Oracle Online

'

1 Exchange_SysState Running DR Exchange Online.
\2SharePoint Editing HAZAR SharePoint Online

) Root Direstories | Properties (S High Availabilty Properties g, Statistics

o | sewene sevemy Hos Tine

aiio

SROD202 301 Significant = XORWIISSRVZ 12/17/2008 11:13:56 AM All modifications during synchronization period are replicated

1MDD405 300 & into @S 1217/2008 111350 AM Posting Synchionization repot created at 12/17/08 11:1351'to Reports

SRO0120 298 i Significant [= XORWIISSRY2. 12/17/2008 11:13:50 AM Synchronization finished

100119 297 3 Info = XORWIISSAV2 12/17/2008 111350 AM Raot -

IRO0T1S 236 & Inio RWAISSRYV2 1217/2008 111350 AM Foot 1
SRO0139 295 i Significant RWIISSRV1 12/17/2008 11:13:40 AM Starting File Synchronization (ignore files with the same size and modification time)
IR00304 294 & Inio 2 XORWAISSAV] 12/17/200811:13:33 AM 115 services started

Events | Scenaiio Vaidation Fesute
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Scenario Properties

Settings on the Root Directories tab

Select a Master Server from the Scenario Pane. Double-click its Directories
folder to add or remove Master Root Directories. Select or clear
checkboxes next to folders, as desired, to include or exclude them. You
may also edit directory names.

Select a Replica Server from the Scenario Pane. For each Master Root
directory, you must specify a Replica Root directory. Double-click the
Directories folder for the Replica server. Select or clear checkboxes next to
folders, as desired, to hold the corresponding Master directory.

Settings on the Properties Tab
Scenario Properties
These settings establish default behavior for the entire scenario.
m  General properties -- cannot be changed once created

m  Replication properties -- choose the replication mode (Online or
Scheduled), synchronization values (File or Block, Ignore Files of
Same Size/Type) and optional settings (Replicate NTFS Compress
Attribute, Replicate NTFS ACL, Synchronize Windows Shares,
Prevent Automatic Re-sync upon Error)

m Event notification properties -- specify a script to run, choose email
notification, or write to event log.

m  Report Handling -- specify report settings, email distribution or
script execution
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Run the Scenario from Qutside the Wizard

Master and Replica Properties

These settings establish server properties on both Master and Replica.
Some settings vary by server type.

m Host connection properties -- Enter the IP address, Port number
and Fully Qualified Name of the Master and Replica

m  Replication properties -- These properties differ for Master and
Replica. See the CA XOsoft User Guide for more information.

m  Spool properties -- Set the size, minimum disk free size and
directory path. See Spool Directory Settings (see page 69) for
more information.

m  Event notification properties -- specify a script to run, choose email
notification, or write to event log.

m  Report properties -- choose synchronization or replication reports,
specify distribution or script execution

m (Replica) Scheduled Tasks -- set or suspend tasks, including
Replica Integrity Testing for Assured Recovery. For more details,
see the CA XOsoft User Guide.

m  (Replica) Recovery properties -- set delay, data rewind properties,
or scheduled task for replica.

Run the Scenario from Outside the Wizard

After you create a scenario, you need to run it to start the replication process.
Normally, before data changes on the Master will begin to be replicated on the
Replica, the Master and the Replica need to be synchronized. Therefore, the
first step in initiating a replication is synchronizing the Master and Replica
servers. After the servers have been synchronized, online replication starts
automatically, continuously updating the Replica with all of the changes that
occur on the Master.

Note: In order for the replication process to succeed, verify that the user
under which the CA XOsoft Engine is running has Read permission on the
Master, and Read and Write permissions on each replication root directory and
included files, and on all participating Replica hosts.
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Run the Scenario from Outside the Wizard

To run the scenario from outside the wizard

1.

2.

From the Scenario pane, select the scenario you want to run.

Click Run b on the Standard toolbar.

Before initiating synchronization and replication, CA XOsoft verifies your
scenario configuration. When verification completes successfully, CA
XOsoft Manager displays the message: Are you sure you want to run
scenario "scenario_name?" If problems are discovered, the top pane
displays any warning and error messages resulting from verification.

Note: Scenario Verification checks many different parameters between the
Master and Replica servers to ensure a successful switchover. If any errors
or warnings are reported you should not continue until they are resolved.

Correct errors before you continue. Errors are reported on the Event pane.

Note: Replication of mount points succeeds only if those were added to
the Master before the Engine was started. If you included the mount points
in the Master root directories when the Engine was already running, no
error is reported but the replication does not start. In this case, you need
to restart the Engine on the Master before initiating replication.

When no error is reported, the Run dialog appears and contains
synchronization options.

¥ Run |

CA #0=zoft will start replication after the synchronization process iz
completed.

— Synchronization Method

™ File synchranization

Best zuited for = large number of small files

* Elock synchionization

Best zuited for large files

r Ignore game sizetime filez

r Skip Synchronization

Cancel

Note: Do not use Skip Synchronization for any scenarios replicating a
database.
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Stop a Scenario

Stop a Scenar

View a Report

4. 1If you have a large number of small files, select File Synchronization. If
you have large files, select Block Synchronization. Select the Ignore same
size/time files to skip the comparison of files with the same path, name,
size and modification time, which are generally identical, to reduce
synchronization time. You should enable the Skip Synchronization option
only when you are certain the files on both Master and Replica are
identical. The default selections are File Synchronization and Ignore files of
same size/time option enabled.

5. Click the OK button. Synchronization may take a while, depending on
database size and network bandwidth between the Master and Replica. You
will receive the following message in the event window when the
synchronization is complete: All modifications during synchronization are
replicated.

At this point, the scenario is operational and active. By default, a
Synchronization Report is generated when synchronization finishes. To view
the report, refer to the topic, View a Report. You can also generate regular
Replication Reports to monitor the replication process on each participating
server. For more information, see the CA XOsoft User Guide.

io

To stop a scenario

1. From the Scenario pane, select the scenario you want to stop.

2. To stop the scenario, click the Stop O button on the Standard toolbar.

A confirmation message appears prompting you to approve the scenario
stopping.

3. Click Yes in the confirmation message. The scenario stops.

After stopping the scenario, the Manager no longer shows the green play
symbol to the left of the scenario, the scenario's state turns into Stopped
by user, and the Statistics tab is no longer available on the Framework
pane.

CA XOsoft can generate reports on the replication and synchronization
processes. These reports can be stored on your desired location, opened for
view from the Report Center, sent by email to a specified address, or they can
trigger script execution.

The default storage directory of the generated reports is:
[ProgramFilesFolder]\CA\XOsoft\Manager\reports

Chapter 2: Creating and Using a Replication Scenario 19



View a Report

To view a report

Note: Though an Exchange report is shown for illustrative purposes, the steps
and screens are similar regardless of scenario type.

1. To view a report, first you need to open the Report Center. There are two
ways to open it:

m On the Overview Page, click the Report Center link on the Quick
Start pane on the left:

Scenario Management
Click to manage Scenarios

K

Report Center
Click to open the Report Center

CA XOsoft Web Site
Click to open CA xOsoft Web Site

Help
Click to open the Online Help

About
Click to open the About window

e e ®

2. From the Tools menu, select the Reports option and then Show
Scenario Reports.

The Report Center opens in a hew window:

CA XOsoft Report Center Report Center Home Page

Updated: Tuesday, December 09, 2008 1:32:09 PM

Available Repors per Scenario
=

‘Scenario Name

Synehronization

Difference Agsured Recovery cop Totsl Reports

saL 1 0 [ 0 [ 0 1 g
Backward SGL 1 o 0 o 0 o 1 &
|
Scenarin Hame Synchronization Difference Repication Assessment hodk Assured Recovery cor Total Reports
Exchange-standslone. 1 o 0 o 0 o H g
|
Scenarin Name Synehronization Difterence Repication Assessment Mosk Assured Recovery 0P Total Reports
IS 1 o 0 o 0 o 2 g

Synchronization Assured Recovery Total Reports vI

q [

Drag a column header here to group by that column

Host ‘Changes ‘ Date ‘T\me ‘ Type ‘Summxry ‘Detaﬂed ‘ size (hyiesj

The Report Center consists of two tables:

m  The upper table - Available Reports per Scenario - contains a list of
all scenarios that have reports, along with the type and number of
available reports for each scenario.

m The lower table - Reports - contains a list of all the reports that are
available for the scenario selected in the upper table.
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View a Report

To view a specific report, select from the Available Reports per
Scenario table the scenario that this report represents. Then, from the
Reports table below, click the report you want to open:

Drag & colmn headet here to group by that column

Host ‘ Changes ‘Dme ‘T\me ‘ Type ‘ Summary ‘Daaﬂed ‘ Size (hytesi
YORWERCH2KT-1 Unktnawn Today 032937 Assured Recovery \?_1 il
NORWENCH2KT-1 Changges found 1200708 2204 Synchronization !?_4 20415

Note: Depending on your settings, for Synchronization and Replication
reports a Detailed report can be generated in addition to the Summary
report. Both reports represent the same process, but the Detailed report
also provides a list of the files that participated in the process.

The report you selected appears in a new window:

m CA XOsoft Report Center Report Center Horne Page

CA XOsoit High Availabilty

SYNCHRONIZATION REPORT

Synchronization mode | BlockSynchronization (inclde files with the same size and macification time)

Scenario Seenariali]l
Master host HORWSECNZKT-2(1)
Replica host HKORWSECHZKT(2)

Scenario start time 07-Dec-08 222331

Report start time 07 -Dec-05 222341
Report finish time O7-Dec-05 22:25.48
Summary:

Total number of files modified | 154

Total number of hytes changed | 171.7MB
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Chapter 3: Using the CDP Repository

This section provides instructions for creating, managing and using the CDP
Repository module.

This section contains the following topics:

Understanding the CDP Repository (see page 23)

Configuring the CDP Repository (see page 25)

Setting CDP Scenario Properties (see page 43)

Understanding the CDP Repository Statistics and Reports (see page 49)
Retrieving Deleted Outlook Items Using the E-mail Retrieval (see page 52)

Understanding the CDP Repository

The CDP Repository module provides the ability to store deleted Outlook items,
to search for certain items according to different criteria, and to retrieve them
upon end-users requests. Thus, it helps the enterprise to better protect,
manage and use its Exchange server environment.

The CDP Repository module uses CA XOsoft data replication and recovery
capabilities, and introduces the ability to restore and retrieve a single or
numerous deleted messages upon end-user requests, without administrative
intervention. The CDP Repository uses the data that was replicated from the
Master and stored on the Replica servers. Therefore, the bulk of the data
processing is done outside the production servers, avoiding performance
overload.

When scanning the replicated data, the CDP Repository use of indexing allows
it to capture and process only changes that occur in this data. This means that
when a request arrives, only deleted messages are scanned, and consequently
the retrieval process is rapid and efficient. The deleted messages are kept in
the CDP Repository even if the scenario that initially replicated them is deleted
from the Manager.

There are two kinds of users who use the CDP Repository:

m  End-user: A user who has an account in the enterprise domain and a
mailbox in the replicated Exchange Store. Using the Web-based E-mail
Retrieval, each end-user can directly access his or her own deleted
messages, search and sort them, and retrieve the ones that are needed.
The end-users have access only to their mailbox. They do not need to have
any knowledge of the underlying system, only an access to the easy-to-
use E-mail Retrieval.
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Understanding the CDP Repository

Administrator: A user who configures and manages the CDP Repository
via the CA XOsoft Manager. The administrator configures through the
Manager the CDP Database and the Exchange scenario properties that
define when to run the data extraction operation and where to store the
extracted data. The administrator is not expected to be a DBA in order to
manage the CDP Repository.

The administrator is responsible for defining the types of Outlook items
that can be retrieved. These can include: e-mail messages, appointments,
contacts, tasks, journal entries, notes, and attachments. The administrator
also set a retention policy that determines for how long the deleted
messages will be kept, according to size and type, and the maximum disk
space allocated for the deleted messages. Once this size is reached, new
deleted messages are not inserted into the CDP database.

The administrator can configure all the relevant CDP settings. However,
unless the administrator will explicitly log on as a DB owner to the SQL
Server (not through the CA XOsoft Manager) he will not be able to view
the content of the users' mailboxes. That way, an organization can set a
stricter privacy policy, by which the CA XOsoft administrator has no direct
access to the users' mailboxes.

Important! The CDP Repository module can be used with both DR and HA
solutions. It is activated solely with Exchange scenario.

CDP Repository Components

The CA XOsoft CDP Repository consists of five components:

CDP Storage - a storage area that resides in an instance of SQL Server
2005 and contains the entire deleted message data. The deleted messages
can be stored in one or several databases. The SQL configuration is done
through the CDP Admin, and multiple Exchange servers can use the same
repository. Besides SQL Server 2005, this component does not need any
additional installation.

CDP Web Server - a component that receives end-user requests
regarding deleted messages, passes queries on to the CDP Storage,
receives from it the requested information, and passes it back to the user
via the E-mail Retrieval component.

CDP Support - a component that supports the CDP Repository functions
and activities. It extracts deleted messages from database files and feeds
them to the SQL Server. This component is installed as an additional
component during the Engine installation.

CDP Admin - a User Interface that resides in the Manager, which enables
administrators to configure and deploy the CDP Storage retention and
quota policies. It is installed as part of the Manager installation.
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m E-mail Retrieval - an end-user web-based GUI, which enables users to
search for deleted Outlook items and retrieve them. It can be opened from
any workstation with a Web browser and a connection to the CDP Web
Server machine, without additional installation.

A typical deployment of CDP Repository shows the component residing on its
own web or IIS server.

! Reploca (Engine)

Master (Engina)

Replica (Engine +
COP Support)

Manager
Control Service {CDP Admin)

E-mail Retriaval CDP Wab Server
{or mxisting 115 Servar)

Configuring the CDP Repository

There are three steps in configuring the CDP Repository

1. Defining the CDP Database (see page 26).

2. Creating an Exchange scenario with the CDP option (see page 33).

3. Running the scenario.

The CDP Database configuration needs to be done before the scenario
creation.
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Defining the CDP Database

The CDP Database configuration consists of three tasks:

1.
2.
3.

Selecting the SQL instance that will contain the new CDP repository.
Defining the name and the path of the repository.

Setting the retention and quota policy for the entire database and for each
message type folder.

To define the CDP database

1.

On the Manager, open the CDP View by selecting the CDP View

® 3 CDPView i o )
option button on the Viewing toolbar. Alternatively,
select from the View menu the Active View - CDP View option.

The CDP View opens.

@ CA X0soft Manager - @130.119.185.151:8088

Scenario Edit Events View CDP Snapshot Tools Help

FOERE e EE LN B2E WL W me RO
PHEEET-TEER
I T ] O Froperes v X

Database

2. To create a CDP Database, select from the CDP menu the Add Database

option.

The Select SQL Instance dialog opens.
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£| CDP Database Creation Wizard

Select SQL Instance
_ XOsoft Manager
Select SQL Instance where CDP Database will be installed.

I Select SQL Instance
Create CDP Database
Quota and Retention Policy (®) Select instance from COF Locations/Enter instance name manually

| v

O Select from discoversd SQL instances

Next Finish Cancel

In this page, you select the SQL instance where the CDP database will be
created.
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3. When creating a CDP database for the first time, do one of the following:

m  Manually enter the SQL instance name - select the first option button,
and enter the name in the empty box.

m  Select the instance name from a list of existing instances - select the
second option button and click the Discover SQL Instances button.

CA XOsoft automatically discovers the existing SQL instances, and
displays them.

£| CDP Database Creation Wizard

Select SGL Inst.
XOsoft Manager nelance
Select SQL Instance where CDP Database will be installed.

I Select SQL Instance
Create CDP Database

Quota and Retention Policy () Select instance from COF Locations/Enter instance name manually

(® Select from discoversd SQL instances

[ Discover SQL |

QA95W2K3-50L EHisTACAR2 52

CERIEER o

& oke-snLe EH0A 54 MS5AL5ERVER2
{icor-DEv-saLs $HnrE2NSSQLSERVERD

G ioaainesoL EHQATIEZKIDVEX\MISSALE_ON
& xonne? EH0ATS-E2K3DVEX T \OFFICESER)
{1057 SP2OFFICESERVERS & 2K3-50L\GO0GLE

& IL0-saLs & 2K2-50LINSTANCE
i 15TARAR-S &

<

T

Select from the list the required SQL instance.
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After defining the SQL instance, click Next. The Import or create CDP
Database page opens.

£ CDP Database Creation Wizard

Import or create CDP Database
XOsoft Manager P
Import an existing COF Database that belongs to selected SOL Instance or creats 2 new ons.

+ Select SQL Instance
Create CDP Database
Quota and Retention Policy Databases already added:

) Import CDP database

(®) Create a new databass

Back Next ]

To create a new CDP database, select the Create a new database option
button. If you already created a CDP database and you want to re-use it,
select the Import CDP database option button and import the database.
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5. Click Next. The Create CDP Database page opens.

£ CDP Database Creation Wizard

Create CDP Datab
XOsoft Manager € ahase
Erter COP Database properties.

4" Select SQL Instance
| Create CDP Database
Quota and Retention Policy Database Name [¥0_EMAIL]

Database File

File Type Path
{ C:\Program Files\Microsoft SQL Server\MSSQL. 1IMSSQLIDATA
C:\Program Files'Microsoft SQL ServerMSSQL1'MSSOLIDATA

Back Next ][ Finish ] Cancel

In this page, you can see the default CDP Database name and its storing
path.

Note: If you click Cancel at this stage, the following message opens.

Remowve Database

‘fou are going to cancel COP Database Creation Wizard, Database 'O _EMAIL' is already created. Remove?

Yes ] [ Mo

Since the CDP Database is already created, you have the option of keeping
it and configuring it at a later stage, or removing it from the SQL Instance.
Select the required option. If you click Finish, the new CDP Database will
be kept automatically.
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6.

In the Create CDP Database page, keep the default database values or
change them. Then, click Next.

The Quota and Retention page opens.

£| CDP Database Creation Wizard

XOsoft Manager

+ Select SQL Instance

Define Database Quota and Retention

Quota and Retention

+ Create CDP Database
[r Quota and Retention Policy

Database Property 7 Value
=] QAS5-W2K3-SQL Bl Database Name | XO_EMAIL
[El quets Limit (VB . 1024

Hetention (in Days) 30

Mext Finish ] Cancel
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In this page, you define for the entire database its Quota Limit, meaning
the maximum disk space allocated for the deleted messages. Once this
size is reached, new messages will not be inserted into the database. You
can also define a Retention period for the database, meaning for how
many days the deleted messages will be kept in the CDP database.

7. To change the default quota limit of the entire database, from the
Property area on the right, select the Quota Limit property, and double-
click the value field to enter a new size in MB.

8. To change the default aging period of the entire database, from the
Property area on the right, select the Retention property, and double-
click the value field to enter a new number in days.

9. After you defined the quota and aging policy for the entire CDP database,
select Finish.

The CDP database is created and configured. It appears on the CDP View
window.

@CA X0Osoft Manager - @130.119.185.152:8088
Scenario Edit Events View CDP Snapshot Tools Help

B o E & p b SE 2000 58 S8, 00 58 B o s s R @ L

& scenario View | 5 CDPView | [5] snapshot View J& Remote Installer Monitor ¥ Host Maintenance Monitor _° 3 3

CDP Locations L 8 | CDP Properties « 0 X

587 QA% 1I2K3 SQL
= fo Cluota Limit (MB per Mailbox) 1024
[Bl Dats Path:  C:\Program Files\Microsoft SQL ServerMSSGL 1 [E Retention (in Days) 30

[El Log Path:  C:\Program Files\Microsoft SQL ServerMSSAL.1

10. You can change the database configuration from here as well.

To configure the CDP database from the CDP View, select the database on
the Database pane on the left, and change its property values on the
Properties pane on the right.
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Creating an Exchange Scenario with the CDP Option

To activate the CDP Repository module, you need to create an Exchange
scenario with the CDP option enabled.

To create an Exchange scenario with CDP
1. On the Manager, click the New button on the Standard toolbar.

The Scenario Creation Wizard opens.

@) Scenario Creation Wizard

v ‘Welcome to the New Scenario Wizard

"N XOsoft Manager
This wizard will help you create a new scenario, either from scratch or using a predefined template. it may also be used to
create new templates. When the scenario creation is finished, you will be able to run the scenario

b Wel To exit the wizard and cortinue configuration manually from amy step, click the Finish button

Product Type

Scenaric Setup

Scenario Verification

Run Scenario

(%) Create a New Scenario

(O Create a New Template

Assign a Scenario Group (select existing one or enter a new group name)

Scenarios v

Cancel
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2. Select the Create a New Scenario option button, and click Next.

The Select Server and Product Type page opens.

@) Scenario Creation Wizard

XOsoft Manager

« Welcome

P Product Type
Scenaric Setup
Scenario Verification
Run Scenario

Select Server and Product Type

Selzct one of the licensed server and product types listed below, and the required task. If the desired option is not listed,

do one of the following:

If you have an appropriate license key, exit the wizard by clicking Cancel, and select from the Help menu the Register

option

Select Server Type

|27 File Server @ MS Hyper-V/
'E,__‘ SharePoint
& Oracle g] vCenter

& saL Server

T MS IS Server

¥ CAXOscft Control Service

Select Product Type
(%) Replication and Data Recovery Scenario (DR)
(O High Availability Scenaria (HA)

Tasks on Replica

@) Mone
O Integrity Testing for Assured Recovery (AR)

() ARCserve Backup ARCserve Server Name

[ with Integrity Testing
Store deleted email items in CDP Repositary

Finish ][ Cancel ]
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Select the required scenario options, as follows:
m  From the Select Server Type list, select MS Exchange.

m  From the Select Product Type options, select either Replication and
Data Recovery or High Availability Scenario.

m  From the Tasks on Replica options, select Stored deleted email items
in CDP Repository.

Click Next. The Master and Replica Hosts page opens.

(@ Scenario Creation Wizard

Master and lica Hosts
XOsoft Manager Rep

Erterths hostname or |P address for both the Master (source) and Replica taret) hosts
If the scenario will involve mors than one Replica. add one Replica now, and manually add the other Replicas in the
Scenario pane once you completed the wizard steps.

4+ Welcome

4 Product Type

« Scenario Setup Scenario Name | Exchange COP |
P Hosts
CA XOsoft Engine Verfication Master b [1 (] Port
Master Configuration
Replica Directories Replica | P | |E Port
Scenario Properties
Hosts Properties [1 Assessment Mode

CDP Properties
Scenario Verification Verify CA XOsoft Engine on Hosts
Run Scenario

[T [ Finish ][ Cancel ]
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5. Enter the required information, as follows:

Scenario name - accept the default name or enter a new name for
the scenario.

Master Hosthame/IP and Replica Hostname/IP - enter the name
or IP of the Master and Replica hosts, or use the Browse button to
find it.

Note: If either server is a MSCS cluster, enter the Exchange Virtual
Server Name or IP address as the Master and/or Replica name (instead
of the physical node's name or IP).

In the Port boxes: accept the default port no. (25000) or enter a new
port numbers for the Master and Replica.

Assessment Mode - make sure this check box is NOT selected.

Verify CA XOsoft Engine on Host - select this option if you want the
system to verify whether Engines are installed and running on the
Master and Replica hosts you specified in this page. If you select this
option, the Hosts Verification page appears after you click Next.

6. Click Next. The Master Configuration page opens.

(@ Scenario Creation Wizard

XOsoft Managnr Select Databasf:-fnr rEpliL‘Eliﬂl‘!
Auto-discovery result for MS Exchange Server on host 130.119.185.152 are listed below. By default all Database will be
replicated. To remove specific Database from replication uncheck the comesponding check box.
+ Welcome
N el Trrs Database Full Path
4 Scenario Setup =, Microscft Exchange Server
« Hosts F =8 QASS-WZKI-EXT
B Master Configuration F =& InformationStore
Replica Directories = =8 F_irst Storage Group
= 2 Log File Path [ C:/Program Files/Exchsrvr/mdbdata
Seenario Froperties =3 5 System Path (2 C:/Program Files/Exchsrvr/mdbdata
Hosts Properties 72 =8 Mailbox Store (QASS-W2K3-EX1)
COF Properiss ~ {5 EDB File Path [E] C:/Program Files/Exchsrvr/mdbdatalprivi.edb
5 i0 Verification ~ {2 STM File Path ) C:/Program Files/Exchsrur/mdbdatalprivi.stm
B =3 (=I5} Public Felder Store (QAS5-W2K3-
T F 5 EDE File Path [B C/Program Files/Exchs rvr/mdbdatalpubl edb
3 12 STM File Path [B1 C:/Program Files/Exchsrvrimdbdata/publ.stm

[ Back ] Mext ][ Finish ][ Cancel ]
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CA XOsoft auto-discovery component automatically discovers all Exchange
databases on your Master server. These are the databases that can be
replicated and protected.

By default, all the discovered databases are selected and all will be
replicated. You can exclude some of these storage groups from replication
by clearing their check boxes.

After defining the data to be replicated, click Next.

The Replica Root Directories page opens.

@) Scenario Creation Wizard

X

Replica Root Directories
XOsoft Manager i . X
Selzct the Roct Directories on the Replica host.

« Welcome
+ Product Type

Replica Root Directories Master Root Directories
% Scenario Setup B% Exchange
4" Hosts 3 ciprogram fileslexchsrvr/mdbdata c/program fileslexchsrerimdbdata

" Master Configuration

B Replica Diractoriss

Scenario Properties

Hosts Properties

CDP Properties
Scenario Verification
Run Scenario

[ Back ] Next ][ Finish ][ Cancel ]
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CA XOsoft auto-configuration component verifies that the Exchange Server
configuration on the Master and Replica servers will be identical during the
replication procedure.

9. After defining the storage location of the replicated data, click Next.

The Scenario Properties page opens.

@) Scenario Creation Wizard

Scenaric Properties
XOsoft Manager . § § i .
The scenario properties are corfigured here. You can also corfigure these properties after the completion of the wizard
steps
The recommended default values are already listed. Before changing these values. please refer to the CA XOsoft r12 User
Guide.
« Welcome

« Product Type
% Scenario Setup

Property Value
&) General

" Hosts ©E) Replication
" Master Corfiguration =&} Event Notification
" Replica Dirsctoriss Repnrl Handling

B Scenaro Properties

Hosts Properties

CDP Properties
Scenario Verification
Run Scenario

[ Back ] Mext ][ Finish ][ Cancel ]
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The Scenario Properties page enables you to configure the scenario
properties that affect the entire scenario. Typically, the default values are
sufficient.

If you want to configure the scenario properties at this stage, refer to
Understanding Scenario Properties. To configure the scenario properties at
a later stage, refer to Configuring Scenario Properties.

10. Click Next. The Master and Replica Properties page opens.

&) Scenario Creation Wizard

Master and Replica Properties

XOsoft Manager
The Master and Replica properties are corfigured here. You can also corfigure these properties after the completion of the
wizard steps.
The recommended default values are already listed. Before changing these values, please refer to the CA XOsoft r12 User
Guide

+ Welcome

A4 Type Master Properties Value Replica Properties Value

7 EEnEE Host Connection Host Connection

+ Hosts Hepllcallon Replication

" Master Configuration Spool Spocl\
" Replica Directaries Ee T Recovery
« Scenario Properties Reports Scheduled Tasks

P Hosts Properties Event Notification

B
CDP Propertiss Reports
Scenario Verification =6 TE:IF' Host On
5, =
Fun - Generate COP Report On

Generate Detailed Report On

[ Back ] Mext ][ Finish ][ Cancel ]
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11.

The Master and Replica Properties page enables you to configure the
properties that are related to either the Master or Replica host. Typically,
the default values are sufficient. All you need to verify at this stage is that
on the Replica Properties list, the CDP Host property is On.

Note: in a CDP Exchange scenario, one Replica, and only one, should
function as the CDP Replica, meaning the Replica that participates in the
CDP Repository process.

If you want to configure the Master and Replica properties at this stage,
refer to Setting Master and Replica Properties. To configure the scenario
properties later, refer to Configuring Master or Replica Server Properties.

Note: You can modify all the settings in this pane after the scenario is
created. However, before changing any Spool properties (which can be
configured here), review the Spool information for configuration details.

Once you are satisfied with the Master and Replica properties, click Next.

The CDP Properties page opens.

@ Scenario Creation Wizard

CDP Properti
XOsoft Manager perties

CDP properties will be corfigured in this step. The recommended defautt values listed below. Referto User Guide before
modifying the cument settings.

4 Welcome
7 s T2 e Property Value
< EEEE SR =l saL Instance QAS5-W2K3-SQL
M X0_EMAL
" Master Configurstion [&] Max Spool Size (MB) Unlimited
« Repiica Directories [2l Min Disk Free Size (MB)
4" Scenario Properties Spuul Directory [INSTALLDIR])itmp/cdp_spool
¥ Hosts Properties Elnterval between Runs (min} 15
B COP Propeties Max Attachment Size (KB} 1024
Scenario Verification @ Message Types Include/Exclude Message Types

Run - @Aﬂachmenl Types

Select from the drop-down list the SQL database name that you defined for the CDP Repository.

[ Back | Next [ Finish i Cancel |
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12,

13.

The CDP Properties page enables you to configure the properties that are
related to the CDP Repository.

Set the CDP properties as follows:

m  SQL Instance - select from the drop-down list the SQL instance nhame
that contains the CDP SQL database.

= SQL Database Name - select from the drop-down list the SQL
database name that you defined for the CDP Repository.

Typically, the other default values are sufficient. If you want to configure
the other CDP properties at this stage, refer to Understanding CDP
Scenario Properties (see page 45). To configure the CDP scenario
properties at a later stage, refer to Configuring CDP Scenario Properties
(see page 44).

Once you set the CDP Repository properties, click Next.

CA XOsoft verifies the validity of the new scenario and checks many
different parameters between the Master and Replica servers to ensure a
successful replication and data recovery process. Once the verification is
completed, the Scenario Verification page opens.

@ Scenario Creation Wizard E‘

Scenario Verificati
. XOsoft Manager ario ication

The system automatically verfies the scenario settings to help ensure proper operation.

Ay errors must be resolved before continuing. | is also strongly recommended that all wamings should be resolved.
continuing with waming, ensure their potential impact is fully understood. After making any necessary changes. click Retry
1o repeat the scenarnio verification.

« Welcome
+ Product Type
4 Scenario Setup Scenario created and verified successfully.
+ Hosts
" Master Configuration
" Replica Directories

" Scenario Properties
+" Hosts Properties
+" CDP Properties
P Scenario Verification
Run Scenario

[ Back ] Mext ][ Finish ][ Cancel ]

Chapter 3: Using the CDP Repository 41



Configuring the CDP Repository

Note: Although the software allows you to continue with warnings, it is not
recommended to do so. Resolve any warning situations before continuing
to ensure proper operation of the application.

14. If the scenario is verified successfully, click Next.

The Scenario Run page opens.

@) Scenario Creation Wizard

Scenario Run
XOsoft Manager °

The scenario has been configured and is ready to run. Press Run Now to start the scenario. Intial data synchronization will
start automatically sfter pressing the Run Now button. To run scenario later press the Finish button.

4+ Welcome
4 Product Type ~
« Scenario Setup Scenario 'Exchange CDP" is ready to run
« Hosts
+" Master Configuration Product type DR
+" Replica Directories Server type Exchange
" Scenario Properties
+ Hosts Propettes Integrity Testing for Assured Recovery Off
" CDP Properies Replication mode Online
4+ Scenario Verfication
P Run Scenario Master
Mame 130.119.185.152
Spool size (MB) Infinite
Spool path [INSTALLDIRAmMp/spool]
Replica
MName 130.119.185.153
Spool size (MB) Infinite
Spool path [INSTALLDIRAMp/spool]
Master Root Directories Replica Root Directories
Ejii:xgc;:vr:’mdbdata = crprogram files/exchsrvr/mdbdata

][ Run Now ][ Finish ][ Cancel
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15. After the scenario is verified, you are prompted to run it. Running the
scenario starts the data synchronization process.

m To finish the scenario creation and run it later, select Finish.
m To run the scenario now, click Run Now.

The synchronization process starts, and the CDP Repository is starting
to be filled with the enterprise deleted messages.

16. By default, once a synchronization occurs, a synchronization report is
generated.

m CA XOsoft r12 Report Center

CA XOsoft High Availability

SYNCHRONIZATION REPORT

Synchronization mode Bleck3ynchronization (include files with the =ame =ize and medification time)

Scenario Exchange COP

Master host QAS5-WEKI-EX1(1)

Replica host QLASS-W2K3-EX2(2)

Scenario start time 17-Mar-08 17:42:38

Report start time 17-Mar-02 17:43:40

Report finish time 17-Mar-02 17:44:07
Summary:

Total number of files modified &

Total number of bytes changed 25.04MB

Note: For more information about opening a report, see Viewing a Report.

Setting CDP Scenario Properties

This section describes how to configure the CDP Repository properties, and
provides the list of properties, corresponding values, and an explanation of
each property. Some of the CDP properties are configured in the CDP Scenario
Properties list, while others are configured in the CDP Replica Properties List.
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Configuring CDP Scenario Properties

After you defined an Exchange scenario with the CDP option, you can set or
modify its properties.

Note: To configure the CDP scenario properties, the scenario must be stopped.

To set CDP scenario properties

1. If you are not in the Scenario View, open it by selecting the Scenario

(® gh Scenario View

View option button on the Viewing toolbar.

2. On the Scenario pane, select the Exchange scenario its CDP properties you
want to configure. On the Framework pane on the left, the Scenario
Properties list opens.

Properties - 0 X
Scenario Properties w

Property Valus
General

Replication
Event Notification
Report Handling

Root Directories | Properties
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Note: A running scenario has a gray background, and scenarios that are
not running have a white background.

3. From the Properties drop-down list on the Framework pane, select CDP
Properties.

The CDP Properties list opens.

Hi| Properties x
CDP Properties w
FProperty Value
| Bsamsance . lowswassal
SCLL Databaze Name HO_EMAIL
Max Spool Size (MB) Unlimited
Min Disk Free Size (ME)
Spool Directory [INSTALLDIR)tmpicdp_spool
Interval between Runs (min) 15
Max Attachment Size (KB) 1024
Message Types Include/Exclude Message Types

Attachment Types

() Reot Directories Froperties I

4. On the CDP Properties list, select the required property, and select or enter
the appropriate values. Some values can be manually entered in an edit
box field, while others can be selected from a drop-down list.

5. After you set the required properties, click the Save button on the
Standard toolbar to save and apply your changes.

Understanding CDP Scenario Properties
This section lists the CDP Scenarios properties, corresponding values, and
provides an explanation of each property.
SQL Instance

Select from the drop-down list the SQL instance name that contains the
CDP SQL database.

SQL Database Name

Select from the drop-down list the SQL database name that you defined for
the CDP Repository.
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Max Spool Size (MB)

Enter the maximum spool size allowed in MB. This disk space is used only
if needed - it is not pre-allocated. The default is Unlimited. To enter a
value of Unlimited, enter a zero. When this threshold is exceeded, the
system issues an error message, and stops the CDP checkup session.

Min Disk Free Size (MB)

Enter the free disk space threshold in MB. When reaching this threshold,
the system issues an error message, and stops the CDP checkup session.

Spool Directory

Enter the directory to be used to store the spool for the CDP Repository on
the Replica.
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Interval between Runs (min)

Enter the number of minutes between each check the system will perform
in the Exchange database, in search for new deleted messages. The
minimum allowed value is 15 minutes.

Max Attachment Size

Enter the attachment size allowed for storage. Deleted attachments
that exceed this size will not be stored in the CDP SQL database.

Message Types

Specify whether deleted message of this type will be stored in the CDP SQL
database. By default, all message types are stored. To exclude a type from
being stored, click the Include/Exclude Message Types link. The
Message Types dialog opens.

Message Types 3]

P Activity

IPM.Appoirtmert

IPM Contact

IPM.Note

IPM.Mote. Securs

IPM.Mote. Securs . Sign

[PM Mate SMIME. Multipart Signed
[PM Mate. SMIME

P StickyNote
IPM.5Schedule. Meeting Canceled
[PM.Schedule Meeting. Request
IPM.Schedule Meeting. Resp.Neg
IPM.Schedule Meeting. Resp.Pos
IPM.Schedule Mesting. Resp. Tert
IPI.Task
IPM.TaskRequest.Accept
IPI.TaskRequest. Decline
IPI.TaskRequest

[P . TaskRequest. Update

| ok | [ cancel

To exclude message types from storage, clear their check boxes.
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Attachment Types

Enter the type of attachments to be stored. By default, all attachment
types are included in the CDP SQL database. To exclude an attachment
type, enter the type in the value box, for example avi, and press the
Enter key.

Each included type should appear in a new row.

CDP Properties w
Property Value
SCIL Instance QASE-W2K3-50L
SCLL Databaze Name HO_EMAIL
Max Spool Size (MB) Unlimited
Min Disk Free Size (ME)
Spool Directory [INSTALLDIR)tmpicdp_spool
Interval between Runs (min) 15
Max Attachment Size (KB) 1024
Message Types Include/Exclude Message Types
BAﬂachment Types
Excluded Attachment Type avi
Excluded Attachment Type WY

I B Exclude Attachment Type Click here to exclude new Attach...

By default, all attachment types are included from the COP database. To exclude an attachment type, enter the type in
the value box, for example 'doc’, and press Enter. Each excluded type should appear in a new row.

() Reot Directories Froperties
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Understanding the CDP Repository Statistics and Reports

CA XOsoft checks at regular intervals whether the Exchange database contains
new deleted items. On each checkup session, CA XOsoft updates the CDP
Statistics on the Manager, and by default generates two reports: a Summary
Email CDP Repository Report and a Detailed Email CDP Repository
Report. The CDP Statistics is updated only during a new checkup session, and
the CDP Reports are generated only when new deleted items are found in the
checkup session.

Notes:

m  You can change the checkup interval through the Interval between Runs
property in the CDP Properties list (see page 45). The minimum allowed
value is 15 minutes.

m  You can cancel the CDP Report generation by setting to Off the
Generating CDP Report and Generate Detailed Report properties.
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CDP Repository Statistics

The Statistics tab in the Framework pane displays live statistics. Different
statistics information is displayed for a scenario, a Master and each Replica
host. The CDP Statistics is displayed for a CDP Replica, in addition to the
replication statistics that is provided for this Replica.

Note: The Statistics tab on the Framework pane appears only when a scenario
is running.

To view the CDP Repository Statistics

1.

2.

On the Scenario pane, select the CDP Replica whose statistics you want to
view.

On the Framework pane, select the Statistics tab.

The CDP Statistics appears at the lower half of the pane.

|1, Statistics

Replica "130.119.185.153" Statistics
State Running
Start of replication | 3/11/2009 3:33:11 PM
Version 12.5.0.136
Spool space:
Size % of threshold
0Bytes

Online file changes per root directory:

oot Directory Size E?uladaet::d P | E— —
c:fprogram
files)... /mdbdata 4.91MB | 0 7 0 5

Email CDP Repository Statistics:
Repository Table messages _batch_2009 3 11 16 _1 44 960

- Items Total
Duration . Items Items
Start Time Status Inzerted Size - ;
{zec) Successfully | (MB) Filtered Out | Failed
3/11/2009
16:00:20 75 Success 11 3.33 0 0

Email CDP Repository Statistics Summary (From Scenario Start):
[ Ttems Inserted Successfully [ Total Size (ME) |
[ 11 | 3.33 |

() Root Directories Properties @ Statistics J

The CDP Repository Statistics consists of two tables:

s The Email CDP Repository Statistics table
m  The Email CDP Repository Statistics Summary table
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CDP Repository Reports

If deleted messages are found in a CDP checkup session, by default a
Summary Email CDP Repository Report and a Detailed Email CDP Repository
Report are generated.

Note: For detailed instructions on how to open and use the Report Center,
refer to Viewing a Report.

To view an Email CDP Repository Report

On the Report Center, select from the Available Reports per Scenario
table the Exchange CDP scenario that this report represents. Then, from
the Reports table, click the CDP report you want to open, either
Summary or Detailed.

CA XOsoft 12 Report Center

Updated: Monday. January 12, 2009 1:12:08 PM

Available Reports per Scenario

=l

Scenario Name

Exchange CDP 2 0 0 0 0 4 -] ﬂ
E

Synchroniza| Difference | Repli [l ed Recovery CDP Total Reports

File Server 1 0 ] 0 ] 0 1

Reports

Drrag & column header here to group by that column

Host ‘ Changes | Date |T\me |Type ‘ Summary | Detailed | Size (bytes)
‘130119135153 UnKnown Today 12:01:06 cop fic] 1714
130.119.185.153 Changes found Today 11:47:30 Synchronization 2382
130.119.185.153 UnKnown 01/08/08 00:00:27 CDP 1535
130.119.185.153 UnKnown 01/07/08 17:45:24 coP @ 1539
130.119.185.153 UnKnown 01/07/08 17:31:40 COP @ 15242
130.119.185.153 No changes made 01/07/08 172759 Synchronization @ 1507

The report you selected opens.
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Retrieving Deleted Outlook Items Using the E-mail Retrieval

The E-mail Retrieval enables you to search for deleted Outlook items and
retrieve them. The types of Outlook items that can be retrieved are defined by
the Administrator, and they can include: e-mail messages, appointments,
contacts, tasks, journal entries, notes, and attachments.

Logging Into the Email Retrieval

CA XOsoft Email Retrieval does not require any component or application
installed in advance. It can be opened from any workstation that has a
network connection and a Web browser. To log in, you will need your:

m Hostname/IP Address and Port Number of the server where the Control
Service is installed.

m User Name, Password and Domain

To open CA XOsoft Email Retrieval
1. Select Start, Programs, CA, XOsoft, Email Retrieval.
- Or -

Open Internet Explorer. On the Address box, enter the Control Service
Host Name/IP Address and Port Number as follows:
http://host_name:port_no/pages/entry_point.aspx

Notes:

m If you are opening the Email Retrieval from the machine where the
Control Service is installed, you can use the default parameters:
http://localhost:8086/pages/entry_point.aspx

m If you selected the SSL Configuration option during the installation of
the Control Service, when you open the Email Retrieval page, you need
to use the hostname of the Control Service machine (instead of its IP
Address). Enter the Control Service Host Name and Port No. as
follows:
https://host_name:port_no/pages/entry_point.aspx
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The Login dialog opens.

CA XOsoft Email Retrieval

User Name:
Password:

Domain

2. Enter your User Name, Password and Domain and click Log In.

The Email Retrieval window opens.

{2 CA XOsoft Email Retrieval - Windows Internet Explorer

6.;; - |g hittp:/f130.119. 185, 151:3086 pages/search_base_options, sspx V| 2| X ‘ ‘ R~
Fie Edit View Favorites Tools Help  Links |gf] Customize Links @ Free Hotmail ] Windows > Gsnaatt B OB @ -
— . = »
w & I?CA #Osaft Email Retrieval ] 1 B - B - M= v |irPage - ) Todks - @ BB
Version:

For expand/collapse search definitions click here: £y

Type the words you want te search for. and then click ‘Find MNow'.
Look in the Subject for these word(s):

[ Also search message body

[ Also search attachments
From:

Sent To:

Creation Date Range:
Choose a Date h/
Choose a Date b

Results per Page: |20~

Current Sort: Created. For change sort definitions click here: ()

Done 3 Local intranet # 100% -
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Search for Deleted Iltems and Retrieve Them

To search and retrieve a deleted item:

1. On the Email Retrieval window, enter any text you want to search for in

one of the available fields: Subject, From or Sent To.

Note: to search in the message body or attachments, enter the text in the
Subject field and use check boxes that underneath it.

23 CA X0soft E-Mail Retrieval - Microsoft Internet Explorer

Fle Edt Wew Faworktes Tools  Help

Qback - 3 - [ @ (0| Osearch JrFavorkes €| (30 B ) &

agdress [&] . a h_hiase_options. asp:

Enter search criteria, and then click 'Find Now'
Look in the Subject for these word(s)

I Also search message body
[™ Also search attachments
From:

Sent To

Creation Date Range

Choose a Date -
Choose a Date |4

s Bl Ozl Tl dhvp ot Ao diek e ©)
&= — Pags Size
i U From Subject Received
-]
[&] bone [ [&J ocalintranet 4
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2.

[Optional] Define the date range in which you want to conduct the search
by using the Creation Date Range drop-down menus.

After you entered the criteria, click the Find Now button.

The search results open.

2 CA XDsoft E-Mail Retrieval - Microsoft Internet Explorer [_[O]x]
Ble Edt Vew Favorites Tools Help ‘ o
Qvack + )+ [ 2] | P search Sormvortes @ | C0v ik B[ &

Address. |g]

_base_opti

= B0 [k »

Enter search critetia, and then click ‘Find Mo’
Look in the Subject for thess word(s)

I™ Also search message body

I7 Also search attachments

From:

[Usert |
Sent To.

[ |
Creation Date Range:

1/30/2008 v

Clear

Current Sort: Created. For change sort definitions click here:

0O U From Subject Created
= userl Mid-Market Organizationsl Change - 3 1/22/2008 1:21:26.947 PM
| userl Purchase Order and Compliance Process -2 1/22/2002 1:21:16.87 PM
= userl test 217108 1/17/2008 3.46:37.60 PM
= userl test117-1-08 1/17/2008 3.45.28.73 PH

oo

[&] tocalintranet

|
7

To view a deleted message, double-click it.

The message opens.

3 CA x0soft E-Mail Ry
Edit

al

File View  Favorites

osoft Internet Explorer

Tooks

Help

QBack = ) - ¥ &) (] O search JFavortes & | (v fn B L)@
Adress [E] EE ‘Lm »
Back to Search Options  Retrieve Message Close
From: userl
Te: Administrator;
Cc:
Created: 1/22/2008 121:16 PM
Subject Purchase Order and Compliance Process -2
Attachments

From: Administrator

Sent: Tuesday, January 22, 2008 3:17 PM
To: Administrator; user1; user2
Subject: Purchase Order and Compliance Process

il employees must follow the process outlined below:

A requester creates a Requisition / Shopping Cart in Accpac, creating a workllow approval prior to actuatly committing to the purchase with the

vendor.

Approver(s) review the Requisition / Shopping Cart in Accpac and either approves or rejects the Requisition 7 Shopping Cart and a Purchase

Order (POj is created

3. POs are to be printed and sent ta the supplier by email, fax o post. A copy of the PO should be retained by the requestor to support the
receipting process

I-|
€l pone CrrrT 4

[&d Local intranet
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5. To retrieve the message, click the Retrieve Message link at the top of the
page.

A standard File Download dialog opens.
File Download |

Do you want to open or save this file?

T Mame: 3.msg
t
Type: Cutlook Tkem

From: localhost

Open Save  LCancel

W Always ask before opening this twpe of file

harm wour computer. | pow do nat st the source, do not open or

@ Wehile files fram the Internet can be uzeful, zome files can potentially
zave thiz file. What's the risk?

6. To open the message as an Outlook item, click Open.

B Purchase Order and Compliance Process -2 - Message (HTML) [_ O] x]
File Edit Miew Insert Format Took  Actions Help
“aReply | g Reply to All | (5 Forward | B v S By X - - N | @ =
From: ussrl Senk: Tue 1/22/2008 3:21 PM
To: Adrministrator
o
Subject: Purchase Ordsr and Compliance Process -2
=l
From: Administrator
Sent: Tuesday, January 22, 2008 3:17 PM
To: Adrministrator; userl; user2
Subject: Purchase Order and Compliance Process
All ernployees must follow the process outlined below:
1. Arequester creates a Requisition/ Shopping Cartin Accpac, creating a workflow approval priorfo actually commitiing fo
the purchase with the vendor
2. Approver(s) review the Requisition/ Shopping Cart in Accpac and either appraves or rejects the Requisition f Shopping
Cart and a Purchase Order (PO) is created
3. POs are to be printed and sent to the supplier by email, fax or post. A copy of the PO should be retained by the requestor
to support the receipting process
- |
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This section describes how to restore lost data using CA XOsoft Manager, how
to set bookmarks, and how to rewind data.

This section contains the following topics:

The Data Recovery Process (see page 57)
Setting Bookmarks (see page 58)

Data Rewind (see page 59)

Recover Lost Data from Replica (see page 66)

The Data Recovery Process

When an event causes loss of Master data, the data can be restored from any
Replica. The recovery process is in fact a synchronization process in the
reverse direction - from a Replica to the Master.

CA XOsoft enables you to recover data in two ways:

m  Recover lost data from the Replica to the Master -- this option is a
synchronization process in the reverse direction and requires you to stop
the scenario. (This option is not recommended for Oracle, SQL or
Exchange scenarios.)

m  Recovery lost data from a certain event or point in time (Data Rewind) --
This option uses a process of stamped checkpoints and user-defined
bookmarks to roll corrupt data on the Master back to a time before
corruption occurred.

Important! You must stop replication in order to initiate recovery.
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Setting Bookmarks

A bookmark is a checkpoint that is manually set to mark a state that you may
want to rewind back to. We recommend setting a bookmark just before any
activity that may cause data to become unstable. Bookmarks are set in real-
time, and not for past events.

Notes:

®m  You can use this option only if you set in the Replica Properties list the
Recovery - Data Rewind option to On.

®  You cannot set bookmarks during the synchronization process.

To set a bookmark

1. When the required scenario is running, on the Scenario pane select the
Replica host from which you want to rewind data.

2. From the Tools menu, select the Set Rewind Bookmark option.

The Rewind bookmark dialog opens.

Rewind bookmark

F’ Enter name for rewind bookmark

Boolmark was set at 07.02.07 17:38: 10
0K | Cancel

The text that appears in the Rewind bookmark dialog will appear in the
Rewind Points Selection dialog as the bookmark's name. The default
name includes date and time.

3. Accept the default name, or enter a new name for the bookmark. It is
recommended to give a meaningful name that will later help you recognize
the required bookmark. Then, click OK.

The bookmark is set.
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Data Rewind

The Data Rewind recovery method allows you to rewind data to a point in time
before it was corrupted. The rewind process takes place on the Replica server
before the reverse synchronization process starts. The Data Rewind method
uses rewind points or bookmarks that enable you to reset the current data
back to a previous state.

You can use this option only if you set the Recovery - Data Rewind option to
on.

F’rupa'lies - 0 X
Replica "172.16.40.57 Properties w

Property Value
Host Connection
Replit:atiun
2@ spool
BRet:mfery
F-Eepli:ation Delay Off
___=BoaRewind . on |

Hetention Period {min) Infinite

Max Dizk Size (MB) 200
Scheduled Tasks
Evenl Motification
Repurts

Keeps undo information needed to recover data from a certain action or point in ime. [t is useful in cases in
which corrupted data on the Master was replicated to the Replica, and you want to restore the data to its
previous state before the corruption occurred.

[T Root Directories Properties
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If this option is set to Off, the system will not register data rewind points. For
more information about Data Rewind parameters (Retention Period, Max Disk
Size), see the CA XOsoft User Guide.

Important! The data rewind process operates in one way only - there is no
replay forward. After rewind, all data subsequent to the rewind point will be
lost, since data after the rewind point will be overwritten with new data.

Note: The automatic registration of the rewind points starts only after the
synchronization process is completed, and the message All modifications
during synchronization period are replicated appears on the Event pane.
Similarly, you cannot manually set bookmarks during synchronization. In the
following example, a File Server scenario is used, but the steps are the same
for all scenario types.

To recover lost data using rewind points

1. On the Manager, from the Scenario pane select the desired scenario and
stop it.

2. [For database applications only] stop the database services on the Master
host.

3. On the Manager, from the scenario folder select the Replica host:

Note: If multiple Replica servers participate in the required scenario,
select the Replica from which you want to recover data.
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4.

From the Tools menu, select Restore Data, or click the Restore Data

@ button. If you are prompted for user credentials, enter the appropriate
information and click OK.

The Recovery Method page of the Restore Data Wizard opens.

1 Restore Data Wizard

XOsoft Manager very Method

The recovery process is synchronization in the reverse direction - from a Replica to the Master.

4" Application Data Recovery
P Recovery Method
Rewind Point Selection

O Replace all data on Master *130.113.185.152" with the data on Replica *130.113.185.153".

Synchronization Method

® Rewind data on Replica "130.115.185.153 and replace all data on Master
"130.119.185.152"

(O Rewind data on Replica *130.115.185.153' and leave Master '130.115.185.152" intact

Remove files that exist on Master onfy

Cancel
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5. Select one of the Rewind data options, depending on whether you want the
rewind data synchronized back to the Master (option 2) or left on the
Replica only (option 3).

Notes:

m If the user credentials you used to log in to the Manager are different
than the ones required for working with the Engine on the Replica, a
User credentials dialog appears, asking you to enter log on account
details for the selected Replica.

m  The Include Registry Keys synchronization checkbox is enabled,
only if you activated this option before starting the scenario. If the
checkbox is enabled, you can select it to include the synchronized
Registry Keys in the recovery process.

After you select a Rewind data option, a Recovery scenario is automatically
created. This Recovery scenario will run until the end of the rewind
process.

6. Click Next. The Rewind Point Selection page is displayed.

Sh Restore Data Wizard @

Rewind Point Selecti
XOsoft Manager wing el fon

This Data Rewind method allows you to rewind data to a point in time before it was comupted.
The rewind process takes place on the Replica server before the reverse synchronization
process starts. The Data Rewind method uses rewind points or bookmarks that enable you to
4" Recovery Method reset the This Data Rewind method allows you to rewind data to a point in time before it was

P Rewind Point Selection
Synchronization Method

Please wait while the Rewind Poinis are being retrieved.

Mo point selected.

Cancel

7. Wait until the Select Rewind Point button is enabled, and click it to view
the existing rewind points.
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The Select Rewind Point dialog opens.

The Select Rewind Point dialog displays a list of all rewind points
appropriate to the application you are protecting. These include
modifications of folders and files that were automatically registered by the
system and user-defined bookmarks.

The list can be filtered according to the rewind point type or other criteria,
using the Filter Rewind Points pane on the left.

Note: If the Select Rewind Points dialog is empty, make sure that the
Data Rewind property is enabled.

Select the required rewind point, and click OK.

Note: If you want to use a Bookmark as the rewind point, it is best
practice to select the closest rewind point that indicates an actual event.

You return to the Rewind Point Selection page, now displaying
information about the rewind point you selected.

S Restore Data Wizard fXI

Rewind Point Selecti
XOsoft Manager e ot fon

This Data Rewind method allows you to rewind data to a poirt in time before it was comupted. The
rewind process tekes place on the Replica server before the reverse synchronization process stats.
The Data Rewind method uses rewind pairts or bookmarks that enable you to reset the cumert data
+ Recovery Method back to a previous state.

P Rewind Points Selection
Synchronization Method

Click the Select Rewind Point button, to select the paoint in time to which you
wantto rewind the data.

Rewind to point:
Type: Remove
Id: 27

Time: 1/2/2008 4:01:14 PM
File name: Backup Details/Backup1.doc
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9. Click Next. The Synchronization Method page is displayed.

S Restore Data Wizard

_ XOsoft Manager ! ization Hethod

Select one of the Synchronization Methods:
- File Synchronization: best suited for File Server.
- Block Synichronization: best suited for database applications.

4" Recovery Method
I Synchronization Method

) File Synchronization

(® Block Synchronization

[ Ignore Files of Same Size/Time

Click 'Finish’ to start the recovery process.

Einish Cancel
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10. Select the Block Synchronization method and click Finish.

Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User credentials dialog appears, asking you to enter log on
account details for the selected Replica.

CA XOsoft rewinds the data to the point you selected. After the rewind
process ends, you receive the following message in the Event pane:
Rewind process is completed successfully.

If you chose to replace the data on the Master with the data on the
Replica, CA XOsoft starts a synchronization process from the Replica to the
Master. Once the process ends, the temporary Recovery scenario is
stopped and then deleted.

11. By default, once a data recovery occurs a Synchronization Report is
generated.

m CA XOsoft r12 Report Center

CA XOsoft Replication
SYNCHRONIZATION REPORT

Synchronization mode FileSynchronization (include files with the same size and medification time)

Scenario Recovery_File Server 1
Master host 172.16.95.3(1)
Replica host 172.16.85.2(2)

Scenario start time

Report start time 13-Mar-08 15:25:40

Report finish time 13-Mar-08 15:28:54
Summary:

Total number of files modified 1

Total number of bytes changed 142.27KB

Now, the Replication process can restart on the original scenario.
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Recover Lost Data from Replica

To recover all lost data from a Replica

1.

On the Manager, from the Scenario pane select the desired scenario and
stop it.

[For database applications only] stop the database services on the Master
host.

On the Manager, from the scenario folder select the Replica host:

Note: If multiple Replica servers participate in the required scenario,
select the Replica from which you want to recover data.

= & <Applicat

Stopped DR <Application>  Regular
Changed Synchronized Fles In spoo

= <Applic

= ®17218352

The Restore Data option is enabled.

From the Tools menu, select Restore Data, or click the Restore Data
button on the Standard toolbar:

) CA XOsoft Manager localhost:8088

Scenario Edit Events View CDP Snapshot Tools Help

EoEa b E‘m 8 58| no | 00

Scenanos view

=l £f5 Scenarios

Restore Data

The Recovery Method page of the Restore Data wizard appears:

1 Restore Data Wizard

XOsoft Manager very Method

The recovery process is synchronization in the reverse direction -from a Replica to the Master.

I* Recovery Method
Synchronization Method

All data on Master "172.16.95.2" will be replaced with the data on
Replica '172.16.95.3'

[ Remove files that exist on Master onty

[ Met |[ Fnish ][ Cancel
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Note: If the Data Rewind property is set to On, another Restore Data
dialog (see page 59) will appear. In this case, select the first option -
Replace all data on Master with the data on Replica.

5. Click Next. The Synchronization Method page appears:

Eh Restore Data Wizard

XOsoft Manager S ization Method

Select one of the Synchronization Methods:

- File Synchronization: best suited for File Server.

- Block Synchronization: best suited for database applications.
+" Recowery Method

I Synchronization Method

(%) File Synchronization

() Block Synchronization

[ Ignore Files of Same Size/Time

Click Finish’ to start the recovery process.

[ Finish Cancel
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6. Make sure that the File Synchronization method is selected, and click
Finish.

Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User credentials dialog appears, asking you to enter log on
account details for the selected Replica.

Once you finished initiating the recovery process, CA XOsoft builds a
temporary reverse tree using the selected Replica as the root, and the
Master as the terminating node. After the Master recovery process ends,
the temporary scenario is deleted, and you receive the following message
in the Event pane: Synchronization finished.

7. By default, once a data recovery occurs a Synchronization Report is
generated:

m CA XOsoft r12 Report Center

CA XOsoft Replication
SYNCHRONIZATION REPORT

Synchronization mode FileSynchronization (include files with the 2ame =ize and medification time)

Scenario Recovery_File Server 1

Master host 172.16.95.3(1)

Replica host 172.16.85.2(2)

Scenario start time 13-Mar-08 13:05:24

Report start time 13-Mar-08 13:07:13

Report finish time 13-Mar-08 13:07:28
Summary:

Ho changes made

Now, the replication process can restart following the original scenario.
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Appendix A: Additional Information and

Tips

This section contains the following topics:

Spool Directory Settings (see page 69)
Manually Recover a Failed Server (see page 70)
Handling Security Principal Names (see page 70)

Spool Directory Settings

The CA XOsoft spool is a folder on disk where data to be replicated is backed
up (spooled) if bandwidth is not sufficient to transfer the amount of changes in
real-time. Data can spool due to temporary network disconnections, network
congestion, or simply because the network bandwidth is not sufficient to
transfer the amount of data changing over on the server. In addition to storing
changes waiting on available bandwidth, spool space is also used as part of the
normal synchronization process. Thus, some spool build up during
synchronization is normal.

Place the CA XOsoft spool folder on a drive with relatively low use such as a
dedicated volume or boot/system volume. Do not place the spool folder on a
volume containing frequently accessed system (OS), user, or application data.
Examples include volumes containing databases, shared files, or the system
pagefile. By default, the spool folder is located in the tmp folder under the CA
XOsoft installation directory. The spool parameters, located in the properties
tab (on both master and replica) or set with the New Scenario Wizard,
determines how much disk space is available for the spool. In most cases the
default values are sufficient. However, if you choose to change this value, it
should be at least 10% of the total dataset size. For example, if you are
replicating 50 GB of data on a server you should ensure that at least 5 GB of
space is available for spool. Please note that this space is not pre-allocated.

Important! If you change the spool location, please remember to remove the
new path from file level antivirus scans: both scheduled and real time.

Note: The CA XOsoft Spool Directory is not a pre-allocated space folder and
will be used only if needed.

Appendix A: Additional Information and Tips 69



Manually Recover a Failed Server

Manually Recover a Failed Server

To manually recover a failed server using the Switch Computer Name
redirection method

1.

Boot the Master server without a network connectio, to avoid duplicate
network names.

Rename the server to <NewServerName>-X0O and move it to a temporary
workgroup. For example, if the server is called "Serverl", rename it to
"Serverl-X0O". You will be required to reboot this machine. After the reboot
completes, the following error appears: "At least one Service could not be
started." Ignore this, it is normal under these circumstances because the
CA XOsoft Engine usually runs in a domain account.

Connect to the network.

Rejoin the domain, ensuring that you use the -XO name assigned in step
2.

Reboot the computer.

If it is not already running, start the scenario from the CA XOsoft Manager.
(If automatic reverse replication was set to On, the scenario runs in
backward mode so that the Replica server is now active and the Master
server is now standby.)

Wait for synchronization to complete. Perform a manual switchover to
make the Master server active. It is recommended that you do so outside
of normal business hours.

Handling Security Principal Names

During a DNS or Move IP redirection, the Security Principal Names (SPN) are
moved from the Master server to the Replica server. The following list shows
the SPNs on an example server named Exchange PRD1, on domain XOlab.com:

SPN Example SPN
ExchangeMDB/<Master FQDN> ExchangeMDB/ExchangePRD1.XOlab.ca
.com

ExchangeMDB/<Master NetBios> ExchangeMDB/ExchangePRD1

ExchangeRFR/<Master FQDN> ExchangeRFR/ExchangePRD1.XOlab.co

m

ExchangeRFR/<Master NetBios> ExchangeRFR/ExchangePRD1

SMTPSVC/<Master FQDN> SMTPSVC/ExchangeRPD1.XOlab.com

SMTPSVC/<Master NetBios> SMTPSVC/ExchangePRD1
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Example

The Security Principal Names are found on the Computer Object in the Active
Directory. When a switchover occurs, CA XOsoft removes these SPNs from the
Master server's Computer Object and adds them to the Replica server's
Computer Object. When the Replica server is active, you can see SPNs for both
Master and Replica servers on the Replica server's Computer Object.

If a Replica server is called ExchangeDR1 in the same XOlab.com domain, and
this Replica is active, the following SPNs are listed in the Replica's Computer
Object:

ExchangeMDB/ExchangePRD1.XOlab.com
ExchangeMDB/ExchangePRD1
ExchangeRFR/ExchangePRD1.XOlab.com
ExchangeRFR/ExchangePRD1
SMTPSVC/ExchangePRD1.XOlab.com
SMTPSVC/ExchangePRD1
ExchangeMDB/ExchangeDR1.XOlab.com
ExchangeMDB/ExchangeDR1
ExchangeRFR/ExchangeDR1.XOlab.com
ExchangeRFR/ExchangeDR1
SMTPSVC/ExchangeDR1.XOlab.com
SMTPSVC/ExchangeDR1
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Determinig the SPN on a Server

When switchback to the Master occurs, the Master Exchange SPNs are
removed from the Replica Computer Object and added back to the Master
Computer Object in Active Directory again.

To determine the SPNs on a server

1.

2
3.
4

Log on to the Master server.

Open a command prompt.

Type the following command and press Enter: setspn -L <Master>
Run the same command referencing the replica: setspn -L <Replica>

When this command runs, the domain controller that the host is bound to
is the domain controller that is queried and returns the command results.

Run the SET command on both the Master and Replica servers to
determine the domain controller bound to the each: SET LOGONSERVER

Repeat the setspn -L command on both Master and Replica.

The commands should return the same results. If the commands return
different results, there is a domain controller replication issue. When a
scenario is started, CA XOsoft queries the Active Directory. The Engine
service executes the same commands on both servers and compares the
results. The Engine on the Master queries the domain controller to which
the Master is bound, while the Engine on the Replica queries the domain
controller to which the Replica is bound.

When an error such as "Security Attributes are Incorrect" or "Security
Attributes are Inconsistent" occurs, this means that the SPNs are either
incorrect based on which server is determined to be active, or the results of
the query are different from both domain controllers.

72 Microsoft® Exchange Server Operation Guide



Index

A

About Clusters ¢ 10
About This Guide o 7
Additional Information and Tips 69

B
Base Configuration e 8

C

CDP Repository Components o 24

CDP Repository Reports e 51

CDP Repository Statistics e 50

Configuring CDP Scenario Properties ¢ 41, 44

Configuring the CDP Repository ¢ 25

Contact CA e iii

Create an Exchange Replication and Data
Recovery Scenario ¢ 13

Creating an Exchange Scenario with the CDP
Option e 25, 33

Creating and Using a Replication Scenario ¢ 13

D

Data Recovery ¢ 57

Data Rewind e 59, 67

Defining the CDP Database 25, 26
Detailed reports 19

Determinig the SPN on a Server o 72

E

Exchange Server Configuration Requirements e
9

H

Handling Security Principal Names ¢ 70
I

Introduction ¢ 7

L

License Registration ¢ 10
Log On Account Conditions e 9
Logging Into the Email Retrieval e 52

M
Manually Recover a Failed Server ¢ 70
O

Opening
Report Center o 19

R

Recover Lost Data from Replica ¢ 66

Related Documentation ¢ 8

Reports
detailed and summary ¢ 19
viewing ¢ 19

Retrieving Deleted Outlook Items Using the E-
mail Retrieval e 52

Run the Scenario from Outside the Wizard « 17

S

Scenario
stopping ¢ 19
wizard e 13
Scenario Properties e 15
Search for Deleted Items and Retrieve Them e
54
Server Requirements ¢ 8
Setting Bookmarks e 58
Setting CDP Scenario Properties ¢ 43
Spool Directory Settings » 17, 69
Stop a Scenario e 14, 19
Stopping scenario ¢ 19

T
The Data Recovery Process ¢ 57

U

Understanding CDP Scenario Properties ¢ 41,
45, 49

Understanding the CDP Repository e 23

Understanding the CDP Repository Statistics
and Reports ¢ 49

Using the CDP Repository e 23

Index 73



\'

View a Report 19
Viewing reports ¢ 19

74 Microsoft® Exchange Server Operation Guide



	CA XOsoft Replication for Windows Microsoft Exchange Server Operation Guide
	Contents
	1: Introduction
	About This Guide
	Related Documentation
	Server Requirements
	Base Configuration
	Exchange Server Configuration Requirements
	Log On Account Conditions
	About Clusters
	License Registration


	2: Creating and Using a Replication Scenario
	Create an Exchange Replication and Data Recovery Scenario
	Scenario Properties
	Run the Scenario from Outside the Wizard
	Stop a Scenario
	View a Report

	3: Using the CDP Repository
	Understanding the CDP Repository
	CDP Repository Components

	Configuring the CDP Repository
	Defining the CDP Database
	Creating an Exchange Scenario with the CDP Option

	Setting CDP Scenario Properties
	Configuring CDP Scenario Properties
	Understanding CDP Scenario Properties

	Understanding the CDP Repository Statistics and Reports
	CDP Repository Statistics
	CDP Repository Reports

	Retrieving Deleted Outlook Items Using the E-mail Retrieval
	Logging Into the Email Retrieval
	Search for Deleted Items and Retrieve Them


	4: Data Recovery
	The Data Recovery Process
	Setting Bookmarks
	Data Rewind
	Recover Lost Data from Replica

	A: Additional Information and Tips
	Spool Directory Settings
	Manually Recover a Failed Server
	Handling Security Principal Names
	Determinig the SPN on a Server


	Index


