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Chapter 1: Infroduction

This document outlines a disaster recovery solution for vCenter, based on
replication to a local or remote replica server. In case of a critical failure where
it is not possible to simply make the vCenter data available again immediately
(due to server crash, or worse - total site disaster), it is possible to recover
from the backup server or to switch your users to the replica (backup) vCenter
server and resume operation in minimum time.

The goal is to provide a step-by-step guide to the procedures that must be
carried out before and after failure, in order to achieve successful disaster
recovery of your vCenter server.

Important! CA XOsoft provides reliable vCenter disaster recovery. However,
since recovery is a manual process, you must follow the steps in this guide
exactly to be successful. You should customize the steps listed in this guide
only if:

1. You are very familiar with CA XOsoft and fully understand the potential
impact.

2. You have fully tested the steps in a lab environment before implementing
in a production environment.

For a fully automated solution, please review the CA XOsoft HA for vCenter
Operation Guide.

This section contains the following topics:

About This Guide (see page 7)

Related Documentation (see page 8)

Server Requirements (see page 8)

vCenter Server Replica Configuration (see page 12)

About This Guide

This document describes how to implement a Disaster Recovery solution for
vCenter Server using CA XOsoft. Please review each procedure before starting,
to ensure you have the appropriate resources and permissions to carry it out.
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Related Documentation

Related Documentation

Use this Guide along with the CA XOsoft Installation Guide and the CA XOsoft
User Guide.

Server Requirements

To implement CA XOsoft or CA XOsoft HA, refer to the appropriate list of
requirements, depending on the server type you selected. These components
are licensed separately. If you do not have the license required to access
support for a specific server type, please contact Tech Support.
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Server Requirements

vCenter Server Configuration Requirements

Install the same vCenter Server components on the Master to the Replica.
Install the CA XOsoft Engine on every vCenter Server.

Both servers should reside in the same Active Directory forest and be
members of the same domain or trusted domains.

Because Database Server deployment can be distributed, perform one of
the following:

— If Database Server is installed on the same machine as the Master,
configure vCenter Server on the Replica to connect to the Database
Server on the Replica so that vCenter Server can still use Database
Server in the event of a switchover. When the database is installed
locally, CA XOsoft HA depends upon the database HA scenario for a
successful implementation. Please follow the requirements in the
Oracle or Microsoft SQL Operation Guides to ensure database
protection.

- If Database Server is installed on a different machine than Master
(distributed deployment), configure vCenter Server on the Replica to
connect to the same Database Server to which the Master is
connected, so that after a switchover, vCenter Server is still using the
original Database Server.

Note: For distributed database deployment, use CA XOsoft HA for SQL or
Oracle to protect it. See the appropriate Operation Guide for more details.

Because License Server deployment can be distributed, perform one of the
following:

- If License Server (A) is installed on Master, install another instance of
License Server (B) on the Replica and specify the B instance as the
License Server for the vCenter Server on the Replica.

- If License Server (A) is installed on a different machine than Master,
specify the first instance (A) as License Server for the vCenter Server
running on the Replica.

Note: For distributed License Server deployment, the License Server
cannot be protected in CA XOsoft HA scenarios.

Log On Account Conditions

The CA XOsoft Replication and CA XOsoft HA Engine service must satisfy
certain account conditions for successful communication with other
components. If these requirements are not met, scenarios may not run. If you
lack the permissions required, contact your local IS team.

Chapter 1: Introduction 9



Server Requirements

m It is a member of the Domain Admins group. If the Domain Admins group
is not a member of the built-in domain local group Administrators you
must use an account that is.

m It is a member of the local machine Administrators Group. If the Domain
Admins group is not a member, add the account manually.

m  For servers in a workgroup, use the Local System account.

m  Master and Replica servers must reside in the same Active Directory forest.

License Registration

CA XOsoft licensing policy is based on a combination of several parameters,
which include: the operating systems involved, the required solution, the
supported application and database servers, the number of participating hosts,
and the additional modules - Assured Recovery and CDP Repository. The
license key that is generated for you is therefore tailored to your exact needs.

After logging in for the first time, or if your old license has expired, you need
to register CA XOsoft product using your license key. To register the product,
you need to open CA XOsoft Manager, which does not depend on the existence
of a valid registration key. Once the Manager opens, a License Warning
message appears, prompting you to register the product. A License Warning
message also appears when your license is about to expire during the next 14
days.

When you are creating a scenario, some of the options might be disabled
following the terms of your license. However, you can create as many
scenarios as you wish, since the validity of your license key is first checked
when you try to run a specific scenario. Only when you click the Run button,
the system checks whether you are allowed to run the selected scenario
according to your license key. If the system determines that you do not have
the required license for running this scenario, the scenario will not run and a
message will appear on the Event pane informing you of the type of license
you need.

To register CA XOsoft using the license key

1. Open the Manager. The Welcome message appears. Then, a License
Warning message appears informing you that your product is not
registered and prompting you to register it.

License Warning -|

! 'j Product is not register=d. Please register a valid license.
(]
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2. Click OK to close the message. Then, open the Help menu and select the
Register option.

The Register CA XOsoft Replication and High Availability dialog
opens.

& Register CA XOsoft Replication and High Availability

Flease enter a regi ion key to activate this soff . If you have not received a registration key yet, please contact CA and we
will send you the proper registration key promptly.

Current Key:

Registration Key: | |

Company Name: | |

3. Enter the following information:
m In the Registration Key box - enter your registration key.
m [Optional] Company Name box - enter your company name
4. Click the Register button to register the product and close the dialog.

Now you can start working with the CA XOsoft Manager according to your
license permissions.
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vCenter Server Replica Configuration

vCenter Server Replica Configuration

For vCenter Server:
m  Install vCenter components identically on Master and Replica servers.

m  If you are using distributed database deployment, configure vCenter server
on the Replica to connect to the same Database Server configured for
Master. If you are using local database deployment, configure vCenter
server on the Replica to connect to the Database Server configured on the
Replica.

m  Configure vCenter server on Replica to connect to License Server: If
License Server is installed locally to the Master server, you must install
another instance of License Server on the Replica and specify this instance
in VirtualCenter on the Replica. If the License Server is installed remotely
to the Master, specify that instance in vCenter on the Replica.

m  Install the CA XOsoft Engine on every vCenter server.

Note: For distributed database deployment, protect the database using CA
XOsoft for SQL Server or Oracle, as appropriate. Refer to the Operation Guide
for more information. For distributed License Server deployment, the License
Server cannot be protected in CA XOsoft scenarios.
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Chapter 2: Creating and Using
Scenarios

This section describes how to create and use disaster recovery scenarios.

This section contains the following topics:

Create New vCenter Replication Scenario (see page 14)
Run a Scenario from Outside the Wizard (see page 16)
View a Report (see page 17)

Stop a Disaster Recovery Scenario (see page 20)

Chapter 2: Creating and Using Scenarios 13



Create New vCenter Replication Scenario

Create New vCenter Replication Scenario

vCenter application data is file-based and is auto-discovered during CA XOsoft
scenario creation.

To create a new vCenter disaster recovery scenario

1.

Open CA XOsoft Manager and choose Scenario, New or click the New
Scenario button to launch the Scenario Creation wizard.

The Welcome dialog opens.
Choose Create a New Scenario, select a Group Name and click Next.
The Select Server and Product Type dialog opens.

Select vCenter, Replication and Disaster Recovery Scenario (DR) and click
Next.

Note: If you wish to specify Tasks on Replica, see the CA XOsoft User
Guide for more information.

The Master and Replica Hosts dialog opens.

Type a Scenario Name, enter the Hostname or IP Address and Port humber
for both Master and Replica servers, enable the Verify CA XOsoft Engine on
Hosts option and then click Next.

Wait for Engine Verification to complete.

Click Install to upgrade the Engine service on one or both servers, if
necessary, and then click Next.

The Master Configuration dialog opens.

If your vCenter database is SQL Server, discovery results are shown in the
DB tree. If your vCenter database is Oracle, you are prompted for
Database Connection credentials. Provide the required information and
click OK.

Clear or check components for disaster recovery, as desired, and then click
Next.

The Scenario Properties dialog opens.

Set the desired properties as described in the CA XOsoft User Guide and
click Next.

The Master and Replica Properties dialog opens.

Set the desired properties and click Next.

Wait for Scenario Verification to complete.

Resolve any warnings or errors reported at Verification and then click Next.

The Scenario Run dialog opens.
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Create New vCenter Replication Scenario

10. Click Run Now to initiate replication and activate the scenario or click
Finish to run the scenario later.

Chapter 2: Creating and Using Scenarios 15



Run a Scenario from Outside the Wizard

Run a Scenario from Outside the Wizard

After you create a scenario, you need to run it to start the replication process.
Normally, before changes to data on the Master can be replicated on the
Replica, the Master and the Replica need to be synchronized. Therefore, the
first step in initiating a replication is synchronizing the Master and Replica
servers. After the servers have been synchronized, online replication starts
automatically, continuously updating the Replica with all of the changes that
occur on the Master.

Note: In order for the replication process to succeed, verify that the user
under which the CA XOsoft Engine is running has Read permission on the
Master, and Read and Write permissions on each replication root directory and
included files, and on all participating Replica hosts.

To start a scenario:

1. From the Scenario pane, select the scenario you want to run.

2. To run the scenario, click the Run % button on the Standard toolbar.
CA XOsoft verifies the scenario before running it.

If the scenario was not set up correctly or problems occurred in the
participating hosts, errors are reported on the Event pane.

Notes:

m If any errors are displayed, you cannot run the scenario. These errors
must be corrected before you can start the replication process.

m  Replication of mount points will succeed only if those were added to
the Master before the Engine was started. If you included the mount
points in the Master root directories when the Engine was already
running, no error is reported but the replication does not start. In this
case, you need to restart the Engine on the Master before initiating
replication.

When no error is reported, the Run dialog appears.
3. From the Run screen, select the following and then click OK:

m  Synchronization Method -- For database applications, Block
Synchronization is usually best but for File Servers or other
applications with large numbers of small files, choose File
Synchronization. See the CA XOsoft User Guide for more information.

m Ignore files of same size/time -- Disable this option for database
applications. Enable this option for File Server applications to speed up
the comparison process and reduce overall synchronization time. See
the CA XOsoft User Guide for more information.

m  Skip Synchronization -- Select this option only if you are certain that
the data in the Master and Replica root directories is identical.

16 VMware vCenter Server Operation Guide



View a Report

The Manager indicates that the scenario is running with a green play symbol to
the left of the scenario, and with the scenario's state, which turns into

Running:
Searaic = Preduz Sarser [dzda
= }*_Hll: Swvm 1 H_ullilu.l |:_|'H Ehﬁuwﬂ C'| lmma
I..\.-_._-...I..._.z_.l.!::.-.l..r..i._......_...._...._...I._._............-.i-;‘:1.r;-l.._...'._...._..-.:.I:E;i';:.:l._........._.. _..J\._........._...I::.I:';j.‘;::
=172 16.55.) 1 Bryles 1 Bplwe 1 0 Bslws

Once a scenario is running, a Statistics tab appears at the bottom of the
Framework pane, displaying a graphical view of the replication.

By default, once synchronization occurs, a Synchronization Report is
generated. To view the report, refer to the topic, Viewing a Report (see page
17).

Note: You can also generate a Replication Report on a regular basis to monitor
the replication process on each participating server. For more information, see
CA XOsoft User Guide.

View a Report

CA XOsoft can generate reports on the replication and synchronization
processes. These reports can be stored on your desired location, opened for
view from the Report Center, sent by email to a specified address, or they can
trigger script execution.

The default storage directory of the generated reports is:
[ProgramFilesFolder]\CA\XOsoft\Manager\reports

Chapter 2: Creating and Using Scenarios 17



View a Report

To view a report

Note: Though an Exchange report is shown for illustrative purposes, the steps
and screens are similar regardless of scenario type.

1.

2.

T

o view a report, first you need to open the Report Center. There are two

ways to open it:

On the Overview Page, click the Report Center link on the Quick
Start pane on the left:

F

e e ®

Scenario Management
Click to manage Scenarios

K

Report Center
Click to open the Report Center

CA XOsoft Web Site
Click to open CA xOsoft Web Site

Help
Click to open the Online Help

About
Click to open the About window

rom the Tools menu, select the Reports option and then Show

Scenario Reports.

T

he Report Center opens in a new window:

m CA XOsoft Report Center Report Center Home Page

Updated: Tuesday, Decernber 09, 2008 1:32:09 PM

Available Reporis per Scenario

=

Scenario Name Synchronization Assured Recovery

saL 1 0 0 0 0 0 1
Backward SOL 1 0 0 0 0 0 1
=

Scenaria Name: Synchronization Difference Replication Assessmert Mode Assured Recovery. P Total Reports

I 52| 52

Exchange-standalon 1 0 i 0 0 0 2
El

Scenario Name. Synchranization Difference. Replication Assessmert hiode Assured Recovery. COP Totsl Reports

| 52

1

Synehranization

Diag a colmn header here to group by thet cokn

Host ‘ Changes ‘Dma ‘ Time ‘Tvne ‘ Summary ‘ Detaled ‘S\za (hwesi

The Report Center consists of two tables:

The upper table - Available Reports per Scenario - contains a list of
all scenarios that have reports, along with the type and number of
available reports for each scenario.

The lower table - Reports - contains a list of all the reports that are
available for the scenario selected in the upper table.
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View a Report

To view a specific report, select from the Available Reports per
Scenario table the scenario that this report represents. Then, from the
Reports table below, click the report you want to open:

Drag a column heade: here to group by that column

Host ‘ Changes ‘ Date ‘T\me ‘ Type ‘ Summary ‘ Detailed ‘ Size (hytesi
HORWEXCH2KT Lnknown Toeky 0323 Assured Recovery i‘l[ &
HORWEXCH2KT Changes found 120708 204 Synchranizetion i‘l[ 245

Note: Depending on your settings, for Synchronization and Replication
reports a Detailed report can be generated in addition to the Summary
report. Both reports represent the same process, but the Detailed report
also provides a list of the files that participated in the process.

The report you selected appears in a new window:

m CA XOsoft Report Cente Repart Center Home Page

CA XOsoit High Availabilty

SYNCHRONIZATION REPORT

Synehronization mede | BlockSynchronization (include fles with the same size and mocification time)

Scenario Seenarioli]l

Master host HORWSECNZKT-2(1)

Replica host HKORWSECHZKT(2)

Scenario start time O7-Dec-05 222331

Report start time 07 -Dec-05 222341

Report finish time 07-Diec-08 22:25:48
Summary:

Total number of files modified | 134

Total number of bytes changed | 171.7M8
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Stop a Disaster Recovery Scenario

Stop a Disaster Recovery Scenario

Stopping a scenario stops replication. It may be necessary to stop a scenario
to make configuration changes, or perform system maintenance. You can also
suspend replication, which is the process of temporarily halting updates on the
Replica server. See the CA XOsoft User Guide for more information on
replication suspension.

Note: In the following example, a Hyper-V scenario is used, but the steps are
the same regardless of scenario type.
To stop a scenario

1. From the Scenario pane, select the scenario you want to stop.

2. To stop the scenario, click the Stop ] button on the Standard toolbar.

3. A confirmation message appears prompting you to approve the scenario
stopping. Click Yes to clear the confirmation message. The scenario stops.

After stopping the scenario, the Manager no longer shows the green play
symbol to the left of the scenario, the scenario's state turns into Stopped
by user, and the Statistics tab is no longer available on the Framework

pane:
E'@Hypel\.‘ XORWHYPERV1
Scenario State Product Server ode
{IXORWHypYM1 Editing DR Hyper¥ Online
] (€E%0 RwHypVhM 2 Editing HA Hyper¥ Online
=l EIX0RWHypYM1 1 Stopped by user DR Hyper¥ Online

Hosts Changed Sprchronized Files In spool
| B HORWHYPERVT
B RORWHYPERY2
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Chapter 3: Recovering Data

This section contains the following topics:

The Data Recovery Process (see page 21)
How to Restore Data on vCenter Machines (see page 32)

The Data Recovery Process

When an event causes loss of Master data, the data can be restored from any
Replica. The recovery process is in fact a synchronization process in the
reverse direction - from a Replica to the Master.

CA XOsoft enables you to recover data in two ways:

m  Recover lost data from the Replica to the Master -- this option is a
synchronization process in the reverse direction and requires you to stop
the scenario. (This option is not recommended for Oracle, SQL or
Exchange scenarios.)

m  Recover lost data from a certain event or point in time (Data Rewind) --
This option uses a process of stamped checkpoints and user-defined
bookmarks to roll corrupt data on the Master back to a time before
corruption occurred.

Important! You must stop replication in order to initiate recovery.

Chapter 3: Recovering Data 21



The Data Recovery Process

Recover Lost Data from Replica
The following procedure is the same for all server types.

To recover all lost data from a Replica

1. On the Manager, select the desired scenario from the Scenario pane and
stop it.

2. (For database applications only) Stop the database services on the Master
host.

3. On the Manager, select the Replica host from the scenario folder. If
multiple Replicas participate in a scenario, select the one from which you
wish to recover data. The Restore Data option is now enabled.

4. From the Tools menu, select Restore Data or click the Restore data from
the Standard toolbar.

Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User Credentials dialog opens, asking you to enter logon account
details for the selected Replica.

The Recovery Method page of the Restore Data wizard appears:

R Method
. XOsoft Manager ecovery Metho

The recavery pracess is synchionization in the reverse direction - from a Replicato the Master.

+ Application Data Recovery
B Recavery Method

Rewind Point Selection (~ Rleplace alldata on Master <P Acdress 1> with the data on Fieplica

Synchronization Methad <IP Address 2-

(v | Rewind data on Replica =P Address 2= and replace al data on Master |
i<lP Address 1=

~ Rewind data on Replica <P Address 2= and leave Master
intact.

¥ Riemove files that exist on Master only

I Include Registiy Keps sprchronization

Back. | Hext | Eirish | Cancel |

Note: If the Data Rewind property is set to On, another Restore Data
dialog will appear. In this case, select the first option - Replace all data
on Master with the data on Replica. This option simply restores data
without a rewind.
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The Data Recovery Process

Click Next. The Synchronization Method page appears:

Synch tion Method
sosdiai ynchionization Metho

Select ane of the Synchronization Methods
~File Synchranization: best suited ot File Server.
~Block Synchrorization: best suited for detabase applications.
+ Application Data Recovery
« Recovery Methad

P Synchianization Msthod

€ File Synchranization

& Black Spnchronization

IV lgnors Files of Same Size/Time

Click, Finish' ta start the recavery process.

| | e | i |

Make sure that the appropriate Synchronization method is selected. For
more details, see the CA XOsoft User Guide. Click Finish.

Once you finished initiating the recovery process, CA XOsoft builds a
temporary reverse tree using the selected Replica as the root, and the
Master as the terminating node. After the Master recovery process ends,
the temporary scenario is deleted, and you receive the following message
in the Event pane: Synchronization finished.

Note: If an error occurred during the temporary Recovery scenario run,
the Recovery scenario may stop and remain in the Scenario pane. In this
case, you should remove it by right-clicking it and selecting the Remove
option from the pop-up menu. After the Recovery scenario is removed, the
original scenario re-appears in the Scenario pane. Then, you can restart
the original scenario, and repeat the recovery process if necessary.
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The Data Recovery Process

7. By default, once a data recovery occurs a Synchronization Report is
generated:

CA XOsoft Report Center Repart Center Home Page

CA XOsoit High Availabilty

SYNCHRONIZATION REPORT

Synehronization mede | BlockSynchronization (include fles with the same size and mocification time)

Scenario Seenariali]l
Master host HORWSECN2KT-2(1)
Replica host HKORWSECHZKT(2)

Scenario start time 07-Dec-08 22:23.31

Report start time 07 -Dec-05 222341
Report finish time 07-Dec-08 22:25:48
Summary:

Total number of files modified 154

Total number of bytes changed | 171.7MB

Now, the replication process can restart following the original scenario.
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The Data Recovery Process

Setting Bookmarks

A bookmark is a checkpoint that is manually set to mark a state that you may
want to rewind back to. We recommend setting a bookmark just before any
activity that may cause data to become unstable. Bookmarks are set in real-
time, and not for past events.

Notes:

®  You can use this option only if you set the Recovery - Data Rewind
option to On (default setting is Off).

®  You cannot set bookmarks during the synchronization process.

To set a bookmark

1. When the required scenario is running, on the Scenario pane select the
Replica host from which you want to rewind data.

2. From the Tools menu, select the Set Rewind Bookmark option.

The Rewind bookmark dialog opens.

Rewind bookmark

] .
P’ Enter name for rewind bookmark,

Bookmark was set at 07.02 .07 17:38:10§
OF. | Cahcel

The text that appears in the Rewind bookmark dialog will appear in the
Rewind Points Selection dialog as the bookmark's name. The default
name includes date and time.

3. Accept the default name, or enter a new name for the bookmark. It is
recommended to give a meaningful name that will later help you recognize
the required bookmark. Then, click OK.

The bookmark is set.
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Data Rewind

The Data Rewind recovery method allows you to rewind data to a point in time
before it was corrupted. The rewind process takes place on the Replica server
before the reverse synchronization process starts. The Data Rewind method
uses rewind points or bookmarks that enable you to reset the current data
back to a previous state.

You can use this option only if you set the Recovery - Data Rewind option to
on.

Properties - O X
Replica "172.16.40.57 Properties w

Property Value
Host Connection
Replication
Spool
E| Recovery
Hepli:atian Delay Off
__=BpstaRewind ... o |

Hetentian Feried {min) Infinite

Max Dizgk Size (ME) 200
Scheduled Tasks
Ewvent Notification
Reporis

Keeps undo information needed to recover data from a certain action or point in time. [t is useful in cases in
which corrupted data on the Master was replicated to the Replica, and you want to restore the data to its
previous state before the corruntion occurred.

[23) Root Directories Properties
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If this option is set to Off, the system will not register data rewind points. For
more information about Data Rewind parameters (Retention Period, Max Disk
Size), see the CA XOsoft User Guide.

Important! The data rewind process operates in one way only - there is no
replay forward. After rewind, all data subsequent to the rewind point will be
lost, since data after the rewind point will be overwritten with new data.

Note: The automatic registration of the rewind points starts only after the
synchronization process is completed, and the message All modifications
during synchronization period are replicated appears on the Event pane.
Similarly, you cannot manually set bookmarks during synchronization. In the
following example, a File Server scenario is used, but the steps are the same
for all scenario types.

To recover lost data using rewind points

1. On the Manager, from the Scenario pane select the desired scenario and
stop it.

2. [For database applications only] stop the database services on the Master
host.

3. On the Manager, from the scenario folder select the Replica host:

Note: If multiple Replica servers participate in the required scenario,
select the Replica from which you want to recover data.
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4. From the Tools menu, select Restore Data, or click the Restore Data

@ button. If you are prompted for user credentials, enter the appropriate
information and click OK.

The Recovery Method page of the Restore Data Wizard opens.

1 Restore Data Wizard

XOsoft Manager very Method

The recovery process is synchronization in the reverse direction - from a Replica to the Master.

4" Application Data Recovery
P Recovery Method
Rewind Point Selection

O Replace all data on Master *130.113.185.152" with the data on Replica *130.113.185.153".

Synchronization Method

® Rewind data on Replica "130.115.185.153 and replace all data on Master
"130.119.185.152"

(O Rewind data on Replica *130.115.185.153' and leave Master '130.115.185.152" intact

Remove files that exist on Master onfy

Cancel
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5. Select one of the Rewind data options, depending on whether you want the
rewind data synchronized back to the Master (option 2) or left on the
Replica only (option 3).

Notes:

m If the user credentials you used to log in to the Manager are different
than the ones required for working with the Engine on the Replica, a
User credentials dialog appears, asking you to enter log on account
details for the selected Replica.

m  The Include Registry Keys synchronization checkbox is enabled,
only if you activated this option before starting the scenario. If the
checkbox is enabled, you can select it to include the synchronized
Registry Keys in the recovery process.

After you select a Rewind data option, a Recovery scenario is automatically
created. This Recovery scenario will run until the end of the rewind
process.

6. Click Next. The Rewind Point Selection page is displayed.

S Restore Data Wizard @

Rewind Point Selecti
XOsoft Manager wine el fon

This Diata Rewind method allows you to rewind data to a poirt in time before it was comupted.
The rewind process takes place on the Replica server before the reverse synchronization
process starts. The Data Rewind method uses rewind points or bookmarks that enable you to
4" Recovery Method reset the This Data Rewind method allows you to rewind data to a point in time before it was

I* Rewind Point Selection
Synchronization Method

Please wait while the Rewind Poini= are being reineved.

Mo point selected.

Cancel

7. Wait until the Select Rewind Point button is enabled, and click it to view
the existing rewind points.
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The Select Rewind Point dialog opens.

The Select Rewind Point dialog displays a list of all rewind points
appropriate to the application you are protecting. These include
modifications of folders and files that were automatically registered by the
system and user-defined bookmarks.

The list can be filtered according to the rewind point type or other criteria,
using the Filter Rewind Points pane on the left.

8. Select the required rewind point, and click OK.

Note: If you want to use a Bookmark as the rewind point, it is best
practice to select the closest rewind point that indicates an actual event.

You return to the Rewind Point Selection page, now displaying
information about the rewind point you selected.

S Restore Data Wizard EI

Rewind Point Selecti
XOsoft Manager e ot fon

This Data Rewind method allows you to rewind data to a poirt in time before it was comupted. The
rewind process tekes place on the Replica server before the reverse synchronization process stats.
The Data Rewind method uses rewind pairts or bookmarks that enable you to reset the cumert data
+ Recovery Method back to a previous state.

P Rewind Points Selection
Synchronization Method

Click the Select Rewind Point button, to select the paoint in time to which you
wantto rewind the data.

Rewind to point:

Type: Remove

Id: 27

Time: 1/2/2008 4:01:14 PM

File name: Backup Details/Backup1.doc

30 VMware vCenter Server Operation Guide



The Data Recovery Process

Click Next. The Synchronization Method page is displayed.

S Restore Data Wizard

XOsoft Manager 5 ization Method

Select one of the Synchronization Methods:
- File Synchronization: best suited for File Server.
- Block Synichronization: best suited for database applications.

4" Recovery Method
Ir  Synchronization Method

) File Synchronization

(® Block Synchronization

[ Ignore Files of Same Size/Time

Click 'Finish’ to start the recovery process.

Einish Cancel
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10. Select the Block Synchronization method and click Finish.

Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User credentials dialog appears, asking you to enter log on
account details for the selected Replica.

CA XOsoft rewinds the data to the point you selected. After the rewind
process ends, you receive the following message in the Event pane:
Rewind process is completed successfully.

If you chose to replace the data on the Master with the data on the
Replica, CA XOsoft starts a synchronization process from the Replica to the
Master. Once the process ends, the temporary Recovery scenario is
stopped and then deleted.

11. By default, once a data recovery occurs a Synchronization Report is
generated.

m CA XOsoft r12 Report Center

CA XOsoft Replication
SYNCHRONIZATION REPORT

Synchronization mode FileSynchronization (include files with the same size and medification time)

Scenario Server 1

Master host 172.16.95.3(1)

Replica host 172.16.85.2(2)

Scenario start time 13-Mar-08 15:00:22

Report start time 13-Mar-08 15:25:40

Report finish time 13-Mar-08 15:28:54
Summary:

Total number of files modified 1

Total number of bytes changed 142.27KB

Now, the Replication process can restart on the original scenario.

How to Restore Data on vCenter Machines

Using rewind points, vCenter Server has its own view on the Select Rewind
Point dialog. Click the vCenter option to enable this view and then select a
rewind point from the desired machine.
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Appendix A: Additional Information and

Tips

This chapter provides you with helpful information concerning the application.

m When a CA XOsoft scenario begins, the DNS Time-To-Live (TTL) parameter
is modified according to the scenario configurable value DNS TTL. This
property is found in the High Availability properties list under the Network
Traffic Redirection — Redirect DNS group. The original TTL value, however,
which may have been much longer, may still be cached on the clients since
it is not updated until it expires.

m By default, the spool is located in the CA XOsoft installation /tmp directory.
You can change the default location by modifying the pathname for spool
directory. It is best to configure the spool on a non-SQL database or log
file drive. Using a dedicated volume for the spool folder can increase
performance under high load. If you do change the spool location, please
remember to remove the new path from the anti-virus scans, both
scheduled and real-time.

m  CA XOsoft supports bandwidth limitation and bandwidth limitation
scheduling. If you require such features, please consult the CA XOsoft User
Guide.

This section contains the following topics:

Troubleshooting vCenter Server Scenarios (see page 33)

Troubleshooting vCenter Server Scenarios

The following information is provided to help you resolve any errors and
warnings.

EMO00589 License Servers configured on vCenter are not consistent

Reason:

License Server deployment on the Master and Replica is not the same. One is
locally installed and the other is remotely installed. These should be the same
on Master and Replica.

Action:

Reconfigure the settings for the License Server on the Replica.
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EMO00590 Databases configured on vCenter are not consistent

Reason:

Either the deployment or the database type of the database server on the
Master differs from the Replica and must be the same.

Action:

Reconfigure database settings on the Replica.
EMO00591 vCenter versions configured are not consistent

Reason:

The vCenter version on the Master differs from that on the Replica and must
be identical.

Action:

Re-install vCenter on the Replica.

EMO00592 Distributed databases configured on vCenter are not
consistent

Reason:

The Database Server hostname or instance name on the Master differs from
that on the Replica and must be the same.

Action:

Reconfigure the database settings on the Replica.
EMO00594 Database usernames configured for vCenter are not identical

Reason:

The account for vCenter used to access the Database Server on the Master
differs from that on the Replica and should be identical.

Action:

Reconfigure the ODBC settings on the Replica.
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EM00596 Oracle server name configured on replica for vCenter is not
localhost
Reason:

This is a configuration error.

Action:

Change the ODBC setting using "localhost" as the hostname on the Replica.
EMO00597 SQL server name configured on replica for vCenter is not
localhost

Reason:

This is a configuration error.

Action:

Change the ODBC setting using "localhost" as the hostname on the Replica.
EMO00598 The vCenter database names configured are not consistent

Reason:

This is a configuration problem.

Action:
Reconfigure the database settings on the Replica to match those on the
Master.

EM00599 The vCenter database on master <IP Address> is distributed
deployed and AR isn't supported
Reason:

If the vCenter Server database is on a remote machine, AR is not supported.

Action:

Restart CA XOsoft. AR options should be dimmed when CA XOsoft detects
remote database deployment.
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ER00603 Unknown parameter. vCenter configurations can't be
compared

Reason:

This is due to an internal program error.

Action:

Retry.
ER00604 vCenter HA information is not initialized

Reason:

The Engine on the Master or Replica is having problems.

Action:

Verify the Engine is working and retry.
EMO00590 Databases configured on vCenter are not consistent

Reason:

The Database server type on the Master differs from that on the Replica and
must be the same.

Action:

Reconfigure the database server on the Replica.
ER00605 Failed to configure DB Server

Reason:

Something is wrong with the registry setting on the Replica:
HKEY_LOCAL_MACHINE_SOFTWARE\VMware, Inc.\VMware vCenter\DB
Action:

Confirm ODBC settings for vCenter are correct and check the registry key. If it
does not exist, re-install vCenter on the Replica.

ER00606 Failed to configure License Server

Reason:

Something is wrong with the registry setting on the Replica:
HKEY_LOCAL_MACHINE_SOFTWARE\VMware, Inc.\VMware vCenter\vCenter
Action:

Check the registry key. If it does not exist, re-install vCenter on the Replica.
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ER00607 Failed to configure Managed IP

Reason:

Something is wrong with the registry setting on the Replica:
HKEY_LOCAL_MACHINE_SOFTWARE\VMware, Inc.\VMware vCenter\vCenter
Action:

Check the registry key. If it does not exist, re-install vCenter on the Replica.
ER00608 Failed to configure DB password

Reason:

Something is wrong with the registry value "3" on the Replica:
HKEY_LOCAL_MACHINE_SOFTWARE\VMware, Inc.\VMware vCenter\DB
Action:

Check the registry key. If it does not exist, re-install vCenter on the Replica.
ER00609 Failed to configure Web Access Port

Reason:

Something is wrong with the registry value "WebCenterPort" on the Replica:
HKEY_LOCAL_MACHINE\SOFTWARE\VMWare, Inc.\VMware vCenter

Action:

Check the registry key. If it does not exist, reinstall vCenter on the Replica.

WMO00529 Distributed License Servers configured on vCenter are not
consistent

Reason:

The registry value "License Path" of key
HKEY_LOCAL_MACHINE\SOFTWARE\VMware, Inc.\VMware vCenter on Replica
should be the same as on Master.

Action:

Reconfigure the license server setting on the Replica.
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WMO00531 License Servers configured on vCenter are not consistent

Reason:

License Server deployment on the Master and Replica is not the same. One is
locally installed and the other is remotely installed. These should be the same
on Master and Replica.

Action:

Reconfigure the settings of the License Server on the Replica.
WMO00532 Databases configured on vCenter are not consistent

Reason:

Either the deployment or the database type of the database server on the
Master differs from the Replica and must be the same.

Action:

Reconfigure database settings on the Replica.
WMO00533 vCenter versions configured are not consistent

Reason:

The vCenter version on the Master differs from that on the Replica and must
be identical.

Action:

Re-install vCenter on the Replica.

WMO00534 Distributed databases configured on vCenter are not
identical.

Reason:

The Database Server hostname or instance name on the Master differs from
that on the Replica and must be the same.

Action:

Reconfigure the database settings on the Replica.
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WMO00535 Unable to receive vCenter information from <IP Address>

Reason:

This is an internal program error, engine disconnect or timeout.

Action:

Wait and retry the request later.

WMO00536 Database usernames configured for vCenter are not
identical

Reason:

The account for vCenter used to access the Database Server on the Master
differs from that on the Replica and should be identical.

Action:

Reconfigure the ODBC settings on the Replica.

WMO00537 WebCenter ports configured on vCenter are not identical

Reason:

The WebCenter ports on the Master differ from those set on the Replica and
should be identical.

Action:

Re-install vCenter on the Replica and ensure the WebCenter ports are the

same as those on the Master.

WMO00538 The vCenter Managed IP <IP Address> isn't set in Move IP
list

Reason:

You have set a vCenter Managed IP but not added it to the Move IP properties
located in the Switchover properties list.

Action:

Add the managed IP address to the Move IP list when setting switchover
properties.
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WMO00540 SQL server name configured on replica for vCenter is not
localhost

Reason:

This is a configuration error.

Action:

Change the ODBC setting using "localhost" as the hostname on the Replica.

WMO00541 License server nhame configured on replica for vCenter is not
localhost

Reason:

This is a configuration error.

Action:

Change the value "License Path" to "xxxx@localhost" style on Replica.

WMO00542 License server ports configured for vCenter are not
consistent

Reason:

This is a configuration error.

Action:

Re-install vCenter to reconfigure the license server on the Replica.

WMO00543 License files folders configured are not consistent

Reason:

This is a configuration problem.

Action:

Reinstall vCenter to specify the correct folder for License files.

WMO00544 The vCenter database names configured are not consistent

Reason:

This is a configuration problem.

Action:

Reconfigure the database settings on the Replica to match those on the
Master.
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WMO00588 Distributed License Servers configured on vCenter are not
consistent

The registry value "License Path" of key
HKEY_LOCAL_MACHINE\SOFTWARE\\VMware, Inc.\\VMware vCenter on
Replica should be the same as on Master.

Action:

Reconfigure the license server setting on the Replica.
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