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Chapter 1: Infroduction

CA Eurekify Role & Compliance Manager software provides solutions for the
design, implementation, ongoing management, and auditing of role-based
privileges as well as solutions for the full enterprise compliance life cycle. In
2008, Eurekify was acquired by CA, the world’s leading independent IT
management software company.

This manual provides an overview and step-by-step instructions on how to use
the Eurekify Portal. The Eurekify Portal is a web based interface for CA Eurekify
Role & Compliance Manager. The Eurekify Portal is designed to provide the
user with access to the various Role Management (RM) and Compliance
Management (CM) features, offered by the CA Eurekify Role & Compliance
Manager system.

CA Eurekify Role & Compliance Manager targets one of the most sensitive
areas in information security and computer infrastructure management:
identity and access management (IAM) of user applications and enterprise role
management (ERM). The large number of systems and applications and the
frequent changes at large enterprises has made the management of
authorization of employee access to information, applications and other
resources a very complex task, especially given increasing regulatory
requirements. Eurekify has developed an engine that aims to automatically
align a procedure or person's access to his/her job at the enterprise. For
in-depth details concerning the CA Eurekify Role & Compliance Manager
architecture and technology see the documents CA Eurekify Role & Compliance
Manager Sage DNA Data Management User Manual and CA Eurekify Role &
Compliance Manager Sage DNA User Manual.

The Eurekify Portal provides access to identity and access management (IAM)
data that streamlines compliance and regulatory reporting. It also improves
operational efficiency and provides corporate policy makers with increased
clarity as to the enterprise risks. The Eurekify Portal provides on-the-fly access
to campaign management, ticket management; business processes and entity
information. These features helps customers clean up existing identity data
and build a role model with the best available information. This model serves
as the foundation to automate the user provisioning process and enhances
identity life cycle management.

This section contains the following topics:

About This Guide (see page 14)

Audience (see page 15)

Typical Processes (see page 15)

Opening the Eurekify Portal (see page 17)
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About This Guide

About This Guide

This guide describes CA Eurekify Role & Compliance Manager Portal operation
and options.

Chapter 1. An overview of the Eurekify Portal, a summary of typical processes
and instructions how to open the Eurekify Portal

Chapter 2. The Eurekify Portal’s graphical interface
Chapter 3. A step-by-step guide to getting started
Chapter 4. A working example of how to use the portal
Chapter 5. The Home page

Chapter 6. The Ticket Queue menu and an introduction to Eurekify Portal
tickets

Chapter 7. The Campaign Tickets and their functionality

Chapter 8. The Campaign Approver Tickets and their functionality

Chapter 9. The Approval Process Tickets and their functionality

Chapter 10. The Self-Service menu options

Chapter 11. Self-Service Provisionng tickets

Chapter 12: Role definition tickets (adding a role or updating an existing role)
Chapter 13. The Entity Browser menu options

Chapter 14. The Administration menu options

Chapter 15. Security and permissions information

Chapter 16. Eurekify Portal error messages

This guide also includes several appendixes, a glossary, and an index.
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Audience

Audience

This guide is intended for Role Engineers, system administrators and
organizational managers who are in charge of granting and certifying
entitlements. Role Engineers are typically well-trained professionals, familiar
with the target organization. This manual assumes that the Role Engineer has
had professional training on CA Eurekify Role & Compliance Manager Sage
client tools and is familiar with the CA Eurekify Role & Compliance Manager
documentation that accompanied the client tools installation package.

System administrators should be familiar with the CA Eurekify Role &
Compliance Manager software, downloading and uploading of users and
resources databases, role discovery and audit operations. This guide is also
intended for general administrators and organizational managers who are in
charge of various processes, and therefore have to access the portal in the
course of their daily activities. Other users will have limited access to the
Eurekify Portal’s options.

Familiarity with the Microsoft operating system and applications and relevant
peripheral and remote equipment is also assumed.

More information:

About Security & Permissions (see page 381)

Typical Processes

The Eurekify Portal provides access to both information and processes
necessary for system-wide role management, compliance management,
certification campaigns and relevant security management oversight.

The following are the main Eurekify Portal processes:
Ticket Management

Granting privileges; approval processes and certification campaigns are
tracked via tickets. Tickets are issued when a campaign is generated, and
also during the approval processes associated with the campaign. The
user’s Ticket Queue acts as a ticket “inbox” where the various tickets,
including campaign tickets, notification tickets related to approval
processes (whether campaign-related or following self-service requests),
or other tickets generated by the system can be viewed and managed.

Chapter 1: Infroduction 15



Typical Processes

Running Campaigns

Campaigns utilize Eurekify’s basic auditing tools to run an enterprise
certification and attestation process by designated approvers. The purpose
of the campaign is to certify that granted privileges comply with the
business and regulatory needs, and that they are not over allocated. This
process is supported by the Eurekify Audit Card facility which allows the
presentation of out-of-pattern and non-compliance information to the
approver. The campaign administrator can apply pattern recognition tools
and policy enforcement rules to analyze a configuration and run a
comprehensive audit. The output of an audit is the Audit Card, which
contains a list of all suspicious records and the type of suspicion involved
(currently about 50 different types).

Part of the cleansing process and an important step before starting the role
engineering process is for business managers (Approvers) to review the
access rights. A manager can be in charge of a team of users, one or more
roles or one or more resources. In a business with over 1000 users, the
help of the managers is required to speed up the cleansing process.
Depending on the campaign definitions, the business managers may be
required to review the access rights of their employees and/or resources
under their jurisdiction, and report the change requests to the Eurekify
Administrator. Campaigns are used not only in the enterprise cleansing
phase, but also for periodic certification as required by regulation.

Self-Service

Managers can use the Eurekify Portal to manage their team’s role
definitions and access to corporate resources. Users can also manage their
own personal privileges with regard to system roles and resources.

Entity Browser

This browser aids the administrator/business manager who is using the
Eurekify Portal in viewing entities (i.e. users; roles; resources) associated
with a specific Universe under a selected configuration. The information is
displayed in table format. The tables contain basic information for each
entity.

Running reports

Provides access to a variety of reports.

Dashboards

Automatically shows users useful statistical information as they go about
their tasks.

Administration

Administrators can create a universe, generate import/export connectors
and define their scheduling. They can also perform other functions
available only to senior administrators.
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Opening the Eurekify Portal

More information:

Using The Eurekify Portal Interface (see page 19)

Opening the Eurekify Portal

To activate the Eurekify Portal
1. Run your browser.
2. Enter the address http://ServerName:ServerPort/eurekify and click Go.

The Login screen opens.

Enterprise Role and Compliance Manager

User Name

Password

3. Enter your User Name and Password in the text fields.
Note: Both the User Name and Password are case-sensitive.

4. Click Login.

The Eurekify Portal Home Page appears.

Enterprise Role and Compliance Manager eure % Ify

Home  TicketQueue  Dashboards  SeffService  Entity Browser  Reports  Administration Logout ADT\EAdrmin
Horme
My Tickets
P> m Tt State Status  Children Type  Received  Owner Previous Owner

Chapter 1: Infroduction 17



Opening the Eurekify Portal

More information:

Using The Eurekify Portal Interface (see page 19)
Presenting the Home Page (see page 63)
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Chapter 2: Using The Eurekify Portal
Interface

This guide assumes that you are familiar with CA Eurekify Role & Compliance
Manager Sage DNA and Sage Data Manager modules and know how to access
them to obtain required data, file names and locations and to generate
necessary files. For more information, see the CA Eurekify Role & Compliance
Manager Sage DNA User Manual and the CA Eurekify Role & Compliance
Manager Sage Data Manager User Manual.

The user interface, menus and options are fully described in this chapter. Not
all users will have full administrative privileges and therefore, not all the
described options will be available for all users.

This section contains the following topics:

User Interface (see page 19)
Menu Bar (see page 35)
User Interface for Non-Administrators (see page 39)

User Interface

To open the CA Eurekify Role & Compliance Manager Portal, follow the
instructions in Opening the Eurekify Portal (see page 17).

The Eurekify Portal Home Page opens.

Enterprise Role and Compliance Manager eure < Ify

Home  TicketQueue  Dashboards  Soff Service  Entity Browser  Reports  Administration T AT
Horme
My Tickets
P~ m Tite State Status  Children Type  Received  Owner Previous Owner
Al 0412/ ekfy
P 227 @E1 Link of Team to Role(s) Approval Root Request Mew  InProgress 5 Approval 04/12/2008  Eureldy
e o . e Approval 04/12/2008  Eurekiy
P> 223 B E3 Link of Team to Role(s) Approval Root Request Hew  InProgress 1 o et Eured
e 18(s) ADDrOV equs: Approval 04/12/2008  Eurekfy
P 221 BT ggUnk of Team to Role(s) Approval Root Request  Open  None 1R Lo e
Eurekify
111/
P 01 [ User campaign for dema (UserCertfication) Open  In Progress 11 Campaign g".i}:‘ﬁznﬂm Admin (ADL
o \EAdmin)
Eurekify
111/
g 1 B E basic (ResourceCartification) Open :Z‘d‘”g 5 campaign LU1L12008 g (apy
on 12:14:50 e
\EAdmin)
My Reports @ My Business Processes [+]

Chapter 2: Using The Eurekify Portal Interface 19



User Interface

General Features

Autocomplete

Eurekify Portal's home page contains the following main features: menu bar,
Tickets pane, Reports navigation bar and Business Processes navigation bar.
When the Eurekify Portal opens, the Tickets pane displays any active
(new/open/done) tickets.

More information:

Presenting the Home Page (see page 63)

There are several features that repeat themselves in most of the screens you
will access while working with the Eurekify Portal.

Some of the Portal's screens have fields with an enabled Autocomplete feature.
This feature provides a data list matching the field requirements from which
you can make a selection.

To view the data list, click the Backspace key on your keyboard.

Create New Import

Mapping XML file™

Import client name®
Description™®
Universe™ Choose One |+

Settings XML file* [

C:\Program FilestEurekifyi\Eurekify Sage Client Tools W ,00

Enrichment settings file
Remote system login password™®
Max duration time (seconds)™

Connector Java Class™ Choose One “

Workflow process name™ Chogeoe Ope W
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User Interface

Mandatory Fields

Fields marked with an asterisk are mandatory. Attempting to go to the next
stage of a process without filling in these fields causes an error message to be
displayed, next to each vacant field.

Create New Import

Import client name*®

Description™
Universe*
Settings XML file™

Mapping XML file®
Enrichment settings file
Remote system login password™

Max duration time (seconds)*®

Connector Java Class® ‘ Choose One

Workflow process name™®

Ticket Type™ ‘ Choose One L
Priority

Severity

Note: The sentences in red are error messages.

Data Table Features

When appropriate, the Eurekify Portal displays data in table format (data
table). This is true for entity (for example, user, role, resource) data and for
tickets that are generated as you work with the Eurekify Portal. There are
several features that repeat themselves for most of the data tables that you
access while working with the Eurekify Portal.

Chapter 2: Using The Eurekify Portal Interface 21



User Interface

Customizing a Data Table

The Customize option is available for both Entity tables where it appears at the
bottom of the data table and in the Ticket Queue (Customize). This option

allows you to select which fields appear as columns in the data table.

Users

Add

I o o Y o o Y

Customize

Showing 1 to 10 of 69

Person ID

7368000

94738470
58723810
82653450
64646410
84848110
80653230
94362210

Name

Toper Jim
Davis Brett
German Tom
Eyal Yavetz
Hill Gary

Ron Marom
Fidelity Bob
Dall Charles
poster Jilizn

Katz Mancy

Organization

Stamford Branch
Database Administrators
Fifth Ave Branch
Purchasing

Fifth Ave Branch
Qperations

Qperations

Database Administrators
Application Development

Silicon Valley Branch

Organizatiol

Branches
Corparate
Branches
Carporate
Branches
Carporate
Carporate
Corporate
Carporate

Branches

To customize a data table

1. Click Customize.

A Select Fields for <Entity> screen opens in a separate browser window.

Salect Fields for Users

Available Fields

Country
Location
Title

Cost Center
Suspended
ManzagerlD
email
LoginID

C a2 B O

Selected Fields

serMame
Qrganization
Organization Type

Ok Cancel
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User Interface

Setting the Number of Records Per Page

2. In the Available Fields (left-hand) panel, select one or more (using

Ctrl+Shift) of the listed fields.

3. Click the right arrow button to transfer the selected field(s) to the Selected

Fields panel.

4. (Optional) To change the order of the fields listed in the Selected Fields
panel select a field and click the down arrow or up arrow button.

5. To remove a field, from the Selected Fields panel, select the field and click
the left arrow button.

6. When you finish making your selections, click OK.

The selected fields will now appear in the relevant entity table.

Most Entity tables allow you to determine the number of records per page that
you can view. The Records per page option appears at the bottom of the data
table. This option allows you to select, from a pre-defined list, the number of
records that will appear on every page. The default nhumber of records per
page for most data tables is 10.

r Users

Showing 1 to 10 of 69 H471234567r 0
Add Person ID Name Organization Organization Type

O

O 87368000 Toper Jim Stamford Branch Branches

O 73675330 Davis Brett Database Administrators Carporate

O 94738470 German Tom Fifth Ave Branch Branches

O 58723810 Eyal Yavetz Purchasing Corporate

O 82653450 Hill Gary Fifth Ave Branch Branches

O g4546410 Ron Marom Qperations Carporate

O 84848110 Fidelity Bob Qperations Corporate

O 89653230 Daoll Charles Database Administrators Corporate

O 94362210 poster Jilizn Application Development Corporate

O 97373330 Katz Mancy Silicon Valley Branch Branches

Customize Records per page: | 10 %
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In this example, 69 records are available. As the number of Records per page
has been set to 10, we can see only 10 records per page in this table, and we
can see, in the upper right corner, that there are indeed seven pages available
for this list of Users.

Click the Records per page drop-down to select the number of records per
page.

Records per page: | 10 ¥
10
20 o

500

Filtering a Data Table

Entity information presented in table format can be filtered. When relevant, a
Filter option appears at the bottom of the specific data table, or the filter
statements will be part of the header of the screen displaying the entity table.

IFind Delegate Users

Where | Choose Field | contains and

Where | Choose Field +| contains and

Where | Choose Field | contains
'Showing 1 to 30 of 71 4]

Userlame Organization OrganizationType Email Location Title

) BellKim Marketing_Dept. Corporate 87635420@company.com Secretary

¢ Mills Robert Fifth Ave Branch Branches 84774660@company.com Branch Officer/Cl
(O Deer Alex Fifth Ave Branch Branches 91238730@company.com Branch Officer/Cls

You can filter the table contents using a variety of patterns.

Where |P-|‘|‘,a‘ Field V| Is
and  [AnyFed  [¥] Is

And | Any Field v | Includes

Search
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The filter allows only And statements. The filter is limited to three statements:

Two are exact statements (Is/contains) :

[Selected Field] Is/contains [Field Dependent content]

where the content of the drop-down list depends on the field you select
One filter is an include statement :

[Selected Field] Includes [Free text]

Note: Sometimes the third filter statement option is the same as the first two.

To filter a data table

1.

Click Filter.

A Filter <Entity> screen opens in a separate browser window.

Filter Roles

Where | 2ny Field v | Is Any Value |»
And Ay Field v | Is Any Value |»
And Ay Field + | Includes

OK Cancel

Select the fields and their values from the drop-down lists. Enter text in
the Includes box, if necessary.

Note: The Autocomplete feature is active for the <Field Dependent
Content> drop-down list. You can also start typing a value and the list will
automatically scroll down to it.

Click OK.

The current table will now be filtered according to the selections you made.
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Entity Card and Data Table Tabs

The Eurekify Portal presents data in a very concise and easy to use manner. To
facilitate this, the information is sometimes broken up into several parallel
tables, and each table is located under a separate tab. For example, the Entity
Browser shows the search results in three tables: Users, Roles and Resources,
and each one is located under a separate tab. The active tab’s label is bold,

while the other tabs are gray.

Entity Browser

Universe: {:ani.gurati[}n: MljljEIE_CD”HQ'-."'.-'.ﬂ:th:llE

Users Roles Resources

Showing 1 to 10 of 69

Person ID ~ Hame O
45489540 Stepven Pat Sy
47868650 Maris Bill Sy
i T = Dodremn A daee [}

Tabs can also be found in Entity Cards.

Click a tab label to bring that data table to the forefront (active). For example,
if you click the RACI tab in a Role Card, the RACI table becomes active.

Rule Title=Product Manager;
Description Characteristic Role (50%)
Reviewear 43489940
Organization2  Title

Organization3  Corporate

Create Date

Approval Date 09/05/2007 10:36:00
Approval Status Approved

Expiration Date

lUsers Resources Sub Roles Parent Roles RACI

Person ID = Hame Organization oy
DOMAIMN\IEn Sharoni (&) Allen Shermzn Sales o
Customize
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Sorting a Data Table by Column

The Eurekify Portal data tables can be sorted. When you click a column label,
the table is sorted based on the selected column. Each type of data column has
its own default presentation.

For example, in Ticket Queue tables, the records are sorted based on the ticket
ID and the newest ticket (that is. largest ticket ID number) is displayed on the
first row of the table. If you were to click Children, the table would be
resorted according to the number of children per ticket. As seen in the
following screen, in the sorted table, the newest ticket ID is no longer in the
first row.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service =l Reports Administration Logout DOMAIN\Cooper Amos

Ticket Queus > Jpeny 0o <)
P D Title State Status  Children~  Type Received  Owner Previous Owner
- . . N Pending 21/12/2008 . Eurekify Admin (AD1
834 3 Resource certification (User Certification]) Open Action 9 Campaign 12:29:06 Cooper Amos \EAdmin)
Campaign . 115, Cooper Amos
872 User Certification - Cooper Amos (User Review) Mew gecgg:?g 1% Manager ﬁélzglﬂﬂﬂ (DOMAIN\Cooper
Approver ~ =" Amos)
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The Entity Card

Enterprise Role and Compliance Manager

Cooper Amos (54672910)

You will come across entity lists (in table format), while using the Eurekify
Portal. In most of these tables, one (or more) column(s) have active links,
allowing you to view further information concerning a specific entity (user, role
or resource). For example, when running the Self-Service option Manage my
Team'’s Role Assignments, you can view a Users table. The content in the
column showing the Person ID (user’s ID) is highlighted. When you click on

any specific Person ID, the specific user’s card opens in a separate browser
window.

Qrganization=IT Security
Customize Filter

Configurtion Model2_ConfigWithRoles

Person ID 54672910

Hame Cooper Amos

Organization IT Security

Organization Type Corporate

Country s

Location Pennsyhvania

Title IT Manager

Cost Center 23456

Suspended Mo

Manager ID 64646410

E-Mail 54672910@company.com

Login ID DOMAIN\Cooper Amos
|ms Resources
Role Name « Description Type Organization
BASIC ROLE Basic rale - for all users that have access to IT Org Role Enterprise

Characteristic Role (100.0%) - Min 40% Org Role IT Security
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The entity’s card contains all the relevant information present within the
selected Universe and includes lists of links (in table format) to the other
entities. For example, in a User card, you have a Roles table and a Resources
table. You can also access the cards belonging to linked entities by clicking on
the relevant highlighted content from within a specific entity card.
These following options are available for all entity cards:
Customize

Allows you to customize this table.
Filter

Open a filter screen which you can use to filter the table contents.
Records per page

Select the number of records that will appear in the table.

[Highlighted content in the entity card]

By clicking on specific content in the active column (usually this is the first
column, the one that contains the user name/resource name), you can
open the linked entity’s data card.

More information:

Customizing a Data Table (see page 22)
Setting the Number of Records Per Page (see page 23)
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User Card

Enterprise Role and Compliance Manager

Cooper Amos (54672910)
Configurtion Model2_ConfigWithRoles
Person ID 54672910
Name Cooper Amos
Organization IT Security

Organization Type Corporate

User cards present all the information concerning the specific user that is
available in the selected Universe's configuration files. It also includes separate
lists, under discrete tabs, of the user's linked Roles and Resources (in table
format).

User cards are marked with the ‘ symbol.

Customize Filter

Country us

Location Pennsyhania

Title IT Manager

Cost Center 23456

Suspended No

Manager ID 64646410

E-Mail 54672910@company.com

Login ID DOMAIN\Cooper Amos
Roles Resources
Role Name « Description Type Organization
BASIC ROLE Basic role - for 2ll users that have access to IT Org Role Enterprise
Organization=IT Security Characteristic Role (100.0%%) - Min 40% QOrg Role IT Security

The User Card also includes separate lists (tabs), one for the user's linked
Roles and one for the user's linked Resources as shown in the following two
screens:

Resources
Description Type Organization

QOrganization=1IT Security Characteristic Role {100.0%) - Min 40% Qrg Role IT Security
Customize Filter
Roles Resources
Res Name 1« Res Name 2 Res Name 3
UGADGEN1.Administration.[ROQT] HOVELADM Moveld
UGADGENZ.Administration. [ROOT] MOVELADM Moveld
UGADMGR. Administration.[ROOT] HNOWVELADM Movell
IGADSYS. Administration.[ROOT] HOVELADM Moveld
UGAPPLDEV . Administration. [ROOT] NOVELADM Mowveld
Customize Filter
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Role Card

Role cards present all the information concerning the specific role that is
available in the selected Universe's configuration files.

Role cards are marked with the ©

Enterprise Role and Compliance Manager

BASIC ROLE (Basic role - for all users that have access to IT)

Configurtion Maodel2_ConfigWithRoles

Role Hame BASIC ROLE

Organization Enterprise

Type Org Role

Owner 82022230

Rule Ho Rule

Description Basic role - for all users that have access to IT | ]
Reviewer 45489940 p
Organization2  Enterprise L ]
Organization3  Corporate

Create Date

Approval Date 09/05/2007 10:36:00
Approval Status Approved

Expiration Date

symbol.

Customize Filter

Users Resources Sub Roles Parent Roles RACI

mingltoll}ofﬁﬁ WA41234567r W
Person ID « Name Organization Organization Type
45489940 Steiven Pat System Management Corporate
47868650 Maris Bil System Management Corporate
52656727 Rodman Adam System Management Corporate
54672810 Cooper Amos IT Security Corporate
576443540 Alex Patrick Application Development Corporate
58723810 Miles Buyer Purchasing Corporate
s4646410 Herman Barbara Operations Corporate
65656540 Pheanix Wilam Application Development Carporate
57283470 Angel Ben System Management Corporate
67565330 Schwarts Barry Hurman Resources Corporate

Records per page: -ID M

Chapter 2: Using The Eurekify Portal Interface 31



User Interface

The Role Card includes separate lists, under discrete tabs, of the following
linked information (in table format):

Users

Provides a list of all the users linked to this role

Resources

Provides a list of all the resources linked to this role

Sub Roles

Provides a list of sub roles. This is a hierarchal link of the type role-to-role.
Users who are members of the parent role (the current role) are
automatically members of the sub-role (listed in this table) and therefore
provisioned with all the sub-role's privileges.

Parent Role

Provides a list of parent roles. This is a hierarchal link of the type
role-to-role. Users who are members of the parent role (listed in this table)
are automatically members of the sub-role (the current role) and therefore
provisioned with all the sub-role's privileges.

RACI

Provides the name of the user who is held accountable for this role. This is
the user who will be listed as the Approver when this role is being audited
or when a change has been requested for this role.

nuie

Reviewer
Organization2 Enterprise
Organization3 Corporate

Create Date

Approval Date 09/05/2007 10:3&:00
Approval Status Approved

Expiration Date

LK LU L

Description Basic role - for all users that have access to IT

45489940

Customize

RACI
Person ID ~ Hame Organization Organization Type
DOMAIMYLevi Jay (&) Levi Jay Stamford Branch Branches
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Resource Card

Resource cards present all the information concerning the specific resource

that is available in the selected Universe

's configuration files.

@@ symbol.

Resource cards are marked with the @

Enterprise Role and Compliance Manager

e-mail, outlook, WinNT (MS email)

Configurtion Model2_ConfigWithRoles 5
names e-mail,outiook, WinHNT @
Description MS email

ManagerID-Owner 91236370

99

Customize Filter

Location San Mateo,CA

Roles Users RACI

Showing 1 to 10 of 23 WAI23r
Role Name « Description Type Organization

SAV Fifth Av Br Team (Itersted) Qrg Role Fifth Ave Branch

Active Directoty - Branch Users Characteristic Role (44.4%) - Min 40% Applicative Role  Company

BASIC ROLE Basic role - for all users that have access to IT Qrg Role Enterprise
Organization=Application Development Characteristic Role (100.0%) - Min 40% Qrg Role Application Development
Organization=Database Administrators Characteristic Role (100.0%) - Min 40% Org Role Database Administrators
Organization=Fifth Ave Branch Characteristic Role (100.0%]) - Min 40% Qrg Role Fifth Ave Branch
Organization=Finance Characteristic Role (100.0%) - Min 40% Qrg Role Finance
Organization=Human Resources Characteristic Role (85.7%) - Min 40% 0rg Role Human Resources
Organization=IT Securicy Characteristic Role (100.0%]) - Min 40% Qrg Role IT Security
Organization=Marketing_Dept. Characteristic Role (100.0%) - Min 40% Qrg Role Marketing Dept.

Records per page:
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Resource cards also include separate lists, under discrete tabs, of the following
linked information (in table format):

Roles

Provides a list of roles that are linked to this resource

Users

Provides a list of all the users linked to this resource

RACI

Provides the name of the user who is held accountable for this role. This is
the user who will be listed as the Approver when this role is being audited

or when a change has been requested for this role

Domain Users,NTSILV,WinNT (Active Directory )

@
510,

Configurtion Model2_ConfigWithRoles_A
nameas Domain Users, NTSILY WinNT
Description Active Directory
ManagerID-Owner 91236370
Location Houson, TX

Roles Users

Person ID ~

DOMAIN\Flag Lee (&)

Customize

Organization
IT Security

Organization Type
Carporate
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Menu Bar

The menu bar provides access to Eurekify Portal's functions. The menu bar is
functionally organized and includes the following main items:

. Home

m  Ticket Queue

m  Dashboards

m  Self-Service

m  Entity Browser

m  Reports

m  Administration

Some of the menu bar items contain submenus with additional options. Where

relevant, the name of the active window is indicated below the menu bar in
italics.

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration
Entity Browser

Entity Browser

Universe: | Portal ¥|| configuration: | Model2_ConfigWithRoles |+

Home
Click Home to return to the Eurekify Portal's home page.
More information:

Presenting the Home Page (see page 63)
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Ticket Queue Menu

The Ticket Queue allows you to filter your tickets based on various criteria:

Show the active ticket list. This includes tickets whose Status is Open, New
or Done.

Show the New Tickets list

Show the Overdue Tickets list. Overdue tickets are flagged Fi

Show the Approver Tickets list. This enables administrators to view all the
Approver tickets associated with their own campaigns.

Show the Campaign Tickets list. This option depends on the user's
permissions.

Show the Archived Tickets list.

More information:

Tickets and the Ticket Queue (see page 69)

Dashboards Menu

The dashboard automatically shows users useful information as they go about
their tasks.

Self-Service Menu

The Self-Service menu provides access to a series of provisioning operations.
Self-Service supports quick and easy user management by allowing the
administrators/managers on-the-fly access to role and resource assignment
requests for themselves and their team members. The Self-Service menu
provides the following functions:

Manage my team's role assignments
Manage my role assignments

Manage my team's resources' assignments
Manage my resource assignments

Request a new role definition

Place a request to alter a role definition

More information:

Running Self-Service Tasks (see page 197)
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Entity Browser

Reports Menu

The Entity Browser opens the Eurekify Portal's Entity Browser Page. Here you
can view information concerning Users, Roles or Resources for a selected
Universe under a selected configuration.

The information is presented in three tables, where only one entity is visible at
a time:

m  Users table

m  Roles table

m  Resources table
More information:

Introducing the Entity Browser (see page 311)

The Reports menu provides access to the following families of reports
m  Configuration reports

m  Privileges quality management reports

m  Role management reports

m  Policy management reports

= Campaign Reports
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Administration Menu

The Administration menu provides access to the following options:
m  Add a campaign

m  Job scheduling

m  Accessing the TxLog page

m  Load the cache

m  (Clear the cache

m  Create RACI

m  Synchronize RACI

m  TMS administration

m  Settings: Determine the settings for the Universe, Connectors and other
basic properties:

m  Connector Settings

m  Universe Settings

m  Properties Settings

m  Common Properties Settings

m  Audit Properties Settings

m  Determine the Eurekify configuration settings

m  System Checkup
More information:

Using Administration Functions (see page 325)
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User Interface for Non-Administrators

The Eurekify Portal's flexibility becomes self-evident when examining the
access it allows users with limited or no administrative rights. When such a
user accesses the Eurekify Portal, the user can run any process and view any
data for which he/she has been granted access permission. Available menu bar
options will change according to the user's privileges.

For example, if you are a user (without administrative privileges) in charge of
one or more resources, then when opening the Eurekify Portal you have a
menu bar without the Administration option and the Self-Service menu is
limited to viewing your personal roles and resources, and to handling the
resources under your purview. The Ticket Queue allows access to Approver
tickets that were allocated to you as a resource manager. Access to all other
items via the menu bar would depend on your assigned permissions.

Enterprise Role and Compliance Manager eUI'ERIfy

Home  TicketQueve  Dashboards  Selff Service  Entity Browser  Reports Logout DONAI|AngelBen

One of the advantages the Eurekify Portal gives its corporate users is that even
individual users with very limited permissions, can still see tickets that are
relevant to them. For example, a non-manager whose roles or resource access
has been changed can view tickets informing him/her of these changes in
his/her personal Ticket Queue. The following shows an example of a menu bar
for a user with very limited permissions.

Enterprise Role and Compliance Manager 7 euteﬁlfy

Home  Ticket Queue Logout DOMAIN\Cooper_Amos

More information:

About Security & Permissions (see page 381)
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Chapter 3: Getting Started

This chapter describes the order of procedures to be carried out when running
the Eurekify Portal on a system whose user, role and resource data has not yet
been downloaded by the CA Eurekify Role & Compliance Manager system. The
step-by-step details, for each step in the procedures mentioned here, are
described in later chapters.

This section contains the following topics:

Introducing Entities and Links (see page 42)

Step 1: Creating a Universe (see page 43)

Step 2: Creating Import Connectors (see page 44)

Step 3: Importing Entity Data (see page 45)

Step 4: Generating Master/Model Configurations (see page 45)
Step 5: Creating a Campaign (see page 46)

Step 6: Exporting Entity Data (see page 46)
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Infroducing Entities and Links

Throughout this guide, we describe entities and links. Entity refers to the
users, roles and resources that are the subject of the security review,
certification and attestation processes that are run using the Eurekify Portal. A
link is a connection between two or more entities.

The Eurekify Portal recognizes three categories of links:

Direct links

An uninterrupted connection between two entities. For example: a user to
resource link.

Indirect links

A non-direct connection between two or more entities. For example: A user
is linked to a specific role and the role is linked to a specific resource. The
link between the user and the resource is an indirect link.

Dual links

Refers to the case when both a direct link and an indirect link exist. For
example: A user is linked directly to a specific resource, and at the same
time the user is linked to a role that is linked to the same resource.

Direct links and dual links are examined during the various review processes,
for example during campaigns or when assigning a role to a specific corporate
team. Indirect links are listed for the completeness of the information, but are
not subject to the review process.

The following is a list of possible direct links between entities:

m  user-role

®m  user-resource

m  role-resource

m  role-role (hierarchy)
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Step 1: Creating a Universe

A universe is a virtual location that encompasses the data collected from the
enterprise security and/or identity management system(s). This data is stored
in the Eurekify configuration files. A universe consists of a specific pair of
master-model configurations enabling tracking of differences between the “real
world” configuration downloaded from the system (master) and the desired
configuration generated following a campaign (model).

To create a Universe, you need the following information:
m  Master configuration file name and path

m  Model configuration file name and path

m  Approved Audit Card (optional)

m  Audit Settings file name and path (recommended)

= Names of the fields (in the configuration files) that contain the following
information: login, email, user manager, role manager, and resource
manager.

Note: You can provide names of configuration files that do not yet exist. In
this case, you will not have the field names and you will have to create the
master/model configuration files later and then update the Universe with the
correct field names.

More information:

Setting a Universe (see page 338)
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Step 2: Creating Import Connectors

After you have defined the universe that you intend to audit, you need to
import the user and user privileges data from various end-points. This requires
you to define import connectors.

Connectors allow you to import/export, for example, Active Directory, CSV,
RACF or SQL files into the ERCM, using a pre-defined converter, thereby
creating a communications link to the downloading/uploading (production)
server.

The connectors are defined as either import-connectors or export-connectors
and utilize a specific pre-defined converter (see CA Eurekify Role & Compliance
Manager Sage DNA Data Management User Guide). “Import” refers to
downloading the system'’s true user, resource and role (when available)
configuration data. “Export” refers to uploading the desired changes in user,
resource and role data generated following an audit.

You will need the following information when you create a nhew connector:

m  Name and location of the converter’s Settings XML file (see CA Eurekify
Role & Compliance Manager Sage DNA Data Management User Manual).

m Name and location of the converter’s Mapping XML file (see CA Eurekify
Role & Compliance Manager Sage DNA Data Management User Manual).

m  (Optional) Name and location of the Enrichment Settings file (see CA
Eurekify Role & Compliance Manager Sage DNA Data Management User
Manual).

m Name of the converter’s Java Class.

= Name of the Workflow process.
More information:

Setting Connectors (see page 346)
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Step 3: Importing Entity Data

“Import” refers to downloading the system’s current user, resource and role
(when available) configuration data. You can use the import-connector that
you created in Step 2 to download the entity data from the enterprise
endpoints.

You can also use the Import option on the Eurekify Sage DNA Data
Management menu bar to import the entity data (see Chapter 2: in the CA
Eurekify Role & Compliance Manager Sage DNA Data Management Guide).

The output of the import process is a Sage configuration document (.cfg file),
which sets the stage for the role discovery process.

More information:

Running a Connector (see page 357)

Step 4: Generating Master/Model Configurations

When you created the Universe, you provided the names of two configurations
files: one was the master-configuration file and the other was the
model-configuration file. The master configuration file contains the data
imported from the system’s endpoints. The model-configuration file is initially a
copy of this data, which will be processed and updated as the role-modeling
and audit processes proceed.

Use the instructions in Appendix A: Duplicating a Configuration (see

page 403), to generate the master/model configuration files, using the
Eurekify Sage DNA module. If necessary, edit the Universe so that the listed
master/model configurations will match the ones you generated.

After creating/editing a Universe, you have to enter the users associated with
the universe into the Eurekify master configuration so that the users will have
access to the Eurekify Portal.

More information:
Eurekify Configuration Settings (see page 374)

RACI Operations (see page 376)
Editing a Universe (see page 344)
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Step 5: Creating a Campaign

A campaign is an audit process which entails reviewing links between users,
roles and resources. Managers in charge of various entities are notified that a
campaign has begun. The tasks assigned during the campaign are presented
to the campaign-owner and approvers as tickets. The tickets include the data
they have to review and approve or reject, as the case may be.

More information:

Running a Campaign: A Case Study (see page 48)
Adding Campaigns (see page 325)

Step 6: Exporting Entity Data

The differences between the original “real-world” configuration that was
downloaded from the system end-points (Master) and the updated and
corrected configuration that has gone through an auditing process (Model) are
uploaded to the original endpoints thus updating the corporate and platform
user and user privileges information so that they are now in compliance with
corporate policies and various regulations.

More information:

Creating a New Export Connector (see page 354)
Scheduling a New Job (see page 361)
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Chapter 4: Showcasing the Eurekify
Portal

Enterprise information security auditing has become increasingly relevant
following new US and world-wide legislation mandating corporate and
enterprise auditing. The computer security audit is a systematic, measurable
technical assessment of how the confidentiality, availability and integrity of an
organization’s information is assured. CA Eurekify Role & Compliance Manager
is capable of performing such security audits and it can also assist you in
upgrading your information security.

The Eurekify Portal provides the Campaign facility as a tool towards assessing
your corporate compliance with BPRs (Best Practice Rules) and the relevant
legislation. It is recommended that you run campaigns regularly, on a
quarterly or annual basis, though critical information systems, dealing with
sensitive information or large monetary transactions, should probably be
audited as often as once a month.

Running a Campaign

Campaigns review the system’s permissions thereby assuring that only
users with the appropriate provisioning can access the corporate
resources, and that users who should not have access to various
resources, are indeed barred from them. The Eurekify Portal campaign
provides you with two basic options: either to approve the corporate
permissions sent to you for review, or to reject them and notify the system
that specific access permissions should be removed. The campaign does
not check if users are lacking permissions that should have been granted
to them.

Additional case studies can be found at: http://ca.com/support.

This section contains the following topics:

Running a Campaign: A Case Study (see page 48)
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Running a Campaign: A

Case Study

Running a Campaign: A Case Study

Nancy Katz is a corporate branch manager, at the Silicon Valley branch. In the
past, user provisioning and resource allocation was performed on-the-fly as
the need arose. Now, as part of an integrated audit Nancy K. finds that she is
required to audit the company’s information systems and validate correct
usage of access rights to information resources.

Cooper Amos needs to discover obsolete and suspect privileges, best practice
violations have to be identified and he has to obtain an overall view of the
corporate access rights structure.

The corporate system administrator has installed the Eurekify ERM server and
client modules and has downloaded the corporate security data, generating a
set of Eurekify configuration files. Nancy has followed the instructions in the
Getting Started chapter, and she wants to run a user campaign.

Defining a New User Campaign

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service = T Reports Administration Logout DOMAIN\Katz Nancy

Following the instructions in section Adding Campaigns (see page 325), Nancy
defines the following campaign:

eurefify

Administration > Add Campaign
Add Campaign
— Settings
Campaign Name* First User Audit
Owner DOMAIN\Katz Nancy Date Created: 2/14/09
Running the first Siicon Valley user certification campaign
Description™
Due Date* 02/21/2008 =
unwerse*
Configuration™ Model2_ConfigWithRoles |
Audit Card [—tione— v
Direct
Campaign Type Privileges to Certify Dual
Indirect
Only use links from audit card
Only use links not in audit card

Per
|- Automatically provision campaign permissions

Don't wait for ticket processing (receive email when finished)

Create The Campaign
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Nancy has chosen to view all three link options.

As the company is of moderate size, and setting up the campaign’s Approver
tickets can take time, Nancy chooses to run the campaign definition process in
the background. The following message appears:

Campaign Requested

Your request was sent to execution, a mail message will be send upon completion

When the campaign is ready, the system sends her an email.

User Certification Campaign Notification: (Nancy Katz) Inbex |x

show details 11:16 AM (7 hours ago) |4 Reply | ¥
Dear Mancy Katz,

Due to security and compliance policies you are required to periodically certify the assigned roles
and privileges of the people that report to you.

Your account (DOMAIMNMancy Katz) was granted Access to the Eurekify Enterprise Role &
Compliance Manager Portal, in order to accomplish this task.

In order to start please open hitp-//ercm server com

Please note: This campaign due date is 2/2/2009.
Thank you for your cooperation,
Role Management Team

If this email was sent to you by mistake or you are not Mancy Katz, please reply and notify the
campaign manager at admini@company.com

* Reply =* Forward

The new user campaign’s owner ticket appears in Nancy’s Ticket Queue.

Enterprise Role and Compliance Manager eureRIfy

Logout DOMAIN\Katz Nancy

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration
Ticket Queue = (amp:

=

Title State Status Children Type Received Owner Pravious Owner

Katz Nancy
/] ) ¥
1491 B 3 First User Audit (User Certfication) Hew ~ hending o campaign 12/0M200% BomaIn ket
Action 1365 oo
¥)
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Under the column Children, you can see the number 9 in the Campaign ticket’s
row. This signifies that nine Approver tickets have been generated:

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout DOMAIN\Katz Nancy
~
Z
P D Tite State  Status  Children Type  Received Owner Previous Owner
Katz Nancy
/1 I 4
1401 B 2 First User Audit (User Certfication) New ~ Fendna o Campaion * /92908 (ponamKat:
Action 10:36:45 Nanoy)
vl
) CAMpaian 4,y Katz Nancy
1452 User Certification - Katz Nancy (First User Audit) Hidden iectng::g 1 Manager %S-;géjqzsﬂﬂg (DOMATN\Katz
Approver =77 Nancy)
. Campaign 4 5 n4 ¢ Goodman Bruce
1454 User Certification - Goodman Bruce (First User Audit) Hidden ig'lg::g 3 Manager %Sgéqzsﬂﬂg (DOMAIN\Goodman
Appraver =777 Bruce)
. Campaign | 5 a4 Allen Sherman
1498 User Certification - Allen Sharman (First User Audit) Hidden iigg::g 2 Manager iégé“zﬁﬂﬂg (DOMAIN\IEn
Approver = Sharoni)
CRMPaIan 5, Purple Mary
1501 User Certification - Purple Mary (First User Audit) Hidden ;itnig'gg 10 Manager %Sgééﬂug (DOMAINYPurple
Appraver ~ 70 Mary) |
CRMP2Ian 5y Katz Nancy
1512 User Certification - Katz Nancy (First User Audit) Hidden gigg::g 4 Manager %S-;g'é:j?”g (DOMATN\Katz
Approver — 70T MNancy)
) CAMPaIan 4y Cooper Amas
1517 User Certification - Cooper Amos (First User Audit) Hidden iEcEig::g 19 Manager isgé‘%ﬂﬂg (DOMAIN\Cooper
Appraver =777 Amos)
" Campaign ;5,01 Herman Barbara
1537 User Certification - Herman Barbara (First User Audit)  Hidden iectns::g 18 Manager isgé“zgﬂg (DOMAIN\Herman
Approver = Barbara)
' Campaign 5, T
1556 User Certification - Levi Jay (First User Audit) Hidden iﬂﬂ':g 7 Manager iﬁiuéfnmg !'_ra;r‘xlrﬁ‘v-l-.\ o T

A campaign-owner can also be an approver, either because the
campaign-owner is listed as a user’s RACI Accountable, or if there are users
with no Accountable assigned to them, they are sent to the campaign-owner
for approval. In this case, Nancy K. is not only the campaign-owner, she is also

a campaign Approver.
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Reassigning Links to Another Approver

Reviewing the campaign Approvers, Nancy finds that Allen Sherman is an
Approver, but Allen is on vacation and is not expected to return in time to

audit the users listed in his ticket. Nancy decides to reassign the links in Allen’s
ticket to another Approver.

{= Ticket Properties Form - Windows Internet Explorer,

*,. httpifflocalhost: 5080 eurekify fims/uif Pwicket: bookmarkablePage=:com, eurekify kms, web kemplate, Def ault TicketPage&ticketId=22585
Campaign M ger Approver
Ticket Id: 2288 Owner:

allen Sherman (DOMe Previous Owner: Status: | pending Action v

Modified Date: |14/07/2009 21:12:3¢ Date Created: |14/05/2009 21:12:38
Title:

User Certification - Allen Sherman (First User Audit 2009)

Description: User Certification - Allen Sherman (First User Audit 2009)

| Save and Reassign Hide Selected

Reassigned From:

Approver Progess |

0/13 (0%)
1w ¥ = Progress Violations PersonID UserName Organization OrganizationType Comment
F 71 Sterling Kent (86023090) Sterling Kent Human Resources Corporate E
F 78 Bean Frank (99883110) Bean Frank Purchasing Corporate E
Attachments: |
Comments:
b
[§ € mternet F 100% -
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Allen has two users listed in his ticket. Nancy selects the Reassign (+) check
box located next to both users and clicks Save and Reassign. The Find
Reassign Users screen opens.

{= Browse Tickets - Windows Internet Explorer

'. httpfflocalhost: 8080 eurekify femsfuif 7wicket:interface=:

I[Find Reassign Users

Where contains |Silicon Valley Branch and
Where | Choose Field | contains and
Where [Choose Field || contains Default Filter
Userllame Organization OrganizationType Email Location Title
() Katz Nancy Silicon Valley Branch  Branches 97373330@company.com Branch Manager
() Kistor Steve  Silicon Valley Branch  Branches ‘93988710@company.com Branch Officer/Clerk
() Yoham Anne  Silicon Valley Branch ~ Branches 93872110@company.com Branch Officer/Clerk
() Katz Nancy Silicon Valley Branch  Branches 97373330@company.com Branch Manager
() Yoham Anne  Silicon Valley Branch  Branches 93872110@company.com Branch Officer/Clerk
() Kistor Steve  Silicon Valley Branch  Branches ‘93988710@company.com Branch Officer/Clerk
() Taskoni Bob Silicon Valley Branch  Branches 97847110@company.com Branch Officer/Clerk [ |
() TaskoniBob  Silicon Valley Branch  Branches 97847110@company.com Branch Officer/Clerk
v
Cione EE @ Internet H100% -

To narrow down the number of users to choose from, Nancy selects the filter
Where Organization contains Silicon Valley Branch (the filter is case sensitive).
For more information on using the filter options see Filtering a Data Table (see

page 24). Nancy selects to reassign the users to Kistor Steve and clicks OK.

= Ticket Properties Form, - Windows Internet Explorer

.. httpifflocalhost: G050 /eurekify fems fuif?wicket:interface=:

Campaign Manager Approver ~

Ticket Id: 2788 Owner: Allen Sherman (DOMA Previous Owner: Status: | completed
Due Date: 21/02/2008 00:00:00 Priority: Severity: State: [Hidden

Modified Date: |14/02/2009 21:27:45 Date Created: |14/02/2000 21:12:38

Title: \User Certification - Allen Sherrman (First User Audit 2009)

Description: User Certification - Allen Sherman (First User Audit 2009)

Save and Reassign

EN Hide Selected
Reassigned From:

roprover progess | N .-

1w ¥ =P Proaress Violations PersonID UserName Organization OrganizationType Comment
=5 71 Sterling Kent (86023090) Sterling Kent Human Resources Corparate @
=5 78 Bean Frank (998831101 Bean Frank Purchasing Corporate @
Attachments: 4
Comments:
b/
< J 2

EE @ Inkermet

#100% -
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As all the users have been reassigned, the Approver progress bar shows that

the process is 100% completed, and the users have a reassign icon (-'_E) next
to them.

Returning to Nancy’s Ticket Queue, Allen’s ticket has the status Completed,
and a new ticket has been generated for Steve Kistor.

Enterprise Role and Compliance Manager
Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout DOMAIN\Katz Nancy
Ticket Queue > New Tickets
T O L FI'SC O5&r AUd 2009 [U5ar CaErtnicaton ) TTEw Action IO Carmpagn 21-12-37 hL;LnJ\CvL.-;u-umatz ~
Campazign o Katz Nancy
2282 User Certficetion - Katz Nancy (Frst User Audi: 2009) Hidden onand 1 wmanager /022009 (pomamiarz
Approver e Mancy)
; R . ) . Campaign - Goodman Bruce
3304 ;lgeﬂ-rg;:ertlﬂcatwon Goodman Bruce (First User Audit Hidden ;ecgg::g 3 Manager ;110223%8009 (DOMAIN\Goodman
Approvar e Bruce)
§ X i Campaign Allen Sherman
2288 ;'Sen;;:ert'ﬁﬁtm - Allen Sharman (First User Audit \paio 0 corniarad 2 Manager é‘ifﬁggﬂg (DOMAIN\Tan
Approver o Sharoni)
; Campaign ;4 Purple Mary
2291 User Certification - Purple Mary (First User Audit 2009) Hidden  ©ending 10 Manager 2H02/200% (pouamipumple
Action 21:12:38
Approver Mary)
. Campaign - Katz Nancy
2302 User Certfication - Katz Nancy (First Usar Audit 2009) Hidden ii‘t’lg::g 4 Manager ;1,._1022558009 (DOMAIN\Katz
Approver e Mancy)
. ) . " . Campaign T Cooper Amos
2307 ;l;eﬂ-rgg:ertlﬁcat\on Cooper Amos (First User Audit Hidden gecgg::g 19 Manager %4]110223?9009 (DOMAIN\Cooper
Approver e Amos)
; : ) ; ; Campaign | 4;nq, Herman Barbara
3337 ;lgtarg;:ertlﬂcatwun Herman Barbara (First User Audit Hidden iecgg:?g 18 Manager %;1102250009 (DOMAIN\Herman
Approver e Barbara) B
. Campaign .
§ . § . . Pending 14/02/2009 LeviJay
2346 User Certification - Levi Jay (First User Audit 2009) Hidden Action 7 gﬂggﬁﬂg\?err 311342 (DOMATH\Levi Tay)
R . Campaian o Schwarts Barry
2354 gag;femﬁcam” Schuwarts Barry (First User Audit 00 gigg'r':g S Manager %‘]‘-'_1”225‘55'”9 (DOMAIN\Scharts
Approver e Barry)
§ . X . . Campaign o Allen Sherman
2361 ggg;femﬂcm” Allen Sherman (First User Audic a0 ii‘t’lg::g 2 Reassigned é‘]‘-;g;:jgﬂg Kistor Stave (DOMAINlan
Approvar e Sharoni) 2
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When Steve Kistor will check his Ticket Queue, he will find the new Approver
ticket.

(= Ticket Properties Form - Windows Internet Explorer

CEX

‘, http:jflacalbost: 3030/ eurekify/trms fuif wicket: bookmarkablePage=:cam. eurekify.tms. web . template. Default TicketPage&ticket Id=2361

Campaign Reassigned Approver
Ticket Id: 3361 Owner: Kistor Stave Previous OWner: |4 jan Sherman (DOMA Status:
Due Date: 21/02/2009 00:00:00] Priority: Severity: State:
Modified Date: |14/02/2000 21:56:43 Date Created: | 14/07/2000 21:27:43
Title: User Certification - Allen Sherman (First User Audit 2008)
Description:

User Certification - Allen Sherman (First User Audit 2009)

Save and Reassign Hide Selected

Reassigned From: Allen Sherman (DOMAIN\Ilan Sharoni)

Approver Progess |

0/13 (0%)
! " ¥ < Progress Violations PersonID UserName Organization OrganizationType Comment
G ooo 71  Sterling Kent (86023090) Sterling Kent Human Resources Corporate &
El 1™ ™| 78  Bean Frank (29883110) Bean Frank Purchasing Corporate &7
Attachments:
Comments:

Add Comment Add Attachment View Initiators View Transaction Log

Dane

Interret Fl00% v
(3@ |

More information:

Campaign Approver Tickets (see page 131)
Reassigning a Link (see page 142)
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Starting the User Campaign

To start the campaign, Nancy opens her campaign-owner ticket by clicking the
ticket’s title in the Ticket Queue. The ticket’s Ticket Properties Form screen
opens.

ﬂ‘- Ticket Properties Form - Windows Internet Explorer

http: fflocalhost ;G060 eurekify /tms fuif Pwicket: bookmarkableP age=: com. eurekify .tms, web . template . Def ault TicketPage&ticketId=2261 hd
= =

Ticket Id: 2281 Owner: Katz Nancy (DOMAINY Previous Owner: Status:
Due Date: 21/02/2008 00:00:00 Priority: Severity: State:
Modified Date: |14/02/2000 21:30:50 Date Created: 14/02/2000 21:12:37

Title: First User Audit 2009 (User Certification)

Description:

Running the first Silicon Valley user certification campaign

Universe: Portal Campaign Type: USER Auto Generate Permissions: true
Configuration: Model2_ConfigWithRoles Link Fitter: Direct, Indirect, Dual
Audit Card:  Model2_cConfigWithRolesAuditl Enfity Filter: No Filter

Attachments:
Comments:
Campaign Management

View Campaign Progress

I Add Comment Add Attachment View Transaction Log View Children =>

Internet E 100% -
[d @ ‘

To start the campaign, Nancy clicks Start Campaign. The tickets which were
hidden from the approvers are now visible to them.

More information:

Running Campaign-owner Tickets (see page 101)
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Checking the Campaign’s Progress

As a campaign-owner Nancy is responsible for monitoring the progress of the
campaign’s approvers and making sure that they are aware of the campaign’s
deadline. To check on the campaign’s progress, Nancy can click the View
Campaign Progress button located in the campaign-owner’s ticket.

The [Campaign Title] Progress screen opens in a separate browser window.

P Campaign Progress - Windows Internet Explorer

', http:fflocalhost: 3030y eurekify ftmsfuif fwicket :bookmarkablePage=38popuppagemap_YiewZampaignProgressPage:con %

First User Audit 2009 Progress -

Universe: Portal
onfiguration: Model2_ConfigWithRoles

Approver Name Progress Completed
DOMAINYKatz Mancy  Katz Mancy 0/e (0%)
DOMAINYGoodman  Goodman ; .
Bruce Bruce 0/26 (0%)
_ . Allen ; .
DOMAINYIlan Sharoni Sharman 0/0 100%
DOMAINYPurple Mary Purple Mary 0/97 (0%)
DOMAIN'Katz Nancy  Katz Nancy 0/40 {0%)

ol
DOMAINY Coaper Coaper 74/176 (42%)

Armnaos Armnaos

DOMAIMNYHermzn Herman ' .

Barbara Barbara 0/200 (0%)

DOMATNY Levi Jay Levi Jay 0/63 (0%)
aiY Y AT

DOMAINYSchwarts  Schwarts 0/18 (0%)

Barry Barry

IBMRS504Kistor Steve  Kistor Steve 13/13 (100%)

ha

Done (& € nternet H100% -

The information in this screen lets Nancy know how much progress has been
made by the campaign’s approvers.

More information:

View Campaign Progress (see page 123)
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Sending Reminders to the Approvers

As the campaign’s due date nears, Nancy decides to send reminders to the
Approvers who have not yet started reviewing their Approver tickets. In the
campaign-owner ticket, Nancy clicks Send Reminder. The Send Reminder
screen opens in a separate browser screen.

(= Send Reminder - Windows Internet Explorer Z E|r>__(|

', hitkp: fflacalhast: 8080/ eurekify ftrs fuif swicket: bookmarkablePage=popuppagemap_YiewSendl

() I Send reminder when progress iEi egqual to 0% b

Mote: a3 comment containing the sent mail summary will be added to the ticket.

Cancel Send Mail

ID:::ne [ &P Internet F100% v
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Nancy selected the option equal to 0% and clicks Send Mail. All the Approvers
who have not yet begun to approve/reject the links in their approver tickets
will receive email notification.

When the process is completed, a comment is generated by the system and
added to the campaign-owner’s ticket.

= Ticket Properties Form - Windows Internet Explorer

'. hitp:/ flocalhost: 5080 eurekify ftms/uif Fwicket: bookmarkablePage=:com. eurekify . tms. web .template. Default TicketPagetticket Id=2251 hd
‘Campaign ~

Ticket Id: 2281 Owner: Katz Nancy (DOMAIN) Previous Owner: SEEE
Due Date:  [31/03/2006 00:00:00 Priority: SEIEE State:
Modified Date: |14/02/2009 22:16:45 Date Created: |14/07/2009 21:12:37

Title: First User Audit 2009 (User Certification)

Description:

Running the first Silicon Valley user certification campaign

I Delegate Escalate

Universe: Portal Campazign Type: USER Auto Generate Permissions: true
Configuration: Model2_ConfigWithRoles Link Fiter: Direct, Indirect, Dual
Audit Card:  Model2_configWithRolesAuditl Entity Fiter: No Filter
Attachments:
Comments:
Received Owner Note
XK 14/02/2009 22:16:45 Katz Mancy (DOMAIN\Katz Mancy) Reminder was sent to 8 approvers.

Campaign Management D

Stop Campaion_ || WSt Gatnpsion
View Campaign Progress

IDUI‘IE EE e Internet H 100 v

v
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Examining a User’s Links

When the campaign-owner is also a user manager, he will be assigned a

Campaign Manager Approver ticket (CMA ticket) with links to roles and
resources that have to be reviewed. Nancy is also an Approver in this

campaign, and the number of Children listed is four, indicating that she has to

review links associated with four users.

Properties Fo do

', Rt flocalhost: 8080, eurekifyftms /uifPwicketibookmarkablePage=:com,surekify kms web bemplate, Def ault TicketPagetticket1d=2302

CC: g
Ticket Id: 2302

Approver

Due Date:

Owner:

21/02/2009 00:00:00 PrioHty:
Modified Date: |14/03/2000 22:20:48 Date Created: |14/03/2009 21:12:34

Katz Nancy (DOMAINY Previous Owner:
Sevarity:

Status: | pending Action |+
State:

Title:
Description:

oo ] o

Reassigned From:

Save and Reassign

User Certification - Katz Nancy (First User Audit 2009)

User Certffication - Katz Nancy (First User Audit 2009)

Hide Selected

Appraver Pragess |

000 80

000 81
ooo 8

000 82
ot

1+ ¥ = Progress Violations PersonID

0/40 (0%)
Organization
Yoham Anne (93872110) Yoham Anne Silicon Valley Branch Branches

Userllame

Katz Nancy (97373330 Slicon Valley Branch Branches
Kistor Steve (93988710) Kistor Steve

Taskoni Bob (97847110) Taskoni Bob

Katz Nancy
Siicon Valley Branch Branches

Siicon Valley Branch Branches

@

OrganizationType Comment

I Add Comment Add Attachment View Initiators View Transaction Log

[ € Internet

100%

To see further details about the links to be reviewed, Nancy expands the links

assigned to her.

et Properties Fo do p =]
om. eurekify.tms. web, template. DeFaltTickstP: =302 v
- Campaign Manager Approver ~
Ticket Id: 2302 Owmer: Kotz Hancy (DOMAT| Previous Owner: Status: [pending Action ¥
Due Date:  [1/02/2009 nouoeon Prority: Severity: State:
Modified Date: [14/02/2009 22:20:48 Date Created: [14/02/2009 21:12:3¢
Title: User Certification - Katz Nancy (First: User Audit 2009)
Desaription: User Certification - Katz Nancy (First User Audit 2009)
Save and Reassign Hide Selected
Reassigned From:
Approver Progess | 0/40 (0%)
1w X P Progress Violations PersonID Usarliame Type Comment
ooo 80 Yoham Anne (93872110) Yoham Anne Siicon Valley Branch Branches £
B oono 81 Katz Nancy (07373330)  Katz Mancy Siicon Valley Branch Branches Eg
Bl roles (3)
v X Name Violations Type Rule Owner  History ~ Commen
Organizztion=Slicon
Characteristic Role -
Valley Branch ot Siicon Valey  Organeation=Siicon . =
O 0 O (Craracterstc roe Drrect E'IDE'E'”‘“J'”'” 0ra ROe gy Valey Branch; sawr21t0 hsroy [
(100.0%) - Min 40%) -
Title - Branch Manager 8 ,
N : z Characteristic Role Tile -Branch  Title=Branch ) =
0 0 O (herscreriic Role Drect (50%) 013 Role 1130 ger Manager; or7ezss0 sy (&
BASIC ROLE (Basic role - Basic role - for al .
O OO [ for all users that have Direct users that have  Org Role Enterprise No Rule 82922230 History &
access to IT) access to IT
[E] Resources (8)
W X Namel Name2 HName3  Violations i g Location  History  Comme
UGSILVHMGR, NTSILV, WinN T . o Sconwvbr oo ) . . 7
ooOoo (Siicon V br Manage: NTSILV NT 1 Direct: 91236370 TX  History B
UGSILVGEN, NTSILY, Wi T ) et SllonWorbr gioaoos , . v B
O O O tsiicon v br br User Generah) MTELY  WinliT 1 Direct 91236370 TX  Histor E4
< | @
(9 € memet H100% T
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Following the instructions found in Campaign Approver Tickets (see page 131),
Nancy approves or rejects the various links.

The other Approvers assigned to this campaign also review the links assigned
to them.

More information:

Campaign Approver Tickets (see page 131)

Starting the Approval Process

When all the approvers have approved or rejected the links assigned to them,
or when the campaign is manually ended, the campaign-owner can start the
Approval Process. The purpose of the Approval Process is to review the links
rejected during a campaign. This time the review is performed by the links’
two managers. While campaigns are focused on one entity (user, role or
resource), the Approval Process sends the rejected link to the managers of
both ends of the link. For example, if the rejected link is a user—role link, then
the relevant user manager and the relevant role manager will receive tickets
as part of the Approval Process. Only if both managers agree to reject the
link will the link be severed within the universe’s configuration files.

To start the Approval Process, Nancy clicks Start Approval Process in her
campaign-owner ticket.

The Eurekify Portal requests confirmation of the request to start an Approval
Process.

Confirmation
Are you sure you want to Start
Approval Processes?

After clicking Yes, the Eurekify Portal generates the Approval Process tickets.

Following an Approval Process, a user may find that roles or resources that
were once available are no longer accessible. If the user needs those
resources to perform his/her tasks, they can ask their team manager to
reassign the relevant roles or resources.
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More information:

Approval Process Tickets (see page 151)
Running Self-Service Tasks (see page 197)
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Chapter 5: Presenting the Home Page

The Eurekify Portal’s home page displays your currently active tickets and
provides easy access to your most frequently used reports and business
processes.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin

Home
P D Title State  Status Children  Type Received Owner Previous Owner
. Eurekify
835 3 user Review (User Certification) Open Pending g Campaignzl’_'llzfI2DD8 Adrmin (AD1
Action 12:51:21 \EAdmin)

Audit Basic Alerts Manage My Team's Role Assignments

Role Modeling Methodologies Comparison Manage My Team's Resources Assignments
Policy Verification Report

Certification Progress Report

This section contains the following topics:

The Tickets Pane (see page 64)
The Reports Bar (see page 65)
The Business Processes Bar (see page 67)
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The Tickets Pane

This panel provides you with a table containing a list of your tickets. The
tickets displayed in this pane are campaign-owner tickets for the campaigns
you have created; campaign-Approver tickets when you are an approver for a
specific campaign; Approver tickets for entities you were assigned to manage
and info-tickets. Some of the tickets have hierarchal tree structures that you
can navigate. The type of data (fields) displayed in this pane is determined by
customizing the Ticket Queue. Each column can be used to sort the ticket
table. Highlighted content displayed in the panel enables you to link to
additional data.

Home
My Tickets
P ID Tite State  Status Children  Type Received Owner Previous Owner
. = : e Emmro 3 Approval 04/12/2008  Eurekify
P 227 [ Link of Team to Role(s) Approval Root Request Maw In Prograss 5 Root 18:35-:30 Admin
. o c PR " Approval 04/12/2008 Eurekify
P 223 i Link of Team to Role(s) Approval Root Request Maw In Prograss 1 Root 16:10°13 Admin
el . c & () Annrov & + . Approval 04/12/2008  Eurekify
P 221 [ #pLink of Team to Role(s) Approval Root Request Qpen Mane 1 Roat 16:00:00 Admin
. 35/11/2008 Eurekify
P g1 [ User campaign for demo (UserCertification) Qpen In Prograss 11 Campaign 22"-41':5[| Admin (AD1
T \EAdmin)
111 f Eurekify
P 1 [ basic (ResourceCertificatian) Open EEIT_CIIHQ 5 Campaign 11",11{2UUE Admin (AD1
Action 12:14:50 \EAG MmN
\EAdmin)
My Reports © My Business Processes o

You can navigate the tickets by clicking on . Clicking an active link in the
Title column opens the Ticket Properties Form in a separate browser window.
Clicking on the link in the Owner column will open the listed ticket owner’s
User Card in a separate browser window.

The following table presents the icons used in the Ticket pane and their
description:

Icon Description
| New ticket folder
| Ticket folder. This is a task ticket that has children tickets. The

ticket tree headed by this folder could have been generated when
this ticket was first generated, or later in the process.

l} New info-ticket
f_-i-} Info-ticket
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Icon

Description

New task ticket

Task. This icon appears next to every ticket that refers to an
action.

Overdue ticket

Appears when a ticket refers to a process that includes errors.

Click to expand the ticket tree

OmE® |V

Click to collapse the ticket tree

More information:

Tickets and the Ticket Queue (see page 69)

Running Campaign-owner Tickets (see page 101)

Campaign Approver Tickets (see page 131)

The Reports Bar

The Reports navigation bar, lets you easily navigate to your most popular

reports. Click to add links to your favorite reports.

. . o
Enterprise Role and Compliance Manager eure |fy
Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin

Home
My Tickets
P > Tite State  Status Children  Type Received owner Pravious Owner
9] Eurekify
835 3 User Review (User Certification) Open iigg:jng g Campaignfé‘;;f;zzfug f\d!mn l}':Dl
\EAdmin}

My Reports @ My Business Processes (+]
Audit Basic Alerts Manage My Team's Role Assignments

Role Modeling Methodologies Comparison Manage My Team's Resources Assignments

Policy Verification Report

Certification Progress Report
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To add a report link to the list of reports displayed in the Reports Pane

1. In the Reports bar header click .

The Select Links for My Reports screen opens in a separate browser
window.

-

Select Links for My Reports
Available Links Selected Links

Configuration Properties ~
Configuration Users Attributes [
Configuration Roles Attributes
Configuration Resources Attribut
Configuration Users Full
Configuration Roles Full
Configuration Resources Full
Overlapping Roles By Users
Owverlapping Roles By Resources
Suspected Connections User Re ™

C =2 0 O

Ok Cancel

2. In the Available Links (left-hand) panel, select one or more (using
Ctrl/Shift) of the report links.

3. Click =" to transfer the selected link(s) to the Selected Links pane.

4. (Optional) To change the order of the listed links in the Selected Links
pane select a link and click o0,

5. To remove a report link from the Selected Links pane select the link and

click f:_

6. When you finish making your selections, click OK.

The selected links will now appear in the Home page Reports navigation
bar.
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The Business Processes Bar

The Business Processes navigation bar, lets you easily navigate to your most
popular business processes. The business processes that are available are
those procedures listed also in the Self-Service menu.

You can click . to add links to your favorite ones.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin

Home
P D Tite State  Status Children  Type Received Owner Previous Owner
. Eurekify
835 2 user Review (User Certification) Open Pending g Campalgn21’_'112flzuus Adrmin (AD1
Action 12:51:21 \EAdmin)

Audit Basic Alerts Manage My Team's Role Assignments

Role Modeling Methodologies Comparison Manage My Team's Resources Assignments
Policy Verification Report

Certification Progress Report
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To generate a list of Business Process links

1. In the Business Process navigation bar header click .

The Select Links for Business Process screen opens in a separate browser
window.

Sealect Links for My Business Processes

Available Links Selected Links

Manage My Team's Role Assignmen
Manzage My Roles Assignments
Manage My Team's Resources Assic
Manage My Resources Assignments
Request a Mew Role Definition
Request Changes to a Role Definitit

OK Cancel

2. In the Available Links (left-hand) panel, select one or more (using
Ctrl/Shift) of the business process links.

3. Click =" to transfer the selected link(s) to the Selected Links pane.

4. (Optional) To change the order of the listed links in the Selected Links
pane select a link and click @,

5. To remove a business process link from the Selected Links pane select the
link and cIickﬁ.

6. When you have finished making your selections, click OK.

The selected links appear in the Home page Business Processes navigation
bar.

More information:

Running Self-Service Tasks (see page 197)
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Tickets have a unique place in the CA Eurekify Role & Compliance Manager.
Eurekify Portal tickets are work items and they are used to transfer data, run
campaigns, certify roles, update privileges and more. The Ticket Queue menu
provides a series of filtered display options allowing you to view filtered lists of
tickets (in table format) in the Ticket Queue window. The available filtering
options provided by the Ticket Queue menu are:

m Open/New/Done Tickets

m  New Tickets

m Over Due

m  Approver Tickets

m  Campaign Tickets

m  Archived Tickets

Administrators can see their own tickets, and also tickets assigned to their
team(s), campaign tickets that are associated with campaigns they created
and approval process tickets associated with the same campaigns. Other

users, who do not have administration rights, can see only their own tickets
(where they are listed as the ticket Owner).

Specific ticket data and functionality can be accessed by clicking on a specific
ticket and opening its Ticket Properties Form in a separate browser window.
The data, functions and options available to the user from within a Ticket
Properties Form depends on the ticket type.

Tickets, in general, encompass two types of functions:

m  Link related actions

m  Ticket related actions
Link related actions can be found in the Campaign Approver tickets.

Ticket related actions depend on the ticket type. Ticket functionality includes
general functions, such as Close or Save, that are generic for all ticket types,
and specialty functions that are available for specific types of tickets, such as
the View Campaign Progress option, which is unique to campaign-owner
tickets, or Acknowledge, which is found in info-tickets.
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The complexity and extensive functionality available through the Eurekify
Portal tickets is described in six separate chapters:

Chapter 6

Provides information concerning general ticket data and functionality
shared by all types of tickets.

Chapter 7

Campaign Tickets. Provides information concerning data and functionality
available in campaign related tickets.

Chapter 8

Campaign Approver Tickets. Approver tickets are generated by campaigns.
They contain the list of links that need to be audited as part of the
campaign.

Chapter 9

Post-campaign Approval Process Tickets. These tickets provide a final
review of any link that was rejected during the campaign.

Chapter 11

Self Service Provisioning Tickets. These tickets provide a final review of
Self-Service requests:

m  Severing an existing link
m  Adding a new link
Chapter 12

Role definition tickets.. These tickets provide a final review of role
definition requests:

m Defining a new role

m  Updating the definition of an existing role

This section contains the following topics:

Ticket Life Cycle (see page 71)

Ticket Tables (see page 76)

Administrator View / User View (see page 82)
The Ticket Properties Form (see page 83)
Info-tickets (see page 91)
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Ticket Life Cycle

The ticket's purpose and functionality governs its life cycle. A ticket life cycle
can be very simple or extremely complex. You can gain information on a
specific ticket's current situation by checking the fields State and Status, either
in the Ticket Queue table (see page 76) , or in the Ticket Properties Form
window (see page 83).

Tickets are generated by the system and sent to their designated owner
(state=New; Status=Pending Action). Once they are opened, even if no action
has been taken, the ticket state changes to Open. Depending on the ticket
type, other types of action may be possible. When the ticket has been
processed, the ticket state changes to Done, and you can archive the ticket.

As tickets can be hierarchal, that is actions taken on a ticket located higher in
a ticket tree, can impact on a ticket lower in the tree. For example, a campaign
ticket-tree consists of the Owner ticket (root-ticket) and the associated
Approver tickets. The number of Approver tickets associated with a specific
campaign is listed in the Children column (when visible). Until the
Campaign-owner starts the campaign, the Approver tickets are listed in the
campaign-owner's Ticket Queue as state=Hidden, and the Approver tickets do
not appear in the respective approvers' Ticket Queues. Once the campaign
has begun, the state of the Approver tickets listed in the campaign-owner's
Ticket Queue changes to New. And the Approver tickets are now visible in their
respective approvers' Ticket Queues. The approvers can now begin to examine
the links provided in the Approver tickets.

Another facet of a ticket's life cycle is that some tickets, under certain
conditions, can be transferred to another user. For example, a senior
administrator can generate a campaign (the campaign-owner) and then
transfer campaign ticket ownership to another system administrator. Approval
Process tickets can also be transferred by their owners. The Eurekify Portal
uses the terms delegate/escalate to denote such a transfer:

Delegate

The act of appointing a more-junior manager to be the ticket owner.
Escalate

The act of appointing a more-senior manager to be the ticket manager.
Note: The term “reassign” is used in relation to links, to mark the transfer of

the responsibility for reviewing a link(s) from one Approver to another
Approver.

More information:

Delegating a Campaign (see page 112)
Reassigning a Link (see page 142)
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Ticket Types

A ticket's Ticket Type appears under the Type column in the user's Ticket
Queue and also as the ticket title in the Ticket Properties Form.

{= Ticket Properties Form - Windows Intennet Explorer

& | http:fflocalhost: 8080 eurekify tms i ?wicket:bookmarkablePage=:com. eurekify, tms, web, template, Default TicketPagesticket1d=1970

Approval Root
Ticket Id:

Due Date:

Modified Date: |36/01/2000 17:43:45 Date Created: [36/01/2000 17:12:39

1370 Owner: Cooper Amos Previous Owner: Status: | In progress v

26/01/2009 22:12:3g Prionty: Low Severity: Minirmal state: | gpen v

Title:

Desaription: |gysiness Area: SelfService role update, Business Process : Remove and/or Add roles to the selected aroup, Description : remove

Link of Team to Role(s) Approval Root Request

The ticket type presents the ticket's purpose. Each ticket type has its own
unique life cycle. Each ticket's state and status attributes denote where it is
currently situated within the ticket's life cycle. Tickets can be part of a larger
process, and therefore tickets in the same ticket type category, may actually
present different functionality. The tickets are described in this manual as part
of procedures, and therefore we have given them names according to their
purpose within the procedure.

The following table presents the list of tickets described in this guide:

Name

Ticket Type(s) Description

Campaign-owner
ticket

Campaign The campaign-root-ticket. The ticket generated and
sent to the campaign-owner when a campaign is
created. This ticket tree comprises the campaign
ticket and all the campaign's Approver tickets. For
more information see Running Campaign-owner
Tickets (see page 101).

Approver ticket

Campaign Manager A ticket sent to a user, role or resource manager

Approver (depending on the campaign type). It contains the
list of entity links that the entity's manager
(Approver) has to approve. Each individual link can
be approved, rejected or reassigned by the ticket
owner to another approver. For more information
see Campaign Approver Tickets (see page 131).

Info-ticket Link Gives notice and supplies relevant information about
[Entity1]-[Entity2] specific situations in the ticket life cycle (for
Delete Link example. the termination of an approval process).
[Entity1]-[Entity2] For more information see Info-tickets (see page 91).
Approval Process Approval Root A ticket generated after a campaign is stopped or

Root ticket

completed. This ticket tree includes the Approver
tickets associated with the campaign's rejected links
that are being sent for review to the managers of
the linked entities. For more information see
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Name

Ticket Type(s)

Description

Approval Process Tickets (see page 151).

Rejected-Link
Parent ticket

Delete Link [Entity1]-
[Entity2]

A ticket generated after a campaign is stopped or
completed. This ticket is the specific rejected link's
manager ticket. For each pair of Approver tickets
sent to the link's entity managers, there is a parent
ticket, thus creating a sub-tree for each rejected
link. For more information see Approval Process
Tickets (see page 151).

Approval Process
Approver ticket

Delete Link [Entity1]-
[Entity2]

A ticket generated after a campaign is stopped or
completed. The rejected links are sent for
re-evaluation to the managers of the linked entities.
For example, a link between a role and resource will
generate tickets to both the role manager and the
resource manager. The Approver Ticket can be
escalated/delegated to another approver by the
ticket owner. For more information see Approval
Process Tickets (see page 151).

Consult ticket

Delete Link [Entity1]-
[Entity2]

A ticket generated when an Approver wishes to
consult with another user, regarding the specific
rejected link. For more information see Approval
Process Tickets (see page 151).

Self-Service
Approval Process
Root ticket

Approval Root

The Self-Service request root ticket. A ticket
generated when a self-service process requires
approval from entity managers. For more
information see Running Self-Service Tasks (see
page 197).

Self-Service Link This ticket is the specific Self-Service request
Request Parent [Entity1]-[Entity2] manager ticket. For each set of Approver tickets
ticket Delete Link generated for a Self-Service request, and sent to the
[Entity1]-[Entity2] link's entity managers, there is a parent ticket, thus
Update Role creating a sub-tree for each rejected link.. For
P more information see Running Self-Service Tasks
(see page 197)and Role Definition Tickets (see
page 261).
Self-Service Link The Approver-tickets generated when a self-serviced
Approver Ticket [Entity1]-[Entity2] process requires approval from entity managers.
Delete Link For more information see Running Self-Service Tasks
[Entity1]-[Entity2] (see page 197).
Update Role
Self-Service Consult Link The ticket generated when a self-serviced process
ticket [Entity1]-[Entity2] Approver wishes to consult another user regarding
Delete Link the specific request. For more information see

[Entity1]-[Entity2]

Running Self-Service Tasks (see page 197).
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Name Ticket Type(s) Description
Update Role

Task Task A ticket generated when a specific task needs to be
performed, usually as part of a larger procedure. For
example, defining a new role's manager
(accountable). For more information see Role
Definition Tickets (see page 261).

Notification Notification A task ticket that is generated for the purpose of

passing information.

Import/Export ticket

Import/Export A ticket generated when an import or export event
runs. For more information see Running a Connector
(see page 357).

Error ticket

Error Ticket generated when system error occur. For more
information see Troubleshooting (see page 391).

Ticket State

The following lists the various possible ticket states:
New
Indicates a new ticket that hasn't yet been opened by the user.
Open
Indicates that the ticket has been opened.
Hidden
Indicates a ticket that is not visible to its assigned user.
Done
Indicates that the action referred to by the ticket has been completed.
Archived
Indicates that the ticket has been archived.
Canceled

Indicates that the ticket was canceled.
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Ticket Status

The following lists the various possible ticket statuses:
Active

Indicates that the ticket is active.
Completed

Indicates that the links listed in the ticket have been audited.
Delegated

Indicates that the ticket was delegated by a more-junior manager.
Done

Indicates that the ticket's job has been completed.
Escalated

Indicates that the ticket was reassigned to a more-senior manager.
In Progress

Indicates that the ticket is being processed.
None

Indicates that there is an error related to this ticket, so it cannot be
processed.

Pending Action

Indicates that the ticket is waiting for a user to take action.
Reassigned

Indicates that a link approval has been sent to another entity manager.
Rejected

Indicates that a link has been rejected.
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Ticket Tables

The Ticket Queue enables you to display and interact with tickets, that are
displayed in table format. You can view your own tickets and tickets that were
generated by you, even though they have a different owner. The columns are
customizable. The Ticket Queue menu provides a set of display filters. The
available filters are:

Open/New/Done

Presents tickets whose state is Open, New or Done.
New Tickets

Presents new tickets.
Overdue Tickets

Presents the tickets whose end date has already passed.
Approver Tickets

Presents the current user's Approver tickets. This is most relevant to
Administrators who can view their own tickets, and the Approver tickets
associated with campaigns they own.

Campaign Tickets
Presents Campaign tickets.
Archived Tickets

Presents tickets that were sent to be archived.

Enterprise Role and Compliance Manager eureRIfy

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration
Ticket Queue >

Logout DOMAIN\Cooper Amos

P ID Tite State Status  Children Type Received Owner Previous Owner
. Campaign oy Cooper Amos
872 User Certification - Cooper Amos (User Review) New Pending 19 Manager ?%;12221008 (DOMAIN\Cooper

Action Approver Amos)

Campaign i Cooper Amos
Manager %%]15420008 (DOMAINY Cooper
Approver ~7T Amos)

717 Role Certification - Cooper Amos (Role Certification) Hidden :gg:?g

[

After selecting a display mode from the menu, you can interact with the
tickets. You can:

m  Expand a closed ticket-tree.

m  Collapse an open ticket-tree.

m  Click the owner's hyperlink to view the owner's data card.
m  Sort the table based on one of the table's columns.

m  Click the ticket title and open the Ticket Properties Form in a separate
browser window. Here you can perform various operations, depending on
the ticket type.
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More information:

Sorting a Data Table by Column (see page 27)
Main Screen Layout (see page 77)
Main Screen Operations (see page 79)

Main Screen Layout

The Ticket Queue screen contains the following main features:
Menu Bar
Provides the Ticket Queue functionality.

Ticket table

Presents the various tickets.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser
Ticket Queue = Open/NewyDone Tickets

P j0] Title State Status Children Type Received  Owner Pravious Owner

Reporis

Administration Logout DOMAIN\Cooper Amos

User Approval Request to delete resource Delete e Cooper AMmos
P 1o LIGSYS, TSSCREDIT, TSS50 (Top Secret on MVSCREDIT) New f\‘iggﬁg 0 Lk User- 2571212008 (pouamConper
from user A... Resource ~7°7"" Amos)
Delete Cooper Amos
User Approval Regquest to delete role RACF - Developers Pending ! _29/12/2008 AT
P 1o (Characteristic Rale (100.0%) - Min 50%) from... Open 4 chon B Lk User-35.47:5p  (DOMAIN\Cooper
Rola Amos)
User Approval Request to delete resource Delete 9] Cooper Amos
P 1m0 TESTDEV,RACFTEST,RACF22 (Test RACF) from user  Open i‘igggg 0 Link User- igii;:iﬂug (DOMAIN\Coopar
Keren Cindy (... Resource ~~ 7 Armios)
Campaign Cooper Amos
925 Role Certification - Cooper Amos (Role Checkup) Open iiggpg 1 Manager 3?113"’22303 (DOMAIN\Cooper
Approver ~ T Amas)
. § . . 21/12/2008 Eurekify Admin (AD1
834 (3 Resource certfication (User Certification) Qpen In Progress 8 Campain 135006 Cooper Amos \EAdmin)
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The menu bar provides three functions:
m  Search
m  Customize

m  Refresh

Users that were linked to the Eurekify Admin Role, have an additional option:

m  User View/Admin View

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration
Ticket Queue = Openy’ {

eureify

Logout AD1\EAdmin

P‘ j b Title State  Status Children  Type Received
1240 £ End of 'Year Resource Review (Resource Certification)  Mew ;ecgg:?g 5 Campaign ?é’gé"i‘ﬂﬂg
P 1158 23 user Review Approval Root Requast Open In Progress 17 aupopgmfal 5235229008
1111 3 Role Review (Role Certification) Cpen gigg::g 15 Campaign fggf%ﬂus
916 (3 Role Checkup (Role Certification) Open In Progress 15 Campaign 2?‘1’11323908

Owner

Eurekify Admin
(AD1\EAdmMIn)
Eurekify Admin
Eurekify Admin
(AD1\EAdmMIN)
Eurekify Admin
(ADIN\EADmMINY

Previous Owner

The tickets are displayed in table format. The table is fully customizable and
you can use the Customize function to select the columns (fields) that will

appear in the tables and their order.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration
Ticket Queus = Jpery

Logout

DOMAIN\Cooper Amos

P ID Title State Status  Children Type Received
: Campaign 54 1454
872 User Certificztion - Cooper Amos (User Review) MNew Pen_dlng 19 Manager 21",]25 2008
Action A 12:51:21
pprover
TR L Pending . 21/12/2008
£ 1] tion) Lot
834 3 Resource certffication (User Certification) Open Action 9 Campaign 12:29:06

Owner

Cooper Amas
(DOMAIN\Cooper
Amos)

Cooper Amos

Previous Owner

Eurakify Admin (AD1
\EAdmIn)

The default structure of the Ticket Queue table contains the following columns:

Field Description

P" Marks an overdue ticket.

Ticket ID Each ticket has a distinct ticket ID number.

Title The ticket title.

State The ticket’s state.

Status The ticket’s status.

Children The meaning of this number depends on the ticket

type. For campaign-owner tickets, this provides the
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Field

Description

number of Approvers assigned to a specific
campaign. For Approver tickets, this provides the
number of entities listed in the ticket, whose links
need to be reviewed.

Type

Provides the ticket type.

Received

Provides the date and time when the ticket was
received.

Owner

The owner of the specific ticket. The functionality of
the ticket changes according to who is viewing the
ticket. Only the owner will have access to all the
functions available for the specific ticket type.

Previous Owner

During campaigns or approval processes, tickets
may be delegated/ escalated to other managers. If a
ticket was sent to the owner from another user, that
user’s name (not the current owner) appears in this
field.

As the Ticket Queue table can be customized, the columns that appear in the
Ticket Queue table may be different than those presented here.

More information:

Administrator View / User View (see page 82)

Customizing a Data Table (see page 22)

The Tickets Pane (see page 64)

Main Screen Operations

The Ticket Queue menu bar provides five functions:

m  Search

m Customize

m  User View/Admin View

m  Refresh

m  Clear Filter (appears only when a Search filter has been activated)

This section covers the following topics:

m  Search/Clear Filter

m  Refresh
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More information:

Customizing a Data Table (see page 22)
Administrator View / User View (see page 82)

Searching the Ticket Queue Table

Besides the basic filtering done by the Ticket Queue menu options, you can
search for a ticket that matches a specific query. The search is performed on
the tickets in the current table.

Search Tickets
Find tickets that match these criteria:

Status | EQUAL # || Pending Action bl
Add Conditi

OK Cancel

The query can include one or more filter statements. Each rule consists of the
following fields:

Field Description
[Column This drop-down box provides a list of possible
name] columns. You can select any column that appears in

the drop-down list, even if the column is not currently
visible in the Ticket Queue table.

Filter The following filtering functions are available:
functions

m  Equal

m  Greater

m Less

m  Between
m In

m Isnull

m  Is not null
m  Not equal

m Like

[Item] Based on the column name, you can select an item
from a drop-down list, or enter free text.
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Field Description

For example:

m If the column name is Status, you can select
Pending Action from the drop-down list.

m If the column name is Owner, you can enter free
text.

The Search Ticket window provides two functions:
Add Condition

Allows you to add an additional filter rule to the search criteria. The
dependency between the rules is that all the criteria must be met (AND) in
order for a record to be located.

Delete

Allows you to delete the filter rule located next to the button.

Search Tickets
Find tickets that match these criteria:

Status || EQUAL % || Pending Action
Owner || EQUAL b

0K Cancel

L
Add Conditi

Note: The search only checks the top-most ticket in each ticket tree within the
Ticket Queue.
To search the Ticket Queue's table
1. Click Search on the Ticket Queue's menu bar.
The Search Ticket screen opens in a separate browser window.
2. Create a rule by making selections from the search fields.
Click Add Condition to add additional rules.
3. Click OK when you are satisfied with the query you have generated.

4. If there are tickets that match your filter statements, they appear in the
ticket table. The Clear Filter button is added to the Ticket Queue's menu

bar.
P I  Title State Status Children Tyq
465 [ L2 User Certify Dec 2008 (User Certification) Open In Progress 9 Can
L . - ) Can
- Cartification - Eurekify - Certify
466 I__Ijgi|0539|_|nca_|0n Eurekify Admin (User Certify Dec e I?a:ld!ng 1 Mar
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Refresh

Administrator

5. Click Clear Filter to return to the original filtered (by Ticket Queue menu
options) ticket table.

The Refresh button lets you update the contents of the current ticket table. It
is especially useful following the performance of actions that change the
ticket's state and/or status.

Click Refresh to update the ticket list displayed on screen.

View / User View

The Admin View/User View button allows you to toggle between two views of
the Ticket Queue:

User View

The standard Ticket Queue features available to all users (dependent on
their permissions).

Admin View
Allows you to view all the campaign tickets in the system, even those that

were created by other managers.

The Admin View option is only available to the super administrator. The
buttons will only appear for users that are linked to the role defined in
Eurekify.properties as the system administrator role. The default,
out-of-the-box option is:

sage.admin.role=Eurekify Admin Role
More information:

About Security & Permissions (see page 381)
Eurekify Properties (see page 409)
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The Ticket Properties Form

When you click on a ticket listed in the ticket queue the Ticket Properties Form
for that ticket opens in a separate browser window. The content of this screen
depends on the type of ticket you are viewing.

st Propertie 0 do arne plore =

'. http:flocalhast:8080feurekify tmsfuifPwicket: bookmarkablePage=:com, eurekify . tms. web. template . Def aulk TicketP ageticketId=465 hd
- C i

Ticket Id: 465 Owner: Eurekify Admin (AD1)] Previous Owner: BER

Due Date: 01/01/2009 00:00:00 Priority: LETER State:

Modified Date: [15/13/2008 18:41:40 Date Created: [16/15/2008 18:37:42

Title: User Certify Dec 2008 (User Certification)

Description: User Certification Campaign for the end of 2008

Universe: Portal Campaign Type: USER AUto Generate Permissions: true
Configuration: Model2_ConfigWithRoles Link Fifter: Direct, Dual
Audit Card: Entity Filter: Mo Filter
Attachments:
Comments:
Campaign Management
Start Campai | SiopCampaign | Restai Campaign | Archive

.
I‘ Add Comment Add Attachment View Transaction Log View Children =>

@ Internst H 100w -

The screen presents you with both data and functionality.

The top part of the screen is always the same and contains the ticket

information:

Field Description

<Ticket The type of ticket you are viewing appears in the screen's

Title> first line.

Ticket ID Each ticket has a distinct ticket ID number.

Owner The owner of the specific ticket. The functionality of the
ticket changes according to who is viewing the ticket. Only
the owner will have access to all the functions available for
the specific ticket type.

Previous During campaigns or approval processes, tickets may be

Owner delegated/escalated to other managers. If a ticket was sent
to the owner from another user, that user's name (not the
current owner) appears in this field.

Status Provides the ticket status.

Due Date Each ticket has a due date, by which the action(s) ascribed
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Field Description
to the ticket have to be performed.
Priority Shows the current priority level. The available options are:
m Low
s Normal
m  Rush
m__ Critical
Severity Shows the current severity level. The available options are:
m  Minimal
m  Medium
m Serious
m  Urgent
m__ Critical
State Shows the current ticket's state. The possibilities are:

m  New
m  Open
m Hidden
m  Done

m Archived

m Canceled

Modified Date

Shows the date and time when the content of the ticket was
last modified.

Date Created

Shows the date and time when the ticket was first created.

Title

The ticket's title.

Description

A description of the ticket.

More information:

Ticket Status (see page 75)
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General Ticket Functions

Ticket functionality depends on the ticket type and on the user who is viewing
the ticket. Every Ticket Properties Form has at least two active functions:

Save
Click to save any changes made to the ticket.

Close
Click to close the Ticket Properties Form browser window.
More information:

Running Campaign-owner Tickets (see page 101)
Campaign Approver Tickets (see page 131)
Running Self-Service Tasks (see page 197)

Advanced Ticket Functions

Advanced ticket functionality depends on the ticket type and is available only
to the ticket owner. Click Advanced at the bottom of the Ticket Properties

Form to access the advanced ticket functions.

et Properties Fo do arne plore O
& | httpi/flocalhost: G080/ surekify ftms/ui/?ricket:bookmarkablePage=: com surekify. tms, web, template, Default TickstPagetticket Id=534 v
- C; i -~
Ticket Id: a34 Owner: Cooper Amos Previous Owner: | rekify Admin (AD1) Status:

Due Date:  [15/01/2009 an:0:0q Proity: Sl S

Modified Date: 33/13/2008 17:13:01| Date Created: 5115 /5008 12:29:06
Title: Resource certification (User Certification)
Description: End of year review

Campaign Type: USER
Link Filter: Direct, Dual
Entity Fitter: No Filter

Universe: Portal Auto Generate Permissions:

Configuration: Model2_ConfigWithRoles
Audit Card:

|Attachments:
IComments:
Received Owner Hote
Delegated to Cooper Amos.

X 21/12/2008 12:29:06 Eurekify Admin (AD1YEAdmiIn}

Campaign Management
View Campaign Progress

IDone

]

(& € nternst & 100%
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Most non-info type tickets have the following functionality:

Add Comments

Click to add a comment to the ticket.

Add Attachments
Click to add an attachment to the ticket.

View Transaction Log

Click to view the ticket's transaction log.

Additional functions such as the option to view the ticket initiators, view
violations or view the relevant user depend on the ticket type.

& | http:)flocalhost:8080)urekify ftms juij ?wicket:bookmarkablePage=:com. eurekify kms.web. template., Def ault TicketPagedticketTd=1189

- Delete Link User-Resource
Ticket Id: 1189 Owner: Cooper Amos (DOMA] Previous Owner: Status: | pending Action v
Due Date: (357123008 18:47:19 PHOFItY: SR s

Modified Date: [p5/01/2009 14:05:15 Date Created: 39/12/2008 13:47:20

|

Title: User Approval Request to delete resource TESTDEV, RACFTEST,RACF22 (Test RACF) from user Keren Cindy (77292450)

Description: |ser Approval Request to delete resource TESTDEV,RACFTEST,RACF22 (Test RACF) from user Keren Cindy (77292450) - Request was
subrritted on Universe Portal from User Review.

=< Less Details

onfiguration Name: Model2_ConfigWithRoles
Person ID: 77292450
Resource Namel: TESTDEV
Resource Name2: RACFTEST
Resource Name3: RACF22

pproval Process Result:

Add Comment Add Attachment View Transaction Log View Initiators View Violations
3
2

Inkernet H100% -
3 @ 3

More information:

Running Campaign-owner Tickets (see page 101)
Campaign Approver Tickets (see page 131)
Approval Process Tickets (see page 151)
Info-tickets (see page 91)
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Add Comment

Using this function you can add specific comments in free style text This is in
addition to system comments that may be added during a ticket's life cycle, for
example, during a campaign, a comment is added when a campaign is

delegated.
et Properties Fo do arne nlore O
<., http:jflocalhost: 5080 eurekify/tms/ui/Twicket interface=:15:1:: i
Add Comment
Owner:
Note:
Done [d €D internet H100% v
All the comments appear in the Comment's table.
et Properties Fo do ernet Explore m|
' httpijilocalhost: 8080/ eurekify fkmsjuifwicketinterface=116:111 w
~

— Campaign
Ticket Id: 835 Owner: Eurekify Admin (AD1} Previous Owner: Status: | pending Action |+
Due Date: [15/01/2009 00:00:0g Prionity: ST state:

Modified Date: |51 33008 13:28:43 Date Created: 3/15 /5008 12:51:21

Title: User Review (User Certification))

Description: End of year user audit

[ ciose | Delegate Escalate

Universe: Portal Campaign Type: USER Auta Generate Permissions: true
Configuration: Model2_ConfigWithRoles Link Fiter: Direct, Dual
Audit Card: Entity Filter: No Filter
Attachments:
IComments:
Received Owner Note
X 21/12/2008 13:24:06 Eurekify Admin End of year zudit

Campaign Management
Restart Gampalgn
Start Approval Processes View Campaign Progress

i

Internet: H 100% -
L @ s

IDUne
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The Comments table provides the following information:
Received

Provides the date when the comment was generated.

Owner

The name of the user who generated the comment.

Note: The content of the comment.

Next to each comment, you can see an X. Click X to delete the comment.

The Add Comment screen contains two fields:
Owner
Lists the name of the note owner

Note: Free style text.

To add a comment
1. Click Add Comment.
The Add Comment screen opens.
2. Enter the comment you want to make in the Note field.

3. Click Save.

The Executing bar appears. The new comment appears in the Ticket
Properties Form's Comment table.

et Propertie 0 do erne plore Ll

<., http:flocalhost 8080/ surekify s juifFwicket:interface=:16:::: N
- C: i s
Ticket Id: 835 Owner: Eurekify Admin (AD1) Previous Owner: Status: | pending Action |+

Due Date:  [15/01/2009 00:00:00 Priority: IR Slate

Modified Date: |31/17/3008 13:28:43 Date Created: [31/17/3008 12:51:21)

Title: User Review (User Certification)

Description: End of year user audit

Universe: Portal Campaign Type: USER Auto Generste Permissions: true

Configuration: Model2_ConfigWithRoles Link Fiter: Direct, Dual

Audit Card: Entity Filter: No Filter

Attachments:

IComments:

Received Owner Note
X 21/12/2008 13:24:06 Eurekify Admin End of year audit
Campaign Management

[ senCampaign | swopCarpaign | Restart Campaion
| Start Approval Processes View Campaign Progress
| a
IDone 3 € rnternet H 100% v
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Add Atachment

An advanced ticket feature that allows you to attach a file or URL to a specific
ticket. Next to the listed attachment(s) you can see an X. Click X to delete
the attachment.

(= Ticket Properties Form - Windows Internet Explorer |;”§|[z|
w

'. hittp: fflocalhost: 8080/ eurekify/tms/uif Pwicket:inkerface=:17:11

Add Attachment

MName:

Url: |httpy//f

File:| |[ Browse...

Joore [ €D tneernet H100% v

The Add Attachment screen contains three fields:

Name

Lists the attachment name. When the attachment is a file, the file name is
listed.

URL
The URL to be listed as an attachment.
File

The file to be attached. You can use the Browse button to locate the file.
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To add an attachment
1. Click Add Attachment.
The Add Attachment screen opens.
2. Tolink to a URL: enter the URL in the URL text box.
3. To attach a file: enter the file name or locate it using the Browse option.

4, Click Save.

The Executing bar appears. The URL/file appears in the Ticket Properties
Form under Attachments. You can open the URL or file by clicking on the
provided link.

ﬂ; Ticket Properties Form, - Windows Internet Explorer

& | http: fflocalhost: 8080 eurekify fims fuif fwicketinkerface=:Z:

Campaign

Ticket1d:  [1320 Owner: Eurekfy Admn (AD1) Previous Owner: SRR
Due Date: 31/01/2009 00:00:0¢| Priority: LEIEEE State:
Modified Date: |gg/01/2009 00:30:57, Date Created: 5g/01/2009 00:19:03
Title: New Year User certification (User Certffication)
Description:

Certify users, beginning of new year

IESES S Escalate

Universe: Portal Campaign Type: USER Auto Generate Permissions: true
Configuration: Model2_ConfigWithRoles Link Filter: Direct, Dual
Audit Card: Entity Fitter: No Filter

Attachments: X Gooagle X Read me.doc
Comments:
Campaign Management

PSERCHEEGR] _ stop Campaion | INNSSERESRBSONIN Archive |
[ SERSRIRGEESE ] view Campaign Progress

»

b

Done [# & ntermet H100% -

View Transaction Log

The transaction log provides a history of the ticket-related actions executed
since the creation of the ticket.

p://localhost: BOBO/eure et: bookmarkablePage-34popuppagemap_Popup do om. e do e |
& | http:fflocalhost: 6080 eurekify ftms/uifPwicket:bookmarkablePage=34popuppagemap_Popup'Window: com. eurekify .tms . web.common, Popup'Window&TICKET_ID=8348ACTIO ¥
~
View Transaction Log
Date User Action Message
22/12/2008 17:13:01 DOMAIN\Cooper Amos [GUI]SAGE:startCampaign Start Campaign pressed.
22/12/2008 17:13:01 DOMAIN\Cooper Amos StatusChangeCmd status changed from : Pending Action to SAGE:InProgress and state OPEN
[oese | L
M
Done [ €D Inkernat H100% -
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The View Transaction Log table provides the following information:
Date
The date when the transaction took places.
User
Full user name.
Action
The type of action taken.
Message

A full description of the action taken.

To view the campaign's transaction log
1. Click Advanced at the bottom of the Ticket Properties Form.
2. Click View Transaction Log.
The View Transaction Log table opens in a separate browser window.

3. Click Close to close the pop-up.

Info-tickets

Info-tickets provide users with notification of changes made to the system's
configuration files. For example, when a role definition is updated, the role's
manager is informed of the changes.

- Delete Link User-Role

Ticket Id: 570 Oowner: Herman Barbara (DO, Previous Owner: Status: | pending Action v
Due Date: 18/12/2008 18:51:50] Priority: Severity: State:

Modified Date: |1g/13/2008 13:52:39 Date Created: |15/12/3008 13:51:50

Title: Request to delete role Movell - HR Application (Characteristic Role (40.02:) - Min 40%) from user Movell - HR Application (Characteristic Role

Description: | The raquest to delete role Novell - HR Application (Characteristic Role (40.0%) - Min 40%) from user Goid Wilam (84847310) was rejected
from User Certify Dec 2008

Add Comment Add Aftachment View Transaction Log View Initiators
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The info-ticket type is the same type as the ticket that was its origin. For
example, an info-ticket sent following an approval by both a role manager and
a user manager of a request to delete the link between the user and role will
be of the type Delete Link User-Role.

P ID Title State  Status  Children Type Received Owner Pl
_ Reqguest to delete role Movell - HR. Application Delete 1 Herman Barbarz
570 (B (Characteristic Role (40.0%) - Min 409%) from user Hew i;”lgl'gg 0 Link }gélzszoo D8 (DOMAIN\Herman
Mov... - User-Rale =77 Barbara)
P Delete 19
. Consult User Request to delete role BASIC ROLE (Basic ;. Pending . 18/12/2008 " Har
567 rale - for 2l users that have access to IT) ... Mew Action o IEIIS-:'-RDP 13:45:08 Hermian Barbara

Receiving an Info-Ticket

The following lists who receives an info-ticket and under what conditions:
Approval Process Owner
When an approval process has been completed.

Approver

When an approval process has been completed. As each approval process
is submitted to two approvers, two such tickets are generated.

User

The user whose provisioning has been altered by the approval process is
notified.

Role/Resource manage

The manager of the role/resource that has been updated is informed of the
change(s).

As the ticket that was the origin of the modification of the universe's
configuration can be of various types, the list of users can be longer or shorter,
depending on whether one user has more than one role (a user is both the
Approval Process owner and the user affected by the change), or if the ticket
was delegated/escalated during the process.
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General Info-Ticket Functionality

Info-tickets provide you with the following General functionality:
Close
Closes the ticket.
Save
Saves the changes made to the ticket.
Delegate

When you want to share the info-ticket's information, you can transfer the
ticket to another manager.

Escalate

When you want to share the info-ticket's information, you can transfer the
ticket to another manager.

Acknowledge
Click after reading the information provided by the info-ticket. The
info-ticket is archived.

More information:

Delegate (see page 157)
Escalate (see page 154)

Chapter 6: Tickets and the Ticket Queue 93



Info-tickets

Delegating an Info-Ticket

This function lets you transfer the info-ticket to another manager, thus sharing
important information. Once you have transferred the selected ticket to the
new ticket owner, the original ticket is archived and will no longer appear in
your list of active tickets. Only the current ticket owner can delegate a ticket.

When a ticket is delegated, a new ticket is generated with the new owner listed
in the Owner field and the manager who delegated the ticket(s) is listed in the
Previous Owner field.

et Properties Fo do erne plore O
& | http:fflocalhost :B0&0 eurekify tms/ul/7wicket:bookmarkablePage=: com. eurekify, tms. web, template  DefaultTicketFagetticketId=1624 w
- Delete Link User-Role ~
Ticket Id: 1824 Owner: Herman Barbara Previous OWNer: |gam sas (Eurekify\Ral Status: | pending Action v
Due Date: 19/01/2009 22:47:43 Priority: Severity: State:
Modified Date: |1g/01/2009 23:25:2¢ Date Created: |1g/01 /2009 23:11:22

Title: User Approval Request to delete role Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%) from user Rodney Sergio (75676560)

Description: | yger Approval Request to delete role Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%) from user Rodney Sergio
(75676560) - Request was submitted on Universe Demol from Link of Team to Role(s).

/Configuration Name: Model_ConfigWithRoles

Person ID: 75676560

Role Name: Organization=Database Administratars
|Approval Process Result:

Comments:
Received Owner Note
X 19/01/2000 23:11:22 Rami Sas (Eurekify\Rami) Escalated to Herman Barbara.

| . i

IDone [% € ntemnet #100% T

A comment is generated stating that the ticket has been Delegated to [current
owner]. This comment appears in both the old ticket and in the new ticket.

When viewed in the original ticket owner's Archive screen (Ticket Queue,
Archived tickets) the old ticket and the new ticket create a hierarchal tree in
which the original ticket (the Status is set to Delegated) is the root ticket and
the new ticket is the next node.

Enterprise Role and Compliance Manager

Home  TicketQueue  Dashboards  Selff Service  Entity Browser  Reports  Administration ot BT
Ticket Queue

> b itle

i

Arct 15

State Status  Children Type  Received  Owner Pravious Owner

oval Request to delete role Delete
Database Administrators (Characteristic  Archived Escalated

. 19/01/2009  Rami Sas
dnkUser- 17:47143 (Eurekiy\Ram)

User
P> 1778 B & Orgenizati
Role (.

Delete
Link User-
Role

User Approval Request to delete role
P 1524 Organization=Database Administrators (Characteristic Hew
Role (100....

Pending

19/01/2009 Rarmi 525
Action Herman Barbara

23:11:22 (Eurekify\Ram)
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To delegate a ticket, select a user from the list of appropriate users.
IS

£~ Browse Tickets - Windows Internet Explorer

urekiFy ftmsif P ace=19iii
- ~
|Find Escalate Users

Where | Choose Field | contains and

Where | Choose Field | contains and

Where | Choose Field | contains
Showing 1 to 30 of 140 W A412345F B

Userllame Organization OrganizationType Email Location Title

O Rodney Sergio Database Administrators Corporate 75676560@company.com DB Developer

© Moris Bill System Management Corporate 47868650@company.com Developer

) Rolen Dave Finance Corporate 98383770@company.com Accountant

O Fred John System Management Corporate 86544420@company.com Developer

0 DeerAlex Fifth Ave Branch Branches 91238730@company.com Branch Officer/Clerk

O Goid Wiliam Human Resources Corporate 84847310@company.com Psychologist

© Sharon Johnson Fifth Ave Branch Branches 89123470@company.com Branch Officer/Clerk

) Moos Steve Human Resources Corporate 87623450@company.com HR Officer

© RojerDave Stamford Branch Branches 88490390@company.com Branch Officer/Clerk

(O steiven Pat System Management Corporate 45489940@company.com Security Admin Manager e
Done @ Internet #100% -

The Find Delegate Users screen is divided into two sections:
The filter

Located in the window's header. The filter lets you narrow down the list of
proposed approvers.

The proposed users

This table presents a pre-filtered list of users who can receive the
delegated approval task(s). This list can be filtered to aid in finding a
specific user.

The names listed in the proposed users list are governed by several default
property filters of the type:

tms.delegate filter

To delegate a ticket
1. Click Delegate in the ticket's Ticket Properties Form.
The Find Delegate Users screen opens.

2. Select a name from the list. You can use the filter option to reduce the
number of records listed in the table.

3. Click OK.

The Executing bar appears. The original ticket is archived and its status is
set to Delegated. A new ticket is generated. The ticket appears in the
target user's Ticket Queue.
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More information:

Add Comment (see page 87)
Filtering a Data Table (see page 24)
Eurekify Properties (see page 409)

Escalating an Info-Ticket

This function lets you transfer the info-ticket to a more senior manager, thus
sharing important information. Once you have transferred the selected ticket
to the new ticket owner, the original ticket is archived and will no longer
appear in your list of active tickets. Only the current ticket owner can escalate
a ticket.

When a ticket is escalated, a new ticket is generated with the new owner listed
in the Owner field and the manager who escalated the ticket(s) is listed in the
Previous Owner field.

et Properties Fo do erne plore =

& | http:fflocalhost :B0&0 eurekify tms/ul/7wicket:bookmarkablePage=: com. eurekify, tms. web, template  DefaultTicketFagetticketId=1624 w
- Delete Link User-Role ~
Ticket Id: 1824 Owner: Herman Barbara Previous OWNer: |gam sas (Eurekify\Ral Status: | pending Action v

Due Date: 19/01/2009 22:47:43 Priority: Severity: State:

Modified Date: |1g/01/2009 23:25:2¢ Date Created: |1g/01 /2009 23:11:22

Title: User Approval Request to delete role Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%) from user Rodney Sergio (75676560)

Description: | yger Approval Request to delete role Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%) from user Rodney Sergio
(75676560) - Request was submitted on Universe Demol from Link of Team to Role(s).

/Configuration Name: Model_ConfigWithRoles

Person ID: 75676560
Role Name: Organization=Database Administratars

|Approval Process Result:

Comments:
Received Owner Note
X 19/01/2000 23:11:22 Rami Sas (Eurekify\Rami) Escalated to Herman Barbara.

| . i

IDone

[% € internet 00 -
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A comment is generated stating that the ticket has been Escalated to [current
owner]. This comment appears in both the old ticket and in the new ticket.

When viewed in the original ticket owner's Archive screen (Ticket Queue,
Archived tickets) the old ticket and the new ticket create a hierarchal tree in
which the original ticket (the Status is set to Escalated) is the root ticket and
the new ticket is the next node.

Enterprise Role and Compliance Manager

Home  TicketQueue  Dashboards  Selff Service  Entity Browser  Reports  Administration ot BT

Ticket Queue = Arcf rs
> m  Tite State Status  Children Type  Received  Owner Previous Owner

User Approval Request to delete role Delete o
B> 1778 B & omen Database Administrators (Characterstic  Archived Escalated 1 Link User- 19/01/2008 RemiSas

Role (: Role 17:47:43 (Eurekify\Rami)

User Approval Request to delete role Delete
2l o . . aw  Pending 19/01/2008 |, Rami 535

P 1824 EE\’I‘]D ‘ISEIDHfDB'ZB\JBS, Administrators (Characteristic Mew Action 0 ;IQ‘E\JSEF 23:11:22 Hearman Barbara (Eurekify\Rami)

To escalate a ticket, select a user from the list of appropriate users.

(= Browse Tickets - Windows Internet Explorer ".7||'E‘E|
<7, http:iflocalhost: B08Djeurekify tms/uifPwicket interface=:9:11: v
- ~
|Find Escalate Users &
Where | Choose Field v| contains and
Where | Choose Field | contains and
Where | Choose Field | contains
Showing 1 to 30 of 140 M 4123450 B
Userllame Organization OrganizationType Email Location Title —
O Rodney Sergio Database Administrators Corporate 75676560@company.com DB Developer
© Moris Bill System Management Corporate 47868650@company.com Developer
) Rolen Dave Finance Corporate 98383770@company.com Accountant
© FredJohn System Management Corporate 86544420@company.com Developer
() DeerAlex Fifth Ave Branch Branches 91238730@company.com Branch Officer/Clerk
O Goid Wiliam Human Resources Corporate 84847310@company.com Psychologist
© Sharon Johnson Fifth Ave Branch Branches 89123470@company.com Branch Officer/Clerk
) Moos Steve Human Resources Corporate 87623450@company.com HR Officer
O RojerDave Stamford Branch Branches 88490390@company.com Branch Officer/Clerk
O Steiven Pat System Management Corporate 45489940@company.com Security Admin Manager e
Done @ Internet H100% -

The Find Escalate Users screen is divided into two sections:
The filter

Located in the window's header. The filter lets you narrow down the list of
proposed approvers.

The proposed users

This table presents a pre-filtered list of users who can receive the
escalated approval task(s). This list can be filtered to aid in finding a
specific user.

The names listed in the proposed users list are governed by several default
property filters of the type:

tms.escalate filter
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To escalate a ticket
1. Click Escalate in the ticket's Ticket Properties Form.
The Find Escalate Users screen opens.

2. Select a name from the list. You can use the filter option to reduce the
number of records listed in the table.

3. Click OK.

The Executing bar appears. The original ticket is archived and its status is
set to Escalated. A new ticket is generated. The ticket appears in the
target user's Ticket Queue.

More information:
Add Comment (see page 87)

Filtering a Data Table (see page 24)
Eurekify Properties (see page 409)

Advanced Info-Ticket Functionality

Info-tickets have standard advanced functionality.

= Ticket Properties Form - Windows Internet Explorer

<. http:/ flocalhost: 5080 eurekify tms/uifPwicket:bookmarkablePage=;com, eurekify tms. web template, Default Ticket Pagetdicket Id=1952 A
Link User-Role AlA

Ticket Id: 1982 Owner: Angel Ben (DOMAINY, Previous Owner: Status: | pending Action %

Due Dater - |30/01/2009 16:36:41] Prionity: el Slats

Modified Date: |15/03/2009 16:09:10 Date Created: 30/01/2009 11:36:42

Title: Request to add role Organization=0perations (Characteristic Role (100.0%) - Min 40%) to user Organization=0perations (Characteristic Role

Description: | The request to add role Organization=0perations (Characteristic Role (100.0%) - Min 40%) to user Angel Ben (67283470) was rejected - Re
Universe Portal from Link of Team to Role(s)

I Add Comment Add Attachment View Transaction Log View Initiators e
I [ €D nternet w00 v
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Info-tickets provide you with the following Advanced functionality:
Add Comment
Manually add a comment to the ticket.
Add Attachment
Add an attachment or URL to the ticket.
View Transaction Log

The transaction log provides a history of the ticket-related actions
executed since the creation of the ticket.

View Parent
Opens the current ticket's parent's ticket.
View Initiators

View of list of the users who launched this ticket.
More information:

Add Comment (see page 87)

Add Attachment (see page 89)
View Transaction Log (see page 90)
View Parent (see page 163)

View Initiators (see page 162)
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Chapter 7: Running Campaign-owner
Tickets

Campaigns utilize CA Eurekify Role & Compliance Manager auditing tools to run
a certification and attestation process. A campaign generates tickets for the
designated approvers in the enterprise so that they can certify that the
granted privileges comply with the business and regulatory needs, and are not
over-allocated. Campaigns are used not only in the cleansing phase, but for
periodic certification as required by law and various regulatory bodies.

Two types of tickets are generated for a campaign:

m  Campaign-owner tickets

m  Campaignh Approver tickets

When a campaign is first created a campaign ticket is generated. This is the

campaign-owner ticket. This ticket appears in the campaign-owner’s Ticket
Queue.

Enterprise Role and Compliance Manager eUI'eRIfY

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin

P ID Title State  Status Children  Type Received owner Previous Owner
. e . Pending . 16/12/2008 Eurekify Admin
465 £ User Certify Dec 2008 (User Certification) Mewy Action 9 Campa|gn18:3?:42 (AD1\EAdMmIn)
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The campaign-owner ticket is structured as a tree where the top level (that is.
the root-ticket) is the owner’s ticket and the branches/leaves are the
approvers’ tickets. The Children column (when visible) in the campaign’s
root-ticket row, provides the number of Approvers assigned to a specific
campaign. A campaign-owner can also be an approver, but it is not required. If
there are entities that do not have assigned managers, their links will be sent

to the campaign administrator for approval.

P ID Title State Status Children Type Received Owner Previous Owner
= ) - A e _— Pending - 16/12/2008 Eurekify Admin
465 B |2 User Certify Dec 2008 (User Certification) Mew Action g Campa|gn18:3?:42 (4D1\EAdmin)
X . L A . . Campaign T
User Certification - Eurekify Admin (User Certify Dec ) Pending 16/12/2008 Eurekify Admin
466 by ! - ! Hidden ) 1 Manager ;. 550 PP S,
2008) Action Anprover 18:37:43 (AD1\EAdmIn)
. . " ra . . Campaign Herman Barbara
tification - rtify . 12/ .
468 ;IS?SE}El_mca tion - Herman Barbarz (User Certify Dec Hidden iec;;l::g 18 Manager %g%?fgﬂs (DOMATN\Herman
4 Approver 70" Barbara)
X I ey [ . . Campaidn | -4+ Purple Mary
487 gaa|8$2|t|rlcat|on Purple Mary (User Certify Dec Hidden iecg;l::g 10 Manager %g%?iﬂﬂs (DOMAIN\Purple
! Approver ~ -7 Mary)
X I X . X . Campaidn 4 -4, Goodrman Bruce
408 gaa|8$2|t|rlcat|on Goodman Bruce (User Certify Dec Hidden iecgg::g 3 Manager %g%?iﬂﬂs (DOMATN\Goodman
) Approver =7 Bruce)
X e . . . . Campaign Cooper Amos
tiication - t 12/ (
502 gaag?enmca_mn Cooper Amos (User Certify Dec Hidden ieclgig:jng 18 Manager %g%?iﬂﬂs (DOMATN\Cooper
! Approver =770 Amos)
. imdin - . ; Campaidn 4 -4, Schwarts Barry
522 gaa|8$2|t|rlcat|on Schwarts Barry (User Certify Dec Hidden iecg;l::g 5 Manager %g%?iﬂﬂs (DOMATN\Schwarts
: Approver =T Barry)
. Campaidn 4 -4, Katz Mancy
528 User Certfication - Katz Nancy (User Certfy Dec 2008) Hidden  henond 4 Manager 10122098 (pomAmKatz
Approver =7 Mancy)
. Campzign e
= [E icar morrificgting o1 g o0 (llcar Corkifs Nos 20080 Hiddar Pending Marzngr 16/12/2008 LeviJay
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As the campaign proceeds and links are approved or rejected, reminders are
sent and other tasks are performed, changing the content of the tickets and/or
their State and Status. A campaign-owner can see all the tickets generated
by the campaign, and can therefore follow the campaign by navigating the
campaign’s ticket tree.

]
Enterprise Role and Compliance Manager eureklfy
Home Ticket Queue Dashboards Self Service Reports Administration Logout AD1\EAdmin
Ticket Queue > Campaign Tickets
P j0] Title State Status Children Type Received  Owner Previous Owner
R . N _— Pending 25/12/2008 Eurekify Admin
1111 (2 Role Review (Role Certification) Mews Action 15 Campaign | gioaiyy (AD1\EAdmin)
. e . 23/12/2008 Eurekify Admin
916 [ L2 Role Checkup (Role Certfication) QOpen  In Progress 15 Campaign;y'iass (AD1\EAdmin)
. Campaign
I . N L Pending y 23/12/2008 Flag Lee
917 Role Certification - Flag Lee (Role Checkup) Mew Action 3 g;;iog\gr 3114:24 (DOMAIN\Fiag Las)
. Campaign .
- . . N _— Pending 23/12/2008 Garr Jim
921 Role Certification - Garr Jim (Role Checkup) Mew Action 1 E;;?Dg\gr 31-14:24 (DOMAIN\Garr Jim)
. Campaign 4o 44, Hope Collin
923 Role Certification - Hope Colin (Role Checkup) Mew iitnig::g 1 Manager 3?;522‘?08 (DOMAIN'Hope
Approver TTTT Collin}
. Campaign o4 45, Cooper Amos
925 Role Certification - Cooper Amos (Role Checkup) Mew gectnig::g 1 Manager 3?11522308 (DOMAIN\Cooper
Approver =7 Amos) B
. Campaign 54,44, Keren Cindy
927 Role Certification - Keren Cindy (Role Checkup) Mew iitnig::g 3 Manager gfﬁgfos (DOMAIN'Keren
Approver T Cindy)
Campaign 54 454 ‘Yoham Anne
931 Role Certification - Yoham Anne (Role Checkup) Mew ;Ectnig::g 1 Manager Sf"_llf;‘zzfng (DOMAINYYoham
Approver ©T T Anne)
Campaign 54,44, Herman Barbara
933 Role Certification - Herman Barbara (Role Checkup)  Open Completed 2 Manager gfﬁgfos (DOMAIN'\Herman
Approver TTTT Barbarz)
__ Danding Campaign 5155000 Steiven Pat
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Note: A campaign has to be manually started by the campaign-owner.

When you create a campaign and the campaign ticket is first created, its state
is listed as New. After you open the ticket for the first time, its state is
changed to Open. There are various actions a campaign-owner can take prior
to starting a campaign (for example, escalate a campaign). The Approver
tickets are listed as Hidden until you start the campaign. Once you start the
campaign, the approvers can see the campaign tickets in their own ticket
queue. A campaign can be manually stopped by the campaign-owner and later
restarted if necessary. The campaign-owner can choose to archive a campaign
ticket when he/she is done with it.

The status column provides additional information. When you first create a
campaign, the status is Pending Action. After you manually start the campaign,
the status changes to In Progress.

As the campaign-owner, you can open any ticket that appears in your
campaign tree. You can therefore open Approver tickets and reassign the
processes/links/entities listed within.

When you click on the campaign-ticket title, the top level of the campaign tree,
the Ticket Properties Form opens in a separate browser window.

= Ticket Properties Form, - Windows Internet Explorer _||'E|rg|

'. http: flocalhost: S080/eurekify ftms uif ?wicket:bookmarkablePage=:com. eurekify . tms . web . template, Def ault TicketPageticketId=465 e
Campaign

Ticket Id: 465 Owner: Eurekify Admin (AD1) Previous Owner: Status: | pending Action v

Due Date: 01/01/2009 00:00:00 Priority: Saverity: State:

Modified Date: |15/15/2008 18:41:40] Date Created: |15/15/2008 18:37:42

Title: User Certify Dec 2008 (User Certification)

Description: User Certification Campaign for the end of 2008

I Delegate Escalate

Universe: Portal Campaign Type: USER Auto Generate Permissions: true
Configuration: Model2_ConfigWithRoles Link Fiter: Direct, Dual

Audit Card: Entity Fitter: No Filter

Attachments:

Comments:

Campaign Management

View Campaign Progress

I Add Comment Add Attachment View Transaction Log View Children ==

€ Internet F100% T
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Campaign-Ticket data and general functions: Provides the ticket and campaign
information. This section also provides several high-level functions, such as
Close, Save.

= Ticket Properties Form, - Windows Internet Explorer

'. http: flocalhost: S080/eurekify ftms uif ?wicket:bookmarkablePage=:com. eurekify . tms . web . template, Def ault TicketPageticketId=465 e
Campaign

Ticket Id: 465 Owner: Eurekify Admin (AD1) Previous Owner: Status: | pending Action v
Due Date: 01/01/2009 00:00:00 Priority: Saverity: State:

Modified Date: |15/15/2008 18:41:40] Date Created: |15/15/2008 18:37:42
Title:

User Certify Dec 2008 (User Certification)

Description: User Certification Campaign for the end of 2008

I Delegate Escalate

Universe: Portal Campaign Type: USER Auto Generate Permissions: true
Configuration: Model2_ConfigWithRoles Link Fiter: Direct, Dual
Audit Card: Entity Fitter: No Filter

Attachments:

Comments:

Campaign Management

Siart Approval Procs

View Campaign Progress

I‘ Add Comment Add Attachment View Transaction Log View Children ==

€ Internet F100% T

Campaign Management provides the campaigh management functionality.

= Ticket Properties Form, - Windows Internet Explorer

'. http: flocalhost: 8080/ eurekify ftms uif ?wicket:bookmarkablePage=:com. eurekify . tms.web . template, Def ault TicketPagedticket Id=835 e
Campaign ~
Ticket Id: 835 Owner: Eurekify Admin (AD1) Previous Owner: Status: | pending Action v

Due Date: |15/01/2009 00:00:00) Priomity: S State:

Modified Date: |31/15/2008 13:00:50 Date Created: |51 )15/2008 12:51:21
Title:

User Review (User Certification)

Description: End of year user audit

Universe: Portal Campaign Type: USER Auto Generate Permissions: true
Configuration: Model2_ConfigWithRoles Link Fiter: Direct, Dual
Audit Card: Entity Filter: No Filter

Attachments:

Comments:

Campaign Management
[ cunCapaign | GiopCampaign ] Restart Campaign
Start Approval Processes

[roonces—|

IDone [# € mternet H100% v

w

Chapter 7: Running Campaign-owner Tickets 105



Info-tickets

Advanced provides additional functionality such as the ability to add comments
or attachments; view the transaction log or view the campaign children.

= Ticket Properties Form, - Windows Internet Explorer

*., http:fflocalhost: 3080 eurekify ftms fuij?wicket :bookmarkablePage=:com. eurekify . tms.web. template. Def ault TicketPagedticket Id=465 e
Campaign
Ticket Id: 465 Owner: Eurekify Admin (AD1) Previous Owner: Status: | pending Action v

Due Date: [31/01/2009 00:00:0d| Priomty: Severtty: T

Modified Date: |15/15/2008 18:41:40] Date Created: |15/15/2008 18:37:42

Title: User Certify Dec 2008 (User Certification)
Description: User Certification Campaign for the end of 2008

I Delegate Escalate

Universe: Portal Campaign Type: USER Auto Generate Permissions: true
Configuration: Model2_ConfigWithRoles Link Fiter: Direct, Dual
Audit Card: Entity Fitter: No Filter

Attachments:

Comments:

Campaign Management

Start Campaign
View Campaign Progress

I Add Comment Add Attachment View Transaction Log View Children ==

€ Internet F100% T

This section contains the following topics:

Campaign-Ticket Data (see page 107)

General Campaign-Ticket Functions (see page 111)
Campaign Management Functions (see page 117)
Campaign-Ticket Advanced Functions (see page 126)
Campaign Approver Tickets (see page 128)
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Campaign-Ticket Data

In the Ticket Queue, select a campaign ticket. The campaign's Ticket
Properties Form opens in a separate browser window.

= C

Ticket Id: 465 Owner: Eurekify Admin (AD1\| Previous Owner: ShHE
Due Date: 01/01/2009 00:00:00 Priority: SEIEIEE State:
Modified Date: |16/13/2008 22:50:01 Date Created: |16/12/2008 18:37:42

Title: User Certify Dec 2008 (User Certffication)

Description: User Certification Campaign for the end of 2008

Delegate Escalate

Universe: Portal Campaign Type: USER Auto Generate Permissions: true
Configuration: Model2_ConfigWithRoles Link Fiter: Direct, Dual
Audit Card: Entity Filter: No Filter
Attachments: X Gooale
Comments:
Received Owner Note
X 16/12/2008 22:58:41 Eurekify Admin The Approvers have not begun.

The window presents the Campaign-Ticket Data in four sections:
Ticket data
In this section you can find the basic ticket data.
Functions
Provides the general campaign-ticket functionality.
General
Provides general data concerning the campaign.
Advanced

Lists the attachment and comments.
More information:
Ticket Data (Campaign) (see page 108)

General Data (Campaign) (see page 110)
Advanced (Campaign) (see page 111)

Chapter 7: Running Campaign-owner Tickets 107



Campaign-Ticket Data

Ticket Data (Campaign)

The Ticket Data section consists of the fields located at the top of the
campaign's Ticket Properties Form.

- C

Ticket Id: 465 Oowner: Eurekify Admin (AD1) Previous Owner: Status:
Due Date: 01/01/2002 00:00:00 Priority: Saverity: State:
Modified Date: |15/17/7008 22:55:01 Date Created: |15/12/2008 18:37:42

Title: User Certify Dec 2008 (User Certification)

Description: User Certification Campaign for the end of 2008
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The Ticket Data section of the Campaign-Ticket Properties Form contains the
following fields:

Ticket ID

The Ticket's unique number.
Owner

The Campaign-owner, the user who generated the campaign.
Previous Owner

During campaigns or approval processes, tickets may be delegated/
escalated to other managers. If a ticket was sent to the owner from
another user, that user's name (not the current owner) appears in this
field.

Status
Shows the current campaign-ticket status.
Due Date
The date by which the campaign-ticket must be completed.
Priority
Shows the current priority level.
Severity
Shows the current severity level.
State
Shows the current ticket's state.
Modified Date
The last time the campaign-ticket was modified.
Date Created
The date on which the campaign ticket was first generated.
Title
The campaign-ticket's title.
Description

The campaign-ticket's description.
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General Data (Campaign)

The General section is in the body of the campaign's Ticket Properties Form.

Universe: Portal Campaign Type: USER Auto Generate Permissions: true
Configuration: Model2_ConfigWithRoles Link Filcer: Direct, Dual
Audit Card: Entity Fitter: No Filter

The General section of the Campaign-Ticket Properties Form contains the
following fields:

Universe

The name of the universe on which the campaign is being run.
Campaign Type

There are three possibilities:

User

A campaign in which the approvers certify the entitlements of the user
under their management. The certification is in regard to the user's
roles and resources. Improper entitlements can be rejected.

Role

A campaign in which the approvers certify the connection of the roles
under their management. The certification is in regard to the role's
linked users and resources. The certification also examines role-to-role
hierarchal links. Improper entitlements can be rejected.

Resource

A campaign in which the approvers certify the connection of the
resources under their management. The certification is in regard to the
resource's linked users and roles. Improper entitlements can be
rejected.

Auto Generate Permissions

True or False. When true, the campaign overrides the system permissions
and automatically provisions the campaign permissions.

Audit Card

The name of the Audit Card.
Entity Filter

The entity filter.

More information:

Adding Campaigns (see page 325)
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Advanced (Campaign)

The Advanced section appears below the campaign ticket's General section and
above the Campaign Management section. It presents the list of attached files
and/or links and any available comments concerning the campaign.

Attachments: X Google

Comments:
Received owner Note
X 16/12/2008 22:58:41 Eurekify Adrmin The Approvers have not begun.

The Advanced section of the Campaign-Ticket Properties Form shows the
attached file/URL and a comments table. Next to the attachment, you can see
an X. Click X to delete the attachment.

The Comments table provides the following information:

Received

Provides the date when the comment was generated.

Owner

The name of the user who generated the comment.
Note: The content of the comment.

Next to each comment, you can see an X. Click X to delete the comment.

General Campaign-Ticket Functions

The Campaign section of the Ticket Properties Form contains all the
campaign-ticket and campaign data.

= ;
Ticket Id: 465 owner: Eurekffy Admin (AD1\ Previous Owner: Status:
Due Date: [5101/2005 G PrOTY: severty: state

Modified Date: |16/13/2008 22:50:01 Date Created: |16/12/2008 18:37:42

Title: User Certify Dec 2008 (User Certffication)

Description: User Certification Campaign for the end of 2008

Delegate Escalate

Universe: Portal Campaign Type: USER Auto Generate Permissions: true
Configuration: Model2_ConfigWithRoles Link Fiter: Direct, Dual
Audit Card: Entity Filter: No Filter
Attachments: X Google
Comments:
Received Owner Note
X 16/12/2008 22:58:41 Eurekify Admin The Approvers have not begun.
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This section also provides the following functions:
Close

Closes the Ticket Properties Form browser window.
Save

Saves any changes made to the campaign ticket.
Delegate

Allows you to delegate the campaign to a more junior manager. Once this
is done, the campaign ticket will be relocated to your Ticket Queue archive.

Escalate

Allows you to transfer the campaign to a more senior manager. Once this
is done, the campaign ticket will be relocated to your Ticket Queue archive.

Delegating a Campaign

This function allows you to delegate the campaign to another administrator.
Once you have selected the new campaign administrator, the campaign's ticket
is archived and will no longer appear in your list of active tickets.

When a campaign is delegated, a new root-ticket is generated with the new
owner listed in the Owner field and the administrator who delegated the
campaign is listed in the Previous Owner field.

=]
<7, http://localhost: 8080/ eurekify ftms /uif?wicket: bookmarkablePage=:com. eurekify. tms.web. template. Def sult TicketPageticket Id=83 ~
— . =
Ticket Id: 834 ‘Owner: Cooper Amos Previous Owner: [ rekify Admin (AD1\| Status: | pending Action |~
Due Date: 1576172008 oo:00:00] PrioFty: severity: state:
Medified Date: [31/13/2008 12:20:28 Date Created: [31,15/5008 12:20:06
Title: Resource certffication (User Certification)
Description: End of year review
Universe: Portal Campaign Type: USER Auto Generste Permissions:
Configuration: Model2_cConfigWithRoles Link Fitter: Direct, Dual
Audit Card: Entity Fitter: No Filter
Attachments:
Comments:
Received Owner Note
X 21/12/2008 12:28:06 Eurekify Admin (AD1\EAdmin) Delegated to Cooper Amos.
Campaign Management
| — =
IDone [ &P Internet Fo1o0% -
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A comment is generated stating that the campaign has been Delegated to
[current owner]. This comment appears in both the old root-ticket and in the
new root-ticket.

The new root appears as the top-level in the new “owner's” campaign ticket,
and as the second level in the previous owner's archived campaign ticket.

Ticket Queue >

Tickets

P ID Title State Status  cChildren Type Received  Owner Previous Owner
755 [ 2 Resource certification (User Certification) &rchived Delegated 1 Campaign féég%gﬂ& Fﬁbelklgﬁ’aﬁ::;”;
834 = 2 Resource certification (User Certification) Qpen 2;”3::9 9 Campaign féleZDZEEIDB Cooper Amas ﬁéﬁmﬁ;dmm (#D
756 tlasiwiﬂ(ésgjf}atiun - Eurekify Admin (Resource Hidden E-;I:I‘g:l;lq 1 ;?:Egi;r” féZISZB?SDDB Cooper Amas
Appraver
758 I.Isew:qcawf:iﬁcatinn - Herman Barbara (Resource Hidden I?Tding 18 ;Z'yg;iegrn ?1.-‘12_."3008 ::‘;Sm:n_?.ﬂgman

To delegate a campaign, you have to select a user from the list of appropriate
users.

[Find Delegate Users

Where | Choose Field | contains and

Where | Choose Field +| contains and

Where | Choose Field + | contains

Showing 1 to 30 of 140 H A12345F B
UserName Organization OrganizationType Email Location Title

() Rodney Sergio Database Administrators Corporate 75676560@company.com DB Developer

C) Moris Bill System Management Corporate 47868B650@company.com Developer

O Rolen Dave Finance Corporate 98383770@company.com Accountant

C) Fred John System Management Corporate 86544420@company.com Developer

The Find Delegate Users window is divided into two sections:

The filter

Located in the window's header. The filter lets you narrow down the list of
proposed approvers.

The proposed users

This table presents a pre-filtered list of users who can receive the
delegated approval task(s). This list can be filtered to aid in finding a
specific user.

The names listed in the proposed approvers list are governed by several
default property filters of the type:

tms.delegate filter
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To delegate an campaign
1. Click Delegate in the Campaign-Ticket's Properties Form.
The Find Delegate Users screen opens.

2. Select a name from the list. You can use the filter option to reduce the
number of records listed in the table.

3. Click OK.

The Executing bar appears. The campaign is archived and its status is set
to Delegated. The campaign ticket appears in the target user's Ticket
Queue.

More information:

Filtering a Data Table (see page 24)
Eurekify Properties (see page 409)

Escalating a Campaign

This function provides you with the option to transfer the campaign
management to a more senior manager. Once you have selected the new
campaign administrator, the campaign's ticket is archived and will no longer
appear in your list of active tickets.

When a campaign is escalated, a new root-ticket is generated with the new
owner listed in the Owner field and the administrator who escalated the
campaign is listed in the Previous Owner field.

et Prope do erne plore O
'_ http:flocalhost: 5050/ eurekify ftmsfuif 7 wicket ;bookmarkablePage=:com. eurekify.kms.web, template . Lefaul Ticket P agetticket Id=754 N
- C; -~
Ticket Id: 754 Owner: Herman Barbara Previous Owner: ¢ rakify Admin (AD1) Status: | pending Action v
Due Date: 15/01/2009 00:00:09) Priority: ST Sl
Modified Date: [31/13 2008 12:15:56 Date Created: 51/17/5008 12:15:17]
Title: Role Certification (Role Certification)
Description: End of year certification
|z
Universe: Portal Campaign Type: ROLE Auto Generate Permissions:
Configuration: Model2_ConfigWithRoles Link Fiter: Direct, Dual
Audit Card: Entity Fitter: No Filter
Attachments:
Comments:
Received Owner Note
X 211272008 12:15:17 Eurekify Admin (AD1\EAdmin) Escalated to Herman Barbara.
Campaign Management
startcampoion | Giop Campaign | Fesiart Carnpaign |
nroval Process: View Campaign Progress
| 3
b
IDnne L@ € mternet L RTI
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A comment is generated stating that the campaign has been Escalated to
[current owner]. This comment appears in both the old root-ticket and in the

new root-ticket.

The new root appears as the top-level in the new “owner's” campaign ticket,
and as the second level in the previous owner's archived campaign ticket.

P I Tite State Status  Children Type Received Previous Owner
. S . . 18/12/2008 ¢ Admin
E r rtification) o
619 23 Resourcel (Resource Cartification) Archived Completed 3 Cal'n|:|a|gn15:41:DS (AD1\EAdmin)
- . - 18/12/2008 Eurekify Admin
rtificat rtification) f e :
572 Bl & Role certification (Role Certification) Archived Escalzted 1 Campa'gnlﬁ:lz:sg (AD1\EAdmin)
e P Pending _18/12/2008 . Eurekify Admin (AD:
tificat ification) N /12 th Howr
618 Bl 2 Rale certification (Role Cartification) Mew Action 15 Cal'm:ualgn:lﬁ:zs:EIE Helmuth Howard \EAGMIN)
Campaign
. . - . Pending 18/12/2008 Flag Lee
rtification - rtification) ! ;
573 Role Certification - Flag Lee (Role certification) Hidden Action 3 [;Ianager 16:13:00 (DOMAIN\Flag Lee)
ppraver
Campaign - T
- . . Pending 18/12/2008 Garr Jim
rtification - Garr rtification) f e ;
577 Role Certification - Garr Jim (Role certification) Hidden Action 1 ;Ianager 16:13:00 (DOMAIN\Garr Jim)
pprover
CaMpaian ., .4, Hope Colin
579 Role Certification - Hope Colin (Role certification) Hidden geclgig‘r':g 1 Maznager %ggnzﬂuus (DOMAIN\Hope .,
Appraver — 77 Colin)
= B . pending Campaign 1 g/10/opgg COOPEr Amos

To escalate a campaign, you have to select a user from the list of appropriate
users.

rowse Tickets - Windows Internet Explorer

ttp:flocalhost 8080 feurekify ftmsLifPuicket:interfa

|Find Escalate Users

Where | Choose Field v | contains
Where | Choose Field ~| contains
Where | Choose Field | contains

0K

Showing 1 to 30 of 140

4 (123450 B

Userliame Organization OrganizationType Email Location Title —
() Rodney Sergio Database Administrators Corporate 75676560@company.com DB Developer
© Moris Bill System Management Corporate 47868650@company.com Developer
) Rolen Dave Finance Corporate 98383770@company.com Accountant
O Fred John System Management Corporate 86544420@company.com Developer
0 DeerAlex Fifth Ave Branch Branches 91238730@company.com Branch Officer/Clerk
O Goid Wiliam Human Resources Corporate 84847310@company.com Psychologist
O Sharon Johnson Fifth Ave Branch Branches 89123470@company.com Branch Officer/Clerk
() Moos Steve Human Resources Corporate 87623450@company.com HR Officer
© Rojer Dave Stamford Branch Branches 88490390@company.com Branch Officer/Clerk
(O steiven Pat System Management Corporate 45489940@company.com Security Admin Manager e
Done & Internet 00 v
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The Find Escalate Users screen is divided into two sections:
The filter

Located in the window's header. The filter lets you narrow down the list of
proposed approvers.

The proposed users

This table presents a pre-filtered list of users who can receive the
escalated approval task(s). This list can be filtered to aid in finding a
specific user.

The names listed in the proposed users list are governed by several default
property filters of the type:

tms.escalate filter

To escalate an approval
1. Click Escalate in the Campaign-Ticket's Properties Form.
The Find Escalate Users screen opens.

2. Select a name from the list. You can use the filter option to reduce the
number of records listed in the table.

3. Click OK.

The Executing bar appears. The campaign is archived and its status is set
to Escalated. The campaign ticket appears in the target user's Ticket
Queue.

More information:

Filtering a Data Table (see page 24)
Eurekify Properties (see page 409)
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Campaign Management Functions

The campaigh management section of the Ticket Properties Form screen
provides the following functions:

Start Campaign

The campaign won't start and approver tickets will remain hidden until the
campaign is activated. When you start a campaign, the state changes to
New. An email notification is sent to all the campaign's Approvers,
notifying them that a campaign has begun and that they have links to
approve.

Stop Campaign

This allows you, as the campaign-owner, to arbitrarily stop a campaign at
any time.

Restart Campaign
This function is active only after a campaign has been stopped.
Archive

Provides you with the option of moving the campaign from the main ticket
table to the archive.

Start Approval Processes

As the campaign progresses not all the links are approved. The rejected
links have to be sent through a secondary approval process.

View Campaign Progress

Opens a separate browser window where you can view the campaign
progress for each individual approver.

Send Reminder

Lets you send email reminders to approvers whose performance is not
acceptable under the campaign's deadline.

More information:

Approval Process Tickets (see page 151)
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Running the Campaign

Start Campaign

This section examines the management functions:
m  Start Campaign

= Stop Campaign

m  Restart Campaign

m  Start Approval Processes

m  Archive

Once you have added a campaign to the system and the campaign ticket has
been generated, it resides in your Ticket Queue. Until you, as the
campaign-owner, start the campaign, none of the approvers assigned to this
campaign will be able to view their Approver tickets, and the approval process
will not begin.

Starting the campaign creates the following changes:

Field Before Start Campaign

State (Campaign-owner New/Open Open

ticket)

Status (Campaign-owner Pending Action In Progress

ticket)

Approver tickets Hidden from Visible to approvers
approvers

Click Start Campaign in the campaign's Ticket Properties Form, to get the
campaign going.

All the campaign's Approvers will receive notice of the new campaign in the
email designated by the Eurekify master configuration.
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Stop Campaign

You, as the campaign-owner, can wait for all the approvers to complete their
review or you can manually stop the campaign. A campaign that was manually
stopped can later be restarted.

ot Propertie 0 do Erne nlore L]

', http: /flocalhost:B080feurekify ftms fuij?wicket:bookmarksblePage=: cam. eurekify .tms. web. template Default TicketPagedticket Id=835 hd
- Campaign ~
Ticket Id: 835 Owner: Eurekify Admin (AD1}] Previous Owner: Status: | pending Action v

Due Date: 15/01/2008 00:00:00 Priority: SEIEIEE State:

Modified Date: 311 5/2008 13:00:50 Date Created: [51/15/5008 12:51:21)

Title: User Review (User Certification)

Description: End of year user audit

I Delegate Escalate

Universe: Portal Campaign Type: USER AUto Generate Permissions: true
Configuration: Model2_cConfigWithRoles Link Fiter: Direct, Dual

Audit Card: Entity Fitter: No Filter

Attachments:

Comments:

Campzign Management
[P SR Cepgn | GBI Restart campaion
Start Approval Processes View Campaign Progress

[ rovnces ] .

IDone [ 8 € mternet H100% v

When a campaign has been stopped, it returns to its pre-start conditions:
state=0pen, status=Pending action, and the approver tickets are once again
hidden from their owners.

|P D Title State  Status  Children Type Received  Owner Prey
. . . Pending . 18/12/2008 Eurekify Admin
618 B E‘ Resourcel (Resource Certification) Open Action 5 Calﬂﬂalgn16:4]:08 (AD1\EAdMn)
. Campaign
P . N . Pending 18/12/2008 Flg Lee
620 Resource Certification - Flag Lee (Resourcel) Hidden Action 18 Klanager 16-41:08 (DOMAIN\Flag Lag)
pprover
. Campaign ; oy, Angel Ben
638 Resource Certification - Angel Ben (Resourcel) Hidden ;ecgg::g 5 Manager igilzﬂzsmg (DOMAIN'Angel
Approver =77 Ben)
. Campaian o,y Godheart Dan
545 Resource Certification - Godheart Dan (Resourcel) Hidden Pen_dlng 17 Manager 18"_12f2008 (DOMAINYGodheart
Action 16:41:08 N
Approver Dan)
. Campaian 5 o4+, Keren Cindy
663 Resource Certification - Keren Cindy (Resourcel) Hidden Eecgg::g 33 Manager igifggm (DOMAIN\Keren
Approver ~ T Cindy)
; Campaign | o4 5, Allen Sherman
697 Resource Certification - Allen Sherman (Resourcel)  Hidden ;ecgg::g 10 Manager igijzgzgmg (DOMAINYI=zn
Approver =7 Sharoni)

Click Stop Campaign in the campaign's Ticket Properties Form to manually stop
a campaign.

More information:

Restart Campaign (see page 120)
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Restart Campaign

The ability to restart a campaign is enabled only when you manually stop a
campaign.

Campaign Management

] L

Ston ChE i Restart Campaign

When you restart a campaign, the approver tickets are once again accessible
to the Approvers. You will see them listed as state=New in your Ticket Queue,
but their status will reflect their status prior to the campaign’s manual
cessation. For example, if an Approver managed to complete his assigned
reviewing tasks while the campaign was running, this Approver’s ticket status
will be Completed. After you restart the campaign, this Approver ticket’s status
will show that the process has been already completed.

P’ ID Title State Status  Children  Type Received  Owner Pravious Owner
- . P - 18/12/2008 Eurekify Admin
(i - - t it A N ’ - o .
619 B 2 Resourcel (Resource Certification) Qpen In Progress 5 Campazign 16:41:08 (A4D1\EAdmin)
. Campaign
) P . i — Pending y 18/12/2008 Flag Lee
620 Resource Certification - Flag Lee (Resourcel) Mew Action 18 L:Ianager 16:41-08 (DOMATN\Flag Lee)
pprover
Campaidn ;g4 Angel Ben
639 Resource Certification - Angel Ben (Resourcel) Ieve Completed 5 Manager %gifﬂzsms (DOMATN\Angel
Approver ~- 7 Ben)
) Campaian 4 o4, Godheart Dan
645 Resource Certification - Godheart Dan (Resourcel) Mew iecgg:?g 17 Manzger %gilzgzgmg (DOMAIN\Godheart
Appraver " Dan)
. Campaidn ;g4 Keren Cindy
663 Resource Certification - Keren Cindy (Resourcel) Iew ;ECEE:SQ 33 Manzger igifuzsms (DOMAIN\Keren
Approver ~- 7 Cindy)
) Campaian 4 o4, Allen Sherman
697 Resource Certification - Allen Sherman (Resourcel)  Mews iecgg:?g 10 Manzger %gifnzgﬂﬂs (DOMAIN\In
Approver ~ " Sharani)

Click Restart Campaign in the campaign’s Ticket Properties Form, to restart a
campaign that had been manually stopped. An email notification is generated
and sent to all the campaign’s Approvers.
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Start Approval Processes

The approval process is the procedure whereby links, which were rejected
during a campaign, can be re-examined and a final decision can be reached as
to whether to confirm the rejection or to approve the link.

The purpose of a campaign is to audit and certify entity links. Once a campaign
is over (either because all the approvers have audited all the entity links, in
their Campaign-Approver tickets, or because the campaign was manually
stopped) it is necessary to review all the rejected links once more, as the final
step in the certification process.

To start the approval process

1. Click Start Approval Processes in the Campaign Management section of the
campaign's owner-ticket.

A warning screen opens.

Confirmation
Are you sure you want to Start
Approval Processes?

2. Click Yes to confirm.

The Executing bar appears.
More information:

Approval Process Tickets (see page 151)
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Archive

This feature allows you to completely shut down a campaign by transferring it
to your archived tickets. While a campaign that has been manually stopped
can be restarted, an archived campaign cannot be rerun. By archiving a
campaign while it is running, you also close down the ability to run approval
processes on any links that have already been processed and rejected during
the time the campaign was active.

Archiving a campaign after it has been completed but before the Approval
Processes have been run, will prevent any possibility of running an approval
process based on this campaign's rejected links.

To archive a campaign

1. Click Archive in the campaign's Ticket Properties Form, to manually archive
a campaign.

A warning pop-up opens:

F 9
Confirmation

9 Are you sure you want to Archive?

L = |
2. Click Yes.

The campaign is archived and completely shut down.

122 Portal User Guide



Campaign Management Functions

View Campaign Progress

The progress of the campaign is measured by the number of links that need to
be audited by the various campaign-approvers, and have already been
approved or rejected. The View Campaign Progress function opens a separate
browser window where you can see a listing of all the campaign's approvers
and view the progress they have made graphically, numerically and in

percentages.

(& Campaign Progress - Windows Internet Explorer

=

' hkkp: i localhost 3030/ eurekify s fuif Pwicket :bookmarkableP age=74popuppagemap_WiewZampaignProgressPage: com. eurekify b %
User Review Progress o)
Universe: Portal
onfiguration: Model2_ConfigWithRoles
Approver Hame Progress Completed
AD1Y\EAdmIn Eurekify Admin | 0/6 (0%)
DOMAIN'\Hermzn Barbara Hermzn Barbara | 0/202 (0%)
DOMAINYPUrple Mary Purple Mary | 0/96 (0%)
DOMAINYGoodman Bruce Goodman Bruce | 0/26 (0%)
DOMAIN'Cooper Amos  Cooper Amos 0/177 (0%)
DOMAINYSchwarts Barry  Schwarts Barry 0/18 (0%)
DOMAIN\Katz Nancy  Katz Nancy I 18/38 (47%)
DOMAIN'\Levi Jay Levi Jay 0/62 (0%s)
DOMAINYIEN Sharoni Allen Sherman 0/13 (0%) D
)
IDone [# €D nternet Hi00% v
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The header of this window contains the following information:
[Title] Progress
Provides the name of the campaign-ticket.
Universe
Provides the name of the universe on which the campaign is being run.
Configuration
Provides the name of the configuration on which the campaign is being
run.
The progress table contains the following columns:
Approver
The Approver ID.
Name
The Approver name.
Progress

A graphical presentation of the amount of progress each Approver has
made.

Completed

Shows numerically [# of links have been audited]/[total # of links to be
audited], for example 0/40 means that none of the 40 links to be audited
have been approved, rejected or reassigned. This table also provides the
value as a percentage. For example: 1/3 (33%).

When available, you can control the number of records listed per page using
the Records per page function at the bottom of the table.
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Send Reminder

The Send Reminder feature allows the campaign-owner to remind the
campaign Approvers that they have to meet the campaign goals in a timely
fashion.

(= Send Reminder - Windows Internet Explorer : E'E'

& | http: fflocalhost: 5080/ eurekify tms fuif wwicket: bookmarkableP age=popuppagemap_View

() I Send reminder when progress i5| less than 100% |+

Mote: @ comment containing the sent mail surnmary will be added to the fticket.

Cancel Send Mail

IDu:une Ly €D Internet H100% T

The Send Reminder screen contains one field: Send reminder when progress
is: with three options:

m  Equal to 0%
m  Less than 50%
m  Less than 100%

The send reminder process generates a comment that appears in your
Campaign-owner ticket in the Comments table.

Attachments:
Comments:
Received Owner Note
X 21/12/2008 13:24:06 Eurekify Adrmin End of year audit
X 25/12/2008 14:17:50 Eurekify Admin (AD1\EAdmIN) Reminder was sent to 2 approvers.

Campaign Management
[ SiCampaign | _stop Campaian Pestart Garnp:

[ovences |
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To send reminders to campaign Approvers
1. Click Send Reminder in the Ticket Properties Form.
The Send Reminder screen opens as a separate browser window.
2. Select the target for the email messages.
3. Click Send Mail.

You can view the comment containing the mail summary that is attached
to the campaign ticket.

Campaign-Ticket Advanced Functions

The Advanced button located at the bottom of the Ticket Properties Form
provides you with the following functions:

m  Add Comment
m  Add Attachment
m  View Transaction Log

m  View Children

Add Comment Add Attachment View Transaction Log View Children ==

Click Advanced to access the advanced campaign ticket functions.
More information:

Add Comment (see page 87)

Add Attachment (see page 89)
View Transaction Log (see page 90)
View Children (see page 127)
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View Children

Campaign tickets are set up as hierarchal trees. The View Children option
allows you to see information concerning all the leaves that are located below
the Campaign Ticket. This includes all campaign's Approver-Tickets. You can
control the number of records per page listed in the table by using the Records

per page option.

Add Comment Add Attachment View Transaction Log

Action
Select
Select
Select
Select
Select
Select
Select
Select
Select

Oowner

Eurekify Admin (AD1\EAdmIn)

Herman Barbara (DOMAIN\Herman Barbarz)
Purple Mary (DOMAIN\Purple Mary)
Goodman Bruce (DOMAIN\Goodman Bruce)
Cooper Amos (DOMAIN\Cooper Amos)
Schwarts Barry (DOMAINYSchwarts Barry)
Katz Nancy (DOMAIN\Katz Nancy)

Levi Jay (DOMAINY Jay)

&llen Sherman (DOMAINYIZN Sharoni}

Type

Campaign Manager Appraver
Campaign Manager Appraver
Campaign Manager Appraver
Campaign Manager Appraver
Campaign Manager Appraver
Campaign Manager Appraver
Campaign Manager Appraver
Campaign Manager Appraver
Campaign Manager Approver

<= Close Children

Status

Pending Action
Pending Action
Pending Action
Pending Action
Pending Action
Pending Action
Pending Action
Pending Action
Pending Action

Title

User Certification -
User Certification -
User Certification -
User Certification -
User Certification -
User Certification -
User Certification -
User Certification -
User Certfication -

Eurekify Admin (User R
Herman Barbara (User
Purple Mary {User R
Goodman Bruce (User
Cooper Amos {User Re
Schwarts Barry (User R
Katz Nancy (User Re
Levi Jay (User Rev

aw)

&llen Sharman {User Review

Comments

The following fields appear in the View Children table:

Action

The action you can take concerning this ticket. For example: Select opens
the selected ticket in a separate browser window.

Owner

The ticket owner.

Type

The ticket type.

Status

The ticket status.

Title
The ticket title.

Comments

The last comment added to this ticket.

To view a ticket's children tickets

1. Click Advanced at the bottom of the Ticket Properties Form screen.

2. Click View Children.

A table opens at the bottom of the Ticket Properties Form screen.

3. Click Close Children to close the ticket-children table.
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Campaign Approver Tickets

When you create a new campaign, you can see all the Approver tickets
associated with your campaign as well as the main campaign ticket and your
own Approver tickets (where relevant). The Approver tickets are listed in your
ticket queue as branches of the campaign-ticket tree.

Which entity managers are assigned to a campaign as approvers depends on
the nature of the campaign.

m  For a user certification campaign, user managers will be assigned as
approvers.

m  For a role certification campaign, role managers will be assigned as
approvers.

m  For a resource certification campaign, resource managers will be assigned

as approvers.

Each approver is in charge of reviewing the links between the entity they are
managing and the other entity types. For example, in a user certification
campaign, user managers will be charged with reviewing their team's links to
roles and resources.

You can open any of the Approver tickets, view the contents and reassign any
of the listed entity links.

You cannot add comments, attachments, view the initiators or view the
transaction log from within a Ticket Properties Form that you do not own (see
Owner field in the upper part of the screen).

et Properties Fo do erne nlore |
& | http:)flocalhost: 8080/ eurekify tms /uif ?wicket :bookmarkablePage=:com, eurekify tms web, template. DefaultTicketPagetticketld=1112 e
- G Approver ~
Ticket Id: 1112 Owner: Flag Lee (DOMAIN\Fiz Previous Owner: Status: | pending Action %
Due Date: [15/01/2009 00:00:00] Priowity: Severity: State:
Modified Date: 35/13/3008 10:04:12 Date Created: [35/17/3008 10:24:12
Title: Role Certification - Flag Lee (Role Review)
Description: Role Certification - Flag Lee (Role Review)
| | Save | Save and Reassign Hide Selected
Reassigned From:
Approver Progess | 0/18 (0%)
1+ ¥ = Progress Violations RoleName Description Organization Type Comment
Active Directoty - Branch Users (Characteristic Role Characteristic Role (44.4%) - Applicative =
O (44.4%) - Min 40%) Min 40% Loy Role =
il Fifth av Applicative role (Role By 2 Resources, Role By 2 Resources Erfth A ATLIEE @
ranch Role
Active Directory - Domain Users (Characteristic Role Characteristic Role (100.0%) Applicative =
O (100.0%) - Min 60%]) - Min 60% Loy Role =
Attachments: B
Comments:
b
[ € mnternet H 1003 -

128 Portal User Guide




Campaign Approver Tickets

More information:

Campaign Approver Tickets (see page 131)
Auditing Links (see page 136)

Chapter 7: Running Campaign-owner Tickets 129






Chapter 8: Campaign Approver Tickets

This chapter is intended for users who receive Campaign Manager Approver
(CMA) tickets.

When a new campaign is generated, Eurekify ERCM generates Campaign
Manager Approver (CMA/Approver tickets) tickets. Entity managers are
assigned to a campaign as approvers based on the campaign type. For
example, for a user certification campaign, user managers will be assigned as
approvers. Users can become approvers for other users only if the Approver's
name appears in the manager column (of the Universe's Model configuration
files) for the specific user. Users can become approvers for Roles and/or
Resources only if they are listed in the configuration's RACI presentation under
Accountable, that is a specific user becomes accountable for a specific entity.
Therefore, if you are listed as an entity manager, you will receive Approver
tickets when an administrator runs a campaign targeting your entity.
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As an approver, your job is to review the links between the entity you are
managing and the corresponding entity types. The information appears in the
CMA ticket as trees of links, where the campaign's entity type and the linked
entities are presented in a nested arrangement. This means that if you are a
role manager, and you received a CMA ticket as part of a Role campaign, you
will see lists of roles that can be expanded to show the nested entity links with
Users, Resources, Child Roles and Parent Roles.

- Campaign Manager Approver
Ticket Id: 1122 Owner: Keren Cindy (DOMAIN Previous Owner: Status: | panding Action v

Due Date: 15/01/2002 00:00:00 Priority: Normal + Severity: Medium |+ State: | Higden ¥
Modified Date: [35/1 /2008 19:24:13 Date Created: [35/15/3008 19:24:13

Title: Role Certification - Keren Cindy (Role Review)

Description: Role Certification - Keren Cindy (Role Reviev

Clos Corve ; o ide S
| | Save and Reassign Hide Selected

Reassigned From:

Approver Pragess L 0/17 (0%)

1v X Progress  Violations  Roleliame Description Organization  Tvpe Comment
B RACF - Public access (Characteristic Role Characteristic Role (100.0%) - P =
1 [100.0%) - Min 60%) “Min 50% Company Applicative Role |J
Bl users (3)
W ¥ = Name Violations  Relationtype Username  Organization  Organizationtype Country History Comment
Rolen Dave . . . PR, =
] (98383770) Direct Rolen Dave  Finance Corporate us History E.r
Mzor Kathy . . - - o [
O (08383840) Direct Maor Kathy  Finance Corporate us Histary M’
Cherry Jay o g T . o T &
O (80753140) Direct Cherry Jay  Finance Corporate us History &
B Resources (2)
o ¥ = Namel Name2 HName3 Violations Relationtype Description Managerid-owner  Location History  Comment
PUBLIC,RACFPROD,RACF22 s o Production . i . P &
O (Production RACF) RACFPROD RACF22 Diract 77292450 Irvine,CA History |1|J

RACF
[ PHBLICRACFTEST.RACF2Z o ceTesST RACF22 Diract TestRACE 77202450 Inine,Ch  Hitory (&
([ Test RACF)
[l child Roles (0}
w ¥ = Name Violations Relationtype Description Type Organization Rule Owner History Comment
Mo Records Found

Bl parant Roles (0)
+/ ¥ < Name Violations Relationtype Description Type Organization Rule Owner History Comment
Mo Recards Found

ACF - " [ r PR =
0 ;:I(;FI'IUTUelSUtDE‘e:erjﬁr?%rsow.étihara[tensmc -Cm?gtni!sn[ Role (100.0%) Company Applicativa Role =
- » 5 . . . g —
0 ‘R{«U%:UDD% ._erly?igesraof‘haracterlst\c Role _CRaiI;agtDeD!stlc Role (100.0%) Company Applicativa Role 7

Attachments:
Comments:

When viewing the CMA in the Ticket Queue, you can see how many
campaign-type entities you have to review by checking the Children column. A
role manager with 10 listed in the Children column has to audit ten roles and
their links to their users, resources, Child roles and Parent roles within the
campaign's configuration files.

Note: The default maximum number of entity trees per page is 10.

The certification is complete when you have reviewed all the links listed in the
ticket and either approved, rejected or reassigned (when relevant) them.
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The campaign-owner can view all the CMAs as branches located under the
campaign's owner ticket. Other users can only view their own CMAs.

Enterprise Role and Compliance Manager

Home

Ticket Queue Dashboards Self Service Entity Browser Reports Administration

Ticket Queue > Op
5
P ID Tite State  Status  Children Type Received  Owner Previous Owner
R - N 21/12/2008 Eurekify Admin
835 © Ef User Review (User Certification) Open In Progress 9 Campaign 12:51:21 [AD1\EAdmin)
Campaign .
. A [ Pending 21/12/2008 Eurekify Admin
tion - ¥ view) Lo Fan1tea
836 User Certification - Eurekify Admin (User Review) Qpen Action 1 [:!anager 12451091 (AD1\EAdmin)
pprover
Campaign 5, /15, Herman Barbara
838 User Certification - Herman Barbarz (User Review) Mew ii‘gggg 20 Manager ﬂélzzzltltlﬂ (DOMAIMNYHerman
Approver <" Barbara}
Campaign 5, ;15 Purple Mary
857 User Certification - Purple Mary (User Review) MNew ii‘gggg 10 Manager ﬂélzzzltltlﬂ (DOMATIN'Purple
Apprower ~ ST Mary)
Pandin Campaign 21/12/2008 Goodman Bruce
868 User Certification - Goodman Bruce (User Review) Open Actmng 3 Manager 12"_51;‘21 (DOMAIM\Goodman
Approver =77 Bruce)
= . i N Pending Campaian 111212008 S00DET A0S

Note: The campaign-owner can stop a campaign whenever he chooses to do
so. If he does, the Campaign Manager Approver tickets will be hidden from the
Approvers.

Approver (CMA) tickets contain two types of operations:

m  Link related actions

m  Ticket related actions

Ticket related actions that are shared by all ticket. Ticket related actions
unique to specific types of tickets are described in the relevant sections.

This section contains the following topics:

CMA Ticket Properties Form (see page 134)
Auditing Links (see page 136)

General CMA Ticket Functions (see page 147)
Advanced CMA Ticket Functions (see page 149)
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CMA Ticket Properties Form

As an approver, your goal is to examine the links listed within your CMA ticket
and approve, reject or reassign them by the campaign's due date.

= Ticket Properties Form - Windows Internet Explorer

*.. http:fflocalhost: 5080 eurekify fkms uif?wicket :bockmarkablePage=:com. eurekify tms web template. Def ault TicketPagefkicket Id=865 A
C ign M ger Approver

Ticket Id: 268 owner: Goodman Bruce (DO Previous Owner: Status: | pending Action v
Due Date: [15/01/2009 o0:00:09 Priomity: Severity: T

Modified Date: 33/15/32008 11:45:44 Date Created: [51/17/2008 12:51:21

Title: User Certification - Goodman Bruce (User Review)

Description: User Certification - Goodman Bruce (User Review)

I Save and Reassign Hide Selected

Reassigned From:

Approver Progess | 0/26 (0%)

1+ ¥ = Progress Violations PersonID UserName Organization OrganizationType Comment
Oo0oO Free Georgia (93833870) Free Georgia Marketing_Dept. Corporate &
| ([ Devin Roger (88382990) Devin Roger Marketing_Dept. Corporate &
Oo0oO Garr Jim (77371120 Garr Jim Marketing_Dept. Corporate &
Attachments:
Comments:

I Add Comment Add Atachment View Initiators View Transaction Log
I (¢ € mternet T
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As you review progresses (after every time you save your selections) you can
see your progress on the Approver Progress bar. Your progress is also listed
as:

[number of links approved]/[total # of links to approve]

so that if you have a total of six links to approve, and you have already
approved two links, you will see 2/6 in digits and the percentage, 33%, listed
next to it.

f.: Ticket Properties Form, - Windows Internet Explorer

<. http: {flacalhost: 6080/ eurekify ftms/uif?wicket tinterface=i11:1::
Campaign M ger Approver

Ticket Id: 236 Owner: Eurekify Admin (AD1) Previous Owner: Status:
Due Date:  [15/01/2009 00:00:00 Priority: SRR Stare:
Modified Date: |33/13/32008 17:45:15 Date Created: 31/17/3008 12:51:21
Title: User Certification - Eurekify Admin {(User Review)
Description: User Certification - Eurekify Admin (User Review)

I Save and Reassign Hide Selected

Reassigned From:

Approver Progess _ 2/6 (33%)

1w/ ¥ = progress Violations PersonID Userlame Organization OrganizationType Comment
OO0 e 56 Joe Dassin (99883136) Joe Dassin Sales Corporate ¢ Basic rasourcas spproved
Attachments:
Comments:
[ Commant ] #asstachment |- Vewinaos ] - vewTmsaiontzo |
Cone [ €D Inkernst H100% -

More information:

Tickets and the Ticket Queue (see page 69)
The Ticket Properties Form (see page 83)
Auditing Links (see page 136)

General CMA Ticket Functions (see page 147)
Advanced CMA Ticket Functions (see page 149)
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Auditing Links

The Eurekify Portal generates Campaign Manager Approver tickets (Approver
tickets/CMA tickets) as part of a campaign. These tickets contain links that
have to be examined. The Approver is responsible for approving, rejecting or
reassigning links between entities.

This section describes actions available for Approver tickets:

m  Presenting the Entity Links Table

= Approving a link

m  Rejecting a link

m  Reassigning a link

m  Adding comments to a specific link

Presenting the Entity Links Table

Campaign-Manager-Approver tickets (CMA/Approver tickets) present all the
links for each entity listed in the ticket, based on the campaign definitions.
Every Approver ticket presents the links in an entity-link table. When you first
open the CMA's Ticket Properties Form, you will find that the hierarchal entities
tree is collapsed. The visible entity is the target of the campaign. For example,
in a user campaign you will see a table of users.

et Propertie 0 do erne plore =

& | http: fflacalhost:8080/surekifytms/uif wicket:bookmarkablePage=:com.eurekify.tms  web.template, Default TicketPageticket Id=318 v
- Campaign ger Approver

Ticket Id: 518 Owner: Katz Nancy (DOMAINY Previous Owner: Status: | pending Action |+
Due Date: [15/01/2008 00:00:00 Priority: SEELEE State:
Modified Date: [11;71/2009 14:06:52 Date Created: (31133008 12:28:40

Title: User Certification - Katz Mancy (Resource certification)

Description: User Certification - Katz Mancy (Resource certification)

Reassigned From:

Approver Progess | 0/40 (0%)

1+ ¥ = Progress Violations PersonID Userame Organization OrganizationType Comment
[~ IR 1] Taskoni Bob (97847110) TaskoniBob Siicon Valley Branch Branches &
(™ 1™ 1™ | Yoham Anne (93872110) Yoham Anne Siicon Valley Branch Branches =
. Katz Mancv (97373330) Katz Nancy  Siicon Valley Branch Branches &
(™ 1™ 1™ | Kistor Steve (93988710) Kistor Steve Siicon Valey Branch Branches =
iAttachments:
Comments:
[ oo comment— ] asaciment 1 Vi nttrs ] Vew Tansactontog
I [® @ Internst H 100%
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When you expand the tree for each entity listed in the table, you will see entity
tables for the linked entities. The following table describes the entity tables
found in each Approver-Ticket type:

User Campaign CMA

Main entity table: Users

Link-tables: Roles and Resources
Role Campaign CMA

Main entity table: Roles

Link-tables: Users, Resources, Child Roles and Parent Roles
Resource Campaign CMA

Main entity table: Resources

Link-tables: Users and Roles

Note: Only the ticket owner can approve or reject a link. The campaign-owner

can reassign a specific link within a Campaign-Approver ticket to another
approver.

(= Ticket Properties Form, - Windows Internet Explorer

& | httpifflocalhost:3080/eurekify ftms fuif wicket: bookmarkablePage=:com.eurekify kms.web kemplabe, Default TicketPagedticket1d=756 v
Campaign M Approver A
Ticket Id: 756 Owner: Cooper Amas Previous Owner: Status: | pending Action v |
Due Date: [15/01/2009 00:00:00 Priority: Severity: State:
Modified Date: 33/12/2008 17:16:24 Date Created: [31/13/3008 12:28:38
Title: User Certification - Eurekify Admin (Resource certification)
Description: User Certification - Eurekify Admin (Resource certification))
I Save and Reassign Hide Selected
Reassigned From:
worover oo T S
1+ ¥ = progress Violations PersonID UserName Organization OrganizationType Comment
= OO0 3/6 Joe Dassin (99883136) Joe Dassin Sales Corporate g
Roles (2}
Resources (4)
Attachments:
Comments:
I Add Comment Add Attachment View Initiators View Transaction Log a3
Done EB e Internet H 100 v
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Three columns in entity table contain check boxes with icons in the column
header. Sometimes a fourth icon appears in a row.

The icons associated with the entity tables are as follows:

Icon

Description

Expands the nested links tree, showing the entities linked to
the original entity. For example, in a user
certification-campaign Approver ticket, each user is linked to

roles and resources. Clicking on the will reveal the linked

Roles and Resources in separate tables.

Additional information.

The Approve checkbox column. Click this checkbox to

approve a link.

The Reject checkbox column. Click this checkbox to reject a
link.

The Reassign checkbox column. Click this checkbox to

reassign a link.

=

Collapses the link tree.

Click to expand the entity tree and see all the entity tables for the entities
linked to this entity.

Approver Progess 0/8 (0%)
H v N 2 Proaress Violations RoleName Description Organization Twvpe Comment
i r - = . can_ —
= 00 o ‘IT Seﬁ\mh (Characteristic Role Characb'zrlzv,l[ Role (100.0%) IT Securtty orgRole [
- Min 40 Min 40%
B users (4)
W ¥ = Name Violations  Relationtype  Username  Organization Organizationtype Country History Comment
O [ [ Flag Lee (91236370) Direct Flag Lee IT Security Corparate us History ¢
OoOno Ejnnp:;\' Am?s Direct Cooper Amos IT Security Caorporate us Histary E."
(54672910}
[0 O O orr Taylar (83213720) Direct Orr Taylar 1T Security Corporate us History &
rt =
OoOg ,Gt'dhe.f"' D‘an Direct Godheart Dan IT Security Carporate us Histary g
(89123140)
= Resources (4)
W ¥ = Namel Name2 Name2 Violations Relationtype Description  Managerid-owner  Location History Commg
O O [0 72t e wilT (MS5003 it Direct MS offic22003 81236370 s Hsoy B
e ) teo,
ood E.}mﬂ'DUtIOUk""""""'T M5 utoak  winT Direct MS emall 21236370 VEIaallno o Moy &
emzil) teo,
UGADGEN1.Adrrinistration. Active Directary .
[ O [ [ROOT],NOVELADM, Noveld NOVELADM Hovel4 Direct 'dl’ﬁ‘ll}l - 67283470 Portiand,OR  History =
(Active Directory Admin1) A
secmngr, UNXMARKT, Solaris26 | 0y . - Marketing Sun o San ton =
Ood (Marketing Sun Server) UNXMARKT Solaris26 Direct Sarver 89123140 Mateo,ca T [=
B chid Roles (1)
w % =p Name Violations Relationtype Description Type Organization Rule Owner History Comment
No Records Found
=l parent Roles (0)
w” ¥ =p Name Violations Relationtype Description Type Organization Rule Owner History Comment

No Records Found
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Approving a Link

Click = to collapse the entity tree.

The main Entity Table columns are predetermined. They depend on the
campaign type. However several columns appear in all types of Main Entity
tables:

Progress
Shows the progress made in examining the current entity.
Violations
Records violations based on the Audit Card data.
Comment
Allows you to assign a comment to a specific link.
The Link-Entity table columns are also predetermined. They depend on the

entity being presented in the specific table. However several columns appear in
all Link-Entity tables:

Violations
Records violations based on the Audit Card data.
History

Presents the history of the link between the main entity and the entity
listed in the selected row.

Comment

Allows you to assign a comment to a specific link.

Once a link is approved and the ticket is saved, the audit process for this entity
link is over.

Ly X 9 Progress Violations PersonID UserName Organization Drganil
(] (] 4/7 Free Georgia (93833870) Free Georgia Marketing_Dept. Corporg
= (] (] [ 0/9 Devin Roger (88382990) Devin Roger Marketing_Dept. Corporg

=l Roles (3)

ame iolations elationtype ription ype rganization u
W X PN Violati: Relationty Descripti T 0 izati Rule
Title - Product Manzager - Characteristic ) Title - Product S .
oo (Characteristic Role (50%)) Direct Role (50%) Org Rale Manager Title=Product Manager;
Qrganization=Marketing_Dept. Characteristic
[Characteristic Role (100.0%) irect ole (100.0%) -Org Role Marketing Dept. Organization=Marketing
(Cl cteristic Role (100.0%:) Direct Raole (100.0%) -Org Raole Marketing Dept. O izati [Marketi

Note: You can approve all the links listed in a specific link-table at once by
clicking the column label wfor that link-table.
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To approve a user link

1. In the Ticket Properties Form click next to the user you wish to audit.

The associated Roles and Resources tables appear.

2. Click the check box in the ¥ column, next to the user’s role(s) and/or
resource(s) that you want to approve.

3. Click Save.
The selected links are approved and the relative progress made is reported
on the Approver Progress bar.

Note: Replace “user” in the above procedure with either “resource” or “role”
for instructions on how to approve Role links or Resource links.

(= Ticket Properties Form, - Windows Internet Explorer Ellﬁlle
w

'. httpfflocalhost: 8080 eurekify fems/uif7wicket:interface=120: 11

Campaign M ger Approver

Ticket Id: 756 Owner: Cooper Amos Previous Owner: Status:
Due Date: 15/01/2008 00:00:00 Priority: Severity: State:
Modified Date: |35/12/2008 17:16:24) Date Created: |51/13/2008 12:28:38

Title: User Certification - Eurekify Admin (Resource certification)

Description: User Certification - Eurekify Admin (Resource certification)

Save and Reassign Hide Selected

Reassigned From:

approver progess NN 3/6 (50%)

1w ¥ = Progress Violations PersonID Userlame Organization OrganizationType Comment
OO0 3/6 Joe Dassin (99883136) Joe Dassin Sales Corporate g
Attachments:
Comments:

I Add Comment Add Attachment View Initiators View Transaction Log
I [ € mternet F 100% -
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Rejecting a Link

When a link is rejected during a campaign, the rejection does not become final
until it is reviewed and confirmed during the Approval Process by the link’s
entity managers. For example, when a link between a user and a role that has
been rejected, both the user’'s manager and the role’s manager have to
confirm that this link should be rejected. Only then is the decision final. Users
whose links are rejected will be informed of the rejection.

1w ¥ P Progress Violations PersonID Userllame Orqganizg
Free Georaia : ¥ .
. 4/7 (93833870) Free Georgia Marketing
= R — Devin Roger ¥ o
[ [ ! 0/9 (@E382000) Devin Roger Marketing
Raoles (3)
[ resources (6)
W ¥ = Namel Hame2 Hame3 Violations Relationtype  Description
ucisusr, UNXMARKT, S0lErS26 | | wry s . . Marketing Sun
O O (Marketing Sun Server) UNXMARKT Solaris26 Direct Server
il public, UMXMARKT,Salaris26 LBV ARK T SnlbricdE iract Marketing Sun

Note: You can reject all the links listed in a specific link-table at once by
clicking the column label X for that link-table.

To reject a user link

1. In the Ticket Properties Form click next to the user you want to audit.
The associated Roles and Resources tables appear.

2. Click the check box in the # column next to the user’s role(s) and/or
resource(s) that you want to reject.

3. Click Save.

4. The selected links have been rejected and the relative progress made is
reported on the Approver Progress bar. The system default accepts the
rejection as final only after the Approval Process.

Note: Replace “user” in the above procedure with either “resource” or “role”
for instructions on how to reject Role links or Resource links.
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Reassigning a Link

The Eurekify Portal allows managers to choose to reassign a link listed in their
CMA ticket for review, to another Approver. Therefore, you, as an Approver
ticket owner, can reassign any link listed in your Approver tickets. When the
reassignment process is completed, a notice is sent automatically to both your
email inbox and to the Approver who was reassigned the link.

Campaign-owners can also decide to reassign links listed in specific Approver
tickets, so that they will how appear in the newly assigned entity manager's
ticket. The Approver who was reassigned the link will see the relevant ticket
in his/her ticket queue.

When you click the Save and Reassign button, any changes already made to
the ticket are saved. Then the Find Reassign Users screens opens in a separate
browser window.

{= Browse Tickets - Windows Internet. Explorer '._ 'E|['5Z|
http: i flocalhost: 8080/ eurekify ftrms uif?wicket:interface=:10::1 hd
- - ¥

Find Reassign Users o

Where | Choose Field | contains and

Where | Choose Field | contains and

Where | Choose Field + | contains
Showing 1 to 30 of 140 M A2345F W

Userllame Organization OrganizationType Email Location Title
. Database
O Rodney Sergio Administrators Corporate 75676560@company.com DB Developer
- System
) Moris Bill Management Corporate 47868650@company.com Developer
Q Rolen Dave Finance Corporate 9838377 0@ company.com Accountant
System
() Fred John Management Corporate BE6544420@company.com Developer
. Branch

() Deer Alex Fifth Ave Branch Branches 91238730@company.com Officer/Clerk

() Goid Wiliam Human Resources Corporate 84847310@company.com Psychologist

M Sh_am“ Fifth Ave Rranch RBranches R91 234 TNDCOMNENV.COm B'?“dl. - b
Done [& €D nternet H100% T
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The screen is divided into of two sections:

m  Users Filter

m  List of possible approvers

The list of users provided in this screen is governed by the following property:

tms.campaign.[entity]Certification.reassign.filter=GFilter= [specific filter]

Once you select the user to whom you intend to reassign the link, the A

appears next to the selected row in the entity table.

| Iy Iy S|

T T T T

. Taskoni Bob (97847110} Taskoni Bob
Yoham Anne
=] I 7/7 193872110) Yoham Anne
Roles(B]
El resources (6)
W % = Namel Name2 Name3 Violations Relationtype
I3 UGSILVMGR, N TSILY WinMNT - ;
=} et ' r ¥ ! Winh act
& (Silicon W br Manager) TSI nHT Direct
ugrkgen1, UNXMARKT,Solaris26 | m ) )
O O (Marketing Sun Serven UNXMARKT Solaris26 Direct
office2003,2003,WinMT (MS 5 .
F ¥ office2003) 2003 WinNT Dual
OO E;E;Ei‘lﬂfmltluDk'l""""”ﬂ"MS outlook  WinNT Duzl
= )
JGMPER,RACFPROD,RACF22 . .
F F (Production RACF) RACFPROD RACF22 Duzl
_'_? UGTELSILV'TSSCREDIT'TSSEDTSSCREDITTSSSD Dual

(Top Secret an MVSCREDIT)

Silico

Silico

Descripti
Silican by
Manager
Marketing
Server

MS officeX

MS email
Praductiorn
RACF

Top Secry
MVSCRED

You can view the reassignment details in a ToolTip that appears when you

move the pointer over the =1 icon.

[l rResources (6)

ame ame ame iolations elationtype ription anagerid-owner of
v X =+ Namel Name2  MName3 Violati Relationty| Descripti M id L
[ UGSILVMGR,MTSILV, WinNT . . Silicon W br
=4 r r i
i (GiicontVibr Mananes) NTSILV ~ WinNT Direct Manager 91236370 Ho
norknant HN¥MARKT Snlarieds ) ) . IMarketing Sun < Sa
qReassigned to Herman Barbara (ticketid="14) | UNXMARKT Solaris26 Direct Sarver 89123140 Mz
office2003,2003,WinNT {MS o . y o . 2637 Sa
OO office2003) 2003 WinNT Dual M5 office2003 91236370 M3
0o g;ﬂ;ﬁi‘lﬂ,oL|t|00k,'v’-.-|nr-4T (M5 outlbok  WinNT Dual MS errail 51236370 rSv;
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The target user can view the reassignment details as a ToolTip marked by EI,
which is located in the ! column.

HAI23r W
1 _\; ¥ = Progress Violations PersonID UserName Organization OrganizationType Comment
| (- Rolen Dave (98383770 Rolen Dave Finance Corporate &
| (- Steiven Pat (45489940 Steiven Pat System Management  Corporate &
[ More Cathrine (97774230)  More Cathrine  Finance Corporate =
El 3 @ | | — 0/2 Yoham Anne (93872110 ‘Yoham Anne Siicon Valley Branch Branches _@
?T"ﬁ;?g;;gg’)’(atz Mancy (DOMAINIKatz ancy) | capel Linda (08383830 Capel Linda Application Development Corporate &

Note: You can reassign all the links listed in a specific link-table at once by
clicking the column label = for that link-table.

Important! Do not click the column label P unless you want to reassign all
the links to one single user.

If the reassignment process generates a new ticket (i.e. the target user did not
have an Approver ticket as part of the current campaign), it is called a
Campaign Reassigned Approver ticket and the reassignment details will be
posted above the Approver Progress bar in the target Approver's new ticket.

do erne plore m|

& | httpy/flocalhost:3080jeurekifytms uij?wicket:bookmarkablePage=: com.eurekify, kms web  kemplate, Default TicketPage&ticketId=1053 e
— Campaign R igned Approver

Ticket Td: 1053 Owner: Helmuth Howard Previous OWner: pymle Mary (DOMAIN Status: | pending Action v

Due Date:  15/01/2009 00:00:00] Priowty: TR State:

Modified Date: 351 5/2008 13:42:44 Date Created: 54/15/2008 14:28:15
Title:

User Certification - Purple Mary (User Review)

Description: User Certification - Purple Mary (User Review)

| Save and Reassign Hide Selected

Reassigned From: Purple Mary (DOMAIN\Purple Mary)

Approver Progess ‘ 0/10 (0%)

1 " ¥ = progress Violations PersonID Userliame Organization OrganizationType Comment
flooo Purple Mary (67762440 Purple Mary Fifth Ave Branch Branches &
Attachmeants:
Comments:
I Add Comment Add Attachment View Initiators View Transaction Log
IDUne [# € mtermnet H 100w -
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To reassign a user link

1.

In the Ticket Properties Form click next to the user you wish to audit.
The associated Roles and Resources tables appear.

Select the check box in the =+ (reassign) column, next to the user's
role(s) and/or resource(s) you want to reassign.

Note: If you select more than one role/resource, they will all be
reassigned to the same Approver.

Click Save and Reassign. The Find Reassign Users screen opens in a
separate browser window.

(Optional) Click Select to filter the table.

{= Browse Tickets - Windows Internet Explorer E”E”‘S__q
W

'. http:/flocalhost: 8080 eurekify/tms fuiffwicket iinterface=:10:2:1:

IFind Reassign Users

Where | Choose Field + | contains and
Where | Choose Field v | contains Default Filter
Userlame Org ion Org ionType Email Location Title
Herman .
@ Barbara Operations Corporate 64646410@company.com Coo !
M
E}} e Internet F100% -

Select a user from the list. Click OK.

The selected links have been reassigned and the relative progress made is

reported on the Approver Progress bar. You see the icon =* 1 next to the
reassigned link in the entity table.

Note: Replace “user” in the above procedure with either “resource” or “role”
for instructions on how to reassign Role links or Resource links.

More information:

Filtering a Data Table (see page 24)

Eurekify Properties (see page 409)
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Adding Comments to Links

The Approver ticket’s Entity Link table provides you with the option to add
comments next to specific links.

1w X = Progress
OO0 1 56

Violations PersonID

Joe Dassin (99883136) Joe Dassin Sales

Userlame Organization OrganizationType Comment

Corporate = Basic resources approved

You can add comments next to the main entity (collapsed table), or next to a
specific link in the expanded entity table.

B

-

1w X P Proaress Violations PersonID UserName Organization OrganizationType Comment
Joe Dassin ' & o
Odo = 2/6 Joe Dassin Sales Corporate Basic resources
f (99883136 trrmie
[=] Rales (2)
W' ¥ = Name Violations  Relationtype  Description Type  Organization Rule Owner History Comment
OoOono Elzlj.s;\Team (Rale By 2 Direct Role By 2 Users 0rg Role Sales QOrganization=>5ales; 99883135 History @
=)
Organization=S5ales Characteristic Role —
O O [ (Characteristic Role Direct (100.0%) - Min 0Org Role Szles Organization=>5zles; 99883135 History M
(100.0%) - Min 40%) 40%
[l Resources (4)
w ¥ = Namel Name2 Name3  Violations Relationtype Description Managerid-owner Location History Commend
office2003,2003,WinHT - . - - R San A M Basic
OO (M5 office2003) 2003 WinHT Dual MS office2003 91236370 Mateo,CA Histary function
approved
e-mail, outlook, WinNT (MS I Ep— San - &
O 0 emal) outlook WinNT Dual Ms email 91236370 Mzteo,CA History &

To add a comment to a link

1. Go to the record where you want to add the comment. Click Iﬁ"in the
selected row (in the Comment column).

A free style text box opens.

@

Comment

M Basic function approved
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2. Enter the free style text of your choice.

3. Click the column label Comment, at the top of the Entity Table.

1w X P Proaress Violations PersonID UserName Organization OrganizationType Comment
= Joe Dassin ' & o
O0Oo0o | 2/6 799883136) Joe Dassin Sales Corporate EDDI'DB\’EESEIIC resources
= Roles (2)
W ¥ = Name Violations  Relationtype  Description Type Organization Rule Owner History Comment
OoOono Elzlaerss\Team (Role By 2 Direct Role By 2 Users 0rg Role Sales Organization=>5ales; 99883135 History B
ars)
Organization=S5ales Characteristic Role —
O O [ (Characteristic Role Direct (100.0%) - Min 0Org Role Szles Organization=>5zles; 99883135 History IJ
(100.0%) - Min 40%) 40%

[l Resources (4)

w ¥ = Namel Name2 Name3  Violations Relationtype Description Managerid-owner Location History Commend
office2003,2003,WinHT - . - o . San P M Basic
Ood (M5 oFice2003) 2003 WinNT Dual MS office2002 91236370 Mateo,ca  Hetory function
approved
e-mal,outlook, WinMT (MS N ; D San R =
OO emal) outlook  WinNT Dual Ms emall 91236370 Mzteo,ca  TSTOTY &

-

The comment is added to the Entity Table.
More information:

Add Comment (see page 87)

General CMA Ticket Functions

The Campaign-Manager-Approver ticket provides the following functions:

Close
Closes the ticket.
Save
Saves the changes made to the ticket.
Save and Reassign
Provides the option to reassign a link and save the change.
Hide Selected

Hides the entities whose links have already been reviewed. When active
the Show all button appears.

Show All

Reveals all the hidden links
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More information:

Reassigning a Link (see page 142)
Hide Selected (see page 148)

Hide Selected

This feature hides the entities, that have already been examined. This function
will only hide those entities whose entire list of links has been reviewed. As
any manager can have many entities that need to be reviewed, this option
makes it easier to see which entities have links that have not been reviewed.

ﬂ; Ticket Properties Form, - Windows Internet Explorer

<. http:f{localhost G080 eurekify tms i Twickettinterface=:371: 11

Campaign M Approver

Ticket Id: 872 Oowner: Cooper Amos (DOMA] Previous Owner: Status:
Due Date: 15/01/2009 00:00:00| Priority: Severity: State:
Modified Date: 33/12/2008 21:57:19 Date Created: [31/13/3008 12:51:21
Title:

User Certification - Cooper Amos (User Review)

Description: User Certification - Cooper Amos (User Review)

I Save and Reassign Show all

Reassigned From:

aoprover progess I | o

1w X = Progress Violations PersonlD Userame Organization OrganizationType Comment
Odgd Mike Pamels (87347830) Mike Pamela Application Development Corporate &
Attachments:
Comments:

I Add Comment Add Attachment View Initiators View Transaction Log

[# & nternet #100% -
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In the example, we see that according to the Approver Bar, there are 176 links
that have to be approved. 167 of those links have already been processed.
After clicking Hide Selected, only one user is listed (collapsed). This way it's
easy to see the links that have yet to be examined.

It is important to realize that the function only hides main-entities that have
been fully audited. Entities, whose link-tables have only been partially audited,
will be visible.

Approver Progess _——— 140/213 (65%)

! " ¥ < Progress Violations PersonID Userlame Organization OrganizationType Comment|
OoOongd Rolen Dave (98383770 Rolen Dave Finance Corporate &
BROooOoQ s 1/2 Yoham Anne (93872110 Yoham Anne  Siicon Valley Branch Branches g
OoOog Fidelity Bob (84848110 Fidelity Bob Operations Corporate &
OoOog Helmuth Howard (83838380) Helmuth Howard Marketing_Dept. Corporate &
OoOdd Ester Roger (95477810 Ester Roger Operations Corporate g
BRooo - 0/1 Angel Ben (67283470 Angel Ben System Management Corporate g
[ [ e | Herman Barhara (F446410) Herman Barhara  Oneratinng Cornnrate 74

In the example in Figure 129, we see that the user, Yoham Anne, has two links
that have to be reviewed, and only one has been examined. That is why
Anne's row is still visible in the main entity table after clicking Hide Selected.

When the Hide Selected option is active, the function menu bar changes and
replaces the Hide Selected button with a Show All button.

Advanced CMA Ticket Functions

The Campaign-Manager-Approver ticket provides the following advanced
functions at the bottom of the CMA's Ticket Properties From:

Add Comment Add Attachment View Initiators View Transaction Log

More information:

Add Comment (see page 87)

Add Attachment (see page 89)
View Transaction Log (see page 90)
View Initiators (see page 150)
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View Initiators

The View Initiators button opens the View Initiators list in a separate browser
window. This list (in table format) provides the list of users that generated this
Campaign-Manager-Approver ticket. Usually, you can find here the name of
the campaign-owner. When a campaign has been delegated or escalated, you
can view the list of users who received ownership of the campaign.

View Initiators

UsarName Organization
Cooper Amos  IT Security
Cooper Amos  IT Security

Eurekify Admin Eurekify

OrganizationType Email Location Title
Corporate 34672910@company.com - IT Manager
Corparate 34672910@company.cam - IT Manager

Eurekify Admin

The information provided by the View Initiators table is based on the
campaign's configuration files.

To view the campaign's initiator list

1. Click Advanced at the bottom of the Ticket Properties Form.

2. Click View Initiators.

The View Initiators table appears in a separate browser window.
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This chapter is designed for managers who can run post-campaign Approval
Processes and for entity managers who may receive Approver tickets as part of
the approval process.

Note: As the post-campaign Approval Process is always started by the
current campaign-owner, the owner of the Approval Process tree's root ticket
will be designated in this chapter as the “campaign-owner”, even if the current
owner of the ticket is actually someone who received the ticket during the
Approval Process as a result of an escalation or delegation operation.

Following a campaign, your next task is to review all the rejections that were
generated in the course of the campaign. As you know, the campaign itself is a
straightforward review of the current links present within the campaign's
selected universe and configuration from a specific entity's point of view. As
such, during a campaign you can approve or reject a link, but the final decision
regarding rejected links is postponed. The Approval Process sends every
rejected link to the managers of the involved entities (both sides of the link),
allowing them the final say as to whether to reject the link or not.

This means that during the approval process

m  Tickets will be sent to both the user manager and the role manager of each
rejected user-role link

m  Tickets will be sent to both the user manager and resource manager for
each rejected user-resource link.

m  Tickets will be sent to both the role manager and the resource manager for
each rejected role-resource link.

m  Tickets will be sent to the role manager(s) for each rejected role-role
(hierarchy) link.

Note: The rejection or approval of a link during this process is final and will
not be sent for further review.
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The approval process is started by the current campaign-owner. When an
instruction to begin an Approval Process is given, the CA Eurekify Role &
Compliance Manager generates a hierarchal Approver Process ticket tree. The
ticket tree comprises three nodes:

Approval Root ticket

This ticket belongs to the campaign-owner. Each approval process has only
one root ticket..

Rejected-Link Parent Ticket

This is a Delete Link [Entity1]-[Entity2] ticket. This ticket belongs to the
campaign-owner. This node is the parent of the actual approval process
Approver tickets that are sent to the Approvers. The number of sub-trees
of this type present in an approval process tree depends on the humber of
rejected-links being processed.

Approver Tickets

This is a Delete Link [Entity1]-[Entity2] ticket. Two tickets of this kind are
generated, one for each entity manager, per each rejected link. For

example, when the rejected link is a user-role link, then one ticket will go
to the user's manager and the second ticket will go to the role's manager

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin
Home
My Tickets
> m Tite State Status Children Typev Received Owner Previous Owner ™
- User Review ADDIGY L Approval 28/12/2008 [ oo
P 1158 B 5 user Review Approval Root Request Open In Progress 17 Root 13:46:29 Eurekify Admin
Request to remove user to resource assocation. Delete a0 s
P~ 1150 B 2 resourcerUGMPER, RACFPROD,RACF22 (Production  Open  In Progress 2 Lk User- 23/12/2008 E.“E’l’?g.a‘j”“!‘
RACF),... Resource 1>+ 10%3 \ADTAEAdmMIn)
User Approval Requast ta dslete resource Dalete . e s
P 110 [l UGHPBR,RACFPROD, RACF22 (Production RACF) fomDpen  hne? 0 Lnk User- 23/12/2008 Euraty Admn
user Joe Dass... Action Resource 1517 (ADTEAGMIA)
Resource Approval Request to delete resource Delete . Keren Cindy
P 1200 UGMPBR,RACFPROD,RACF22 (Production RACF) fromNew '?en['d‘”g 0 Link User- f?j_/:_zjzzfm (DOMAIN\Keren
userJoe ... Action Respurce > Cindy)

Entity managers are assigned as approvers to an Approval Process based on
the link type. For example, for a Delete Link User-Role process, the user's
manager and the role's manager will be assigned as approvers. Users can
become approvers for other users only if the Approver's name appears in the
manager column (of the Universe's Model configuration files) for the specific
user. Users can become approvers for Roles and/or Resources only if they are
listed in the configuration's RACI representation under Accountable, that is a
specific user becomes accountable for a specific entity. Therefore, if you are
listed as an entity manager, you will receive Approver tickets when an
administrator runs an Approval Process involving your assigned entity.

The campaign-owner has overall control of the approval process. They can
transfer responsibility of the process to another manager or cancel the process
when necessary. This can be done for the complete ticket tree or for a single
sub-tree.
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As an approver you are tasked with making the decision whether to approve
the rejection or not. To aid you in the decision making process, you have the
ability to consult with other managers.

Important! As several complex procedures are documented in this chapter, it
is important to remember that every ticket has a unique ticket ID number that
can be used to track the ticket and to differentiate between tickets of the same
type that deal with the same issue, but have different functionality or purpose.

This section contains the following topics:

General Approval Process Ticket Functions (see page 153)
Advanced Approval Process Ticket Functions (see page 161)
Approval Process Root-Ticket (see page 166)

Rejected-Link Parent Ticket (see page 172)

Approval Process Approver Tickets (see page 176)

Approval Process Info-Tickets (see page 188)

General Approval Process Ticket Functions

The Ticket Properties Forms for the various Approval Process tickets share
many of the same functions. The following table provides a summary of all the
General functions available for the various Approval Process tickets.

Ticket Type Functions
Approval Root Close, Save, Delegate, Escalate, Start
(campaign-owner ticket) Process, Cancel Process, Acknowledge, More

Details/Less Details

Delete Link Close, Save, Delegate, Escalate, Cancel
[Entity1]-[Entity2] Process, More Details/Less Details
(Rejected-Link Parent ticket)

Delete Link Close, Save, Delegate, Escalate, Consult,
[Entity1]-[Entity2] (Approver Approve, Reject, More Details/Less Details
ticket)
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Escalate

Besides the Ticket Properties Form General functions, the following functions

can be found in all of the tickets:
m  Escalate
m  Delegate

m  More Details/Less Details

The functions that are unique to the various tickets will be described in the

relevant sections.

m  Approval Root (campaign-owner)

m  Delete Link [Entityl]-[Entity2] (campaign-owner)
m  Delete Link [Entityl]-[Entity2] (Approver ticket)

This function lets you transfer the selected ticket to a more senior manager.
Once you have transferred the selected ticket to the new ticket owner, the

original ticket is archived and will no longer appear in your list of active tickets.

Only the current ticket owner can escalate a ticket.

When a ticket is escalated, a new ticket is generated with the new owner listed

in the Owner field and the manager who escalated the ticket(s) is listed in the

Previous Owner field.

et Properties Fo do erne plore =
& | http:fflocalhost :B0&0 eurekify tms/ul/7wicket:bookmarkablePage=: com. eurekify, tms. web, template  DefaultTicketFagetticketId=1624 w
- Delete Link User-Role ~
Ticket Id: 1824 Owner: Herman Barbara Previous OWNer: |gam sas (Eurekify\Ral Status: | pending Action v
Due Date: 19/01/2009 22:47:43 Priority: Severity: State:
Modified Date: |1g/01/2009 23:25:2¢ Date Created: |1g/01 /2009 23:11:22
Title: User Approval Request to delete role Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%) from user Rodney Sergio (75676560)
Description: | yger Approval Request to delete role Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%) from user Rodney Sergio
(75676560) - Request was submitted on Universe Demol from Link of Team to Role(s).
/Configuration Name: Model_ConfigWithRoles
Person ID: 75676560
Role Name: Organization=Database Administratars
|Approval Process Result:
Comments:
Received Owner Note
X 19/01/2000 23:11:22 Rami Sas (Eurekify\Rami) Escalated to Herman Barbara.
| . ]
IDone [% € internet F100% -
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A comment is generated stating that the ticket has been Escalated to [current
owner]. This comment appears in both the old ticket and in the new ticket.

When viewed in the original ticket owner's Archive screen (Ticket Queue ,
Archived tickets) the old ticket and the new ticket create a hierarchal tree in
which the original ticket (the Status is set to Escalated) is the root ticket and
the new ticket is the next node.

Enterprise Role and Compliance Manager

Home Dashboards Self Service Administration

Ticket Queue

Entity Browser Reports Logout Eurekify\Rami

pul Title: State Status Children Type Received Owner Previous Owner
Wser Approl Roguest o dlco ol Delete o0
P> 1778 9 5 ganimton-Databass Admisaios (Charsiarsie  Astves Estes 1 LlnkUser e B
proval Request to delete role boks
t . Pending 19/01/2009
P 1824 =] O\l‘jal‘ll zation=Database Administrators (Characteristic New Action 1] ;IQ‘EUSEF 53:11:22 Herman BB\DB\B [EUFEKW\RBWD

When the escalated ticket is viewed in the Approval Process owner's Ticket
Queue (when applicable), the old ticket and the new ticket create a new
sub-tree within the original Approval Process tree, in which the original ticket
(Status is set to Escalated) is the parent ticket.

Ticket Queue = Open/New/Done Tickets
P b0 Title State  Status Children Type Received  Owner Previous Owner
/01/
P 1817 £ Link of Team to Role(s) Approval Root Request Done ggg:g 2 anptm\al 19/ Dl 2009 Cooper Amos
. P . Pending Approval 19’01’2009 N
P 1811 £ Link of Team to Role(s) Approval Root Request Done Action 2 Root 18:16:38 Cooper Amos
1773 B & Link of Team to Role(s) Approval Root Request New In Progress 4 Approval ]gi . Cooper Amas
Root 17 0
Raquus* o remove user o role associztion. Delete 19/01/2008 Cooper Amos
P 1774 B £ role:’ Qrganizetion=Database Administrators Open In Progress 2 Link 17‘:47;‘3D (DOMAIN\Caoper
(Characterist... User-Rale =" Amios)
Reguest to remove user to role association. Delate 10/01/2000 Cooper Amos
P 1775 Bl (= role:'Organization=Database Administrators MNew In Progress 2 Link ]7‘:47;‘30 (DOMAIN\Cooper
(Characterist... User-Role =" Amos)
User Approval Reguest to delete role Delate iy
P 1778 =l= Organization=Database Administrators (Characteristic Archived Escalated 1 Link i?ig;fﬁug Faai::‘aifps Rami}
Role (101 User-Role =" VEHTERTARATY
User A | Request to delete role Delete 114
P 1824 Organi Database Administrators Open igg:g 0 Link giﬂ;‘gug Herman Barbara Fgm‘gi}i\ Rami)
(Characteristic Role (100.. User-Role 77 '
Role Approval Request to |:I=Iﬂh role Delate iy Allen Sherman
P s [ 0rganzztion=Database Administrators (Characteristic Haw f\“é@igpg 0 Lnk 1?13;;‘423909 (IBMRS0\In
Role (100.. User-Role =" """ Sharoni)

If the ticket that you chose to transfer is a parent ticket, having other tickets
located below it in the specific Approval Process ticket tree, then the complete
sub-tree will now be listed in the new owner's Ticket Queue.

[ My Tickets
= I
= 1s2s
= 1770
P 1784

Title State Status Children Type Received Owner Previous Owner
Rﬂuuﬂsf to remove user to role association. EigLete 10/01/2009 Cooper Amos
B =) role:'Organization=Database Administrators Hews In Progress 2 ser- 23':38:50 Flag Lee (DOMAIN\Cooper
(Characterist... Role = Amos)
Delete
User Approval Request to delete role
Pending Link 19/01/2009 Rami Sas
zat t trat te  MNew it -
= Sé?aal‘ulguwun =Datzbase Administrators (Characteristic  Hew Actian 0 User-  17:47:43 (Eurekify\Rari)
Rale
Delete .
Role Approval Request to delete role . o Allen Sherman
= Olganvahon =Database Administrators (Characteristic  New gilgdwng a Link 19"_01j 2009 (IBMR50\Ilan
ion User- 17:47:43 i
Role (100.. Role Sharoni)
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If you choose to escalate an Approval Process root ticket, the whole tree will
now be visible in the new owner's Ticket Queue.

To escalate a ticket, you have to select a user from the list of appropriate

users.

£~ Browse Tickets - Windows Internet Explorer

Ureki ace=i:ii v
- ~
|Find Escalate Users

Where | Choose Field | contains and

Where | Choose Field | contains and

Where | Choose Field | contains
Showing 1 to 30 of 140 W A412345F B

Userllame Organization OrganizationType Email Location Title

O Rodney Sergio Database Administrators Corporate 75676560@company.com DB Developer

© Moris Bill System Management Corporate 47868650@company.com Developer

) Rolen Dave Finance Corporate 98383770@company.com Accountant

O Fred John System Management Corporate 86544420@company.com Developer

0 DeerAlex Fifth Ave Branch Branches 91238730@company.com Branch Officer/Clerk

O Goid Wiliam Human Resources Corporate 84847310@company.com Psychologist

© Sharon Johnson Fifth Ave Branch Branches 89123470@company.com Branch Officer/Clerk

) Moos Steve Human Resources Corporate 87623450@company.com HR Officer

© RojerDave Stamford Branch Branches 88490390@company.com Branch Officer/Clerk

(O steiven Pat System Management Corporate 45489940@company.com Security Admin Manager e
Done @ Internet #F100% -

The Find Escalate Users screen is divided into two sections:
The filter

Located in the window's header. The filter lets you narrow down the list of
proposed approvers.

The proposed users

This table presents a pre-filtered list of users who can receive the
escalated approval task(s). This list can be filtered to aid in finding a
specific user.

The names listed in the proposed users list are governed by several default
property filters of the type:

tms.escalate filter

To escalate a ticket
1. Click Escalate in the ticket's Ticket Properties Form.
The Find Escalate Users screen opens.

2. Select a name from the list. You can use the filter option to reduce the
number of records listed in the table.

3. Click OK.

The Executing bar appears. The original ticket is archived and its status is
set to Escalated. A new ticket is generated. The ticket appears in the
target user's Ticket Queue.
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More information:

Add Comment (see page 87)
Filtering a Data Table (see page 24)
Eurekify Properties (see page 409)

Delegate

This function allows you to transfer the selected a ticket to another user. Once
you have transferred the selected ticket to the new ticket owner, the original
ticket is archived and will no longer appear in your list of active tickets. Only
the current ticket owner can delegate a ticket.

r’.:; Ticket Properties Form, - Windows Internet Explorer

& | http:fflocalhost: 8080 eurekify /tms fuifPwicket:bookmarkablePage=:com. eurekify . tms web template, Def aulkTicketPageaticketId=1922 hd
Delete Link User-Resource ~

Ticket Id: 1922 Owner: Tailor Janet Previous Owner: [coanar amos (DOMA] Status:
Due Date: 21/01/2009 23:27:19 Priority: Severity: State:

Modified Date: 31/01/2000 18:37:01 Date Created: |3101/2009 18:37:01

Title: Reguest To remove user £o resource association. resource:'office2003,2003,WinNT (MS office2003) ,user:'Keren Cindy (77292450)

Description: |Request to remove user to resource association. resource:'office2003,2003,WinNT (MS office2003)',user:'Keren Cindy (77202450)' -
Request was submitted on Universe Portal from Resource certification.

< ss Details
onfiguration Name: Model2_ConfigWithRolas
Person ID: 77292450
Resource Namel: office2003
Resource Name2: 2002
Resource Name3: WinNT

pproval Process Result:

Comments:
Received Owner Note
X 21/01/2009 18:37:01 Cooper Amos (DOMAIN\Cooper Amos) Delegated to Tailor Janet.

Done [# & ntermet H100% -

|=
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When a ticket is delegated, a new ticket is generated with the new owner listed
in the Owner field and the manager who delegated the ticket is listed in the

Previous Owner field.

A comment is generated stating that the campaign has been Delegated to
[current owner]. This comment appears in both the old root-ticket and in the

new root-ticket.

When viewed in the original ticket owner's Archive screen (Ticket Queue,
Archived tickets) the old ticket and the new ticket create a hierarchal tree in
which the original ticket (the Status is set to Delegated) is the root ticket and
the new ticket is the next node.

Ticket Queue > Archived Tickets
P ID Title State Status  cChildren Type Received  Owner Previous Owner
. - - . P . . 21/12/2008 Eurekify Admin
7 rtificaty rtification) ¢ t ! !
755 [ 2 Resource certification (User Certification) &rchived Delegated 1 Campaign 13-38.38 (AD1\EAdmin)
- - e e Pending . 21/12/2008 s Eurekfy Admin (AD
834 B |2 Resource certification (User Certification) Open Action S Campaign {5\oging Cooper Amos \EAdmin]
L . . Campaign 4 ;45
- User Certification - Eurekify Admin (Resource Pending ¥ 21/12/2008 .
756 certfiation) Hidden Action 1 r_1anaqgr 12:38:38 Cooper Amos
Appraver
758 User Certification - Herman Barbara (Resource Hidden Pending 18 ;Z'yg;grn 21/12/2008 ::‘;Sm:n_?.laﬁli?l'ﬁan
. . . . f .
When the delegated ticket is viewed in the Approval Process owner's Ticket
Queue (when applicable), the old ticket and the new ticket create a new
sub-tree within the original Approval Process tree, in which the original ticket
(Status is set to Delegated) is the parent ticket.
P j 0] Title State  Status  Children  Type Received  Owner Previous Owner
. . Delete i Cooper Amas
Reguest to delete role RACF - Developers (Characteristic 21/01/2009 T .
1891 A . R aran Open Hane 0 Link am. (DOMAIN\Coaper
Role (100.0%) - Min 80%) from user Keren Ci... Lser-Rale 18:28:10 Armos)
1871 [ 2 Resource certification Approvel Root Request Mew In Progress 17 ;gg'[o\-al féfglflzgtlug Cooper Amas
Delete .
_ Reguest to remove user to resource association. Link 21/01/2000 C00DEr Amas
1872 [ resource:' TESTDEV,RACFTEST,RACF22 (Test Archved Completed 1 zer- IEl‘ZT:lB (DOMAIN\Cooper
RACF) user:... R";DLH’C“ e Amos)
Delete Cooper Amos
j— = Request to remove user to resource association. Link 21/01/z2008 o .
7 [+] g \
1873 - resource:'e-mai,outlook, WinNT (M5 email)’,user:'Ker... Open In Progress 2 User- 18:27:19 ".DOH.HIN \Cooper
Resource Armas]
X Delete
_ Request to remove user to resource association. Link 21/01/2009 Cooper Amos
1874 B = resource:'office2003,2003,WinNT (MS Archived Delegated 1 lser- 18:37:10 (DOMAIN\Cooper
office2003)',use... e Amos)
t
Reguest to remove user o resource association. Eiilf-e Cooper Amaos
15922 = = resource:'office2003,2003,WinN T (MS Hev In Progress 2 User- Tailor Janet (DOMAIN\Cooper
office2003),use... Resource Amos)
. Delete
User Approval Request ta delate resource . . oy
1820 office2003,2003WNNT (M5 0fice2003) from  New  hending p Lnk  20/01/2009 L0 g0
. P Action User- 18:28:12
user Keren Cindy... Resource
. . - Delete
. = RESOUICE Appraval Request o delefe resource Panding _ lnk__ 21/oi/zops FROLE2
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If the ticket that you chose to transfer is a parent ticket, having other tickets
located below it in the specific Approval Process ticket tree, then the complete
sub-tree will now be listed in the new ticket owner's Ticket Queue.

My Tickets
P D Title State  Status  Children  Type Received  Owner Previous Owner
_ Request to remove user to resource association. Ei;‘:te 21/01/2008 Cooper Amos
1922 [ L5 resource:'office2003,2003,WinNT (M5 New In Progress 2 User 18:"7{01 Tailor Janet  (DOMAIN\Cooper
office2003)',use... Resource 2 Armos)
. Delete
Usar Approval Request to delete resource . . rp
1020 0ffica2003,2003,WinlT (M5 0ffice2003) from user  New '?iﬂ.d'”g o b'”f fég;fzmg Taior Janat
Keren Cindy... Action ser- e
! Resource
. Delete
Resource Approval Request to delete resource . A 1A 7 Flag Lee
1021 office2003, 2003, WinhiT (M5 office2003) from user  New  ending p Lk 200072008 (pan e
Action User- 18:28:12 \
Keren C... Resource Lee)

If you choose to delegate an Approval Process root ticket, the whole tree will
now be visible in the new owner's Ticket Queue.

To delegate a ticket, you have to select a user from the list of appropriate
users.

[Find Delegate Users

Where | Choose Field

Where | Choose Field

Where | Choose Field

OK

Showing 1 to 30 of 140
UserName

() Rodney Sergio
O Moris Bill

() Rolen Dave
@)

Fred John

¥ | contains

+ | contains

+ | contains

Organization

Database Administrators
System Management
Finance

System Management

and

and

Select
Cancel

OrganizationType
Corporate
Corporate
Corporate

Corporate

Email

75676560@company.com
47868B650@company.com
98383770@company.com
86544420@company.com

Location

H 4123450 B
Title

DB Developer
Developer
Accountant

Developer

The Find Delegate Users window is divided into two sections:

The filter

Located in the window's header. The filter lets you narrow down the list of
proposed approvers.

The proposed users

This table presents a pre-filtered list of users who can receive the
delegated approval task(s). This list can be filtered to aid in finding a
specific user.

The names listed in the proposed approvers list are governed by several
default property filters of the type:

tms.delegate filter
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To delegate a ticket
1. Click Delegate in the ticket's Ticket Properties Form.
The Find Delegate Users screen opens.

2. Select a name from the list. You can use the filter option to reduce the
number of records listed in the table.

3. Click OK.

The Executing bar appears. The original ticket is archived and its status is
set to Delegated. A new ticket is generated. The ticket appears in the
target user's Ticket Queue.

More information:
Add Comment (see page 87)

Filtering a Data Table (see page 24)
Eurekify Properties (see page 409)

More Details/Less Details

The More Details>> and <<Less Details buttons, located below the general
function buttons, toggle between showing additional data and hiding the same
data.

Delegate Escalate Consult Approve Reject

More Details ==

Delegate Escalate Consult Approve Reject

== Less Details

onfiguration Name: Model_ConfigWithRoles
736706560
Organization=Database Administrators

Approval Process Result:

Advanced...
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The data fields and their content depend on the ticket type and it is in general
self-explanatory.

To toggle between the two modes click the visible option More Details/Less
Details.

Advanced Approval Process Ticket Functions

The Ticket Properties Forms for the various Approval Process tickets share
many of the same functions.

m  Add Comment
m  Add Attachment

m  View Transaction Log

The following Advanced functions are described in this section:
m View Initiators

m  View Parent

= View Children

m  View [Entity] [where entity is either user, role or resource]

The following table provides a summary of all the Advanced functions available
for the various Approval Process tickets:

Ticket Type Advanced Functions

Approval Root m Add Comment
(campaign/Approval Process owner ticket)
m  Add Attachment
m View Transaction Log
m  View Children

m View Statistic

Delete Link [Entity1]-[Entity2] (Rejected-Link s Add Comment

Parent ticket)
m  Add Attachment

m View Transaction Log
m View Parent

m  View Initiators

m  View Children

m  View Entityl
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Ticket Type Advanced Functions

m View Entity2

Delete Link [Entityl]-[Entity2] (Approver ticket) g Add Comment

m  Add Attachment

m View Transaction Log
m View Parent

m  View Initiators

m View Violations

m View Entityl

m  View Entity2

m View Consult Results (toggle)

More information:

Advanced Ticket Functions (see page 85)

View Initiators

The View Initiators button opens the View Initiators list in a separate browser
window. This list (in table format) provides the sequence f users who that
launched this post-campaign Approver Process ticket. For example, you can
find here the name of the campaign-owner. When a ticket has been delegated
or escalated, you can view the list of users who received ownership of the
ticket.

e http:Hflocalhost: BOBOfeurekify/tms/uiffwicket: bookmarkablePage -popuppagemap:com.eurekif... E| [E| g|

£ | httpefflocalhost: 3050/ eurekify/tms Uil 7wicket :bookmarkableP age=popuppagemap: com, eurekify, tms web, commaon, ViewParentsPagesT v

View Initiators

UserName Organization OrganizationType Email Location Title

Tailor Janet Qperafions Carporate 3773730@company.com - Qperatar
Cooper Amos  IT Security Carporate 34672910@company.com - IT Manzager
Cooper Amos  IT Security Carporate 5467291 0@ company.com - IT Manzger

(3 € Internet H100% <

The information provided by the View Initiators table is based on the
campaign's configuration files.
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View Parent

View Children

To view the ticket's initiator list
1. Click Advanced at the bottom of the Ticket Properties Form.
2. Click View Initiators.
The View Initiators table appears in a separate browser window.

3. Click Close to close the View Initiators window.

Post-campaign Approval Process tickets are set up as hierarchal trees. The
View Parent option provides you with quick access to the current ticket's
parent ticket. When you click View Parent in the Ticket Properties Form's
Advanced functions section, the parent ticket opens in a separate browser
window.

For the Approval Process ticket tree, this means that you can view the parent
tickets for the Request Parent ticket and for each Approver ticket..

Click View Parent to open the current ticket's parent ticket in a separate
browser window.

Post-campaign Approval Process tickets are set up as hierarchal trees. The
View Children option allows you to see information concerning all the
nodes/leaves that are located below the current ticket. For the Approval
Process ticket tree, this means that you can view the children tickets for the
Approval Process Root ticket and for the Rejected-Link Parent ticket.

You can control the number of records per page listed in the table by using the
Records per page option.

Action Owner Type  Status Title Comments
. . o PENdING User Approval Reguest to delete resource office2003,2003,WinNT (MS office2003) from user Keren
Belect Tailor Janet APPIOVET » fion Cindy (77282450)
kelect Lee (DOMAINYFzg . rover Pending Resource Approval Request to delete resource office2003,2003,WinMNT (MS office2003) from user Keren
et PATOVET 4 ctign Cindy (77282450)

Add Comment

View User

<< Close Children

Add Attachment View Transaction Log View Initiators
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The following fields appear in the View Children table:
Action

The action you can take concerning this ticket. For example: Select opens
the selected ticket in a separate browser window.

Owner

The ticket owner.
Type

The ticket type.
Status

The ticket status.
Title

The ticket title.
Comments

The last comment added to this ticket.

To view a ticket's children tickets
1. Click Advanced at the bottom of the Ticket Properties Form screen.
2. Click View Children.

A table opens at the bottom of the Ticket Properties Form screen. The View
Children>> button becomes the <<Close Children button.

3. (Optional) Click Select in the Action column to navigate to the ticket listed
in that row.

The selected ticket opens in a separate browser window.
4. Click Close to close the selected ticket.

5. Click Close Children to close the ticket-children table.
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View [Entity]

The purpose of the Approval Process is to review the rejected links recorded

during the original campaign run. This task is performed by the various entity
managers. An important aid to this is the ability to view the link's entity cards
during the approval process. View [Entity] opens the entity's card in a separate

browser window.

& http: Mflocalhost: B0B0/eurekify/portalfuserBrowserfconfigurationName-Model2_... [

k& htp:flocalhost :8080jeurekifyfportaljuserBrowser ?ronfigurationiame=Modelz_ConfigwithRolestpersar

Enterprise Role and Compliance Manager

Free Georgia (93833870)

Configurtion Model2_ConfigWithRoles
Person ID 93833870

Name Free Georgia
Organization Marketing_Dept.

Organization Type Corporate

Country us
Location New Jersey
Title Marketing

Cost Center 25331
Suspended No
Manager IDY 88311130
E-Mail 9383387 0@company.com
Login ID DOMAIH\Free Georgia
Roles Resources
|’muameA Description Type  Organization
BASIC ROLE Basic role - for all users that have access to IT Org Role Enterprise
Organization=Marketing_Dept. Characteristic Role {100.0%) - Min 40% Org Role Marketing Dept.

Customize Filter

(8 €D nternet H o -

The Approval Process tickets that provide this option (Rejected-Link Parent and

Approver tickets) provide two action buttons-one for each side of the link.

Therefore, if the rejected link being reviewed is a user-role link, the advanced

function buttons will be View User and View Role.

& | httpifflocalhost: 8080/ eurekify ftms/uif Pwicket: bookmarkablePage=:com, eurekify kms, web, template, Default Ticket Pagetticketld: | v

- Delete Link User-Resource A
Ticket Id: 1024 owner: Eurekify Admin (AD1\| Previous Owner:

Due Date: 22/01/2000 04:02:52 Priority: Severity:

Modified Date: |31/01/2000 23:03:2¢ Date Created: 31012009 23:02:52

Title: Request to remove user to resource association. resource:'UGADGEN2.Administration.[ROOT],NOY

Description: |Request to remove user to resource association. resource:' UGADGEN2.Administration.[ROOT],NOY
(93833870)" - Request was submitted on Universe Portal from User campaign with Audit Card.

Delegate [l Escalate Gancel Process

== Less Details

onfiguration Name: Model2_ConfigWithRoles
870

Person 1D: 03833

Resource Namel: UGADGEN2.Administration.[ROOT]
Resource Name2: HOVELADM

Resource Hame3: Noveld

\Approval Process Result:

View Initiators View Children => =
< | ¥
Done [ € nkernet & 100% v
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Click View User/View Resource/View Role to see the entity's card in a separate

browser window.

More information:

The Entity Card (see page 28)

Approval Process Root-Ticket

The Approval Root-ticket is the root-ticket that appears in the Ticket Queue
belonging to the manager/administrator who started the Approval Process.
When expanded, you can see a set of sub-trees, one for each rejected-link that

has to be reviewed.

Enterprise Role and Compliance Manager

Home

Ticket Queue
Ticket Queue > Oper

Dashboards

kets

Self Service

Entity Browser

Reports

Administration

Logout AD1\EAdmin

ch
D
1923
1924
1925
1926
1927

1928

1829

Y ¥V V vV ¥V ¥V V VY

1830

Customize

Title

B & User campaign with Audit Card Approval Root Request

Request to remove user to resource association.
3 resource:' UGADGENZ.Administration.

[ROOT],MOVELADM,Ho...

Request to remove user to resource assocition.
3 resource: UGMPBR, RACFPROD, RACF22 (Production

RACFY, ...

Request to remove user to resource association.
(3 resource:' UGADGEN1.Administration.

[ROOT],MOVELADM,Ho...

Request to remove user to resource association.
£ resource:'purchase, UNXMARKT, Solaris26 (Marketing

Sun...

Request to remove user to resource association.
(3 resource:'ugrkgen, UNXMARKT,Solaris26 (Marketing

sun...

Request to remove user to resource assocition.
3 resource:'UGMPBR,RACFPROD,RACF22 (Praduction

RACF)'...

Request to remove user to resource association.
3 resource: UGMPBR, RACFPROD,RACF22 (Production

RACF)',...

State

Open

Open

Archived

Mew

Archived

Mew

New

Status

In Progress

In Progress

Completed

In Progress

Completed

In Progress

In Progress

Archived Completed

Children

Type Received
Approval  21/01/2009
Root 23:02:52
Delete L|r|k21‘l,m:,2009
s 53:02:52
Resource e
Delete Linkzl!m.’zung
s o322
Resource e
Delete L|r|k21‘l,m:,2009
dser  53:02:52
Resource e
Be\ete L'nkZL’Ell,.’ZUUQ
e 230z
Resource e
Delete Llnkzl‘.,m:,2009
ser o 53:02:52
Resource e
Be\ete L'nkZL’Ell,.’ZUUQ
e 230252
Resource T
Delete L'nk21,fnl,.’2DDQ
ser o 53:02:52
Resource e

Owner
Eurekify
Admin
Eurekify
Admin (AD1
\EAdmin}
Eurekify
Admin (AD1
\EAdmin}
Eurekify
Admin (AD1
\EAdmin}
Eurekify
Admin (AD1
\EAdmin}
Eurekify
Admin (AD1
\EAdmin}
Eurekify
Admin (AD1
\EAdmIn}
Eurekify
Admin (AD1
\EAdmin}

Previous Owner

The number of sub-trees for any Approval Process Root ticket is listed in the
Ticket Queue's Children column. Each sub-tree consists of a Rejected-Link
Parent ticket and two Approver tickets, one for each of the entities that make
up the rejected link that is being reviewed.

Enterprise Role and Compliance Manager

O
eurelif

Home  TicketQueue  Dashboards  Self Service  Entity Browser  Reports  Administration Logout ADT\EAdmin
Home
My Tickets
B D Ttk State Status Chidren Type~ Received Owner Previous Owner *
el 2912/ i
P~ 1158 B = User Review Approval Root Request Open  In Progress 17 ;W“‘a‘ 21203008 gy adrmin
ReqUest ta remove User to resource 3ssocation Delete 1 -
P> 1150 B 5 resourcer'UGHPBR, RACFPROD,RACF2Z (Production  Open  In Progress 2 Link User- 23/1212008 Eureh admn
RACF)' Resource %1% (ARiEREmn
User Approval Request ta delete resource Delete o -
P> 1100 UGMPBR,RACFPROD,RACF22 (Production RACF) from Open iﬂgg’g 0 Link User- 521;7252210”3 FL‘[r)ik’EQﬁmg
user Joe Dass... Resource o (bEERAmn
Resource Approval Requast to delete resource Deleta 1 17000e Keren Cindy
P 1200 [ UGHPBR,RACFPROD, RACF22 (Praduction RACF} framNew geﬁ”‘g‘””g 0 Link User- 31942/20%% (GOMATN\Keren
user Jos Resource 1347 Cindy)

i
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Note: Under some circumstances, only a single ticket is located below a
Rejected-Link Parent ticket. The ticket is then a Notification ticket that informs
you of the reason why the expected approver tickets are not present.

When you click the ticket title you open the Ticket Properties Form in a
separate browser window.

/= Ticket Properties Form - Windows Internet Explorer |ZHE|E|
& | http: fflocalhost: 8080/ eurekify fims uifFwicketinterface=:14:: 1 e
Approval Root ~
Ticket Id: 1158 Owner: Eurekify Adrmin Previous Owner: Status:
DueDate:  [25/12/2008 18:46:29 Priorty: Seventy; Shate:
Modified Date: |79/17/2008 13:50:02 Date Created: 70/12/2008 13:46:29
Title: User Review Approval Root Reguest
Description: Approval Root Request - Request was submitted on Universe Portal from User Review
== Less Details
iIConfiguration Name: Model2_ConfigwithRoles
|-
b
IDUne EE 9 Internet H100% -

In this section you will find information specific to the Approval Root-ticket
type. It is important to remember that Approval Process tickets are based on
specific campaigns.

The following fields give you the basic information concerning the current
Approval Process:
<Ticket Title>
Approval Root
Title
[Campaign Title] Approval Root Request
Description
A description of the ticket. It includes the details of the request: Request
submitted on Universe [Universe name] from [Campaign Title]
This section covers the following topics:
m  The Approval Root ticket's General functions

m  The Approval Root ticket's Advanced functions
More information:

Rejected-Link Parent Ticket (see page 172)
The Ticket Properties Form (see page 83)
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Approval Root Ticket General Functions

The Approval Root ticket provides the following General functionality:
Close
Closes the ticket.
Save
Saves the changes made to the ticket.
Delegate
Transfers the ticket tree to another manager.
Escalate
Transfers the ticket tree to another manager.
Start Process

For regular Approval Processes, this button is disabled, as the procedure
starts automatically when the tickets arrive in the approvers' Ticket
Queues.

Cancel Process
Allows you to manually stop the Approval Process, at any stage.
Acknowledge

This function is disabled until the Approval Process has been completed.

This section provides instructions for the following functions:
m  Cancel Process

= Acknowledge
More information:

Delegate (see page 157)
Escalate (see page 154)
Cancel Process (see page 169)

Acknowledge (see page 169)
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Cancel Process

As the Approval Process owner, you have the authority to cancel an Approval
Process when necessary. When you choose to cancel an Approval Process, click
Cancel Process and a Confirmation pop-up window opens.

Confirmation

Are you sure you want to Cancel
Process?

Click Yes to cancel the current Approval Process and the Executing bar
appears. When done, the ticket (and it's tree) no longer exist.

Acknowledge

When you first open the Approval Root ticket, you will find that the
Acknowledge button is disabled. It will only be enabled when all the Approver
tickets belonging to the ticket tree will be reviewed and each request either
rejected or approved.

{= Ticket Properties Form - Windows Internet Explorer |Z||E|b_?|

€ | hitpefflocalhost:S080/eurekify ftms fuif Pwicket:bookmarkablePage=com, eurekify. tms, web, template, Default TicketPagegticket Id=1649 v
Approval Root ~
Ticket Id: 1649 Owner: Eurekify Admin Previous Owner: Status: | pending Action | v
Due Date: [12/01/2009 16:28:07 Priority: Severity: State:
Modified Date: [13/01/2000 11:30:14 Date Created: [15/01/2000 11:28:08

Title:

Indirect Link User Campaign Approval Root Request

Description: Approval Root Request - Request was submitted on Universe Portal from Indirect Link User Campaign

| Delegate Escalate | StariProcess | Cancel Process Acknowledge

== Less Details

IConfiguration Name: Model2_Config\WithRoles

|

IDUI‘IE EB e Internet 100 v

Click Acknowledge to finish the Approval Process. The Executing bar appears.
When the process is complete, the ticket is archived.
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Approval Root Ticket Advanced Functions

The Approval Root ticket provides the following Advanced functionality:
Add Comment
Manually add a comment to the ticket.
Add Attachment
Add an attachment or URL to the ticket.
View Transaction Log

The transaction log provides a history of the ticket-related actions
executed since the creation of the ticket.

View Children

Opens a table which provides you with information concerning all the
nodes/leaves that are located below the current ticket. For the Approval
Process Root ticket, this means that you can view information concerning
the Approval Processes' Rejected-Link Parent ticket.

View Statistics

Provides the status of all the children tickets.
More information:

Add Comment (see page 87)

Add Attachment (see page 89)
View Transaction Log (see page 90)
View Children (see page 163)

View Statistics (see page 171)
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View Statistics

The View Statistics button opens the View Statistics list in a separate browser
window. This list (in table format) presents the statistics concerning how many
of the child tickets (Reject-Link Parent ticket, in this case), have one of three
state/status combinations. Any ticket that has already been processed will not
be listed here.

7= hit p:fflocalhost: BOBO/eurekify/tms/uiffwicket:bo... |Z| |E| E|
£ | httpefflocalhost:B0B0 eurekify fimsfuif Pwicket :bookmarkablePage=196popup

View Statistic

Status Number of tickets
Cancel/In Progress 1

Mevs/In Progress 12

Open/In Progress 4

Total 17

I (5 €D Internet F100% -

To view the ticket's statistics information
1. Click Advanced at the bottom of the Ticket Properties Form.
2. Click View Statistics.
The View Statistics table appears in a separate browser window.

3. Click Close to close the View Statistics window.
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Rejected-Link Parent Ticket

The Rejected-Link Parent ticket is a management ticket, generated by the
Eurekify portal for every rejected link that has to be reviewed during an
Approval Process procedure. While the Approval Root ticket controls the
lifecycle of the whole tree, the Rejected-Link Parent ticket controls the lifecycle
of the individual link under its purview.

ﬂ; Ticket Properties Form - Windows Internet Explorer

& | httpef flocalhost: B0B0feurekify//tmsjuif wicket: bookmarkablePage=: com, eurekify tms. web template. Def ault TicketPageaticketId=1162 L

Delete Link User-Resource

Ticket Td: 1162 Owner: Eurekify Admin (AD1| Previous Owner: Status:
Due Date: 20/12/2008 18:46:30| Priority: Severity: State:
Modified Date: [35/01/2009 17:44:41] Date Created: [30/17/5008 13:46:30
Title: Request to remove user to resource association. resource:'UGMPMRK,RACFPROD,RACF22 (Production RACF)' user:'Garr Jim (77371120)'
Description: |pequest to remove user to resource assocation. resource:'lJGMPMRK,RACFPROD,RACF22 (Production RACF),user: Garr Jim (77371120 -

Request was submitted on Universe Portal from User Review.

onfiguration Name: Model2_ConfigWithRales
Person ID: 77371120
Resource Namel: UGMPMRK
Resource Name2: RACFPROD
Resource Name3: RACF22
\Approval Process Result:

Add Comment Add Attachment View Transaction Log View Initiators View Children >>
[§ € ntermet A 00 -
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In this section you will find information specific to the Rejected-Link Parent
ticket. It is important to remember that Approval Process tickets are based on
specific campaigns.

<Ticket Title>
Delete Link [Entity1] [Entity2]. For example: Delete Link User-Resource.
Title

Request to remove [Entity1] to [Entity2] association. [Entity1]:
[Entity1-name], [Entity2]: [Entity2-name]. For example: Request to
remove user to resource association.
resource:'UGMPMRK,RACFPROD,RACF22 (Production RACF)' ,user:'Garr
Jim (77371120)".

Description

A description of the ticket. It includes the details of the request: Request
was submitted on Universe [Universe name] from [Campaign Title]. For
example: Request to remove user to resource association.
resource:'UGMPMRK,RACFPROD,RACF22 (Production RACF)', user:'Garr
Jim (77371120)' - Request was submitted on Universe Portal from User
Review.

Use this ticket's functionality when you wish to transfer the specific link's
sub-tree to the management of another user or to cancel this specific review.
You can use the options in the ticket's Advanced section to access additional
information concerning the current ticket and the rest of the tickets in the tree.

More information:

The Ticket Properties Form (see page 83)

Chapter 9: Approval Process Tickets 173



Rejected-Link Parent Ticket

Rejected-Link Parent Ticket General Functions

The Rejected-Link Parent ticket provides the following General functionality:
Close
Closes the ticket.
Save
Saves the changes made to the ticket.
Delegate
Transfers the ticket tree to another manager.
Escalate
Transfers the ticket tree to another manager.
Cancel Process

Allows you to manually stop the Approval Process, at any stage.
More information:

Delegate (see page 157)
Escalate (see page 154)
Cancel Process (see page 169)
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Rejected-Link Parent Ticket Advanced Functions

The Rejected-Link Parent ticket provides the following Advanced functionality:
Add Comment
Manually add a comment to the ticket.
Add Attachment
Add an attachment or URL to the ticket.
View Transaction Log

The transaction log provides a history of the ticket-related actions
executed since the creation of the ticket.

View Parent

Opens the current ticket's parent's ticket.
View Initiators

View of list of the users who launched this ticket.
View Children

Opens a table which provides you with information concerning all the
nodes/leaves that are located below the current ticket. For the Reject-Link
Parent ticket, this means that you can view information concerning the
link's Approver tickets.

View [Entity]
Opens the entity's card. Two buttons are provided, one for each member

of the link under review.

The View Children function shows you the two Approver tickets associated with
this parent ticket:

Add Comment Add Attachment View Transaction Log View Initiators

tion Owner Type Status  Title Comments
Select Goodman Bruce Anprov arP ndmg User Approval Request to delete resm]rche HGMPMRK,RACFPROD,RACFZZ
(DOMAIN\Goodman Bruce) (Production RACF) from user Garr Jim (77371120)
Select Kﬂrﬂn Cindy (DOMAIN'Keren Approv DI_P ndlng Resource Approval Request to delete [jEULerD UGMPMRK,RACFPROD, RACF22
Cindy) (Production RACF) from user Garr Jim (77371120)

You can access the corresponding Approver tickets by clicking Select in the
ticket's row.
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More information:

Add Comment (see page 87)

Add Attachment (see page 89)
View Transaction Log (see page 90)
View Initiators (see page 162)
View Parent (see page 163)

View [Entity] (see page 165)

View Children (see page 163)

Approval Process Approver Tickets

When an Approval Process is set it motion, following a campaign, the Approver
tickets are sent to all the relevant entity managers. As an Approver, your job is
to either approve or reject the request to reject a link between two specific
entities. The Approver ticket supplies you with all the data you need to make
the decision and with the required functionality to assist you in the process.

et Properties Fo do ernet Explore =

& hitp: Hlocalhost: 8080 eurekify ftmsjuif?wicket:bookmarkablsPage=: com.eurekify. tms web. template. Def ault TicketPagesticket Td=1758 v
- Delete Link User-Role ~
Ticket Id: 1758 Owner: Cooper Amos (DOMA] Previous Owner: Status: | pending Action v

Due Date: 10/01/2000 05:18:41 Priority: Saverity: State:

Modified Date: 33012000 10:35:5¢ Date Created: 10/01/2000 00:18:41

Title: User Approval Request to delete role Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%) from user Davis Brett (75675330)

Description: ||ser Approval Request to delete role Organzation=Database Administrators (Characteristic Role (100.0%) - Min 40%) from user Davis Brett
(75675330) - Request was submitted on Universe Portal from Link of Team to Role(s).

\Configuration Name: Model2_ConfigWithRoles

Person 1D: 75675330

Role Name: Organization=Database Administratars
\IApproval Procass Result:

Add Comment Add Altachment View Transaction Log View Initiators | ViewViolations |
1

v

I [§ € Internet #100% -

The Ticket type's name is constructed from the ticket's action (delete/link) and
the entities involved. Therefore, an Approver ticket for a request to delete a
link between a user and a resource will be called a Delete Link User-Resource
ticket.

Your main task is to either approve or reject the submitted request to severe a
link between two entities. You can use any of the ticket's functions to find out
more information or perform any related task.

This section covers the following topics:

m  Approver tickets' General functions

m  Approver tickets' Advanced functions
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More information:

Reject (see page 184)
Approve (see page 183)

Approver Tickets General Functions

The Approval Root ticket provides the following General functionality:
Close
Close the ticket.
Save
Saves the changes made to the ticket.
Delegate
Transfers the ticket tree to another manager.
Escalate
Transfers the ticket tree to another manager.
Consult

Allows you to request a consult from one or more managers. When you
activate this service, a View Consult Results button appears in the
Advanced functions section of the Ticket Properties Form.

Approve

Approve the request to delete the link between the two entities. Once
approved, the link is severed.

Reject

Reject the request to delete the link between the two entities. This means
that the link will not be severed.

More information:

Delegate (see page 157)
Escalate (see page 154)
Approve (see page 183)
Consult (see page 178)
Reject (see page 184)
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Consult

You can use the Consult utility to send a request for a consult concerning a link
that you are reviewing during an Approval Process. You can consult more than
one user at a time. You also don’t have to wait for an answer to your request
before you actually approve or reject the link listed in the Approver ticket. This
feature is particularly useful when you are facing a deadline.

When you click Consult the Find Consult Users screen opens in a separate
browser window.

& | http:fflocalhost: 5080 eurekify tmsfuif?wicketinterface=: 11110

{2 Browse Tickets - Windows Internet Explorer [z
A
e

IFind Consult Users

Where contains and
Where contains and
Where contains

Showing 1 to 30 of 140 H 4123450 B
Userlame Organization OrganizationType Email Location Title —

|:| Rodney Sergio ggtr:il:lai:terators Corporate 75676560 @ company.com DB Developer

[ Moris Bill System Management Corporate 47868650@company.com Developer

|:| Rolen Dave Finance Corporate 98383770@company.com Accountant

[] Fred John System Management Corporate 86544420@company.com Developer

[] Deer Alex Fifth Ave Branch Branches 91238730@company.com Branch Officer/Clerk

[] Goid wiliam Human Resources Corporate 84847310@company.com Psychologist

H ::':ﬁ:os:“ Fifth Ave Branch Branches 89123470@company.com Branch Officer/Clerk

|:| Moos Steve Human Resources Corporate 87623450@company.com HR Officer

[] Rojer Dave Stamford Branch Branches B8490390@company.com Branch Officer/Clerk

[7] Steiven Pat System Management Corporate 45489940 @ company.com :‘-e_c_u_r'itv“Admin [

[3 € mternet F 100% -
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The Find Consult Users screen is divided into two sections:
The filter

Located in the window’s header. The filter lets you narrow down the list of
proposed approvers.

The proposed users

This table presents a pre-filtered list of users who can receive the request
to provide a consultation. This list can be filtered to aid in finding a specific
user.

You can select more than one user to consult with. After selecting the first user
to consult with, the Consult button toggles to become the Consult More button.
The View Consult Results is added to the ticket’s Advanced functions.

{= Ticket Properties Form, - Windows Internet Explorer

& | http: fflocalhost: 8080 eurekify /tms Uil wicketinterface=:12::: A
Delete Link User-Role AlA

Ticket Id: 1758 Owner: Cooper Amos (DOMA] Previous Owner:

Due Date: 19/01/2009 05:18:41| Priority: Saverity:

Modified Date: [55/01 /2009 11:45:32 Date Created: [19/01/2009 00:18:41

Title: User Approval Reguest to delete role Organization=Database Administrators (Characteristic Role (100.0¢

Description: | jser Approval Request to delete role Organization=Database Administrators (Characteristic Role (100.0¢
(75675330) - Request was submitted on Universe Portal from Link of Team to Role(s).

More Detai

Add Comment Add Attachment View Transaction Log
View Initiators View Children == View Consult Results Vigw Violation:

ul

Internet H100% v
(3 @ Y
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Consulting another user generates a ticket of the same type as the source
Approver ticket. The approver who made the consultation request can see a
copy of the consultant tickets, listed as leaves below the original Approver
ticket in the Ticket Queue.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards

Ticket Queue = Ooen/VewyDone Tickets

Self Service Entity Browser

Reports

Administration

JOMAIN\Cooper Amos

= 1 Ttk State  Status Children Type  Received  Owner Previous Owner
User Approval Request to delete role . Delete T Cooper Amos
P 1758 B =2 Organization=Database Administrators (Characteristic Qpen Eigg::g 5 Link ég]ﬂéiﬂﬂg (DOMAINYCooper
Role (100.... User-Role ™7 Amas)
Consult User Request to delete role ) Delete nqp
P 1945 QOrganization=Database Administrators (Characteristic  Mew iigg:rg 0 Link ﬁgéiﬂﬂg Qrr Taylor
Role (100.0... User-Rola ="
Consult User Request to delete raole ) Delete oy,
P 1946 Organization=0ztabase Administrators (Characteristic New iigg::g 0 Link ﬁgéiﬂﬂg Goid Wiliarm
Role {(100.0... User-Role =7
Consult User Request to delete role ) Delete nqr
P 1947 QOrganization=Database Administrators (Characteristic  New iecag::g 0 Link ﬁg;uzsuug Qrr Taylor
Role (100.0... User-Rola ===
Consult User Request to delete role Delate 33/01/2008
P 1948 [= organization=Database Administrators (Characteristic  Archived Completed 0 Link 11‘;52:% Orr Taylor
Role (100.0... User-Role ===
Consult User Request to delete role Delete 33/01/2008
P 1949 QOrganization=Database Administrators (Characteristic  Archived Completed 0 Link 12"_02531 Herman Barbara
Role (100.0... User-Rola =="7<"

The consult ticket that is generated is sent to each consultant’s Ticket Queue.

Home Ticket Queue Dashboards

Ticket Queue = New Tickets

Enterprise Role and Compliance Manager

Self Service Entity Browser

Reports

Administration

Logout DOMAIN\Herman Barbara

P b Title State  Status  Children Type Received Owner Pravious Owner
Consult User Request to delete role : Delete 1
P 1949 Organization=Database Administrators (Characteristic Hew Pen_dlng 0 Link User—zz"_mfZDDg Herman Barbara
Action 12:02:31
Rale (100.0... Role
. EES eaneo no T - " I o Approval 21/01/2008 Qg
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The ticket itself is identical to the original Approver ticket (Delete Link
Entity1-Entity2) except it has a new Ticket ID and the General functions are
limited.
The options Approve and Reject have the following meaning:
Approve

Approve the request to delete the specified link.

Reject

Reject the request to delete the specified link.

{= Ticket Properties Form - Windows Internet Explorer [z

& | http:fflocalhost: 8080/ eurekify ftms fuif?wicket:bookmarkablePage=:comn. eurekify. tms . web . kemplate. DeFault TicketPagedticketId=1949 A
Delete Link User-Role ~

Ticket Id: 1049 Owner: Herman Barbara Previous Owner: Status: | pending Action

Due Date: 19/01/2009 05:18:41 Priority: Severity: State:

Modified Date: [35/01 /2009 12:06:5¢ Date Created: [35/01/2009 12:02:31

Title: Consult User Reguest to delete role Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%) from user Davis Brett (75675330)

Description: | annroyval Request to Consult deleting role Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%) from user Davis Brett
(79675330) - Reguest was submitted on Universe Portal from Link of Team to Role(s)

<L

onfiguration Name: Model2_ConfigWithRaoles

Person ID: 75675330

Role Name: Organization=Database Administrators
\Approval Process Result:

| Add Comment Add Attachment View Transaction Log View Initiators L
A
[& € Internet FA00% v
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If you click View Parent, you will see the ticket from which the consultation
request originated (all functions disabled).

= Ticket Properties Form, - Windows Internet Explorer

& | httpfflocalhost: 8080 eurekifyftms/uif Pwicket:bookmarkablePage=rticketPage 1758: com. eurekify tms  web. template, Default TicketPageaticketId=1758

Delete Link User-Role Al
Ticket Id: 1758 owner: Cooper Amos (DOMA] Previous Owner: Status: | pending Action |+

Due Date: 19}.‘01}.’2009 05:18:41 Priority: Savarity: State:

Modified Date: 35/01/2000 12:02:31 Date Created: |15/01/2008 00:18:41
Title:

User Approval Request to delete role Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%) from user Davis Brett

Description: ||jcar Approval Request to delete role Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%) from user Davis Breti
(75675330) - Request was submitted on Universe Portal from Link of Team to Role(s).

Less Details
onfiguration Name: Maodel2_ConfigWithRoles
Person ID: 75675330

Role Name: Organization=Database Administrators
pproval Procass Result:

Ad\fanced

[
|

Done [ € Internet H100% -

When you have selected to either approve or reject the link, the consultation
ticket is archived.

Enterprise Role and Compliance Manager eureklfy

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration
Ticket Queue > A/

B

Logout DOMAIN\Herman Barbara

e Tickets

Title State  Status  Children Type Received Owner Pravious Owner
Consult User Request to delete role Delete 22/01/2009
P 1949 | Orgamzatlun Database Administrators {Characteristic Archived Completed 0 Link User-727 21 Herman Barbara
Role (100.0.. Role  12:02:31

You can check this ticket’s Transaction Log to view what decision was made in
this case.

& http:/flocalhost: B0BO/eurekify/tms/uif?wicket: bookmarkablePage=92popupp...

£ http:,l’,l’localhost:8DSD,I’eureklfy,l’tms,l’ul,l’?W|cket:bo0kmarkabIePage=92p0puppagemap_PopupW|ndow:com.eurekll A
-~
View Transaction Log
Date User Action Message
22/01/2009 12:15:17 DOMAIN\Herman Barbara [GUI] Approve pressed.
22/01/2009 12:15:17 DOMAIN\Herman Barbara ConsultActionCmd Approve action was selected.
|
b
IDone [# € Internet H100% -
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To consult on a ticket
1. Click Consult in the ticket’s Ticket Properties Form.
The Find Consult Users screen opens in a separate browser window.

2. Select one or more names from the list. You can use the filter option to
reduce the number of records listed in the table.

3. Click OK.

The Executing bar appears. A new ticket is generated for each consultant
listed. The new ticket(s) will now appear in the consultant’s Ticket Queue.

4, Click View Consult Results to view the results of the consultation.
More information:

Filtering a Data Table (see page 24)

Approve

As an approver, it is your task to approve or reject the request to delete a link
between two entities. When you choose to approve such a request, click
Approve and a Confirmation pop-up window opens.

Confirmation

9 Are you sure you want to Approve?

Click Yes and the Executing bar appears. When done, the approver ticket's
status is Approved and the ticket is archived. The user whose privileges were
altered by this decision receives a ticket and email notifying him of the change.
In the case of a role-resource or role-role (hierarchy) link, the designated
role/resource managers are informed.

Enterprise Role and Compliance Manager eUI'eRIfy

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout DOMAIN\Angel Ben
Home

My Tickets
P 1D Title State  Status  Children Type Received  Owner Previous Owner

Delete
Pending Link 25/01/2009
Action User- 05:15:10
Raole

_ Request to delete role Organization=>5System
1979 1] Management (Characteristic Role (100.0%) - Min 40%) New
from ...

Angel Ben
(DOMAIN Ange!
Ben)
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More information:

Approval Process Info-Tickets (see page 188)

Reject
As an approver, it is your task to approve or reject the request to delete a link
between two entities. When you choose to reject such a request, click Reject
and a Confirmation pop-up window opens.
Confirmation 4
9 Are you sure you want to Reject?
Yes Mo
=

Click Yes and the Executing bar appears. When done, the approver ticket's
status is Rejected and the ticket is archived. The user whose privileges were
altered by this decision receives a ticket and email notifying him of the change.
In the case of a role-resource or role-role (hierarchy) link, the designated
role/resource managers are informed.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout DOMATN\Angel Ben

Horme

My Tickets

P bin] Title State  Status  Children  Type Received  Owner Pravious Owner

equest to delete role ization="5yste Delete i Angel Be
7o @ ﬁgi?ginraonr (c;argocterciJsrr_g\gI;{IEE\‘:%TUDS.'US:--';]H1 Mn40%) Hew  hendng g fmk  29/01/2009 ééé[vmalrﬁ_mge\
Role =
More information:
Approval Process Info-Tickets (see page 188)
184 Portal User Guide



Approval Process Approver Tickets

Approver Tickets Advanced Functions

The Approver ticket provides the following Advanced functionality:
Add Comment
Manually add a comment to the ticket.
Add Attachment
Add an attachment or URL to the ticket.
View Transaction Log

The transaction log provides a history of the ticket-related actions
executed since the creation of the ticket.

View Parent

Opens the current ticket's parent's ticket.
View Initiators

View of list of the users who launched this ticket.
View Violations

This is disabled for Approval Process tickets.
View [Entity]

Opens the entity's card. Two buttons are provided, one for each side of the
link under review.

View Consult Results

This button appears only when the Consult service has been activated.
More information:

Add Comment (see page 87)

Add Attachment (see page 89)
View Transaction Log (see page 90)
View Initiators (see page 162)
View Parent (see page 163)

View [Entity] (see page 165)
Consult (see page 178)
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View Consult Results

When an Approver sends a request for a consult during an Approval Process,
the View Consult Results button is added to the ticket's Advanced function
buttons. When you click this button, you open the View Consult Results
window in a separate browser window. Click Close to close the window.

You can use this utility to see what the consultation results are. If at the time
of the viewing no answers are available, the screen will list this data as
follows:

7= hitp:iflocalhost:BOBO/eurekifyftmsiuil... [2 |[B)(X]

& | httpefflocalhost: 8080/ eurekify,/tmsfuif Pwicket:bookmarkablePa %
A
View Consult Results
Action Counter
No Answer 4
|
v
I [§ €D mternet F 100% -
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The View Consult Results table has two columns:
Action
The action was taken by the consulting parties.
Counter
The number of consultants who responded in this manner.
Over time, as the various users respond to the request for a consultation by

approving the request to delete a link or rejecting it, the table shows the
various responses.

Z http:fflocalhost: B0 B0/feurekifyftm. .. |Z| |E|r>__(|

& | http:fflocalhost: 8080 eurekify ftmsiuif 2wicket:bookmarka v
.
View Consult Results
Action Counter
Mo Answer 1
Approve 3
Reject 1
|
%
[ € Internet Hol00% v

Click View Consult Results to view the View Consult Results screen in a
separate browser window. Click Close to close the browser window.
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Approval Process Info-Tickets

When specific Approver ticket's owner completes an approval process, that is
the designated Approvers approved or rejected a request to sever a link
between two entities, all the users connected to the process are informed of
the decision. The Eurekify Portal sends a ticket to inform the concerned parties
that a change has taken place regarding a specific link.

The users who will receive this ticket are:

m  The Approvers (entity managers) who approved or rejected the link.

m  The Campaign Manager

m When the reviewed link involves a user, then the user is informed of the

change.

All the info-tickets, for a specific event, provide the same information and
functionality, independent of who receives them.

The ticket is marked by the icon w . After it is opened, the icon changes to

Enterprise Role and Compliance Manager eUI'eRIfy

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout DOMAIN\Angel Ben

P 1D Title State  Status  Children Type Received  Owner Previous Owner
. Delete .
_ Request to delete role Organization=>5System 01/ Angel Ben
197 (B Management (Characterstic Role (100.0%) - Mn 40%) Mew  henond g Lmk o 20001/2009 (poamangel
from ... on R;|EEF i Ben)

The ticket type is the same as the original Approver ticket (Delete Link
[Entity1]-[Entity2]). But the functionality is limited.

Delete Link User-Role ~
[Ticket Id: 1979 Owner: Angel Ben (DOMAIN|/ Previous Owner: Status:
Due Date: 20/01/2009 14:15:1| Priority: Severity: State:
Modified Date: [55/01/2000 09:18:06 Date Created: [35/01/2009 09:15:10
[Mitle: Request to delete role Organization=S5ystem Management (Characteristic Role (100.0%) - Min 40%) from user Angel Ben (67283470) - Approved and Completed Su

Pescription: | Tha request to delete role Organization=System Management (Characteristic Role (100.0%) - Min 40%) from user Angel Ben (67283470) was approved and comple
successfully - Request was submitted on Universe Portal from Link of Team to Role(s)

531

w Add Attachment View Transaction Log View Initiators

|
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In this section you will find information specific to the family of info-tickets.
<Ticket Title>

Delete Link [Entity1] [Entity2]. For example: Delete Link User-Resource.
Title

Request to remove [Entity1] to [Entity2] association. [Entity1]:
[Entity1-name], [Entity2]: [Entity2-name]. For example: Request to delete
role Organization=System Management (Characteristic Role (100.0%) -
Min 40%) from user Angel Ben (67283470) - Approved and Completed
Successfully.

Description

A description of the ticket. It includes the details of the request: Request
was submitted on Universe [Universe name] from [Campaign Title]. For
example: The request to delete role Organization=System Management
(Characteristic Role (100.0%) - Min 40%) from user Angel Ben
(67283470) was approved and completed successfully - Request was
submitted on Universe Portal from Link of Team to Role(s).

Use this ticket's functionality when you wish to transfer the specific info-ticket
to the management or attention of another user. You can use the options in
the ticket's Advanced section to access additional information concerning the
current ticket.

More information:

The Ticket Properties Form (see page 83)
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General Approval Process Info-Ticket Functions

The Rejected-Link Parent ticket provides the following General functionality:

Close
Closes the info-ticket.

Save

Saves the changes made to the ticket.

Delegate

Transfers the info-ticket to another manager.

Escalate

Transfers the info-ticket to another manager.

Acknowledge

Click after reading the information provided by the info-ticket. The

info-ticket is archived.

Click Acknowledge to end the process. The info-ticket is archived.

B
P 1970
P 1on
P 1073
P 1076
1977

Title

= = Link of Team to Role(s) Approval Root Request

Request to remove User to role assocition.

State

Open

El & role:'Organization=5ystem Management {Characteristic Archived

Ral...
User Approval Request to delete role
Organizatio stem Management (Characteristic

Role {(100.
Role Appro equest to delete role

Organizatio sstem Management (Characteristic
Role (100,

__ Request to delete role Organization=5ystem
(i) Management (Characteristic Role (100.0%) - Min
40%) from ...

Archived

Archived

Archived

Status  Children

In Progress

Completed

Approved

Approved

Completed

Type Received
Approval 26/01/2009
Root 17:12:39
Delete  5s/01/2000
Link  37.12030
User-Role =" "=~

Delete 55012008
Lk = 37.12:57
User-Role =" "=~

Delete 56012008
Lk = 3712157
User-Role =" "=~

Delete 500012000
Lk Ga:15:10
User-Role =7

Owner

Cooper Amos

Cooper Amos
(DOMAIM Cooper
Amos)

Cooper Amos
(DOMAIM Cooper
Amos)

Steiven Pat
(DOMAIN\Steiven
Pat)

Cooper Amos
(DOMAIN Cooper
Amos)

More information:

Delegate (see page 157)
Escalate (see page 154)
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Advanced Approval Process Info-Ticket Functions

The Approval Process info-tickets provide the following Advanced functionality:
Add Comment
Manually add a comment to the ticket.
Add Attachment
Add an attachment or URL to the ticket.
View Transaction Log

The transaction log provides a history of the ticket-related actions
executed since the creation of the ticket.

View Parent
Opens the current ticket's parent's ticket.
View Initiators

View of list of the users who launched this ticket.
Click any of the functions to access data connected with the info-ticket.
More information:

Add Comment (see page 87)

Add Attachment (see page 89)
View Transaction Log (see page 90)
View Parent (see page 163)

View Initiators (see page 162)
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Chapter 10: How to Use Dashboards

Dashboards use graphs and charts to provide a useful overview of role-based
configurations and the results of statistical and rule-based analysis.
There are three standard dashboards:

m  The Configuration Dashboard describes the connections between users,
roles, and resources in a selected configuration universe.

m  The Audit Card Dashboard summarizes alerts generated by statistical
analysis of a configuration.

m  The Compliance Dashboard summarizes alerts generated by applying
Business Policy Rules (BPRs) to a configuration.

This section contains the following topics:

Configuration Dashboard (see page 193)
Audit Card Dashboard (see page 194)
Compliance Dashboard (see page 195)

Configuration Dashboard

The configuration dashboard is a portal page that provides a graphical
overview of the entities (users, resources, and roles) in a specified
configuration, and the connections between them.

A graphic at the top of the page summarizes the users, resources, and roles in
the specified configuration.

23
345 268

//’_‘\ /’_\\‘

69 97 a3

217
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Audit Card Dashboard

In the configuration shown, there are 69 users, 97 roles, and 83 resources.
There are 345 user-role connections, and the role hierarchy contains 23
role-role connections.

A series of bar charts summarize the connections between users, roles, and
resources. The following types of links are described:
Direct Connection

Only an explicit, direct link connects two entities. There are no implicit
links between them due to parent-child inheritance in the role hierarchy.

Indirect Connection

Two entities are connected only through a role, or through parent-child
inheritance of links in the role hierarchy. There is no direct link between
them.

Dual Connection

Two entities are linked both directly through an explicit link, and indirectly
through the role hierarchy.

Audit Card Dashboard

The audit card dashboard is a portal page that provides a graphical overview of

the analytical alerts recorded in a specified audit card. By reviewing these
violations, the Role Engineer can determine the current role configuration's
goodness of fit and decide which direction to take to refine the configuration.

Note: The alert criteria reported in the audit card dashboard reflect the
pattern analysis settings used to generated the selected audit card. For
detailed information about these pattern analysis options, refer to the Sage
DNA User Guide.
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Compliance Dashboard

The compliance dashboard is a portal page that provides a graphical summary
of possible violations of Business Policy Rules (BPRs).

Typically several audit cards affiliated with the same configuration file are
selected for display on the dashboard. Use these graphs to compare the impact
of different BPR rulesets, and to identify business policies that generate
significant violations in the role configuration.

To populate the dashboard, scroll to the bottom of the page, select an audit
card from the CA Eurekify Role & Compliance Manager database, and click Add
to include the audit card's BPR alerts in the dashboard's graphs.

Note: The compliance dashboard accepts only audit cards that contain alerts
related to Business Policy Rules (BPRs). Only BPR-related alerts are graphed;
pattern-based alerts in the audit card are ignored.
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Chapter 11: Running Self-Service Tasks

The Eurekify Portal's Self-Service feature provides local managers with the
ability to do their own provisioning and/or provision their team-members
on-the-fly, by adding or removing links between themselves/their team
members and the corporation's roles and resources. The Self-Service tasks
include the ability to create new roles or update existing one (only available to
managers with appropriate permissions). Each task involves the functionality
of one or more screens, which will be documented in this chapter.

In Adding Campaigns, we stated that managers do not update entity links
during campaigns. They are limited to approving or rejecting the current links.
At times, either following a campaign or following changes in corporate
regulations or policies, it is necessary to update the actual links between the
corporate users and the systems' roles and resources, or to generate new
roles. This need is fulfilled by using the Self-Service tasks.

Note: The general functionality available in Self-Service task screens is
already documented in Using the Eurekify Portal Interface (see page 19), and
therefore, will not be documented in this chapter.
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Compliance Dashboard

This chapter documents all the Self-Service tasks available via the Eurekify
Portal. Managers will have access only to those features for which they have
been provisioned. For the purpose of this manual, the Self-Service tasks are
divided into two groups:

Provisioning Tasks
Includes all the tasks that manage a user's roles/resources:
m Manage my team's role assighments
m  Manage my role assignments
m Manage my team's resource assignments
m  Manage my resource assighments
Defining Roles Tasks
Includes the role definition tasks:
m Request a new role definition
m  Request changes to a role definition

Note: If you find it necessary to run a Self-Service task that does not appear
in your Self-Service menu, please report this to your system administrator.

The Eurekify Portal lets you add links to your favorite Self-Service tasks on the
Home Page.

My Business Processes .

Manage My Team's Role Assignments
Manage My Team's Resources Assignments

When you first access a Self-Service task screen, you may find the following
error message:

Manage My Resources

Business Area Universe | Demol b

Business Process

Description™

Currently Enrolled Resources
Lo Berprde Foung
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The message Login user not found in model appears because the Universe
currently listed in the Universe drop-down is the first one in the list, but it may
not be the universe where you are listed. As soon as you update the Universe
to an appropriate one, where you are listed, this error message will disappear.

This section contains the following topics:

General Self-Service Functions (see page 199)
Manage My Team's Role Assignments (see page 207)
Manage My Role Assignments (see page 218)
Manage My Team's Resources (see page 226)
Manage My Resources (see page 237)

Defining a New Role (see page 244)

Updating Role Definitions (see page 255)

Introducing the Requests Table (see page 257)

General Self-Service Functions

The Self-Service tasks functionality depends on the specific task that you
undertake. Nevertheless, several functions are shared by several tasks.

This section describes two such functions:
m  Test Compliance

m  Suggest Entity

It is important to realize that you can use the Suggest Entity service to obtain
a list of recommended entities, and yet the Test Compliance utility will find
that the suggested links are in violation of system BPRs. The reason is that the
Suggest Entity service is based on analytical pattern-based technology, while
the Test Compliance utility examines the rules written by the system's
administrators, rules that may or may not override the findings of the
analytical pattern-based examination of the corporation's configuration files.

For example, the system may find that under certain conditions a specific
application role is recommended for a group of users, and yet the Test
Compliance utility will record this as a violation because the application is
licensed and there are no free licenses available at this time.

More information:

Test Compliance (see page 200)
Suggesting Entities (see page 202)
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Test Compliance

During a Self-Service provisioning task, you can select to link users to roles
and/or resources. In other screens you can assign users and resources to
specific roles. You also have the ability to remove links between various
entities during Self-Service tasks. After making your selection(s) you can test
the compliance of your selections with the existing BPRs, security regulations
and policies. For further information on violations stemming from
non-compliance and other security issues see the CA Eurekify Role &
Compliance Manager Sage ERM DNA User Guide.

Violations ;
Violations A
First Second Third Rule Description Score
Fifth av Applicative icense (Onky 5 people Only 5 people may
rale (Role By 2 &y access role access role ADMHMGR - 100 [ |
Resources) ADMMMGR - licensing)} licensing

¥

The Violations screen lists only those records that have a violation associated

with them. If there are no violations, the screen will have no records listed.
I -
Violations

Violations 25

= HNo violations

First Second Third Rule Drescription SCore
Mo Records Found .

i
|
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The Violations table provides the following information:
First
The link's first entity.
Second
The link's second entity.
Third
The link's third entity.
Rule
The rule that is being violated.
Description
Provides further details concerning the violation.
Score
The risk as defined for the specific BPR. The value is usually between 0 and
100.
To run the compliance testing

1. Click Test Compliance. The Violations screen opens in a separate browser
window.

2. Click in the upper right-hand corner to close the window.
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Suggesting Entities

The Eurekify Portal takes advantage of the advanced pattern recognition
technology provided by the Eurekify ERCM. This technology is utilized when
you request that a Eurekify Portal's Self-Service task provide you with relevant
suggestions, in various situations. For example, if you are seeking appropriate
roles to add to your team's role assignments, using the Suggest Roles service
will provide you with a weighted list of roles, where the weight is the result of
pattern based analysis. For further information concerning the weights applied
to the Eurekify ERCM pattern recognition technology see Error! Reference
source not found..

This service is provided for users, roles and resources as required.

The Eurekify Portal bases its suggestions on several available patterns. Not all
patterns are available for all entities. The Suggest [Entities] service is available
when you are requesting a suggestion for a recommended user, role or
resource. The available options depend on the Self-Service task that is calling
for the Suggest [Entities] service. The pre-defined patterns are:

Matching Rights
Used only for roles.
HR Pattern
Used for both roles and resources.
Privileges Pattern
Used for both roles and resources.
Matching Rule
Used only for roles.
Each one of these patterns is documented in detail in the CA Eurekify Role &
Compliance Manager Sage DNA User Guide.
The pattern matching results appear in the columns of the relevant table:
m  For provisioning tasks, the results appear in the Other Roles table.

m  For role definition tasks, the results appear in the entity's designated table.
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For the purposes of understanding what the Eurekify Portal is suggesting, the
following table explains the logic behind these patterns:

Matching rights

The CA Eurekify Role & Compliance Manager looks at the current user's
resources, which correlate (according to a given %) with the selected role's
assigned resources, and suggests to enroll the current user in the selected
role. The equivalent in the CA Eurekify Role & Compliance Manager DNA:
"In/Out of Pattern": User matching.

HR Pattern

The CA Eurekify Role & Compliance Manager looks for users that are
similar to the current user in terms of human resources attributes, and
then looks at the common (limited by a pre-selected threshold) roles
linked to those users, and suggests to add (some of the) common roles to
the current user. The equivalent in the CA Eurekify Role & Compliance

Manager DNA: "In/Out of Pattern": Propose new roles for users (by Human
Resources).

Privileges Pattern

A generalized form of Matching Rights. The CA Eurekify Role & Compliance
Manager looks at the current user's resources and compares them to the
resources that other users have, and based on a pre-determined level of
pattern matching, suggests to add (some of the) roles that the other users
have, to the current user. The equivalent in the CA Eurekify Role &
Compliance Manager DNA: "In/Out of Pattern": Propose new roles for
users (by Privileges).

Matching Rule

The CA Eurekify Role & Compliance Manager looks at the role's rule, and
finds the users that match the rule, but are not linked to the role, and
suggests adding those users to the role. The equivalent in the CA Eurekify
Role & Compliance Manager DNA: "In/Out of Pattern": Identify users
matching rule based roles.

For more information see the CA Eurekify Role & Compliance Manager Sage
ERM DNA User Guide, In/Out of Pattern Entities.
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When you request suggestions for more than one user, the table lists the
number of users that match out of the number of selected users
([matching]/[selected]).

r Other Roles

Showing 1 to 10 of 27

Add  Role Name

O Organization=5tamford Branch
(] Applicative role

ation=Human

] Resources

Il Title - Branch Officer/Clerk

O Title - Branch Manager

O Organization=IT Security

O Organization=Finance

O Naovel - HR Application

O RACF - Developers

O Title - Accountant

Find Roles Test Compliance

Description
Characteristic Role (100.0%4) - Min
40%

Role By 2 Resources

Characteristic Role (85.7%) - Min
40%

Characteristic Role (50%)
Characteristic Role (50%)
Characteristic Role (100.0%4) - Min
40%

Characteristic Role (100.0%4) - Min
40%

Characteristic Role (40.0%4) - Min
40%

Characteristic Role (100.0%4) - Min
60%

Characteristic Role (50%)

Matching Rights
10/10
10/10
10/10
1/10
1/10

HR Pattern

10/10

10/10
1/10

9/10

10/10
10/10
10/10
10/10
10/10

Privileges Pattern
10/10

10/10
1/10
a/10

10/10
10/10
10/10
10/10

HAI23r B
Matching Rule  Details

Details
Details
Details
Details
Details
Details
Details
Details
Details
Details

Records per page: |10 %

Click Suggest [Entity] to activate this service as part of a provisioning task.
The table in which it is located changes and contains following columns:

Service

Added Columns

Suggest Roles

Four pattern columns plus a Details column.

Suggest
Resources

For Provisioning task screens:
Two pattern columns plus a

Details column.

For Role Definition task
screens: The Enrolled column

Suggest Users

The Enrolled column.
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In a Provisioning task screen, click a highlighted link in the Details column and
further information about the users and how they match the specific
role/resource appears in a separate browser window.

I q
UGFINAR, RACFPROD,RACF22 &
Person ID Userlame Organization OrganizationType Country Relevance

Herman )
e4646410 Barbara Operations Corporate L5 HR. Pattern
Herman ) Privileges
o4e40410 Barbars Qperations Caorporate s Pattamn
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Click % in the upper right-hand corner to close the window.

The Enrolled column, which appears in Role Definition task screens, provides
the number of selected users/resources linked to this resource/user.

Enterprise Role and Compliance Manager
Home Ticket Queue Dashhoards Self Service Entity Browser Reports Administration Logout DOMAIN\Herman Barbara
Definitions For Role Name Security Officer
Resources
[ rina mesowes]
Showing 1 to 10 of 83 “4723456789F B
Add Res Name 1 Res Name 2 Res Name 3 Enrolled
|
UGSYS TSSCREDIT TS550 2/2
O UGFIN1 TSSCREDIT TS550 22
O public UNXMARKT Solaris2& 1/2
O UGMPSYS RACFPROD RACF22 12
O ugrksys LINXMARKT Solaris26 1/2
UGMTSYS RACFTEST RACF22 0/2
O TESTDEV RACFTEST RACF22 0/2
O UGMPOPR RACFPROD RACF22 0/2
O UGADMGR. Administration.[ROOT] MNOVELADM Moveld 02
O UGMPMINI RACFPROD RACF22 0/2
Customize Records per page:
To see which users are using the selected resources, click here (the results are in the Users table)
Users
[rnaveers ]
Showing 1 to 10 of 69 MW 4123456700
Add Person 1D Name ‘Organization ‘Organization Type Enrolled
i
45489940 @Steiven Pat System Management Corporate 1/2
86544420 Fred John System Management Corporate 1/2
O 67283470 Angel Ben System Management Corporate 1/2
O 98383770 @Rolen Dave Finance Corporate 0/2
O 84847310 @Goid Wilam Hurman Resources Corporate 0/2
O 88311130 @Goodman Bruce Marketing_Dept. Corporate 0/2
O 67565330 @Schwarts Barry Human Resources Corporate 0/2
O 83838380 @Helmuth Howard Marketing_Dept. Corporate 0/2
O 93773730 @ Tailor Janet Operations Corporate 0/2
O 58723810 @Miles Buyer Purchasing Corporate 0/2
Customize Records per page: _
To see which resources are used by the selected users, click here Suggest Resources (the results are in the Resources table)
|— +Role Hierarchy I
Copyright {C) 2008 Eurekify, All Rights Reserved - Build 08.11,26.01
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Manage My Team's Role Assignments

For the purposes of the Eurekify Portal, your team is essentially the users that
you were assigned to manage. As a team manager, you may find it necessary
to update role assignments because of corporate changes, personnel changes
or following an audit process. The Manage My Team’s Roles (MMT-Role) screen
allows you to manage your team’s roles, by generating a request to enroll your
team in one or more roles, or by generating a request to enroll a specific user
in one or more roles; or by severing the link between selected users and their
current roles.

The role management utility allows you to manually select a specific target
role, but it also provides you with a list of suggested roles and their pattern
based behavior, thus giving you the information necessary to make an
informed choice.
The screen is divided into four sections:
General

Provides descriptive information concerning the current action.
Users

Your team members. Select one or more users for the current action.
Currently Enrolled Roles

The current roles linked to the selected users.

Other Roles

Recommended roles for the selected users.
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®
Enterprise Role and Compliance Manager eureklfy
Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin
Self Service = Manage My Team's Role Assignments

Manage my Team's roles

Business Area Universe
Business Process

Description™

Users

Showing 1 to 10 of 69 “41234567r »
Add Person ID Hame Organization Organization Type

O

[l 87368000 Toper Jim Stamford Branch Branches

O 75675330 Davis Brett Database Administrators Corparate

O 04738470 German Tom Fifth Ave Branch Branches

O 58723810 Eval Yavetz Purchasing Corparate

[l 82653450 Hill Gary Fifth Ave Branch Branches

O 04646410 Ron Marom Operations Corporate

O 34848110 Fidelity Bob Qperations Corporate

O 89653230 Doll Charles Database Administrators Corporate

O 04362210 poster Jilian Application Development Corporate

[l 737333 Katz Mancy Silicon Valley Branch Branches

Customize Records per page:

- Currently Enrolled Roles

Mo Records Found

- Other Roles

Mo Records Found

Customize

Copyright (C) 2008 Eurekify, All Rights Reserved - Build 08.11.26.01

The Users and Other Roles sections present customizable tables.

As the MMT-Role screen allows many options and great flexibility, the task’s
procedures will be broken up by section:

m  The fields in the General section

m  The Users table options and functionality

m  The Currently Enrolled Roles table options and functionality

m  The Other Roles table options and functionality

To manage my team’s role assignments, click Mange My Team'’s Role

Assignments on the Self-Service menu. The Manage My Team’s Roles screen
opens.
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More information:

Customizing a Data Table (see page 22)

Presenting the General Section (MMT-Role Screen) (see page 209)
Presenting the Users Table (MMT-Role Screen) (see page 210)

Presenting the Currently Enrolled Roles Table (Manage My Roles Screen) (see
page 212)

Presenting the Other Roles Table (MMT-Role Screen) (see page 214)

Presenting the General Section (MMT-Role Screen)

Enterprise Role and Compliance Manager eureRIfy

Home Ticket Quex Self Service Entity Browser Reports Administration

Logout AD1\EAdmin
Salf Service » Manage My Tes

Manage my Team's roles
Business Area Fifth Ave Branch Universe
Business Process Branch roles
Adding relevant roles to users listed as Fifth Ave Branch
Description™

The General section of the Managing My Team's Roles screen contains the
following fields:

Universe

Select the Universe you wish to work with. The users' table and the
available roles depend on the universe.

Business Area

General information (descriptive). This information will appear in the
Description field of the ensuing Self-Service Approval-Root ticket.

Business Process

General information (descriptive). This information will appear in the
Description field of the ensuing Self-Service Approval-Root ticket.

Description

Provide a concise and meaningful description of the changes you intend to
make to your team's roles.

Submit

Click to submit your request for changes.
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To enter the data in the MMT-Role General section

1. Select a Universe from the drop-down list.

Enter the Business Area for the current action.

AW

Enter a Description.

Presenting the Users Table (MMT-Role Screen)

Enter the Business Process associated with the current action.

- Users

Showing 1 to 10 of 69 4 412345670 B
Add Person ID Hame Organization Organization Type

I

O SB383770 Raolen Dave Firance Corporate

O 84847310 Goid Wiiam Human Resources Corporate

O 86544420 Fred John System Management Corporate

O 75676560 Rodney Sergio Database Administrators Corporate

O 75464420 Cohen Steve System Management Corporate

O 86023090 Sterling Kent Human Resources Corporate

O 88311130 Goodman Bruce Marketing_Dept. Corporate

L] 67563330 Schwarts Barry Hurman Resaurces Corporate

O 99883110 Bean Frank Purchasing Corporate

O 80213720 Orr Taylor IT Security Corporate

Customize Records per page:
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The Users table displays a list of the users in the selected Universe's
configuration files. The members of your team are marked with a green dot
next to their Person ID.

The Users table provides the following options:

Add

A column of check boxes, one per user. Select one or more. When you
check multiple users, all the changes you make will be implemented for all
selected users.

Person ID

Click any highlighted ID listed in this column to open the associated User's
Card.

Get Roles

Provides a list of Currently Enrolled Roles for the selected users.
Customize

Allows you to determine the columns that will appear in the Users table.
Records per page

Select the number of records that will appear in the Users table.
Find Users

Opens the Select User filter screen to assist you in finding specific users.
Once you have selected the user(s) you want to manage at this time, you can

click Get Roles to obtain a list of the roles currently associated with these
users.

Note: If the actions you want to take do not involve the currently enrolled
roles associated with the selected user, you can skip the Currently Enrolled
Roles table and go to the Other Roles table.
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To select users and obtain their roles

1. In the Users table, select one or more users. You can click Find Users to
open the Select User screen.

2. Click Get Roles.

The roles linked to the selected user(s) appear in the Currently Enrolled
Roles table. A list of roles that are not linked to the currently selected
user(s) appears in the Other Roles table.

At this point you can choose to:

m  Manage the current enrollment list

m Add additional roles to the selected users

m Do both.

If you do not want to manage the currently enrolled roles, skip to add roles

to the selected users.

More information:

Customizing a Data Table (see page 22)
Filtering a Data Table (see page 24)
Setting the Number of Records Per Page (see page 23)

Presenting the Currently Enrolled Roles Table (Manage My Roles Screen)

This section allows you to manage the current roles enrollment for your
selected users. The options available to you depend on how many users you
have selected for the current action.

In the case of single-user selection, click Get Roles. You will now be able to
view the list of roles linked to your selected user.

Currently Enrolled Roles
Add Remove Role Name Description Type Organization Rule owner
O BASIC ROLE Basc role - foralusers that "2V org Role Encenorie No Rule 82022230
Qrganization=Database Characteristic Role (100.0%%) - Min Database Organization= Database .
O Adminis 5 40% Org Role Administrators Administrators; 69883135
O Title - DB Developer Characteristic Rale (50%) Org Role Title - DB Developer  Title=DB Developer; 77371120
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In this case, the only option available to you in this section is to select the
Remove check box next to a role thereby severing the link between the user
and the selected role.

If you choose more than one user, the Currently Enrolled Roles table will
present an additional column: Enrollment.

r Currently Enrolled Roles

Add Remove Enrollment Role Name Description Type Organization Rule owner
O 3/3 (100%)  BASIC ROLE ﬁ:‘s‘f ;Dclcea;gorroall\_rtlsys that Org Role Enterprise Mo Rule 82922230
- . atabase Characteristic Role (100.0%) - Datzbase Organization= Database
3/3 04} L J . .
O 3/3 (100%) Min 40% Org ROI2  binietrators Administrators; 99863135
[} L} 2/3 (66%) Title - DB Developer Characteristic Role (50%4) Qrg Role Title - DB Developer Title=DB Developer; 77371120

In the case of multiple-user selection, you can:

m  Select the Remove check box next to a role thereby severing the link
between the users and the selected role.

m  Select the Add check box next to a role to which only some of the selected
users were enrolled, thereby linking all the chosen users to the selected
role.

The Currently Enrolled Roles table provides the following options:
Add

A column of check boxes, one per role. Select one or more. The check
boxes next to roles that are already linked to all selected users will be
disabled.

Remove

A column of check boxes, one per role. Check one or more to remove the
link between the selected users and the selected roles.

Enrollment

This column appears only when selecting multiple users. Numerically
displays [# of users enrolled]/[total # of users selected], for example 2/3
means that two of the three selected users are enrolled to this role. This
column also provides the value as a percentage, for example: 1/3 (33%).

Role Name

Click any highlighted role name listed in this column to open its Role Card.

Depending on the type of action you wish to take, you may find that after
selecting the appropriate check boxes in this section you have completed the
task. In this case you can ignore the Other Roles section and skip submit your
requests by clicking Submit at the bottom of the Manage My Team's Roles
screen.
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To make selections in the Currently Enrolled Roles table

1. In the Currently Enrolled Roles table click the relevant check boxes in the
Add and/or Remove columns.

At this point you can choose to:
m End the process at this point
m Add additional roles to the selected users.

If you do not want to add new roles, submit your requests.

Presenting the Other Roles Table (MMT-Role Screen)

This section allows you to enroll your selected user(s) to additional roles of
your choice. The actual enroliment will take place following a review process.

Note: When you click Get Roles in the Users section, a list of roles that are
not linked to the currently selected user(s) appears in the Other Roles table.

In addition to managing the roles currently linked to the members of your
team, you can also request that the system provide a list of recommended
roles for your selected users. This list of roles will be displayed in the section
Other Roles.

r Other Roles

Showing 1 to 10 of 27 HAI23r B

Add Role Name Description Type ‘Organization

0

" Qrganization=Human Resourcas Characteristic Role (85.7%) - Min 40% Qrg Role Human Resources

O RACF - Public access Characteristic Role (100.096) - Min 60% Applicative Role Company

O QOrganization=Application Development Characteristic Role (100.0%5) - Min 40% Qrg Role Application Development

O Title - Operator Characteristic Role (50%) Qrg Role Title - Operator

O Sales Team Role By 2 Usars QOrg Role Sales

O Organization=System Management Characteristic Role (100.0%) - Min 40% Org Role System Management

O Organization=5tamford Branch Characteristic Role (100.096) - Min 40% Org Role Stamford Branch

O Title - Branch Manager Characteristic Role (50%) Qrg Role Title - Branch Manager

O Qrganization=Marketing_Dept. Characteristic Role (100.096) - Min 40% Qrg Role Marketing Dept.

O RACF - Developars Characteristic Role (100.0%) - Min 60% Applicative Role Company

Customize Records per page: [10 ¥
Find Roles Test Compliance Suggest Roles
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The Other Roles section provides the following options:

Add

A column of check boxes, one per role. Select one or more to link the
selected users to additional roles.

Role Name
Click any highlighted role name listed in this column to open its Role Card.
Customize

Allows you to determine the columns that will appear in the Other Roles
table.

Records per page

Select the number of records that will appear in the Other Roles table per
page.

Find Roles
Opens the Select Role filter screen to assist you in locating specific roles.
Test Compliance

Checks whether the selections made in the Other Role table comply with
existing policies and BPRs (Business Practice Rules).

Suggest Roles

Provides a list of possible roles based on the CA Eurekify Role &
Compliance Manager pattern recognition technology.
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gnments

This table presents you with several options:

®  You can manually select one or more roles that you wish to link to the
selected users.
®  You can use the Find Roles filter option to find specific roles and then make
a selection from the filtered list of roles.
®  You can click Suggest Roles and use the information provided by this
feature to link roles to the selected users.
- Other Roles
Showing 1 to 10 of 27 HAI23r B
Add  Role Name Description Matching Rights  HR Pattern  Privileges Pattern  Matching Rule  Details
] Organization=5tamford Branch ggggacteristic Role (100.0%] - Min 10/10 10/10 10/10 Details
(] Applicative role Role By 2 Resources 10/10 Detais
0 Drosnzzt Human ;:ngacteristic Role (85.7%) - Min 10/10 10/10 10/10 Detsis
Il Title - Branch Officer/Clerk Characteristic Role (50%) 110 1/10 1/10 Details
O Title - Branch Manager Characteristic Role (50%) 1/10 9/10 g/10 Detzis
0 Organization=IT Security ggggacteristic Role (100.0%) - Min 10/10 Detais
O Organization=Finance ggggacteristic Role (100.0%) - Min 10/10 10/10 Details
O Havel - HR Appiication SES_?CtE”StiC Role (40.0%] - Min 10/10 10/10 Detzis
O (ﬁlgggacteristic Role (100.0%4) - Min 10/10 10/10 Detais
O Title - Accountant Characteristic Role (50%) 10/10 10/10 Detais
Records per page:

Afte

r making your selection(s) you can test the compliance of your selections

with the existing BPRs and policies.
Violations
Violations -
First Second Third Rule Description Score
Fifth av Applicative icense (Onby 5 people Only 5 people may
role (Role By 2 may access role access rale ADMMMGR - 100 [ |
Resources) ADMMMGR. - licensing) licensing
b’

You
ame

can decide to make the request despite any listed violations, or you can
nd your selections.

Important! Remember that when selecting multiple users, all role-related
choices apply equally to all the users. If at any point you alter the selected

user

s, click Get Roles again.
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To link roles to selected users

1. In the Manage My Team's Roles screen scroll down to the Other Roles
table.

2. (Optional) Click Find Roles to access the Select Role filter screen.

3. (Optional) Click Suggest Roles to see the Eurekify Portal's
recommendations.

4, Select one or more roles to link to the chosen users.

(Optional) Click Test Compliance to review your selections and check for
possible violations.

The Violations screen opens in a separate browser window.
6. Click X to close the Violations window.

7. Click Submit. T

The Requests screen opens.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin

Requests

Request Person 1D Name Privilege Violations
Remove Rodney Sergio (75676560) Rodney Sergio (75676560) Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%)

Add Davis Brett (75675330} Davis Brett (75675330) Title - DB Developer {Characteristic Role {50%])

Remove Davis Brett (75675330} Davis Brett (75675330) Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%)

Remove Doll Charles (89653230) Doll Charles (89653230) Organization=Database Administrators (Characteristic Role (100.0%) - Min 409%)

More information:

Approval Process Tickets (see page 151)

Filtering a Data Table (see page 24)

Setting the Number of Records Per Page (see page 23)
Customizing a Data Table (see page 22)

Test Compliance (see page 200)

Suggesting Entities (see page 202)

Introducing the Requests Table (see page 257)
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Manage My Role Assignments

As a user, you may find it necessary to request an update to your roles
because of corporate changes, personnel changes or following an audit
process. The Manage My Role Assignment screen allows you to manage your
roles, by generating a request to add new roles or by deleting existing roles.

The role management utility allows you to select a specific target role, but it
also provides you with suggested roles and the information necessary to make
an informed choice.
The screen is divided into three sections:
General
Provides descriptive information concerning the current action.
Currently Enrolled Roles
The current roles linked to the selected users.
Other Roles

A list of available roles.

The Other Roles section displays a customizable table.
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Home

Self Service >

Ticket Queue

Enterprise Role and Compliance Manager

Dashboards

Manage My Roles Assignments

Manage My Roles
Business Area

Business Process

Description™

Self Service Entity Browser Reports Administration

Logout DOMAIN\Herman Barbara

Universe

- Currently Enrolled Roles
Ad

Remove Role Name Description Type Organization Rule Owner
I BASIC ROLE Basic role - for all users that have access to IT Org Role Enterprize Mo Rule 82922230
O Organization=0perations Characteristic Role (100.0%) - Min 40% Org Role Operations Organization=0perations; 64646410
- Other Roles
Showing 1 to 10 of 28 HAI23r B
Add Role Name Description Type Organization
O
O Qrganization=Human Resources Characteristic Role (85.7%) - Min 40% 0rg Role Humazn Resources
O RACF - Public accass Characteristic Role (100.0%) - Min 60% Applicative Role Company
O Orgzanization=Application Development Characteristic Role (100.0%) - Min 40% 0Org Role Application Development
O Title - Operator Characteristic Role (50%) Org Raole Title - Operataor
O Sales Team Role By 2 Users Org Raole Sales
O Organization=Database Administrators Characteristic Role (100.0%) - Min 40% Org Raole Database Administrators
O Organization=System Management Characteristic Role (100.0%) - Min 40% 0rg Role System Management
O Qrganization=5tamford Branch Characteristic Role (100.0%) - Min 40% 0rg Role Stamford Branch
O Title - Branch Manager Characteristic Role (50%) 0rg Role Title - Branch Manager
O Qrganization=Marketing_Dept. Characteristic Role (100.0%) - Min 40% 0rg Role Marketing Dept.
| Sustomize Records per page:

Copyright {C) 2008 Eurekify, All Rights Reserved - Build 08.11.26.01

As the Manage My Roles screen allows many options and great flexibility, the
procedures will be broken up by section:

m  The fields in the General section
m  The Currently Enrolled Roles table options and functionality
m  The Other Roles table options and functionality

To manage my role assignments, click Mange My Role Assignments on the
Self-Service menu. The Manage My Roles screen appears.

More information:

Customizing a Data Table (see page 22)

Presenting the General Section (Manage My Roles Screen) (see page 220)
Presenting the Currently Enrolled Roles Table (Manage My Role Screen) (see
page 221)

Presenting the Other Roles Table (Manage My Role Screen) (see page 222)
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Presenting the General Section (Manage My Roles Screen)

Manage My Roles

Business Area Universe | Portal b

Business Process

Description®

The General section of the Managing My Roles screen contains the following
fields:

Universe

Select the Universe you wish to work with. The users' table and the
available roles depend on the universe.

Business Area

General information (descriptive). This information will appear in the
Description field of the ensuing Self-Service Approval-Root ticket.

Business Process

General information (descriptive). This information will appear in the
Description field of the ensuing Self-Service Approval-Root ticket.

Description

Provide a concise and meaningful description of the changes you intend to
make to your roles.

Submit

Click to submit your request for changes.

To enter the data in the Manage My Roles General section
1. Select a Universe from the drop-down list.

The Currently Enrolled Roles table and the Other Roles table will show
roles belonging to the selected Universe's configuration.

2. Enter the Business Area for the current action.

3. Enter the Business Process associated with the current action.

4. Enter a Description.

Note: If the actions you want to take do not involve your currently enrolled

roles, you can skip the Currently Enrolled Roles table and skip to the Other
Roles table.

If you do not wish to manage the currently enrolled roles, add roles to the
selected users.
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More information:

Presenting the Currently Enrolled Roles Table (Manage My Role Screen) (see
page 221)
Presenting the Other Roles Table (Manage My Role Screen) (see page 222)

Presenting the Currently Enrolled Roles Table (Manage My Role Screen)

This section lets you manage your current roles enrollment. When you selected
the Universe, the Eurekify Portal provided the list of your current roles, within
the universe's configuration.

Currently Enrolled Roles
Add Remove Role Name Description Type Organization Rule Owner

O BASIC ROLE Basic role - for 2l users that have access to IT Org Role Enterprise Mo Rule 82922230
O Orgenization=0perations  Characteristic Role (100.0%) - Min 40% Org Role  Operations Organization=0perations; 64646410

The Currently Enrolled Roles table, for the Manage My Roles task, provides
only option: to select a Remove check box next to a role thereby severing the
link between you and the selected role.

The Currently Enrolled Roles table provides the following functionality:

Add

A column of check boxes, one per role. This column is inactive in this
screen.

Remove

A column of check boxes, one per user. Check one or more to remove the
link between the selected users and the selected roles.

Role Name

Click any highlighted role name listed in this column to open its Role Card.
Depending on the type of action you wish to take, you may find that after
selecting the appropriate check boxes in this section you have completed the
task. In this case you can ignore the instructions in the Other Roles and submit

your requests by clicking Submit at the bottom of the Manage My Roles
screen.

To make selections in the Currently Enrolled Roles table, in the Currently
Enrolled Roles table click the relevant check boxes in the Remove column.

At this point you can choose to:
m  End the process at this point

m  Add roles.

If you do not want to add new roles, submit your requests.
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More information:

Presenting the Other Roles Table (Manage My Role Screen) (see page 222)

Presenting the Other Roles Table (Manage My Role Screen)

This section allows you to enroll in additional roles of your choice. The actual
enrollment will take place following a review process.

In addition to managing the roles that you are currently linked to, you can also
request that the system provide you with a list of recommended roles for
yourself. This list of roles will be displayed in the section Other Roles.

Description

Characteristic Role (85.7%) - Min 40%
Characteristic Role (100.0%:) - Min 60%
Characteristic Role (100.0%) - Min 40%
Characteristic Role (50%)

Role By 2 Usars

Characteristic Role (100.0%) - Min 40%
Characteristic Role (100.0%:) - Min 40%
Characteristic Role (100.0%:) - Min 40%
Characteristic Role (509%)

Characteristic Role (100.0%:) - Min 40%

- Other Roles

Showing 1 to 10 of 28

Add Role Name

|

O Organization=Hurman Resourcas

O RACF - Public access

O Organization=Application Development
O Title - Operator

O Sales Team

O Organization=Database Administrators
O m Management
O £ tamford Branch

O Title - Branch Manager

O QOrganization=Marketing_Dept.
Customize

Type

Org Role
Applicative Role
Org Rale
Org Rale
Org Role
Qrg Role
Qrg Role
Org Role
Org Role
Org Role

HAI23r B
Organization

Human Resources
Company

Application Development
Title - Operator

Sales

Database Administrators
System Management
Stamford Branch

Title - Branch Manager

Marketing Dept.

Records per page:
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The Other Roles section provides the following options:
Add
A column of check boxes, one per role. Select one or more.
Role Name
Click any highlighted role name listed in this column to open its Role Card.
Customize

Allows you to determine the columns that will appear in the Other Roles
table.

Records per page

Select the number of records that will appear in the Other Roles table per
page.

Find Roles
Opens the Select Role filter screen to assist you in locating specific roles.
Test Compliance

Checks whether the selections made in the Other Roles table comply with
existing policies and BPRs (Business Practice Rules).

Suggest Roles
Provides a list of possible roles based on the Eurekify ERCM pattern
recognition technology.

This table presents you with several options:

®  You can manually select one or more roles to which you wish to enroll.

m  You can use the Find Roles filter option to find specific roles and then make
a selection from the filtered list of roles.

m  You can click Suggest Roles and use the information provided by this
feature to find roles to which you should enroll.

r Other Roles
Showing 1 to 10 of 28 HAI23r B
lAdd  Role Name Description Matching Rights  HR Pattern  Privileges Pattern  Matching Rule  Details
R ¢ Y -
Qrganization=5tamford Branch Cha.\‘actaustlc Role (100.0%) - Min 11 11 11 Details
409,
O Characteristic Role {50%) 11 Details
i (85.7%) -
O gl&g.\;acteus,lc Role (85.7%) - Min 11 11 11 Detais
p—— ¢ o)
0 Organization=IT Sacurty SBE_LBEEHSUC Role (100.0%) - Min 11 Datais
O Title - Branch Officer/Clerk Characteristic Role {50%) 11 11 Details
i { nY) -
O Qrganization=Fifth Ave Branch g'n‘i_‘,_a@”s“i Role (100.0%) - Min 11 Details
; risti ( o) -
O Qrganization=Finance SEE_LBCEHS"[ Role (100.0%) - Min 11 11 Details
O Title - Branch Manager Characteristic Role {50%) 11 11 Details
L ( 94) -
[} Movell - HR Application EEELBCF_EHS_IC Rale (40.0%) - Min 11 111 Details
O Title - Accountant Characteristic Role {50%) 11 111 Details
Records per page: | 10 %
Find Roles Test Compliance
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After making your selection(s) you can test the compliance of your selections
with the existing BPRs and policies.

Violations 3

Violations 2

First Second Third Rule Description Score

Fifth av Fifth ave (Onhy .

Herman Applicative role people from Fifth Only people fm”.‘ Fifth g

Barbara (Role By 2 Ave alowed i Ave allowed in Fifth 100

(64646410) 08 =Y e aowed N ave Roles

- 4 Resources) Fifth Ave Roles) e
b

You can decide to make the request despite any violations, or you can amend
your selections.

To link to additional roles

1. In the Manage My Roles screen scroll down to the Other Roles table.

2. (Optional) Click Find Roles to access the Select Role filter screen.

3. (Optional) Click Suggest Roles to see the Eurekify Portal's
recommendations.

4, Select one or more roles to link to the chosen users.

5. (Optional) Click Test Compliance to review your selections and check for
possible violations.

The Violations screen opens in a separate browser window. Click X to
close the Violations window.

6. Click Submit.

The Requests screen opens.

°

Enterprise Role and Compliance Manager eurek |fy
Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin

Requests

Request Person ID Name Privilege Violations

Remove odney 0) Rodney Sergio (75676560) Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%)

Add ) Davis Brett (75675330) Title - DB D er (Characteristic Rale (

Remove 30) Davis Brett (75675330) Qrgani

Remove 230) Doll Charles (89653230) QOrgani
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More information:

Approval Process Tickets (see page 151)

Customizing a Data Table (see page 22)

Setting the Number of Records Per Page (see page 23)
Entity Card and Data Table Tabs (see page 26)

Test Compliance (see page 200)

Suggesting Entities (see page 202)

Introducing the Requests Table (see page 257)
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Manage My Team's Resources

For the purposes of the Eurekify Portal, your team is essentially the users that
you were assigned to manage. As a team manager, you may find it necessary
to update resources because of corporate changes, resource updates or
following an audit process. The Manage My Team’s Resources
(MMT-Resources) allows you to manage your team’s resources:

m By generating a request to add new resources, for either a specific user or
a for a group of users

m By severing the link between selected users and their current resources

The resource management utility allows you to manually select a specific
target resource, but it also provides you with a list of suggested resources and
their pattern based behavior, thus giving you the information necessary to
make an informed choice.

Enterprise Role and Compliance Manager eUI'eRIfy

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout DOMAIN\Herman Barbara

Self Service = Manage My Team's Resources Assgnments

Manage My Team's Resources

Business Area Universe

Business Process

Description®
Users
['Showingltoll]ofﬁg H41234567r
Add Person ID Name Organization Organization Type
O
[l 98383770 Rolen Dave Finance Corporate
O 84847310 Goid Wiliam Human Resources Corporate
O 86544420 Fred John System Management Corporate
O 75676560 Rodney Sergio Database Administrators Corporate
[l 75464420 Cohen Stave System Management Corporate
O 86023090 Sterling Kent Human Resources Corparate
O 88311130 Goodman Bruce Marketing_Dept. Corporate
O 67365330 Schwarts Barry Human Resources Corporate
[l 59883110 Bean Frank Purchasing Corporate
O 89213720 Orr Taylor IT Security Corporate
Customize Records per page:
GetResources
- Currently Enrolled Resources
INo Records Found
- Other Resources
Mo Records Found
Customize

Copyright (C) 2008 Eurekify, All Rights Reserved - Build 08.11.26.01
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The screen is divided into four sections:
General
Provides descriptive information concerning the current action.
Users
Your team members. Select one or more users for the current action.
Currently Enrolled Roles
The current resources linked to the selected users.
Other Roles
Recommended resources for the selected users.
The Users and Other Resources sections present customizable tables.
As the MMT-Resources screen allows many options and great flexibility, the
task’s procedures will be broken up by section:
m  The fields in the General section
m  The Users table options and functionality
m  The Currently Enrolled Resources table options and functionality
m  The Other Resources table options and functionality
To manage my team’s resource assignments, click Mange My Team’s Resource

Assignments on the Self-Service menu. The Manage My Team’s Resources
screen opens.

More information:

Customizing a Data Table (see page 22)

Presenting the General Section (MMT-Resources Screen) (see page 227)
Presenting the Users Table (MMT-Resources Screen) (see page 228)
Presenting the Currently Enrolled Resources Table (Manage My Roles Screen)
(see page 230)

Presenting the Other Resources Table (MMT-Resources Screen) (see page 233)

Presenting the General Section (MMT-Resources Screen)

Manage My Team's Resources

Business Area Universe | Portal v

Business Process

Description®
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The General section of the Managing My Team's Resources screen contains the
following fields:

Universe

Select the Universe you wish to work with. The users' table and the
available resources depend on the universe.

Business Area

General information (descriptive). This information will appear in the
Description field of the ensuing Self-Service Approval-Root ticket.

Business Process

General information (descriptive). This information will appear in the
Description field of the ensuing Self-Service Approval-Root ticket.

Description

Provide a concise and meaningful description of the changes you intend to
make to your team's resources.

Submit

Click to submit your request for changes.

To enter the data in the MMT-Resource General section

1. Select a Universe from the drop-down list.

2. Enter the Business Area for the current action.

3. Enter the Business Process associated with the current action.
4

Enter a Description.

Presenting the Users Table (MMT-Resources Screen)

r Users

Showing 1 to 10 of 69 HAI234567r
Add Person ID Name Organization Organization Type

0

O SB383770 Raolen Dave Finance Corporate

O 84847310 Goid Wiliam Human Resources Corporate

O 86544420 Fred John System Management Corporate

O 75676560 Rodney Sergio Database Administrators Corporate

O 75464420 Cohen Steve System Management Corporate

O 86023080 Sterling Kent Human Resources Corporate

O 88311130 Goodman Bruce Marketing_Dept. Corporate

O 67565330 Schwarts Barry Human Resources Corporate

O 99883110 Bean Frank Purchasing Corporate

O 89213720 Qrr Taylor IT Security Corporate
Customize Records per page: | 10 ¥

Get Resources
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The Users table displays a list of the users in the selected Universe's
configuration files. The members of your team are marked with a green dot
next to their Name.

The Users table provides the following options:

Add

A column of check boxes, one per user. Select one or more. When you
select multiple users, all the changes you make will be implemented for all
selected users.

Person ID

Click any highlighted ID listed in this column to open the associated User's
Card.

Get Resources

Provides a table of Currently Enrolled Resources for the selected users.
Customize

Allows you to determine the columns that will appear in the Users table.
Records per page

Select the number of records that will appear in the Users table.
Find Users

Opens the Select User filter screen to assist you in finding specific users.
Once you have selected the users you want to manage at this time, you can

click Get Resources to obtain a list of the resources currently associated with
these users.

Note: If the actions you want to take do not involve the currently enrolled
resources associated with the selected user, you can skip the Currently
Enrolled Resources table and go to the Other Resources table.
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To select users from the MMT-Resources Users table and obtain their
roles

1. In the Users table, select one or more users. You can click Find Users to
open the Select User screen.

2. Click Get Resources.

The resources linked to the selected user(s) appear in the Currently
Enrolled Resources table. A list of resources that are not linked to the
currently selected user(s) appears in the Other Resources table.

At this point you can choose to:

m  Manage the current enrollment list

m Add additional resources to the selected users
m Do both.

If you do not want to manage the currently enrolled resources, add resources
to the selected users.

More information:

Customizing a Data Table (see page 22)

Setting the Number of Records Per Page (see page 23)

Filtering a Data Table (see page 24)

Presenting the Currently Enrolled Resources Table (Manage My Roles Screen)
(see page 230)

Presenting the Other Resources Table (MMT-Resources Screen) (see page 233)

Presenting the Currently Enrolled Resources Table (Manage My Roles Screen)

This section allows you to manage the current resources enrollment for your
selected users. The options available to you depend on how many users you
have selected for the current action.

In the case of single-user selection, click Get Resources, and you will receive
the list of resources linked to your chosen user.

- Currently Enrolled Resources

Remove Res Hame 1 Res Hame 2 Res Name 3 Description ManagerID-Owner Location

O PUBLIC,RACFPROD,RACF22 RACFPROD RACF22 Production RACF 77292450 Irvine,CA

O UGADGEN1.Administration.[ROOT],NOVELADM,Novelld  NOVELADM Novelld Active Directory Adminl 67283470 Portland, OR
O UGADMGR.Administration.[ROOT],MOVELADM, Have IOVELADM MNovells Active Directory Manager 67283470 Portland, OR
O UGHR,RACFPROD, RACF22 RACFPROD RACF22 Production RACF 77292450 Irvine,CA

O e-mail, ou <, outlook WinNT MS emall 91236370 San Mateo,CA
O office2003,2003,WinHT 2003 WInNT MS office2003 91236370 San Mateo,CA
O public, UNXMARKT, Solzris26 UNXMARKT Solzris26 Marketing Sun Server 89123140 San Mateo,CA
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In this case, the only option available to you in this section is to click the
Remove check box next to a resource thereby severing the link between the
user and the selected resource.

If you choose more than one user, the Currently Enrolled Resources table will
present an additional column: Enrollment.

~ Currently Enrolled Resources

Add Remove Enroliment

O O 1/4 (25%)
0o 1/4 (25%)
OO 1/4 (25%)
0o o 1/4 (25%)
O O 3/4 (75%)
OO 3/4 (75%)
O O 1/4 (25%)

Res Name 1
PUBLIC,RACFPROD,RACF22
UGADGEN1.Admini i
[ROOT]NOVELA
UGADMGR.Adrmini
[ROOT],NOVELAD v
UGHR,RACFPROD,RACF22

e-mail,outlook, WinNT
office2003,2003,WinNT

public, UNXMARKT, Salaris26

Res Name 2
RACFPROD

IHOVELADM
HOVELADM
RACFPROD
outlook
2003

UNXMARKT

Res Name 3
RACF22

Moveld
Movelld
RACF22
WinNT
WinNT

Solaris26

Description
Production RACF

Active Directory
Adminl

Active Directory
Manager

Production RACF

MS email

M5 office2003

ManagerID-Owner
77282450

67283470
67283470
77282450

01236370

81236370

Marketing Sun Server 89123140

Location
Irvine, CA

Portland,OR

Partland,OR

Irvine, CA

San
Mateo,CA

San
Mateo,CA
San
Mateo,CA
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In the case of multiple-user selection, you can:

m  Click the Remove check box next to a resource thereby severing the link
between the users and the selected resource.

m  Click the Add check box next to a resource to which only some of the
selected users were enrolled, thereby linking all the chosen users to the
selected resource.

The Currently Enrolled Resources table provides the following options:

Add

A column of check boxes, one per resource. Select one or more. The check
boxes next to resources that are already linked to all selected users will be
disabled.

Remove

A column of check boxes, one per resource. Check one or more to remove
the link between the selected users and the selected resources.

Enroliment

This column appears only when selecting multiple users. Shows
numerically [# of users enrolled]/[total # of users selected], for example
2/3 means that two of the three selected users are enrolled to this
resource. This column also provides the value as a percentage. For
example: 1/3 (33%).

Resource Name
Click any highlighted resource name listed in this column to open its

Resource Card.

Depending on the type of action you wish to take, you may find that after
selecting the appropriate check boxes in this section you have completed the
task. In this case you can ignore the Other Resources and submit your
requests by clicking Submit at the bottom of the Manage My Team's Resources
screen.

To make selections in the Currently Enrolled Resources table, in the Currently
Enrolled Resources table click the relevant check boxes in the Add and/or
Remove columns.

At this point you can choose to:

m  End the process at this point

m  Add additional resources to the selected users.

If you do not want to add new resources, submit your requests.
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Presenting the Other Resources Table (MMT-Resources Screen)

This section allows you to enroll your selected user(s) to additional resources
of your choice. The actual enrollment will take place following a review
process.

Note: When you click Get Resources in the Users section, a list of resources
that are not linked to the currently selected user(s) appears in the Other
Resources table

In addition to managing the resources currently linked to the members of your
team, you can also request that the system provide a list of recommended
resources for your selected users. This list of resources will be displayed in the
section Other Resources.

- Other Resources

Showing 1 to 10 of 76 H 472345678 0
Add Res Name 1 Res Name 2 Res Name 3

O

[ UGMTSYS RACFTEST RACF22

O UGSYS TSSCREDIT TS550

[ TESTDEVY RACFTEST RACF22

[} UGMPOPR RACFPROD RACF22

[ UGMPMINI RACFPROD RACF22

O UGSAPPUR SAPPROD SAPR3

O secmar UNXMARKT Sofaris26

O UGADGEMN2. Administration.[ROOT] NOVELADM Noveld

O TESTDEV RACFPROD RACF22

O UGMPDB2 RACFPROD RACF22
Customize Records per page:
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The Other Resources section provides the following options:
Add

A column of check boxes, one per role. Select one or more to link the
selected users to additional resources.

Res Name 1

Click any highlighted resource name listed in this column to open its
Resource Card.

Customize

Allows you to determine the columns that will appear in the Other
Resources table.

Records per page
Select the number of records that will appear in the Other Resources table.
Find Resources

Opens the Select Resources filter screen to assist you in locating specific
resources.

Test Compliance

Checks whether the selections made in the Other Resources table comply
with existing policies and BPRs (Business Process Rules).

Suggest Resources
Provides a list of possible resources based on the Eurekify ERCM pattern
recognition technology.

This table presents you with several options:

®  You can manually select one or more resources that you wish to link to the
selected users.

m  You can use the Find Resources filter option to find specific roles and then
make a selection from the filtered list of resources.

m  You can click Suggest Resources and use the information provided by this
feature to link resources to the selected users.
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r Other Resources
Showing 1 to 10 of 82
Add Res Name 1

UGFINAR,RACFPROD, RACF22

secmgr, UNXMARKT, Solaris26

office2003,2003,WinNT

appldev, UNXMARKT, Solaris26

UGSILVLAM, NTSILV, WinMT
UGADSYS.Administration.[ROOT], NOVELADM, Moveld
UGSILVSYS,NTSILV, WinNT

e-mail, outlook, WinNT

UGSAVELAN,NTSAVE,WinNT

unixdev, UNXMARKT, Solaris26

ooooooooono

Test Compliance S

Res Name 2
RACFPROD

UMNXMARKT
2003
UMNXMARKT
NTSILV
HNOVELADM
MTSILV
outiook
NTSAVE
UMNXMARKT

t Resources

Res Name 3 HR Pattern
RACF22 4
Solaris26 4
WinNT 1
Solaris26 4
WinNT 4
Novel4 4
WinNT 4
WinNT 1
WinNT 4
Solaris26 4

H4123456789r »
Privileges Pattern

4

T S N

Details
Details
Details
Details
Details
Details
Details
Details
Details
Details

Details

Records per page: | 10

v

After making your selection(s) you can test the compliance of your selections
with the existing BPRs and policies.

(Characteristic Role

(87623450) (10 %) - Min 40%)

Organization=Finance

F\QOESEE?S%‘ (Characteristic Role

v =223 (100.0%) - Min 40%)
o Organization=Finance

I,GED_,;% _;;!i”ﬂ\ (Characteristic Role

(84847310)

(100.0%) - Min 40%)

Organization=Finance
(Characteristic Role
(100.0%) - Min 40%)

Sterling Kent
(86023080)

Violations

Violations

First Second Third

Moos Steve  Qrganization=Finance UGFINMGR, TSSCREDIT, TSS50

(Top Secret on MYSCREDIT)

UGFINMGR, TSSCREDIT, TS550
(Top Secret on MYSCREDIT)

UGFINMGR, TSSCREDIT, T5550
(Top Secret on MVSCREDIT)

UGFINMGR, TSSCREDIT, TSS50
(Top Secret on MVSCREDIT)

Rule

Role Mar 1 (Only
people in role Finance
can access the listed
the TSS mar
resource)

Role Mar 1 (Only
people in role Finance
can access the listed
the TS5 mar
rasource)

Role Mar 1 (Only
people in role Finance
can access the listed
the TS5 mar
rasource)

Role Mar 1 (Only
people in role Finance
can access the listed
the TS5 mar
resource)

Description

0Only peaple in role
Finance can access the
listed the TSS mar
resource

Qnly peaple in role
Finance can access the
listed the TSS mar
resource

Qnly peaple in role
Finance can access the
listed the TSS mgr
resource

Only people in role
Finance can access the
listed the TSS mar
resource

100

100

100

100

You can decide to make the request despite any listed violations, or you can

amend your selections.

Important! Remember that when selecting multiple users, all
resource-related choices apply equally to all the users. If at any point you alter
the selected users, click Get Resources again.
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To link resources to selected users

1. In the Manage My Team's Resources screen scroll down to the
Resources table.

Other

2. (Optional) Click Find Resources to access the Select Resource filter screen.

3. (Optional) Click Suggest Resources to see the Eurekify Portal's
recommendations.

4, Select one or more resources to link to the chosen users.

(Optional) Click Test Compliance to review your selections and
possible violations.

check for

The Violations screen opens in a separate browser window. Click X to

close the Violations window.
6. Click Submit.

The Requests screen opens.

Enterprise Role and Compliance Manager

Self Service Entity Browser Reports Administration

Logout DOMAIN\Herman Barbara

Home Ticket Queue Dashboards
Requests
Request Person ID
Add Goid Wilam (84847310)
Add Sterling Kent (86023090)
Add Sterling Kent (86023090)
Add Ron Mark (99883134)
Add Ron Mark (99883134)
Add Ron Mark (99883134)
Add Ron Mark (99883134)
Add Moos 5t (87623450)
Add Moos Steve (87

Name

Goid Wilam (84847310)
Sterling Kent (86023020)
Sterling Kent (86023090)
Ron Mark (99883134)
Ron Mark (99883134)
Ron Mark (99883134)
Ron Mark (99883134)
Moos Steve (87623450)
Moos Steve (87623450)

Privilege

UGSILVLAN, NTSILY, WinNT (Silicon W br User Lan)
UGSILVLAM, NTSILV MWINNT (Silicon W br User Lan}
PUBLIC,RACFPROD,RACF22 (Production RACF)
office2003,2003,WinNT (MS office2003)
UGSILVLAM, NTSILV,WinNT (Silicon W br User Lan)
e-mail,outlook, WinMT (MS email}
PUBLIC,RACFPROD,RACF22 (Production RACF)
UGSILVLAM, NTSILV,WinNT (Silicon W br User Lan)
PUBLIC,RACFPROD,RACF22 (Production RACF)

Violations

More information:

Approval Process Tickets (see page 151)

Customizing a Data Table (see page 22)

Setting the Number of Records Per Page (see page 23)

Filtering a Data Table (see page 24)

Suggesting Entities (see page 202)

Test Compliance (see page 200)
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Manage My Resources

As a user, you may find it necessary to request an update to your resources
because of corporate changes, resource changes or following an audit process.
The Manage My Resources screen allows you to manage your resources, by
generating a request to add new resources or by deleting existing resources.

Enterprise Role and Compliance Manager

Home

Ticket Queue Dashboards

Self Service

Self Service = Manage My Resources A5

Manage My Resources

Business Area

Business Process

Description®

Entity Browser

Reports

Administration

eureRify

Logout DOMAIN\Herman Barbara

Universe

- Currently Enrolled Resources

Customize

esources

Remove Res Name 1 Res Name 2 Res Name 3 Description ManagerID-Owner Location
O UGSAVESYS,NTSAVEWINNT MNTSAVE WInNT Fifth Av br System Admin 91236370 Houson, TX
[l UGADMGR. Administration.[ROOT],NOVELADM, Noveld  NOVELADM Moveld Active Directory Manager 67283470 Portland, OR
O UGMPOPR,RACFPROD, RACF22 RACFPROD RACF22 Production RACF 77292450 Irvine,CA
O UGMTOPR,RACFTEST,RACF22 RACFTEST RACF22 Test RACF 77292450 Irvine,CA
O UGSILYSYS,NTSILY, WinNT MTSILY WinNT Silican V br System Admin 91236370 Houson, TX
[l UGSTAMSYS,MTSTAM, WinMNT MTSTAM WinNT Stamford br System Admin  §1236370 Houson, TX
O e-mizil, outlook, WinNT outlook WinNT MS email 81236370 San Mateo,CA
O office2003,2003,WinMT 2003 WinNT MS office2003 91236370 San Mateo,CA
O unixoper, UMXMARKT, Solzris26 UNXMARKT Solaris26 Unix operator 89123140 5an Mateo,CA
Other Resources
rSthingltoll]of74 4 412345678k B
Add Res Name 1 Res Name 2 Res Name 3
a
O UGMTSYS RACFTEST RACF22
O UGSYS TSSCREDIT TS550
O TESTDEY RACFTEST RACF22
[l UGMPMIMNI RACFPROD RACF22
O UGADGEN1.Administration.[ROOT] MNOVELADM Mowveld
O UGSAPPUR SAPPROD SAPR3
O secmar UMXMARKT Solaris26
[l UGADGENZ. Administration.[ROOT] MNOVELADM Moveld
O TESTDEY RACFPROD RACF22
O UGMPDBZ RACFPROD RACF22

Records per page:

Copyright (C) 2008 Eurekify, All Rights Reserved - Build 08.11.26.01
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The screen is divided into three sections:
General
Provides descriptive information concerning the current action.
Currently Enrolled Resources
The current resources linked to the selected users.
Other Resources

A list of available resources.
The Other Resources section displays a customizable table.
As the Manage My Resources screen allows many options and great flexibility,
the procedures will be broken up by section:
m  The fields in the General section
m  The Currently Enrolled Resources table options and functionality
m  The Other Resources table options and functionality

To manage my resources, click Mange My Resource Assignments on the
Self-Service menu. The Manage My Resources screen appears.

More information:

Customizing a Data Table (see page 22)

Presenting the General Section (Manage My Resources Screen) (see page 238)
Presenting the Currently Enrolled Resources Table (Manage My Resources
Screen) (see page 240)

Presenting the Other Resources Table (Manage My Resources Screen) (see
page 241)

Presenting the General Section (Manage My Resources Screen)

Business Area

Description™

Manage My Resources

Universe | Portal b

Business Process
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The General section of the Managing My Resources screen contains the
following fields:

Universe

Select the Universe you wish to work with. The users' table and the
available resources depend on the universe.

Business Area

General information (descriptive). This information will appear in the
Description field of the ensuing Self-Service Approval-Root ticket.

Business Process

General information (descriptive). This information will appear in the
Description field of the ensuing Self-Service Approval-Root ticket.

Description

Provide a concise and meaningful description of the changes you intend to
make to your resources.

Submit

Click to submit your request for changes.

To enter the data in the Manage My Resources General section
1. Select a Universe from the drop-down list.

The Currently Enrolled Resources table and the Other Resources table
shows resources belonging to the selected Universe's configuration.

2. Enter the Business Area for the current action.

3. Enter the Business Process associated with the current action.

4. Enter a Description.

Note: If the actions you want to take do not involve your currently enrolled

resources, you can skip the Currently Enrolled Resources table and skip to the
Other Roles table.

If you do not want to manage the currently enrolled resources, add resources
to the selected users.
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Presenting the Currently Enrolled Resources Table (Manage My Resources

Screen)

This section lets you manage your current resource enrollment. When you
originally selected the Universe, the Eurekify Portal provided the list of your
current resources, within the universe's configuration.

r Currently Enrolled Resources

Remove Res Name 1 Res Name 2 Res Name 3 Description ManagerID-Owner Location

O UGSAVESYS,NTSAVE,WinNT MTSAVE WinNT Fifth Av br System Admin 91236370 Houson, TX
O UGADMGR.Administration.[ROOT],NOVELADM, Novels  MOVELADM Hoveld Active Drrectory Manager 67283470 Portland, OR
O UGMPOPR,RACFPROD, RACF22 RACFPROD RACF22 Production RACF 77292450 Irvine,CA

O UGMTOPR,RACFTEST,RACF22 RACFTEST RACF22 Test RACF 77292450 Irvine, CA

O MTSILY WinMT Silicon W br System Admin 91236370 Houson, TX
O MNTSTAM WinNT Stamford br System Admin 91236370 Houson, TX
O V outlook WinNT MS emzl 91236370 San Mateo,CA
O office2003,2003,WinNT 2003 WinNT MS office2003 01236370 San Mateo,CA
O unixoper, UNXMARKT, Solaris26 UNXMARKT Solaris26 Unix operator 89123140 San Mateo,CA

In this case, the only option available to you in this section is to click the
Remove check box next to a resource thereby severing the link between you
and the selected resource.

The Currently Enrolled Resources table provides the following options:

Remove

A column of check boxes, one per user. Check one or more to remove the
link between the selected users and the selected resources.

Res Name 1
Click any highlighted resource name listed in this column to open its

Resource Card.

Depending on the type of action you wish to take, you may find that after
selecting the appropriate check boxes in this section you have completed the
task. In this case you can ignore the Other Resources and submit your
requests by clicking Submit at the bottom of the Manage My Resources screen.

To make selections in the Currently Enrolled Resources table, in the Currently
Enrolled Resources table click the relevant check boxes in the Remove column.

At this point you can choose to:
m  End the process at this point

m  Add resources

If you do not want to add new resources, submit your requests.
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Presenting the Other Resources Table (Manage My Resources Screen)

This section allows you to enroll in additional resources of your choice. The
actual enrollment will take place following a review process.

In addition to managing the resources that you are currently linked to, you can
also request that the system provide you with a list of recommended resources
for yourself. This list of resources will be displayed in the section Other
Resources.

[ Other Resources

Showing 1 to 10 of 74 H 4712345678F B
Add Res Name 1 Res Name 2 Res Name 3

O

O UGMTSYS RACFTEST RACF22

] UGSYS TSSCREDIT TS550

O TESTDEV RACFTEST RACF22

O UGMPMINT RACFPROD RACF22

[} UGADGEN1.Administration.[ROOT] NOWVELADM Moveld

O UGSAPPUR SAPPROD SAPR3

O sacmgr UNXMARKT Solaris26

[} UGADGENZ.Administration.[ROOT] NOVELADM Hovel4

O TESTDEV RACFPROD RACF22

O UGMPDB2 RACFPROD RACF22

Customize Records per page: | 10 %

The Other Resources section provides the following options:
Add
A column of check boxes, one per resource. Select one or more.

Res Name 1

Click any highlighted resource name listed in this column to open its
Resource Card.

Customize

Allows you to determine the columns that will appear in the Other
Resources table.

Records per page
Select the number of records that will appear in the Other Resources table.
Find Resources

Opens the Select Resource filter screen to assist you in locating specific
resources.

Test Compliance

Checks whether the selections made in the Other Resource table comply
with existing policies and BPRs (Business Practice Rules).

Suggest Resources

Provides a list of possible resources based on the CA Eurekify Role &
Compliance Manager pattern recognition technology.
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This table presents you with several options:

m  You can manually select one or more resources to which you wish to
enroll.

m  You can use the Find Resources filter option to find specific resources and
then make a selection from the filtered list of resources.

|

You can click Suggest Resources and use the information provided by this
feature to find resources to which you should enroll.

- Other Resources

showing 1 to 10 of 74 H 4712345678 W

Add Res Name 1 Res Name 2 Res Name 3 HR Pattern Privilages Pattern Details

O UGFINAR,RACFPROD,RACF22 RACFPROD RACF22 1 1 Details

O secmgr, UNXMARKT, Solris26 UNXMARKT Solaris26 1 Details

O appldev, UNXMARKT, UNXMARKT Solaris26 1 1 Defails

O MTSILY WinNT 1 1 Details

[ ion. [ROOT],NOVELADM, Noveld MOVELADM Noveld 1 1 Details

O V MTSAVE WinNT 1 1 Detais

O unixdev, UNXMARKT, Solaris26 UNXMARKT Solaris26 1 1 Details

O ugrksys, UINXMARKT, Solaris26 UNXMARKT Solaris26 1 1 Details

O UGMTDBA,RACFTEST, RACF22 RACFTEST RACF22 1 1 Detals

O ugrkgen1, UNXMARKT, Solaris26 UNXMARKT Solaris26 1 1 Details
Records per page:

After making your selection(s) you
with the existing BPRs and policies.

can test the compliance of your selections

Violations :

Violations 25

First Second Third Rule Description Score

Fifth av Fifth ave (Only - .
Herman e -t Only people from Fifth
iy ¥

Barbara nfplﬂcgp; role I??_Eplﬁ UD'Q Fifth Ave allowed in Fifth 100 [ |

(B4646410) oo BY fve 2l0wed N ave Roles

- 4 Resources) Fifth Ave Roles) =
b

You can decide to make the request despite any violations, or you can amend
your selections.
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To link to additional resources

1. In the Manage My Resources screen scroll down to the Other Resources
table.

2. (Optional) Click Find Resources to access the Select Resource filter screen.

3. (Optional) Click Suggest Resources to see the Eurekify Portal's
recommendations.

4. Select one or more resources to link to the chosen users.

5. (Optional) Click Test Compliance to review your selections and check for
possible violations.

The Violations screen opens in a separate browser window. Click «* to
close the Violations window.

6. Click Submit.

The Requests screen opens.

Requests

Request Person ID Hame Privilege Violations
Add Herman Barbara (64646410} Herman Barbara (4646410) UGFIMNAR,RACFPROD,RACF22 (Production RACF)

Add 3 Herman Barbara (646846410) UGMTDBA,RACFTEST,RACF22 (Test RACF)

Remove Herman Barbara (4646410) Herman Barbara (64646410) UGSILVSYS,NTSILV, WinNT (Slicon V br System Admin)

More information:

Approval Process Tickets (see page 151)

Customizing a Data Table (see page 22)

Setting the Number of Records Per Page (see page 23)
Filtering a Data Table (see page 24)

Test Compliance (see page 200)

Suggesting Entities (see page 202)

Introducing the Requests Table (see page 257)
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Defining a New Role

The term “roles” as used by the CA Eurekify Role & Compliance Manager is
flexible and versatile, allowing it on one hand to answer the need to define
roles that comprise a class of access privileges and on the other hand answer
the need to define roles that represent organizational structures within a
business context. For example, a role can represent access to a specific type of
software, or a role can represent a hierarchal business structure component
such as Manager Privileges.

Using the CA Eurekify Role & Compliance Manager to build and maintain a
corporate role model requires the flexibility to approach this issue from two
points of view. The first is by planning the corporate roles and defining them
accordingly, based on the organizational structure and other, human resources
related, attributes. The second is by mining existing corporate security and
privileges information and structuring roles in a “bottom-up” approach, to
match the enterprise privileges requirements.

The Eurekify Portal allows you to define new roles on-the-fly. When the need
arises to define a new role, whether following an audit or in the course of an
enterprise's life cycle, you can do so directly and quickly. The procedure
comprises two screens:

m  Request New Role Definition

m  Definitions For Role Name [New Role Name]
More information:

Request New Role Definition Screen (see page 245)

Definitions for Role Name [New Role Name] (see page 250)
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Request New Role Definition Screen

The first step in defining a new role is to define its characteristics and general
definitions. For example, for a new role called Security Officer, you have to
provide the role name, corporate definitions and rules that will govern this
role.

The Request New Role Definition screen is divided into two sections:

m  Task definitions

m  Role definitions

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout DOMAIN\Herman Barbara

Self Service = Reguest a2 New Role Definition

Business Area Universe

Business Process

Request Description™

The description is displayed on the approver ticket

Role Name™
Mew Role Description
Description™
ouner
Type

Organization
‘Organization 2

‘Organization 3

Rule Add Rule

After entering role information click Mext to proceed
Mext Cancel
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The Task Definitions area includes the following fields:
Universe

Select the Universe you wish to work with. The new role will be associated
with this universe's configuration. The users' table and the available
resources provided in the Definitions for Role Name [New Role] screen
depend on the universe.

Business Area

General information (descriptive). This information appears in the
Description field of the ensuing Self-Service Approval-Root ticket.

Business Process

General information (descriptive). This information appears in the
Description field of the ensuing Self-Service Approval-Root ticket.

Request Description
Provide a concise and meaningful description of the new role and its
purpose.
The role definitions area includes the following fields:
Role Name
The name of the new role (concise and descriptive).
Description
Describe the new role.
Owner

Provide the owner ID. You can use the Find function to open the Find User
filter.

Type

Provide the role type (use autocomplete).
Organization

Provide the name of the main organization (use autocomplete).
Organization 2

Provide the name of the secondary organization (use autocomplete).
Organization 3

Provide the name of the tertiary organization (use autocomplete).
Rule

(Optional) Provide a rule for the new Role. You can use the Add Rule
function to construct a rule.
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To define a new role, first screen

1.

@ N O koW

Click Request a New Role Definition on the Self-Service menu.
The Request New Role Definition screen opens.
Select a Universe from the drop-down list.

The newly defined role is associated with the configuration belonging to
this universe. The users and resources to be linked with this role is taken
from this universe's configuration.

Enter the Business Area for the current action.

Enter the Business Process associated with the current action.
Enter the Request Description.

Enter the Role Name.

Enter the Description of the new role.

Enter the Owner's ID. (Optional) Click Find to access the Find User filter
screen.

Select a user from the User list generated by your filter. Click OK.

Select User

Configuration: Model2_ConfigWithRoles

Where | Any Field
And Any Field

And Any Field

¥ | Is Any Value v
v Is Any Value v
~ | Indudes
Search

User

No Records Found

Customize
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10. Enter a Type (use autocomplete).

11. Enter an Organization name (use autocomplete).
12. Enter an Organization 2 name (use autocomplete).
13. Enter an Organization 3 name (use autocomplete).

14. Create a Rule. Click Add Rule for assistance in constructing a rule.

Request New Role Definition
Business Area Fifth Ave Branch Universe
Business Process New Corporate Role Definition

Defining a new corporate role definition: security officer
Request Description™

The description is displayed on the approver ticket

Role Name* Security Officer

Senior manager in charge of local IT

Description®
Owner 54672910
Type Organizational Role

Organization |IT Security
Organization 2 |Branch

Organization 3 |Corporate

Rule Organization=IT Security; Add Rule

After entering role information click Next to proceed
Cancel

15. Click Next. The Definitions for Role Name [Role Name] screen opens.
More information:
Filtering a Data Table (see page 24)

Constructing a Rule (see page 248)
Definitions for Role Name [New Role Name] (see page 250)

Constructing a Rule

The Eurekify Portal provides you with the Add Rule utility to assist you in
constructing a rule for the new role you are requesting.

Rule Construction

Field Value

Add

OK Cancel
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This screen has the following text boxes and functions:
Field
Use autocomplete to select a field name.
Value
Enter a value or use autocomplete to provide an appropriate value.
Add
Lets you add another constraint to the rule.
Remove
Removes the last added constraint.
Cancel

Cancels the rule construction.

Rule Construction
Field Value
Qrganization Type = Branches

Note: Adding a rule is optional. Not every Role has to be rule-based.

To construct a rule

1. Click Add Rule in the Request New Role Definition screen.
The Rule Construction screen opens.

Enter a Field name.

Enter a Value.

(Optional) Click Add to add additional constraints.
Repeat step 2 to step 4 as necessary.

Click OK.

A L

The constructed rule appears in the Rule text box in the Request New Role
Definition screen.
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Definitions for Role Name [New Role Name]

Home

Enterprise Role and Compliance Manager

Definitions For Role Name Security Officer

Now that you have requested a new role, you can start assigning users and
resources to the newly constructed role. Roles can be linked to users,
resources and to other roles in a hierarchal relationship as either a parent role
or a child role. The Definitions for Role Name [New Role Name] screen
provides you with a fast and easy way to select which links your new role will
have.

When you have completed your selections, you can test those selections for
violations. If you are satisfied with the results, click Submit, located below the
entity tables, to generate a request for a new role definition. The request can
be checked by you, and if you have no corrections to make, click Submit below
the request table, and generate the approval process tickets necessary to
confirm the role definitions that you have created.

Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout DOMAIN\Herman Barbara

Resources
Showing 1 to 10 of 83 M 4123456789F W
Add Res Name 1 Res Name 2 Res Hame 3
1
O UGMTSYS RACFTEST RACF22
(] UGSYS TSSCREDIT TSS50
O TESTDEV RACFTEST RACF22
O UGMPOPR RACFPROD RACF22
| UGADMGR.Administration.[ROOT] MOVELADM Nowvelld
O UGMPMINI RACFPROD RACF22
| UGADGEN1.Administration. [ROOT] MOVELADM Nowvelld
O UGSAPPUR SAPPROD SAPR3
O secmgr UMXMARKT Solaris26
O UGADGEM2.Administration. [ROOT] MOVELADM Nowvelld
Customize Records per page:
To see which users are using the selected resources, click here (the results are in the Users table)
Users
Showing 1 to 10 of 69 HA41234567F 0
Add Person ID Name ‘Organization Organization Type
O
O 98383770 @Raolen Dave Finance Corparate
O 84847310 @Goid Wiliam Human Resources Corparate
O 88311130 @Goodman Bruce Marketing_Dept. Corporate
| 67565330 @Schwarts Barry Human Resources Carporate
O 83838380 @Helmuth Howard Marketing_Dept. Corporate
| 93773730 @ Tailor Janat Operations Carporate
O 58723810 @Miles Buyer Purchasing Corporate
O 91724340 @Hope Colin Finance Corporate
| 05477810 @Ester Roger Operations Carparate
O 43488040 @5teiven Pat System Management Corparate
Customize Records per page:
To see which resources are used by the selected users, click here Suggest Rasourcas (the results are in the Resources table)

|- +Role Hierarchy

Test Compliance

Copyright {C) 2008 Eurekify, All Rights Reserved - Buid 08.11.26.01
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Note:

table, are users that are accountable to you (RACI).

This screen is divided into three sections:

m  Resources

m  Users

m  Role Hierarchy - which can expand into two sections:

m  Parent Roles

m  Children Roles

The users marked with a green dot next to their name in the Users

-Role Hierarchy ~
Parent Roles
Showing 1 to 10 of 30 W AI23r B
Add Role Name Description Type Organization

O

O Organization=Human Resources Characteristic Role (85.7%) - Min 40% Org Role Human Resources

O RACF - Public access Characteristic Role (100.0%) - Min 60% Applicative Raole Company

O argant: application Develapment Characteristic Role (100.0%) - Min 40% 0rg Role Application Development

O Title - Opera Characteristic Role (50%) 0rg Role Title - Operator

O Sales Team Role By 2 Users Org Role Sales

O Organization=Database Administrators Characteristic Role (100.0%) - Min 40% Org Role Database Administrators

O QOrgant: tem Management Characteristic Role (100.0%) - Min 40% 0rg Role System Management

O Qrgan tamford Branch Characteristic Role (100.0%) - Min 40% Qrg Role Stamford Branch

O Title - Branch Manager Characteristic Role (50%) Org Role Title - Branch Manzger

O Organization=Marketing_Dept. Characteristic Role (100.0%) - Min 40% Org Role Marketing Dept.
Customize Records per page:
IC| Roles
Showing 1 to 10 of 30 HA4123r B
Add Role Name ~ Description Type Organization

O

O 5 Fifth Av Br Team (Iterated) Org Role Fifth Ave Branch

O Active Directory - Domain Users Characteristic Role (100.0%) - Min 60% Applicative Role Company

O Active Directoty - Branch Users Characteristic Role (44.4%) - Min 40% Applicative Role Company

O BASIC ROLE Basic role - for all users that have access to IT Org Role Enterprise

O pplicative role Role By 2 Resources Applicative Role Fifth Awve Branch

O HR. Application Characteristic Role (40.0%) - Min 40% Applicative Role Company

O anplication Development Characteristic Role (100.0%) - Min 40% Org Role Application Development

O atabase Administrators Characteristic Role (100.0%) - Min 40% Org Role Database Administrators

O fth Ave Branch Characteristic Role (100.0%) - Min 40% Org Role Fifth Ave Branch

O Finance Characteristic Role (100.0%) - Min 40% QOrg Role Finance L
Customize Records per page:

Copyright {C) 2008 Eurekify, All Rights Reserved - Build 08.11,26,01 ~

EB e Internet
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Role hierarchy evolves from role trees that are present in many corporate
systems. For example, an Identity Manager application can have two levels of
roles: Provisioning Role and Provisioning Policy. Users are always linked to a
Provisioning Role that is linked to a specific Provisioning Policy. This hierarchal
structure is maintained during import/export. When generating a new role, it is
important to know whether there are system rules that demand specific
hierarchal connections between roles.

Each section contains a customizable entity table listing all the relevant
entities. To assist you in your selection the following functions are available:
Find Entities

Provides a filter screen.
Suggest Entities

Provides suggested users for selected resources or suggested resources for
selected users. This service is not available for the Role Hierarchy tables.

Highlighted Column

In each customizable table there is one pre-defined column that is
highlighted. Click the name of the entity to access its data card.

Customize

Provides the option to select the fields that will appear in the specified
table.

Records per page
Select the number of records per page.
Test Compliance

Tests the selections you made for violations.
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If you select to apply the Suggest Entities service to both users and resources,
you see data on the enrollment of the users and resources. For example:

Enterprise Role and Compliance Manager

Dashboards Self Service Entity Browser Reports Administration

Home Ticket Queue Logout DOMAIN\Herman Barbara

Definitions For Role Name Security Officer

Resources
[ Fioresouces
Showing 1 to 10 of 83 4123456789
Add Res Hame 1 Res Hame 2 Res Name 3 Enrolled
O
UGSYS TSSCREDIT TS550 22
O UGFIN1 TSSCREDIT TS550 2/2
O public UNXMARKT Solaris26 12
O UGMPSYS RACFPROD RACF22 1/2
O ugrksys UNXMARKT Solaris26 142
UGMTSYS RACFTEST RACF22 0/2
O TESTDEV RACFTEST RACF22 0/2
O UGMPOPR RACFPROD RACF22 0/2
O UGADMGR. Administration.[ROOT] NOWVELADM Moveld 0/2
O UGMPMINI RACFPROD RACF22 0/2
Customize Records per page:

To see which users are using the selected resources, dlick here (the results are in the Users table)

Users
[rnavsers
Showing 1 to 10 of 69
Add Person ID
O
45489940
86544420
O 67283470
O 08383770
O 84847310
O 88311130
O 67565330
O
O
O 58723810

Customize

Name

@5teiven Pat
Fred John
Angel Ben
@Rolen Dave
@ Goid Wiliam
@Goodman Bruce
@Schwarts Barry
@Helmuth Howard
@ Tailor Janet
@Miles Buyer

Organization

System Management
System Management
System Management
Finance

Humzn Resources
Marketing_Dept.
Human Resources
Marketing_Dept.
Operations

Purchasing

Organization Type

Corporate
Corporate
Corporate
Corporate
Corporate
Corporate
Corporate
Corporate
Corporate

Corporate

To see which resources are used by the selected users, click here (the results are in the Resources table)

H 47234567
Enrolled

1/2
1/2
1/2
0/2
/2
0/2
/2
/2
/2
/2

Records per page:

|- +Role Hierarchy

Test Compliance

Copyright {C) 2008 Eurekify, All Rights Reserved - Build 08,11,26.01
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To assign users, resources and role hierarchy to the new role

1. Select users, resource and/or role hierarchy entities. Utilize the Find Entity
filter and the Suggest Entity utility when necessary.

2. Click Test Compliance to check your selections for violations.

3. Click Submit to submit the new role definition request.

The Requests screen opens. The Requests screen provides both the new
role's attributes and links.

Enterprise Role and Compliance Manager
Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout DOMAIN\Herman Barbara
Requests
r Attributes
Role Name: Security Officer
Attribute Value
Description Senior manager in charge of local IT
Owner 54672910
Type Organizational Role
QOrganization IT Security
Organization2 Branch
Organization3 Corporate
Rule Organization=IT Security;
r Links
Request Type i Hame Violations
Add User Steiven Pat (45480540) Steiven Pat (45485940) 1
Add User Fred John (86544420) Fred John (86544420) 1
Add User Angel Ben (67283470) Angel Ben (67283470} 1
Add Resource UGFIN1,TSSCREDIT,TS550 (Top Secret on MVSCREDIT) UGFIN1, TSSCREDIT, TSS50 {Top Secret on MYSCREDIT)
Add Resource UGFINMGR, TSSCREDIT, TS550 (Top Secret on MYSCREDIT) UGFINMGR, TSSCREDIT, TSS50 (Top Secret on MYSCREDIT) 3

4. Click Back to amend the data.

5. Click Submit to forward the request to generate a new role.
More information:

Request New Role Definition Screen (see page 245)
Filtering a Data Table (see page 24)

Customizing a Data Table (see page 22)

Suggesting Entities (see page 202)

Setting the Number of Records Per Page (see page 23)
Test Compliance (see page 200)

Introducing the Requests Table (see page 257)
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Updating Role Definitions

The Eurekify Portal allows you to update role attributes and links on-the-fly.

When the need arises to update an existing role, whether following an audit or
in the course of an enterprise's roles and privileges maintenance life cycle, you
can do so directly and quickly. The procedure includes finding the role within a
specific universe and then following the procedure described in Defining a New
Role, though in this case, the fields have already been filled, the attributes
defined and the links listed and your goal is to edit these selections to match
your corporation's new needs.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout DOMAIN\Herman Barbara

Seff Service » Reguest Changes to 3 Ko

Request Role Update

In the Request Role Update screen, you are required to select a Universe.
Selecting the Universe opens the Select Role screen.

Select Role

Configuration: Model2_ConfigWithRoles

Where I
And s
And Incudes

- Advanced Search
Get roles for which Iam [J Responsible [ Accountable [ Consultant

O informed
Role

No Records Found
Customize
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This is a search screen with built-in filters and a RACI based advanced search
feature.

Note: The universe's model configuration is listed in the upper right-hand
corner of the Select Role screen.

Once you have successfully constructed a search pattern, a list of roles is
displayed in the Role table.

Enterprise Role and Compliance Manager eUI'eley

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout DOMAIN\Herman Barbara

Select Role

Configuration: Model2_ConfigWithRoles

‘Where Is Application Development v
And s
And Includes

- Advanced Search
Get roles for which I am [] Responsible [J accountable [ consultant

O informed

Role
Add Role Name « Description Type Organization

a

B Organization=Application Development Characteristic Role (100.096) - Min 40% Org Role Application Development
Customize

To update an existing role

1. Click Request Changes to a Role Definition on the Self-Service menu.
The Request Role Update screen opens.

Select a Universe from the drop-down list.

Click OK.

The Select Role screen opens.

Filter the data table to create a search pattern.

i AW N

(Optional) You can use the RACI based Advanced Search feature to include
additional constraints on the search.

6. Click Search.

A list of roles is displayed in the customizable Role table.
7. Select the Add check box for the role you want to update.
8. Click OK.

The Request Role Update screen opens.

256 Portal User Guide



Infroducing the Requests Table

More information:

Defining a New Role (see page 244)

Filtering a Data Table (see page 24)

Request New Role Definition Screen (see page 245)
Definitions for Role Name [New Role Name] (see page 250)

Infroducing the Requests Table

Each Self-Service task requires you to submit a request to perform the
changes generated via the task's screens. When you have finished your
selections in the selected Self-Service screen and have clicked Submit, the
Requests screen appears. This screen summarizes the requests you have made
while performing the Self-Service task.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin

Requests

Request Person ID Hame Privilege Violations
Remove Rodney Sergio (75676560) Rodney Sergio (75676560) Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%)

Add Davis Brett (7. 30) Davis Brett (75675330) Title - DB Developer {Characteristic Role (50%))

Remove Davis Brett (75675330} Davis Brett (75675330) Organization=Database Administrators (Characteristic Role (100.0%) - Min 40%)

Remove Doll Charles (89653230) Doll Charles (89653230) Organization=Database Administrators (Characteristic Role (100.0%) - Min 409%)

Depending on the Self-Service task, the Request screen may contain additional
information. For example, when generating a new role request, the Requests
screen will also include the Attribute data for the new role.

Enterprise Role and Compliance Manager
Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout DOMAIN\Herman Barbara
Requests
r Attributes
Role Name: Security Officer
Attribute Value
Description Senior manager in charge of local IT
Owner 54672910
Type Organizational Role
Organization IT Security
Qrganization2 Branch
Organization3 Corporate
Rule QOrganization=IT Security;
r Links
Request Type b Name Violations
Add User Steiven Pat (45489940) Steiven Pat (45489940) 1
Add User Fred John (86544420) Fred John (86344420) 1
Add User Angel Ben (67283470) Angel Ben (67283470) 1
Add Resource UGFIN1,TSSCREDIT, TSS30 (Top Secret on MVSCREDIT) UUGFIN1, TSSCREDIT, TS550 (Top Secret on MYSCREDIT)
Add Resource UGFINMGR, TSSCREDIT, TS550 (Top Secret on MVSCREDIT) UGFINMGR, TSSCREDIT, TS550 (Tap Secret on MYSCREDIT) 3
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The columns in the Links table provided in this screen depend on the type of
Self-Service request you have just processed. Highlighted data gives you
access to the relevant entity cards and further information. This information
always includes the following two columns:

Request

Presents the nature of the Self-Service request. The options are Remove or
Add.

Violations
Presents the nhumber of violations associated with the specific request.
Click on the number to view further details.
At this point the Eurekify Portal supplies you with two functions:
Back
To return to the previous screen and edit your selections.
Submit
Sends your request to the Eurekify ERCM for processing. The Generating

Tickets progress bar appears.

In the case of provisioning type Self-Service tasks, if no errors are found, a
Self-Service ticket tree will be generated and placed in your ticket queue. For
each request listed in the Request table, one branch appears in the
Self-Service ticket tree.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin

Ticket Queue > Oper/e!
~
P j0) Title State Status  Children  Type Received Owner Previous Owner
3 fe) A v - Approval  19/01/2008  Eurekify
1752 E 5 Link of Team to Role(s) Approval Root Request Mew In Progress 4 Root 00+18:90 Admin
. . Eurekify
Request to add user to role association. role:'Title - DB Link User- 18/01/2009 L.
1753 = Developer (Characteristic Role (50%)), use... New In Progress 2 Role 00:18:28 f‘gg&‘ﬂ“‘iﬁt’l
\ )
Regquest fo remove user o role association. Delata 10/01/2009 Eurakify
1754 (3 role:'Organization=Datebase Administrators News In Progress 2 Link User- DD‘ZIB:ZQ Admin (AD1
(Characterist... Role o \EAdmin)
Reguest to remove user to role association. Delete 10/01/2009 Eurekify
1755 (3 role:'Organization=Database Administrators News In Prograss 2 Link User- DD‘ZIB:ZQ Admin (AD1
(Characteris Role o \EAdrrin)
Reguest & user to role association. Delete 18/01/2009 Eurekify
1756 (3 role:'Organization=Database Administrators New In Prograss 2 Link User- UU':IB:ZQ Admin (AD1
(Characterist... Role e \EAdmin)
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When generating a new role or updating an existing one, other tickets will be
generated as needed.

1. (Optional) Click Back to return to the previous screen to amend your
selections.

2. Click Submit to generate the Self-Service request tickets. The Requests
Sent screen appears.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin

Requests sent for approval, ticket ID: 1765

The Requests Sent screen lists the new ticket ID (the ID of the ticket owner's
root ticket). You can view the new ticket tree in the Ticket Queue.

More information:

Running Self-Service Tasks (see page 197)
Role Definition Tickets (see page 261)
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Chapter 12: Role Definition Tickets

This chapter is designed for managers who can run Self-Service based
Approval Processes and for entity managers who may receive Approver tickets
as part of the Self-Service approval process.
Self-Service requests can be divided into two basic types:
Provisioning tasks

m  Manage my team's role assighments

m Manage my role assignments

m  Manage my team's resource assignments

m  Manage my resource assignments
Role definition tasks

m Request a new role definition

m  Request changes to a role definition
While the tickets generated by both types of tasks are similar, they do not
behave in the same manner, and therefore they are described separately. The
ticket functions work the same irrespective of the ticket where you find them,

for example a Consult utility works the same even if the ticket type providing
the service is different.

As CA Eurekify Role & Compliance Manager is a role management product,
many of the features focus on roles. The Role Definition tasks focus on the
roles. The CA Eurekify Role & Compliance Manager assumes that user updates
will come from a relevant source, such as a Human Resources database.
Resource information is collected from the end-points during import.
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When a Role Definition task is completed a Requests screen opens. This screen
has two tables:

m  Attributes

®m  Links

Requests

I Attributes

Role Name: Organization=Marketing_Dept.

Attribute Value

Description Characteristic Role (100.0%) - Min 40%

Owner 99883135

Type 0rg Role

Organization Marketing Dept.

Organization2 Organization

Organization3 Corporate

Rule Qrganization=Marketing_Dept.;

r Links

RequestType 1D Hame Violations
Add User Goid Wiiem (84847310) Goid Wilam (84847310}

Add Resource UGMTSYS,RACFTEST,RACF22 (Test RACF) UGMTSYS,RACFTEST,RACF22 (Test RACF)

Remove User Devin R 88382090 Devin Roger (88382990)

Remove User Garr Jim (77371120) Garr Jim (77371120)

UGA A tration.[ROOT],NOVELADM, Novel4 (Active ' HZ. Stration.| NOVELADM, Noveld (Active

Remove RESUL”CESHG'ecD:glim.fd|1:1llg‘)“s ration.[ROOT],NOVELADM, Novel4 (Acth g?:ggﬁ”,«dﬁ:g?s ration.[ROOT],MOVELADM, Moveld (Act

The next step is to submit all the requests for review by the relevant entity
managers. This process is known as an Approval Process.

Self-Service role definition tasks are focused on the system's roles, and the
possibility of enrolling users in those roles, assigning them various resources
and creating hierarchal connections between different roles, or on the
possibility of severing an existing link between a role and another entity.
Therefore, during the Approval Process, review tickets are generated for both
the role and the linked user/resource/role (hierarchal).

This process is started by the manager who made the Self-Service request (the
Self-Service Manager). When an instruction to begin an Approval Process is
given, the CA Eurekify Role & Compliance Manager generates a hierarchal
Approver Process ticket tree. While for most Self-Service provisioning tasks the
ticket tree is generated at once and the task managers and link approvers can
work with their tickets directly, Self-Service Role Definition task tickets are
generally generated in stages.
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Add Role stages
Stage 1: Select Accountable
A Task ticket sent to the Self-Service task manager.
Stage 2: Role Approver
An Add Role ticket sent to the Role manager.
Stage 3: Link Approval Process sub-trees

One Link Entity-Role parent and one Link Entity-Role approver ticket
for each request made during the original Self-Service task. The parent
ticket is always assigned to the Role manager.

Update Role definition stages
Stage 1: Role Approver

An Update Role ticket sent to the Role manager. This ticket is
generated only when a request to Add entities is made.

Stage 2: Approval Process sub-trees

One parent and one approver ticket for each request made during the
original Self-Service task. The request can be to either add a link or
remove a link between the role and another entity. The parent ticket is
always assigned to the Role manager.

The ticket tree generally comprises four families of tickets:
Approval Root ticket

This ticket belongs to the Self-Service manager. Each approval process has
only one root ticket.

Main Request Parent ticket

This ticket type depends on the type of request made during the role
definition task. There are two possible sources for this ticket:

Add Role Parent ticket

When a new role is generated, this is the main parent ticket. Below it you
will find the Task ticket used to select the role's accountable, the role
managers' approver ticket and the set of subtrees generated for each
request listed in the original Requests table.

Update Role Parent ticket

When a request is made to update a role definition, this ticket is the main
parent ticket. Below it you will find the role managers' approver ticket and
the set of subtrees generated for each request listed in the original
Requests table.

Chapter 12: Role Definition Tickets 263



Infroducing the Requests Table

Request Parent Ticket

This ticket is of the same type as the Approver tickets associated with it.
This ticket belongs to the Role manager. This node is the parent of the
actual approval process Approver tickets that are sent to the Approvers.
The number of sub-trees of this type present in an approval process tree
depends on the nhumber of Self-Service requests being processed.

Approver Tickets

As role definition task tickets are generated in stages, the Eurekify Portal
generates on Role Approver ticket for the role manager and a set of
sub-trees, one per request, comprising a Request Parent ticket belonging
to the Role manager and an Approver ticket that is sent to the user,
resource or role (hierarchal) manager. The tickets generated belong to one
of the following ticket types:

Link User-Role, Link Role-Resource or Link Role-Role

Generated when adding a link to specific role.
Delete-Link User-Role, Delete-Link Role-Resource or Delete-Link Role-Role

Generated when making a request to sever a specific link to the role.

Add Role

The role manager approver ticket generated when a request is made to
add a new role to the configuration.

264 Portal User Guide



Infroducing the Requests Table

Update Role

The role manager approver ticket generated when a request to update role
definitions is made or in the special case of multi-user requests to enroll
users in a role, where the number of users exceeds the system's threshold.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin
Ticket Queue > Op,
P j ] Title State  Status  Children Type Received Owner Previous Owner
‘i ! I
P 2220 B & Add Role Approval Root Requast Open In Progress 1 Qgg{ma\ géggéﬂog Eurekify Admin
- 01/02/2009 Eurekify Admin
P 2221 & 2 New Rale [Corporate Security] Open In Progress 11 Add Role 102305 (AD1\EAdmin)
! )
2222 Select Accountable to Role [Corporate Security] Archived Completed 0 Task gé‘_gs:‘f?mg Eurekify Admin
197 Cooper Amos
P 2223 Role Approver: New Role [Corporate Security] Archived Appraoved 0 Add Role géjﬂg?}?ﬂg ({DOMAIM\Caaper
= Amos)
. Cooper Amas
Request to add user o role associztion. —— Link User01/02/2009 ATHY
2224 =] role:'Corporate Security’,user:'89213720° Hew In Progress L Role 00:38:36 ;?1?0'?[”'600'32[
)
. Cooper Amos
Regquest to add user to role association. —— Link User 01/02/2009 A TN
2225 =] role:'Corporate Security',user:'54672910" New In Progress ! Raole 00:38:36 L%?D";\H H\Cooper
)
Cooper Amas
Request to add user to role association. _— Link User 01/02/2009 =255
2226 = role:'Corporate Security’,user:'01236370" New In Progress ! Role 00:38:36 ';.{?1?;;:*“4 \Cooper
)
Cooper Amas
Request to add user to role association. | Link User 01/02/2009 ; M ATH
2227 = role:'Corporate Security’, user:'85123140° New In Progress ! Role 00:38:36 ;?]?EEJTIN \Cooper
)
- Cooper Amos
Request to add user to role association. - Link User 01/02/2000 MATH |
2228 = role:'Corporate Security’, user:'84847310° Hew In Pragress I Rolz 00:38:36 ;?]?E:;TI” \Coaper
)
. Cooper Amos
Request to add role to role association. parent — Link Role 01/02/2008 AT
2228 S| role:'Corporate Security’, child role:'Organization=1... Hew In Progress 1 Rok 00:38:36 ';.J\%?DTTIH'CDDDH
)
. Cooper Amas
Regquest to add role to resource association. _— Link Role 01/02/2008 A TN
2230 = resource:'public’,role:'Corparate Security' Hew In Progress L Resource00:38:36 ';.E?,O'~1HIIJ'CUUDer =
Copyright (C) 2008 Eurekify, All Rights Reserved - Build 08.11.26.01
P b Title State Status Children Type Received  Owner Previous Ownel
! )
2259 @ 2 Update Role Approval Root Request Mew In Progress 1 QDDDDEDVBI ?31 02"425?09 Eurekify Admin
Update 01/02/200% Eurekify Admin
it tion=Marketi £, A o h L
2260 B £ update Role [Organization=Marketing_Dept.] MNew In Prograss 6 Role 14:05:45 (AD1\EAdmin)
. Allen Sherman
Role Approver: Update Role ’ } Update 01/02/2009 AT
2261 = [Organization=Marketing_Dept.] Archived Approved o Role 14:05:53 "DOMH.I‘” \llan
Sharoni)
. . Allen Sherman
Request to add user to role association. Link User 01/02/2008 P
[ A \
2262 = role:'Organization=Marketing_Dept.' user:'84847310° New In Progress 1 Role 14:07:34 "S%grrg:il‘”‘“an
)
Allen Sherman
Request to remove user to role association. Remove 01/02/2008 T
& New Yy
2263 = role:'Organization=Marketing_Dept.',user:'77371120" He In Progress 1 User Role 14:07:34 ;%2:2;{” \Tlan
)
Allen Sherman
Request to remove user to role assocation. Remove 01/02/2009 AT
2264 = role:'Organization=Marketing_Dept.' user:'88382050° Open In Progress 1 User Role 14:07:34 's%g:;:il‘” \Lan
)
. Allen Sherman
Request to add role to resource association. Link Role 01/02/2008 T
H e, /02 i
2265 = resource: UGMTSYS',rDIe:'0rganlzatmn=Market|ng_Dept.'Ne"“ In Progress 1 Resource 14:07:34 I.S?Tgrl'ggil‘ll‘l\an
)
Request to remove role to resource assaciation. Remove o) /0515000 Allen Sherman
2268 3 resource:'UGADGEN2. Administration. Mew In Progress 1 Role 14",07;‘34 (DOMAIM\Ian
[ROOT] role:'Orga... Resource =0 Sharoni)
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Entity managers are assigned to an Approval Process as approvers based on
the link type. For example, for a Delete Link User-Role process, the user's
manager and the role's manager will be assigned as approvers. Users can
become approvers for other users only if the Approver's name appears in the
manager column (of the Universe's Model configuration files) for the specific
user. Users can become approvers for Roles and/or Resources only if they are
listed in the configuration's RACI presentation under Accountable, this means
that a specific user becomes accountable for a specific entity. Therefore, if you
are listed as an entity manager, you will receive Approver tickets when an
administrator runs an Approval Process involving your assigned entity.

Self-Service managers have overall control of the approval process. They can
transfer responsibility of the process to another manager or cancel the process
when necessary.

As the Role manager for the role that is under review, you are tasked with
reviewing the changes requested by the Self-Service manager. Approval
Processes that include adding links between a role and other entities will
generate a Role Approver ticket. This ticket summarizes all the requests that
are concerned with adding links between your role and other entities. Only if
you approve the requests will the Eurekify Portal generate the Entity Approver
tickets for theses requests. The reason for this is that the system approves
only requests regarding links that have been approved by the managers of
both of the linked entities. Therefore if you do not approve the request, to add
links, the system considers the request to be denied.

=

2246

2247

2248

2249

2242
2243

2244

2245

P 2220

Title State Status Children Type Received Owner
Approval 01/02/2009

Bl = Update Role Approval Root Request Open In Progress 1 Root 13-12:04 Eurekify Admin
= I .y S Update 01/02/2009 Eurekify Admin
t t ¥ 12 [ A dmi
Bl = Update Raole [Carparate Security] Open In Prograss 2 Role 131204 (AD1\EAdMIN)
P Cooper Amos
t 02/ ;
Role Approver: Update Role [Corporate Security] Archived Approved 0 ggga - ?l 103025?09 (DOMAINYCoopd
= s Amos)
X X . . PR Cooper Amos
- Request to add user to role association. - Link User 01/02/2008 T
7 Hew e /02 MATHY 4
-~ role:'Corporate Security', user:'89213720° Hev In Progress 1 Role 13:15:48 (DOMAIN\Coop

Amas)

Bl 2 Add Role Approval Root Request Open In Progress 1 agg'l—u'.-al ?;3123?2009 Eurekify Admin
Bl L2 Mew Role [Manage Human Resources] Open In Progress 2 Add Role 01/02/2009 Eurekify Admin

13:01:32 (AD1\EAdmIn)

Select Accountable to Role [Manage Human P 01/02/2009 ol A e
Resources] Archived Completed 0 Task 13-01:40 Eurekify Admin
Role Approver: Mew Role [Manage Humazn New Pending 0 Add Role 01/02/2009 !'_Sgl'al?::?ll"Lﬂ”i
Resources] = Action = 13:08:02 Jav) ==

)
2 Add Role Approval Root Request Qpen In Progress 1 Approval 01/02/2009 Eurekify Admin

Root 00:29:04
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In the case of a Role Update request, if the requests included only removing
links or they encompassed both adding and removing links, the tickets
generated by the request to remove links will still be generated.

As an approver you are tasked with making the decision whether to approve
the request to add/sever a link or not. To aid you in the decision making
process, you have the ability to consult with other managers.

Important! As several complex procedures are documented in this chapter, it
is important to remember that every ticket has a unique ticket ID number that
can be used to differentiate between tickets of the same type that deal with
the same issue, but have different functionality or purpose.

This section contains the following topics:

Role Definition Approval Root Ticket (see page 267)

Role Definition Main Request Parent Ticket (see page 271)
Add New Role Ticket Tree (see page 280)

Update Role Ticket Tree (see page 300)

Role Definition Approval Root Ticket

The Self-Service Approval Root-ticket is the root-ticket that appears in the
ticket queue belonging to the manager/administrator who submitted the
Self-Service request. When expanded, you can view the tickets generated for
the specific Role Definition Approval Process.

Enterprise Role and Compliance Manager
Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin
Ticket Queue > Open/h
P 0] Title State  Status  Children  Type Received  Owner Previous Owner
i ! ) -
P 2220 B & Add Role Approval Root Requast Open In Progress 1 QSE{D\H‘ gégs;‘;ﬂng Eurekify Admin
02/ fe A
P 2221 Bl = New Role [Corporate Security] Open In Progress 11 Add Role gé,;zusiuzs]nﬂg F:';kgaﬁm)n
! !
2222 Select Accountable to Role [Corporate Security] Archived Completed 0 Task Eé“_zns:‘lz?mg Eurekify Admin
Cooper Amos
! )
P 2223 Role Approver: New Role [Corporate Security] Archived Approved 0 Add Rale gé}ﬂész:?og (DOMAIM\Cooper
= Amos)
. Coaper Amas
Request to add user o role zssociztion. — Link User01/02/2009 AT
2224 S| role:'Corporate Security’,user:'89213720° Hew In Progress T Role 00:38:36 ';.J\%?DTTIH'CDDDH
)
. Cooper Amas
Regquest to add user to role association. Link User 01/02/2008 L
g Hew /1<) Y
2225 =] role:'Corporate Security’, user:'54672910° Hew In Progress L Role 00:38:36 ';.J\?%‘;CIN'CUUDH
)
Cooper Amos
Request to add user to role association. Link User 01/02/2009 T
& Hew /02 L
2226 =] role:'Corporate Security',user:'91236370" New In Progress ! Role 00:38:36 ';.i?nlifm \Cooper
)
Cooper Amas
Request to add user to role association. Link User 01/02/2009 L
g Hew /212l MATHY
2227 = role:'Corporate Security’, user:'85123140° New In Progress ! Role 00:38:36 ';.{?1?;;:*“4 \Cooper
)
Cooper Amos
Request to add user to role association. Link User 01/02/2009 i
] n S I \ al =
2228 S| role:'Corporate Security’, user:'84847310° Hew In Progress E Role 00:38:36 ;?]?E:;Tm \Coaper
)
- Cooper Amos
Request to add role to role association. parent Link Role 01/02/2008 T
] g gt} g . W gy MATNY e
2228 = role:'Corporate Security’, child role:'Organization=L... e In Pragress I Role 00:38:36 ;?]?E:;TI” Coaper
)
. Cooper Amas
Request to add role fo resource zssociation. — Link Role 01/02/2008 AT
2230 = resource:'public’,role:'Corparate Security’ Hew In Progress 1 Resource00:38:36 ';.E)SHITI”'CUUDH b
Copyright (C) 2008 Eurekify, All Rights Reserved - Build 08.11.26.01
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As the tickets to be found below the Approval Root ticket depend on the
specific role related requests being made, these tickets will be described where
relevant. What is important to realize is that the Approval Root ticket provides
the same information and functionality both for an Add Role request and an
Update Role Definition request.

Note: When the approval process Approver tickets are not generated a
Notification ticket appears below a Request Parent ticket.

Click the ticket title to open the Ticket Properties Form in a separate browser
window.

= Ticket Properties Form - Windows Internet Explorer [Z”E”‘S__q
w

& | hitpfflocalhost: 8080 surekify ftms fuif?wicket hookmarkablePage=:com, eurekify kms web, template Def ault TicketPage®ticket Td=2259
Approval Root

Ticket Id: 2259 Owner: Eurekfy Admin Previous Owner: Status:
Due Date: 01/02/2009 19:05:45 Priority: Severity: State:

Modified Date: |g)02/2009 16:33:24 Date Created: [51/03/2009 14:05:45

Title: Update Role Approval Root Request

Description: Approval Root Request - Request was submitted on Universe Portal from Update Role

| Delegate Escalate | StariProcess | Cancel Process

=< Less Details

IConfiguration Name: Model2_ConfigWithRolas

I Add Comment Add Attachment View Transaction Log \iew Children == View Statistic

[8 € internet F400% -

In this section you will find information specific to the Approval Root-ticket
type for Self-Service provisioning requests.

<Ticket Title>
Approval Root
Title

[Self-Service Task] Approval Root Request. For example: Add Role
Approval Root Request.

Description

A description of the ticket. It includes The universe name and the source of
the request. For example: Approval Root Request - Request was submitted
on Universe Portal from Update Role.

This section covers the following topics:

m  The Role Definition Approval Root ticket's General functions

m  The Role Definition Approval Root ticket's Advanced functions
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More information:

The Ticket Properties Form (see page 83)
Approval Root Ticket General Functions (Role Definition) (see page 269)
Approval Root Ticket Advanced Functions (Role Definition) (see page 270)

Approval Root Ticket General Functions (Role Definition)
The Role Definition Approval Root ticket provides the following General
functionality:

Close

Closes the ticket.
Save

Saves the changes made to the ticket.
Delegate

Transfers the ticket tree to another manager.
Escalate

Transfers the ticket tree to another manager.
Start Process

For regular Approval Processes, this button is disabled, as the procedure
starts automatically when the tickets arrive in the approvers' Ticket
Queues.

Cancel Process
Allows you to manually stop the Approval Process, at any stage.
Acknowledge

This function is disabled until the Approval Process has been completed.

More information:

Escalate (see page 154)

Delegate (see page 157)
Cancel Process (see page 169)

Acknowledge (see page 169)
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Approval Root Ticket Advanced Functions (Role Definition)

The Role Definition Approval Root ticket provides the following Advanced
functionality:

Add Comment

Manually add a comment to the ticket.
Add Attachment

Add an attachment or URL to the ticket.
View Transaction Log

The transaction log provides a history of the ticket-related actions
executed since the creation of the ticket.

View Children

Opens a table which provides you with information concerning all the
nodes/leaves that are located below the current ticket. For the Approval
Process Root ticket, this means that you can view information concerning
the Approval Processes' Main Request Parent ticket.

View Statistic

Provides the status of all the children tickets.
More information:

Add Comment (see page 87)

Add Attachment (see page 89)
View Transaction Log (see page 90)
View Children (see page 163)

View Statistics (see page 171)
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Role Definition Main Request Parent Ticket

The Main Request Parent ticket is a management ticket, generated by the
Eurekify portal for each Role Definition procedure. All the individual tickets and
sub-trees that make up the Role Definition Approval Process ticket tree are
located beneath this ticket. The number of children tickets changes over the
course of the Approval Process. During the first stage there is usually only one
child ticket, as the Approval Process moves on and generates the entity
Approver tickets the number of children will increase to include the number of
discrete requests made during the original Role Definition request plus
whatever individual tickets were generated along the way.

(= i0] Title State  Status  Children  Type Received Owner Pry
Approval 01/02/2009 Eurekify

= X
2259 [ |2 Update Role Approval Root Request MNew In Progress 1 Root 14-05:45 Fabrn
Eurekify
- ! ! !
2260 E = Update Role [Organization=Marketing_Dept.] IHew In Progress 6 Update 01'10252009 Admin (AD1
Role 14:05:45 i
\EAdmin)
Allen
Role Approver: Update Role . Update 01/02/2009 Sherman
2261 [Organization=Marketing_Dept.] Archived Appraved U Role 14:05:53  (DOMAIN\Ian
Sharoni)
Allen

~ Reguest o 3dd user to role assocition. Link User 01/02/2009 Sherman

E= New p
2262 role:'Organization=Marketing_Dept.' user:'84847310' Mew In Progress 1 Role 14:07:34 (DOMAINIan
Sharoni}
Allen
- Request to remove user to role associtior Remove 01/02/2009 Shermzn
= ew /02 -
2263 role:'Organization=Marketing_Dept.',usar:" Mew In Progress 1 User Role 14:07:34 (DOMAINIzn
Sharoni)
Allen
- Request to remove user to role association. Remove 01/02/2006 Sherman
H Uy p
2264 role:'Organization=Marketing_Dept.’ user:'88382990° Open In Progress E User Role 14:07:34 (DOMAIN\Izn
Sharoni)
Allen
= Request to add role to resource association. Link Role 01/02/2006 Shermzn
Ex e Uy p
2263 |'esou|'ce:'UGMTS‘]r’S',ro\e:'Ol'ganizati0n=lv1al'keting_Dept.'HE"‘I In Progress E Resource 14:07:34 (DOMAINIzn
Sharoni}
) Allen
Request to remaove role to resource association. Remaove oen
2266 (3 recnurre IGANGEND Adminictratinn Mo In Droarece 1 Bole 01/02/2008 Sherman
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The Role Definition Approval Process supports two different Main Request
Parent tickets:

Add Role Main Parent ticket

When a new role is generated, this is the main parent ticket. Below it you
will find the Task ticket used to select the role's accountable, the role
managers' approver ticket and the set of subtrees generated for each
request listed in the original Requests table.

Update Role Main Parent ticket
When a request is made to update a role definition, this is the main parent

ticket. Below it you will find the role managers' approver ticket and the set
of subtrees generated for each request listed in the original Requests table.

Both ticket types provide you with the same management functionality. They
differ in the content of the individual Main Parent ticket.

fj Ticket Properties Form, - Windows Internet Explorer

€ | http: fflocalhost: 080 eurekify fims uif?wicket inkerf ace=

Update Role
Ticket 1d: 3260 Owner: Eurekify Admin (AD1) Previous Owner: Status:
Due Date: 01/02/2009 19:05:45 Priority: Severity: State:
Modified Date: [51/02/2000 16:55:42 Date Created: n1/02/2000 14:05:45
Title: Update Role [Organization=Marketing_Dept.]
Description:

Update Role [Organization=Marketing_Dept.]

Close Delegate Escalate Cancel Process

More Details ==

Add Comment Add Attachment View Transaction Log View Initiators
View Children >> o

IDone 8 €D Internet H100%  +
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Ticket Id: 2221 Owner: Eurekify Admin (AD1) Previous Owner: Status: | In progress “ ~
Due Date: 11/02/2009 05:20:04 Priority: Severity: State:
Modified Date: |g/nz/2003 00:38:37 Date Created: 1 /02/2009 00:29:05
Title: Mew Role [Corporate Security]
Description: New role [Corporate Security]
Model2_ConfigWithRoles
Role Accountable: DOMAIN\Cooper Amos
Role Hame: Corporate Security
Updated Field: Rule#!#0rganization2#! #0rganization#1# Type#l # 0wners| #Description# 1 # 0rganization3#1
Updated Value: Organization=IT Security;null=nuli#! #Enterprise#! #IT Security#!#Organizational Role#!#54672910#!#Role provides resources to users who are invoh
Users To Add: 89213720#1#54672910#!#01236370#!#80123140#1#8484731 01 #
IChild Roles To Add:
Parent Roles To Add: Organization=IT Security#1#
Resources To Add: public, UNXMARKT,Solaris26#! #PUBLIC, RACFPROD, RACF22#1 #UGMTS YS, RACFTES T, RACF22 1 #
Users To Remove:
IChild Roles To Remove:
Parent Roles To Remove:
Resources To Remove:
|Approval Process Result:
Role Fields:
Rule Organization2 ‘ganization Type Owner Description
0Organization=1IT Security;null=null; Enterprise IT Security Organizational Role 54672810  Role provides resources to users who are involved with securiy
Role Links:
Users To Add Resources To Add Parent Roles To Add
29213720 public, UNXMARKT, Solaris26 Organization=IT Security
54672910 PUBLIC,RACFPROD,RACF22
91236370 UGMTSYS,RACFTEST, RACF22
89123140
84847310
Add Comment Add Attachment View Transaction Log View Initiators View Children =>
v
< | >
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ain Request Parent Ticket

In this section you will find information specific to the Request Parent tickets
generated for Self-Service provisioning requests.

<Ticket Title>

According to source of the request: either Add Role or Update Role.
Title

Title [Role]. For example: New Role [Corporate Security]
Description

Description [Role].

For example: Update Role [Organization=Marketing_Dept.]

Use this ticket's functionality when you wish to transfer the approval process

tree to the management of another user or to cancel the approval process. You

can use the options in the ticket's Advanced section to access additional
information concerning the current ticket and its parent and child tickets.

Click the ticket title to open the Ticket Properties Form in a separate browser
window.

£ | http: jflocalhost: 8080 eurekify ftms /uijPwicketinterface=18:1 !

- Add Role
Ticket Id: 2221 Owner: Eurekify Admin (AD1)\ Previous Owner: Status:
Due Date: 01/02/2009 05:29:04 Priority: Savarity: State:

Modified Date: |41 07/2002 00:38:37 Date Created: [41/07/2009 00:29:05

Title: New Role [Corporate Security]

Description: New role [Corporate Security]

Delegate Escalate

Cancel Process

More Details ==

Add Comment Add Attachment View Transaction Log View Initiators View Children >>

-

Done

EE e Internet

#,100%

This section covers the following topics:

m  The Role Definition Main Parent ticket's General functions
m  The Role Definition Main Parent ticket More Details section
m  The Role Definition Main Parent ticket's Advanced functions
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More information:

The Ticket Properties Form (see page 83)

Main Parent Ticket General Functions (Role Definition) (see page 275)
Main Parent Ticket Details Section (see page 276)

Main Parent Ticket Advanced Functions (Role Definition) (see page 277)

Main Parent Ticket General Functions (Role Definition)

The Role Definition Main Parent ticket provides the following General
functionality:
Close

Closes the ticket.
Save

Saves the changes made to the ticket.
Delegate

Transfers the ticket tree to another manager.
Escalate

Transfers the ticket tree to another manager.
Cancel Process

Allows you to manually stop the Approval Process, at any stage.
More information:
Escalate (see page 154)

Delegate (see page 157)
Cancel Process (see page 169)
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Main Parent Ticket Details Section

The More Details>> and <<Less Details buttons, located below the general
function buttons, toggle between showing additional data and hiding the same
data. The type of data available is the same whether the ticket is an Add Role
main parent ticket, or an Update Role main parent ticket. The content of the
fields depends on the original Role Definition task being processed.

Delegate Escalate Cancel Process

s5 Details
Configuration Name: Model2_cConfigWithRoles
Role Accountable: DOMAIN\Cooper Amos
Role Name: Corporate Security
Updated Field: Rule1 #0rganization2 #1% 0rganization®12 Types 1 0wners! #Description#1 #0rganization 321 #
Updated Value: Organization=IT Security;null=nu Enterprisez!#IT Security#! #0rganizational Roles1254672910%1#Role provides resources to use

Users To Add: 89213720#1#54672910#1#91236
Child Roles To Add:
Parent Roles To Add: Organization=IT Security#!#

Resources To
Users To Rem

Resources To

#1#8012314051208484731051 %

Add: DLIinc,Uf'vl)(l'ﬂ.*‘\RKT,SDIMiéZEF! #PUBLIC,RACFPROD, RACF22#! #UGMTSYS,RACFTEST, RACF22#1 %
ove:

Child Roles To Remove:
Parent Roles To Remove:

Remove:

\Inpproval Process Result:

Role Fields:

Rule ‘Organization2 Organization Type Owner Description

Organization=IT Security;null=null; Enterprise IT Security Organizationzl Role 54672910  Role provides resources to users who are invohy
Role Links:

Users To Add Resources To Add Parent Roles To Add

89213720 public, UNXMARKT, Solaris26 Organization=IT Security

34672910 PUBLIC,RACFPROD, RACF22

91236370 UGMTSYS,RACFTEST,RACF22

89123140

84847310

The Role Fields table refers to the role's rules. This table will have content only
when a new role included a rule, or when a rule is added/changed during an
update role process.

As the first step in any role definition approval process is to allow the role
manager to approve the links added to the role, the Role Links table provides a
list of the entities that were listed as Add requests in the Requests table.
Requests to remove links are processes separately. This table provides lists for
each possible entity:

m  Users to add
m  Resources to add
m  Parent roles to add

m  Children roles to add
If any of the options are empty, it will not appear in the table.
This section is informational only.

Note: You cannot access any of the entity cards for the entities listed here.
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Main Parent Ticket Advanced Functions (Role Definition)
The Role Definition Main Parent ticket provides the following Advanced
functionality:
Add Comment
Manually add a comment to the ticket.
Add Attachment
Add an attachment or URL to the ticket.
View Transaction Log

The transaction log provides a history of the ticket-related actions
executed since the creation of the ticket.

View Parent

Opens the current ticket's parent's ticket.
View Initiators

View of list of the users who launched this ticket.
View Children

Opens a table which provides you with information concerning all the
nodes/leaves that are located below the current ticket. For the Approval
Process Root ticket, this means that you can view information concerning
the various Approver Process tickets and sub-subtrees generated during a
Role definition Approval Process.

View Role

Opens the role's card. As the approval process focuses on a specific role,
this is the card that is available to you at this stage of the process.

More information:

Add Comment (see page 87)

Add Attachment (see page 89)
View Transaction Log (see page 90)
View Initiators (see page 162)
View Parent (see page 163)

View [Entity] (see page 165)
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View Children (Role Definition Approval Process)

Role Definition Approval Processes proceed in stages. During each stage, the
child tickets you can see when you click View Children will change.

During an Add Role approval process, you will be able to see:

Stage 1

Only the Select Accountable task ticket is listed.

Stage 2

Both the Select Accountable task ticket and the Role Approver tickets are

listed.
Stage 3

All the Request Parent tickets for each requested link are listed. Note that

the new role's manager is the listed owner of these tickets.

Notice the ticket Type for information on what ticket you are currently viewing.

Add Comment Add Attachment View Transaction Log View Initiators

\Action Owner

Select
Select

Select

Select

Select

Select

Select

Select

Select

Select

Select

Eurekify Admin

Cooper Amos (DOMAIN\Coaper
Amos)

Cooper Amos (DOMAIN\Coaper
Amos)

Cooper Amos (DOMAIN'Cooper
Amos)

Cooper Amos (DOMAIN'\Coaper
Amaos)

Cooper Amos (DOMAIN'\Coaper
Amos)

Cooper Amos (DOMAIN\Coaper
Amos)

Cooper Amos (DOMAIN\Coaper
Amos)

Cooper Amos (DOMAIN'Cooper
Amos)

Cooper Amos (DOMAINYCooper
Amos)

Cooper Amos (DOMAIN'\Coaper
Amos)

Type
Task

Approver

Link User Role
Link User Role
Link User Role
Link User Role
Link User Role

Link Role Role

Link Role
Resource
Link Role
Resource
Link Role
Resource

Status

Title

Completed Select Accountable to Role [Corporate Security]

Approved Role Approver: New Role [Corporate Security]

In Progress Reguest to add user to role association.
In ProgressRequest to add user to role association.
In ProgressRequest to add user to role association.
In Progress Reguest to add user to role association.

In Progress Reguest to add user to role association.

In Progress

Request to a3dd role to role association. parent role:'Carporate Security’, child

role:'Organization=IT Securiy’

== Close Children

Comment

role:'Corporate Security’,user:'85213720°"

role:'Corporate Security’,
role:'Corporate Security',
role:'Corporate Security’,

role:'Corporate Security',

user:'54672910°

user:'31236370°

user:'89123140°

user:'84847310°

In ProgressRequest to a3dd role to resource association. resource:'public’,rale:'Corporate Security'

In ProgressRequest to add role to resource association. resource:'PUBLIC role:'Corporate Security’

In ProgressReguest to 2dd role to resource association. resource:'UGMTSYS' role:'Corporate Security’

Records per page: | 20 ¥

278 Portal User Guide




Role Definition Main Request Parent Ticket

During an Update Role approval process you can see:

Stage 1

The Role Approver ticket is listed.

Stage 2

All the Request Parent tickets for each requested link are listed. Note that
the new role's manager is the listed owner of these tickets.

Notice the ticket Type for information on what ticket you are currently viewing.

Add Comment

Add Atachment View Transaction Log View Initiators <= Close Children

View Role
hiction Owner Type Status Title Comme
| Allen Sherman . . . . )
. Ve ve e ver: te Role ration=Market epk.
elect {DOMATH\TaN Sharoni) Approver Approved Role Approver: Update Rale [Organization=Marketing_Dent.]
5 Allen Sherman . In - : e " ' . 2910
; £t t ti . 7ation=Marketi t . 73
elect {DOMATH\TaN Sharoni) Link User Rale Progress Request to add user to role association. role:'Organization=Marketing_Dept.',user:'84847310
. Allen Sherman Remove User  In Reguest to remove user to role association.
= (DOMAIN\IEn Sharoni) Role Progress role:'Organization=Marketing_Dept.' user:'77371120'
. Allen Sherman Remove User  In Reguest to remove user to role association.
= (DOMAIN\IEn Sharoni) Role Progress role:'Organization=Marketing_Dept.' user:'88382990"
oot Allen Sherman Link Role In Reguest to add role to resource association.
= (DOMAIN\IEn Sharoni) Resource Progress resource:’UGMTSYS' role:'Organization=Marketing_Dept.'
oot Allen Sherman Remove Role  In Reguest to remove role to resource association. resource:'UGADGENZ.Administration.
=7 (DOMAIM\Izn Sharoni) Rasource Progress [ROOT]'role:'Organization=Marketing_Dept.'
Click Close Children to close the table.
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Add New Role Ticket Tree

This process is started by the manager who made the Self-Service request (the
Self-Service Manager). When an instruction to begin an Approval Process is
given, the Eurekify ERCM generates a hierarchal Approver Process ticket tree.
The Self-Service Request a New Role Definition (Add New Role) task tickets are
generated in stages.

1: Select Accountable

A Task ticket sent to the Self-Service task manager.
2: Role Approver

An Add Role ticket sent to the Role manager.
3: Link Approval Process sub-trees

One Link Entity-Role parent and one Link Entity-Role approver ticket for
each request made during the original Self-Service task. The parent ticket
is always assigned to the Role manager.

P~ 1 Tt State  Status  Ch|
P~ 2220 B &2 add Role Approval Root Request Open I Progress
P 2221 B & New Role [Corporste Security] Open I Progress
2222 Select Accountable to Role [Corporate Security]  Archived Completed
P 2223 Role Approver: New Role [Corporate Security] Archived Approved
., Request to add user to role assaciation.
2224 B ole: Corporate Security',user'89213720" Open  In Progress
. Request to add user to role assaciation. - .
2225 B e Corporste Security' user54672810° MWew In Progress
User Approval Request to add role Corporate o
P 2z Securcy (Role provices resouices ta users who areiew  henand
invol...
Request to add user to role assocition. - .
2226 I fole- Corporate Securty',user-91236370" Mew  In Progress
Request to add user to role assocation. .
= I Foler Corporate Securty',user-89123140° e e
Reguest to add user to role assocEtion. e .
2228 ol Comporata Securty user: 4847310 New  InPrograss
. Request to add role to role associztion. parent
229 BB geicorporate Securty,chi role: Drganzation=1... N&W I Progress
Approval Request to add role Corporate Security
P 2240 (Rale provides resources o users who are involved Hew ?E"dmg
o Action
5 Request to add role to resource association
2230 0 fasourcerublc, ole: Comoret securmy’ New I Progress
N . Request to add role to resource association
2231 G o cource: PUBLIC) roler'Corporate Securty’ Hew In Progress
Resource Approval Request to add resource i
P 223 PUBLIC, RACFPROD,RACF22 (Production RACF) to New i;‘g::g
role Corporate... -
5 4 Request to add role to resource association.
2232 B3 esource: UGHTSYS), role:'Corporate Securty’ Hew In Progress

The Add New role ticket tree is constructed as follows:

Stage 1:

Ticket Description

I=» Approval Root ticket This ticket is identical to other Approval Process
Approval Root tickets. For more information see
Self-Service Approval Root Ticket (see page 267)

I=» Self-Service Main Request Parent An Add Role parent ticket sent to the Self-Service
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Ticket

Select Accountable

task manager. For more information see Role
Definition Main Request Parent Ticket (see

page 275)

A Task ticket sent to the Self-Service task

manager. For more information see Select
Accountable Ticket (Add New Role) (see

Stage 2:

page 284).
My Tickets
= I Ttk State Status Children Type  Received Owner  Previous
S - - Approval 01/02/2009 Eurekify
2242 [H L2 Add Role Approval Root Request Mew In Progress 1 e 13:01:32 Adrmin
Eurekify
- e y . e . 01/02/2009 Admin
2243 B 22 Mew Role [Manage Human Resources] Mew In Progress 1 Add Role 1301032 (4D1
WEAdmin)
Select Accountable to Role [Manage Human o Pending 01/02/2009 Eurekify
2244 Resourcas] Mew — action O Tesk (30140 admin

After the Self-Service task manager has selected a person who will be
accountable for this role (stage 1), stage 2 begins and a new ticket is

generated:

Ticket

Description

4 Approval Root ticket

7' Self-Service Main Request

Same ticket.

Same ticket

Parent Ticket
Select Accountable This Task ticket has been completed and is currently
archived
Approver Ticket The Role Approver ticket. This is an Add Role
approver ticket. It is sent to the Role manager. It
contains all the requests to add a link between the
new role and other entities. For more information see
Role Approver Ticket (Add Role) (see page 291).
Note: If the role manager rejects the request submitted in the Role Approver
ticket, the Approval Process ends and the relevant emails and info-tickets are
generated.
P‘ 1D Title State Status Children Type Received Owner H
P 2220 [ 2 Add Role Approval Root Request Qpen In Progress 1 Egg{wal 85205024009 Eurekify Admin
P 2221 El 2 Hew Role [Corporate Security] Open In Progress 11 Add Role 85205025009 F.:Ill:)elklglgﬁ:m";
2222 Select Accountable to Role [Corporate Security] archived Completed 0 Task 8520512_009 Eurekify Admin
P 2223 Role Approver: Mew Role [Corporate Security] Archived Approved 0 Add Role gésﬂgggug FSSRFFI\.IE!'EDDSDDEI'

Armas)
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After the Role manager has approved the enrollment of all the users in the
Approver ticket, stage 3 begins and a new set of tickets is generated.

Stage 3 (Includes examples of possible Request sub-trees for an Add Role ticket tree):

Ticket

Description

.t Approval Root ticket

74 Self-Service Main Request
Parent Ticket

Select Accountable
Approver Ticket

Self-Service Request
Parent ticket

Approver Ticket

Self-Service Request
Parent ticket

Approver Ticket

Same ticket.

Same ticket

This Task ticket has been completed and is currently
archived

This Role Approver ticket has been completed and is
now archived

A Link User-Role parent ticket

Only one ticket. A Link User-Role approver ticket

A Link Role-Resource parent ticket

Only one. A Link Role-Resource approver ticket
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=
P

=

pu

2220

2221

2222

2223

2224

2225

2234

2226

2227

2228

2228

2240

2230

2231

2238

2232

The number of Link User-[Entity] sub-trees depends on the number of
role-entity requests that were originally submitted. If a request was made to
enroll 10 users to a role, then there will be 10 Link User-Role subtrees
generated during the third stage of the Add New Role Approval Process.

Title State
B 5 Add Role Approval Root Request Qpen
B & New Role [Corporate Security] QOpen
Select Accountable to Role [Corporate Security] Archived
Rale Approver: New Role [Corporate Security] Archived

Reguest to add user to role association.
= role:'Corporate Security', user:'89213720' Open
=l=] Request to add user to role association.

role:'Corporate Security' user:'54672910' S

| Request to add role Corporate
ole provides resources to users who are Mew

= Reguest to add user to role association.

role:'Corporate Security',user:'91236370° Hew
Reguest to add user to role association.
L | g . . g
B3 folet Corporate Securty’ user83123140 Hew
Request to add user to role association.
0 "
= role:'Corporate Security',user:'84847310° Hew
Request to add role to role assocation. parent o
=k role:'Carporate Security',child role:'Organization=1... Hew
Approval Request to add role Corporate Security
(Role provides resources to users who are inv d Hews
Reguest to 2dd role to resource association.
tH : . . ' W
= resource:'public’, role:'Corporate Security He
=l=] Request to add role to resource association. Hews

resource:'PUBLIC', role:'Corporate Security’

Resource Approval Reguest to add resource
PUBLIC,RACFPROD,RACF22 (Production RACF) to  MNew
role Corporate...

= Reguest to add role to resource association.

resource:'UGMTSYS' role:'Corporate Security’ Hew

Status
In Progress
In Progress

Completed

Approved

In Progress

In Progress

Pending
Action

In Progress

In Progress

In Progress

In Progress

Pending
Action

In Progress

In Progress

Pending
Action

In Progress

Children Type Received

Approval 01/02/2009
Root 00:29:04
01/02/2008
Add Role i85
01/02/2008
00:29:17

e 01/02/2009
00:35:53

-

Task

o

Add Ro

=

Link User 01/02/2009
Role 00:38:36

Link User
Role

-

01/02/2009
00:38:36

0:3

01/02/2009
00:38:48

=
=
i

Link User 01/02/2009
Role 00:38:36

Link User 01/02/2008
Role 00:38:36

-

Link User 01/02/2009
Role 00:38:36

Link Role 01/02/2009
Rola 00:38:36

Link 01/02/2009
Role-Role 00:38:50

=

Link Role 01/02/2009
Resource 00:38:36

Link Role 01/02/2009
Resource 00:38:36

Lk g1 100/2009

Role- i
Resource 00:38:49

=

Link Role 01/02/2009
Resource 00:38:36

owner

Eurekify Admin

Eurekify Admin
(AD1\EADmIN)

Eurekify Admin

Cooper Amos
(DOMAIN\Cooper
Amos)

Cooper Amos
(DOMAIN\Cooper
Amos)

Cooper Amos
(DOMAIN\Cooper
Amos)

Herman Barbara
(DOMAIN\Herman
Barbara)

Cooper Amos
(DOMAIN\Cooper
Amos)

Cooper Amos
(DOMAIN\Cooper
Amos)

Cooper Amos
(DOMAIN\Cooper
Amos)

Cooper Amos
(DOMAIN\Cooper
Armios)

Cooper Amos
(DOMAIN\Cooper
Amos)

Cooper Amos
(DOMAIN\Cooper
Amos)

Cooper Amos
(DOMAIN\Cooper
Amos)

Keren Cindy
(DOMAIN|K:
Cindy}
Cooper Amos
(DOMAIN\Cooper
Amas)

en

3

Previous Owner

(£

The Link Entity-Role parent and approver tickets are standard tickets.

More information:

Introducing the Requests Table (see page 257)

Self-Service Request New Role Parent Ticket (see page 294)
Self-Service Request New Role Approver Ticket (see page 297)
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Select Accountable Ticket (Add New Role)

One of the advantages of the CA Eurekify Role & Compliance Manager is its
ability to take advantage of RACI presentation techniques. When a request for
a new role is generated, the first thing that the Eurekify Portal does is to
generate a Task ticket that aids the Self-Service manager in swiftly setting the

new role's Accountable (Approver).

- Task

Ticket Id: 2244 Owner: Previous Owner:

Eurekify Admin

Due Date: 11/02/2009 13:01:4( Priority: Severity:

Modified Date: |j/03/2009 13:04:15 Date Created: ) /02/2009 13:01:40

Status: | pending Action v
Sz

Title: Select Accountable to Role [Manage Human Resources]

Description: To continue please choose an accountable user to Manage Human Resources role [GENTKT039]

Close Delegate [l Escalate  [SSCoinue | Select Accountable
t

Le &
|Configuration Hame: Model2_ConfigWithRoles
Role Accountable:
Role Hame: Manage Human Resources
Updated Field: Type#l#0rganization 21 # Organization 3#1 # Organization 1 #0wnersl #Rules | #Description#1 &
Updated Value: Organizational Role#! #Branch#!#Corporate##Human Resources#1#82622230#!#0rganization=Human Resources;Organization Type=Branches;##Mz
resources#1#
Users To Add: 90873220+ #87368000#!#

IChild Roles To Add:
Parent Roles To Add:
Resources To Add:

Users To Remove:

IChild Roles To Remove:
Parent Roles To Remove:
Resources To Remove:
|Approval Process Result:

UGSTAMGEN,NTSTAM, WinNT#!#UGSTAMLAN,NTSTAM,WinNT#!#Domain Users,NTSAVE, WinNT#!#

Role Fields:

Type ‘Organization2 Organization3 Organization owner Rule Descrip
Organizational Role  Branch Corporate Human Resources 82822230  Organization=Human Resources;Organization Type=Branches; Managin
Role Links:

Users To Add Resources To Add

90873220 UGS TAMGEN,NTSTAM, VW

87368000 UGSTAMLAN NTSTAM, WinNT

Domain Users, NTSAVE,WinNT

Add Comment Add Attachment View Transaction Log View Initiators View Violations =
< \ >
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The Select Accountable Task ticket follows standard Eurekify Portal ticket
guidelines. In this section you will find information specific to the Select
Accountable Task ticket.

<Ticket Title>
Task
Title

Select Accountable to Role [Role Name]. For example: Select Accountable
to Role [Corporate Security]

Description
Instructions: To continue please choose an accountable user to Corporate
Security role [GENTKT039]

The More Details>>/<<Less Details option provides far more information than
in other parent tickets. In this case you can see here a full list of the ID
numbers for all the users that you (or the Self-Service manager) requested to
enroll in this role.

This section covers the following topics:

m  Select Accountable (Function)

m  Select Accountable Ticket General Functions

m  Select Accountable Ticket Advanced Functions

m  View Violations
More information:

The Ticket Properties Form (see page 83)

Select Accountable (Function) (see page 286)

Select Accountable Ticket General Functions (see page 288)
Select Accountable Ticket Advanced Functions (see page 289)
View Violations (see page 290)
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Select Accountable (Function)

This purpose of the Select Accountable Task ticket is to select the role's
manager, the user who will act as the Approver whenever a request is made
that is connected to this role.

f Ticket Properties Form - Windows Internet Explorer

& | httpi/flocalhost 5080/ eurekify ftmsfuif wicket:interface=:9:1
Task

Ticket Id: 2244 Owner: Eurekify Admin Previous Owner: Status: | pending Action
Due Date: [11/02/2005 13:01:aq] PioHty: Severtty: State:

Modified Date: n1/02/2009 13:04:15 Date Created: ny/02/2005 13:01:40

Rk (X

Title: Select Accountable to Role [Manage Human Resources]

Description: To continue please choose an accountable user to Manage Hurman Resources role [GENTKT039]

Delegate Escalate m Select Accountable

More Details ==

|
b

IDnne EE 0 Internet Ho0% v

At first, the Role Accountable field is empty (located under More Details>>).
The Continue button is disabled until a user is selected.

When you click Select Accountable the Choose Accountable for New Role
screen opens in a separate browser window.

f.-: Browse Tickets - Windows Internet Explorer

& | http: jflocalhost: 8080 eurekify,trms i Pwicketinterface= 8 hd
~
[Choose Accountable to New Role =
Where | Choose Field + | contains and
Where | Choose Field | contains and
Where | Choose Field + | contains
Showing 1 to 30 of 140 412345 B
Userlame Organization OrganizationType  Email Location  Title
. Database W
() Rodney Sergio Administrators Corporate 75676560 @company.com DB Developer
() Moris Bill System Management Corporate 47868650@company.com Developer
O Rolen Dave Finance Corporate 98383770@company.com Accountant
() Fred John System Management Corporate B86544420@company.com Developer
() Deer Alex Fifth Ave Branch Branches 91238730@company.com Branch Officer/Clerk
) Goid Wiliam Human Resources Corporate B84847310@company.com Psychologist
() sharon Johnson Fifth Ave Branch Branches 89123470@company.com Branch Officer/Clerk
O Moos Steve Human Resources Corporate 87623450@company.com HR Officer
() Rojer Dave Stamford Branch Branches 88490390@company.com Branch OfficerClerk
O Steiven Pat System Management Corporate 45489940@company.com _:.;cl::;t:r.ﬂdmin
I Chaulinn Wand i Mnrnsimene e A OCAIINONF s e~ - [ s !
EB e Internet o0 v
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The Choose Accountable for New Role screen is divided into two sections:

The filter

Located in the window's header. The filter lets you narrow down the list of
proposed approvers.

The proposed users

This table presents a pre-filtered list of users who can become Approvers.
This list can be filtered to aid in finding a specific user.

After selecting a user as the role's Approver, the Continue button is enabled.
The new role manager is listed under the More Details section of the Select
Accountable Task ticket.

Delegate Escalate Continue Select Accountable

s Detai

onfiguration Name: Model2_Config\WithRoles
Role Accountable: DOMAIN\Cooper Amos
Role Name: Corporate Security

Updated Field: Rule#!#Q0rganization2#1#Organization#! # Type#! #0wner#l #Dascription# 1 #Organization3#1 #
Updated Value: Organization=1IT Security;null=null;#!#Enterprise#! #IT Security#!#0rganizational Role#!#34672910#! #Role provid
Users To Add: 89213720#1#54672910#1#91236370#1#89123140#1#84847310#!1#

hild Roles To Add:

Parent Roles To Add: Organization=1IT Security#1#

Resources To Add: public, UNXMARKT, Solaris26#! #PUBLIC, RACFPROD, RACF22#! #IGMTSYS, RACFTES T, RACF22#1#
Users To Remove:

hild Roles To Remove:

Parent Roles To Remaove:

Resources To Remove:

pproval Process Result:

Click Continue to go to the next stage of the Add New Role Approval Process.
More information:

Filtering a Data Table (see page 24)
Select Accountable Ticket General Functions (see page 288)
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Select Accountable Ticket General Functions

The Select Accountable Task ticket (for the Self-Service Request Add New Role
task) provides the following General functionality:

Close

Closes the ticket.
Save

Saves the changes made to the ticket.
Delegate

Transfers the ticket tree to another manager.
Escalate

Transfers the ticket tree to another manager.
Select Accountable

Provides the new role's accountable. After an accountable is selected the
Continue button is enabled.

Continue
This button is disabled until an Accountable is selected. Click to continue to
stage 2 of the Add New Role Approval Process.

More information:

Delegate (see page 157)
Escalate (see page 154)

Select Accountable (Function) (see page 286)
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Select Accountable Ticket Advanced Functions
The Select Accountable Task ticket (for the Self-Service Request Add New Role
task) provides the following Advanced functionality:
Add Comment
Manually add a comment to the ticket.
Add Attachment
Add an attachment or URL to the ticket.
View Transaction Log

The transaction log provides a history of the ticket-related actions
executed since the creation of the ticket.

View Parent

Opens the current ticket's parent's ticket.
View Initiators

View of list of the users who launched this ticket.
View Role

Opens the Role's card. As in this case the review is limited to the role you
cannot access the users' cards.

View Violations

View the list of violations.
More information:

Add Comment (see page 87)

Add Attachment (see page 89)
View Transaction Log (see page 90)
View Parent (see page 163)

View Initiators (see page 162)
View [Entity] (see page 165)

View Violations (see page 290)
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View Violations

A violation is a breach of corporate security policies, guidelines, BPRs and/or
regulations. The CA Eurekify Role & Compliance Manager identifies such
infractions. When seeking to decide whether to approve or reject a request to
create a link between a role and other entities within a Role Definitions
Approver Process Approver ticket, you can use the View Violations utility to see
whether there are any violations connected to the Self-Service request you are
examining.

When you click View Violations, you open the View Violations window in a
separate browser window.

Click Close to close the window.

You can use this utility to view a list of the violations connected with the link(s)
under review.

7= hit p:/localhost: BOBOfeurekifyftms/uiffwicket: bookmarkabl... E| [E| rz|

£ | http:fflocalhost: 8080 eurekify s fui Pwicker: bookmarkablePage=83popuppagemap_Popu v
LS
View Violations
Hame Description Score
license Onhy 5 people may access role ADMMNMGR - licensing 100
J
¥
IDn:nne L €D Internet Fo100% v

The View Violations table has three columns:
Name
The violation title.
Description
Provides the details of the violation
Score
The score as listed when the BPR was first generated.

Click View Violations to view the View Violations screen in a separate browser
window. Click Close to close the browser window.
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Role Approver Ticket (Add Role)

The second stage of the Add New Role Approver Process starts after you have
selected an user as the role's accountable and clicked Continue. A Role
Approver ticket is generated. This Approver ticket is sent to the new role's
manager. It contains a table listing all the links that were requested during the
Request New Role Definition task.

- Add Role -~
Ticket Id: 2223 Owner: Cooper Amos (DOMA] Previous Owner: Status: [ panding Action v
Due Date: 01/02/2009 05:35:53 Priority: Low v Severity: Minimal v State: | gpen v

Modified Date: [q1/0z/2009 00:37:11] Date Created: 51 /03/2009 00:35:53

Title: Role Approver: Hew Role [Corporate Security]

Description: Role Approver: Hew role [Corporate Security]

Maodel2_ConfigWWithRoles

Configuration Name:

Role Accountable: DOMAIN\Cooper Amos

Role Hame: Corporate Security

Updated Field: Rulez|#0rganization2#! #0rganization#1# Type#l #0wners| #Description# | #0rganization3#1

Updated Value: Organization=IT Security;null=null; # #Enterprise#! #IT Secur Organizational Role#1£54672910%!#Role provides resources to users wha are invoh
Users To Add: 80213720#1#54672910#1#01236370#!1#80123140#1#84847310#1 #

Child Roles To Add:

Parent Roles To Add: Organization=IT Security=1#

Resources To Add: public, UNXMARKT, Solaris26#1 #PUBLIC, RACFPROD, RACF22# #UGMTSYS, RACFTES T, RACF22#! #
Users To Remove:

Child Roles To Remove:

Parent Roles To Remove;

Resources To Remove:

|Approval Process Result:

Role Fields:

Rule Organization2 ‘ganization Type Owner Description

Qrganization=IT Security;null=null; Enterprise IT Security Organizational Role 54672910  Role provides resources to users who are involved with securty
Role Links:

Users To Add Resources To Add Parent Roles To Add

80213720 public, UNXMARKT, Solaris26 Organization=1IT Security

54672910 PUBLIC,RACFPROD,RACF22

91236370 UGMTSYS, RACFTEST,RACF22

89123140

84847310

Add Comment Add Attachment View Transaction Log View Initiators View Violations | (Rolz | P
<

>

Once the role manager approves the link requests listed in this ticket, stage
three of the Add New Role Approval Process begins and a new set of Approver
tickets is generated. This includes one sub-tree for every requested link that
consists of parent-child pairs of tickets, where the parent ticket is a standard
Link Entity-Role Parent ticket and the child ticket is a standard Link Entity-Role
Approver ticket.

The Role Approver ticket supplies you with all the data you need to make the
decision whether to approve or reject the request. The Role Approver ticket
also provides you with the required functionality to assist you in the process.
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More information:

Self-Service Request New Role Parent Ticket (see page 294)
Self-Service Request New Role Approver Ticket (see page 297)
Approve (see page 183)

Reject (see page 184)

Role Approver Tickets' General Functions (see page 292)

Role Approver Tickets Advanced Functions (see page 293)

Role Approver Tickets' General Functions

The Role Approver ticket provides the following General functionality:
Close
Closes the ticket.
Save
Saves the changes made to the ticket.
Delegate
Transfers the ticket tree to another manager.
Escalate
Transfers the ticket tree to another manager.
Consult

Allows you to request a consult from one or more managers. When you
activate this service, a View Consult Results button appears in the
Advanced functions section of the Ticket Properties Form.

Approve

Approve the Self-Service request. In this case, this leads to the second
stage of the Approval Process, where the user review Approval Process
sub-trees are generated and the Approver tickets are sent to the user
managers.

Reject
Reject the Self-Service request.
Note: It is important to remember that when reviewing a Role Approver

ticket, you can either accept the request for ALL listed users, enrolling all of
them, or you can reject the request for ALL users.
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Role Approver Tickets

More information:

Escalate (see page 154)
Delegate (see page 157)

Approve (see page 183)
Consult (see page 178)

Reject (see page 184)
Advanced Functions

The Role Approver ticket provides the following Advanced functionality:
Add Comment
Manually add a comment to the ticket.
Add Attachment
Add an attachment or URL to the ticket.
View Transaction Log

The transaction log provides a history of the ticket-related actions
executed since the creation of the ticket.

View Parent
Opens the current ticket's parent's ticket.
View Initiators
View of list of the users who launched this ticket.
View Violations
View the list of violations.
View Role

This button is disabled because all the role's details already appear in this
ticket.

View Consult Results

This button appears only when the Consult service has been activated.

More information:

Add Comment (see page 87)

Add Attachment (see page 89)

View Transaction Log (see page 90)
View Parent (see page 163)

View Initiators (see page 162)

View Violations (see page 290)

View Consult Results (see page 186)

Chapter 12: Role Definition Tickets 293



Add New Role Ticket Tree

Self-Service Request New Role Parent Ticket

The Self-Service Request New Role Parent ticket is a management ticket
generated by the Eurekify portal during the third stage of the Add New Role
Approval Process. While the Approval Root ticket controls the lifecycle of the
whole tree, the New Role Request Parent ticket controls the lifecycle of the
approver ticket generated during the third stage of the Approval.

The ticket's type is the same as the Approver ticket below it, but it is intended
to be a management ticket. The ticket owner in this case is the role manager.

et Properties Fo do erne plore m
& | http:/ flocalhost: 2020/ eurekifyitms Ui wicket:bookmarkablePage=:com. eurekify. tms web template. Default TicketPageddicketId=2224 A
- Link User Role
Ticket Id: 2224 owner: Cooper Amos (DOMA] Previous Owner: Status:
Due Date: [11/02/2000 o835 Pronty: Severity: State:
Modified Date: |n3/03/2000 00:06:52 Date Created: [y /03/3009 00:38:36

Title: Request to add user to role association. role:'Corporate Security',user:'89213720"

Description: Requast to add user to role assocation. role:'Corporate Security',user:'89213720 - Request was submitted on Universe Portal from Add
Role.

|

s Details
(Configuration Name: Model2_ConfigWithRoles
Person ID: 89213720
Role Name: Corporate Security

IApproval Process Result:

Add Comment Add Attachment View Transaction Log View Initiators

[ €D Intermet FH100% <
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In this section you will find information specific to the Self-Service Request
New Role Parent ticket.

<Ticket Title>
Link [Entity] Role
Title

Request to add [Entity] to role association. Role: [Role], [Entity]: [Entity
ID]. For example: Request to add user to role association. role:'Corporate
Security',user:'89213720'

Description

Request to add [Entity] to role association. Role: [Role], [Entity]: [Entity
ID] -Request was submitted on Universe [Universe] from [Self-Service
Task]. For example: Request to add user to role association.
role:'Corporate Security',user:'89213720' - Request was submitted on
Universe Portal from Add Role.

The More Details>>/<<Less Details option provides additional information.
Use this ticket's functionality when you wish to transfer the specific sub-tree to
the management of another user or to cancel this specific review. You can use
the options in the ticket's Advanced section to access additional information
concerning the current ticket and the Approver ticket associated with it in the
sub-tree.

More information:

The Ticket Properties Form (see page 83)

New Role Parent Ticket General Functions

The Self-Service Request Update Role Parent ticket provides the following
General functionality:
Close

Closes the ticket.
Save

Saves the changes made to the ticket.
Delegate

Transfers the ticket tree to another manager.
Escalate

Transfers the ticket tree to another manager.
Cancel Process

Allows you to manually stop the Approval Process, at any stage.
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More information:

Escalate (see page 154)

Delegate (see page 157)
Cancel Process (see page 169)

New Role Parent Ticket Advanced Functions

The Request New Role Parent ticket provides the following Advanced
functionality:

Add Comment

Manually add a comment to the ticket.
Add Attachment

Add an attachment or URL to the ticket.
View Transaction Log

The transaction log provides a history of the ticket-related actions
executed since the creation of the ticket.

View Parent

Opens the current ticket's parent's ticket.
View Initiators

View of list of the users who launched this ticket.
View Children

Opens a table which provides you with information concerning the leaf that
is located below the current ticket. For the Request Parent ticket, this
means that you can view information concerning the link's Approver ticket.

View Role
Opens the Role's card.
View [Entity]

The Add New Role Approver tickets review links between the new role and
other entities. This button will provide you with the entity card associated
with the entity to be linked to the new role.

More information:

Add Comment (see page 87)

Add Attachment (see page 89)
View Transaction Log (see page 90)
View Initiators (see page 162)
View Parent (see page 163)

View [Entity] (see page 165)

View Children (see page 163)
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Self-Service Request New Role Approver Ticket

During the third stage of an Add New Role Approval Process, after the role
manager has approved the suggested links to the new role, a new set of
Approver tickets is generated. These tickets are standard Link [Entity]-Role
Approver tickets, one for each link requested during the Request New Role
Definition task.

= Ticket Properties Form - Windows Internet Explorer

& | http:/flocalhost: 5050 eurekifyftms /uif wicket:bookmarkablePage=:com, eurekify tms, web template. Def ault TicketPagedticketld=2237 A
~ Link User-Role A
Ticket Id: 2237 Owner: Cooper Amas (DOMA] Previous Owner: Status:

Due Date: 01/02/2009 05:38:43 Priority: Severity: State:

Modified Date: [q3/02/2009 00:17:22 Date Created: [31/02/2009 00:38:49

Title:

Approval Request to add role Corporate Security (Role provides resources to users who are involved with security at the corporate level) to user Orr Taylor (8921372

Description: Approval Request to add role Corporate Security (Role provides resources to users who are involved with security at the corporate level) to user Orr Taylor
(89213720} - Request was submitted on Universe Portal from Add Role.

<< Less Details

([Configuration Name: Model2_ConfigWithRoles
Person ID: 89213720

Role Name: Corporate Security
lApproval Process Result:

Add Comment Add Attachment View Transaction Log View Initiators m L

&

|
I£3

[# @ Internet F100% -

The New Role Approver ticket supplies you with all the data you need to make
the decision whether to approve or reject the Role definition request. The
Approver ticket also provides you with the required functionality to assist you
in the process.

More information:

Reject (see page 184)

Approve (see page 183)

New Role Approver Tickets' General Functions (see page 298)
New Role Approver Tickets Advanced Functions (see page 299)
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New Role Approver Tickets' General Functions

The Self-Service provisioning Approver ticket provides the following General
functionality:
Close

Closes the ticket.
Save

Saves the changes made to the ticket.
Delegate

Transfers the ticket tree to another manager.
Escalate

Transfers the ticket tree to another manager.
Consult

Allows you to request a consult from one or more managers. When you
activate this service, a View Consult Results button appears in the
Advanced functions section of the Ticket Properties Form.

Approve
Approve the Self-Service request.
Reject

Reject the Self-Service request.
More information:

Delegate (see page 157)
Escalate (see page 154)

Consult (see page 178)

Approve (see page 183)
Reject (see page 184)
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New Role Approver Tickets Advanced Functions

The Approver ticket provides the following Advanced functionality:
Add Comment
Manually add a comment to the ticket.
Add Attachment
Add an attachment or URL to the ticket.
View Transaction Log

The transaction log provides a history of the ticket-related actions
executed since the creation of the ticket.

View Parent
Opens the current ticket's parent's ticket.
View Initiators
View of list of the users who launched this ticket.
View Violations
This button is disabled.
View [Entity]

Opens the entity's card. Two buttons are provided, one for each side of the
link under review.

View Consult Results

This button appears only when the Consult service has been activated.
More information:

Add Comment (see page 87)

View Transaction Log (see page 90)
Add Attachment (see page 89)

View Initiators (see page 162)

View Parent (see page 163)

View [Entity] (see page 165)

View Consult Results (see page 186)
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Update Role Ticket Tree

The Update Role Ticket tree is generated following one of two tasks:

m  In the case of where a request is made to update a role's definitions, when
the Self-Service manager made a request to add links to the specific role.
When only requests to remove links have been made, the Update Role
ticket tree that is generated follows the standard format for other
Self-Service ticket trees.

m  In the special case of Manage My Team's Role Assignments, when the
number of users selected to enroll in a role is greater than the system
threshold, a different set of tickets is generated.

The system threshold is set in the Eurekify.properties file and is governed
by the property filter:

Approvals.configuration.updateRole.minimumLinks=4

The ticket tree in this case is constructed as follows:

Stage 1:
Ticket Description
7 Approval Root ticket This ticket is identical to other Approval Process
Approval Root tickets (see page 166).
7 Self-Service Main Request An Update Role parent ticket
Parent Ticket
Approver Ticket The Role Approver ticket. This is an Update Role

approver ticket. It is sent to the Role manager. It
contains all the requests to add a link between the
new role and other entities. For more information see
Self-Service Request Update Role Approver Ticket
(see page 307)

Enterprise Role and Compliance Manager eUI'ERIfy

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration
Ticket Queue > Open/NewyDone Tickets

Logout AD1\EAdmIn

P D Title State Status  Children  Type Received owner Previous Owner
Y7 ! /' -
P 1765 [ L Link of Team to Rale(s) Approval Root Request Open In Progress 1 Approval 16/01/2009 Eurekify Admin

Root 16:48:54

Update 19/01/2009 Eurekify Admin
Role 16:48:55 (AD1\EAdmIN)

Flzg Lee
1 /'
E';I';ate 121335224“”9 (DOMAIN\Flag

[aa)
Lee)

P 1766 B | Update Role [Fifth av Applicative role] Open In Progress 11

P 1767 Role Approver: Update Role [Fifth av Applicative

role] Archived Approved ]
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After the Role manager has approved the enrollment of all the users in the
Approver ticket, stage 2 begins and a new set of tickets is generated.

Stage 2:
Ticket Description
=% Approval Root ticket This ticket is identical to other Approval Process
Approval Root tickets.
7' Self-Service Main Request An Update Role parent ticket.
Parent Ticket

Approver Ticket Only one. An Update Role approver ticket.

The following sub-trees are examples of possible Request sub-trees for an Update Role ticket tree:

Ticket Description
Approver Ticket This Role Approver ticket has been completed and is now
archived
I} Self-Service Request A Link User-Role parent ticket
Parent ticket
Approver Ticket Only one. A Link User-Role approver ticket
I} Self-Service Request A Remove Link Role-Resource parent ticket

Parent ticket

Approver Ticket Only one. A Remove Link Role-Resource approver ticket
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Note: If the Self-Service request included removing links, the sub-trees
generated in stage 2 will include Remove Entity-Link type tickets.

The number of Remove Link/Link User-Role subtrees depends on the number
of entity-role requests that were originally submitted. If a request was made to
enroll 10 users to a role, then there will be 10 Link User-Role subtrees
generated during the second stage of the Self-Service Approval Process.

Enterprise Role and Compliance Manager
Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin
Ticket Queue > Open/!
P D Title State Status Children Type Received Owner Previous Owner
- . . /01 o .
P 1765 B 5 Link of Team to Role(s) Approvel Root Request Qpen In Progress 1 annptm\fal 123%524009 Eurekify Admin
o p Update 19/01/2005% Eurekify Admin
P 1766 Bl 55 update Role [Fifth av Applicative role] Open In Progress 11 Rl 1648055 (AD1\EAdmIn)
. ’ . Flag Lee
Role Approver: Update Role [Fifth av Applicative - ’ Update 1%9/01/2009 ST
P 1767 rola] Archived Approved 1} R0l 16-49-94 t[e)g}lvwlll.FIaq
2200 El=] Request to add user to role associztion. role:'Fifth ¥ qpan In Progress | Link User31/01/2009 Fgglv%;?ﬂ"ﬂa
Applicative role’,user:'91238730° P g Role 19:28:04 Lee) \Flag
ee)
User Approval Reguest to add role Fifth av . Link e Purple Mary
2212 Applicative role (Role By 2 Resources) to user MNew gigg:';g 0 User ?égéfsmg (DOMAIM\Purple
Deer Alex ... Role e Mary)
L - Flag Lee
Request to add user to role assodiation. role:'Fifth av, Link User31/01/2009 MATH
2201 B Applicative role’,user:'67762440' Hew In Progress B Role 19:28:04 :‘_E_?‘””I” \Fiag
ee)
User Approval Reguest to add role Fifth av . Link ine4 Purple Mary
2219 [=] Applicative role (Role By 2 Resources) to user Mew :igg:';g 0 User. ?ézﬂéz‘ZDDUD (DOMAIM\Purple
Purple Mar... Role e Mary) B
. Flzg Lee
Request to add user to role assocation. role:'Fifth av, Link User31/01/2009 W ATH
2202 = Applicative role’,user:'87473220° New In Progress ! Role 19:28:04 'LES,”HIN \Fizg
ee)
o 5 Request to add user to role association. role:'Fifth av,, 1 . Link User31/01/2009 E,I.?q,\f?,_,.:,

The Remove Link/Link User-Role parent and approver tickets are standard
tickets.

More information:

Eurekify Properties (see page 409)

Updating Role Definitions (see page 255)

Running Self-Service Tasks (see page 197)

Manage My Team's Role Assignments (see page 207)
Self-Service Request New Role Parent Ticket (see page 294)
Self-Service Request New Role Approver Ticket (see page 297)
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Self-Service Request Update Role Parent Ticket

The Self-Service Request Update Role Parent ticket is a management ticket
generated by the Eurekify portal when a request made using the business
process Managing My Team's Roles involves a number of users that exceeds
the system threshold. While the Approval Root ticket controls the lifecycle of
the whole tree, the Update Role Request Parent ticket controls the lifecycle of
the approver ticket generated during stage 1 of the Approval Process and also

all the sub-trees generated during stage 2 of the Approval Process.

& | http:fflocalhost: 8080/ eurekify tmsfuiffwicket:interface=:5::0 ~
— Update Role

Ticket Id: 1766 Owner: Eurekify Admin (AD1\ Previous Owner: Status:
Due Date: 10/01/2000 21:48:55 Priority: Severity: State:
Modified Date: 31/01/2009 19:28:04 Date Created: |1g/01/2009 16:48:55

Title: Update Role [Fifth av Applicative role]

Description: Update Role [Fifth av Applicative role]

Delegate Escalate

More Details ==

Cancel Process

Add Comment Add Attachment View Transaction Log View Initiators

View Children >>

Cione

[# € mternet 100 -
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In this section you will find information specific to the Self-Service Request
Update Role Parent ticket.

<Ticket Title>
Update Role
Title
Update Role [Role Name]
Description
Update Role [Role Name]
The More Details>>/<<Less Details option provides more information than in

other parent tickets. In this case you can see a full list of the ID numbers for
all the users that you (or the Self-Service manager) requested to enroll in this

role.
- Update Role
Ticket Id: 1766 owner: Eurekfy Admin (AD1\| Previous Owner: Status:
Due Date:  [1g/01/2008 21:48:55 PrioHity: SEITER State:
Modified Date: |31/q1/2009 19:28:04 Date Created: 19/01/2009 16:48:55
Title: Update Role [Fifth av Applicative role]
Description: Update Role [Fifth av Applicative role]

ave Delegate Escalate Cancel Process

|Configuration Hame: Model2_ConfigWithRoles

Role Accountable:

Role Name: Fifth av Applicative role

Updated Field:

Updated Value:

Users To Add: 01238730#1#67702440#1#87473220F1#84774000#1 #04738470#! #703291 30%! #8921 3478#1#8912347 0+ #87623490F!

#82653450F1#

IChild Roles To Add:

Parent Roles To Add:

Resources To Add:

Users To Remove:

IChild Roles To Remove:

Parent Roles To Remove:

Resources To Remove:

PropertyType.SAGE.OldProperties: Organization#1# Type#l #0wner#| #Rule#1# Description#1 #Reviewer#1 # Organization2#1 £ Organization 351 £ CreateDate#!
#ApprovalDates!#ApprovalStatus# ! #ExpirationDate

PropertyType.SAGE.OldPropertyValues: Fifth Ave Branch#!#Applicative Role#!1#91236370% ! #No Rule#!#Role By 2 Resourcess1£454820407| #Branch#!#Corporate=!
#31/03/2007 03:33:00%1#08/05/2007 10:36:00F!Approved##

|Approval Process Result:

Role Fields: Role Links:
Users To Add
91238730
67762440
87473220
84774660
94738470
76329130
89213478
89123470
87623490
82653450

Add Comment Add Attachment View Transacion Log View Initiators View Children =>
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Use this ticket's functionality when you wish to transfer the specific link's
sub-tree to the management of another user or to cancel this specific review.
You can use the options in the ticket's Advanced section to access additional
information concerning the current ticket and the rest of the tickets in the
sub-tree.

More information:

The Ticket Properties Form (see page 83)

Update Role Ticket General Functions

The Self-Service Request Update Role Parent ticket provides the following
General functionality:
Close

Closes the ticket.
Save

Saves the changes made to the ticket.
Delegate

Transfers the ticket tree to another manager.
Escalate

Transfers the ticket tree to another manager.
Cancel Process

Allows you to manually stop the Approval Process, at any stage.
More information:

Delegate (see page 157)
Escalate (see page 154)
Cancel Process (see page 169)
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Update Role Parent Ticket Advanced Functions

The Request Parent ticket provides the following Advanced functionality:
Add Comment
Manually add a comment to the ticket.
Add Attachment
Add an attachment or URL to the ticket.
View Transaction Log

The transaction log provides a history of the ticket-related actions
executed since the creation of the ticket.

View Parent

Opens the current ticket's parent's ticket.
View Initiators

View of list of the users who launched this ticket.
View Children

Opens a table which provides you with information concerning all the
nodes/leaves that are located below the current ticket. For the Request
Parent ticket, this means that you can view information concerning the
link's Approver tickets.

View Role

Opens the Role's card. In this case the review is limited to the role and you
cannot access the users' cards.

More information:

Add Comment (see page 87)

View Transaction Log (see page 90)
Add Attachment (see page 89)
View Parent (see page 163)

View Initiators (see page 162)
View Children (see page 163)

View [Entity] (see page 165)

306 Portal User Guide



Update Role Ticket Tree

Self-Service Request Update Role Approver Ticket

When a Self-Service multi-user request of the type Manage My Team's Roles is
generated, and the number of users exceeds the Eurekify Portal's threshold, an
Update Role Approver ticket is generated in the first stage of the Approval
Process. Once the role manager approves the enrollment of the users listed in
the ticket in the role, a new set of Approver tickets is generated. This second
set of sub-trees consists of parent-child pairs of tickets, where the parent
ticket is a standard Link User-Role Parent ticket and the child ticket is a
standard Link User-Role Approver ticket.

Update Role
Ticket Id: 1767 Owner: Flag Lee (DOMAIN\Flz Previous Owner: Status: | pending Action | v
Due Date: 19/01/2009 21:49;24 Priority: Low & Severity: Minimal State: |open v

Modified Date: |15/01/2000 23:40:26 Date Created: |19/01/2009 16:49:24

Title: Role Approver: Update Role [Fith av Applicative role]

Description: Role Approver: Update Role [Fifth av Applicative role]

Configuration Name: Model2_ConfigWithRoles

Role Accountable:

Role Name: Fifth av Applicative role

Updated Field:

Updated Value:

Users To Add: 91238730#1#67762440#1 2874732201 #84774600#! #9473847 0% #763291 3021 #8921 3478#1#891 2347 0#1 #870623490#!

#82653450+#1#
Child Roles To Add:
Parent Roles To Add:
Resources To Add:
Users To Remove:
Child Roles To Remove:
Parent Roles To Remove:
Resources To Remove:
PropertyType.SAGE.OldProperties:
PropertyType.SAGE.OldPropertyValues:
Approval Procass Result:

Role Fields: Role Links:
Users To Add
91238730
67762440
87473220
84774660
94738470
76329130
89213478
80123470
87623490
82653450

Add Comment Add Attachment View Transaction Log View Initiators View Violations | ViewRolz |

The Update Role Approver ticket supplies you with all the data you need to
make the decision whether to approve or reject the Self-Service provisioning
request. The Approver ticket also provides you with the required functionality
to assist you in the process.
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More information:

Self-Service Request New Role Parent Ticket (see page 294)
Self-Service Request New Role Approver Ticket (see page 297)
Approve (see page 183)

Reject (see page 184)

Update Role Approver Tickets' General Functions (see page 308)
Update Role Approver Tickets Advanced Functions (see page 309)

Update Role Approver Tickets' General Functions

The Self-Service provisioning Approver ticket provides the following General
functionality:

Close

Closes the ticket.
Save

Saves the changes made to the ticket.
Delegate

Transfers the ticket tree to another manager.
Escalate

Transfers the ticket tree to another manager.
Consult

Allows you to request a consult from one or more managers. When you
activate this service, a View Consult Results button appears in the
Advanced functions section of the Ticket Properties Form.

Approve

Approve the Self-Service request. In this case, this leads to the second
stage of the Approval Process, where the user review Approval Process
sub-trees are generated and the Approver tickets are sent to the user
managers.

Reject
Reject the Self-Service request.
Note: Itis important to remember that when reviewing an Update Role

Approver ticket, you can either accept the request for ALL listed users,
enrolling all of them, or you can reject the request for ALL users.
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More information:

Escalate (see page 154)
Delegate (see page 157)
Consult (see page 178)
Approve (see page 183)
Reject (see page 184)

Update Role Approver Tickets Advanced Functions

The Approver ticket provides the following Advanced functionality:
Add Comment
Manually add a comment to the ticket.
Add Attachment
Add an attachment or URL to the ticket.
View Transaction Log

The transaction log provides a history of the ticket-related actions
executed since the creation of the ticket.

View Parent
Opens the current ticket's parent's ticket.
View Initiators
View of list of the users who launched this ticket.
View Violations
View the list of violations.
View [Entity]

Opens the entity's card. Two buttons are provided, one for each side of the
link under review.

View Consult Results

This button appears only when the Consult service has been activated.

More information:

Add Comment (see page 87)

Add Attachment (see page 89)

View Transaction Log (see page 90)
View Initiators (see page 162)

View Parent (see page 163)

View [Entity] (see page 165)

View Violations (see page 290)

View Consult Results (see page 186)
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Chapter 13: Infroducing the Entity
Browser

The Entity Browser enables you to locate any entity associated with any
available Universe and configuration. Entities are:

m  Users
m  Roles

m  Resources.

This section contains the following topics:

Main Window (see page 311)
Specific Entity browser (see page 313)

Main Window

The Entity Browser’s main window provides you with a search option.

Universe: Configuration: | Choose Configuration hd
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The search screen provides with two fields to aid in the search:
Universe

Provide the name of the Universe that you wish to search. You can select a
specific Universe, limiting your choice of configuration, or you can select
All.

Configuration

Select a configuration from the drop-down list.

After making your selection, the Entity Browser main window displays the
search results.

Entity Browser
Universa: | 4l *| configuration: | Model2_ConfigWithRales |+
Users Roles Resources
Showing 1 to 10 of 69 HA41234567r 0
Person ID « Name Organization Organization Type
45485840 Steiven Pat System Manzgement Corporate
47868650 Moris Bill System Management Caorporate
52656727 Rodman Adam System Management Carporate
54672910 Cooper Amos IT Security Caorporate
57644540 Alex Patrick Application Development Corporate
58723810 Miles Buyer Purchasing Corporate
646546410 Herman Barbara Operations Corporate
Pheonix Wiliam Application Development Corporate
angal Ben System Management Corporate
Schwarts Barry Human Resources Corporate
Customize Filter Records per page: | 10 ¥

The search results are presented using three tabs:
m  Users
= Roles

m  Resources
The standard operations available for all data tables are available here as well.

To obtain a specific list of entities

1. Click Entity Browser on the menu bar to open the search screen.
2. Select a Universe from the drop-down list

3. Select a Configuration from the drop-down list.

The Loading bar is visible until the search results appear.
More information:

Entity Card and Data Table Tabs (see page 26)

Setting the Number of Records Per Page (see page 23)
Customizing a Data Table (see page 22)

Filtering a Data Table (see page 24)
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Specific Entity browser

Once you have selected the configuration from which to obtain the entity data,
the Entity Browser presents the information under three tabs:

m  User browser
m  Role Browser

m  Resource Browser
The active browser is highlighted and the table contents can be manipulated.

Each specific entity browser table can be manipulated independently of the two
other entity browser tables. For example: you can set the number of Records
per page for the User browser to 50, and this will not change the number of
records per page viewed in the Role browser.

More information:

Users Browser (see page 314)
Roles Browser (see page 315)
Resource Browser (see page 316)
Data Table Features (see page 21)
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Users Browser

The Entity Browser opens by default in the Users tab.

The Entity Browser’s Users Browser shows user information for the selected

configuration. The data and the field names are obtained from the

configuration’s user database (*.udb).

Note: The highlighted column is predefined and cannot be customized.

You can click the highlighted Person ID in any record to open that user’s User

Card.

Entity Browser

Uni‘verge: Configuration: | Modell_ConfigWithRoles v

Users Roles Resources

Showing 1 to 50 of 69 W A12r W
Person 1D~ Name Organization Organization Type
45489040 Steiven Pat System Management Corporate
47868650 Moris Bil System Management Corporate
52656727 Rodman Adam System Management Corporate
54672810 Cooper Amos IT Security Corporate
57644540 Alex Patrick Application Development Carporate
58723810 Miles Buyar Purchasing Corporate
64646410 Herman Barbara Qperations Corporate
65656540 Pheonix Wiliam Application Development Corporate
57283470 Angel Ben System Management Corporate
57565330 Schwarts Barry Humzn Resources Corporate
67762440 Purple Mary Fifth Ave Branch Branches

74733340 Lu-marry Peter Stamford Branch Branches

75464420 Cohen Steve System Management Corporate
75675330 Davis Brett Datzbase Administrators Corporate
Z567A5A0 Bocdney Serain Datahacs &dministratnrs Cornorate

More information:

User Card (see page 30)
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Roles Browser

Click on the Roles tab to open the Roles Browser.

The Entity Browser’s Roles Browser shows role information for the selected

configuration.

Note: The highlighted column is predefined and cannot be customized.

You can click the highlighted Role Name in any record to open that role’s Role

Card.

Entity Browser

IJn'rverse: configuration: | Modell_ConfigWithRoles  »

Users Roles

Showing 1 to 10 of 30 HAI23r B
Role Name ~ Description Type Organization

SAN Fifth &v Br Team (Iterated) Org Role Fifth Ave Branch

ment

Customize Filter

Characteristic Role {100.0%) - Min 80%
Characteristic Role (44.4%%) - Min 40%

Basic role - for all users that have access to IT
Role By 2 Resources

Characteristic Role (40.0%) - Min 40%
Characteristic Role {100.0%) - Min 40%
Characteristic Role {100.0%) - Min 40%
Characteristic Role (100.0%) - Min 40%
Characteristic Role (100.0%) - Min 40%

Applicative Rale
Applicative Role
Qrg Role
Applicative Role
Applicative Role
Org Role
0rg Role
Qrg Role
Org Role

Company

Company

Enterprise

Fifth Ave Branch
Company

Application Development
Database Administrators
Fifth Ave Branch

Finance

Records per page:

More information:

Role Card (see page 31)
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Resource Browser
Click the Resources tab to view the Resource browser.
The Entity Browser’s Resource Browser shows resource information for the
selected configuration. The data and the field names are obtained from the
configuration’s resource database (*.rdb).

Note: The highlighted column is predefined and cannot be customized.

You can click the highlighted Res Name 1 in any record to open that resource’s
Resource Card.

Entity Browser

Universe: Configuration: | Model2_ConfigWichRoles [

Users Roles Resources

Showing 1 to 10 of 83 HAI23456789r B
Res Name 1+ Res Name 2 Res Name 3

APPLDEV RACFTEST RACF22

BRLIMSYS RACFPROD RACF22

DEVELOP RACFPROD RACF22

DEVELOP RACFTEST RACF22

Domain Users NTSILY WinNT

Domain Users NTSAVE WinNT

Domain Users NTSTAM WinNT

PUBLIC RACFPROD RACF22

PUBLIC RACFTEST RACF22

5Y51 RACFTEST RACF22

Customize Filter Records per page:

More information:

Resource Card (see page 33)
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Reports provide customized views of role-based configurations you create in
CA Eurekify Role & Compliance Manager. Generate reports to:

m  Track the progress of import/export, role definition, or certification
campaigns.

m  Analyze role hierarchies and user/resource assignments in detail.
m  Share management-level information on role-based access control and

compliance activities.

CA Eurekify Role & Compliance Manager provides a range of predefined report
types, which can be customized by specifying filter, sorting, and threshold
parameters.

The following table describes the steps to generate a report in CA Eurekify Role
& Compliance Manager:

Step Refer to...

1. Select a report to run. Report Types (see page 318)

2. Select data files, specify Parameters and Filters for Report
customization parameters, and Generation (see page 319)

generate the report.

3. View the report in your browser. Display a Report's Index (see
page 322) and

Change Report Parameters (see
page 322)

4. Export the report to a file, or print Export a Report to a File (see
it. page 322) or

Print a Report (see page 323)

This section contains the following topics:

Report Types (see page 318)

Parameters and Filters for Report Generation (see page 319)
Display a Report's Index (see page 322)

Change Report Parameters (see page 322)

Export a Report to a File (see page 322)

Print a Report (see page 323)
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Report Types

Reports are accessed from the CA Eurekify Role & Compliance Manager portal
by choosing Reports from the main menu.

Reports are grouped into the following categories:

Configuration Reports - detailed listings of users, resources, or roles, and
their links to other entities. These reports let managers review in detail the
privileges assigned to users or resources under their responsibility.

Privileges Quality Management - graphical presentations of the most
common, significant pattern-based analytical metrics of the configuration
(similar to those used during the audit phase of role management). These
reports give a quick, visual indication of how well the current role hierarchy
matches usage patterns, and what proportion of users have suspect
patterns of access.

Role Management - reports used to analyze the role hierarchy, and
perform before/after and what-if comparisons of different configurations.

Policy Management - reports used to verify use of business policy rules
(BPRs).

Campaigns - reports used to track the progress of certification campaigns,
and summarize changes made during a campaign.
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Parameters and Filters for Report Generation

To generate a report, you must specify the configuration file or universe on
which to base the report. You may have to specify other parameters for some
reports.

You can also specify parameters that filter the report contents. This allows you
to limit the report to specific data sets based on user account attributes,
geographic location, network structure, or organization/business unit.
Additional parameters let you control the sorting of records in some reports, or
set statistical thresholds for charts and graphs.

The following parameters are used to generate reports. Not all parameters are
used for every report.

Configuration

Specifies the configuration file upon which the report will be based. The
drop-down lists all configuration files in the CA Eurekify Role & Compliance
Manager database.

Use the following parameters to filter the report based on user, role, or
resource attributes:

by Field

Specifies a data field in the configuration file that is used to filter and sort
records. The drop-down shows existing data fields in the configuration file
specified by the Configuration parameter. Only relevant data fields are
shown - for example, only user attributes are shown for reports organized
by user account.

From/To

Specifies the range of records to include in the report based on the data
field specified in the by Field parameter. The drop-downs show existing
field values drawn from the specified configuration file.

Pattern

Defines a pattern-matching string that selects records from the specified
configuration file to include in the report. The string is applied as a filter to
the data field specified in the by Field parameter. The pattern must follow
the usage defined for the java.utils.regex.Pattern class in the Java version
supported by this release.

Use the following parameters when working with analytical/statistical reports
based on the selected configuration's audit card:
Audit Card

Specifies the audit card from which analytical information will be drawn to
generate the report. The drop-down lists all audit cards associated with the
specified configuration file.
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Min Score

Specifies a threshold for including information in the report. This filter is
applied to the audit card specified by the Audit Card parameter. Audit
criteria with a score lower than the threshold are not included in the
report. Use this filter to exclude audited conditions that are not prevalent
or significant in the specified configuration.

From Alert ID/To Alert ID

Specifies a range of Alert IDs to include in the report. The drop-downs
show existing Alert ID values in the audit card specified by the Audit Card
parameter.

Alert Type

Specifies an analytical alert that is used as a filter. Only alerts of the type
specified are included in the report. The drop-down shows all the standard
analytical alerts that are present in the audit card specified by the Audit
Card parameter.

From Date/To Date

Specify a time-based filter for audit card data. The report includes only
analytical alerts that were recorded in the specified time frame.This filter is
applied to the audit card specified by the Audit Card parameter.

Use the following parameter with the Policy Verification Report for business
rules:
Policy

Specifies a Business Policy Rule (BPR) file used to filter report data. Only
alerts related to the specified BPR are included in the report. The
drop-down shows all BPR files in the CA Eurekify Role & Compliance
Manager database.

Use the following parameters with the Role Modeling Methodologies
Comparison report:
Master Configuration

Specifies the configuration used as a reference in comparing several
configurations. The drop-down shows all configuration files in the
database.

Master Configuration Label
Defines a text label for the reference configuration.
Configuration n

Specifies a configuration that is compared to the master configuration. The
drop-down shows all configuration files in the database.
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Label

Defines a text label for the corresponding configuration.

Use the following parameters when working with campaign-related reports:
Campaign

Specifies the campaign the report will reference. The drop-down lists all
campaigns defined in the portal.

All Approvers

All participants who must approve privileges for users or resources they
manage are included in the report.

Select by Field

Specifies a user attribute field used to select participants. The drop-down
shows all user attributes defined in the campaign's affiliated configuration
file. Select an attribute, and existing values in the configuration file are
listed. Click a value to use it as a filter. Only participants with that attribute
value are included in the report.

Use the following parameters with the Life Cycle Report:

Universe

Specifies the universe the report will reference. The drop-down lists all
universes defined in the portal.

Configurations

Specifies the configurations in the universe to use for the report.
Entity Type

Specifies the entity the report will cover.
by Field

Specifies a data field used to filter participants. The drop-down shows all
data fields defined for the selected entity type in the specified
configuration file(s). Select an attribute, and existing values are listed.
Click a value to use it as a filter.

From Date

Specifies the report's start date. Changes to selected entities since this
date are included in the report.

Show Current Links

Includes existing links to other entities in the report.
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Display a Report's Index

Some reports are indexed by the data field used to filter and sort the report.
You can use this index to navigate the report in your browser.

To display a report's index, click ﬂ A navigation pane appears on the left of
the screen.

Change Report Parameters

You can regenerate the report with different parameter settings. This is useful
if the scope of the report is not what you planned, or if you wish to compare
parallel subsets of information - for example, different locations or business
units.

To regenerate the report

1.

Click the Show Parameters link on the left of the report display.

The parameters dialog for this report opens, with current settings
displayed.

Change any parameter settings you wish, and click OK.
The same report is generated, using the new settings.

Note: The previous version of the report is overwritten. To save the older
version, print or export it before you regenerate the report with new
parameters.

Export a Report to a File

You can save reports in several common formats. This allows you to share
them with others and include them in other documents.

To export a report to a file

1.

Click on the left side of the window.

The Export Report dialog appears.

Select the document format, output range, and sizing options. Click OK.
A prompt appears when the document is generated.

Do one of the following:

m Choose Save to save the file.

m Choose Open to view the file.
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Print a Report

You can send reports to a printer to share or archive information, or to simplify
review of longer-format reports.

To print a report

1. Click ﬁ.l on the left side of the report window.
The Print Report dialog appears.

2. Choose an output format and print range, and click OK.
A print preview appears in a new browser window.

3. Configure printer settings and print.
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Chapter 15: Using Adminisiration
Functions

The administration menu provides a number of important processes that can
be run only by administrators with the appropriate permissions.

This section contains the following topics:

Adding Campaigns (see page 325)

Start Approval Process from DNA (see page 337)
Setting a Universe (see page 338)

Setting Connectors (see page 346)

Job Scheduling (see page 360)

The Transaction Log (see page 363)

Cache Manipulation (see page 366)

Properties Settings (see page 368)

Eurekify Configuration Settings (see page 374)
RACI Operations (see page 376)

TMS Administration (see page 378)

System Checkup (see page 379)

Adding Campaigns

Campaigns utilize Eurekify's basic auditing tools to run an enterprise wide
certification and attestation process with the aid of designated approvers. The
purpose of the campaign is to certify that granted privileges comply with the
business and regulatory needs, and that they are not over allocated. This
process is supported by the Eurekify Audit Card facility, which allows the
presentation of out-of-pattern and non-compliance information to the
approver.

A campaign runs a general corporate auditing process to determine the
measure of the corporate compliance with various regulatory requirements on
one hand, and with internal policies on the other. The campaign parameters
are set by the administrator running the campaign. This administrator (also
known as the campaign-owner) determines the universe on which the auditing
process will be run; which policies will be examined and several other aspects
of the campaign.

The campaign directs the auditing process, setting it to either basic role-based
auditing or policy compliance auditing. By determining the campaign universe,
the administrator who is the campaign-owner determines which configuration
files will be audited.
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The campaign-owner is responsible for creating the campaign and must
generate or verify the existence of:

m  The Universe in which the campaign will run.

m  The RACI permissions for this Universe.

The campaign analyzes the user information in the context of the links
between the users, roles and resources defined for the corporation. A
campaign can focus on the links from the various viewpoints creating User
Campaigns which focus on the users and their links, or Role Campaigns which
focuses on the roles and their links, or Resource Campaign which focuses on
the corporate resources and their links. Each campaign is defined for a specific
viewpoint.

A campaign is completed either when all the approvers have approved/rejected
the items they manage, or when the campaign-owner decides to arbitrarily
stop the campaign.

The default workflow entails first running a campaign and collating all the
rejected links, and only afterwards are those links actually reviewed and either
they are rejected (severed) or they are approved in spite of the problem that
caused them to be rejected during the campaign.
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The Certification Campaign screen is divided into three sections:
Settings

Provides the campaign's unique settings.
Permissions

Provides the ability to override the currently allocated permissions for the
purposes of the campaign (only).

General

Contains the Create the Campaign button and the option to continue
working while the campaign ticket is generated in the background.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout ADI\EAdmin

Administration > Add

Add Campaign
— Settings
Campaign Name™
Owner AD1\EAdmin Date Created: 12/25/08
Description™
Due Date™ 01/01/2009 oz
—
Configuration®
Audit card
Direct
Campaign Type Privileges to Cartify Dual
Oindirect
Only use links from audit card
Only use links not in audit card

[ Automatically provision campaign permissions

[ pon't wait for ticket processing (receive email when finished)

Create The Campaign
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The Certification Campaign screen contains the following fields:
Settings

This section of the screen sets the campaign details.
Campaign Name

Provide a unique and meaningful name.
Owner

This field is auto-completed by the Eurekify Portal.
Description

Provide a concise and meaningful description of the campaign.
Due Date

The date by which all the campaign processes must be completed.
Universe

Choose a universe from the list. Selecting a universe determines the
available configurations.

Configuration

Choose a configuration from the list of configurations associated with the
selected Universe.

Audit Card

(Optional) Choose an audit card from the list. The default is None. If the
configuration has an Audit Card with results of out-of-pattern and/or
compliance checks: select it, and Eurekify Sage ERM will apply it when
generating the campaign tickets. This will cause violations contained in the
Audit Card to be displayed to the approvers (in red).
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Campaign Type

Choose a campaign type from the list. There are three possibilities:
User

A campaign in which the approvers certify the entitlements of the user
under their management. The certification is with regard to the user's
roles and resources. Improper entitlements can be rejected.

Role

A campaign in which the approvers certify the connection of the roles
under their management. The certification is with regard to the role's
linked users and resources. The certification also examines
role-to-role hierarchal links. Improper entitlements can be rejected.

Resource

A campaign in which the approvers certify the connection of the
resources under their management. The certification is with regard to

the resource's linked users and roles. Improper entitlements can be
rejected.

Privileges to Certify

Select one or more from the following possibilities:

Direct

Certify only direct links between entities.
Dual

Certify dual links (see Glossary for further information).
Indirect

Certify indirect links (for example hierarchal links see Glossary for

further information). Indirect links cannot be rejected during a
campaign.
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Only use links from audit card

(Optional) Select to enable this option. Sets the campaign to display only
users (and their links), who have violations listed in the Audit Card.

Only use links not in audit card

(Optional) Select to enable this option Sets the campaign to display only
users and their links which do not appear in the AuditCard. This is useful in
case the AuditCard represents “Approved Violations”.

Permissions

Override the Eurekify.cfg permissions, in order to ensure that
campaign-designated approvers are permitted access to the subjects of
their approval.

Automatically provision campaign permissions

(Recommended) Select to ignore the system permissions and
automatically provision campaign permissions. For example, this shortcut
is useful as it allows managers to view tickets that otherwise they wouldn't
be allowed to view because the security administrator had to run a
campaign, even though the corporation is in the middle of setting up
permissions. When this option is disabled, an Approver may receive a
ticket, yet the ticket will be empty if the permissions were not defined so
as to allow this Approver to view the relevant links.

General
Don't wait for ticket processing (receive email when finished)

Select to enable processing of the campaign in the background. When a
ticket is generated, you will receive email notification. For very large
campaigns, have the system process the campaign creation offline (the
campaign-owner can continue with other tasks), and send an email to the
campaign-owner once the campaign has been created.

Generating a campaign is a resource intensive process, especially as the
number of links is not limited to the number of system users. For example,
in a company with 10,000 employees, and assuming each user has an
average of 10 links (to resources and roles), you will have a campaign that
requires the processing of approximately 100,000 links in order to create
the campaign's tickets.

When this option is disabled, you will see a progress bar that shows the
percentage of progress at any moment.
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To add a certification campaign

1.

A

© © N o u

12.

13.
14,

On the Administration menu click Add Campaign.
The Certification Campaign screen opens.
Provide a unique Campaign name.

Enter a Description.

In the Due date box, enter a date or click the calendar icon and select a
date.

In the Universe list, type or select a universe.

In the Configuration list, type or select a configuration.
(Optional) In the Audit Card list, select an audit card.

In the Campaign Type list, type or select a campaign type.

Select the relevant Privileges to Certify check boxes (Direct; Dual;
Indirect). Clear the check boxes you want to disable.

. (Optional) Select the Only use links from audit card check box.

11.

(Optional) Select the Only use links not in audit card check box.

Note: Be sure to select either Only user links from audit card check box or
the Only use links not in audit card check box. You can select to ignore
both options, but you cannot enable both.

(Recommended) Select the Automatically provision campaign permissions
check box.

(Optional) Select the Don't wait for ticket processing check box.

Click Create the Campaign.
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The campaign has been created and a ticket will be generated. If the Don't
wait for ticket processing option has been disabled, you will see a percentage
progress bar on screen and when the campaign ticket is ready the Campaign
Settings Completed screen opens.

Campaign setting completed

To start the campaign go toTicket Queuse

Campaign Hame Role Review

Campaign Type RoleCertification

Universe Portal

Configuration Model2_ConfigWithRoles
Audit Card

Number of approvers 15

Humber of Roles 30

Ticket ID 1111

This screen signals that the campaign generation has been completed, and
contains the following:

Campaign name

Campaign type

Universe

Configuration

Audit Card

Number of approvers - as generated according to the RACI model

Number of [entities] - total number of users, roles or resources that the
approvers have to approve, depending on the campaign's focus.

Campaign ticket ID

When the Don't wait for ticket processing option has been enabled, you will
see the following message on screen:

Campaign Requested

Your request was sent to execution, a mail message will be send upon completion

Note: Any entity that does not have a manager will be assigned to the
campaign administrator's approver ticket.

To start the campaign you have to go to your Ticket Queue.
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More information:

Setting a Universe (see page 338)

Introducing Audit Cards (see page 334)

Introducing the “Privileges to Certify” Options (see page 333)
Campaign Approver Tickets (see page 131)

Introducing the “Privileges to Certify” Options
As you can see in the Add Campaign screen, the Eurekify Portal identifies three
types of links:
m  Direct links
m  Indirect links

m  Dual links

You can select to examine one or more types of links during your campaign.
Direct Links

Refer to an immediate connection between entities. This is the most often
examined type of link, and the most important.

Indirect Links

Refer to a link that goes through an intermediary. For example, a role is
linked directly to both a resource and a user. There is no direct link
between the user and the resource. The link between the user and the
resource is an indirect link. Indirect Links can be reviewed, but they cannot
be audited. A campaign can list them for general knowledge, but an
Approver cannot approve or reject such a link.

Dual links

Are cases where there is both a direct link, for example between a
resource and a user, but there is also an indirect link going through a role.
During a campaign, only the Direct link is audited. The Indirect link is
listed for general knowledge.
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Introducing Audit Cards

CA Eurekify Role & Compliance Manager provides a mechanism to identify and

list suspicious users, roles and resources in six categories:

m  Suspect entities

m  Suspect connections

m  Similar roles and role hierarchy

m  Similar resources

m  In/out of pattern entities

m  Entities with many/few connections.

An Audit Card file can be generated via the CA Eurekify Role & Compliance
Manager DNA client tool. For further information see the section on Audit Card
Generation and Management in the CA Eurekify Role & Compliance Manager
Sage DNA User Guide.

QL: localhostisqlexpress.sdb - Model2 ConfigWithRoles.cfg [Read Only]JAudit1.aud [Configuration : SQl

ocalhostisglexpr.

Biase Configurati 0L jisa@localhostisglexpress, sdbfModelz_ConfigwithRoles.cfg <7
Status | D | Date/ Time | Audit Code | Firsk Enkity | Second Entity ‘ Score ‘ Description A
? Suspected 1 Tue Jan 06 1... Outof Pattern User-... Helmuth Howard [53838350] PUBLIC, RACFTEST, RACF22 27
? Suspected 2 Tue Jan 06 1... ©utof Pattern User-,.. Toper Jim [87368000] UGSAYEGEN, NTSAVE, WinhT 4z
? Suspected 3 Tue Jan 06 1... Out of Pattern User-... Steiven Pak [45489940] UGSAYELAN, NTSAVE, WinhT 52
? Suspected 4 Tue Jan 06 1... Qutof Pattern User-... Angel Ben [67283470] UESAYELAMN, MTSAYE, WinMT 50
? Suspected 5 Tue Jan 06 1... Oukof Pattern User-... Fred John [G6544420] UESAYELAN, MTSAYE, WinMT 49
? Suspected 6 Tue Jan 06 1... ©utof Pattern User-,.. Toper Jim [87368000] UGSAYELAN, NTSAVE, WinkT 36
? Suspected 7 Tue Jan 06 1... Outof Pattern User-... German Tom [34733470] UGSAYESYS, MTSAVE, WinMT 36
? Suspected & Tue Jan 06 1... Cukof Pattern User-,,. Steiven Pat [45489940] UESTAMLAN, MTSTAM, WinNT 34
? Suspected 9 Tue Jan 06 1... Oukof Pattern User-... Angel Ben [67263470] UESTAMLAN, MTSTAM, WinNT 32
? Suspected 10 Tue Jan 06 1... ©uktof Pattern User-,.. Fred John [G6544420] UGSTAMLAMN, MTSTAM, WinlT 31
? Suspected 11 Tue Jan 06 1... Out of Pattern User-... Tortia Dan [38662230] UGSTAMSYS, NTSTAM, WinlT 36
? Suspected 12 Tue Jan 06 1... Outof Pattern User-... Taskoni Bob [97847110] UESILYSYS, NTSILY, WinMNT 36
? Suspected 13 Tue Jan 06 1... Cukof Pattern User-... Mike Pamela [57347530] UiEADGENZ, Administration. [ROOT], N... 32
? Suspected 14 Tue Jan 06 1... Outof Pattern User-,.. Cherry Jay [59753140] UGADMGR, Administration. [ROOT], M. 2z
? Suspected 15 Tue Jan 06 1... Out of Pattern User-... Davis Brett [FS675330] UGAPPLDEY. Administration. [ROOT], M. 23
? Suspected 18 Tue Jan 06 1... Outof Pattern User-... Rodney Sergio [75676560] UEAPPLDEY, Administration. [ROCT], M. 22
? Suspected 17 Tue Jan 06 1... Cukof Pattern User-... Doll Charles [82653230] UGAPPLDEY. Administration. [ROCT], M. 22
? Suspected 18 Tue Jan 06 1... ©utof Pattern User-,.. Helmuth Howard [§3538380] UGFINGL, RACFPROD, RACFZZ 1
? Suspected 19 Tue Jan 06 1... Out of Pattern User-...  Allen Sherman [99583135] UGMPER, RACFPROD, RACFZZ2 52
? Suspected 20 Tue Jan 06 1... Qukof Pattern User-... Joe Dassin [99883136] UEMPER, RACFPROD, RACFZZ 52
:? Susoected 21 Tue Jan 06 1.,, Qukof Pattern User-,., Katz Mancy 973733301 UGMPER., RACFPROD, RACFZZ 23 2 v,
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You can take advantage of Audit Cards and utilize them during a certification
campaign by providing the name of the Audit Card in the Add Campaign
screen.

In this case, the Audit Card provides a kind of overlay over the entities being
certified, enabling the display of the current violations. The campaign entities
are matched with the violations in the selected Audit Card, and for each such
entity (or link) that is found to have a violation associated with it, the
campaign presents the entity (or related entity - in case of link) in red, and
the number of violations is displayed in red as well, in the Approver ticket’s
entity link table in the Violations column.

Save and Reassign Hide Selected

eassigned From:

Approver Progess i 0fo (0%)

1+ ¥ < Progress Violations PersonID Userlame Organization OrganizationType Comment
T | 74 Joe Dassin (99883136) Joe Dassin Sales Corporate &
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For example, if there is a pattern-violation regarding a user (e.g. the user is
"suspected as a collector"), or if there is a compliance violation for a user, who
is not allowed to have both roles A and B, and yet it is found that the user is
linked to both roles. Such a finding will cause the user name to appear in red
in the campaign’s Approver ticket entity table.

- Campaign Manager Approver

Ticket Id: 1409 Owner: Eurekify Admin (AD1} Previous Owner: Status: | pending Action v
Due Date: [31/01/2009 00:00:00 Priority: Severity: State:

Modified Date: |ng/01/2009 16:28:54 Date Created: |ng5/01/2009 16:28:06

Title: User Certification - Eurekify Admin (User campaign with Audit Card)
Description: User Certification - Eurekify Admin (User campaign with Audit Card)

Save and Reassign Hide Selected

Reassigned From:

Approver Progess | 0/6 (0%)

1w X P Progress Violations PersonID UserName Organization OraganizationType Comment
= OO0 74 Joe Dassin (99883136 Joe Dassin Sales Corporate &
= Roles (2}
" ¥ = Name Violations  Relationtype  Description Type  Organization Rule Owner  History Comment
OoOono ai\;i"l'eam (Role By 2 Direct Role By 2 Users 0Org Role Sales Qrganization=>5ales; 99883135 History Q
ers)
Organization=5ales Characteristic Role —
[0 O [ (Characteristic Role Diract (100.0%) - Min Org Role Sales Organization=5ales; 99883135 History |J
(100.0%) - Min 40%) 40%

E resources (4]
W ¥ = Namel Name2 HName3 Violations Relationtype Description Managerid-owner Location History Comment

oono ﬂr{'sczzrﬁc”jzﬁgg?mm 2003 WinNT 2 Duz M5 officez003 91236370 Hstory &

O O O SmekouteokWnNT (M5 o yupok w2 Dua 91236370 Hstoy B
emall)

ood EDGI'EEL?CR&E;?%nggD’RACFaR;.CFF‘F:OD RACF2Z 3 Dus 77202450 Wity &
UGADGEN1. Administration. —

[0 O [ [ROOTLNOVELADM,Noveld NOVELADMMaveld 2 Duz Portland,OR History &

(Active Directory Adminl)

Attachments:
Comments:

Add Comment Add Attachment View Initiators View Transaction Log

You can click the violation number to display the relevant violations in a
separate browser window.

{= Violations - Windows Internet Explorer, |'._||'E|g|

& | http: fflocalhost: 3080 eurekifytrnsjuif wicket: bookmar kablePage=: com. eurekify .tms web, comman, campaign. YiolationsPagefauditCard=Model2_Configiiit %

Type Description  Date Status  First Second Third  Score -

Direct User- 2009-01-06 Joe Dassin office2003,2003,WinMT (MS

Resaurce Link 16:21:04.0 Suspected (goga3y3g) office2003) 0

Dual User- 2009-01-06 Joe Dassin office2003,2003,WinMT (MS

Resource Link 16:21:04.0 Suspected {goga3136) office2003) 0 |
W

I [g € nternst F 100 v
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Start Approval Process from DNA

You can also apply the Audit Card to a campaign as a kind of filter which will
place restrictions over which entity links are displayed in the Approver tickets,
and which are not. In this case, in addition to selecting an Audit Card in the
relevant field in the Add Campaign screen, you will also have to select one of
the available options:

Only use links from Audit Card

The Campaign Approver tickets will only display links that are listed in the
Audit Card. This is very useful if you wish to run a campaign that reviews
only links that have been determined to be violations of system rules.

Only use links not in Audit Card

The Campaign Approver tickets will only display links that are not listed in
the Audit Card. This is very useful when the Audit Card represents
authorized violations, and by filtering them out, you are saving time as you
do not want the approvers to re-examine and certify these links.

Start Approval Process from DNA

There is a possibility to create an AuditCard in the CA Eurekify Role &
Compliance Manager Sage DNA module that reflects changes between two
configurations (the pre-configuration and the post-configuration, along the
lines of master and model), and then submit the audit card for approval, to the
Eurekify Portal.

As a result, an approval ticket tree will be generated, similar to what happens
when performing Self-Service tasks. However, as opposed the Self-service
originated approval tickets (and Campaign originated approval tickets), DNA
originated approval tickets are not automatically started, and you have to click
Start Process. The former two types always appear in the ticket queue as In
Process and hence Start Process is disabled.
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Setting a Universe

A universe refers to a specific Master-configuration and Model-configuration
pair that includes the entitlements of one or more end-points.

m  The Master-configuration contains the real-world user and user privileges
information.

m  The model-configuration starts as an identical copy of the
Master-configuration, but as the audit process proceeds, the
model-configuration is updated based on the corporate policies and
regulatory compliance demands.

The CA Eurekify Role & Compliance Manager r4.1 CR3 Eurekify Portal
permissions are derived from the universe definition.

Note: Once you have defined a universe, you have to run the Eurekify
Configuration settings utility so that the users can access the Eurekify Portal.

You also have to generate the RACI configuration, to define the entity
Approvers.

This section describes the following procedures:

m  Access the Universe Settings List

m  Create a new universe

m  Edit a universe

m  Delete a universe
More information:

Eurekify Configuration Settings (see page 374)
RACI Operations (see page 376)

The Universe Settings Table (see page 339)
Creating a New Universe (see page 340)
Editing a Universe (see page 344)

Deleting a Universe (see page 345)
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The Universe Settings Table

The Universes table displays a list of available universes, their description and
the options of editing or deleting an existing universe. A Create New button
allows you to generate a new universe.

Universe Settings

Universes

#- Hame Description

1 Demol For demaonstration purposes Edit Delete

2 Eurekify Built-in Eurekify Universe Edit Delete

3 Admin_Basic first time Portal run Edit Delete

4 Portal For Portal Manual Edit Delete
#

The universe's ID number.
Name
The universe's name.
Description
The universe's description.
Edit
Provides the option of editing the universe definitions.
Delete

Provides the option to delete a universe.

To access the Universe settings table
1. On the Administration menu click Settings.

The available options list appears:

Administration = Settings

Settings

Connector Settings
Universe Settings

Properties Setfings

Common Properties Settings
Audit Properties Settings

2. Click Universe Settings.

The Universe list appears.
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Creating a New Universe

It is recommended that you create a new universe the first time you run the
Eurekify Portal. You will use this universe in order to run the first import and
audit procedures. Sometimes, it is necessary to create a separate universe for
specific purposes, for example when running an audit on a partial
configuration.

As a universe contains a specific master/model configuration pair, you can
either use real configuration names, if you already have them, or you can use
names that will be “place-savers” and can be replaced in the future when you
know the true configuration file names. When you aren't referring to an
existing configuration, the information fields will have to remain empty during
the creation of the new universe. Make sure to fill in the information prior to
running a campaign based on this universe.

Note: If the configuration files do not exist, the Import process will create
them.

Create New Universe

Universe name™

Description™®

Master configuration name®

Model configuration name™®

Approved AuditCard Choose One %
Configuration login field

Configuration email field

Configuration user manager field

Configuration role manager field

Configuration resource manager field

Audit settings file Choose One b
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The Create New Universe screen contains the following fields:
Universe Name

Provide the name of the universe.
Description

Provide a description of this universe (its use, the type of configuration
used etc.)

Master configuration name

The Universe's master configuration. The file name has to have the
extension .cfg. If the configuration was uploaded to the database, the
name will appear in the autocomplete list.

Model configuration name

The Universe's model configuration. If the configuration was uploaded to
the database, the name will appear in the autocomplete list.

Approved Audit Card
The list of approved violations for the Universe (if it exists).
Configuration Login field

The field, in the selected configuration file, which provides the users' login
ID (located in the users database file).

Configuration email field

The field, in the selected configuration file, which provides the users' email
address (located in the users database file).

Configuration user manager field

The field, in the selected configuration file, which provides the user
manager's ID (user approver).

Configuration role manager field

The field, in the selected configuration file, which provides the role
manager's ID (role approver).

Configuration resource manager field

The field, in the selected configuration file, which provides the resource
manager's ID (the resource approver).

Audit Settings file
Parameters and settings which define the audit and pattern-based checks

that will be performed on the master configuration each time it's imported.

Important!: Each Universe has a unique configuration associated with it. Do
not create more than one universe for any master/model configuration.
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To create a Universe
1. On the Administration menu click Settings.
The list of available options appears.
2. Click Universe Settings.
The Universe list appears, displaying existing universes.
3. Click Create Universe.
The Create New Universe screen opens.
4. Provide a unique Universe Name and Description.
5. Provide a unique Master configuration name.
6. Provide a unique Model configuration name.

Note: We recommend that when generating a new Universe that you use
the terms Master/Model as part of the configuration file names. For
example: Master_configWithRoles.cfg and Model_configWithRoles.cfg
respectively.

7. The remaining fields depend on the existence of the configuration
provided.

Note: If the configuration exists, and it is located in the database, the
Eurekify Portal autocomplete feature will allow you to select content from a
list of options for each field.

Create New Universe

Universe name™® Portal

Description™® For Portal Manual
Master configuration name* Master2_ConfigWithRoles
Model configuration name™® Model2_ConfigwithRoles
Approved AuditCard Choose One
Configuration login field LoginID

Configuration email field email

Configuration user manager field

Configuration role manager field UserName
QJrganization

Configuration resource manager field OrganizationType
Country

Audit settings file Lacation

. Title
Save Cancel

[ save | cancel | Lot center
Suspended —
ManagerlD
email
LaginlD
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8. Select the Configuration <data> (login, email, user manager, role
manager and resource manager) fields from the drop-down lists.

9. (Optional) Select an Audit settings file from the drop-down list.

10. Click Save. The universe is created and will appear in the Universe List.

Note: Sometime an issue exists (for historical reasons) that causes a
message to appear. At the bottom of the message you are asked if you
want to auto-repair the issues in this message. Always click Yes.

Enterprise Role and Compliance Manager eure Y Ify

Home  Ticket Queue  Dashboards  Self Service  Entity Browser  Reports  Administration Logout ADT\EAdmin

Create New Universe

The following issues were found: [GENUSTO014]

1) the model configuration (Model2 ConfigWithRoles A) is not read only. [GENUSTO011]
2) the model configuration (ModelZ_Ccnfquit‘thles_A) has a parent configuration. [GEN}
3) the model configuration (Model2 ConfigWithRoles_A) is not logged. [GENUSTO013]

would you like to auto-fix them? [GENUSTO015]

11. Click Yes to auto-fix the issues listed in this error message. The Please
Wait bar appears. When the job is completed, the new universe appears in
the Universes list.

After you have created a new universe, you need to perform the following
actions:

m  Update Eurekify users' database

m  Create RACI

m  Sync RACI

More information:

Running a Connector (see page 357)

Eurekify Configuration Settings (see page 374)
Create RACI (see page 376)

Synchronize RACI (see page 377)
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Editing a Universe

To edit an existing Universe

1. Click Edit next to the Universe that you want to edit. You cannot change
the name of a universe. The contents of the other fields can be edited.

Note: We recommend that when editing a universe's configuration file
names, make sure that the configurations were not assigned to another

universe.

2. Click Save.

Note: Sometime an issue exists (for historical reasons) that causes a
message to appear. At the bottom of the message you are asked if you
want to auto-repair the issues in this message. Always click Yes.

Enterprise Role and Compliance Manager

Home

Ticket Queue Dashboards Self Service Entity Browser Reports Administra

Edit Uni_2009

1)
2)
3)
4)
3)

Yes

the
the
the
the
the

The following issues were found: [GENUSTO014]

master configuration (Masterl_ConfigWith.Roles] iz no
master configuration (Masterl_ﬂonfigﬁithRoles] has a

model configuration
model configuraticn
model configuration

would you like to auto-£fix

(Modell_ConfigWithRoles] iz not
(Modell_ﬂonfigﬁithRoles) has a p
(Modell_ConfigWithRoles] iz neot

them? [GENUSTO015]

3. Click Yes to auto-fix the issues listed in this error message. The Please
Wait bar appears. When the job is completed, the new universe appears in
the Universes list.
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Deleting a Universe

To delete a Universe
1. Click Delete next to the Universe you want to edit.

A warning screen opens.

Are you sure you want to delete =Universe= |?

2. Click Yes to delete the universe.
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Setting Connectors

Connectors are defined for specific converters, which are service programs
necessary for importing and exporting user and user privileges information
(entities and the links between them) from corporate security systems into CA
Eurekify Role & Compliance Manager. Import/Export processes can be
performed either from the Eurekify Sage DNA Data Management (DM) client
tool or through the Eurekify Portal.

User and user privileges information can be imported directly into Eurekify
Sage by using the Import option on the CA Eurekify Role & Compliance
Manager Sage DNA Data Management (DM) menu bar (see Chapter 2: in the
CA Eurekify Role & Compliance Manager Sage DNA Data Management manual).
This option enables importing Active Directory, CSV, RACF or SQL files into
Eurekify Sage by creating a communications link to the downloading
(production) server. Eurekify Sage database files are simple text files.
However, Eurekify Sage converters ensure that imported files will adhere to
Eurekify Sage file format rules.

The DM module provides a number of converters. Each converter supports a
specific type of data source. There are three basic types of data sources:

Platform specific

These converters enable the download/upload of information stored in the
native security systems on the most common operating systems (for
example: UNIX or SAP).

Specialty security systems (for example: RACF)

This refers to security-dedicated software systems located on various
platforms.

Identity management systems (for example CA Identity Manager)

This refers to human resource software systems located on various
platforms.

The Eurekify Portal provides you with the option to define these converters as
Import Connectors or Export Connectors for the specific corporate
environment. The converters are conveniently located in the Import and Export
menus of the CA Eurekify Role & Compliance Manager Sage DNA Data
Management application. For further information on importing, exporting and
converters see the CA Eurekify Role & Compliance Manager Sage Data
Management User Guide.

Note: At some point you may have to access the DM in order to edit the
specific converter's Settings and Mappings file. For further information see the
CA Eurekify Role & Compliance ManagerSage DNA Data Management User
Guide.
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At the end of an audit process, the original configuration that was downloaded
from the end-point is compared to the new configuration. The configuration
variance between the original and the updated configuration, resulting from
the audit and the implementation of corporate policies and enforcing
regulatory compliance, is uploaded via Export-Connectors to the endpoints.
This section discusses the following procedures:

m  The Connector Settings panel

m  Create a new import connector

m  Create a new export connector

m  Run a connector

m  Edit a connector

m  Delete a connector

Connectors are defined specifically either as an import connector or as an
export connector.

More information:

The Connector Settings Panel Tables (see page 348)
Creating a New Import Connector (see page 350)
Creating a New Export Connector (see page 354)
Running a Connector (see page 357)

Import Error Tickets (see page 359)
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The Connector Settings Panel Tables

The Connector Settings panel provides two connector tables:
m  Import Connectors Table

m  Export Connectors Table

Enterprise Role and Compliance Manager eUI'eRIfy

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration

Logout AD1\EAdmin
Administration > Settings > (¢

Connector Settings
Imports
#v Name Description

1 Basic import connector For demonstration purposes Edit Delete RUN

Exports

#r Hame Description
Mo Records Found

Each connector table displays a list of available connectors, ID numbers
description and provides the options to Edit, Delete or Run a connector. The
Create New button, located above each table, allows you to generate a new
import connector or a new export connector.

To access the connector tables
1. On the Administration menu click Settings.

The list of available options appears.

|
Administration = Settitgs

Settings

Connectaor Settings

Universe Settings
Properties Settings

Common Properties Settings
Audit Properties Settings

2. Click Connector Settings. The Connector Settings screen opens.
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To edit an existing connector

1. Click Edit next to the connector that you want to edit. You cannot change
the name of a connector. The contents of the other fields can be edited.

To delete a connector

1. Click Delete next to the connector that you want to edit.

A warning screen opens.

Really delete Basic import connector?

Yes [[1]

2. Click OK to delete the connector.
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Creating a New Import Connector

Connectors utilize the Eurekify Sage converters to import data from the
system's endpoints. You will need to know which converter you intend to use
and the name and location of the settings (xml) file and the mapping (xml) file
for this converter. For more information see the <role> Sage Data
Management User Guide.

Create New Import

Import client name™

Description™

Universe™ Choose One #
Settings XML file™

Mapping XML file®

Enrichment settings file

Remote system login password™®

Max duration time (seconds)™

Connector Java Class™ Choose One b
Workflow process name® Choose One |

Ticket Type® Choose One b

Priority SAGE:Mormal |»

Severity SAGE:Medium »

Cance

Import client name

Provide a name for the import connector.
Description

Provide a description of the import connector (its use, timing etc.)
Universe

Provide the name of the universe to be associated with this import
connector. The data obtained through this connector will be downloaded
into the universe's master configuration files. In the case of a first time
download, and there are no pre-existing configuration files, the import
process will create the configuration files.
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Settings XML file

Create this file in the Eurekify DM module. It is usually located in the
directory <Eurekify Home Directory>\<Converter Directory>. The
installation provides a default defaultsettings.xml file. For more
information see the CA Eurekify Role & Compliance Manager Sage DNA
Data Management User Guide.

Mapping XML file

Create this file in the Eurekify DM module. It is usually located in the
directory <Eurekify Sage Home Directory>\<Converter Directory>. The
installation provides a default mapping.xml file. For more information see
the CA Eurekify Role & Compliance Manager DNA Data Management User
Guide.

Enrichment settings file

(Optional) The data is usually downloaded from a specific endpoint. You
can enrich the original data by adding additional information from a second
source. For example, you can download user information from a security
related endpoint, and you can then enrich the data by accessing additional
data from a human resources database. This data may include, for
example, user addresses which were not available from the primary source
of information. For further information see Chapter 4 of the CA Eurekify
Role & Compliance Manager Sage DNA Data Management User Guide.

Remote system login password

The password is not saved within the system settings. Provide it at this
point.

Max duration time (seconds)

Provide an estimate of how long the import process takes. This is useful
when you know how long it should take, and therefore a longer import
time, indicates that there is a problem. You do not have to know exactly
how long it takes. You can provide an estimate. The import process will
end when the time specified is over.

Connector Java Class

Select the Java Class that matches the converter you will be using to
import the data from the system's endpoints. Sbt* classes enable the
connection between the Eurekify Portal which was written in Java and the
Eurekify Sage DNA which is not.

Workflow process name

Select the default import process. You can use the bundled Workpoint™
BPM engine to generate additional workflow processes.

Ticket Type

Tickets are work items that can be viewed in the Ticket Queue. Select the
default ticket type.
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Priority

Set the priority level. The available options are:

m Low

= Normal

m  Rush

m Critical
Severity

Set the severity level. The available options are:

m  Minimal
m  Medium
m  Serious
= Urgent
m  Critical

352 Portal User Guide



Setting Connectors

To create a new Import Connector

1. In the Connector pane, click Create New.
2. Enter the name of the new Import Connector.

3. Provide a clear and concise Description of the import connector.
4. Select the Universe from the drop-down list.

5. Enter the name and location of the Settings XML File.

You have to provide the full path and file name. You can locate the file
using your systems file browser and copy the name and path from the
Address bar and paste it in the text box.

6. Enter the name and path of the Mapping XML File.

You have to provide the full path and file name. You can locate the file
using your systems file browser and copy the name and path from the
Address bar and paste it in the text box.

7. (Optional) Provide the name and path of the Enrichment Settings file.
8. Enter the Remote system login password for accessing the endpoint.
9. Provide an upper estimate (in seconds) for the Max duration time.
10. Select the appropriate converter's Connector Java Class.

11. Select the default Workflow process name.

12. Select the default import Ticket Type.

13. Select the Priority.

14. Select the Severity.

When the new import connector is created, it appears in the Connector
Settings Import table.

More information:

Tickets and the Ticket Queue (see page 69)
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Creating a New Export Connector

Connectors utilize the Eurekify Sage converters to export data to the system's
endpoints. You will need to know which converter you intend to use and the
name and location of the settings (xml) file and the mapping (xml) file for this
converter. For further information see the CA Eurekify Role & Compliance
Manager Sage Data Management User Guide.

Create New Export

Export client name™

Description™

Universe™ Choose One | »
Settings XML file®

Mapping XML file*®

Remote system login password™®

Max duration time (seconds)®

Connector Java Class™ Chooze One b
Workflow process name® Choose One | %

Ticket Type*® Choose One v

Priority SAGE:Normal |

Severity SAGE:Medium |

Cancel

Export client name

Provide a name for the export connector.
Description

Provide a description of the export connector (its use, timing etc.)
Universe

Provide the name of the universe to be associated with this connector. The
uploaded data will be based on the universe's master/model configuration
files.

Settings XML file

Create this file in the DM module. It is usually located in the directory
<Eurekify Sage Home Directory>\<Converter Directory>. For further
information see the CA Eurekify Role & Compliance Manager Sage DNA
Data Management User Guide.
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Mapping XML file

Create this file in the DM module. It is usually located in the directory
<Eurekify Sage Home Directory>\<Converter Directory>. For further
information see the CA Eurekify Role & Compliance Manager Sage DNA
Data Management User Guide.

Remote system login password

The password is not saved within the system settings. Provide it at this
point.

Max duration time (seconds)

Provide an estimate of how long the export process takes. This is useful
when you know how long it should take, and therefore a longer export
time, indicates that there is a problem. The export process will end when
the specified time is over.

Connector Java Class

Select the Java Class that matches the converter you will be using to
import the data from the system's endpoints. Sbt* classes enable the
connection between the Eurekify Portal which was written in Java and the
Eurekify Sage DNA which is not.

Workflow process name

Select the default export process. You can use the bundled Workpoint™
BPM engine to generate additional workflow processes.

Ticket Type

Tickets are work items that can be viewed in the Ticket Queue. Select the
default export ticket type.

Priority

Set the priority level. The available options are:

m Low

m  Normal

m  Rush

m Critical
Severity

Set the severity level. The available options are:

= Minimal
m  Medium
m  Serious
m  Urgent
m Critical
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To create a new export connector

1. In the Connector pane, click Create New.
2. Enter the name of the new Export Connector.

3. Provide a clear and concise Description of the export connector.
4. Select the Universe from the drop-down list.

5. Enter the name and location of the Settings XML File.

You can locate the file using your systems file browser and copy the name
and path from the Address bar and paste it in the text box.

6. Enter the name and path of the Mapping XML File.

You can locate the file using your systems file browser and copy the name
and path from the Address bar and paste it in the text box.

7. Enter the Remote system login password for accessing the endpoint.
8. Provide an upper estimate (in seconds) for the Max duration time.
9. Select the appropriate Connector Java Class.

10. Select the default Workflow process name.

11. Select the default import Ticket Type.

12. Select the Priority.

13. Select the Severity.

When the new export connector is created, it appears in the Connector
Settings Exports table.
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Running a Connector

The Eurekify Portal provides two methods for importing/exporting data from
the source servers:

Manual

Select a connector and click Run. This will start the download/upload
process immediately.

Automatic

Create a job through the Job Scheduler. The import/export will run as
programmed by you. You will receive an email notifying you of the success
or failure of the import/export job.

An import job can run from a few moments to a few hours. You can monitor
the situation via the Import Ticket generated by the process.

ﬂ; Ticket Properties Form, - Windows Internet Explorer

& | http:fflocalhost: 8080 eurekify ks uif?wicket: bookmatkablePage=ticketPage 1 489: com. eurekify bms. web kemplate. Default TicketPagedticketTd=1489

Import Ticket

Ticket Id: 1480 owner: Eurekify Batch Admin | Previous Owner: Status: | pending Action v
Due Date: 09/01/2009 12:20:54 Priority: Severity: State:
Modified Date: no/n1/2000 11:47:42 Date Created: [ng/01/2000 11:47:35

Title:
Description:

Basic import connector 2009-01-00T11:47:34

Master Configuration Name :Master_firstRun »~
Model Configuration Mame :Model_firstRun
Import Mame :Basic import connector s

mport name:
Universe Id:

mport client:

Master configuration name: Master_firstRun
Model configuration name:  Model_firstRun
Settings XML file:
Mapping XML file:
Max duration time (seconds): 2000

orkflow process name: Import Config
Enrichment settings:

\Audit settings file:

lApproved audits audit card:

Ticket type title: FlowTicketForImport_V0.7

Basic import connector
Admin_Basic

C:\Program Files\Eurekify\Eurekiy Sage Client Tools V4.0'\Software\Converters\CA\CAConvert\defaultSettings.xml
C:\Program Files\Eurekify\Eurekify Sage Client Tools V4.0\Software\Converters\CA\CAConvert\defaultMapping.xml

CARemoteSystemExternalProcessConnector

<

Done

[# & nternet E100%
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The Details section provides you with the import connector's data.

The Import ticket provides the following functionality:
Close
Closes the ticket.
Save
Saves any changes made to the ticket.
Delegate
Transfers the ticket to another manager.
Escalate
Transfers the ticket to another manager.
Cancel Process
Provides the option to manually terminate an import process.
Acknowledge
The button is disabled until the process is completed. Click to complete and
archive the ticket.
To run a connector

1. In the Connector screen, select the connector you want to run (import or
export) and click Run next to it.

A warning window appears.

Are you sure you want to run Basic import connector?

‘-C
™
Ll
z
=

2. Click Yes to run the specified connector.
An Import Ticket is generated and it will appear in your Ticket Queue.

3. Click Acknowledge when the process is completed.
More information:

Job Scheduling (see page 360)

The Ticket Properties Form (see page 83)
Delegating an Info-Ticket (see page 94)
Escalating an Info-Ticket (see page 96)
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Import Error Tickets

When an import operation fails for some reason, the Eurekify Portal generates
an Error Ticket.

ff Ticket Properties Form - Windows Internet Explorer

& | http/flocalhost: 3080 eurekify ks uif wicket: bookmarkablePage=:com.eurekify. tms web, template. Default TicketPageddicket Id=1488 A
Error ~
Ticket Id: 1488 owner: SAGE ADMIN GROUP | Previous Owner: Status: | pending Action
Due Date: [07/01/2009 22:41:2 Priority: Sevey Slates
Modified Date: 7/01/2000 22:08:45 Date Created: 7/01/2000 22:08:46
Title: Error in: Basic import connector 2009-01-07T22:08:09. com.eurekify.batch.remoteConnectors. clients.CARemoteSystemExternalProcessConnat
Description: |yaster Configuration Mame :Master_firstRun
Model Configuration Name :Model_firstRun
Import Mame :Basic import connector
s
< ‘ 2
Done (3 € Internet H100% -

The Error ticket provides the following functionality:
Close

Closes the ticket.
Save

Saves any changes made to the ticket.
Delegate

Transfers the ticket to another manager.
Escalate

Transfers the ticket to another manager.

Acknowledge

The button is disabled until the process is completed. Click to complete and
archive the ticket.

Handle

This button ensures that even if multiple users received this error ticket,
only one will handle it. After one user clicks this button, the functional
buttons for this ticket will be disabled in the other users' ticket.

Terminate job
Manually terminates the currently running job.

Clean up

Cleans up the job's temp files prior to terminating the job.
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More information:

The Ticket Properties Form (see page 83)
Delegating an Info-Ticket (see page 94)
Escalating an Info-Ticket (see page 96)

Job Scheduling

The Job Scheduling function enables you to set up automatic and repeated
import/export instances. As each connector is assigned to a universe, the data
will be imported into/uploaded from the Eurekify configuration files designated
by the universe. An appropriate ticket is sent to the administrator's Ticket
Queue when the job is completed.

The screen is divided into two sections:

Job Scheduling

Enter the relevant data in the fields in this section to create a new
import/export event.

Jobs

A table listing all the recorded jobs and their description.

Enterprise Role and Compliance Manager

Home

Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin

Administration > Job Scheduer
Job Scheduling
Job Mame Connector Start Date HH MM  Repeat (Hours) Add Job
wms 1 ®h 1o 1
Jobs
Job Name Description JobClass Start Time Previous Execution Next Execution Delete
IMEX.\Weekly  Basic import connector ImportExportScheduledlob 2008-12-25 02:00:00 2009-01-01 02:00:00 Delete
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Scheduling a New Job
To schedule a new import/export event (job) you have to provide the following
information:
Job Name
Provide a concise and meaningful name.
Connector

Choose one from the drop-down list. The type of job depends on the type
of connector (import/export). The target Eurekify configuration files
depend on the connector's universe.

Start Date
Provide the date on which the job will begin.
HH
The hour of the day (1-24) when the job will commence.
MM
The minute (1-60) when the job will commence.
Repeat (Hours)
When the job will be repeated. The time period is specified in hours.
Add Job
Click this button to add the new job to the list of existing jobs.

To schedule a new job (import/export event)

1. On the Administration menu click Job Scheduler.

The Job Scheduling screen opens.

Enter a Job Name in the text box.

Select a Connector from the drop-down list.

Enter a Start Date. You can select a date using the pop-up calendar.
Set the exact hour and minute when the job should begin.

Enter the number of hours before the job is repeated.

Click Add.

N v s WD

The new job is added to the Jobs table.
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The Jobs Table

The Jobs table lists all the jobs that have been entered into the system. The
table contains the following fields:

Job Name

The name of the job.
Description

A description of what it does (export/import).
Job Class

Lists the connector's Java Class.
Start Time

Provides the date and time on which the job will begin.
Previous Execution

When a job is repeated, the previous date and time is listed here.
Next Execution

The date and time when the job is scheduled to be repeated.
Delete

Allows you to delete the job when you don't want it to run anymore.
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The Transaction Log

Home

The Eurekify Transaction Log (TxLog) provides detailed information concerning
all the actions taken within the system. The entries are listed by date.

Ticket Queue

Enterprise Role and Compliance Manager

Dashboards Self Service

Entity Browser Reports Administration Logout ADT\EAdmin

Administration = Tx/og Page
Showing 1 to 10 of 552 H 472345678910k by
ID Date Source Owner/Ticket  SDatal SData2 SData3  SData4 SDatad SDataé SData7  SData8 Parameters
1 30/10/2008 EurekifyScheduler EurekifyScheduler TriggerMisfired IMEX.Hightly 1}
16:34:58 import
17/11/2008 SAVE
: 15:08:13 THS 1 [eu] prassed. 1
Ticket
. 17/11/2008
3 Y ™S 1 UPDATE updated by 1
15:08:14 GUL
25/11/2008 SAVE
4 21:30:20 ™S 1 leun prassed. 1
Ticket
5 D008 gy 1 UPDATE  undated by 1
e GUIL
25/11/2008 SAVE
& 21:30:31 THS 1 (6l pressed. 1
Ticket
7 BILZ0E g 1 UPDATE  undated by 1
o GUIL
25/11/2008 SAVE
8 21:48:37 THS 1 [eu] prassed. 1
=11i200 Ticket

Home

When you first open the Transaction Log page, the table is empty and you can
see a filter that you can use to select which transactions you want to view.

Ticket Queue
lAdministration = Tlog Page

ID Date Source
No Records Found

Dashboards Self Service Entity Browser Reports Administration Logout ADI\EAdmin

Enterprise Role and Compliance Manager

Delete All!

owner/ Ticket SDatal SData2

SData3

SData4 SData5 SData6 SData? SData8 Parameters
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<Column>

Select the column that will determine which transactions will be viewed in
the Transaction Log table. You can filter the table contents based on the
following options:

m  Source: The subsystem where the transaction originated.
m  Owner: Owner or ticket ID
m SDatal
m SData2
m SData3
<text box>

Enter any data that may appear in the selected column to further filter the
transactions. The text is case sensitive.

OK

Updates the data presented in the transaction log table. If no filter was
supplied, all the existing transactions are listed.

Delete All

Deletes all the transactions saved by the Eurekify system.

Records per page

Select the number of records that will appear in the table.
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The following table provides some information on possible sources of
transaction logs:

com.eurekify.utils.TXLogClientImpl

Refers to completed Approval

EurekifyScheduler

Processes.

Refers to transactions involving the Job Scheduler.

SageDal

Refers to transactions concerning the configuration files.

T™MS

(Acronym) Ticket Management System.

Transaction Log

SData2 ||| |SAVE pressad. Delete Alll

Showing 1 to 10 of 111

1D Date

2 17/11/2008 15:08:13 TMS
4 25/11/2008 21:30:20 TMS
6 25/11/2008 21:30:31 TMS
2 25/11/2008 21:48:37 TMS
10 25/11/2008 21:48:57 TMS
12 25/11/2008 21:49:05 TMS
14 25/11/2008 21:49:14 TMS
16 25/11/2008 21:49:38 TMS
18 26/11/2008 09:36:25 TMS
20 26/11/2008 09:36:32 TMS

Source  Owner/Ticket SDatal SData2

1 [GUT] SAVE pressed.
1 [GUT] SAVE pressed.
1 [GUT] SAVE pressed.
1 [GUT] SAVE pressed.
1 [GUT] SAVE pressed.
1 [GUT] SAVE pressed.
1 [GUT] SAVE pressed.
1 [GUT] SAVE pressed.
170 [GUT] SAVE pressed.
170 [GUT] SAVE pressed.

# 4723456789100 B
SData3 SDatad SData5 SData6 SData7 SData8 Parameters

1
Records per page: | 10 ¥

To view transactions in the Transaction Log table

1.

On the Administration menu click TxLog Page.

The Transaction Log screen opens.

(Optional) Filter the data you

want to view in the Transaction Log table:

Select a field from the Column drop-down box and enter the field content.

Click OK.

The requested transaction log

s appear in the Transaction Log table.

(Optional) Click Delete All to delete all the transactions currently saved by

the system.

More information:

Setting the Number of Records Per Page (see page 23)

Chapter 15: Using Administration Functions 365



Cache Manipulation

Cache Manipulation

Load Cache

Enterprise Role and Compliance Manager eureRIfy

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout ADL\EAdmin

Administration > Load (3che

Load Configuration to Cache
Choose Configuration

Using the Eurekify server's cache improves performance. This is achieved by
uploading the current Universe and configuration data to the cache. Accessing
the server's cache is much faster than accessing the hard drives, so users can
receive information more quickly than if they had to receive content from the
server hard drives.

This section covers the following topics:

m  Loading the cache

m  Clearing the cache
More information:

Load Cache (see page 366)
Clear Cache (see page 367)

This utility is used to swiftly load a specific configuration into the Eurekify
Server's memory cache.

To load a specific configuration into the Eurekify Server's memory
cache

1. On the Administration menu click Load Cache.
The Load Configuration to Cache screen opens.
2. Select a Configuration from the drop down list.

3. Click OK.
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Clear Cache

This utility is used to swiftly clear the Eurekify Server's memory cache. It is
useful in the special case where you updated the configuration data (for
example changing permissions) in the DNA and you want to make sure that
anyone running the system will use the updated data.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service
Administration > Clear Cache

Entity Browser Reports Administration Logout AD1\EAdmin

Clear Cache

Clear Caches

To load a specific configuration into the Eurekify Server's memory
cache

1. On the Administration menu click Clear Cache.
The Clear Cache screen opens.

2. Click Clear Caches to clear the Eurekify Server's memory cache.
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Properties Settings

The Properties Settings utility gives you access to the system property file
Eurekify.properties, allowing you to create new property keys and access and

edit the values of existing property keys.

For ease of use, properties that are considered to be common properties, such
as of the type properties.headers.commonProperties are listed separately
under the Settings sub-menu as Common Properties Settings. This utility
functions in the same way as the general Properties Settings utility.

Enterprise Role and Compliance Manager

Home Ticket Queue

Properties Settings

Properties

Dashboards

Administration = Setfings = Properties Settings

Self Service Entity Browser

Create Mew

Reports

eurefify

Logout AD1\EAdmin

Administration

Showing 1 to 20 of 111
Type

Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file
Edit Eurekify_home_properties_file

Property Key
tms.filter.variable.delimiter

workpoint. deleteRole.reference
sage.admin.password
format.date.display
approvals.configuration. mail.user
tms.debug
racl.szgeMaster.udb.defuaiCustomFialds
approvals.configuration.mail.from
sleepDelay

approvals.configuration. webservice.retry.delay.seconds
approvals.configuration.updateRole.minimumLinks
approvals.configuration. mail.serverPort
waorkpoint.deletelUserRole.reference
‘tms. configuration.mail.user

tms. configuration.xml.properties

tmes. ticketQueue.maxChildren
tms.userColumns

sage.batch.role

sage.batch.debugMode

tmes. configuration.mail.from

4 47123456F B
Property Value
5%
DROL
eurekify
ddfMM/yyyy HH:mm:ss
DemoV4@Eurekify.com
false
ManagerlD, Title
TMS@eurekify.com
2500
30
4
25
DURD
DemoV4@Eurekify.com
tmsProperties,approvalProperties
20
Userhame, Organization, Organization Type, Emal, Location, Title
Eurekify Batch Role
log
TMS@eurekify.com

Records per page: | 20 ¥

Fiter Properties Keys Containing:

Apply Filter

The Properties table contains the following columns:

Type

The name of the associated property file.

Property Key

The name of the property key.
Property Value

The value assigned to the property key.
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The Eurekify Properties page provides the following functions:
Create New

Use to create new Property Keys.
Edit

Use to edit existing Property Keys.
Apply Filter

Use to filter the properties list.
Records per page

Select the number of records that will appear in the table.
When creating a new key or editing a new one, the data is not saved directly
to the Eurekify.properties file. Instead the updated property key value is saved
to the Eurekify ERCM's database. When you run the Eurekify Portal, the
Eurekify ERCM will check the database property listings. If the value of a

property key in the database is different than the value listed in the
Eurekify.properties, the system will use the value listed in the database.

Note: The database values do not change during system updates.

The Eurekify Portal provides you with two databases to store your update key
values:

DB_dynamic_properties

The change is immediate. You do not have to wait for the server to go
offline to update the property values.

DB_static_properties

The change will take place the next time that the server is restarted.
Note: Servers go offline for regular maintenance and backup. The changes
made to the property values designated DB_static_properties will be
implemented the next time the server goes back online.
To access the Properties page
1. On the Administration menu click Settings.

The list of available options appears.
2. Click Properties Settings.

The Eurekify Properties Page screen opens.
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More information:

Accessing the Common Properties Settings Page (see page 370)
Eurekify Properties (see page 409)
Setting the Number of Records Per Page (see page 23)

Accessing the Common Properties Settings Page

Common properties are properties of the type
properties.headers.commonProperties.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration Logout AD1\EAdmin
Administration > 5ettings = € Properties Settings

properties.head pertiesPage

properties.headers.commonProperties

Type Property Key Property Value

Edit  Eurekify_home_properties_file statisticalservice.url http://localhost:8080/ eurekify/services/sageStatisticalService

Edit  Eurekify_home_properties_file pbe.provider

Edit  Eurekify_home_properties_file pbe.algorithm PBEWithMD3ANdDES

Edit  Eurekify_home_properties_file campaignService.url http://localhost:8080/ eurekify/services/ campaignService

Edit  Eurekify_home_properties_file sage.passphrase aurakify

Edit  Eurekify_home_properties_file phe.enzble true

Edit  Eurekify_home_properties_file sageBrowsingService.url http://localhost:2080/ eurekify/services/sageBrowsingService

Edit  Eurekify_home_properties_file reportsServicesTimeout 3600000

Filter Properties Keys Containing: Apply Filter

For instructions on how to create a new property key or edit an existing one
see:

m  Create a new Property key

m  Edit an existing property key

To access the Common Properties page

1. On the Administration menu click Settings.
The list of available options appears.

2. Click Common Properties Settings.

The Eurekify Properties Page screen opens.
More information:

Creating a New Property Key (see page 371)
Editing a Property Key (see page 372)
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Creating a New Property Key

Property keys are defined and provided as part of the Eurekify ERCM product,
out-of-the-box. At times, you may find it necessary to add a new property key
to the Eurekify property file. The Properties Settings utility makes this easy to
do.

When you want to create a new property key, you have to enter the key
before you click Create New. If you do not, you will receive the following
message: cannot create a property with a null/empty key. [GENPRP0OO03]

Properties Settings

Properties

Create New can not create a property with & nullfempty key, [GENPRPOOS]

After you enter the new property key name and click Create New, the Edit
Property screen opens.

Save is disabled. The reason is that, for security reasons, when you edit a
property key, the change is not saved directly to the properties file. Instead
the updated property key value is saved to the CA Eurekify Role & Compliance
Manager database.

The Eurekify Portal provides you with two databases to store your update key
values:
DB_dynamic_properties

The change is immediate. You do not have to wait for the server to go
offline to update the property values.

DB_static_properties

The change will take place the next time that the server is restarted.
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To create a new property key

1. In the Eurekify Properties page enter a name of a property key in the text
box under Properties.

2. Click Create New.
The Edit Property screen opens.
3. Enter a Property Value in the text box.
4. Select a database Type from the drop-down list.

5. Click Save. The new property appears in the Properties .

Edit Property

Property Key: approvals. configuration.updateResource.minimumLinks
Property Value:

Type: |Ch|:u:|5e One V|

| Save | Cancel

Editing a Property Key

Following system changes you may need to update the value of a property
key. For example, if you change the name of the SMTP (email) server, used by
your corporation to send out emails.

When you click Edit next to an existing property key, the Edit Property screen
opens:

Edit Property

Property Key: approvals.configuration.updateRole.minimurmLin ks
Property Value: 5

Type: | Eurekify_home_properties_file V|
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When editing an existing property, the source of the property is listed in the
Type drop-down.

Save is disabled. The reason is that, for security reasons, when you edit a
property key, the change is not saved directly to the properties file. Instead
the updated property key value is saved to the CA Eurekify Role & Compliance
Manager database.

The Eurekify Portal provides you with two databases to store your update key
values:
DB_dynamic_properties

The change is immediate. You do not have to wait for the server to go
offline to update the property values.

DB_static_properties

The change will take place the next time that the server is restarted.

To edit a property key

1. (Optional) In the Eurekify Properties page enter a name of a property key,
or part of one, in the filter text box located below the Properties table.
Click Apply Filter.

The Properties table presents only keys that match your filter criteria.
2. Click Edit next to the property key that you want to change.
The Edit Property screen opens.
3. Enter a Property Value in the text box.
4. Select a database Type from the drop-down list.
5. Click Save.

The updated property appears in the Properties screen table.
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Eurekify Configuration Settings

The Eurekify master configuration handles user access to the Eurekify Portal. A
user has access to the Eurekify Portal only if they are listed in the Eurekify
configuration (Eurekify.cfg), which is actually the configuration of internal CA
Eurekify Role & Compliance Manager permissions.

When you add a new Universe to the system, prior to updating the RACI
configurations, you have to make sure that all the users associated with the
Universe (via the configuration) have access to the Eurekify Portal. This is
necessary since the users listed in the universe's configuration may need to
access the portal to perform self-service tasks (users), or approval tasks
(managers), or certifications tasks (managers).

This process is also important when new users have been added to the
universe's configuration.

As all persons in an organization probably already have accounts on the
organization's main authorization authorities (such as, for example,
Active-Directory), the best way to update Eurekify configuration is from this
source, which actually is one (or more) of the end-points already imported to
ERCM and residing as a configuration/universe within its database.

To check the Eurekify configuration for new users when creating a new
Universe

1. On the Administration menu click Eurekify Configuration Settings.

Administration = Ewrekiy Confguration Settings

Eurekify Configuration Settings

Update Eurekify configuration with universe users

2. Click Update Eurekify configuration with universe users.

The Update Eurekify Master with Universe Users screen opens.

Update Eurekify Master With Universe Users

Select Universe: |{slE=Rels Select
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3. Select a Universe from the drop-down list.

4. Click Select.

An appropriate notice appears when the process is completed. For
example:

Update Eurekify Master With Universe Users

Select Universe: | Portal Rl Select

New users

No records were found

Users to update

No records were found

Users To Fix (these users are missing a login field data)

No records were found

5. If the system identified records that need to be updated or fixed, check the
system suggestions and act as necessary.

Note: We recommend that you use the Eurekify Sage DNA module to fix the
records.
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RACI Operations

Create RACI

The RACI model is a tool that can be used for identifying roles and
responsibilities during an organizational audit, thereby making the audit
process easier and smoother. The model describes what should be done by
whom during audits and when corporate changes take place.

RACI is an abbreviation for:
R = Responsible, who owns the problem/project.

A = Accountable, to whom R is accountable, who must sign off (Approver) on
work before it is accepted.

C = Consulted, who is to be consulted, who has information and/or the
capability necessary to aid in completing the work.

I = Informed, who must be notified of results (but does not need to be
consulted).

The Eurekify Portal uses RACI for various purposes. Its main use is for the
purpose of identifying entity managers (Approvers). It is important that every
model-configuration that you wish to audit be run through the RACI generator
so that the Approvers will be listed correctly.

The RACI utility takes the data in the fields you identified when you defined
the Universe as manager fields and tags them as the system's Accountables.
The user manager data is taken from the configuration file's user database
(*.udb). While any user can be accountable for multiple entities, each entity
has only a single person accountable for it.

Note: Run the RACI utility before running a campaign, otherwise the system
won't have users identified as entity Accountables, and the Eurekify ERCM
won't be able to send the Approver tickets to the correct entity managers. If
you didn't run RACI, you will either receive an error message, or all the
entities will be listed with the campaign-owner for approval.

Note: Update Eurekify users' database before generating RACI for the
universe.

Once a Universe is created, it is necessary to create its RACI configurations.
The RACI configurations control the assignments of certification/attestation or
approval tasks to their respective Accountable person. There are four RACI
configurations, one for each of R,A,C,I. ERCM automatically creates the A
configuration, based on the Owner or Manager fields of the Universe.
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To create the RACI configurations
1. On the Administration menu click Create RACI.

The Create RACI configurations screen opens.

Create RACI Configurations
Choose Universe | Choose One |#
2. Select a Universe from the drop-down.

3. Click Create RACI.

An appropriate notice appears when the process is completed.

Create RACI Configurations

Choose Universe | Portal b
Create RACI

s Successfully Created RACI configurations for Portal

Note: If the RACI configuration files become corrupted, you can access them
through the Eurekify DNA module. On the File menu click Review Database.
This allows you to view/delete the files.

More information:

Eurekify Configuration Settings (see page 374)

Synchronize RACI

Once the Universe's RACI configuration is created, it needs to be maintained in
order to account for additional entities which are added to the universe, and
therefore should also be reflected in the Universes' RACI.

Note: RACI synchronization does not affect the links already present in the
RACI configurations. It just adds new entity data or deletes entities that no
longer exist. This means that if an existing entity's manager was changed, the
Synchronize RACI utility will not update this information.
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To synchronize the RACI configurations
1. On the Administration menu click Sync RACI.

The Sync RACI Configurations screen opens.

Enterprise Role and Compliance Manager eUI'eRIfy

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration
Administration = Syne RACT

Logout AD1\EAdmin

Sync RACI Configurations

Choose Universe

2. Select a Universe from the drop-down.
3. Click Sync RACI.

An appropriate notice appears when the process is completed.

TMS Administration

TMS stands for Ticket Management System. Tickets are work items used to
track information, run jobs or notify users of events.

Tickets are generally not removed from the system (except when you click
Cancel Process). They are archived. Tickets should be considered undeletable.
But, nevertheless, in extreme circumstances, it's possible to delete all the
system tickets.

Important! We highly recommend that you back up your system before
deleting the system ticket and/or ticket types.

Administration = TMS Administration

TMS Administration Page

Delete All Tickets

Delete All Tickets and Ticket Types M
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The TMS Administration utility provides you with two options:
m  Delete All Tickets
m  Delete All Tickets and Ticket Types

Click Delete next to the serviced that you want to run. When completed a
message appears:

TMS Administration Page

Delete All Tickets

Delete All Tickets and Ticket Types
Delete All Tickets succeedead.

More information:

Tickets and the Ticket Queue (see page 69)

System Checkup

System checkup is an administrative tool that allows you to examine whether
certain processes are working correctly. At this time, you can only check
whether the Eurekify Portal's SMTP process is working correctly.

Enterprise Role and Compliance Manager

Home Ticket Queue Dashboards Self Service Entity Browser Reports Administration
Administration = Systerm Checkup

Logout AD1\EAdmin

System Checkup
SMTP Checkup
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SMTP Checkup allows you to check two email systems:

T™MS

The Ticket Management System's email connections

APP

General Eurekify Portal email connections.

Administration = System Checkup = SMWTF Checkuo

Checkup Options

Send Mail Tms Send

| Send
Send Mail App

To perform an SMTP checkup

1.

On the Administration menu click System Checkup.
A list of System Checkup options appears.

Click SMTP Checkup.

The Checkup Options screen opens.

To check the TMS email system: Enter an email address in the Send Mail
TMS box.

To check the App email system: Enter an email address in the Send Mail
App.

Click Send.

The Executing bar appears.

Check the email box to see if the email arrived. If an email does not arrive,
this indicates a problem that needs to be corrected.
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Chapter 16: About Security &
Permissions

Security

In a world where corporate security has immense ramifications, especially
when you consider the potential harm that could result from loss, inaccuracy
(when unauthorized personnel attempt to use various features), alteration by
unauthorized users or misuse of data and resources. It is important that the
software operate at a level of security that is consistent with the prevention of
such potential harm.

The Eurekify Portal is accessible to both senior administrators and regular
users. The different types of users have different needs and system usage. The
Eurekify Portal has a comprehensive, Role based, security and permissions
structure aimed at ease-of-use on one hand, and maintaining appropriate
security on the other hand.

This chapter discusses the Eurekify Portal’s security issues and solutions, both
on the general level and on the user level.

This section contains the following topics:

Security (see page 381)
Permissions (see page 384)

Software security is intended to prevent both unintentional and malicious
harm. There are various ways of achieving this goal. This section presents the
Eurekify Portal’s solutions for specific security issues.

This section covers the following topics:

m  Turning security on or off

m  Authentication settings

m  Encryption
More information:
Turning Security On/Off (see page 382)

Authentication Settings (see page 383)
Encryption (see page 383)
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Turning Security On/Off

Software security can have one of two default positions:
Default Deny

Under these conditions, everything not explicitly permitted, is forbidden.
While it may improve security, it does so at a cost in functionality.

Default Permit

Everything is permitted. The advantage of this kind of security operation is
that it allows greater functionality, and it may be adequate for the initial
phases of setting up and testing the system.

By default the Eurekify Portal’s security parameter is set as disabled. This
means that when a user logs in, using a recognized user name, the Eurekify
Portal will not check the user’s permissions: no limits will be placed on what is
visible to the user. The user can see all the menus and menu options and the
user can activate and use them all.

The security parameter located in the eurekify.properties file is:

sage.security.disable=true

When this property is set to =False, the system shifts to the Default Deny
position and only what is explicitly permitted will be visible and enabled for the
user.

More information:

Permissions (see page 384)
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Authentication Settings

Encryption

Authentication is the act of establishing that a user does indeed have security
permission to gain access to the Eurekify Portal. The security parameters
located in the eurekify.properties file governs the necessity of using a
password to obtain access to the Eurekify Portal:

sage.security.disable. ADAuthentication=true

When this property is set to =True, the user does not have to use his/her
established password in order to log in to the Eurekify Portal and any
alphanumeric combination will allow them to gain entry.

When the property is set to =False, only registered passwords will provide
access to the Eurekify Portal. This means that there has to be a corporate
Active Directory server that has a list of all the users and their passwords.
When a user attempts to log in, the user and password are sent to the Active
Directory server for authentication.

When sending the user login and password data, it is recommended that this
data be encrypted. The security parameter located in the eurekify.properties
file is:

sage.security.disable.ssl. ADAuthentication=true
When this is set to =True, SSL authentication is disabled.

SSL, or Secure Sockets Layer technology enables encryption of sensitive
information during transactions.

When the parameter is set to =False, that is SSL encryption is enabled, you
have to also supply the keystore file:

sage.security.eurekify.keyStore file=

The keystore file is a database that stores the private and public keys
necessary for SSL encryption and decoding.
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Permissions

When security is enabled, every action a user attempts is checked against the
users’ permissions. For this purpose, Eurekify.cfg provides a set of resources
that govern the various permissions.

It should be noted, that the option that allows an Approver to view the
contents of an Approver ticket, even if the Administrator did not give the
Approver the appropriate permissions, sets up resources to handle this issue in
the background. These permissions are limited to the specific campaign’s
requirements.

There are no permission filters for Delegate/Escalate.

More information:

Eurekify Configuration Structure (see page 384)

Eurekify Configuration Structure

Link Type Resources

This section discusses how the eurekify.cfg file’s resource definitions impact a
user’s permissions. In general, various types of resources are pre-defined as
permission related resources. The system recognizes three families of such
resources:

m Link
m  Doc_Access
m  Filter

The easiest way to view and edit these resources is within the CA Eurekify Role
& Compliance Manager Sage DNA module.

Resources whose type is Link determine which menu options will be visible to
each user.

Res Mame 1 | Res Name 2 [11] pescription [[ Type
[TrnsSystem,*] * [ this resource will grant all links permissions in Eurekify Portal for portal TAG: TmsSystem LIMK
[DashBoard, *] * 1 this resource will grant all links permissions in Eurekify Portal for portal TAG: DashBoard LINE,
[Selfservice.*] * [ this resource will grant all links permissions in Eurekify Portal for portal TAG: SelfService LIMK
[Campaigns.*] * [ this resource will grant all links permissions in Eurekify Portal for portal TAG: Campaigns LIMK
[Reparts.*] * [ this resource will grant all links permissions in Eurekify Portal for portal TAG: Reports LIMK
[Administration, *] * [ this resource will grant all links permissions in Eurekify Portal for portal TAG: Administration  LIMK
[debug.*] * [ this resource will grant all links permissions in Eurekify Portal for portal TAG: debug LIMEK
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The general syntax is:

[<Menu-Name>.<sub-menu>]

For example: [Self-Service.*] allows users linked to this resource permission
to see and use all the available Self-Service menu items.

Adding [Exclude], after the square brackets, excludes a specific menu or menu
item from the user’s menu options.

Doc_Access Type Resources

DocAccess deals with permission to access documents: configuration, audit
card, universe, and so on.

Res Mame 1 | Res Mame 2 || || Descripkion || Type |
[UMIVERSE][R] * [ this resource will grant all permissions to UNIVERSE documents DOC_ACCESS
[COMFIGURATIOM][RW] * *[ this resource will grant all permissions o CONFIGURATION documents DOC_ACCESS
[AUDITCARDIRW] * [ this resource will grant all permissions to AUDITCARD documents DOC_ACCESS
[BPRI[RW] * *[ this resource will grant all permissions to BPR. documents DOC_ACCESS
[DATABASE]RW] * * [ this resource will grant all permissions to DATABASE documents DOC_ACCESS

The general syntax is:

[<Document type>]

For example: [AUDITCARD] allows users linked to this resource permission to
access this type of file.

Adding the modifier Read ([R]) or Read/Write ([RW]) sets the level of access
to the files that the user is permitted to access. The value entered in the
column Resname? influences the level of permissions. * (asterisk) indicates -
full permission for all such files, or a specific entity can be listed here, for
example, a configuration name, a universe name.
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Filter Type Resources

There are 3 types of filter resources:

[Filter_User]
[Filter_Role]

[Filter_Resource]

Res Mame 1

[FILTER._USER]
[FILTER._ROLE]
[CONFIGURATION][R]
[TrisSystem]
[FILTER._USER]
[FILTER._ROLE]
[FILTER._RES]
[FILTER_ROLE]
[FILTER_USER]
[FILTER_RES]
[FILTER_ROLE]
[FILTER._USER]
[FILTER._USER]
[FILTER._ROLE]
[FILTER_RES]
[FILTER._USER]
[FILTER._ROLE]
[FILTER_RES]
[CONFIGURATION][R]
[FILTER._USER]
[FILTER._USER]
[FILTER._ROLE]
[FILTER._RES]
[FILTER._USER]
[FILTER_USER]
[FILTER._ROLE]
[FILTER_RES]
[FILTER_ROLE]
[FILTER._USER]
[FILTER._RES]
[FILTER_ROLE]
[FILTER._RES]
[FILTER._USER]
[FILTER_ROLE]
[FILTER._USER]
[FILTER._USER]
[FILTER._ROLE]
[FILTER. RES]

Res Mame 2

Demol
Madel_Configit...
* *

Demol
Demol
Demol
Demal
Demal
Demol
Demol
Demol
Demol
Demol
Demol
Portal
Portal
Porkal
Madel2_Configii...
Portal
Portal
Portal
Portal
Portal
Partal
Portal
Portal
Porkal
Portal
Portal
Porkal
Portal
Portal
Porkal
Portal
Portal
Portal
Portal

Res Mame 3 | || Description

Filter14

Fiter15
*

Filter13
Filter13
Filterz0
Filterz1
Filter22
Filker23
Filterz4
Filterzs
Filter2e
Filterz7
Filterzg
Filter2a
Filter30
Filter31
*

Filter33
Filter34
Filter3s
Filter36
Filter37
Filter3a
Filter3a
Filter40
Filter41
Filter4z
Filter43
Filter44
Filter4s
Filter4e
Filter47
Filter4g
Filter42
Filter50
Filters1

Campaign automatic filter
Campaign automatic Filker

Read Access ko campaign co...
Link Access ko TMS {Auta gen...

Campaign aukoratic Filter
Campaign autamatic Filter
Campaign autamatic Filter
Campaign autoratic filter
Campaign autamatic Filter
Campaign autamatic Filter
Campaign automatic filker
Campaign autamatic Filter
Campaign autamatic Filter
Campaign aukoratic filker
Campaign autamatic Filter
Campaign autamatic Filter
Campaign automatic filter
Campaign autamatic Filter

Read Access ko campaign co...

Campaign automatic filter
Campaign aukoratic Filter
Campaign autamatic Filter
Campaign autamatic Filter
Campaign autoratic filter
Campaign autamatic Filter
Campaign autamatic Filter
Campaign automatic filker
Campaign autamatic Filter
Campaign autamatic Filter
Campaign aukoratic filker
Campaign autamatic Filter
Campaign autamatic Filter
Campaign aukoratic filker
Campaign autamatic Filter
Campaign autamatic Filter
Campaign automatic filter
Campaign automatic Filker
Campaign aubomatic filker

FILTER.
FILTER.

DOC_A...

LIME

FILTER.
FILTER.
FILTER.
FILTER
FILTER
FILTER.
FILTER
FILTER.
FILTER.
FILTER.
FILTER.
FILTER.
FILTER.
FILTER.

DOC_A...

FILTER.
FILTER.
FILTER.
FILTER.
FILTER
FILTER
FILTER.
FILTER
FILTER.
FILTER.
FILTER.
FILTER.
FILTER.
FILTER.
FILTER.
FILTER.
FILTER.
FILTER.
FILTER

{={type=user }{Altype=resource){sagelser=4$PersonIDé$)))
(=({type=role)i Altype=resource)isagelser=4$PersonID$)

(Alkype=user)(sagelser=F$PersonlDFs )
{={type=role)A{type=user){sagelser=$$PersonID$$ )
{={type=resource)iAltype=user)isageUser=4$PersonIDé$)))
(Altype=role)sageUser=43PersonlDéE))
(={type=user){Altvpe=role){sagelser=$$PersonID$E )
{={type=resaurce)iAitype=rolz){sagelser=4$PersonID$$
(={type=role)iAltype=role){sagelser=$$PersonlD$)
(PersonID=99553136)
(~{user=99353136))
(~{UsEr=99353136))
(r{UsEr=99853136))
{Alkype=user){sagelser=F$PersonlD$$))
{={type=role)a{type=user ){sagelUser=4$PersonID§$ )
(={tvpe=resource){Altvpe=user){sagelser=$$PersonIDEE)))

(PersonID=29553136)
(~{user=99353136))
{r{user=99353136))
(~{user=99853136))
(PersonID=64646410)
(r{user=5646464100)
(~{user=5646464100)
(~{user=64646410))
(Altype=role){sagelser=4$4PersonIDEE))
{={type=user){altype=role){sageUser=$$PersonID$$ )
(={type=resource)iAltype=role)isagelser=4fPersonIDd )
(={type=role)Altvpe=role)isagellser=$$PersonlD$$)))
{Alkype=resource){sagelser=$$PersonID$4))

( ={type=user){altype=resource)isagelser=43PersonIDdd) )
(={type=role){altvpe=resource)sagelser=4fPersonIDEE )
(PersonID=93572110)

(r{user=938721100)

(relUsEr=238721100)

{ro{ucer=038721100)
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The following columns provide important information when the resource’s type
is Filter:

Res Name 1

The resource name.
Res Name 2

The Universe name.
Res Name 3

Filter number.
Description

A description of the filter.
Type

The resource’s type.
Filterl

A Gfilter. For example:

(>(type=role)(A(type=user)(sageUser=$$PersoniD$$)))

More information:

Gfilters (see page 387)

Gfilters

This section explains the syntax of the filter used in the Filter type resources.
The filtering is based on LDAP filtering of Sage entities.

The Sage LDAP filter is designed implicitly define a set of Sage entities (users,
roles or resources). The filter is based on the standard LDAP filter format with
some minor adjustments.
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Filter Format

The filter format relies on the LDAP pre-fix filter. The filter is constructed from
an expression which, in turn, may be constructed from sub expressions.

Each expression should by surrounded by round brackets ("(",")") and should
represent a set of Sage entities.

The simplest form of expression is a pair of a Sage entity field name and a
regular expression representing desired values with an equality sign between
them. For example: "(Location=Cayman)" or "(PersonID=86.*)".

Another simple form of expression is (Location>Cayman) which will bring users
whose Location field lexicographically follows Cayman. Thus, an expressions
such as:

(&(UserName>A)(UserName<B))
brings users whose Organization field is IN THE RANGE of A-B (inclusive).

Another type of simple expression is available for retrieval of relations. It
starts with the ~ sign followed by brackets with a pair of relation type
(user/role/resource) and the related entity name separated by an equals sign.
For resources, three sets of brackets with the three names appear after the ~.
For example:

(~(role=Cayman)) or (~(resnamel=email)(resname2=outlook)(resname3=WinNT))

Expression may also have logical operations applied to them. The available
operations are AND, OR and NOT. AND and OR are binary operations and
should be applied to pairs of expressions while NOT is a unary operation.
Operation symbols are:

& - AND

| - OR

I - NOT

Operator symbols are prefixes and should be placed before the expression/s

Usage examples:
"(&(Location=Cayman)(Organization=Finance))" - users in the Cayman finance office.
"(](Country=US)(Country=UK))" — people in the US or the UK.

"(I(Active=false))" — Active users.
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Filters may be as compound as necessary as long as they adhere to the above
rules. For example:

"(&(|(Country=US)(Country=UK))(&(! (Active=false))(Organization=Finance)))"

Are all the users which are from the US or the UK and are active users from
the finance department.

Filter Extensions
These filter extensions are for internal use only (campaigns)
additional operators which involve the RACI model:
A - approved entities
> - links to approved entities

Usage examples:

m  All roles whose approver is "AD1\Admin”
(A(type=role)(sageUser=AD1\Admin))

m  All roles linked to users whose manager is "AD1\Admin”

(>(type=role)(A(type=user)(sageUser=AD1\Admin)))

Portal Structure (XML)

The Portal structure (the menus and sub-menus) is governed by an XML file:
portal-structure.xml. A copy of the full xml document can be seen in
Appendix C: Portal Structure (XML). These instructions determine the Eurekify
Portal’s menu structure

More information:

Portal Structure (XML) (see page 417)
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Chapter 17: Troubleshooting

This chapter provides a list of the Eurekify Portal Error Messages

This section contains the following topics:

Eurekify Sage Error Messages (see page 391)

Eurekify Sage Error Messages

Eurekify Sage contains a system of messages that is intended to provide an
alert when an activity cannot be completed as defined or if further information
is needed to complete the activity: The following table displays typical
messages and the type of action to perform:

Field Code Description
settings.raci.create.missingmanagers.errcode adm001 It is recommended that all universe
manager fields be filled before
creating raci, so that accountable
links can be automatically added.
settings.raci.create.alreadyexist.errcode admO002 raci configurations already exist for
{0}
settings.raci.create.fail.errcode admO003 failed to create raci configurations
for {03}
required.errcode app001 field '${label}' is required.
iconverter.errcode app002 '${input}' is not a valid ${type?}.
numbervalidator.range.errcode app003 ${input} is not between
${minimum} and ${maximum?}.
numbervalidator.minimum.errcode app004 '${input}' is smaller than the
minimum of ${minimum?}.
numbervalidator.maximum.errcode app005 '${input}' is larger than the
maximum of ${maximum?}.
numbervalidator.positive.errcode app006 '${input}' must be positive.
numbervalidator.negative.errcode app007 '${input}' must be negative.
stringvalidator.range.errcode app008 '${input}' is not between

${minimum} and ${maximum?}
characters long.
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Field Code Description
stringvalidator.minimum.errcode app009 '${input}' is shorter than the
minimum of ${minimum?}
characters.
stringvalidator.maximum.errcode app010 '${input}' is longer than the
maximum of ${maximum?}
characters.
stringvalidator.exact.errcode app0O11 '${input}' is not exactly ${exact}
characters long.
datevalidator.range.errcode app012 '${input}' is not between
${minimum} and ${maximum?}.
datevalidator.minimum.errcode app013 '${input}' is less than the minimum
of ${minimum}.
datevalidator.maximum.errcode app014 '${input}' is larger than the
maximum of ${maximum3}.
patternvalidator.errcode app015 '${input}' does not match pattern
'${pattern}'.
emailaddressvalidator.errcode app016 '${input}' is not a valid email
address.
creditcardvalidator.errcode app017 the credit card number is invalid.
urlvalidator.errcode app018 '${input}' is not a valid url.
equalinputvalidator.errcode app019 '${input0}' from ${label0} and
'${inputl}' from ${labell} must be
equal.
equalpasswordinputvalidator.errcode app020 ${label0} and ${labell} must be
equal.
user.count.roles.alert.description.errcode apr001 user has {0} roles
user.count.resources.alert.description.errcode apr002 user has {0} resources
role.count.users.alert.description.errcode apr003 role has {0} users
role.count.children.alert.description.errcode apr004 role has {0} children
role.count.resources.alert.description.errcode apr005 role has {0} resources
resource.count.users.alert.description.errcode apr006 resource has {0} users
resource.count.roles.alert.description.errcode apr007 resource has {0} roles
campaignchoicesvalidator.errcode arp001 please select at least one option for
${byfield} field.
configurationname.required.errcode arp002 please select a configuration.
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Field Code Description
campaignname.required.errcode arp003 please select a campaign.
byfield.required.errcode arp004 please select the 'by field'
parameter.
auditcard.required.errcode arp005 please select audit card.
sort.required.errcode arp006 please select sorting method.
campaignfilteroption.required.errcode arp007 please choose filtering type.
campaign.sendreminder.error.errcode cmp001 send reminders was aborted, mail
event is not active. update mailing
parameter
[tms.configuration.mail.events] in
eurekify.properties
campaign.text.campagin.errors.found.errcode cmp002 errors found
campaign.error.nouniversesavilable.errcode cmp003 no universes available
campaign.error.missingcampaigndescription.err  ¢cmp004 missing campaign description
code
campaign.error.missingenddate.errcode cmp005 missing end date
campaign.error.duedatemustbeinthefuture.errc  cmp006 due date must be in the future
ode
campaign.error.configurationmustbeselected.err cmp007 configuration must be selected
code
campaign.error.racinotavailablefor.errcode cmp008 raci not available for ({0})
campaign.error.campaignalreadyexists.errcode cmp009 campaign [{0}] already exists
campaign.error.noaccess.errcode cmp010 user {0} has no access to campaign
{1}
settings.strings.ie.errors.missingname.errcode cst001 missing name field.
settings.strings.ie.errors.missingdescription.err  ¢cst002 missing description field.
code
settings.strings.ie.errors.namealreadyexist.errc  cst003 duplicate name, name already in
ode use.
settings.strings.ie.errors.missinguniverse.errco  cst004 missing universe field.
de
settings.strings.ie.errors.missingsettings.errcod  cst005 was unable to find the settings xml
e file {0}.
settings.strings.ie.errors.missingmapping.errco  cst006 was unable to find the mappings xml

de

file {03}.
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Field Code Description

settings.strings.ie.errors.missingenrichment.err  cst007 was unable to find the enrichment

code file {0}.

settings.strings.ie.errors.missingpassword.errco  cst008 missing password field.

de

settings.strings.ie.errors.missingmaxduration.er c¢st009 missing maxduration field.

rcode

settings.strings.ie.errors.errorparsingmaxdurati  ¢st010 error parsing maxduration field,

on. errcode please use integer values.

settings.strings.ie.errors.missingconnectorclient c¢st011 missing connector client class to use.

class.errcode

settings.strings.ie.errors.missingworkflowproces cst012 missing work flow process.

s. errcode

settings.strings.ie.errors.missingtickettype.errc  cst013 missing ticket type.

ode

dashboard.compliance.error.noname.errcode dbc001 please enter all audicard names

dashboard.compliance.error.multiname.errcode  dbc002 name {0} appears more then once

dashboard.compliance.error.nocard.errcode dbc003 please enter all audicards

dashboard.compliance.error.multicard.errcode dbc004 audicard {03} appears more then
once

dashboard.compliance.error.nobpralerts.errcod  dbc005 audicard {0} has no bpr alerts

e

entity.emptylist.errcode eml001 no match was found

mail.builder.createticket.sage.errticket.subject. = mal001 new error ticket, title:{3}

errcode

mail.builder.createticket.sage.errticket.body.err mal002 a error ticket (id

code

properties.errormsg.propertyalreadyexists.errco prp001 the property {0}" already exists

de

properties.errormsg.unencryptedpropertyalread prp002 an un-encrypted property [{0}] is

y exists.errcode already exists, please remove it first.

properties.errormsg.contcreateemptyproperty.e  prp003 can not create a property with a

rrcode null/empty key.

loginpage.userauthentication.failed.errcode prt006 failed to authenticate user, invalid
user name/password

loginpage.connecttoauthenticationservice.failed. prt007 failed to connect to authentication

errcode

service, please contact system
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Field Code Description
administrator.

loginpage.userauthentication.failed.sageadmin.  prt008 incorrect password for admin user.

errcode

loginpage.userauthentication.failed.sagebatch.e  prt009 incorrect password for batch user.

rrcode

loginpage.userauthorization.failed.errcode prt010 failed to authorize user: {0}, the
user does not exist in {1}
configuration.

internalerrorpage.label.infol.errcode prt011 an error has occurred. for more
information please view the log file.

internalerrorpage.label.info2.errcode prt012 to relogin please click here

sagemaster.headers.foundconflicts.errcode sgmO001 error! conflicts in the master
configuration login field.

sagemaster.headers.countduplicates.errcode sgm002 found {0} duplicate logins. please
review:

selfservice.error.loading.bpr.errcode sls001 could not load bpr file [{0}],
proceeding without

selfservice.error.finding.bpr.errcode sls002 no bpr file defined, proceeding
without

selfservice.error.finding.universe.errcode sls003 no universes available

selfservice.error.starting.approval.errcode sls004 error starting approval process

selfservice.validate.descriptionrequired.errcode  sls005 description field is required

selfservice.validate.nouserisselected.errcode sls006 no user is selected

selfservice.validate.norequestsmade.errcode sls007 no requests made

selfservice.validate.missingraciconfigurations.er sls008 missing raci configurations

rcode

selfservice.validate.errorgettingraciconfiguratio  sls009 error getting raci configurations

ns. errcode

selfservice.validate.missingaccountablefor.errco  sls010 missing accountable for: {0}

de

selfservice.validate.racierrorfor.errcode sls011 raci error for: {03}

settings.headers.editimportexportpage.error.err ste001 error fetching connector object: {0}

code

settings.headers.edituniversepage.error.errcode ste002 error fetching connector object

changeapproval.child.remove.user.role.info.title  tkt001 request to delete role {1} from user
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Field Code Description
.rejected.errcode {1} - rejected.
changeapproval.child.remove.user.role.info.title  tkt002 request to delete role {0} from user
.failed.errcode {1} - failed.
changeapproval.child.remove.user.role.notificati tkt003 request to delete role {1} from user
on .title.errcode {0} is already in process.
changeapproval.child.add.user.resource.info.titl  tkt005 request to add resource {1} to user
e .rejected.errcode {1} - rejected.
changeapproval.child.add.user.resource.info.titl  tkt006 request to add resource {0} to user
e .failed.errcode {1} - failed.
changeapproval.child.add.user.resource.info tkt007 the request to add resource {1} to
.description.rejected.errcode user {0} was rejected - request was
submitted on universe {2} from {3}
changeapproval.child.add.user.resource.info tkt008 the request to add resource {1} to
.description.failed.errcode user {0} failed - request was
submitted on universe {2} from {3}
changeapproval.child.remove.user.resource.info  tkt009 request to delete resource {1} from
title.rejected.errcode user {0} - rejected.
changeapproval.child.remove.user.resource.info  tkt010 request to delete resource {1} from
title.failed.errcode user {0} - failed.
changeapproval.child.remove.user.resource.info  tkt011 the request to delete resource {1}
.description.rejected.errcode from user {0} was rejected - request
was submitted on universe {2} from
{3%}
changeapproval.child.remove.user.resource.info  tkt012 the request to delete resource {1}
.description.failed.errcode from user {0} failed - request was
submitted on universe {2} from {3}
changeapproval.child.remove.user.resource tkt013 request to delete resource {1} from
.notification.title.errcode user {0} is already in process.
changeapproval.child.remove.user.resource tkt014 the request to delete resource {1}
.notification.description.errcode from user {07} is already in process -
request was submitted on universe
{2} from {3}
changeapproval.child.add.role.role.info.title.reje  tkt015 request to add role {0} to role {1} -
cted.errcode rejected.
changeapproval.child.add.role.role.info.title.fail  tkt016 request to add role {0} to role {1} -
ed .errcode failed.
changeapproval.child.add.role.role.info.descripti  tkt017 the request to add role {0} to role

on .rejected.errcode

{1} was rejected - request was
submitted on universe {2} from {3}
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Field Code Description
changeapproval.child.add.role.role.info.descripti  tkt018 the request to add role {0} to role
on .failed.errcode {1} failed - request was submitted
on universe {2} from {3}
changeapproval.child.add.role.role.notification.t  tkt019 request to add role {0} to role {1} is
ile .errcode already in process.
changeapproval.child.add.role.role.notification tkt020 the request to add role {0} to role
.description.errcode {1} is already in process - request
was submitted on universe {2} from
{3}
changeapproval.child.remove.role.role.info.title  tkt021 request to delete role {0} from role
.rejected.errcode {1} - rejected.
changeapproval.child.remove.role.role.info.title. tkt022 request to delete role {0} from role
failed.errcode {1} - failed.
changeapproval.child.remove.role.role.info tkt023 the request to delete role {0} from
.description.rejected.errcode role {1} was rejected - request was
submitted on universe {2} from {3}
changeapproval.child.remove.role.role.info tkt024 the request to delete role {0} from
.description.failed.errcode role {1} failed - request was
submitted on universe {2} from {3}
changeapproval.child.remove.role.role.notificati  tkt025 request to delete role {0} from role
on.title.errcode {1} is already in process.
changeapproval.child.remove.role.role.notificati  tkt026 the request to delete role {0} from
on .description.errcode role {1} is already in process -
request was submitted on universe
{2} from {3}
changeapproval.child.add.role.resource.info.titl  tkt027 request to add resource {1} to role
e .rejected.errcode {1} - rejected.
changeapproval.child.add.role.resource.info.titl  tkt028 request to add resource {0} to role
e.failed.errcode {1} - failed.
changeapproval.child.add.role.resource.info tkt029 the request to add resource {1} to
.description.rejected.errcode role {0} was rejected - request was
submitted on universe {2} from {3}
changeapproval.child.add.role.resource.info.des  tkt030 the request to add resource {1} to
cription.failed.errcode role {0} failed - request was
submitted on universe {2} from {3}
changeapproval.child.add.role.resource.notificat  tkt031 request to add resource {1} to role
ion .title.errcode {0} is already in process.
changeapproval.child.add.role.resource.notificat tkt032 the request to add resource {1} to

ion .description.errcode

role {0} is already in process -
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Field Code Description
request was submitted on universe
{2} from {3}
changeapproval.child.remove.role.resource.info  tkt033 request to delete resource {1} from
title .rejected.errcode role {1} - rejected.
changeapproval.child.remove.role.resource.info  tkt034 request to delete resource {0} from
title .failed.errcode role {1} - failed.
changeapproval.child.remove.role.resource.info  tkt035 the request to delete resource {1}
.description.rejected.errcode from role {0} was rejected - request
was submitted on universe {2} from
{3%}
changeapproval.child.remove.role.resource.info  tkt036 the request to delete resource {1}
.description.failed.errcode from role {0} failed - request was
submitted on universe {2} from {3}
changeapproval.child.remove.role.resource tkt037 request to delete resource {1} from
.notification.title.errcode role {0} is already in process.
changeapproval.child.remove.role.resource tkt038 the request to delete resource {1}
.notification.description.errcode from role {0} is already in process -
request was submitted on universe
{2} from {3}
changeapproval.child.role.task.addroletoraci tkt039 to continue please choose an
.description.errcode accountable user to {0} role
changeapproval.child.remove.user.role.notificati tkt094 the request to delete role {1} from
on .description.errcode user {0} is already in process -
request was submitted on universe
{2} from {3}
login.errors.invalidcredentials.errcode tms001 user/password not found.
login.errors.invalidcredentials.errcode tms001 try wicket/wicket as the user
name/password combination
page.admin.failuremessage.errcode tms002 {0} failed.
error.validate.optionvalue.errcode tms003 the value {0} is not allowed in {1}.
error.validate.command.notfound.errcode tms004 the command id {0} was not found.
error.validate.command.disabled.errcode tms005 the command id {0} is not enabled.
error.addattachment.noname.errcode tms006 fail to save attachment, please fill
the field name.
error.filter.errcode tms007 the filter '{0}' has a syntax error.
{1}
error.filter.resultempty.errcode tms008 the user does not exist.
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Field Code Description
error.command.revokecmd.errcode tms009 fail to revoke ticket {0}, missing job
tickets {1}.
error.command.revokecmd.msg2.errcode tms010 fail to revoke ticket {0} with job
tickets {1}, there are {2} activity
tickets outside the ticket tree.
error.command.linkcommands.errcode tms011 fail to create commands:{0}, {1}
error.command.startjobcommand.errcode tms012 fail to start job for ticket {0}, ticket
has already reference for job {1}
error.command.startjobcommand.checkjobticke tms013 fail to commit activity
texists.errcode [checkjobticketexists] in job [{1}] of
ticket {03}, check tms port in
workpoint wftms web service.
error.workflow.connection.errcode tms014 fail to connect to workpoint url: {0},
info: {1}
error.service.createconsulttickets.errcode tms015 no ticket parent!
error.service.createconsulttickets2.errcode tms016 fail to find consulting users, {0}
error.service.createconsulttickets3.errcode tms017 fail to create consulting tickets. {0}
error.service.validatevalue.errcode tms018 fail to update field {0} with value
{1} in ticket type {2}
error.command.saveticket.optimisticlockexcepti tms019 the ticket was updated by another
on .errcode user, please reopen ticket.
error.validate.valuelength.errcode tms020 validation fail for value:{0} cannot
be longer then {1}
error.validate.date.errcode tms021 fail to parse date: {0}"
error.batchtask.errcode tms022 [{6}] fail to run batch actionname
error.batchtask.startjob.errcode tms023 action {0} of job {2} failed. retry
count:{1}
error.update.ticket.errcode tms024 cannot update the ticket [id
error.campaignnamenotfound.errcode tms025 campaign {0} not found.
page.recordnotfound.message.errcode tms026 {0} was not found in {1}
page.internalerror.infol.errcode tms027 an error has occurred. for more
information please view the log file.
page.internalerror.info2.errcode tms028 null
page.expirederror.infol.errcode tms029 your session has expired, please

login again.
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Field Code Description
page.expirederror.info2.errcode tms030 null
error.workpoint.dbconnection.errcode tms031 workpoint database connection is
closed.
text.dialogs.runfailed.errcode txd001 failed to run {0}, please watch log
files.
text.dialogs.runfailed.errcode txs002 failed to run {0}, please watch log
files.
settings.strings.universe.masterequalmodel.err  ust001 warning!!! master and model
code configurations are the same.
settings.strings.universes.errors.missingname ust002 missing name field.
.errcode
settings.strings.universes.errors.missingdescrip  ust003 missing description field.

tion .errcode

settings.strings.universes.errors.namealreadyex ust004 duplicate name, name already in

ist .errcode use.
settings.strings.universes.errors.missingmaster  ust005 missing master configuration name
.errcode field.
settings.strings.universes.errors.missingmodel ust006 missing model configuration name
.errcode field.
settings.strings.universes.errors.missingauditse  ust007 was unable to find the audit settings
ttingsfile.errcode file {0}.
settings.strings.universes.errors.masterisnotrea ust008 the master configuration ({0}) is not
donly .errcode read only.
settings.strings.universes.errors.masterhaspare  ust009 the master configuration ({0}) has a
nt .errcode parent configuration.
settings.strings.universes.errors.masternotlogg  ust010 the model configuration ({0}) is not
ed .errcode logged.
settings.strings.universes.errors.modelisnotrea  ust011 the model configuration ({0}) is not
donly .errcode read only.
settings.strings.universes.errors.modelhasparen ust012 the model configuration ({0}) has a
t.errcode parent configuration.
settings.strings.universes.errors.modelnotlogge  ust013 the model configuration ({0}) is not
d .errcode logged.
settings.strings.universes.errors.errorswasfoun  ust014 the following issues were found:

d .errcode

settings.strings.universes.errors.wouldliketoaut  ust015 would you like to auto-fix them?

ofix .errcode
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Field Code Description
error.workpoint.dbconnection.errcode wp001 workpoint database connection is
closed.
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Appendix A: Duplicating a
Configuration

Note: Duplicating a configuration is performed in the CA Eurekify Role &
Compliance Manager Sage DNA module.

In the course of your work with the Eurekify Portal, you may need to duplicate
a configuration, whether to use while learning the Eurekify Portal, or because
you need to generate a master/model configuration set that can be used as
the base line for a Universe you will create later in the Eurekify Portal. This set
of configurations can be based on an existing configuration, which you would
like to keep as-is. The new configuration pair can also be based on a partial
configuration that you wish to investigate.

A Eurekify configuration consists of a configuration file (.cfg) a user database
file (.udb) and a resource database file (.rdb). The configuration file contains
references to the user and resource database files. Therefore, you cannot use
the operating system’s copy/paste/rename functions in order to duplicate a
configuration. You need to actually change the content of the configuration file
during the process.

You can use the Trim Configuration process provided by the Eurekify Sage DNA
module to duplicate a configuration. This allows you to generate a
configuration in which the new (duplicate) users and resource database files
are referenced from within the new configuration file.

Trim Configuration E'

Inpuk

Source Configuration | 1ge Client Tools ¥4,0%5age DermohConfigwithRoles, cfg Browse ...
Cukpuk
Cukput Configuration | Browse ...
Qutput Users Database | Browse ...
Cukput Resources Database | Browse ...

Zancel | |
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The Trim Configuration screen contains the following fields:
Source Configuration

Fill in the name and path of the Source Configuration to be trimmed. Use
the Browse button for convenience to choose the file.

Output Configuration

Fill in the name and path of the Output Configuration to be created. Use
the Browse button for convenience to choose the file.

Output Users Database

Fill in the name and path of the Output Users Database to be created. Use
the Browse button for convenience to choose the file.

Output Resources Database

Enter the file name and path of the Output Resources Database to be
created. Use the Browse button for convenience to choose the file.
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To trim a configuration

1. Open the Eurekify Sage DNA module.

2. Click File, Configuration and Management Operations, Trim Configuration.
The Trim Configuration window opens.

3. Enter values for the fields.
Note: Remember to enter the correct file extension for each output file.

Important! We recommend that when generating duplicate files for use
with a Universe that you use the terms Master/Model as part of the
configuration file names.

4. Click Browse next to each output database in order to save the new
database file in a location of your choice. The File Dialog Screen opens.

Eurekify File Dialog

£ Document (SQL): ConfigloRoles.cfg 0
CanfigWwithRoles. cfg
Madel_ConfigWithRoles.cfg Cancel
Master_ZonfigWwithRaoles.cfg

Eurekify.cfg

Maodel_ConfigWwithRoles_R.cfg

Maodel_ConfigWwithRoles_a.cfg

Maodel_ConfigWwithRoles_C.cfg

Maodel_ConfigWithRales_I.cfg

Eurekify_R.cFg

Eurekify_a.cfg

.

e e - s s

™ Mew Document (SOL): |

* File: | Z:\Program Files\Eurekify\Eurekify Sage Client Tools W4.005age DemaiMas Browse |

5. Enable File and click Browse to select the folder where you will store the
new files.

6. Click OK to confirm the new file name and its location.

7. Click Trim. The new configuration is generated and a notice screen
appears.

Eurekify Sage DNA X

- | ) Trim Caonfiguration Finished 'With Mo Errars,

Ik
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8. Click OK. The next stage is to save the new master and model
configurations to SQL.

9. On the File menu click Open from File. Use the Open browser screen to
locate the new master configuration. Click Open.

The new master configuration file appears.

10. Click Save to SQL.

Step 2 of the Eurekify Wizard appears: Saving Document to the Database.

Eurekify Database Wizard - S5tep 2 : 5aving Document to the Database ... @

Save D atabase Configuration ;

{* Mew Eurekify Configuration ; b azterl ConfigtafithBoles. cfg

" Existing Eurekify Configuration :

Configuration ~
ﬂ ConfigloRoles.cfg

(] CanfigwithRales.cfg

(| Madel_ConfigwithFales.cfg
|2| b aster_ConfighwithRolez. cfg

ﬂ Eurekifu.cfg

54

v
[+ Set SOL Databaze Connectivity .. |

| M et > | Cancel |

11. Enable New Eurekify Configuration and enter the new master configuration
file name.

12. Click Next.

The Progress Log screen opens. You can follow the progress of the
transformation. At the end of the process you are asked to close this
configuration file and open it from the database.

Eurekify Sage DNA x|

L] "_n,, Please close the Configuration and reopen from the database
L
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13. Click OK.
14. Repeat steps 9 through 13 for the model configuration file.

You can now list the new master and model configuration files when creating
or editing a Universe.
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Appendix B: Eurekify Properties

This section contains the following topics:

Sample Properties File (see page 409)

tms.delegate.filter (see page 415)

tms.escalate.filter (see page 415)
tms.campaign.[campaign-type].reassign.filter (see page 416)

Sample Properties File

An example of a Eurekify.properties file:

eurekify.portal.name=Eurekify Portal

sleepDelay=2500

#

sage.master.configuration=Eurekify
sage.admin.login=ADI\EAdmin
sage.admin.password=eurekify
sage.batch.login=AD1\EBatch
sage.batch.password=eurekify
sage.admin.role=Eurekify Admin Role

sage.batch.role=Eurekify Batch Role
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sage.v32.homeDir=C:\Program Files\\Eurekify\Eurekify Sage Client Tools V3.2\Software\\
sage.v32.DMFile=EurekifySageDM-V32.exe
sage.v32.DNAFile=EurekifySageDNA-V32.exe

sage.v32.connecters.workingDirectory=C:\\Program Files\Eurekif\\\Eurekify Sage Client Tools
V3.2\Software\\workingDin\

sage.v32.connecters.oracleConnectorHomeDir=C:\\Program Files\Eurekify\\Eurekify Sage Client Tools
V3.2\\Software\\Converters\Oracle\\OIMConvert\\

sage.v32.connecters.oraclelmportJarName=importFromOIM.jar

sage.v32.connecters.oracleExportJarName=exportToOIM jar

sage.v32.connecters.BMCConnectorHomeDir=C:\\Program Files\\Eurekify\\Eurekify Sage Client Tools
V3.2\Software\\Converters\BMC\BMCConvert\\

sage.v32.connecters.BMClmportJarName=importFromBMC. jar

sage.v32.connecters. BMCExportJarName=exportToBMC.jar

sage.v32.connecters.IBMConnectorHomeDir=C:\Program Files\Eurekifi\Eurekify Sage Client Tools
V3.2\Software\\Converters\I TIM46\I TIMConvert\\

sage.v32.connecters.IBMImportJarName=importFromITIMClient.jar
sage.v32.connecters.|IBMExportJarName=exportTol TIMClient jar

#sage.v32.connecters.IBMJavaExecutable=c:\javal4\java.exe

sage.v32.connecters.CAConnectorHomeDir=C:\\Program Files\\Eurekify\\Eurekify Sage Client Tools
V3.2\\Software\\Converters\CA\CAConvert\\

sage.v32.connecters.CAlmportJarName=importFromCA jar

sage.v32.connecters.CAExportJarName=exportToCA.jar

#debug,log,gui,std

sage.batch.debugMode=log

sage.sageBaseUr=http://localhost:8080/eurekify/
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tms.sessionTimeoutAlert=1200000
tms.test.user=

tms.debug=false
tms.defaultDueDateDelay=10
tms.configuration.realpath=
tms.findUsersPage.rowsPerPage=30
tms.findUsersPage.containsPrefix=.*
tms.ticketQueue.rowsPerPage=20
tms.ticketQueue.maxChildren=20
tms.ticketQueue.maxTitleLength=100
tms.distinctMaxValues=100
tms.attachment.uploadSize=5000
tms.attachment.uploadFolder=c:\\Temp
tms.userColumns=UserName,Organization,Organization Type,Email,Location, Title

tms.page.customizeFields.fields=overDue,id,title,state,status,childrenCount,typeName,creationDate,owner,previou
seOwner

tms.configuration.xml.tickettypes=infoTicket,errTicket,consultTicket,demoTicket,bugTicket,timsTestTicket,campaig
n/certificationTicket,campaign/campaignTicket,campaign/campaignApproverTicket

tms.configuration.xml.commands=approvalCommands,tmsCommands
tms.configuration.xml.properties=tmsProperties,approvalProperties
tms.variables=testvarl=Zodiac,testvar2=Alph
tms.workflow.url=http://localhost:8080/tmsWPAdapter/xfire/TMSRequestsHandler?wsdl

tms.campaign.entityLinksTable. maxRowPerPage=50

tms.configuration.mail.user=DemoV4@Eurekify.com
tms.configuration.mail. password=hasadna8
tms.configuration.mail.server=smtp.eurekify.com

tms.configuration.mail.serverPort=25
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tms.configuration.mail.useSSL=false
tms.configuration.mail. from=TMS@eurekify.com

tms.configuration.mail.interval=100

tms.configuration.mail.events=createTicket. SAGE:ApproverTicket,create Ticket. SAGE:InfoTicket,create Ticket. SA
GE:EnTicket,onDelegate,onCampaignReassign,onCampaignNotification

tms filter.variable.delimiter=$$

tms filter.variable.customDelimiter=##

workpoint.auditApprovalRootProcess.reference = AARP
workpoint.changeRoleResource.reference = ARRE
workpoint.changeRoleRole.reference = ARRO
workpoint.changeUserRole.reference = AURO
workpoint.changeUserResource.reference = AURE
workpoint.deleteUserResource.reference = DURE
workpoint.deleteUserRole.reference = DURO
workpoint.deleteRoleRole.reference = DRRO
workpoint.deleteRoleResource.reference = DRRE
workpoint.deleteRole.reference = DROL
workpoint.updateUser.reference = UUSR
workpoint.updateResource.reference = URES
workpoint.addRole.reference = AROL

workpoint.updateRole.reference = UROL

ws.security.ldap.server=adserver
ws.security.manager.dn=AD1\Administrator

ws.secutiry.manager.password=eurekify
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sage.security.disable=true
sage.security.disable.ADAuthentication=true
sage.security.disable.ssl. ADAuthentication=true

sage.security.eurekify.keyStore file=

# Uncomment this property to specify a different directory for the audit parameters

# (default is EUREKIFY_HOME\conflaudit\parameters)

#audit.parameters.dir=

raci.configuration.separator=_

raci.sageMaster.udb.defualtCustomFields=ManagerID, Title

approvals.duePeriod.default = 5

approvals.configuration.mail.user=DemoV4@Eurekify.com
approvals.configuration.mail. password=abcd1234
approvals.configuration.mail.server=smtp.company.com
approvals.configuration.mail.serverPort=25
approvals.configuration.mail.useSSL=false

approvals.configuration.mail.from=TMS@eurekify.com

approvals.configuration.updateRole.minimumLinks = 4

approvals.configuration.sendExternalMails = true

approvals.configuration.max.ticket.property.length = 2000

format.date.display=dd/MM/yyyy HH:mm:ss
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bpr.risk.low=30

bpr.risk.med=50

bpr.risk.high=70

browser.universe.default = Demol

default.role.types=Business Role,Organizational Role,Functional Role,Application Role, Technical Role,Location
Role,Provisioning Policy Role

approvals.configuration.webservice.retry.count = 3

approvals.configuration.webservice.retry.delay.seconds = 30

tms.workflow.retry.delay.seconds = 120

reports.baseUrl = http:/localhost:8080/viewer/frameset?__report=report/

==—======—=—=end of proper[ies file ================
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tms.delegate filter

Description
Property
Example
Description
Property

Example

Description

Used for filtering the delegate option user list. Comprises three options:

Default delegate filter

tms.delegate.fliter
tms.delegate.filter=GFilter=(Organization=$$owner.Organization$$)
Ticket type filter
tms.delegate.filter.TicketType.SAGE.ChangeApprovalParentTicket

tms.delegate.filter.TicketType.SAGE.ChangeApprovalParentTicket=GFilter=
(Organization=cookingdept)

Ticket name filter

Property tms.delegate.filter.LinkUser-Role
Example tms.delegate.filter.LinkUser-Role=GFilter=(Email=ssimhi@eurekify.com)
The “name” property (if defined) takes precedence over “type” which in turn
takes precedence over the default delegate property.
tms.escalate filter
Used for filtering the escalate option user list. Comprises three options:
Descriptio Default escalate filter
n
Property tms.escalate.filter
Example tms.escalate.filter=GFilter=(Organization=$$owner.Organization$$)
Descriptio Ticket type filter
n
Property tms.escalate filter.TicketType.SAGE.ChangeApprovalParentTicket
Example tms.escalate.filter.TicketType.SAGE.ChangeApprovalParentTicket=GFilter=(Organizat
ion= cookingdept)
Descriptio  Ticket name filter
n
Property tms.escalate.filter.LinkUser-Role
Example tms.escalate.filter.LinkUser-Role=GFilter=(Email=ssimhi@eurekify.com)
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tms.campaign.[campaign-type].reassign.filter

Used for filtering the reassign option user list. Comprises three options:

Descriptio  Reassign filter

n
Property tms.campaign.[campaign-type].reassign.filter
Example tms.campaign.userCertification.reassign.filter=GFilter=(Organization=

$$owner.Organization$$)

tms.campaign.roleCertification.reassign.filter=GFilter=(Organization=
$$owner.Organization$$)

tms.campaign.resourceCertification.reassign.filter=GFilter=(Organization=
$$owner.Organization$$)
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This section contains the following topics:

Sample Portal Structure XML (see page 418)
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Sample Portal Structure XML

<?xml version="1.0" standalone="yes" ?>
<IDOCTYPE portal (View Source for full doctype...)>
- <portal>
- <tag id="HomePage">
<type>internal</type>
<label>Home</label>
<data>com.eurekify.web.portal.homepage.HomePage</data>
<checkPermission>false</checkPermission>
</tag>
- <tag id="TmsSystem">
<type>external</type>
<data>$$SAGE_SERVICE_URLS$$tms/ui/credential</data>
<checkPermission>true</checkPermission>
- <tag id="DefaultTickets">
<type>external</type>
<label>Open/New/Done Tickets</label>
<data>$$SAGE_SERVICE_URLS$$tms/ui/credential ?filter=DEFAUL T</data>
<checkPermission>false</checkPermission>
</tag>
- <tag id="NewTickets">
<type>external</type>
<label>New Tickets</label>
<data>$$SAGE_SERVICE_URLS$$tms/ui/credential ?filter=STATE_NEW</data>
<checkPermission>false</checkPermission>
</tag>
- <tag id="overDue">
<type>external</type>
<label>Over Due</label>
<data>$$SAGE_SERVICE_URL$$tms/ui/credential ?filter=OVER_DUE</data>
<checkPermission>false</checkPermission>
</tag>
<tag id="approverTickets">
<type>external</type>
<label>Approver Tickets</label>
<data>$$SAGE_SERVICE_URL$$tms/ui/credential ?filter=APPROVER_TICKET</data>
<checkPermission>false</checkPermission>

</tag>
- <tag id="campaignTickets">
<type>external</type>
<label>Campaign Tickets</label>
<data>$$SAGE_SERVICE_URL$$tms/ui/credential ?filter=CAMPAIGN_TICKETS</data>
<checkPermission>false</checkPermission>
</tag>
- <tag id="archivedTickets">
<type>external</type>
<label>Archived Tickets</label>
<data>$$SAGE_SERVICE_URL$$tms/ui/credential ?filter=STATE_ARCHIVED</data>
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<checkPermission>false</checkPermission>
</tag>

</tag>

<tag id="DashBoard">
<type>external</type>
<label>Dashboards</label>

<data>

<l--

http://localhost:8080/group/eurekify/configuration?usertoken=$$USER_TOKEN$$

- [2]

/group/eurekify/configuration?usertoken=$$USER_TOKENS$$
</data>

<checkPermission>true</checkPermission>

</tag>

<tag id="SelfService">

<type>mark</type>

<label>Self Service</label>
<checkPermission>true</checkPermission>

<tag id="manageTeamRoles">

<type>internal</type>

<label>Manage My Team's Role Assignments</label>
<data>com.eurekify.web.selfservice.RolesTeamServicePage</data>
<checkPermission>true</checkPermission>

</tag>

<tag id="manageSelfRoles">

<type>internal</type>

<label>Manage My Roles Assignments</label>
<data>com.eurekify.web.selfservice.RolesSelfServicePage</data>
<checkPermission>true</checkPermission>

</tag>

<tag id="manageTeamResources">

<type>internal</type>

<label>Manage My Team's Resources Assignments</label>
<data>com.eurekify.web.selfservice.ResourcesTeamServicePage</data>
<checkPermission>true</checkPermission>

</tag>

<tag id="manageSelfResources">

<type>internal</type>

<label>Manage My Resources Assignments</label>
<data>com.eurekify.web.selfservice.ResourcesSelfServicePage</data>
<checkPermission>true</checkPermission>

</tag>

<tag id="requestNewRole">

<type>internal</type>

<label>Request a New Role Definition</label>
<data>com.eurekify.web.rolerequests.RoleDefinitionPage</data>
<checkPermission>true</checkPermission>

</tag>
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- <tag id="requestUpdateRole">
<type>internal</type>
<label>Request Changes to a Role Definition</label>
<data>com.eurekify.web.rolerequests.UpdateRolePage</data>
<checkPermission>true</checkPermission>
</tag>
</tag>
- <tag id="EntityBrowser">
<type>internal</type>
<label>Entity Browser</label>
<data>com.eurekify.web.entitybrowser.EurekifyBrowserPage</data>
<checkPermission>true</checkPermission>
</tag>
- <tag id="Reports">
<type>mark</type>
<label>Reports</label>
<checkPermission>true</checkPermission>
- <tag id="ConfigReports">
<type>internal</type>
<label>Configuration Reports</label>
<checkPermission>true</checkPermission>
- <tag id="ConfigurationProperties">
<type>report</type>
<label>Configuration Properties</label>
<data>com.eurekify.web.reports.parameters.universeconfigurationreports.ConfigurationPropertiesParametersPage</data
>
<checkPermission>true</checkPermission>
</tag>
- <tag id="ConfigurationUsersAttributes">
<type>report</type>
<label>Configuration Users Attributes</label>
<data>com.eurekify.web.reports.parameters.configurationattributes.users.ConfigurationUsersAttributesParametersPage<
/data>
<checkPermission>true</checkPermission>
</tag>
- <tag id="ConfigurationRolesAttributes">
<type>report</type>
<label>Configuration Roles Attributes</label>
<data>com.eurekify.web.reports.parameters.configurationattributes.roles.ConfigurationRolesAttributesParametersPage</
data>
<checkPermission>true</checkPermission>
</tag>
- <tag id="ConfigurationResourcesAttributes">
<type>report</type>
<label>Configuration Resources Attributes</label>
<data>com.eurekify.web.reports.parameters.configurationattributes.resources.ConfigurationResourcesAttributesParamet
ersPage</data>
<checkPermission>true</checkPermission>
</tag>
- <tag id="ConfigurationUsersFull">
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<type>report</type>
<label>Configuration Users Full</label>
<data>com.eurekify.web.reports.parameters.configurationattributes.users.ConfigurationUsersFullParametersPage</data>
<checkPermission>true</checkPermission>
</tag>
- <tag id="ConfigurationRolesFull">
<type>report</type>
<label>Configuration Roles Full</label>
<data>com.eurekify.web.reports.parameters.configurationattributes.roles.ConfigurationRolesFullParameters Page</data>
<checkPermission>true</checkPermission>
</tag>
- <tag id="ConfigurationResourcesFull">
<type>report</type>
<label>Configuration Resources Full</label>
<data>com.eurekify.web.reports.parameters.configurationattributes.resources.ConfigurationResourcesFullParametersPa
ge</data>
<checkPermission>true</checkPermission>
</tag>
</tag>
- <tag id="PrivilegesQualityManagement">
<type>internal</type>
<label>Privileges Quality Management</label>
<checkPermission>true</checkPermission>
- <tag id="OverlappingRolesByUsers">
<type>report</type>
<label>Overlapping Roles By Users</label>
<data>com.eurekify.web.reports.parameters.overlappingroles.OverlappingRolesByUsersParametersPage</data>
<checkPermission>true</checkPermission>
</tag>
- <tag id="OverlappingRolesByResources">
<type>report</type>
<label>Overlapping Roles By Resources</label>
<data>com.eurekify.web.reports.parameters.overlappingroles.OverlappingRolesByResourcesParametersPage</data>
<checkPermission>true</checkPermission>
</tag>
- <tag id="SuspectedConnectionsUserRes">
<type>report</type>
<label>Suspected Connections User Resource</label>
<data>com.eurekify.web.reports.parameters.suspectedconnections.SuspectedConnectionsUserResParametersPage</dat
a>
<checkPermission>true</checkPermission>
</tag>
- <tag id="SuspectedConnectionsUserRole">
<type>report</type>
<label>Suspected Connections User Role</label>
<data>com.eurekify.web.reports.parameters.suspectedconnections.SuspectedConnectionsUserRoleParametersPage</dat
a>
<checkPermission>true</checkPermission>
</tag>
- <tag id="PrivilegesStatisticsReportForUsers">

Appendix C: Portal Structure (XML) 421



Sample Portal Structure XML

<type>report</type>

<label>Privileges Statistics For Users Report</label>

<data>com.eurekify.web.reports.parameters.universeconfigurationreports.PrivilegesStatisticsForUsersParametersPage</
data>

<checkPermission>true</checkPermission>

</tag>
- <tag id="PrivilegesStatisticsReportForRoles">
<type>report</type>

<label>Privileges Statistics For Roles Report</label>

<data>com.eurekify.web.reports.parameters.universeconfigurationreports.PrivilegesStatisticsForRolesParametersPage</
data>

<checkPermission>true</checkPermission>

</tag>
- <tag id="PrivilegesStatisticsReportForResources">
<type>report</type>

<label>Privileges Statistics For Resources Report</label>
<data>com.eurekify.web.reports.parameters.universeconfigurationreports.PrivilegesStatisticsForResourcesParametersP
age</data>
<checkPermission>true</checkPermission>
</tag>
- <tag id="AuditBasicAlerts">
<type>report</type>
<label>Audit Basic Alerts</label>
<data>com.eurekify.web.reports.parameters.auditalerts.AuditBasicAlertsParametersPage</data>
<checkPermission>true</checkPermission>
</tag>
</tag>
- <tag id="RoleManagement">
<type>internal</type>
<label>Role Management</label>
<checkPermission>true</checkPermission>
- <tag id="RolesAnalysisReport">
<type>report</type>
<label>Roles Analysis Report</label>
<data>com.eurekify.web.reports.parameters.roleanalysis.RolesAnalysisParametersPage</data>
<checkPermission>true</checkPermission>

</tag>
- <tag id="RoleEngineeringMethodologies">
<type>report</type>

<label>Role Modeling Methodologies Comparison</label>
<data>com.eurekify.web.reports.parameters.roleengineering.RoleEngineeringParametersPage</data>
<checkPermission>true</checkPermission>
</tag>
</tag>

- <tag id="PolicyManagement">
<type>internal</type>
<label>Policy Management</label>
<checkPermission>true</checkPermission>

- <tag id="PolicyVerificationReport">
<type>report</type>
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<label>Policy Verification Report</label>

<data>com.eurekify.web.reports.parameters.universeconfigurationreports.PolicyVerificationParametersPage</data>

<checkPermission>true</checkPermission>

</tag>

</tag>
- <tag id="Campaigns">
<type>internal</type>
<label>Campaigns</label>
<checkPermission>true</checkPermission>
<tag id="FullCertificationReport">
<type>report</type>
<label>Full Certification Report</label>

<data>com.eurekify.web.reports.parameters.campaign.FullCertificationParametersPage</data>

<checkPermission>true</checkPermission>
</tag>

- <tag id="CertificationProgressReport">
<type>report</type>
<label>Certification Progress Report</label>

<data>com.eurekify.web.reports.parameters.campaign.CertificationProgressParametersPage</data>

<checkPermission>true</checkPermission>
</tag>
</tag>
</tag>

- <tag id="Administration">
<type>mark</type>
<label>Administration</label>
<data>com.eurekify.web.AdministrationPage</data>
<checkPermission>true</checkPermission>

- <tag id="SetCampaign">
<type>internal</type>
<label>Add Campaign</label>
<data>com.eurekify.web.campaign.SetCampaignPage</data>
<checkPermission>false</checkPermission>
</tag>

- <tag id="ScheduledTasksPage">
<type>internal</type>
<label>Job Scheduler</label>
<data>com.eurekify.web.ScheduledTasksPage</data>
<checkPermission>true</checkPermission>
</tag>

- <tag id="TxLogPage">
<type>internal</type>
<label>TxLog Page</label>
<data>com.eurekify.web.TxLogPage</data>
<checkPermission>true</checkPermission>
</tag>

- <tag id="LoadCachePage">
<type>internal</type>
<label>Load Cache</label>
<data>com.eurekify.web.LoadCachePage</data>
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</tag>

- <tag id="ClearCachesPage">
<type>internal</type>
<label>Clear Cache</label>
<data>com.eurekify.web.ClearCachesPage</data>
</tag>

- <tag id="CreateRaciPage">
<type>internal</type>
<label>Create RACI</label>
<data>com.eurekify.web.CreateRaciPage</data>
<checkPermission>true</checkPermission>
</tag>

- <tag id="SyncRaciPage">
<type>internal</type>
<label>Sync RACI</label>
<data>com.eurekify.web.SyncRaciPage</data>
<checkPermission>true</checkPermission>
</tag>

- <tag id="TmsAdmin">
<type>external</type>
<label>TMS Administration</label>
<data>$$SAGE_SERVICE_URL$$tms/ui/admin</data>
<checkPermission>true</checkPermission>
</tag>

- <tag id="Settings">
<type>internal</type>
<label>Settings</label>
<checkPermission>true</checkPermission>

- <tag id="ConnectorSettings">
<type>internal</type>
<label>Connector Settings</label>
<data>com.eurekify.web.settings.ConnectorsSettingsPage</data>
<checkPermission>true</checkPermission>
</tag>

- <tag id="UniversesSettings">
<type>internal</type>
<label>Universe Settings</label>
<data>com.eurekify.web.settings.UniversesSettingsPage</data>
<checkPermission>true</checkPermission>
</tag>

- <tag id="PropertiesSettings">
<type>internal</type>
<label>Properties Settings</label>
<data>com.eurekify.web.properties.PropertiesPage</data>
<checkPermission>true</checkPermission>
</tag>

- <tag id="CommonPropertiesSettings">
<type>internal</type>
<label>Common Properties Settings</label>
<data>com.eurekify.web.properties.CommonPropertiesPage</data>
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<checkPermission>true</checkPermission>

</tag>

<tag id="AuditPropertiesSettings">

<type>internal</type>

<label>Audit Properties Settings</label>
<data>com.eurekify.web.properties.AuditPropertiesPage</data>
<checkPermission>true</checkPermission>

</tag>

</tag>

<tag id="SageMaster">

<type>internal</type>

<label>Eurekify Configuration Settings</label>
<checkPermission>false</checkPermission>

<tag id="UpdateSagemaster">

<type>internal</type>

<label>Update Eurekify configuration with universe users</label>
<data>com.eurekify.web.sageMaster.UpdateSageMasterPage</data>
<checkPermission>true</checkPermission>

</tag>

</tag>

<tag id="Checkup">

<type>internal</type>

<label>System Checkup</label>
<checkPermission>false</checkPermission>

<tag id="MailCheckup">

<type>internal</type>

<label>SMTP Checkup</label>
<data>com.eurekify.web.checkup.CheckupPage</data>
<checkPermission>true</checkPermission>

</tag>

</tag>

</tag>

</portal>

Appendix C: Portal Structure (XML)

425






Appendix D: Eurekify Sage
Configuration Data Formats

Eurekify Sage uses three separate but related files in text-based
comma-separated format to represent a configuration. These files are:

m  Users database file

m  Resources database file

m  Configuration file

The users and resources database files contain the basic features of users and
resources. The configuration file contains the dynamic parts of a configuration;
that is, the roles and relationships/connections.

This section contains the following topics:

Users Database File (see page 427)
Resource Database File (see page 428)
Configuration File (see page 428)

Users Database File

Each user is represented in this file by one line, which includes
comma-separated values for the following fields (in this order):

m  PersonID (the key)

m  User name

m  Organization name

m  Organization type

m  Additional fields (optional)

m  Up to 6 additional fields per user

Example:
234A745,Tony O Smith,Sales US West Coast,Sales,San Francisco, 234A111, 5

373B234,Mark W Johnson,San Jose Wireless Research,R&D,San Jose, 123B546,1
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Resource Database File

Resource Database File

Each resource is represented in this file by one line, which includes
comma-separated values for the following fields (in this order):

m  Resource Name 1

m  Resource Name 2

m  Resource Name 3

m  Additional fields (optional)
m  Up to 6 additional fields

Example:
System Administrator,Unix-348,Unix,AlX,ControlSA ESS

Marketing Managers,NT-720,NT,Windows,PR Planning

Configuration File

Each line in this file represents one entity and/or one relationship.
Reference to Static Users and Resource Databases.

This section comprises the first two lines in the file, and it provides a reference
to the users and resource database files. These lines have the following
formats:

UsersDB,<Users Database File Name>

ResDB,<Resource Database File Name>

Multiple configurations may share the same users and resource database files,
even if only a small number of users and/or resources actually participate in
each configuration.
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Configuration File

Entities

Relationships

This section describes the entities that participate in this configuration. The
first set of lines identifies the users, one line per user, in the following format:

User,<Eurekify Sage UserlD>,<SA User ID>

The Eurekify Sage User ID is used to describe the rank of the user in the users
database file with the first number being “0” (thus, the fourth user in the
database will have a Eurekify Sage User ID of 3).

The second set of lines identifies resources, one line per resource, in the
following format:

Res,<Eurekify Sage Resource ID>,<User Group Name>,<Resource Name>,<Resource Type>

The Eurekify Sage Resource ID is the rank of the resource in the resources
database file (with the first number being “0").

The third set of lines in this section identifies roles (if existing), one line per
role, in the following format:

Role,<Eurekify Sage Role ID>,<Role Name>,<Description>,<Organization>,<Owner>

Eurekify Sage provides automatic serial numbering of roles. If a configuration
is created from an EUA and roles are being imported, the Role Engineer can
choose a specific numbering scheme, as long as the numbers are unique and
the Role Name is unique.

This section consists of the following types of line formats:

User - Resource Permission

User-Res,<Eurekify Sage User ID>,<Eurekify Sage Resource ID>
User - Role Permission

User-Role,<Eurekify Sage User ID>,<Eurekify Sage Role ID>
Role - Resource Permission

Role-Res,<Eurekify Sage Role ID>,<Eurekify Sage Resource ID>
Role Hierarchy Permission

Role-Role,<Eurekify Sage Role ID of parent role>,<Eurekify Sage Role ID of child role>
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Glossary

Approved Audit Card
An Audit Card where all the listed violations have been approved. It can be
used during an audit to prevent repeated notices of violations that have
already received approval.

Audit Card
A file with the extension .aud. It is generated by the DNA. It contains a list of
violations or out of pattern situations. Each entry is a violation connected to an
entity or to a link. It is possible to edit an Audit Card in the DNA module,
adding instructions to either fix a violation or approve one. For further
information see the CA Eurekify Role & Compliance Manager DNA User Manual.
Children

Ticket-type specific.

The number of children listed for any campaign ticket denotes the number of
Approvers assigned to the campaign.

The number of children listed for an Approver ticket is the number of [entities]
the specific approver has to audit, where [entities] refers to the campaign
type: user, role or resource certification.

Configuration
A Eurekify-proprietary data structure that holds a snapshot of the definitions of
users, resources and roles (if available), as well as the relevant relationships
(privileges) between them.

Connectors
Connectors use the converters to access the production computer for both
download and upload processes. There are separate connectors for import and
export procedures.

defaultSettings.xml
A connection details XML file located in the <Eurekify home
directory>\<Converter directory>. Use the Eurekify DM module to update

Direct Link
An uninterrupted connection between two entities. For example: a user to
resource link.

Dual Link
Refers to the case when both a direct link and an indirect link exist. For
example: A user is linked directly to a specific resource, and at the same time
the user is linked to a role that is linked to the same resource.

Entity

Refers to one of the following:
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m  User
m  Role

m  Resource

Indirect Link
A circuitous connection between two entities. For example: A user is linked to
a specific role and the role is linked to a specific resource. The link between the
user and the resource is an indirect link. Here are some further examples:
User—Role—Resource: Indirect link user to resource
User—Role—Role: Indirect link user to role (hierarchy)
User—Role—Role—Resource: Indirect link user to resource
Indirect links are not defined for the case of user to resource to role, where the
user is linked directly to a resource and a role is linked directly to the same
resource. The user in this case does not have any kind of link to the role in
question.

Link or Entity Link

Refers to a connection between two entities. The possible links are:
m  user-role

®m  user-resource

m  role-resource

m  role-role (hierarchy)
Links can be categorized as direct links, dual links or indirect links.

Mapping.xml
A mapping details XML file located in the <Eurekify home
directory>\<Converter directory>. Use the Eurekify DM module to update.

Master-configuration
The original configuration downloaded from the production computer. The
master-configuration presents the real-world definitions.

Model-configuration
A copy of the master-configuration. The audit process is run on the
model-configuration and the resulting, updated set of configuration files is
compared by the Eurekify Sage DNA system to the original,
master-configuration files. The differences are then uploaded to the production
computer.

RACI
A RACI diagram, or RACI matrix, is used to describe the roles and
responsibilities of various teams or users It is especially useful in clarifying
roles and responsibilities in cross-functional/departmental projects and
processes. Within the Eurekify Portal, this is the source of the Approvers
mentioned in this manual. They are listed in the Accountable configuration file.
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Role to Role Link

Ticket

Universe

Violations

The RACI diagram divides tasks into four participatory responsibility types,
which are then assigned to different roles in the project or process.
The following responsibility types make up the acronym RACI:

Responsible

Those who do work to achieve the task. There can be multiple resources
responsible.

Accountable

(Also Approver) The resource ultimately answerable for the correct and
thorough completion of the task. There must be only one A resource
specified for each task.

Consulted
Those whose opinions are sought. Two-way communication.
Informed

Those who are kept up-to-date on progress. One-way communication.
Very often the role specified as "accountable" is also specified "responsible."
Outside of this exception, it is generally recommended that each role in the
project or process for each task receive at most one of the participatory role
types. Although some companies and organizations do allow, for example,
double participatory types, this generally implies that the roles have not yet
been truly resolved and so impedes the value of the RACI approach in
clarifying each role on each task. For further information on RACI see
http://www.pmforum.org/library/tips/pdf_files/RACI_R_Web3_1.pdf.

This type of link represents a hierarchal relationship. Users who are members
of a parent role are automatically members of the sub-role, and therefore
provisioned with all the sub-roles privileges.

Tickets are work items that can be viewed in the Ticket Queue. They can be
work related or informational, and/or hierarchal, or provide a plain notification
concerning a process.

A term used to denote a unique Master-configuration/Model-configuration pair.

A violation is a breach of corporate security policies, guidelines, BPRs and/or
regulations. The Eurekify ERCM identifies such infractions and lists them in
Audit Cards, where relevant. While using the Eurekify Portal, you will come
across Violations columns where relevant. The number listed in such columns
provides the number of violations associated with the specific row in the table.
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Workflow
Campaigns and approval processes are guided by a workflow, a collection of
instructions that guide the application logic. The workflow is generated by
Workpoint™, which is a Business Processes Management (BPM) workflow
design engine.
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