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CA Product References

This
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document references the following CA products:
CA Access Control Premium Edition

CA Access Control

CA Single Sign -On ( CA SSO)

CA Top Secret ®

CA ACF2E

CA Audit

CA Network and Systems Management (CA NSM, formerly Unicenter NSM
and Unicenter TNG)

CA Software Delivery (formerly Unicenter Software Delivery)
CA Enterprise Log Manager
CA Identity Manager

Documentation Conventions

The

CA Access Control documentation uses the following conventions:

Format Meaning

Mono-spaced font Code or program output

Italic Emphasis or a new term

Bold Text that you must type exactly as shown

A forward slash (/) Platform independent directory separator

used to describe UNIX and Windows paths

The

documentation also uses the following special conventions when explaining

command syntax and user input (in a mono -spaced font):

Format Meaning

Italic Information that you must supply

Between square brackets Optional operands

)

Between braces ({}) Set of mandatory operands




Format

Meaning

Choices separated by pipe
(-

Separates alternative operands (choose one).

For example, the following means either a
user name or agroup name:

{username|groupname}

Indicates that the preceding item or group of
items can be repeated

Underline

Default values

A backslash at end of line
preceded by a space ( \)

Sometimes a command does n ot fit on a
single line in this guide. In these cases, a

space followed by a backslash ( \) at the end
of a line indicates that the command

continues on the following line.

Note: Avoid copying the backslash character
and omit the line break. These are not part of
the actual command syntax.

Example: Command Notation Conventions

The following code illustrates how command conventions are used in this

guide:

ruler className [props({alll{propertyNamel[, propertyName?2]...})]

In this example:

Y The command name (ruler) is shown in regular mono -spaced font as it

must be typed as shown.

Y The className option is in italic as it is a placeholder for a class name (for

example, USER).

Y You can run the command without the second part enclosed in square
brackets, which signifies optional operands.

Y When using the optional parameter (props), you can choose the keyword
all or, specify one or more property names separated by a comma.




Contact CA

Contact Technical Support

For your convenience, CA provides one site where you can access the
information you need for your Home Office, Small Business, and Enterprise CA
products. At http://ca.com/support , you can access the following:

Y Online and telephone contact information for technical assistance and
customer services

Information about user communities and forums
Product and documentation downloads

CA Support policies and guidelines

<SS

Other helpful resources appropriate for your product
Provide Feedback

If you have comments or questions about CA product documentation, you can
send a message to  techpubs@ca.com

If you would like to provide feedback about CA product documentation,
complete our short  customer survey , which is also available on the CA support
website, found at  http://ca.com/support
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Documentation Changes

The following documentation updates have been made since the r12.0 release
of this documentation:

Third Edition

The third edition of this documentation was released with CA Access Control
r12.0 SP1 CR1.

There were no changes to this deliverable in this edi tion.
Second Edition

The second edition of the documentation was released to coincide with the GA
announcement of r12.0 SP1.

There were no changes to this deliverable in this edition.
First Edition

The first edition of this documentation was released with CA Access Control
r12.0 SP1.

Yy Standard Reports  (see page 75)d Updated existing topic with the new
standard report categories.

Y Account Management Rep _orts (see page 77)d New topic groups the
standard reports that belong to the account management category.

Y Entitlement Reports  (see page 81)8 New topic groups the standard reports
that belong to the account management category. This section also
includes the following new topic:

T CA Access Control User Privileges (see page 82)8 New topic describes
a report that was missing from the previous release of this
documentation.

Y Miscellaneous Reports  (see page 83)8 New topic groups the standard
reports that belong to the miscellaneous category. This section also
includes the following new topics:

T CA Access Control UNIX Hosts with Unload Considerations (see
page 84)d New topic describes a new report.

T CA Access Control UNIX Unload Readiness (see page 84)d New topic
describes a new report.




Y Policy Management Reports  (see page 85)8 New topic groups the standard
reports that belong to the policy management category. Th is section also
includes the following new topics:

CA Access Control Policy Assignment (see page 85)0 New topic
describes a report that was missing from the previous release of this
documentation.

CA Access Control Policy Deployment Scorecard (see page 85)0 New
topic describes a report that was missing from the previous release of
this documentation.

CA Access Control Policy Deployment Scorecard by Host (see
page 86)d8 New topic describes a report that was missing from the
previous release of this documentation.

CA Access Control Policy Deployment Scorecard by Host Group (see
page 86)0 New topic describes a report that was missing from the
previous release of this documentation.

CA Access Control Policy Deployment Status by Host (see
page 86)0 New topic de scribes a report that was missing from the
previous release of this documentation.

CA Access Control Policy Deployment Status by Host Group (see
page 87)d New topic describes a report that was missing from the
previous release of this documentation.

CA Access Control Policy Inventory (see page 87)0 New topic describes
a report that was missing from the previous release of this
documentation.

CA Access Control Policy Rules  (see page 87)d New topic describes a
report that was missing from the previous release of this
documentation.

CA Access Control Policy Versions (see page 87)0 New topic describes
a report that was missing from the previous release of this
documentation.

CA Access Control Rule Deviations by Host (see page 88)d New topic
describes a report that was missing from the previous release of this
documentation.

CA Access Control Rule Deviations by Host Group (see page 88)0 New
topic describes a report that was missing from the previous releas e of
this documentation.

Administering CA Access Control Enterprise Management (see

page 17)0 New chapter describes how to create users, groups, and admin
roles in CA Access Control Enterprise Management , the default admin
roles, and how to assign users to admin roles.

Endpoint Data That the DMS Holds (see page 35)0 New topics uses some

existing information to better describe what endpoint data the DMS holds.



How Endpoints Update the DMS (see page 36)08 Existing topic renamed
from "How Heartbeat and Policy Status Notifications Work".

Policy Verification  (see page 43)08 New topic describes new policy
verification functionality. This section also includes the following new
topics:

T How Policy Verification Works (see page 43)0 New topic describes how
the policy verification feature works.

i Enable Policy Verification _ (see page 44)3& New topic describes how you
enable policy verification.

Deleted Policies  (see page 53)0 New topic describes new policy deletion
functionality. This section also includes the following new topics:

i Policies That You Cannot Delete (see page 54)0 New topic descr ibes
the cases where you cannot delete policies.

T Policy Versions That You Cannot Delete (see page 54)06 New topic
describes the cases where you cannot delete policy versions.

I Delete a Policy (see page 54)d New topic describes how you delete a
policy.

i Delete a Policy Version  (see page 56)0 New topic describes how you
delete a policy version.

Policy Stat us is Not Executed  (see page 57)0 New topic lets you
troubleshoot policies with the status Not Executed.

Deviation Calculation Trigger (see page 62)0 New topic describes what
triggers a deviation calculation on an endpoint.

Note: You no longer have to perform the deviation calculation manually so
the topic with this procedure was removed.
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Chapter 1: Introduction

This section contains the following topics:

About this Guide  (see page 15)
Who Should Use this Guide  (see page 15)

About this Guide

This guide provides information about enterprise administration and reporting

in CA Access Control Premium Edition and the CA Access Control Enterprise
Management web -based interface. Enterprise administration and reporting for
CA Access Control includes advanced policy management, reporting, and a
World View.

To simplify terminology, we refer to the product as CA Access Control
throughout the guide.

Who Should Use this Guide

This guide was written for security and system administrators using CA Access
Control who want to take advantage of its enterprise administration and
reporting capabilities:

Y Enterprise policy management
Y Enterprise reporting

Y Web -based interface for handling your enterprise host access
management.

Chapter 1: Introduction 15






Chapter 2. Administering CA Access
Control Enterprise Management

This section contains the following topics:

Users and Groups  (see page 17)

Administrative Scoping  (see page 20)

Admin Roles in CA Access Control Enterprise Management (see page 21)
Methods to Assign Admin Roles to a User (see page 25)

Create an Admin Role  (see page 26)

Users and Groups

You create the superadmin user when you install CA Access Control Enterprise
Management . You must create additional users when you start CA Access
Control Enterprise Management

When you create a user, you assign them one or more admin roles . An admin
role contains tasks that correspond to application functions in CA Access
Control Enterprise Management . When you assign an admin role to a user, that
user can perform the tasks contained in the admin role. Tasks enable users to

perform CA Access Control funct ions, such as creating a policy, deploying a

policy, creating a host group, and managing other users.

To make administration easier, you can create groups of users, and assign an
admin role to a group. Each user in the group can then complete all the tasks
in that admin role.

Chapter 2: Administering CA Access Control Enterprise Management 17



Users and Groups

Create a User
Users perform tasks in CA Access Control Enterprise Management

To create a user

1. Click the Administrators tab, click the Users sub -tab, and click Create User.
The Create User: Select User page appears.

2. Select Create a new user, and click OK.
The Create User page appears.

3. Complete the fields on the Profile tab.

If you want to force the user to change their password when they first log
into CA Access Control Enterprise Management , select Password Must
Change.

4. (Optional) Click the Admin Roles tab, click Add an admin role, click Search,
select the admin roles that you want to add the user to, and click Select.

The admin roles are assigned to the user.

5. (Option al) Click the Groups tab, click Add a group, select the group that
you want to add the user to, and click Select.

Note: You must create a group before you add a user to it.
The user is added to the group.
6. Click Submit.

The user is created.
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Users and Groups

Create a Group

Groups simplify administration and make it easier to manage large numbers of
users.

To create a group

1.

Click the Administrators tab, click the Group sub -tab, and click Create
Group.
The Create Group: Select Group page appears.

Select Create a new group, and click OK.
The Create Group page appears.
Complete the fields on the Profile tab.

Note: The Self Subscribing checkbox lets all CA Access Control Enterprise
Management users choose to join the group. We recommend you do not
select this feature.

(Optional) Click the Membership tab, click Add a user, click Search, select
the users that you want to add to the group, and click Select.

The users are added to the group.

(O ptional) Click the Administrator tab, click Add a user, click Search, select
the users that you want to be administrators of the group, and click Select.

Note: If you select an existing group to administer the new group, only

the administrators of the exi sting group can administer the new group. To
let members of an existing group administer the new group, add the

members individually.

The users are added as administrators of the group.
Click Submit.

The group is created.

Chapter 2: Administering CA Access Control Enterprise Management 19



Administrative Scoping

Administrative Scoping

In CA Access Control Enterprise Management , Yyou assign privileges to users
and administrators by assigning admin roles. An admin role contains tasks that
correspond to application functions in CA Access Control Enterprise
Management .

Admin roles simplify privilege management. Instead of associating a user with
each task that they perform, you can assign an admin role to the user. The
user can perform all of the tasks in their assigned admin role. You can then
edit the admin role by ad  ding tasks. Every user who has the admin role can
now perform the new task. If you remove a task from an admin role, the user
can no longer perform that task.

When a user logsinto  CA Access Control Enterprise Management , they see
tabs based on their admi  n role. The user can see only the tabs and tasks that
are assigned to their admin role.

You can assign separate admin roles to different users to prevent one user
being able to complete every task. This may help your organization comply
with separation of  duties requirements. However, you can assign more than
one admin role to a user.
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Admin Roles in CA Access Control Enterprise Management

Admin Roles in CA Access Control Enterprise Management

Predefined admin roles in CA Access Control Enterprise Management provide a
basic set of admin rolesth  at you can assign to administrators in your
enterprise according to your requirements. Out -of-the -box, CA Access Control

Enterprise Management  comes with the following admin roles:

y

System Manager 8 The role of the CA Access Control Enterprise
Management superuser.

A user with this admin role can perform, create, and manage all tasks in
CA Access Control Enterprise Management

Use this role for the implementation phase to define the actual admin roles
in your organization and for emergency situations. We recommend that
you assign this role to a minimal number of users, ideally only one user,
and closely monitor this user's actions.

CA Access Control User Manager 0 Responsible for user management in

CA Access Control Enterprise Manag  ement : creating and managing users

and groups, and assigning CA Access Control Enterprise Management roles
to users.

Note: The CA Access Control User Manager cannot create new admin
roles. Only the System Manager can create new admin roles.

CA Access Con trol Policy Manager & Responsible for creating policies.

This admin role lets users create, modify, view, and delete policies. The
admin role does not let users deploy the policies to hosts or host groups
but they can view them and have access to the World View.

CA Access Control Policy Deployer & Responsible for the deployment of
policies across the environment.

This admin role lets users assign policies to hosts and host groups,

upgrade and downgrade policies, reset host configuration, and have access
to the deployment audit. It lets users view policies and hosts but not

define them and provides access to World View.

CA Access Control Host Manager 0 Responsible for the definition of
hosts and logical host groups.

This admin role lets use  rs create hosts and host groups, assign hosts to
host groups, and modify them. It does not let users define policies or
deploy policies but does let users view them and provides access to World
View.
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Admin Roles in CA Access Control Enterprise Management

User and System Tasks

Users with the System Manager and
roles perform user and system tasks.

CA Access Control User Manager admin

Note: The tasks are categorized by the tabs on which they appear in the CA

Access Control Enterprise Management interface.

Task Category System CA Access
Manager Control  User

Manager

Forgotten Yes Yes

Password

Reset

World View World View Yes No

Create User Administrators Yes Yes

Modify User Administrators Yes Yes

Reset User Administrators Yes Yes

Password

Enable / Administrators Yes Yes

Disable User

Delete User Administrators Yes Yes

View User Administrators Yes Yes

Manage Users Administrators Yes Yes

Create Group Administrators Yes Yes

Delete Group Administrators Yes Yes

Modify Group Administrators Yes Yes

Modify Group Administrators Yes Yes

Members

View Group Administrators Yes Yes

Create Admin Administrators Yes No

Role

Delete Admin Administrators Yes No

Role

Modify Admin Administrators Yes No

Role

Modify Admin Administrators Yes No

Role Members
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Task Category System CA Access

Manager Control  User
Manager

/

Administrators

View Admin Administrators Yes Yes

Role

Manage Admin Administrators Yes No

Roles

Reset Admin Administrators Yes No

Role Owners

View Admin Administrators Yes Yes

Role Members

/

Administrators

Change My Administrators Yes Yes

Password

View My Roles Administrators Yes Yes

Create System Yes No

Connection

Delete System Yes No

Connection

Modify System Yes No

Connection

View System Yes No

Connection

View System Yes No

Submitted

Tasks

View My System No Yes

Submitted

Tasks

Note: The following task names are not intuitive:

Y View Submitted Tasks

Y View My Submitted Tasks

submitted.

Y Forgotten Password Reset

8 Lets the user view tasks submitted by all users.

0 Lets the user view tasks they have

0 Lets the user change their password. This
task is identical to the Change My Password task.
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Policy and Host Tasks

Users with the  CA Access Control Policy Manager, CA Access Control Policy
Deployer and CA Access Control Host Manager admin r  oles perform policy and

host tasks.

Note: The tasks are categorized by the tabs on which they appear in the

Access Control Enterprise Management

interface. By default, users with the

System Manager admin role can also perform every policy and host task

Task Category CA Access CA Access CA Access
Control Control Control
Policy Policy Host
Manager Deployer Manager

World View World View Yes Yes Yes

Create Policy No No Yes

Host Management

Delete Host Policy No No Yes

Management

Modify Policy No No Yes

Host Management

View Host Policy Yes Yes Yes

Management

Create Policy No No Yes

Host Group Management

Delete Host Policy No No Yes

Group Management

Modify Policy No No Yes

Host Group Management

View Host Policy Yes Yes Yes

Group Management

Assign Policy No Yes No

Policy Management

Unassign Policy No Yes No

Policy Management

Upgrade Policy No Yes No

Policy Management

Downgrade Policy No Yes No

Policy Management

Deploymen Policy No Yes No
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Task Category CA Access CA Access CA Access
Control Control Control
Policy Policy Host
Manager Deployer Manager

t Audit Management

Create Policy Yes No No

Policy Management

Delete Policy Yes No No

Policy Management

Modify Policy Yes No No

Policy Management

View Policy Policy Yes Yes Yes

Management

Redeploy Policy No Yes No

Policy Management

Reset Host Policy No Yes No

Management

Restore Policy No Yes No

Host Management

Undeploy Policy No Yes No

Policy Management

Change My Administrator Yes Yes Yes

Password S

View My System Yes Yes Yes

Submitted

Tasks

Methods to Assign Admin Roles to a User

You can use the following methods to assign admin roles to a user:

Y To add or remove multiple users from an admin role, use the Modify Role

Members/Administrators task.

Y To add or remove admin roles from a single user, use the Admin Roles tab
on the Modify User task.

Y To modify the member policy for the role, use the Members tab on the
Modify Admin Role task.
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Create an Admin Role

If the predefined admin roles in
not suitable for your organization's requirement
role.

To create an admin role

1.

Click the Administrators tab, click the Roles sub -tab, and click Create

Admin Role.

The Create Admin Role: Select Admin Role page appears.
Select Create a new admin role, and click OK.

The Profile tab of the Create Admin Role page appears.

Note : To create a copy of an existing admin role, select Create a copy of
an admin role, search for the admin role you want to copy, select the
adminrole , and click OK.

Type the name of the admin role in the Name field, and type a description
of the admin role in the Description field.

If you want to activate the admin role as soon as it is created, select the
Enabled checkbox.

Click the Tasks tab, select a task category from the Filter tasks drop
list, and select a task from the Add Task drop -down list.

The task is added to the admin role.

Note: The tasks are categorized by the tab on which they appear in the
Access Co ntrol Enterprise Management interface.

Repeat Step 4 for each task you want to add to the admin role.

Click the Members tab, and do the following:

a. Click Add.

b. Specify a Member Rule and a Scope Rule for the member policy
page 28).

c. Click OK.

d. (Optional) Select Administrators can add and remove members of this

CA Access Control Enterprise Management
S, you can create a new admin

are

-down

CA

(see

role, and specify an ~ Add Action and Remove Action (see page 29).

The member policy for the role is created.
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Click the Administrators tab, and do the following:

a.

b.

Click Add.

Specify an Admin Rule and Scope Rule and specify the Administrator's
Privileges for the  admin policy (see page 29).

Click OK.

(Optional) Select Administrators can add and remove administrators of
this rule, and specify an Add Action and Remove Action (see page 29).

The admin policy for the role is created.

Click the Owners tab, click Add, specify an owner rule (see page 29), and
click OK.

The owner rule for the policy is created.

Click Submit.

The admin role is created.
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Member Policies
A member policy defines the users that can carry out the tasks in a role. A
member policy contains the following:
Y Memberrule & Defines the users that can perform the role

Y Scope rule & Defines the objects the users can manage

n CA Access Control Enterprise Management , an object is one of the following:
Admin Role

Connection

Group

Host

Host Group

Policy

S T

User

Each member policy can have more than one member rule, and each member
rule can have more than one scope rule.

Example: A Member Policy for New York CA Access Control Host
Managers

Don Hailey is the IT Manager for Forward, Inc and has the System Manager

admin role. Don wants to create an admin role that lets employees with the CA
Access Control Host Manager admin role in New York manage hosts and host

groups in Forward, Inc's New York offices only. All New York employees are

members of the NY employees gro up, and the names of all the hosts and host
groups in New York begin with the letters NY.

Don creates the following member policy. The member policy contains two
member rules. The first member rule contains no scope rules. The second
member rule contains  two scope rules:

Y Memberrule 1 8 Admin roles contains "AC Host Manager".

Y Member rule 2 8 Users who are members of group "NY employees"; scope
rules & hosts where name starts with "NY", and host groups where name
starts with "NY".
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Add and Remove Actions

Admin Policies

Role Owners

If you specify that the administrators of an admin role can assign and unassign
users from that role, you must specify an Add and Remove Action for the
admin role.

An Add and Remove Action contains the following:

Y Add action & Ensures the user meets the criteria in one of the role's
member rules

Y Remove action & Ensures the user no longer meets the criteria in one of
the role's member rules

An admin policy specifies the users that are administrators of the admin role.
An admin role administrator manages an admin role's member policies, and
adds and removes users and groups from the admin role.

An admin policy contains the following:

Y Adminrule & Defines the users who are administrators of the role

Y Scope rule & Defines which users the administrators can manage

Y Administrator's privileges 8 Specifies if the administrator can manage
members and administrators of that admin role

A role owner adds and removes tasks from an admin role. You can define only
one owner rule, but you can specify members of different groups within the
owner rule.
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Chapter 3: Managing Policies C entrally

This section contains the following topics:

Methods for Centrally Managing Policies (see page 31)
Advanced Policy Management  (see page 31)

How Advanced Policy -based Management Works  (see page 32)
Hosts and Host Groups  (see page 38)

How to Deploy a Policy  (see page 41)

Troubleshooting Policy Deployment (see page 57)

Remove Obsolete Endpoints _ (see page 59)

Audit Deployment Information (see page 60)

How Policy Deviation Calculations Work (see page 61)

Methods for Centrally Managing Policies

CA Access Control lets you manage several databases from a single computer
in tw o ways:

Y Automatic rule -based policy updates 0 Regular rules you define in a
central database (PMDB) are automatically propagated to databases in a
configured hierarchy.

Note: Dual control is only available with this method and on UNIX only.

Information about dual control for automatic rule -based policy updates is
found in the Endpoint Administration Guide for UNIX . Information about
automatic rule -based policy updates can also be found in the Endpoint

Administration Guide for Windows

Y Advanced policy management 0 Policies (groups of rules) you deploy
are propagated to all databases based on host or host group assignment.
You can also undeploy (remove) policies and view deployment status and
deployment deviation. You need to install and configure additional
components to use this functionality.

Note: Information about advanced policy management is found in the
Enterprise Administration Guide

Advanced Policy Management

Multiple -rule policies (selang commands) you create can be stored and then

deployed to your enterprise in the manner you define. Using this policy -based
method, you can store policies and then assign those to hosts or group hosts.

Once assigned, policies a re queued for deployment. Alternatively, you can

deploy and undeploy policy versions directly onto hosts or group hosts.
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A central database & the Deployment Map Server (DMS) 8 collects all the
information about your enterprise policies, versions, assignments , and
deployment. This means that you can easily report on deployment status,
deployment deviation, and deployment hierarchy.

Note: Dual control is not available with this method and is only available on
UNIX. For more information, see the Endpoint Administration Guide for UNIX

How Advanced Policy -based Management Works

Advanced policy -based management lets you store, deploy, and undeploy

policy versions, and later check the deployment status, deployment deviation,

and depl oyment distribution. Each policy contains a pair of selang command

scripts you create. The first script is a deployment script  and contains a set of
selang commands that construct the policy. The second script is an

undeployment script  and contains command s that are required for undeploying
(removing) the policy from the endpoint database.

Each policy is applied to the target databases you specify, in the following
way:

1. You store policy details in the DMS using either CA Access Control
Enterprise Management  or the policydeploy utility.

Policy details include the policy description, deployment and undeployment
scripts, and policy dependency.

2. CA Access Control stores the policy using automatic version -control.

Depending on whether the policy already exists on the DMS, one of the
following occurs:

Yy If the policy name does not exist on the DMS, it creates the first
version of the policy  (policy_name #01) and the logical policy object
(GPOLICY class), and then adds the policy version as a member of the
logical policy.

Yy If the policy name already exists on he DMS, it creates a new policy
version, incrementing the highest found policy version by one and adds
the policy version asam  ember of the logical policy (GPOLICY object).
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3.

You deploy a stored policy to target databases in one of the following
ways:

Y You assign the policy (GPOLICY object) to one or more hosts (a).

Yy You assign the policy (GPOLICY object) to one or more host group s
(b).

Yy You add a host to a host group that has stored policies (GPOLICY
objects) assigned to it (c).

Yy You redeploy a policy to one or more hosts (d).

Yy You restore the policies on an HNODE (redeploy the policies that
should be deployed on the host) (e).

Yy You upgrade a deployed policy on one or more hosts (f)

CA Access Control deploys the latest finalized policy version of the stored
policy.

Note: New policy versions you create are not sent automatically to
assigned hosts. You need to manually upgrade ass igned hosts to the latest
policy version.

CA Access Control creates deployment tasks automatically on the DMS.

A deployment task (a DEPLOYMENT object) is a work order, generated by
the DMS for execution on the endpoint. Each work order is intended for
one endpoint and contains information about the policy version that needs

to be deployed on the endpoint. The number of:

Yy If you assign or directly redeploy a policy to hosts (options (a) and (d)
in step 3), CA Access Control cre ates, for each host, a deployment task
for the latest finalized version of the policy.

For example, if you assign policy IIS to hosts host1l.comp.com and
host2.comp.com, CA Access Control creates two deployment tasks:
one for deploying the latest IIS policy version on hostl.comp.com and
one for deploying the latest IIS policy version on host2.comp.com.

Yy If you assign a policy to host groups (option (b) in step 3), CA Access
Control creat es, for each host that is a member of one of the host
groups, a deployment task for the latest finalized version of the policy.

For example, if the host group Servers has two members:
hostA.comp.com and hostB.comp.com, and policy IIS is assigned to

host g roup Servers, CA Access Control creates two deployment tasks:
one for deploying the latest IIS policy version on hostA.comp.com, and

one for deploying the latest IIS policy version on hostB.comp.com.
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Yy If you add a host to a host group that has assigned policies (option (c)
in step 3), CA Access Control creates for the new host a deployment
task for the latest finalized version of the policy.

For example, if host group Servers has two assigned policies (IS and
ORACLE), and you thenadd  host test.comp.com to it, CA Access
Control creates two deployment tasks: one for deploying the latest 1IS
policy version on test.comp.com, and one for deploying the latest
ORACLE policy version on test.comp.com.

Yy If you restore a host (option (e) in step 3), CA Access Control creates,
for each policy that should be deployed on the host, a deployment task
for the policy version that is effective on the host.

For example, if the host has two policies assigned: policyl and policy2,
and you restore the host, CA Access Control creates two deployment
tasks: one for deploying the latest finalized policyl version and one for
deploying the latest finalized policy2 version on the host.

Yy If you upgrade a deployed policy (option (f) in step 3), CA Access
Control creat es, for each host, a deployment task for the latest
finalized policy version if the version stored on the is newer than the
one that is deployed on the host.

For example, if you upgrade policy IIS on hosts hostl.comp.com and
host2.comp.com but only host h ostl.comp.com does not have the
latest version of the policy deployed, CA Access Control creates one
deployment task for deploying the latest IS policy version on
hostl.comp.com.

Note: A deployment task can be empty (has no action status) if the policy
already exists on the HNODE as a result of another assignment path.

CA Access Control creates a deployment package automatically on the
DMS.

A deployment package (a GDEPLOYMENT object ) groups all the

deployment tasks created in the previous step. It lets you track and

troubleshoot policy deployment and records the trigger -the reason why the
deployment was initiated.

The DMS sends the deployment tasks to the Distribution Host (DH).

The endpoint, which periodically checks for new policy deployment tasks
(using policyfetcher), fetches the pending deployment tasks from the DH

and executes eachrule  -the selang commands specified in the deployment
script -on the target databases.
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The endpoint updates the DH with the deployment task status (failed,
success), the resultant selang result messages for failed commands, and
the policy status on the HNODE.

Note: If a policy is deployed with errors, you can use Deployment Audit in
CA Access Control Enterprise Management to detail the selang output for
the failed commands. Otherwise, you need to view the log file on the
computer where the policy was deployed with errors.

The DH updates the deployment task status and policy status on the DMS,
where this information is stored.

More information:

Policy Verification  (see page 43)

Policy Dependency  (see page 42)
Assignment Paths (see page 53)

Endpoint Data That the DMS Holds

When you configure your environment for advanced policy management,
endpoints in your enterprise notify the DMS, through the configured DHs, of
status changes in three areas:

y

Policy deployment and undeployment

When a policy is being deployed or undeploye d, the endpoint sends a
notification. The following details are then updated according to the result
of the operation:

i Policy details
i Deployment status (succeeded, failed, and so on)

i The selang command output for policy commands that failed to
execute

i HNODE policy status (deployed, deployment failed, and so on)
Host heartbeat

At regular configurable intervals, each endpoint sends a heartbeat to
account for the host being online.

Deviation status

After each heartbeat, the endpoint calculates policy deviation, and sends
the result (deviation found or not found). If the policyfetcher finds
deployment and deviation status conflicts between the endpoint and the
DH, it resolves the conflicts based on en dpoint information.
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How Endpoints Update the DMS

Each endpoint sends a heartbeat (host status), policy status, and deviation
status notifications to the DMS, through the DHs you configured. Those DMS
notifications are handled in the follow ing way:

1. The DH stores natification messages in an update file.

These are heartbeats and policy deployment and undeployment
notifications from the endpoint.

2. The DH contacts the DMS, which is its subscriber:

Yy If a DMS is unavailable, the DH tries to communicate with the DMS
periodically, until all messages are successfully sent.

Yy If the DMS is available, the DH sends the stored notifications.
3. The DMS stores the information it receives from each DH for later use

Each time you create a report, CA Access Control retrieves the information
on the DMS.

Advanced Policy Management Classes

For the DMS to keep anup  -to-date map ofthe s  tatus of policies deployed on
each computer, and for the DMS to send deployment information to a DH so

that the endpoint can fetch the relevant policy deployment information it

should contain, CA Access Control uses specific classes:

DEPLOYMENT

Each DEPLOYMENT object represents a policy deployment task . CA Access
Control creates the deployment task automatically on the DMS when you
assign or unassign a policy to a host, or when you directly deploy or

undeploy a policy. It is also created when you add (assign) or remove
(unassign) a host to or from a host group that has assigned policies,
downgrade or upgrade a policy on a host, and reset or restore a host.
Endpoints use this object as a work order: they deploy or undeploy policy
versions based on the information in a pending DEPLOYMENT object. Each
work order is intended for one endpoint and contains information about the
policy version that needs to be deployed on the endpoint. In addition, the
DEPLOYMENT object has a status property which indicat es whether
deployment was successful or not and a result property (result_message)
which contains the selang command output from the policy deployment

task.
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GDEPLOYMENT

Each GDEPLOYMENT object represents a  deployment package . A
deplo yment package is created automatically on the DMS and groups
together all the deployment tasks that are created as a result of the same
transaction (policy assignment, upgrade, and so on) and for a particular

host. This means that each transaction you make creates the required
number of deployment tasks (DEPLOYMENT objects) and groups these by
host (GDEPLOYMENT objects).

HNODE

Each HNODE object represents an endpoint in your enterprise. It holds
information about the particular node it represents, the ho st groups it
belongs to, and when it was last detected online. In addition, each HNODE
object holds information about the policy versions that are effective on

node it represents (through direct or indirect assignment), and the status

of each policy (deplo  yed, deployed with errors, and so on).

The name of the HNODE object depends is the actual host name. For
example, myhost.mydomain.com

GHNODE

Each GHNODE object represents a group of CA Access Control nodes
(HNODE object). It lets you group endpoints int o logical groups for the
purpose of deploying policies. Each GHNODE object holds information

about the policies that are assigned to the nodes it represents.

POLICY

Each POLICY object represents a version of a policy (GPOLICY object) that
may be deployed on any host (HNODE object) or logical group of hosts
(GHNODE object). It contains information about where the associated

policy scripts are stored (in which RULESET o bject) and which nodes or
group of nodes it is deployed on.

The name of the object is the name of the policy, suffixed by a version
number (policy_name # xx).
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GPOLICY

Each GPOLICY object represents a logical policy. It contains information
about the polic y versions (POLICY objects) that belong to this policy and
the hosts and host groups it is assigned to.

The name of the object is the name of the logical policy.

RULESET

Each RULESET object holds both the deployment and undeployment
(removal) scripts that are associated with a policy version.

The name of the object is based on the respective POLICY object name.

Note: For more information about the properties these classes accept, see the
selang Reference Guide

Hosts and Host Groups

To use advanced policy management, you need to define your enterprise
implementation of  CA Access Control . To do this, you create HNODE objects to
represent endpoints (or hosts) and GHNODE objects to represent logical host
groups . Hosts can be members of a number of logical host groups depending

on their properties and policy demands. For example, if you have hosts

running a Red Hat operating system and Oracle, these can be members of a

Red Hat logical host group to get the baseline Red Hat access control p olicy,
and also members of the Oracle logical host group to get the Oracle access

control policy.

Define an Endpoint as a Host in Your Enterprise

To deploy policies to your endpoints and to view their deployment status, you

need to define  your endpoints on the DMS you manage your enterprise

through. When you install CA Access Control on the endpoint with advanced
policy management enabled, an HNODE record that represents the endpoint is
automatically created on the DMS. You should manually define your endpoints
on the DMS only if you want to model the environment before installing CA
Access Control on endpoints.

Important! You must use the fully qualified host name as HNODE name.
Otherwise, the endpoint does not collect its deployments.
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To define an endpoint as a host in your enterprise

1. In CA Access Control Enterprise Management click Policy Management,
then Host subtab, and expand the Host tree in the task menu on the left.

Four tasks appear: Create Host, Delete Host, Modify Host, and View Host.
2. Click Create Host.

The Create Host: Configure Standard Search Screen (Generic) appears.
3. Click OK.

The Create Host task page appears.
4. Complete the following fields in the dialog:

Name

Defines the name of the endpoint (HNODE object). This name has to
be unique on the DMS (enforced).

Description

(Optional) Defines a business description (free text) of the host. Use
this field to record any information that helps you identify the
endpoint.

IP address
(Optional) Defines the IP address of the host.
Click Submit.

The task is submitted and if successful, a message indicating that a new
host (HNODE) was created appears shortly afterwards.

Define a Logical Host Group

To manage policies on a group of related endpoints, you can define the
endpoints as a logical host group and perform advanced policy management
actions on the whole group. Before you can create meaningful host groups,
you must have your endpoints defined o n the DMS.

Note: This procedure describes how you use CA Access Control Enterprise
Management to define a logical host group on the DMS.
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To define a logical host group

1. In CA Access Control Enterprise Management click Policy Management
then Host subtab, and expand the Host Group tree in the task menu on the
left.

Four tasks appear: Create Host Group, Delete Host Group, Modify Host
Group, and View Host Group.

2. Click Create Host Group.

The Create Host Group: Configure Standard Search Screen (Generic)
appears.

3. Click OK.
The Create Host Group task page appears.
4. Complete the following fields in the dialog:
Name
Defines the name of the logical host group (GHNODE object).
Description

(Optional) Defines a business description (free text) of the host group.
Use this field to record any information that helps you identify the host

group.
5. Click the Host Selection, then click Add.

The Add Member dialog appears.
6. Select the endpoints you want to add to the host group, then click Select

The Add Member dialog closes and the endpoints you selected are added
to the Members List for the logical group host you are defining.

Click Submit.

The task is submitted and if suc cessful, a message indicating that a new
group host (GHNODE) was created appears shortly afterwards.
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How to Deploy a Policy

Using advanced policy
policy, have it reviewed and modified as

version.

To deploy approved policy versions using

Management , do the following:

1.

Store a policy version on the DMS.

Once you have a stored policy version, the policy can be reviewed and
deployed.

Review the policy.

Once the policy version is stored, you should have the rules associated
with the policy reviewed/

Finalize the policy.

Once you finalize a policy, you can assign it to the hosts or host groups
where you want it to be deployed.

Note: If you use the policydeploy utility to store a policy version, the
policy you store is automatically finalized. When you need to update a
policy, you must store a new version of the policy that contains the
required modified policy deployment and undeployment rules.

Assign the policy to endpoints through one of the available assignment
paths:

Yy Assign the stored policy to a host or host group.

Yy Assign a host to a logical group of hosts that already has the policy
assigned.

Once a policy is assigned, CA Access Control works to deploy the latest

finalized version of the policy automatically.

More information:

Assign a Stored Policy Version (see page 48)

Assignment Paths  (see page 53)

-based management you can store a draft version of a
required, then deploy the approved

CA Access Control Enterprise

Chapter 3: Managing Policies Centrally

41



How to Deploy a Policy

Administration Requirements

To store policies on the DMS or assign these policies you and the computer you
are working from need to have appropriate permissions.

To store policies on the DMS:

Y The computer from which you are managing the DMS from, or the one you
are running the policydeploy utility from, needs to have terminal rights
(TERMINAL class) for the DMS.

Y You need to have sub -administration rights for the POLICY, GPOLICY, and
RULESET classes on the DMS.

To assign policies to hosts or host groups:

Y The computer from which you are managing the DMS from, or the one you
are running the policydeploy utility from, needs to have terminal rights
(TERMINAL class) for the DMS.

Y You need to have sub -administra tion rights for the DEPLOYMENT,
GDEPLOYMENT, POLICY, GPOLICY, HNODE, and GHNODE (if you assign the
policy to a host group) classes on the DMS.

Policy Dependency

Advanced policy management lets you enforce the order in which policies are
deployed and undeployed.

Using policy dependency you can define that a policy that is dependent on one

or more other policies, cannot be deployed until all of the prerequisite poli cies
are also deployed. Similarly, you cannot undeploy a prerequisite policy if one

or more dependent policies are still deployed.

You define policy dependency when you create or modify a policy.
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Policy Verification

When policy verificatio  n is enabled, CA Access Control checks that a policy

does not contain errors before it deploys the policy. If CA Access Control finds
errors in the policy deployment script, the policy script does not execute on the
endpoint. This ensures that policies do not deploy with errors and lets you

trace script errors on the endpoint. Policy verification is disabled by default.

If policy verification is not enabled and you deploy a policy with errors, some
policy commands may still execute despite the errors in oth er commands.

Policy verification checks CA Access Control database commands only, that is,
selang commands in the AC environment. Policy verification does not check
commands in the native, configuration, or policy model environments. If a

policy contains ¢  ommands for both the AC environment and another
environment, policy verification checks commands in the AC environment only.

Policy verification cannot check undeploy scripts.
How Policy Verification Works

Policy verification ensures that a policy can deploy without errors before it
actually deploys on the endpoint.

Note: Policy verification is not enabled by default.

The following process describes how policy verification works:
1. Youassign ap olicy to a host or host group.

2. On each endpoint, policyfetcher verifies the policy.

3. One of the following happens:

Yy If the policy does not contain errors, policyfetcher deploys the policy to
the endpoint.

The endpoint updates the DMS that the policy status is Deployed .

Yy If the policy script contain an error, policyfetcher does not deploy the
policy to the endpoint.
The endpoint updates the DMS that the policy status is Not executed
The DMS also updates the status of each deployment task that
corresponds to the policy with the script error to Fail .
Note: You can view the scripts with errors through CA Access Control
Enterprise Management . Alternatively, to view the scripts with err ors,

run the following selang command in the AC environment:

showres deployment TaskName
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Enable Policy Verification

Policy verification ensures that a policy can deploy without errors before it
actually deploys on the endpoint.

To enable policy verification, set the value of the policy_verification
configuration setting in the policyfetcher section to 1.

Policy verification is enabled.

Store a Policy Version

Every policy you store on the DMS automatically gets a version number. The

first time you store a policy it receives a version number "01". For example,

the first time you store policy myPolicy , CA Access Control creates a GPOLICY
object named myPolicy and a POLICY objectnamed  myPolicy#01 . Every time
you stor e a policy that already exists on the DMS, the latest stored version of

the policy is incremented by one to create the new policy version. For

example, when you store a version of myPolicy for the twenty -eighthtime, CA
Access Control creates a POLICY obje ct named myPolicy#28

Note: This procedure describes how you use CA Access Control Enterprise
Management to store a policy version.

To store a policy version

1. (Optional) Create a new script file with selang deployment commands.

These are the commands necessary to construct the policy you want to
deploy on endpoints in your enterprise.

Important! Policy deployment does not support commands that set user
passwords. Do not include such commands in your deployment script file.
Nativ e selang commands are supported but will not show in deviation
reports.

2. (Optional) Create a new script file with selang undeployment commands.

These are the commands necessary for undeploying (removing) the policy
from endpoints in your enterprise.

3. In CA Access Control Enterprise Management click Policy Management,
then Policy subtab, and expand the Policy tree in the task menu on the
left.

The Policy tasks appear.
4. Click Create Policy.
The Create Policy: Configure Standard Search Screen (Generic ) appears.

Note: If you want to create a new version for an existing policy, click
Modify Policy instead and search for the policy you want to modify.
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10.

Click OK.

The Create Policy task page appears.
Complete the following fields in the dialog:
Name

Defines the name of the policy (GPOLICY object). This name has to be
unique on the DMS (enforced) and in your enterprise (not enforced but
you will not be able to deploy a policy to a host if a policy of the same
name already exists).

Description

(Optional) Defines a business description (free text) of the policy. Use
this field to record what this policy is for and any other information
that helps you identify the policy.

Click the Policy Script tab and provide a deployment and an undeployment
script, using one of the following methods:

Yy Type the deployment and undeployment scripts into the appropriate
fields.

Use this option if you did not create a script file with the deployment
commands.

y  Load the commands from an existing selang script file:

a. Click Browse and locate the file that contains the selang script you
want to use.

b. Click Load to populate the script field with the contents of the file
you selected.

(Optional) Provide a description for this policy version.

Use this to provide specific information about the deployment scripts you
use for this policy version.

(Optional) Select Finalize on Submit.

This option specifies that the new policy version you create can be
deployed. If you are not finished creating the deployment script, clear this
option.

Note: If you do not select this option, you can modify the deployment
scripts without creating a new v ersion of the policy. However, an
non -finalized policy version cannot be deployed.

Click the Policy Dependency tab, then click Add.
The Add Member dialog appears.
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11. Select the policies you want to add as prerequisites to the policy, then click
Select.

The Add Member dialog closes and the policies you selected are added to
the Members List for the policy you are creating.

12. Click Submit.

The task is submitted and if successful, a message indicating that a new
policy version was created appears shortly afterwards.

Example: Storing an 1IS 5 Protection Policy

The following example shows you how to store a policy for securing Internet
Information Services (lIS) 5 web servers using the policydeploy utility. This is
the first time  we store this policy on the DMS.

Note: The selang commands in this example are for resources on a Windows
operating system but the same procedure also applies on UNIX.

1. Save afile called IIS5.selang with the following IIS script:

# IS5 deployment script

eu inet_pers owner(nobody)

er FILE c:\InetPub\wwwroot\* defaccess(none) owner(nobody)

authorize FILE c:\InetPub\wwwroot\* uid(inet_pers) access(all)

er FILE c:\InetPub\wwwroot\scripts defaccess(none) owner(nobody)

er FILE *.asp defaccess(none) owner(nobody)

authorize FILE *.asp uid(inet_pers) via(pgm(inetinfo.exe)) access(read, execute)

These are the commands necessary to deploy an IIS 5 protection policy.
2. Save afile called 11IS5_rm.selang with the following script:

# 1IS5 undeployment script
ruinet_pers

1 FILE c:\InetPub\wwwroot\*

ir FILE c:\InetPub\wwwroot\scripts
1 FILE *.asp

These are the commands necessary to undeploy the 1IS 5 protection policy
we created in step 1.

3.  Run the policydeploy utility:
policydeploy -store 1IS5 -ds 11S5.selang -uds IIS5_rm.selang -desc "lIS5 web server security policy” -silent

This stores on the DMS the policy IIS5 (GPOLICY object) and the first
version of the policy (11IS5#01 POLICY object) with the scripts defined in
lIS5.selang and 1IS5_rm.selang.
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View the Rules Associated with a Policy
Once a policy is stored on the DMS, anyone with read permissions to the
GPOLICY, POLICY, and RULESET objects can view the policy and its associated

versions.

To view the rules associated with a policy

1. In CA Access Control Enterprise Management click Policy Management,
then Policy subtab, and expand the Policy tree in the task menu on the
left.

The Policy tasks appear.
2. Click View Policy to create a hew policy.

The View Policy: Configure Standard Search Screen (Generic) appears.
3. Define a scope for the search, then click Search.

A list of policies, which match the scope of the search you defined,
appears.

4. Select the policy you want to view, then click Select.

The View Policy: policyName page appears. On the various tabs you can
view the properties of the policy including, its name and description,
deployment and undeployment scripts for the latest version, a list of all

policy versions that exist for this policy, and generic information about the
policy creation and update.

5. Click the Version History tab.

A list of policy versions appears, each with a link to a deployment and
undeployment script.

6. Do either of the following:
y*  Click the Deploy Script link.
A pop -up window with the deployment script appears.
y  Click the UnDeploy Script link.

A pop -up window with the undeployment script appears.
Example: Viewing the Rules Associated with an 11S 5 Protection Policy

The following example shows you how to retrieve the selang scripts associated
with deploying and undeploying a policy for securing Internet Information
Services (IIS) 5 web servers using the policydeploy utility. To do this, run the
following command:

policydeploy -getrules myPolicy -ds c:\foldendeployRules.txt -uds undeployRules.txt
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Assign a Stored Policy Version

You can assign the latest finalized version of a multiple -rule policy to specific
hosts or to host groups. Assigned policie s are automatically deployed and you
can monitor their status from the DMS.

To assign a stored policy version

1. In CA Access Control Enterprise Management click Policy Management,
then Policy subtab, expand the Assignment tree in the task menu on the
left, and click Assign Policy.

The Assign Policy wizard appears at the Policy Selection task stage.
2. Complete the wizard, then click Finish after you read the summary.

CA Access Control submits the policy assignment task. Once a policy is
assigned to hosts (directly or through a logical host group membership),
CA Access Control creates DEPLOYMENT tasks for each host to retrieve.
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Example: Assigning an IIS 5 Protection Policy

The following example shows you how to assign a policy for securing Internet
Information Services (1IS) 5 web servers using the policydeploy utility. We will
review the policy and the latest (fourth) version of policy 11IS5 and then assign
the policy to a h  ost group called [IS5Servers. Policy IIS5 is stored on the
crDMS@cr_host.company.com DMS node.

1. Connect to the DMS using selang:
hosts crDMS@cr_host.company.com
You can now query our DMS via selang.

2. If you're not sure what is the latest finalized version of the policy, issue the
following selang command to find all versions of the policy:

sr GPOLICY 1IS5

The selang window lists the properties of the 1IS5 policy, including the
Final Policy, which is  the latest version of the policy that you can assign
(finalized).

3. Issue the following selang command to view the policy deployment and
undeployment scripts:

sr RULESET IIS5#04

The selang window displays the 11IS5#04 RULESET object, including the
deployme nt and undeployment rules that relate to the fourth version of the
IIS5 policy.

4. In acommand line window, run the policydeploy utility:
policydeploy -assign IIS5 -ghnode IS5Servers

This assigns the 1IS5 policy to all hosts in the [IS5Servers logical host
group, and in turn deploys the fourth version of the IIS5 policy on these
hosts.
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Unassign an Assigned Policy

You can unassign an assigned policy from specific hosts or to host groups.
Unassigned policies are automatically undeployed.

To unassign an assigned policy

1. In CA Access Control Enterprise Management click Policy Management,
then Policy subtab, expand the Assignment tree in the task menu on the
left, and click UnAssign Policy.

The UnAssign Policy wizard appears at the Policy Selection task stage.
2. Complete the wizard, then click Finish after you read the summary.

CA Access Control subm its the policy assignment task. Once a policy is
unassigned from hosts (directly or through a logical host group

membership), CA Access Control creates DEPLOYMENT tasks for each host
to retrieve.

Example: Unassigning an IIS 5 Protection Policy

The following example shows you how to unassign an assigned IIS 5 policy
from the web servers it is assigned to using the policydeploy utility. We will
unassign the policy from a host group called 11IS5Servers. Policy IS5 is stored
on the crDMS@cr_host.com  pany.com DMS node.

In a command line window, run the policydeploy utility:
policydeploy -assign- IIS5 -ghnode IIS5Servers
This unassigns the IIS5 policy from all hosts in the lIS5Servers logical host

group, and in turn undeploys the version of the IS5 policy that is deployed on
these hosts.
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Upgrade Assigned Hosts to the Latest Policy Version

New policy versi ons are not sent automatically to assigned hosts or to hosts
where the policy is deployed. You need to manually upgrade hosts where the
policy is deployed to the latest policy version.

To upgrade assigned hosts to the latest policy version

1. In CA Access Control Enterprise Management click Policy Management,
then Policy subtab, expand the Assignment tree in the task menu on the
left, and click Upgrade Policy.

The Upgrade Policy wizard appears at the Policy Selection task stage.
2. Complete the wizard, then click Finish after you read the summary.

CA Access Control submits the policy upgrade task. For the policy to be
upgraded on a host,  CA Access Control creates a DEPLOYMENT task for the
host to retrieve.

Note: When you select a host, CA Access Control Enterprise Management
lets you choose from only those hosts that have an older version of the
policy deployed.

Example: Upgrading an 1IS 5 Protection Policy

The following example shows you how to upgrade a policy using the
policydeploy utility. We will first review the deployment to see which hosts do
not have the latest version of this policy deployed.

1. Inacommand line window, run the pol icydeploy utility:

policydeploy -upgrade IIS5 -list

This lists the hosts that have an older version of the 1IS5 policy deployed.
2. Upgrade all of these hosts to the latest version of the policy:

policydeploy -upgrade 1S5
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Downgrade Assigned Hosts to a Particular Policy Version

If you inadvertently assigned the wrong a policy version to one or more hosts,
or if you want to go back to an older version of a policy on specific hosts, you
can downgrade a policy.

To downgrade ass igned hosts to a particular policy version

1. In CA Access Control Enterprise Management click Policy Management,
then Policy subtab, expand the Assignment tree in the task menu on the
left, and click Downgrade Policy.

The Downgrade Poli cy wizard appears at the Policy Selection task stage.
2. Complete the wizard, then click Finish after you read the summary.

CA Access Control submits the policy downgrade task. For the policy to be
downgraded on a host, CA Access Control creates a DEPLOYMEN T task for
the host to retrieve.

Example: Downgrading an IIS 5 Protection Policy

The following example shows you how to downgrade a policy using the
policydeploy utility. We will first review the deployment to see which hosts
have a deployed policy that has earlier versions.

1. Inacommand line window, run the policydeploy utility:
policydeploy -downgrade 11IS5#3 -list

This lists the hosts that have a version of the 1I1S5 policy deployed that is
later than version 3.

2. Downgrade all of these hosts to the third version of the policy:

policydeploy -downgrade 1S5#3
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Assignment Paths

Deleted Policies

An assignment path  describes a policy assignment to a specific host or host
group. A policy can be assigned to a host in two paths:

Y A policy is directly assigned to a host (1).
Y A policy is assigned to a host group of which a host is member of (2).

For example, the followin g illustration shows a multiple assignment path for
the same policy:

Policy 1—————p Host

N

Host Group

Assignment paths are important because when multiple assignment paths exist
it impacts advanced policy management, as follows:

Y If you remove an assignment path, CA Access Control does not undeploy
the policy because the other assignment paths between the host and the
policy still exist.

For example, if "hostl.comp.com" is a member of the Servers host group
and both are assigned to the policy IS, if you remove hostl.comp.com

from the Servers host group, CA Access Control  will not undeploy IIS
because it is still assigned to the host directly. Conversely, if an

assignment path exists and you add a new one, deployment only occurs if

the latest finalized policy version is not deploye d on the host.

Y If you add an assignment path, a deployment package and deployment
tasks are created for tracking and administrative purposes. However, the
deployment task has the status of No Action , and so does not initiate
policy deployment on the endp oint.

You can delete a logical policy (GPOLICY object) or a policy version (POLICY
object) from the DMS. When you delete a policy version, you also delete the
deployment and undeployment scripts (RULESET object) associated with the
policy version. When you delete a logical policy, you delete every policy

version associated with the logical policy, and their associated scripts.

You cannot restore a deleted logical policy or policy version.
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Policies That You Cannot Delete

You cannot delete a policy if:
Y The policy is a prerequisite for another policy.

You must remove any dependencies on a policy before you delete the
policy.

Y One or more of the policy's policy versions cannot be deleted.

You must ensure that each policy version can be deleted before you delete
the policy.

Y The policy is assigned or deployed on a host.
You must unassign or undeploy the policy from the host bef ore you delete
the policy.

Policy Versions That You Cannot Delete

You cannot delete a policy version if:
Y The policy version is assigned or deployed on a host.

You must unassign or undeploy the policy version from the host before you
dele te the policy version.

Y The policy version has a status on the DMS.

You must unassign or undeploy the policy version, or otherwise remove
the policy version from the host, before you delete the policy version.

Y The policy has a status of Undeployed with failures.
You cannot remove this status. The policy version cannot be deleted.
Delete a Policy
When you delete a logical policy (GPOLICY object), you delete all its policy
versions (POLICY object s), and the RULESET object associated with each policy

version.

To delete a policy

1. In CA Access Control Enterprise Management click Policy Management,
then the Policy subtab, and expand the Policy tree in the task menu on the
left.

The Policy tasks appear.
2. Click Delete Policy.

The Delete Policy: Configure Standard Search Screen (Generic) screen
appears.
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3. Define a scope for the search, and click Search.

A list of policies, which match the scope of the search you defined,
appears.

4. Select the policy you want to delete, and click Select.

A message appears asking if you want to delete the policy.
5. Click Yes.

The policy is deleted.
Example: Deleting an 1IS 5 Protection Policy
The following example shows you how to delete an unassigned IIS 5 policy
from the DMS using the policydeploy utility. Policy IS5 is not assigned to any
hosts or host groups. Policy IS5 is stored on the
crDMS@cr_host.company.com DMS node.
In a command line window, run the policydeploy utility:

policydeploy -delete 11IS5

Policy 1IS5 is deleted from the crDMS@cr_host.company.com DMS node.
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Delete a Policy Version

When you delete a policy version (POLICY object), you delete all deployment
and undeployment scripts associated with the policy version.

To delete a policy version, run the following command:
policydeploy -delete name#xx [-dms list]
-delete  name#xx
Delet es the specified policy version.
-dms list

(Optional) Specifies a comma  -separated list of DMS nodes from which to
delete the policy version. If you do not specify DMS nodes, the

policydeploy utility uses the list of DMS nodes specified in the local CA
Access Control database.

Example: Deleting an 1IS 5 Protection Policy Version

The following example shows you how to delete the unassigned policy version
IIS5#05 from the DMS using the policydeploy utility. Policy version 1IS5#05 is
not assigned to  any hosts or host groups. Policy 11S5#05 is stored on the
crDMS@cr_host.company.com DMS node.

In a command line window, run the policydeploy utility:

policydeploy -delete 11IS5#05

Policy version 11IS5#05 is deleted from the crDMS@cr_host.company.com DMS
nod e.
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Troubleshooting Policy Deployment

Policy Status is Not

Policies are assigned to hosts and deployed later at the assigned endpoint
when it retrieves the deployment task and runs the policy script. As a result,
deployment errors  may occur for different reasons when the policy is
transferred or deployed at the endpoint.

To resolve policy deployment errors, advanced policy management provides
you with a few troubleshooting tools:

Y Redeploy & Redeploy a policy tore -execute the deploym ent script.

Use this option when the policy deploys on the endpoint with errors. That
is, selang policy script execution failed. You need to manually fix the
reason for the script error on the endpoint before you can redeploy the
policy.

Y Reset d Resetane ndpoint. CA Access Control resets host status,
undeploys all effective policies and deletes all advanced policy
management objects.

Use this option to clean an endpoint, and its status on the DMS, from all
policy deployments and advanced policy management properties.

Y Restore 8 Restore (directly redeploy) all the policies that should be
deployed (assigned or directly deployed) on the specified host by
resending all the deployment tasks to the host for execution.

Use this option when you manually reset an en dpoint (re -install CA Access

Control or the operating system) to redeploy all the policies that the DMS
indicates are effective on that endpoint.

Note: If the host has some policies already applied, the restore will fail
because it does notreset  the host status before executing.

Executed

Symptom:

When | deploy a policy, the policy does not deploy and the policy status is Not
executed.

Solution:

Policy verification found one or more errors in the policy. You must fix the
errors before you can successfully deploy the policy.
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To successfully deploy the policy, follow this steps:
1. Review the errors.

You must know if the errors occur in the policy or in the CA Access Control
database before you can fix them.

a. In CA Access Control Enterprise Management click Policy Management,
then Policy subtab, expand the Deployment tree in the tas k menu on
the left, then click Deployment Audit.

The Deployment Audit page appears.
b. Define a scope for the search, then click Go.

A list of deployment tasks, that match the scope of the search you
defined, appears.

c. Click the name of the deployment task that did not deploy.

Information about the deployment appears, including a list of the
errors in the policy.

2. (Optional) If the error is in the CA Access Control database, do the
following:

a. Fixtheerrorinthe  CA Access Control database.
b. Do one of the following:
Yy Use the policydeploy utility to fix the deployment task.

Fixing the deployment task removes the Fail status on the
deployment task, and, if the deployment is successful, changes the
status of the policy on the endpoint to Deployed.

Yy Use CA Access Control Enterprise Management or the policydeploy
utility to deploy the policy again.

Deploying the policy again creates another deployment task. The
status of the previous depl  oyment task with errors remains Fail. If
the deployment is successful, the policy status on the endpoint is
Deployed.

3. (Optional) If the error is in the policy, do the following:
a. Create a new policy version that does not contain the error.
b. Use CA Access Control Enterprise Management or the policydeploy

utility to upgrade the policy.

Note: For more information about the policydeploy utility, see the Reference
Guide .
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Remove Obsolete Endpoints

The DMS stores information about your enterprise. If you remove a computer

from the enterprise when you uninstall CA Access Control from that computer,
the DMS still contains a reference to that node. As a routine maintenance

procedure, you should clean the DMS from these obsolete nodes.

To remove obsolete nodes run the dmsmgr utility on the DMS computer to
perform a routine clean up:

dmsmgr -cleanup number_of_days -dms name
number_of _days
Defines the minimum number of days in which the CA Access Control node

has been unavailable for.

You can also manually delete a specific node by issuing the following selang
command on the DMS computer:

m HNODE HNODE_name

Important! When you delete a node, CA Access Control removes all the
HNODE related deployment tasks, removes all the deployment tasks' packages
(unless they have other deployment task members), and only then removes

the HNODE object.
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Audit Deployment Information

CA Access Control Enterprise Management provides an audit of your policy
deployments. This audit gives you a view of your policy deployments -a
descriptive list of deployment tasks. The list details what triggered each
deploymen ttask, when it was created, and what type of deployment was
involved. For each deployment task, you can further explore the following

details: which host and policy pair was the deployment task created for, the

version of the policy that was deployed, the status of the deployment task
(queued, succeeded, or failed), and the selang output (result of deploying the
command).

To audit deployment information

1. In CA Access Control Enterprise Management click Policy Management,
then Deployments  subtab, and click Deployment Audit.

The Deployment Audit page appears.
2. Define a scope for the deployment audit, then click GO.

CA Access Control Enterprise Management retrieves information about
deployments that are in the scope you defined and displays the results
after a short delay.

3. (Optional) Click on the trigger of a deployment to view more information
about the associated deployment tasks.
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How Policy Deviation Calculations Work

Advance d policy management lets you see the difference between the access
rules that should be deployed on an endpoint (as a result of policy
deployment) and the actual rules that have been successfully deployed on the

same endpoint. It also resolves property add itions and changes made to policy
objects. This lets you resolve problems associated with the deployment of your
policies.

When the policy deviation calculator runs on an endpoint, it performs the
following actions:

1.

Retrieves from the local host the list of rules that should be deployed on
the endpoint.

These are the rules that are specified for each of the deployed policies, as
specified in the local RULESET object that is associated with the POLICY
object for each deployed polic  y version.

Checks that each of these rules is applied to the endpoint.

Important! The deviation calculation does not check whether native rules
are applied. It also ignores rules that remove objects (user or object
attributes, user or resource authorization, or actual users or resources)

from the database. For example, the calculation cannot verify whether the
following rule is applied:

rr FILE /etc/passwd

(Optional) Compare s between the local policy objects and the ones on the
DMS.

Normally, the deviation calculator checks for deviations only on the local
host. If you specify the -strict option, the deviation calculator also
compares the policies associated with the local H NODE object to the
policies associated with HNODE object on the DMS. It compares the
following:

a. List of policies associated with the HNODE object representing the local
host

b. Policy state o f each POLICY object associated with the HNODE object

c. Poalicy signature of each POLICY object associated with the HNODE
object

Outputs the following two files:
Yy AClInstallDir /data/devcalc/deviation.log

Log and error messages collected during the last devia tion calculation.
Yy AClinstallDir /data/devcalc/deviation.dat

List of policies and their deviations. You can get the contents of this file
using the selang command get devcalc on the endpoint.
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Note: CA Access Control also sends audit events which can be viewed
using seaudit -a. For more information about the seaudit utility , see the
Reference Guide .

5. Notifies the DMS of any deviations found.

Notifications are sent to the DMS through the DHs specified for the local
CA Access Control database.

Deviation Calculation Trigger

You should regularly perform a deviation calculation so that the DMS contains

recent information about policy deviation status. If you enable advanced policy

management on  your endpoint, policyfetcher triggers the deviation calculator
after each heartbeat.

We recommend that you modify the policyfetcher settings so that a policy
deviation calculation occurs in an interval that supports your requirements.

Policy Deviation Log and Error File

The policy deviation calculation writes a new log during each deviation
calculation. This log also contains error messages and is stored in
AClInstallDir /data/devcalc/deviation.log

Use this log when the deviations you see in your reports (that are retrieved
from the DMS) are not gathered from the last time a deviation calculation

should have run. It can help you diagnose why the deviation calculation results
were not sent to the DMS.

Example: Deviation log and error file

The following is an example deviation log and error file:

start ime: Mon Jan 23 13:04:48 2006

WARNING,\'failed to retrieve DH host name, deviation will be stored locally\"
found deviation(s) for policy 'iis8#02'

end time: Mon Jan 23 13:05:04 2006
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Policy Deviation Data File

The policy deviation calculation writes a data file that contains a list of policies
and their deviations. This data file is stored in
AClnstallDir /data/devcalc/deviation.dat

Note: The list of policies included in the data file depends on the policies that a
deviation is calculated for (by default, all the policies and all policy versions on
the endpoint).

Important! The deviation calculation does not check whether native rules are
applied. It also ignores rules that remove objects (user or object attributes,

user or resource authorization, or actual users or resources) from the

database. For example, the calculation cannot verify whether the following rule
is applied:

rr FILE /etc/ passwd

The deviation status is sent (whether a deviation exists or not) to the DMS but
the actual deviation is stored locally. When a report is created, the actual
deviation results can be retrieved from this file and added to the report.

The following lines can appear in the policy deviation data file:

Date

Displays a time stamp for the deviation calculation. A date line is always
the first line in the deviation report.

Format: DATE, DDD MMM DD hh:mm:ss YYYY

Strict
Specifies that the deviation calculation was run with the - strict option.
Format: STRICT, DMS@hostname , policy_name # xx, [1|0]

[1]|0] signifies whether a deviation was found (1) between the policies
associated with the local HNODE object and the ones associa ted with the
HNODE object on DMS@hostname (the first available DMS), or not (0).

Policy Start
Starts a policy block, which defines the deviation for this policy version.

Format: POLICYSTART, policy_name # xx
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Difference

Describes a deviation that was fo und for a policy. The name of the policy

for which the deviation applies to is the nearest policy line above this line.
There are eight types of deviations, four showing missing elements and

four showing added elements, which are described in the following table:
Deviation Type Format

Class not found DIFF, -(class_name ), (*), (*), (*)

Object not found DIFF, ( class_name ), -(object_name ), (*), (*)

Object added DIFF, ( class_name ), +( object_name ), (*), (*)
Property not found DIFF, ( class_name ), ( object_name ),

-(property_name ), (*)

Property added DIFF, ( class_name ), ( object_name ),
+( property_name ), (*)

Property value DIFF, ( class_name ), ( object_name ),

missing (property_name ), -(expected_value )

Property value DIFF, ( class_name ), ( object_name ),

added (property_name ), +(expected_value )

Note: When the deviation calculator detects a missing class, it also creates
a deviation line for all missing objects, properties, and values.

Policy End
Ends a policy block which defines the deviation for this policy.
Format: POLICYEND, policy_name # xx, [1]|0]
[1|0] signifies whether a deviation was found (1) or not (0).
Warning
Describes a warning.

Format: WARNING, " warning_text "

Example: Deviation data file

Date, Sun Mar 19 08:30:00 2006

WARNING, "failed to retrieve DH host name, deviation will be stored locally"
POLICYSTART, iis8#02

DIFF, (USER), (iispers), (*), (*)

POLICYEND, iis8#02, 1
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Deviations Showing Missing Elements

The deviation calculator differentiates between missing elements and additions

of new elements. Missing elements refer to CA Access Control elements that
are explicitly defined in a specified policy, but do not exist on the local host.

These missing elemen ts can be: classes, objects, properties, and values.

Any combination of missing elements defines a hierarchal requirement. For
example, if Policyl has the following rule:

eu mytestuser2 operator
The deviatio n calculator asserts that the following implicit requirements are
met:
Y Class USER must exist
The rule defines a user, which belongs to the USER class.
Y USER object mytestuser2 must exist

The mytestuser2 object of the USER class is explicitly referred to by the
rule.

Y Property OBJ_TYPE must exist

The rule uses the operator parameter to set the OBJ_TYPE parameter of
the USER object.

Y The value Operator is assigned to the OBJ_TYPE property

The rule explicitly sets this value.
Deviations Showing Added Elements

The deviation calculator differentiates between missing elements and additions

of new elements. Added elements refer to CA Access Control elements that are
defined lo cally, but do not exist in the specified policies. These added elements

can be: classes, objects, properties, and values.

An addition deviation will be included if a local exception has added a new:

Y Value to a property of an object mentioned within a policy.

Y Property to an object mentioned within a policy.

Note: New objects & those which are not mentioned within any policy & will not
be considered as an addition; this also applies to new classes.
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Deviations Showing Modified Elements

No single deviation line shows a modification. To identify a modification, you
need to look for sequential removal and addition lines that apply to the same
element. For example, in the following extract from a deviation data file,
mytestuser has been modified from having the Operator value to having both
the Auditor and Administrator values:

DIFF, (USER), (mytestuser2), (OBJ_TYPE), -(Operator)
DIFF, (USER), (mytestuser2), (OBJ_TYPE), +(Auditor)
DIFF, (USER), (mytestuser2), (OBJ_TYPE), +(Administrator)
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Chapter 4. Viewing Your Enterprise
Implementation

This section contains the following topics:

World View (see page 67)

View Your Enterprise CA Access Control Implementation (see page 68)
Open CA Access Control Endpoint Management to Manage an Endpoint (see
page 68)

World View

CA Access Control endpoints can receive policy updates from a single

deployment management server (DMS) using advanced policy management.

Once configured you can manage the policies -groups of rules -on your
endpoints using CA Access Control utilities and selang commands or the CA
Access Control Enterprise Management interface.

World View in  CA Access Control Enterprise Management lets you view the
enterprise implementation of CA Access Control that you are managing on the
connected DMS. You can view your enterprise implementation of CA Access
Control in the following ways:

Y By host name

These are the hosts (endpoints) that you define on the DMS.
Y By host group

These are the logical host groups  you define.

Y By policies

Using these results, you can:

Y Identify which endpoints report to the connected DMS

Y See when each endpoint last sent a heartbeat to the DMS
Y See which policies are deployed on each endpoint
y

Click a link to manage the endpoint using CA Access Control Endpoint
Management
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View Your Enterprise CA Access Control Implementation

Using CA Access Control Enterprise Management you can display your
enterprise implementation of CA Access Control . This enterprise "World View"
is a snapshot of all your endpoints, the logical host groups they are grouped

into, and the deployed policies on these endpoints.

To view your enterprise CA Access Control implementation

1. In CA Access Control Enterprise Management click the World View tab,
then click the World View link in the task menu on the left.

The World View page appears with the Search section visible.

2. If required, define the search criteria to locate a particular su bset of data,
then click Go.

The results matching the criteria you defined are displayed by category.

Note: By default, World View displays results for all of the endpoints that
are defined to the DMS CA Access Control Enterprise Management is
connected to.

Open CA Access Control Endpoint Management to Manage

an Endpoint

CA Access Control Enterprise Management lets you easily log into CA Access
Control Endpoint Management to manage any of the endpoints that CA Access
Control Enterprise Management manages through the connected DMS.

Note: For CA Access Control to automatically log you in to manage an

endpoint, you need to be defined to both CA Access Control Enterprise
Management and CA Access Control Endpoint  Management in the same way
(user name and password) and you need to have terminal access rights to

manage the endpoint using CA Access Control Endpoint Management

To open CA Access Control Endpoint Management to manage an
endpoint

1. Use World View to view one or more endpoints you want to manage.

2. Click the Manage in the endpoint's row.

CA Access Control Endpoint Management opens and the endpoint's host
name and your credentials are automatically entered.
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Open CA Access Con trol Endpoint Management to Manage an Endpoint

More information:

View Your Enterprise CA Access Control Implementation (see page 68)
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Chapter 5. Creating Reports

This section contains the following topics:

Security Standards __ (see page 71)

Reporting Service  (see page 72)

Standard Reports  (see page 75)

BusinessOb jects InfoView Report Portal (see page 88)
Custom Reports  (see page 91)

Security Standards

With the migration from a paper -based opera tional environment to one that
focuses on electronic media, corporations have become significantly exposed
to local and remote attacks on those data. To address these concerns, several

security initiatives have been implemented in the areas of general glob al
security, financial accuracy and reporting, the safe guarding of private

monetary information and individual identities, the protection of health -care
related information, and a US government -wide standardization of security

best practices.

The follow ing security standards, acts, and requirements provide a useful
summary of the root of the best practice reporting that is being performed by
CA Access Control reporting service:

Payment Card Industry Data Security Standards (PCI DSS)

PCI DSS is an industry standard that was developed by the major credit
card companies to help prevent security issues including fraud and
hacking. Companies who accept, capture, store, transmit, or process credit
and debit card data must comply with PCI DSS.

He alth Insurance Portability and Accountability Act (HIPAA)

HIPAA is a United States federal law that protects health insurance
coverage when workers change or lose their jobs. HIPAA also addresses
the security and privacy of health data.

Sarbanes -Oxley Act (SOX)

SOX is a United States federal law that stipulates standards for financial
reporting. It applies to the boards and management of all U.S. public
companies.
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Reporting Service

CA Access Control reporting service lets you view the sec urity status of each
endpoint (users, groups, and resources) in a central location. The collection of

data from each endpoint can be scheduled or on -demand. You do not need to
connect to each endpoint to find out who is authorized to access which

resource. CA Access Control reporting service, once set up, works

independently to collect data from each endpoint and report it to a central

server and continues to report endpoint status without the need for manual
intervention. This means that each endpoint repo rts on its status whether the
collection server is up or down.

CA Access Control reporting service is useful for BS 7799/ISO 17799,
Sarbanes -Oxley (SOX), Payment Card Industry (PCI), Health Insurance
Portability and Accountability Act (HIPAA), Federal Information Security
Management Act (FISMA) environments, and others. It offers a solution
wherever you must know the true endpoint status of users, groups, and
resource access across thousands of endpoin ts.

The reporting service is structured to let you interrogate the data that is

collected from each endpoint. You can build custom reports for a variety of
purposes, or use the existing reports that CA Access Control provides out of
the box. Because the  reporting service is server  -based, it lets you centralize
report storage and management and provides secure access (SSL) to reports.

The reporting service can be configured for high availability. You can install the
Report Server on a single server or in a distributed configuration.

Note: The reporting service components are external to the CA Access Control
enforcement system and add value to an existing implementation without the
need to reconfigure it.

Reporting Service Components

The reporting service comprises the following core components:

Y A Report Agent is a Windows service or a UNIX daemon that runs on each
CA Access Control endpoint and sends information to message queues on a
configured Report Server. For reporting, the Repo rt Agent takes a
scheduled snapshot of the local CA Access Control database and any Policy
Model databases (PMDBSs) on the endpoint, and sends this snapshot (in
XML format) to the report queue on a configured Report Server.

Y A Report Server is a server with message queues configured for receiving
endpoint information that Report Agents send. For reporting, the Report
Server forwards endpoint database snapshots from the report queue to the
central database. For redundancy and failover, you ca n have multiple
Report Servers collecting and forwarding the information.
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A central database is an existing database store that holds the information

it receives from each Report Server. You can use various tools to

interrogate the data stored in the da tabase about your  CA Access Control
implementation.

A Report Portal is an application server that serves CA Access Control
reports. The server uses BusinessObjects InfoView portal to let you

interact with the reporting information that is stored on the central
database.

Built -in reports are included to let you easily present data for common
reporting scenarios.

A computer on which you run the Web -based interface that lets you view
and manage reports.

Note: For more information about CA Access Control reporting service
implementation and architecture, see the Implementation Guide

How the Reporting Service Works

The reporting service lets you interrogate the data that is collected from each
endpoint. To set up the reporting service correctly, you need to know how it
works to collect, store, and generate reports from the data.

The reporting service does the followi ng:
Y Collects data from each endpoint.

Y Stores the data on a central server.

Y Generates reports from the stored data.

Once there is data available in the central database, you use the Report

Portal 3 a CA version of the BusinessObjects InfoView portal, config ured to
connect to the central database, and bundled with the ready -made CA
Access Control reports 0 to generate reports and interrogate the stored

data.
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How Data for Reporting Is Collected from Each Endpoint

To generate reports, data from each endpoint has to be collected. The
reporting service uses a Report Agent, installed on each endpoint, to collect
data from that endpoint at scheduled times or on -demand.

Note: The Report Agent is also responsible for coll ecting and routing audit

data for integration with CA Enterprise Log Manager . This process describes
only those actions that the Report Agent takes for reporting on the CA Access
Control endpoint.

The Report Agent performs the following actions on each end point:

1. Performs a deviation calculation and sends the results to the Report
Server.

Important! If you have the Report Agent set to run regularly, and you do
not need to have the DMS updated, you do not need to schedule a policy
deviat ion calculation separately.

2. Creates a copy ofthe  CA Access Control database (seosdb) and each Policy
Model database (PMDB) on the endpoint.

This is a temporary copy that the Report Agent takes so that it can process
data without affecting CA Access Control performance.

3. Dumps the data from each database into an XML structure.

This is a dump of all of the objects in the database, meaning that all data
is captured, not just data that is visible through database interface utilities
(such as selang).

4. Sends an XML version of the database to the Report Server.

The Report Agent sends the data to the reporting queue on the Report
Server.
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How Data from Each Endpoint is Processed and S  tored

When data is collected on each endpoint, it is sent for processing on the Report
Server. The processed data is then sent for storage on the central database for
report generation.

The Report Server performs the following actions:

1. Receives an XML dump 0 a snapshot of an entire database o from the
Report Agent on an endpoint.

Each XML dump is a snapshot of an entire database.

2. Process the XML dumps using a Message Driven Bean (MDB) according to
the database schema.

Each incoming XML message file is transformed into Java objects for
placement in a central database.

3. Each Java object is inserted into the central database.

The data from the endpoint is now available for retrieval from the central
database.

Standard Reports

Out of the box, CA Access Control reporting service comes with standard
reports as part of the default product installation. The reports are divided into
the following categories:

Y Account management reports (see page 77)

Y Entitlement reports  (see page 81)

Y Miscellaneous reports  (see page 83)

Y Policy management reports (see pa ge 85)

In addition to the standard reports, you can augment the reports and make
similar reports with different features, or generate completely new reports.
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What Reports Look Like

The reports output  uses tables, and graphics when appropriate. For example, a

pie chart graphic is presented to provide a quick reference visual aid to

determine, at a glance, the vulnerability of a specific endpoint position. As

shown in the figure below, the CA Access Con trol Administrators report
provides a pie chart of how many endpoint users are CA Access Control
administrators. A high ratio of administrators to normal users may pose as

security risk, so the graphic quickly shows if there is a security exposure. In

this example, a large red wedge in the chart is bad because it shows that

almost 1% of the current enterprise user base can perform CA Access Control
administration.

CA Access Control Administrators

{.98%

B Access Control Administrators 259 0.93%
O Access Control Users 26286 99.02%
Total: 26545 100.00%

99.02%

In addition to the graphic, each report has an associated listing of the actual
endpoint values. The following is a sample of this table from the CA Access
Control Administrators report:

CA Access Control Administrators

User Name Full Hame Host ID Has Administrator Has Password Has Operator
Mode Manager Mode Mode
_zeagent
SYETEMA Ve
SYETEMB VS
SYSTEMC yes
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Account Management Reports

The standard account management reports provide an overview of user
accounts.

Note: The report title  is the name as it appears in BusinessObjects InfoView.

Following is the list of standard account management reports:

CA Access Control Administrators (see page 77)

CA Access C ontrol Group User Membership (see page 77)

CA Access Control Groups _ (see page 78)

CA Access Control Inactivity Days (see page 78)

CA Access Control Password Change (see page 78)

CA Access Control Password Expiration (see page 79)

CA Access Control Password Policy Compl  iance (Accounts) (see page 79)

CA Access Control Password Policy Compliance (Hosts) (see page 79)
CA Access Control Segregation of Duties (see page 80)
CA Access Control User Group Membership (see page 80)

CA Access Control Users Creation Date (see page 80)
CA Access Control U sers Suspend Date  (see page 80)
CA Access Control Users Update Date (see page 81)

CA Access Control Administrators

The CA Access Control Administrators report displays a list of all the users that
have CA Access Control administrative privileges. These include users that
have the ADMIN, PWMANAGER, or OPERATOR attribute. The report displays
summary data in a pie chart and a detailed listing by user name in a tabular
format.

If a large number of users can administer CA Access Control then this may
expose the enterprise to a security risk. Of course, if the endpoints being

evaluated are in a development or test environment then it may be perf ectly
normal for the majority of users on the systems to be CA Access Control
administrators.

CA Access Control Group User Membership

The CA Access Control Group User Membership report provides a view of user
groups and their members. The report displays the details in a tabular format.

To simplify administration, each user in the CA Access Control environment
can be included as a member of one or more currently defined CA Access
Control groups. Additionally, you can permit resource access based on group
definitions in addition to user definitions. Therefore, carefully reviewing your

groups and their members is important to ensuring that group membership is

not granting permissions to resources that you did not intend.
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CA Access Control Groups

The CA Access Control Groups report displays the defined hosts on which a
group exists, the group's description, and whether it contains any child groups
known as nested groups.

Understanding which groups exist on which hosts through out your enterprise is
useful in trying to manage administration. Additionally, knowing which groups

contain other groups is useful in determining why a particular user or group

can access a specific resource.

CA Access Control Inactivity — Days

The CA Access Control Inactivity Days report displays users that have not
logged on during the specified period, such as 90 days. It also displays
whether those users are suspended, or whether they are still able to access
the system. The report incl udes a summary pie chart that highlights users
whose accounts are inactive but suspended, and those that are inactive but
not suspended.

A significant audit point in all enterprise environments is knowing what users
have current access to the environment a nd when the last access was
performed. In addition to showing when a user last accessed a resource,
logging into an endpoint, for example, it is also required to show how long
accounts have been inactive. This report is useful in proving the access
regular ity of service accounts and identifying accounts that are still open but
have not been accessed in a specific time frame.

CA Access Control Password Change

The CA Access Control Password Change report displays the list of user
accounts wh o must change their password within a specified time period. The
report provides a summary pie chart of the user accounts that do not need to
change their password, those who need to update their password, and those
whose passwords have expired. The report also provides details such as host
ID and days remaining until passwords expiration for user accounts.

An audit requirement that is similar to knowing the state of stale passwords is
the requirement to know the list of users who have pending password

chan ges. Using this knowledge, you can determine the pending security
exposure from accounts that may go stale soon.
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CA Access Control Password Expiration

The CA Access Control Password Expiration report displays the user accounts

that have not updated their passwords within a specified number of days. The

report provides a summary pie chart that identifies user accounts that have

updated their passwords, those whose system acce ss has been suspended due

to an expired password, and those whose password has expired, but still have

access to the system. The report provides details on user accounts that have

not changed their passwords in the last x days including host ID, last passw ord
change date, and the reason the user account still has access to the system.

CA Access Control has the ability to enhance endpoint password security by
providing additional quality checks, and maintaining a history of prior

passwords to prevent frequen t reuse. As part of this component, the password

last change date is maintained. By using this component of the password

quality model, CA Access Control can identify which users in the enterprise

have not changed their password in a specified time period. The significance of
this report is that you can use it to centrally determine possible weaknesses in

the enterprise login environment due to stale passwords.

CA Access Control Password Policy Compliance (Accounts)

The CA Access Control Password Policy Compliance (Accounts) report displays
the user accounts whose passwords do not comply with your password policy,
such as password length and minimum numeric and alphabetic characters. The
report provides a summary pie chart that identifies t he number of user
accounts that comply with the policy and those that do not. The report also
provides details on the user accounts that do not apply with the policy in

tabular format.

CA Access Control Password Policy Compliance (Hosts)

The CA Access Control Password Policy Compliance (Hosts) report displays the
hosts on which the passwords for user accounts do not comply with your

password policy, such as password length and minimum numeric and

alphabetic characters. The report provides a summary pie chart that identifies
the number of hosts that comply with the policy and those that do not. The

report also provides details on the hosts that do not apply with the policy and

the user accounts on those hosts in tabular format.
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CA Access Control Segregation of Duties

The CA Access Control Segregation of Duties report displays the user accounts
that violate a segregation of duties policy such as users cannot be members of
both the administrators and auditors user groups. The report provides a
summary pie chart the compares the number of users that comply and do not
comply with the policy. The report also includes details about the user

accounts that do not comply with the policy and the host ID.

All endpoints in all enterprise environments require maintenance by users that
must have access to OS and application components. Commonly, the system
administrator maintains the computer from the OS viewpoint, and an

application administrator maintains the computer from an application

viewpoint. For example, a Solaris system administrator may update entries in

the UNIX host file while an Oracle DBA may maintain tables in the Oracle
database.

The advantage of this model is that the system administrator is limited in the
ability to compro  mise an application, and the application administrator is
limited in the ability to compromise the OS. It is generally not a good practice
to have a system administrator that is also an application administrator.

This report helps identify users whose role s may not be properly scoped by
identifying users that are in one group and another group. This group

intersection detection and reporting is highly beneficial to satisfying one of the
major audit points for ISO7799, SOX, PCI, HIPAA and the DoD.

CA Access Control User Group Membership

CA Access Control User Group Membership report displays users and the user
groups they belong to for each host in the deployment. The report provides
details arranged by Host ID of the users and the groups to which they belong.

CA Access Control Users Creation Date

The CA Access Control Users Creation Date reports displays the user accounts
created within a specific time period on a specified host or all hosts in your
deployment. The report provides details on the date the user account was
created arranged by host ID and then user account.

CA Access Control Users Suspend Date

The CA Access Control Users Suspend Date reports displays the user accounts
suspended within a specific time period on a specified host or all hosts in your
deployment. The report provides details on the date the user account was
suspended arranged by host ID and then user accoun t.
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CA Access Control Users Update Date
The CA Access Control Users Update Date reports displays the user accounts
updated within a specific time period on a specified host or all hosts in your

deployment. The report provides details on th e date the user account was
updated arranged by host ID and then user account.

Entitlement Reports

The standard entitlement reports provide an overview of user and resource
entitlements.

Note: The report title is the name as it appears in BusinessObijects InfoView.

Following is the list of standard entitlement reports:

CA Access Control Baseline Resource Compliance (Hosts) (see page 81)
CA Access Control Group Privileges (see page 82)
CA Access Control Resource Access by Group (see page 82)

CA Access Control Resource Access by User (see page 82)
CA Access Control User Privileges (see page 82)

CA Access Control Baseline Resource Compliance (Hosts)

The CA Access Control Baseline Resource Compliance (Hosts) report displays

the user accounts that  have non -default access to a specified resource. The
report provides a summary pie chart that displays a count of the hosts on

which the non -default access is permitted and the total number of user

accounts that have non  -default access. The report also pro vides details by host
of the access permissions for each of the user accounts with non -default
access.
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CA Access Control Group Privileges

The CA Access Control Group Privileges report displays a list of all the
resources that a user group can access. The report displays a detailed listing
by resource name in a tabular format that identifies the following:

Y HostID

Y Access privileges

Y Whether is access is granted by default or by using a program
y

Any restrictions such as the name of an applicable calendar or other time
restriction

Y Whether the access is granted because the user group owns the resource

Using this report, you can determine which user groups have access to defined
resources throughout your enterprise or for a particular host. After review, you
may decide to change the access privileges to meet your security policy.

CA Access Control Resource Access by Group

The CA Access Control Resource Access by Group report displays the access
privileges granted to user groups for a specified resource. The report provides

a detailed list of the all the user groups that have access to the resource

including Host ID, access privileges, whether d efault access is granted, and
any other restrictions, such as day and time are specified.

CA Access Control Resource Access by User

The CA Access Control Resource Access by User report displays the access
privileges granted to user accoun ts for a specified resource. The report
provides a detailed list of the all the user accounts that have access to the
resource including Host ID, access privileges, whether default access is

granted, and any other restrictions, such as day and time are spe cified.

CA Access Control User Privileges

The CA Access Control User Privileges report displays access permissions for a
user, arranged by resource. For each resource that the user can access, the
report provides the user's access types, default access, any programs the

users can use to access the resource, and any time restrictions on the user's
access to the resource. The report also specifies if the user is the resource
owner.
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Miscellaneous Reports
The standard miscellaneous reports provide information about monitored files,
monitored programs, and the readiness of UNIX hosts to unload the CA Access
Control kernel without rebooting t he system.

Note: The report title is the name as it appears in BusinessObjects InfoView.

Following is the list of standard miscellaneous reports:

CA Access Control Monitored Files (see page 83)

CA Access Control Monitored Programs (see page 83)

CA Access Control UNIX Hosts with Unload Considerations (see page 84)
CA Access Control UNIX Unload Re _adiness (see page 84)

CA Access Control Monitored Files

The CA Access Control Monitored Files report displays the state of critical

system files on hosts throughout the enterprise. The report provides a

summary pie chart indicating on which hosts the file is not monitored, on

which hosts the file is monitored but has been modified, and on which hosts

the file is monitored and remains in a trusted state. The report als o provides
details on the file such as host ID so that you can review the policy for the file

on that host or so you can review whether modifications to the file were made

by authorized users.

Ensuring that critical system files are monitored is essential to protecting the
integrity of your data. Knowing when changes are made to the files provides

an audit trail so that you can verify that authorized users made the changes
according to your security policy.

CA Access Control Monitored Programs

The CA Access Control Monitored Programs report displays the state of critical
programs on hosts throughout the enterprise. The report provides a summary

pie chart indicating on which hosts the program is not monitored, on which
hosts the program is monitored but has been modified, and on which hosts the
program is monitored and remains in a trusted state. The report also provides
details on the program such as host ID so that you can review the policy for

the program on  that host or so you can review whether modifications to the
program were made by authorized users.

Ensuring that critical programs are monitored is essential to protecting the
integrity of your data. Knowing when changes are made to the programs
provides an audit trail so that you can verify that authorized users made the
changes according to your security policy.
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CA Access Control UNIX Hosts with Unload Considerations

The CA Access Control UNIX Hosts with Unload Considerations report dis plays
UNIX hosts that have intercepted system calls that may prevent you unloading

the CA Access Control kernel. On these hosts, you need to reboot the

computer before you can unload the kernel and upgrade CA Access Control .

The report lists the process an d parent process IDs, the program name,
blocking time, and threshold time for each host with unload considerations.
The report also specifies if each system call is blocking or non -blocking.

The report groups hosts in the following categories:

Y  Notready ( overflow) & The system calls table exceeds its size, and a
reboot is required to unload the kernel.

Y Not ready (blocking system calls) & Blocking intercepted system calls
exist, and a reboot is required to unload the kernel.

Y Probable (non  -blocking system calls) 0 Non-blocking intercepted
system calls exist, and a reboot is probably not required to unload the
kernel.

CA Access Control UNIX Unload Readiness

The CA Access Control UNIX Unload Readiness report displays the readiness of
UNIX hosts to un load the CA Access Control kernel and upgrade  CA Access
Control without rebooting the system.

The report provides a summary pie chart that shows the proportion of hosts
that are ready for the kernel unload, probably ready for the kernel unload, and
not re ady for the kernel unload. The report also provides the number of
intercepted and non  -blocking system calls for each host.

The report groups hosts in the following categories:

Y Not ready (overflow) 0 The system calls table exceeds its size, and a
reboot is r equired to unload the kernel.

Y Not ready (blocking system calls) d Blocking intercepted system calls
exist, and a reboot is required to unload the kernel.

Y Probable (non  -blocking system calls) 0 Non-blocking intercepted
system calls exist, and a reboot is probab ly not required to unload the
kernel.

Y Ready & No intercepted system calls exist, and a reboot is not required to
unload the kernel.

Y Not applicable & The host is not a UNIX host.

Y Unknown status d No information is available for the host.
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Policy Management Reports

The standard policy management reports provide information about your CA
Access Control Enterprise Management policies.

Note: The report title is the name as it appears in BusinessObjects InfoView.

Following is the list of standard policy management reports:

CA Access Control Policy Assignment (see page 85)

CA Access Control Policy Deployment Scorecard (see page 85)

CA Access Control Policy Deployment Scorecard by Host (see page 86)
CA Access Control Policy Deployment Scorecard by Host Group (see page 86)
CA Access Control Policy Deployment Status by Host (see page 86)

CA Access Control Policy Deployment Status by Host Group (see page 87)
CA Access Cont rol Policy Inventory  (see page 87)

CA Access Control Policy Rules  (see page 87)

CA Access Control Policy Versions  (see page 87)

CA Access Control Rule Deviations by Host (see page 88)

CA Access Control Rule Deviations by Host Group (see page 88)

CA Access Control Policy Assignment

The CA Access Control Policy Assignment report displays assignment details for
policies deployed on the hosts and host groups that are defined on a specified
DMS. The report displays the following information:

Y Policy name
Yy Assignment type (host or host gr oup)

Y The names of the hosts and host groups on which the policy is deployed
CA Access Control Policy Deployment Scorecard

The CA Access Control Policy Deployment Scorecard report displays
deployment information for a specified policy. The report provides a summary
pie chart with the following information:

Y The number of hosts on which the policy is correctly deployed.

Y The number of hosts on which the policy is deployed with errors or
deviations.

Y The number of hosts that are At Risk (the pol icy is assigned to the host,
but the policy is not deployed on the host).

The report also provides details of any problems with the policy deployment,
arranged by host.
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CA Access Control Policy Deployment Scorecard by Host

The CA Access Control Policy Deployment Scorecard by Host report displays
deployment information for policies, arranged by host. The report provides a
summary pie chart with the following information:

Y The number of hosts on which the policy is correctly deplo yed.

Y The number of hosts on which the policy is deployed with errors or
deviations.

Y The number of hosts that are At Risk (the policy is assigned to the host or
a host group of which the host is a member, but the policy is not deployed
on the host).

The re port also provides details of any problems with the policy deployment,
arranged by host.

CA Access Control Policy Deployment Scorecard by Host Group

The CA Access Control Policy Deployment Scorecard by Host Group report
displays deployment  information for policies, arranged by host group. The
report provides a summary pie chart with the following information:

Y The number of hosts in the host group on which the policy is correctly
deployed.

Y The number of hosts in the host group on which the policy is deployed with
errors or deviations.

Y The number of hosts in the host group that are At Risk (the policy is
assigned to the host group, but the policy is not deployed on the hosts).

The report also provides details of any problems with the policy deployment,
arranged by host group.

CA Access Control Policy Deployment Status by Host

The CA Access Control Policy Deployment Status by Host report displays status
information for policies, arranged by host. The report provides version
information for each policy, including:

Y Deviation status
Y Deployment time

Y The name of the user who deployed the policy
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CA Access Control Policy Deployment Status by Host Group

The CA Access Control Policy Deployment Status by Host Group report displays
status information for policies, arranged by host group. The report provides
version information for each policy, including:

Y Deviation status
Y  Deployment time
Y The name of the user who deployed the pol icy

The report also lists the hosts within the host group on which the policy is
deployed.

CA Access Control Policy Inventory
The CA Access Control Policy Inventory report displays a snapshot of the
policies stored on a DMS, including:

The time each policy was last updated

The name of the user who last updated the policy

The number of deployed versions of the policy

The last finalized version of the policy

<SS S S

The name of any policies that the policy is dependent on

Note: If a policy is dependent on another policy, it cannot be deployed until
the policy that it depends on is deployed.

CA Access Control Policy Rules

The CA Access Control Policy Rules report displays the deploy and undeploy
scripts for each r  ule in a policy, arranged by policy name. The report provides
the date the rules were last updated, and the name of the user who last
updated the rules. The report also specifies if the policy is finalized and ready
for deployment, and the policy version n umber.

CA Access Control Policy Versions

The CA Access Control Policy Versions report displays version information for
each policy, arranged by policy name. For each policy, the report provides:
Y The current version number

Y The date the ver sion was deployed

Y The name of the user who deployed the current version

The report also specifies if the current version is finalized.
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CA Access Control Rule Deviations by Host

The CA Access Control Rule Deviations by Host report displays policy status
and rule deviations, arranged by host. The report provides a list of policies on

each host, and the status, version, and deviation status of each policy. If a rule
deviation exists for the policy, the report provides details of the deviation, that
is, details of the resources and properties to which the deviation applies.

CA Access Control Rule Deviations by Host Group

The CA Access Control Rule Deviations by Host Group report displays policy
status and rule deviations, arranged by host group. The report provides a list

of policies on each host group, and the status, version, and deviation status of

each policy. If a rule deviation exists for the policy, the report provides details

of th e deviation for each host member of the host group, that is, details of the
resources and properties to which the deviation applies.

BusinessObjects InfoView Report Portal

A Report Portal is an application server that serves CA Access Cont rol reports.
The server uses BusinessObijects InfoView portal to let you interact with the
reporting information that is stored on the central database.

Open InfoView for Working with Reports

You access CA Access Control reports using BusinessObijects InfoView. The
following procedure describes how you access the reporting interface
(BusinessObjects InfoView).

To open InfoView for working with reports

1. Launch InfoViewin one of the following ways:

Yy On the computer where BusinessObijects InfoView is installed, select
Start, Programs, BusinessObjects XI Release 2, BusinessObjects
Enterprise, BusinessObjects Enterprise Java InfoView.

Yy From a browser on any computer, navigate to the following URL:
http:/ACRPTGUI_host: ACRPTGUI_port/businessobjects/enterprise115

ACRPTGUI_host 6 The name or IP address of the computer where the
InfoView is installed (Report Portal).

ACRPTGUI_port & The port number used to access InfoView, by default,
9085.

The InfoView Log On page appears.
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Run a Report

2.

Enter the credentials you set up when you installed InfoView, and click Log
On.

The InfoView Home page appears.

Note: For more information about using BusinessObjects InfoView, see the
BusinessObjects Enterprise XI Release 2 InfoView User's Guide

Once you open reporting interface (BusinessObjects InfoView), you can select
a report, and run it.

To run a report

1. Open InfoView.
The InfoView Home page appears.
2. Expand Home, Public Folders, CA Reports, and click CA Access Control in
the left -hand frame.
The CA Access Control page appears.
3. Click the linked title of the report you want to view.
The report's page appears, letting you enter additional values to define the
scope of the report you want to view.
4. Fill the form fields to define the scope of the report you want to get, and
then click OK.
The report's output page appears.
You can perfor m additional queries to affect report generation. For
example, you can choose to include All or select hosts to generate a report
from all known hosts or a single host. Additionally you can specify a date
range to view all historical data or only data for a specific date range.
Note: You can use the % (percent) symbol to specify a wildcard value.
The use of % is a standard SQL selection notation and does not represent
a single character as it normally does in wildcard specifications.
Note: For more information about using BusinessObjects InfoView, see the
BusinessObjects Enterprise XI Release 2 InfoView User's Guide
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Schedule a Report

There are many ways to run a report. You can run a report by clicking the
report title and spec  ifying values, or you can choose from a variety of options
to schedule the report.
To schedule a report
1. Open InfoView.

The InfoView Home page appears.

2. Expand Home, Public Folders, CA Reports, and click CA Access Control
the left -hand frame.

The CA Access Control page appears.
3. Click Schedule under the title of the report you want to schedule.
The Schedule page for the selected report appears.

4. Modify the Run object drop  -down list selection to specify when you want
the scheduled report to run.

5. Expand the Parameters section to specify values for the execution of the
report:

a. Click Empty to define a value for each parameter.
The Enter prompt values section fields appear.
b. Define the value as required, and click OK.
The value you defined is saved for use in running the report.

6. Click Schedule to run the report according to the scheduling options you
chose.

The History page appears, confirming the instance of the report schedule

you set.

Note: For more information about using BusinessObjects InfoView, see the
BusinessObjects Enterprise Xl Release 2 InfoView User's Guide

View a Generated Report
After a report is generated, you can view it by doing either of the following
from the CA Access Control report list:
Y Click View Latest Instance for the report you want to view.
Y Click History, and then click the date and time to choose a report instance

to view.

Note: For more information about using BusinessObjects InfoView, see the
BusinessObjects Enterprise XI Release 2 InfoView User's Guide
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View Report Status

You can find out whether a scheduled report has successfully run by checking
its status.
To view report status
1. Open InfoView.
The InfoView Home page appears.

2. Expand Home, Public Folders, CA Reports, and click CA Access Control in
the left -hand frame.

The CA Access Control page appears.
3. Click the History link for the report that you want to view.

The report's History page appears letting you view the list of dates and
times the reports were run.

Each entry in the list displays the following:

Instance Time & Date and time the report was run
Title 8 Report title

Run By & Name of the user who ran the report
Parameters & Parameters selected for that report run
Format & Output format of the report

Status 8 The current status of the report, such as Success

<SS S S S S

Reschedule & A link that lets you run the report again

Note: For more information about using BusinessObjects InfoView, see the
BusinessObjects Enterprise XI Release 2 InfoView User's Guide

Custom Reports

All of the CA Access Control reports were created using Crystal Reports
Designer XI. These are then presented through BusinessObijects InfoView in a
web -based format. To customize the provided reports, you must have Crystal
Reports De signer XI.

Note: The instructions in this guide provide some hints to help you start with
report customization. For more information about Crystal Reports Designer XI,
see the BusinessObjects Enterprise XI Release 2 Designer's Guide
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CA Access Control Universe for BusinessObjects

The CA Access Control Universe for BusinessObjects represents a simplified

view of the CA Access Control reporting service central database. Universe is a
semantic layer, which maps to data in the database. Th is layer isolates the end
user from the complex structure of database. Universe is a collection of classes

and objects.

Universes are created using BusinessObjects Enterprise Designer. The CA
Access Control Universe is provided by  CA to simplify the creati  on of reports
fromthe CA Access Control reporting service central database. You should not
modify the CA-developed CA Access Control Universe. If necessary, create a
copy as a base for your own universe.

View the CA Access Control Univers e
You can view CA Access Control Universe using BusinessObjects Designer.

To view the CA Access Control Universe

1. Select Start, Programs, Business Objects XI Release 2, BusinessObjects
Enterprise, Designer.

The User Identification dialog appears, letting you log in to
BusinessObjects Designer.

2. Enter your credentials and click OK.
The welcome screen of the Quick Design wizard appears.
3. Clear the Run this Wizard at Startup check box, and click Cancel

An empty Designer session opens. The user name and repository hame
appear in the title bar.

4. Click File, Open, browse to the directory that contains the CA Access
Control Universe, selectthe  CA Access Control.unv file, and click Open.

The CA Access Control Universe opens in the current Designer window.

Note: The CA Access Control Universe is stored under ~ CA Universe \CA
Access Control in the directory designated as the default universe file
store.
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Customize the Standard Reports

You can customize any of the standard reports. For example, you can change
titles, colors, logos and fonts to meet your needs. You must open a report in
Crystal Reports Designer XI to make changes. Every report is has a

corre sponding .rpt file. You open this file to customize the report.

To customize a standard report

1.

Open the .rpt file you want to customize in Designer.
The Design view of the report appears.
Do any of the following:

Yy To change the report's title, click File, Summary Info and enter a title
in the Title field.

Yy To customize text, highlight the desired text in the Design view and
double -click it to edit.

Yy To change the way the text looks, right -click on the text in an open
report, select Format text, and change the properties as desired.

Save the custom .rpt file.

The new custom report is saved and ready to be published.

Publish a Custom Report

You must publish custom reports using BusinessObjects InfoView.

To publish a custom report

1.

Open BusinessObjects InfoView and log in as Administrator.

The InfoView Home page appears.

Click New, Folder and create a new folder under Public Folders.

The Create A New Folder task page appears.

Enter a name and a description for the custom reports folder, and click OK.
A new folder is created.

Click New, Document from local computer, Crystal Report in the new folder
you created.

The Add a document from your local computer task page appears.

Enter the report title and the path name to your customized rpt file, and
click OK.

The custom reporti s published and can be viewed from BusinessObjects
InfoView now. It can be also scheduled like any other report.
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Appendix A: Reporting Database
Schema

This section contains the following topics:

Schema Diagrams _ (see page 95)
Tables (see page 102)
Relationship (see page 188)

Schema Diagrams

The topics that follow provide illustrations of the schema for the CA Access
Control reporting database.
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Schema Diagrams

Groups

GROUPREVAZL

SHARSHOTID: HUMBER @}
HOSTID: NvARCHARZE1Z
GROUPID: NuiRC HAR2EE
GROUPTYPE: WVARCHARZED
RIEST MAME: NVARC HAR2(ED)
RESD MAME: NVARC HARZEE)
CONCHNANE: NYARCHARZED
CONONANE: HYARE HAR2G
ISALLOVI: NUMBER (1)

AREAD: NUMBERA
AURITE: NUNBER (I Iy
AMODIFY: HUNBERG D
ACREATE:NUMBER (1)
AERPSE: NUMBER( M
AFILESCAN: NUMBER D
ALANGINT: HUMBER( D
AEXEC:NUMBER (I

A HOWING HUMBER D
ACHGRE NUMBER (IO
ACHMOD: HUMBER T
AUTIMES: KUMBERC
FEEC: HUMBER (1D
AKILL: NUMBER (LD
ACOHNECT: NUMBER 1 )
ARENANE NUMBER( D
APASSIND RD: NUMEERC O
ALUTHOREED: NUMABER (1D
HAUDT MUMBER (1 O
ACHOIR: NUMBERC M
ACRSUBK NUMBER (I
ANOTIFY: NUMBER (1 Iy
AEMUIN: HUINBER (11}
A2UERY: NUWBER (11}
ARCTRL: HUMBERA
ACRLINK NUMBER (1D
APRINT:NUMBER (10
AMANAGE HUMBERC D
AMACCALLOVWED: NUMBER( D)
ASTOP:NUMBER
APAUSE NUMBERC M
ACONTROL: HUMBER (10
2 HOG: NUINBER (113
ARESUME: HUMBER I
OREAD: HUMEER (D
OWRITE: NUMBER I
OMOOIFY:NUMBER( D
OCREATEMUMBER(1 O
DERASE:NUMEBERCID
OFILESCAN: HUMBER (1D
DOLANGINT: HUMBER( D
DEXEC: NUMBER(1 Oy
DCHOUUN: NUMBER (1
OCHGRP: NUMBERC D
OEHIOD: NUMBER (13
DUTIMES: HUNEERG
DSEC:NUMBER(1 D
DKILL NUMEER (10
OCOMWECT: NUMBERCI D
ORENAME: NUMEER( D
OPRASSIMORD: HUMBER M

This is the diagram for the groups

GROUP_RESDURCE_ACL CON

RESINFO_GRPREVACL COND_CON

RASSIIDRULES

SHAPSHOTID: NUMBER @D

HOSTID: NVARCHARZS!Z
GROUPID: NyARCHARZZE)
GROUPTYPE: NVARCHARZED
ESSE05: HUMBERCID

MIHLEN: NUNBER
NAXRER: NUMBER
MUSTEMALL: NUMBER
MUSTCAPITAL HUMBER
MUSTHUN: NUMBER
MUSTOTH: NUMBER
MUSTALF&: NUMBER
MUSTALFAN: NUMBER
SUBHAME: HUMBER
SUEOLD: HUMBER
SUBSTRLEN: NUMBER
SUBSTRREP: NUMBER
PRSSUNDLIFE: NUMBER
GRACELDGINS: NUMBER
USERBLOCKININ: NUMBER
WIRDNG RASS: HUINEER
HIETORY: NUMBER
MINTINE: NUMBER
MAXLEN: HUMBER

-related tables:

GROUPAUDIT
SHAPSHOTID: NUMBER 1D
HOSTID: NVARCHARZE
GROUPID: NuARC HAR2ESH)
GROUPTYPE: NVARCHARZED

SUCE ESS: NUMBER QD

FAILURE:MUMBER (10
OGO NSUCCESS: NUMBER (1M
LOGONFAILURE: NUMBER (1
DEGUG: NUMBERA D
TRACE NUNBERA D

GROUAAUDIT_FK

GROUPREVACL FK

GROUBINFD

SHAPSHOTID: NUMBER I
HOSTID: NVARCHAR2E1
EROUPID: NUARC HAR2G255)
GROUPTYRE: NVARC HAR2ED

DESCRIFTION: NWARCHARZ @SS

GROUPMEMBER_FK

GROUPMEMAER
SHAPSHOTID: NUMBER GO
HOSTID: HUARC HARZS1Z)
GROUPID: KWARCHARZZSS)

CUiUH ERC HAN E: NVRRE HERZE
CUiH ERDIHAN E: VAR HOR2(SE)
FULLNAME: NVARCHARZ @56
SURGROUP: NARC HAR2EEE
CALENDAR: NWARCHARZ2S)

PASSINDRULES Fk

UPDUUHOC HAIE: NVARC HAR2ESE)

UP DIIHOO HAINE: NVARC HAR2ES6) MEMBEROF_FK

CHANE: WVARC HARZE
OHANE: KVARC HARZ(E)
GROUPTYRE: HVARC HARZED

MEMBEROF
SHARSHOTID

HOMEDIR: NVARCHARZ @5
EXPDATE: DATE

MALOGING: NUMBER

INACTIE: HUMEER

PROFUSRC HAME: HNUARC HAR2GSE
PFROFUSRONAME: NUARC HAR2SE)

Qromctiaed

FUUDAUTOGEN: NUMBER (1)
RUDSYNC: NUMBER (10
BUURDLICY: NVRRC HAR2(2SE)
RESDATE: DATE

DETFORMAT NUMAER SHELL: KwaRCHAR2(255) USERLET_FK
DAUTHOREED: KUMBER (1M BIDIR ECTII HAL: NUMBER SUAGROUP: NuaRE HAR2ESE
DEAUBIT: KUMBER 1 SUSDATE: TIMESTEMP )
DCHDIR: NUMEER( D SUSUHOC NAIE: NUARC HAR2ESE
DGRSUBL HUMBERCL, SUSIIHDO NAME: NWARD HARZ255
ONOTIFY: NUMBER( RESINFO SECURITYID: HUARC HAR2S
DEHUM: KUMBER (1 Iy SNARSHOTID: NUN BERGID GROUPINFO_CON
DRUERY: HUMBERCI HOSTID: HUARC HARZEIZ N
ORCTRLIMUMBER(1D
OCRLINK NUMBERC D
ORRINT: NUMBER (I
DMANSGE: NI ER, SHAPSHOTINFO USERLET

HOSTID: KWARCHARZS1Z)
GROUPID: NVARCHARZE
CHANE: NVARC HOR2(E56
CINANE: HVARC HARZE
GROUPTYPE: WWARCHARZED

O IAEALLOMIED : NUMBER (10
OSTOP: NUMBERA D
OPAUSE NUMEER D
OCONTROL: NUMBER (D

SHAPSHOTIO: NUMBER @)
HOSTID: NVARCHARZE1D)

SHAPSHOTID: NUMBER LD
HOSTID: NVARCHARZE1Z
GROUPID: NVARCHARZES
GROUPTVPE: NVARCHARZED

RESINFO_COH

DUMPSTARTTINE: TIMESTAMAE)
DUNMFENDTINE TINESTANP &)

DCHOG: NUMBER D
DRESUME: NUMBER (1,0

STATUS:CHAR
SHARSHOTTIME: TINESTAMP @)

SHAPSHOTTVPE: NVARC HAR2(255
SHAPSHOTHAME: NuARC HARZESS

USERTYPE: NWARC HARZED
USERID: NVARC HARZ(ZS6)
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Policy Management

This is the diagram for the policy management

POLICY_RULESET

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)
POLICY_RESCLASS: NVARCHAR2(80)

RULESET

RULESET_RULESET_POLICY_CON

POLICY_RULEKEY: NVARCHAR2(256)
RULESET_RESCLASS: NVARCHAR2(80)
RULESET_RULEKEY: NVARCHAR2(256)

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)
RESCLASS: NVARCHAR2(80)
RULEKEY: NVARCHAR2(256)

FINALIZE: NUMBER(1,0)

RULESET_COMMAND_CON

-related tables:

RULESET_COMMAND
SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)
RULESET_RESCLASS: NVARCHAR2(80)

RULESET_RULEKEY: NVARCHAR2(256)
COMMANDIDX: NUMBER

POLICY_RULESET_POLICY_CON

POLICY

EFFECTIVE_POLICY

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)
NODE_RESCLASS: NVARCHAR2(80)
NODE_RULEKEY: NVARCHAR2(256)
POLICY_RESCLASS: NVARCHAR2(80)
POLICY_RULEKEY: NVARCHAR2(256)

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)

RESCLAS!
RULEKEY!

NODE_EFFECTIVE_POLICY_CON

NODE

S: NVARCHAR2(80)
NVARCHAR?2(256)

VERSION:
FINALIZE:

NAME: NVARCHAR2(256)

NUMBER

POLICY_EFFECTIVE_POLICY_CON

NODE_POLICY_STATUS_CON

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)

RESCLASS: NVARCHAR2(80)
RULEKEY: NVARCHAR2(256)

NUMBER(L0)

POLICY_DEPTASK_CON

POLICY_STATUS °

¢ POLICY_POLICY_STATUS_CON

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)
NODE_RESCLASS: NVARCHAR2(80)
NODE_RULEKEY: NVARCHAR2(256)
POLICY_RESCLASS: NVARCHAR2(80)
POLICY_RULEKEY: NVARCHAR2(256)

ADDRESS: NVARCHAR2(512)
KEEPALIVE: TIMESTAMP(6)
VERSION: NUMBER

NODE_POLDEV_CON Py

LATEST_POLICYGRP_CON

LATESTFIN_POLICYGRP_CON

DEPLOYMENT_TAS] l

UPDATORTYPE: NVARCHAR2(80)
UPDATORID: NVARCHAR2(256)
STATUS: NVARCHAR2(256)
DEVSTATE: NVARCHAR2(20)
LASTDEVTIME: TIMESTAMP(6)
LASTSTATUSTIME: TIMESTAMP(6)
UPDATORNAME: NVARCHAR2(256)

COMMANDTYPE: NVARCHAR2(20)

POLICY_DEVIATION

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)
NODE_RESCLASS: NVARCHAR2(80)
NODE_RULEKEY: NVARCHAR2(256)

‘ DATA: CLOB

NODE_DEPTASKGRP_CON

NODE_DEPTASK_CON

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)

RESCLASS: NVARCHAR2(80)
RULEKEY: NVARCHAR2(256)

POLICYGRP_RESCLASS: NVARCHAR2(80)
POLICYGRP_RULEKEY: NVARCHAR2(256)
CHECKERTYPE: NVARCHAR?2(80)
CHECKERID: NVARCHAR2(256)
NODE_RESCLASS: NVARCHAR2(80)
NODE_RULEKEY: NVARCHAR2(256)
POLICY_RESCLASS: NVARCHAR2(80)
POLICY_RULEKEY: NVARCHAR2(256)
MAKERID: NVARCHAR2(256)
MAKERTYPE: NVARCHAR?(80)
CHECKERCOMMENT: NVARCHAR2(256)
CHECKERTIME: TIMESTAMP(6)
DMSNAME: NVARCHAR2(256)
OPERATION: NVARCHAR2(256)

STATUS: NVARCHAR2(256)

UPDATOR_POLICYSTAT_CON

USER_DEPTASK_CHECKER_CON

USERINFO

POLICYGRP_DEPTASK_CON

T

USER_DEPTASK_MAKER_CON

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)
D.N 6

DEPLOYMENT_RESULT_MESSAGE

DEPLOYMENT_@ASK_GROUP

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)

RESCLASS: NVARCHAR2(80)
RULEKEY: NVARCHAR2(256)

POLICYGRP_RESCLASS: NVARCHAR2(80)
POLICYGRP_RULEKEY: NVARCHAR2(256)
NODEGRP_RESCLASS: NVARCHAR2(80)
NODEGRP_RULEKEY: NVARCHAR2(256)
NODE_RESCLASS: NVARCHAR2(80)
NODE_RULEKEY: NVARCHAR2(256)

TRIG: NVARCHAR2(256)

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)
RESCLASS: NVARCHAR2(80)
RULEKEY: NVARCHAR2(256)
MESSAGEIDX NUMBER

DEPTASK_RESULTMSG_CON

MESSAGETYPE: NVARCHAR2(20)

POLICYGRP_DEPTASKGRP_CON

POLICY_GROUP @

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)

RESCLASS: NVARCHAR2(80)
RULEKEY: NVARCHAR2(256)

POLICY GROUP_DEP_CON o

LATEST_FIN_RULEKEY: NVARCHAR2(256)
LATEST_FIN_RESCLASS: NVARCHAR2(80)
LATEST RESCLASS: NVARCHAR2(80)
LATEST_RULEKEY: NVARCHAR?2(256)

POLICY_GROUP_DEP_ON CON'

POLICY_GROUP_DEPENDENCY

SNAPSHOTID: NUMBER(20,0)

HOSTID: NVARCHAR2(512)
DEP_ON_RESCLASS: NVARCHAR2(80)
RESCLASS: NVARCHAR2(80)
DEP_ON_RULEKEY: NVARCHAR2(256)
RULEKEY: NVARCHAR2(256)

POLICY_GROUP_NODE_ASSIGNMENT

SNAPSHOTID: NUMBER(20,0)

HOSTID: NVARCHAR2(512)
POLICYGRP_RESCLASS: NVARCHAR2(80)
POLICYGRP_RULEKEY: NVARCHAR2(256)
NODE_RESCLASS: NVARCHAR2(80)
NODE_RULEKEY: NVARCHAR2(256)
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Resources

This is the diagram for the resources -related tables:
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Schema Diagrams

Shared Properties

This is the diagram for the shared properties between the users, groups, and
resources objects:

ACRPTDBE_WERSION
VERSION_ID: NUMBER(1,0)

MAJDR_WERSION: NWARCHARZCD
MINOR_WERSION: NWARCHARZZM

SHAPSHOTINFO

=
SHAFSHOTID: NUWMBERZ0,O
HOSTID: HWARCHARZE1Z)

CATEGORY_CON DUMPSTARTTIME: TIMES TAMPE)
DUMPENDTIME: TIMES TAMPE) DA TIME_CON
STATUS: CHARCT)

SHAFPSHOTTIME: TIME S TAMPS)
SHAPSHOTTYPE: NWARCHARZ25E)
SHAFSHOTNAME: NWARCHARZ(Z25G)

Dty TIWE

CATEGORY (SHAPSHOTID: NUMBER(20,0)
SHAFSHOTID: NUMBER(ZO,0) & HOSTD: MYARCHARAS1Z)
HOSTD: MWARCHARZS1Z) CHAME: MVARCHARZED
CHAME: HVARCHARZED ONAME: NWARCHARZZEE)
ONAME: HVARCHARZZEE) SUNDAY, NUMBERCLO)

CATEGORY: NVWARCHARAZSE)

hON DAY NURMBER(T.O
TUESDAY: HUMBER(1,0)
WEDMESDAY: NUMBER(1,0)
THURSDAY: MUWBER(1,0)
FRIDAY: MUMBERD1,00
SATURDAY: MUWMBER(1,0)
STARTTIME: TIMES TAMPIE)
I‘_ENDTIME: TIME S TAMPE)
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Snapshots

This is the diagram for the snapshots -

CONFIG

SNARPSHOTID: NUMBER(Z0,0)
HOSTID: MYARCHAR2(512)
CONFIGNAME: NV ARCHAR2({256)

and endpoints -related tables:

CONFIG_ENTRY

CONFIG_ENTRY _CON

\

SNAPSHOT_CONFIG_CON

HOSTINFO

SNAPSHOTINFO

SNAPSHOTID: NUMBER(20,0)
HOSTID: NYARCHAR2(512)
CONFIGNAME: NVARCHAR2(256)
ENTRY NAME: NV ARCHAR2{256)
ENTRYTYPE: NV ARCHAR (80}
SECTION: NVARCHARZ(256)

SNAPSHOTID: NUMBER(20,0)
HOSTID: NV ARCHAR2(512)

DUMP STARTTIME: TIMESTAMPF (6)
DUMPENDTIME: TIMESTAMP(6)
STATUS: CHAR(1)
SNAPSHOTTIME: TIMESTAMP(6)

SNAPSHOTTYPE: NYARCHARZ(256)
SNAPSHOTMNAME: MY ARCHAR2(256)

SECS_COM
4.

SNAFPSHOTINFO_FK

HOSTID: NYARCHAR2(512)

APPNAME: NY ARCHAR 2(24)
APPIND: CHAR{1)

APPYERSION: NV ARCHAR2(24)
APPMODE: CHAR(T)

LOADDATE: TMESTAMP(6)
BASE_HOSTID: NVARCHARZ2(512)

:There is no constraint on
1BASE_HOSTID, since there is no
:guaranteed host delivery order. It is
:posswblethat the base host will be
iinserted into the db after its
:subhosts do. Y et, non-constraining

iralatinnchine ara ualid

____________

VALUETYPE: NVARCHARZ{20)
VALUE: NYARCHAR2(256)

SEOS

SNAPSHOTID: NUMBER(20,0)
HOSTID: MY ARCHARZ(512)

LASTSTARTUP: TIMESTAMP (6)
LASTSHUTDOWN: TIMESTAMP(6)
UPDATEDBY: MYARCHARZ(256)
UPDATETIME: TIMESTAMP(6)
INACTIVEDAY 5! NUMBER
ACCUMACL NUMBER(1,0)
ACCUMGRPRIGHTS: NUMBER(1,0)
ADMINPYWOCHANGE: NUMBER(1,0)
OWHNPWDCHANGE: NUMBER(1,0)
ISOMA: NUMBER(1,0)

I5SOMS: NUMBER(1,0)

IS0H: NUMEBER(1,0)

DS NYARCHAR2(256)

CADMIN: NUMBERI(1,0)

CAPPL: NUMBER(1,0)
CAUTHHOST: NUMBER({1,0)
CCALENDAR: MUMBER(1,0}
CCATEGORY: NUMBER(1,0)
CCONNECT: NUMBER(1,0)
CDEFLOY MENT: NUMBER(1,0)
CRICTIOMARY: NUMBER(1,0)
CROMAIN: NUMBER(1,0)

CFILE: NUMBER(1,0)

CHNODE: NUMBER(1,0)

CHOLIDAY : NUMBER(1,0)

CHOST: NUMBER(1,0)

CKMODULE: NUMBER(1,0)
CMFTERMINAL: NUMBER(1,0)
CPASSWORD: NUMBER(1,0)
CPOLICY: NUMBER(1,0}
CPROGRAM: NUMBER(1,
CPROCESS: NUMBER(1,0)
CPWPOLICY: NUMBER({1,0)
CREGKEY: NUMBER(1,0)
CREGWVAL: NUMBER(1,0)
CRULESET: NUMBER(1,0)
CSECLABEL: NUMBER(1,0}
CSECLEVEL: NUMBER(1,0}
CSPECIALPGM: NUMBER(1,0)
CSUDO: NUMBER(1,0)
CSURROGATE: NUMBERI{1,0)
CTCP: NUMBER(1,0)
CTERMINAL: NUMBER(1,0)
CUSER_DIR: NUMBER(1,0)
CWEBSERVICE: NUMBER(1,0)
CWINSERVICE: NUMBER(1,0}
MAXLOGING: NUMBER

=}

)

[=}

PROHIBITED: MYARCHAR2(256)
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Schema Diagrams

Users

This is the diagram for the users

USERACMODE

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)
USERID: NVARCHAR2(256)
USERTYPE: NVARCHAR2(80)

MREGULAR: NUMBER(1,0)
MAUDITOR: NUMBER(1,0)
MOPERATIONS: NUMBER(L,0)
MPWOFFICER: NUMBER(L,0)
MENABLED: NUMBER(L,0)
MIGNHOL: NUMBER(1,0)
MSERVER: NUMBER(1,0)

USERGRP

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)
USERID: NVARCHAR2(256)
USERTYPE: NVARCHAR2(80)
GROUPID: NVARCHAR2(256)
GROUPTYPE: NVARCHAR2(80)

CONNECTIONDATE: TIMESTAMP(6)
OWNERCNAME: NVARCHAR2(80)

USERAC

-related tables:

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)
USERID: NVARCHAR2(256)
USERTYPE: NVARCHAR2(80)

USERACMODE_FK

USERGRP_FK|

DESCRIPTION: NVARCHAR2(256)
PROFILE: NVARCHAR2(256)
GRACELOGIN: NUMBER
MAXLOGINS: NUMBER
INACTIVE: NUMBER
SUSPENDDATE: DATE

SUSPENDWHOCNAME: NVARCHAR2(80)
SUSPENDWHOONAME: NVARCHAR2(256)

RESUMEDATE: DATE
LUTERMINAL: NVARCHAR2(256)
PASSWDINT: NUMBER
PASSWDLAC: TIMESTAMP(6)
PASSWDLC: TIMESTAMP(6)
PASSWDACW: NVARCHAR2(256)
MINTIME: NUMBER
POLICYMODEL: NVARCHAR2(256)

SESSIONGROUP: NVARCHAR2(256)

LOGINSTATUS: NVARCHAR2(256)
PWDNEXTCHGINDAYS: NUMBER
APPLISTTIME: TIMESTAMP(6)
AUTHNMTHD: NVARCHAR2(256)
BADPASSWD: NUMBER
CALENDAR: NVARCHAR2(256)
UPDTIME: TIMESTAMP(6)
LOCATION: NVARCHAR2(256)
EMAIL: NVARCHAR2(256)
ORGANIZATION: NVARCHAR2(256)

OWNERONAME: NVARCHAR2(256)
MREGULAR: NUMBER(1,0)
MAUDITOR: NUMBER(1,0)
MOPERATIONS: NUMBER(1,0)
MPWOFFICER: NUMBER(1,0)
MENABLED: NUMBER(1,0)
MIGNHOL: NUMBER(1,0)
MSERVER: NUMBER(1,0)
MADMIN: NUMBER(1,0)

GROUPINFO

SNAPSHOTID: NUMBER
HOSTID: NVARCHAR2(512)
GROUPID: NVARCHAR2(256)
GROUPTYPE: NVARCHAR2(80)

ORGUNIT: NVARCHAR2(256)
PHONE: NVARCHAR2(256)
COUNTRY: NVARCHAR2(256)
LOCALAPPS: NUMBER(1,0)
LOGSHIFT: NUMBER(1,0)
NOTIFY: NVARCHAR2(256)
OIDCRDDATA: NVARCHAR2(256)
PWDAUTOGEN: NUMBER(1,0)
PWDSYNC: NUMBER(1,0)
SCRIPTVARS: NVARCHAR2(256)
SECLEVEL: NUMBER
SECLABEL: NVARCHAR2(256)
SHIFT: NVARCHAR2(256)
UALIAS: NVARCHAR2(256)
NOCHGPWD: NUMBER(1,0)
OWNERONAME: NVARCHAR2(256)

USERGRP_GROUP_CON

DESCRIPTION: NVARCHAR2(256)
OWNERCNAME: NVARCHAR2(256)
OWNERONAME: NVARCHAR2(256)
FULLNAME: NVARCHAR2(256)
SUPGROUP: NVARCHAR?2(256)
CALENDAR: NVARCHAR2(256)
CRETIME: TIMESTAMP(6)

UPDTIME: TIMESTAMP(6)
UPDWHOCNAME: NVARCHAR2(256)
UPDWHOONAME: NVARCHAR2(256)
HOMEDIR: NVARCHAR2(256)
EXPDATE: DATE

MAXLOGINS: NUMBER

INACTIVE: NUMBER

PROFUSRCNAME: NVARCHAR2(256)
PROFUSRONAME: NVARCHAR2(256)

PWDAUTOGEN: NUMBER(L,0)
PWDSYNC: NUMBER(1,0)
PWPOLICY: NVARCHAR2(256)
RESDATE: DATE

SHELL: NVARCHAR2(256)
SUBGROUP: NVARCHAR?2(256)
SUSDATE: TIMESTAMP(6)
SUSWHOCNAME: NVARCHAR2(256)
SUSWHOONAME: NVARCHAR?2(256)

SECURITYID: NVARCHAR2(256)

OWNERCNAME: NVARCHAR2(80)

USERACAUDIT

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)
USERID: NVARCHAR2(256)
USERTYPE: NVARCHAR2(80)

USERACAUDIT_FK

USERINFO

SUCCESS: NUMBER(1,0)
FAILURE: NUMBER(1,0)
LOGONSUCCESS: NUMBER(1,0)
LOGONFAILURE: NUMBER(1,0)
DEBUG: NUMBER(1,0)

0)

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)
USERID: NVARCHAR2(256)
USERTYPE: NVARCHAR2(80)

USERAC_CON

NAME: NVARCHAR2(256)
DEFGROUP: NVARCHAR2(256)
CRETIME: TIMESTAMP(6)
LUTIME: TIMESTAMP(6)
ACTDATE: DATE

EXPDATE: DATE

TIMEZONE: CHAR(3)

APPIND: CHAR(1)

CONSOLE: CHAR(1)
SUSPEND: CHAR(1)

TRACE: CHAR(1)

LDS: CHAR(1)

EIMRECID: CHAR(8)
LDSRECID: CHAR(8)
PROXYRECID: CHAR(S)
SRCRECID: CHAR(8)

SNAME: NVARCHAR?2(64)
UNAME: NVARCHAR2(246)
SECURITYID: NVARCHAR2(256)

SNAPSHOTINFO_CON

USERINFO_SUSPEND_USERAC_CON

SNAPSHOTINFO

GROUPINFO_CON

[SNAPSHOTID NUMBER(20,0) E

HOSTID: NVARCHAR2(512)

RESINFO_CON

RESINFO

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)

RESCLASS: NVARCHAR2(80)
RULEKEY: NVARCHAR2(256)

PREFIX: NVARCHAR2(40)

RESINFO_USERREVACL_COND_CON

USERREVACL F&

USERREVACL

SNAPSHOTID: NUMBER(20,0)
HOSTID: NVARCHAR2(512)

USERID: NVARCHAR2(256)

USERTYPE: NVARCHAR2(80)
RESCNAME: NVARCHAR2(80)
RESONAME: NVARCHAR2(25¢
CONCNAME: NVARCHAR2(80)
CONONAME: NVARCHAR2(25¢

AREAD: NUMBER(1,0)
AWRITE: NUMBER(L,0)
AMODIFY: NUMBER(L,0)
ACREATE: NUMBER(L,0)
AERASE: NUMBER(L,0)
AFILESCAN: NUMBER(1,0)
ALANGINT: NUMBER(L,0)
AEXEC: NUMBER(1,0)
ACHOWN: NUMBER(L,0)
ACHGRP: NUMBER(L,0)
ACHMOD: NUMBER(1,0)
AUTIMES: NUMBER(1,0)
ASEC: NUMBER(L,0)
AKILL: NUMBER(1,0)
AACONNECT: NUMBER(L,0)
ARENAME: NUMBER(L,0)
APASSWORD: NUMBER(L,0)
AAUTHORIZED: NUMBER(,0)
AXAUDIT: NUMBER(L,0)
ACHDIR: NUMBER(L,0)
ACRSUBK: NUMBER(L,0)
ANOTIFY: NUMBER(L,0)
AENUM: NUMBER(L,0)
AQUERY: NUMBER(L,0)
ARCTRL: NUMBER(L,0)
ACRLINK: NUMBER(L,0)
APRINT: NUMBER(L,0)
AMANAGE: NUMBER(1,0)
AMAXALLOWED: NUMBER(L,C
ASTOP: NUMBER(L,0)
APAUSE: NUMBER(L,0)
ACONTROL: NUMBER(L,0)
ACHOG: NUMBER(L,0)
ARESUME: NUMBER(L,0)
DREAD: NUMBER(L,0)
DWRITE: NUMBER(1,0)
DMODIFY: NUMBER(L,0)
DCREATE: NUMBER(L,0)
DERASE: NUMBER(1,0)
DFILESCAN: NUMBER(1,0)
DLANGINT: NUMBER(L,0)
DEXEC: NUMBER(L,0)
DCHOWN: NUMBER(L,0)
DCHGRP: NUMBER(L,0)
DCHMOD: NUMBER(1,0)
DUTIMES: NUMBER(L,0)
DSEC: NUMBER(L,0)
DKILL: NUMBER(1,0)
DCONNECT: NUMBER(1,0)
DRENAME: NUMBER(1,0)
DPASSWORD: NUMBER(L,0)
DAUTHORIZED: NUMBER(L,0)
DXAUDIT: NUMBER(L,0)
DCHDIR: NUMBER(1,0)
DCRSUBK: NUMBER(L,0)
DNOTIFY: NUMBER(L,0)
DENUM: NUMBER(L,0)
DQUERY: NUMBER(L,0)
DRCTRL: NUMBER(1,0)
DCRLINK: NUMBER(L,0)
DPRINT: NUMBER(1,0)
DMANAGE: NUMBER(1,0)
DMAXALLOWED: NUMBER(1,C
DSTOP: NUMBER(1,0)
DPAUSE: NUMBER(1,0)

OWNERCNAME: NVARCHAR2(80)
OWNERONAME: NVARCHAR2(256)
OWNRTYPE: CHAR(1)
RESOWNER: NVARCHAR2(256)
RULEOWNER: NVARCHAR2(256)
ADMINBYCNAME: NVARCHAR2(80)
ADMINBYONAME: NVARCHAR2(25(

DCONTROL: NUMBER(1,0)
DCHOG: NUMBER(1,0)
DRESUME: NUMBER(1,0)

ADMINDATE: TIMESTAMP(6)
USERDATA: NVARCHAR2(256)

USER_RESOURCE_ACL_CON
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Tables

The following table describes the tables in the schema and provides a brief
description about them:

Name Comment

ACL Access Control List for most of CA Access Control
resources. It combines the following CA Access

Control properties: ACL, NACL, PACL, CACL, CALACL.

ACL - Standard access control list that contains the
user names and group names authorized to access
the resource and the level of access granted to each.

NACL - Negative access control list that contains the
user names or group names that are not authorized to
access the resource.

PACL - Program access control list that depends upon
the accessing program. Each PACL contains the user

names and group names, the level of access, and the

name of the program or shell script the user must

execute in order to access the particular resource.

CACL - Conditional access control list

CALACL - Calendar access control, a resource ACL
that depends upon the Unicenter ® TNG calendar

The Axxxx and Dxxxx columns represent all support
(A)llow and (D)eny privileges for all types of
supported resources. Some privileges are only
relevant for specific types of resources. For example,
privileges to start, stop and pause may only be
relevant to processes and services, but not to files.

ed

ACRPTDB_VERSION DB schema version, used to control DB schema
upgrades

CATEGORY B1 Feature (security category) for a resource object /
user object / group object.

CONFIG CA Access Control  configuration store, which holds
zero or more configuration ent ries (see
CONFIG_ENTRY).

CONFIG_ENTRY A single configuration entry within a configuration
store.

DAYTIME Specifies the days of the week and the hours in the
day when users may access the resource

DEPLOYMENT_RESULT_MESSAGE Result messages of a deployment task

DEPLOYMENT_TASK Describes a single policy  -deployment task: the act of
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Name

Comment

deploying/undeploying a single policy on a single
node.

DEPLOYMENT_TASK_GROUP

Describes exactly one of the following
deployment -related tasks:

1. Assign a node to a node group
2. Assign a policy group to a node
3. Assign a policy group to a node group

As can be seen, the task is binary, where the first
operator is a node or a policy group, and the second
operator is a hode or a node group.

DISTRIBUTION_HOST

Distribution hosts for Disaster Recovery mode. Maps
to the elements within the DH and DHDR properties of
the CA Access Control class SEOS.

EFFECTIVE_POLICY

References which policies are related to which nodes
in the policy model, incl  uding implicit relationships
(via node groups, policy groups, etc).

GROUPAUDIT

Audit settings for a group object

GROUPINFO

Group object information

GROUPMEMBER

The groups that are members of this group.

GROUPREVACL

Group reverse ACL, i.e. what ACLs a group has over a
specific resource, given a certain condition.

See the ACL table for a description of all Axxx and
Dxxxx (allow/deny) columns.

GROUPS

Groups property for resource objects and user
objects. The list of  user groups (GROUP records) a
USER record belongs to. This property also contains
any group authorities, such as group administration
authority (GROUP -ADMIN), assigned to the user for
each group the user belongs to.

The group list contained in this propert y may be
different from the one in the native environment
GROUPS property.

HOLDATE

Holiday information for holiday objects

HOSTINFO

Host information represents a CA Access Control
endpoint in the network

INETACL

INET-ACL - Internet access control list. The services
the local host is allowed to provide to the group of
client hosts and what their access types are. Each
element in the access control list contains the
following information:
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Name

Comment

1. Services reference -A ref erence to a service (a port
number or name). To specify all the services, enter an
asterisk (*) as the services reference.

2. Permitted access -The types of access the client
hosts have to the service. The valid access types and
the permissions they give ar e:

- read - Allows the local host to provide the service to
the host group.

- none -Does not allow the local host to provide the
service to the host group.

See the ACL table for a description of all Axxx and
Dxxxx (allow/deny) columns.

INSERVRNGE

Service r ange ACL. Similar to the INETACL property.
Instead of explicitly specifying the services the local
host provides to the group of client hosts, this
property specifies a range of services.

See the ACL table for a description of all Axxx and
Dxxxx (allow/den y) columns.

LOCAL_PMD_SUBSCRIBER

Represents a policy -model subscription entry - each
entry maps to the individual subscription entries as
provided by the sepmd -L selang command.

LOGINAPPL

The LOGINAPPL class controls and detects login
applications. It enables the user to define a login
application and set access control rules to control

login using this application.

The description of each column contains a reference

to the appropriate  CA Access Control class, property
and value that it represents. For full information, refer

to the selang Reference Guide

MEMBEROF

The groups that this group is a member of.

MEMBERS

Members property for resource objects

NODE

Defines a CA Access Contr ol host on which policy
compliance is to be enforced.

Node groups are represented by a simple resource
entity (see RESINFO/RESAC).

Relationship between nodes and node groups is
handled by the GROUPS/MEMBERS mechanism as
with any other resource (see
GROUPS/MEMBERS/RESINFO tables)

NODE_ADDRESS

The zero or more network addresses of a node. Maps
to the HNODE_IP property of the CA Access Control
class HNODE.
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Name

Comment

NODE_ALIAS

The zero or more aliases of a node. Maps to the ALIAS
property of the  CA Access Control class HNODE.

NODE_DEVIATION

Host - level deviation details.

NODE_SUBSCRIPTION_STATUS

Describes the subscription relationships and status
between various HNODES, of the purpose of policy
distribution.

PASSWDRULES

Specifies the password rules. This p roperty contains a

number of fields that determine how CA Access
Control handles password protection. For a complete
list of the rules, see the modifiable property PROFILE
of the USER class.

POLICY

Describes a compliance state for a node, and the
operat ions that are required to enforce it. Each policy
entity represents either an initial version or a
subsequent version of another policy. An initial policy
is always assigned to a single policy group (see
POLICY_GROUP table), which also contains all
subsequ ent versions of that policy.

POLICY_DEVIATION

Describes the deviation (policy incompliance) of a
node from its effective policy

POLICY_GROUP

Contains all policies which are a subsequent version of
the same initial policy

POLICY_GROUP_DEPENDENCY

Describes which policy groups depend on other policy
groups. Independent policy groups do not appear in
this table.

POLICY_GROUP_NODE_ASSIGNMENT

Describes which policies assigned to which nodes (or
groups of nodes) in the policy model. When a policy is
assigned to a node, the NODE_RESCLASS will be
HNODE. If it is assigned to a node group, the
NODE_RESCLASS will be GHNODE.

This table is used for both node and node -group
assignments.

Relationship between policy groups and node (or node
groups) is handled by the GROUPS/MEMBERS
mechanism as with any other resource (see
GROUPS/MEMBERS/RESINFO tables)

POLICY_RULESET

Link between policies and their rulesets

POLICY_STATUS

Describes the status of a policy in respect of each
node it is related to (see EFFECTIVE_POLICY):
whether it is deployed, undeployed, etc.

POLICYMODELINFO

Policy model information. Contains status about policy
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Name Comment
distributed by a certain node, to other nod es.
RAUDIT The types of access events that CA Access Control
records in the audit log.
RESAC CA Access Control resource information
RESINFO CA Access Control Resource information
RULESET The set of commands that are do be executed as a

part of policy deployment/undeployment.

RULESET_COMMAND

A single selang command, many of which comprise a
ruleset.

SEOS

Set options information

SEOSSYSCALL

(r12.0 SP1) CA Access Control main kernel module,
mainly for intercepting OS events that seosd will be
consulted to decide if to allow or reject them

SNAPSHOTINFO

Snapshot information represents all collected data
from a single local AC database (on a single host) at
the time of co llection.

SPECIALPGMTYPE

Special program types for SPECIALPGM class.

Program information automatically generated by AC.
The Watchdog automatically verifies the information
stored in this property. If it is changed, CA Access
Control defines the program  as untrusted.

Each record represents a single SPECIALPGMTYPE
property of the  CA Access Control class SPECIALPGM.

SYSCALL

(r12.0 SP1) CA Access Control main kernel module,
mainly for intercepting OS events that seosd will be
consulted to decide if to allow or reject them

SYSCALLUSERSPECIALPGM

(r12.0 SP1) CA Access Control main kernel module,
mainly for intercepting OS events that seosd will be
consulted to decide if toal  low or reject them

UACC

The default access authority is the authority granted
to any accessor that requests access to the object,
but is not in the access control lists of the object.
Users not defined in the database also receive default
access authori ty. See the ACL table for a description
of all Axxx and Dxxxx (allow/deny) columns.

Each record represents the UACC property of the
various CA Access Control resource classes.

See the ACL table for a description of all Axxx and
Dxxxx (allow/deny) columns.

106 Enterprise Administration Guide



Tables

Name Comment

USERAC CA Access Control user information. Each record in
this table represents AC  -specific properties of a single
CA Access Control object of class USER/XUSER.

USERACAUDIT CA Access Control user audit settings

Each record represents a single entry of the CA Access
Control property AUDIT_MODE of the CA Access
Control class USER/XUSER.

USERACMODE CA Access Control user modes (OBJ_TYPE)

Each record represents a single entry of the CA Access
Control property OBJ_ TYPE of the CA Access Control
class USER/XUSER.

USERGRP User's connection to group

Each record represents a single entry of the CA Access
Control property GROUPS of the  CA Access Control
class USER/XUSER.

USERINFO Base user information. Every user mu st have a record
in this table. This table is the parent to other USER
tables which represent other segments of user
information.

USERLIST User list (members) for a group object

Each record represents a single OID entry of the CA
Access Control property USERLIST of the ~ CA Access
Control class GROUP/XGROUP.

USERREVACL User reverse ACL, i.e. what ACLs a user has over a
specific resource, given a certain condition.

See the ACL table for a description of all Axxx and
Dxxxx (allow/deny) columns.

Each record represents a single entry of the CA Access
Control property REVACL of the  CA Access Control
class USER/XUSER.

Columns of ACL Table

The following table describes the attributes of the columns of the ACL table:

Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this ACL record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this ACL record
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Name

Is PK

Datatype

Null Option

Comment

RESCLASS

Yes

NVARCHAR2(80)

NOT NULL

Resource class name (like: FILE,
PROCESS) of this ACL record

RULEKEY

Yes

NVARCHAR2(256)

NOT NULL

Resource object name of this
ACL record

ACNAME

Yes

NVARCHAR2(80)

NOT NULL

Accessor class name

AONAME

Yes

NVARCHAR2(256)

NOT NULL

Accessor object name

ACLTYPE

Yes

NVARCHAR2(80)

NOT NULL

Access type (for example, R =
read, W = write)

ISALLOW

Yes

NUMBER(L,0)

NOT NULL

What columns in this record are
relevant: Axxx(allow) or

Dxxx(deny). Specifically, is this
an allow -ACL entry or deny -ACL
entry.

CONDHASH

Yes

NUMBER(20,0)

NOT NULL

Depending on the ACLTYPE, this
represents a hashed value of the
condition for this ACL

For PACL, this will represent a
hash of the PROGRAMNAME
field.

For CACL, the hash is for
OUTCONCNAME,
OUTCONONAME, HOSTCNAME,
HOSTONAME.

For CALACL, it is a hash of
CALENDAR

For ACL and NACL, itis O.

CALENDAR

No

NVARCHAR2(256)

NULL

Calendar name (for CALACL
records)

PROGRAMNAME

No

NVARCHAR2(256)

NULL

Program name (for PACL
records)

OUTCONCNAME

No

NVARCHAR2(80)

NULL

When ACLTYPE=CACL, this field
holds the Outgoing Connection
class name. GROUP or XGROUP
means that the related record is
in the GROUPINFO table. USER
or XUSER means that it is in the
USERINFO table.

For other ACLTYPE values, this
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Name Is PK Datatype Null Option Comment
field is NULL.

OUTCONONAME No NVARCHAR2(256) NULL When ACLTYPE=CACL, this field
holds the Outgoing Connection
object name. For other ACNAME
values, this field is NULL.

HOSTCNAME No NVARCHAR2(80) NULL When ACLTYPE=CACL, this field
holds the Host class name (i.e.
'HOST") and relates to a
corresponding record in the
RESINFO table. For other
ACNAME values, this field is
NULL.

HOSTONAME No NVARCHAR2(256) NULL When ACLTYPE=CACL, this field
holds the Host object name. For
other ACNAME values, this field
is NULL.

AREAD No NUMBER(1,0) NULL Read access

AWRITE No NUMBER(1,0) NULL Write access

AMODIFY No NUMBER(1,0) NULL Modify access

ACREATE No NUMBER(1,0) NULL Create access

AERASE No NUMBER(1,0) NULL Erase access

AFILESCAN No NUMBER(1,0) NULL Scan Files access

ALANGINT No NUMBER(1,0) NULL

AEXEC No NUMBER(1,0) NULL Execute access

ACHOWN No NUMBER(1,0) NULL Change Owner access

ACHGRP No NUMBER(1,0) NULL Change Group access

ACHMOD No NUMBER(2,0) NULL Launch Chmod Utility access

AUTIMES No NUMBER(1,0) NULL Access to update a file/folder
resource update time

ASEC No NUMBER(1,0) NULL

AKILL No NUMBER(1,0) NULL

ACONNECT No NUMBER(1,0) NULL Connect access

ARENAME No NUMBER(1,0) NULL Rename access

APASSWORD No NUMBER(1,0) NULL

AAUTHORIZED No NUMBER(1,0) NULL
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Name Is PK Datatype Null Option Comment

AXAUDIT No NUMBER(1,0) NULL

ACHDIR No NUMBER(1,0) NULL Access to set a folder resource
as the current working directory

ACRSUBK No NUMBER(1,0) NULL

ANOTIFY No NUMBER(2,0) NULL Notify access

AENUM No NUMBER(1,0) NULL Enumerate access

AQUERY No NUMBER(2,0) NULL Query access

ARCTRL No NUMBER(1,0) NULL

ACRLINK No NUMBER(1,0) NULL

APRINT No NUMBER(2,0) NULL Print access

AMANAGE No NUMBER(2,0) NULL Manage access

AMAXALLOWED No NUMBER(1,0) NULL

ASTOP No NUMBER(1,0) NULL Stop access

APAUSE No NUMBER(1,0) NULL Pause access

ACONTROL No NUMBER(1,0) NULL Control access

ACHOG No NUMBER(1,0) NULL

ARESUME No NUMBER(1,0) NULL Resume access

DREAD No NUMBER(2,0) NULL Read denial

DWRITE No NUMBER(2,0) NULL Write denial

DMODIFY No NUMBER(2,0) NULL Modify denial

DCREATE No NUMBER(2,0) NULL Create denial

DERASE No NUMBER(2,0) NULL Erase denial

DFILESCAN No NUMBER(1,0) NULL

DLANGINT No NUMBER(1,0) NULL

DEXEC No NUMBER(2,0) NULL Execute denial

DCHOWN No NUMBER(1,0) NULL

DCHGRP No NUMBER(1,0) NULL

DCHMOD No NUMBER(1,0) NULL

DUTIMES No NUMBER(1,0) NULL

DSEC No NUMBER(1,0) NULL

DKILL No NUMBER(1,0) NULL Kill denial
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Name Is PK Datatype Null Option Comment
DCONNECT No NUMBER(1,0) NULL Connect denial
DRENAME No NUMBER(1,0) NULL Rename denial
DPASSWORD No NUMBER(1,0) NULL

DAUTHORIZED No NUMBER(2,0) NULL

DXAUDIT No NUMBER(2,0) NULL

DCHDIR No NUMBER(2,0) NULL

DCRSUBK No NUMBER(1,0) NULL

DNOTIFY No NUMBER(1,0) NULL Notify denial
DENUM No NUMBER(1,0) NULL Enumerate denial
DQUERY No NUMBER(1,0) NULL Query denial
DRCTRL No NUMBER(1,0) NULL

DCRLINK No NUMBER(1,0) NULL

DPRINT No NUMBER(1,0) NULL

DMANAGE No NUMBER(1,0) NULL Manage denial
DMAXALLOWED No NUMBER(1,0) NULL

DSTOP No NUMBER(1,0) NULL Stop denial
DPAUSE No NUMBER(1,0) NULL Pause denial
DCONTROL No NUMBER(1,0) NULL Control denial
DCHOG No NUMBER(1,0) NULL

DRESUME No NUMBER(1,0) NULL Resume denial

Columns of ACRPTDB_VERSION Table

The following table describes the attributes of the columns of the

ACRPTDB_VERSION table:

Name Is PK Datatype Null Option Comment
VERSION_ID No NUMBER(1,0) NOT NULL Should always be 1
MAJOR_VERSION No NVARCHAR2(20) Major version
MINOR_VERSION No NVARCHAR2(20) Minor version
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Columns of CATEGORY Table

The following table describes the attributes of the columns of the CATEGORY

table:
Name Is PK Datatype Null O ption Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record
CNAME Yes NVARCHAR2(80) NOT NULL Class name of this record
ONAME Yes NVARCHAR2(256) NOT NULL Object name of this record
CATEGORY Yes NVARCHAR2(256) NOT NULL Category name of this record.

If a resource has one or more
security categories assigned
to it, a user is granted

to the resource only if the
user security category list
contains all the security
categories assigned to the
resource.

Columns of CONFIG Table

The following table describes the attributes of the columns of the CONFIG

table:
Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID for this record.
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record. System
Identifier for system where
record exists.
CONFIGNAME Yes NVARCHAR2(256) NOT NULL Category name of this record. If

a resource has one or more
security categories assigned to
it, a user is granted access to
the resource only if the user
security category list contains all
the security categories assigned
to the resource.
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Columns of CONFIG_ENTRY Table

The following table describes the attributes of the columns of the
CONFIG_ENTRY table:

Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID for this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record. System

Identifier for system where
record exists

CONFIGNAME Yes NVARCHAR2(256) NOT NULL The name of the config store
ENTRYID Yes NVARCHAR2(256) NOT NULL Config entry name
ENTRYTYPE Yes NVARCHAR2(80) NOT NULL Config entry type. A value of

'section' means that this entry's
VALUE and VALUETYPE are NULL

SECTION No NVARCHAR2(256) NOT NULL The section name for this entry.
If ENRYTYPE=section, this field
equals to the name of the
section. Otherwise, this field
equals to the name of the
section containing this entry.

ENTRYNAME No NVARCHAR2(256) NULL Config entry name. This column
maps to the AC config's NAME
property of a token element.

VALUETYPE No NVARCHAR2(20) NULL The type of the value for this
entry when ENTRYTYPE is
non -NULL.

VALUE No NVARCHAR2(256) NULL The value for this entry when

ENTRYTYPE is non -NULL.

Columns of DAYTIME Table

The following table describes the attributes of the columns of the DAYTIME

table:
Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record
CNAME Yes NVARCHAR2(80) NOT NULL Class name of this record
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Name Is PK Datatype Null Option Comment
ONAME Yes NVARCHAR2(256) NOT NULL Object name of this record
SUNDAY No NUMBER(1,0) NULL Allow access in Sunday
MONDAY No NUMBER(1,0) NULL Allow access in Monday
TUESDAY No NUMBER(1,0) NULL Allow access in Tuesday
WEDNESDAY No NUMBER(1,0) NULL Allow access in Wednesday
THURSDAY No NUMBER(1,0) NULL Allow access in Thursday
FRIDAY No NUMBER(1,0) NULL Allow access in Friday
SATURDAY No NUMBER(1,0) NULL Allow access in Saturday
STARTTIME No TIMESTAMP(6) NULL Allow access after this start
time
ENDTIME No TIMESTAMP(6) NULL Allow access before this end

time

Columns of DEPLOYMENT_RESULT_MESSAGE Table

The following table describes the attributes of the columns of the
DEPLOYMENT_RESULT_MESSAGE table:

Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512 NOT NULL Host ID of this record. System
) Identifier for system where record
exists
RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the entity that the
permission applies to. Maps to the
CNAME of the resource's AC OID.
RULEKEY Yes NVARCHAR2(256 NOT NULL CA CA-ACF2: Rule set key of rule
) where permission is found.
CA Top Secret: Owned Resource
mask for this resource.
Maps to the ONAME of the
resource's AC OID.
MESSAGEIDX Yes NUMBER NOT NULL Messages are ordered. This column

represents the message index, thus
describing its position relative to
other messages. Maps to the
command -index component of the

114 Enterprise Administration Guide



Tables

Name Is PK Datatype Null Option Comment

AC property RESULT_MESSAGE of
the AC class DEPLOYMENT.

MESSSAGESTR Yes NVARCHAR2(256 NULL The message body. Maps to the
) command -string component of the
AC property RESULT_MESSAGE of
the AC class DEPLOYMENT.

Columns of DEPLOYMENT_TASK Table

The following table describes the attributes of the columns of the
DEPLOYMENT_TASK table:

Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.

System Identifier for system
where record exists

RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the entity
that the permission applies
to. Maps to the CNAME of
the resource's AC OID.

RULEKEY Yes NVARCHAR2(256) NOT NULL CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource. Maps to the
ONAME of the resource's AC

OID.
POLICYGRP_RESCLAS No NVARCHAR2(80) NULL Resource class of the entity
S that the permis  sion applies

to. Maps to the CNAME of
the AC OID property
GPOLICY of the
DEPLOYMENT class.

POLICYGRP_RULEKEY  No NVARCHAR2(256) NULL CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource. Maps tothe
ONAME of the AC OID
property GPOLICY of the
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Name

Is PK

Datatype

Null Option

Comment

DEPLOYMENT class.

CHECKERTYPE

No

NVARCHAR2(80)

NULL

The AC class of this user:
USER, XUSER. Maps to the
CNAME of the AC OID
property CHECKER of the
DEPLOYMENT class.

CHECKERID

No

NVARCHAR2(256)

NULL

Identifier for this object on
this system. Maps to the
ONAME of the AC OID
property CHECKER of the
DEPLOYMENT class.

NODE_RESCLASS

No

NVARCHAR2(80)

NULL

Resource class of the entity
that the permission applies
to. Maps to the CNAME of
the AC Ol D property
HNODEY of the
DEPLOYMENT class.

NODE_RULEKEY

No

NVARCHAR2(256)

NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource. Maps tothe
ONAME of the AC OID
property HNODE of the
DEPLOYMENT class.

POLICY_RESCLASS

No

NVARCHAR2(80)

NULL

Resource class of the entity
that the permission applies
to. Maps to the CNAME of
the AC OID property POLICY
of the DEPLOYMENT class.

POLICY_RULEKEY

No

NVARCHAR2(256)

NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource. Maps to the
ONAME of the AC OID
property POLICY of the
DEPLOYMENT class.

MAKERID

No

NVARCHAR2(256)

NULL

Identifier for this object on
this system. Maps to the
ONAME of the AC OID
property MAKER of the
DEPLOYMENT class.
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Name

Is PK

Datatype

Null Option

Comment

MAKERTYPE

No

NVARCHAR2(80)

NULL

The class of the maker.
Values USER and XUSER
mean that the maker record
is in the USERINFO table.
GROUP or XGROUP mean
that it is in the GROUPINFO
table. Maps to the CNAME of
the AC OID property MAKER
of the DEPLOYMENT class.

CHECKERCOMMENT

No

NVARCHAR2(256)

NULL

Comment made by the
checker. Maps to the AC
property
CHECKER_COMMENT of the
DEPLOYMENT class.

CHECKERTIME

No

TIMESTAMP(6)

NULL

Check timestamp. Maps to
the AC property
CHECKER_TIME of the
DEPLOYMENT class.

DMSNAME

No

NVARCHAR2(256)

NULL

Name of the DMS which
generated this task. Maps to
the AC property DMS_NAME
of the DEPLOYMENT class.

OPERATION

No

NVARCHAR2(256)

NULL

The operation that this task
should be performing:
DEPLOY, UNDEPLOY. Maps
to the AC property
OPERATION of the
DEPLOYMENT class.

STATUS

No

NVARCHAR2(256)

NULL

The status of the task:
SUCCESS, WARNING, FAIL,
NOACTION. Maps to the AC
property STATUS of the
DEPLOYMENT class.

Columns of DEPLOYMENT_TASK_GROUP Table

The following table describes the attributes of the columns of the
DEPLOYMENT_TASK_GROUP table:

Name

Is PK

Datatype

Null Option

Comment

SNAPSHOTID

Yes

NUMBER(20,0)

NOT NULL

Snapshot ID of this record
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Name

Is PK

Datatype

Null Option

Comment

HOSTID

Yes

NVARCHAR2(512)

NOT NULL

Host ID of this record.
System Identifier for
system where record
exists.

RESCLASS

Yes

NVARCHAR2(80)

NOT NULL

Resource class of the entity
that the permission applies
to. Maps to the CNAME of
the resource's AC OID.

RULEKEY

Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource. Maps to the
ONAME of the resource's
AC OID.

POLICYGRP_RESCLAS
S

No

NVARCHAR2(80)

NULL

Resource class of the entity
that the permission applies
to. Maps to the CNAME of
the AC OID property
POLICY of the
GDEPLOYMENT class.

POLICYGRP_RULEKEY

No

NVARCHAR2(256)

NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owne d Resource mask for
this resource. Maps to the
ONAME of the AC OID
property POLICY of the
GDEPLOYMENT class.

NODEGRP_RESCLASS

No

NVARCHAR2(80)

NULL

Resource class of the entity
that the permission applies
to. Maps to the CNAME of
the AC OID property
GHNODE of the
GDEPLOYMENT class.

NODEGRP_RULEKEY

No

NVARCHAR2(256)

NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owne d Resource mask for
this resource. Maps to the
ONAME of the AC OID
property GHNODE of the
GDEPLOYMENT class.
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Name Is PK

Datatype

Null Option

Comment

NODE_RESCLASS No

NVARCHAR2(80)

NULL

Resource class of the entity
that the permission applies
to. Maps to the CNAME of
the AC OID property
HNODE of the
GDEPLOYMENT class.

NODE_RULEKEY No

NVARCHAR2(256)

NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource. Maps to the
ONAME of the AC OID
property HNODE of the
GDEPLOYMENT class.

TRIG No

NVARCHAR2(256)

NULL

The trigger of this task

group: ASSIGN,

UNASSIGN,
DIRECTDEPLOY,
DIRECTUNDEPLOY. Maps to
the AC property TRIGGER

of the GDEPLOYMENT class.

Columns of DISTRIBUTION_HOST Table

The following table describes the attributes of the columns of the
DISTRIBUTION_HOST table:

Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512 NOT NULL Host ID of this record. System
) Identifier for system where
record exists.
DH Yes NVARCHAR2(256 NOT NULL Maps to a single element
) within the DH or DHDR
property of the AC class
SEOS, depending on the value
of the DHTYPE column.
DHTYPE Yes NVARCHAR2(20) NOT NULL If DHTYPE is 'DR’, the DH

column maps to a single
element within the DHDR
property of the AC class
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Name

Is PK

Datatype

Null Option

Comment

SEOS.

If DHTYPE is 'NORMAL, it
maps to the DH property of
that class.

Columns of EFFECTIVE_POLICY Table

The following table describes the attributes of the columns of the
EFFECTIVE_POLICY table:

Name

Is PK

Datatype

Null Option

Comment

SNAPSHOTID

Yes

NUMBER(20,0)

NOT NULL

Snapshot ID of this record

HOSTID

Yes

NVARCHAR2(512)

NOT NULL

Host ID of this record.
System Identifier for system
where record exists.

NODE_RESCLASS

Yes

NVARCHAR2(80)

NOT NULL

Resource class of the entity
that the permission applies
to. Maps to the CNAME of the
resource's AC OID.

NODE_RULEKEY

Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of rule
where permission is found.
CA Top Secret: Owned
Resource mask for this
resource. Maps to the
ONAME of the resource's AC
OID.

POLICY_RESCLASS

Yes

NVARCHAR2(80)

NOT NULL

Resource class of the entity
that the permission applies

to. Maps to the CNAME of the
resource's AC OID.

POLICY_RULEKEY

Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of rule
where permission is found.
CA Top Secret: Owned
Resource mask for this
resource. Maps to the
ONAME of the resource's AC
OID.
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Columns of GROUPAUDIT Table

The following table describes the attributes of the columns of the GROUPAUDIT

table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record

GROUPID Yes NVARCHAR2(256) NOT NULL Group ID (name) of this
record.

GROUPTYPE Yes NVARCHAR2(80) NOT NULL The group's class: GROUP,
XGROUP, etc. Maps to the
CNAME of the AC group OID.

SUCCESS No NUMBER(1,0) NULL Audit successful events

FAILURE No NUMBER(1,0) NULL Audit failure events

LOGONSUCCESS No NUMBER(1,0) NULL Audit successful logons

LOGONFAILURE No NUMBER(1,0) NULL Audit failure logons

DEBUG No NUMBER(1,0) NULL Log since in debug mode

TRACE No NUMBER(1,0) NULL Trace on group

Columns of GROUPINFO Table

The following table describes the attributes of the columns of the GROUPINFO

table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER NOT NULL Snapshot ID of this record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record

GROUPID Yes NVARCHAR2(256) NOT NULL Group ID (name) of this
record. Maps to the ONAME of
the AC group OID.

GROUPTYPE Yes NVARCHAR2(80) NOT NULL The group's class: GROUP,
XGROUP, etc. Maps to the
CNAME of the AC group OID.

DESCRIPTION No NVARCHAR2(256) NULL Group description and

comments. Maps to the AC
property COMMENT of the AC
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Name

Is PK

Datatype

Null Option

Comment

class GROUP/XGROUP.

OWNERCNAME

No

NVARCHAR2(256)

NULL

The owner of the resource
record has unrestricted access
to the resource, provided the
owner's security level, security
label, and security category
authorities are sufficient to
allow access to the resource.
The owner of the resource is
always permittedt o update
and delete the resource
record. Maps to the CNAME of
the AC property OWNER of the
AC class GROUP/XGROUP.

OWNERONAME

No

NVARCHAR2(256)

NULL

Maps to the ONAME of the AC
property OWNER of the AC
class GROUP/XGROUP.

FULLNAME

No

NVARCHAR2(256 )

NULL

The full name associated with
a group. Maps to the AC
property FULL_NAME of the
AC class GROUP/XGROUP.

SUPGROUP

No

NVARCHAR2(256)

NULL

The name of the parent group
( A's up egroup).rMaps to
the AC property SUPGROUP of
the AC class GROUP/XGROUP.

CALENDAR

No

NVARCHAR2(256)

NULL

Specifies Unicenter TNG
calendar objects, which
represent time restrictions in
Unicenter TNG. AC maintains
alist of these objects for
management purposes only,
but doesn't protect them.
Maps to the AC property
CALENDAR of the AC class
GROUP/XGROUP.

CRETIME

No

TIMESTAMP(6)

NULL

Create time. Maps to the AC
property CREATE_TIME of the
AC class GROUP/XGROUP.

UPDTIME

No

TIMESTAMP(6)

NULL

The date and time the record
was last modified.

UPDWHOCNAME

No

NVARCHAR2(256)

NULL

The date and time the record
was last modified. Maps to the
AC property UPDATE _TIME of
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Name

Is PK

Datatype

Null Option

Comment

the AC class GROUP/XGROUP.

UPDWHOONAME

No

NVARCHAR2(256)

NULL

Maps to the ONAME of the AC
property UPDATE_WHO of the
AC class GROUP/XGROUP.

HOMEDIR

No

NVARCHAR2(256)

NULL

The home directory assigned
to a new group member. Maps
to the AC property HOMEDIR
of the AC class
GROUP/XGROUP.

EXPDATE

No

DATE

NULL

Sets the date on which the
accounts of the group

members expire. Maps to the
AC property EXPIRE_DATE of
the AC class GROUP/XGROUP.

MAXLOGINS

No

NUMBER

NULL

Sets the maximum number of
terminals users can log in to
at the same time. A value of 0
(zero) means that users can
log in from any number of
terminals concurrently. Maps
to the AC property
MAXLOGINS of the AC class
GROUP/XGROUP.

INACTIVE

No

NUMBER

NULL

Specifies the number of days
that must pass before the
system changes users to
inactive status. Maps to the
AC property INACTIVE of the
AC class GROUP/XGROUP.

PROFUSRCNAME

No

NVARCHAR2(256)

NULL

Maps to the CNAME of the  AC
property PROFUSR of the AC
class GROUP/XGROUP.

PROFUSRONAME

No

NVARCHAR2(256)

NULL

Maps to the ONAME of the AC
property PROFUSR of the AC
class GROUP/XGROUP.
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Name

Is PK

Datatype

Null Option

Comment

PWDAUTOGEN

No

NUMBER(L,0)

NULL

Indicates whether the
application's password is
automatically generated by
the Policy Server. Maps to the
AC property PWD_AUTOGEN
of the AC class
GROUP/XGROUP.

PWDSYNC

No

NUMBER(1,0)

NULL

Indicates whether the
application's password can be
identical to the user's other
application passwords. Maps
to the AC property PWD_SYNC
of the AC class
GROUP/XGROUP.

PWPOLICY

No

NVARCHAR2(256)

NULL

The record name of the
password policy for the
application. Maps tothe  AC
property PWPOLICY of the AC
class GROUP/XGROUP.

RESDATE

No

DATE

NULL

Enables user records that

were disabled by specifying

the suspend parameter. Maps
to the AC property
RESUME_DATE of the AC class
GROUP/XGROUP.

SHELL

No

NVARCHAR2(256)

NULL

Specifies the full path of the
initial program or shell that is
executed after the user
invokes the login or su
command. Maps to the AC
property SHELL of the AC
class GROUP/XGROUP.

SUBGROUP

No

NVARCHAR2(256)

NULL

The list of groups that have

this group as a parent. Maps

to the AC property SUBGROUP
of the AC class
GROUP/XGROUP.

SUSDATE

No

TIMESTAMP(6)

NULL

Disables user records, but
leaves them defined in the
database. Maps to the AC
property SUSPEND_DATE of
the AC class GROUP/XGROUP.
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Name

Is PK

Datatype

Null Option

Comment

SUSWHOCNAME

No

NVARCHAR2(256)

NULL

The class of the administrator
who activated the suspend
date. Maps to the CNAME of
the AC property
SUSPEND_WHO of the AC
class GROUP/XGROUP.

SUSWHOONAME

No

NVARCHAR2(256)

NULL

The object name of the
administrator who activated
the suspend date. Maps to the
ONAME of the AC property
SUSPEND_WHO of the AC
class GROUP/XGROUP.

SECURITYID

No

NVARCHAR2(256)

NULL

Vendor -specific security ID for
this group entry. Maps to the
AC property SECURITY_ID of
the AC class XGROUP.

Columns of GROUPMEMBER Table

The following table describes the attributes of the columns of the

GROUPMEMBER table:
Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record
GROUPID Yes NVARCHAR2(256) NOT NULL Group ID (name) of this

record

CNAME Yes NVARCHAR2(256) NOT NULL Class name of the member
ONAME Yes NVARCHAR2(256) NOT NULL Object name of the member
GROUPTYPE Yes NVARCHAR2(80) NOT NULL The group's class: GROUP,

XGROUP, etc. Maps to the
CNAME of the AC group OID.
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Columns of GROUPREVACL Table

The following table describes the attributes of the columns of the

GROUPREVACL table:
Name Is PK Datatype Null Comment
Option

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record

GROUPID Yes NVARCHAR2(256) NOT NULL Group ID (name) of this
record

GROUPTYPE Yes NVARCHAR2(80) NOT NULL The group's class: GROUP,
XGROUP, etc. Maps to the
CNAME of the AC group
OID.

RESCNAME Yes NVARCHAR2(80) NOT NULL Resource class name

RESONAME Yes NVARCHAR2(256) NOT NULL Resource object name

CONCNAME Yes NVARCHAR2(80) NOT NULL Condition class name (i.e.
PROGRAM, HOST,
CALENDAR). A non -empty
string means that a
condition object exists in the
RESINFO table. A hyphen
string (' -') means
"unconditional".

CONONAME Yes NVARCHAR2(256) NOT NULL Condition object name

ISALLOW Yes NVARCHAR2(256) NOT NULL

AREAD No NUMBER(1,0) NULL

AWRITE No NUMBER(1,0) NULL

AMODIFY No NUMBER(1,0) NULL

ACREATE No NUMBER(1,0) NULL

AERASE No NUMBER(1,0) NULL

AFILESCAN No NUMBER(1,0) NULL

ALANGINT No NUMBER(1,0) NULL

AEXEC No NUMBER(1,0) NULL

ACHOWN No NUMBER(1,0) NULL

ACHGRP No NUMBER(1,0) NULL
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Name Is PK Datatype Null Comment
Option
ACHMOD No NUMBER(1,0) NULL
AUTIMES No NUMBER(1,0) NULL
ASEC No NUMBER(1,0) NULL
AKILL No NUMBER(1,0) NULL
ACONNECT No NUMBER(1,0) NULL
ARENAME No NUMBER(1,0) NULL
APASSWORD No NUMBER(1,0) NULL
AAUTHORIZED No NUMBER(1,0) NULL
AXAUDIT No NUMBER(1,0) NULL
ACHDIR No NUMBER(1,0) NULL
ACRSUBK No NUMBER(1,0) NULL
ANOTIFY No NUMBER(1,0) NULL
AENUM No NUMBER(1,0) NULL
AQUERY No NUMBER(1,0) NULL
ARCTRL No NUMBER(1,0) NULL
ACRLINK No NUMBER(1,0) NULL
APRINT No NUMBER(1,0) NULL
AMANAGE No NUMBER(1,0) NULL
AMAXALLOWED No NUMBER(1,0) NULL
ASTOP No NUMBER(1,0) NULL
APAUSE No NUMBER(1,0) NULL
ACONTROL No NUMBER(1,0) NULL
ACHOG No NUMBER(1,0) NULL
ARESUME No NUMBER(1,0) NULL
DREAD No NUMBER(1,0) NULL
DWRITE No NUMBER(1,0) NULL
DMODIFY No NUMBER(1,0) NULL
DCREATE No NUMBER(1,0) NULL
DERASE No NUMBER(1,0) NULL
DFILESCAN No NUMBER(1,0) NULL
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Name Is PK Datatype Null Comment
Option
DLANGINT No NUMBER(1,0) NULL
DEXEC No NUMBER(1,0) NULL
DCHOWN No NUMBER(1,0) NULL
DCHGRP No NUMBER(1,0) NULL
DCHMOD No NUMBER(1,0) NULL
DUTIMES No NUMBER(1,0) NULL
DSEC No NUMBER(1,0) NULL
DKILL No NUMBER(1,0) NULL
DCONNECT No NUMBER(1,0) NULL
DRENAME No NUMBER(1,0) NULL
DPASSWORD No NUMBER(1,0) NULL
DAUTHORIZED No NUMBER(1,0) NULL
DXAUDIT No NUMBER(1,0) NULL
DCHDIR No NUMBER(1,0) NULL
DCRSUBK No NUMBER(1,0) NULL
DNOTIFY No NUMBER(1,0) NULL
DENUM No NUMBER(1,0) NULL
DQUERY No NUMBER(1,0) NULL
DRCTRL No NUMBER(1,0) NULL
DCRLINK No NUMBER(1,0) NULL
DPRINT No NUMBER(1,0) NULL
DMANAGE No NUMBER(1,0) NULL
DMAXALLOWED No NUMBER(1,0) NULL
DSTOP No NUMBER(1,0) NULL
DPAUSE No NUMBER(1,0) NULL
DCONTROL No NUMBER(1,0) NULL
DCHOG No NUMBER(1,0) NULL
DRESUME No NUMBER(1,0) NULL
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Columns of GROUPS Table

The following table describes the attributes of the columns of the GROUPS

table:
Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record
RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class name
RULEKEY Yes NVARCHAR2(256) NOT NULL Resource object name
ONAME Yes NVARCHAR2(256) NOT NULL Object name of the participated

object in the group

CNAME Yes NVARCHAR2(80) NOT NULL Class name of the participated

object in the group

Columns of HOLDATE Table

The following table describes the attributes of the columns of the HOLDATE

table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record

HOSTID Yes NVARCHAR2(256) NOT NULL Host ID of this record

RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class name (must
be HOLIDAY)

RULEKEY Yes NVARCHAR2(256) NOT NULL Resource object name

STARTDATE Yes TIMESTAMP(6) NOT NULL Starting date of the holiday

ENDDATE Yes TIMESTAMP(6) NOT NULL Ending date of the holiday

ALLDAY Yes NUMBER(1,0) NULL This holiday is an all day
event

EVERYYEAR Yes NUMBER(1,0) NULL This holiday occurs every
year
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Columns of HOSTINFO Table

The following table describes the attributes of the columns of the HOSTINFO

table:
Name Is PK Datatype Null Comment
Option

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record. System
Identifier for system where
record exists

APPNAME No NVARCHAR2(24) NULL Name of security application
containing the security data

APPIND No CHAR(1) NULL Application Indicator.
Indicates which application
this record belongs to

APPVERSION No NVARCHAR2(24) NULL Version of security application

APPMODE No CHAR(1) NULL Processing mode in effect for
this record

LOADDATE No TIMESTAMP(6) NULL Date that security information
was unloaded from security
database

BASE_HOSTID No NVARCHAR2(512) NULL The containing host id (if
exists).

Columns of INETACL Table

The following table describes the attributes of the columns of the INETACL

table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this
record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.
System Identifier for
system where record
exists

RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class name

RULEKEY Yes NVARCHAR2(256) NOT NULL Resource object name
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Name Is PK Datatype Null Option Comment
SERVICENAME Yes NVARCHAR2(256) NOT NULL Service name
PROTOCOLNAME Yes NVARCHAR2(256) NOT NULL Protocol name
AREAD No NUMBER(1,0) NULL

AWRITE No NUMBER(1,0) NULL

AMODIFY No NUMBER(2,0) NULL

ACREATE No NUMBER(2,0) NULL

AERASE No NUMBER(1,0) NULL

AFILESCAN No NUMBER(1,0) NULL

ALANGINT No NUMBER(1,0) NULL

AEXEC No NUMBER(1,0) NULL

ACHOWN No NUMBER(1,0) NULL

ACHGRP No NUMBER(1,0) NULL

ACHMOD No NUMBER(1,0) NULL

AUTIMES No NUMBER(1,0) NULL

ASEC No NUMBER(1,0) NULL

AKILL No NUMBER(1,0) NULL

ACONNECT No NUMBER(1,0) NULL

ARENAME No NUMBER(1,0) NULL

APASSWORD No NUMBER(1,0) NULL

AAUTHORIZED No NUMBER(1,0) NULL

AXAUDIT No NUMBER(1,0) NULL

ACHDIR No NUMBER(1,0) NULL

ACRSUBK No NUMBER(1,0) NULL

ANOTIFY No NUMBER(1,0) NULL

AENUM No NUMBER(1,0) NULL

AQUERY No NUMBER(1,0) NULL

ARCTRL No NUMBER(1,0) NULL

ACRLINK No NUMBER(1,0) NULL

APRINT No NUMBER(1,0) NULL
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Name Is PK Datatype Null Option Comment
AMANAGE No NUMBER(1,0) NULL
AMAXALLOWED No NUMBER(1,0) NULL
ASTOP No NUMBER(1,0) NULL
APAUSE No NUMBER(1,0) NULL
ACONTROL No NUMBER(2,0) NULL
ACHOG No NUMBER(1,0) NULL
ARESUME No NUMBER(1,0) NULL

Columns of INSERVRNGE Table

The following table describes the attributes of the columns of the INSERVRNGE

table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this
record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.
System Identifier for
system where record
exists

RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the
entity that the
permission applies to.

RULEKEY Yes NVARCHAR2(256) NOT NULL CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask
for this resource. AC:
Resource object name

MINSERVICE Yes NUMBER NOT NULL Minimum port number

MAXSERVICE Yes NUMBER NOT NULL Maximum port number

AREAD No NUMBER(1,0) NULL

AWRITE No NUMBER(1,0) NULL

AMODIFY No NUMBER(1,0) NULL

ACREATE No NUMBER(1,0) NULL
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Name Is PK Datatype Null Option Comment
AERASE No NUMBER(1,0) NULL
AFILESCAN No NUMBER(1,0) NULL
ALANGINT No NUMBER(1,0) NULL
AEXEC No NUMBER(2,0) NULL
ACHOWN No NUMBER(2,0) NULL
ACHGRP No NUMBER(2,0) NULL
ACHMOD No NUMBER(1,0) NULL
AUTIMES No NUMBER(1,0) NULL
ASEC No NUMBER(1,0) NULL
AKILL No NUMBER(1,0) NULL
ACONNECT No NUMBER(1,0) NULL
ARENAME No NUMBER(1,0) NULL
APASSWORD No NUMBER(1,0) NULL
AAUTHORIZED No NUMBER(1,0) NULL
AXAUDIT No NUMBER(1,0) NULL
ACHDIR No NUMBER(1,0) NULL
ACRSUBK No NUMBER(1,0) NULL
ANOTIFY No NUMBER(2,0) NULL
AENUM No NUMBER(2,0) NULL
AQUERY No NUMBER(1,0) NULL
ARCTRL No NUMBER(1,0) NULL
ACRLINK No NUMBER(1,0) NULL
APRINT No NUMBER(1,0) NULL
AMANAGE No NUMBER(1,0) NULL
AMAXALLOWED No NUMBER(1,0) NULL
ASTOP No NUMBER(1,0) NULL
APAUSE No NUMBER(1,0) NULL
ACONTROL No NUMBER(1,0) NULL
ACHOG No NUMBER(1,0) NULL
ARESUME No NUMBER(1,0) NULL
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Columns of LOCAL_PMD_SUBSCRIBER Table

The following table describes the attributes of the columns of the

LOCAL_PMD_SUBSCRIBER table:

Name

Is PK

Datatype

Null
Option

Comment

SNAPSHOTID

Yes

NUMBER(20,0)

NOT NULL

Snapshot ID of this record

HOSTID

Yes

NVARCHAR2(512)

NOT NULL

Host ID of this record.
System Identifier for system
where record exists

SUBSCRIBER_HOST
ID

Yes

NVARCHAR2(256)

NOT NULL

Subscriber policy model.
Maps to the Subscriber
column of the sepmd  -L
selang command output.

ERRORCOUNT

No

NUMBER

NULL

Subscription error count.
Maps to the Errors column of
the sepmd -L selang
command output.

STATUS

No

NVARCHAR2(256)

NULL

Subscription status
description. Maps to the Flag
column of the sepmd  -L
selang command output.

OFFSET

No

NUMBER

NULL

Current subscription offset
within the file of distributed
policy. Maps to the Offset
column of the sepmd  -L
selang command output.

NEXTCOMMAND

No

NVARCHAR2(256)

NULL

Current subscription
command within the file of
distributed policy. Maps to the
Next Command column of the
sepmd -L selang command
output.
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Columns of LOGINAPPL Table

The following table describes the attributes of the columns of the LOGINAPPL
table:

Name

Is PK

Datatype

Null
Option

Comment

SNAPSHOTID

Yes

NUMBER(20,0)

NOT NULL

Snapshot ID of this record

HOSTID

Yes

NVARCHAR2(512)

NOT NULL

Host ID of this record.
System Identifier for
system where record
exists.

RESCLASS

Yes

NVARCHAR2(80)

NOT NULL

Resource class of the entity
that the permission applies
to. Maps to the CNAME of
the resource's AC OID.

RULEKEY

Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource . Maps to the
ONAME of the resource's
AC OID.

LOGINHOW

No

NVARCHAR2(256)

NULL

The method of login
(pseudo, normal, ...). Maps
to the LOGINHOW property
of the AC class LOGINAPPL.

LOGINPATH

No

NVARCHAR2(256)

NULL

The full path (or generic
path) to the login
application. Maps to the
LOGINPATH property of the
AC class LOGINAPPL.

FNFSPGM

No

NUMBER(L,0)

NULL

Maps to the loginflag
NFSPGM of the LOGINFLAG
property of the AC class
LOGINAPPL.

FINOGRACE

No

NUMBER(L,0)

NULL

Maps to the loginflag
nograce of the LOGINFLAG
property of the AC class
LOGINAPPL.

FINOGRACEROOT

No

NUMBER(L,0)

NULL

Maps to the loginflag
nograceroot of the
LOGINFLAG property of the
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Name

Is PK

Datatype

Null
Option

Comment

AC class LOGINAPPL.

FNOLOGIN

No

NUMBER(L,0)

NULL

Maps to the loginflag
nologin of the LOGINFLAG
property of the AC class
LOGINAPPL.

SSEID

No

NUMBER(L,0)

NULL

Maps to the SEID login
sequence of the
LOGINSEQUENCE property
of the AC class LOGINAPPL.

SSuUID

No

NUMBER(L,0)

NULL

Maps to the SUID login
sequence of the
LOGINSEQUENCE property
of the AC class LOGINAPPL.

SSGID

No

NUMBER(L,0)

NULL

Maps to the SGID login
sequence of the
LOGINSEQUENCE property
of the AC class LOGINAPPL.

SSGRP

No

NUMBER(L,0)

NULL

Maps to the SGRP login
sequence of the
LOGINSEQUENCE property
of the AC class LOGINAPPL.

SFEID

No

NUMBER(L,0)

NULL

Maps to the FEID login
sequence of the
LOGINSEQUENCE property
of the AC class LOGINAPPL.

SFUID

No

NUMBER(L,0)

NULL

Maps to the FUID login
sequence of the
LOGINSEQUENCE property
of the AC class LOGINAPPL.

SFGID

No

NUMBER(L,0)

NULL

Maps to the FGID login
sequence of the
LOGINSEQUENCE property
of the AC class LOGINAPPL.

SFGRP

No

NUMBER(L,0)

NULL

Maps to the FGRP login
sequence of the
LOGINSEQUENCE property
of the AC class LOGINAPPL.

SN3EID

No

NUMBER(L,0)

NULL

Maps to the N3EID login
sequence of the
LOGINSEQUENCE property
of the AC class LOGINAPPL.
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Name Is PK Datatype Null Comment
Option

SN3UID No NUMBER(1,0) NULL Maps to the N3UID login
sequence of the
LOGINSEQUENCE property
of the AC class LOGINAPPL.

SN3GID No NUMBER(1,0) NULL Maps to the N3GID login
sequence of the
LOGINSEQUENCE property
of the AC class LOGINAPPL.

SN3GRP No NUMBER(1,0) NULL Maps to the N3GRP login

sequence of the
LOGINSEQUENCE property

of the AC class LOGINAPPL.

Columns of MEMBEROF Table

The following table describes the attributes of the columns of the MEMBEROF

table:
Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record
GROUPID Yes NVARCHAR2(256) NOT NULL Group ID (name) of this

record

CNAME Yes NVARCHAR2(256) NOT NULL Class name
ONAME Yes NVARCHAR2(256) NOT NULL Object name
GROUPTYPE Yes NVARCHAR2(80) NOT NULL The group's class: GROUP,

XGROUP, etc. Maps to the
CNAME of the AC group OID.

Columns of MEMBERS Table

The following table describes the attributes of the columns of the MEMBERS
table:

Name

Is PK Datatype Null Option Comment

SNAPSHOTID

Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
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Name Is PK Datatype Null Option Comment

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record. System
Identifier for system where
record exists

RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the entity
that the permission applies to.

RULEKEY Yes NVARCHAR2(256) NOT NULL CA ACF2: Rule set key of rule
where permission is found. CA
Top Secret: Owned Resource
mask for this resource. AC:
Resource object name

CNAME Yes NVARCHAR2(80) NOT NULL Class name of the member

ONAME Yes NVARCHAR2(256) NOT NULL Object name of the member

Columns of NODE Table

The following table describes the attributes of the columns of the NODE table:

Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record. System

Identifier for system where
record exists.

RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the entity
that the permission applies to.
Maps to the CNAME of the
resource's AC OID.

RULEKEY Yes NVARCHAR2(256) NOT NULL CA ACF2: Rule set key of rule
where permission is found. CA
Top S ecret: Owned Resource
mask for this resource. Maps
to the ONAME of the
resource's AC OID.

KEEPALIVE Yes TIMESTAMP(6) NULL Last keepalive time. Maps to
the AC property
HNODE_KEEP_ALIVE of the AC
class HNODE.

VERSION Yes NUMBER NULL Node version. Maps to the AC
property HNODE_VERSION of
the AC class HNODE.
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Name Is PK Datatype Null Option Comment

ACID Yes NVARCHAR2(256) NULL Unique AC host ID. Maps to
the ACID property of the AC
class HNODE.

Columns of NODE_ADDRESS Table

The following table describes the attributes of the columns of the
NODE_ADDRESS table:

Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record. System

Identifier for system where
record exists.

RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the entity
that the permission applies to.
Maps to the CNAME of the
resource's AC OID.

RULEKEY Yes NVARCHAR2(256) NOT NULL CA ACF2: Rule set key of rule
where permission is found. CA
Top Secret: Owned Resource
mask for this resource. Maps
to the ONAME of the
resource's AC OID.

ADDRESS Yes NVARCHAR2(256) NOT NULL

Columns of NODE_ALIAS Table

The following table describes the attributes of the columns of the NODE_ALIAS

table:
Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record. System
Identifier for system where
record exists.
RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the entity

that the permission applies to.
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Name Is PK

Datatype

Null Option

Comment

Maps to the CNAME of the
resource's AC OID.

RULEKEY Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of rule
where permission is found. CA
Top Secret: Owned Resource
mask for this resource. Maps
to the ONAME of the
resource's AC OID.

ALIAS Yes

NVARCHAR2(256)

NOT NULL

Node alias. Maps to a single
string within the ALIAS
property of the AC class
HNODE.

Columns of NODE_DEVIATION Table

The following table describes the attributes of the columns of the

NODE_DEVIATION

table:

Name Is PK

Datatype

Null Option

Comment

SNAPSHOTID Yes

NUMBER(20,0)

NOT NULL

Snapshot ID of this record

HOSTID Yes

NVARCHAR2(512)

NOT NULL

Host ID of this record. System
Identifier for system where
record exists.

RESCLASS Yes

NVARCHAR2(80)

NOT NULL

Resource class of the entity
that the permission applies to.
Maps to the CNAME of the
resource's AC OID.

RULEKEY Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of rule
where permission is found. CA
Top Secret: Owned Resource
mask for this resource. Maps
to the ONAME of the
resource's AC OID.

DATA Yes

CLOB

NULL

Raw deviation data. Maps to
the DEVCALC header at the
beginning of the DEVC ALC
output, i.e. all data before the
first POLICYSTART tag.
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Columns of NODE_SUBSCRIPTION_STATUS Table

The following table describes the attributes of the columns of the
NODE_SUBSCRIPTION_STATUS table:

Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record. System

Identifier for system where
record exists.

PUBLISHERCNAME Yes NVARCHAR2(80) NOT NULL The publishing node CNAME

SUBSCRIBERCNAME Yes NVARCHAR2(80) NOT NULL The subscribing node CNAME.
Maps to the class name of the
Subscriber OID component of
the SUBSCRIBER_STATUS
property of the AC class

HNODE.
PUBLISHERONAME Yes NVARCHAR2(256) NOT NULL The publishing node ONAME
SUBSCRIBERONAME  Yes NVARCHAR2(256) NOT NULL The subscribing node ONAME.

Maps to the object name of
the Subscriber OID

STATUS No NVARCHAR2(256) NULL Subscription status. Maps to
the Status component of the
SUBSCRIBER_STATUS
property of the AC class
HNODE.

LASTSTATUSTIME No TIMESTAMP(6) NULL Last status update time. Maps
to the Last Status Time
component of the
SUBSCRIBER_STATUS
property of the AC  class
HNODE.

Columns of PASSWDRULES Table

The following table describes the attributes of the columns of the

PASSWDRULES table:
Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
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Name Is PK Datatype Null Option Comment

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record

GROUPID Yes NVARCHAR2(256) NOT NULL Group ID (name) of this
record

GROUPTYPE Yes NVARCHAR2(80) NOT NULL The group's class: GROUP,
XGROUP, etc. Maps to the
CNAME of the AC group OID.

ISSEOS Yes NUMBER(1,0) NOT NULL Is this passwdrules record
related to a record i n the
SEOS table? ISSEOS is 1 if
and only if this record is
associated with a SEOS
record rather than a
GROUPINFO record. When
ISSEQOS is 1, GROUPID and
GROUPTYPE are empty

MINLEN No NUMBER NULL Minimum length

MAXREP No NUMBER NULL Maximum single char
repetition

MUSTSMALL No NUMBER NULL Must contain small chars

MUSTCAPITAL No NUMBER NULL Must contain capitals

MUSTNUM No NUMBER NULL Must contain numbers

MUSTOTH No NUMBER NULL Must contain other chars

MUSTALFA No NUMBER NULL Must contain at least # alfa
chars

MUSTALFAN No NUMBER NULL Must contain at least #
alfanum chars

SUBNAME No NUMBER NULL Must not be username's sub
string

SUBOLD No NUMBER NULL Must not be old passwd sub
string

SUBSTRLEN No NUMBER NULL Max len of repeated
sub -string in pwd

SUBSTRREP No NUMBER NULL Max repetition of a
sub - string

PASSWDLIFE No NUMBER NULL Default # of days between
pwds changes

GRACELOGINS No NUMBER NULL # of grace logins after pwd

expiration
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Name Is PK Datatype Null Option Comment

USERBLOCKMIN No NUMBER NULL # of minutes to block user
on password

WRONGPASS No NUMBER NULL # of wrong pwds tries before
set EXPIRE

HISTORY No NUMBER NULL History length

MINTIME No NUMBER NULL Minimum time (days?)
between changes

MAXLEN No NUMBER NULL Maximum length

DICTFORMAT No NUMBER NULL Select the dictionary format

BIDIRECTIONAL No NUMBER NULL Enable or disable

bidirectional password
encryption. If bidirectional
password encryption is
enabled, each new password
is encrypted and can be
decrypted back to clear text.
This encryption gives a wider
comparison between new
passwords and old
passwords ( password
history). When bidirectional
encryption is disabled,

one -way password history
encryption is activated, and
you cannot decrypt old
passwords

Columns of POLICY Table

The following table describes the attributes of the columns of the POLICY

table:
Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record. System
Identifier for system where record
exists
RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the entity that

the permission applies to. Maps to
the CNAME of the resource's AC
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Name

Is PK

Datatype

Null Option

Comment

OID.

RULEKEY

yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of rule
where permission is found. CA Top
Secret: Owned Resource mask for
this resource. Maps to the ONAME
of the resource's AC OID.

NAME

Yes

NVARCHAR2(256)

NULL

The logical name of the policy.
Maps to the AC property
POLICY_BASE_NAME of the AC
class POLICY.

VERSION

Yes

NUMBER

NULL

An integer, representing the policy
version. Policy versions are
consecutive numbers, starting

from 1. Maps to the AC property
POLICY_VERSION of the AC class
POLICY.

FINALIZE

No

NUMBER(L,0)

NULL

Is the policy finalized (i.e.
deployable?). Maps to the AC
property FINALIZE of the AC class
POLICY.

EXTENDED_SI
GNATURE

No

NVARCHAR2(256)

NULL

FIPS 140 -2 compliant SHAL policy
signature. Maps to the
EXTENDED_SIGNATURE property
of the AC class POLICY.

SIGNATURE

No

NVARCHAR2(256)

NULL

Policy signature. Maps to the
SIGNATURE property of the AC
class POLICY.

Columns of POLICY_DEVIATION Table

The following table describes the attributes of the columns of the

POLICY_DEVIATION table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record. System
Identifier for system where
record exists

NODE_RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the entity

that the permission applies to.
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Name

Is PK

Datatype

Null Option

Comment

NODE_RULEKEY

Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of rule
where permission is found. CA
Top Secret: Owned Resource
mask for this resource. AC:
Resource object name

DEVIATION_INDEX

Yes

NUMBER

NOT NULL

The deviation row sequencial
number, starting at O for each
policy. Maps to the line
number of this deviation row,
relative to the most recent
POLICYSTART tag in the
DEVCALC output.

DEVIATED_CLASS

No

NVARCHAR2(256)

NULL

The deviated class. Maps to
th e 2nd token of a DIFF line in
DEVCALC output. A value of
null maps to the value (*) in
the DEVCALC output.

DEVIATED_OBJECT

No

NVARCHAR2(256)

NULL

The deviated object. Maps to
the 3rd token of a DIFF line in
DEVCALC output. A value of
null maps to the value (*) in
the DEVCALC output.

DEVIATED_PROPERT
Y

No

NVARCHAR2(256)

NULL

The deviated property. Maps
to the 4th token of a DIFF line
in DEVCALC output. A value of
null maps to the value (*) in

the DEVCALC output.

DEVIATED_VALUE

No

NVARCHAR2(256)

NULL

The deviated value. Maps to
the 5th token of a DIFF line in
DEVCALC output. A value of
null maps to the value (*) in
the DEVCALC output.

DEVIATION_DATA

No

CLOB

NULL

For deviation rows that their
type is known (i.e. unlike
'UNKNOWN_%"), this value
maps to the 1st token of a
DIFF line in DEVCALC output,
e.g. 'DIFF'.

For other deviation rows, this
field contains the entire
DEVCALC line as -is.

DEVIATION_TYPE

No

NVARCHAR2(256)

NULL

The type of the deviation, in
the format A_B where:
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Name

Is PK

Datatype Null Option

Comment

A = EXPECTED or
UNEXPECTED or UNKNOWN

B = CLASS or OBJECT or
PROPERTY or VALUE or
GENERIC

Columns of POLICY_GROUP Table

POLICY_GROUP table:

The following table describes the attributes of the columns of the

Name

Is PK

Datatype

Null Option

Comment

SNAPSHOTID

Yes

NUMBER(20,0)

NOT NULL

Snapshot ID of this record

HOSTID

Yes

NVARCHAR2(512)

NOT NULL

Host ID of this record.
System Identifier for
system where record
exists

RESCLASS

Yes

NVARCHAR2(80)

NULL

Resource class of the
entity that the permission
applies to. Maps to the
CNAME of the resource's
AC OID.

RULEKEY

Yes

NVARCHAR2(256)

NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource. Maps to
the ONAME of the
resource's AC OID.

LATEST_FIN_RULEKEY

No

NVARCHAR2(256)

NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource. Maps to the
ONAME of the OID AC
property
LATEST_FINALIZED_VERS
ION of the GPOLICY class.

LATEST_FIN_RESCLAS
S

No

NVARCHAR2(80)

NULL

Resource class of the
entity that the permission
applies to. Maps to the
CNAME of the OID AC
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Name

Is PK Datatype Null Option Comment

property
LATEST_FINALIZED_VERS
ION of the GPOLICY class.

LATEST_RESCLASS

No NVARCHAR2(80) NULL Resource class of the
entity that the permission
applies to. Ma ps to the
CNAME of the OID AC
property
LATEST_VERSION of the
GPOLICY class.

LATEST_RULEKEY

No NVARCHAR2(256) NULL CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource. Maps  tothe
ONAME of the OID AC
property
LATEST_VERSION of the
GPOLICY class.

Columns of POLICY_GROUP_DEPENDENCY Table

The following table describes the attributes of the columns of the
POLICY_GROUP_DEPENDENCY table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this
record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.

System Identifier for
system where record
exists

DEP_ON_RESCLASS

Yes NVARCHAR2(80) NOT NULL Resource class of the
entity that the
permission applies to.
Maps to the CNAME of
the resource's AC OID.

RESCLASS

Yes NVARCHAR2(80) NOT NULL Resource class of the
entity that the
permission applies to.
Maps to the CNAME of
the resource's AC OID.
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DEP_ON_RULEKEY Yes NVARCHAR2(256) NOT NULL CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource

mask for this resource.
Maps to the ONAME of
the resource's AC OID.

RULEKEY Yes NVARCHAR2(256) NOT NULL CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource

mask for this resource.
Maps to the ONAME of
the resource's AC OID.

Columns of POLICY_GROUP_NODE_ASSIGNMENT Table

The following table describes the attributes of the columns of the
POLICY_GROUP_NODE_ASSIGNMENT table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this
record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.

System Identifier for
system where record
exists

POLICYGRP_RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the
entity that the
permission applies to.
Maps to the CNAME of
the resource's AC OID.

POLICYGRP_RULEKEY Yes NVARCHAR2(256) NOT NULL CA ACF2: Rule set key
of rule where permission
is found. CA Top Secret:
Owned Resource mask
for this resource. Maps
to the ONAME of the
resource's AC OID.

NODE_RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the
entity that the
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Name

Is PK

Datatype

Null Option

Comment

permission applies to.
Maps to the CNAME of
the resource's AC OID.

If this field equals
'HNODE', this is a node
assignment. If this field
equals 'GHNODE!, this is
a node -group
assignment.

NODE_RULEKEY

Yes

NVARCHAR?2 (256)

NOT NULL

CA ACF2: Rule set key
of rule where permission
is found. CA Top Secret:
Owned Resource mask
for this resource. AC:
Resource object name

Columns of POLICY_RULESET Table

The following table describes the attributes of the columns of the
POLICY_RULESET table:

Name

Is PK

Datatype

Null Option

Comment

SNAPSHOTID

Yes

NUMBER(20,0)

NOT NULL

Snapshot ID of this record

HOSTID

Yes

NVARCHAR2(512)

NOT NULL

Host ID of this record.
System Identifier for system
where record exists.

POLICY_RESCLASS

Yes

NVARCHAR2(80)

NOT NULL

Resource class of the entity
that the permission applies
to. Maps to the CNAME of
the resource's AC OID.

POLICY_RULEKEY

Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource. Maps to the
ONAME of the resource's AC
OID.

RULESET_RESCLASS

Yes

NVARCHAR2(80)

NOT NULL

Resource class of the entity
that the permission applies
to. Maps to the CNAME of
the resource's AC OID.
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Datatype

Null Option

Comment

RULESET_RULEKEY

Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource. Maps to the
ONAME of the resource's AC

Columns of POLICY_STATUS Table

The following table describes the attributes of the columns of the
POLICY_STATUS table:

Name

Is PK

Datatype

Null Option

Comment

SNAPSHOTID

Yes

NUMBER(20,0)

NOT NULL

Snapshot ID of this
record

HOSTID

Yes

NVARCHAR2(512)

NOT NULL

Host ID of this record.
System Identifier for
system where record
exists.

NODE_RESCLASS

Yes

NVARCHAR2(80)

NOT NULL

Resource class of the
entity that the
permission applies to.
Maps to the CNAME of
the resource's AC OID.

NODE_RULEKEY

Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule s et key of
rule where permission is
found. CA Top Secret:
Owned Resource mask
for this resource. Maps

to the ONAME of the
resource's AC OID.

POLICY_RESCLASS

Yes

NVARCHAR2(80)

NOT NULL

Resource class of the
entity that the
permission applies to.
Maps to the CNAME of
the resource's AC OID.

POLICY_RULEKEY

Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask
for this resource. Maps
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Null Option

Comment

to the ONAME of the
resource's AC OID.

UPDATORTYPE

Yes

NVARCHAR2(80)

NULL

The class of this user:
USER, XUSER

UPDATORID

Yes

NVARCHAR2(256)

NULL

Identifier for this object
on this system.

STATUS

No

NVARCHAR2(256)

NULL

The policy status:
APPROVED, REJECTED,
PROCESSING.

DEVSTATE

No

NVARCHAR2(20)

NULL

Deviation state: UNSET,
YES, NO

LASTDEVTIME

No

TIMESTAMP(6)

NULL

Last deviation calculation
time

LASTSTATUSTIME

No

TIMESTAMP(6)

NULL

Last time status was set

UPDATORNAME

No

NVARCHAR2(256)

NULL

Policy updator name.
Maps to the
UpdatorName member of
the POLICY_STATUS
property of the AC class
POLICY.

UPDATORID

No

NVARCHAR2(256)

NULL

Updator object name.
Maps to the ONAME
component of the

Updator member of the
POLICY_STATUS
property of the AC  class
POLICY.

UPDATORTYPE

No

NVARCHAR2(256)

NULL

Updator object name.
Maps to the CNAME
component of the
Updator member of the
POLICY_STATUS
property of the AC class
POLICY.
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Columns of POLICYMODELINFO Table

The following table describes the attributes of the columns of the
POLICYMODELINFO table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this
record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.
System Identifier for
system where record
exists.

INITIAL_POLICY_OFFSE No NUMBER NULL For the local node, this

T maps to the initial policy
offset as provided by the
sepmd -L selang
command.

LAST_POLICY_OFFSET No NUMBER NULL For the local node, this

maps to the last policy
offset as provided by the
sepmd -L selang
command.

Columns of RAUDIT Table

The following table describes the attributes of the columns of the RAUDIT

table:
Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.
System Identifier for system
where record exists
RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the entity
that the permission applies
to.
RULEKEY Yes NVARCHAR2(256) NOT NULL CA ACF2: Rule set key of rule

where permission is found.
CA Top Secret: Owned
Resource

mask for this resource. AC:
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Name Is PK Datatype Null Option Comment
Resource object name
AUDITSUCCESS Yes NUMBER(1,0) NULL AC logs authorized accesses
to the resource
AUDITFAILURE Yes NUMBER(1,0) NULL AC logs detected
unauthorized access
attempts
DEBUG No NUMBER(1,0) NULL Log since in debug mode
TRUST No NUMBER(1,0) NULL Audit trust events

Columns of RESAC Table

The following table describes the attributes of the columns of the RESAC table:

Name

Is PK

Datatype

Null Option

Comment

SNAPSHOTID

Yes

NUMBER(20,0)

NOT NULL

Snapshot ID of this record

HOSTID

Yes

NVARCHAR2(512)

NOT NULL

Host ID of this record.
System Identifier for
system where record exists

RESCLASS

Yes

NVARCHAR2(80)

NOT NULL

Resource class of the entity
that the permission applies
to. Maps to the CNAME of
the resource's AC OID.

RULEKEY

Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resour ce mask for
this resource. Maps to the
ONAME of the resource's
AC OID.

DESCRIPTION

No

NVARCHAR2(256)

NULL

Description / comment of

the record. Maps to the AC
property COMMENT of the
relevant AC resource class.

CALENDAR

No

NVARCHAR2(256)

NULL

Specifies Unicenter TNG
calendar objects, which
represent time restrictions
in Unicenter TNG. AC
maintains a list of these
objects for management
purposes only, but doesn't
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Is PK

Datatype

Null Option

Comment

protect them. Maps to the
AC property CALENDAR of
the relevant AC resource
class.

NOTIFY

No

NVARCHAR2(256)

NULL

Instructs AC to send
notification messages
whenever the resource
represented by the
resource record is
accessed. Enter a user
name, an email address of
a user, or the email
address of a mail group if
an alias is specified . Maps
to the AC property NOTIFY
of the relevant AC resource
class.

SECLABEL

No

NVARCHAR2(256)

NULL

A security label represents
an association between a
particular security level and
Zero or more security
categories. Maps to the AC
property SECLABEL of the
relevant AC resource class.

SECLEVEL

No

NUMBER

NULL

Security level. Maps to the
AC property SECLEVEL of
the relevant AC resource
class.

CRETIME

No

TIMESTAMP(6)

NULL

Create time. Maps to the
AC property CREATE_TIME
of the relevant AC resource
class.

WARNING

No

NUMBER(L,0)

NULL

Specifies that, even if an
accessor's authority is
insufficient to access the
resource, AC is to allow
access to the resource.
However, AC writes a
warning message in the
audit log. Maps to the AC
property WARNING of the
relevant AC resource class.

UNTRUST

No

NUMBER(L,0)

NULL

Indicates whether the
program is trusted or not.
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Name

Is PK

Datatype

Null Option

Comment

If this property is set, no
one can run the program.
If this property is not set,
the other properties listed
in the database for the
program are used to
determine whether the
user is authorized to run
the program. If a trusted
program is changed in any
way, AC automatically sets
this property. Maps to the
AC pro perty UNTRUST of
the relevant AC resource
class, such as PROGRAM,
SECFILE and HOST.

ETHINFO

No

NVARCHAR2(256)

NULL

Ethernet information for an
host. Maps to the AC
property ETHINFO of the
AC resource class HOST.

NETMATCH

No

NVARCHAR2(256)

NULL

IP address match. Maps to
the NetworkMatch
component of the AC
property INMASKMATCH of
the AC resource class
HOSTNET.

NETMASK

No

NVARCHAR2(256)

NULL

IP address mask. Maps to
the Mask component of the
AC property
INMASKMATCH of the AC
resource class HOSTNET.

AAUDIT

No

NVARCHAR2(256)

NULL

Displays the type of
activity that eTrust AC is
auditing. Maps to the AC
property AAUDIT of the AC
resource cla ss ADMIN.

UNTRUSTREASON

No

NVARCHAR2(256)

NULL

In UNIX dbdump only.
Maps to the AC property
UNTRUSTREASON of the
AC resource classes
PROGRAM, SECFILE.

ACCSWHO

No

NUMBER(20,0)

NULL

Access object name. The
administrator who last
accessed the record. Maps
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Datatype

Null Option

Comment

to the AC property
ACCSWHO of the AC
resource class PROGRAM.
For Unix, contains UIDs
(numeric values). For
Windows, contains user
names.

ACCSTIME

No

TIMESTAMP(6)

NULL

Access object time (UNIX
only) The date and time
the record was last
accessed. Maps to the AC
property ACCSTIME of the
AC resource class
PROGRAM.

BLOCKRUN

No

NUMBER(L,0)

NULL

Block run. Maps to the AC
property BLOCKRUN of the
AC resource class
PROGRAM.

UNIXUID

No

NVARCHAR2(256)

NULL

UNIX UID. Maps to the AC
property UNIXUID of the
AC resource class
SPECIALPGM.

INTERACTIVE

No

NUMBER(1,0)

NULL

Interactive. This switch
should be marked when
the application you intend
to run via sesudo is an
interactive Windows
application (such as
notepad.exe, cmd.exe) and
not a service application. If
you are trying to run an
interactive application via
sesudo c lient command
and if it is not marked as
'interactive’, it runs at the
background without the
ability to interact with it.
Maps to the AC property
INTERACTIVE of the AC
resource class SUDO.

TARGUSRCNAME

No

NVARCHAR2(80)

NULL

Specifies the name of the
user whose authority will
be borrowed by the SUDO
class for executing the
command. Default is
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Name Is PK Datatype

Null Option

Comment

administrator (for SUDO
class). Maps to the CNAME
of the AC property
TARGUSR of the AC
resource class SUDO (UNIX

only).

TARGUSRONAME No NVARCHAR2(256)

NULL

Maps to the ONAME of the
AC property TARGUSR of
the AC resource class
SUDO (UNIX only).

PASSWDREQ No NUMBER(L,0)

NULL

Password required.
Indicates whether the
sesudo command requests
the target user password
before executing . Maps to
the AC property
PASSWDREQ of the AC
resource class SUDO (UNIX

only).

FILEPATH No NVARCHAR2(256)

NULL

Maps to the AC property
FILEPATH of the AC
resource class KMODULE.

Columns of RESINFO Table

The following table describes the attributes of the columns of the RESINFO

table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.
System ldentifier for
system where record exists

RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the entity
that the permission applies
to. Maps to the CNAME of
the resource's AC OID.

RULEKEY Yes NVARCHAR2(256) NOT NULL CA ACF2: Rule set key of

rule where permission is
found. CA Top Secret:
Owned Resource mask for
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Null Option

Comment

this resource. Maps to the
ONAME of the resource's AC
OID.

PREFIX No

NVARCHAR2(40)

NULL

CA ACF2 only: Prefix field in
rule set.

OWNERCNAME No

NVARCHAR2(80)

NULL

This is the class of the
owner of this resource. The
owner of the resource
record has unrestricted
access to the resource,
provided the owner's
security level, security
label, and security category
authorities are sufficient to
allow access to the
resource. The owner of the
resource is always
permitted to update and
delete the resource record.
A value of 'GROUP' or
'XGROUP' means that the
related record is in the
GROUPINFO table. 'USER' or
'XUSER' means that it is in
the USERINFO table. Maps
to the CNAME of the
OWNER property of the
relevant AC resource class.

OWNERONAME No

NVARCHAR2(256)

NULL

This is the object  name of
the owner of this resource.
Maps to the ONAME of the
OWNER property of the
relevant AC resource class.

OWNRTYPE No

CHAR(1)

NULL

Indicates if the owner of

this resource is a user (U)

or a role (R). Maps to the
first character of the CNAME
of the OWNER property of
the relevant AC resource
class.

RESOWNER No

NVARCHAR2(256)

NULL

CA ACF2: $SRESOWNER
value from rule set. CA Top
Secret: SMS RESOWNER.

RULEOWNER No

NVARCHAR2(256)

NULL

CA ACF2 only. $SOWNER
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Is PK

Datatype

Null Option

Comment

value from rule set.

ADMINBYCNAME

No

NVARCHAR2(80)

NULL

CA ACF2 and AC: The class
of the administrator who
made last change to this
rule set.

A value of 'GROUP' or
'XGROUP' means that the
related record is in the
GROUPINFO table. 'USER' or
'XUSER' means that it is in

the USERINFO tabl e. Maps
to the CNAME of the
UPDATE_WHO property of
the relevant AC resource
class.

ADMINBYONAME

No

NVARCHAR2(256)

NULL

The object name of the
administrator who made

last change to this rule set.
Maps to the ONAME of the
UPDATE_WHO property of
the relevant AC resource
class.

ADMINDATE

No

TIMESTAMP(6)

NULL

CA ACF2 and AC. Date of
last change to this rule set.
Maps to the AC property
UPDATE_TIME of the
relevant AC resource class.

USERDATA

No

NVARCHAR2(256)

NULL

CA ACF2 only. SUSERDA TA
value from rule set.

ON_BEHALF_OF

No

NVARCHAR2(256)

NULL

The effective user ID. Maps
to the AC property
ON_BEHALF_OF of various
AC classes such as
DEPLOYMENT,
GDEPLOYMENT, HNODE,
GHNODE, POLICY,
GPOLICY, RULEKEY
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Columns of RULESET Table

The following table describes the attributes of the columns of the RULESET

table:

Name

Is PK

Datatype

Null Option

Comment

SNAPSHOTID

Yes

NUMBER(20,0)

NOT NULL

Snapshot ID of this record

HOSTID

Yes

NVARCHAR2(512)

NOT NULL

Host ID of this record. System
Identifier for system where record
exists

RESCLASS

Yes

NVARCHAR2(80)

NOT NULL

Resource class of the entity that
the permission applies to. Maps to
the CNAME of the resource's AC
OID.

RULEKEY

Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of rule
where permission is found. CA
TOP SECRET: Owned Resource
mask for this resource. Maps to
the ONAME of the resource's AC
OID.

FINALIZE

No

NUMBER(1,0)

NULL

Is this ruleset finalized (i.e.
deployable?). Maps to the AC
property FINALIZE of the AC class
RULESET.

EXTENDED_SIGN
ATURE

No

NVARCHAR2(256)

NULL

FIPS 140 -2 compliant SHA1
ruleset signature. Maps to the
EXTENDED_SIGNATURE property
of the AC class RUL ESET.

SIGNATURE

No

NVARCHAR2(256)

NULL

Ruleset signature. Maps to the
SIGNATURE property of the AC
class RULESET.

Columns of RULESET_COMMAND Table

The following table describes the attributes of the
RULESET_COMMAND table:

columns of the

Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of th is record.

System Identifier for
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Datatype

Null Option

Comment

system where record exists

RULESET_RESCLASS Yes

NVARCHAR2(80)

NOT NULL

Resource class of the entity
that the permission applies
to. Maps to the CNAME of
the resource's AC OID.

RULESET_RULEKEY Yes

NVARCHAR2(256)

NOT NULL

CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource. Maps to the
ONAME of the resource's AC
OID.

COMMANDIDX Yes

NUMBER

NOT NULL

Ruleset commands are
ordered. This column
represents the position of
the command in a

sequence of commands.
Maps to the

command -index component
of the AC property
RULESET_DO/UNDOCMDS
of the AC class RULESET
(see COMMANDTYPE
column for more details)

COMMANDTYPE Yes

NVARCHAR2(20)

NOT NULL

The type of the command:
do, undo. If the type is 'do’,
this record maps to a
command inside the AC
property
RULESET_DOCMDS of the
AC class RULESET. If the
type is 'undo', the record
maps to the
RULESET_UNDOCMDS
property instead.

COMMANDSTR Yes

NVARCHAR2(256)

NULL

The command string. Maps
to the command -string
component of the AC
property
RULESET_DO/UNDOCMDS
of the AC class RULESET
(see COMMANDTYPE
column for more details)
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Columns of SEOS Table

The following table describes the attributes of the columns of the SEOS table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this
record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.

System Identifier for
system where record
exists

LASTSTARTUP No TIMESTAMP(6) NULL Host last startup time.
Maps to the AC
property STARTTIME of
the AC class SEOS.

LASTSHUTDOWN No TIMESTAMP(6) NULL Host last shutdown
time. Maps to the AC
property ENDTIME of
the AC class SEOS.

UPDATEDBY No NVARCHAR2(256) NULL Last updated by object
name. Maps to the
ONAME of the AC
property UPDATE_WHO
of the AC class SEOS.

UPDATETIME No TIMESTAMP(6) NULL Last update time. Maps
to the AC property
UPDATE_TIME of the AC
class SEOS.

INACTIVEDAYS No NUMBER NULL Number of inactive
days. Maps to the AC
property INACT of the
AC class SEOS.

ACCUMACL No NUMBER(1,0) NULL Accumulate ACL and
PACL. Maps to the AC
property ACCPACL of
the AC class SEOS.

ACCUMGRPRIGHTS No NUMBER(1,0) NULL Accumulate group
rights. Maps to the AC
property GRACCR of the
AC class SEOS.

ADMINPWDCHANGE No NUMBER(1,0) NULL Administrator password
change. Maps to the AC
property
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Name

Is PK

Datatype

Null Option

Comment

CNG_ADMIN_PWD of
the AC class SEOS.

OWNPWDCHANGE

No

NUMBER(L,0)

NULL

Own password change.
Maps to the AC
property
CNG_OWN_PWD of the
AC class SEOS.

ISDMA

No

NUMBER(1,0)

NULL

Is it DMA host. Maps to
the AC property ISDMA
of the AC class SEOS.

ISDMS

No

NUMBER(L,0)

NULL

Is it DMS host. Maps to
the AC property ISDMS
of the AC class SEOS.

ISDH

No

NUMBER(L,0)

NULL

Distribution Host (DH)
Maps to the AC
property ISDH of the
AC class SEOS.

DMS

No

NVARCHAR2(256)

NULL

DMS host name. Maps
to the AC property DMS
of the AC class SEOS.

CADMIN

No

NUMBER(L,0)

NULL

Class activation:
ADMIN. Maps to the
AC property ADMIN of
the AC class SEOS.

CAPPL

No

NUMBER(1,0)

NULL

Class activation: APPL.
Maps to the AC

property APPL of the AC
class SEOS.

CAUTHHOST

No

NUMBER(L,0)

NULL

Class activation:
AUTHHOST. Maps to
the AC property
AUTHHOST of the AC
class SEOS.

CCALENDAR

No

NUMBER(L,0)

NULL

Class activation:
CALENDAR. Maps to the
AC property CALENDAR
of the AC class SEOS.

CCATEGORY

No

NUMBER(L,0)

NULL

Class activation:
CATEGORY. Maps to the
AC property CATEGORY
of the AC class SEOS.
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Name

Is PK

Datatype

Null Option

Comment

CCONNECT

No

NUMBER(L,0)

NULL

Class activation:
CONNECT. Maps to the
AC property CONNECT
of the AC class SEOS.

CDEPLOYMENT

No

NUMBER(1,0)

NULL

Class activation:
DEPLOYMENT. Maps to
the AC property
DEPLOYMENT of the AC
class SEOS.

CDICTIONARY

No

NUMBER(L,0)

NULL

Class activation:
DICTIONARY. Maps to
the AC property
DICTIONARY of the AC
class SEOS.

CDOMAIN

No

NUMBER(L,0)

NULL

Class activation:
DOMAIN. Maps to the
AC property DOMAIN of
the AC class SEOS.

CFILE

No

NUMBER(L,0)

NULL

Class activation: FILE.
Maps to the AC
property FILE of the AC
class SEOS.

CHNODE

No

NUMBER(L,0)

NULL

Class activation:
HNODE. Maps to the AC
property HNODE of the
AC class SEOS.

CHOLIDAY

No

NUMBER(1,0)

NULL

Class activation:

HOLIDAY. Maps to the
AC property HOLIDAY
of the AC class SEOS.

CHOST

No

NUMBER(L,0)

NULL

Class activation: HOST.
Maps to the AC
property HOST of the
AC class SEOS.

CKMODULE

No

NUMBER(L,0)

NULL

Class activation:
KMODULE. Maps to the
AC property KMODULE
of the AC class SEOS.

CMFTERMINAL

No

NUMBER(L,0)

NULL

Class activation:
MFTERMINAL. Maps to
the AC property
MFTERMINAL of the AC

164 Enterprise Administration Guide



Tables

Name

Is PK

Datatype

Null Option

Comment

class SEOS.

CPASSWORD

No

NUMBER(L,0)

NULL

Class activation:
PASSWORD. Maps to
the AC property
PASSWORD of the AC
class SEOS.

CPOLICY

No

NUMBER(L,0)

NULL

Class activation:
POLICY. Maps to the AC
property POLICY of the
AC class SEOS.

CPROGRAM

No

NUMBER(L,0)

NULL

Class activation:
PROGRAM. Maps to the
AC property PROGRAM
of the AC class SEOS.

CPROCESS

No

NUMBER(L,0)

NULL

Class activation:
PROCESS. Maps to the
AC property PROCESS
of the AC class SEOS.

CPWPOLICY

No

NUMBER(L,0)

NULL

Class activation:
PWPOLICY. Maps to the
AC property PWPOLICY
of the AC class SEOS.

CREGKEY

No

NUMBER(L,0)

NULL

Class activation:
REGKEY. Maps to the
AC property REGKEY of
the AC class SEOS.

CREGVAL

No

NUMBER(L,0)

NULL

Class activation:
REGVAL. Maps to the
AC property REGVAL of
the AC class SEOS.

CRULESET

No

NUMBER(L,0)

NULL

Class activation:
RULESET. Maps to the
AC property RULESET of
the AC class SEOS.

CSECLABEL

No

NUMBER(L,0)

NULL

Class activation:
SECLABEL. Maps to the
AC property SECLABEL
of the AC class SEOS.

CSECLEVEL

No

NUMBER(L,0)

NULL

Class activation:
SECLEVEL. Maps to the
AC property SECLEVEL
of the AC class SEOS.
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CSPECIALPGM

No

NUMBER(L,0)

NULL

Class activation:
SPECIALPGM. Maps to
the AC property
SPECIALPGM of the AC
class SEOS.

CSuUDO

No

NUMBER(L,0)

NULL

Class activation: SUDO.
Maps to the AC
property SUDO of the
AC class SEOS.

CSURROGATE

No

NUMBER(L,0)

NULL

Class activation:
SURROGATE. Maps to
the AC property
SURROGATE of the AC
class SEOS.

CTCP

No

NUMBER(L,0)

NULL

Class activation: TCP.
Maps to the AC
property TCP of the AC
class SEOS.

CTERMINAL

No

NUMBER(L,0)

NULL

Class activation:
TERMINAL. Maps to the
AC property TERMINAL
of the AC class SEOS.

CUSER_DIR

No

NUMBER(L,0)

NULL

Class activation:
USER_DIR. Maps to the
AC property USER_DIR
of the AC class SEOS.

CWEBSERVICE

No

NUMBER(1,0)

NULL

Class activation:
WEBSERVICE. Maps to
the AC property
WEBSERVICE of the AC
class SEOS.

CWINSERVICE

No

NUMBER(L,0)

NULL

Windows only: Class
activation:
WINSERVICE. Maps to
the AC property
WINSERVICE of the AC
class SEOS.

CDAYTIMERES

No

NUMBER(L,0)

NULL

UNIX only: whether to
check time restrictions.
Maps to the AC
property DAYTIMERES
of the AC class SEOS.
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CLOGINAPPL No NUMBER(1,0) NULL UNIX only. Maps to the
AC property LOGINAPPL
of the AC class SEOS.

MAXLOGINS No NUMBER NULL Maximum number of

logins in effect. Maps to
the AC property
MAXLOGINS of the AC

class SEOS.
PROHIBITED No NVARCHAR2(256) NULL Maps to the AC

property PROHIBITED

of the AC class SEOS.
ACID No NVARCHAR2(256) NULL Unique AC host ID.

Maps to the ACID
property of the AC class
SEOS. This is used to
identify a node in the
NODE table with the
same ACID.

Columns of SEOSSYSCALL Table

The following table describes the attributes of the columns of the
SEOSSYSCALL table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this
record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.

System Identifier for
system where record

exists
INTERCEPTEDSYSCAL No NUMBER(20,0) NULL Number of intercepted
LS syscalls
NONBLOCKINGSYSCA  No NUMBER(1,0) NULL Number of not
LLS "dangerous" intecepted
syscalls
ISOVERFLOW No NUMBER(20,0) NULL 1, if allocated buffer is
too small
THRESHOLDTIME No NUMBER(20,0) NULL "Dangerous" time of the

syscall (sec)
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ALWAYSEXITSCRIPT No NUMBER(1,0) NULL 1 if exists
SEOS_unload_int.alway
S

OPTIONALEXITSCRIP No NUMBER(1,0) NULL 1 if exists
T SEOS_unload_int.opt
USETRIPACCEPT No NUMBER(1,0) NULL 1 if use_tripAccept
token is "yes"
TRIPACCEPT No NUMBER(1,0) NULL 1 if exists bin/tripAccept
NOVELLZMD No NUMBER(1,0) NULL 1 if exists
fetc/init.d/novell  -zmd
XM No NUMBER(1,0) NULL 1 if exists /usr/sbin/xm
NSCD No NUMBER(1,0) NULL 1 if exists
letc/init.d/nscd

Columns of SNAPSHOTINFO Table

The following table describes the attributes of the columns of the
SNAPSHOTINFO table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID for this
record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.

System Identifier for
system where record

exists

DUMPSTARTTIME No TIMESTAMP(6) NULL Snapshot start time
DUMPENDTIME No TIMESTAMP(6) NULL Snapshot end time
STATUS No CHAR(1) NULL Snapshot status
SNAPSHOTTIME No TIMESTAMP(6) NULL

SNAPSHOTTYPE No NVARCHAR2(256) NULL

SNAPSHOTNAME No NVARCHAR2(256) NULL

(O No NVARCHAR2(100) NULL

ACVERSION No NVARCHAR2(50) NULL

ACVERSIONNUM1 No NUMBER(20,0) NULL
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ACVERSIONNUM2 No NUMBER(20,0) NULL
ACVERSIONNUMS3 No NUMBER(20,0) NULL
ACVERSIONNUM4 No NUMBER(20,0) NULL

Columns of SPECIALPGMTYPE Table

The following table describes the attributes of the columns of the
SPECIALPGMTYPE table:

Name Is PK Datatype Null Option Comment
SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record
HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record. System

Identifier for system where
record exists

RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the entity
that the permission applies to.

RULEKEY Yes NVARCHAR2(256) NOT NULL CA ACF2: Rule set key of rule
where permission is found. CA
Top Secret: Owned Resource
mask for this resource. AC:
Resource object name

TMAIL No NUMBER(1,0) NULL
TBACKUP No NUMBER(1,0) NULL
TXDM No NUMBER(1,0) NULL
TDCM No NUMBER(1,0) NULL
TPBF No NUMBER(1,0) NULL
TPBN No NUMBER(1,0) NULL
TPROPAGATE No NUMBER(1,0) NULL (r12.0 SP1)
TSTOP No NUMBER(1,0) NULL
TSURR No NUMBER(1,0) NULL
TREG No NUMBER(1,0) NULL
TRESTRICTED No NUMBER(1,0) NULL
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Columns of SYSCALL Table

The following table describes the attributes of the columns of the SYSCALL

table:

Name Is PK D atatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this
record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.
System Identifier for
system where record
exists

PID Yes NUMBER(20,0) NOT NULL Key: process pid

PARENTPID No NUMBER(20,0) NULL parent process ID

USERID No NUMBER(20,0) NULL real user ID

GROUPID No NUMBER(20,0) NULL Group ID

INTERCEPTEDPGM No NVARCHAR2(256) NULL program name

INTERCEPTEDTIME No NUMBER(20,0) NULL Life time of the syscall

SYSCALLNUM No NUMBER(20,0) NULL System call number

ISBLOCKING No NUMBER(1,0) NULL 1 if syscall is
dangerous

Columns of SYSCALLUSERSPECIALPGM Table

The following table describes the attributes of the columns of the
SYSCALLUSERSPECIALPGM table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this
record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.
System Identifier for
system where record
exists

SAFEPGM Yes NVARCHAR2(256) NOT NULL
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Columns of UACC Table

The following table describes the attributes of the columns of the UACC table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.
System Identifier for
system where record
exists

RESCLASS Yes NVARCHAR2(80) NOT NULL Resource class of the
entity that the permission
applies to.

RULEKEY Yes NVARCHAR2(256) NOT NULL CA ACF2: Rule set key of
rule where permission is
found. CA Top Secret:
Owned Resource mask for
this resource. AC:
Resource object name

AREAD No NUMBER(1,0) NULL

AWRITE No NUMBER(1,0) NULL

AMODIFY No NUMBER(1,0) NULL

ACREATE No NUMBER(1,0) NULL

AERASE No NUMBER(2,0) NULL

AFILESCAN No NUMBER(1,0) NULL

ALANGINT No NUMBER(1,0) NULL

AEXEC No NUMBER(1,0) NULL

ACHOWN No NUMBER(1,0) NULL

ACHGRP No NUMBER(1,0) NULL

ACHMOD No NUMBER(1,0) NULL

AUTIMES No NUMBER(1,0) NULL

ASEC No NUMBER(1,0) NULL

AKILL No NUMBER(1,0) NULL

ACONNECT No NUMBER(1,0) NULL

ARENAME No NUMBER(1,0) NULL

APASSWORD No NUMBER(1,0) NULL
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AAUTHORIZED No CHAR(18) NULL
AXAUDIT No NUMBER(1,0) NULL
ACHDIR No NUMBER(1,0) NULL
ACRSUBK No NUMBER(2,0) NULL
ANOTIFY No NUMBER(2,0) NULL
AENUM No NUMBER(2,0) NULL
AQUERY No NUMBER(1,0) NULL
ARCTRL No NUMBER(1,0) NULL
ACRLINK No NUMBER(1,0) NULL
APRINT No NUMBER(1,0) NULL
AMANAGE No NUMBER(1,0) NULL
AMAXALLOWED No NUMBER(1,0) NULL
ASTOP No NUMBER(1,0) NULL
APAUSE No NUMBER(1,0) NULL
ACONTROL No NUMBER(1,0) NULL
ACHOG No NUMBER(1,0) NULL
ARESUME No NUMBER(1,0) NULL

Columns of USERAC Table

The following table describes the attributes of the columns of the USERAC

table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID for this
record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.
System Identifier for
system where record
exists

USERID Yes NVARCHAR2(256) NOT NULL User ID (name) of this

record. Maps to the AC
OID of the USER/XUSER
object.
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USERTYPE

Yes

NVARCHAR2(80)

NOT NULL

The AC class of this
user: USER, XUSER.

DESCRIPTION

No

NVARCHAR2(256)

NULL

Description / comment
of this user. Maps to the
AC property COMMENT
of the USER/XUSER
class.

PROFILE

No

NVARCHAR2(256)

NULL

A string that speci  fies a
path to the user's

profile. This string can
include a local absolute
path, or a UNC path.
Maps to the ONAME of
the AC property

PROFILE of the
USER/XUSER class.

GRACELOGIN

No

NUMBER

NULL

The number of grace
logins a user has after a
password ex pires. When
the number of grace
logins is exceeded, the
user is denied access to
the system and must
contact the system
administrator for a new
password. Maps to the
AC property
GRACELOGIN of the
USER/XUSER class.

MAXLOGINS

No

NUMBER

NULL

Sets the maximum
number of terminals the
user can log in to at the
same time. A value of O
(zero) means that the
user can log in from any
number of terminals
concurrently. Maps to
the AC property
MAXLOGINS of the
USER/XUSER class.

INACTIVE

No

NUMBER

NULL

Specifies the number of
days that must pass
before the system
changes the user to
inactive. When the
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number of days is
reached, the user
cannot log in. Maps to
the AC property
INACTIVE of the
USER/XUSER class.

SUSPENDDATE

No

DATE

NULL

Disables a user record,
but leaves it defined in
the database. A user
cannot use a suspended
user account to log in to
the system. Maps to the
AC property
SUSPEND_DATE of the
USER/XUSER class.

SUSPENDWHOCNAME

No

NVARCHAR2(80)

NULL

The administrator w  ho
activated the suspend
date. Maps to the
CNAME of the AC
property
SUSPEND_WHO of the
USER/XUSER class.

SUSPENDWHOONAME

No

NVARCHAR2(256)

NULL

Identifier for this object
on this system. Maps to
the ONAME of the AC
property
SUSPEND_WHO of the
USER/XU SER class.

RESUMEDATE

No

DATE

NULL

Enables a user record
that was disabled by
specifying the suspend
parameter. Maps to the
AC property
RESUME_DATE of the
USER/XUSER class.

LUTERMINAL

No

NVARCHAR2(256)

NULL

Last update from
terminal. Maps to the

AC property
LAST_ACC_TERM of the
USER/XUSER class.

PASSWDINT

No

NUMBER

NULL

Sets the number of days
that must pass after the
password was set or
changed before the
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system prompts the
user for anew
password. Maps to the
AC property
PASSWD_INT of the
USER/XUSER class.

PASSWDLAC No TIMESTAMP(6) NULL The date and time on
which an administrator
last updated the
password. Maps to the
AC property
PASSWD_L_A_C of the
USER/XUSER class.

PASSWDLC No TIMESTAMP(6) NULL The date and time on
which the user last
updated the password.
Maps to the AC property
PASSWD_L_C of the
USER/XUSER class.

PASSWDACW No NVARCHAR2(256) NULL The ADMIN user who
last changed the user
password for this
record. Maps to the AC
property
PASSWD_A_C_W of the
USER/XUSER class.

MINTIME No NUMBER NULL The minimum number of
days that must pass
before the user is
allowed to change the
password again. Maps to
the AC property
MIN_TIME of the
USER/XUSER class.

POLICYMODEL No NVARCHAR2(256) NULL Specifies that when a
user changes a
password with the uti  lity
sepass, eTrust AC will
propagate the new
password to the
specified Policy Model
(pmdbName). The
password is not sent to
the Policy Model defined
by the parent_pmd or
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passwd_pmd values in

the registry subkey:
HKEY_LOCAL_MACHINE \
SOFTWARE\ ComputerAs
sociates\eTrustAccessCo
ntrol \eTrustAccessContr
ol.

Maps to the AC property
POLICYMODEL of the
USER/XUSER class.

SESSIONGROUP No NVARCHAR2(256) NULL Used by Single Sign -On.
This property assigns an
SSO session group to a
user. The
SESSION_GROUP
property is a string with
a maximum length of 16
characters. Maps to the
AC property
SESSION_GROUP of the
USER/XUSER class.

LOGINSTATUS No NVARCHAR2(256) NULL Login status

PWDNEXTCHGINDAYS No NUMBER NULL Password next change in
days

APPLISTTIME No TIMESTAMP(6) NULL Maps to the AC property

APPLIST_TIME of the
USER/XUSER class.

AUTHNMTHD No NVARCHAR2(256) NULL Authentication method.
Maps to the AC property
AUTHNMTHD of the
USER/XUSER class.

BADPASSWD No NUMBER NULL Number of bad
password attempts.
Maps to the AC property
BADPASSWD of the
USER/XUSER class.

CALENDAR No NVARCHAR2(256) NULL Specifies Uni center TNG
calendar objects, which
represent time
restrictions in Unicenter
TNG. AC maintains a list
of these objects for
management purposes
only, but doesn't protect
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them. Maps to the AC
property CALENDAR of
the USER/XUSER class.

UPDTIME

No

TIMESTAMP(6)

NULL

The date and time the
record was last

modified. Maps to the
AC property UPDTIME of
the USER/XUSER class.

LOCATION

No

NVARCHAR2(256)

NULL

User's location. Maps to
the AC property
LOCATION of the
USER/XUSER class.

EMAIL

No

NVARCHAR2(256)

NULL

User's email address.
Maps to the AC property
EMAIL of the
USER/XUSER class.

ORGANIZATION

No

NVARCHAR2(256)

NULL

User's organization
name. Maps to the AC
property
ORGANIZATION of the
USER/XUSER class.

ORGUNIT

No

NVARCHAR2(256)

NULL

User's organization unit.
Maps to the AC property
ORG_UNIT of the
USER/XUSER class.

PHONE

No

NVARCHAR2(256)

NULL

User's phone number.
Maps to the AC property
PHONE of the
USER/XUSER class.

COUNTRY

No

NVARCHAR2(256)

NULL

Specifies the country
where the user is
located. This string is
part of the X.500
naming scheme. eTrust
AC does not use it for
authorization. Maps to
the AC property
COUNTRY of the
USER/XUSER class.

LOCALAPPS

No

NUMBER(L,0)

NULL

Maps to the AC proper
LOCALAPPS of the
USER/XUSER class.
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LOGSHIFT No NUMBER(1,0)

NULL

Indicates whether to
allow login outside of
the shift time frame. AC
writes an audit record in
the audit log for this
event. Maps to the AC
property LOGSHIFT of
the USER/XUSER class.

NOTIFY No NVARCHAR2(256)

NULL

Notifies the user every
time the user logs in.
Enter a user name, an
email address of a user,
or the email address of
a mail group if an alias
is specified. The
recipient of the notify
messages should log in
frequently t o respond to
the unauthorized access
attempts described in
each message. Maps to
the AC property NOTIFY
of the USER/XUSER
class.

OIDCRDDATA No NVARCHAR2(256)

NULL

Used by CA Single
Sign -On and CA Web
Access Control. Maps to
the AC property
OIDCRDDATA of the
USER/XUSER class.

PWDAUTOGEN No NUMBER(1,0)

NULL

Indicates whether the
application's password is
automatically generated
by the Policy Server.
Maps to the AC p roperty
PWD_AUTOGEN of the
USER/XUSER class.

PWDSYNC No NUMBER(1,0)

NULL

Indicates whether the
application's password
can be identical to the
user's other application
passwords. Maps to the
AC property PWD_SYNC
of the USER/XUSER
class.

178 Enterprise Administration Guide



Tables

Name

Is PK

Datatype

Null Option

Comment

SCRIPTVARS

No

NVARCHAR2(256)

NULL

Used by CA Single
Sign -On and CA Web
Access Control, a
variables list with the
variable values of the
application script that
are saved per
application. Maps to the
AC property
SCRIPT_VARS of the
USER/XUSER class.

SECLEVEL

No

NUMBER

NULL

Security level to the
user record. Maps to the
AC property SECLEVEL
of the USER/XUSER
class.

SECLABEL

No

NVARCHAR2(256)

NULL

Maps to the ONAME of
the AC property
SECLABEL of the
USER/XUSER class.

SHIFT

No

NVARCHAR2(256)

NULL

Used by CA Single

Sign -On and CA Web
Access Control. Maps to
the ONAME of the AC
property SHIFT of the
USER/XUSER class.

UALIAS

No

NVARCHAR2(256)

NULL

All the aliases of a
specific user defined to
one or more
authentication hosts.
Used by CA Single

Sign -On and CA Web
Access Control. Maps to
the AC property UALIAS
of the USER/XUSER
class.

NOCHGPWD

No

NUMBER(L,0)

NULL

UNIX only: No change
password. M aps to the
AC property
NOCHNGPASS of the AC
class USER.

OWNERONAME

No

NVARCHAR2(256)

NULL

The owner object name.
Maps to the ONAME of
the AC property OWNER
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Name Is PK Datatype Null Option Comment
of the USER/XUSER
class.

OWNERCNAME No NVARCHAR2(80) NULL The ow ner class name.

GROUP or XGROUP
means that the owner
record is in the
GROUPINFO table. USER
or XUSER means that
the owner record is in
the USERINFO table.
Maps to the CNAME of
the AC property OWNER
of the USER/XUSER
class.

Columns of USERACAUDIT Table

The following table describes the attributes of the columns of the
USERACAUDIT table:

Name Is PK Datatype Null Comment
Option

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID for this record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.
System Identifier for system
where record exists.

USERID Yes NVARCHAR2(256) NOT NULL User ID (name) of this
record

USERTYPE Yes NVARCHAR2(80) NOT NULL The class of this user:
USER, XUSER

SUCCESS No NUMBER(1,0) NULL CA Access Control logs
successful accesses.

FAILURE No NUMBER(1,0) NULL logs failed access attempts.

LOGONSUCCESS No NUMBER(1,0) NULL CA Access Control logs
successful logins.

LOGONFAILURE No NUMBER(1,0) NULL CA Access Control logs
failed login attempts.

DEBUG No NUMBER(1,0) NULL Audit debug events

TRACE No NUMBER(1,0) NULL Audit trace events
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Columns of USERACMODE Table

The following table describes the attributes of the columns of the

USERACMODE table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID for this
record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.
System Identifier for
system where record
exists

USERID Yes NVARCHAR2(256) NOT NULL User ID (name) of this
record

USERTYPE Yes NVARCHAR2(80) NOT NULL The class of this user:
USER, XUSER

MREGULAR No NUMBER(1,0) NULL

MAUDITOR No NUMBER(1,0) NULL

MOPERATIONS No NUMBER(1,0) NULL

MPWOFFICER No NUMBER(1,0) NULL

MENABLED No NUMBER(1,0) NULL

MIGNHOL No NUMBER(2,0) NULL

MSERVER No NUMBER(1,0) NULL

MADMIN No NUMBER(2,0) NULL

Columns of USERGRP Table

The following table describes the attributes of the columns of the USERGRP

Name Datatype Null Option Comment

SNAPSHOTID NUMBER(20,0) NOT NULL Snapshot ID for this
record.

HOSTID NVARCHAR2(512) NOT NULL Host ID of this

record. System
Identifier for system

where record exists.
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Name Is PK Datatype Null Option Comment

USERID Yes NVARCHAR2(256) NOT NULL User ID (name) of
this record.

USERTYPE Yes NVARCHAR2(80) NOT NULL The class of this
user: USER, XUSER.

GROUPID Yes NVARCHAR2(256) NOT NULL Group ID (name) of
this record. Maps to
the ONAME of the AC
group OID.

GROUPTYPE Yes NVARCHAR2(80) NOT NULL The group's class:
GROUP, XGROUP,
etc. Maps to the
CNAME of the AC
group OID.

CONNECTIONDATE No TIMESTAMP(6) NULL Connection date

OWNERCNAME No NVARCHAR2(80) NULL The owner class
name. GROUP or
XGROUP means that
the owner record is
in the GROUPINFO
table. USER or
XUSER means that
the owner record is
in the USERINFO
table.

OWNERONAME No NVARCHAR2(256) NULL

MREGULAR No NUMBER(1,0) NULL

MAUDITOR No NUMBER(1,0) NULL

MOPERATIONS No NUMBER(1,0) NULL

MPWOFFICER No NUMBER(1,0) NULL

MENABLED No NUMBER(1,0) NULL

MIGNHOL No NUMBER(1,0) NULL

MSERVER No NUMBER(1,0) NULL

MADMIN No NUMBER(1,0) NULL
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Columns of USERINFO Table

The following table describes the attributes of the columns of the USERINFO
table:

Name

Is PK Datatype Null Option Comment

SNAPSHOTID

Yes NUMBER(20,0) NOT NULL Snapshot ID for this
record

HOSTID

Yes NVARCHAR2(512) NOT NULL Host ID of this record.
System Identifier for
system where record
exists.

USERID

Yes NVARCHAR2(256) NOT NULL Identifier for this object on
this system.

USERTYPE

Yes NVARCHAR2(80) NOT NULL The class of this user:
USER, XUSER

NAME

No NVARCHAR2(256) NULL Users full name as defined
on security database. This
column maps to the AC
property FULL_NAME of
the USER/XUSER class.

DEFGROUP

No NVARCHAR2(256) NULL Users default group for
USS.

This is the DFLTGRP field
in CA Top Secret and the
GROUP field in CA ACF2.

CRETIME

No TIMESTAMP(6) NULL Time user was created on
th e security database. This
column maps to the AC
property CREATE_TIME of
the USER/XUSER class.

LUTIME

No TIMESTAMP(6) NULL Time user last entered the
system. This column maps
to the AC property
LAST_ACC_TIME of the
USER/XUSER class.

ACTDATE

No DATE NULL CA ACF2 only. Date users
account is activated.

EXPDATE

No DATE NULL The date when the user
account expires. This
column maps to the AC
property EXPIRE_DATE of
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the USER/XUSER class.

TIMEZONE

No

CHAR(3)

NULL

An ACID's physical time
zone in relation to the
CPU's time zone. Time
zone values are  -12 thru
+12.

APPIND

No

CHAR(1)

NULL

Application Indicator.
Indicates which application
this record belongs to.
Equals to the character ID
in the TSS/ACF2 DB
schema. Should always be
‘A

CONSOLE

No

CHAR(1)

NULL

CA ACF2: Allows access to
the TSO Console facility.

CA Top Secret: Allows
user to issue TSS MODIFY
commands.

SUSPEND

No

CHAR(1)

NULL

Prevents users from
accessing the system.

TRACE

No

CHAR(1)

NULL

Diagnostic trace activated
to record all user activity
(system entry, resource
accesses, violations, etc.).

LDS

No

CHAR(1)

NULL

User enabled for LDAP
synchronization.

EIMRECID

No

CHAR(8)

NULL

Record Identifier.

LDSRECID

No

CHAR(8)

NULL

Record Identifier.

PROXYRECID

No

CHAR(8)

NULL

Record Identifier.

SRCRECID

No

CHAR(8)

NULL

Used to specify the user's
SOURCE record name.

SNAME

No

NVARCHAR2(64)

NULL

Used to map a user
identity from Lotus Notes
z/OS UNIX to a CA Top
Secret or CA ACF2 userid.

UNAME

No

NVARCHAR2(246)

NULL

Used to map a user
identity from Novell
Directory Services to a CA
Top Secret or CA ACF2
userid.
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Name Is PK Datatype Null Option Comment

SECURITYID No NVARCHAR2 (256) NULL Vendor -specific security ID
for this user entry. This
column maps to the AC
property SECURITY_ID of
the XUSER class.

Columns of USERLIST Table

The following table describes the attributes of the columns of the USERLIST

table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID of this record.

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.

GROUPID Yes NVARCHAR2(256) NOT NULL Group ID (name) of this
record.

GROUPTYPE Yes NVARCHAR2(80) NOT NULL The group's class: GROUP,
XGROUP, etc. Maps to the
CNAME of the AC group OID.

USERTYPE Yes NVARCHAR2(80) NOT NULL Class name of the user.

USERID Yes NVARCHAR2(256) NOT NULL Object name of the user.

Columns of USERREVACL Table

The following table describes the attributes of the columns of the USERREVACL

table:

Name Is PK Datatype Null Option Comment

SNAPSHOTID Yes NUMBER(20,0) NOT NULL Snapshot ID for this record

HOSTID Yes NVARCHAR2(512) NOT NULL Host ID of this record.
System Identifier for
system where record
exists.

USERID Yes NVARCHAR2(256) NOT NULL Identifier for this object on
this system. Maps to the
AC OID of the

USER/XUSER object.
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Name Is PK Datatype Null Option Comment

USERTYPE Yes NVARCHAR2(80) NOT NULL The class of this user:
USER, XUSER.

RESCNAME Yes NVARCHAR2(80) NOT NULL Resource class name

RESONAME Yes NVARCHAR2(256) NOT NULL Resource object name

CONCNAME Yes NVARCHAR2(80) NOT NULL Condition class name (i.e.
PROGRAM, HOST,
CALENDAR). A non -empty
string means that a
condition object exists in
the RESINFO table. An
empty strings means
unconditional.

CONONAME Yes NVARCHAR2(256) NOT NULL Condition object name

AREAD No NUMBER(1,0) NULL

AWRITE No NUMBER(1,0) NULL

AMODIFY No NUMBER(1,0) NULL

ACREATE No NUMBER(1,0) NULL

AERASE No NUMBER(1,0) NULL

AFILESCAN No NUMBER(1,0) NULL

ALANGINT No NUMBER(1,0) NULL

AEXEC No NUMBER(1,0) NULL

ACHOWN No NUMBER(1,0) NULL

ACHGRP No NUMBER(1,0) NULL

ACHMOD No NUMBER(1,0) NULL

AUTIMES No NUMBER(1,0) NULL

ASEC No NUMBER(1,0) NULL

AKILL No NUMBER(1,0) NULL

ACONNECT No NUMBER(1,0) NULL

ARENAME No NUMBER(1,0) NULL

APASSWORD No NUMBER(1,0) NULL

AAUTHORIZED No NUMBER(1,0) NULL

AXAUDIT No NUMBER(1,0) NULL

ACHDIR No NUMBER(1,0) NULL
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Name Is PK Datatype Null Option Comment
ACRSUBK No NUMBER(1,0) NULL
ANOTIFY No NUMBER(1,0) NULL
AENUM No NUMBER(1,0) NULL
AQUERY No NUMBER(2,0) NULL
ARCTRL No NUMBER(2,0) NULL
ACRLINK No NUMBER(2,0) NULL
APRINT No NUMBER(1,0) NULL
AMANAGE No NUMBER(1,0) NULL
AMAXALLOWED No NUMBER(1,0) NULL
ASTOP No NUMBER(1,0) NULL
APAUSE No NUMBER(1,0) NULL
ACONTROL No NUMBER(1,0) NULL
ACHOG No NUMBER(1,0) NULL
ARESUME No NUMBER(1,0) NULL
DREAD No NUMBER(1,0) NULL
DWRITE No NUMBER(1,0) NULL
DMODIFY No NUMBER(1,0) NULL
DCREATE No NUMBER(2,0) NULL
DERASE No NUMBER(2,0) NULL
DFILESCAN No NUMBER(1,0) NULL
DLANGINT No NUMBER(1,0) NULL
DEXEC No NUMBER(1,0) NULL
DCHOWN No NUMBER(1,0) NULL
DCHGRP No NUMBER(1,0) NULL
DCHMOD No NUMBER(1,0) NULL
DUTIMES No NUMBER(1,0) NULL
DSEC No NUMBER(1,0) NULL
DKILL No NUMBER(1,0) NULL
DCONNECT No NUMBER(1,0) NULL
DRENAME No NUMBER(1,0) NULL
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Name Is PK Datatype Null Option Comment
DPASSWORD No NUMBER(1,0) NULL
DAUTHORIZED No NUMBER(1,0) NULL
DXAUDIT No NUMBER(1,0) NULL
DCHDIR No NUMBER(2,0) NULL
DCRSUBK No NUMBER(2,0) NULL
DNOTIFY No NUMBER(2,0) NULL
DENUM No NUMBER(1,0) NULL
DQUERY No NUMBER(1,0) NULL
DRCTRL No NUMBER(1,0) NULL
DCRLINK No NUMBER(1,0) NULL
DPRINT No NUMBER(1,0) NULL
DMANAGE No NUMBER(1,0) NULL
DMAXALLOWED No NUMBER(1,0) NULL
DSTOP No NUMBER(1,0) NULL
DPAUSE No NUMBER(1,0) NULL
DCONTROL No NUMBER(1,0) NULL
DCHOG No NUMBER(1,0) NULL
DRESUME No NUMBER(2,0) NULL
Relationship

FK Name Comment

CONFIG_ENTRY_CON

Contains entry

DEPTASK_RESULTMSG_CON

Contains message

USERGRP_GROUP_CON

Group of user

USERLIST_FK

Has users

PASSWDRULES_FK

Contains password rules

MEMBEROF_FK

Has groups

GROUPMEMBER_FK

Has member (group

-type)

GROUPREVACL_FK

Affected by ACL
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FK Name

Comment

GROUPAUDIT_FK

Contains audit

SNAPSHOTINFO_FK

Contains snapshot

NODE_ALIAS_FK

NODE_SUBSCRIPTION_PUBLISHER

NODE_EFFECTIVE_POLICY_CON

Affected by policy

NODE_SUBSCRIPTION_SUBSCRIBER

NODE_POLICY_STATUS_CON

Has status for policy

NODE_DEPTASKGRP_CON

Operator of task group

NODE_ADDRESS_FK

NODE_NODE_DEVIATION_CON

Has deviation

NODE_DEPTASK_CON

Handled by task

POLICY_POLICY_STATUS_CON

Has status on node

LATESTFIN_POLICYGRP_CON

Latest finalized policy group

POLICY_EFFECTIVE_POLICY_CON

Affects node

POLICY_POLICY_DEVIATION_CON

POLICY_RULEST_POLICY_CON

Includes rulesets

LATEST_POLICYGRP_CON

Latest policy in group

POLICY_DEPTASK_CON

Deployed by task

POLICYGRP_DEPTASK_CON

Deployed by task

POLICYGRP_DEPTASKGRP_CON

Operator of task group

POLICY_GROUP_DEP_ON_CON

Depends on policy group

POLICY_GROUP_DEP_CON

Has dependent policy groups

PMDSUBC_CON

POLICYGRP_NODASS_POL_CON

Has node assignments

POLICY_GROUP_CON

Superclass of

POLICY_CON

Superclass of

RULESET_CON

Superclass of

POLICYGRP_NODASS_NOD_CON

Resource (NODE/GNODE) assigned to policy
group

NODE_CON

Superclass of

HOLDATE_CON

Superclass of
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FK Name

Comment

RESINFO_GRPREVACL_COND_CON

Participates in condition

RESINFO_HOST_CON

CACL host of

USER_RESOURCE_ACL_CON

Has ACL for user

UACC_CON

Has default access of

SPECIALPGMTYPE_CON

Superclass of

GROUP_RESOURCE_ACL_CON

Has ACL from group

GROUPS_GROUP_CON

Member of container

RESAC_CON

Extended by CA Access Control properties

RAUDIT_CON

Superclass of

MEMBERS_PARENT_CON

Contains member

INSERVRNGE_CON

Superclass of

INETACL_CON

Superclass of

MEMBERS_CHILD_CON

Container of member

RESINFO_DEPTASKGRP_CON

Superclass of

RESINFO_DEPTASK_CON

Superclass of

RESINFO_USERREVACL_COND_CON

Participates in condition (no constraint)

RESINFO_HOST_CON

CACL host of

GROUPS_MEMBER_CON

Has container

LOGINAPPL_CON

INSERVRNGE_CON

Superclass of

NODEGRP_DEPTASK_CON

Group target of task (node group)

ACL_CON

Protected by ACL

USER_RESOURCE_ACL_CON

Has ACL for user

RULESET_RULESET_POLICY_CON

Included in policy

RULESET_COMMAND_CON

Includes commands

SEOS_DH_FK

SNAPSHOTINFO_CON

Contains user

SNAPSHOT_CONFIG_CON

Contains config

SEOS_CON

Contains options

RESINFO_CON

Contains resource
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FK Name

Comment

POLICYMODEL_CON

CATEGORY_CON

Contains category

DAYTIME_CON

Contains daytime settings

GROUPINFO_CON

Contains group

USERACMODE_FK

Contains CA Access Control mode

USERACAUDIT_FK

Contains CA Access Control audit

USERGRP_FK

Belongs to group

USERREVACL_FK

Affected by ACL

USERINFO_SUSPEND_USERAC_CON

Suspended by user

USER_DEPTASK_CHECKER_CON

Checker of this task

USER_DEPTASK_MAKER_CON

Maker of task

USERAC_CON

Extended by CA Access Control properties

Parent Tables of CONFIG_ENTRY_CON Relationship

CONFIG is the parent table of CONFIG_ENTRY_CON.

Child Tables of CONFIG_ENTRY_CON Relationship

CONFIG_ENTRY is the child table of CONFIG_ENTRY_CON.

Migrated Columns of CONFIG_ENTRY_CON Relationship

The following table describes the relationship between the columns in the

parent table and the child table:

Parent Column Name

Child Column Name

SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
CONFIGNAME CONFIGNAME

Parent Tables of DEPTASK_RESULTMSG_CON Relationship

DEPLOYMENT_TASK is the parent table of DEPTASK_RESULTMSG_CON.
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Child Tables of DEPTASK_RESULTMSG_CON Relationship

DEPLOYMENT_RESULT_MESSAGE is the child table of
DEPTASK_RESULT_MSG_CON.

Migrated Columns of DEPTASK_RESULTMSG_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of GROUPMEMBER_FK Relationship

GROUPINFO is the parent table of GROUPMEMBER_FK.
Child Tables of GROUPMEMBER_FK Relationship

GROUPMEMBER is the child table of GROUPMEMBER_FK.
Migrated Columns of GROUPMEMBER _FK Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

GROUPID GROUPID
GROUPTYPE GROUPTYPE

Parent Tables of GROUPREVACL_FK Relationship

GROUPINFO is the parent table of GROUPREVACL_FK.
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Child Tables of GROUPREVACL_FK Relationship
GROUPREVACL is the child table of GROUPREVACL_FK.
Migrated Columns of GROUPREVACL_FK Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

GROUPID GROUPID
GROUPTYPE GROUPTYPE

Parent Tables of USERGRP_GROUP_CON Relationship
GROUPINFO is the parent table of USERGRP_GROUP_CON.
Child Tables of USERGRP_GROUP_CON Relationship
USERGRRP is the child table of USERGRP_GROUP_CON.
Migrated Columns of USERGR P_GROUP_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

GROUPID GROUPID
GROUPTYPE GROUPTYPE

Parent Tables of MEMBEROF_FK Relationship

GROUPINFO is the parent table of MEMBEROF_FK.
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Child Tables of MEMBEROF_FK Relationship
MEMBEROF is the child table of MEMBEROF_FK.
Migrated Columns of MEMBEROF_FK Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

GROUPID GROUPID
GROUPTYPE GROUPTYPE

Parent Tables of PASSWDRULES_FK Relationship

GROUPINFO is the parent table of PASSWDRULES_FK.
Child Tables of PASSWDRULES_FK Relationship

PASSWDRULES is the child table of PASSWDRULES_FK.
Migrated Columns of PASSWDRULES_FK Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

GROUPID GROUPID
GROUPTYPE GROUPTYPE

Parent Tables of USERLIST_FK Relationship

GROUPINFO is the parent table of USERLIST_FK.
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Child Tables of USERLIST_FK Relationship
USERLIST is the child table of USERLIST_FK.
Migrated Columns of USERLIST_FK Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

GROUPID GROUPID
GROUPTYPE GROUPTYPE

Parent Tables of GROUPAUDIT_FK Relationship

GROUPINFO is the parent table of GROUPAUDIT_FK.
Child Tables of GROUPAUDIT_FK Relationship

GROUPAUDIT is the child table of GROUPAUDIT_FK.
Migrated Columns of GROUPAUDIT_FK Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

GROUPID GROUPID
GROUPTYPE GROUPTYPE

Parent Tables of SNAPSHOTINFO_FK Relationship

HOSTINFO is the parent table of SNAPSHOTINFO_FK.
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Child Tables of SNAPSHOTINFO_FK Relationship
SNAPSHOTINFO is the child table of SNAPSHOTINFO_FK.
Migrated Columns of SNAPSHOTINFO_FK Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name

HOSTID HOSTID

Parent Tables of NODE_ALIAS_FK Relationship

NODE is the parent table of NODE_ALIAS_FK.
Child Tables of NODE_ALIAS_ FK Relationship

NODE_ALIAS is the child table of NODE_NODE_ALIAS_FK.
Migrated Columns of NODE_ALIAS FK Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of NODE_SUBSCRIPTION_PUBLISHER Relationship
NODE is the parent table of NODE_SUBSCRIPTION_PUBLISHER.
Child Tables of NODE_SUBSCRIPTION_PUBLISHER Relationship

NODE_SUBSCRIPTION_STATUS is the child table of
NODE_SUBSCRIPTION_PUBLISHER.
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Migrated Columns of NODE_SUBSCRIPTION_PUBLISHER Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS PUBLISHERCNAME
RULEKEY PUBLISHERONAME

Parent Tables of NODE_EFFECTIVE_POLICY_CON Relationship

NODE is the parent table of NODE_EFFECTIVE_POLICY_CON.
Child Tables of NODE_EFFECTIVE_POLICY_CON Relationship

EFFECTIVE_POLICY is the child table of NODE_EFFECTIVE_POLICY_CON.
Migrated Columns of NODE_EFFECTIVE_POLICY_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of NODE_SUBSCRIPTION_SUBSCRIBER Relationship
NODE is the parent table of NODE_SUBSCRIPTION_SUBSCRIBERER.
Child Tables of NODE_SUBSCRIPTION_SUBSCRIBER Relationship

NODE_SUBSCRIPTION_STATUS is the child table of
NODE_SUBSCRIPTION_SUBSCRIBER.
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Migrated Columns of NODE_SUBSCRIPTION_SUBSCRIBER Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

RESCLASS SUBSCRIBERCNAME
RULEKEY SUBSCRIBERONAME

Parent Tables of NODE_POLICY_STATUS_CON Relationship

NODE is the parent table of NODE_POLICY_STATUS_CON.
Child Tables of NODE_POLICY_STATUS_CON Relationship

POLICY_STATUS is the child table of NODE_POLICY_STATUS_CON.
Migrated Columns of NODE_POLICY_STATUS_ CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS NODE_RESCLASS
RULEKEY NODE_RULEKEY

Parent Tables of NODE_DEPTASKGRP_CON Relationship
NODE is the parent table of NODE_DEPTASKGRP_CON.
Child Tables of NODE_DEPTASKGRP_CON Relationship

DEPLOYMENT_TASK_GROUP is the child table of NODE_DEPTASKGRP_CON.
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Migrated Columns of NODE_DEPTASKGRP_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS NODE_RESCLASS
RULEKEY NODE_RULEKEY

Parent Tables of NODE_ADDRESS_FK Relationship

NODE is the parent table of NODE_ADDRESS_FK.
Child Tables of NODE_ADDRESS_FK Relationship

NODE_ADDRESS is the child table of NODE_ADDDRESS_FK.
Migrated Columns of NODE_ADDRESS_FK Relationship

The following table describes the relationship between the columns in the
parent tab le and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of NODE_NODE_DEVIATION_CON Relationship
NODE is the parent table of NODE_NODE_DEVIATION_CON.
Child Tables of NODE_NODE_DEVIATION_CON Relationship

NODE_DEVIATION is the child table of NODE_NODE_DEVIATION_CON.
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Migrated Columns of NODE_NODE_DEVIATION_CON Relationsh ip

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS NODE_RESCLASS
RULEKEY NODE_RULEKEY

Parent Tables of NODE_DEPTASK_CON Relationship

NODE is the parent table of NODE_DEPTASK_CON.
Child Tables of NODE_DEPTASK_CON Relationship

DEPLOYMENT_TASK is the child table of NODE_DEPTASK_CON.
Migrated Columns of NODE_DEPTASK_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS NODE_RESCLASS
RULEKEY NODE_RULEKEY

Parent Tables of POLICY_POLICY_STATUS_CON Relationship
POLICY is the parent table of POLICY_POLICY_STATUS_CON.
Child Tables of POLICY_POLICY_STATUS_CON Relationship

POLICY_STATUS is the child table of POLICY_POLICY_STATUS_CON.
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Migrated Columns of POLICY_POLICY_STATUS_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

RESCLASS POLICY_RESCLASS
RULEKEY POLICY_RULEKEY

Parent Tables of LATESTFIN_POLICYGRP_CON Relationship

POLICY is the parent table of LATESTFIN_POLICYGRP_CON.
Child Tables of LATESTFIN_POLICYGRP_CON Relationship

POLICY_GROUP is the child table of LATESTFIN_POLICYGRP_CON.
Migrated Columns of LATESTFIN_POLICYGRP_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID

HOSTID HOSTID

RESCLASS LATEST_FIN_RESCLASS
RULEKEY LATEST_FIN_RULEKEY

Parent Tables of POLICY_EFFECTIVE_POLICY_CON Relationship
POLICY is the parent table of POLICY_EFFECTIVE_POLICY_CON.
Child Tables of POLICY_EFFECTIVE_POLICY_CON Relationship

POLICY_EFFECTIVE is the child table of POLICY_EFFECTIVE_POLICY_CON.
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Migrated Columns of POLICY_EFFECTIVE_POLICY_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

RESCLASS POLICY_RESCLASS
RULEKEY POLICY_RULEKEY

Parent Tables of POLICY_POLICY_DEVIATION_CON Relationship

POLICY is the parent table of POLICY_POLICY_DEVIATION_CON.
Child Tables of POLICY_POLICY_DEVIATION_CON Relationship

POLICY_DEVIATION is the child table of POLICY_POLICY_DEVIATION_CON.
Migrated Columns of POLICY_POLICY_DEVI ATION_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

RESCLASS POLICY_RESCLASS
RULEKEY POLICY_RULEKEY

Parent Tables of POLICY_RULESET_POLICY_CON Relationship
POLICY is the parent table of POLICY_RULESET_POLICY_CON.
Child Tables of POLICY_RULESET_POLICY_CON Relationship

POLICY_RULESET is the child table of POLICY_RULESET_POLICY_CON.
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Migrated Columns of POLICY_RULESET POLICY_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

RESCLASS POLICY_RESCLASS
RULEKEY POLICY_RULEKEY

Parent Tables of LATEST_POLICYGRP_CON Relationship

POLICY is the parent table of LATEST_POLICYGRP_CON.
Child Tables of LATEST_POLICYGRP_CON Relationship

POLICY_GROUP is the child table of LATEST_POLICYGRP_CON.
Migrated Columns of LATEST_POLICYGRP_CON Relationship

The following table describes the r elationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

RESCLASS LATEST_RESCLASS
RULEKEY LATEST_RULEKEY

Parent Tables of POLICY_DEPTASK_ CON Relationship
POLICY is the parent table of POLICY_DEPTASK_CON.
Child Tables of POLICY_DEPTASK_CON Relationship

DEPLOYMENT_TASK is the child table of POLICY_DEPTASK_CON.
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Migrated Columns of POLICY_DEPTASK_ CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

RESCLASS POLICY_RESCLASS
RULEKEY POLICY_RULEKEY

Parent Tables of POLICYGRP_DEPTASK_CON Relationship

POLICY_GROUP is the parent table of POLICYGRP_DEPTASK_CON.
Child Tables of POLICYGRP_DEPTASK_CON Relationship

DEPLOYMENT_TASK is the child table of POLICYGRP_DEPTASK_CON.
Migrated Columns of POLICYGRP_DEPTASK_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID

HOSTID HOSTID

RESCLASS POLICYGRP_RESCLASS
RULEKEY POLICYGRP_RULEKEY

Parent Tables of POLICYGRP_DEPTASKGRP_CON Relationship
POLICY_GROUP is the parent table of POLICYGRP_DEPTASKGRP_CON.
Child Tables of POLICYGRP_DEPTASKGRP_CON Relationship

DEPLOYMENT_TASK_GROUP is the child table of
POLICYGRP_DEPTASKGRP_CON.

204 Enterprise Administration Guide



Relationship

Migrated Columns of POLICYGRP_DEPTASKGRP_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID

HOSTID HOSTID

RESCLASS POLICYGRP_RESCLASS
RULEKEY POLICYGRP_RULEKEY

Parent Tables of POLICY_GROUP_DEP_ON_CON Relationship
POLICY_GROUP is the parent table of POLICY_GROUP_DEP_ON_CON.
Child Tables of POLICY_GROUP_DEP_ON_CON Relationship

POLICY_GROUP_DEPENDENCY is the child table of
POLICY_GROUP_DEP_ON_CON.

Migrated Columns of POLICY_GROUP_DEP_ON_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

RESCLASS DEP_ON_RESCLASS
RULEKEY DEP_ON_RULEKEY

Parent Tables of POLICY_GROUP_DEP_CON Relationship
POLICY_GROUP is the parent table of POLICY_GROUP_DEP_CON.
Child Tables of POLICY_GROUP_DEP_CON Relationship

POLICY_GROUP_DEPENDENCY is the child table of POLICY_GROUP_DEP_CON.
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Migrated Columns of POLICY_GROUP_DEP_CON Rela tionship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of PMD_SUBSC_CON Relationship

POLICYMODELINFO is the parent table of PMD_SUBSC_CON.
Child Tables of PMD_SUBSC_CON Relationship

LOCAL_PMD_SUBSCRIBER is the child table of PMD_SUBSC_CON.
Migrated Column s of PMD_SUBSC_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of POLICYGRP_NODASS_ POL_CON Relationship
RESINFO is the parent table of POLICYGRP_NODASS_POL_CON.
Child Tables of POLICYGRP_NODASS_ POL_CON Relationship

POLICY_GROUP_NODE_ASSIGNMENT is the child table of
POLICYGRP_NODASS_POL_CON.
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Migrated Columns of POLICYGRP_NODASS_ POL_CON Relationship

The following table describes the relationship between the columns in the

parent table and the child tab le:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS NODE_RESCLASS
RULEKEY NODE_RULEKEY

Parent Tables of POLICY_GROUP_CON Relationship

RESINFO is the parent table of POLICY_GROUP_CON.
Child Tables of POLICY_GROUP_CON Relationship

POLICY_GROUP is the child table of POLICY_GROUP_CON.
Migrated Columns of POLICY_GROUP_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of POLICY_CON Relationship
RESINFO is the parent table of POLICY_CON.
Child Tables of POLICY_CON Relationship

POLICY is the child table of POLICY_CON.
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Relationship

Migrated Columns of POLICY_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of RULESET_CON Relationship

RESINFO is the parent table of RULESET_CON.
Child Tables of RULESET_CON Relationship

RULESET is the child table of RULESET_CON.
Migrated Columns of RULESET_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of POLICYGRP_NODASS_NOD_CON Relationship
RESINFO is the parent table of POLICYGRP_NODASS_NOD_CON.
Child Tables of POLICYGRP_NODASS NOD_CON Relationship

POLICY_GROUP_NODE_ASSIGNMENT is the child table of
POLICYGRP_NODASS_NOD_C ON.
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Relationship

Migrated Columns of POLICYGRP_NODASS NOD_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID

HOSTID HOSTID

RESCLASS POLICYGRP_RESCLASS
RULEKEY POLICYGRP_RULEKEY

Parent Tables of NODE_CON Relationship

RESINFO is the parent table of NODE_CON.
Child Tables of NODE_CON Relationship

NODE is the child table of NODE_CON.
Migrated Columns of NODE_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of GROUP_RESOURCE_ACL_CON Relationship
RESINFO is the parent table of GROUP_RESOURCE_ACL_CON.
Child Tables of GROUP_RESOURCE_ACL_CON Relationship

GROUPREVACL is the child table of GROUP_RESOURCE_ACL_CON.
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Relationship

Migrated Columns of GROUP_RESOURCE_ACL_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
RESCLASS RESCNAME
RULEKEY RESONAME
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of RESINFO_USERREVACL_COND_CON Relationship
RESINFO is the parent table of RESINFO_USERREVACL_COND_CON.
Child Tables of RESINFO_USERREVACL_COND_CON Relationship
USERREVACL is the child table of RESINFO_USERREVACL_COND_CON.
Migrated Columns of RESINFO_USERREVACL_COND CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
RESCLASS CONCNAME
RULEKEY CONONAME
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of UACC_CON Relationship
RESINFO is the parent table of UACC_CON.
Child Tables of UACC_CON Relationship

UACC is the child table UACC_CON.
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Relationship

Migrated Columns of UACC_CON Relationship

The followin g table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of SPECIALPGMTYPE_CON Relationship

RESINFO is the parent table of SPECIALPGMTYPE_CON.
Child Tables of SPECIALPGMTYPE_CON Relationship

SPECIALPGMTYPE is the child table of SPECIALPGMTYPE_CON.
Migrated Columns of SPECIALPGMTYPE_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of RESAC_CON Relationship
RESINFO is the parent table of RESAC_CON.
Child Tables of RESAC_CON Relationship

RESAC is the child table of RESAC_CON.
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Relationship

Migrated Columns of RESAC_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of RAUDIT_CON Relationship

RESINFO is the parent table of RAUDIT_CON.
Child Tables of RAUDIT_CON Relationship

RAUDIT is the child table of RAUDIT_CON.
Migrated Columns of RAUDIT_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of MEMBERS_PARENT_CON Relationship
RESINFO is the parent table of MEMBERS_PARENT_CON.
Child Tables of MEMBERS_PARENT_CON Relationship

MEMBERS is the child table of MEMBERS_PARENT_CON.
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Relationship

Migrated Columns of MEMBERS_PARENT_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of RESINFO_DEPTASKGRP_CON Relationship

RESINFO is the parent table of RESINFO_DEPTASKGRP_CON.
Child Tables of RESINFO_DEPTASKGRP_CON Relationship

DEPLOYMENT_TASK_GROUP is the child table of RESINFO_DEPTASKGRP_CON.
Migrated Columns of RESINFO_DEPTASKGRP_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of RESINFO_DEPTASK_CON Relationship
RESINFO is the parent table of RESINFO_DEPTASK_CON.
Child Tables of RESINFO_DEPTASK_CON Relationship

DEPLOYMENT_TASK is the child table of RESINFO_DEPTASK_CON.
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Relationship

Parent Tables of LOGINAPPL_CON Relationship

RESINFO is the parent table of LOGINAPPL_CON.
Child Tables of LOGINAPPL_CON Relationship

LOGINAPPL is the child table of LOGINAPPL_CON.
Migrated Columns of LOGINAPPL_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of INSERVRNGE_CON Relationship

RESINFO is the parent table of INSERVRNGE_CON.
Child Tables of INSERVRNGE_CON Relationship

INSERVRNGE is the child table of INSERVRNGE_CON.
Migrated Columns of INSERVRNGE_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY
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Relationship

Parent Tables of NODEGRP_DEPTASKGRP_CON Relationship
RESINFO is the parent table of NODEGRP_DEPTASKGRP_CON.
Child Tables of NODEGRP_DEPTASKGRP_CON Relationship

DEPLOYMENT_TASK_GROUP is the child table of
NODEGRP_DEPTASKGRP_CON.

Migrated Columns of NODEGRP_DEPTASKGRP_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID

HOSTID HOSTID

RESCLASS NODEGRP_RESCLASS
RULEKEY NODEGRP_RULEKEY

Parent Tables of RESINFO_GRPREVACL_COND_CON Relationship

RESINFO is the parent table of RESINFO_GRPREVACL_COND_CON.
Child Tables of RESINFO_GRPREVACL_COND_CON Relationship

GROUPREVACL is the child table of RESINFO_GRPREVACL_COND_CON.
Migrated Columns of RESINFO_GRPREVACL_COND_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
RESCLASS CONCNAME
RULEKEY CONONAME
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
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Relationship

Parent Tables of RESINFO_HOST_CON Relationship

RESINFO is the parent table of RESINFO_HOST_CON.
Child Tables of RESINFO_HOST_CON Relationship

ACL is the child table of RESINFO_HOST_CON.
Migrated Columns of RESINFO_HOST_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
RESCLASS HOSTCNAME
RULEKEY HOSTONAME
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of GROUPS_GROUP_CON Relationship

RESINFO is the parent table of GROUPS_GROUP_CON.
Child Tables of GROUPS_GROUP_CON Relationship

GROUPS is the child table of GROUPS_GROUP_CON.
Migrated Columns of GROUPS_GROUP_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
RESCLASS CNAME

RULEKEY ONAME
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
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Relationship

Parent Tables of INETACL_CON Relationship

RESINFO is the parent table of INETACL_CON.
Child Tables of INETACL_CON Relationship

INETACL is the child table of INETACL_CON.
Migrated Columns of INETACL_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of HOLDATE_CON Relationship

RESINFO is the parent table of HOLDATE_CON.
Child Tables of HOLDATE_CON Relationship

HOLDATE is the child table of HOLDATE_CON.
Migrated Columns of HOLDATE_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY
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Relationship

Parent Tables of GROUPS_MEMBER_CON Relationship
RESINFO is the parent table of GROUPS_MEMBER_CON.
Child Tables of GROUPS_MEMBER_CON Relationship
GROUPS is the child table of GROUPS_MEMBER_CON.
Migrated Columns of GROUPS_MEMBER_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY

Parent Tables of ACL_CON Relationship

RESINFO is the parent table of ACL_CON.
Child Tables of ACL_CON Relationship

ACL is the child table of ACL_CON.
Migrated Columns of ACL_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
RESCLASS RESCLASS
RULEKEY RULEKEY
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Relatio nship

Parent Tables of MEMBERS_CHILD_CON Relationship
RESINFO is the parent table of MEMBER_CHILD_CON.
Child Tables of MEMBERS_CHILD_CON Relationship
MEMBERS is the child table of MEMBER_CHILD_CON.
Migrated Columns of MEMBERS_CHILD_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
RESCLASS CNAME

RULEKEY ONAME
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of USER_RESOURCE_ACL_CON Relationship

RESINFO is the parent table of USER_RESOURCE_ACL_CON.
Child Tables of USER_RESOURCE_ACL_CON Relationship

USERREVACL is the child table of USER_RESOURCE_ACL_CON.
Migrated Columns of USER_RESOURCE_ACL_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
RESCLASS RESCNAME
RULEKEY RESONAME
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID
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Relationship

Parent Tables of RULESET_RULESET_POLICY_CON Relationship

RULESET is the parent table of RULESET_RULESET_POLICY_CON.
Child Tables of RULESET_RULESET_POLICY_CON Relationship

POLICY_RULESET is the child table of RULESET_RULESET_POLICY_CON.
Migrated Columns of RULESET_RULESET_POLICY_CON Relationship

The following table describes the relatio nship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

RESCLASS RULESET_RESCLASS
RULEKEY RULESET_RULEKEY

Parent Tables of RULESET_COMMAND_CON Relationship

RULESET is the parent table of RULESET_COMMAND_CON.
Child Tables of RULESET_COMMAND _CON Relationship

RULESET_COMMAND is the child table for RULESET_COMMAND_CON.
Migrated Columns of RULESET_COMMAND_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

RESCLASS RULESET_RESCLASS
RULEKEY RULESET_RULEKEY
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Relationship

Parent Tables of SEOS_DH_FK Relationship

SEOS is the parent table of SEOS_DH_FK.
Child Tables of SEOS_DH_FK Relationship

DISTRIBUTION_HOST is the child table of SEOS_DH_FK.
Migrated Columns of SEOS_DH_FK Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of DAYTIME_CON Relationship

SNAPSHOTINFO is the parent table of DAYTIME_CON.
Child Tables of DAYTIME_CON Relationship

DAYTIME is the child table of CATEGORY_CON.
Migrated Columns of DAYTIME_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of SEOS_CON Relationship
SNAPSHOTINFO is the parent table of SEOS_CON.
Child Tables of SEOS_CON Relationship

SEOS is the child table of SEOS_CON.
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Relationship

Migrated Columns of SEOS_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of SEOSSYSCALL_CON Relationship

SNAPSHOTINFO is the parent table of SEOSSYSCALL_CON.
Child Tables of SEOSSYSCALL_CON Relationship

SEOSSYSCALL is the child table of SEOSSYSCALL_CON.
Migrated Columns of SEOSSYSCALL_ CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of SNAPSHOT_CONFIG_CON Relationship
SNAPSHOTINFO is the parent table of SNAPSHOT_CONFIG_CON.
Child Tables of SNAPSHOT_CONFIG_CON Relationship

CONFIG is the child table of SNAPSHOT_CONFIG_CON.
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Relationship

Migrated Columns of SNAPSHOT _CONFIG_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of SYSCALL_CON Relationship

SEOSSYSCALL is the parent table of SYSCALL_CONFIG_CON.

Child Tables of SYSCALL_CON Relationship

SYSCALL is the child table of SYSCALL_CON.

Migrated Columns of SYSCALL_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of SYSCALLUSERSPECIALPGM Relationship

SEOSSYSCALL is the parent table of SYSCALLUSERSPECIALPGM.

Child Tables of SYSCALLUSERSPECIALPGM Relationship

SYSCALLUSERSPECIALPGM is the child table of SYSCALLUSERSPECIALPGM.
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Relationship

Migrated Columns of SYSCALLUSERSPECIALPGM Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of CATEGORY_CON Relationship

SNAPSHOTINFO is the parent table of CATEGORY_CON.
Child Tables of CATEGORY_CON Relationship

CATEGORY is the child table for CATEGORY_CON.
Migrated Columns of CATEGORY_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of GROUPINFO_CON Relationship
SNAPSHOTINFO is the parent table of GROUPINFO_CON.
Child Tables of GROUPINFO_CON Relationship

GROUPINFO is the child table of CATEGORY_CON.
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Relationship

Migrated Columns of GROUPINFO_CON Rela tionship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of SNAPSHOTINFO_CON Relationship

SNAPSHOTINFO is the parent table of SNAPSHOTINFO_CON.
Child Tables of SNAPSHOTINFO_CON Relationship

USERINFO is the child table for SNAPSHOTINFO_CON.
Migrated Columns of SNAPSHOTINFO_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of RESINFO_CON Relationship
SNAPSHOTINFO is the parent table of RESINFO_CON.
Child Tables of RESINFO_CON Relationship

RESINFO is the child table of RESINFO_CON.
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Relationsh ip

Migrated Columns of RESINFO_CON Relatio nship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of POLICYMODEL_CON Relationship

SNAPSHOTINFO is the parent table of POLICYMODEL_CON.
Child Tables of POLICYMODEL_CON Relationship

POLICYMODELINFO is the child table of POLICYMODEL_CON.
Migrated Columns of POL ICYMODEL_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

Parent Tables of USERACAUDIT_FK Relationship
USERAC is the parent table of USERACAUDIT_FK.
Child Tables of USERACAUDIT_FK Relationship

USERACAUDIT is the child table of USERACAUDIT_FK.
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Relationship

Migrated Columns of USERACAUDIT_FK Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

USERID USERID
USERTYPE USERTYPE

Parent Tables of USERACMODE_FK Relationship

USERAC is the parent table of USERACMODE_FK.
Child Tables of USERACMODE_FK Relationship

USERACMODE is the child table of USERACMODE_FK.
Migrated Columns of USERACMODE_FK Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

USERID USERID
USERTYPE USERTYPE

Parent Tables of USERGRP_FK Relationship
USERAC is the parent table of USERGRP_FK.
Child Tables of USERGRP_FK Relationship

USERGREP is the child table of USERGRP_FK.
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Relationship

Migrated Columns of USERGRP_FK Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
SNAPSHOTID SNAPSHOTID
HOSTID HOSTID

USERID USERID
USERTYPE USERTYPE

Parent Tables of USERINFO_SUSPEND_USERAC_CON Relationship
USERINFO is the parent table of USERINFO_SUSPEND_USERAC_CON.
Child Tables of USERINFO_SUSPEND_USERAC_CON Relationship
USERAC is the child table of USERINFO_SUSPEND_USERAC_CON.
Migrated Columns of USERINFO_SUSPEND_USERAC_CON Relationship

The following table describes the relationship between the columns in the
parent table and the child table:

Parent Column Name Child Column Name
USERTYPE SUSPENDWHOCNAME
USERID SUSPENDWHOONAME
SNAPSHOTID SNAPSHOTID

HOSTID HOSTID

Parent Tables of USER_DEPTASK_CHECKER_CON Relationship
USERINFO is the parent table of USER_DEPTASK_CHECKER_CON.
Child Tables of USER_DEPTASK_CHECKER_CON Relationship

DEPLOYMENT_TASK is the child table of USER_DEPTASK_CHECKER_CON.
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