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Chapter 1: Getting Started

WANSyncHA for SQL is a MS SQL high availability solution based on
asynchronous real-time replication and automated application switchover and
switchback to provide cost-effective business continuity for Microsoft SQL on
both 32- and 64-bit Windows servers, as well as MSCS clusters.

WANSyncHA offers push-button or fully automatic switchover of mission-critical
database servers over a LAN or WAN, SQL-aware status monitoring, integrated
continuous data protection as a guard against data corruption, and completely
non-disruptive automatic testing of your SQL disaster recovery system, all in a
system that sets the standard for ease of configuration and management.

About this Guide

This document describes how to implement a high availability solution for
Microsoft SQL Server 7, 2000, or 2005 using WANSyncHA. Please review each
procedure before starting. It is essential that you have the appropriate resources
and permissions to carry out each task.

Related Documentation

Use this guide along with the WANSync User Guide.

Requirements

This section describes the requirements for running WANSyncHA for Microsoft
SQL Server.
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Non-Intrusive Installation

Infrastructure

To implement high availability with WANSyncHA for SQL, you must
have/implement the following:

Log On Account

Two servers running Windows Server 2000 or 2003

One or more instances of Microsoft SQL Server 7, 2000 or 2005 installed on
each server

- Both servers should have the same SQL version, service packs and hot
fixes installed

- Both servers should hold identical SQL Server instances, i.e., default or
named

- Drive letters containing database files should be identical on both
servers

- The full path to the default system database of each instance should be
identical on both servers

Verify that the port defined in the Network Configuration TCP/IP properties
of the SQL instance(s) is assigned statically and is identical on both master
and replica

Statically assign all IP addresses (DHCP-assigned IP addresses on the
master or replica server are not supported)

The protected server is not a domain controller or DNS server

The WANSyncHA service log on account must satisfy all of the following
conditions:

It is a member of the Domain Admins group. If the Domain Admins group is
not a member of the built-in domain local group Administrators you must
use an account that is.

It is a member of the local machine Administrators Group. If the Domain
Admins group is not a member, add the account manually.

If the account does not have built-in administrator permissions on all SQL
Server instances, add appropriate permissions.

Important! If your company's security policy requires more granular
permissions than described, please contact technical support to receive
detailed instructions. For servers in a workgroup, leave the logon user as
Local System.

Non-Intrusive Installation

During installation and configuration of WANSyncHA, SQL on the master server
continues working without any interruption.

2  WANSyncHA SQL Server Operations Guide



Determining Which Redirection Method o Use

Determining Which Redirection Method to Use

There are four ways in which you can redirect clients after switchover: Redirect
DNS, Move IP, switch computer name, and custom scripts. You can use each
method alone or you can use them in any combination.

Redirect DNS. This preferred method works in most network configurations
(LAN and WAN). In DNS redirection, upon failure of the master, the replica
server modifies the appropriate DNS record so that references to the SQL
server resolve to the replica's IP address rather than the master's IP
address. This solution is the easiest to implement and requires no network
reconfiguration. DNS redirection works only with A (host) type records and
cannot update CNAME (Alias) records directly. However, if the CNAME record
points to the modified A record, it is indirectly redirected.

Using the record that has the master server's name is the default, however
you can configure WANSyncHA to redirect any DNS A (host) record via the
Master's name in DNS setting in the switchover properties tab.

[E- Metwork Traffic Redirection

—ig] Move TP OFf
=] redirect DS on
=] Master name in DS hosk.examnple. com
Ell Master IPs in DNS
— IP address 192,1658.210.23
L IP address Click here ko add new IP,
=1El) Replica IPs in DNS
H[E] 1P address 192.168.220.112
=] IP address Click here ko add new IP,
—[2] Switch computer name Off

Move IP. This redirection method is usable only in a LAN configuration in
which the master and replica servers reside in the same network segment.
In this configuration, switchover of the master server causes the replica to
take over one or more of the IP addresses assigned to the master server. If
you are using Move IP, please see Move IP Redirection before configuring
the replication scenario.

Switch Computer Name. This method of redirection is recommended
when the replica server has specific dependencies on the actual computer
name and neither Redirect DNS nor Move IP alone will work (see Switch
Computer Name Redirection). This method is typically used only if Named
Pipes connections or NetBIOS name resolution is in use. WANSyncHA makes
the required computer name switch by assigning a temporary name to the
master server and taking over its computer name for use with the replica
server. This process is done by updating records directly and does not
usually require a reboot. If, however, you encounter any problems after
switchover, consider setting the reboot option to On and testing again. For
most cases, this option is not required.
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About Clusters

m  Custom Scripts. WANSyncHA can trigger custom scripts or batch files to
perform the user redirection or any additional steps not covered by built-in
methods. If the above methods are not appropriate or do not fully meet all
requirements, please see the WANSync User Guide for details on scripted
redirection methods.

SQL Servers Operating in a Workgroup

For servers in a workgroup, set the XOsoft Engine service account to a user that's a
member of the local Administrators group. Servers in a workgroup can use Redirect
DNS only with DNS servers that allow non-secure updates. You can use Move IP,
switch computer name, and custom redirection scripts normally.

About Clusters

License Keys

Register X0soft WANSyne Manager N ll

To install on a cluster, enter the SQL Server’s Virtual Server Name as the master
or replica name.

The only configuration that requires some preparation is the use of IP Move in
conjunction with a cluster. For detailed instructions on how to use Move IP with
clusters, please see Cluster Move IP.

When first opening WANSync Manager, it prompts for a license key. This key
determines what scenario types and features are available. To simplify key
installation, you can paste the entire key directly into the first text box.
Subsequent text boxes are filled automatically. After opening the Manager, you

can view and apply license keys from the Help, About menu.

Registgtionkeyr | | - - | | -1

Please enter a registration key to activate this software

If you have not received a ragistration key yet, please contact us
at sales@xosoft.com. Be sure fo provide us with your name,
compary name. email address and telephone number and

we will send you the proper registration key promiplly.

Thank you

/ Paste the entire key into this box
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WANSyncHA Components

WANSyncHA Components

XOsoft Engine

WANSyncHA is comprised of the following components:

m XOsoft Engine. WANSyncHA's service - runs on each server involved in the
scenario.

m WANSync Manager. Management GUI - used to manage and configure
WANSyncHA.

The XOsoft Engine is the executable file that lies at the heart of the WANSyncHA
system. It is installed on every host participating in replication and must be
running before any replication scenario can run. Each engine can act as a master
or replica with respect to each replication procedure or tree. It can also
participate in more than one replication tree, as long as the file system
directories, to which the different replication procedures are applied, don't
overlap one another. WANSyncHA runs as a daemon system service on Unix and
communicates via default TCP port 25000 (you can change the default port
number).

WANSync Manager

The Manager is a graphical user interface (GUI) application that controls all
replication hosts, both in the definition and operation (running) of replication
services. The offline process is mainly the definition of replication scenarios.
Once a replication scenario is sent to the participating hosts, the Manager also
provides the means for online control (running, synchronizing, etc.) and
monitoring (i.e., node status, log files, etc.). You can operate the WANSync
Manager from any location from which connections are established to
WANSyncHA hosts.

Note: The Manager connects as a TCP client to master and replicas defined in
the replication scenario. Once a replication process is running, the Manager is no
longer required for the process to continue. Connection to replica hosts is not
mandatory - it is required only in order to enable selection of destination
directories via browsing, instead of manually. Connection to the master host is
mandatory.
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WANSyncHA Components
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Chapter 2: Server Setup

This chapter describes the most common setup for WANSyncHA for SQL Servers.

Install WANSync Manager

Install WANSync Manager and the Remote Installation Wizard onto the machine
from which the WANSyncHA scenario will be configured. The location of the
Manager is not critical so long as it is accessible in the event of a disaster.
Frequently, the Manager is installed on an administrator’s workstation.

Note: If the Manager is installed directly on either the master or replica servers,
ensure that the XOsoft Engine is also installed.

i:-,% X0soft WANSync - X0soft Installation Wizard

Custom Setup

Select the program Features wvou want installed. X SOft

Fu

JesT Eerr Woisine

lick on an ican in the list below to change how a Feature is installed.

- =3 ~ | %0soft Engine - Feature Description
A EHS G Mananar Toaol for XCsaft WaNSyn

configuration and monikaring.
""""" &3 - | ®Osoft Remote Installer This Feature should be installed

on Management host only,

This feature requires 15ME on
vour hard drive.

Install ko

Z:\Program Files! XosofE WAk Sy nc), Change. .. |
Installshield
Help Space < Back I Mext = I Cancel |
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Prepare the servers

If you intend to use the XOsoft Remote Installer (recommended), the machine
on which you are running the remote installer must have the .Net framework 2.0
installed. The framework is required only on the machine running the remote
installer wizard (GUI); the target servers do not have this requirement.

After the scenario is run it is cached on your master and replica servers. Once
cached, you can download it to any installed WANSync Manager by selecting
Download from the File menu (then enter the name of your master or replica
server).

Prepare the servers

The following subsections describe how to prepare MS SQL servers for use with
WANSyncHA.

Remote Installation Wizard

You can use the Remote Installation Wizard to deploy the XOsoft Engine to any
number of servers, or cluster nodes, in one step. Alternatively, you can install
the XOsoft Engine manually by running setup.exe directly on each server.

Note: If you install the XOsoft Engine using the remote installation wizard, you
can skip the the manual installation step under the sections Master Server and
Replica Server.

Run the remote installation wizard either from the start menu or from the
WANSync Manager Tools menu. When using the remote installation wizard,
consider the following steps:

8 WANSyncHA SQL Server Operations Guide



Prepare the servers

m  Installation location - ensure that this path is correct and contains a valid
WANSyncHA setup package

5 x0soft Remote Installer 4061 PR Tel
Steps Installation Location
Speciy a folder containing the X0sofl Engine nslalation package to be installed on the semobe hosts.

o Welcome
hr Inztallation Location
Hoztz Selection Imvstallation pack age fokdet
User Credentials
W92 168 200, 1 vnstalls \WAN S 4.0 61VWANSwne_4.0.67Y Biowsa..,
Preinztall Verification I e s —“—"-“—J
Installation Settings
Installation Package Detads
Ready Ta Install
Installing Comparg: 020l Inc,
Raport Product Name: MOzl WANS e
Product Version: 4061

+

AN

- o &

.

Remate Installer <Back [[H 1y _ Concel I
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Prepare the servers

Steps

(Welcnme

'(Installatinn Location

[» Hosts Selection

User Credentials
Preinstall ¥erification
Installation Settings
Ready To Install
Installing

Report

7
LI\

& & &
|~ 1,/" /|

Remote Installer

m  Hosts selection - select the servers (or cluster) nodes to which you want

to deploy the XOsoft Engine (you can add servers manually from the Host
Name/IP Address box)

&= X0soft Remote Installer 4.0.61 1 =101

Hosts Selection

Select hostz from the list bellow or add a host name manually. The #0zoft Engine will be installed on the selected
hogts.,

Discovered Hosts: Selected Hosts:

| v

= D@ example. com EXCHOT example.com

IO ool (Do) EXCHDOR-4 example.com
DCO2 [DC) F201 . example.com
CLMTOZ [LOCAL) FEDR-A example.com
CLWTO 1507 .example.com
E%CHOT IISDR-4 example.com
EXCHDR-A CRACLEDT example.com
EXCHFED ORACLEDR-A example.com
EXCHFEDR-A SCOL0T .example.corn
F5 SCOLDR-A example.cam

FSDR-4

5o

ISDR-4
DRACLEDT
ORACLEDR4
5QLOT
SALDR-& |

Hozt Hame/|F Address: Sdd Hemowve

Infa: |

< Back Hewut » Cancel
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Prepare the servers

m  User credentials - the user account that is used to install the XOsoft Engine
on each target server (ensure that this account is a local Administrator on
all target machines)

- 5 ¥Dsolt Remote Installer 4.0061 =] ll
Steps User Credentials
Enter credentials for & domain account that has sdmeisistor nghts on all selecled hosts.
o welcome
 Installation Location
'(Hnm Selection I Currer uger [EXAMPLE \WAdmarestraton
[F User Credentialz
1 The following ;
Preinstall Verification L
Installation Setings Uiser nama |
Ready To Install
Installing Patowed I
B Droemaen |
4
- g
Remaote Installer £ Back m‘& Cancel
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Prepare the servers

m  Preinstall verification - click Next after all servers have reported success

= Installation settings - select This Account and enter the WANSyncHA
service account domain\username and password (see Requirements for more

details)
E-f_'- X0solt Remolte Installer 40061 =IEI_£.|
Steps Installation Seltings
St ratallation piopedties b ol sedected hosts
« Welcome
¥ Installation Location | 1 uiion Foder fs new instalsion
¥ Hostz Selection [ 5 uetem Disks - \Progeam Fla <Oz \WANSne
o Usor Credentials L
: | —Semvica Logon Indoemati
v Prum:l.a-ll wrm._mmn A
¥ Installation Settings  LocalS
Ready To Install & This "
Installing Domainilizer Name:  [exampletackririzialce
Report
P | -------- 1
¥ Eeep the service log on account fos esisting installations
 Host Rebaoot =
‘When upgeading froem  fonmer versson a host reboot is sequired. Fos hosts wese the reboot is requised pou can
a choose one of the folowing options:

% fuhoman:ally reboct the specied host:
 Manwaly reboot lates

PN

- o

Remote Installer

Note: Do not proceed without first setting the correct service account (see
Requirements for more details).
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Prepare the servers

m  Ready to Install - confirm that all desired servers are listed and then click
the Install button

m  Installing - you can monitor the installation process from this screen

. = x0solt ﬂ:mnutu Irestalber -I-..EI tIEIE.I
Steps Installing
Flease, wail whde inslaling the X0sclt Engne on selecied hosts
+ Welcome
« Installation Location
o Hoztz Selection ._.lrli;_lgﬂun Hosts [ Status | Error Descnphion I
. B EXCHN Succes:
¥ Usor Credentials = EXCHDR-A Installing.
+ Preinstall Verification irsm Success
i 2 Bs01 Installing,
¥ Installation Settings SlrspR-4 installing.
| '(Hna:hr To Inztall %IIBDH-A Inztalling.
i SVORACLED Installing
P Installing = 5001 Success
Report =l ORACLEDR-A Installing...
= sOLDR-A Success
-
[ LNy
‘il_'\ Tootal ramber of inctalaicns: | 10 Success | 4 Emoc | O
800 '
Remote Installer ¢ Hack st | [ o ]
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Prepare the servers

Steps

L w0solt Remote Installer 4.0061

+ Welcome

+ Installation Location
"(Hnm Selection

o User Crodentialz

¥ Preinstall Verification
o Installation SeMings

| ¥ Ready To Inztal
’f’ln:l‘.alling

P Report

-

LA

- &

Remote Installer

= Report - in this last step you can view the full installation report and,
optionally, save a copy (the XOsoft Engine now is installed on all selected
servers or cluster nodes)

Report
The displaped report summanzes the mctalston mepuks. Chok Frish o eat the X050t Femobe Instaler

XOsaft Rewiote Istaller Version 4.0 Build 61

Installation Report

Start Time:
Finish time

471872006 4:02 PH
4-18-2006 4:07 FH

User Hame: EXANFLE“Administrator
Froduct Hame: HOsof t WANSwnc
Product Yersicn: 4.0.861

Destination Folder tSysten Disk:: “Programn Files X0sof t>WANSyne
Service Log On Account: exampleadeinistrator
Change Log On Policy: Eeap the ssarvice log on account for existing :

Automatic Reboot: Yes
Installation Hesults
| | |
Reh
Host Name Status Logon Account B ?m Rehoote
| Required
! L 1 | I |
il L3
SaveAs
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Prepare the servers

Master Server

To install on the master server:

1. If you did not use the Remote Installation Wizard, install WANSyncHA on the
master server.

Note: When installing WANSyncHA, use the log on account as described in
Requirements.
If you installed under a different account than required, you can change it

any time using the Windows services console: find the XOsoft Engine service
and change the log on account. Then restart the service to apply the change.

i XOsoft WANSync - XDsoft Installation Wizard

Service Logon Information

0 L
Select a local account or specify a user name and password SOft

jesr Eger Woikixg

The ¥0soft Engine service can log on under the local svstem account or a5 a specific user, Select
local system account or provide a user name and password For the service log on. The user account:
must be in the Form DOMAIM Username,

" Local System Account

¥ This account

User Mame:
IEXAMPLE'I,P.dministratu:ur Browse, ., |
Password;
I*********l
Installshield

= Back | Mewxk = I Zancel

2. If you have file level antivirus software installed, exclude the WANSyncHA
installation directory and SQL database from antivirus protection.

3. If the master server is a cluster, perform steps 1 and 2 on all nodes. You do
not need to switch over the SQL group during installation.
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Configure a Replication Scenario

Replica Server

To install on the replica server:
1. If you did not use the Remote Installation Wizard, install WANSyncHA on the
replica server.

Note: When installing WANSyncHA, use the log on account as described in
Requirements.

If you installed under a different account than required, you can change it
any time using the Windows services console: find the XOsoft Engine service
and change the log on account. Then restart the service to apply the change.

2. If you have file level antivirus software installed, exclude the WANSyncHA
installation directory and SQL database from antivirus protection.

3. 1If the replica server is a cluster, perform steps 1 and 2 on all nodes. You do
not need to switch over the SQL group during installation.

Configure a Replication Scenario

The following subsections describe how to create and configure a replication
scenario.

Create a New Scenario

To create a new scenario:

1. Open WANSync Manager. From the File menu select New or click the New
Scenario button.

2. At the Welcome step click Next to Create New Scenario.
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Configure a Replication Scenario

'F;r New Scenario

At the Scenario Type step select SQL Server and High Availability Scenario
and, optionally, Replica Integrity Test for Assured Recovery.

Note: Learn more about Assured Recovery and how it can help ensure
success through automatic testing. Please visit the Products menu at
www.caxosoft.com or review the WANSync User Guide for more information.

Steps

b Welcome
F Scenano Type
Scenarno Selup
Hosts
Master Configuration
Root Diectoties
Scenano Propeities
Swabchoved Properties
Azsured Recovery
Scenano Venfication
Run Scenario

Scenario Wizard

Select Scenano Type
Sedect fom one of the boensed scenaio lypes ksbed below, | the desired apphcation i3 rot ksted iegister an

appacpaiate boense key, Licenss keys can be registerad by canceling the wizard then selscting “Registes” from the
"Help" menu. Press the "Finish" butben o corlinue conligustion marually

Select Server Type

| T File Sarver
M5 Exchangs
Oracle

8 M3 115 Server

Selsct Product Type

(™ Disaster Recovery Scenano basic)
(% High Availabilty Scenario
Tasks on Replica

™ Nore

(¥ Integrity Testing for Assured Recovery

" ARCserve Bachup I

r

< Back Next > Frsh | Cm«:‘.a-lu
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Configure a Replication Scenario

4. During the Hosts step, nhame the scenario and input the server names for the
master and replica hosts.

Note: If either server is a MSCS cluster, enter the SQL virtual server name
(or IP address) as the master and/or replica name.

| x|
Sleps Mazter and Replica hoits

i(w"”" Enter the hostname of P sddress for both the Master snd Replhcs hosts. Master redens 1o the produchion server and

s ol Fiepica refers bo the standby serves 11 the scanano vall mvohos mode than one replca, peess the “Finish™ bulton to
coenano | ppe conbnue confgurshon marsly

| Scenanio Setup

Master Conbgursbon

Root Drectonss

Seenia Pronatie & S EEnano Mame iEUL Server

Swatchover Propemes

Asnaed Recovery
Scenatio Venfication
Run Scenano

B Mastes HostnameP [zl

o e

B RephcaHostname/P [s0id-s

Iy
Scenario Wizrard < Back Firuth Cancel [
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Configure a Replicatfion Scenario

5. At the Master Configuration step, WANSyncHA displays the sites on the
master server. These are the sites that will be replicated and protected. At
this step you also have the option to exclude specific databases from
replication and monitoring.

Stept M atter Conliguration (sqilil)
Ly Wel atvydecovery tetulls lor SOL Server on oot 5ol are beted beiow By delaud sl Dalabares will be montored and
s io Type mephoated To teove spec: databuase: o mondontg and rephesbon uncheck the comespondng check bo
b Scenatio Selup
of Houts
B Master Coniguration LTI [ Poyop
Root [ : S04 Server Irstances
Seenasio Preperties B s U]
Swatichover Properbes 'g v
g moded
Agmred Recovedy T
i
HE AdvertureworksDw
SRV advertueworks
I 2
% Fepkcae pow user cresied dtabate: e 00t deeclored
Srcanaro Wirard :Eﬂ- I H“’ I Fresh I Cancel I
o
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Configure a Replication Scenario

6. The Root Directories step displays the data to be replicated. Click the Next
button to continue.

&3 New Scenario x|
Steps Root Directonies
'( Welcome Listed below are the Root Directones to be replicated. Target diectones will be created as needed. These
g drectones lppecally represent all data requied bo protect the application. If addibonal data iz desired for replication,
of Scenario Type presz the “Finish" button to conbinue configuration manually,
o Scenatio Setup
of Hosts
of " Master Configurstion _ _
P Root Diectories g i ;
S canaiio Propetis: g c:fprogram Flesjmicrosoft sql serverfmssal, 1 fmssolfdata Exchuded fles/direckories
Swatchover Properlies
Agsured Recovery

Scenano Verification
Run Scenario

Scanario Wizard

< Back Heat > Finizh Cancel
o

Note: You can add additional files or folders to the replication after running
this wizard. Follow the prompt to run the scenario later then double click on
Directories under the Directories tab.

Master Rook Directaries | Filker
=] soLnt {Mew user creat...
@ c:fprogram filesfmicrosaft 5., Excluded filesidir. ..
@ Directaries

@ Directories Lﬁ Switchover | Propetties |
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Configure a Replication Scenario

7. The Scenario Properties step allows you to configure additional properties.
No changes are required at this step. Click Next when ready
Note: You can modify all the settings in this pane after the scenario is
created. However, before changing any Spool properties (which are
configured here), please review Spool Settings for configuration details.
) x|
Steps Scenaro Propedties
[ Welcome Scenario propedties will be configured in this step. The recommended defaul values are listed below. Refer to the
; Uses Guade before madifiing the: curent setlings. To modily less common proprieties, press the "Finish”" button and
' Scenatio Type continue configualion manual.
W Scenario Setup
o Hosts
o Master Corfiguration W [ vahve |
o Feplica Configuration £ Replication
o Root Directories - [&] Bandwidth usage (Kbps)  Uniimited
P Scenaio Properties @ Compress data Off = % Spool
Seiichios Prooalics [#] Replicate HTFS ACL Off - [] M spool size (M8) Infirike
Asiad Flacove =113} spool (8] M sk free size (MB) 1024
Seenario Verificalion -] Max spool size (MB)  Infinite - [i] spocl drectory [INSTALLDIR ftmp]
Fun Scenatio — (] pin disk free size (MB) 1024 1) Recovery
- [&] Spool drectory [INSTALLDIR: ftmp] L[] pata rewind Off
=1 Reports = @ Reports
E_rlII} Generste synchrond,.. On —L;] Gererate rephcation re...  OFf
- [E] sererate detal... On - [E] report Format ML
— 5] Generate rephcatio... Off - [&] Report retention (days)  Unlimited
- [] Report Format ] 118 reports Handling
- [&] Report retention (d... Unbmibed —
=12 Reports Handling
=[] storereports 0., On
L[&] reports dire... [INSTALLDIR/re...
£ 8] Sendtomanager  on =
Scenario Wizard <Back IT' Firiih Cancal
&
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8.

'!';; Mew SCenario

Sleps

b Welcome
of Scenatio Type
o Scenatio Setup

The Switchover Properties step allows you to modify switchover parameters.
At this step you must choose a redirection method that suits your needs, or
click Finish to specify custom scripts manually as the redirection method. By
default, no redirection method is set to on. If you did not review the section
Determining Which Redirection Method to Use, please do so how and choose
the one that is appropriate for your configuration. In most cases, however,
Redirect DNS or Move IP work best (see Move IP Redirection).

Note: For users planning to use automatic switchover, please note that the
Is alive timeout (sec) setting controls how long to wait after a failure is
detected before triggering switchover.

Switchover Properties
Swatchover properiies will be configured in this step. The recommended default valises are listed below, Refer to the

Uszes Guade before modifvirg the cusrent settings. To modify less common propristies, pres= the "Firesh”' button and
continge configuiation marnsally,

of Hosts
of Master Configuration | | Property | el | =
of " Fool Directoties [—.'.:di; Switchover Properties
of Scenario Properties .—I-@ Network Traffic Redirection
B Switchover Properies - ] Move 1P Off
Assired Recovery "—'EII Rediect CNS on
Scenario Verification =) Master IPs in DNS
Aun Scenario I [&] 1P address 192.168.210.16
L[] 1P address Click here to add new IF.
=113 replica 1Ps in DNS
(] 1P address 192.168.220.19
! [4] 1P address Click here to add new IF.
- [F] switch compater name off
=) 1s Alive
- [4] 15 albve timeout (sec) 300
- [&] Heartbeat timecut {sec) 30
=140 Check with
=[] Send ping request on
{~[8] 1P for ping From Master to Rephca  192.168,220.19 <
LEl IF for ping from Replica bo Master  192.168,210.16 -
< Back Newt > Finish Cancel |
5
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Configure a Replication Scenario

9. The last step in Switchover Properties defines which steps are triggered
automatically by WANSyncHA or triggered manually by the Administrator.
Select the desired setting for each option and then click the Next button.

Important! Itis not recommended to set both of these options to automatic
in a production environment. While these options are individually beneficial
it is best practice to set only one or the other to automatic (see Automatic
Switchover and Reverse Replication).

£33 New Scenario : x|
Steps Switchover Propeilies
( Welcome The propeshes below control sutomatic switchaover and sutomatic reverse repbcation.

f Scenario Type
W Scenario Setup

o Hosts

of Master Condiguration

. WMSMWWWMMMMIMBHM IF automaticaly
(Hepical:wfwdm triggesad svatchover iz not desined, marually indisted switchover can be selected. In either case
.(megm.;eg WANSyne will provide notification messages when a Ladure is detected.

o Scenaio Properties
[p Switchover Properties " Swatchover sutomatically
Azzured Recovery

™ Swatchowver mantaly
Scenano Yerification

Run Scenario

After swatchoves has completed the scenano vill stiop. For replication to occw in the reverss
direction the scenano must be n once agan WANSynG can sla ieverse
Automatically or scenano can be run manualy when approprste.

" Start automatical,
1 Start manually

Scenario Wizard

Firush Cancel
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10. The Assured Recovery step is presented only if you selected this option in

£ Mew Scenario

Stepsz

of Welcome
of Scenaiio Type
of Scenaiio Setup

f Huosts
1( Mazter Configuration Wahie
« Replica Configuation ﬂﬂf__
+f Foot Diectories 1 ] Repiica Integrity Testing for Assured Recovery on
o Scenario Propeities -] scheduie Mok Set
of Swilchoves Propeities =1R0) 1. start DB
B AssuedRecover |:£i.] Automatic o
Scenario Verilication [&] user defined script off
Run Scenario 15 2. Replica DB testing
- (2] Awstomatic on
@ User defined script off
ﬂ% 3. Actions on successful best (DB online)
(5] user defined script off
=1 4. Stop DB
| -] mstomatic on
@ User defined script OFF
=1l 5. Actions on successiul test (DB offline)
- [8] Create Shadow Copy (¥55) Off
E User defined script off
|2
Scenario Wizard T G = | e |
&4

the Scenario Type step.

Note: If scheduled testing is desired, double-click on the value for Schedule:
the Assured Recovery hours screen opens allowing you to set a schedule for
testing.

Integrty Testing for Assured Recovery

I thnis shep vou can set & schedule for Integity Testing for Assured Recoveny, If a schedue i not set testing should
be marwsally tiggered. Assured Recovery properties may also be modified in this step. Wide the: defaddt values are
sufficient for complete testing, scnpts can be added and V55 snapshots can also be enabled
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11. Scenario Verification checks many different parameters between the master

&3 New Scenario

Stepsz

and replica and servers to ensure a successful switchover. If any errors are
reported you cannot continue until they are resolved. To retry verification
click the Retry button. Once the scenario is verified successfully, click Next
to continue.tion is complete: All modifications during synchronization are
replicated.

Important! Although the software allows you to continue with warnings, it
is not recommended to do so. Resolve any warning situations before
continuing to ensure proper operation of the application.

Scenano Yerification

of Welcome

of Scenario Type

o Scenatio Setup
o Hostz
of Master Configuration
o Feplica Configuration
o Foot Disectories
W Scenario Propeties
of Swilchover Properties
of Astued Recovery

[p Scenario Verification
Run Scenano

Scenario Wizard

I thnis shep the scenaio it vedfied o help entwe ploper operation. A enors must be resobved before conlinuing. 1t
iy akso sieongly recommended thal i wamings be resolved, IF contirumg with wamings, ensure ther polenbial impact
i fully understood. After making any necessan changss press the “Relny™ button to repeat the scenaio veriication,
Once veification iz successful, press "Next” to continue,

Scenario created and wverified successfully.

[ Bey | Moeino. |

ook [(Fotr ] _ rr | Cowa |

#
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Configure a Replication Scenario

12. The scenario configuration is now complete. Click the Run Now button to

start data synchronization or click Finish to run the scenario later.
Synchronization may take a while depending on database size and network
bandwidth between the master and replica. You will receive the following
message in the Event window when synchronization is complete: All
modifications during synchronization are replicated.

At this point, real-time replication is operational and the high availability
solution is installed and active.

Scenario Wirard

Steps Run Scenario
L Welcome The scenano has been configuied and i ready o un. Press "Run Now'" to start the scenanio. Initial data
7S s syncheonazation will start aubomatcally aftes prassing the “Run Mow™ button. To run the: scenario later, press the
cenano Type “Finish buthon
" Scenatio Setup
of Hosts
o Maste Confgusbon || geenario "SQL Server” is ready t =
o Root Directosies 20
( Scenaiin Properlie: Product bype: g oyl abality
of Swichover Progeriies || Replica Integrity Testing for Assured Recovery:  Enable
of Assured Recovery Replication mode: Ok
b Scenario Verification || oo e hove automatically: aff
[p Run Scenario Run reverse replication scenario after switchover: On
Master Replica
|Mame | sgi0l sgidr-a
| Spool size (ME) | Infinke Infirite
Spool path [INSTALLDER ftrep] | [INSTALLDIR ftmp]
| cafprogram Flsmicrosoft sal serverjmssdl. | Hfprogram Hes{microsaft zq serverimssd.Ljms
4 | |
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Run the Scenario from Outside the Wizard

To run the scenario from outside the wizard:

1. Select the Run button on the WANSync Manager tool bar or select Run from
the Tools menu.

2. Before initiating synchronization and replication, WANSyncHA verifies your
scenario configuration. When verification is complete, WANSync Manager
displays the message: Are you sure you want to run scenario
"scenario_name?" The top pane displays any warning and error messages

resulting from verification.

Note: Scenario Verification checks many different parameters between the
master and replica servers to ensure a successful switchover. If any errors
or warnings are reported you should not continue until they are resolved.

3. Click OK to run the scenario. The Run screen is displayed:

Run x|

@;‘} it Sunc will start replication after the
zynchronization process completes.,

Synchronization method

™ File Spnchronization
i+ Block Synchronization

[ lgnore same sizetime filez

Skip Cancel

4. Leave the default values in the dialog box: the Block Synchronization
method with the Ignore Same Size/time Files option unchecked.

5. Click the Synchronize button. Synchronization may take a while, depending
on database size and network bandwidth between the master and replica.
You will receive the following message in the event window when the
synchronization is complete: All modifications during synchronization are
replicated.

At this point, real-time replication is operational and the high availability solution
is installed and active.
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Chapter 3: Switching Over and Switching

Back

Switchover

This chapter describes the switchover and switchback processes. After
completing synchronization, you can initiate switchover and switchback.

To initiate switchover:

1. Open WANSync Manager and select the desired scenario.

2. Click on the Perform Switchover button or select Perform Switchover from
the Tools menu.

@) x0soft WANSync Manager 4.0.61
Scenatin  Edit Ewents  View Tools Help -

Jer B &) o2 = g8 2| o el ?
Yy

|Perform Switlchcuver
Scenario .., | ErrnrslStatus : T

""" Running Active

|.|hi|:al Wig

3. Click OK on the Perform Switchover confirmation window.

This procedure initiates a switchover from the master server to the replica
server. Detailed information about the switchover processes is located in the
Events pane during switchover.

Important! After switchover completes the scenario stops. The only case in
which the scenario may continue to run after switchover is when automatic
reverse replication is turned on. For more information, see Automatic
Switchover and Reverse Replication.
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Switchback

Switchback

b T [ %% of theeshokd
L [ [ of el
[ O of speal
SwAchever in pomon | | e file chages per oot directory:
! | om LR LF
== Cifihares e 0 €
' Translerred Mq!n_lqﬁw
T | Curre
Ticka [ 120GE
: Last syndiweniiation statisticn: Fie Syndvoncs
» [plil -0 Fudr-a
C/Shures Prited s THI0IN. =
jTanilemedBaes  QTotel i Tesrghin o
Tar o
el _-JJ
141 | +] W e | g Erupmtes |
S werts
|
e [ e [ Evere 1 -
& fsdr-a B FELEAT i Starting soemaris Nackwand File Server
(= % 5 2pray Wtk ralfic sutcesshuly redretad
B tes-a '-E' 210 {78 wrietally redrected b ripien
i fode-a & 2zinm b Hostname sucossthuby pebched ko PRI
[+ gl 15 T 185 b bestnas suocesdly swithed o F501 s A
] 1 B A k= 29000} i chicornnched)
s 18 rms) Sbopping soenaria File Server
] 5 2 i eeh 1 sl
e 5 ey fprcng thwe
Efism i rmvmay b)) Stmting petchover procedures..
E tsdra R3S W Al il ations during pereal =
a0 ourent configuration R

To initiate switchback:

1.

Afte

Ensure that both master and replica servers are available on the network
and the WANSync service (XOsoft Engine) is running.

From WANSync Manager, choose the desired scenario.

Skip this step if the backward scenario is already running. If the backward
scenario is not running, select Run to start the scenario: WANSyncHA
detects that a switchover has occurred and prompts you that it is running a
backward scenario.

If resynchronization was required wait for it to complete. You will receive the
following message in the Event window: All modifications during
synchronization are replicated.

Click on the Perform Switchover button or select Perform Switchover from
the Tools menu and then click OK on the Perform Switchover confirmation
window.

r switchback is completed, you can again run the scenario in its original

(forward) state. In order to avoid resynchronization after a successful

swit

chover, you can opt to use the Run Reverse Replication Scenario

Automatically option (see Automatic Switchover and Reverse Replication).
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Appendix A: WANSyncHA Tips

This chapter provides you with helpful information concerning the application.

Spool Settings

The WANSyncHA spool is a folder on disk where data to be replicated is backed
up (i.e., spooled) if bandwidth is not sufficient to transfer the amount of changes
in real-time. Data can spool due to temporary network disconnections, network
congestion, or simply because the network bandwidth is not sufficient to transfer
the amount of data changing over on the server.

In addition to storing changes waiting on available bandwidth, spool space is also
used as part of the normal synchronization process. Thus, some spool build up
during synchronization is normal.

Place the WANSyncHA spool folder on a drive with relatively low use such as a
dedicated volume or boot/system volume. Do not place the spool folder on a
volume containing frequently accessed system (OS), user, or application data.
Examples include volumes containing databases, shared files, or the system
pagefile. By default, the spool folder is located in the tmp folder under the
WANSyncHA installation directory. The spool parameters, located in the
properties tab (on both master and replica) or set with the New Scenario Wizard,
determines how much disk space is available for the spool. In most cases the
default values are sufficient. However, if you choose to change this value, it
should be at least 10% of the total dataset size. For example, if you are
replicating 50GB of data on a server you should ensure that at least 5GB of space
is available for spool. Please note that this space is not pre-allocated.

Important! If you change the spool location, please remember to remove the
new path from file level antivirus scans: both scheduled and real time.
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Recover Active Server

Recover Active Server

In certain circumstances, it may be necessary to forcibly make the master or
replica server the active server without completing the data synchronization
process. For example, if switchover occurred but no data was changed on the
replica server. In this case you may even have newer data on the master server
making it undesirable to synchronize data from the replica to the master server.
WANSyncHA allows for this option through a process called Recover Active
Server. To use this option, ensure that the scenario is stopped, and select
Recover Active Server from the Tools menu.

Important! While this option is the right choice in many situations, use it with
caution. If used improperly data loss can occur. Normally WANSyncHA will not
allow switchover from one host to another until all data is synchronized. It is
designed this way so users are not redirected to an out of date data set that then
overwrites what may be a more current data set. When using Recover Active
Server, WANSyncHA is forcing users to one server or the other with no regard
as to which server has the correct data set. Thus, as an administrator, you must
manually ensure that the server you are making active has the most up to date
data set.

Recover Active Server is not available if you are using the Switch Computer
Name redirection method.

Scenario Edit Events  Miew | Tools Help -

[ 2 @|p|Ea| ben 2
| x| = L5 synchronize
‘| & %Rgsture Daka

SCENAFD Narme
% Example Scenario

Reporks [

% Perform Svitchower
Eﬂ StispendIs Alive Check

Recover Active Server

Skatistics 4

[ suspend Replication
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Recover Active Server

-5*:‘.‘-{I_'|1.:|II WaNSyYnc Manager 4,061

[ stenaric Edt Evenfs Wew Indls Help -

Jles = @ b | o 8| e 52 5 R 00 52 B 9 |

P

‘;. Recover Active Server 5‘[
Current host srvll is sctive. host sre0? iz stand-
To make ster or Replica active, press the ng button below
m f\ | vahe | Property | value
tl'ﬂ::l srvlil i1 (2] Replica (Stand-by) SrviE
#1E) system Information
J@ Network trsffic diection (] ¥0soft Engine LogOn acc..
L[] DHs Foinks bo Master [5) Network Configuration
1) System Information
[ x0soft Engine LogOn ace...
+1) Metwork Configuration
| e | 2
® 1 MakeMastotacive | MakeBepicascive | [ Cancel ||
1
LH'SI'VUI. 8 14:05738 s{( SEOpping sCenario Example Scenarnio
- R L a PR 44 e

Select either Make Master Active or Make Replica Active depending onto which
server you want to force the active role.

Important! If a legitimate switchover in a disaster situation occurs and users

are redirected to the replica server for any period of time, it is important to

replicate all changes on the replica back to the master before making the master
server active. Using Recover Active Server in such a situation results in loss of

data.
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Read Only Web GUI

Read Only Web GUI

The primary WANSync Manager may only be used by one Administrator at a
time. Opening the GUI locks it for the current user making simultaneous use
impossible. This is required to prevent conflicts. To allow simultaneous

monitoring by any number of administrators WANSyncHA also offers a read only
Web GUI.

1. To access the Web GUI open your browser to
http://masterservername:25000.

Enter a user account and password with administrative permissions on the
master server.

Back ~ ¢y - %] [ (» | . search ' Favorites 4% | L
Address @ http: /fsrv01: 25000

Password Required

Lser name: I €7 exampleladministrator ;I

Passwiord: I sessessns

[ Remember my password

| Ok I Cancel
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http://masterservername:25000
http://masterservername:25000
http://masterservername:25000
http://masterservername:25000

Read Only Web GUI

T W ANSpne Manitar - Mecrosalt indernet Explorer

Fle Edt Yew Fgeortes Joos  Help
Qback = - [x] 7] 4| ) Sewch Favorkes € | (0- L 3
Aeress ] hitpe s 250001

) x0soft WANSync 4.0.61 X OS oft’

Ingr Kigr Wadeina

=g

| Seenaris | [ Fisphcation Tree | Satitics | Setchover | Progseies | Deectones |
|
y E irpde i =1 [ [, Z5000] Stake: Aurong =
4 Sopnuric ﬁtﬂ‘[mglﬂl ﬁ:m :51';.:
statistics gathering: 12:19:1
Started by:
Wersion: 40061
Spool space:
S | % of threshold |
Deytes | 0% of 1.00GH ]
Dwiline file chy per rook directory:
[ | St | Changed | Removed | Benamed |}
CifTooks | Dfytes ] 1o 8 I
Tramslerred bytes o Replicos:
| | Sere | Curreck Fis I 1
sz [1z.038 ] | | .
Larsk synehromization statistics: File Symcheonization
& wrvill - srvillZ :I
|

Important! There is no need to refresh the browser; the GUI refreshes
automatically. You can monitor all parameters, statistics, and events from

this window.
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Appendix B: Automatic Switchover and
Reverse Replication

This chapter describes the automatic (triggered) switchover and automatic
reverse replication processes.

Automatic Switchover

Triggered (automatic) switchover is identical to manual switchover performed by
the administrator. Automatic switchover is triggered by a resource failure on the
master server rather than by an administrator manually initiating the switchover
by clicking the Perform Switchover button. Server ping response, application
service status, and database connectivity are monitored. The timeout
parameters are configurable and are more extensively covered in the WANSync
User Guide.

Automatic Reverse Replication

When this feature is off, to start reverse replication after a switchover has
occurred, click the Run button. The benefit to this feature is, if both the master
and replica servers were online and connected during switchover,
resynchronization in the reverse direction is not required. Resynchronization
involves comparing the data on the master and replica servers to determine
which changes to transfer before real-time replication starts; this can take some
time. If automatic reverse replication is turned on, and both servers were online
during switchover, replication is reversed without the need for
resynchronization. This is the one situation in which resynchronization is not
required.

Automatic Switchover and Reverse Replication 37



Best Practice

Best Practice

It is not recommended to set both of these options to automatic in a production
environment. While these options are individually beneficial it is best practice to
set only one or the other to automatic. The reason for this recommendation is
that automatic switchover allows WANSyncHA to trigger a switchover, after a
failure is detected, without administrative involvement. If automatic reverse
replication is also on, WANSyncHA may start to overwrite data on the failed
production server before an administrator is able to access the failure situation.
Overwriting data on a failed server before an administrator can access the
situation may have undesirable consequences. Due to this possibility, setting
both options to automatic is not recommended. Please choose either one or the
other depending on what best fits your requirements. When only one option is
used at a time these settings can be very beneficial and may be used safely.
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Appendix C: Move IP Redirection

This section describes how to add Move IP redirection to a high availability
scenario. Use this method only when both servers are on the same IP subnet.

Move IP on the Master Server

Before configuring the scenario, add an additional IP address to the master host,
(which is denoted as WS-IP in the following steps). If you have already
configured your scenario go ahead and add this IP address; special steps for this
situation are listed below. This new IP address is used for WANSync internal
communication and replication. This is necessary since the current production IP
address is not available on the master after switchover -- it switches to the
replica server.
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Move IP on the Master Server

Note that in the following screen shot, the WS-IP IP address is 192.168.220.23
and the current production server IP address is 192.268.220.111.

-i. Local Area Connection Properties

Internet Protocol (TCR1P) Properties
o ndvanced TCP/IP Settings

Yo IPSettings |ons | wins | options |

&‘.
[é fo 1P addresses
' IP address | Subnet mask
192.168,220.111 255.255,255.0

Remoye |

192.163.220.; [P address: | 152 . 168 . 220 . 23

Subrist mask: | 255 .255 .255 . O

[ add | conce |

¥ Automatic metric

Inkertate metic |
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Move IP on the WANSync Manager

Move IP on the WANSync Manager

This subsection details Move IP redirection on the WANSync Manager.

For New Scenarios

During the initial run of the Wizard, enter the WS-IP and replica IP addresses
instead of the server names.

-ﬂ} New Scenario

Steps

' Welcome
( Scenario Type
hf Scenario Setup
[ Hosts
tdaster Configuration
Replica Configuration
Root Directories
Scenarno Properties
Switchaover Properties
Agsured Recovery
Scenario Yerification
Run Scenario

Scenario Wizard

Master and Replica hosts

Enter the hostname or IP address for both the Master and Replica hosts. Master refers ta the production server and
Feplica refers ta the standby server. If the scenario will invalve mare than one replica, press the "Finish"' button to
cantinug configuration manually.

L Scenario name l MS Exchange SQje‘rVir/—’ WS4P
B Master HostnameAP |192-158.22|123 +* |

OF Replica Hosthame/P [192.168.220.24 \ < |

Replica Server IP
Address

Firizh Canicel
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Move IP on the WANSync Manager

For Existing Scenarios

To use Move IP with existing scenarios:

1. If the Hosts pane is in Graphical View switch to Replication Tree view by
clicking the left button in the top right corner of the pane.

Hosts - iGraphical Yiew J E=8 ]
baster /Eeglica

Hosts - Replication Tree = M

Hosks I

iﬁ’éwz.laa.zzn.za
192,168.220,24

2. Right click on the master host name and choose Rename. Then enter the
WS-IP address.

3. Select the Switchover tab and then select the replica server as the
switchover host.

4. Set the Move IP option to On. Ensure that the IP address under Move IP,
IP/Mask matches the production server IP address: this is the IP address
that will switch over. If you are moving more than one IP address you can
add multiple production IP addresses by selecting Click here to add new

IP/Mask.
Hosts - Replication Tree r?-ﬁ
Hosts Property I Walue
7 Liioz1es.200.23 =11 switchover
192.168.220.24 ] E| Switchover host name 192.168.220.24
— Perform switchover automatically OFf
—|i2| Run reverse replication scenario after switchowver OFf
=&} Hosts
— Master Fully qualified name SR04
Replica fully qualified name SRMOS
[—} Metwork Traffic Redirection
Mowve IP on
— IPTask. 192,168,220,111 , 255,255.255.0
Add IP/Mask, .. Click. here to add new IP/Mask,
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Cluster Move IP

Cluster Move IP

Using Move IP redirection with a clustered master (MSCS with shared storage)
requires you to add an additional IP resource to the master File Server resource
group. This section describes Move IP redirection from a master cluster to a
single server replica.

Note: If both master and replica are clusters there are special configuration
issues involved in the Move IP redirection process that are not detailed in this
guide. For a cluster-cluster scenario, use Redirect DNS or contact technical
support to receive detailed instructions and guidance.

On the Master Cluster

To use Cluster Move IP on the master cluster:

Open the Cluster Administrator.

2. In the Master Cluster SQL Resource Group, create a new IP resource and
name it WS-IP.

3. Bring this resource online and verify it is visible from the replica via the ping
command. This new IP address is used for WANSyncHA internal
communication and replication. This is necessary since the current
production IP address is not available on the master cluster after switchover
-- it switches to the replica server.
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On the WANSync Manager

This subsection details Cluster Move IP redirection on the WANSync Manager.

For New Scenarios

During the initial run of the Wizard, enter the WS-IP and replica IP addresses
instead of the cluster virtual server names.

-& Mew Scenario

Steps

" Welcome

4' Scenario Type

" Scenario Setup

[ Hosts
b aster Configuration
Replica Configuration
Foot Directories
Scenario Properties
Switchover Properties
Aszzured Recovery

Scenario Verification

Aun Scenario

Scenario Wizard

Master and Replica hosts

Enter the hostname or [P address for bath the Master and Replica hosts. Master refers to the production server and
Replica refers to the standby zerver. |f the scenario will invalve more than one replica, press the "Finish" button to
contitiug configuration manually.

S5 Scenario name I MS Exchange SQL Server WS4P

B Master Hostname/P |192-153.220.23 + |

O Replica HostnameAP |192.168 220,24 \ |

Replica Server IP
Address

< Back Finizh Cancel
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For Existing Scenarios
To use Cluster Move IP with existing scenarios:

1. If the Hosts pane is in graphical view switch to the Replication Tree view by
clicking the left button in the top right corner of the pane.

Hasts - Graphical Yiew P 4 = [H
hastar ""Eeglica

Hosts - Replication Tres = H

Hosts I

?E.ﬁélgz.ma.zzn.ﬂ
LM 192.168.220.24

2. Right click on the master host name and choose Rename. Then enter the
WS-IP address.

3. Select the Switchover tab and then select the replica server as the
switchover host.

4. Set the Move IP option to On. Ensure that the IP address under Move IP,
IP/Mask matches the production server IP address: this is the IP address
that will switch over. If you are moving more than one IP address you can
add multiple production IP addresses by selecting Click here to add new

IP/Mask.
Hosts - Replication Tree Ei
Hosts Propert: | Walue
7 Loz e znzs £1E) Switchover
L@' 192.168.220,24 = El Switchover host name 192.168.220.24
- [i=] Perfarm switchover automatically OFf
-- Run reverse replication scenario after swikchover CIff
=HEl Hosts
— Master Fully qualified narme SR04
Replica Fully qualified name SRVOS
[—} MNetwork Traffic Redirection
Mave IP an
I: PiMask 192.168.220.111 , 255.255.255.0
Add IPfMask. ., Click here to add new IPMask,
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Appendix D: Switch Computer Name
Redirection

Automatic

Manual

This chapter describes the switch computer name method of redirection.

When possible during switchover, WANSyncHA gracefully renames the master
host to masterhostname-X0O and assigns its original name to the replica server.
This step prevents name conflicts since the master's name is now assigned to
the replica server. In this graceful case, if automatic reverse replication is set to
on, WANSync starts the backward scenario automatically. If automatic reverse
replication is set to off, run the scenario again manually by selecting the Run
button or choosing Run from the Tools menu. Once the backward scenario has
run and synchronization is complete you can click the Perform Switchover button
to switch back.

If the master server was offline or otherwise unavailable during switchover
WANSyncHA may not be able to rename the master to masterhostname-XO.

Perform the following steps manually before bringing the master back
onto the network and starting the backward scenario:

1. Unplug the master server from the network and log on as a local
Administrator.
Plug the master back into the network.

Rename the master server to masterhostname-X0O and joint it to a
workgroup. For example, name the master server SRV-XO and move it to a
workgroup.

4. Join the master server back to the domain with the temporary name
masterhostname-XO.
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Manual

5. If automatic reverse replication is set to on, WANSyncHA starts the
backward scenario automatically; if it is set to off or the scenario was
stopped, run the scenario again manually by selecting the Run button or
choosing Run from the Tools menu. Once synchronization from replica to
master is complete you can click the Perform Switchover button to switch
back.
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