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Chapter 1: Getting Started

This document is a guide to implementing a high availability solution for
BlackBerry Enterprise Server (hereafter referred to as BES) Versions 4.0 and 4.1
and the underlying DB infrastructure of Microsoft SQL Server (MSDE is also
supported), based on WANSyncHA replication to a remote secondary server(s)
with automated switchover and client redirection in the event of critical failure.

Please review this guide, as well as each procedure, before starting in order to
ensure you have the appropriate resources and permissions to carry out a given
task.

About BlackBerry Enterprise Server

BlackBerry Enterprise Server (BES) is becoming a critical component of the
enterprise communications infrastructure in support of mobile productivity. If
disaster should strike, whether in the form of a hurricane, a blackout, or far more
likely, a virus attack or software or user error, your ability to respond well to the
crisis can make the difference between a bright future and the end of your
business. At the very least, you are likely to incur significant costs in lost
business and, perhaps more importantly, lost confidence by your customers,
investors, and other stakeholders. BlackBerry disaster recovery is not just about
insurance. It is about maintaining your employees' productivity wherever they
are and it is about maintaining your competitive edge. The WANSyncHA solution
for BlackBerry high availability is designed to give you that edge.

We offer a customized solution for BlackBerry high availability (HA) using the
award-winning WANSyncHA for SQL switchover solution with asynchronous
real-time replication and automated server switchover and switchback to
provide cost-effective business continuity for BlackBerry Server on both 32- and
64-bit Windows servers as well as MSCS clusters.

Related Documentation

Use this guide along with the WANSync User Guide and WANSyncHA SQL Server
Operations Guide.
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The BlackBerry HA Solutfion

The BlackBerry HA Solution

As most BlackBerry administrators are well aware, configuration information
regarding BES is stored almost entirely in the configuration database. This
information is critical for proper BES operation, and is also relied upon by
WANSyncHA for a successful Switchover. This dependency makes SQL and BES
a platform that is tied together and, in regards to high availability, managed
together. For this reason, the operations guide covers both SQL and BES HA as
a single solution. This solution also covers configurations in which multiple BES
servers are sharing the same SQL configuration database (i.e., BESMgmt). In
this case all attached BES servers are switched over simultaneously with the
BESMgmt database via WANSyncHA for SQL.

Important! This document does not cover e-mail server high availability
(BlackBerry supports only MS Exchange for e-mail). High availability for those
servers is covered under their own scenario and are outside the scope of this
operations guide.

BlackBerry Switchover

Secondary BlsckBarry server is
Instalied with the same “Sarvice

" Name™ as ik production
BlackBerry Senver

~

Controly BlackBarry

Services in case of
Saticheover
.-"".

Requirements

This section describes the requirements for running WANSyncHA for BES.
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Requirements

Infrastructure

To implement high availability using WANSyncHA, you must
have/implement the following:

Two servers running Windows Server 2000 or 2003
An instance of SQL 2000 or 2005 installed on each server

- Both servers should have the same SQL version, service packs and hot
fixes installed

- Both servers should hold identical SQL Server instances, i.e., default or
named

- Drive letters containing database files should be identical on both
servers

- The full path to the default system database of each instance should be
identical on both servers

Verify that the port defined in the Network Configuration TCP/IP properties
of the SQL instance(s) is assigned statically and is identical on both master
and replica. What port is used is not important, they just need to match on
both master and replica SQL servers.

i 50l Server Network Ulility *x

Gerersl | Matwark Libaies |

A
Disagh - Metwork Protocol Diefaul Vakue Setup-
MWL | Detauk port [a7ed
Wl

I Hide sarver

K
I Fa [ ok ]| coxe | Hep
I Enee— e
|
ok | cace | | Hep |

Statically assign all IP addresses (DHCP-assigned IP addresses on the
master or replica server are not supported)

Verify that the port defined in the Network Configuration TCP/IP properties
of the SQL instance(s) is assigned statically and is identical on both master
and replica (The port that is used is not important -- they just need to match
on both master and replica SQL servers)

The SQL server in question is not a domain controller or DNS server
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Requirements

m  Two servers running Windows Server 2000 or 2003 for BES can be the same
servers used for SQL/MSDE as described above (one is the current
production BES server and the other is for the new standby, replica, server)

Important! BES must be installed only on the production BES server(s)
prior to starting the procedure described in this guide. If you already
installed BES on a second server you intend to use as a replica, uninstall BES
from that server before proceeding.

m  Both servers should have identical service packs and hot fixes installed

m Installation software for BES v4.0 or 4.1 and any service packs or fixes
currently applied to your production BES server

m  This high availability solution is designed around the nine BES services,
please verify that all services exist and are functioning properly on all
production BES servers before starting implementation:

- BlackBerry Server Alert
- BBAttachServer
- BlackBerry Controller

- BlackBerry Database Consistency Service (default startup type may be
disabled and is normal)

- BlackBerry Dispatcher
- BlackBerry Mobile Data Service (v4.0) OR BlackBerry MDS (v4.1)
- BlackBerry Policy Service
- BlackBerry Router
- BlackBerry SyncServer (Synchronization Service)
m  For multiple BES servers:

- For each additional BES server connected to the same SQL instance you
wish to protect, another stand-by (replica) BES server is required for
Switchover. All the considerations applying to the first BES server pair
apply to any additional server pairs. There is no limit to the number of
BES servers that can be protected, as long as they are all connected to
the same protected SQL instance. All BES server pairs will be failed over
at once when the protected SQL instance is failed over (this is the
instance hosting the configuration DB (i.e., BESMgmt)).

Log On Account

The WANSync service log on account must satisfy all of the following
conditions:

m  Must be a member of the Domain Admins group -- if the Domain Admins
group is not a member of the built-in domain local group Administrators, you
must use an account that is

m  Must be a member of the local machine Administrators Group on all servers.
If the Domain Admins group is not a member, add the account manually

m  If the account does not have built-in administrator permissions on all SQL
Server instances, add appropriate permissions
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BlackBerry HA Script

Important! If your company's security policy requires even more granular
permissions than described, or any special circumstances apply to your case,
please contact technical support to receive detailed instructions on the

permissions required.

BlackBerry HA Script

The script referenced by this operations guide must be present on both SQL
servers (or on all nodes, for SQL MSCS clusters) at the same path. By default,
this script is provided in all versions of WANSync build 65 and above, and no
additional action is required. The default location is C:\Program
Files\XOsoft\WANSync\BBha.vbs.

The BlackBerry HA script controls and monitors BES services via RPC
communication ports, make sure all required RPC communication ports are open
between the SQL servers and all protected BES servers.

BlackBerry Configuration Database

The BES configuration database (i.e., BESMgmt) contains all the BES
configuration information. The WANSyncHA solution for BlackBerry protects, and
utilizes this database, in order to provide BlackBerry high availability. If you use
your current BES SQL instance (i.e. the one hosting BESMgmt) for any
applications other than BES and still wish to provide BSE high availability, you
must move the BES configuration database to a new dedicated SQL instance. It
can be on the same, or different, server but must be a new dedicated SQL
instance just for the BES configuration database. Once installed as a new named
instance, WANSyncHA can be configured to protect only this instance, without
affecting other SQL instances or WANSync(HA) scenarios running on the server
(i.e., BES Servers can be switched over without also disrupting service to other
SQL databases or instances on the server). For more information please review
Independent BlackBerry SQL Instance.

To move the BlackBerry configuration database, please follow the official
instructions provided by RIM on http://www.blackberry.com: How To - Move the
BlackBerry Configuration Database from one server to another; Article Number:
KB-03112.

This operation requires a brief restart for some of BES services, so it is
recommended that this procedure is performed alongside the BES server
configuration to reduce the total amount of downtime required.
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About MSDE

About MSDE

When editing the cfg file, ensure you change 'SERVER' to reflect the new
dedicated named SQL instance for BES. For example: config file edit where the
new dedicated SQL instance is on xooperations and is named xobessql:

; Name of Server to install the db
; Local machine can be specified as local

SERVER=xooperations\xobessql

After moving the BESMgmt database (i.e., finishing the above referenced KB) to
the new server, you must restart the BlackBerry Manger before it will reconnect
if it was open during the move process.

While this operations guide refers to a full featured SQL Server as the underlying
database infrastructure, BES also supports working with a local MSDE
installation by default. If this is the case with your configuration, simply regard
all SQL references as MSDE references.

Non-Intrusive Installation

During installation and configuration of WANSyncHA, Microsoft SQL Server on
the Master server continues working without any interruption. For the BES
configuration and testing portion a brief BES downtime window will be required.

MSCS Clusters Hosting the SQL Database

With WANSyncHA, Installing on clusters is nearly identical to normal installation.
To install on a cluster, simply enter the SQL Server Virtual Server Name when
asked for the master or replica name.
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Chapter 2: BlackBerry Server Setup

This chapter describes how to set up a BlackBerry Enterprise Server for use with
WANSyncHA.

Configuring the Master BES Server

Since WANSyncHA uses DNS redirection in order to redirect traffic from master
to replica during a switchover, you must configure BES to access the
configuration database through its FQDN DNS name (e.g., server.domain.com).
This operation requires a brief restart for some of BES services, so it is
recommended that you perform this procedure alongside the installation of the
BES replica server.

Keep in mind, when running multiple database instances on the same SQL server
or in the case of a multi-function SQL server (i.e., one that serves other purposes
besides hosting the BES database), you can create another DNS Host (A) record
specifically for use with BES redirection and thus not disturb any other
operations on the SQL server in question (for detailed instructions, see The
BlackBerry HA Solution, Independent BlackBerry SQL Instance, and BlackBerry
Configuration Database).

There are two places in which you need to perform this change:
m  The master BES server data sources (ODBC) configuration

m  The master BlackBerry server configuration

The Master BES Server Data Sources (ODBC) Configuration

To configure the BES Server data sources:

1. Open Start > Programs > Administrative Tools > Data Source (ODBC).
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Configuring the Master BES Server

2. Choose the System DSN tab; highlight BESMgmt from the name field and
then click Configure.

§ TODBC Data Source Administrator

UserD5H  System DSM | Fis DS | Diivess | Tiacing | Conection Pooing | About |

System Drata Sounces:

|Hm Ir.-r'm | ad. |
SOL Seaver

A ODBC Syslem dala souece stote: nfoimation about hml:nnmuntln
then inchcated data provides. & Spshem data solsce it visible to-all users
on the: machine, mchuding NT senaces.

0K | Cacd | 2o | Hew |

3. Inthe server field, enter the full DNS name (FQDN) for your SQL server (and
the named instance path if not installed as the default instance).

Important! Remember to use the alternate SQL server record you created
if you are following Independent BlackBerry SQL Instance (for example,
bbdb.xosoft.com/xobessql).

Microsolt SOL Server DSN Configur:

Thm&dﬂhﬁpmummﬂnﬂcdm soirce that pou Can use be
cormect o SOL Server

‘wihat name do you wand bo uge bo raler o the dsla souwcs?

Hame: |BESMgmi

Home o you wani to describe the data souce?
Desception: |

‘Which SOL Server do you want o connect to?
Server [ xoopentions xowolt comsobessol =]

‘ I Finish I Hest » Cancel Help
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Configuring the Master BES Server

4, Test the connection to ensure it was successful.

The Master BlackBerry Server Configuration

To configure the master BlackBerry Server:

1. Open Start > Programs > BlackBerry Enterprise Server > BlackBerry Server
Configuration.

2. On the Database Connectivity tab, click on Change Database; then click on
yes at the BlackBerry Server Configuration prompt.

BlackBerry Server Configurathon

BlackBesy Server Configustion Pane| =E=Bfackaﬂﬂ'y

Datsbate Cormectivly | BlackBenyServer | Loggng

BlackBemyRowter | MobleDataService | Attachment Server ‘I

BlackBerry Server Configuration

All corfiguration seitings vwill be lost. Your BlackBerry Server vl osase bo work unkl you completis the configuration
! Yy wizard. I you choose to procsed BlackBerry Services will be shut down,

3. In the SQL Server Name field, enter the Full DNS name for your server and
the named instance path if not installed as the default instance.
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Configuring the Master BES Server

Important! Remember to use the alternate SQL server record you created
if you are following Independent BlackBerry SQL Instance (for example,
bbdb.xosoft.com/xobessql).

GlackBerry Enterpriee Server Configuration

BlackBeny Server Cordiguration Panel *i:BlackBerry.

Fronvide the nfoimation equited for the SO0 Datshate connechons.
Moter *¥'ou can provide the SOL Server Hame a3 the host compaber nams o in the ollowang

foimat: chostx\«SOL server mstances,

- Databaze Informabion

| SOL Serve Name: Datshase Hame:
Imup-mﬂ.im;mad‘t combseabessgl IEESH;'FI

I Dﬂm_umﬁwhﬂ

| AuthenicationMethod & Windows (Trusted) © SQL Authentication

Gl Ll er- M i i

I¥ Backup the eisting dstabas lo the default incation bedocs perforing datsbase updates.

<Bock | Mewt> Cancel |

4. Inthe Database Name field, input the configuration database name (default:
BESMgmt).
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Configuring the Master BES Server

When you click next, the screen should show your SRP provider address.
Test to ensure SRP connection is OK.

BlackBerry Enterprise Server Configuration

BlackBeny Senves Corfiguration Paned :E; B[acksgrm

Uz tre SAP Autherication Infoimation provided with pou softwane. Type the SAP Address that
conesponds to the phesical locaticn of your BlsckBeny users: Chek “Test Metwork Connechion
budion bo besh resbwouk, avalsbily.

~SAP Addass
H'WL' ';| BlackBerry Server Conliguration

I‘E Matwork Test Successiul

Altemphing bo o | ox § -
e blackbe
Atbempting b connect o -

=

cgock | Mews | cancel |

Clicking next again shows your SRP login information. Test to ensure key is
correct.

Blackferry Enterprise Server, Configuration

Ehckﬂwi‘m Corfiguration Pans! =-="BEECKEEI'

Specily haw the BlackBeny Enterprise Server will communicals with the Wireless Network.
Type the SAP Ideriiian and Authenticaion Key peovided with your sollware

SRP Authenbc.ation |nfcemation -
SAP jdertier: I- =N
BlackBerry Server Conliguration
SR Authentcation |
Host Routing Infema \y SRP Key and 1D ane Vabd,
Nofaming. only prenadk : = o has been
Apsciied m el ! o L)

GO .

Chck “Hest" bo confgurs the connection of the BlackBemy Enterprise Server with the Microsoft
Exchanos Serves.

cBack | MNea> | Cancel |

Make sure the mail server configuration is correct.
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Configuring the Master BES Server

8. After finishing configuration leave the Start Services selection box checked.

BlackBerry Enterprise Server Configuration

BlackBeny Serves Corfiguration Paned *2zBlackBerry.

T shait b BlsckBeiny Entepass Senvat on el select the Stait Senncefs) check box

s

@
Euup it teady bo cordiguoe the peogiam lestuses. To veely or charge ssltings, chek Back
o ';-_rd\' Mhﬂhmﬂm;u;mmd and o wal the

(e

< Back I F%‘ |
9. Test the SQL Connection.

BlackBerry Server Conliguration [ 7]x] I

BlsckBemy 5erves Corfiguration Paned --.-_ BIECREEH'}I'
BlackBeny Flouwter | MobdsDstaServics | Amachement Server
D stabase Connechraly I BlackBeny Senve | Legging

Flzaze andee infomaton that the BlackBeay Softears vall use to connect Lo the
admarestrative dolabase. The name speciied can neles to an meiing database. o
anew one, Choi "Test SOL Senver Connection™ 1o verily the connechon.

~ SOL Information -
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Install and Configure the Replica BlackBerry Server

10. Verify that BES on the master is functioning properly.

% BlackBerry Manager

File  Action \jew Help

= 8@ RE| e
% BlackBerry Manager E
=1 . OSUPPORT [ 4

| 4

L 4

L 4

L 4

L 4

K8

Install and Configure the Replica BlackBerry Server

Once the master BES server is configured and ready, you are ready to install the
replica BES server. Please consider the following information when installing this
server.

Important! Before starting the installation, stop the BES services on the Master
BES server (for this server pair), and set them to 'manual'. This is done in order
to avoid SRP Key conflicts (see SRP Connection Errors). Both master and replica
BES services cannot be online simultaneously at any time.

BlackBerry Synchronization Service _Heme | Description | status | Statup Type | Logonas |
"Ry ElackBarry Alart When confi,.. Manusl XOSOFTID. .

St the service B BlackBierry Attachment Service Converts a... Marusal Local System
G BlackBerry Cankroler Monkors k... Marnssl KOSCFTID. .

Deseription: %B‘hﬂﬂﬁry Dababusss Congistency Servica Syrchroniz. .. Drizabled HWOSOFTIb...

Syrecheonizes PIM applicsbion data i BlackBarry Dispatcher Parforms d... Marnsl XOSOFTIR...

m“_mm“m*“““ EaBlackBerry Moble Data Service Provides 5., Marial HOGOFTID..,
B BlackBerry Polcy Service Supporks w. ., Marnasl HOSOFTID. .

Maniisl

%mamx,- Rk Mm.l.-.gee‘.t

XOBOFTI. .

To configure the replica server:

1. Start the BES installation process on your replica BES server. For the most
part this installation process will be mostly identical to how you originally
installed your production BES server.
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Install and Configure the Replica BlackBerry Server

When prompted for the BlackBerry Server Name enter the same name as
the master BES server. This allows the replica BES server to assume all
configuration parameters and SRP information during a switchover. This is
the name that appears in the master server's BlackBerry Manager.

|1_-';'| BlackBerry Enterprise Server for Microsolt Exchange Installation

I % BlackBerry Managg

HackBerry Server Name - At vi |

Chobse & sérver name., ':=EIHEKEEFW. BeE jw |
= = [EmE| [

Type a name For this BlackBesry Server, or chocss an exdsting server configuration from the

Bt 3 BlackBerry Manager
i %OSLUPPORT

BlackBerry Server Name:

prosueroai]

EackBerry™ -
< Back Neatt > cancel |
3. When installing, make sure you enter the full DNS name (FQDN) of the SQL

Server; at no point should the short name ever be used to reference the SQL
server.

Important! Remember to use the alternate SQL server record you created
if you are following Independent BlackBerry SQL Instance (for example,
bbdb.xosoft.com/xobessql).

BlackBerry Enterprise Server Conliguration

BlackBedry Server Conbgusation Parsl

*iz BlackBerry.

Pionade the mhomabion requered for the STL Database connechons
Hobe: Yiou can provide the SOL Senves Name a2 the host computes name o in the following
formak chost>\¢SOL serves inslances_
i~ Diastabegs Infomatson

SOL Seaver M ame:

|mme-ralm3 ool comxobes sl

Database Name:
[EESMW

- Dt Avstherdication
Autherfication Method: & Windows (Trsted] ™ SOL Authenlication

[v Backup the ewdiing database to the delaull location befone performing datsbass updates.

ko [(Fen) _cecd |
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Install and Configure the Replica BlackBerry Server

4. Verify that the Network test is successful.

| BlackBerry Enterprise Server Conliguration

BlackB ey Servar Conhgueston Pansl .._ macksaw

U the SRP Authentication Information peovided with your solbwarne. TthHPA#mM

cotiasponds bo B physical location of yous BlackBeny users. Chok "'Tesh Netwiork Connection™

Tuttons bo best nebwsork. anvadabeity,

~5SAP Addeess
ﬂm F: BlackBerry Server Configuration

H INetwork Test Successdhul

ey ey

cBock | Mew> | comel |

5. Verify that the SRP key test is successful.

| [1! sl.I'-Iin-rrr Eul.rrprlw 'ar-r W (urllu:urﬂtlrm

BlackBeny Server Coniguation Pare| :E:B!acwaw
Spascify howe e BlackB eme Enbeipeiss Seaver will commumicate with e Wieslss: Matwarbk.
Tups the SRF [dentiher and Authertication K.ew provided with vous sofftware. Q
~ SAP Autherticaton Infiormation
SAP [dentifier I
BlackBerry Server Configuration
SAP Authenticaton |
Host Routing Infoma \i‘) SRP Key and ID are Vabd.
Waning: anly peovich one has been
specified on your inst

Vabdnie SRF Fae and 10 |

Chck "Mest" bo conliguse the cormechon of the BlackBesy Enbesprze Serves with the Miciosoft
Exchanos Senr,

cBock | Mea> Concel

6. Make sure the mail server configuration is correct.
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Install and Configure the Replica BlackBerry Server

7. Leave the Start Services selection box checked.

BlackBerry Enterprise Server Confliguration

BlackBeay Server Configueation Parel

“2:BlackBerry.

Toshat the BlsckBemy Erterpnge Senver on est, selsct the Stan Sersce(s) check box

Setup iz ready to conhigure the program features. To venfy o change seftings, chck Back.
wmw'mm apphy the: cordigus ation and sefiings wou entered. and o eat the

<Bock [ Frih | conenl |

8. After installation is complete, confirm that configuration information is
correct and that BES on the replica is now functioning properly. If any
configuration discrepancies exist between the original configuration and this
one, or if BES is not functioning, you might have mistakenly entered a
different server name and created a new server entry in the BES database.
You should check the BlackBerry Server Configuration tool to see if the SRP
Key defined is identical to the SRP Key of the master BES server. If not,
remove the replica BES installation and install again with the correct Server
Name (i.e., the same name as your master BES installation).

Important! BlackBerry Manager on the replica should show the same
server name as it did on the master BES server.

% BlackBerry Manager

File  Action Wew Help

= 8RB |E

E BlackBEerry Manager
=1 %S LIPPORT

s

L Tr ] r Ui T |

16  WANSyncHA for BlackBerry Enterprise Server Operations Guide



Install and Configure the Replica BlackBerry Server

The Replica BES Server Data Sources (ODBC) Configuration

To use the replica BES server data sources (ODBC) configuration:

1. Open Start > Programs > Administrative Tools > Data Source (ODBC).

2. Choose the System DSN tab; highlight BESMgmt and click Configure.

$TODEC Data Source Admianistralor

UserDSH  System DSM | Fis DSH | Diivess | Tracing | Corewction Pooking | About |
Syshem Data Sources:

|Hm Ir.-rim | agd. |
SOL Seave

An QDBC Systen dala souece slores infoimation about how bo connsct 1o I
then inchcaled data prorades. A Sestem data solece it visible fo all ugeiz
on the machne, nchuding NT senaces.

0Kk | Caca | s | He |

3. Inthe server field, enter the full DNS name (FQDN) for your SQL server (and
the named instance path if not installed as the default instance).

Important! Remember to use the alternate SQL server record you created
if you are following Independent BlackBerry SQL Instance (for example,
bbdb.xosoft.com/xobessql).
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Install and Configure the Replica BlackBerry Server

{ 100BC Data Source Administrstor K B3

User DSH  System DSH | Fiae DSN | Divess | Tracing | Connection Pocing | Abou |

Thas wizand vll bl you creste an ODEC data source that you can use o
cornect bo 501 Serve,

‘Wit name do pou ward bo uge bo reler o the dsla souwce?

Hame: |BESMomi

Hews do you want to describe the dats souce?

‘Which SOL Server do wou want o connect bo?
Server Imdzm.auﬂ:ﬂl.cm\mhﬂ*d ﬂ

[ Fsh ] News Cocel | Heb |

4. Click Next and continue to test your connection; verify that it is successful.

Complete the Configuration

After finishing installation and testing, shut down the BES services on the replica
server and set them to manual. You can now start the services on the master
BES server, but leave the services set to manual. Test to ensure BES is
functioning properly on the master server after starting all services.

; - : . Alsit ‘when confi Maral
‘Windows 15 athempting to stop the followang sennce on Local Computer.., P basipiily
BlackE sy Syncheorzation Sendce - Controfier Morices k... Marusl
¥ Dusk.shace Corsishency Serioe Synchraniz, ., Cesabled
.I b Dispatcher Pasforms d. .. Manu
¥ Mobie [usts Sarvice Provides ... Marisl
I Policy Service SUPPrts W... Manisal
I Rouber Manages t.. Manual
| Wrwm Synchroniz, .. Started Hanual
. T—— o SETIEGEEaET

While using this solution, the BES services on both master and replica server
stay in manual start up mode to avoid any possible SRP conflicts (see SRP
Connection Errors). It is suggested that you create a batch file or script allowing
you to stop and start the BES services without having to stop/stop each service
individually. This also means that you must start the services manually after

each reboot on the active server.
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Install and Configure the Replica BlackBerry Server

Multiple BlackBerry Servers

If you are protecting multiple BES Servers, the previous procedures must be
performed for all BES server pairs. When you are done preparing all BES servers,
proceed to the beginning of this chapter.
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Chapter 3: WANSyncHA Setup

This chapter describes how to install WANSyncHA. Before proceeding ensure
that you have properly installed the replica BES SQL instance per the The
BlackBerry HA Solution section. It is also recommended to reference the
Independent BlackBerry SQL Instance as well as the The Master BlackBerry
Server Configuration.

Install WANSync Manager

Install WANSync Manager and the Remote Installation Wizard onto the machine
from which the WANSyncHA scenario will be configured. The location of the
Manager is not critical so long as it is accessible in the event of a disaster. The
Manager is frequently installed on a server room or an administrator’s
workstation.

Important! If the Manager is installed directly on either the master or replica
servers, ensure that the XOsoft Engine is also installed.

If you intend to use the XOsoft Remote Installer (recommended), the machine
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Using the Remote Installation Wizard

on which you are running the remote installer should have .Net framework 2.0
installed. The framework is required only on the machine running the remote
installer wizard (GUI); the target servers do not have this requirement.

i‘;,% X0soft WANSync - X0soft Installation Wizard

Xl
Custom Setup q i
Select the program Features you want installed, - Soft

JeEr Rregr WoikiNe

Click on an icon in the lisk below ko change how a Feature is installed.

[~ Feature Description

= = | ®Osoft Engine fodenianl
- | IR —————— ool For ¥0s0 WIC
i Blepacel configuration and monitaring,

w0 v | WOsoft Remote Installer This feature should be installed
on Management host only,

This feature requires 15ME on
wour hard drive,

Install ko

Z:\Program Files! XOsoft e ARSync), Charige. .. |
Instalshield
Help Space % Back I Mext = I Cancel |

After the scenario is run it is cached on your master and replica servers. Once
cached, you can download it to any installed WANSync Manager by selecting
Download from the File menu (then enter the name of your master or replica
server).

Using the Remote Installation Wizard

You can use the Remote Installation Wizard to deploy the XOsoft Engine to any
number of servers, or cluster nodes, in one step. Alternatively, you can install
the XOsoft Engine manually by running setup.exe directly on each server.

Important! If you install the XOsoft Engine using the remote installation
wizard, you can skip the manual installation step under the sections Master SQL
Server and Replica SQL Server.

Run the remote installation wizard either from the start menu or from the
WANSync Manager Tools menu. When using the remote installation wizard,
consider the following steps:
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Using the Remote Installation Wizard

m  Installation location - ensure that this path is correct and contains a valid
WANSync setup package.

tE X0soft Remote Installer 4.0.61

Steps

+f Welcome

P Inztallation Location
Hosts Selection
User Credentials
Preinztall Yerification
Installation Settings
Ready To Install
Inztalling
Report

Remote Installer

Installation Location

Specily a foldes containng the X0 soft Engine instalation package to be installed on the semote hasts.

Imstallation package fokfes:

{44192 168 200, 1\nstall \WAHS i 4.0.61\WANSpnc_4. 0614

T Instabation Package Detals

Compary: HDzoft Ine,

é Product Mame: HOsol WANS
E Product Verzion: 4061

[

Biowese.. I

< Back
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Using the Remote Installation Wizard

Hosts selection - select the servers (or cluster) nodes to which you want
to deploy the XOsoft Engine (you can add servers manually from the Host

Name/IP Address box).

Steps

«Welcume
'{Installatiun Location
[ Hosts Selection
User Credentials
Preinstall Yerification
Installation Settings
Ready To Install
Ingtalling

Report

Remote Installer

= x0soft Remote Installer 4.0.61

Hosts Selection

=10 ]

Select hostz from the list bellow or add a host name manually. The *0szoft Engine will be installed on the selected

hosts.

Discovered Hosts:

Selected Hosts:

B & example.com
0@ oot ooy
0@ ocoz o)
CLMTOZ [LOCAL)
CLMTO
ExCHO
EXCHDR-&
EXCHFEM
EXCHFEDR-A&
Fs01
FSDR-A
115
ISDR-A
ORACLED
ORACLEDR-&
SOLm
SOLDR-A

| v

ExCHO1 example.com
ExCHDR-A example.com
FS01.example.com

FSDR-2& example.com

1807 .example.com

IEDR-A example.com
CORACLEDT example.com
CORACLEDR-A example.cam
SOL0T example.com
SOLDR-A exarmple.com

Host Mame/IF Address:

fidd

Hemave

Infax |

< Back Hext »

Cancel
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m  User credentials - the user account that is used to install the XOsoft Engine
on each target server (ensure that this account is a local Administrator on
all target machines).

[ x0soik memote Installer 4.0.61 = = izl
Staps User Crodontaks
ki Erien cxedortials bor 5 doman sccount that hae admnshiater nghiz on o selocied hoats
o Inatallation Lacation
o Hosts Selection % Cumert e [EXAMPLE\Administislcr)
i User Credentials
Preinstall Verification {J51bs bt weec
Installation Settings Lt roariey |
Ready To Install
Installing e I
Report < [
Remote Installer < fack ,__‘:"E"_!
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Using the Remote Installation Wizard

m  Preinstall verification - click Next after all servers have reported success.

m  Install settings - select This Account and enter your WANSync service
account domain\username and password (see The BlackBerry HA Solution
for more details).

' Bz x0golt Remote Installer 40061 = ] |
Steps Installation Settings
Set rutalistion propesties for ol selected hosts
o Welcome
of Installation Location | D ator T thiia 1ok v b allabca
¥ Hosts Selection [<System Disks-\Progeam Fies\<Dzch Wi Syne
o Uzer Credentials A -
- e i~ Seavice Logon |rdoemation
" Preinstall Verification Sk the KDisofl Engine servica g on :
[ Installation Setings  Locals
Ready To Install & This "
Inztalling Dcmainillzer Mame: | enamgpletacrarestralos
Report
P | -------- 1
¥ Kesp the senice log cn account for essting installations
EHa R e
‘Wher pgrading foen a foemer vesson a host reboot iz sequated. Fos hosts wese the reboot s requaed you can
choose one of the following oplions:
& futomatcaly ieboct the speciied hosts
" Manualy rebock lates
Agvanced
Remate Installer <Bock | MNewr |  concs |

Important! Do not proceed without first setting the correct service account
(see The BlackBerry HA Solution for more details).
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Using the Remote Installation Wizard

m  Ready to Install - confirm that all desired servers are listed and then click
the Install button.

m  Installing - you can monitor the installation process from this screen.

[5= x0soit Remote Installer 4,051 e =101 %]
Steps Installrg
Fleate, wail whie instaling the »0scft Engne on selected hasts
o Welcome
of Installation Location
!(Hnﬂg Selection __Ii.sl_ullon Hosts: [ Status I Error Descrption I
¢ = EXCHD Succass
¥ User Crodentials SlexcHoRa Installing.
o Preinstall Verification irsui Success
o - Ssm Irztallang,
¥ Installation Setiings SIrsoR-a nstalling.
i (Rna:h!Tn Inztall QIIEDFI-A Installing.
: ﬂ-'DHAG.Em Installing
P Installing =001 SBucesss
Repart = ORACLEDR-A Installing...
= SoLoR-A Success

Tetal number of istalations: | 10 Success | 4 Emor | 0
‘I".'l'......." ...............................................................
Remote Installer et | [ iConed ]
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Master SQL Server

m  Report - in this last step you can view the full installation report and,
optionally, save a copy (the XOsoft Engine now is installed on all selected
servers or cluster nodes).

7‘_:-_-. %050t Remote Installer 4,061 i = =l |
Steps Report
The displayed report summarnizes the mstallshon iesks. Chck Frush to et the X0uolt Remole Instaler
o Welcame
of Installation Location
¥ Host: Selection XOsoft Remote Installer Version 4.0 Build 61
" Usor Credentialz
« Preinstall Verification Installation Report
of Installation Settings
! Start Time: 4-18-2006 4:02 PM
¥ Ready To Install Finish time 4-18-2006 4:07 P
: User Hame: EXAMFLE-Administrator
¥ Installing Product Name: NOsoft WANSync
¢ Report FProduct Version: 4.0 61
Destination Falder tSy=ten Disk: :“Progran Files XOsoft WANSyne
Service Log On Aocount: exanpletadministrator
Change Log On Policy: Keep the sarvice log on account for sxisting :
Autocmatic Reboot: Yes
Installation Results
Rehoot ‘
Host Name Status Logon Account C Rehoote
Requ.lredi
S 3l il o i o o o s i ol oo oo i } i

Remote Installer < Back | Fanzh EE Carcel |

Master SQL Server

To install WANSyncHA on the master SQL server:

1. If you did not use the Remote Installation Wizard, install WANSyncHA on the
master server.

Important! When installing WANSyncHA, use the log on account as
described in The BlackBerry HA Solution.
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Replica SQL Server

Note: If you installed under a different account than required, you can change
it any time using the Windows services console: find the XOsoft Engine service
and change the log on account. Then restart the service to apply the change.

:5 X0solt WANSync - XDsoft Installation Wizard

Service Logon Information

Select & local account or specify a user name and password

The ¥0soft Engine service can log on under the local system account or as a specific user, Select
local swstem account oF provide a user nams and password For the service log on, The user aocount
must be in the Form DOMATNYLIssrmames.

" Local System Account

* This account

User Name:

{EXAMPLE\Administrator Browse. .. !

Passwiord;

l**mh*u|

Trestataheld

<gack  |[ me> ]|  cancel

2. If you have file level antivirus software installed, exclude the WANSyncHA
installation directory and SQL database and log files from antivirus
protection.

3. If the master server is a cluster, perform steps 1 and 2 on all nodes. You do
not need to switch over the SQL group during installation.

Replica SQL Server

1. If you did not use the Remote Installation Wizard, install WANSyncHA on the
replica server.

Important! When installing WANSyncHA, use the log on account as
described in The BlackBerry HA Solution.

Note: If you installed under a different account than required, you can
change it any time using the Windows services console: find the XOsoft
Engine service and change the log on account. Then restart the service to
apply the change.

2. If you have file level antivirus software installed, exclude the WANSyncHA
installation directory and SQL database and log files from antivirus
protection.
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Create a Replicatfion Scenario

3. 1If the replica server is a cluster, perform steps 1 and 2 on all nodes. You do
not need to switch over the SQL group during installation.

Create a Replication Scenario

Before creating a new scenario, ensure that you have installed SQL on the replica
SQL server. Make sure to review The BlackBerry HA Solution and Independent
BlackBerry SQL Instance (if it applies).

1. Open WANSync Manager. From the File menu, select New or click the New
Scenario button.

2. At the Welcome step click Next to Create New Scenario.

X
Steps Welcome o the Hew Scenano Wizard
' Welcome This wzad wll help craate a peve scanalo, of & new scenano based on a lemplate. When frethed, confiquration
- 3515 wvall be complete and an opion bo nun Ehe scenanio wall be povded.  This vezaed may alio be uied bo creals rew
cenario Type soenand | %
Scenario Setup T et the wizaid snd contras confgurstion marusly, peess the "Freh” bullen 8 dep,
Seenaro Vedfication
Aun Scenano
=2 :
29 Create New Scenano
Cisate Hew Template
.-. Cimabe Mew Scenalio from Teenplals
Scenario Wizrard “hin Nest > o I Cancal I
E

3. At the Scenario Type step select MS SQL, High Availability Scenario and,
optionally, Replica Integrity Test for Assured Recovery.
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Create a Replication Scenario

Note: Learn more about Assured Recovery and how it can help ensure
success through automatic testing. Please visit the Products menu at
www.caxosoft.com or review the WANSync User Guide for more information.

-f} New Scenario = ll
Steps Select Scenanio Type
( W Select from one of the licenzed scenano types listed below, |f the desired application iz not listed register an
elcome b s : ; 2 ; P Al
N appropriate license key. License keys can be registered by canceling the wizard then selecting "Register'” from the
b‘ Scenario Type "Help" menu. Press the "Finish"' button to continue configuration manually.

Scenario Setup

Hosts

— Select Server Type :

[:,f File Server

E M5 Exchange 5.5

Switchover Properties 84M5 Exchange 2000/2003
% Oracle

@ S0L Server

T4 M5 115 Server

Maszter Canfiguration

Rioot Directaries
Scenano Properties

Azsured Recovery
Scenario Yerification
Run Scenario

— Select Product Type :
" Disaster Recovern Scenario (basic)

% High &vailabilty S cenario

¥ Replica Integrity Testing for Assured Recovery

Scenario Wizard e I Mot |\| Finish | Cancel |
4

4. During the Hosts step, hame the scenario and input the server names for the
master and replica SQL Server hosts.
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Create a Replicatfion Scenario

Note: If either server is a MSCS cluster, enter the SQL Virtual Server Name
as the master and/or replica name.

(D M

Steps

Mazter and Rephca hosts

by Welcome

" Scenario Type

" Scenario Setup

P Hosts
Mastes Configurstion
Rool Diectoies
Scenano Properties
Swalchover Propsdtie:
Agsured Recovery

Scenario Verification

Run Scenano

Scenario Wizrard

Erer the hostrame of IP addiess for both the Master and R ephca hosts. Master efers to the peoduction server and
Rephca ieders to the slandby serven. [ the scenano vall irmeclve maode than one replbca, press the “Fnish™ button o
conhiree conbgus stion mareeslly,

& Scenaio name |BES SOL HA

B Master Hostame/ P [oopesafions mysolt com

B RephaHostrameP [olabl5 roscél conl _|

< Back Nest > Frish | Concel |
&

5. At the Master Configuration step, WANSync’s auto-discovery automatically
detects all instances and databases on the master SQL server. By default, all
instances are selected. You can deselect any of the instances or any
non-system database within any instance. Ensure that the instance
containing the BES configuration database is selected.
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Create a Replication Scenario

Important! If you are following the directions in Independent BlackBerry
SQL Instance, please review before clicking Next.

",_. MEw SOEnAro
Steps Master Configuration [xooperations. xozoft, com]
Q"W ) mm'eryre:u.lsfc-iSﬂlSmmMmMmﬁtm#MM_B}dﬂﬂdDdMﬂ
: b mondioned and repicated To remove specic databases om mondonng and repbcation uncheck the:
by Scenario Type conesponding check box
" Scenario Setup
of Host:
B Mastes Configuration  ||Dksbase | FulPath | Flegrowp
Fioal Disecloties EIGHI¥ QU Server Instances
S conaio Fropedies bl ocperations
Switchover Propestie: E‘E master
Scenario Verification @ medd
:‘}:Ef_ pubs
BRI Morthwand
R onepont
Zol” hocperatiorsipoBESst |
;fﬁ master
G model
9@
B pubs
ﬂ_f,-ar‘ Mosthwnd
w@F st
| &l
[+ Rephcsts new user cissted databases in ksted oot deectnses
Scenario Wizard E X :
coock [CWois ||  Fesh | coca |
o
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Create a Replication Scenario

6. The Root Directories step displays the data to be replicated. Click the Next
button to continue.

Gremscnaro .

Steps Aool Diectaries
of” Wek Listed bedows e the Foot Daectones bo be tephcatad Target duschonies vl be comaled a2 naeded. Thess
: duectonies lypecaly teprasent ol dala requened to protect the apphcation If adddional data iz desred for iephcation,
f Scenario Type press the "Finish'” buthon 1o contiress configuration marasly,
" Scenario Setup
of Hostz
of Mastes Configurstion
i Rool Dirsctoies KoOEEr SnE ROOEE S50 (e user creakad dakshases vl be
S cenann Pioperies :ﬁ-ﬁ ¢! fprogram flesmicrosoft sgf server/mssgiixobessglidata Exchuded flesdrectonss
Switchover Propsdte:
Agmmed Recoveiy
Scenario Vedification

Aun Scenanio

Sy

Scenario Wizard

cBack [ Newt> Fresh Concel |
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Create a Replication Scenario

7. The Scenario Properties step allows you to configure additional properties.
No changes are required at this step. Click Next when ready.

Steps Scenano Propeitics
b Wek Scenario propesties will be cornfigured in ths step. Thmdﬂﬂkuaﬁtﬂw.ﬁdﬂmh
fE:thrps Umﬁmmmmmlmmm.hmmsmmmwmmm Fmnish’ buthor and
cahwmiw L #ﬂ*’.
" Scenario Setup
A =
o Mastes Coniguration Ve Zl | vahse |
o Foal Disectories 2 E1%§ Replication
B Scenaiio Propedies ~|8] Repication mode.  Oriine [&] Bandesdth usoge (Kbps)  Urlimited
Swchover Propaies ] compress data o =10 Spool
Assured Focovery @] Syncheonize Shares  Off = [&] Mace spoo size (8) nfinite
Scenario Verification || = 4 Spool [&] o sk Free size (MB) 1024
Rlun Scenario =[] Ma: spool see (MB)  Infinite ] Spaot drectory [INSTALLDER fimp]
- [] pin sk Free size (MB) 1024 =1 recovery
- [5] Spoct drectory [INSTALLDIR g} L [3] tata rewind o
= Reports =) Reports
E-Eﬂﬁunrﬁsml‘lm... on ! E}Gumfmrepkmm... CFf
(5] Germrate detad... On |—|E| Report farmat ML
- [3] Generate repicatia... Off - [i] rieport retention {days)  Urkimited
- [H] report Format WL 1) Reports Handling
-] Repoet retention (d... Unbmbed f—
=1 Reports Handling
;[_:EI Stoee reports 0., 0N
- [5] reports dre... [INSTALLDIRjre...
=] Send tomanager  On =l
Scenario Wizard < Back Hed s e I Cancel I
&

Note: You can modify all the settings in this pane after the scenario is created.
However, before changing any Spool properties (which are configured here),
please review Spool Settings for configuration details.
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Create a Replication Scenario

8. The Switchover Properties step allows you to modify switchover parameters.
As with the prior step, no changes are required. Click Next when ready.

Steps Switchover Fropertics
o Wek Swatchover propetties wil be configueed in this step. Tkemmjﬂdﬂﬂ.vgﬁmaameﬁbefmﬁﬂdumh
: User Guide bedore modifing the cumerd setfings. To moddy less commen peoprieties, press the "Finish" buthon and
b Scenario Type conbinue conligurstion mansly,
" Scenario Setup
of Hostz
o Mastes Configuration .&fﬁv | vahse e
' Fiool Disechaies Eldia Switchover Properties
o Scenario Propedtes =11 Network Traffic Redirection
P Swichover Propesties ] Move 1P ok
Asred Riecovery =i (] Redrect DNS on
Seenario Verification =18 Master IPs.in DNS
i B ikt - []  address 10,10,3.49
L[] 17 addre<s Click here bo add new [P,
=1} Replica IPs in DNS
- [E] t address 10.10,3.24
=[] 17 acdress Chok here to add new [P,
L [&] swrch computer name Off
'—fa Is Alive
L[] 15 abve timeout {s=c) 300
- (] Heartbeak timeout (sec) 30
= Check with [%
=}[8] Send ping request on
- [A] 17 For ping from Master toRephea 192.168.200.1 =i
L[] 1 for ping From Replicato Master  10.10.3.49 =
Scenario Wizrard < Back Newd » Firith I Cancel I
&

= x|

9. The last step in Switchover Properties defines which steps are triggered
automatically by WANSyncHA or triggered manually by the Administrator.
Select manual for each option and then click the Next button.
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Important! It is not recommended to set these options to automatic when

using the BlackBerry solution to avoid any possible SRP key conflicts. See
SRP Connection Errors for more information.

= x|
Steps Switchover Properties
L Wel Thee peoperties bedow cortiol subomatic swhchover and suhomatc evese rephcalion
b Scenario Type
by Scenario Setup
of Hoatz
of Master Configuration WANS . )
: y e can Ingger swatchoye aribes the Fashure iz detected. | sutomahcaly
o Rool Disectosies tiggened swichover i not desined, manusally swatchover can be selected In ether caie
of Scenanc Properties MBS s will prorvade nobiication messages when & laluns is detected.
[ Svtchover Propsdties
Assured Flecoven T Swmchover aulomaticaly
Scenario Verfication & Such il
Run Scenano
Altes swatchover has complebed the scenano will siop. For repbcabion bo occur in the reverse
dmection the scanalio must be nn once agan WithSne can sta severss -
automatically of scenann can be rn manlualy when appropiste.
T Shait sulomaticsly
= Shart marwaly
Scenario Wirard CBack Tt | Firich c I
o
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Create a Replicatfion Scenario

10. The Assured Recovery step is presented only if you selected this option in
the Scenario Type step.

&# New Scenario : : |
Steps Integnty Testing for Assured Recovery
«.- Welcome Ir this step you can sef a schedule for [ntegrity Tgsting for Assured H,alcoxu:ery. llf a schedl,!le is not set testing zhould
be ranually tiggered. Azsured Recoven properties may alzo be madified in this step. While the default values are
f Scenario Type sufficient for complete testing, scripts can be added and W55 snapshots can also be enabled.
qf Scenano Setup
f Hosts
+f Master Canfiguration | Propert [ value
f Root Directonies EI{Z Replica
'{ 5 cenario Properties E‘} =] Replica Inkegrity Testing for Assured Recovery on
'f Switchover Properties Schedule [From Sum:1: 5, during
[ Assured Recovery ~1) 1. Start DB
Scenario Verification Futkamatic on
Bun Scenario User defined script OFf
=1l 2. Replica DB testing
Automatic on
User defined script CIFF
- 3. Actions on successful test (DB online)
i User defined script ff
=) 4. Stop DB
Autamatic on %
User defined script CIFF
=1 5. Actions on successful test (DB offline)
Create Shadow Copy (¥53) CIFf
User defined script CIFF
4] I+
Scenarfa Wizard < Back IWI Firizh | Cancel |

4
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Create a Replication Scenario

If scheduled testing is desired, double-click on the value for Schedule: the
Assured Recovery hours screen opens allowing you to set a schedule for testing.

Steps

by Welcome

b’ Scenario Type

" Scenario Setup

o Hoatz

of Wattes Configurstion

of " ool Disectories

of" Scenanc Pioperties

of " Swsichaver Propsdties
b Assured Recovery
Scenario Venfication
Run Seenanns

Sceanario Wirard

Integrity Testing for Assured Recovery

I this sep pou can et a schedubs fof Integnly Testing for Assaed Recoveny. If 4 schedue i nol 381 testing should
e manualy nogered. Assued Recovery properies may also be modified in this step. 'While the defaull vakues are
sulficuent for complete testing, senpls can be addad and V55 snapthals can sho be ensbled

| Property

| ek

=11 Replica

5 o S

P A =

iﬂ
~Azzured H

[Eoqg] (U] e 3 [oo]

y hounre

3|4]s|e|7] 2] 9|1fua]12|1f14]15| 18] 17] 18] 9] 20]21 | 22| 23]

Thursdary:
Friday
r——

~ Excluded dates

|1.-'1.fzmrﬂ Add | | Remove
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11. Scenario Verification checks many different parameters between the master
and replica and servers to ensure a successful switchover. If any errors are
reported you cannot continue until they are resolved. To retry verification
click the Retry button. After the scenario is verified successfully, click Next
to continue.
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Important! Although the software allows you to continue with warnings, it
is not recommended to do so. Resolve any warning situations before
continuing to ensure proper operation of the application.

{‘}! MNew Scenario il
Steps Scenano ¥Yernfication
{ W It thig step the scenario is verfied to help ensure proper operation. Ay errors must be rezolved before continuing. [t
elcome i ; A - 3 : iy
B iz alzo strongly recommended that all warnings be resalved. IF continuing with warnings, ensure their potential impact
«p Scenario Type iz fully understood, After making any necessary changes press the "Retry'’ button to repeat the scenano venfication.
f Scenario Setup Once verfication is successiul, press "Mest” to continue.

o Hosts

o Master Configuration
f Root Directories Scenario created and werified =successfully.
qf Scenario Properties
qf Switchaover Properties
o Assured Recovery

[ Scenario Verification

Run Scenario

Rety I Mare Info... |

Finish | Cancel |
4

Scenario Wizard

¢ Back
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Prepare the BlackBerry HA Server

12. The Run Scenario screen follows. Review configuration information and then
choose Finish to continue with the BlackBerry HA configuration described in
the next section.

X
Steps Aun Scenatio
b Wel The scanano hat been conhguied and is ready bo ure Press "Rur Bow'™ bo start the scenano, Iritial data
: synchaonization vall stait stomatically alter pressing the “Fun Mow” butbon. To nun the scenmsio laber. press the
b Scenario Type “Finish™ buticn
" Scenario Setup
of Hoats
o Mastes Configustion || geanario "BES SOL HA™ is ready to run B
of " Fiool Dirsctosies
+f" Scenario Properties Strurl 'mtwt’m gmnmm
of Swichover Propstties || peplica Integrity Testing for Assured Recovery:  Enable
of Aamured Flecovery Replication mode: Oriine
" Scenario Verification Perf — E tically: off
[ Aun Scenario Run reverse replication scenario after switchover: Off
[ [Master [Rephea

Scenaric Wizard

1

_____|Rephcy
Infinke Infike
[INSTALLDIRRmE] | [INSTALLDIRftrig]

[ Mams
| Spoot sizs (ME)

Lt;ip-‘wmﬂuﬁﬂmnﬂﬂﬁwﬂmwm | # | cifprogram filesfmicroscft sql serverfmssqtfoo

i

|
<Back | Flu'lhlnw] Concel |

Note: Do not click Run Now; click Finish. The BES-specific configuration must be
completed before running the scenario.

Prepare the BlackBerry HA Server

After completing the initial scenario, you must perform several changes in the
SQL HA scenario to support BlackBerry monitoring and switchover. As stated,
there is no limit to the number of BES servers that can be protected, as long as
they are all connected to the protected SQL server and each has a dedicated
BlackBerry replica server that was installed as described in BlackBerry Server
Setup. Please keep in mind that when a switchover occurs, all BES servers are
switched over along with the SQL server. The SQL and BES servers function as
a single unit to avoid inconsistencies and split-brain issues.

The BlackBerry High Availability script — bbha.vbs - is provided with the
WANSyncHA installation, and resides in the program installation folder. In order
to implement BlackBerry HA, you must configure the scenario with the provided
script at various locations and with varying arguments.
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The bbha.vbs script requires three arguments, two of which can be multivalued:
s Command - the action to be performed (monitor, start, stop).

m  Master - The Master server set in which the master SQL hostname is the
first value followed by each master BES server name, separated by a
semicolons.

m  Replica - The Replica server set in which the replica SQL hostname is the
first value followed by each replica BES server name, separated by a
semicolons.

Important! The BES server name in this case is NOT the server name
shown in the BES Manager but rather the actual name of the server on which
BES is running. The names can be the same but it’s possible they differ. Use
the actual computer name in this case.

As stated, switchover initiated in the SQL scenario also affects all BES servers
associated with it. To associate a BES server pair (master/replica BES) they must
be included in the script arguments.

For example, if you want to implement a BlackBerry HA solution with two BES
servers connected to the SQL server, where:

m  Master SQL Server Name - SQLSRV
m  Master BES Server 1 Name - BBSRV1
m  Master BES Server 2 Name - BBSRV2
m  Replica SQL Server Name - SQLREP

m  Replica BES Server 1 Name- BBREP1 (BES 'Server Name' identical but host
name is different)

m  Replica BES Server 2 Name- BBREP2 (BES 'Server Name' identical but host
name is different)

Then the master server set is: SQLSRV;BBSRV1;BBSRV2
and the replica server set is: SQLREP;BBREP1;BBREP2

Keep in mind that the arguments are tied to each BES server pair, meaning that
if the designated replica server for BBSRV1 is BBREP1, which was installed
specifically to replace it (see BlackBerry Server Setup for details), they must be
placed in similar locations in the script arguments. Also note that the first
hostname must be the SQL server hostname.

m  The command argument is used to indicate what type of action - start, stop
or monitor - the script is performing.

m  The Stop command is initiated when the Database is stopped on the active
host pending a switchover

m  The Start command is initiated after the completion of a successful
switchover and is responsible for bringing the BES servers online

m  The Monitor command is issued periodically (along with all is alive checks)
and determines the status of active BES servers

In case of a BES host failure or service failure, the script returns an exit code
notifying WANSyncHA of a failure status.
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Configure the BlackBerry HA Server

To configure the BlackBerry HA Server:

In the right pane, click the Switchover tab.

2. Look under the Hosts category and check that the Master Full Qualified
Name is the correct DNS name for the SQL Server to which the BES servers
connect.

Note: If you created an additional record to be used solely for the BES SQL
Instance (as described in Independent BlackBerry SQL Instance), remember
to enter this record instead for proper redirection. For example,
BBDB.xosoft.com.

3. Verify that under Network Traffic Redirection > DNS Servers IP, the
addresses for all DNS servers are correct.

4. Change the DNS TTL from the default of 60 to 10 to allow faster propagation
during switchover for the BES servers.

5. Verify SQL master and replica IP addresses.
Set the BlackBerry HA scripts:

Note: Note that the syntax in all cases is identical except for the /command
argument. In order to avoid mistakes in entering the master and replica
server sets, we recommend that you type in the syntax correctly once and
then Copy/Paste the syntax, changing the /command parameter as
necessary. Also note that you must use the actual computer names in the
arguments listed here.

Important! Do not use the BlackBerry Server Name or alternate name as
defined in Independent BlackBerry SQL Instance; use the actual computer
name in these arguments.

m  Under Is Alive > Check With > User Defined Scripts > Check Script on
Stand-by host Set to On:

- Under Script Name enter the path for the windows script host command
shell (typically, C:\Windows\System32\cscript.exe)

- Under arguments enter the path to the bbha.vbs script provided with
WANSyncHA, enclosed in quotations (typically, “C:\Program
Files\XOsoft\WANSync\bbha.vbs") followed by these parameters:
/command: monitor /master: [Master Set] /replica: [Replica Set]

- For example, "C:\Program Files\XOsoft\WANSync\bbha.vbs"
/command: monitor /master:SQLSRV;BBSRV1;BBSRV2
/replica:SQLREP; BBREP1;BBREP2

m  Under DB Management > User Defined Scripts > Stop DB script Set to On:

- Under Script Name enter the path for the windows script host command
shell (typically, C:\Windows\System32\cscript.exe)

- Under arguments enter the path to the bbha.vbs script provided with
WANSyncHA, enclosed in quotations (typically, "C:\Program
Files\XOsoft\WANSync\bbha.vbs") followed by these parameters:
/command: stop /master: [Master Set] /replica: [Replica Set]
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- For example: "C:\Program Files\XOsoft\WANSync\bbha.vbs"
/command:stop /master:SQLSRV;BBSRV1;BBSRV2
/replica:SQLREP; BBREP1;BBREP2

m  Under Action on Success > User Defined Script Set to On:

- Under Script Name enter the path for the windows script host command
shell (typically, C:\Windows\System32\cscript.exe)

- Under arguments enter the path to the bbha.vbs script provided with
WANSyncHA, enclosed in quotations. (typically, "C:\Program
Files\XOsoft\WANSync\bbha.vbs") followed by these parameters:
/command: start /master: [Master Set] /replica: [Replica Set]

- For example: "C:\Program Files\XOsoft\WANSync\bbha.vbs"
/command:start /master:SQLSRV;BBSRV1;BBSRV2
/replica:SQLREP;BBREP1;BBREP2

7. The final result should look similar to this screen:

llj Check with
ér Send ping request on
t 1P For ping From Master to Replica 192,168.1.7
EI IF faor ping from Replica to Master 192.168.1.4
—|ig| Connect ko DB on
&) user defined scripts
—|i=| Check script on Active host Off
E}El Check script on Stand-by host on
\: Script name (full path) C: fwindowssystkem 32 foscript exe
Arguments "C:\Program Filesi¥OsoftiWaANSynch scriptsibbha, vbs" fcommand:monitar fmaster:ex-sqll;ex-bbl Jreplicaiex-sql2;ex-bb2
[—} DB management
I—E Autamatic on
Er User defined scripts
ér Stop DB script on
t Script name (full path) ! fwindows'system32 fcscript. exe
E Arguments "Z:\Program Files\»OsoftywaNSynclscriptsibbha, vbs" frommand:stop /master:ex-sqll;ex-bbl [replica:ex-sql;ex-bbz
(] Start DB script Off
E|- Action on success
=Tz User defined script on
LEI Script name (full path) C: fwindowssyskem 32 foscript, exe
|— Arguments "C:\Program Filesi¥OsoftiWaANSynct scriptsibbha, vbs" feommand:start fmasteriex-sqll;ex-bbl freplica:ex-sql2;ex-bbz

Run the Scenario

You are ready to run the high availability scenario. When the scenario starts,
WANSyncHA synchronizes the data on the two servers. To start the scenario,
select the Run button from the WANSync Manager's menu or tool bar.

44  WANSyncHA for BlackBerry Enterprise Server Operations Guide
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Before initiating synchronization and replication, WANSync verifies your scenario
configuration. When verification is complete, WANSync Manager displays this
message: Are you sure you want to run scenario "SQL Server Scenario?”. The
top pane displays warning and error messages resulting from verification, if any
exist.

Note: If any errors are displayed, you cannot run the scenario. Read all errors
and warnings, then review the operations guide to see if you might have missed
a critical step. If you do not manage resolving the errors or warnings yourself or
by reviewing the operations guide, please contact technical support for further
assistance.

Click OK to run the scenario. The following screen is displayed:

Eﬁ} Wit Spnc will now start replication.
@ Pleaze synchronize Master with Replicaz unless they

are already identical.

Synchronization method

™ File Synchranization
" Block Synchronization

[ lgnore same sizetime files

Skip Cancel

Leave the default values in the dialog box: the Block synchronization type with
the Ignore same size/time files option unchecked. Click the Synchronize button.

Note: Block synchronization is best suited for database replication and most
replication scenarios. If you wish to learn more about the other synchronization
methods please refer to the WANSync User Guide.

Synchronization may take a while, depending on database size and network
bandwidth between Master and replica. You will receive the following message
in the event windows when the synchronization is complete: All modifications
during synchronization are replicated.

At this point, real-time replication is operational and the high availability solution
is installed and active.

Once the scenario is started, the bbha.vbs script monitors all BES services and
will notify if any failures occur. The notification will look like this: Script
C:/Windows/System32/cscript.exe executed, return code is 1.

To view script operation (and to confirm proper arguments) you can view the
bbha log located in the scripts directory.
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Note: If you see the warning below or any other warning regarding the script,
but the BlackBerry is functioning properly, it indicates that the script
parameters, script configuration locations, network connectivity or
administrative rights between the BES and SQL servers is incorrect or that the
BES services on the master are not currently functioning properly. Stop the
scenario and check the arguments and script path. If you are still not successful
contact WANSync support to review the bbha.log file and troubleshoot the issue.
If BES is showing as down and indicates SRP Connection errors please review
SRP Connection Errors.

Script C:/Windows/System32/cscript.exe executed; return code is 1.
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Chapter 4: Switching Over and Switching
Back

This chapter describes the WANSyncHA switchover and switchback processes.
You can initiate switchover and switchback once the scenario is up and running.

During a graceful switchover/switchback, when both servers are connected,
WANSyncHA ensures that SRP key conflicts do not occur. However, if you
switchover when the master is unavailable, the master BES services may
continue running. In most cases they are stopped because they are set for
manual start up mode. Before bringing the master server back on the network,
double-check to ensure all BES services are stopped to prevent SRP key
conflicts. BES services can run on only one BES server (master or replica) at a
time for a SRP key conflict will occur. For more information, see SRP Connection
Errors.

Switchover

To perform a switchover:

1. Open WANSync Manager and select the SQL scenario.

2. Select Perform Switchover from the toolbar, or select it from the menu.

3. Click OK on the Perform Switchover confirmation.

This initiates a switchover from the master SQL server to the replica SQL server.
During the switchover, BES servers are sent stop and start controls to facilitate

BES switchover alongside SQL. Detailed information about switchover processes
are located in the event pane during the switchover.

Manual Switchback

To perform a manual switchback:

1. From WANSync Manager, select the SQL scenario.
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2. Click Run to start the scenario; WANSync detects that a switchover has
occurred and prompts you that it will start a Backward scenario.

3. Once Re-synchronization is complete, select Perform Switchover from the
toolbar, or select it from the menu.

4, Click OK on the Perform Switchover confirmation.

After switchback is completed, you can run the scenario again in its original
(forward) state.
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Appendix A: Independent BlackBerry
SQL Instance

WANSyncHA supports the independent transfer of a single instance (on a
multi-instance or multi-function SQL server) to a replica server. This section is
directed to administrators using a shared SQL server to host the BES
configuration data, and wish to protect only the BES portion via WANSyncHA.

Implement the Solution

In order to implement this solution, several small additions to this HA solution
are required.

Please keep the following steps in mind as you follow this guide:

1. The SQL servers and additional instances should comply with the all the
specifications described in the The BlackBerry HA Solution.
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Implement the Solution

2. An additional DNS Host (A) Record for the master SQL server is required.
This DNS record is used for all BES HA purposes related to the SQL database.
It should have a unique name and must be a host (A) record type; CNAME
alias records are NOT supported. For example, in this case
Xxooperations.xosoft.com is the real name of the SQL server and

BBDB.xosoft.com is the new dedicated BES SQL record.

KOSOFT . com

Marne I Tvpe | [Daka
= | BEDE Hosk (43 10.10.3.49
@ xooperakions Hosk (&) 10.10.3.49

3. In BlackBerry Server Setup, ensure you use the additional record
(BBDB.domain.com) and not the hosthname (sql/server.domain.com) for all
SQL configuration settings in BES and ODBC. For example, instead of
xooperations.xosoft.com.com\instancename use

BBDB. xosoft.com\instancename.

BlackBerry Server Configuration X

BlackBemy Server Configuration Panel :5: BIECKBE”'}"

BlackBerm Bouter ! tobile D ata Service I Attachment Server I
D'atabaze Cannechivity I ElackEermy Server I Lagging i

Fleaze enter infarmation that the BlackBemry Software will uze to connect to the
admirizgtrative databaze. The name zpecified can refer to an exizting database, ar
anew one, Click "Test SOL Server Connection' to vernfy the connection,

— SOL Infarmation

e — e

|SOL Server  bbdb xosoft combkabessql |

Databaze:  BESKgmt

Change Database
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Implement the Solution

£ ODBC Data Source Administrator EE3

User DSH  Swstem DSN | File D5 M I Driversl Tracingl Connection P'u:u:ulingl Ahout I

P L

Microsoft SQL Server DSN Configuration

T hiz wizard will help vau create an ODBC data source that you can use ta
connect to SAL Server,

Wihat name do you want bo uge to refer to the data source?

M ame: IBESMgmt

How do pou want to describe the data zource?

Description: |

Which SOL Server do you want to conhect to?

Server: II::I:u:IH, wozoft comwobessql j

| Finizh I Mext >[ | Cancel Help
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4. When configuring the scenario, make sure that you only select the desired
instance which contains the BES Configuration database.

-t;‘# New Scenario 3 ll
Steps M aster Configuration [xooperations. xosoft.com]
f Welcome Auto-discovery results for SAL Server on host xooperations. xosoft.com are listed below. By default all Databases will
N b moritored and replicated. To remove gpecific databases from monitoring and replication uncheck the
( Scenario Type cornesponding check box.
¢ Scenario Setup
( Hosts
h Master Configuration Database I Full Path Filegroup

EIElF =0l Server Instances
EHERIT xooperations

Fioot Dirsctories

Scenaria Properties

Switchowver Properties D’@ master
Agsured Recovery []‘@ model
Scenario Yerification [}@ msdb
Run Scenario r}@r pubs
FHEIT Morthwind

D@r CnePoint

—iEwl¥ xooperations|XOBESSOL
FrHEE] master
[}@ model
FHE) msdb
FHEIW pubs
[

£

}@r Morthwind
+HE53 [V BESMamnt

1| | i

[¥ Replicate new user created databases in listed roct directaries

Scenario Wizard

< Back Finish | Cancel I

%

5. 1In the Switchover tab configuration section, enter the additional DNS
Record as the Master Fully Qualified Name - This is the record that is
redirected during switchover. For example, in this case it's BBDB.xosoft.com

rather than the real SQL server name of xooperations.xosoft.com.

Property: | Value
=] Switchover
= itl:hl:nver hosk name #0lab0S, xosoft, com
Perform switchowver automatically Off
— Fun reverse replication scenario after switchowver Cff
-1} Hosts
— Master Fully qualified name BEBDE, %O30FT.com
Replica fully qualified name wolab0S, 030FT com

Performing these steps ensure that only the independent instance is switched
over while other instances remain working on the master server.

52

WANSyncHA for BlackBerry Enterprise Server Operations Guide



Appendix B: WANSync Tips

This chapter provides you with helpful information concerning the application.

Spool Settings

The WANSync spool is a folder on disk where data to be replicated is backed up
(i.e., spooled) if bandwidth is not sufficient to transfer the amount of changes in
real-time. Data can spool due to temporary network disconnections, network
congestion, or simply because the network bandwidth is not sufficient to transfer
the amount of data changing over on the server.

In addition to storing changes waiting on available bandwidth, spool space is also
used as part of the normal synchronization process. Thus, some spool build up
during synchronization is normal.

Place the WANSync spool folder on a drive with relatively low use such as a
dedicated volume or boot/system volume. Do not place the spool folder on a
volume containing frequently accessed system (OS), user, or application data.
Examples include volumes containing databases, shared files, or the system
pagefile. By default, the spool folder is located in the tmp folder under the
WANSync installation directory. The spool parameters, located in the properties
tab (on both master and replica) or set with the New Scenario Wizard,
determines how much disk space is available for the spool. In most cases the
default values are sufficient. However, if you choose to change this value, it
should be at least 10% of the total dataset size. For example, if you are
replicating 50GB of data on a server you should ensure that at least 5GB of space
is available for spool. Please note that this space is not pre-allocated.

Important! If you change the spool location, please remember to remove the
new path from file level antivirus scans: both scheduled and real time.
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Recover Active Server

Important! When using the Recover Active Server feature, the BES services are
not started automatically. After Recover Active Server finishes, the BES services
are stopped on both master and replica BES server pairs, you must manually
start the BES services on the appropriate server.

In certain circumstances, it may be necessary to forcibly make the master or
replica server the active server without completing the data synchronization
process. For example, if switchover occurred but no data was changed on the
replica server. In this case you may even have newer data on the master server
making it undesirable to synchronize data from the replica to the master server.
WANSync allows for this option through a process called Recover Active Server.
To use this option, ensure that the scenario is stopped, and select Recover Active
Server from the Tools menu.

Note: While this option is the right choice in many situations, use it with caution.
If used improperly data loss can occur. Normally WANSync will not allow
switchover from one host to another until all data is synchronized. It is designed
this way so users are not redirected to an out of date data set that then
overwrites what may be a more current data set. When using Recover Active
Server WANSync is forcing users to one server or the other with no regard as to
which server has the correct data set. Thus, as an administrator, you must
manually ensure that the server you are making active has the most up to date
data set.
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Recover Active Server

Important! Recover Active Server is not available if you are using the Switch
Computer Name redirection method.

@) x0soft WANSync Manager 4.0.61

Scenario  Edit  Events Miew | Tools Help -

e 2 @) b |8 e b e

@

SCenario name £ | Et

& Example Scenario

| x| Q Synchronize

@g Restare Data

Feporks

g@ Ferform Switchover
Eﬂ Stuspend Is Alive iZheck

Recover Ackive Server

Skatistics

[ suspend Replication
E—E Replica Inteqrity Testing

@ Stark/stop Logaing
et Log Bl

=] Seb Rewind Bookmark

|;‘— Pop-up an Incoming Exvent
ﬁ Launch Remote Installer
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Read Only Web GUI

-ﬁ"‘![_'lﬂrl‘l: WaANSync Manager 40,61
) ¥ )

| sconaric Edt Events New ook Help

et E @ b o8 B ] 5 o g 00 2| F 5| 2|

, =l Bl
| Scenarioname - | & [
& "‘;: Recover Active Server T E‘I
Currently. host srv0l is active. host srvl2 is stand-by
To make ter or Replica active, press the ing button below
| Property I | vae | Property | vahe
F1[2] Master (Active) srv01 £ (2] Replica (Stand-by) srvz
=12 Summary 18] System Information
=1 etwork traffic drection [ x0soft Engine LogOn acc...
L[] ons Points to Master #118) Metwork Configuration
#158) system Information
1kl X0soft Engine LogDn acc...
:ﬂa Network Configuration
| A | il
P Make Mastetdcive | Make Bepicascive | [ Cancel ||
(=] - /2‘
L' srvn1 5 14:06799 L) SEopping scenario ERample Scenara
. e an a PRREON i )

Select either Make Master Active or Make Replica Active depending onto which
server you want to force into the active role.

Important! If a legitimate switchover in a disaster situation occurs and users
are redirected to the replica server for any period of time, it is important to
replicate all changes on the replica back to the master before making the master

server active. Using Recover Active Server in such a situation results in loss of
data.

Read Only Web GUI

The primary WANSync Manager may only be used by one Administrator at a
time. Opening the GUI locks it for the current user making simultaneous use
impossible. This is required to prevent conflicts. To allow simultaneous

monitoring by any number of administrators WANSync also offers a read only
Web GUI.
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Read Only Web GUI

To access the web GUI:

Open your browser to http://masterservername:25000.

Enter a user account and password with administrative permissions on the
master server.

Oeack = €3 - (%] |2 @2 | | search - Favorites £ | i

.ﬁ.,l:lﬂress @ hikbps ffsrv01 25000

4

Passwu:ur'd.Requifed

2]

User narne: I | 5 example’ladministrator j

Passwiard:

[ Remember my password

ok Cancel
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http://masterservername:25000
http://masterservername:25000
http://masterservername:25000

SRP Connection Errors

T W ANSpne Manitar - Mecrosalt indernet Explorer

Ellﬁt!-nFmrwhtlb_ -
Ok = (3 - (o] @ | S semeh oFavormes £ | (1= 0L 3

s B i o -

T x0soft WANSyne 4.0.61 X 05 oft

Ingr Kigr Wadeina

SCEnanos

& Exarmply Scenario

[ Fmplcation Tree | Satitics | tchaver | Propertes | Dwectones |
i [srv0t, 25000] Stabe: : =
SriZ, 25000 Start of replication: 121912
e 1 Start of statistics gathering: 12:19:12
Started by:
Wersion: 40081
Spool space:
[ Sz | % of threshokd
[ Derytes [% of 10968
&hlﬂethﬂmﬂlﬂ_{mlmr
L | See | Changed | Removed | Renamed
L C1fTools | Dfvtes o 1o L
Tranulesred bytes Lo Replicas: e
[ [ S | Curreck Fis ]
{ sz (12,623 ] ji==] —
Larsk synehromization statistics: File Symcheonization
s Syl -5 sz =l

Lo LA el et UL

i nqum
15: 39 | Informational | !tutndﬂmchmuf&adﬂx_

Stu muh Scenario

Important! There is no need to refresh the browser; the GUI refreshes
automatically. You can monitor all parameters, statistics, and events from
this window.

SRP Connection Errors

AN SRP connection error occurs if at any point both the master and replica BES
servers are connected to RIM’s server with services running. In this case, RIM
generates an SRP key conflict and disables your SRP Key.

When a conflict occurs, despite proper connectivity, the Windows event log
reports repeated SRP connection errors. Contact RIM technical support to
resolve this conflict. Let them know you were in the process of moving BES
servers and accidentally brought both online simultaneously; ask them to
re-enable your SRP key. There is no need to mention WANSyncHA since it is out
of the scope of a RIM support call. The conflict is on RIM’s side and not something
you can fix directly.
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