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Chapter 1: Getting Started

WANSyncHA for Oracle is a high availability solution based on asynchronous
real-time replication and automated application switchover and switchback to
provide cost-effective business continuity for Oracle on both 32- and 64-bit
Windows servers.

WANSyncHA offers push-button or fully automatic switchover of mission-critical
database servers over a LAN or WAN, Oracle-aware status monitoring,
integrated continuous data protection as a guard against data corruption, and
completely non-disruptive automatic testing of your Oracle high availability
solution, all in a system that sets the standard for ease of configuration and
management.

The flow of data is the heart of any organization and Oracle has become a central
part of the modern business infrastructure for data storage and management. If
disaster should strike, whether in the form of a hurricane, a blackout, or far more
likely, a virus attack or software or user error, your ability to respond well to the
crisis can make the difference between a bright future and the end of your
business. At the very least, you are likely to incur significant costs in lost
business and, perhaps more importantly, lost confidence by your customers,
investors, and other stakeholders. Oracle disaster recovery is not just about
insurance. It is about maintaining your competitive edge. WANSyncHA is
designed to give you that edge.

About this Guide

This document describes how to implement a high availability solution for Oracle
8i, 9i or 10g using WANSyncHA. Please review each procedure before starting.
It is essential that you have the appropriate resources and permissions to carry
out each task.

Related Documentation

Use this guide along with the WANSync User Guide.
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Requirements

Requirements

This section describes the requirements for running WANSyncHA for Oracle.

Infrastructure

To implement high availability with WANSyncHA for Oracle, you must
have/implement the following:

Log On Account

Two servers running Windows Server 2000 or 2003

- Both servers should have the same level of service packs and hot fixes
installed

Both servers should have the same Oracle version, service packs and hot
fixes installed

The Oracle SID must match between the master and replica servers

On both servers, ensure that all Oracle Services normally started at boot
have been successfully started and are set to Automatic Startup

The path to ORACLE_HOME directory and the path to the database files on
the master and replica servers must be identical

To minimize replication traffic, Oracle temporary tablespace(s) are excluded
from replication (make sure that the Oracle database on the replica server
is configured with the same temporary tablespace names and path as is used
on the master server)

On both servers, configure Oracle to mount the database automatically on
service startup (oradim -edit -sid ORACLE_SID -startmode auto)

Statically assign all IP addresses (DHCP-assigned IP addresses on the
master or replica server are not supported)

The protected server is not a domain controller or DNS server.

The WANSyncHA service log on account must satisfy all of the following
conditions:

It is @ member of the Domain Admins group. If the Domain Admins group is
not a member of the built-in domain local group Administrators you must
use an account that is.

It is a member of the local machine Administrators Group. If the Domain
Admins group is not a member, add the account manually.

Important! If your company's security policy requires more granular
permissions than described, please contact technical support to receive
detailed instructions.
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Non-Intrusive Installation

Non-Intrusive Installation

During installation and configuration of WANSyncHA, Oracle on the master
server continues working without any interruption.

Determining Which Redirection Method to Use

There are three ways in which you can redirect clients after switchover: Redirect
DNS, Move IP, and custom scripts. You can use each method alone or you can
use them in any combination.

This preferred method works in most network configurations (LAN and WAN). In
DNS redirection, upon failure of the master, the replica server modifies the
appropriate DNS record so that references to the Oracle server resolve to the
replica's IP address rather than the master's IP address. This solution is the
easiest to implement and requires no network reconfiguration. DNS redirection
works only with A (host) type records and cannot update CNAME (Alias) records
directly. However, if the CNAME record points to the modified A record, it is
indirectly redirected.

Using the record that has the master server's name is the default, however you
can configure WANSyncHA to redirect any DNS A (host) record via the Master's
name in DNS setting in the switchover properties tab.

[E- Metwork Traffic Redirection

=] Move 1P off
S| Fedivect DS on
- El Master name in DM hiost. exarnple. com
El} mMaster IPs in DNS
— IP address 192.165.210,23
L IP address Click here ko add new IP,
=tEl) Replica IPs in DNS
i: IP address 192.168.220.112
IP address Click here ko add new IP,
— awitch computer name Off

m Move IP. This redirection method is usable only in a LAN configuration in
which the master and replica servers reside in the same network segment.
In this configuration, switchover of the master server causes the replica to
take over one or more of the IP addresses assigned to the master server.

If you want to use Move IP, please see Move IP Redirection before
configuring the replication scenario.

m  Custom Scripts. WANSyncHA can trigger custom scripts or batch files to
perform the user redirection or any additional steps not covered by built-in
methods. If the above methods are not appropriate or do not fully meet all
requirements, please see the WANSync User Guide for details on scripted
redirection methods.
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License Keys

Oracle Servers Operating in a Workgroup

For servers in a workgroup, set the XOsoft Engine service account to a user
that's a member of the local Administrators group. Servers in a workgroup can
use Redirect DNS only with DNS servers that allow non-secure updates. You can
use Move IP, switch computer name, and custom redirection scripts normally.

License Keys

When first opening WANSync Manager, it prompts for a license key. This key
determines what scenario types and features are available. To simplify key
installation, you can paste the entire key directly into the first text box.
Subsequent text boxes are filled automatically. After opening the Manager, you

can view and apply license keys from the Help, About menu.

.

Please enter a ragistration key to activate this software
I you have not received a registration key yet, please contact us

at sales@xosoft.com. Be sure to provide us with your name,

compary name, email address and telephone number and
we will send you the proper registration key promplly.

Thank you
Paste the entire key into this box

Regatonkey [ [ < : ! | |

WANSyncHA Components

WANSyncHA is comprised of the following components:

m  XOsoft Engine. WANSyncHA's service - runs on each server involved in the
scenario.

= WANSync Manager. Management GUI - used to manage and configure
WANSyncHA.
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WANSyncHA Components

XOsoft Engine

The XOsoft Engine is the executable file that lies at the heart of the WANSyncHA
system. It is installed on every host participating in replication and must be
running before any replication scenario can run. Each engine can act as a master
or replica with respect to each replication procedure or tree. It can also
participate in more than one replication tree, as long as the file system
directories, to which the different replication procedures are applied, don't
overlap one another. WANSyncHA runs as a daemon system service on Unix and
communicates via default TCP port 25000 (you can change the default port
number).

WANSync Manager

The Manager is a graphical user interface (GUI) application that controls all
replication hosts, both in the definition and operation (running) of replication
services. The offline process is mainly the definition of replication scenarios.
Once a replication scenario is sent to the participating hosts, the Manager also
provides the means for online control (running, synchronizing, etc.) and
monitoring (i.e., node status, log files, etc.). You can operate the WANSync
Manager from any location from which connections are established to
WANSyncHA hosts.

Note: The Manager connects as a TCP client to master and replicas defined in
the replication scenario. Once a replication process is running, the Manager is no
longer required for the process to continue. Connection to replica hosts is not
mandatory - it is required only in order to enable selection of destination
directories via browsing, instead of manually. Connection to the master host is
mandatory.
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WANSyncHA Components
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Chapter 2: Server Setup

This chapter describes the most common setup for WANSyncHA for Oracle
Servers.

Install WANSync Manager

Install WANSync Manager and the Remote Installation Wizard onto the machine
from which the WANSyncHA scenario will be configured. The location of the
Manager is not critical so long as it is accessible in the event of a disaster.
Frequently, the Manager is installed on an administrative workstation.

Note: If the Manager is installed directly on either the master or replica servers,
ensure that the XOsoft Engine is also installed.

ii§ X0soft WANSync - X0soft Installation Wizard

Custom Setup

Select the program Features wvou want installed. X SOft

jesT Eregs Wo

lick on an ican in the list below to change how a Feature is installed.

= Feature Description
Tool For XOsoft WANTYRe
configuration and monitaring.
This Feature should be installed
on Management host only,

g =50 | ¥Osaft Engine
'-,-'-,-'ﬁl.r'-JS':.-'ru: r'-'1ar|-5u;|Er'
b (=l = | WOs0ft Remate Installer

This Feature requires 15ME on
wout hard drive,

Install to:

Z:\Program Files! XosofE WAk Sy nc), Change. .. |
Installshield
Help Space < Back I Mext = I Zancel |
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Prepare the servers

If you intend to use the XOsoft Remote Installer (recommended), the machine
on which you are running the remote installer must have the .Net framework 2.0
installed. The framework is required only on the machine running the remote
installer wizard (GUI); the target servers do not have this requirement.

After the scenario is run it is cached on your master and replica servers. Once
cached, you can download it to any installed WANSync Manager by selecting
Download from the File menu (then enter the name of your master or replica
server).

Prepare the servers

The following subsections describe how to prepare Oracle servers for use with
WANSyncHA.

Remote Installation Wizard

You can use the Remote Installation Wizard to deploy the XOsoft Engine to any
number of servers in one step. Alternatively, you can install the XOsoft Engine
manually by running setup.exe directly on each server.

Note: If you install the XOsoft Engine using the remote installation wizard, you
can skip the manual installation step under the sections Master Server and
Replica Server.

Run the remote installation wizard either from the start menu or from the
WANSync Manager Tools menu. When using the remote installation wizard,
consider the following steps:
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Prepare the servers

m  Installation location - ensure that this path is correct and contains a valid
WANSyncHA setup package

5 x0soft Remote Installer 4061 PR Tel
Steps Installation Location
Speciy a folder containing the X0sofl Engine nslalation package to be installed on the semobe hosts.

o Welcome
hr Inztallation Location
Hoztz Selection Imvstallation pack age fokdet
User Credentials
W92 168 200, 1 vnstalls \WAN S 4.0 61VWANSwne_4.0.67Y Biowsa..,
Preinztall Verification I e s —“—"-“—J
Installation Settings
Installation Package Detads
Ready Ta Install
Installing Comparg: 020l Inc,
Raport Product Name: MOzl WANS e
Product Version: 4061

+

AN

- o &

.

Remate Installer <Back [[H 1y _ Concel I
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Prepare the servers

m  Hosts selection - select the servers nodes to which you want to deploy the
XOsoft Engine (you can add servers manually from the Host Name/IP
Address box)

&= X0soft Remote Installer 4.0.61 1 =101

Steps Hosts Selection

Select hostz from the list bellow or add a host name manually. The #0zoft Engine will be installed on the selected
(Welcnme hogts.,

'(Installatinn Location

Discovered Hosts: Selected Hosts:
[» Hosts Selection
Uszer Credentials = D@ example. com Al |EXCHO1 . example.com
IO ool (Do) EXCHDOR-4 example.com
Preinstall ¥erification DCO2 [DC) FS01.example.com
5 5 CLWTOZ [LOCAL) FEDR-A example.com
Installation Settings CLNTOY 1501 example carm
Ready To Install EXCH ISDR-A. exarmple.com
) EXCHDR-A CRACLEDT example.com
Report Spmaiahiny SOLDH-A.exapmple.com
F501
FSDR-&
1501 |-
IISDR-A
ORACLEDT
ORACLEDR-A
SgLm
(| SOLDRA hd|

f‘\ Hozt Hame/|F Address: Sdd Hemowve
) &
| | | Info: |
= I

Remote Installer < Back Mext > Cancel
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Prepare the servers

m  User credentials - the user account that is used to install the XOsoft Engine
on each target server (ensure that this account is a local Administrator on
all target machines)

- 5 ¥Dsolt Remote Installer 4.0061 =] ll
Steps User Credentials
Enter credentials for & domain account that has sdmeisistor nghts on all selecled hosts.
o welcome
 Installation Location
'(Hnm Selection I Currer uger [EXAMPLE \WAdmarestraton
[F User Credentialz
1 The following ;
Preinstall Verification L
Installation Setings Uiser nama |
Ready To Install
Installing Patowed I
B Droemaen |
4
- g
Remaote Installer £ Back m‘& Cancel
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Prepare the servers

m  Preinstall verification - click Next after all servers have reported success

= Installation settings - select This Account and enter the WANSyncHA
service account domain\username and password (see Requirements for more

details)
: S x0solt I!mnulu Installer -I-..EI =IEI_£.|
Steps Installation Seltings
St ratelistion propesties hor ol selected hosts
o welcome
¥ Installation Location | 1 uiion Foder fs new instalsion
¥ Hostz Selection [ 5 uetem Disks - \Progeam Fla <Oz \WANSne
o Usor Credentials L
: R — Sevica Logon Irdoemati
"(Pmnsl.a-ll \Furrhfmmn ot e K A E e wetvics Kog o0
[ Installation Settings £ LocalSyetem
Ready To Install & This "
Inztalling Dol lear N [ rintreina
Report
P | -------- 1
¥ Eetp the sevice bog on ¢ fie eaisting installats
1 Host Reboot -]
‘When upgeading froem  fonmer versson a host reboot is sequired. Fos hosts wese the reboot is requised pou can
e choose one of the folowing options:
& putomatically reboct the speciied hots
; T rebook lates
N\ Ll
- & -
Agvanced
Remote Installer <Bock | Met> | cConcd |
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Prepare the servers

Note: Do not proceed without first setting the correct service account (see
Requirements for more details).

m  Ready to Install - confirm that all desired servers are listed and then click
the Install button

m  Installing - you can monitor the installation process from this screen

. = x0solt Remote Installer 4.0.61 B ;IEIEI
Sleps Installing
Please, wal whie nstaling the X0soll Engng on selected hosls
o Welcome
+ Installation Location
Hosziz Selection Install on Hosts [ Statuz I Error Descriphon I
. E EXCHO Success
¥ User Credentials = excHDR-A Installing.
« Preinstall Verification irsm Suceess
_ - B0 Installing,
1l 1
¥ Installstion Settings BIFsoR-A Installing.
| % Ready To Inztall BlisDR-A Installing.
1 2
Report =l ORACLEDR-A Installing...
= SOL0R-A Suceess
a
T Surrenang : p = =
‘c";'\ Tokal ramber of inctalsicns: | 10 Success | 4 Eno: | O
Remote Installer : | [Cened ]
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Prepare the servers

m  Report - in this last step you can view the full installation report and,
optionally, save a copy (the XOsoft Engine now is installed on all selected

servers)
- = x0solt Remot - Inestalber -I-..EI :IEIE-I
Steps Report
(W " The disploped repoit summanzes the mstalatcn iesuls. Chek Frush to et the X050t Remote Instaler
eloome
+ Installation Location
¥ Hosts Selection XOsoft Remote Iustaller Version 4.0 Build 61 T
(U:ur Credentials
 Preinstall Verification Installation Report
o Installation Settings
! Start Time: 471872006 4:02 FH
¥ Ready To Install Finish tine 4182006 4:07 PM
i UTser Hame: EXAMFLE“hdministrator
¥ installing Product Name X¥osoft VANSync
l# Report Froduct Version: 4.0.81
Destination Folder tSyzten Dizk: “Program Files“X0=zof t~WANSyne
Serwice Log On Account: exanpletadeinistrator
Change Log On Policy: Keep the service log on account for existing :
Autoratic Reboot: Yes
Installation Results
1 1
Rehoot
- Host Name Status Logon Aceount , . . |Reboote
Required
LAY < ¥
- o=
Save As
Remote Installer ¢ Back m Coreel |
—— )

Master Server

To install on the master server:

1. If you did not use the Remote Installation Wizard, install WANSyncHA on the
master server.
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Prepare the servers

Replica Server

Note: When installing WANSyncHA, use the log on account as described in
Requirements.

If you installed under a different account than required, you can change it
any time using the Windows services console: find the XOsoft Engine service
and change the log on account. Then restart the service to apply the change.

X
Service Logon Information

Select a local account or specify a user name and password X Soft

i'@ X0soft WANSync - X0soft Installation Wizard

fesT Errr Woixise

The ¥2soft Engine service can log on under the local system account or as a specific user, Select
local system account or provide a user name and password For the service log on, The user account
must be in the Form DOMAINsername.

" Local System Account

% This account

User Name:
IEX.ﬁ.MPLE'I,.ﬁ.dministratDr Browse. ,, |
Password:
I*********|
Installshield

< Back | Mexk = I Zancel

2. If you have file level antivirus software installed, exclude the WANSyncHA

installation directory and Oracle database from antivirus protection.

To install on the replica server:

1.

If you did not use the Remote Installation Wizard, install WANSyncHA on the
replica server.

Note: When installing WANSyncHA, use the log on account as described in
Requirements.

If you installed under a different account than required, you can change it
any time using the Windows services console: find the XOsoft Engine service
and change the log on account. Then restart the service to apply the change.

If you have file level antivirus software installed, exclude the WANSyncHA
installation directory and Oracle database from antivirus protection.

Server Setup 15



Configure a Replication Scenario

Configure a Replication Scenario

The following subsections describe how to create and configure a replication

scenario.

Create a New Scenario

Steps

To create a new scenario:

1. Open WANSync Manager. From the File menu select New or click the New

Scenario button.

At the Welcome step click Next to Create New Scenario.

At the Scenario Type step select Oracle and High Availability Scenario and,

optionally, Replica Integrity Test for Assured Recovery.

Note: Learn more about Assured Recovery and how it can help ensure
success through automatic testing. Please visit the Products menu at

www.caxosoft.com or review the WANSync User Guide for more information.

W Welcome
[ Scenario Type
Scenario Selup
Hosts
Mader Conhgu ation
Root Deectonies
Scenano Properties
Swahchover Propeities
Assured Recovery
Scenano Yenfication
Run Secenario

Secenario Wirard

Select Scenario Type
Sedect from one of the bcensed scenano types bsted below. 1 the desired apphcation iz not ksbed register
appiopeiste boense key, License keys can be regislered by canceling the wizard then selacting “Fegister from the
"Help™ menu. Press the “Firesh' bulton o contirws conhgue stion marusall.

ar

— Salact Sarver Type

[ Fie Server
M5 Bochangs

50l Server
T M5 115 Server

 Select Product Type
[ Disaster Recovery Scenado basic)
% High Avalabity Scenario

r Tasks on Replica
" None
% Inbegrity Testing for Assured Racoveny
" ARCserve Baclup

™| with ety Tiesting

ARCserve Bachup Server Name I

cBachTl Finish

|

Cancal

|
4
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Configure a Replication Scenario

4. During the Hosts step, name the scenario and input the server names for the
master and replica hosts.

£3 New Scenario . x|
Steps Master and Replica hosts
" Welcome Ertes the hostname or IP addiess for both the Master and Replica hosts. Mastes refers Lo the peoduction server and
: Rephea refeds bo the standby server. IF the scenanio will ireolve more than one rephca, press the "Firsth™ buthon 1o
" Scenario Type contirue corfiguration manually
" Scenario Selup
[ Hosts
Master Configu stion
Root Drectones
CHLATIO NN Drache
Scenano Properties & 3 |
Swatchawes Propeitees
Azsured Recovery B! Master HostriameAP ]ﬁm1 I

Scenario Verification

Aun Scenano

' RepbcaHostname/P  [ceacled-a =]

scenstio vizar et [T e | _oma |

Vi

5. After pressing the Next button you are prompted for the database name and
credentials. Use an account that has administrative privileges in the
database. WANSyncHA uses this account to query the Oracle configuration

on the master server.

Database Connection i x|

g Fleaze provide login parameters:

D'atabase Mame IDFC|

DBA Uzemame |s_ustem

Pazswaord |’1

Ok I Cancel

6. At the Master Configuration step, WANSyncHA displays the sites on the
master server. These are the sites that will be replicated and protected.
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Configure a Replication Scenario

Important! It is recommended that you check the replicate new user
created files in listed root directories. This feature allows you to add new
data files automatically to replication without rerunning autodiscovery.

&3 New Scenario

Steps Mazter Configuration [oracle01])

" Welcome Auto-checovedy resulbs for Oracle on host oracks0] e sted below. By defaul &l Tablespaces wil be monitored and
I Scensiia Tyme rephcated. To temove specihc databases from moniloling and repication uncheck the comesponding check box.
| Scenario Setup

o Hosts =
Database Fudl Path
[ Maste Conliguation TFI 7 Drade == I
Fioot Disctoties e Cormamon
Sesria opies Tﬁ Password File f:foraclejproduct{10.2.0db_1 /database/p...
Swichoves Properties &) Admin [0 F:forackepeoduct/10.2. 0 adminfced
& R B E El gF orcl
Scenario \I"u_nfmm =1 Control fles
st Seanarin LS Fie [B] F:foradejproduct]10.2.0foradatajceclfcontr..
-3 Fie F:foracleproduct{10.2.0/oradstajcedfcontr ..
L f:forackproductf10.2.0foradatafordcontr. .
FHE) Log fles
-3 Fie g:flagsforcliredo03.log
-8 Fie 8] auogsforcliredonz log
i@ Fie g:logsforcliredont Jog
=1 ¥ Table Spaces
3 svsTEM F:foracle/product10.2.0foradstajordsyst. .
-5 UNDOTESL £:faracle/product/10.2.0faradatajordfundo. ..
-—E S¥Saln m F:forackeproduct[10.2.0foradatafond/sysa. .
@) usERs F:foracke/product10.2.0foradatajordfuser..
R Temp f:foracke productf10. 2. 0foradatajordtemp. ..
L) ExaMPLE [E] F:foracleiproduct/10.2.00oradatajorcljexa. .,

I~ Replicate new uzer cieated fies in ksted root drectodies

o
Scenario Wirard < Back = Heds | ; I‘
= b [ Hed> | Firizh Cancel

18 WANSyncHA Oracle Server Operations Guide



Configure a Replication Scenario

7. The Root Directories step displays the data to be replicated. Click the Next
button to continue.

£3 New Scenario x|
Steps Root Directories
" Welcome Listed below ase the oot Drectories lo be replicated. Target deectones wall be created az needad. These
B diescicties lypically represerd all data required 1o protect the apphcation. [ additional data is desred for replcation,
" Scenario Type press the “Finizh” button bo continue configuration manually,
" Scenario Selup
o Hosts
of" Masier Configurstion = o
b :“’j Discrcost - Frforadefproduct/10.2.0/adminford
s“"“""‘“ e ot #1(@) Frloradelproduct/10.2.0/db_jdatabsse  Inchuded fies
e a e & F:forace fproduct{10.2.0/oradatajord Inchuded files
Scenario Verification .:Eg o Gk e
Aun Scenano
Scenario Wizard < Back et Eirish Cancel
A

Note: You can add additional files or folders to the replication after running
this wizard. Follow the prompt to run the scenario later then double click on
Directories under the Directories tab.

8. The Scenario Properties step allows you to configure additional properties.
No changes are required at this step. Otherwise, click Next to proceed.
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Note: You can modify all the settings in this pane after the scenario is
created. However, before changing any Spool properties (which are
configured here), please review Spool Settings for configuration details.

. £33 New Scenario i x|
Steps Scenaro Propedties
'( Welcome Scenanio propeibes will be configured in this step. The recommended defaull vahses are isted below. Refes to the
W/ Scenario T Uses Guide before modiying the curent selfings. To modily less common proprieties, press the "Firish” bulton and
cenario Type coniinue configuaion manualy,
" Scenario Setup
of Hosts
of " Waster Configuration Mﬂﬁ |1|ralua [~ _%!jguﬁw [ vahe |
o Regiica Configuration || = [=14] replication
o oot Directories -|&] Replication mode  Onine - [&] Bandvwidth usage (bps)  Undimited
[ Scenaic Properties [&] compress data OFf =1 &) spool

Switchaover Properties [ replicate WTFS ACL if - [&] Max spool size (MB)  Infinike
Actined Fecovey =11} spool - [&] Min disk fres size (M8) 1024
Scenario Vernfication E Max spool size (MB)  Infinite i E Spocd directory [INSTALLDIR ftmp]
Riin Scenasio —|2] wiiny disk Free size (MB) 1024 = &) Recovery
- [&] spool drectory [INSTALLDIR ] L[] pata rewind Off
=1 Reports =1 reports
-.—_u,l:} Generste syncheord,.. On —L.g Generate rephcation re. .. OFF
—I_a Generate detal... On - [2] report format WL
- [&] Generate replicatio.,. o - [&] Report retention (days)  Unlimited
-[&] report Format KL (+] Reports Handling
- [&] Report retention (d... Unbmibed —
LL: &) Reports Handling
=} [&] Store reports ... On

L [5] reports dire... [INSTALLDIRfre...
E-Eier.dmw on =

« Back l Mt » I Firush Cancel

&

9. The Switchover Properties step allows you to modify switchover parameters.
At this step you must choose a redirection method that suits your needs, or
click Finish to specify custom scripts manually as the redirection method. By
default, no redirection method is set to on. If you did not review the section
Determining Which Redirection Method to Use, please do so now and choose
the one that is appropriate for your configuration. In most cases, however,
Redirect DNS or Move IP work best (see Move IP Redirection).
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Note: For users planning to use automatic switchover, please note that the
Is alive timeout (sec) setting controls how long to wait after a failure is
detected before triggering switchover.

Grewscenaro A |
Steps Switchover Properties
(Wnl:me Switchover propestes will be conhgured in this step. The recommended default values ae Bsted below. Refer to the
z ger Gude befiore modifying the cunent seltings. To modily less common propristies, press the “Finish™ butlon and
o Scenario Type conlinue conhiguration manually.
o Scenario Selup
( Hosts
o Mastes Configuration | | Propesty [ vabue |
( Rephica Configuration ?J& Switchover Properties
' Root Diectories E; MNetwork Traffic Redirection
of Scenario Propeties "El Maowe IP off
B Swichover Properties - [5] Redirect DS off
Assuied Recovery L [E] switch computer name CiFf
Scenario Veiification || =% Is Alive
Fis nate -[5] 15 alive timeout (sec) 300
- [2] Heartbeat timecut (sec) 30
._J-]? Check with
=} [&] Send ping requast on
- [&] 1P for ping From Master to Replca  192,168.220,112
L [&] 1P For ping from Replicato Master  192.168.210.23
[#] connect to0E on
<Back Newt > Finish Cancel |
A
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10. The last step in Switchover Properties defines which steps are triggered
automatically by WANSyncHA or triggered manually by the Administrator.
Select the desired setting for each option and then click the Next button.

Important! It is not recommended to set both of these options to automatic
in a production environment. While these options are individually beneficial

it is best practice to set only one or the other to automatic (see Automatic
Switchover and Reverse Replication).

£ New Scenario

Steps Switchover Propeilies
( Welcome The propeshes below control sutomatic switchaover and sutomatic reverse repbcation.

b Scenario Type
f Scenatio Setup

of Hosts
f Master Corliguration \ANSyne con igerswichover stumabcaly e e ek dlcte If automalcal
+f Rephica Configuration tiggesad svatchover is not desred, manualy indiated svatchover can be selected. In ether cass
+f Foot Directories wiANSwne will provide notification messages when a fadune is detectsd
of Scenaio Properties

Azzured Recovery

" Swatchover manualy

Scenano Yerification
Run Scenario

After swatchoves has completed the scenano vill stiop. For replication to occw in the reverss
direction the scenano must be n once agan WANSynG can sla ieverse
Automatically or scenano can be run manualy when approprste.

" Start automatical,
1 Start manually

Scenario Wizard

<Bock [ Hebs | Finh Cance

&

11. The Assured Recovery step is presented only if you selected this option in
the Scenario Type step.
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Note: If scheduled testing is desired, double-click on the value for Schedule:
the Assured Recovery hours screen opens allowing you to set a schedule for

testing.
&3 New Scenario x|
Stepsz Integrity Testing for Assured Recovery
" Welcome In thi step you can set a schedule for Integity Testing for Assured Recovery. If a schedule is not set testing should
% be marwsally tiggered. Assured Recovery properties may also be modified in this step. Wide the: defaddt values are
o Scenario Type sufficient for complete testing, scripts can be added and VS5 snapshots can also be enabled
o Scenatio Setup
of" Hostz
Y |
o Replica Configuration || =¥
o Fioot Diectosies =} ] Replica Integrity Testing for Assured Recovery cn
o Scenario Properties -] Scheduie ik Sel.
o Switchover Propetties =150 1. start DB
B Assured Recoveyy t@ Automatic on
Scenario Verification (2] user defined script Cff
Run Scenanio =t 2. Replica DB testing
- [&] Automatic on
(5] user defined seript Off
=152} 3. Actions on successful test (DB online)
- [&] User defined script off
=1l 4. Stop DB
| FE] automatic on
[5] user defined seript off
-E}% 5. Actions on successiul test (DB offline])
|--,E| Create Shadow Copy (¥35) OFf
[] wser defined seript Off
|
Scenario Wizard < Back Newt > Ers | Cancal |
o

12. Scenario Verification checks many different parameters between the master
and replica and servers to ensure a successful switchover. If any errors are
reported you cannot continue until they are resolved. To retry verification

click the Retry button. Once the scenario is verified successfully, click Next
to continue.
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Important! Although the software allows you to continue with warnings, it
is not recommended to do so. Resolve any warning situations before
continuing to ensure proper operation of the application.

£ New Scenario

Stepsz Scenano Yerification

(Wel:me I thnis shep the scenaio it vedfied o help entwe ploper operation. A enors must be resobved before conlinuing. 1t

2 i akso shongly recommended that all wamings be resobved, If continumg with wamings, ensune the polential mpact
of Scenaiio Type i fully understood. After making any recessan changss press the “Rein button to repeat the scenatio veriication.
of Scenario Setup Once verification is successful, press "Next” to continue,

o Hosts

of Mastes Configuration
+f Replica Conhguration  ||Scenario created and verified successfully.
of Root Diectories

o Scenario Properties
of Swilchover Properties
of Assued Recovery
Ip Scenaio Vesification
Run Scenano

[ Bewy | Moeino. |

cBack [T Wz Frish |  Cancel |
e

Scenario Wizard

13. The scenario configuration is now complete. Click the Run Now button to
start data synchronization or click Finish to run the scenario later.
Synchronization may take a while depending on database size and network
bandwidth between the master and replica. You will receive the following
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message in the Event window when synchronization is complete: Al
modifications during synchronization are replicated.

At this point, real-time replication is operational and the high availability
solution is installed and active.

£3 New Scenario x|
Steps Run Scenario
" Welcome The zcenano has been configured and iz ready to iun. Press "Run Mow' to start the scenano, Initial data
P synchecrization vall stait sutomatically alter pressing the "Fun Mow' bution. To iun the scenatio later, peess the
" Scenario Type "Frizh" bulton
" Scenario Selup
o Hosts B|
o Master Configuation (| Scenario "Oracle™ is ready to run
o Rool Deectoties
Product type: Avalablity
of Scenaio Proparties Server bype: :Td,
(5mmhw&¢ Replica Integrity Testing for Assured Recovery:  Enable
vy I8 . Replication mode: Ordine
( Scenario Venfication Perform switchover automatically: Cff
b Run Scenaio Run reverse replication scenario after switchover: On
B Master Rephca |
M oracke0] oradedr-5
Spocl size (ME) | Infinite Infirite
Spocipath | [INSTALLOIR jtmp] | [INSTALLDIR jtmg] |
| Rook Drectories Magping
F:forade/productf10.2.0fadminjord » | F:foradefproduct/10.2.0/adminjorcl
F-joradalproduct/10.2.0db_1/database | » | F:joracie/product/10.2.0/db,_1jdatabase
F:jorackejproduct/10.2.0oradatajord | » | Fijorackefproduct/10.2.0foradatajorc
3:flogsforc # | g:flogsfond
e |
<ok Feih | Coce |
A

Run the Scenario from Outside the Wizard

To run the scenario outside the wizard:

1. Select the Run button on the WANSync Manager tool bar or select Run from
the Tools menu.

2. Before initiating synchronization and replication, WANSyncHA verifies your
scenario configuration. When verification is complete, WANSync Manager
displays the message: Are you sure you want to run scenario

"scenario_name?" The top pane displays any warning and error messages
resulting from verification.
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Note: Scenario Verification checks many different parameters between the
master and replica and servers to ensure a successful switchover. If any
errors or warnings are reported you should not continue until they are
resolved.

3. Click OK to run the scenario. The Run screen is displayed:

Run x|

Eﬂ:‘} Wit Sunc will start replication after the
zynchronization process completes.

Synchronization method

" File Synchranization
* Block Synchionization

[ lgnore same sizedtime files

Skip Carizel

4. Leave the default values in the dialog box: the Block Synchronization
method with the Ignore Same Size/time Files option unchecked.

5. Click the Synchronize button. Synchronization may take a while, depending
on database size and network bandwidth between the master and replica.
You will receive the following message in the event window when the
synchronization is complete: All modifications during synchronization are
replicated.

At this point, real-time replication is operational and the high availability solution
is installed and active.
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Chapter 3: Switching Over and Switching

Back

Switchover

This chapter describes the switchover and switchback processes. After
completing synchronization, you can initiate switchover and switchback.

To initiate switchover:

1. Open WANSync Manager and select the desired scenario.

2. Click on the Perform Switchover button or select Perform Switchover from
the Tools menu.

@) x0soft WANSync Manager 4.0.61

Scenatio Edit Events Wiew Tools Help -

& 2@ 052 e B R w2 (@6

[Perform Switchower |F'|'liCEI| Wit

Scenario narme / I Etrors I Skakus

[» Dracle Runininig

Active

3. Click OK on the Perform Switchover confirmation window.

This procedure initiates a switchover from the master server to the replica
server. Detailed information about the switchover processes is located in the
Events pane during switchover.
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Important! After switchover completes the scenario stops. The only case in
which the scenario may continue to run after switchover is when automatic
reverse replication is turned on. For more information, see Automatic
Switchover and Reverse Replication.

) isolt WANYe Manager 4,051 HLIES
B L
abe: =
Sand By | Sart of ceplcation: ]
Start of statition gothering: 250750
e e )
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| £:fShir i | et L] 1
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I Isms . | Cuiré
e fid-a izsaE 1
= Last stion statistics: File
o full - fudr-a
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Eharers 1emmeed
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Fun

Switchback

To initiate switchback:

1.

Ensure that both master and replica servers are available on the network
and the WANSync service (XOsoft Engine) is running.

From WANSync Manager, choose the desired scenario.

Skip this step if the backward scenario is already running. If the backward
scenario is not running, select Run to start the scenario: WANSyncHA
detects that a switchover has occurred and prompts you that it is running a
backward scenario.

If resynchronization was required wait for it to complete. You will receive the
following message in the Event window: All modifications during
synchronization are replicated.

Click on the Perform Switchover button or select Perform Switchover from
the Tools menu and then click OK on the Perform Switchover confirmation
window.
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After switchback is completed, you can again run the scenario in its original
(forward) state. In order to avoid resynchronization after a successful
switchover, you can opt to use the Run Reverse Replication Scenario
Automatically option (see Automatic Switchover and Reverse Replication).

Switching Over and Switching Back 29



Switchback

30 WANSyncHA Oracle Server Operations Guide



Appendix A: WANSyncHA Tips

This chapter provides you with helpful information concerning the application.

Spool Settings

The WANSyncHA spool is a folder on disk where data to be replicated is backed
up (i.e., spooled) if bandwidth is not sufficient to transfer the amount of changes
in real-time. Data can spool due to temporary network disconnections, network
congestion, or simply because the network bandwidth is not sufficient to transfer
the amount of data changing over on the server.

In addition to storing changes waiting on available bandwidth, spool space is also
used as part of the normal synchronization process. Thus, some spool build up
during synchronization is normal.

Place the WANSyncHA spool folder on a drive with relatively low use such as a
dedicated volume or boot/system volume. Do not place the spool folder on a
volume containing frequently accessed system (OS), user, or application data.
Examples include volumes containing databases, shared files, or the system
pagefile. By default, the spool folder is located in the tmp folder under the
WANSyncHA installation directory. The spool parameters, located in the
properties tab (on both master and replica) or set with the New Scenario Wizard,
determines how much disk space is available for the spool. In most cases the
default values are sufficient. However, if you choose to change this value, it
should be at least 10% of the total dataset size. For example, if you are
replicating 50GB of data on a server you should ensure that at least 5GB of space
is available for spool. Please note that this space is not pre-allocated.

Important! If you change the spool location, please remember to remove the
new path from file level antivirus scans: both scheduled and real time.
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Recover Active Server

In certain circumstances, it may be necessary to forcibly make the master or
replica server the active server without completing the data synchronization
process. For example, if switchover occurred but no data was changed on the
replica server. In this case you may even have newer data on the master server
making it undesirable to synchronize data from the replica to the master server.
WANSyncHA allows for this option through a process called Recover Active
Server. To use this option, ensure that the scenario is stopped, and select
Recover Active Server from the Tools menu.

Important! While this option is the right choice in many situations, use it with
caution. If used improperly data loss can occur. Normally WANSyncHA will not
allow switchover from one host to another until all data is synchronized. It is
designed this way so users are not redirected to an out of date data set that then
overwrites what may be a more current data set. When using Recover Active
Server, WANSyncHA is forcing users to one server or the other with no regard
as to which server has the correct data set. Thus, as an administrator, you must
manually ensure that the server you are making active has the most up to date
data set.
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Recover Active Server is not available if you are using the Switch Computer
Name redirection method.

@) x0soft WANSync Manager 4.0.61

Scenario  Edit Events  Miew | Tools Help -

|er B & p|Eey| b an | ?

| %] Q Synchronize

SCenario Name s | Et @Q Restore Data
& Fxample Scenario
Reports g
E@ Perfornn Switchoyer

Eﬂ Stspend Is Alive Check

Recover Ackive Server

Skakickire ]

Bx0solt WANSyne Manager 40,61 =3
| Scenario Edt Events View Ipaks  Help

|65 B b |G R | 5 oA R 0 2 | B R

; P B H -
Seenarioname | B [ Pronerty
Iii d:- Recover Active Server W ﬁi
Currently. host srvll i1z active, host =rvl2 iz stand-by
To make ter or Replica active, press the corresponding button below
Property . | vahse Propetty | value
=1[3] Master (activey ® srvil 1 [2] Replica (Stand-by) SvDE
:tl‘.a SurHmary :%I@ System Information
=1l Netweork traffic direction (1) %0soft Engine LogOn acc...
L[] DMs Poinks to Master %@ Network Conliguration
31% System Information
Ffjﬁ X0soft Engine LogOn acc...
7'& Metwork Configuration
| sl | |
HMHMMW_I Make Bepbca Active J Cancel I
]

Select either Make Master Active or Make Replica Active depending onto which
server you want to force the active role.
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Read Only Web GUI

Important! If a legitimate switchover in a disaster situation occurs and users
are redirected to the replica server for any period of time, it is important to
replicate all changes on the replica back to the master before making the master
server active. Using Recover Active Server in such a situation results in loss of
data.

Read Only Web GUI

The primary WANSync Manager may only be used by one Administrator at a
time. Opening the GUI locks it for the current user making simultaneous use
impossible. This is required to prevent conflicts. To allow simultaneous
monitoring by any number of administrators WANSyncHA also offers a read only
Web GUL.

To access the Web GUI:

Open your browser to http://masterservername:25000.

2. Enter a user account and password with administrative permissions on the
master server.

QBack LRI e |_"| |:] If | | Search 1f?-Fa'w:|rites {-’fﬁ | [ s
Address @ http: /fsrv01: 25000

User name:; I ﬁ exampleladminiskr akor ;I

Password Required

Password: I sssssnses

[ Remember my password

| Ok I Cancel
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http://masterservername:25000
http://masterservername:25000
http://masterservername:25000

Read Only Web GUI

Important! There is no need to refresh the browser; the GUI refreshes
automatically. You can monitor all parameters, statistics, and events from

this window.

T W ANSpne Manitar - Mecrosalt indernet Explorer

Fle Edt Yew Fgeortes Joos  Help
Qback = - [x] 7] 4| ) Sewch Favorkes € | (0- L 3
Aeress ] hitpe s 250001

) x0soft WANSync 4.0.61 X OS oft’

Ingr Kigr Wadeina

=g

Satetics | Sevtchover | Propertes - | Dwectones |

| Scenarios | | Fesplcation Tree |
|
y E irpde i =1 [ [, Z5000] Stake: Aurong =
4 Exirply Semnaria ﬁtﬂ‘tmﬁllm Start of replcation: !giilg
shatistics gathering: 12:19:1
Started by:
Wersion: 40061
Spool space:
S | % of threshold |
Deytes | 0% of 1.00GH ]
Dwiline file chy per rook directory:
| | Sem | Changed | Removed | Benamed I
CifTooks | Dfytes ] 1o 8 I
Tramslerred bytes o Replicos:
| | S | Eurreck Fils | |
sz [1z.038 ] | | .
Larsk synehromization statistics: File Symcheonization
s wrvill - gPeZ =
|
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Appendix B: Automatic Switchover and
Reverse Replication

This chapter describes the automatic (triggered) switchover and automatic
reverse replication processes.

Automatic Switchover

Triggered (automatic) switchover is identical to manual switchover performed by
the administrator. Automatic switchover is triggered by a resource failure on the
master server rather than by an administrator manually initiating the switchover
by clicking the Perform Switchover button. Server ping response, application
service status, and database connectivity are monitored. The timeout
parameters are configurable and are more extensively covered in the WANSync
User Guide.

Automatic Reverse Replication

When this feature is off, to start reverse replication after a switchover has
occurred, click the Run button. The benefit to this feature is, if both the master
and replica servers were online and connected during switchover,
resynchronization in the reverse direction is not required. Resynchronization
involves comparing the data on the master and replica servers to determine
which changes to transfer before real-time replication starts; this can take some
time. If automatic reverse replication is turned on, and both servers were online
during switchover, replication is reversed without the need for
resynchronization. This is the one situation in which resynchronization is not
required.
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Best Practice

It is not recommended to set both of these options to automatic in a production
environment. While these options are individually beneficial it is best practice to
set only one or the other to automatic. The reason for this recommendation is
that automatic switchover allows WANSyncHA to trigger a switchover, after a
failure is detected, without administrative involvement. If automatic reverse
replication is also on, WANSyncHA may start to overwrite data on the failed
production server before an administrator is able to access the failure situation.
Overwriting data on a failed server before an administrator can access the
situation may have undesirable consequences. Due to this possibility, setting
both options to automatic is not recommended. Please choose either one or the
other depending on what best fits your requirements. When only one option is
used at a time these settings can be very beneficial and may be used safely.
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Appendix C: Move IP Redirection

This section describes how to add Move IP redirection to a high availability
scenario. Use this method only when both servers are on the same IP subnet.
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Move IP on the Master Server

Before configuring the scenario, add an additional IP address to the master host,

(which is denoted as WS-IP in the following steps). If you have already

configured your scenario go ahead and add this IP address; special steps for this
situation are listed below. This new IP address is used for WANSync internal
communication and replication. This is necessary since the current production IP

address is not available on the master after switchover -- it switches to the

replica server.

Note that in the following screen shot, the WS-IP IP address is 192.168.220.23

and the current production server IP address is 192.268.220.111.

_i_ Local Arca Connection Projerties L 2]

Internet Protocol (TCR/IP) Properties

74 dvanced TOP/IP Settings

ve 1P Settings |ons | wins | options |

:I;- ~IP addresses
[%' IP address | Subnet mask
o 192.168,220.111 255.255,255.0
S| K| e

ook TS 21
192,168,220, [P address: | 192 . 168 . 220, 23
Subrist mask: | 255 .255 .255 . O
| Add I Cancel l
—Iv¥ Automatic metric
Intertace metric r—
oK cancel |
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Move IP on the WANSync Manager

This subsection details Move IP redirection on the WANSync Manager.

For New Scenarios

To implement Move IP with new scenarios:

During the initial run of the Wizard, enter the WS-IP and replica IP addresses
instead of the server names.

-f‘:.« New Scenario 5'
Steps Master and Replica hosts
Enter the hostnane or IP address for both the Master and Replica hosts, Master refers to the production server and
" Welcome : e ALl " duction-
N Replica refers to the standby server. [f the scenanio will involve more than one replica, press the "Finish" button to
hf" Scenario Type continue configuration manually.
ki’ Scenario Setup
¢ Hosts

t azter Configuration
Replica Configuration

g Scenario name l Oracle Server WS4IP

Root Directories
Scenario Properties /
Switchover Properties

P EF  Master HostnamedIP I192.158.22D.23 |

Azzured Recovery
Scenario Yerification

Run Scenario

G ReplicaHostname/P |192.168.220.24 '\ |

Replica Server IP
Address

Scenario Wizard

Firizh Cancel
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For Existing Scenarios

To implement move IP with existing scenarios:

1. If the Hosts pane is in Graphical View switch to Replication Tree view by
clicking the left button in the top right corner of the pane.

Hosts - iGraphical Yiew J E=8 ]
baster /Eeglica

Hosts - Replication Tree = M

Hosks I

iﬁ’éwz.laa.zzn.za
192,168.220,24

2. Right click on the master host name and choose Rename. Then enter the
WS-IP address.

3. Select the Switchover tab and then select the replica server as the
switchover host.

4. Set the Move IP option to On. Ensure that the IP address under Move IP,
IP/Mask matches the production server IP address: this is the IP address
that will switch over. If you are moving more than one IP address you can
add multiple production IP addresses by selecting Click here to add new

IP/Mask.
Hosts - Replication Tree r?-ﬁ
Hosts Property I Walue
7 Liioz1es.200.23 =11 switchover
192.168.220.24 ] E| Switchover host name 192.168.220.24
— Perform switchover automatically OFf
—|i2| Run reverse replication scenario after switchowver OFf
=&} Hosts
— Master Fully qualified name SR04
Replica fully qualified name SRMOS
[—} Metwork Traffic Redirection
Mowve IP on
— IPTask. 192,168,220,111 , 255,255.255.0
Add IP/Mask, .. Click. here to add new IP/Mask,
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