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Chapter 1. Getting Started

Microsoft Exchange Server is the leading messaging platform for enterprises.
Due to its high scalability and performance, Exchange Server has been widely
deployed as a mission-critical system supporting thousands of users.

CA XOsoftHA Exchange is a Microsoft Exchange High Availability solution,
based on asynchronous real-time replication and automated application
switchover and switchback. It is aimed at providing cost-effective business
continuity for Microsoft Exchange on 32 and 64 bit Windows servers, as well as
Microsoft clusters.

About This Guide

This document describes how to implement a High Availability solution for
Microsoft Exchange Server using CA XOsoftHA. Please review each procedure
before starting, to ensure you have the appropriate resources and permissions
to carry it out.

Related Documentation

Use this Guide along with CA XOsoft r12 Installation Guide and CA XOsoft r12
User Guide.
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Requirements

Requirements

To implement High Availability procedures using CA XOsoftHA Exchange
Server, you need to have the following configurations:

Exchange Server Configuration

®  Two servers running Windows Server 2000 or 2003.

B An instance of Microsoft Exchange Server installed on each server. Both
instances should have the same Exchange edition and version.

®  Both servers should have identical service packs and hot fixes.

®  [For Exchange 2007 only] Both servers should have Mailbox role installed.
If the Master and Replica servers are located on different sites, and there
is only one Exchange server on the Replica site, both servers (Master and
Replica) should have identical Exchange Server roles.

®  [For Exchange 2007 only] Both servers should have identical PowerShell
version.

m  Both servers should reside in the same Active Directory forest.

®  [For Exchange 2000/2003] Both servers should have the same Exchange
Administrative Group.

®  No participating server can be a domain controller or DNS server.

HA Log On Account

The CA XOsoftHA Engine service logon account must meet all the following
account conditions:

®  Must be a member of the Domain Admins group.
®  Must be an Exchange Administrator.

®  Must be a member of the Administrators Group on the Local machine.

Important! If your company's security policy requires more granular
permissions than described, contact Technical Support to receive detailed
instructions on the permissions required.

Redirection Method

You should decide in advance which redirection method will be used when a
switchover is performed. The preferred method is DNS redirection and it will
work in all network configurations (LAN and WAN). In DNS redirection, upon
failure of the Master server, the CA XOsoftHA running on the Replica server
modifies the appropriate DNS A-records, so that references to the named
Exchange Server will resolve to the Replica rather than the Master.
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Getting Started

About Clusters

Note: There is another redirection method available — Move IP — which can
be applied only when both servers are on the same IP subnet. For more
information about this method, refer to IP Redirection page 39, and to CA
XOsoft User Guide.

With CA XOsoftHA, working with clusters is nearly identical to working with
stand-alone servers. Simply enter the "Exchange Virtual Server Name" as the
Master or Replica server name where appropriate.

On Exchange 2007, CA XOsoftHA supports LCR deployments. No additional
configurations are required.

Note: On Exchange 2007, CCR deployments are not supported.

Installing CA XOsoftHA

Note: For detailed information about installing and upgrading CA XOsoftHA,
refer to CA XOsoft r12 Installation Guide.

Installing CA XOsoft components for the first time is very straightforward. The
installation package, which is downloaded from the CA XOsoft Web site,
contains an installation file called Setup.exe. This Setup.exe runs a standard
installation wizard that guides you through the installation.

®  This installation does not require a reboot or application shutdown.

®  During installation and configuration of CA XOsoftHA, Exchange Server on
the Master (production) server can continue working without any
interruption.

Standard prompts facilitate the installation. Your only major decision is on
which servers to install the different components:

®  |nstall CA XOsoft Control Service on a computer that is used to monitor
and manage all CA XOsoft scenarios.

m  |nstall CA XOsoft Engine on both the Master and Replica servers.
The user who installs CA XOsoft components must have Local Administrative
privileges or be a member of Local Administrators Group. In addition:

® A Windows user account running the CA XOsoft Control Service requires
Read-Write permission to the installation directory.

®  The service log on account for the CA XOsoft Engine requires Read-Write
permission to the installation directory.

The default installation directory is: [INSTALLDIR]\component_names.
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Logging In to the Management Center

Logging In to the Management Center

CA XOsoft Management Center and Manager do not require any component or
application installed in advance. It is based on a one-click-installation
procedure that can be performed from any workstation that has a network
connection and a Web browser. To log in, you will need your:

B Hostname/IP Address and Port Number of the server where the Control
Service is installed.

B User Name, Password and Domain

To open CA XOsoft Manager:

1. Open Internet Explorer. On the Address box, enter the Control Service
Host Name/IP Address and Port Number as follows:
http://host_name:port_no/start_page.aspx

Notes:

= If you are opening the Management Center from the machine where
the Control Service is installed, you can use the default parameters:
http://localhost:8088/start_page.aspx

»  If you selected the SSL Configuration option during the installation of
the Control Service, when you open the Overview page, you need to
use the hostname of the Control Service machine (instead of its IP
Address). Enter the Control Service Host Name and Port No. as
follows:
https://host_name:port_no/start_page.aspx

The Login dialog appears:

CA XOsoft Replication
and High Availability

User Name:
Password:

Domain:
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2. Enter your User Name, Password and Domain and click Log In.

The Overview page appears:

~
CA XCsoft Replication and High Availability
Login® ‘borsa? Mo seenario was defined. Use ‘Scenario Mansgement’ to configure the system.
ET——T —yT
Total Scenarios L] Ma Dats to Displ Mo HA Sca ng
o 2 |[Scananic Monagerv - 4o Oata to Diaplay o Ha Sea ng | Mo
S Cick 1o manage Scenarios Running Scenarics L]
Scenarios Stopped by Emor L]
Rupoat Center Scenarios Sopped by User []
\. Chck to opan the Repart Cantar Scanarios Stopped for Switchover []
e Seananes Fandy for ML []
LA XOvolt Vel Site -
. " Running Assured Recovery Tests 0
Chick CA XOwoht Web Sad
Sl 4BSHE Suspanded Repicas 0
@, i Scananios in Unknown State []
NS | Chck to open the Oniina Haip Errors (]
Warnings [
o Abou
Chck 10 open the About windsw it e——————————
Hosts
Mame  [Engine Runming |
Recent Critical Events

3. On the Quick Start toolbar on left, click the Scenario Management
option.

A progress bar appears, indicating that the Manager component is
currently installed on the local machine.

4. Once the Manager installation is completed, the Manager appears:
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Exploring CA XOsoft Manager Screen

Exploring CA XOsoft Manager Screen

Standard
toolbar

1,5 o 00 e e 0 B

Scenario
pane

After logging in to the application, CA XOsoft Manager is displayed, enabling
you to access all the Manager menus, toolbar functions and panes.

Unless a scenario exists, most of the user areas are blank. The following
screen displays a Manager with active scenarios in it:

Viewing toolbar Framework pane

Scwuns Bt Events View Toole Help

B Scenario view| F3 €07 view [B] Snapsber view (55 Ramote installer Monitor %8 Hast Maistenince Mositas %
i RO W Fropares
Sernare Fropertirs -
Pucpety Value

wlfiGeneral

) Hapteation

0 Event Notification
# @ Report Handling

Event
pane

= B2 168020 | UBes Cbres ] Gl
L REra T Uiten e g Ul

[Farie -8
-

[E 53 PN ssing Flepkcat iz
i B M Poging Repicetion

MOLS i S1Fe Sanve L0068 61154 PH Pastng Repkcation raoot crested & D3/T4/08 130000 %2 Recots
mMooss 4 o llFie S B0 15PN P TR irperts
MOLS i S1Fie Sanve W10 51151 PH Pasing Repkcation raoot crested & D3/T4/08 180000 %2 Regots
mMocss 4 o llFie Server DL PH P R0 irperts
1400605 4 o 1Fle Server 242008 41201 PH Posting Repication report created at T/04/08 17.00-0% 20 Repots
mMocss 4 o llFie Server D00 41152 PH Pasting Revikcation oo cosated ot T2/04/08 17.00.00 % Revorts
1MD0E05 4w 1Fle Server 242008 41151 PH Posting Repication report created at T/04/08 16555 20 Repots
M00e0s & v 1l i Sarwe Ba00 31152 PM Peatrg Fapheataon mpeat crmated ¢ T3/ 0408 16 00 0032 Reperts.
MO0S0S 4 ric iFie Server 12008 11151 PN Posting Mepication recor created at T/0/08 160000 20 Reports
M00e0s & v 1l i Sarwe B0 15PN Peatrg Fapheataon mpeat crmated ¢ T3/0408 1500 0032 Reperts
10305 4 rio ilFie Sorver Baa208 21182 PN Pastng epleation o cwated ® U148 150000 12 Beoons
s [ wilFim S TR 11157 P TR W |
Events | Scemario Valkiason Aesus

Note: Some of the panes and options are visible and enabled only with the
appropriate product license.
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Chapter 2: Creating and Using High
Avalilablility Scenario

This chapter describes how to create and configure HA scenario for Exchange
Server, and how to run and stop it.

Create a New HA Scenario

A High Availability scenario incorporates all the functionality and workflow of a
Disaster Recovery replication scenario, but it adds three important new
elements: pre-run verification, monitoring of the Master and the application
running on it, and the switchover process itself.

The High Availability scenario is created and configured using a step-by-step
wizard. Each wizard page either shows you the process that CA XOsoft will
perform, or asks you to define your required configuration.

Note: There are many properties — of the scenario, Master, Replica and
switchover - that you can configure through the wizard, or after you close it.
These properties are not discussed at length in this Operation Guide. If you
want to change the default settings of these properties, refer to CA XOsoft r12
User Guide.

To create a new HA scenario

1. Open the CA XOsoft Manager. Then, select from the Scenario menu the
#
New option, or click the New &l button on the Standard toolbar.

The Scenario Creation Wizard appears:

Welcome to the New Scenario Wizard
- XOsoft Manager

This wizard wil help you crests & new sosnario, sther from soratch or using @ predsfined template. f may aiso be used to creats
new templates. When the scenario creation is finished, you will be able to nun the scenario

To ext the wizard and continuz corfiguration manually from any step, click the Finish button
Welcome

Product Type
Scenario Setup.
Scenario Verification
Run Scenario

@ Create a New Scenario

O Create a New Template

Assigna Scenario Group (select existing ane o enter a new group name)

HA Scenarios >
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Creating and Using High Availability Scenario

2. Select the required scenario options, as follows:
s  Select the Create a New Scenario option button.

s From the Group drop-down list, select the group to which you want to
assign the new scenario, or enter a name for a new scenario group.

3. Click Next. The Select Server and Product Type page appears:

@ Scenario Creation Wizard @

Select Server and Product Ty
XOsoft Manager et i i

Select one of the licensed server and product types listed below, and the required task. If the desired option is not listed,
do one of the following

f you have an approprats license key, exit the wizard by clicking Cancsl, and select from the Help menu the Register
option

‘Welcome
Product Type Select Server Type
Scenario Seb
HRE File Server
Scenario Venfication
Run Scenario & Oracls
ﬁ SGL Server
SRS 115 Server

Select Product Type
() Disaster Recovery Scenario (basic)
(® High Avallability Scenano

Tasks on Replica
@ None
O Integrity Testing for Assured Recovery
) ARCserve Backup

[ Collect deleted email tems in COP Repository

[ Back || Nea ] Fish ][ Coal |

A list of available applications and scenario types are presented.

Note: The list of available applications depends on the licenses applied.
Select the required scenario options, as follows:

m  From the Select Server Type list, select MS Exchange.

s From the Select Product Type options, select High Availability
Scenario.

m  [Optional - a license is needed] From the Tasks on Replica options,
select the tasks you want to implement in this scenario.

Notes:

s To learn more about Integrity Testing for Assured Recovery and about
the CDP Repository, see CA XOsoft r12 User Guide.

= To learn more about ARCserve Backup and CA XOsoft r12 integration
see the CA ARCserve Backup for Windows CA XOsoft Integration Guide.
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Create a New HA Scenario

4. Click Next. The Master and Replica Hosts page is displayed:

@ Scenario Creation Wizard g]

Master and Replica Hosts
XOsoft Manager
Enterthe hostname or IP address for both the Master (source) and Replica farget) hosts.
¥f the scenano will involve mars than one Replica, add one Replica now, and manually add the other Replicas in the
Scenario pane once you completed the wizard steps.
4 Welcome
4 Product Type
% Scenario Setup Scenario Name: | M5 Exchange HA
P Hosts
; : p—
CA ¥Dsoft Engine Verfication Master Hostname/IPiPort [ |[ 25000] (. ]
Master Corfiguration -
Scainaiio Propaiies Replica HostmamellPPort | |[ 25000] (]
Hosts Propertiss
Switchover Properties

Scenario Verification
Run Scenario Verify CA XOscft Engine on Hosts

5. Enter the following information:

In the Scenario Name box — accept the default name or enter a new
name for the scenario. When entering a name, choose a unique name,
since you cannot use the same name for more than one scenario.

In the Master and Replica Hostname/IP boxes - enter the
hostname or IP address of the Master (source) and Replica (target)
servers, or use the Browse buttons to find them.

Important! The Replica server you enter here is the only Replica server
that can participate in the switchover process. Even if you will later add to
the scenario additional Replica servers, they will not be able to become the
active server after a switchover.

Notes:

If either server is a MSCS cluster, enter the Exchange Virtual Server
Name or IP address as the Master and/or Replica name (instead of the
physical node's name/IP).

If you want to include more than one Replica in the scenario, after you
finish the scenario creation, manually enter the other Replicas in the
Scenario pane.

In the Port boxes - accept the default port number or enter a new
number.

The Verify CA XOsoft Engine on Hosts check box - select this check
box if you want the system to verify whether Engines are installed and
running on the Master and Replica hosts you specified in this page. If
Engines are not installed on the selected hosts, you can use this option
to remotely install the Engines on one or both hosts. For more
information about the Host Verification page, see CA XOsoft r12 User
Guide.

Creating and Using High Availability Scenario 13



Creating and Using High Availability Scenario

6. Click Next. The Master Configuration page appears:

@) Scenario Creation Wizard

Master Configurati
XOsoft Manager & ; i

Auto-discovery result for MS Exchange Server on host 172.16.85.2 are listed below. By default all databases will be
replicated. To remove specific databases from replication uncheck the comesponding check box.

+ Welcome
V- Emdactibme Database Full Path
% Scenario Setup W =¥ Micresoft Exchange Server
& Hosts 3 £ QASEW2KEX]
P Master Corfiguration F =5 InformationStore
oo Pt = =8 First Storage Group
& Log File Path 3 C:/Program Files/Exchsrvr/mdbdata
Hosts Properties B System Path [ C:/Program FilesiExchsrer/mdbdata
Switchover Properties =) Mailbox Store (QASS-W2K3-_
Scenario Verification £} EDE File Path [E] Cu/Program Files/Exchsrvr/mdbdata/priv].edb
Run S io &) STM File Path [E] C:/Program Files/Exchsrvr/mdbdata/privl.stm
=18 Public Folder Store [QAS5- .
{5} EDE File Path [ C:/Program Files/Exchervr/mdbdata/publ edb
£) STM File Path [B] Cu/Program Files/Exchsrvr/mdbdata/pub.stm

The CA XOsoft auto-discovery component automatically displays the
Exchange databases that are on the Master server. These are the
databases that can be replicated and protected.

7. By default, all the discovered databases are selected and all will be
replicated. You can exclude any of these storage groups from replication
by clearing their check boxes.

8. Click Next. The Replica Configuration page appears:

@ Scenario Creation Wizard lzl

Replica 172.16.95.3 Configuration
a XOsoft Manager
d Master and Replica MS Exchange Storage Groups must be idertical. MS Exchange on the Replica will be automatically
configured according to the Master's sattings

+ Welcome
+ Product Type IMaster - | Replica Action
+ Scenario Setup 5§ QA5 W2K3-EX1 (Master) = BOABWAGEQRepica) |8

" Hosts =4 First Storage Group =4¥First Storage Group ~ Keep i

« Master Configuration (8 Mailbox Store {JAIS-W2KIEXT) (@ Mailbox Stare (3... Keep

[PaPublic Folder Store {QAS5-W2K... [PaPublic Folder Stor... Keep

P Replica Configuration

Scenario Properies

Hosts Properties

Switchover Properties
Scenano Verification
Run Scenario

Master and Replica Exchange configurations are identical.

I I | T T
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Create a New HA Scenario

CA XOsoft auto-configuration component verifies that the Exchange Server
configuration on Master and Replica servers will be identical during the
replication procedure. This means that if there are discrepancies, CA
XOsoft will perform the required actions, including: deleting storage
groups, public folders or mailbox stores from the Replica, create new ones
and make modifications to existing ones. The actions that will be
performed during the configuration process are indicated in the Action

column on the right.

Note: The actions that can be performed in the auto-configuration process

are as follows:

= Create - a new, storage group, public folder or mailbox store will be

created.

m  Keep - the existing storage items will remain the same.

= Remove - the existing storage items store will be deleted.

m  Update - the existing storage items will remain, but its location will be

changed

9. Review the changes that will occur during the automatic configuration on
the Replica Exchange Server, and make sure you want them to be

performed.

Note: If a Remove action is indicated, make sure that you are ready to
delete the specified storage item since it does not have an automatic
backup. If you want to save it in a different location before deletion, click
the Finish button to exit the wizard.

10. Click Next to start the Replica configuration process. The Scenario
Properties page appears:

®) Scenario Creation Wizard

XOsoft Manager

Scenario Properties

+ Welcome
" Product Type
% Scenario Setup
+ Hosts
4 Master Corfiguration
B Scenano Properties
Hosts Properties
Switchover Properties
Scenario Verification
Run Scenario

The scenario properties are configured here. You can also corfigures these properties after the completion of the wizand
steps.

The recommended default values are already listed. Before changing these values, please refer to the CA XOsoft r12 User
Guide.

Property Value

28] General

Rep\lcallun
B Event Notification
"_+'J Report Handling

[ Beex

[ Nex ][ Fnsh ][ o )

The Scenario Properties page enables you to configure the scenario
properties that affect the entire scenario. Typically, the default values are

sufficient.

Creating and Using High Availability Scenario 15



Creating and Using High Availability Scenario

Note: You can modify all settings in this pane after the scenario is created,
using the Properties tab in the Framework pane.

11. Click Next. The Master and Replica Properties page appears:

@) Scenario Creation Wizard

Master and Replica Properties
. XOsoft Manager
The Master and Replica properties are configured here. You can also cortigure these propetties after the completion of the

wizard steps
The recemmended default values are already listed. Befors changing these values, please referto the CA XDsoft r12 User Guide

+ Welcome
+ Product Type Master Properties Value Replica Properties Value
W ocenang Setn 58] Host Connection B8 Host Connection
o Hesls =& Replication &) Replication
& Master Configuration &) Spool #E) Spool
& Scenano Properiss #E) Event Notification ®E) Recovery
P Hests Froperties B8 Reports BE) Scheduled Tasks
S P ®E) Event Notification
Scenario Verification E= Reports

Run Scenario

The Master and Replica Properties page enables you to configure the
properties that are related to either the Master or Replica host. Typically,
the default values are sufficient.

Note: You can modify all settings in this pane after the scenario is
created, using the Properties tab in the Framework pane. However, before
changing any Spool properties (which can be configured here), review the
following Spool Settings info for configuration details:

»  Spool Settings

The CA XOsoft spool is a folder on disk where data to be replicated is
temporarily stored (that is, spooled). The spool parameters, located in
the Properties tab (on both Master and Replica) or set with the
Scenario Creation Wizard, determines how much disk space is
available for the spool. In most cases the default values are sufficient.
However, if you choose to change this value, it should be at least 10%
of the total dataset size.

Important! We advise you against configuring the spool directory on an
Exchange database or log file drive. Using a dedicated volume for the
spool folder can increase performance under high load. If you change the
spool location, remember to remove the new path from file level antivirus
scans: both scheduled and real time.
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Create a New HA Scenario

12. Once you are satisfied with the Master and Replica properties, click Next.

The Switchover Properties page appears:

@ Scenario Creation Wizard gl
XOsoft Manager R
Switchover properties will be corfigured in this step. The recommended defaut values are isted below, Refertathe User Guide
before modifying the cumrent settings.
+ Welcome
¥ Product Type Property Valus
Ve Scermno et =8 Switchover
¥ Hosts =8 Hosts
+ Master Corfiguration Bl Network Traffic Redirection
« Scenario Propertiss @8 s Alive
« Hosts Propertics =8 DB Management
P Switchover Propeties | ®Bl) Action upon Success
Scenario Verification
Run Scenario

[ Bk | Nei J( Fmsh || God |

The Switchover Properties page allows you to modify switchover
parameters. As with the prior steps, no changes are required.

Notes:

= You can modify all settings in this pane after the scenario is created,
using the High Availability Properties tab in the Framework pane.

= |f you plan to use automatic switchover, note that the Is alive
timeout (sec) setting controls how long to wait after a failure is
detected before triggering a switchover.

13. Click Next. The Switchover and Reverse Replication Initiation page

appears:
@ Scenario Creation Wizard @
Switchover and Reverse Replication Initiation
. XOsoft Manager
The properties below control autematic switchover and automatic reverse replication
4 Welcome
4 Product Type
4 Scenario Setup Switchover Initiation
% Hosts A switchover can be initiated automatically f the Master server is down or database failure detected. It can also be
. manually initiated by the administrator. In both cases, a notification message is provided when a failurs is detected
% Master Configuration
" Scenario Properties
) Switchover automatically

4 Hosts Properties

P Switchover Properties
Scenario Verification
Run Scenario

(O Switchover manually

Reverse Replication Initiation
After a switchover, the scenano stops. Then, replication in the reverse direction can be initiated, either automatically

or manually

O Start automatically

O Start manually

It is not recommended to set both of these options to automatic in a production environmert.

FEinish Cancel
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Creating and Using High Availability Scenario

The Switchover and Reverse Replication Initiation page enables you
to define how the switchover and the reverse (backward) replication
scenario will be initiated: either automatically by CA XOsoftHA, or
manually by you once a failure is detected and reported.

Note: Automatic Switchover and Reverse Replication Scenario

Automatic switchover is in all ways identical to manual switchover
performed by the administrator. Automatic switchover is triggered by a
resource failure on the Master server rather than by an administrator who
manually initiates the switchover. Server ping response, application
service status and database connectivity are routinely tested. The timeout
parameters are configurable.

When Reverse Replication Initiation is set to Start automatically, CA
XOsoftHA will automatically run a reverse scenario during switchover —
thus saving the need for a resynchronization when running the "backward
scenario. Note that the reverse scenario can only run automatically if the
Master server was online during switchover.

14. For each switchover property, select one of the available options:
m  Switchover: either automatically or manually.
m  Reverse Replication: either automatically or manually.

Important! We advise you against setting both of these options to
automatic in a production environment. While these options are
individually beneficial, it is best practice to set only one of these options to
automatic.

15. Click Next. A notification message appears informing you that CA
XOsoftHA verifies the validity of the new scenario and checks many
different parameters between the Master and Replica servers to ensure a
successful switchover.

16. Once the verification is completed, the Scenario Verification page

appears:
@ Scenario Creation Wizard E|
Scenario Verfication

XOsoft Manager X I .
The system automatically verfies the scenarnio settings to help ensure proper operation.
Arty erors must be resalved before continuing. |t is also strongly recommended that all wamings be resolved. f continuing
with waming, ensure their potertial impact is fully understood. After making any necessary changes, click Retry to repeat
the scenano verfication

+ Welcome ‘

W Prodictivpe WARNING: Exchange Server on 'Stand-by' host 172.16.85.3. Some of its Publi:

g ¥

«" Scenario Setup
& Hosts
% Master Corfiguration

Scenario created and verified successfully.

4 Scenano Properties

" Hosts Properties

" Switchover Properties
P Scenario Verification
Run Scenario

|~

>

Back ] Next Finish Cancel
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Create a New HA Scenario

If the scenario was not set up correctly, or problems occurred in the
participating hosts or the connection between the CA XOsoft components,
the Scenario Verification page lists all the errors and warnings detected.

If any errors are displayed, you cannot run the scenario. These errors

must be corrected before you can start the synchronization, replication

and HA processes.

If only warnings are displayed, you can run the scenario by clicking the

Run button. However, it is important that you consider the warning
carefully since they indicate conditions that are known to potentially
cause problems with replication or switchover.

17. If errors or warnings are displayed, two additional buttons appear on the

page:

Retry — click this button to repeat the verification process.

More Info — click this button to open the Verification Results dialog,

which provides you additional information about the participating

hosts:

@) Verification Results

<

Scenario created and verified successfully.

[WARNING: Exchange Server on 'Stand-by' host 172.16.95.3. Some of its Public Stores are Home Public Stores fo

¥

| Fropery

=& Network traffic direction
Elons
[2] Bxchange
=| Security attributes
[ Exchange Maiboxes
# ) System Information
# @ CA XOsoft Engine LogOn._.
# @) Network Configuration

Pairts to Master
Up

Camect

Assigned to Master

3 Exchange Server properties Managed by CA XOsoft Engine

Vaiue [

= B Repiica (Stand-by) 172.16.953
=3 Summary = Summary

Value

Property

Down (Semvice 'SMTPSVC is stopped.)
Cormect

&[] Bxchangs
[=] Securty attributes
) System Information
&) CA XOsoft Engine LogOn...
@ Network Configuration
# @) Exchange Server properties Managed by CA XOsoft Engine

|

Cancel

The Verification Results dialog is intended to help you resolve any
issues encountered in running the product. You can also contact
Technical Support for further assistance.

18. When the scenario is verified successfully, click Next to continue.
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The Scenario Run page appears:

pation Wizard

Seenano Fun
m.m'“""" The h rhigurmd and i Fress Fun Mo t0 stnn the scenans inial data synchmeisation wil stant atemeonealy afier
ressng the Run Now buion. T nur soenea lster press the Frush buson,
" Welcome
+ Pmduct Type
W Scenano Setup Scenario 'MS Exchange HA' is ready to run
« Hosls
' Maser Corfiguemsion Product fype HA
W Scenany Propenies Server ype Exchange
" Hosls Propedies
PR Intugrity Testing lor Assured Rocomery oa
w Scenanc Vendh made Onling
P Hun Scenaric
Master
Hame 17218882 |
Epacd size (ME) Infinits
Epood path [INETALLDIRAmpispool} I
Ruptca |
Hame 17218953 |
Epaod gizo (MB) Infindn |
Epaod path [METALLRIRAmplspact]
Mastor Root Directories Replica Root Directories.
o program fles exchar mdbdata © program files exchsn mdbdata

19. The scenario configuration is now completed and you are prompted to run
it. Running the scenario starts the data synchronization process, following
by replication and Is Alive checks.

»  To finish the scenario creation and run it later, select Finish.
= To run the scenario now, click Run Now.

20. The synchronization process starts. Synchronization may take a while
depending on database size and network bandwidth between the Master
and Replica. You will receive the following message in the Event pane
when synchronization is complete: All modifications during
synchronization are replicated.

From this point, real-time replication occurs and the High Availability
solution is active:

Seme fde femts Ve Tash Hele

EEES D EL N Bk BAE Y

L semmars viem | 1) cOP vim ] Semcuset v 5 hemate datates Messtst By ot mmstonics Master

)
Sepi =]
i»\. Wl B8 2008 ILIT A Bt szt £ e et e s s
Sgrehcard
4 Syhcan =176 /Y008 15368 PM Service SMTPSVE b in marsal mode. § will b 1 mbomatically
iw =176 - el Semrvace MU wchangeM TA i 0 marusl mode. 8 i be n adomatcly
Sgricar SR (B2/7/2008 15257 P IR rurre——
4 St
Awm WS Erctarge s 2152008 151, 0e P =
4 Soghoant
4 Sgrhcan mIRIEET 52 v al
Wik ey B ey |

20 CA XOsoftHA Exchange 200x Operations Guide



Create a New HA Scenario

21. By default, once a synchronization occurs a Synchronization Report is
generated:

CA XOsoft r12 Report Center

CA XOsoft High Availability

SYNCHRONIZATION REPORT

Synchronization mode BlockSynchronization (include files with the =ame size and medification time)
Scenario MS Exchange HA
Master host 172.16.95.2(1)
Replica host 172.16.95.3(2)
Scenario start time 20-Feb-08 17:58:36
Report start time 20-Feb-08 18:00:28
Report finish time 20-Feb-08 18:00:41
Summary:
Total number of files modified 10

Total number of bytes changed 33.04MB

Note: For more information about viewing reports, refer to Viewing a
Report, page 26.
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Start a Scenario

After you create a scenario, you need to run it to start the replication process
and activate the High Availability solution. Normally, before data changes on
the Master will begin to be replicated on the Replica, the Master and the
Replica need to be synchronized. Therefore, the first step in initiating a
replication is synchronizing the Master and Replica servers. After the servers
have been synchronized, an online replication starts automatically,
continuously updating the Replica with all of the changes that occur on the
Master, and Is Alive checks are regularly performed.

To start a scenario

1. From the Scenario pane, select the scenario you want to run.

2. To run the scenario, click the Run b button on the Standard toolbar:

@) CAXOsoftManager 130.119.186.172:8088

Scenario  Edit Events View Tools Help

o0 (B @ [R]» GE S e 55 88 I D0 B B WE

& Scenario View k\Rgun'PView @ Snapshot View ﬁ Remote Installer Monitor ﬁ.i Host Maint]

Scenario view

[ £l Scenarios
El5File Server Scenarios
=l EHHA Scenarios

A notification message appears informing you that CA XOsoftHA verifies
the validity of the scenario before running it, to ensure a successful
switchover.

3. Once the verification is completed, the Verification Results dialog
appears:

@ Verification Results

Are you sure you want to rum scenario 'MS Exchange HA'?

3 |

|

| Property Value Property Valus
= B Replica (Stand-by) __172.16.95.3
El@ Summary =] @ Summary
E‘@ Network traffic directi... =2[E Exchange Down (Service 'SMTPSWC'is sto...
Elons Points to Master = Securty attrib... Comect
=[5l Exchange Up @ &) System Information
[=] Securtty attibutes Comect I CA XOsoft Engine...
|2 Exchiange Maib... Assigned to Master /& Network Configur...
) System Information # @) Exchange Server __ Managed by CA XOsoft En___
# CA XOsoft Engine L...
El Network Configuration

El@Ewd\ange Server pr... Managed by CA XOsoft Engine

< | L&)€ | &

[-N:Ivanced << ] [ Run ] [ Cancel
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Note: The Advanced button opens an additional pane with detailed
information about the hosts that participate in the scenario.

If the scenario was not set up correctly or problems occurred in the
participating hosts, warnings and errors are reported on the Verification
Results dialog.

Notes:

m If any errors are displayed, you cannot run the scenario. These errors
must be corrected before you can start the replication process.

» If only warnings are displayed, you can run the scenario by clicking the
Run button. However, it is important that you consider the warning
carefully since they indicate conditions that are known to potentially
cause problems with replication or switchover.

m  Replication of mount points will succeed only if those were added to
the Master before the Engine was started. If you included the mount
points in the Master root directories when the Engine was already
running, no error is reported but the replication does not start. In this
case, you need to restart the Engine on the Master before initiating
replication.

When no error is reported, click the Run button. The Run dialog appears:

CA XDsoft will start replication after the synchronization process is
completed.

Synchronization Method
() File Synchronization
(#) Block Synchronization

[ lgnore files of same size.time

[] Skip Synchronization

QK I ’ Cancel
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6. Select Block Synchronization as the synchronization method, and
ensure that the Ignore same size/time files check box is not selected.
Then, click OK.

Important! Do not skip synchronization unless you are absolutely certain
that the data in the Master and Replicas root directories is identical.

Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User credentials dialog appears, asking you to enter log on
account details for the selected Replica.

From this point, real-time replication occurs and the High Availability
solution is active.

The Manager now indicates that the scenario is running via the green play
symbol to the left of the scenario, and the Statistics tab appears (on the
bottom of the far right pane) displaying a graphical view of the replication
and the Is Alive checks:

i el

BoEh O S5 M o DSEY
S

LT T

WTLEst | MEEKE BT

I os T Gluged | Sovaiaad | Vi
EEITRES2
LAt E

O] ST [
Wi I6953 oI

Foaets -0
SAD01Z0 i Sigraficart 17216953 2/19/2008 354 17 FM

L 1 T 16853 2182008 38417

SHOO35T 4 Soriicant ERLATEE 2 E il b

SROO35T A Sgpilicant = 17216953 2 Bervicn

SRD0IST 4 Sriicae = 17216353 21972008 3 53 57 PM

SANOIST 1 Spralicant = 17216.96.3 2/19/2008 3 5357 PM. = al "

SHO035T 4 Soriicant ERLATEES (2008 15157 PM e in manual mode: & wil b

0SS i Posing $ymctroriamson mpeort coted o 12/ 1828 19.54:17 10 apents

SRO0I3Y I ] 517216952 2/19/2008 35036 PM Sty Block

SRO040E *W = 17216.95.2 2/19/2008 3.50.35 PH Scenario M5 Exchargs HA sutonn sucesaslul a

Joiarn i FuFacics Sarver Cios Gaite (330 o - urvoasit wined)

Note: The Is Alive checks start only after the synchronization process is
completed and the replication begins.

By default, once a synchronization occurs a Synchronization Report is
generated.

Note: For more information about viewing reports, refer to Viewing a
Report, page 26.
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Stop a Scenario

Stop a Scenario

To stop a scenario

1.

2.

From the Scenario pane, select the scenario you want to stop.

To stop the scenario, click the Stop O button on the Standard toolbar.

A confirmation message appears prompting you to approve the scenario

stopping:

(%) CAXOsoftManager 130.119.186.172:8088

Scenario Edit Events View Tools Help

A RES B S e EE L N80

_J?;h Scenario View 3 CD_F View _ Snaps}j_ot \n"l__ew ﬁ Rem_ote Lnstall_er M__nmtq_r fy H_:_:;_t Ma_i_r_ttenar_l:e M_nmt_pr =
[Scenario view - B X

B@&:ﬂmm
' _osme FeRs Sew Mess

Editing DR FileServer Online

[ EfFile Server 2
= Ef5File Server Scenarios

Ii}@ﬁle Server 1 Editing DR FileServer Online

= B HA Scenarios

Hosts E
G 517216952 435 KB 39.02 MB 8 0 Bytes|
E17216953 435 KB 35.02 MB 8 0 Bytes

CA X0Osoft Manager

! ? ) Are you sure you want to stop scenario "MS Exchange HA™ ?

Click Yes in the confirmation message. The scenario stops.

After stopping the scenario, the Manager no longer shows the green play
symbol to the left of the scenario, the scenario's state turns into Stopped
by user, and the Statistics tab is no longer available on the Framework

pane:

Scenario view

Hasts Changed Files

In spocl

172.16.95.2

- 17216953
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Viewing a Report

CA XOsoft can generate reports on the replication and synchronization
processes. These reports can be stored on your desired location, opened for

view from the Report Center, sent by email to a specified address, or they can

trigger script execution.

The default storage directory of the generated reports is:
[ProgramFilesFolder]\CA\XOsoft\Manager\reports

To view a report

1. To view a report, first you need to open the Report Center. There are two

ways to open it:

= On the Overview Page, click the Report Center link on the Quick
Start pane on the left:

%
@
e

J

Scenario Management
Click to manage Scenarios

Report Center
Clicktm{ ien the Report Center

CA XOsoft Web Site
Click to open CA XOsoft Web Site

Help
Click to open the Online Help

About
Click to open the About window

= From the Tools menu, select the Reports option and then Show
Scenario Reports.

The Report Center opens in a new window:

. CA XOsoft r12 Report Center

Updsted: 18 11 28 2008 yin 03 10 e

Gl

w &g
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Viewing a Report

The Report Center consists of two tables:

= The upper table - Available Reports per Scenario — contains a list of
all scenarios that have reports, along with the type and number of
available reports for each scenario.

= The lower table — Reports — contains a list of all the reports that are
available for the scenario selected in the upper table.

To view a specific report, select from the Available Reports per
Scenario table the scenario that this report represents. Then, from the
Reports table below, click the report you want to open:

Drag a column header here to group by that column

172.16.95.3 01M708 14:50:37 Synchrunizatiunqﬂ-,]
Wt

Note: Depending on your settings, for Synchronization and Replication
reports a Detailed report can be generated in addition to the Summary
report. Both reports represent the same process, but the Detailed report
also provides a list of the files that participated in the process.

The report you selected appears in a new window:

= CA XOsoft r12 Report Center - Windows Internet Explorer

@‘\—/« - ‘g http://110.110.110. 110:8088/repor tsfstartpage. htm v‘ 2% | ‘ P
File Edit Vien Favorites Tools Help i Links g Customize Links & Free Hotmail 4| Windows > Gsnaat B g @

; = = »
w & I@CA XOsoft r 12 Report Center I I PR - B @ - [EPage - G Toos - @ BB
. CA XOsoft r12 Repor‘t Center Report Center Home Page

CA XOsoft High Avsil

SYNCHRONIZATION REPORT

Synchronization mode BlockSynchronization (include files with the same size and modification time)

Scenario MS Exchange HA

Master host 172

Replica host 172,

Scenario start time 20-Feb-08 17:59:36

Report start time 20-Feb-08 18:00:28
Report finish time 20-Feb-08 13:00:41
Summary:
Total number of files modified 10
Total number of bytes changed 33.04MB
Done S Local intranet F 100% <
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Chapter 3: Switching Over and
Switching Back

This chapter describes the switchover and switchback processes. During these
processes, the active and passive roles between the Master and Replica
servers are switched following their current status.

Switchover

After the HA scenario starts running and the synchronization process is
completed, the Replica checks the Master on a regular basis, by default every
30 seconds, to see if it is alive. There are three types of monitoring checks — a
ping request that is sent to the Master in order to verify that the Master is up
and responding; a database check that verifies that the appropriate services
are running and that all databases are mounted; a user-defined check that can
be tailored to monitor specific applications.

If an error occurs with any part of the set, the entire check is considered to
have failed. If all checks fail throughout a configured timeout period (by
default 5 minutes), the Master server is considered to be down. Then
depending on the HA scenario configuration, CA XOsoftHA sends you an alert
or automatically initiates a switchover.

Switchover is the process of changing roles between the Master and Replica,
meaning making the Master server the standby server, and the Replica server
the active server. Switchover can be triggered automatically by CA XOsoftHA
when it detects that the Master is unavailable. Alternatively, CA XOsoftHA can
simply alert you to the problem, and then you can manually initiate switchover
from the CA XOsoft Manager.

During the creation of HA scenario, you define how you want the switchover to
be initiated. If you selected in the Switchover and Reverse Replication
Initiation page the Initiate Switchover manually option (see page 18),
you need to perform a manual switchover. However, if you selected the
Initiate Switchover automatically option, you can still perform a manual
switchover, even if the Master is alive. You can initiate switchover when, for
example, you want to test your system, or you want to use the Replica server
to continue the application service while some form of maintenance is
performed on the Master server.

If you choose to initiate switchover automatically, after the Master is
considered to be down, CA XOsoftHA automatically tries to restore the services
and databases on it to their active state. First, CA XOsoftHA tries to restart the
Exchange services that it previously checked. If the services are running, it
then tries to mount the databases. If all attempts failed, CA XOsoftHA initiates
a switchover. These attempts to restore the services and databases are not
performed if the switchover is initiated manually.
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Note: The Exchange services that are checked and managed by CA XOsoft are
as follows -

®  Exchange 2003:
= Microsoft Exchange System Attendant
= Microsoft Exchange Information Store
= Microsoft Exchange MTA Stacks
= Simple Mail Transport Protocol (SMTP)
= Microsoft Exchange Routing Engine

— The following services are managed only if they are in automatic
startup mode before the scenario is initiated:

m  Microsoft Exchange POP3
m  Microsoft Exchange IMAP4
m  Microsoft Exchange Management
m  Microsoft Exchange Site Replication Service
®  Exchange 2007:
= Microsoft Exchange Information Store
= Microsoft Exchange Search Indexer
Once triggered, whether manually or automatically, the switchover process
itself is fully automated.
To initiate switchover

1. Open the Manager and select the desired scenario from the Scenario pane.
Verify it is running.

2. Click on the Perform Switchover button, or select from the Tools menu
the Perform Switchover option:

Scenario Edit Events View Tools Help
i (2 (E & @ |58 2 e [FREY | 00 2 @] & <
&Scenariuvim j CDP View @ SHV\F?eri:Drm Sv.'it-:h?:.-er ote Installer Monitar

Scenario view

A confirmation message appears:

CA X0Osoft Manager 130.119.186.172:8088

\‘?/. Are you sure you wish to perform Switchover?

[ fes ] [ Mo
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Click OK on the Perform Switchover confirmation message. This
procedure initiates a switchover from the Master server to the Replica
server:

Detailed information about the switchover processes is located in the
Events pane during switchover.

After the switchover is completed, the scenario stops:

Changed

®172.16.95.2
L E172.16.953

Note: The scenario will continue to run after switchover when the
Reverse Replication Initiation option is defined as Start
automatically. For more information, see page 18.

In the Event pane a message appears, informing you that Switchover
completed, and then that the Scenario has stopped.

Now, the original Master becomes the Replica and the original Replica
becomes the Master.
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Switchback

After a switchover was initiated, whether manually or automatically, at some
point you will want to reverse back the server roles, and make the original
Master the active server again and the Replica the standby server. Before you
switch back the roles between them, if you want the data on the active server,
meaning the original Replica, to overwrite the data on the standby server, you
need to run a reverse scenario (also called "backward scenario™).

During the creation of the HA scenario, you defined how you want the reverse
scenario to be initiated. If you selected in the Switchover and Reverse
Replication Initiation page the Initiate Reverse Replication
automatically option (see page 18), replication in the reverse direction (from
Replica to Master) will automatically begin after a switchover, once the original
Master will become available. However, if you selected the Initiate Reverse
Replication manually option, you need to perform a manual switchback. If
the manual option is selected and you will not initiate a manual switchback, a
resynchronization of the data from Replica to Master will have to be
performed, even after a test of clean switchover without an actual Master
failure.

To initiate switchback

1. Ensure that both Master and Replica servers are available on the network
and that the CA XOsoft Engine is running.

2. Open the Manager and select the desired scenario from the Scenario pane.

3. [Skip this step if the backward scenario is already running, and move to
step 7, page 34.]

If the backward scenario is not running, select the Run button on the
Standard toolbar to start the scenario. CA XOsoftHA detects that a
switchover has occurred and verifies its state and configuration. Once the
verification is completed, the Verification Results dialog appears, listing
existing errors and warnings if detected, and prompting you to approve
the running of the backward scenario:

@33 Verification Results

lAre you sure you want to run scenario 'Backward MS Exchange HA'?

< >
Property Value Property Value
B@ Summary B@ Summary
=& Network traffic dir... =12l Exchangs Up
Eons Points to Replica [l Securty at... Comect
= Exchangs Down (Service "SMTPSVC is sto... @System Informa. ..
[ Securty attnb.. Comect # ) CA XOsoft Eng
[= Exchange M... Assignedto Replica @Nelvmrk Confi...
# @) System Information #E) Exchange Serv... Managed by CA XOsoft ..

#E)CA XOsoft Engin...
# 2 Network Configur.
#E) Exchange Server... Managed by CA XOsoft En...

< FIIE >

Advanced << ] [ Run ] [ Cancel
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Note: The Advanced button opens an additional pane with detailed
information about the hosts that participate in the scenario.

4. Click the Run button to start the backward scenario.

The Run dialog appears:

®5 Run

completed.
Synchronization Method
() File Synchronization
(%) Elock Synchronization

[] Ignore files of same size/time

[ Skip Synchronization

CA XOsoft will start replication after the synchronization process is

3

[ ok ]|

Cancel J

5. For MS Exchange, we recommend selecting Block Synchronization.
Then, click OK. The resynchronization starts:

Wait until the resynchronization is completed.

6. Once the resynchronization is completed, you receive the following
message in the Event pane: All modifications during synchronization

are replicated.
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Then, replication from the active server to the standby server starts:

7. Now, you can reverse back the roles between the Master and Replica
servers. To reverse the roles, while the backward scenario is running, click

'
the Perform Switchover .&. button or select the Perform Switchover
option from the Tools menu.

A confirmation message appears:

CA X0Osoft Manager 130.119.186.172:8088

\:.p Are you sure you want to perform Switchowver?

i fes I [ Mo J

8. Click Yes on the Perform Switchover confirmation dialog.
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This procedure initiates a switchback from the original Replica server to
the Master server:

After the switchback is completed, and the server roles are reversed back,
the scenario automatically stops:

o [172.16.95.3

Note: The scenario will continue to run after the switchback when the
Reverse Replication Initiation option is defined as Start
automatically. For more information, see page 18.

Now, you can run again the scenario in its original (forward) state.
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Chapter 4. Additional information &

Tips

This chapter provides you with helpful information concerning the
application. This section mostly covers non-essential information and
tips.

When a CA XOsoft scenario begins, the DNS Time-To-Live (TTL)
parameter is modified according to the scenario configurable value
DNS TTL. This property is found in the High Availability properties
list under the Network Traffic Redirection — Redirect DNS
group. The original TTL value, however, which may have been
much longer, may still be cached on the clients since it is not
updated until it expires.

If Outlook profiles are updated after switchover has taken place,
Outlook will modify its properties to connect to the Exchange name
of the Replica server. Such profiles must be changed back to point
to the Master server manually after switching back to the Master
server. It is best to avoid updating Outlook profiles during the time
that the Replica has taken over for the Master.

By default, the spool is located in the CA XOsoft installation /tmp
directory. You can change the default location by modifying the
pathname for spool directory. It is best to configure the spool on a
non-Exchange database or log file drive. Using a dedicated
volume for the spool folder can increase performance under high
load. If you do change the spool location, please remember to
remove the new path from the anti-virus scans, both scheduled
and real-time.

CA XOsoft supports bandwidth limitation and bandwidth limitation
scheduling. If you require such features, please consult the CA
XOsoft r12 User Guide.
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Appendix A: IP Redirection

This section describes the necessary steps for adding Move IP
redirection to the High Availability scenario. Use this method only
when both servers are on the same IP subnet.

Move IP on the Master Server

Before configuring the scenario, add an additional IP address to the
Master host, (which is denoted as XO-IP in the following steps). If you
have already configured your scenario go ahead and add this IP
address; special steps for this situation are listed below. This new IP
address is used for CA XOsoft internal communication and replication.
This is necessary since the current production IP address is not
available on the Master after switchover -- it switches to the Replica
server.

Note: In the following screenshot, the XO-IP IP address is
192.168.220.23 and the current production server IP address is
192.168.220.111.

L. Local Area Connection Propertiss

Internet Protocol (TCP/IP) Properties

(=Y o dvanced TCP/IP Settings L

ve 1P Settings |ons | wins | options |

th
[% fo. ~p addresses
IP address | Subnek mask
192.168,220.111 255.255.255.0

e P naress T

|Gateway
192,168,220, [P address: | 192 . 168 . 220, 23
Subriet mask; | 255 285 .255 . O

[ |

¥ Automatic metric

Interface metric I

]

39 CA XOsoftHA Exchange 200x Operations Guide



IP Redirection

Move IP through the Manager

This section details Move IP redirection through the CA XOsoft
Manager.

For New Scenarios

During the initial run of the Scenario Creation Wizard, enter the XO-IP
and Replica IP addresses instead of the server names.

@ Scenario Creation Wizard

Master and Replica Hosts
XOsoft Manager i
Enter the hastname or IP address for both the Master {source} and Replica ¢arget) hosts

F the scenario will involve more than one Replica, add one Replica now, and manually add the other Replicas in the Scenario pane
once you completed the wizard steps.

Welcome
+ Product Type
Scenario Setup Scenario Name ‘ MS Exchange Server |
b Hoste XO-IP
CAXOsoft Engine Verfication Master Hostname/IP [19z16822023 o —  |[.]
Master Configuration
Repliéa Directores Replica Hostname!IP [192168.2202¢ we_ sl
Scenario Properties
Hosts Properties [] Assessment Mode
cenandifeniicalion Replica Server IP
Run Scenario Verify CA XOsoft Engine on Hosts

Address

For Existing Scenarios

To use Move IP with existing scenarios:

1. On the Scenario pane, select the required Master host:

Scenanos view

: E}-».‘:IJMS Exchange Server Unknown
Hosts Changed

§ 55 192.168.220.23

- [ 152 168.220.24
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2. Right-click the Master and select Rename from the pop-up menu.
Then, enter the XO-IP address.

3. On the Framework pane, select the Switchover tab and then
select the Replica server as the switchover host.

4, Set the Move IP option to On. Ensure that the IP address under
Move IP, IP/Mask matches the production server IP address:
this is the IP address that will switch over. If you are moving more
than one IP address you can add multiple production IP addresses
by selecting Click here to add new IP/Mask.

High &vailability Properties -~ 1 X

Property Value
=Bl Switchover
l':r'JHosls
EIE]) Network Traffic Redirection

- -
IF'.-'Mas.k 192.168.220.111/255.0.0.0
Add IPiMask Click here to add new IP/Mask.
[l Redirect DS off

FJSwitch Computer Name On
:
e
Heboot after Switchover and Switchback Off

fﬂUser—Deﬁned Sernipts

=& 1s Alive

I'ﬂAppiicatinnIShare Management
l'ilAn::lion upon Success

Cluster Move IP

Using Move IP redirection with a clustered Master (MSCS with shared
storage) requires you to add an additional IP resource to the Master
Exchange resource group. This section describes how to configure this
redirection method.

Note: If both Master and Replica are clusters there are special
configuration issues involved in the Move IP redirection process that
are not detailed in this Guide. For a cluster-cluster scenario, use
Redirect DNS or contact technical support to receive detailed
instructions and guidance.

Using the Master Cluster

To use Cluster Move IP through the Master cluster:
1. Open the Cluster Administrator.

2. In the Master Cluster Exchange Resource Group, create a new IP
resource and name it XO-1P.
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3. Bring this resource online and verify it is visible from the Replica
via the ping command. This new IP address is used for CA
XOsoftHA internal communication and replication. This is necessary
since the current production IP address is not available on the
Master cluster after switchover -- it switches to the Replica server.

Using the Manager

This section details Cluster Move IP redirection using the Manager.

For New Scenarios

During the initial run of the Wizard, enter the XO-IP and Replica IP
addresses instead of the cluster virtual server names.

@ Scenario Creation Wizard

XOsoft Manager

Welcome
% Product Type
Scenario Setup
P Hosts
CA XOsoft Engine Verfication
Master Corfiguration
Replica Directories
Scenaric Properties
Hosts Properties
Scenario Verification
Run Scenario

Master and Replica Hosts

Enterthe hostname or [P address for both the Master (source) and Replica fanget) hosts.

if the scenano will involve more than one Replica, add one Replica now, and manually 2dd the other Replicas in the Scenano pane
once you completed the wizard steps

Scenario Name ‘ MS Exchange Server |

XO-IP
Master Hostname!IP [ieznn 4— [
Replica (19216222028 WR_ |

[] Assessment Mode
Replica Server IP

Werify CA XOscft Engine on Hosts Address

For Existing Scenarios

To use Cluster Move IP with existing scenarios

1. On the Scenario pane, select the required Master host:

Scenanios view

Elﬁl&dﬂm Scenarios
= 2/MS Exchange Server Unknown

&6 192168 22023 k

Hosts Changed

= 152.168.220.24
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2. Right-click the Master and select Rename from the pop-up menu.
Then, enter the XO-IP address.

3. On the Framework pane, select the Switchover tab and then
select the Replica server as the switchover host.

4. set the Move IP option to On. Ensure that the IP address under
Move IP, IP/Mask matches the production server IP address:
this is the IP address that will switch over. If you are moving more
than one IP address you can add multiple production IP addresses
by selecting Click here to add new IP/Mask:
High Availability Properties - 3 X

Property Value
E@ Swiltchover
El Host=
E@ MNetwork Traffic Redirection

IF'.-'Mask 192.168.220.111/255.0.0.0
Add IP/Mask Click here to add new IP/Mask.
[l Redirect DN Off

EiSwitch Computer Name On
Replica Computer Name A
Reboot after Switchover and Switchback Off

User-Defined Scripts

=& is Alive

IflAppiIcaliDnIShare Management
@@Aﬁlinn upon Success
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Actions, automatic configuration, 15
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Automatic switchover, 18

Automatoic Reverse Replication Scenario,
18
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defining initiation, 18
running, 32

Bandwidth limitation, 37
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CA XOsoft
ARCserve Backup Integration, 12
auto-configuration, 15
autodiscovery, 14
Exchange services managed by, 30
installing, 6
logging in, 7
Manager screen, 9
CCR deployments, 6
Cluster Move IP, 41
through Master cluster, 41
through the Manager, 42
Clusters, 6, 13
Configuring
Exchange Server, 5
Master server, 14
Replica server, 15
Creating
new HA scenario, 11
new storage groups and mailbox stores,
automatically, 15

D

Detailed reports, 27

DNS redirection, 5

DNS TTL, 37
Documentation, related, 4

E

Engines, verifying on hosts, 13
Errors, before running, 19, 23
Exchange Server

clusters, 6

configuration, 5

configuration verification, 15

LCR deployments, 6

log on account, 5

redirection methods, 5

services managed by CA XOsoftHA, 30
Exchange Virtual Server Name, 6, 13
Excluding files from replication in HA

scenario, 14

G
Graphical view of replication and HA, 24

H

HA scenario. See Scenario
High Availability
defining for scenario, 12
solution, 4
Host Verification, 13

Installing CA XOsoftHA, 6
IP redirection, 39
Is Alive checks, 29

L

LCR deployments, 6
Log on account requirements, 5
Logging in to the Management Center, 7

M

Management Center, logging in, 7
Manager
exploring, 9
opening, 7
screen, 9
Master server
configuration, 14
defining in Scenario Creation Wizard, 13
port, defining, 13
properties, 16
Mount points replication, 23
Move IP, 6
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on Cluster, 41
on Master server, 39
through the Manager, 40

@)

Opening
Management Center, 7
Manager, 7
Overview page, 8
Report Center, 26
Outlook profiles updated after switchover,
37
Overview page, opening, 8

P

Ports, defining for Master and Replica, 13
Properties

High Availability, 17

Master server, 16

Replica server, 16

scenario, 15

switchover, 17

R

Redirection methods
DNS redirection, 5
Move IP, 6, 39
planning, 5
Related documentation, 4
Removing storage groups and mailbox
stores, 15
Replica server
configuration, 15
defining in Scenario Creation Wizard, 13
port, defining, 13
properties, 16
Replication
excluding files from, in HA scenario, 14
graphical view, 24
mount points, 23
Replication scenario. See Scenario
Report Center. see also Reports
using, 26
Reports
default storage directory, 26
detailed and summary, 27
synchronization, 21
viewing, 26
Requirements
clusters, 6
Exchange Server configuration, 5
log on account, 5
redirection method, 5

Reverse Replication scenario
automatic or manual, defining, 18
initiating, 18, 32

Run dialog, 23

Running
backward scenario, 32
HA scenario, from Wizard, 20
scenario, from outside the Wizard, 22

S

Scenario
backward, 18
creating, 11

graphical view, 24
High Availability defining, 12
properties, 15
running from outside the Wizard, 22
running from Wizard, 20
starting, 22
stopping, 25
wizard, 11
Services managed by CA XOsoftHA, 30
Skipping synchronization, 24
Spool
location, 16, 37
settings, 16
SSL, opening the Overview page using, 7
Starting scenario, 22
Stopping scenario, 25
Storage groups and mailbox stores
Creating, 15
removing, 15
updating, 15
Switchback, initiating, 32
Switchover
automatic initiation, defining, 18
automatic or manual, defining, 18
initiating, 30
Outlook profiles updated after, 37
properties, 17
redirection methods, 5
reverse replication scenario initiation,
defining, 18
understanding, 29
Synchronization
method, 24
report, 21
skipping, 24

T

Time-To-Live, 37
Tips, 37
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Verification, HA scenario results dialog, 19, W
22

Verifying CA XOsoft Engine on hosts, 13 Warnings, before running, 19, 23

Wizard for scenario creation, 11
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