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Chapter 1. Getting Started

Microsoft Exchange Server is the leading messaging platform for enterprises.
Due to its high scalability and performance, Exchange Server has been widely
deployed as a mission-critical system supporting thousands of users.

CA XOsoft Exchange is a Microsoft Exchange Disaster Recovery solution, based
on asynchronous real-time Replication over LAN or WAN from a production
server to one or more local or geographically distant Replica servers. It is
aimed at providing cost-effective business continuity for Microsoft Exchange on
32 and 64 bit Windows servers, as well as Microsoft clusters.

About This Guide

This document describes how to implement a Disaster Recovery solution for
Microsoft Exchange Server using CA XOsoft. Please review each procedure
before starting, to ensure you have the appropriate resources and permissions
to carry it out.

Related Documentation

Use this guide along with CA XOsoft r12 Installation Guide and CA XOsoft r12
User Guide.
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Requirements

Requirements

To implement Disaster Recover procedures using CA XOsoft Exchange Server,
you need to have the following configurations:

Exchange Server Configuration
®  Two servers running Windows Server 2000 or 2003.

®  An instance of Microsoft Exchange Server installed on the Master host.

Log On Account
The CA XOsoft Engine service logon account must meet all the following
account conditions:
®  Must be an Exchange View Only Administrator.
®  Must be a member of the Administrators Group on Local machine.
Important! If your company's security policy requires more granular

permissions than described, contact Technical Support to receive detailed
instructions on the permissions required.

About Clusters

With CA XOsoft, working with clusters is nearly identical to working with stand-
alone servers. Simply enter the "Exchange Virtual Server Name" as the Master
or Replica server name where appropriate.

On Exchange 2007, CA XOsoft supports LCR deployments. No additional
configurations are required.

Note: On Exchange 2007, CCR deployments are not supported.

Installing CA XOsoft

Note: For detailed information about installing and upgrading CA XOsoft, refer
to CA XOsoft r12 Installation Guide.

Installing CA XOsoft components for the first time is very straightforward. The
installation package, which is downloaded from the CA XOsoft Web site,
contains an installation file called Setup.exe. This Setup.exe runs a standard
installation wizard that guides you through the installation.

®  This installation does not require a reboot or application shutdown.
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Getting Started

®  During installation and configuration of CA XOsoft, Exchange Server on the
Master (production) server can continue working without any interruption.

Standard prompts facilitate the installation. Your only major decision is on
which servers to install the different components:

®  |nstall CA XOsoft Control Service on a computer that is used to monitor
and manage all CA XOsoft scenarios.

m  |nstall CA XOsoft Engine on both the Master and Replica servers.
The user who installs CA XOsoft components must have Local Administrative
privileges or be a member of Local Administrators Group. In addition:

® A Windows user account running the CA XOsoft Control Service requires
Read-Write permission to the installation directory.

®  The service log on account for the CA XOsoft Engine requires Read-Write
permission to the installation directory.

The default installation directory is: INSTALLDIR\component_names.
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Logging In to the Management Center

Logging In to the Management Center

CA XOsoft Management Center and Manager do not require any component or
application installed in advance. It is based on a one-click-installation
procedure that can be performed from any workstation that has a network
connection and a Web browser. To log in, you will need your:

B Hostname/IP Address and Port Number of the server where the Control
Service is installed.

B User Name, Password and Domain

To open CA XOsoft Manager:

1. Open Internet Explorer. On the Address box, enter the Control Service
Host Name/IP Address and Port Number as follows:
http://host_name:port_no/start_page.aspx

Notes:

= If you are opening the Management Center from the machine where
the Control Service is installed, you can use the default parameters:
http://localhost:8088/start_page.aspx

»  If you selected the SSL Configuration option during the installation of
the Control Service, when you open the Overview page, you need to
use the hostname of the Control Service machine (instead of its IP
Address). Enter the Control Service Host Name and Port No. as
follows:
https://host_name:port_no/start_page.aspx

The Login dialog appears:

CA XOsoft Replication
and High Availability

User Name:
Password:

Domain:
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2. Enter your User Name, Password and Domain and click Log In.

The Overview page appears:

~
CA XCsoft Replication and High Availability
Login® ‘borsa? Mo seenario was defined. Use ‘Scenario Mansgement’ to configure the system.
ET——T —yT
Total Scenarios L] Ma Dats to Displ Mo HA Sca ng
o 2 |[Scananic Monagerv - 4o Oata to Diaplay o Ha Sea ng | Mo
S Cick 1o manage Scenarios Running Scenarics L]
Scenarios Stopped by Emor L]
Rupoat Center Scenarios Sopped by User []
\. Chck to opan the Repart Cantar Scanarios Stopped for Switchover []
e Seananes Fandy for ML []
LA XOvolt Vel Site -
. " Running Assured Recovery Tests 0
Chick CA XOwoht Web Sad
Sl 4BSHE Suspanded Repicas 0
@, i Scananios in Unknown State []
NS | Chck to open the Oniina Haip Errors (]
Warnings [
o Abou
Chck 10 open the About windsw it e——————————
Hosts
Mame  [Engine Runming |
Recent Critical Events

3. On the Quick Start toolbar on left, click the Scenario Management
option.

A progress bar appears, indicating that the Manager component is
currently installed on the local machine.

4. Once the Manager installation is completed, the Manager appears:
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Exploring CA XOsoft Manager Screen

Exploring CA XOsoft Manager Screen

Standard
toolbar

1,5 o 00 e e 0 B

Scenario
pane

After logging in to the application, CA XOsoft Manager is displayed, enabling
you to access all the Manager menus, toolbar functions and panes.

Unless a scenario exists, most of the user areas are blank. The following
screen displays a Manager with active scenarios in it:

Viewing toolbar Framework pane

Scwuns Bt Events View Toole Help

B Scenario view| F3 €07 view [B] Snapsber view (55 Ramote installer Monitor %8 Hast Maistenince Mositas %
i RO W Fropares
Sernare Fropertirs -
Pucpety Value

wlfiGeneral

) Hapteation

0 Event Notification
# @ Report Handling

Event
pane

= B2 168020 | UBes Cbres ] Gl
L REra T Uiten e g Ul

[Farie -8
-

[E 53 PN ssing Flepkcat iz
i B M Poging Repicetion

MOLS i S1Fe Sanve L0068 61154 PH Pastng Repkcation raoot crested & D3/T4/08 130000 %2 Recots
mMooss 4 o llFie S B0 15PN P TR irperts
MOLS i S1Fie Sanve W10 51151 PH Pasing Repkcation raoot crested & D3/T4/08 180000 %2 Regots
mMocss 4 o llFie Server DL PH P R0 irperts
1400605 4 o 1Fle Server 242008 41201 PH Posting Repication report created at T/04/08 17.00-0% 20 Repots
mMocss 4 o llFie Server D00 41152 PH Pasting Revikcation oo cosated ot T2/04/08 17.00.00 % Revorts
1MD0E05 4w 1Fle Server 242008 41151 PH Posting Repication report created at T/04/08 16555 20 Repots
M00e0s & v 1l i Sarwe Ba00 31152 PM Peatrg Fapheataon mpeat crmated ¢ T3/ 0408 16 00 0032 Reperts.
MO0S0S 4 ric iFie Server 12008 11151 PN Posting Mepication recor created at T/0/08 160000 20 Reports
M00e0s & v 1l i Sarwe B0 15PN Peatrg Fapheataon mpeat crmated ¢ T3/0408 1500 0032 Reperts
10305 4 rio ilFie Sorver Baa208 21182 PN Pastng epleation o cwated ® U148 150000 12 Beoons
s [ wilFim S TR 11157 P TR W |
Events | Scemario Valkiason Aesus

Note: Some of the panes and options are visible and enabled only with the
appropriate product license.
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Chapter 2: Creating and Using a
Replication Scenario

This chapter describes how to create and configure a DR scenario for Exchange
Server, and how to run and stop it.

Create a New Scenario

CA XOsoft creates and maintains replications in the context of user-defined
scenarios. A scenario is the basic unit of the CA XOsoft operation, and it
defines a replication tree that set the flow of information from the Master
server to any number of designated Replicas. A scenario also establishes the
data recovery procedure. You can configure, add or remove servers from a
scenario and select or modify directories. This enables easy, complete control
of the replication process over any network, large or small. Each scenario is
saved as an XML file.

A Disaster Recovery scenario can be created and configured using a step-by-
step wizard. Each wizard page either shows you the process that CA XOsoft
will perform, or asks you to define your required configuration.

Note: There are many properties — of the scenario, Master, and Replica - that
you can configure through the wizard, or after you close it. These properties
are not discussed at length in this Operation Guide. If you want to change the
default settings of these properties, refer to CA XOsoft r12 User Guide.
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Creating and Using a Replication Scenario

To create a new scenario

1. Open the CA XOsoft Manager. Then, select from the Scenario menu the

#
New option, or click the New L‘ button on the Standard toolbar.

The Scenario Creation Wizard appears:

@ Scenario Creation Wizard

Welcome to the New Scenario Wizard
XOsoft Manager

This wizard will help you create a new scenario, either from scratch or using a predefined template. It may also be used to
create new templates. When the scenario creation is finished, you will be able to run the scenario

b wel To exit the wizard and continue configuration manually from any step, click the Finish button

Product Type
Scenario Setup
Scenario Verification
Run Scenaric

(®) Create a New Scenario

O Create a New Template

Assign a Scenario Group (select existing one or enter a new group name)

Scenanos v

([ men ]

2. Select the required scenario options, as follows:
m  Select the Create a New Scenario option button.

s From the Group drop-down list, select the group to which you want to
assign the new scenario, or enter a name for a new scenario group.

3. Click Next. The Select Server and Product Type page is displayed:

@ Scenario Creation Wizard

Select Server and Product T
XOsoft Manager i

Select one of the licensed server and product types listed below, and the required task. i the desired option is not listed, do
one of the fallowing

F you have an appropriate license key, ext the wizard by clicking Cancel, and select from the Help menu the Register

« Wel option.

b Podncipee Select Server Type
Scenario Setup I3 File Server
Scenario Verification ¥ o) MS Exchange
Run Scenario & Oracle

3 SaL Server
€8 MS IS Server

Select Product Type
(® Replication and Data Recovery Scenario (DR)
) High Availabilty Scenario (HA)

e
(& None
O Intedrity Testing for Assured Recovery (AR)
() ARCserve Backup

[ Store deleted email items in CDP Reposttory

A list of available applications and scenario types are presented.
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Create a New Scenario

Note: The list of available applications depends on the licenses applied.
Select the required scenario options, as follows:
s From the Select Server Type list, select MS Exchange.

m  From the Select Product Type options, select Replication and Data
Recovery Scenario.

m  [Optional — as license is needed] From the Tasks on Replica options,
select the tasks you want to implement in this scenario.

Notes:

s  To learn more about Integrity Testing for Assured Recovery and about
the CDP Repository, see CA XOsoft r12 User Guide.

= To learn more about ARCserve Backup and CA XOsoft r12 integration
see the CA ARCserve Backup for Windows CA XOsoft Integration Guide.

4. Click Next. The Master and Replica Hosts page is displayed:

@ Scenario Creation Wizard

Master and Replica Ho:
XOsoft Manager er and Replica Hosts

Erter the hostrame or [P address for both the Master (souree) and Replica farget) hosts
If the scenario will involve more than one Replica. add one Replica now, and manually add the other Replicas in the
Scenario pane once you completed the wizard steps.

+ Welcome
4" Product Type
+ Scenario Setup Scenario Name [ 15 Exchange DR |
P Hosts
p—
Master Corfiguration Master Hostname/IP/Port [ | [ 25000] ]

Replica Dirsctories o
Scenario Properties Replica Hostname/IFiPort ! i ‘ 250D0i E]

Hosts Properties
Scenario Verification [ Assessment Mode
Run Scenario

[[] Verify C& XOsoft Engine on Hosts

[ Back j Finish Cancel

5. Enter the following information:

s In the Scenario Name box — accept the default name or enter a new
name for the scenario. When entering a name, choose a unique name,
since you cannot use the same name for more than one scenario.

s In the Master and Replica Hostname/IP boxes - enter the
hostname or IP address of the Master (source) and Replica (target)
servers, or use the Browse buttons to find them.
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Creating and Using a Replication Scenario

Notes:

— If either server is a MSCS cluster, enter the Exchange Virtual Server
Name or IP address as the Master and/or Replica name (instead of the
physical node's name/IP).

— If you want to include more than one Replica in the scenario, after you
finish the scenario creation, manually enter the other Replicas in the
Scenario pane.

m In the Port boxes - accept the default port number or enter a new
number.

m  The Assessment Mode check box — verify that it is NOT selected.

m  The Verify CA XOsoft Engine on Hosts check box - select this check
box if you want the system to verify whether Engines are installed and
running on the Master and Replica hosts you specified in this page. If
Engines are not installed on the selected hosts, you can use this option
to remotely install the Engines on one or both hosts. For more
information about the Host Verification page, see CA XOsoft r12 User
Guide.

6. After you selected the desired options, click Next. The Master
Configuration page appears:

7. Click Next. The Master Configuration page appears:

@) Scenario Creation Wizard

Master Configurati
XOsoft Manager er Configuration

Auto-discovery result for M5 Exchange Server on host 172.16.95.2 are listed below. By defautt &l databases will be
replicated. To remove specific databases from replication uncheck the comesponding check box.

+ Welcome
V- Emdactibme Database Full Path
% Scenario Setup W =¥ Micresoft Exchange Server
% Hosts 1= =5 QAIS-W2K3-EX1
b Master Configuration F =& InformationStore
o Propatios P =8 F_irst Storage Group
Q B Log File Path 3 C:/Program Files/Exchsrvr/mdbdata
Hosts Properties B System Path [ C:/Program FilesiExchsrer/mdbdata
Switchover Properties =) Mailbox Store (QASS-W2K3-_
Scenario Verification £} EDE File Path [E] Cu/Program Files/Exchsrvr/mdbdata/priv].edb
Run S io ) STM File Path [E] C:/Program Files/Exchsrvr/mdbdata/privl.stm
=18 Public Folder Store [QAS5- .
{5} EDE File Path [ C:/Program Files/Exchervr/mdbdata/publ edb
£) STM File Path [B] Cu/Program Files/Exchsrvr/mdbdata/pub.stm

[ Bk J[ New [ Fnish ][ Coed |

The CA XOsoft auto-discovery component automatically displays the
Exchange databases that are on the Master server. These are the
databases that can be replicated and protected.

8. By default, all the discovered databases are selected and all will be
replicated. You can exclude any of these storage groups from replication
by clearing their check boxes.
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Create a New Scenario

9. Click Next. The Replica Root Directories page appears:

@ Scenario Creation Wizard

Replica Root Directories
m XOsoft Manager
Select the Root Directories on the Replica host.
+ Welcome
V. e Replica Root Directories Master Root Directories
M scenoto ety B% Exchange
% Hosts 3 coiprogram filesfexchsnrimdbdata ci/program files/exchsrvrimdbdata

4 Master Corfiguration

P Replica Directones

Scenario Properties

Hosts Properties
Scenario Verification
Run Scenario

In this page you select the directories on the Replica where the replicated
data will be stored.

Important! The Scenario Creation Wizard automatically configures the
Replica root directories to be the same as the Master root directories. If
you want to keep this configuration, ensure that your Replica server has
the same drive letters as the Master server, and that the selected
directories on the Replica do not contain data you want to save. You can
change the default configuration at a later stage, using the Root
Directories tab in the Framework pane.

10. To change the Replica root directories, double-click the specified
directories path. The Browse and Select Replica Directory appears:

M Browse and Select Replica Directory E

Select target directory in 172.16.85.3

BR=]i72 6953
E-see Cf
[7) Documents and Settings
3 Inetpub
3 Program Files
(23 RECYCLER
3 sP
[7) System Volume Information
3 Tools
3 WINDOWS
E3) wmpub

QK Cancel
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Creating and Using a Replication Scenario

11. Select the directory on the Replica in which the replicated data will be
stored, and click OK.

You return to the Replica Root Directories page.

12. After defining the storage location of the replicated data, click Next. The
Scenario Properties page appears:

@ Scenario Creation Wizard [E
Scenario Properties
m XOsoft Manager
. The scenario properties are corfigured here. You can also corfigure these properties after the completion of the wizard
steps.
The recommended default values are already listed. Befors changing thess values, pleass refer o the CA X0soft r12 User
Guide
¥ Welcome
¥ Frodict boa Property Value
b S TRD | 60 General
& Hosts ® 8 Replication
" Master Corfiguration £l Event Notification
+# Replica Directorizs E‘Report Handling

P Scenanio Propertties

Hoste Properties
Scenario Verification
Run Scenario

Back Mext FEinish Cancel

The Scenario Properties page enables you to configure the scenario
properties that affect the entire scenario. Typically, the default values are
sufficient.

Note: You can modify all settings in this pane after the scenario is created,
using the Properties tab in the Framework pane.

13. Click Next. The Master and Replica Properties page appears:

@ Scenario Creation Wizard E|
Master and Replica Properties
m XOsoft Manager
» The Master and Replica properties are corfigured here. You can also corfigure these properties after the completion of the
wizard steps.
The recommended default values are aleady listed. Before changing these values, please refer to the CA X0soft 112 User
< Wel Guide.
M Emduct fype Master Properties Value Replica Properties Value
R | 58l Host Connection || =B Host Connection
+ Hosts =B Replication =B Replication
" Master Configuration @Sponl @Spoul
4" Replica Directories #&) Event Notification E‘Remvery
« Scemaro Fropetties 2 Reports #E) Scheduled Tasks
b Hosts Properties £&) Event Notification
Scenario Verification @& Reports

Run Scenario

Back Mext Finish Cancel
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Create a New Scenario

14.

The Master and Replica Properties page enables you to configure the
properties that are related to either the Master or Replica host. Typically,
the default values are sufficient.

Note: You can modify all settings in this pane after the scenario is
created, using the Properties tab in the Framework pane. However, before
changing any Spool properties (which can be configured here), review the
following Spool Settings info for configuration details:

m  Spool Settings

The CA XOsoft spool is a folder on disk where data to be replicated is
temporarily stored (that is, spooled). The spool parameters, located in
the Properties tab (on both Master and Replica) or set with the
Scenario Creation Wizard, determines how much disk space is
available for the spool. In most cases the default values are sufficient.
However, if you choose to change this value, it should be at least 10%
of the total dataset size.

Important! We advise you against configuring the spool directory on an
Exchange database or log file drive. Using a dedicated volume for the
spool folder can increase performance under high load. If you change the
spool location, remember to remove the new path from file level antivirus
scans: both scheduled and real time.

If you want to activate the Data rewind option, so you can later recover
lost data from the Replica by using rewind points (for further details see
Data Rewind, page 31), on the Replica Properties list, under the
Recovery group, set the Data Rewind option to On.

Once you are satisfied with the Master and Replica properties, click Next.

CA XOsoft verifies the validity of the new scenario and checks many
different parameters between the Master and Replica servers to ensure a
successful Disaster Recovery. Once the verification is completed, the
Scenario Verification page appears:

" Scenario Verification |
"l XOsoft Manager . i :
The system automatically verfies the scenario settings to help ensure proper operation.
Any emors must be resolved before continuing. 1t is also strongly recommended that all wamings be resolved. I continuing
with waming, ensure their patential impact is fully understood. After makding any necessary changes, click Retry to repeat
the scenario verfication
w Welcome
% Product Type
« Scenario Setup Scenario created and verified successfully_
" Hosts

4" Master Configuration
4# Replica Directories
4" Scenario Properties
4" Hosts Properties
P Scenario Verification
Run Scenario

Back | Next Finish Cancel
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Creating and Using a Replication Scenario

Note: Although the software allows you to continue with warnings, it is not
recommended to do so. Resolve any warning situations before continuing
to ensure proper operation of the application.

15. If the scenario is verified successfully, click Next.
The Scenario Run page appears:

@ Scenario Creation Wizard @

Scenaric Run
XOsoft Manager N

The scenario has been corfigured and is ready to run. Press Run Now to start the scenario. Initial data synchronization will
start automatically after pressing the Run Mow button. To run scenario later press the Finish button.

+ Welcome
+ Product Type ~
+ Scenario Setup Scenario "MS Exchange DR’ is ready to run i
% Hosts 1
" Master Corfiguration Product type DR

4 Replica Directones Servertype Exchange

+ Scenario Properties
%" Hosts Properties
w i i i ion mode Online

P Run Scenario

Integrity Testing for Assured Recovery off

Master
| Name 172.16.470.2

Spool size (MB) Infinite
| spool path [INSTALLDIRAmMp/spaal]
| Replica
| Name 172.16.170.3
| Spoal size (WB) Infinite
| spoal path [INSTALLDIRAmp/spoal]

Back Run Now FEinish Cancel

16. After the scenario is verified, you are prompted to run it. Running the
scenario starts the data synchronization process.

»  To finish the scenario creation and run it later, select Finish.
m  To run the scenario now, click Run Now.

The synchronization process starts.
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Create a New Scenario

17. Synchronization may take a while depending on database size and network
bandwidth between the Master and Replica. You will receive the following
message in the Event pane when synchronization is complete: All
modifications during synchronization period are replicated. At this
point, real-time replication is operational and the Disaster Recovery
solution is installed and active:

18.

Senario Ed Everls View Tooh Helg
EOES 0S50 S8 kL ISE Ve

|58 i), o v, 8 s e 5 et e s v
E

= EIREE 1
TRl 5548

+ 4 A Seenanios.
| {0 Pt Evrecherien () Prpertis o Sistiaiecs
Funein ) ) = i
(1] Sevety Hew S Tt | Bt
AT 1534 PM Pt Synchesrutaton moon cested o T4 2302 2003 05 10 Reconts
114/23/2008 8 10:39 PM. Conected to
5H £ = o 1 puewaced s evgdicatod
Sl (472372008 .03.09 Syrchronztion lnished
RE011S ey 172151703 47372008 20306 PM
SRO013S L Segraicant = 172161702 194/73/7008 80300 FM
SR000 L Segrificant. =172161702 (3472072008 .02 53 PM Stating sceraio M5 Fachangs DR

Everes | Seerars Vahdshon Flesuts

By default, once a synchronization occurs a Synchronization Report is
generated:

CA XOsoft 112 Report Center

CA XOsoft Replication

SYNCHRONIZATION REPORT

Synchronization mode BlockSynchronization (include files with the same size and medification time)
Scenario M3 Exchange DR
Master host 172ZA81T0.201)
Replica host 172.46.170.3(2)
Scenario start time 23-Apr-08 1%:02:55
Report start time 23-Apr-08 1%:03:02
Report finish time 23-Apr-08 1%:03:09
Summary:

Total number of files modified 6

Total number of bytes changed 24.03MB

Note: For more information about viewing reports, see Viewing a Report
page 24.
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Creating and Using a Replication Scenario

Start a Scenario

After you create a scenario, you need to run it to start the replication process.
Normally, before data changes on the Master will begin to be replicated on the
Replica, the Master and the Replica need to be synchronized. Therefore, the
first step in initiating a replication is synchronizing the Master and Replica
servers. After the servers have been synchronized, an online replication starts
automatically, continuously updating the Replica with all of the changes that
occur on the Master.

Note: In order for the replication process to succeed, verify that the user
under which the CA XOsoft Engine is running has Read permission on the
Master, and Read and Write permissions on each replication root directory and
included files, and on all participating Replica hosts.

To start a scenario

1. From the Scenario pane, select the scenario you want to run.

2. To run the scenario, click the Run b button on the Standard toolbar:

) CAXOsoftManager 130.119.186.172:8088

Scenario Edit Events View Tools Help
G oo B @ [R] D SES e G658 I 00 2 B L
l«gp%m DF View @ Snapshot View ﬁ Remote Installer Manitor @l Haost M

Scenario view
ElgFile Server Scenarios
=) El5 Scenarios
Scenario State Product Server

Hosts

= [ 172.16.170.2

E172.16.170.3

CA XOsoft verifies the scenario before running it.

3. If the scenario was not set up correctly or problems occurred in the
participating hosts, errors are reported on the Event pane.

Notes:

= If any errors are displayed, you cannot run the scenario. These errors
must be corrected before you can start the replication process.

= Replication of mount points will succeed only if those were added to
the Master before the Engine was started. If you included the mount
points in the Master root directories when the Engine was already
running, no error is reported but the replication does not start. In this
case, you need to restart the Engine on the Master before initiating
replication.
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4. When no error is reported, the Run dialog appears:
®5 Run E'

CA X0Dsoft will start replication after the synchronization process is
completed.

Synchronization Method
{(#) File Synchronization
() Block Synchronization

lgnore files of same sizetime

[ Skip Synchronization

QK l ’ Cancel

The Run dialog contains the synchronization options.
Note: In general, the default values are the most appropriate choice.

5. For Exchange Server, we recommend you to select Block
Synchronization as the synchronization method, and to ensure that the
Ignore same size/time files check box is not selected. Then, click OK.

Important! Do not skip synchronization unless you are absolutely certain
that the data in the Master and Replicas root directories is identical.

Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User credentials dialog appears, asking you to enter log on
account details for the selected Replica.

The Manager now indicates that the scenario is running via the green play
symbol to the left of the scenario, and via the scenario's state which turns
into Running:

Scenano State Product Server Maode
= [» File Server 1 Running DR FleServer Online
Hosts Changed Synchronzed File= In spoct ]
= E$172.16.95.2 0 Bytes 0 Bytes 0 0 Bytes
= 172165953 0 Bytes 0 Bytes 0 0 Bytes
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6. Once a scenario is running, a Statistics tab appears at the bottom of the
Framework pane, displaying a graphical view of the replication:

3 19
anans G4t Dvarts View Taole Melp

BOES DS MG L UEE Y
£ awmﬂmmﬁhﬂ:mwrﬁmmm{
h -

*

[ ik Seanance.

| |0 P Dt ) Propertie i, Suinics |

17,3

o -l ]

4 Sgrificant = 172161703

4 v 172161703
5001 4 Swpeficart = 12161702 3 St
SADO0TA 1 Sgrilicart BTG 1A/ FA008 81514 PM. Shating seerario M5 Enchange OH
SMOOTGE 4 Sgrificant ] WLIEINZ
SO0 1 Sigrlicant BAT2IE170.2 4/21/2008 80731 PR Saopping scensic S Fxchangs DRt

4 Swesbicart = 172161703 5 4/2/2008 & 0313 PM.
5SRO0 1 Spesticant = 1721613 42008 Frished
Bt ik mTLIEITY BATV2008 ROL P
SROO13S 1 Sigrilicant BIT2IE170.2 54/21/2008 B-0301 PR Sxating wth the sama o
SROO014 1 Swrsbicart 172161702 BAZA/I08 07 53 PM Stisting scerario M5 Exchange DR

7. By default, once synchronization occurs, a Synchronization Report is
generated. To view the report, refer to Viewing a Report, page 24.

Note: You can also generate a Replication Report on a regular basis to
monitor the replication process on each participating server. For more
information, see CA XOsoft r12 User Guide.
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Stop a Scenario

To stop a scenario

1. From the Scenario pane, select the scenario you want to stop.

2. To stop the scenario, click the Stop O button on the Standard toolbar.

A confirmation message appears prompting you to approve the scenario
stopping:

@ CAXOsoftManager 130.119.186.172:8088
Scenario  Edit Events View Tools Help

EEES QUES = L NEE Y

H & Scenario Vwew‘ g CDP View Snapshot View x Remote Installer Manitor ﬁ; Host Maintenance Monitor =]

rio view v & X
# El9File Server Scenarios

= B 172.16.170.2 75 KB 13.03 MB 5 0 Bytes
: - E172.18.170.3 § KB 15.03 MB| 5 0 Bytes

CA X0Osoft Manager

3. Click Yes in the confirmation message. The scenario stops.

After stopping the scenario, the Manager no longer shows the green play
symbol to the left of the scenario, the scenario's state turns into Stopped
by user, and the Statistics tab is no longer available on the Framework
pane:

Scenario view

El-lgﬁﬁle Server Scenarios

= 5172.16.170.2
- 172.16.170.3

B@H}\S«:ﬁmm

[EHMS Exchange HA Stopped on Aut... HA Exchange Online

Creating and Using a Replication Scenario 23



Creating and Using a Replication Scenario

Viewing a Report

CA XOsoft can generate reports on the replication and synchronization
processes. These reports can be stored on your desired location, opened for

view from the Report Center, sent by email to a specified address, or they can

trigger script execution.

The default storage directory of the generated reports is:
[ProgramFilesFolder]\CA\XOsoft\Manager\reports

To view a report

4. To view a report, first you need to open the Report Center. There are two

ways to open it:

= On the Overview Page, click the Report Center link on the Quick
Start pane on the left:

%
@
e

J

Scenario Management
Click to manage Scenarios

Report Center
Clicktm{ ien the Report Center

CA XOsoft Web Site
Click to open CA XOsoft Web Site

Help
Click to open the Online Help

About
Click to open the About window

= From the Tools menu, select the Reports option and then Show
Scenario Reports.

The Report Center opens in a new window:

. CA XOsoft r12 Report Center

Updsted: 18 11 28 2008 yin 03 10 e

Gl

w &g
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The Report Center consists of two tables:

= The upper table - Available Reports per Scenario — contains a list of
all scenarios that have reports, along with the type and number of
available reports for each scenario.

= The lower table — Reports — contains a list of all the reports that are
available for the scenario selected in the upper table.

To view a specific report, select from the Available Reports per
Scenario table the scenario that this report represents. Then, from the
Reports table below, click the report you want to open:

Drag a column header here to group by that column

172.16.95.3 01M708 14:50:37 Synchrunizatiunqﬂ-,]
Wt

Note: Depending on your settings, for Synchronization and Replication
reports a Detailed report can be generated in addition to the Summary
report. Both reports represent the same process, but the Detailed report
also provides a list of the files that participated in the process.

The report you selected appears in a new window:

= CA XOsoft r12 Report Center - Windows Internet Explorer

@I.\g} + &) ntpi130.112. 186, 17213085 reports/starpage htm? o [#2] [ %] | |[2]-
i Fle Edt View Favorites Tools Help iLlinks [g] Customize Links @] Free Hotmall @] Windows > @ snaat B B )
— = - ”
w o [@ca XOsoft 112 Repart Center l I 5 - B - & - [rrage - £ ook - @- B
CA XOsoft r12 Report Center Report Center Home Page
CA XOsoft Replication

SYNCHRONIZATION REPORT

Synchronization mode BleckSynchronization (include files with the same size and medification time)
Scenario M5 Exchange DR
Master host 172.18.170.2(1)
Replica host 17216170 3(2
Scenario start time 23-Apr-08 19:15:17
Report start time 23-Apr-08 19:15:24
Report finish time 23-Apr-08 19:15:32
Summary:

Total number of files modified

Total number of bytes changed 19.03MB

Done % Local intranet # 100% -
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Chapter 3. Data Recovery

This chapter describes how to restore lost data using CA XOsoft Manager, how
to set bookmarks and how to rewind data.

The Data Recovery Process

When an event causes loss of Master data, the data can be restored from any
Replica. The recovery process is in fact a synchronization process in the
reverse direction - from a Replica to the Master.

CA XOsoft enables you to either recover all lost data from the Replica to the
Master, or to recover data only from a certain event or point in time to a
previous valid state. The latter option, called Data Rewind, is similar to an
undo action. It is useful in cases in which corrupted data on the Master was
replicated to the Replica, and you want to restore the data to its previous state
before the corruption occurred. The rewind process is done using time-
stamped checkpoints and user-defined bookmarks.

Important! You must stop replication in order to initiate recovery.

Recover Lost Data from Replica

Recover all lost data from a Replica

1. On the Manager, from the Scenario pane select the desired scenario and
stop it.

2. On the Master host, stop the database services.

3. On the Manager, from the scenario folder select the Replica host:

Note: If multiple Replica servers participate in the required scenario,
select the Replica from which you want to recover data.

Scenarios view

=l ElFile Server Scenarios
Scenano State Product Server Mode
=HEHFile Server Stopped DR FileServer Regular
Hosts Changed Synchronized Filez In =podl
B ®172.16.95.2

The Restore Data option is enabled.
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From the Tools menu, select Restore Data, or click the Restore data

button on the Standard toolbar:
@) CA XOsoft Manager localhost:8088
Scenario Edit Events Wiew CDP Snapshot Tools Help

Scenarios view

EoEa b p E‘s\t@ 5 72 | | | DO

=l 215 Scenarios

Restore Data

The Recovery Method page of the Restore Data wizard appears:

S Restore Data Wizard

XOsoft Manager

Ir Recovery Method
Synchronization Method

Recovery Method

The recovery process is synchronization in the reverse direction -from a Replica to the Master.

All data on Master "172.16.95.2" will be replaced with the data on
Replica '172.16.85.3'

[ Remove files that exist on Master only

Mext Finish

Note:

If the Data Rewind property is set to On, another Restore Data

dialog will appear (see step 4, page 32). In this case, select the first option
— Replace all data on Master with the data on Replica.

5. Click Next. The Synchronization Method page appears:

S Restore Data Wizard

XOsoft Manager

+ Recovery Method
B Synchronization Method

Synchronization Method

Select one of the Synchronization Methods:
- File Synchronization: best suited for File Server.
- Block Synchronization: best suited for detabase applications.

() File Synchronization
(®) Block Synchronization

[ Igrore Files of Same Size/Time

Click 'Finish’ to start the recovery process.

Einish Cancel
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Recover Lost Data from Replica

Make sure that the Block Synchronization method is selected, and click
Finish.

Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User credentials dialog appears, asking you to enter log on
account details for the selected Replica.

Once you finished initiating the recovery process, CA XOsoft builds a
temporary reverse tree using the selected Replica as the root, and the
Master as the terminating node. After the Master recovery process ends,
the temporary scenario is deleted, and you receive the following message
in the Event pane: Recovery process has finished.

By default, once a data recovery occurs a Synchronization Report is
generated:

m CA XOsoft r12 Report Center

SYNCHRONIZATION REPORT

CA XOsoft Replication

Synchronization mode BleckSynchrenization (include filez with the same size and medification time)

Scenario Recovery_MS Exchange DR

Master host 172.16.95.3(1)

Replica host 172.16.95.2(2)

Scenario start time 07-May-08 14:27.56

Report start time 07-May-02 14:28.00

Report finish time 07-May-08 142818
Summary:

Ho changes made

Now, the replication process can restart following the original scenario.
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Setting Bookmarks

A bookmark is a checkpoint that is manually set to mark a state that you may
want to rewind back to. We recommend setting a bookmark just before any
activity that may cause data to become unstable. Bookmarks are set in real-
time, and not for past events.

Notes:

B You can use this option only if you set in the Replica Properties list the
Recovery — Data Rewind option to On (see page 16).

B You can not set bookmarks during the synchronization process.

To set a bookmark

1. When the required scenario is running, select from the Tools menu the
Set Rewind Bookmark option.

The Rewind bookmark dialog appears:

Rewind bookmark

) :
B’ Enter name for rewind bookmark

Bookmark was set at 07.02.07 17:38:10§

The text that appears in the Rewind bookmark dialog will appear in the
Rewind Points Selection dialog as the bookmark's name (see step 7,
page 33). The default name includes date and time.

2. Accept the default name, or enter a new name for the bookmark. We
recommend giving a meaningful name that will later help you recognize
the required bookmark. Then, click OK.

The bookmark is set.
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Data Rewind

The Data Rewind recovery method allows you to rewind data to a point in time
before it was corrupted. The rewind process takes place on the Replica server
before the reverse synchronization process starts. The Data Rewind method
uses rewind points or bookmarks that enable you to reset the current data
back to a previous state.

You can use this option only if you set the Recovery — Data Rewind option
to On:

Properties - O X
Replica "172.16.40.57 Properties w
Froperty Yalue

Host Connection
Replit:alinn

Spcu:ll
E‘Ret::nrery
Hepli:atian Delay Off
__=BoataRewid oo |
Ftetentinn Feriad (min) Infinite
Max Dizk Size (ME) 200

Scheduled Tasks
Event Notification
Report=

Keeps undo information needed to recover data from a certain action ar point in time. It is useful in cases in
which corrupted data on the Master was replicated to the Replica. and you want to restore the data to its
orevigus state before the corruption occurred.

[C3) Root Directories Properties I

Note: You can either configure the Data Rewind property during the scenario
creation, as described on page 16, or at a later stage using the Properties tab
on the Framework pane.

If this property is set to Off, the system will not register data rewind points.
Important! The data rewind process operates in one way only — there is no

replay forward. After rewind, all data subsequent to the rewind point will be
lost, since data after the rewind point will be overwritten with new data.

Data Recovery 31



Data Recovery

Note: The automatic registration of the rewind points starts only after the
synchronization process is completed, and the message All modifications
during synchronization period are replicated appears on the Event pane.
Similarly, you can not manually set bookmarks during synchronization.
Recovering lost data using rewind points

1. On the Manager, from the Scenario pane select the desired scenario and
stop it.

2. On the Master host, stop the database services.
3. On the Manager, from the scenario folder select the Replica host:

Note: If multiple Replica servers participate in the required scenario,
select the Replica from which you want to recover data.

Scenarios view > 0 X
=l ElFile Server Scenarios
Scenario State Product Server Maode
= |=']F|Ie Server Stopped DR FiIeServer Regular
H Hosts Changed Synchronized ¢ Files In spodl
= &}1"2 16.95
m_____

The Restore Data option is enabled.

4. From the Tools menu, select Restore Data, or click the Restore Data

% button.

The Recovery Method page of the Restore Data Wizard appears:

S Restore Data Wizard

XOsoft Manager ey Bkt

The recovery process is synchronization in the reverse direction -from a Replica to the Master.
P Recovery Method

Rewind Point Selection
Synchronization Method

O Replace all data on Master '172.16.95.2 with the data on Replica 172.16.55.3.

(® Rewind data on Replica '172.16.35.2' and replace &l data on Master '172.16.95.2".

O Rewind data on Replica '172.16.95.3 and leave Master '172.16.95.2' intact.

[] Remove files that exist on Master only

Cancel

5. Select one of the Rewind data options, depending on whether you want
the rewind data synchronized back to the Master (option 2) or left on the
Replica only (option 3).
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Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User credentials dialog appears, asking you to enter log on
account details for the selected Replica.

After you select a Rewind data option, a Recovery scenario is automatically
created. This Recovery scenario will run until the end of the rewind

process.

6. Click Next. The Rewind Point Selection page is displayed:

XOsoft Manager

+" Recovery Method

Rewind Peint Selection

This Data Rewind method allows you to rewind data to & poirt in time before it was comupted. The
rewind process takes place on the Replica server before the reverse synchronization process stars.
The Data Rewind method uses rewind points or bookmarks that enable you to reset the cument data
back to & previous state.

P Rewind Point Selection
Synchronization Method

Please, wait. Arecovery scenanio for the rewind process is created.

Mo point selected.

Cancel

7. Wait until the Select Rewind Point button is enabled, and click it to view

the existing rewind points.

The Select Rewind Point dialog appears:

Select Rewind Point

" Root directories ' Databases

Filter Rewind Points Point type [ pontmp | Time [ Name ~
Q»\pp\icaﬁon event 17171 15:30:18 ESE BACKUP: Information Store (504) Server unregistered. ..
View lype In list: 33 @App\icaﬁon event 17170 15:30:18 ESE: Information Store (504) The database engine stoppe...
W5 Exchangs | Totak 827 . Application event 17169 15:30:18 ﬁl ESE: Information Store (504) Second Storage Group: The ...
Duawnloaded: 100.00% #4] application event 17188 15:30:18 3] MSExchangels Maibox Store: The Microsaft Exchange Inf...
File name gl.-\pphcauon event 17167 15:30:18 ESE: Information Stare {504) Mew Srorage Group2: The d...
@ allfles O Incudefles O Exclude files Q»\pp\icaﬁon event 17165 15:30:18 WSExchangels Mailbox Store: The Microsaft Exchange Inf...
@App\icaﬁon event 17165 15:30:18 ESE: Information Store (504) First Storage Group: The dat...
[ Application event 17164 15:30:15 $3] MSExchangels Mailhox Store: The Microsaft Exchange Inf. .
i #4] application event 17163 15:30:18 3] MSExchangels Maibox Store: The Microsaft Exchange Inf...
Start time 48] application event 17162 15:30:18 MSExchangels Mailbox Store: The Microsoft Exchange Inf...
™ =} Q»\pp\icaﬁon event 17161 15:30:18 WSExchangels Public Stare: The Microsoft Exchange Infar...

[ checkpaint | 17154 ]

15:30:15 |72| Second Storage Group (E02)

=1 ¥ Vicrosoft Exchange Server
=B [¥ QAs5-wW2K3-ExX1
=@ [ Informationstare

-5 [¥ First Storage Group
-] [¥ Second Storage Group
+ [# Mew Srorage Group2

[V MS Exchange events

|

Find

heckpoint 17148 15:30:15 5] Second Storage Group £02)

@Checkpolnt 17095 15:30:15 a Mew Srorage Group2 {E03)
]
@Checkpoint 17034 15:30:15 a First Storage Group (E0D)
4] application event 16730 15:30:12 §3] MSExchangels Mailhox Store: The Microsaft Exchange Inf. .
#4] application event 16734 15:29:42 $4] MSExchanges Mailbox Store: The Microsoft Exchange Dat...
gl.-\pphcauon event 16733 15:29:42 MSExchangels Mailbox Store: Allacating message databas...
Q»\pp\icaﬁon event 16732 15:25:42 WSExchangels Mailbox Store: Attempting to start the Micr...
@App\icaﬁon event 16731 15:25:42 MSExchangelS Mailbox Store: The information store datab. ..

Application event 16665 15:25:36 ESE: Information Store {504) Mew Srorage Group2: The d...
'= Rewind Bookmark 16648 15:29:18 ‘= Dismount Mailbox
gl.-\pphcauon event 16520 15:28:57 ESE: Information Store {504) Mew Srorage Group2: The d... |0
@Checkpoint 16611 15:28:51 a Mew Srorage Group2 (E03)
@Checkpoint 16604 15:28:51 a Mew Srorage Group2 (ED3)

ET PP

18877

19264 32 MesuhanneTE Mailhay Shara,

+ Tha Micrnen!

D
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The Select Rewind Point dialog displays a list of all rewind points. These

include: storage group modifications, removals, events, etc.; events from
the application log that are related to the selected scenario; bookmarks.
The purple checkpoints indicate the last action that was preformed on a
certain storage group.

The list can be filtered according to the rewind point type or other criteria,

using the Filter Rewind Points pane on the left.

Note: If the Select Rewind Points dialog is empty, make sure that the

Data Rewind property is enabled. See page 31.

8. Select the required rewind point, and click OK.

Note: If you want to use a Bookmark as the rewind point, it is best

practice to select the closest rewind point that indicates an actual event.

You return to the Rewind Point Selection page, now displaying
information about the rewind point you selected:

=1 Restore Data Wizard

XOsoft Manager

4 Recovery Method
P Rewind Points Selection
Synchronization Method

3

Rewind Point Selection

This Data Rewind method allows you to rewind data to a peirt in time before it was comupted. The
rewind process takes place on the Replica server before the reverse synchronization process stars
The Data Rewind method uses rewind points or bookmarks that enable you to reset the curent data
back to @ previous state.

Click the Select Rewind Point button. to select the point in time to which you
want to rewind the data.

Rewind to point:

Type: Remove

Id: 27

Time: 1/2/2008 4:01:14 PM

File name: Backup Detzils/Backup1.doc

T T T |

9. Click Next. The Synchronization Method page is displayed:

Eh Restore Data Wizard

XOsoft Manager

«" Recovery Method
+ Rewind Point Selection
P Synchronization Method

(x)

Synchronization Method

Ater the rewind data process is completed, & reverse synchronization back to the Master starts
Select one of the Synchronization Methods:

- File Synchronization: best suited for File Server.

- Block Synchronization: best suted for database applications

O File Synchronization

() Block Synchronization

[1 lanore Files of Same Size/Time

Click "Finish' to start the recovery process

Back Finish Cancel
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10. Select the Block Synchronization method and click Finish.

11.

Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User credentials dialog appears, asking you to enter log on
account details for the selected Replica.

CA XOsoft rewinds the data to the point you selected. After the rewind
process ends, you receive the following message in the Event pane:
Rewind process is completed successfully.

If you chose to replace the data on the Master with the data on the
Replica, CA XOsoft starts a synchronization process from the Replica to the
Master. Once the process ends, the temporary Recovery scenario is
stopped and then deleted.

By default, once a data recovery occurs a Synchronization Report is
generated.

Now, the Replication process can restart on the original scenario.
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Chapter 4. Additional information &
Tips

This chapter provides you with helpful information concerning the
application. This section mostly covers non-essential information and
tips.

® By default, the spool is located in the CA XOsoft installation /tmp
directory. You can change the default location by modifying the
pathname for spool directory. It is best to configure the spool on a
non-Exchange database or log file drive. Using a dedicated
volume for the spool folder can increase performance under high
load. If you do change the spool location, please remember to
remove the new path from the anti-virus scans, both scheduled
and real-time.

B CA XOsoft supports bandwidth limitation and bandwidth limitation
scheduling. If you require such features, please consult the CA
XOsoft r12 User Guide.
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