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Chapter 1: Introduction

This Chapter contains general information about the CA XOsoft products, and
their various modules. It briefly lists what is new in CA XOsoft r12, describes
how CA XOsoft Replication and CA XOsoft High Availability work, and how the
various modules function in the replication process.

About this Guide

This Guide contains all of the necessary information for configuring and
running the CA XOsoft application. It describes and provides instructions on
how to perform the following procedures: synchronizing, replicating and
recovering data, monitoring the procedures and generating reports, switching
over from the production server to the Replica standby server, and switching
back.

This Guide focuses on a generic File Server Disaster Recovery solution, but it
also provides information about other application and database servers and
the High Availability solution. For more detailed instructions involving High
Availability scenarios or scenarios tailored to specific applications such as
Exchange or SQL, see the appropriate Operations Guide. You can find the most
up to date Operations Guides for each application on
http://supportconnectw.ca.com/public/xosoft/manuals/xosoft_docman.asp

Important! This Guide applies to CA XOsoft File Server, CA XOsoft Exchange,
CA XOsoft Oracle, CA XOsoft SQL, CA XOsoft IS and CA XOsoft High
Availability products (which include all the capabilities of CA XOsoft).
Throughout this document, the term CA XOsoft refers to all products, unless
otherwise specified.

Introduction 9
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Terms and Abbreviations

Terms and Abbreviations

The following terms and abbreviations are used throughout the document.
Bookmark

Checkpoint that is manually set in the Rewind log to mark a state that you
may want to rewind back to. Usually set before a major set of operations
is performed on the data.

Data Rewind

Data recovery solution that uses the rewind points or bookmarks in the
Rewind log to reset the current data back to a previous state.

Master

Main or production server where database and file activities are taking
place. The server in the replication scenario that you want to replicate.

Node
A Master or Replica host in a replication scenario tree.
Recovery

Process of retrieving lost or corrupted data on the Master from any Replica
by activating a synchronization process in the reverse direction.

Replica
Server set up to receive replication data from a Master server.
Replication

Replication consists of several actions that operate simultaneously and
continuously: real-time capture of changes to files and databases on a
Master server; transfer of the capture changes to the Replica server(s) of
the Master; applying the changes to the Replica(s) data. Replication is a
continuous process. It stops when a scenario is stopped.

Replication Tree

The connection scheme of replication from Master host to its Replica
host(s) represented as a tree.

Resume replication

Begin transferring accumulated changes to a Replica that was previously
suspended.

Rewind point

Checkpoint in the Rewind log marking an event or operation.
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Terms and Abbreviations

Scenario

Full Replication process definition including Master and Replica servers and
their connectivity (replication tree), report and event handling rules,
properties of nodes, directories, sub-directories, databases and files that
will be participating in the replication process. Each scenario is saved as an

XML file.
Suspend replication

Temporarily cease delivering changes to the suspended Replica. Changes
are accumulated in a spool until replication is resumed so that re-
synchronization is not required.

Synchronization

The process of producing an exact copy of the Master server’s contents on
remote Replica servers.

Introduction 11



Related Documentation

Related Documentation

Use the following Guides along with this User Guide:

CA XOsoft r12 Installation Guide

CA XOsoft SQL Server Operations Guide

CA XOsoft Exchange 200x Operations Guide
CA XOsoft Red Hat Server Operations Guide
CA XOsoft Solaris Server Operations Guide

CA XOsoftHA Exchange 200x Operations Guide
CA XOsoftHA SQL Server Operations Guide

CA XOsoftHA Oracle Server Operations Guide
CA XOsoftHA File Server Operations Guide

CA XOsoftHA 11IS Server Operations Guide

CA XOsoftHA for Blackberry Enterprise Server Operations Guide

White papers offering a broader introduction to disaster recovery, business
continuity and content distribution solutions using CA XOsoft and CA XOsoftHA
are also available on the CA XOsoft website: www.caxosoft.com
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CA XOsoft Replication and High Availability Overview

CA XOsoft Replication and High Availability Overview

CA XOsoft is a powerful, easy-to-use product for creating and maintaining full
online backups of your business or other important data. CA XOsoft monitors
your file system online, intercepts and copies all additions or changes to it,
and transmits this information online to your backup servers.

CA XOsoft Replication

CA XOsoft Replication is a data protection solution that uses asynchronous
real-time replication to provide cost-effective Disaster Recovery capabilities.
The asynchronous data replication is performed over LAN, the Internet or
WAN, if participating servers have the required software installed and TCP
connections between them. CA XOsoft allows the replication of databases and
other files from a production or Master server to one or more local or
geographically distant Replica servers. The Disaster Recovery capabilities offer
rapid data recovery, integrated continuous data protection as a guard against
data corruption, and completely non-disruptive automatic testing of your
Disaster Recovery system.

The replication process requires first setting up a valid replication scenario.
Then, synchronization between the Master and Replicas data is performed, and
once the Master and Replica servers have an identical set of data, the
replication process starts. Once the replication process has started, the data
may be retrieved from the Replica (standby) server at any time. The CA
XOsoft Manager manages the process, and also monitors both the replication
and the retrieval of data.

Real-Time Replication

1
i °E: :f o B
& | !'..!,! g - - ;ﬂ:ﬂl — i . New York
| = CA XOsoft
b Replica Site
Applicaticn,
heat File, DB Server
AFplu:ah:m\. 3
File, DB Server {Furstivm-Based)
{Sun a480) and Starage
San Francisco
CA XOsoft
Master Site
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CA XOsoft Replication and High Availability Overview

CA XOsoft High Availability

CA XOsoft High Availability (CA XOsoftHA) is based on asynchronous real-time
replication and automated switchover and switchback. It provides cost-
effective business continuity for Microsoft Exchange, Microsoft SQL Server,
Oracle, Microsoft 11S Server, File Server, and other applications on both 32-bit
and 64-bit Windows servers.

CA XOsoftHA offers push-button or fully automatic switchover of mission-
critical application servers over a LAN or WAN. It features application-aware
status monitoring, integrated continuous data protection as a guard against
data corruption, and completely non-disruptive automatic testing of your
Disaster Recovery system.

Application, Application.
File, DB Server File, DB Server

- | New York
CA XOsoft
Replica Site

San Francisco
CA XOsoft
Master Site

- - ..).. Resource Transfer:
Server IP Address |single-nehanry seanaris)

Server DNS Lockup (multipie-network scenatiof
Autarmaticinstantanesus reuting of users 3

Limitations

Only one-way, asynchronous, replication is permitted, and the Replica
database must be offline. Bidirectional replication is not supported. However,
cross replication with different data sets is supported. A server running CA
XOsoft can act as a Master and Replica for an unlimited number of scenarios
so long as each data set only has a single Master server, i.e., one way
replication CA XOsoft.
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CA XOsoft Solutions

Supported Application and Database Servers

These replication and Disaster Recovery capabilities are custom-tailored for
the following application and database servers, for both 32-bit and 64-bit
Windows:

®  Microsoft Exchange

®  Microsoft SQL Server

= Microsoft IIS

®  Oracle

®  File Server

For an up-to-date list of supported platforms and applications, see

http://supportconnect.ca.com/sc/kb/techdetail.jsp?searchID=TEC408153&doci
d=408153&bypass=yes&fromscreen=kbresults

CA XOsoft Solutions

How Synchronization Works

Synchronization of files is the process of making the set of files to be protected
identical on the Master and Replica servers. It is usually necessary to
synchronize the Master and Replica as the initial step of a replication scenario.

Important! We strongly recommend running the initial synchronization during
off-peak hours.

Synchronization Methods

In order to properly synchronize the Master and the Replica, first it is
necessary to perform a comparison of their two file structures. This
comparison determines what content (files and folders) on the Master is
missing or different from that on the Replica. CA XOsoft supports two different
synchronization modes, each with a different comparison algorithm and
method of operation: File and Block synchronization.

Introduction 15
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CA XOsoft Solutions

Synchronization Filter

In File synchronization, the Replica server sends its snapshot to the Master
server, which uses it to drive the information and content for the data
comparison. After the comparison is performed, the CA XOsoft Engine on the
Master server sends a sequence of commands to the Replica. These
commands consist of (a) deletes of files that exist only on the target, and (b)
the entire file contents of files that either exist only on the Master, or that
exist on the Replica but differ from the version on the Master. This method is
best suited for File Servers or application servers with large number of
relatively small files.

In Block synchronization CA XOsoft performs a block-by-block comparison of
the Master and Replica files, and copies over only those blocks that are
different. When differences exist between files, instead of requiring the
transfer of the entire file, the block synchronization transfers changes only.
This method is best suited for database applications, such as MS Exchange,
Oracle, and SQL Server, or application servers with very large files.

The comparison may be configured to consider only file size and modification
time to determine whether two files differ, or it can perform a check of the
actual contents of the data. The former approach, which is not valid in the
case of database applications, can be a legitimate way to significantly speed
up the comparison process on a File server scenario.

Before the synchronization starts, CA XOsoft offers you the possibility to filter
the synchronization process. This filter, called Ignore files of same
size/time, appears on the Run dialog, and it can be either enabled or
disabled:

Run ﬁl

1i
|1

CA XDsoft will start replication after the synchromzation process is
completed.

Synchronization Method
(%) File Synchronization
) Block Synchronization

lgnore files of same sizeAime

[ Skip Synchronization

oK ] [ Cancel
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CA XOsoft Solutions

The Ignore files of same size/time filter allows the data comparison
between the Master and the Replica to consider only file size and modification
time, when determining whether two files differ. It skips comparison of files
with the same path, name, size and modification time, under the assumption
that these files are identical. This approach is not valid in the case of database
applications, but it can be an efficient way to significantly speed up the
comparison process for a File server solution, and reduce the overall
synchronization time dramatically.

Important! Do NOT skip synchronization unless you are absolutely sure that
files on the Master and Replica are identical.

Automatic Synchronization

CA XOsoft enables you to configure your system to perform automatic
synchronization once certain events occur. The Automatic Synchronization
property causes the Master and Replica servers to be automatically
resynchronized in the event one of the following occurs:

®  If the Replica is rebooted, CA XOsoft resynchronizes the Master and the
Replica automatically after reboot.

®  If the Master is rebooted, CA XOsoft resynchronizes the Master and the
Replica automatically after reboot.

®  If the Master spool overflows because of network failure, CA XOsoft
resynchronizes the servers automatically upon resumption of the
connection.

Simultaneous Synchronization and Replication

CA XOsoft allows simultaneous synchronization and replication. This means
that servers can be synchronized while files are in active use and being
updated; all changes that occur while the initial synchronization is performed
are replicated without any need for administrative intervention.

Reporting Synchronization Differences

The data sets on the Master and Replica servers may be checked for
differences without actually performing a full synchronization through the
Difference Report option.

Introduction 17



CA XOsoft Solutions

How Replication Works

The replication mechanism maintains identical copies of files and databases on
the Master and Replica. This replication is done by real-time capture of byte-
level changes in files on the Master server, using a file-system filter-driver.
The captured changes are asynchronously transmitted to the Replica servers
using the CA XOsoft Engine. The replication process does not interfere with
write operations.

To accommodate real-time replication of all types of files, CA XOsoft supports
the following replication modes:

B Online mode - Replicates captured changes of files, even if files are always
open (as is the case for most database and mail servers). This mode
maintains the order of file system operations. In this mode, the Engine
records all 1/0 operations related to the root directories in journal files.
The journal files are then sent to the Replicas where the operations that
were recorded in the journal are replayed on the replicated files.

®  Scheduled mode - Synchronization of servers takes place at fixed times.
There is no online replication in this mode, however, online changes made
during synchronization are replicated.

CA XOsoft also enables you to assess the accurate bandwidth usage and
compression ratio benchmarking that is needed for replication, without actually
replicating data. When you select the Assessment mode, no replication occurs
but statistics are gathered. A report is provided once the assessment process
is completed.

How Recovery Works

When Master data is lost or corrupted for any reason, CA XOsoft can recover
the data from any of the Replica servers participating in the scenario. The
Restore Data option activates a synchronization process in the reverse
direction: from Replica to Master.

When recovery is initiated, CA XOsoft Manager builds a temporary tree,
containing a single branch. In this tree, the Replica becomes the source of
data and the original Master becomes the target (i.e., the terminating
Replica). Once the synchronization process completes, the CA XOsoft Manager
reverts to the original replication scenario, and continues working.

Important! All file system activity must be halted on the Master host until the
recovery process finishes.
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How Data Rewind Works

Because replication continuously updates source data to another machine, a
Replica always holds the same data as in the Master. In the case of data
corruption, recovering files from the Replica will not help, since chances are
high that data on the Replica is also corrupted. Data Rewind is a technology
that allows repairing a corrupted file by rewinding it back in time as if it were a
tape.

Data Rewind can be compared to the Undo feature of Microsoft Office where
user actions can be cancelled, thus bringing the file to a previous state in time.
Data Rewind is based on rewind journals that store 1/0 operation information
that result in modified files. Using the rewind journal, it is possible to undo 170
operations, thus rewinding the file to a previous point in time, supposedly to a
valid, non-corrupted state.

How Replication Suspension Works

At times it may be necessary to suspend updates on a Replica machine in
order to perform system maintenance or some other form of processing that
does not modify the replicated data there. It is not desirable to stop replication
since this requires a full resynchronization afterward.

The replication suspension feature of CA XOsoft makes this possible.
Replication may be suspended either manually or on a scheduled basis. During
the suspension period, all changes are spooled on the Master or on the Replica
located upstream of the suspended Replica. In other words, changes continue
to be recorded for update on the suspended Replica, but are not actually
transferred until replication is resumed. Once replication is resumed, the
accumulated changes are transferred and applied without any need to perform
a full resynchronization of the data.
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How High Availability Works

CA XOsoft HA monitors all critical events, including global server failure and all
database service failures, and either automatically or with a push of a button
initiates a switchover.

If the Master server becomes unavailable, its activities can be switched over
automatically to a remote site (Replica). The switchover, which is transparent
to the user, includes immediate startup of a synchronized standby database,
and redirecting all users to it in minimum time. All this is done without any
need to reconfigure either clients or the network.

Depending on the requirements of the application being protected, redirection
can be based on the following methods:

Move IP (if the standby site is implemented within the same network
segment)

Redirect DNS, can be used on a local network or when the remote standby
site is located on a different IP network (cross-network switchover)

Switching the server hostname/NetBIOS name

Note: You can also apply user-defined scripts that add or replace the built-in
redirection methods. Identify Network Traffic Direction scripts are required to
fully support custom, or customized, redirection methods. Custom scripts or
batch files are used to identify the active server. This script determines if the
forward or backward scenario will run when the scenario is started. The script
runs on both the Master and Replica: the one that returns zero is active. If
both return zero, a conflict is reported.

CA XOsoft Modules

The main CA XOsoft system components are as follows:

CA XOsoft Control Service
CA XOsoft Engine

CA XOsoft Management Center — consists of three components:
Overview Page, Manager, and Report Center.

CA XOsoft CDP Repository — consists of five components: CDP
Storage, CDP Web Server, CDP Support, CDP Admin and E-mail
Retrieval

CA XOsoft PowerShell

Each of the CA XOsoft components is described in the following sections.
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CA XOsoft Control Service

CA XOsoft Engine

The CA XOsoft Control Service functions as the single-point-of-control of the
CA XOsoft operation, and it contains the entire data of the existing scenarios.
The Control Service communicates with both the Engines and the Managers. It
is responsible for the management of all scenario-related-tasks, such as,
creation, configuration, monitoring, and running of the scenarios.

The Control Service receives requests from the Managers, processes them,
converts them to particular commands, and passes them on to the Engines.
Then, the Control Service receives up-to-date data and events from the
Engines, and sends back information and statistics about the scenario's state
to the Manager.

The Control Service is also responsible for the authentication and authorization
of users. It can also serve as a central point for CA XOsoft report handling and
storage. The information and statistics that are accumulated by the Control
Service can be presented to the user through the Overview Page, Manager,
Report Center and PowerShell.

All the scenario files are kept on the server that runs the Control Service. If
the Control Service is down, the scenario functioning will not be affected.
However, for receiving information about the scenario’s state, the Control
Service must be active.

The CA XOsoft Engine is a Windows service that must be running before any
scenario can start. It is installed on every server participating in any given
scenario, meaning the Master (source) and Replica (target) hosts. Each Engine
supports both a Master and Replica functionality, for both Disaster Recovery
and High Availability scenarios. It may participate in multiple scenarios and
serve in a different role in each scenario. Engines can be installed either locally
on each host at a time, or through a remote installer on numerous hosts at
once.
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Management Center
The CA XOsoft Management Center consists of three components, none of
which requires any manual installation:

®  Overview Page - a statistical overview of the Disaster Recovery and High
Availability scenarios’ state:

CA XOsoft Replication and High Avallability
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® Manager — a User Interface that enables the user to create, configure,
manage and monitor scenarios. This is GUI application that is activated
fro view Page by clicking the Scenario Management link:
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Report Center — a User Interface that gathers all existing reports, along
with information about the available reports per scenario. The user can
decide where these reports will be stored, and for how long they will be
displayed and saved in the Report Center:

-. CA XOsoft r12 Report Center
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CDP Repository

The Continuous-Data-Protection (CDP) Repository module provides the ability
to store deleted Outlook items, to search for certain items according to
different criteria, and to retrieve them upon end-users requests. The types of
Outlook items that can be retrieved are defined by the administrator, and they
can include: e-mail messages, appointments, contacts, tasks, journal entries,
notes and attachments. For more information about the CDP Repository
module, see CDP Repository Components, page 226.

CA XOsoft PowerShell

The CA XOsoft PowerShell is offered as an alternative to users that do not
want to manage the replication process using the CA XOsoft Manager graphic
user interface. It enlarges and facilities the capabilities of the WANSync CLI
that was provided in previous versions, and it supports both DR and HA
operations.

The CA XOsoft PowerShell is a command-line shell and scripting environment
that allows users to configure a replication scenario and control and monitor
the replication process. All the scenarios that are managed by the CA XOsoft
PowerShell look and operate exactly as the ones that are managed by the
Manager, and they are automatically saved in the same default location:
INSTALL_DIR/ws_scenarios.

CA XOsoft PowerShell is based on the standard Windows PowerShell™, which
comes with a large set of built-in commands with a consistent interface. The
CA XOsoft PowerShell component adds to this shell a number of scenario-
related-commands, called snap-ins, which facilitates the scenario
management.
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CA XOsoft Deployment

The deployment of CA XOsoft components depends on the size of your IT
enterprise network and your DR and HA needs. However, there are certain
guidelines that you should follow when designing your Replication and High
Availability environment and deploying CA XOsoft different components on a
Windows platform. For information regarding an efficient deployment of CA
XOsoft components, see the CA XOsoft r12 Installation Guide.

The following illustration shows a typical deployment of CA XOsoft
components:

Management Center
(Manager & Overview Page & Report Center)

® J5h /ﬁ‘” |
" s

]m IQ Replica (Engine) m
Master (Engine) ]im /

/JP

& = Replica (Engine)
\@ Master (Engine)
PowerShell

E-mail Retrieval

Control Service

CDP Repository
(SQL Server)
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Chapter 2: Exploring CA XOsoft
Manager

This chapter introduces CA XOsoft Manager and familiarizes you with its
components and functionality. It instructs you how to log in to CA XOsoft
Management Center and Manager, and describes the structure, menus,
buttons and functions available in CA XOsoft Manager main window.

Logging In to the Management Center

CA XOsoft Management Center and Manager do not require any component or
application installed in advance. It is based on a one-click-installation
procedure that can be performed from any workstation that has a network
connection and a Web browser. To log in, you will need your:

® Hostname/IP Address and Port Number of the server where the Control
Service is installed.

®  User Name, Password and Domain

To open CA XOsoft Manager:

1. Open Internet Explorer. On the Address box, enter the Control Service
Host Name/IP Address and Port Number as follows:
http://host_name:port_no/start_page.aspx

Notes:

= If you are opening the Management Center from the machine where
the Control Service is installed, you can use the default parameters:
http://localhost:8088/start_page.aspx

» If you selected the SSL Configuration option during the installation of
the Control Service, when you open the Overview page, you need to
use the hostname of the Control Service machine (instead of its IP
Address). Enter the Control Service Host Name and Port No. as
follows:
https://host_name:port_no/start_page.aspx
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Logging In to the Management Center

The Login dialog appears:

CA XOsoft Replication
and High Availability

User Name:
Password:

Domain:

G

Copyright @ 2008 CA. All rights reserved

2. Enter your User Name, Password and Domain and click Log In.

The Overview page appears:
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3. On the Quick Start toolbar on left, click the Scenario Management
option.

A progress bar appears, indicating that the Manager component is
currently installed on the local machine.
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4. Once the Manager installation is completed, the Manager appears:
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Exploring CA XOsoft Manager Screen

After logging in to the application, CA XOsoft Manager is displayed, enabling
you to access all the Manager menus, toolbar functions and panes.

Unless a scenario exists, most of the user areas are blank. The following
screen displays a Manager with active scenarios in it:

Viewing toolbar

Framework pane
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Note: Some of the panes and options are visible and enabled only with the
appropriate product license.
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The screen is divided into several areas:

®  The application’s name (CA XOsoft Manager) and the Control Service's
connection details appear in the top left corner of the title bar; beneath it
appear the menu line, the Standard toolbar and the Viewing toolbar:

) CA XOsoft Manager 130.119.186.172:8088

Scenario  Edit Events View Tools Help

BEER D b R EELNEE L

|& Scenario View

¥ iew [2] Snapshot View emote Installer Monitor ost Maintenance Monitor |_
COPVi =] s haot Vi * Remote Installer Monit Host Maint Mt!’

®  Scenarios, including their replication tree, appear on the left pane:
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®  The Framework pane appears on the right. In this pane, configurable
property lists are displayed — the Scenario, Master, Replica, HA and
Template properties. The displayed list depends on the item selected in the
Scenario pane, or on the item chosen from the pane's drop-down list. The
Framework pane also shows two, three or four tabs, depending on the
selected CA XOsoft solution and on the scenario state. These tabs include:

= Root Directories
= Properties
= High Availability Properties

= Statistics

[ Properties - 3 X

Scenario Properties w

Property Value
E| General
E| Replication
Mode Online
== Run after Reboot On
E| Automatic Synchronization
Synchronization Type BlockSynchronization
Ignore Files of Same Size/Time Off
E‘ Optional Setlings

Replicate NTFS Compress Attribute Off
Replicate NTFS ACL off
SynchronizeWindows Shares Off
Prevent Automatic Re-sync upon Error Off
=8} Event Notification
Notification off
E| Report Handling
E| Report Saving On
Report Directory [INSTALLDIR]) reports
Report Retention (days) Unlimited
[] Notify by Email off
Execute Script Off

If the Master is rebooted, CA XOsoft automatically re-synchronizes the Master and the Replica after the reboot.

() Root Directories | B} Properties | T High Availability Properties [[J, Statistics
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®  The Events pane is below the screen’s dividing line:
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Note: The actual placement of the panes can vary, since they can be moved
and resized. Also, the panes, including the toolbar and status bar, can be
made invisible according to the selections in the View menu.

Viewing and Arranging the Manager Screen
CA XOsoft offers you different ways to get a good view of your work,
depending on the task at hand. You can arrange your workspace according to
your current needs.
Note: The last view setting you use is saved for the next session.

Viewing Options

The View menu contains all existing views. Selecting a view option from the
menu will either open or close the indicated pane.

To reset your Manager layout

®  From the View menu, select the Reset option.

The original view settings are restored.
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Customizing the Scenario Pane

Rearranging Panes

The Scenario pane shows the current status for all scenarios in one pane, thus
enabling you to monitor multiple scenarios at once. You can customize the way

the scenario information columns are displayed.

To customize your scenario view:

1. From the View menu, select the Customize Scenario View option.

The Customize scenario view dialog appears:

| Fields Labe!
[IRights Rights
[ Errors Errors
State State
[ Extended status Extended status
[ Connectivity Connectivity
Preduct Product
Server Server
Mode Mede
[ Started by Started by
6K [ cancel |

2. Select the fields you want to display in the Scenario pane and click OK.

Note: The Started by field indicate the user that initiated the Run for the
specific scenario.

The fields you selected appear as columns in the Scenario pane.

You can dock, stack, hide, show and float the Manager panes according to
your needs. Once you are moving a pane, a built-in Pane Docking tool appears
automatically. This tool allows you to quickly dock a pane on a specific location
in the Manager window, and to stack panes on top of each other and present
them as tabs. When a pane is undocked, it floats on top of the other panes.

Note: This MS tool is also called a "guide diamond".
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To dock a pane

1.

Click the pane's title bar and start dragging it. The Pane Docking tool
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When the pane you are dragging reaches the position in which you want to
dock it, move the pointer over the corresponding portion of the Pane
Docking. You can use either the central arrows or the ones at the edge of
the window.

Note: To move a pane without snapping it into place, press Ctrl while
dragging it.

To dock the pane in the indicated position, release the mouse button.

To stack a pane

1.

Click the pane's title bar and start dragging it. The Pane Docking tool
appears.

When the pane you are dragging reaches the docked pane on which you
want to stack it, move the pointer to the center box of the Pane Docking
tool.

To stack the pane, release the mouse button. The pane is now accessible
by clicking its tab.
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To hide a pane
1. Right-click the pane’s title bar. A pop-up menu appears.
2. Select one of the following:

s Hide — to completely hide the pane.

s Auto Hide — to hide the pane while you are working on other panes,
and to automatically return it when the pointer is placed on its tab.

To bring back hidden panes
®  From the View menu, select the Reset option.

All hidden panes are restored.

Toolbars

CA XOsoft provides you two toolbars to facilities your work: the Standard
toolbar and the Viewing toolbar.

Standard Toolbar

The Standard toolbar buttons provide quick access to the most commonly used
functions in the CA XOsoft Manager. The following list contains a brief
description of each toolbar option:

EI°E New

Create a new scenario using the Scenario Creation Wizard. See Creating a
Scenario, page 42.

=3 Group
Create a new scenario group. See Creating a Scenario Group, page 41.
= Save

Save a selected scenario. See Save Scenarios, page 113.

@ Save All

Save at once all existing scenarios. See Save Scenarios, page 113.

D Run

Run the selected scenario to start the replication process. See Initiate
Replication, page 61.
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Run (Assessment mode)

Run the selected scenario in Assessment Mode. See How Replication
Works, page 18.
EI'N
g Synchronize
Activate the synchronization process (whether replication is running or
not). See Synchronization, page 68.

2
= Restore Data
Recover lost or corrupted Master data from any Replica by activating a
synchronization process in the reverse direction. See Data Recovery, page
145.
B .
Difference Report
Generate a Difference Report, which displays the difference between a
Master and its Replica(s) at a certain point in time. The comparison is
performed using the same algorithms that are used in the synchronization
process, but no data is transferred. See Difference Report, page 92.

E@ Perform Switchover

[For HA only] Switch the active and passive roles between the Master and
Replica servers following their current status. See Switchover, page 168.

i
EE’ Suspend Is Alive Check
[For HA only] Suspend the Is Alive check that verifies that the active sever
is operational. See Is Alive, page 184.

s

Refresh Statistics

Update the scenario state information and live statistics display. See
Refresh Statistics Display Manually, page 81.

a0

Suspend Replication

Suspend replication updates on the Replica host in order to perform
system maintenance or some other form of processing that does not
modify the replicated data there. Changes continue to be recorded for
update on the suspended Replica, but are not actually transferred until
replication is resumed. You cannot suspend replication during
synchronization. See Suspend Replication, page 70.

&

Replica Integrity Testing
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Perform Assured Recovery test in a non-scheduled mode. See Performing
Assured Recovery Test in a Non-Scheduled Mode, page 206.

i .
L] Launch Host Maintenance

Prepare a node in your replicated system to planned maintenance
procedures, while avoiding resynchronization once these procedures are
completed. See Host Maintenance, page 116.

License Registration

CA XOsoft licensing policy is based on a combination of several parameters,
which include: the operating systems involved, the required solution, the
supported application and database servers, the number of participating hosts,
and the additional modules - Assured Recovery and CDP Repository. The
license key that is generated for you is therefore tailored to your exact needs.

After logging in for the first time, or if your old license has expired, you need
to register CA XOsoft product using your license key. To register the product,
you need to open CA XOsoft Manager, which does not depend on the existence
of a valid registration key. Once the Manager opens, a License Warning
message appears, prompting you to register the product. A License Warning
message also appears when your license is about to expire during the next 14
days.

When you are creating a scenario, some of the options might be disabled
following the terms of your license. However, you can create as many
scenarios as you wish, since the validity of your license key is first checked
when you try to run a specific scenario. Only when you click the Run button,
the system checks whether you are allowed to run the selected scenario
according to your license key. If the system determines that you do not have
the required license for running this scenario, the scenario will not run and a
message will appear on the Event pane informing you of the type of license
you need.
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To register CA XOsoft using the license key

1. Open the Manager. The Welcome message appears. Then, a License
Warning message appears informing you that your product is not
registered and prompting you to register it:

License Warning D_<|

L] E Product is not registered. Please register a valid license.
[

2. Click OK to close the message. Then, open the Help menu and select the
Register option.

The Register CA XOsoft Replication and High Availability dialog
appears:

@5 Register CA XOsoft Replication and High Availability 3

Fleaze enter a registration key to activate this zoftware. IF you have not received a registration key pet, pleaze contact Cé and we
will zend pou the proper registration key promptly.

Cument Key:

Reqiztration Key: | |

Company Mame: | |

LCloze ]

3. Enter the following information:
= In the Registration Key box — enter your registration key.
s [Optional] Company Name box — enter your company name
4. Click the Register button to register the product and close the dialog.

Now, You can now start working with the CA XOsoft Manager according to
your license permissions.
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Chapter 3: Creating Replication
Scenarios

This chapter describes how to create the following: a scenario group, a
scenario using the Scenario Creation Wizard and a template, and a scenario
template, (and how to run and stop a scenario).

Creating a Scenario Group

Each scenario in the system is assigned to a certain scenario group. By
default, there is one scenario group called Scenarios. You can use this group
for all the scenarios you create, or you can add new groups to organize your
scenarios according to a common denominator. These scenario groups will be
displayed on both the Manager and the Overview Page. They can help you to
better manage and monitor your scenario operation.

There are two ways to create a scenario group:

®  During the creation of a new scenario, through the Scenario Creation
Wizard (see page 43).

m  Before the scenario creation, through the New Group option, as described
below.

Note: We recommend planning and creating the scenario groups you want to
use in advance. After you assign a scenario to a certain group, you can not
move it to another group.

To create a new scenario group:

1. On the Manager, select from the Scenario menu the New group option,
or click the New group I:' button on the Standard toolbar.

A New group folder is added to the Scenario pane:

Scenanos view
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You can change the group's name by right-clicking it and selecting
Rename from the pop-up menu, or by double-clicking the current name
and entering a new name.

The new group name appears on the following places: the Scenario pane,
the Group drop-down list in the Scenario Creation Wizard, and the
Overview Page.

Note: When no scenario is defined, empty scenario groups will not appear
on the Overview Page.

Creating a Scenario

CA XOsoft creates and maintains replications in the context of user-defined
scenarios. A scenario is the basic unit of the CA XOsoft operation and it
consists of a definition set that include:

The type of application or database server to be protected.
The type of data protection solution.

Special tasks, such as Integrity Testing for Assured Recovery.
The connection details of the Master and Replica hosts.

The directories, sub-directories, databases and files that will be replicated
and their location on the Master and the Replica.

Configurable properties of the scenario and the Master and Replica hosts,
which affect different settings and operations, such as, synchronization
method, replication mode, spool size, report and event handling rules, and
more.

Recovery and Switchover parameters.

Each scenario defines a replication tree that set the flow of information from
the Master server to any number of designated Replicas. It establishes the
data recovery procedure, and, if applicable, the switchover parameters. You
can configure, add or remove servers from a scenario and select or modify
directories. This enables easy, complete control of the replication process over
any network, large or small. Each scenario is saved as an XML file.
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Note: This section demonstrates the configuration of a generic File Server
Disaster Recovery scenario. For more detailed instructions involving High
Availability scenarios or scenarios tailored to specific applications such as
Exchange or SQL, see the appropriate CA XOsoft Operations Guide.

To create a new scenario
1. Open the CA XOsoft Manager. Then, select from the Scenario menu the
#
New option, or click the New Ll button on the Standard toolbar.

The Scenario Creation Wizard appears:

@ Scenario Creation Wizard El

‘Welcome to the New Scenaric Wizard
XOsoft Manager

This wizand will help you create a new scenario, either from scratch or using a predsfined template. It may also be used to
create new templates. When the scenario creation is finished, you will be able to run the scenario.

P Welcome To exit the wizard and continue corfiguration manually from any step, click the Finish button

Product Type
Scenario Setup
Scenano Verification
Run Scenario

(3) Create a New Scsnario

) Create a New Template
() Create a New Scenario from a Template

Assign a Scenario Group (select existing one or enter a new group name)

| Soenarios| v

2. Select the required scenario options, as follows:
m  Select the Create a New Scenario option button.

= From the Group drop-down list, select the group to which you want to
assign the new scenario, or enter a name for a new scenario group.
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3. Click Next. The Select Server and Product Type page is displayed:

&) Scenario Creation Wizard

Select Server and Product T
XOsoft Manager - i

Select one of the licensed server and product types listed below, and the required task. If the desired option is not listed,
do one of the following:

I you have an appropriate license key. exit the wizard by clicking Cancel, and select from the Help menu the Register
option

« Welcome
b Product Type _SE|ECT Server Type
Scenario Setup I
Scenario Verification & MS Exchange
Run Scenario ] Oracle
&3 saL Server
¥ MS IS Server

Select Product Type
(%) Replication and Disaster Recovery Scenaria (DR)
O High Availabiity Scenana {HA)

Tasks on Replica
(& None
(O Integrity Testing for Assured Recovery (AR}
) ARCserve Backup

[ Back ] Next ][ Finish ][ Cancel

A list of available applications and scenario types is presented.
Note: The list of available applications depends on the licenses applied.
Select the required scenario options, as follows:

»  From the Select Server Type list, select the type of server for which
you want to create the scenario.

»  From the Select Product Type options, select Replication and
Disaster Recovery Scenario.

m  [Optional — as license is needed] From the Tasks on Replica options,
select the tasks you want to implement in this scenario.

Notes:

s To learn more about Assured Recovery and how it can help ensure
success through automatic testing, refer to the About Assured
Recovery, page 193.

s To learn more about ARCserve Backup and CA XOsoft r12 integration
see the CA ARCserve Backup for Windows CA XOsoft Integration Guide.

m To learn more about the CDP Repository, see Using the CDP
Repository, page 225.
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4. Click Next. The Master and Replica Hosts page is displayed:

@) Scenario Creation Wizard

Master and Replica Hosts ‘
- XOsoft Manager ) ;
Enter the hostname or [P address for both the Master {source) and Replica farget) hosts.
If the scenario will involve more than one Replica, add one Replica now, and manually add the other Replicas in the
Scenaro pane once you completed the wizard steps.
& Welcome
« Product Type ‘
4 Scenano Setup Scenario Mame | File Server 1 | ‘
B Hosts
CA XDeoft Engine Verfication Master HostmamellP | [(-] Port [ 25000]
Master Directories ) o
Replica Drectoriss Replica Hostname!IP [ [] Port | 25000]
Scenano Propeties ‘
Hosts Properties [] Assessment Mode
Scenario Verification
Run Scenario Werify CA XOsoft Engine on Hosts

Back t Finish ][ Cancel ]

5. Enter the following information:

» In the Scenario Name box — accept the default name or enter a new
name for the scenario. When entering a name, choose a unique name,
since you cannot use the same name for more than one scenario.

= In the Master and Replica Hostname/IP boxes - enter the
hostname or IP address of the Master (source) and Replica (target)
servers, or use the Browse buttons to find them.

= In the Port boxes: accept the default port no. (25000) or enter a new
port numbers for the Master and Replica.

Note: If you want to include more than one Replica in the scenario, enter
here the details of the first or most upstream Replica. After you finished
the scenario creation, manually enter the other Replicas, as described on
Add Additional Replica Servers, page 97.

6. [Optional] Select the Assessment Mode check box, if you want to gather
statistics about the accurate bandwidth usage and compression ratio
benchmarking without actually replicating data. If you select this option,
no replication occurs, but a report is provided once the assessment
process is completed.

7. [Optional] Select the Verify CA XOsoft Engine on Hosts check box, if
you want the system to verify whether Engines are installed and running
on the Master and Replica hosts you specified in this page. If Engines are
not installed on the selected hosts, you can use this option to remotely
install the Engines on one or both hosts.
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After you selected the desired options, click Next.

Note: If you did not select the Verify CA XOsoft Engine on Hosts
option, move to step 11, page 48.

The Host Verification page appears:

@) Scenario Creation Wizard

Host Verification
Ll xOsoft Manager
The system automatically checks whether CA XOsoft Engine is installed on the selected hosts
To install an Engine on a host, select ts check box and click Install
‘Welcome
4 Product Type
5 iy St Install On Hosts Server Status Current Version Legon Account Started 64-bit 05

W Hosts B

B Hosts Verfication

Master Directories

Replica Directories

Seanano Propeties

Hosts Properties
Scenario Verification
Run Scenario

Total ‘Z‘ Selected: ‘I‘ Success: ‘E Errar: El

FEinish Cancel

CA XOsoft verifies the existence and connectivity of the Master and Replica
hosts you selected on the previous page. Once the connections are
verified, the system checks whether an Engine is installed on each host.

Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the remote hosts, the
Server Status is reported as Not connected. Then, another User
credentials dialog appears, asking you to enter log on account details for
each selected host:

User credentials

User account for host "172.16.95.2":

User name: | |

Password: | |

Domain: | |

User account for host *172.16.95.3™:

User name: | |

Password: | |

Domain: | |
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10.

After you enter the details, the system repeats the verification process.

Check whether an Engine is installed on the selected hosts using the
Current Version column:

If an Installed indication appears under the Server Status column in
both rows, you can move to the next page.

If an Installed indication appears, but the version number is different
than the version number of the Control Service you are using, you can
reinstall the current version by clicking the Install button.

If a Not Installed indication appears, you need to install the Engine.
Click the Install button to remotely install the Engine on the selected
host.

Note: You can install the Engine on both hosts at once. To perform
this, select the check boxes of both hosts, and click the Install button.

Once you click the Install button, the CA XOsoft Engine service log on
account dialog appears:

CA XOsoft Engine service log on account g|

() Local System
{(#) This accourt
User name:
Passward:

Domain:

[ ok || cance |

Enter the required information according to following guidelines:

For Disaster Recovery purposes — it is sufficient to be a Local
Administrator (Local System).

For clusters (including DR scenarios) — you need to run under the
same account as the Cluster Service account.

For HA — you need to run under account with a Domain Administrative
privileges.

For [Exchange] CDP DR- you need to run under account with a Domain
Administrative privileges.

Wait until the installation is complete, and the Engine's version number
appears in the Current Version column:

Install On Hosts Status Current Wersion

__%1?2.15.95.2 Complete 5.0.0
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11.

12.

Click Next. The Master Root Directories page appears:

) Scenario Creation Wizard

Master Root Directories
L@ XOsoft Manager
Choose the Root Dirsctories on the Master host to be replicated, by selecting their check boxes.

To exclude cortent from being replicated, clear the sub-directory or file check box.
Use the File Fitter to include or exclude files by entering wildcard charscters (e.g. “tmp). and clicking Apply

‘Welcome
4" Product Type
Scenario Setup

File Filter
(& Mo fiter O Includs files O Excluds files

+ Hosts ‘
B Master Dirsctories
Replica Directories m [eas C

Scenario Properties & [l C/

Hosts Properties
Scenario Verification
Run Scenario

Directories Filter

Back Next Finish Cancel

CA XOsoft displays the directories and files that are on the Master server.
These directories and files are the data that can be replicated and
protected. CA XOsoft automatically aggregates data that has a common
path into one directory.

Choose the directories and files you want to replicate from the Master to
the Replica by selecting their check boxes. You can exclude folders and
files from replication by clearing their check boxes.

Selecting a drive or a directory on the left side, displays its content on the
right side:

=Bk 172.16.95.2 [v[.7) Documents and Settings i~
= D‘“" [¥IET) Inetpub
[CJET) Documents and [IE3) Program Files
(I Inetpub [IE3) RECYCLER

P Fil
E% REETS_E:;S [T System Volume Information

CIEm) System Volume VI Tools

e Tools ] WINDOWS

CIEm wWINDOWS [FIET) wmpub

(I wmpub (715 AUTOEXEC.BAT
a boot.ini

[¥][E conFIG.5YS

a Exchange Server Setup Progress log

“F 10575

[¥][5] logfile.tet

[¥][E mMsDos.sYs o
[#][E] NTDETECT.COM

< > ntldr b
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Notes:

= You can use wildcards to filter the data that will be replicated by
selecting the appropriate option button on the File Filter section, and
entering the expression in the box below (for more information, see
Filter Master Directory Files, page 102):
File: Fitter
) Mofitter ) Include files (*) Exclude files

|'-|c-g | [ Apply

»  Replication of mount points will succeed, only if those were added to
the Master before the Engine began to run. If you included the mount
points in the Master root directories when the Engine was already
running, no error is reported but the replication does not start. In this
case, you need to restart the Engine to initiate replication.

13. After defining the data to be replicated, click Next.

The Replica Root Directories page is displayed:

@ Scenario Creation Wizard

Replica Roct Directories
XOsoft Manager
Select the Root Directories on the Replica host.
+ Welcome
+ Product Type Replica Root Directories Master Root Directories
+ Scenario Setup L—'.I@ Directories
4 Hosts 33 C:Tools CifTaols

4 Master Dirsctories
P Feplica Directories

Scenario Properties
Hosts Properties
Scenario Verification

Run Scenario

Back Hext Einish Cancel

In this page you select the directories on the Replica where the replicated
data will be stored.

Important! The Scenario Creation Wizard automatically configures the
Replica root directories to be the same as the Master root directories. If
you want to keep this configuration, ensure that your Replica server has
the same drive letters as the Master server, and that the selected
directories on the Replica do not contain data you want to save. You can
change the default configuration at a later stage, as described on Select
Replica Root Directories, page 111.
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14. To change the Replica root directories, double-click the specified

directories path. The Browse and Select Replica Directory appears:

M| Browse and Select Replica Directory |._| |E| rzl
Select the Replica directory for storing replicated data in 172.16.95.3 (172.16.95.3)

= & D2
B CJ
[27) Documents and Setfings
[T Inetpub
[Z7) Program Files
{29 RECYCLER
(3 sp
D System Volume Information
(23 Tools
3 wiNDOWS
[23) wmpub

( OK |[ Cancel |

15. Select the directory on the Replica in which the replicated data will be

stored, and click OK.
You return to the Replica Root Directories page.

Note: You can manually change the directory you selected for storing the
replicated data, by clicking the selected directory name and entering a new
directory. If you are entering a directory name that does not exist on the
Replica, CA XOsoft creates it automatically:

Replica Root Directories Master Root Directories
== Directories
|:| C:/Replicated Datal

16. After defining the storage location of the replicated data, click Next.
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The Scenario Properties page appears:

ario a
Scenario Properties

XOsoft Manager
The scenario properties are corfigured here. You can also corfigure these properties afterthe completion of the wizand
steps.
The recommended default values are already listed. Bsfore changing these values, please refer to the CA ¥Osoft r12 User
Guide.

Welcome

o Ermdict e Properly Value

Scenario Setup @@ PR

Vihiads &8 Replication

W Waster Dirsctoriss B Event Notification

+ Replica Directories #E) Report Handling
P Scenano Properties
Hosts Properties

Scenario Verification

Run Scenario

Back | New ][ Fmish [ caneel |

The Scenario Properties page enables you to configure the scenario
properties that affect the entire scenario. Typically, the default values are
sufficient.

If you want to configure the scenario properties at this stage, refer to
Understanding Scenario Properties, page 123. To configure the scenario
properties at a later stage, refer to Configuring Scenario Properties, page
121.

17. Click Next. The Master and Replica Properties page appears:

@ Scenario Creation Wizard

Master and Replica Properties

XOsoft Manager
The Master and Replica properties are corfigured here. You can also corfigure these properties after the completion of the
wizard staps
The recommended default values are aiready listed. Before changing these values, please referto the CA XOsoft r12 User
Guide

« Welcome

¥ Broductibne Master Properties Value Replica Properies Value

¥ Scenario Setup #E) Host Connection [ e

¥ Hosts 8 Replication &) Replication

& Master Corfiguration =B Spoot 2B Spoot
" Scenanio Properties ElEvenl Notification ElRemvery
P Hosts Propsitiss =8 Reports Scheduled Tasks

Switchover Properties
Scenario Verification
Run Scenario

#&) Event Notification
Reports

Creating Replication Scenarios 51



Creating a Scenario

18.

The Master and Replica Properties page enables you to configure the
properties that are related to either the Master or Replica host. Typically,
the default values are sufficient.

If you want to configure the Master and Replica properties at this stage,
refer to Setting Master and Replica Properties, page 133. To configure the
Master and Replica properties at a later stage, refer to Configuring Master
or Replica Server Properties, page 133.

Note: You can modify all the settings in this pane after the scenario is
created. However, before changing any Spool properties (which can be
configured here), review the Spool info on page 136 for configuration
details.

Once you are satisfied with the Master and Replica properties, click Next.

CA XOsoft verifies the validity of the new scenario and checks many
different parameters between the Master and Replica servers to ensure a
successful Disaster Recovery. Once the verification is completed, the
Scenario Verification page appears:

@) Scenario Creation Wizard @

| Scenario Verification
. XOsoft Manager

The system automatically verfiss the scenario settings to help ensure proper operation
| Any emors must be resolved before continuing. | is also strongly recommended that all wamings be resolved. f cortinuing |
| with waming, ensure their potertial impact is fully understood. After making any necessary changes, click Retry to repeat the
scenario verfication
Welcome
+ Product Type
Scenario Setup Scenario created and verified successfully.
& Hosts

4 Master Directories

& Replica Directories
4 Scenario Propertiss
%" Hosts Properties
I Scenario Verification
Run Scenario

[ Beck | Med [ v ][ Coesl |

Note: Although the software allows you to continue with warnings, it is
not recommended to do so. Resolve any warning situations before
continuing to ensure proper operation of the application.

19. If the scenario is verified successfully, click Next.

52 User Guide



Creating a Scenario

The Scenario Run page appears:

@ Scenario Creation Wizard

XOsoft Manager ) ) ) FoezEmio ey o i
The scenario has been corfigured and is ready to run. Press Run Now to start the scenario. Initial data synchronization will start
automatically after pressing the Run Now button. To run scenario later press the Finigh button.

« Welcome

+ Product Type

+ Scenario Setup Scenario 'File Server 1' is ready to run

4 Hosts
%" Master Dirsctories Product type DR
# Replicz Dirsctories | Server type FileServer
4" Scenaro Properties I
+ Hoots Propaites Integrity Testing for Assured Recovery Off
+* Scenario Verification Replication mode onling
P Run Scenario
Master
| Name 172.16.40.20
| Spool size (MB}) Infinite
Spool path [INSTALLDIRtmp/spool]
| Replica
| Name 172.16.40.57
| Spool size (MB) Infinite
: Spool path [INSTALLDIRAMp/spocl]
| Master Root Directories Replica Root Directories
C:fTools = CiTools

Back Bun Mow FEinish Cancel

20. After the scenario is verified, you are prompted to run it. Running the

21.

scenario starts the data synchronization process.
m To finish the scenario creation and run it later, select Finish.
s To run the scenario now, click Run Now.

The synchronization process starts.

Synchronization may take a while depending on database size and network
bandwidth between the Master and Replica. You will receive the following
message in the Event pane when synchronization is complete: All
modifications during synchronization period are replicated. At this point,
real-time replication is operational and the Disaster Recovery solution is
installed and active.
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22. By default, a synchronization report is generated:
Note: For more information about opening a report, see page 63.

CA XOsoft r12 Repert Center

CA XOsoft Replication

SYNCHRONIZATION REPORT

Synchronization mode FileSynchronization {ignore files with the 2ame size and medification time)
Scenario File Server
Master host 172.16.40.20(1)
Replica host 172.16.40.57(2)
Scenario start time 28-Feb-08 15:18:14
Report start time 28-Feb-08 15:18:19
Report finish time 28-Feb-08 15:18:35
Summary:

-

Total number of files modified

Total number of bytes changed 3.13MB

Total number of directories created 1
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Using Templates

Templates are a powerful facility for customizing CA XOsoft for your own
environment. Many applications allow the default values of individual
parameters to be modified. Examples might be the default font to be used in
new documents in Microsoft Word, or the default signature for new messages
in a mail client application. Templates take this idea one step further.

Rather than provide a method to modify a single, global default value,
templates offer the ability to create an entire scenario that can be used as the
starting point for new scenarios in the future. These special template scenarios
contain all the parameters of an actual scenario and all of them may be
modified except those that clearly apply to a specific, individual scenario (such
as the host names of the Master and Replica servers).

The second important advantage of templates over a set of global defaults is
that they allow different sets of defaults to be created for different types of
scenarios. For example, the default values appropriate for your High
Availability Exchange scenarios are not identical to those for your DR File
Server scenarios. With templates, you can create default settings and maintain
them individually for each type of scenario your IT environment needs.
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Create a Template

Templates are simple to create and use, and their creation process is basically
similar to the creation of a new scenario. However, because a template is not
associated with any actual servers, some values cannot be entered, such as
the host names or IP addresses of the Master and Replica servers. Also, while
default folder paths can be entered on the Directories tab, they must be typed
explicitly rather than entered through a file browser.

All the templates are automatically stored in the Templates folder on the
Scenario pane. This folder does not appear in the Scenario pane until at least
one template is created.

To create a new template

#
1. Open the Scenario Creation Wizard by clicking the New LI button on the
Standard toolbar, or selecting New from the Scenario menu.

The Scenario Creation Wizard appears:

@) Scenario Creation Wizard

Welcome to the New Scenaric Wizard
- XOsoft Manager

This wizard will help you create a new scenario, etther from scratch or using a predefined template. t may also be used to
create new templates. When the scenario creation is finished. you will be able to run the scenario

b Welcome To exit the wizard and continue configuration manuzlly from any step, click the Finish button.

Template Type
Template Setup

) Create & New Scenario

() Create a New Template

O Create a New Scenario from a Template

Assign a Scenario Group (select existing one or enter a new group name)

Next Cancel

2. Select the Create a New Template option button, and click Next.
The Select Server and Product Type page appears.

3. Select the required scenario options (for more information see page 44),
and click Next.
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The Template Name and Comments page appears:

@9 Scenario Creation Wizard

T Name and Co
XOsoft Manager emplate Name mments

You can define the name of the template. You can also to add comments

Welcome
4 Template Type
Template Setup

P Template Name

Template Properties

Template Name !F\Ie Server DR i

Hosts Properties

Template Comments |

Back [ Nex [ Eiish [ Cancsl |

As with any scenario, you have the opportunity to rename the template.
This name is the base for the default names of the scenarios that will be
created using this template. You can also add description of the template
in the Template Comments box. This description will appear on the
Scenario pane as part of the template's details and can help you identify
the template configuration.

Click Next. The Template Properties page appears. From this step, the
wizard pages are similar to the ones you use in creating a new scenario
(see page 51). Continue defining the template by following the wizard
instructions.
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Create a New Scenario using an Existing Template

Creating a new scenario using a template saves you the need to separately
configure each required scenario. When you are using one of the existing
templates, a new scenario is created with all parameter values taken from that
template.

Note: Scenarios cannot be created from a template until the template has
been saved. Changing parameter values in a template will not change the
values of those parameters in a scenario that was previously created from it.

To create a new scenario using a template

#
1. Open the Scenario Creation Wizard by clicking the New LI button on the
Standard toolbar, or selecting New from the Scenario menu.

The Scenario Creation Wizard appears:

8 Scenario Creation Wizard

Welcome to the New Scenario Wizard
XOsoft Manager

This wizard will help you create a new scenario, sither from scratch or using a predefined template. It may also be used to
create new templates. When the scenario creation is finished. you will be able to run the scenario

b Welcome To exit the wizard and continue corfigurstion manually from any step, click the Finish button

Select Templete
Scenario Setup
Scenario Verification
Run Scenario

(O Create a New Scenario

(O Create a New Template
(®) Create a New Scenario from a Template

Assign a Scenario Group (select existing one or enter a new group name)

File Server Scenarics L2

[ et |

2. Select the Create a New Scenario from a Template option button, and
assign the new scenario to a group. Then, click Next.
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The Select Template page appears:

(‘:“:r) Scenario Creation Wizard

XOsoft Manager

<+ Welcome

P Select Templete
Scenario Setup
Scenario Verfication
Run Scenario

Select Template
Select template to create scenario from it
Name Type Comments
EE] Template for DR File Server & This template contain basic config
Template for Exchange HA Exchange This template include basic config..

The available templates appear in this page.

The Master and Replica Hosts page is displayed:

@ Scenario Creation Wizard

3. Select the template that is best suited for your needs and click Next.

m XOsoft Manager

« Welcome

4 Product Type

+" Scenario Setup
P Hoste
CA ¥Osoft Engine Verfication
Master Directories
Replica Directoriss
Scenario Propertiss
Hosts Propertiss

Scenario Verification

Run Scenario

Master and Replica Hosts

Enter the hostname or IP address for both the Master {source) and Replica fanget) hosts
if the scenano will involve more than one Replica, add one Replica now, and manually add the other Replicas in the
Scenario pane once you completed the wizard steps.

Scenario Name [[empiste for OF Fie Serve] |
Master P [] Pert [ 25000
Replica [ (-] Port | 25000]

[] Assessment Made

Venfy CA XOsoft Engine on Hosts

[T] Nex [ Einish 1 Cancel ]
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4. The default scenario name is the template name. You can either keep it or
change it.

From this step, the wizard pages are similar to the ones you use in
creating a new scenario (see page 51). Continue defining the new scenario
by following the wizard instructions.
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Chapter 4: Running the Replication
Process

This chapter describes the following procedures: initiating and stopping
replication, changing configuration when replication is running, opening and
closing the CA XOsoft Manager while replication is running, initiating
synchronization, and suspending replication.

Initiate Replication

After you create a scenario, you need to run it to start the replication process.
Normally, before data changes on the Master will begin to be replicated on the
Replica, the Master and the Replica need to be synchronized. Therefore, the
first step in initiating a replication is synchronizing the Master and Replica
servers. After the servers have been synchronized, an online replication starts
automatically, continuously updating the Replica with all of the changes that
occur on the Master. CA XOsoft allows simultaneous synchronization and
replication. In this case, the servers are synchronized while files are in use and
being updated. All of these changes that occur on the Master are captured and
being held in a spool, and once the synchronization is completed, the
replication starts and the changes are updated on the Replica.

Note: In order for the replication process to succeed, verify that the user
under which the CA XOsoft Engine is running has Read permission on the
Master, and Read and Write permissions on each replication root directory and
included files, and on all participating Replica hosts.

To initiate replication

1. From the Scenario pane, select the scenario you want to run.

2. To run the scenario, click the Run b button on the Standard toolbar:

&) CA XOsoft Manager 130.119.186.172:8088

Scenario  Edit Events View Tools Help

G oo =@ [P » G880 we| G5 68 1| 00 B @) b

& Scenario View | : Run P View @ Snapshaot View & Remate Installer Monitor 'ﬁ.! Hast

= lﬁlﬁle Server Scenarios
Scenano
=HEH File Server 1

CA XOsoft verifies the scenario before running it.
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If the scenario was not set up correctly or problems occurred in the
participating hosts, errors are reported on the Event pane.

Notes:

s If any errors are displayed, you cannot run the scenario. These errors
must be corrected before you can start the replication process.

m  Replication of mount points will succeed only if those were added to
the Master before the Engine was started. If you included the mount
points in the Master root directories when the Engine was already
running, no error is reported but the replication does not start. In this
case, you need to restart the Engine on the Master before initiating
replication.

When no error is reported, the Run dialog appears:

CA XOsoft will start replication after the synchronization process is
completed.

Synchronization Method
(%) File Synchronization
) Block Synchronization

Ignore files of same sizetime

[ Skip Synchronization

QK ] [ Cancel

The Run dialog contains the synchronization options.
Note: In general, the default values are the most appropriate choice.

For File Server scenario, verify that the File Synchronization is selected
as the synchronization method, and click OK.

Important! Do not skip synchronization unless you are absolutely certain
that the data in the Master and Replicas root directories is identical.

The Manager now indicates that the scenario is running via the green play
symbol to the left of the scenario, and via the scenario's state which turns
into Running:

Scenano State Product Server Mode
= | File Server 1 Running DR FileServer Online
Hosts Changed Synchronzed Files In spoo
B 17216952 0 Bytes 0 Bytes 0 0 Bytes
=17216553 0 Bytes 0 Bytes 0 0 Bytes
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Once a scenario is running, a Statistics tab appears at the bottom of the
Framework pane, displaying a graphical view of the replication:

By default, once synchronization occurs, a Synchronization Report is
generated. To view the report, refer to Viewing a Report, page 84.

Note: You can also generate a Replication Report on a regular basis to
monitor the replication process on each participating server. See
Replication Report, page 90.
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Initiate Replication

Run Mode

While replication is running and the running scenario is selected, the CA
XOsoft Manager screen becomes gray. No configuration change or editing is
possible at this time. Statistics are shown in the Framework pane on the right.
Events are recorded in the Events pane on the bottom.
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Stop Replication

To stop replication

1. From the Scenario pane, select the scenario you want to stop.

2. To stop the scenario, click the Stop O button on the Standard toolbar.

A confirmation message appears prompting you to approve the scenario
stopping:

&) CA XOsoft Manager 130.119.186.172:8088

Scenario Edit Events View Tools Help
G @8 RGeS L N 2E W
& scenario View g CDP View |[2] Snapshot View £ Remote Installer Maonitor fy Host M

Scenario view > O3 X

I_;I-@File Server Scenarios

o Hasts Changed *‘ Synchronzed Files Inspaal

B 17216952 0 Bytes 0 Bytes [ 0 Bytes

_ 17216953 0 Bytes| 0 Bytes| q 0 Bytes|
% FIHA Scenarios

CA XOsoft Manager

\ ? ) Are you sure you want to stop scenario "File Server 177

L Yes J ’_ Mo

3. Click Yes in the confirmation message. The scenario stops.
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Change Configuration when a Scenario is Running

After stopping the scenario, the Manager no longer shows the green play
symbol to the left of the scenario, the scenario's state turns into Stopped
by user, and the Statistics tab is no longer available on the Framework
pane:

Scenario view

- 1 X
= E5File Server Scenarios
Scenano State Product Server Mode
= [EFFile Server 1 S s L S
Hosts Changed Filez In spoc E
= M172.16.95.2
17216953
ESHA Scenarios
=15 Scenarios

Change Configuration when a Scenario is Running

You cannot make changes to the scenario settings, nodes, or directories while
the scenario is running.

To make changes to the scenario nodes or directories

1.

Stop replication by clicking the Stop button.

The CA XOsoft Manager screen background returns to its normal color, the
Statistics tab is closed, and the functions of the Properties and Directories
tabs in the Framework pane become active.

Make all necessary changes, and save them by clicking the Save button
on the standard toolbar.

To restart the replication with the new configuration, click the Run button
again.
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Close and Open the CA XOsoft Manager during Replication

Close and Open the CA XOsoft Manager during Replication

After the scenario has been defined, and replication has started, the CA XOsoft
Manager can be closed. It may remain open only for real-time monitoring of
the replication process. Closing the Manager does NOT stop the running
scenarios. When it is opened again, it automatically uploads all of the saved
scenarios and displays their status.

Note! Even when the CA XOsoft Manager is closed, it is possible to monitor
the replicated system via the Overview page. You can also get notifications by
email or by automatically running user-defined scripts when important events
or errors occur. (For more information, see the Event Notification sections, on
the Scenario, Master and Replica Properties chapters.)
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Synchronization

The synchronization process can be manually activated at any time, whether
replication is running or not.

Manual synchronization is recommended in the following situations:

m  Before starting replication on servers with large amounts of data and a
heavy update rate.

®  After a lengthy network failure, if automatic synchronization is not
activated.

®  After rebooting one of the participating servers, if automatic
synchronization is not activated.

To synchronize the Master and the Replica

1. On the Scenario pane, select the scenario you want to synchronize.
_ g
2. Click the Synchronize button on the Standard toolbar, or select the
Synchronize option from the Tools menu. The Synchronization dialog
appears, displaying the synchronization options:

¥o Synchronization

Master and Replica will be Synchronized once only. To start
continuous replication, use Run button.

Synchronization Method
{(#) File Synchronization

() Block Synchronization

lgnore files of same sizetime

[ oK ] [ Cancel

3. Choose the desired options. (See How Synchronization Works, page 15
and Synchronization Type, page 124).

Note: You can also set synchronization to run automatically at pre-
scheduled hours on specific days, and exclude it from specific dates. See
Schedule Synchronization, page 128.

4. Click OK to start the synchronization according to the method you
selected.

Note: You can issue a synchronization command while a Replica is
suspended; however it is performed only after the replication is resumed.
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Once the synchronization process starts, the Statistics tab opens,
informing you that Synchronization in progress:
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Suspend Replication

At times it may be necessary to suspend updates on a Replica machine in
order to perform system maintenance or some other form of processing that
does not modify the replicated data there. Usually, it is not desirable to stop
replication since this requires a resynchronization afterward. The replication
suspension feature of CA XOsoft solves this problem.

During the suspension period, all changes are spooled on the Master or on the
Replica located upstream of the suspended Replica. In other words, changes
continue to be recorded for update on the suspended Replica, but are not
actually transferred until replication is resumed. Once replication is resumed,
the accumulated changes are transferred and applied without any need to
perform a full resynchronization of the data.

Replication may be suspended either manually or on a scheduled basis.

Important! It is imperative that during suspension, you do nothing on the
Replica that causes the data to change in any way, including starting an
application such as Exchange, SQL Server, or Oracle. If you need to start
programs that will change data on the Replica, you may use the Assured
Recovery option. (For more information about Assured Recovery, see page
193.)

Note: You cannot suspend replication during synchronization. You can
suspend Replication only temporarily, since changes are accumulated in the
spool directory of the Master or upstream Replica. Make sure that sufficient
disk space is available for the spool to hold the changes during the time the
Replica is suspended.
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Suspend Replication Manually

To manually suspend replication to a particular Replica

1.

On the Scenario pane, select the Replica you want to suspend. Then, click

the Suspend 0o
the Tools menu.

button, or select the Suspend Replication option from

A confirmation message appears, informing you that any change of the
Replica root directories content during suspension will require manual
resynchronization:

CA XOsoft Manager

Any change of root directory content on Replica host during suspend (induding bringing the database online) will require manual resynchronization. To
bring the replica databases online without resynchronizing plesse use Assured Recovery,

Are you sure you wish to suspend replication to host 172, 16,95,37

Click Yes to suspend the replication.

Once the Replica is suspended, a red icon appears next to the Replica on
the Scenario pane:

= D File Server Running DR FRleServer Online
Hozts Changed Synchronzed Files In spacl
E| [ 172.16.40.20 101.38 MB| 44 40 MB| 542 0 Bytes|
M172.16.40.57 101.38 MB| 0 Bytes| 0 0 Bytes|

Note: During suspension, the scenario's state does not change but stays
Running, since it is only the replication to the Replica that is suspended.

On the Scenario Statistics pane appear a suspension icon and a caption,
informing you that the replication is suspended:

Scenario Statistics .".,
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While replication is suspended, you may perform maintenance on the
Replica server, including reboot. However, it is very important not to
modify the replicated data in any way or a full resynchronization with the
Master will be required.

Note: You can issue a synchronization command while a Replica is
suspended; however, it is performed only after the replication is resumed.

Resume Replication after Manual Suspension

1. After you suspend a Replica, the Suspend

To resume replication after manual suspension

ad button toggles to Resume
Replication. When you are ready to resume the replication, click the
Resume Replication button, or select the Resume Replication option
from the Tools menu:

Scenario Edit Events View Tools Help
B G e 8 L Ne 6 .
2 COPView [S] Snapshot View rge;umeﬁefjlic.atlilon onitor &,

Scenario view

A confirmation message appears:

CA X0Osoft Manager X

\_g) Are you sure you wish to resume replication to host 172, 16,40.577

fes l [ Mo

Click Yes to resume replication.

Once the replication is resumed, the red icon disappears from the Replica
on the Scenario pane, and the suspension symbol disappears from the
Scenario Statistics pane.
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Schedule Replication Suspension

To schedule automatic replication suspension

1. On the Scenario pane, select the Replica you want to suspend and stop the
scenario in which it participates.

2. On the Framework pane, select the Properties tab to open the Replica
Properties list.

3. On the Replica Properties list, open the Scheduled Tasks group. On the
Suspension property, set the value to On:

8l Properties > 0 X
Replica "172.16.71.141" Properties w
Property Value

Host Connection
Replication

Spool
Recovery
=) Scheduled Tasks
__=Bsseperd oo |
Schedule Mot Set
E‘Create Shadow Copy (VSS) On
Number of Snapshots to Keep 10
Shadow Storage Volume Default
Max Storage Size per Volume Unlimited
Ewent Notification
Reporis

Temporarily ceases delivering changes to the suspended Replica. Changes are accumulated in a spool until the replication
is resumed, so that re-synchronization is not required.

(2 Root Directories |El] Properties [# High Availability Properties

4. On the Schedule property, click the value box.
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The Suspend hours dialog appears:

Suspend hours

S —

Days/Hours of[1]2]s]als]e]z]8]a]n]un]w2]n]a]s]e]wm]e]w]0]2]2]z]
Sunday | ! ! ! —J. i | |
Meonday

Tuesday

Vlednesday |

Thursday

Friday

SatL‘tr‘ﬂa','

Excluded dates

[ 0272812008 w| [ add ][ Remove

Advanced | [ oK ][ Cancel

The Suspend hours dialog is similar to the Schedule Setting dialog,
which is used for scheduling automatic synchronization. For information
about setting a schedule, see Schedule Synchronization, page 128.

5. Set the schedule for automatic suspension in the Suspend hours dialog,
and click OK to save your schedule and close the dialog.

6. To activate the schedule, click the Save button on the Standard tool bar
and start the scenario.

The Replica you selected for suspension will be suspended and resumed
according to the set schedule.
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Chapter 5: Monitoring Replication

This chapter describes the various monitoring tools of CA XOsoft that enable
you to easily control and monitor your replication environment.

The CA XOsoft Overview Page

The CA XOsoft Overview Page allows simultaneous monitoring by any number
of administrators or professionals who wish to be informed about the state of
the replicated system:

ervier - Windows Internet Explorer

Fis Edt Vew Feverites Tovw Heo i ) Cuttomat Lnke @ Pretbistval 8] Windows WD Windows Maketsiace ] Windoes Meda *: ot il B L4
[ @cn omaspienton sn... % [{mon niemn - orra B Fiw B e e - Ch oo - i@
CA XOsoft Replication and High Availability
Legin \borssl2 Updatsd 19 5243 2008 yn 06 wrnn ar
— Tatal Seonarios 3 o Completed AR Teats
g | HSsenaric Manngement = T Mo Completad AR Tast
G Cick 1o manage Scenwios Rumeing Scenarios 1 L 1
Seanurias Stopped by Eror L] [Ernneng v e
Repert Center Scenanos Stepped by User 1 Wswrent
Chck 16 open the Repor Center Scenancs Stopped for Switchover L] =Ih¢=§’b¢m
- — Scensnos Ready for HI 1 ki f :
CA XDsolt Web Site =
Click 10 opée) CA NOsoR Web Se | | ooing Assured Rocovery Tests 0 - Farmnd
Suspended Replicas (] - Badat
Halp Scennos in Unknown State (]
& Click 15 cpn the Online Help Ermors L]
Wamings Q
About
Click 12 open the About window
L]
|Seenario Name Heorst State. Total Lipdated (KB)
Hosts File Server 172 16.40.20 St [}
T =
AR d Zomuia lame Etatn Tatal Updatod (KB
173 9871 140 v M3 Ext HA 172.16.71.140 Runrin 122
1729671141 v Bl
Seanario Nams Hast Stan Tetsl Updatad (KB)
File Sorver | 172 16,40 20 Ready for HM HE]
[Sewiny [Scenario [Message R ]
d Nl Lozl mranet 0% =

Note: There is no need to refresh the browser; the Overview page refreshes

automatically.
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The CA XOsoft Manager

The CA XOsoft Manager

The CA XOsoft Manager enables you to easily control and monitor your
replicated system.

Monitor Multiple Scenarios

The Scenario pane shows the current status for all scenarios in one pane:

Scenario view
G-@Hle Server Scenarios
= File Server Stopped by user DR Online
Hosts Changed Synchronized Filez In zpasl
= " 172.16.40.20
- 172164057
B-@I-IA Scenarios
= [» MS Exchange HA Running = 0K HA Online
Hosts Changed Synchronized Filez In spodl
172.16.71.140 112 KB 26.03 MB g 0 Bytes
- 172.16.71.141 111 KB 26.03 MEB g 0 Bytes
(= =12 Scenarios
£l ) File DR Online
Hosts Changed Synchronized Filez In spocl
172.16.40.20 97.47 MB 0 Bytes q 3363 MB
8 172.16.40.57 46.62 MB 0 Bytes| of 16.43 MB

You can customize the way the columns are displayed. (For more information,
see Customizing the Scenario Pane, page 34.)
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The CA XOsoft Manager

State Information

Live Statistics

Scenario Pane

State information is displayed beside each scenario name and beside each
server in the replication tree, whenever a synchronization process has been

started or completed, and whenever a replication process is underway.

The state information includes:

® A graphic indication next to the scenario name indicating the scenario is

running -i?, or is idle @

® A graphic indication next to the server name indicating that the server is a

Master (active) server % ora Replica (standby) server = .

® A graphic indication of whether the servers are connected: if the
connection to any of the participating servers is lost, the server icon
appears with a large red X marked over it:

Live statistics are displayed in two areas:
B  Scenario pane

®  Statistics pane

The live statistics displayed in the Scenario pane include the following
information:

ElFile Server Scenarios

In sp

33,34 g
16.2 ME

68108

6810

330.41 MB
330.41 MB

45.02 MB
8.68 MB

= 8172164020

= 172164057

B Changed - total data replicated from this host since the last
synchronization.

B Synchronized - total data synchronized from this host.
®  Files - total number of files replicated from this host.

B |In Spool - total (current) amount of data contained in the spool.
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The CA XOsoft Manager

Statistics Tab

The Statistics tab in the Framework pane also displays live statistics. Different
statistics information is displayed for a scenario, a Master and each Replica
server.

Note: The Statistics tab on the Framework pane appears only when a scenario
is running.

The available live information in the Statistics tab is as follows:

B Statistics per scenario — a graphical overview of the scenario state:
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The CA XOsoft Manager

Statistics per Master — a table that containing the following information:
state; replication starting date and time; CA XOsoft Engine version no.;
total amount of data contained in the spool; total amount of data changed
in the root directories since the beginning of the replication process,
including the number of created folders and changed, removed and
renamed files; total size of files replicated from this host; synchronization
method; and synchronization progress:

[, Statistics > 1 X
| Master "172.16.40 20" Statistics A
State: Running
Start of replication: | 03/03/08 20:08:49
Version: 5.0.1.153
Spool space:
[ Size [ =& of threshold |
| oBytes [ |
Online file changes per root directory:
[ Root Cirectory [ Size [ Folders Created [ Changed [Removed [Renamed |
[ C:fTodls 213.21MB [ 263 [ 3243 |2 [2
Transferred bytes to Replicas:
Host Size Current File Progress
172.16.40.57 610.24MB

Last synchronization statistics: File synchronization

Synchronization Progress:

s 172.16.40.20 -> 172.16.40.57
C:/Toals:

Total File Synchronization Progress | File Transferring Progress
| 100% of 6810 Files J| 100% of 6810 Files

[ Root Directories Properties "ﬂﬂn Statistics J
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Statistics per Replica - a table that containing the following information:
state; replication starting date; CA XOsoft version no.; total amount of
data contained in the spool; and total amount of data (in KB) changed in
the root directories since the beginning of the replication process, including
the number of files changed, removed and renamed:

|, Statistics -~ 1 Xx
|F{eplica "172.16.40 57" Statistics w
State: Running
Start of replication: | 03/03/08 20:08:51
Version: 5.0.1.153
Spool space:
[size [ =t of threshold |
| 20mB 1 | |

Online file changes per root directory:

[Root Directory | Size | Folders Created | Changed [Removed [Renamed
[ C:/Todls [158.17mB [ 225 [ 2296 [2 [2

D Root Directories Properties Mﬂﬂ Statistics ‘
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The CA XOsoft Manager

Refresh Statistics Display Automatically

The CA XOsoft Manager receives state information from all servers
participating in the current scenario. You can set a default frequency for
automatically updating the state information and live statistics display.

To define the refresh rate

1. From the Tools menu, select Statistics, Refresh Rate.

The Refresh Rate dialog appears:

€ Refresh Rate E'
Refresh rate (sec):
| ................. D K ................. | | CEI’IG‘E' |

2. Enter the desired refresh rate in seconds and click OK. The Scenario pane
updates accordingly.

Note: The refresh rate interval can be between 10 to 99 seconds.

Refresh Statistics Display Manually

To manually refresh the displayed information

®  Click the Refresh Statistics l[llln icon on the Standard toolbar
®  Press the F5 key

®  From the Tools menu, select Statistics, Refresh.
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Events

The Events pane displays messages and general information about the
selected scenario. This information is received from the servers participating in
the running scenario. The information displayed can inform you, for example,
that a directory is synchronized, a server is connected, synchronization
started/finished, etc. The information includes the server name and time, and
a brief explanation. Important events or error messages are shown in bold
letters:

Host/Scenario

<

) 72 All modifications during synchronization period are replicated

SMD0165 4 Significant Exchange 1 ()2/6/2008 2:32:56 P Connected to 172.16.95 2

MD04D5 & info [SHExchangs 1 (1)2/6/2008 2:35:16 PM Posting Synchrarization report created at 12/06/08 14:33:22'to Reports

RO011S & Info =17216953  (1)2/6/20082:3521 PM Root dirsctory c:/program fles /sxchervr/mdbdata synchronized

SR00139 i Significant %172.16.95.2 (1)2/6/2008 2:37:38 PM  Starting Block Synchronization {include files with the same size and modification time)
SRO0014 i Significant %172.16.95.2  (1)2/6/2008 2:37:36 PM  Starting scenario Exchange 1

SR00120 i Significant =172.16.95.3 11)2/6/2008 2:39:21 PM  Synchronization finished

Events | Scenario Validation Results

View Events in a Separate Window

Sometimes, event messages are very long, exceed the Event area, and are cut
off (visually). In these cases, you may want to display the event messages in
separate windows.

To display an event in a separate window

1.
2.

On the Event pane, select the event you want to view.

Double-click the event, or right-click it and select View Event in other
Window from the pop-up menu. Alternatively, select from the Events
menu the View Event in other Window option.

A pop-up message appears, displaying the full message text of the
selected event:

D Severiy Host/Seenario Time v | Event
SR00202 A Signifiant 17216953 {112/6/2008 2:39-25 PM Al modifications during ization period are
SR00120 i Significant =172.16.953 {12/6/2008 2:39:21 PM onization finished

RO0119 it = 3
“SRO0139 T Sigificant Tz 2. X0soft Manager 3
SRO0014 A Significant =1 Io: SRO0138
‘_!‘) Severity: Significant
Host: 172.16.95.2

1M0D405 i nfo &
SMO0165 i Significant &)=
Time: 2/6/2008 2:37:38 PM
Event: Starting Block Synchronization finciude fles with the same size and modificaton tme)

'8 14:35:27 to Reports

< | >
Events | Scenario Validation Results
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View Incoming Events

Copy Events

The CA XOsoft Manager can visually notify you when an incoming event
occurs.

To view incoming events as they occur

®  From the Events menu, select the Pop-up on Incoming Event option.

When an incoming event occurs, the CA XOsoft Manager icon in the task
bar flashes and the Manager is moved to the fore.

Note: If you re-select this option and turn it off, the minimized application
in the task bar does not flash during an incoming event.

When important events occur, you may want to copy their messages to other
programs.

To copy the text of the events for use in other programs

1. On the Event pane, select any number of events using the Ctrl key.

2. Right-click in the Event pane and select Copy, or select the Copy option
from the Events menu. Alternatively, press Ctrl+C.

You can paste the copied event texts into any program you wish.

Note: CA XOsoft also enables you to copy the event message directly to a
file with CSV extension, such as Excel files. Once you select the Copy To
CSV option, the application that is defined in your computer as CSV opens,
displaying the copied message. (To set your default CSV application, see
My Computer, Tools, Folder Options, File Types, CSV.)

The following example shows event messages that were copied directly to
Excel using the Copy To CSV option:

B Microsoft Excel - XOsoftEvents 7_13 PM.csv

(4] ple ESt Yew fumert Fprmat Tocks [ata Wikw Helb  Adope POF on L
HANE= A" BEREINE ARk A A . R A K ".!cf'ilﬂ.uﬁi-\‘\" -9 - B 7l EER |- B
3 - i3
I A | B E =
1 | IM00405 | Infe sting Synchronization regon created at 03/06/08 18:59:19 to Repons
2 |SRO0202 | Signscant odifications during synchronization peried are rephicated
3 |SRO01Z0 | Sigrebean ormzation firshe
4 [IROD11Y | Ik ol disclary & program Rles e s mdbdata synchronzed
5 |SR00139 | SigniScant Stanting Block cheonization {inchude filas with the same size and modification time)
§ |IR00304 | Infe Exchang taned
T |IRO030T | Info
8 |SROM14 | Signee o HA
9 |SM00165 | Signica
10 |SMO0185 | Signcan A | Connected to 17
1
12|
13
14
15 |
18
17
18|
19|
20
21
2| 2
W o4 v ml XOsoftEvents 7_13 PM,/ < *|
Feady L)
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Reports

Reports

CA XOsoft can generate reports on the replication and synchronization
processes. These reports can be stored on your desired location, opened for
view from the Report Center, sent by email to a specified address, or they can
trigger script execution. To set these options, see the following:

®  For defining the storage directory and the retention period of the reports,
see the

®  Report Handling section in Understanding Scenario Properties, page 127.

®  For defining the automatic generation of synchronization and replication
reports for the Master, see the Reports section in Understanding Master
Properties, page 137.

®  For defining the automatic generation of replication reports for the Replica,
see the Reports section in Understanding Replica Properties, page 143.

The default storage directory of the generated reports is:
[ProgramFilesFolder]\CA\XOsoft\Manager\reports

Viewing a Report

To view a report

1. To view a report, first you need to open the Report Center. There are two
ways to open it:

= On the Overview Page, click the Report Center link on the Quick
Start pane on the left:
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Reports

Scenario anagement
Click to manage Scenarios

Report Center
Clicktni ien the Report Center

CA XOsoft Web Site
Click to open CA XOsoft Web Site

@ X

Help
Click to open the Online Help

About
Click to open the About window

ee®

m  From the Tools menu, select the Reports option and then Show
Scenario Reports.

The Report Center opens in a new window:

-. CA XOsoft r12 Report Center

Updated 1811 28 2008 yan 03 10 or

The Report Center consists of two tables:

m  The upper table - Available Reports per Scenario — contains a list of
all scenarios that have reports, along with the type and number of
available reports for each scenario.

m  The lower table — Reports — contains a list of all the reports that are
available for the scenario selected in the upper table.
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2. To view a specific report, select from the Available Reports per

Scenario table the scenario that this report represents. Then, from the
Reports table below, click the report you want to open:

Drag a column header here to group by that column

post _ fose  [rme  [rype |summary [vetmied [sze oytes) |
—I

172.16.95.3 011708 14:50:37 Sy.rm:hru:lnlzatlcm@‘PrI1

Note: Depending on your settings, for Synchronization and Replication
reports a Detailed report can be generated in addition to the Summary
report. Both reports represent the same process, but the Detailed report
also provides a list of the files that participated in the process.

The report you selected appears:

CA XOsoft r12 Report Center Report Center Home Page

CA XOsoft Replication
SYNCHRONIZATION REPORT

Synchronization mode | FileSynchronization (ignore filss with the same size and modification time

Scenario File Server 1

Master host 172.16.95.2(1)

Replica host 172.16

Scenario start time 20-Feb-08 19:02:27

Report start time 20-Feb-08 19:02:32
Repeort finish time 20-Feb-08 19:02:42
Summary:

Total number of files with different security atiributes | 88
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Deleting Reports

The reports that are displayed in the Report Center are stored for the period
that is defined in their scenario properties (see

Report Handling, page 127). The reports are displayed even if their scenarios
were removed from the Manager. However, the Report Center enables you to
delete reports that are no longer of use to you.

To delete a report

1. On the Report Center, select from the Available Reports per Scenario
table the scenario whose reports you want to delete.

2. Click the Delete Hé button at the right end of the line.

The selected scenario is removed from the Report Center, and all of the
reports that belong to it are deleted.
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Synchronization Report

Following synchronization, CA XOsoft creates a report that lists files that have
been transferred or modified. The first few lines (at the top) include: the
synchronization method, the scenario name, the names of the Master and the
Replica(s), and the synchronization date.

The summarized Synchronization Report shows the sum total of the removed
and modified files as well as bytes transferred. The report also provides
information about the number of new directories that were created on the
Replica following synchronization, as the following example illustrates:

m CA XOsoft r12 Report Center

CA XOsoft Replication
SYNCHRONIZATION REPORT

Synchronization mode FileSynchronization {ignore files with the same size and modification time)

Scenario File Server
Master host 172.15.40.2001
Replica host - 172.16.40.57(2)
Scenario start time 28-Feb-0& 15:18:14
Report start time - 23-Feb-08 15:18:19

Report finish time 28-Feb-08 15:18:35

Summary:
Total number of files modified 7

Total number of bytes changed 3.13M8

Total number of directories created 1
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Detailed Synchronization Report

The Detailed Synchronization Report presents the complete listing of the files
that were transferred or modified during the synchronization process. For each
file, the following information is provided:

Event — the action that was performed on the Replica.
Bytes — the size of the file.
Time Stamp — modification time.

File Name — the name and full path of the file.

The following example shows a typical Detailed Synchronization Report:

CA XOsoft r12 Report Center

CA XOsoft Replication

SYNCHRONIZATION REPORT

Synchronization mode FileSynchronization (ignore files with the 2ame =ize and modification time)

Scenario File Server

Master host 172.16.40.20(1)

Replica host 172.16.40.57(2)

Scenario start time 28-Feb-08 15:18:14

Report start time 28-Feb-08 15:18:19

Report finish time 28-Feb-08 15:18:35

EVENT BYTES | TIME STAMP FILE NAME

Change 1.33M8 28-Feb-08 15:14:09 C:Toolz/BackupS/REDIST.TXT

Create Directory OBytes 28-Feb-08 15:17:48 C:Toolz/Backup?

Create 1.71KB 24-Apr-88 00:00:00 CiTools/Backup?/2DARROW1.WMF

Create 2T71KB 24-Apr-52 00:00:00 C:Toole/BackupT/2DARROW2 WIMF

Create 376KB 30-Apr-98 00:00:00 C:/Moole/Backup7/SVWFRAME.DLL

Create 1.33MB 28-Feb-08 15:18:04 C:Toole/BackupT/REDIST.TXT

Create 21KB 30-Nov-05 10:4%:58 CiToole/Backup?iry1.nck

Create 52 5KB 30-Mov-05 10:49:58 C:Toolz/Backupitryl.opt
Summary:

Total number of files modified

-

Total number of bytes changed 3.13MB

Total number of directories created 1
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Replication Report

The Replication Reports are generated periodically, according to a pre-defined
frequency, and they are generated individually for the Master and the Replica
servers.

The Replication Reports include statistics on data replicated since the
beginning of the replication process, as well as statistics on data replicated
since the last report. The data includes the number of replicated bytes, and
the number of files created/updated/removed/and renamed. You can view
either a summarized or a detailed report. A summarized report looks like this:

m CA XOsoft r12 Report Center

CA XOsoft Repiication

REPLICATION REPORT

Scenario File Server
Host 172.18.40.20(1

Scenario starttime | 28-Feb-08 15:18:12

Report start time 28-Fet

Report finish time 28-Feb-08 16:00:01

Summary:

Directory C:-Tools:
replicated bytes . 2.64MB
changed files .
removed files . 1
renamed files . 1

last change 28-Feb-08 15:34:59

Total number of bytes changed 3.64MB

Total statistics:

Directory C;-Tools;
replicated bytes . 3.64MB
changed files . 1
removed files I 1
renamed files . 1

last change 28-Feb-08 15:34:59

By default, Replication Reports are NOT automatically generated. To schedule
CA XOsoft to generate Replication Reports, refer to the following:

®  Generating Replication Reports for the Master server, see page 137.

B Generating Replication Reports for the Replica servers, see page 143.
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Backward Scenario Report

A Backward Scenario Report is actually a Synchronization Report, which

displays synchronization information about a Backward scenario.

To open a Backward Scenario Report

1.

On the Report Center, select the Backward scenario from the Available

Reports per Scenario table:

CA XOsoft 12 Report Center

Updated: 17:17:43 2008 im0 28 'wrnn or
Available Reports per Scenario

- |
Sesnario Name Mode | Assured Recovery | Total Reports
File Server 1 1 1 0 0 0 2 #
Exchange HA 2 0 0 0 0 2 &
Backward_Exchangs HA z N 0 0 0 0 z &

Bl A Scenarios

F1 |l £xchange Scenarios

il Fie Server Scenarios

Drag a column header here to group by that column

Host [ Date [ 7ime |vee |summary | petaiea | size toytes) |
172.18.84.150 022508 13:02:18 Synchrenization (=] 2278
172.18.64.150 02121108 18:18:28 Synchronization L] 2278

On the Reports table, select the Synchronization Report you want to view.

The Synchronization Report for the Backward scenario appears:

SYNCHRONIZATION REPORT

Synchronization mode BleckSynchronization (include files with the same size and medification time)
Scenario Backward_Exchange HA
Master host 172.16.64.151(1)
Replica host 172.16.64.150(2)
Scenario start time 25-Feb-08 13:01:31
Report start time 25-Feb-08 13:01:34
Report finish time 25-Feb-08 13:02:16
Summary:
Total number of files modified 5

Total number of bytes changed 40.03MB
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Difference Report

Sometimes, it is convenient to know the difference between a Master and its
Replica(s) at a certain point in time. The comparison is performed using the
same algorithms that are used in the synchronization process, but no data is
transferred. A Difference Report is generated for each Replica and sent to the
Manager at the end of the process. This can be produced at any time.

Important! We do not recommend initiating the Difference Report when data
is being updated on the Master, since all updates that are not yet applied to
the Replica will be shown as difference.

To create the difference report

1. Click the Difference Report L icon on the Standard toolbar, or select
from the Tools menu the Report, Difference report option. The
Difference report dialog opens with the same comparison methods as in
the Synchronization method dialog:

2 t Difference report [5_<|

CA XOsoft will compare Master and Replicas data and generate a
difference report per Replica.
Flease note: No data will be transferred.

Comparison Method
{(*) File Synchronization
() Block Synchronization

lgrore files of same sizetime

[ oK ] [ Cancel

2. Choose the desired options (see How Synchronization Works, page 15).
Then, click OK.

At the end of the process, a Difference Report is generated for each eplica,
and sent to the Report Center.
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A Difference Report compares the differences between the Master and the

Replica:

Comparizson mode

CA XOsoft r12 Report Center

CA XOsoft Replication

DIFFERENCE REPORT

FileSynchronization (ignore files with the same size and modification time}

Scenario

File Server

Master host

172.16.40.20(1)

Replica host

172.16.40.57(2)

Scenario start time

28-Feb-0B 15:18:12

Report start time

28-Feb-08 16:07:35

Report finish time

28-Feb-08 16:07.58

Summary:
Total number of files modified £42
Total number of bytes changed 44 41MB

Total number of directories created 53
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Chapter 6: Editing and Managing
Scenarios and Hosts

This chapter demonstrates the manual configuration of a generic File Server
DR scenario, and explains the auto-discovery process for database
applications. For more detailed instructions involving High Availability
scenarios or scenarios tailored to specific applications such as Exchange or
SQL, see the appropriate Operations Guide.

After you created a scenario using the Scenario Creation Wizard, you can
manually edit most of its definitions. Although you cannot manually create a
scenario from scratch, once you completed the wizard's first page, you can
click the Finish button at any point, close the wizard and continue the
configuration manually:

@ Scenario Creation Wizard

Select Server and Product Type
L@l XOsoft Manager
Select one of the licensed server and product types listed below, and the required task. f the desired option is not listed, do one of

the following:
If you have an appropriate license key. exit the wizard by clicking Cancel. and select from the Help menu the Register option.
I you do not have an appropriate license key and you are interested in obtaining one, contact your software provider.

Welcome

Product Type
Scenaric Setup
Scenario Verification
Run Scenaric

Select Server Type

Select Product Type
(%) Disaster Recovery Scenario (asic)

O High Availabilty Scenario

Tasks on Replica
&) None
O Integrity Testing for Assured Recovery
() ARCserve Backup
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Define the Master and Replica Servers

Every scenario is automatically created with one Master and one Replica.

To define the Master or Replica host

1. On the Scenario pane, right-click the Enter Master/Replica host name
here text and select Rename from the pop-up menu. Alternatively,
double-click the required text:

Scenano view

=l el5File Server Scenarios
Scenano
[ File Server 1
=-2/RAle Server 2
: Hosts

=R C Enter Master host name here.
= Erter Replica host name here.

2. Enter the hostname or IP address of the host.

3. Press the Enter key, or click anywhere outside of the text field.

4. Save your changes by clicking the Save button.

After defining a new host, you need to define its root directories for the
data replication.

m  To define the Master root directories, see Select Master Directories and
Their Contents for Replication, page 98.

»  To define the Replica root directories, see Select Replica Root
Directories, page 111.
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Add Additional Replica Servers

When creating a scenario using the Scenario Creation Wizard, you can define
only one Replica server for the scenario. To add more Replica servers to the
scenario, follow the instructions below.

To add additional Replica servers

1. On the Scenario pane, select the host (Master or Replica) under which you
want to add a server. Right-click it and select Insert Host from the pop-
up menu, or select Insert Host from the Edit menu.

A new Replica server entry appears:

=-¥H File Server 1 Stopped by user

Hosts

Changed

= B 172.16.55.2
B 172.16.35.3

2 Erter Replica host name here. —

2. Define the new Replica as you defined the other Replica host, and set its
properties and root directories.

3. Save your changes by clicking the Save button.

Editing and Managing Scenarios and Hosts 97



Select Master Directories and Their Contents for Replication

Select Master Directories and Their Contents for Replication

This section explains how to select directories and files on the Master for
replication.

Note: Working with Master Root Directories dialog is possible only if the CA
XOsoft Engine is installed and running on the host.

Important! Special limitations apply to remote root directories, such as
mapped drives or UNC paths (\\server\share). These path types are not
supported as a source for real-time replication. However, they can be the
target for data replicated in real-time, meaning they can be used to store data
on the Replica. In this case, these root directories can even support ACL
replication. If these path types are used as the source, you are limited to
scheduled synchronization only. Open files without shared read-permissions
are not synchronized.

To select Master directories and their contents

1. In the Scenario pane, select the name of the Master server whose data
you want to replicate.

2. In the Properties pane, click the Root Directories tab at the bottom. The
Master Root Directories information appears in the pane:
Hoot Direcitones

Master "172.16.95.2" Root Directories v

Master Root Directories Filter

E@ Directories
|:| Enter directory here. Double-click to browse.

S ¥

E Root Directories ‘ Properties

3. Right-click anywhere in the pane, and select Browse and Select

Directories. Alternatively, double-click the Master root directory named
Directories.
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The Master Root Directories dialog appears:

B Master Root Directories

File Fitter
{*) No fitter ) Include files {0 Exclude files
=- A} 17216952 [[JE3) Documents and Settings ol
= DW [JET) Inetpub
[JE% Documents [IE3) Program Files
I3 Inetpub [E3) RECYCLER
CJE3) Program Fil
DD RECYCLER DI:] System Yolume Information
CJEm System Vol [ Tools
[C3 Tools [CJEm) wiNDOWS B
CEm wiNDows | [CJEm wmpub
1 w [1[E] AUTOEXEC. BAT
1] boot.ini
[J[E) CONFIG.5YS
< | ?| M3 Evrhanne Sansar Gotun Bransese lan s
Directories Filter
oK Cancel

The Master Root Directories dialog has two areas. The left area shows
only directories and sub-directories. The right area shows both directories
and sub-directories, and files in those directories. The checkboxes are for
you to select or clear. When selected, those directories or files will be
replicated. Those not selected are ignored.
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4.

In the dialog’s left area, select the directories that are to participate in the
Master’s replication scenario, by clicking on the relevant checkboxes.
These are the Master root directories. The checkbox is selected, and the
directory name is bold:

Note: If a root directory is a sub-directory, it remains bold and marked,
and its parent directory is marked with a grayed checkmark.

M Master Root Directories [z|
File: Filter
(® Mo fiter O Include files O Exclude files
= g 172.16.85.2 - D Copy of ProcessMonitor -
= [W]se C [¥I:7) Copy of PsTools
[JET) Documents and Settings [¥IC3) Copy of Sysprep
CJET) Inetpub I3 Copy of tepi

[JET) Program Files

]2 RECYCLER [“I2) Copy of Tests

CIET) System Volume Information [I3) Design
= @ . D metapad3bl

[¥IEm) AdRestore [¥I(2) New Folder
[¥IE3) Backup Details [“I.T) PendMoves
[¥IET) Bginfo [“I.T) ProcessExplorer
[7I:3) BlueScreen [“I.T) ProcessMonitor
D Copy of AdRestore D PsTools

D Copy of Backup Details D Sysprep

L R 3 2 e R S R

Copy of Bglnfo .
8 Copy of BlueScreen [T tepview
[¥IE3) Copy of Design I3 Tests
[¥IEm) Copy of metapad35i @ Backup plan.doc
D Copy of New Folder @ Copy of Backup plan.doc
[VIET) Copy of PendMoves | [#I[2) Copy of UPHClean-Setup.msi v
Directories Filter
(3 CiTools
< | ¥

[ o o ]

All files and sub-directories belonging to the directory that is highlighted in
the left area are displayed in the right area.

You can clear the check boxes of the sub-directories and specific files that
appear on the right area. They are then ignored from replication.

Note: If you clear any of the right area sub-directories and files, they are
ignored, but the root directory is still selected. However, it is marked with
a grayed checkmark.
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6. When you have finished selecting all the directories and files you want to
replicate, click OK.

The selected directories now appear in the Root Directories pane under the
Master root directories column.

1| Root D ECHNIES

Master "172.16.95.2° Root Directories L
Master Root Directories Filter
== Directories :
D C:iTools
< | >

ID Root Directories ] Properties

Note: When working with SQL Server DR, database that will be added to
the already selected root directories after the replication starts, will not be
replicated.

Edit Directory Names

You can edit the names of the Master root directories. However, when
changing a root directory name, you need to verify that such a directory
actually exists on the Master before you run the scenario. If you try to run a
scenario with a non-existent Master root directory, the scenario will not run
and a critical error will be reported.

To edit a directory name

®  On the Root Directories tab, select the directory and enter a new name
using Windows conventions;

— Oor -

®  Right-click the directory name, and select Rename from the pop-up
menu.

Remove Master Root Directories

To remove a Master root directory

®  Right-click a directory entry and select Remove Directory from the pop-
up menu.
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Filter Master Directory Files

The filtering options enable you to include or exclude files from the Master root
directories. These options do not select (or clear) items in the Master Root
Directories dialog. That has to be done manually. However, the filtering
options enable you to fine-tune your directory selection and display only the
files that will be replicated.

For example, if you choose to include only text files, you need to select the
required directories and enter the filter parameter. Then, only text files that
are stored in these directories will be displayed on the left area of the Master
Root Directories dialog:

M Master Root Directories [gl
File: Filter
O Nofitter ® Include files ) Exclude files
"t | l Apply l
=- & 172169522 [¥][5] fagbdt
= [m]<e CJ [][E] metapad.ixt

[JET) Documents and Settings
[JET) Inetpub
@ Program Files
[JE3) RECYCLER
[JET) System Volume Information
2 &2 Tools
[l AdRestore
E-[]iES Baglnfo
[ BlueScreen
° Vi Tl
EH[]E= PendMoves
[¥IET) ProcessExplorer
[¥JET) ProcessMonitor
[“]ET) PsTeols
[¥IET) Sysprep
B[]S tepview
3 WINDOWS
CJET) wmpub

Directories Filter

EIC3) Directories Include files: * tat
@ CiTools
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The Master root directories filters enables you to use a variety of filtering
characters, such as characters, strings, wildcards, file names or extensions,
etc. The following standard wildcards are available:

An asterisk (*) selects any number of characters/digits of all types.
A question mark (?) selects any single character or numeric digit.
A pound sign (#) selects any numeric digit.

An "at" sign (@) selects any single character.

Entering other characters (one or many) selects for those specific
characters.

A given filter selection applies to all files in all selected directories in the
scenario.

The Filter options are as follows:

No filter — all the directories and files you manually select will be
replicated. This is the default option. See Select Master Directories and
Their Contents for Replication, page 98.

Include files - ONLY the selected files or file-types will be replicated. See
Include Files, page 104.

Exclude files - ONLY the selected files or file-types will be excluded from
replication, and all others will be included. See Exclude Files, page 107.
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Include Files

When using Include files, only the files or file-types entered into the Filter
box are included in the replication scenario, and only if they are selected
(checked). You need to manually select the directories in which these file are
stored, and if you manually clear a file check box, you override the Include
files option.

To include files

1. On the Master Root Directories dialog, manually select the directories
on which you want to apply the filter:

M| Master Root Directories le
File Fitter
(® Mo fiter O Include files O Exclude files
=5} 172.16.95.2 I3 Documents and Settings ~
EREE C./| [CIET) Inetpub
23 Documents and S [CIE3) Program Files
I Inetpub
) [CJEm RECYCLER
I Program Files )
[JC3 RECYCLER I3 System Volume Information
CIEm System Volume In I3 Tools
2@ wWINDOWS
DD wmpub
1) AUTOEXEC.BAT
1[5 boot.ini
(18 CONFIG.5YS
(] @ Exchange Server Setup Progress.log
& 10.5vs 0
C1[& togfile.tt
[C1[E] MSDOS.5YS
< I ? | M@ wrneTECT rom b
Directories Filter
[=IC3) Directories
3 C:Tools
< | ¥

[ o [ oo ]

Note: Alternatively, you can manually select the directory check box
AFTER you enter the filter parameters.
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Click the Include files option button at the top of the Master Root
Directories dialog. The Filter box is enabled with an asterisk (*) wildcard:

M Master Root Directories

File: Fitter
O Nofiter ® Include files (O Exclude files
B | Apply
= 172.16.95.2 []E3) Documents and Settings ~
= E‘“" CIET) Inetpub
[JET) Documents and S [CIC3) Program Files
CJE Inetpub [JC3) RECYCLER
[JET) Program Files )
DD RECYCLER DD System Volume Information
[CJET) System Volume In I3 Tools
#ICT) Tools 5T WINDOWS
&R WINDOWS [CJE8) wmpub
e wmpub C[E) AUTOEXEC BAT
[ boot.ini
CJ[E CONFIG.SYS
™ @ Exchange Server Setup Progress log
& 10.svs B
[ legfile.tet
/S MsDos.5Y5
< | ?| |2 nTheTErT oM b
Directories Filter
EIE3) Directories
3 C:Tools
< | 3
[ oK [ cencel ]

Enter the file types you want to include in the Filter box using the
appropriate filtering characters. For example, include all files ending with
the extensions *.txt *.exe. Separate the extensions using a space.

Note: Do NOT use a comma or a semi-colon to separate extensions. If a
file name includes blanks, enclose the complete file name between
quotation marks ("').

Editing and Managing Scenarios and Hosts 105



Filter Master Directory Files

Click the Apply button to filter the directories you selected according to

the filter parameters:

M| Master Root Directories

File Fitter
) Nofitter ® Include files O Exclude files
|'.bct *exe | Apply
B- &) 172.16.95.2 [1|5] Eula.bt
= [E]e CJ @ psexec.exe
[JET) Documents and Settings 12 psfileexe
[CJET) Inetpub - f
etsid.
[JE3 Program Files @ ::sg fo. e
[JEZ RECYCLER £ sinfo.exe
[JEm System Velume Information @ P"k_'"-m
= [ Tools 1[5 pslistexe
-] AdRestore [¥1E] psloggedon.exe
E-[#] Bglnfo [I[E psloglistexe
- [Z]F= BlueScreen @ pspasswd.exe
-] metapadls [VI[5] psserviceexe
2 [#]E= PendMoves FI[E psshutdown.cxe
[¥]E3) ProcessExplorer Els
53 ProcessMonitor pssus?end.ene
5] ool FIE) pversionst
23 Sysprep
=+ [VIED tepview
53 WINDOWS
[JEx) wmpub
Directories Filter
[=IC3) Directories Include files: * et * exe
3 CiTools
< | [*
[ ok ][ cancal |

The only files that are displayed on the right area are those that meet the
filtering criteria.

5. [Optional] You can manually select or clear individual directories and files.
This action overrides the Include files option regarding the individual
directory or file.

6. Click OK to save your root directory selection and close the Master Root
Directories dialog.
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Exclude Files

When using Exclude files, the replication scenario ignores any files that have
been filtered out (excluded), and include all others.

To exclude files

1. On the Master Root Directories dialog, manually select the directories
on which you want to apply the filter:

B Master Root Directories El
Fin Fiter

3 Mo fier ) Include files O Boclude fles

= ) 1721692 [T Documents and Settings -
=80 [ Inetpub

(3 Progeam Files

[ RECYCLER

I3 Syssem Volume Information

[17) Tocls

13 WINDOWS

13 weck

[ 18] AUTOEXEC BAT

[ 18] bectini

[ 18] CONFIG.SYS

18] Exchange Server Setup Progress log

Documents and &

& 0575
] togtile.txt
] MSDOS5YS
-3 3 M@ wrnereet com o
Directories Filter
1) Dirrctorins
[ C:Tools
[ »

Note: Alternatively, you can manually select the directories AFTER you
enter the filter parameters.

2. Click the Exclude files option button at the top of the Master Root
Directories dialog. The Filter box is enabled with an asterisk (*) wildcard:

M Master Root Directories X
Fle Fiter
O Nofiter O Include files @ Exclude files
[ J Apply
5 & 172.16.952 I3 Documents and Settings ~
EfC ] [T Inetpub
DL Documents and $ | [7Jim program Files
53 Inetpub [JE3 RECYCLER
&3] Program Files
3 RECYCLER 2 System Volume Information
) System Velume In | [ZIE3 Tools
L3 Tools & wWINDOWS
[ WiNDOWS e vmpub
& wmeub [J[E) AUTOEXEC.BAT
[ bootini
[1[8) COoNFIG.SYS
[[5] Exchange Server Setup Progress.log
OE 10.srs =
1S legfile tet
[1[8) MspossYs
L] | *| M= wrnerect com o
Directories Filter
(=3 Directeries
[ CiTools
< |
oK J[ cancel
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Enter the file types you want to exclude in the Filter box using the
appropriate filtering characters. For example, exclude all files ending with
the extensions *.bat *.dll. Separate the extensions using a space.

Note: Do NOT use a comma or semi-colon to separate extensions. If a file
name includes blanks, enclose the complete file name between quotation
marks ("').

Click the Apply button to filter the directories you selected according to
the filter parameters:

M Master Root Directories fgl
File Fitter
O Mo fitter O Include files (®) Exclude files
[“bat "dl | Apply
B 172.16.952 #| 5 Eulant
= [W]<e Ci [¥][S] psexec.exe
[JET) Documents and Se M5 psfileexe
5T Inetpub . 15 psgetsidexe
[JEm) Program Files Psinfo.
I3 RECYCLER 8 sthio.exe
[CJE3 System Volume Inf FE Nk_'"'m
= [ Tools & pslistexe
[#]E3) AdRestore [“1E psloggedon.exe
= [Z]E=r Balnfo —| [1[E psloglistexe

[ZIE3) BlueScreen

[IET) metapad3si
[VIET) PendMoves
[¥IE3) ProcessExplor

[V][E] pspasswiexe
[¥][Z] psservice.exe
@ psshutdown.exe
[¥][Z] pssuspend.exe

[VIE3) ProcessMonitor
P oo
D Sysprep
[FIET) tepview
[ WINDOWS
[ 153 wmpub

@ Pstools.chm
@ ps version bd

|£

< | >
Directories Filter
[=IE3) Directories Exclude files: *.bat ~.dll
(@ C:/Tools
< | [
[ oK |[ conca |

The excluded files are not displayed on the right area, and the displayed
files are the ones that will be replicated.

[Optional] You can manually select or clear individual directories and files.
This action overrides the Include files option regarding the individual
directory or file.

Click OK to save your root directory selection and close the Master Root
Directories dialog.
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Auto-discover Database Files for all Databases

To facilitate easy directory selection for standard databases that are supported
by CA XOsoft, database directories and files are identified in the scenario by
using database APls. Thus, CA XOsoft displays the structure of the database

and makes the appropriate selections, which may then be easily modified if
necessary.

The CA XOsoft auto-discovery function automatically discovers all database
objects, related files and directories on your database or mail server —
whether local or on a network. This function is currently available for all
supported applications.

Note: Autodiscovery is possible only if both the CA XOsoft Engine and the
database are installed and running on the Master server.

To use autodiscovery for selecting database files

1. On the scenario pane, select the scenario whose database you want to
auto-discover, and verify it is NOT running.

2. On the Framework pane, open the Root Directories tab for the Master.

The Auto-discovered database files icon appears in the Master Root
Directories tab:

[Tl Root Directories « 0 X
Master "172.16.71.140" Root Directories v
Master Root Directories Filter
%Auto—discovered
[0 Directaries
< >

3. To start auto-discovery, double-click the Auto-discovered icon.
Alternatively, select from the Edit menu the Auto-discovery of
Database Files option.
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Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User credentials dialog appears, asking you to enter log on
account details for the selected Replica.

The Autodiscovery dialog appears:

£| MS Exchange Server Autodiscovery

Select databases for replication
Database Full Path
= =4 Microsoft Exchange Server
[ D) QAS5-W2K3-EXT
= =) InformationStore
= (=I5 First Storage Group
W 5 Log File Path [.3) C:/Program Files/Exchsnr/mdbdata
W &) System Path [.3) C:/Program Files/Exchsnr/mdbdata
W =8 Mailbox Store (QAIS-W2ZKI-EX1)
= {2 EDE File Path [l C:/Program Files/Exchsrvr/mdbdata/priv1 edb
I {2 STM File Path [El C:/Program Files/Exchsrvr/mdbdatalpriv1.stm
= (=) Public Folder Store (QAIE-W2K3-EX1)
= {2 EDB File Path [l C:/Program Files/Exchsrvr/mdbdata/pub1.edb
¥ 2 STM File Path [l C:/Program Files/Exchsrvr/mdbdata/publ.stm
[ ok

The Autodiscovery dialog displays all database directories and files that
were auto-discovered.

Select the check boxes of the items you want to replicate, and clear the
check boxes of the items you want to exclude from replication. Then, click
OK to save your root directory selection and close the Autodiscovery
dialog.
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Select Replica Root Directories

You must select the Master directories before this function becomes available.
For each Master root directory, you must define a Replica root directory on
each related Replica.

Important! Special limitations apply to remote root directories, such as
mapped drives or UNC paths (\\server\share). These path types are not
supported as a source for real-time replication. However, they can be the
target for data replicated in real-time, meaning they can be used to store data
on the Replica. In this case, these root directories can even support ACL
replication. If these path types are used as the source, you are limited to
scheduled synchronization only. Open files without shared read-permissions
are not synchronized. You should also take into account that using mapped
drives/UNC paths as target directories will affect the performance and will slow
down the synchronization and replication processes. Therefore, we do not
recommend using this option.

Note: Browsing for a directory is possible only if the CA XOsoft Engine is
installed and running on the selected server.
To select Replica root directories

1. In the Scenario pane, select the name of the Replica where you want store
replicated data.

2. In the Properties pane, click the Root Directories tab at the bottom. The
Replica Root Directories information appears in the pane:

Hoot Direclones
Replica "172.16.95.3' Root Directories “
Replica Root Directories Master Root Directories
El@ Directories
D C:Tools C:Tools
< | >
IQ Root Directories ‘ Properties -

Important! the Scenario Creation Wizard automatically configures the
Replica root directories to be the same as the Master root directories. If
you want to keep this configuration, ensure that your Replica server has
the same drive letters as the Master server, and that the selected
directories on the Replica do not contain data you want to save.

3. To change the default Replica root directories, right-click anywhere in the
pane, and select Browse and Select Directories. Alternatively, double-
click the name of the specified Replica root directory.
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Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User credentials dialog appears, asking you to enter log on
account details for the selected Replica.

CA XOsoft connects to the Replica server and opens the Browse and
Select Replica Directory dialog appears:

M| Browse and Select Replica Directory g@@
Select target directory in 172.16.55.3

=8, 17216953
B CJ

[£3) Documents and Settings
[T Inetpub
[23) Program Files
[2m) RECYCLER
3 spP
[ System Volume Information
@
) WINDOWS
3 wmpub

oK Cancel

The Browse and Select Replica Directory dialog displays the Replica
server's directory list.

Select a Replica directory to hold the corresponding Master directory.
Repeat this for each Master directory.

In order for the replication process to succeed, verify that the user under
which the CA XOsoft Engine is running has permission for each replication
root directory.

Note: The Replica root directory does not have to actually exist. You can
enter the directory name by selecting the entry using the standard
Windows conventions and CA XOsoft creates it when the replication starts.

Click OK to save your selection and close the Browse and Select Replica
Directory.
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Scenario Operations

The following sections describe scenario operations — saving, removing,
exporting and importing.

Save Scenarios

There are two methods of saving scenarios, either per scenario or by a global
saving of all scenarios.

To save scenarios

®  On the Scenario pane, select the scenario and click the Save icon, or
select the Save option from the Scenario menu.

— Oor -

®  Click the Save All icon or select Save All from the Scenario menu, to
save all scenarios on the Manager.

Remove Scenarios

Important! Before removing a scenario, make sure you want to permanently
delete it. There is no undo action.

To remove a scenario

1. On the Scenario pane, select the scenario and right-click it.
A pop-up menu appears.

2. From the pop-up menu, select the Remove option.

A message appears asking you to confirm the removal:

CA X0Osoft Manager

\:..:/ Remave scenario "File Server 177

I Ok H Cancel ]

3. Click OK. The scenario is permanently removed.

Editing and Managing Scenarios and Hosts 113



Scenario Operations

Export Scenarios
You can export scenarios to other locations in order to reuse them.

To export a scenario

1. On the Scenario pane, select the scenario you want to export. Then, right
click it and select Export, or select the Export option From the Scenario
menu.

The Export scenario dialog is opened:

Export scenario
Savein: | e Local Disk (C) w | Q F £ E-
Ty (Ch3-fold System Volume Information
32' 2; I AuthorIT Chtemp
My Recert I AuthorIT V4 [y TempEL4
Documerts | [2)Ca_appsw CWNDOWS
mex ChcA_LIC [SxHTML
L ; Config.Msi
Desktap [C3)Documents and Settings
ICGISDSTFIX
: [CH™ML
M
’/* MSQCache
PoverShell
My Documents QPower e_
|CyProgram Files
RECYCLER
g! [Chsnagit
b SxplInst
Ity Computer
‘g File name: | w | I Save ]
My Network | Save as type: |C.9-. ¥Osoft scenario (*xmc) v | l Cancel ]

2. Name the scenario and save it by clicking the Save button.

The scenario is saved as a *.xmc file.
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Import Scenarios

You can import .xmc files that contain saved scenarios to your Manager. Use
this option if you want to relocate scenarios from one workstation to another,
or if you want to use older scenarios that were kept in your system.

To import a scenario

1. From the Scenario menu, select the Import option.

An Import scenario dialog appears:

Import scenario

Look in: | < Local Disk (C) v 02 @
) (Cs-fold System Volume Information
\—'”\3 () AuthorTT Sitemp
My Recent | |CAuthorIT v4 [CDTempEI4
Documents | (ZHCA_APPSW [CHWINDOWS
= [CIca _LIC [CHTML
L Config.Msi
Desktop EDocuments and Settings
(CGISDSTFIX
[CIHTML
MS0Cache
My Documents EPD»\'erSheI‘I
[C)Program Files
RECYCLER
g! (CISnagit
Sl Sxplnst
My Computer
. File mame: | Vl l Open ]
My Network | Files of type: CA ¥0soft scenara "xme) w | [ Cancel ]

2. Locate the scenario you want to import and click Open.

The scenario is imported to the Manager and appears on the Scenario

pane.

Note: If you are trying to import a scenario that has the same ID or name
as an existing scenario, the following dialog appears:

CA XOsoft Manager

Do you want to:

{*) Replace existing scenario.

The scenario File Server 1 already exists.

) Save scenario with a different name.

X

QK ] l Cancel

Select your required option and click OK.
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Host Maintenance

The Host Maintenance option enables you to perform maintenance procedures,
such as rebooting a host or moving groups between MS Cluster nodes, without
performing re-synchronization once these processes are completed. Usually,
when the online replication process is critically interrupted, there is a need to
compare the data between the source and target hosts and make it identical,
to ensure the data integrity before the replication can continue. This
resynchronization process consumes time and resources. The Host
Maintenance option enables you to prepare your replicated system for planned
maintenance procedures and avoid resynchronization.

The hosts that can be prepared for maintenance need to participate in running
scenarios. The preparation is done on one host at a time, but this host can
participate in multiple scenarios. In these scenarios the host can function both
as the Master and the Replica. When a host participates in a scenario that is
not running, the preparation that relates to this scenario will not occur. For
example, a host can participate in both File Server and Exchange scenario. If
before you start preparing the host, the File Server scenario is not running,
only the Exchange services will be stopped during the preparation and the
Server shares will remain intact.

When the selected host functions as the Master, during the preparation
process either the DB services or File shares are stopped, depending on the
scenario type. Then, all changes that occurred until that moment are passed
on to the Replica. Once the Replica sends to the Master an acknowledgment
that all changes were applied and the data integrity is ensured, the scenario is
suspended and the host is ready for maintenance. When the selected host
functions as the Replica, the changes that were sent to it are applied, and the
Master stops sending new changes. The new changes are saved in the
meantime in the Master's spool for future update. Then, the scenario is
suspended and the host is declared as ready for maintenance.

Once the maintenance procedures are completed, CA XOsoft seamlessly
resumes the real-time replication, avoiding any delay or disruption that data
re-synchronization may cause.

Important! This option applies to Database and File Server applications. It
supports both DR and HA scenarios. However, when using this option for File
Server scenarios, and you have applications that are running locally on the
host you want to reboot, you need to manually stop them before starting the
host maintenance preparation, and manually restart them after the
maintenance is completed.
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To prepare your hosts for maintenance procedures

1.

On the Scenario pane, verify that the scenarios whose host you want to
reboot are running.

Notes:

= You do not have to run all the scenarios in which the host participates.
The preparation will be done only on the parts that involve the running
scenario, for example, Exchange services in the case of Exchange
scenario.

m  The host maintenance preparation cannot be performed during
synchronization. If a scenario currently synchronizes, wait until its
completion.

Click the Launch Host Maintenance @ button, or select Launch Host
Maintenance from the Tools menu.

The Host Maintenance wizard appears:

Host Maintenance I
XOsoft Manager

I Host Selection
Maintenance Procedure

Host Selection

This page displays all hosts that participate in running scenarios. f a host appears under different
names/|Ps in different scenarios, it will appear several times in this page.

Select the host you want to prepare for maintenance:

Host Name IP
172.16.40.20 172.16.40.20
172.16.40.57 172.16.40.57
172.16.71.140 172.16.71.140
172.16.71.141 172.16.71.141

The Host Maintenance wizard displays all hosts that participate in the
running scenarios.

Note: If the same host appears under different names/IPs in different
scenarios, it will appear several times in this page.

Select the host you want to prepare for maintenance, and click Next.
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The Maintenance Procedure page appears:

[®] Host Maintenance E

XOsoft Manager Rt

Select the type of maintenance procedure you want to perform

4" Host Selection
P Maintenance Procedure

Select maintenance procedure Scenarios for maintenance:

(®) Prepare for host reboot Scenar ~ | [P Scenario Id | |s Clustere | Cluster:
File Server 172164020 149483029 False
FileServer 172164020 4156806464 False

Back Start Cancel

The Maintenance Procedure page displays the details of the scenarios in
which the selected host participates.

On the Select maintenance procedure section on the left, select the
operation you want to perform and click the Start button.

On the Event pane, a message appears saying: Preparing for reboot.
Then, another message appears saying: Ready for reboot.

Note: If a message appears saying: Not Ready for Reboot, it means
that the preparation did not succeed, and after you reboot the host, re-
synchronization will be performed.

Simultaneously, on the Scenario pane the scenario's state is changing to
Ready for HM:

El9File Server Scenarios
Scenanio State Connectivity Product Mode
=+ [ File Server Ready for HM DR Online
Hosts Changed i Synchrenzed Files In sped
o R N T T S T BT
172164057 213.20 MB 350.41 MB E210 [ Bytes

Note: The scenario's state that appears on the Scenario pane refers only
to the Master host's state. Therefore, if the host you are preparing for
maintenance is functioning as the Replica, you will not see its changing
status in the Scenario pane, only on the Event pane and the Host
Maintenance Monitor.
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To view the status of the selected host and the scenarios in which it
participates, select from the View menu the Active View, Host
Maintenance Monitor option, or click the Host Maintenance Monitor

ﬁ button.

The Host Maintenance Monitor view appears:

&5 CA XOsoft Manager 130.119.186.172:8088
Scenario  Edit Events View Tools Help

O (B B |55 2 | e S5 0 | 00 B @ D

& Scenario View a CDP View @ Snapshot View ﬁ Remote Installer Monitor 54 Host Maintenance Monitor =

Host Maintenance - 0 X

Status of requests for hest maintenance:
Hosts Scenario Name State 1P Is Clustered Cluster Group
= H QA-20xoqa-_

File Server |2) Ready for HM 172.16.4020 False

The Host Maintenance Monitor displays all the requests for maintenance
preparation. A maintenance request disappears from the Monitor when the
involved scenario is either stopped or run. You cannot perform actions
through the Monitor, which only displays information about the status of
the current requests. The only action you can do is opening the Host
Maintenance wizard by clicking anywhere in the screen and selecting
Launch Host Maintenance.

In this Monitor, the displayed host name is its fully qualified name, and not
the name under which it appears in the scenarios. All the scenarios in
which this host participates appear in the Monitor.

After you received the message informing you that the host is ready for
reboot, you can reboot your host or switch groups between cluster nodes.
Once you completed your maintenance procedures, the replication process
automatically resumes, without performing re-synchronization.

Note: If after preparing the host for maintenance, you decided not to
reboot it and continue running its scenarios, you need to stop the
scenarios and re-run them.
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Chapter 7: Setting Scenario Properties

This chapter describes how to configure scenario properties, and provides the

list of the scenario properties, their corresponding values, and an explanation
of each property.

Configuring Scenario Properties

The scenario property values determine the entire scenario’s default behavior
concerning synchronization method, replication mode, event notification,
reporting, and more.

Notes:

®  The Properties pane and its tabs (Root Directories, Properties, Statistics)
are context sensitive, and change whenever you select a different node
from a scenario folder.

®  To configure scenario properties, the scenario must be stopped.

Each scenario is identified by its specific Product type, Server type and unique
Scenario ID. The values of these items cannot be modified.

To set scenario properties

1. On the Scenario pane, select the scenario its properties you want to
configure. On the Framework pane on the left, the Scenario Properties list

appears:
S ¥ ]
Scenario Properties w
Froperty Value
General

Replication
Event Notification
Report Handling

[(3) Root Directories Froperties
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Note: A running scenario has a gray background, and scenarios that are
not running have a white background.

If the scenario is running, click the Stop O button on the toolbar. The
scenario is stopped.

On the Scenario Properties list, open the desired group, select the required
property, and select or enter the appropriate values. Some values can be
manually entered in an edit box field, while others can be selected from a
combo box or IP control by clicking the default value.

1l
After you set the required properties, click the Save button on the
Standard toolbar to save and apply your changes.
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Understanding Scenario Properties

General

Replication

This section lists the scenario properties, corresponding values, and provides
an explanation for each property.

The properties in this group cannot be changed. The Product Type and Server
Type properties are set during the creation of a new scenario. The Scenario ID
property is given automatically by the system. To change these properties you
need to create a new scenario.

Product Type

Either DR (Disaster Recovery) or HA (High Availability).
Server Type

The type of application or database server that participates in the scenario.
Scenario 1D

The unique ID of the scenario.

Mode

CA XOsoft supports two replication modes — Online and Scheduled.

Online

The Online replication mode activates real-time replication. Changes
are replicated continuously, in real-time, using the XOMF driver.

The Online mode replicates all changes of files, even if files that are
always open (as is the case of most database and mail servers). This
mode maintains the order of file system operations. In this mode, the
Engine records all 1/0 operations related to the root directories in
journal files. The journal files are then sent to the Replicas where the
operations that were recorded in the journal are replayed on the
replicated files.
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Scheduled

Scheduled replication mode is really nothing more than an
automatically performed synchronization. The synchronization can be
initiated either by a manual activation, or according to a pre-defined
schedule, say every few hours or once a day. This replication mode
does not differ in principle from a synchronization performed as part of
initializing replication. Although there is no online replication in this
mode, online changes made during synchronization are replicated.

When the Scheduling option is selected, two options are enabled:
m By User Request

Synchronization is activated by a user running synchronization
from CA XOsoft Manager, or CA XOsoft PowerShell.

m Weekly Activity

In the Weekly Activity setting of the Scheduled mode, servers are
synchronized at a scheduled, fixed time. When you select this
option, you need to set the schedule for the recurring
synchronization.

For a detailed description of synchronization scheduling, see
Schedule Synchronization, page 128.

Run after Reboot

If the Master is rebooted, CA XOsoft automatically re-synchronizes the
Master and the Replica after the reboot.

Automatic Synchronization

Synchronization ensures that a set of folders and files on a Replica
server involved in a scenario is identical to the set on the Master.
There are two types of synchronization: File and Block synchronization.

Synchronization Type

File Synchronization

Compares files on the Master and Replica servers, and whenever they
are different, copies the entire missing or modified files from Master to
Replica.

In order to synchronize your data for the first time, you need to
choose the File Synchronization mode for each scenario. In subsequent
cases, this synchronization type is best suited for File Server (a large
number of small and medium sized files), preferably with the checked
Ignore Files of Same Size/Time option. This may significantly
decrease synchronization time.
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s Block Synchronization

Performs a block-by-block comparison of the Master and Replica files,
and copies over only those blocks that are different. When differences
exist between files, instead of requiring the transfer of the entire file,

the block synchronization transfers only changes.

Block synchronization is the method appropriate for database
applications, such as MS Exchange, Oracle or SQL Server. You should
use this method while clearing the Ignore Files of Same Size/Time
option (unless database files are closed on the Master server).

Ignore Files of Same Size/Time

Skips comparison of files with the same path, name, size and
modification time. This assumes that the files are identical.

Select this option when you are absolutely sure that files of this type
are indeed identical. This option is best suited for File Server
scenarios. It is not appropriate for database files for such applications
as Exchange, SQL, or Oracle, since these databases modify files
(leaving them open) without changing file modification time. You can
use this option in database scenarios only when synchronized
databases are un-mounted and files are closed on the Master server.

This option can reduce the overall synchronization time dramatically,
but you must remember that this comes at the expense of content
verification.

Optional Settings
Replicate NTFS Compress Attribute

(For Windows only) Replicates compress attribute of files or directories
during synchronization and replication. .

Replicate NTFS ACL

(For Windows only) Replicates ACLs for files and directories during
synchronization and replication.

Synchronize Windows Shares

If a directory has been set to allow sharing, then setting this Share
option to On duplicates the property in the replicated directory. This
occurs only during synchronization and on Windows OS.

Prevent Automatic Re-sync upon Error

An uncommon critical error on the Master can stop the replication
continuance. In this case, setting this option to On prevents automatic
re-synchronization. When this option is Off, re-synchronization starts
automatically upon an error occurrence.
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Event Notification
Notification

When an event occurs, you can set the system to run a script or send an
email notification.

Notify by Email

Defines whether to send the details of an event by email to a specified
address. If several events occur immediately one after the other, the
system aggregates them and sends their details in one email.

Mail Server
Enter the mail server hostname or IP.
Email Address — To
Enter the receiver email address.
Email Address — From
Enter the sender email address.
Execute Script
Specifies a script for CA XOsoft to run whenever an event occurs.
Script Name (full path)

Enter the name and full path of the script that is invoked once an
event occurs.

Arguments

Additional arguments to pass to the script, which is specified in
the previous property. Any arguments entered here follow the
argument sent automatically by CA XOsoft, which include the
event details written in a notification file. Arguments entered here
are static values.

Write to Event Log

Writes the events to the Windows event log.

126 User Guide



Understanding Scenario Properties

Report Handling

Report Saving

Enter the report saving settings.

Report Directory

Specifies the location where the reports are saved.

Report Retention (days)

Specifies the number of days to retain replication reports. The default
is Unlimited.

Notify by Email

Defines whether to send reports by email to the specified address.

Mail Server

Enter the mail server hostname or IP.
Email Address — To

Enter the receiver email address.
Email Address — From

Enter the sender email address.

Execute Script

Specify a script for CA XOsoft to run whenever it generates a report.

Script Name (full path)

Enter the name and full path of the script that is invoked once a
report is generated.

Arguments

Additional arguments to pass to the script specified in the previous
property. Any arguments entered here follow the argument sent
automatically by CA XOsoft. This argument defines the full path of
the generated report file and its type. Arguments entered here are
static values.
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Schedule Synchronization

When selecting a scheduled replication mode it means that synchronization will
be performed automatically on a regular basis. Once you select this option the
following flexible scheduling capabilities are offered:

Synchronization on selected days of the week and for specific hours in a
24 hour cycle.

Synchronization over selected periods (e.g., once every 36 hours) ina 7
day cycle.

Exclusion of specific dates.

To open the schedule

1. On the Scenario Properties list, open the Replication group. On the Mode

property, select the Scheduling value.
The Schedule option appears.

On the Schedule option, select the Weekly Activity value. Then, on the
Schedule Settings property, click the Not Set value:

Properties > 1 X

Scenario Properties w

Froperty Value
General
BF{epIicatiun
EMnde
BSchedule

B schedule Setting

Scheduling
Weelklybotivity

The Schedule Setting dialog appears:
Schedule Setting 3]

Schedule Setting

7 T ) [ 8] o ]

Daysihours | 0| 1| 2] 3]|4|5]|6]7]8]9lt0]11]12]13|14]15]16]17)18|19]20]21]22]|23
Sunday i i i i i

~ Monday

" Tuesday

Vednesday

 Friday
Saturday

Excluded dates

01/15(2008 ¥|[[ add ][ Remove

[ Advanced | [ 0k | [ Cancel
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Set the schedule for automatic synchronization according to the guidelines
described in the sections below.

The following figure shows a sample scheduling setting in which the solid
blue rectangles indicate the days and hours scheduled for synchronization.

The excluded dates area lists the specific dates on which synchronization is
not performed:

Schedule Setting

By |2 S [ peaty ]
Daystows | 0| 1] 2] 3|als5]e|7]a]loalw|1|12 13]1a]15]16] 17| 18]1a]20] 21|22 23‘
Monday | |l 1 . | ] . | .
Tuescy | | | | L . | e
Wednssdy B | =] [ T . [ |
Thursday | ] . . = . =) |
Fidy [N || || ||
Saturdsy = i [ || 1|
Excluded dates
[ 0111502008 ¥|[ ad ][ Remove |

Tuesday, January 15, 2008

Advanced | [ oK | [ Cancel
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Set a Schedule for Automatic Synchronization

The following instructions describe how to set and clear hours and days in the

Schedule Setting dialog for automatic synchronization.

To set a specific hour/day

m  Select a single rectangle for a specific hour/day. Click the Set button to
actually mark and enable that hour/day.

To set a specific hour for each day in the week

B Select a column and click the Set button.

To set each hour in a specific day in the week

B Select a row and click the Set button.

To set a repetitive cycle
B Enter a valid number of hours in the Every box, and click the Apply
button.

Note: More than one rectangle can be simultaneously set by clicking and
dragging the mouse. You can also use the Ctrl and Shift keys to set several
dates at once.

To clear a setting
®  Use the same technique of selecting, and click the Clear button.
Important! If synchronization is running, and the next scheduled

synchronization hour comes up, the new synchronization stops the current one
and starts again from the beginning.
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Exclude Dates from Scheduled Synchronization

You can set specific dates that will be excluded from the automatic
synchronization.

To exclude dates from automatic synchronization

®  |n the Schedule Setting dialog, on the Excluded dates section select or
enter the excluded date in the dates box. Then, click the Add button.

The selected date appears in the Excluded dates list:
Excluded dates

2008

Remove

Tuesday, January 15
Tuesday, January 22, 2008

To remove an excluded date

®  On the Excluded dates list, select the entry, and click the Remove

button. Multiple entries can also be selected by dragging the mouse over
them.

Set Advanced Schedules

The Advanced Schedule Setting page allows you to set times that are not
on the hour:

Schedule Setting

Schedule Setting

|Tuesda',' - | Set Clear
Every 2 Apply
iTuesda}'. 19:15 Wednesday, 13:15 Thursday, 07: 5 Fridg
Tuesday, 20:45 Wednesday, 14:45 Thursday, 5 Fridz
Tuesday, 22:15 Wednesday, 16:15 Thursday, 5 Fridz
Tuesday. 23:45 Viednesday 45 Thursday. 11:45 5 Fridg
Wednesday, 11:15 Wednesday, 15:15 Thursday, 13:15 -15 Fridg
Wednesday, 02:45 Wednesday, 20:45 Thursday, 05:45 Thursday, 14:45 Thursday, 23:45 Fridg
< | 2/
Excluded dates
0171512008 | 8] [ Remowe

Tuesday, January 15, 2008

[ swndard |[ oKk | [ cancel
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To open the Advanced Schedule Setting page

®  |n the Schedule Setting dialog, click the Advanced button at the
bottom.

To return to the Standard Schedule Setting dialog

®  |In the Advanced Schedule Setting page, click the Standard button at
the bottom.
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Chapter 8: Setting Master and Replica
Properties

This chapter describes how to configure the Master and Replica properties, and
provides the list of their properties, the corresponding values, and an
explanation of each property.

Configuring Master or Replica Server Properties

To configure Master or Replica properties, the scenario must be stopped.

To set Master or Replica properties

1. On the Scenario pane, select the Master or Replica whose properties you
want to configure.

On the Framework pane on the left, the Master/Replica Properties list

appears:
|| Properties - 0 X
Master 172.16.40.20" Properties A

Froperty Value
Hos=t Connection |
Replication
Spool
Ewent Notification
Reporis

[3) Reot Directories l Properties
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Note: A running scenario has a gray background, and scenarios that are
not running have a white background.

2. If the scenario is running, click the Stop O button on the toolbar. The
scenario is stopped.

3. On the Master/Replica Properties list, open the desired group, select the
required property, and select or enter the appropriate values. Some values
can be manually entered in an edit box field, while other values can be
selected from a combo box or IP control by clicking the default value.

1]
4. Click the Save button on the toolbar to save and apply your changes.

Understanding Master Properties

This section lists the Master properties, corresponding values, and provides an
explanation for each property.

Host Connection
IP Address

Enter the IP address of the Master host. If the Master name is changed,
the IP address is updated. The Master can also be changed by entering
another IP address in this field.

Port Number

Enter the number of the incoming port used for TCP communications. It
can be changed to any unused port. Since the Engine uses only one port,
make sure that the Engine uses the port specified here. The default port
number is 25000.

Fully Qualified Name
Enter the fully qualified name of the Master host.

In HA scenario, this value is always synchronized with the value in the
Switchover Properties pane.

Replication
Run Script before Synchronization

Triggers a script to run before each synchronization. The synchronization
process does not start until this script run is completed.

Script Name

Enter the full name and path of the script.
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Arguments

Arguments to pass to the script that is specified in the previous
property. Arguments are static values.

Run Script after Synchronization

Triggers a script to run after each synchronization. The synchronization
process does not wait for this script run to finish.

Script Name
Enter the full name and path of the script.
Arguments

Arguments to pass to the script that specified in the previous property.
Arguments are static values.

Compress Data during Transfer

Compresses data before sending it to the Replica. This option optimizes
bandwidth and transfer time. If the Master host is a busy production
server, we recommend activating this feature on the first-level Replica that
resides on the same LAN, and not on the Master.

s Compress data is resource consuming, and impacts server
performance. If the typical file format being transferred does not
compress much, this option is a waste of processing power and time.
Although the transmission bandwidth can be lessened, the overall
replication time is a function of compressibility and available power.

m  Already compressed files such as .zip, .rar, .gz, .jpeg, etc., and any
small file whose size is less than 512 bytes, are not compressed.

Run Script upon Trigger File Creation

[For File Server only] Defines whether special actions should be triggered
via a script, when a specified trigger file appears.

Trigger File Name

The name of the file that triggers the script, which is specified in the
next property. The script is triggered once the file creation event
occurs.

Script to Run
Script Name

This script is invoked, when the trigger file that is specified in the
previous property is created. Enter the full name and path of the
script.

Arguments

Arguments to be passed to the script specified in the previous
property. Arguments must be static values.
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Spool

Event Notification

The CA XOsoft spool is a folder on a disk where data to be replicated is
temporarily stored (that is, spooled). The spool stores changes captured
during replication for some period of time before applying them to the
Replica server. The spool parameters determine how much disk space is
available for the spool. In most cases, the default values are sufficient.
However, if you choose to change this value, it should be at least 10% of
the total dataset size.

Max Spool Size

Enter the maximum spool size allowed. This disk space is used only if
needed — it is not pre-allocated. The default is Unlimited. To enter a value
of Unlimited, enter a zero.

Min Disk Free Size

Enter the free disk space threshold at which the system issues an error
and stops replication.

Spool Directory

Enter the directory to be used to store the spool. The default directory is
INSTALLDIR/tmp on Windows.

Important! If you change the spool location, remember to remove the
new path from file level antivirus scans: both scheduled and real time.

Notification

When an event occurs, you can set the system to run a script or send an email
notification.

Notify by Email

Defines whether to send the details of an event by email to a specified
address. If several events occur immediately one after the other, the
system aggregates them and sends their details in one email.

= Mail Server
Enter the mail server hostname or IP.
m  Email Address — To
Enter the receiver email address.
m  Email Address — From
Enter the sender email address.
Execute Script

Specifies a script for CA XOsoft to run whenever it sends a report.
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m  Script Name (full path)

Enter the name and full path of the script that is invoked once an
event occurs.

® Arguments

Additional arguments to pass to the script, which is specified in the
previous property. Any arguments entered here follow the
argument sent automatically by CA XOsoft, which include the
event details written in a notification file. Arguments entered here
are static values.

Write to Event Log

Writes the events to the Windows event log.

Reports
Generate Synchronization Report
Specifies whether to generate a synchronization report.
Generate Detailed Report
Specifies whether to generate a detailed synchronization report.
Generate Replication Report
Specifies whether to generate a replication report. Since replication is
continuous, specify the frequency of the report generation in the property
below.
Generation Frequency (hours)
Specifies how often to generate the replication report.
Generate Detailed Report
Specifies whether to generate a detailed replication report.
Report Handling
Notify by Email
Specify whether to send reports by email to the specified address.
= Mail Server
Enter the mail server hostname or IP.
= Email Address — To
Enter the receiver email address.
m  Email Address — From

Enter the sender email address.
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Execute Script
Specify a script for CA XOsoft to run whenever it sends a report.
m  Script Name (full path)

Enter the name and full path of the script that is invoked once a
report is generated.

® Arguments

Additional arguments to pass to the script specified in the previous
property. Any arguments entered here follow the argument sent
automatically by CA XOsoft. This argument defines the full path of
the generated report file and its type. Arguments entered here are
static values.

Understanding Replica Properties

This section lists the Replica properties, corresponding values, and provides an
explanation of each property.

Host Connection
IP Address

Enter the IP address of the Replica host. If the host name is changed, the
IP address is updated. The host can also be changed by entering another
IP address in this field.

Port Number

Enter the number of the incoming port used for TCP communications. It
can be changed to any unused port. Since the Engine can use only one
port, make sure that the Engine uses the port specified here. The default
port number is 25000.

Fully Qualified Name
Enter the fully qualified name of the Master host.

In HA scenario, this value is always synchronized with the value in the
Switchover Properties pane.

Replication
Run Script before Synchronization

Triggers a script to run before each synchronization. The synchronization
process does not start until this script run is completed.
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Script Name
Enter the full name and path of the script.
Arguments

Arguments to pass to the script that is specified in the previous
property. Arguments are static values.

Run Script after Synchronization

Triggers a script to run after each synchronization. The synchronization
process does not wait for this script's run to finish.

Script Name
Enter the full name and path of the script.
Arguments

Arguments to pass to the script that specified in the previous property.
Arguments are static values.

Compress Data during Transfer

Compresses data before sending it to the Replica. This option optimizes
bandwidth and transfer time.

s Compress data is resource consuming, and impacts server
performance. If the typical file format being transferred does not
compress much, this option is a waste of processing power and time.
Although the transmission bandwidth can be lessened, the overall
replication time is a function of compressibility and available power.

m  Already compressed files such as .zip, .rar, .gz, .jpeg, etc., and any
small file whose size is less than 512 bytes, are not compressed.

Keep Deleted Files during Synchronization

During synchronization, do not remove from the Replica files that were
deleted from the Master. Best suited for cases in which several
scenarios use the same Replica directories.

Keep Deleted Files during Replication

During replication, do not remove from the Replica files that were
deleted from the Master.

Stop Database on Run

When set to On, if a database scenario (Exchange, SQL, Oracle) is
running and the database is running on the Replica server, CA XOsoft
stops the database services before running the scenario. [Does not
apply to HA scenarios]

Setting Master and Replica Properties 139



Understanding Replica Properties

Retry if File is Busy

These options are relevant only for Windows servers. If changes were
received for a busy file (opened as non-shared for read), these options
define how many times and at what interval to attempt replacing this
file with the one that contains the changes.

Number of Attempts

Enter the number of attempts to be made for replacing a modified file
that is busy (and therefore cannot be replicated). If the file is not
released before the last attempt is made, the change is lost and an
error message is initiated.

Interval between Attempts (msec)

The time between an unsuccessful attempt and the next attempt.

Run Script upon Trigger File Creation

[For File Server only] Defines whether special actions should be triggered
via a script, when a specified trigger file appears.

Trigger File Name

Enter the name of the file that triggers the script, which is specified in
the next property. The script is triggered once the file creation event
occurs.

Script to Run
Script Name

This script is invoked, when the trigger file that is specified in the
previous property is created. Enter the full name and path of the
script.

Arguments

Arguments to be passed to the script specified in the previous
property. Arguments must be static values.

Note: You cannot change from here the size of the allowed incoming
bandwidth. If you want to change the default, which is Unlimited, use the
ws_rep.cfg file, and enter new bandwidth limit in Kbps.
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Spool

Recovery

The spool parameters determine how much disk space is available for the
spool. In most cases, the default values are sufficient. However, if you choose
to change this value, it should be at least 10% of the total dataset size.

Max Spool Size

Enter the maximum spool size allowed. This disk space is used only if
needed — it is not pre-allocated. The default is Unlimited. To enter a value
of Unlimited, enter a zero.

Min Disk Free Size

Enter the free disk space threshold at which the system issues an error
and stops replication.

Spool Directory
Enter the directory to be used to store the spool. The default directory is
INSTALLDIR/tmp on Windows.

Important! If you change the spool location, remember to remove the new
path from file level antivirus scans: both scheduled and real time.

Replication Delay

Data replication can be delayed in the parent server (Master or Replica)
spool before sending it to this Replica. This is useful against data
corruption or viruses. It enables stopping replication before corrupted or
infected data is written to the Replica.

Delay Interval (min)
Enter the number of minutes of the replication delay.
Data Rewind

Keeps undo information needed to recover data from a certain action or
point in time. It is useful in cases in which corrupted data on the Master
was replicated to the Replica, and you want to restore the data to its
previous state before the corruption occurred. Data Rewind is enabled for
online replication only.

Retention Period (min)

1/0 operations are recorded in the Rewind journal for this number of
minutes. Then, they are discarded in first-in-first-out order.

Max Disk Size (MB)

Enter the maximum disk space allocated for the Rewind journal. Once
this size is reached, old records are discarded in FIFO order.
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Scheduled Tasks
Suspend
See Schedule Replication Suspension, page 73.
Replica Integrity Testing for Assured Recovery

See Setting Assured Recovery Properties, page 213.

Event Notification
Notification

When an event occurs, you can set the system to run a script or send an
email notification.

Notify by Email

Defines whether to send the details of an event by email to a specified
address. If several events occur immediately one after the other, the
system aggregates them and sends their details in one email.

= Mail Server
Enter the mail server hostname or IP.
m  Email Address — To
Enter the receiver email address.
m  Email Address — From
Enter the sender email address.
Execute Script
Specifies a script for CA XOsoft to run whenever it sends a report.
m  Script Name (full path)

Enter the name and full path of the script that is invoked once an
event occurs.

= Arguments

Additional arguments to pass to the script, which is specified in the
previous property. Any arguments entered here follow the
argument sent automatically by CA XOsoft, which include the
event details written in a notification file. Arguments entered here
are static values.

Write to Event Log

Writes the events to the Windows event log.
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Reports

Generate Replication Report

Specifies whether to generate a replication report. Since replication is
continuous, specify the frequency of the report generation in the property

below.

Generation Frequency (hours)

Specifies how often to generate the replication report.

Generate Detailed Report

Specifies whether to generate a detailed replication report.

Generate Assured Recovery Report

Specifies whether to generate Assured Recovery report.

Report Handling

Notify by Email

Specify whether to send reports by email to the specified address.

Mail Server

Enter the mail server hostname or IP.
Email Address — To

Enter the receiver email address.
Email Address — From

Enter the sender email address.

Execute Script

Specify a script for CA XOsoft to run whenever it sends a report.

Script Name (full path)

Enter the name and full path of the script that is invoked once a
report is generated.

Arguments

Additional arguments to pass to the script specified in the previous
property. Any arguments entered here follow the argument sent
automatically by CA XOsoft. This argument defines the full path of
the generated report file and its type. Arguments entered here are
static values.
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Chapter 9: Data Recovery

This chapter describes how to restore lost data using CA XOsoft Manager, how
to set bookmarks and how to rewind data.

The Data Recovery Process

When an event causes loss of Master data, the data can be restored from any
Replica. The recovery process is in fact a synchronization process in the
reverse direction - from a Replica to the Master.

CA XOsoft enables you to either recover all lost data from the Replica to the
Master, or to recover data only from a certain event or point in time to a
previous valid state. The latter option, called Data Rewind, is similar to an
undo action. It is useful in cases in which corrupted data on the Master was
replicated to the Replica, and you want to restore the data to its previous state
before the corruption occurred. The rewind process is done using time-
stamped checkpoints and user-defined bookmarks.

Important! You must stop replication in order to initiate recovery.

Recover Lost Data from Replica

Recover all lost data from a Replica

1. On the Manager, from the Scenario pane select the desired scenario and
stop it.

2. [For database applications only] stop the database services on the Master
host.

3. On the Manager, from the scenario folder select the Replica host:

Note: If multiple Replica servers participate in the required scenario,
select the Replica from which you want to recover data.

Scenarios view

= Bl File Server Scenarios

Scenanc State Product Server Mode
= QFiIe Server Stopped DR FiIeSenfer Regular

Hasts Changed Synchronzed Files In spood

E|£}1"21

m_____

The Restore Data option is enabled.
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4.

From the Tools menu, select Restore Data, or click the Restore data
button on the Standard toolbar:

%) CA XOsoft Manager localhost:8088

scenario Edit Events View CDP Snapshot Tools Help
B o E & | b b |SSED| ) 585 | 00
SCenarios view k

= &5 Scenarios

Restore Data

The Recovery Method page of the Restore Data wizard appears:

Sh Restore Data Wizard

XOsoft Manager R

The recovery process is synchronization in the reverse direction -from a Replica to the Master.

Ir Recovery Method

Synchronization Method

All data on Master "172.16.95.2 will be replaced with the data on
Replica "172.16.95.3'

[ Remave files that exist on Master anly

Mesxt Finish Cancel

Note: If the Data Rewind property is set to On, another Restore Data
dialog will appear (see step 4, page 150). In this case, select the first
option — Replace all data on Master with the data on Replica.
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5. Click Next. The Synchronization Method page appears:
Zx Restore Data Wizard E|

5 ization Method
XOsoft Manager yrchronization Metho

Select one of the Synchronization Methods:
- File Synchronization: best suited for File Server.
- Block Synchronization: best suited for database applications.

+" Recovery Method
I Synchronization Method

(%) File Synchronization

) Block Synchronization

[[] Ignore Files of Same Size/Time

Click Finish' to start the recovery process.

[ Back | [ Enisn ][ concel |

6. Make sure that the File Synchronization method is selected, and click
Finish.

Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User credentials dialog appears, asking you to enter log on
account details for the selected Replica.

Once you finished initiating the recovery process, CA XOsoft builds a
temporary reverse tree using the selected Replica as the root, and the
Master as the terminating node. After the Master recovery process ends,
the temporary scenario is deleted, and you receive the following message
in the Event pane: Synchronization finished.

7. By default, once a data recovery occurs a Synchronization Report is
generated:

SYNCHRONIZATION REPORT

Synchronization mode FileSynchronization (include files with the same size and modification time)
Scenario Recovery_File Server 1

Master host

Replica host

Scenario start time 13-Mar-08 13:05:24

Report start time 13-Mar-08 12:07:13
Report finish time 13-Mar-08 12:07:26
Summary:

Ho changes made

Now, the replication process can restart following the original scenario.
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Setting Bookmarks

A bookmark is a checkpoint that is manually set to mark a state that you may
want to rewind back to. We recommend setting a bookmark just before any
activity that may cause data to become unstable. Bookmarks are set in real-
time, and not for past events.

Notes:

B You can use this option only if you set in the Replica Properties list the
Recovery — Data Rewind option to On (see page 141).

B You can not set bookmarks during the synchronization process.

To set a bookmark

1. When the required scenario is running, select from the Tools menu the
Set Rewind Bookmark option.

The Rewind bookmark dialog appears:

Rewind bookmark

% Enter name far rewind bookmark,
Bookmark was set at 07.02.07 17:38:10y

(1] 4 | Cancel ‘

The text that appears in the Rewind bookmark dialog will appear in the
Rewind Points Selection dialog as the bookmark's name (see step 7,
page 151). The default name includes date and time.

2. Accept the default name, or enter a new name for the bookmark. It is
recommended to give a meaningful name that will later help you recognize
the required bookmark. Then, click OK.

The bookmark is set.
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Data Rewind

The Data Rewind recovery method allows you to rewind data to a point in time
before it was corrupted. The rewind process takes place on the Replica server
before the reverse synchronization process starts. The Data Rewind method
uses rewind points or bookmarks that enable you to reset the current data
back to a previous state.

You can use this option only if you set the Recovery — Data Rewind option
to On (see page 141):

Properties ~ 3 X
Replica "172.16.40.57 Properties w
Property Value

&l Host Connection
F{eplic:atiun

=& spool
E|Fh3'c::|:|t'nrer§|r
Hepli:ation Delay Off
___=Bps=Rewing . on |
F-Eetentinn Feriod {min} Infinite
Max Dizk Size (MEB) 200

Scheduled Tasks
Event Notification
Reporis

Keeps undo information needed to recover data from a certain action or point in time. It is useful in cases in
which corrupted data on the Master was replicated to the Replica, and you want to restore the data to its
previous state before the corruntion occurred.

[ Root Directories Properties ‘

If this option is set to Off, the system will not register data rewind points.

Important! The data rewind process operates in one way only — there is no
replay forward. After rewind, all data subsequent to the rewind point will be
lost, since data after the rewind point will be overwritten with new data.
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Note: The automatic registration of the rewind points starts only after the
synchronization process is completed, and the message All modifications
during synchronization period are replicated appears on the Event pane.
Similarly, you can not manually set bookmarks during synchronization.

Recovering lost data using rewind points

1.

2.

On the Manager, from the Scenario pane select the desired scenario and
stop it.

[For database applications only] stop the database services on the Master
host.

On the Manager, from the scenario folder select the Replica host:

Note: If multiple Replica servers participate in the required scenario,
select the Replica from which you want to recover data.

Scenarios view

= B File Server Scenarios
Scenano State Preduct Sarver Mode
= £ File Server Stopped DR FileServer Regular
Haosts Changed Synchronzed Filez In spoo!
= 172.16.95.2

The Restore Data option is enabled.

From the Tools menu, select Restore Data, or click the Restore Data

% button.

The Recovery Method page of the Restore Data Wizard appears:

S Restore Data Wizard

Reco Method
XOsoft Manager very Hethe

The recovery process is synchranization in the reverse direction -from a Replica to the
Master.Select one of the recovery methods:

- Recover all lost data from the Replica to the Master.

Recovery Method - Recover lost data from a certain rewind point and synchronized it back to the Master.
Rewind Peint Selection
Synchronization Method

O Replace all data on Master '172.16.95.2" with the data on Replica '172.16.95.3"

(®) Rewind data on Replica '172.16.95.3' and replace all data on Master '172.16.95.2".

O Rewind data on Replica '172.16.95.3 and leave Master '172.16.95.2 intact.

[ Remove files that exist on Master only
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5. Select one of the Rewind data options, depending on whether you want
the rewind data synchronized back to the Master (option 2) or left on the
Replica only (option 3).

Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User credentials dialog appears, asking you to enter log on
account details for the selected Replica.

After you select a Rewind data option, a Recovery scenario is automatically
created. This Recovery scenario will run until the end of the rewind
process.

6. Click Next. The Rewind Point Selection page is displayed:

Zh Restore Data Wizard @

Rewind Point Selecti
XOsoft Manager nere on

This Data Rewind method allows you to rewind data to a point in time before it was comupted.
The rewind process takes place on the Replica server before the reverse synchronization
process starts. The Data Rewind method uses rewind points or bookmarks that enable you to
+" Recovery Method reset the This Data Rewind method allows you to rewind data to a point in time before it was
I Rewind Point Selection
Synchronization Method

Please wait while the Rewind Points are being retrnieved.

Mo point selected.

Cancel

7. Wait until the Select Rewind Point button is enabled, and click it to view
the existing rewind points.
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The Select Rewind Point dialog appears:

i Solact Rewind Point X
Filter Rewind Points. Fointtype Poiet 1D Nama Path 4
Inkst 1030 2 Wrte 247 (8P sirto CiTookBackup 1
View type Total 080 2 Write 2148 [R P art axe € ToolsBackup
Al parta i Downloaded: 0% # Write 2145 [BiPsinto axe CJ/ToolsBackup £S5
T # Write 2144 [B)Psinto axs C/TookBackup
© pattes O ncudefes O Exchudofles BChange atr 2143 = CfTeclaivcke’ 1)
] Truncata 2142 €ToolsBackup
Ipir 214 C/TookBackup
= Pk €/ TooksBackup
] Stant time 2138 ! C/Tools/Backup 0
Root directones nar Blpsgetsidens  C/Took/Backup 131072
e — 2% 5 [Bipsgetsidexs  CToolsBackup &
) € T : 1k 18 [Bpsgetsidens € /TookBackup
@changean 2134 Bpsgesidens  CiTookBackup
il Truncate Fik] [Wipspetsidars  CyToclsBackup
ES0pen 0w CyToolyBackup
1k CTooksBackup
FIF] CiTocls/Backup 0
2178 [BIpsfie axe CToolBackup  E553
227 Bpshie wne CITookBackup
@ichangear 2126 Btz axs CTocls/Backup
& Truncato 2125 18 [Bpsfio axo CiToolBackup D
2124 W [@pstic exe CiTockBackup D
212 18 [Bosfls s CiTeolsBackup
2121 8 CiToolBackup ]
a0 CUToolBackup 27440
2119 o CyTeclsBackup 1. BES3E
& Wite g potns  CiTookBackup & 65536
2 Wrile m7 5 [Epserecens  C/ToohBackup 65536
B Change atr Fikl] B [Bpsexec e € ToclsBackup o
3] Truncate ms 1 @psexecexs  CiToolsBackup 0
PR0pen 2113 B pserec ene C/ToolsBackup 0
& Craate 12 Blpsexecexs  C/TookBackup D
12 Clonn am {8 pcth o CiTookBackup 0
< > mo [Bpah an CToolsBackup
— = 20 Bpchan € /Tooks/Backup
2108 [Bpon o CiToolsBackup 0
Eind |_ ak

The Select Rewind Point dialog displays a list of all rewind points. These
include modifications of folders and files that were automatically registered
by the system and user-defined bookmarks.

The list can be filtered according to the rewind point type or other criteria,
using the Filter Rewind Points pane on the left.

Note: If the Select Rewind Points dialog is empty, make sure that the
Data Rewind property is enabled. For more information, see page 141.

Select the required rewind point, and click OK.

Note: If you want to use a Bookmark as the rewind point, it is best
practice to select the closest rewind point that indicates an actual event.
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You return to the Rewind Point Selection page, now displaying
information about the rewind point you selected:

En Restore Data Wizard

XOsoft Manager Rewind Point Selection

This Data Rewind method allows you to rewind data to a point in time before it was comupted. The
rewind process takes place on the Replica server before the reverse synchronization process starts.
The Data Rewind method uses rewind points or bookmarks that enable you to reset the cument data
%" Recovery Method back to & previous state.

PP Rewind Points Selection
Synchronization Method

Click the Select Rewind Point button, to select the pointin time to which you
wantto rewind the data.

Rewind to point:

Type: Remove

Id: 27

Time: 1/2/2008 4:01:14 PM

File name: Backup Details/Backup1 doc

[ _gacm [ N || & —sr—

9. Click Next. The Synchronization Method page is displayed:

s Restore Data Wizard

XOsoft Manager Synchronization Method

AMterthe rewind data process is completed, & reverse synchronization back to the Master starts.
Select one of the Synchronization Methods:

- File Synchronization: best suited for File Server.

4" Recovery Method - Block Synchronization: best suited for database applications

4" Rewind Point Selection
P Synchronization Method

(®) File Synchronization

() Block Synchronization

[ Ignore Files of Same Size/Time

Click 'Finish' to start the recovery process.

[ Bk | Einish Cancel

10. Select the File Synchronization method and click Finish.

Note: If the user credentials you used to log in to the Manager are
different than the ones required for working with the Engine on the
Replica, a User credentials dialog appears, asking you to enter log on
account details for the selected Replica.
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CA XOsoft rewinds the data to the point you selected. After the rewind
process ends, you receive the following message in the Event pane:
Rewind process is completed successfully.

If you chose to replace the data on the Master with the data on the
Replica, CA XOsoft starts a synchronization process from the Replica to the
Master. Once the process ends, the temporary Recovery scenario is
stopped and then deleted.

11. By default, once a data recovery occurs a Synchronization Report is
generated:

m CA XOsoft r12 Report Center

CA XOsoft

SYNCHRONIZATION REPORT

Synchronization mode FileSynchronization (include files with the 2ame =ize and modification time
Scenario Recovery_File Server 1

Master host

Replica host

Scenario start time 13-Mar-08 15:00:22

Report start time 13-Mar-08 15:25:40

Report finish time 13-Mar-08 15:29:54
Summary:

Total number of files modified 1

Total number of bytes changed 143.2TKB

Now, the Replication process can restart on the original scenario.
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Chapter 10: Switching Over and
Switching Back

This chapter explains the High Availability process and the switchover and
switchback procedures, and describes the following operations: creating HA
scenario, performing switchover and switchback, and recovering active server.

Understanding the High Availability System and the
Switchover and Switchback Procedures

A High Availability scenario incorporates all the functionality and workflow of a
Disaster Recovery replication scenario, but it adds three important new
elements: pre-run verification, monitoring of the Master and the application
running on it, and the switchover process itself.

Pre-run verification

During a switchover, there are many things that can go wrong — there
might be problems with permissions, or with the application configuration,
or even with the settings within the HA scenario itself. For this reason,
when HA scenario is created and initiated, CA XOsoftHA performs an
extensive list of checks. These checks are designed to determine, whether
any of the common issues that are known to cause problems during
switchover can be found. When such issues are found in the pre-run
verification, errors and warnings are presented, prompting you to solve
these issues before running the HA scenario.

Automatic monitoring of the Master and the application running on
it

As soon as the scenario is initiated, the Replica checks the Master on a
regular basis, by default every 30 seconds. There are three types of
monitoring checks — a ping request that is sent to the Master in order to
verify that the Master is accessible and alive; a database check that
verifies that the appropriate services are running and the data is in good
state; a user-defined check that can be tailored to monitor specific
applications.

If an error occurs with any part of the set, the entire check is considered
to have failed. If all checks fail throughout a configured timeout period (by
default 5 minutes), the Master server is considered to be down. Depending
on the HA scenario configuration, this will cause CA XOsoftHA to send you
an alert or to automatically initiate a switchover.

Switching Over and Switching Back 155



Creating High Availability Scenario

Switchover and switchback workflow

In an initial HA scenario, the Master is the active computer, and the
Replica is the standby computer. The standby computer is continuously
checking the state of the active one, to determine whether it is alive and
to decide whether to assume the active role.

A switchover can be triggered automatically or with the push of a button.
The first time a switchover occurs, the Replica that was on standby
becomes the active computer, and the Master reverts to a standby mode
(assuming it is still operational). When the Master (now the ‘standby’) is
ready, a switchback process can be initiated, either automatically or
manually. Following the switchback, the Master again becomes active, and
the Replica returns to its previous standby and monitoring role.

Creating High Availability Scenario

The creation of High Availability scenario is similar to the creation of Disaster
Recovery scenario. In both you are using the step-by-step Scenario Creation
wizard. However, during the creation of HA scenario there are some additional
verification checks that CA XOsoftHA performs automatically, and you need to
configure several High Availability properties.

Note: This section demonstrates the configuration of a generic Exchange
Server High Availability scenario. For more detailed instructions involving
scenarios tailored to specific applications such as Oracle or SQL, see the
appropriate Operation Guide.

To create High Availability scenario

1. Open the CA XOsoft Manager. Then, select from the Scenario menu the

#
New option, or click the New El button on the Standard toolbar.
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The Scenario Creation Wizard appears:

&) Scenario Creation Wizard

Welcome to the New Scenario Wizard
XOsoft Manager

This wizard will help you create a new scenario, either from scratch or using a predefined template. it may also be used to create
new templates. When the scenario creation is finished, you will be able to run the scenario

£

Wel To exit the wizand and continue corfiguration manually from any step, click the Finish button

Product Type
Scenario Setup
Scenario Verification
Run Scenario

(&) Create a New Scenario

() Create a New Template

Assign 3 Scenario Group (select existing one or enter a new group name)

HA Scenarios b

T

2. Select the required scenario options, as follows:
m  Select the Create a New Scenario option button.

= From the Group drop-down list, select the group to which you want to
assign the new scenario, or enter a name for a new scenario group.

3. Click Next. The Select Server and Product Type page appears:

&) Scenario Creation Wizard El

Select Server and Product Type
m XOsoft Manager
Select one of the licensed server and product types listed below, and the required task. ff the desired option is not listed,

do one of the following:
If you have an appropriate license key, exit the wizard by clicking Cancsl, and select from the Help menu the Register

« Welcome option

b Pkt iboe Select Server Typs
Scenario Setup [T} File Server
Scenario Verification 5 Y MS Exchange
Run Scenario & Oracle

{3 saL Server
¥R MS IS Server

Select Product Type
(O Replication and Disaster Recovary Scenario {DR)
(® High Availabilty Scenario (HA)

Tasks on Replica
(&) None
() Integrity Testing for Assured Recovery (AR)
) ARCserve Backup

[] Stare deleted email tems in COF Repasitory

J[ e

][ Finish ][ Cancel
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A list of available applications and scenario types is presented.
Note: The list of available applications depends on the licenses applied.
Select the required scenario options, as follows:

»  From the Select Server Type list, select the type of server for which
you want to create the scenario. In this example, we select MS
Exchange.

= From the Select Product Type options, select High Availability
Scenario.

s [Optional - a license is needed] From the Tasks on Replica options,
select the tasks you want to implement in this scenario.

Click Next. The Master and Replica Hosts page appears:

@7) Scenario Creation Wizard

Master and Replica Hosts
XOsoft Manager
Enterthe hostname or IP address for both the Master {source) and Replica anget) hosts.

If the scenario will involve more than one Replica, add one Replica now, and manually add the other Replicas in the
Scenario pane once you completed the wizard steps

+ Welcome
+ Product Type
« Scenario Setup Scenario Name [ 115 Exchange HA |
P Hosts
A XOsoft Engine Verfication Master Hostname/P [ [--] Pert [ 25000]
Master Configuration -
Replica Configuration Replica i ‘E] Port !@‘

Scenario Properties

Hosts Properties

Switchover Properties
Scenario Verification Verify CA XOsoft Engine on Hosts
Run Scenario

Back [ Finish ][ Cancel

Enter the following information:

m In the Scenario Name box — accept the default name or enter a new
name for the scenario. When entering a name, choose a unique name,
since you cannot use the same name for more than one scenario.

= In the Master and Replica Hostname/IP boxes - enter the
hostname or IP address of the Master (active) and Replica (standby)
servers, or use the Browse buttons to find them.

= In the Port boxes: accept the default port no. (25000) or enter a new
port numbers for the Master and Replica.

Important! The Replica server you enter here is the only Replica server
that can participate in the switchover process. Even if you will later add to
the scenario additional Replica servers, they will not be able to become the
active server after switchover.
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Notes:

— If either server is a MSCS cluster, enter the Exchange Virtual Server
Name or IP address as the Master and/or Replica name (instead of the
physical node's name/IP).

— If you want to include more than one Replica in the scenario, enter
here the details of the first or most upstream Replica. After you
finished the scenario creation, manually enter the other Replicas, as
described on Add Additional Replica Servers, page 97.

m  The Assessment Mode check box — verify that it is NOT selected.

m  The Verify CA XOsoft Engine on Hosts check box - select this check
box if you want the system to verify whether Engines are installed and
running on the Master and Replica hosts you specified in this page. If
Engines are not installed on the selected hosts, you can use this option
to remotely install the Engines on one or both hosts. For more
information about the Host Verification page, see page 46.

After you selected the desired options, click Next. The Master
Configuration page appears:

&) Scenario Creation Wizard g]
Master Configuration
. XOsoft Manager ) AR )
Auto-discovery result for MS Exchange Server on host 172.16.95.2 are listed below. By default all databases will be
replicated. To remove specific databases from replication uncheck the comesponding check box.
« Welcome
¥ Ernductilyne Database Full Path
+ Scenario Setup W EId® Microsoft Exchange Server
4 Hosts F = QAS5-W2K-EX1
P Master Corfiguration ¥ EI8 InformationStore
ormio Proner o = =& First Sterage Group
o B Log File Path [3) C:/Program Files/Exchsrvrimdbdata
Hests Propertiss (] 5 System Path 23 C:/Program Files/Exchsrvrimdbdata
Switchover Properties =8 Mailbax Store (QASS-WIK3I-_
Scenario Verification ) EDE File Path [l C/Program Files/Exchsrvrimdbdata/privi. edb
Run 5 . B 2 STM File Path {81 C:/Program Files/Exchsrvr/mdbdatalprivl stm
a /8 Public Folder Store (QAS5-
15 EDE File Path [8 C:/Program Files/Exchsrvr/mdbdata/publ.edb
E) STM File Path [l C/Program Files/Exchsrvr/mdbdata/publ stm

[ Bk || New )| Fmeh ]| GCood |

The CA XOsoft auto-discovery component automatically displays the
Exchange databases that are on the Master server. These are the
databases that can be replicated and protected.

By default, all the discovered databases are selected and all will be
replicated. You can exclude any of these storage groups from replication
by clearing their check boxes.
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8. Click Next. The Replica Configuration page appears:

@ Scenario Creation Wizard FE
Replica 172.16.95.3 Configuration
XOsoft Manager
Master and Replica MS Exchange Storage Groups must be identical. MS Exchange on the Replica will be automatically configured
according to the Master's seftings
% Welcome
“ Product Type Master | A Replica Action
+ Scenario Setup = § QAIS-W2KIEX] (Master) | = § QAI5-W2K3I-EX2 (Replica)
4" Hosts = 4P First Storage Group .'—" = 4i# First Storage Group Keep
«* Master Carfiguration FAMaibox Stors (JAS5-WZKI-EXT) | E— 14 Mailbox Store (QA... Kesp

{faPublic Folder Stare {QA

WIKIEKT) [ZaPublic Folder Stor. . Keep

P Replica Configuration
Scenario Properies

Hosts Properties

Switchover Properties
Scenano Verification
Run Scenario

Master and Replica Exchange confiqurations are identical.

| Back | Next [ Einish [ Cancel |

CA XOsoft auto-configuration component verifies that the Exchange Server
configuration on the Master and Replica servers will be identical during the
replication procedure. This means that if there are discrepancies, CA
XOsoft will perform the required actions, including: deleting storage
groups, public folders or mailbox stores from the Replica, create new ones
and make modifications to existing ones. The actions that will be
performed during the configuration process are indicated in the Action
column on the right.

Note: The actions that can be performed in the auto-configuration process
are as follows:

= Create - a new, storage group, public folder or mailbox store will be
created.

m  Keep - the existing storage items will remain the same.
= Remove - the existing storage items store will be deleted.

s Update - the existing storage items will remain, but its location will be
changed

9. Review the changes that will occur during the automatic configuration on
the Replica Exchange Server, and make sure you want them to be
performed.

Note: If a Remove action is indicated, make sure that you are ready to
delete the specified storage item since it does not have an automatic
backup. If you want to save it in a different location before deletion, click
the Finish button to exit the wizard.
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10. Click Next to start the Replica configuration process. The Scenario
Properties page appears:

@ Scenario Creation Wizard

XOsoft Manager

Scenario Properties
The scenaro propertiss are corfigured hers. You can also corfigure thess properies after the completion of the wizard

ps.
The recommended default values ars already listed. Befors changing these values, please refierto the CA XOsoft r12 User

" Welcome Guide
W Poducti s Property Value
+ Scenario Setup L

W Hosts
4 Master Corfiguration

®E&) Replication
#E) Event Notification
#@)Report Handling

B Scenaro Propstiss

Hosts Properties

Switchover Propeties
Scenario Verification
Run Scenario

The Scenario Properties page enables you to configure the scenario

properties that affect the entire scenario. Typically, the default values are
sufficient.

If you want to configure the scenario properties at this stage, refer to
Understanding Scenario Properties, page 123. To configure the scenario

properties at a later stage, refer to Configuring Scenario Properties, page
121.

11. Click Next. The Master and Replica Properties page appears:

@ Scenario Creation Wizard EJ
Master and Replica Properties
XOsoft Manager
The Master and Replica propartiss are corfigured hers. You can also corfigurs these properties sfter the completion of the
wizard steps.
The recommended defautt values are already listed. Before changing these values, please referto the CA XOsoft r12 User Guide.
+ Welcome

4 Product Type

& Scenario Setup
& Hosts

Master Properties
#8) Host Connection
®8) Replication

Value Replica Propsrtiss
®@) Host Connection
®&) Replication

« Master Corfiguration @@ Spool @@ Spaol
& Scenari Properties #8) Event Notification #8) Recovery
P Hosts Propetties =8 Reports ®8) Scheduled Tasks
Suitshover Propetiss =& Event Notification
Scenario Verification 2&) Reports
Run Scenario

Value

Bock || Met [ Finish ][ Cancel |
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12.

The Master and Replica Properties page enables you to configure the
properties that are related to either the Master or Replica host. Typically,
the default values are sufficient.

If you want to configure the Master and Replica properties at this stage,
refer to Setting Master and Replica Properties, page 133. To configure the
Master and Replica properties at a later stage, refer to Configuring Master
or Replica Server Properties, page 133.

Note: You can modify all the settings in this pane after the scenario is
created. However, before changing any Spool properties (which can be
configured here), review the Spool info on page 136 for configuration
details.

Once you are satisfied with the Master and Replica properties, click Next.

The Switchover Properties page appears:

@ Scenario Creation Wizard

XOsoft Manager Swilchover Properties

Switchover properties will be corfigured in this step. The recommended default values are listed below. Refer to the User Guide
before modifying the cument settings

+ Welcome
% Product Type

Property Value

¥ Scenario Setup =E) Switchover

¥ Hosts B8 Hosis

+ Master Configuration #E) Network Traffic Redirection

+ Scenano Properties '?J@Is Alive

4 Hosts Properties 'f’@DB Management

P {Guichover Proparise: B Action upon Success
Scenaric Verification
Run Scenario

I =

The Switchover Properties page allows you to modify switchover
parameters. As with the prior steps, no changes are required.

If you want to configure the switchover properties at this stage, refer to
Understanding High Availability Properties, page 179. To configure the
switchover properties at a later stage, refer to Configuring High Availability
Properties, page 177.

Note: If you plan to use automatic switchover, note that the Is alive
timeout (sec) setting controls how long to wait after a failure is detected
before triggering a switchover. For more information see Is Alive, page
184.
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13. Click Next. The Switchover and Reverse Replication Initiation page
appears:

@ Scenario Creation Wizard @

Switchover and Reverse Replication Initiation
. XOsoft Manager

The properties below control automatic switchover and automatic reverse replication.

+ Welcome
4+ Product Type
<« Scenario Setup Switchaver Inttiation

Noser Corftiaen manually inttisted by the administrator. In both cases, a notification message is provided when a failure is detected.

() Switchover automatically

o

o

4 Scenaro Properties
4 Hosts Properties
1

Switchover Properies

Hosts A switchaver can be intiated automatically if the Master server is down or database failure detected. |t can also be |
() Switchover manually |

Scenaric Verification
Run Scenario

Reverse Replication Inttistion
Ater 2 switchowver, the scenano stops. Then, replication in the reverse direction can be intiated, sither automatically
or manually.

) Start automatically

() Start manually

It is not recommended to set both of these options to automatic in a production envinonment.

[ sk | [ Ensh [ Concel |

The Switchover and Reverse Replication Initiation page enables you
to define how the switchover and the reverse (backward) replication
scenario will be initiated: either automatically by CA XOsoftHA, or
manually by you once a failure is detected.

Note: Automatic Switchover and Run Reverse Replication Scenario

Automatic switchover is in all ways identical to manual switchover
performed by the administrator. Automatic switchover is triggered by a
resource failure on the Master server rather than by an administrator who
manually initiating the switchover. Server ping response, application
service status and database connectivity are routinely tested. The timeout
parameters are configurable, as described on the Is Alive section, page
184.

When Reverse Replication Initiation is set to Start automatically, CA
XOsoftHA will automatically run a reverse scenario during switchover —
thus saving the need for a resynchronization when running the "backward"
scenario. Note that the reverse scenario can only run automatically if the
Master server was online during switchover.

14. For each switchover property, select one of the available options:
= Switchover: either automatically or manually.

= Reverse Replication: either automatically or manually.
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Important! We advise you against setting both of these options to
automatic in a production environment. While these options are
individually beneficial, it is best practice to set only one of these options

to automatic.

15. Click Next. A notification message appears informing you that CA
XOsoftHA verifies the validity of the new scenario and checks many
different parameters between the Master and Replica servers to ensure a
successful switchover.

Note: Numerous checks are performed at this stage. Broadly, they fall
into three categories:

»  Consistency checks — ensuring that the situation is as expected, that
network resources point to the current Master (active) server, that the
application is not active on the standby server, that there are not any
conflicting configurations, etc. This is the largest category.

»  Permission checks — verifying that the Engine log on account has the
authority to make changes, especially if DNS redirection is used.

»  Application-specific tests — for Exchange, SQL or Oracle, these tests
include verifying that configurations of the active and standby server
installations are compatible, ensuring that services that must run are
running, checking that Active Directory configuration is correct, etc.

16. once the verification is completed the Scenario Verification page

appears:

XOsoft Manager

w Welcome
< Product Type
+ Scenario Setup
& Hosts
%" Master Configuration
4" Scenaro Properties
4% Hosts Properties
4" Switchover Properties
P Scenario Verification
Run Scenario

Scenario Verification
The system automatically verfiss the scenario ssttings to help ensure proper operstion.
Any emors must be resolved befare continuing. | is also strongly recommended that all wamings be resolved. ff cortinuing
with waming, ensure their potential impact is fully understood. After making any necessary changes, click Retry to repeat
the scenario verfication.

Scenario created and verified successfully.

[ Gk || Nea || Fesn || cowed |
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17. If the scenario was not set up correctly, or problems occurred in the
participating hosts or the connection between the CA XOsoft components,
the Verification Results dialog opens, listing all the errors and warnings

detected:

@ Verification Results

ERROR: Database 'Mailbox Store (QRI5-W2K3-EX2)' in Storage Group 'First Storage Group' on host '!
ERROR: Database '"Public Folder Store (QASS5-WZR3-EXZ)' in Storage Group 'First Storage Group' on !l

ERROR: Unable to run scenario.

|

<

| Property Value ‘ Property Value
= @ Summary 'EI@ Summary
EI@wamk tra. =[E Bxchange Down {Database "Mailb.
EONS  Poirts to Replica Hsec.. Comeat
EIE Bxchangs  Down (Service SMTPSVC... ) System Inf...
[ Securt... Comect I CA XOsoft...
[E Exchan... Assigned to Replica IillaiNe(wrk |
(#5 System Infor.... 3 Exchange... Managed by CAXO...
=5 CA XOscft E...
/) Network Co...

#/E) Exchange S... Managed by CA XOso...

Advanced << Cancel

m If any errors are displayed, you cannot run the scenario. These errors
must be corrected before you can start the synchronization, replication
and HA processes.

= If only warnings are displayed, you can run the scenario by clicking the
Run button. However, it is important that you consider the warning
carefully since they indicate conditions that are known to potentially
cause problems with replication or switchover.

Note: The Advanced button opens an additional pane with detailed
information about the checks performed to help diagnose problems. It is
intended to help you resolve any issues encountered in running the
software. You can also contact Technical Support for further assistance.
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18. When no errors or warnings are reported, once the verification is

completed the Scenario Verification page appears:

@ Scenario Creation Wizard

Scenario Verification
XOsoft Manager

The system automatically verfies the scenario settings to help ensure proper operation.

Any emors must be resolved befare continuing. | is also strongly recommended that all wamings be resolved. ff cortinuing
with waming, ensure their potential impact is fully understood. After making any necessary changes, click Retry to repeat
the scenario verfication.

w Welcome
4 Product Type
+ Scenario Setup Scenario created and verified successfully.

& Hosts

%" Master Configuration

4" Scenaro Properties

4% Hosts Properties

4" Switchover Properties
P Scenario Verification
Run Scenario

[ Bk || Nea ][ Fnsh [ Conod |

19. When the scenatrio is verified successfully, click Next to continue.

The Scenario Run page appears:

@ Scenario Creation Wizard

XOsoft Manager Soenens

The scenario has been configured and is ready to run. Press Run Now to start the scenario. Initial data synchronization will start automatically after
pressing the Run Now buttor. To run seenano lster press the Finish button

+ Welcome
4 Product Type
+ Scenario Setup Scenario '"M$S Exchange HA' is ready to run
& Hosts
" Master Configurstion Product type HA
" Scenano Properties Server type Exchange
% Hosts Properties
 Swichorer Propias Integrity Testing for Assured Recovery Off
4" Scenario Verification Replication moce Online
P Run Scenario
Master
Name 172.16.952
Spool size (MB) Infinite
Spool path INSTALLDIRAmMp/spool]
| Replica
Name 172.16.95.3
Spool size (MB) Infinite
Spool path [INSTALLDIRAmp/spool]
I Master Root Directories Replica Root Directories
c/program files/exchsrvr/'mdbdata > c/program files'exchsrvr'mdbdata

Back Run Now Finish Cancel
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20.

21.

The scenario configuration is now completed and you are prompted to run
it. Running the scenario starts the data synchronization process, following
by replication and is alive checks. .

m To finish the scenario creation and run it later, select Finish.
= To run the scenario, click Run Now.

The synchronization process starts. Synchronization may take a while
depending on database size and network bandwidth between the Master
and Replica. You will receive the following message in the Event pane
when synchronization is complete: All modifications during
synchronization are replicated.

From this point, real-time replication occurs and the High Availability
solution is active:

Scenanis [dn Dvests View Tooim rielp

BaMe o -k 5 e 00 @B

= BITRIETE2
LIS
= &lLachange Lilting

SETEIEE?
WITL16853

Evers EE

[ Seveety et/ Sty Tee v| Erwe &l
B N bl s charery ayrecluonmcotion poyioed an ropiecatod

SHRO0120 Sigralacand. S17L16953 27192008 3.54.17 PM Hirsbeed.

(i) drk W17206863 B21872008 36217 M

SHO035T 4 Significant IT2IE5 (212008 35358 M Service will b

sA00asT 4 Sgnficant = 1721685 152712008 35358 PM Sarvicn

SA000ST 4 Sonficant 1721695 127172008 35357 PM Saricn il b

SRO035T 4 Sigrcant 17216953 131271972008 35357 FM Service M5ExchangalS i in marsl mode. 8 wil be nun sdomaticaly

SAD03ST 4 Sgrefcant =172.16.953 2/ 19/2008 35357 FM Serviee il b

MO0 4 vl M5 Enchangs HA. 2152008 36114 FM Pasting Synchverization ssood crssted ol T2/15/08 155417 42 Repeds

SHOO013Y 4 Sigrifezant mTLI6952 (21972008 3:50:36 PM

SHO0408 4 Significant BTS2 (22008 3:50:36 I'M Scenano M5 Enchange 1A sutonn sucoesshul

(s T FEETT than e 16 B e ey |

Feertn | Scmnaria Wialidation Results
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Switchover

Switchover is the process of changing roles between the Master and Replica,
meaning making the Master server the standby server, and the Replica server
the active server.

Switchover can be triggered automatically by CA XOsoftHA when it detects
that the Master is unavailable. Alternatively, CA XOsoftHA can simply alert you
to the problem, and then you can manually initiate switchover from the CA
XOsoft Manager.

During the creation of HA scenario, you define how you want the switchover to
be initiated. If you selected in the Switchover and Reverse Replication
Initiation page the Initiate Switchover manually option (see page 163),
you need to perform a manual switchover. However, if you selected the
Initiate Switchover automatically option, you can still perform a manual
switchover, even if the Master is alive. You can initiate switchover when, for
example, you want to test your system, or you want to use the Replica server
to continue the application service while some form of maintenance is
performed on the Master server.

Once triggered, whether manually or automatically, the switchover process
itself is fully automated.
To initiate switchover

1. Open the Manager and select the desired scenario from the Scenario pane.
Verify it is running.

2. Click on the Perform Switchover button, or select from the Tools menu
the Perform Switchover option:

Scenarin Edit Events View Tools Help

e B8 @ 5E 8 e TR 00 2 B W

& Scenario View 5 COF View @ SHVgeri:Drm er.'itl:h?':'er ote Installer Manitor

Scenano view

A confirmation message appears:

CA X0Osoft Manager 130.119.186.172:8088 | =

\.:y Are you sure you wish to perform Switchowver?

[ fes ] [ Mo
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Click OK on the Perform Switchover confirmation message. This
procedure initiates a switchover from the Master server to the Replica
server:

Detailed information about the switchover processes is located in the
Events pane during switchover.

After the switchover is completed the scenario stops:

- 172.16.71.141

Note: The only case in which the scenario may continue to run after
switchover is when automatic reverse replication is defined as Start
automatically. For more information, see page 163.

In the Event pane a message appears, informing you that Switchover
completed, and then that the Scenario has stopped.

Now, the original Master becomes the Replica and the original Replica
becomes the Master.
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Switchback

After a switchover was initiated, whether manually or automatically, at some
point you will want to reverse back the server roles, and make the original
Master the active server again and the Replica the standby server. Before you
switch back the roles between them, if you want the data on the active server,
meaning the original Replica, to overwrite the data on the standby server, you
need to run a reverse scenario (also called "backward scenario™).

During the creation of the HA scenario, you defined how you want the reverse
scenario to be initiated. If you selected in the Switchover and Reverse
Replication Initiation page the Initiate Reverse Replication
automatically option (see page 163), replication in the reverse direction
(from Replica to Master) will automatically begin after a switchover, once the
original Master will become available. However, if you selected the Initiate
Reverse Replication manually option, you need to perform a manual
switchback. If the manual option is selected and you will not initiate a manual
switchback, a resynchronization of the data from Replica to Master will have to
be performed, even after a test of clean switchover without an actual Master
failure.

Note: After a switchover, in certain circumstances you may want to switch the
Master and Replica roles without overwriting the original Master data with the
Replica data. To perform this, use the Recover Active Server option, as
described on page 174.

To initiate switchback

1. Ensure that both Master and Replica servers are available on the network
and that the CA XOsoft Engine is running.

2. Open the Manager and select the desired scenario from the Scenario pane.

3. [Skip this step if the backward scenario is already running, and move to
step 7, page 173.]
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If the backward scenario is not running, select the Run button to start the
scenario. CA XOsoftHA detects that a switchover has occurred, verify its
state and configuration, and prompts you to approve the running of the
backward scenario:

@ Verification Results

Are you sure you want to run scenarioc 'Backward MS Exchange HA '?
Froperty Value 4 Froperty Value
= B Master (Stand-by) 172.16.71.140 = B Replica (Active) 172.16.71.141
=) Summary =) Summary
&) Network tra... =[2] Exchangs Up
[Elons Paints to Replica [ Security attrib... Comect
== Exchange  Down (Service 'SMTPSV @] System Information
[zl Securt... Comect @CAXO&DH Engine...
[=] Exchan... Assigned to Replica @] Network Configur. ..
=& System Infor... #E) Exchange Server ... Managed by CA XO...
#ENCA XOsoft E...
=) Network Co...
e e B A wn
< ¥
[ Advanced < l I Run l [ Cancel ]

Note: The Advanced button opens an additional pane with detailed
information about the hosts that participate in the scenario.

4. Click the Run button to start the backward scenario.

The Run dialog appears:

8 Run r>__(|

CA X¥Osoft will start replication after the synchronization process is
completed.

Synchronization Method
() File Synchronization
(*) Block Synchronization

[] Ignore files of same sizetime

[] skip Synchronization

QK l [ Cancel
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5. For MS Exchange, select Block Synchronization, and click OK. The
resynchronization starts:

Wait until the resynchronization is completed.

6. Once the resynchronization is completed, you receive the following
message in the Event pane: All modifications during synchronization
are replicated. Then, replication from the active server to the standby
server starts:
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7. Now, you can reverse back the roles between the Master and Replica
servers. To reverse the roles, while the backward scenario is running, click

=)

the Perform Switchover == button or select the Perform Switchover
option from the Tools menu.

A confirmation message appears:

CA XOsoft Manager 130.119.186.172:8088

\p Are you sure you want to perform Switchowver?

i Yes i [ Mo ]

8. Click Yes on the Perform Switchover confirmation dialog. This procedure
initiates a switchback from the original Replica server to the Master server:

9. After the switchback is completed, and the server roles are reversed back,
the scenario automatically stops:

osts Changed Synchronzed Fles In spocl
= E172.16.71.140
- E 1721871141

Now, you can run again the scenario in its original (forward) state.
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Recover Active Server

In certain circumstances, it may be necessary to intentionally make the Master
or Replica server the active server without completing the synchronization
process. This may happen when, for example, a switchover occurred but no
data was changed on the Replica server, and you might even have newer data
on the Master server. In this case, it is undesirable to synchronize data from
the Replica to the Master server. CA XOsoft allows you to manually select the
active server option through a process called Recover Active Server. To use
this option, ensure that the scenario is stopped, and select Recover Active
Server from the Tools menu.

Important! While this option is the right choice in certain situations, use it
with caution. If used improperly, data loss can occur. Normally, CA XOsoft will
not allow switchover from one host to another until all data is synchronized. It
is designed this way so users are not redirected to an out-of-date data set,
which then overwrites what may be a more current data set. When using
Recover Active Server, CA XOsoft is redirecting users to one server or the
other with no regard as to which server has the correct data set. Thus, as an
administrator, you must manually ensure that the server you are making
active has the most up-to-date data set.

To recover active server:

1. On the Scenario pane, select the scenario whose active server you want to
recover and stop it.

2. From the Tools menu, select the Recover Active Server option.

CA XOsoft verifies which host is currently the active one, and presents the
results in the Recover Active Server dialog:

(@ Recover Active Server

Currently host 172.16.71.141 is active, host 172.16.71.140 is stand-by.
To make Master or Replica active, press the corresponding button below.

Property Value Property Value
= B Master (Stand-by) 172.16.71.140 = B Replica (Acti_... 172.16.71.141
B@ Summary E@ Summary
S & Network tra... = = Exchange Up
Elons Poirts to Replica [ElSec... Camect
=2E Exchange  Down (Service SMTPSVC... @ System Inf ...
[ Securit... Comect ®E) CA XOsoft .
[l Exchan... Assigned to Replica @ Network C...
& System Infor... ) Exchange... Managed by CA XO...
# 0 CA XOsoft E...
&) Network Co...
) Exchange 5... Managed by CA XOso...

Make Master Active ] [ Make Replica Active ] [ Cancel
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3. Click either the Make Master Active or Make Replica Active button,
depending on which server you want to have the active role.

Messages appear in the Event pane, informing you that one of the server
becomes active while the other becomes inactive. Now, the host you
selected becomes the active server, and users are directed to it.

Important! In a disaster situation, if a standard switchover occurs and users
are redirected to the Replica server for any period of time, it is important to
replicate all changes that occurred on the Replica back to the Master, before
making the Master server active again. Using the Recover Active Server
option in such a situation, may result in loss of data.
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Chapter 11: Setting High Availability
Properties

This chapter describes how to configure High Availability properties, and
provides a list of the HA properties, their corresponding values, and an
explanation of each property.

Note: These options are available only to those who are licensed for High
Availability.

Some properties apply only to certain server types (e.g., Exchange, SQL,
etc.). For more information, see the specific Operations Guide.

Configuring High Availability Properties

The HA property values determine the entire scenario’s default behavior
concerning network traffic redirection method, database management, and
more.

Notes:

®  The Properties pane and its tabs (Root Directories, Properties, Statistics)
are context sensitive, and change whenever you select a different node
from a scenario folder.

®  To configure scenario properties, the scenario must be stopped.

To set scenario properties

1. On the Scenario pane, select the HA scenario whose properties you want
to configure.

2. On the Framework pane on the left, select the High Availability Properties
tab.
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The High Availability Properties list appears:
o High Availability Properties ~ o x

Property Value
Switchover
Hosts
Network Traffic Redirection
Is Alive
DB Management
Au::tiun upon Success

(3 Root Directories |Bl) Properties |[§i§ High Availability Properties |

Note: A running scenario has a gray background, and scenarios that are
not running have a white background.

If the scenario is running, click the Stop O button on the toolbar. The
scenario is stopped.

On the Scenario Properties list, open the desired group, select the required
property, and select or enter the appropriate values. Some values can be
manually entered in an edit box field, while others can be selected from a
combo box by clicking the default value.

1l
After you set the required properties, click the Save button on the
Standard toolbar to save and apply your changes.
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Understanding High Availability Properties

This section lists the High Availability properties, corresponding values, and
provides an explanation of each property. It also explains the Active and
Standby host concepts.

Active and Standby Hosts

In an initial scenario, the Master is the active computer, and the Replica is the
standby computer. The standby computer is continuously checking the state of
the active one, to decide whether to become active computer.

The first time a switchover occurs, the Replica that was on standby becomes
the active computer, and the Master reverts to a standby mode (assuming it is
still operational). When the Master (now the ‘standby’) is ready, a switchback
process can be initiated where the Master again becomes active, and the
Replica returns to its previous standby and monitoring role.

Switchover Properties

The system continuously checks for a switchover situation (see Is Alive Group)
and informs the user according to the defined notification settings. When the
system detects a switchover situation, the Perform Switchover
Automatically option is checked to determine if there should be an automatic
switchover, or only a notification of the situation. In the latter case, switchover
may be triggered with the Perform Switchover menu command or toolbar
button.

Switchover Hostname

Enter the hostname/IP address of the Replica host to which the Master
switches. You can choose only one Replica.

Any time this Name/IP, or Master’s Name/IP, is changed, all the
switchover properties are reset to their default values.

Perform Switchover Automatically

When this option is On, switchover is initiated automatically if the Master
server is down or database failure detected.
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Hosts

Redirection

Run Reverse Replication Scenario after Switchover

After a switchover, this option determines whether replication in the
reverse direction would begin automatically.

When set to On, CA XOsoft verifies that the data integrity is kept. If the
data is found to be consistent, re-synchronization is avoided and the
backward scenario is initiated. However, in DB scenarios when this option
is set to On, the reverse replication starts in a suspended state. It is
unsuspended only after the database on the Active server has passed all
tests typically performed in the Check DB properties in the Is Alive
properties.

Master Fully Qualified Name

Enter the fully qualified name of the Master host.

Replica Fully Qualified Name

Enter the fully qualified name of the Replica host.

There are four redirection methods:

Move IP
Redirect DNS
Switch Computer Name

User-defined scripts

Move IP:

During switchover, the switchover IP(s) are released on the active host
and added to the standby host. This redirection method is applicable only
when both the Master server and the Replica server are on the same IP
subnet.

Choosing Off or On affects the available options in the Check With for a
Send ping request. See Is Alive group below.

Add IP/Mask

Enter IPs for the active computer that will be moved to the standby
computer during switchover. The Master IP address defined in the
Master Properties (see page 134) must be different than the IPs
entered here.
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To add IP/Mask

1. Click the tree entry: Click here to add new IP/Mask.
The 1P Address dialog appears.

2. Enter the relevant IP/Mask data in the dialog and click OK.

A new entry is added to the list, and a new row opens for another
IP/Mask. Enter as many entries as you require.

Notes:

m  The Master IP address on the Properties tab under Host
Connection (the Master IP that was entered in the Scenario
Creation Wizard), must NOT be one of the IPs included in this list.

m If the Move IP or the Redirect DNS property is set to On, CA
XOsoft turns off the dynamic DNS registration for the Master. (The
checkbox "Register this connection’s addresses in DNS" in the
Advanced TCP/IP Settings dialog is cleared).

Redirect DNS:

During the switchover, the A-record of the Master Server will be updated.
This redirection option is applicable when the Master and the Replica are
located on a different IP subnet or on the same subnet.

If the Move IP or the Redirect DNS property is set to On, CA XOsoft
turns off the dynamic DNS registration for the Master. (The checkbox
Register this connection’s addresses in DNS in the Advanced
TCP/IP Settings dialog is cleared).

DNS Server IPs

Enter IPs of DNS servers to update. CA XOsoft HA tries to update all
servers listed. However, switchover is considered successful even if
only one update is successful.

To enter the value, click the tree entry: Click here to add new IP.
DNS TTL

Enter number of seconds for DNS Time-To-Live. This value is changed
in the DNS Server for the A-record that is updated.

Active Directory Integrated

Specify if DNS is an Active Directory Integrated. If the Master DNS is
on a Windows platform and integrated with Active Directory, set this
option to On.

DNS Key Filename (full path)

Enter the full path of the file containing the DNS secure key. This field
appears only when AD Integrated is Off.
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Master/Replica IPs in DNS
Enter the Master/Replica IPs in its DNS server.

The Master's DNS record is updated during every switchover: in the
switchover from Master to Replica, the addresses in the Master's DNS
record are replaced by the addresses of the Replica. In the switch back
from Replica to Master, the addresses are restored to the original
values.

To enter the value, click the tree entry: Click here to add new IP.
Switch Computer Name

[Not for Exchange] This redirection option is applicable when clients use
NetBIOS name resolution for their connections with the Master. If the
hostname and the NetBIOS name are not the same, this option cannot be
used.

During the switchover, the Replica computer is renamed to the Master
computer name and the Master computer is renamed to a temporary name
(if the Master server is alive). During the switchback, the names are
restored. Both the hostname and the NetBIOS name are changed.

Important! If you will be redirecting File Shares, in which clients connect
to via the Master server name, Switch Computer Name must be enabled.
For example, if the Master server's name is fsO1 and clients connect to
\\fsO1\sharename or \\fsOl.domain.com\sharename, then you must use
the Switch Computer Name method. We also recommend enabling one
other method as well. The most common method is to use both DNS
Redirection and Switch Computer Name.

Master Computer Name

NetBIOS name of the Master computer. This name cannot be modified
here.

Replica Computer Name

NetBIOS name of the Replica computer. This name cannot be modified
here.

Reboot after Switchover and Switchback

After a switchover and a switchback, if this option is set to On, both
Master and Replica computers are rebooted.

User Defined Scripts
This option allows the standard redirection methods to be enhanced or

replaced by actions that are invoked by user-defined scripts.

Important! When using scripts, each script must reside in the same path and
with the same name on both the Master and the Replica.
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Active to Standby Redirection Script

Script Name

Enter the name and full path of script to be run on the active
computer, if it is alive, in order to redirect clients to the standby
computer or release network resources on active host.

Arguments

Arguments to be passed to the script specified in the previous
property. Argument values must be static.

Standby to Active Redirection Script

Script Name

Enter the name and full path of script to be run on the standby host, in
order to redirect clients to it or add network resource.

Arguments

Arguments to be passed to the script specified in the previous
property. Argument values must be static.

Identify Network Traffic Direction Script

Required to fully support custom redirection methods. The custom
scripts entered here are used to identify the active server. The Engine
assumes that:

m If the script was executed on the host is returning O, then the host
is active (has all network resources on it or users directed to this
host)

m If the script is returning a non-zero value, then the host is inactive
(all or some of the network resources are absent, or users are not
directed to this host).

Script Name

Enter the name and full path of script to be run. This script determines
if the Forward or Backward scenario will run when the scenario is
started. The script runs on both Master and Replica: the one that
returns zero is active. If both return the same value, a conflict is
reported.

Arguments

Arguments to be passed to the script specified in the previous
property. Argument values must be static.
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Is Alive

CA XOsoft continuously checks to see if the active host is up (according to
Send ping request, Connect to DB, or User-Defined Script method, see below).
These checks are made in scheduled intervals according to the Heartbeat
Frequency.

Checking the status is interpreted as follows:

®  If there is an indication that the active computer is OK (alive), no new
action is taken, and the system continues to check according to the
scheduled intervals of the Heartbeat Frequency.

®  If there is an indication that the active computer is not OK (is not alive),
the active computer is checked again at the next Heartbeat timeout for a
maximum period of the Is Alive timeout. If no indication of the active host
being alive is found within the Is Alive timeout, CA XOsoft executes event
notification. Simultaneously, it checks whether or not to perform a
switchover, as defined by the Perform switchover automatically property
(see page 163).

Important! When using scripts, each script must reside in the same path and
with the same name on both the Master and the Replica.

Is Alive Timeout (sec)

If the standby host does not receive indication that the active host is alive
during this interval (in seconds), switchover or notification is initiated. The
checks are performed at the Heartbeat Frequency.

Default is 300 seconds.
Heartbeat Frequency (sec)

Interval (in seconds) for sending heartbeat requests (performing the
checks below).

Default is 30 seconds.
Check Method
Send Ping Request

ICMP requests are sent automatically from the standby host to the
active host, to check if the active host is up.

The available options depend on the value of the Move IP property
(see page 180).

m  If Move IP is On

During the switchover, the IP is moved from the active computer
to the standby. Therefore, the standby computer must check this
IP continuously.

In the IP for Ping property, enter IP Address to ping.
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m  If Move IP is Off

During the switchover, the IP is not moved from the active to the
standby computer. Therefore, define two IPs for ping:

IP for ping from Master to Replica

Enter IP address to ping. When the Replica computer is the active
host, an ICMP request is made from the Master to the Replica. If
no reply is received within two seconds, the Replica computer is
considered non-operational.

IP for ping from Replica to Master

Enter IP address to send ping to. When the Master computer is the
active host, an ICMP request is made from the Replica to the
Master. If no reply is received within 2 seconds, then the Master
computer is considered to be non-operational.

Connect to DB

[For database applications only] When this property is set to On, CA
XOsoft connects to the active computer’s database according to the
Heartbeat Frequency, and checks to see if the database services are
running and all databases are mounted.

User-Defined Scripts

Allows the standard check methods to be augmented or replaced by
user-defined actions in scripts.

Check Script on Active Host
This script runs on the active server, and checks if it is alive.
m  Script Name

Enter the name and full path of script to run. CA XOsoft connects
to the active computer once every Heartbeat timeout, and
executes the script. If the return value equals zero, the active
computer is OK (alive). If the return value is different than zero,
the active server is not responding and switchover is required.

® Arguments

Arguments to be passed to the script specified in the previous
property. Argument values must be static.

Check script on Standby host

This script runs on the standby server, and checks if the active server
it is alive.
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m  Script Name

Enter name and full path of script to be run. CA XOsoft connects to
the active computer once every Heartbeat timeout, and executes
the script. If the return value equals zero, the active computer is
OK (alive). If the return value is different than zero, the active
server is not responding and switchover is required.

® Arguments

Arguments to be passed to the script specified in the previous
property. Argument values must be static.

DB Management Table/Application/Shares Management

Automatic

If you want CA XOsoft to manage shares on your File Server or services on
your DB Server, set this option to On. CA XOsoft then:

1.

Auto-discovers the list of application (DB) services that must be
managed.

Starts DB services on the active host (if they are not already running),
and stops them on the standby host (if they are running) when you
start the CA XOsoft scenario.

Stops DB services on the active host and starts them on the standby
host during the switchover.

Run DB services on the active host after reboot, if a CA XOsoft
scenario was running previously.

User-Defined Scripts

Start DB

If set to On, runs a user-defined script to augment or replace the start of
DB services. This action occurs during scenario run or switchover on the
active host.

Script Name (full path)
Enter the name and full path of the script to be run.
Arguments

Arguments to be passed to the script specified in the previous
property. Argument values must be static.

Stop DB

If set to On, runs a user-defined script to augment or replace the stop of
DB services. This action occurs during scenario run or switchover on the
active host.
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Actions upon Success

Script Name (full path)
Enter the name and full path of the script to be run.
Arguments

Arguments to be passed to the script specified in the previous
property. Argument values must be static.

Important! When using scripts, each script must reside in the same path and
with the same name on both the Master and the Replica.

User-Defined Script

When set to On, runs a user-defined script. The actions invoked by the
script will be performed following the completion of a successful
switchover.

Script Name (full path)

Enter the name and full path of script. This script runs on the active
server after the switchover completion.

Arguments

Arguments to be passed to the script specified in the previous
property. Argument values are static.
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Move IP Redirection

This section describes the necessary steps for adding Move IP redirection to
the High Availability scenario. Use this method only when both servers are on
the same IP subnet.

Move IP on the Master Server

Before configuring the scenario, add an additional IP address to the Master
host, (which is denoted as XO-IP in the following steps). If you have already
configured your scenario go ahead and add this IP address; special steps for
this situation are listed below. This new IP address is used for CA XOsoft
internal communication and replication. This is necessary since the current
production IP address is not available on the Master after switchover -- it
switches to the Replica server.

Note: In the following screenshot, the XO-IP IP address is 192.168.220.23
and the current production server IP address is 192.168.220.111.

_L Local Area Connection Properties

Internet Protocol (TCR/IP) Properties.

8 0 dvanced TCP/IP Settings g

Yo 1P Settings |ons | wins | Options |

th
% fo. 1P addresses
1P address | subnet mask
192.168,220.111 255.,255.255.0

ree e adress T

| Gateway
192.168.220.; [P address: | 152 . 168 . 220 , 23

Subniet mask; | 255 . 255 .255 . ©

] oo |

¥ Automatic metric

e Interface metric: I
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Move IP through the Manager

This section details Move IP redirection through the CA XOsoft Manager.
For New Scenarios

During the initial run of the Scenario Creation Wizard, enter the XO-IP and
Replica IP addresses instead of the server names.

@ Scenario Creation Wizard

Master and Replica Hosts
XOsoft Manager
Enterthe hostname or IP address for both the Master {source) and Replica farget) hosts
If the scenario will involve more than one Replica, add one Replica now, and manually 2dd the other Replicas in the Scenario pane
once you completed the wizand steps.
Welcome
+ Product Type

Scenario Setup

Scenaric Name | MS Exchange Server | XO-I1P
B Hosts
<%

CA Osoft Engine Verfication Master Hostname/IP [192.16822023 Milszz

Master Corfiguration W

Rspiica Directones Replica Hostname!IP [ 152168 22024 s

Scenario Properties

Hoss Propertes L1 Assessment Mode Replica Server IP
Scenario Verification Address
Run Scenario Verify CA XOsoft Engine on Hosts

For Existing Scenarios

To use Move IP with existing scenarios:

1. On the Scenario pane, select the required Master host:
Scenarios view

' B"-;J.MS Exchange Server Unknown
Hosts Changed

=2 192 168,220 23

- = 152.168.220.24
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Cluster Move IP

Using the Master Cluster

Right-click the Master and select Rename from the pop-up menu. Then,
enter the XO-IP address.

On the Framework pane, select the Switchover tab and then select the
Replica server as the switchover host.

Set the Move IP option to On. Ensure that the IP address under Move IP,
IP/Mask matches the production server IP address: this is the IP address
that will switch over. If you are moving more than one IP address you can
add multiple production IP addresses by selecting Click here to add new
IP/Mask:

?g High Availability Properties -~ 3 X

Property Value
Switchowver
Hosts
=) Network Traffic Redirection

__ =8wmoerr ... |
IF'.-'Mask 192.168.220.111/255.0.0.0
Add IP/Mask Click here to add new IF/Mask.
(el Redirect DNS Off

E|Swit3h Computer Mame On
F-Eeb-:-ot after Switchover and Switchback Off

®E User-Defined Scripts

=& Is Alive

Applit:aliunfShare Management
Ac:tiun upon Success

Using Move IP redirection with a clustered Master (MSCS with shared storage)
requires you to add an additional IP resource to the Master Exchange resource
group. This section describes how to configure this redirection method.

Note: If both Master and Replica are clusters there are special configuration
issues involved in the Move IP redirection process that are not detailed in this
Guide. For a cluster-cluster scenario, use Redirect DNS or contact technical
support to receive detailed instructions and guidance.

To use Cluster Move 1P through the Master cluster:

1.
2.

Open the Cluster Administrator.

In the Master Cluster Exchange Resource Group, create a new IP resource
and name it XO-1P.
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Using the Manager

For New Scenarios

3. Bring this resource online and verify it is visible from the Replica via the
ping command. This new IP address is used for CA XOsoftHA internal
communication and replication. This is necessary since the current
production IP address is not available on the Master cluster after
switchover -- it switches to the Replica server.

This section details Cluster Move IP redirection using the Manager.

During the initial run of the Wizard, enter the XO-IP and Replica IP addresses
instead of the cluster virtual server names.

@ Scenario Creation Wizard

XOsoft Manager

Welcome
4 Product Type
Scenario Setup
B Hosts
CA ¥0soft Engine Verfication
Master Corfiguration
Replica Directories
Scenario Properties
Hosts Properties
Scenario Verification
Run Scenario

Master and Replica Hosts

Enterthe hostname or IP address for both the Master {source) and Replica {arget) hosts.
I the scenanio will involve more than one Replica, add one Replica now, and manually add the other Replicas inthe Scenano pane

once you completed the wizard steps.

Scenario Name

Master Hostname/|P

Replica

| MS Exchange Server |

< |[.]
[192.188.220.2¢ AN il

XO-1P

[ 132,182 220 23

[] Assessment Mode N
Replica Server 1|

Verify CA XOsoft Engine on Hosts Address
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For Existing Scenarios

To use Cluster Move IP with existing scenarios

1. On the Scenario pane, select the required Master host:

Scenarios view

B"-;J.MS Exchange Server Unknown
HH Hosts Changed

=2 192 168,220 23

- = 152.168.220.24

Right-click the Master and select Rename from the pop-up menu. Then,
enter the XO-IP address.

On the Framework pane, select the Switchover tab and then select the
Replica server as the switchover host.

Set the Move IP option to On. Ensure that the IP address under Move IP,
IP/Mask matches the production server IP address: this is the IP address
that will switch over. If you are moving more than one IP address you can
add multiple production IP addresses by selecting Click here to add new
IP/Mask:

T High Availability Properties - I X

Property Value
Switchover
Hosts
=B Network Traffic Redirection

= B Move IP _

IF'.-'Mask 192.168.220.111/255.0.0.0
Add IPIMask Click here to add new IP/Mask.
[l Redirect DNg Off
EISwit:h Computer Name On
Hebnot after Switchover and Switchback Off

User-Defined Scripts
Is Alive
Appl ication/Share Management
A[:lil:ln upon Success
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Chapter 12: Testing Assured Recovery
and Managing VSS Snapshots

This chapter explains the Assured Recovery testing option, and describes the
following operations: creating AR scenario, performing AR test in a scheduled
and non-scheduled mode, and configuring the AR properties. In addition, this
chapter describes how to set up VSS snapshot creation and how to manage
snapshots.

About Assured Recovery

The Assured Recovery option enables you to perform a full transparent test of
the recoverability of your data on the Replica server. The Replica server that is
tested is the one that would take over the production server if it will be down.
The Assured Recovery option is a true test of the actual server, applications
and actions that will be required in the event the Replica server will have to
switch, become the Active server, and carry out its functions.

This Assured Recovery test is executed by starting up database services, and
performing whatever operations that are required to verify the integrity of the
data. All this is done without any need to perform resynchronization, and
without impacting either the availability of the production server, or the safety
that the DR and HA systems are designed to provide.

During the test, the data changes that continue to take place on the Master
are sent to the Replica, but they are not immediately applied. Instead, these
changes are accumulated and stored in a spool, and only when the testing is
completed they are applied to the Replica data. Since the spooling occurs on
the Replica, if something happens to the Master during the testing process,
none of the accumulated changes are lost.

Once the testing is finished, the Assured Recovery option stops the application
services it started on the Replica. Then, the Replica server is automatically
rewind to precisely the state that existed when the replication was paused and
the test started. This way, the accumulated changes in the spool can be
applied as if no testing has occurred. From this point on, the DR or HA
scenario continues normally. In the case of an HA scenario, if a failure of the
Master occurred during the testing, switchover will begin.
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The Assured Recovery test can be fully automated and performed on a
scheduled basis as often as needed. Upon completion, appropriate personnel
can be alerted with the status of the test, and additional actions can be
triggered on success, for example, taking a VSS snapshot of the Replica data
or creating a backup. In addition, you can perform AR test in a non-scheduled
mode when the need arises.

The Assured Recovery testing is tailored to all supported application and
database servers. However, since the Assured Recovery option tests database
services, it is less applicable for File and 11S Servers. You can still use the
Assured Recovery option with these servers for special tasks. For example,
you can automatically suspend replication on a regular basis during several
hours each day, week or month, and run scripts in this interval, or you can use
this suspension to take VSS snapshots on the Replica. Since there is no
application per se, testing of the data with File and IS Servers scenarios
requires additional custom scripts.

The Assured Recovery option supports both DR and HA solutions. However, it
is best suited for HA since in this case the Replica server necessarily contains
the actual database servers, on which the test is performed, and not only
data. If you are using AR test as a part of DR scenario, you must verify that
the root directories path is the same on the Master and the Replica. In
addition, the Replica should have database application installed, or share files
if you test a File Server, and they need to be configured on the Master and the
Replica in exactly the same way. Otherwise, the AR test will not produce
meaningful results.
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Creating Assured Recovery Testing Scenario

The Assured Recovery testing feature must be enabled during the creation of
the scenario that will later use it. For this reason, you can not perform Replica
testing within a DR or HA scenario that is already running, and was not
configured to use the Assured Recovery option. To use Assured Recovery, it is
necessary to create a new scenario with the Integrity Testing for Assured
Recovery option turned to On.

Note: This section demonstrates the creation of an Assured Recovery testing
scenario for Exchange Server HA.
To set Assured Recovery testing scenario

1. Open the CA XOsoft Manager. Then, select from the Scenario menu the
#
New option, or click the New Ll button on the Standard toolbar.

The Scenario Creation Wizard appears:

&) Scenario Creation Wizard

Welcome to the New Scenaric Wizard
XOsoft Manager

This wizand will help you create a new scenario, either from seratch or using a predefined template. k may also be used to
create new templates. When the scenanio creation is finished, you will be able to run the scenanio.

P Welcome To exit the wizard and continue configuration manually from any step, click the Finish button

Product Type
Scenario Setup
Scenario Verification
Run Scenario

(2 Create a New Scenaria

() Create a New Template

Assign a Scenario Group (select existing one or enter a new group name)

AR Scenanos v

[t ]

2. Select the required scenario options, as follows:
m  Select the Create a New Scenario option button.

= From the Group drop-down list, select the group to which you want to
assign the new scenario, or enter a name for a new scenario group.
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3. Click Next. The Select Server and Product Type page appears:

@ Scenario Creation Wizard

Sel, Server and Prod T
XOsoft Manager e P

Select one of the licensed server and product types listed below, and the required task. f the desired option is not listed,
do one of the following
If you have an appropriate license key, exit the wizard by clicking Cancel, and select from the Help menu the Register

< Wel option.

b e _Select Server Type
Scenario Setup p File Server
Scenario Verification 1

Run Scenario 4 Oracle

q S0L Server
T MS 115 Server

Select Product Type
O Replication and Disaster Recovery Scenario {DR)
(& High Avallability Scenario (HA)

Tasks on Replica
O Nene
(%) Integnty Testing for Assured Recovery (AR}
() ARCserve Backup

[ Store deleted email items in COP Reposttory

[ Back

J Next

Finish

J|

Cancel

A list of available applications and scenario types is presented.
Note: The list of available applications depends on the licenses applied.
4. Select the required scenario options, as follows:

m  From the Select Server Type list, select the type of server for which
you want to create the AR scenario. For this example, we will use MS
Exchange.

m  From the Select Product Type options, select either Replication
and Disaster Recovery or High Availability Scenario.

Note: The Assured Recovery test is best suited for HA scenarios. If
you select the DR option, you must verify that the root directories path
is the same on the Master and the Replica. In addition, the Replica
should have database application installed, or share files if you test a
File Server. Otherwise, the AR test will NOT produce meaningful
results.

m  From the Tasks on Replica options, select the Integrity Testing for
Assured Recovery option.
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5. Click Next. The Master and Replica Hosts page appears:

) Scenario Creation Wizard

XOsoft Manager

+ Welcome
4 Product Type
+" Scenaric Setup
B Hosts
Master Corfiguration
Replica Configuration
Scenario Properties
Hosts Properties
Switchover Properties
Scenario Verification
Run Scenario

Master and Replica Hosts

Enter the hostname or |P address for both the Master {source) and Replica farget) hosts
If the ecenario will invelve maors than one Replica, add one Replica now, and manually add the other Replicas in the
Scenario pane once you completed the wizard steps.

Scenario Name | BExchange AR |
Master b P [ (-] Port [ 25000]
Replica H P [(=]) Port | 25000]

[] Verify CA XOsoft Engine on Hosts

F} ext [ Finish J [ Cancel ]

6. Enter the followin

g information:

» In the Scenario Name box — accept the default name or enter a new

name for the
since you can

scenario. When entering a name, choose a unique name,
not use the same name for more than one scenario.

= In the Master and Replica Hostname/IP boxes - enter the
hostname or IP address of the Master (active) and Replica (standby)
servers, or use the Browse buttons to find them.

Important! Only

one Replica can be configured for AR testing in a single

scenario. If at a later stage you will add a Replica to the scenario and try

to configure it for
one scheduled t
testing for Assu

the AR test, the following message will appear: Only
ask per scenario can be set. Replica integrity
red Recovery for host [Replica_name] is already

switched on. Do you want to turn this option off now? To switch the
test to the second Replica, you will need to click Yes.

Note: If either server is a MSCS cluster, enter the Exchange Virtual Server

Name or IP addre

ss as the Master and/or Replica name (instead of the

physical node's name/IP).
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= In the Port boxes: accept the default port no. (25000), or enter a new

port numbers for the Master and Replica.

»  The Verify CA XOsoft Engine on Hosts check box - select this check
box if you want the system to verify whether Engines are installed and

running on the Master and Replica hosts you specified in this page. If

Engines are not installed on the selected hosts, you can use this option

to remotely install the Engines on one or both hosts. For more
information about the Host Verification page, see page 46.

7. After you entered or selected the desired options, click Next. The Master
Configuration page appears:

@r) Scenario Creation Wizard

Master Configuration

XOsoft Manager i
Auto-discovery result for MS Exchange Server on host 172.16.95.2 are listed below. By default all databases will be
replicated. To remove specific databases from replication uncheck the comesponding check box.

+" Welcome
¥ EroducCiyps Database Full Path
+ Scenario Setup (=)@ Microsoft Exchange Server

" Hosts

P Master Configuration

Scenano Properties

Hosts Properties

Switchover Properties
Scenario Verification
Run Scenario

000000007 a[

IS QA W2K3-EXT

EI8) InformationStare

=@ First Storage Group
B Log File Path
B System Path
=8 Mailbox Store (QASS-W2ZK3-_
[5) EDE File Path
[E) STM File Path
= Public Folder Store (QAS5-.
{5} EDE File Path
) STM File Path

[3 C:/Program Files/Exchsrur/imdhdata
3 C:/Program Files/Exchsrvr/imdhdata

[E] C:/Program Files/Exchsrvrimdbdata/privi.edb
[ C:/Program Files/Exchsrvrimdbdata/privi.stm

[8] C:/Program Files/Exchsrvr/mdbdata/pub edb
[l C:/Program Files/Exchsrvrimdbdata/publ.stm

Back Mext FEinish Cancel

The CA XOsoft auto-discovery component automatically displays the
Exchange databases that are on the Master server. These are the
databases that can be replicated and protected.

8. By default, all the discovered databases are selected and all will be
replicated. You can exclude any of these storage groups from replication

by clearing their check boxes.
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9.

10.

Click Next. The Replica Configuration page appears:

@) Scenario Creation Wizard

Replica 172.16.95_3 Configuration
XOsoft Manager
Master and Replica MS Exchange Storage Groups must be identical. M5 Exchange on the Replica will be automatically

corfigured according to the Master's settings

% Welcome

+ Product Type Master - Replica Action

+ Scenario Setup = B QAI5-W2KI-EXT (Master) | =gorsswakapac] 0 |
% Hosts = P First Storage Group (= 4# Firet Storage G... Keep
& CAX0sch Engine Verfioation A Mailbox Store (DAI5-W2KI-EX1) AMaibox 5t... Keep

Iy Public Folder Store {QASE-W2KI-E... JgPublic Fol... Keep

4 Waster Corfiguration
P Replica Configuration

Scenario Properties

Hosts Properties
Switchover Properties

Run Scenario Master and Replica Exchange configurations are identical.

[ Back ] Next ][ Finish ][ Cancel ]

CA XOsoft auto-configuration component verifies that the Exchange Server
configuration on the Master and Replica servers will be identical during the
replication procedure. This means that if there are discrepancies, CA
XOsoft will perform the required actions, including: deleting storage
groups, public folders or mailbox stores from the Replica, create new ones
and make modifications to existing ones. The actions that will be
performed during the configuration process are indicated in the Action
column on the right.

Note: For more information about the actions that can be performed in
the Replica auto-configuration process, see page 160.

Review the changes that will occur during the automatic configuration on
the Replica Exchange server, and make sure you want them to be
performed.

Note: If a Remove action is indicated, make sure that you are ready to
delete the specified storage item from the Replica server, since it does not
have an automatic backup. If you want to save it in a different location
before deletion, click the Finish button to exit the wizard.
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11. Click Next to start the Replica configuration process. The Scenario
Properties page appears:

@ Scenario Creation Wizard E
Scenario Properties

m XOsoft Manager
The scenario properties are configured here. You can also corfigure these properties after the completion of the wizard
steps
The recommended default values are alrsady listed. Befars changing these values, please refer to the CA XOsoft r12 User
Guide

« Welcome

W Emdact Frpe: Property Value

4 Scenario Setup F@@Genem!

4 Hosts
4 Master Configuration

=8l Replication
@@ Event Notification
#El Report Handling

P Scenano Properties

Hosts Propetties

Switchover Properiies
Scenario Verification
Run Scenario

Back Hext Finish Cancel

The Scenario Properties page enables you to configure the scenario
properties that affect the entire scenario. Typically, the default values are
sufficient.

If you want to configure the scenario properties at this stage, refer to
Understanding Scenario Properties, page 123. To configure the scenario
properties at a later stage, refer to Configuring Scenario Properties, page
121.

12. Click Next. The Master and Replica Properties page appears:

@ Scenario Creation Wizard @
m XOsoft Manager ) ) _Memelaies P )
The Master and Replica propeties are configured here. You can alsa corfigure these propeties after the completion of the wizard steps:
The recommenced defaut valuss ane aleacy isted. Befors changing these values, pleas refer to the CA X0saft 112 User Guide
¥ Welcome
+ Product Type Master Properties Value Replica Properties Value
¥ et o) &8 Host Connsction &8 Host Connsction
& Hosts #&] Replication #&) Replication
+ Master Configuration =8 Spool =& Spool
e #8) Event Notification =& Recovery
& Scenano Propetties #8) Repors =8 Scheduled Tasks
B Hosts Properics uspend off
e =] scheduler Not Set
e 5 =&) 1. Start DB
[ Automatic on -
Eluser-Defined Seript off
=8)2. DB Testing of Replica
(2 automatic On
[El User-Defined Seript off
EE) 3. Action upon Successful Test (DB .
[El User-Defined Script off
=E)4. Stop DB
[ Automatic on
[Eluser-Defined Seript off
=85, Action upon Successful Test (DB ...
[Zl create Shadow Copy (vES) off
[2] 1 1amr-nafined Serint nf ]
EE — | 3
( Back [ Next ]( Finish ][ cancel |
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13.

14.

The Master and Replica Properties page enables you to configure the
properties that are related to either the Master or Replica host. Typically,
the default values are sufficient.

To verify that the Assured Recovery option is active, under the Replica
Properties list on the right, open the Scheduled Tasks group and ensure
that the Replica Integrity Testing for Assured Recovery property is
set to On. You can leave the default values of the other related properties,
and change them later if needed. For more information about AR
properties refer to Understanding Assured Recovery Properties, page 215.

If you want to configure the Master and Replica properties at this stage,
refer to Setting Master and Replica Properties, page 133. To configure the
Master and Replica properties at a later stage, refer to Configuring Master
or Replica Server Properties, page 133.

Note: You can modify all the settings in this pane after the scenario is
created. However, before changing any Spool properties (which can be
configured here), review the Spool info on page 136 for configuration
details.

Click Next. If you selected HA solution the Switchover Properties page
appears:

@ Scenario Creation Wizard EJ
XOsoft Manager ) . ) ) Sentchave Propoiics )
Switchover properties will be corfigured in this step. The recommended default values are listed below, Referto the User
Guide before modifying the cument seftings.
+ Welcome
+ Product Type Property Value
M Scenang ety E_@. Switchover ]
o Hosts " E@ Hosts
& Master Canfigurstion =B Network Traffic Redirection
4" Scenario Properties '§J@] Is Alive
4 Hosts Properties i‘@DB Management
B Switchover Proparties 'iJ@Acliun upon Success
Scenario Verfication
Run Scenario

Back j Next Finish Cancel
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15. From this stage, set up the scenario as you would normally following the

instructions on page 42 or in the appropriate Operation Guide. After the
scenario creation is completed, run the scenario:

1 Progecties ) |

| St
Bt Syreranicaton oo cwoled o U560 08 11,4755 12 Plasems i
Comnoched bo 172.16.71.140
A B medlicatiorn e synchmmzsion posed are rephcaed T
4TI AM e
2 Connected to 172.16.71, 141
114714 A Connachion with 172 1671 140 is loat
U Connection with 177 16 71 141 is lost
1721671 140 327008 1146 48 A
BRGNS V2008 118843 A St v waled
maTIE T AR v Bty e

1%

Once the initial synchronization is completed and the replication process is
active, the AR test can be performed.
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Performing Assured Recovery Test

The Assured Recovery test can be fully automated and performed on a
scheduled basis as often as needed. Upon completion, appropriate personnel
can be alerted with the status of the test, and additional actions can be
triggered on success, for example, taking a VSS snapshot of the data or a
running a backup. Alternatively, you can perform AR test in a non-scheduled
mode, by initiating the test whenever the need arises.

In both modes, the AR test is performed in steps, according to the AR
configuration settings. Some of the steps are transparent, and are executed
automatically by CA XOsoft whenever an AR test is performed. Other steps are
visible, and can be configured as to whether and how they will be performed.

The standard steps are as follows:

1. |Initiating Assured Recovery test — the AR test can be initiated either on a
scheduled basis, or in a non-scheduled mode by clicking the Replica
Integrity Testing button on the Manager.

2. Suspending application of data changes on the tested Replica — this step is
performed automatically by CA XOsoft at the beginning of each AR test.

3. Initiating a rewind component on the tested Replica - this step is
performed automatically by CA XOsoft. It is aimed at capturing all the
changes that are made to the Replica data during the test, so they can be
later rewind back to the point when the replication was suspended.

4. Starting the database services — by default, this step is performed
automatically by CA XOsoft. However, it can be switched of, replaced, or
followed by a user-defined script.

5. Testing the database - the databases are verified, by default, using the
same tests that are used to monitor the database in HA. These tests
include verifying that all services have correctly started and that all
databases have been successfully mounted. These tests can be switched
off, replaced, or followed by a user-defined script.

6. Performing actions upon successful test while the database services are
running - a user-defined script may be registered at this point to perform
actions that are desired in the event of a successful test, but which also
require that the application will be running.

7. Stopping the database services — by default, this step is performed
automatically by CA XOsoft. However, it can be switched of, replaced, or
followed by a user-defined script.

8. Performing additional actions upon successful test while the database
services are stopped — this step is optional, and it may be used to perform
actions that take advantage of the fact that the application passed
validation tests and that it was stopped in a systematic order.
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9. Rewinding AR Replica data and resuming replication - this step is
performed automatically by CA XOsoft at the end of each AR test. It
restores the Replica data to precisely the state it was before the test
begun using the rewind technology. Then, it resumes replication.

Performing Assured Recovery Test in a Scheduled Mode

When you set the AR test to run in a scheduled mode, it means that an AR test
will be performed automatically on a regular basis. Once you select this option
the following flexible scheduling capabilities are offered:

®  Testing on selected days of the week and for specific hours in a 24 hour
cycle.

®  Testing over selected periods (e.g., once every 36 hours) in a 7 day cycle.
®  Exclusion of specific dates.

The AR test schedule can be set when the scenario is created or at a later
stage.

Note: You can define only one scheduled task per scenario. If you attempt to
configure AR testing while you already have a scheduled Suspend operation
configured, the following message appears: Only one scheduled task per
scenario can be set. Suspend for host [Replica_name] is already
switched on. Do you want to turn this option off now? To switch the
schedule option to the AR test, you need to click Yes.
To schedule the AR test
1. On the Scenario pane, select the Replica you want to test.
2. On the Framework pane on the left, select the properties tab.

The Replica Properties list appears.

3. If the scenario is running, click the Stop button on the Standard toolbar.

The scenario is stopped.
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4. On the Replica properties list, open the Scheduled Tasks group. Then,
under the Replica Integrity Testing for Assured Recovery group,
select the Scheduler property, and click the Not Set value:
Bj| Properties

Replica (Stand-by) "172.16.55.3" Properties

4
E
x

Bl

Property Valus
Host Connection
Replication
Spool
Recovery
=&} Scheduled Tasks =
Suspend Off
=[] Replica Integrity Testing for Assured Recovery Cn
_ Bscreduer _________ [Notset p |
=B 1. Stari DB
Auto matic Off
User—Defined Script Off
=& 2. DB Testing of Replica
Auto matic On
User—Defined Seript Off
B 3. Action upon Successful Test (DB online)
User—Defined Script Off
=Bl 4. Stop DB

The Assured Recovery hours dialog appears:
Aestired Recnverv: hours 53]

Assured Recovery hours

3 o v g e

Daystows | 0| 1] 2]3]a[5]6]7]a]alw]11]12]3]]15]16]17]18]18]2]21]2]2

rday

Excluded dates

05/19:2008 v|[ add | [ Remowe

((Advanced | [ ok ][ Cancel

The Assured Recovery hours dialog is similar to the Schedule Setting
dialog, which is used for scheduling automatic synchronization. For

information about setting a schedule, see Schedule Synchronization, page
128.

5. Set the schedule for automatic AR testing in the Assured Recovery
hours dialog, and click OK to save your schedule and close the dialog.
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6. To activate the scheduler, click the Save button on the Standard toolbar
and start the AR scenario.

The Replica you selected for testing will be tested on a regular basis
according to the schedule you set.

Performing Assured Recovery Test in a Non-Scheduled Mode

In a non-scheduled mode, you can test Assured Recovery either automatically
or manually. When you are using the automatic method, all you need to do is
initiate the AR test by a click of a button. Then, CA XOsoft automatically
performs all the test steps, according to the AR configuration setting. Once the
test is completed, the regular replication is resumed. There is only one
difference between this method and a scheduled AR test. In a non-scheduled
automatic mode you are the one who initiates the test whenever you need, not
the Scheduler.

When you are using the manual method, you also need to initiate the AR test
by a click of a button. However, unlike the automatic method, CA XOsoft will
suspend the test after the first standard step — starting the database service.
This will occur even when all standard steps are configured as Automatic.

Note: If the Start DB property is set to Off, and there is no user-defined
script that replaces it, the only thing that CA XOsoft will do is suspending the
application of changes to the Replica in preparation for the manual AR test.

Once the replication is suspended, you can perform tests or actions directly on
the Replica without the need to later resynchronize the Master and Replica.
You can use this option for manually testing applications or data on the
Replica, or for performing tasks on the Replica instead of the Master, such as
report generation, in order to reduce the Master workload.

When you finish the manual testing or operation, you need to manually stop
the AR test suspension. This is done again by a click of a button. If other steps
and actions were configured in the AR test, such as stopping the database
services, they will be performed after you clicked the button for stopping the
test and before the test will be declared as finished. When the test is
considered finished, the replication will resume automatically.

Perform Assured Recovery Test Automatically

To perform Assured Recovery test automatically

1. On the Manager, verify that the AR scenario is running:
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To start the AR testing, on the Scenario pane select the Replica you want

to test. Then, click the Replica Integrity Testing iz button on the
Standard toolbar, or right-click the Replica and select Replica Integrity
Testing from the pop up menu:

= [ Exchange AR Running HA/AR Exchange Online
Hosts Changed Synchronzed File= In =poal
= M172.16.95.2 24 KB 47.01 MB & [ Byte:
217276553 I S T
# ;
ET lates ;‘ MNew... Ctrl+M
Template Comments | [T Mew group Ctrl+G  fwer Meode

File Server AR @ Er Online
3
00 SuspendReplication

|@ Replica Integrity Testing N

The Replica Integrity Testing for Assured Recovery dialog appears:

%! CA XOsoft Manager X]
Replica Integrity Testing for Assured Recovery
Start DB

Automatic On

User defined script Off
Replica DB testing

Automatic On

User defined script Off
Action on successful test (DB onling)

User defined script Off
Stop DB

Automatic On

User defined script Off
Action on successful test (DB offline)

Create Shadow Copy (V55) Off

User defined script Off

] Manual testing

Selecting "Manual testing” will stop application of new changes
on the replica. During testing replication will continue, but new
changes will spool on the replica, rather than be applied.

Important! To stop the manual testing press “Start/stop Replica
Integnty Testing” button once again. If you do not, new changes
will continue to spool on the replica until the space allocated to
spool is consumed. If that occurs resynchronization will be
required.
Are you sure you want to start Integnty Testing on host
172169537

) o]

In this dialog, the configuration you set for the AR test is displayed.
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3. To start the automatic AR test using the existing configuration, click OK.
Notes:

m To change the test configuration before running the test, click Cancel,
and refer to Setting Assured Recovery Properties, page 213.

m  To manually perform the AR test, select the Manual testing check
box, click OK, and refer to Perform Assured Recovery Test Manually,
page 210.

4. After you initiate the AR testing, the Replica Integrity Testing for
Assured Recovery dialog is closed. Then, before the test begins to run,
CA XOsoft verifies that no synchronization, AR test or replication
suspension are currently in progress on any of the hosts that participate in
the current scenario.

5. Once the verification stage ends, the AR test begins:

I‘Hﬂ“ - 0 X
Scenario Statistics ,V;
- -
0 % of spool 0 % of spool
0 Bytes 0 Bytes

The steps of the test are displayed as messages in the Event pane:

| Host/Scenario | Evert
=172.16953 Replication to replica 172.16.95_3 resumed
217216953 1

= ity Testing on replica 17216 95 3is

“Exchange services stopped

Stopping Exchange services

Automatic Exchange testing on replica 172.16.95 3 is successful

3 suspended for Integrity testing

Posting AssuredRecovery report created at 06/17/08 17:51:38 to Reports
e P
Connected to 172.16.95.2

4| i b 2]
Events | Scenario Validation Results ‘l
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After the test is finished, the Replica is automatically restored to precisely
the same state it was when the replication was suspended. This is done
through the underlying rewind technology. Then, the changes that were
accumulated in the spool are applied, and the replication is resumed and
continues normally.

By default, once AR test is performed, an Assured Recovery Report is
generated:

m CA XOsoft r12 Report Center

CA XOsoft replication 12

Assured Recovery Report

Scenario name: ] Exchange AR
Scenarioid: ‘ 1421336340
Scenario type: l Exchange
Master host: l 172.16.95.2
Replica host: ‘ 172.16.953
Integrity test start time: ‘ 17/06 17:50:31
Integrity test finish time: ‘ 17/06 17:51:38

@Start Exchange 17/06 17:50:31 Success

: @Stan Senvices 17/06 17:50:57 Success
@Testlng Exchange 17/06 17:50:57 Success
@Stop Exchange 17/08 17:50:57 Success

@ Stop Senvices 17/06 17:51:37 Success

Notes:

m If the Assured Recovery Report was not generated, on the Replica
Properties list under the Reports group, check the value of the
Generate Assured Recovery Report property (see page 143).

= To view the report, refer to Viewing a Report, page 84.

All the tasks that were performed during the test are listed in the AR
Report, along with their activation time and status.
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Perform Assured Recovery Test Manually

To perform Assured Recovery test manually
1. On the Manager, verify that the AR scenario is running.

2. To start the AR testing, on the Scenario pane select the Replica you want

to test. Then, click the Replica Integrity Testing iz button on the
Standard toolbar, or right-click the Replica and select Replica Integrity
Testing from the pop up menu.

The Replica Integrity Testing for Assured Recovery dialog appears:

%! CA XOsoft Manager ]

Replica Integrity Testing for Assured Recovery

Start DB
Automatic On
User defined scnipt Off
@
|;_s-| On
|;_z-| Off
@
i Off
Manual DB testing
Stop DB
Automatic On
|Iser defined script Off
@
|:_s-| Off
|:_s-| Off

Manual testing

Selecting "Manual testing” will stop application of new changes
on the replica. During testing replication will continue, but new
changes will spocl an the replica, rather than be applied.

Important! To stop the manual testing press “Start'stop Replica
Integrity Testing™ button once again. If you do not, new changes
will continue to spool on the replica until the space allocated to
spool is consumed. If that occurs resynchronization will be
required.
Are you sure you want to start Integrity Testing on host
17216553 %7

ok (Corel ]

In this dialog, the configuration you set for the AR test is displayed.
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To start the manual AR test using the existing configuration, select the
Manual testing check box. Once this check box is selected, the dialog
changes to reflect only the actions that will be performed in a manual
mode.

Notes:

m  To change the test configuration before running the test, click Cancel
and refer to Setting Assured Recovery Properties, page 213.

= To automatically perform the AR test, clear the Manual testing check
box, click OK and refer to Perform Assured Recovery Test
Automatically, page 206.

Click OK to close the dialog and start the manual testing.

= If the Start DB property is set to On, or a user-defined script is set to
replace it, these actions are performed and then the test is suspend.

= If no action is set to take place at this step, the replication and test are
suspended at this stage.

From this stage, the only automatic action that CA XOsoft performs, unless
other actions are configured as Automatic, is suspension of updates on the
Replica.

Once the replication is suspended, the following message appears in the
Event pane: Replica is ready for Manual Integrity Testing.

Now, you can start performing any test you want directly on the Replica
host, including making changes to the database. Note that these changes
will not be saved once the AR test will be finished, due to the rewind
process.

Important! Do not restart the tested Replica at this stage. If you do, all
the changes that accumulated on the spool will be lost.

After you finished testing the Replica host, click again the Replica

Integrity Testing button to resume replication.

Important! If you do not click the Replica Integrity Testing button a
second time at the end of the test, changes will continue to spool up on

the Replica host. Eventually, the spool on the Replica host overflows and
the scenario is stopped.

A confirmation message appears:

CA XDsoft Manager 4

\_‘,i/ Are you sure you wish to stop Replica Inteqrity Testing?

[ es l [ Mo
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8. Click Yes to stop the AR test. If other steps and actions were configured in
the AR test, such as stopping the database services, they will be
performed before the test will be declared as finished. When the test is
considered finished, the replication will be resumed automatically.

9. After the test is finished, the Replica is automatically restored to precisely
the same state it was when the replication was suspended. Then, the
changes that were accumulated in the spool are applied, and the
replication is resumed and continues normally.

10. By default, once AR test is performed, an Assured Recovery Report is
generated. (For more detail about the Assured Recovery Report, see page
209.)
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Setting Assured Recovery Properties

The Assured Recovery property values determine the entire scenario’s default
behavior concerning AR testing: scheduling, starting and stopping database
services, running user-defined scripts upon success, creating VSS snapshots of
the Replica data, and more.

Configuring Assured Recovery Properties
To configure AR properties, the scenario must be stopped.

Note: The Properties pane and its tabs (Root Directories, Properties,
Statistics) are context sensitive, and change whenever you select a different
node from a scenario folder.

To set AR scenario properties

1. On the Scenario pane, select the Replica that you want to test and whose
properties you want to configure.

2. On the Framework pane on the left, select the Properties tab.

The Replica Properties list appears:

Hjj Properties * 1 X
Replica (Stand-by) "172.16.95.2" Properties v
Froperty Value

Host Connection |
Replication

Spool

Recovery

Scheduled Tasks

Ewent Notification

Reports

[3) Roct Directories |El) Properties [§ High Availability Properties

Note: A running scenario has a gray background, and scenarios that are
not running have a white background.
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3. If the scenario is running, click the Stop O button on the toolbar. The
scenario is stopped.

4. On the Replica Properties list, open the Scheduled Tasks group to display
the Replica Integrity testing for Assured Recovery properties:

Hij Properties -~ 0 X
Replica (Stand-by) "172.16.95.3 Properties v
Property Value A
Host Connection
Replication
Spool
Recovery
=8 Scheduled Tasks
Suspend Off
= B Replica Integrity Testing for Assured Recovery
S:heduler Mot Set
=& 1 Start DB
Automatic On
User-Defined Script Ot =
=) 2. DB Testing of Replica
Automatic On
User-Defined Script Ot
B 3. Action upon Successful Test (DB online)
User-Defined Script Off
=& 4. Stop DB
Automati: On
User-Defined Script Off
E| 5. Action upon Successful Test (DB offline)
Create 3hadow Copy (VS3) Off
User-Defined Script Off
Evenl Motification '
< | =

5. From the list, select the required property, and select or enter the
appropriate values. Some values can be selected from a combo box while
other values can be manually entered in an edit box field.

[_T]
6. Click the Save button on the toolbar to save and apply your changes.
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Understanding Assured Recovery Properties

Scheduler

Start DB

This section lists the Assured Recovery properties, corresponding values, and
provides an explanation of each property.

The Scheduler enables you to automatically run AR test according to a pre-
defined schedule, say every few hours, once a day, or several times a month.
To set the scheduler, see Performing Assured Recovery Test in a Scheduled
Mode, page 204.

This property defines the first step in the AR test: starting the database
services on the Replica.

Automatic

By default, this property is set to On. To use script to replace the
automatic initiation of database services, set this option to Off.

User-Defined Script

You can specify a script to augment or replace the standard step to start
the database services.

To replace the standard step, set Automatic to Off and set User-Defined
Script to On. Then, specify the full pathname of the script to be executed
in the Script Name box.

To execute the script following the standard step, leave Automatic set to
Oon.

Script Name (full path)

Enter the name and full path of the script that is invoked following the
starting of database services or instead of it.

Arguments

Additional arguments to pass to the script, which is specified in the
previous property. Arguments entered here are static values.
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DB Testing of Replica

This property defines the second step in the AR test: verifying that all
application services have started properly and that all databases or
information stores have mounted successfully and are in a valid state.

Automatic

By default, this property is set to On. To use script to replace the

automatic actions performed during this database validation stage, set this

option to Off.
User-Defined Script

You can specify a script to augment or replace the actions performed
during this database validation stage.

To replace the standard step, set Automatic to Off and set User-Defined
Script to On. Then, specify the full pathname of the script to be executed

in the Script Name box.

To execute the script following the standard step, leave Automatic set to

On.
Script Name (full path)

Enter the name and full path of the script that is invoked following the

database validation step or instead of it.
Arguments

Additional arguments to pass to the script, which is specified in the
previous property. Arguments entered here are static values.

Actions on Successful Test (DB Online)

After the Replica is successfully tested, the application data is in a known,

valid state. You may want to make use of this fact, for example, to ensure that
a backup is performed at this point on validated data. If the action you want to

perform requires that the application is running and the databases or

information stores mounted, then it should be registered through a script here,
in this step, by specifying the script details in the User-Defined Script boxes.

This section has no default actions.
User-Defined Script
Script Name (full path)

Enter the name and full path of the script that is invoked when the

application is still running and the databases or information stores are

mounted.
Arguments

Additional arguments to pass to the script, which is specified in the
previous property. Arguments entered here are static values.
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Stop DB

This property defines the third and final step in a standard AR test: stopping
the database services once the testing is complete.

Automatic

By default, this property is set to On. To use script to replace the
automatic stopping of database services, set this option to Off.

User-Defined Script

You can specify a script to augment or replace the standard step to stop
the database services.

To replace the standard step, set Automatic to Off and set User-Defined
Script to On. Then, specify the full pathname of the script to be executed
in the Script Name box.

To execute the script following the standard step, leave Automatic set to
Oon.

Script Name (full path)

Enter the name and full path of the script that is invoked following the
stopping of database services or instead of it.

Arguments

Additional arguments to pass to the script, which is specified in the
previous property. Arguments entered here are static values.

Actions on Successful Test (DB Offline)

As noted in Actions on Successful Test (DB Online) above , at this stage
the application data is in a known, valid state and you may want to copy it or
perform a backup or a snapshot. If the action does not require the application
to be running, it should be registered through a script here, in this step, by
specifying the full pathname of a script in the User-Defined Script section.

Note: On Windows Server 2003 and up, you can generate VSS snapshots
automatically (see Configuring VSS Snapshot Creation, page 218).
User-Defined Script

Script Name (full path)

Enter the name and full path of the script that is invoked after the AR
test is completed successfully.

Arguments

Additional arguments to pass to the script, which is specified in the
previous property. Arguments entered here are static values.
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Using VSS Snapshots

CA XOsoft enables you to easily use Microsoft's Volume Shadow Copy Service
(VSS) to create, view and manage VSS snapshots of the Replica data.

Important! You can use VSS only on Windows Server 2003 and up (not on
earlier versions).

You can set up automatic creation of VSS snapshots in association with two
operations: during replication suspension and after the Assured Recovery test
is completed successfully. In addition, when CA XOsoft is integrated with
ARCserve, a VSS snapshot is automatically created upon each ARCserve
backup. All these snapshots are displayed in CA XOsoft Snapshots
Management window, which allows you to monitor and manage them.

Configuring VSS Snapshot Creation

By default, CA XOsoft does not automatically create VSS snapshots. In order
to activate this option, you need to set to On the Create Shadow Copy
(VSS) property of the required Replica. This property is associated with two
operations — replication suspension and AR test. Since you cannot set both
operations on a scheduled mode for the same Replica, you need to configure
the Create Shadow Copy (VSS) property with regards to one of these
operations.

Setting Up Snapshot Creation

To set up a snapshot creation

1. On the Scenario pane, select the Replica for which you want to create VSS
snapshots.

2. On the Framework pane on the left, select the Properties tab.

The Replica Properties list appears:

8| Properties -~ 1 X
Replica (Stand-by) "172.16.55.3' Properties A

Property Value

Host Connection

Replication

Spool

Recovery

Scheduled Tasks

Event Notification

Reports

() Root Directories Properties Jﬁ High Availability Properties
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If the scenario is running, click the Stop O button on the toolbar. The
scenario is stopped.

On the Replica Properties list, open the Scheduled Tasks group to display
the Suspend and the Replica Integrity testing for Assured Recovery
properties:

i) Properties > 1 X

Replica (Stand-by) "172.16.595.3" Properties w

Property Value

=&l Host Connection
Replicalion
=8 Spool
Reccmary
=& Scheduled Tasks

Suspend Off

Replica Integrity Testing for Assured Recovery Off
Evenl Motification
Reporls

(13 Root Directories |El) Properties |$& High Availability Properties

On either the Suspend or the Replica Integrity testing for Assured
Recovery property, set the value to On.

The Create Shadow Copy (VSS) property appears along with its related
properties:

Bij| Properties -~ O X

Replica (Stand-by) "172.16.95.3' Properties w

Property Value
Host Connection
Replit‘.alion
Spool
Recovery
=B Scheduled Tasks

= B Suspend

Schedule Mot Set
E|Create Shadow Copy (V58) Cn
Number of Snapshots to Keep 10
Shadow Storage Volume Default
Max Storage Size per Volume Unlimited
Replica Integrity Testing for Assured Recovery Off
Evenl Motification
Reporls

Note: If you set to On the Replica Integrity testing for Assured
Recovery property, the Create Shadow Copy (VSS) property appears
under the Actions on Successful Test (DB Offline) group.

To activate the automatic creation of snapshots, Set the Create Shadow
Copy (VSS) property value to On.
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7. Set the other VSS properties, according to the information provided in
Understanding VSS Snapshot Properties, page 220.

8. Click the Save button on the Standard toolbar to save and apply your
changes, and start the scenario.

Now, after an AR test or during suspension, a VSS snapshot will be created
automatically. The creation of the snapshot is indicated in the Event pane, as
the following example shows:

D HostScenaria Event

SRO0104 =172.16.953 Replication to replica 172.16.95_3 resumed

SR00392 =172.16.95.3 Exchange Integrity Testing on replica 172.16.95.3 is finished
IRO0755 =17216553 Shadow Copy Id for volume C:% is 127565e61-2635-4df 2-39df-2a94a01ccb 48}
EIRDD197 i0172.165953 Shadow Copy is built successfully

|IRO0175 =17216553 Building Shadow Copy

IRDD312 =17216553 Exchange services stopped

IMDO405 [®HExchange AR Posting AssuredRecovery report created at '06/25/08 17:02:03"to Reports
IRD0308 = 17216953 Stopping Exchange services

SR0O0389 =172.16.95.3 Automatic Exchange testing on replica 172.16.95.3 is successful

Once a snapshot is created, you can view and manage it through the
Snapshots Management window, as described on page 221.

Understanding VSS Snapshot Properties

This section lists the VSS Snapshot properties, corresponding values, and
provides an explanation of each property.

Create Shadow Copy (VSS)

To create VSS snapshots automatically during replication suspension or
after successful AR test, set this option to On.

Preferred Number of Snapshots to Keep

Enter the number of snapshots you prefer to save and monitor. Once
this number is reached, the oldest snapshots are replaced with newer
ones. However, if the oldest snapshot is mounted or locked for backup,
it is not deleted. Then, the new snapshot is added to the snapshot list
even if the number is exceeded. The default no. is 10 snapshots.

Universal Shadow Storage Volume

Specify the volume on which the snapshots will be stored. Note that
this property cannot be set for each scenario separately. The storage
location of the first VSS snapshot that is created in the system, applies
to all other succeeding snapshots.

Max Storage Size per Volume

Enter the maximum storage allowed per volume used by snapshots
(MB).
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Viewing and Managing Snapshots

Viewing Snhapshots

CA XOsoft provides you with a special window for managing your VSS
snapshots.

To open the Snapshots Management window

. . 5 hot Vi
®  On the Manager, click the Snapshot View | @ ol Iew| button on
the Viewing toolbar.

The Snapshots Management window appears:

@) CA XOsoft Manager 130.119.186.172:8088
Scenario  Edit Events View Snapshot Tools Help

BB By CEE e [ FEEE |, M BB WL s R

& Scenario View j CDP View @ Snapshot View £ Remote Installer Monitor 54 Host Maintenance Monitor =

Snapshots Management

Select replica host:

[17216.353

v | [ Add Host NamelP |

Avwailable snapshots for selected replica:

LB

Scenario Nam
File Server 1

Snapshot Guid

{32d42635-fe1..

Created

Creator

6/23/2008 4:42.

|z Exposed

Expose Path Source Path

Storage Path

Locked for Backup

File Server 1
File Server 1
File Server 1
File Server 1
File Server 1
File Server 1
File Server 1
Exchange AR
Exchange AR

{d 111487475

{c5f3393b-895..

{8a488164-13

{a3ldffec-110..
{9d5763e6-768...
{dde8i2d7-5d1...
{49743389-ad...
{1c00e318-da..
{fc2593d8-665..

B/23/2008 4:45

6/23/2008 451

6/23/2008 5:03

6/23/2008 5:00..
£/23/2008 512,
6/23/2008 5:15.
6/23/2008 5:18.
6232008 5:24.
£/23/2008 5:31.

Suspend
Suspend
Suspend
Suspend
Suspend
Suspend
Suspend
AR

AR

True

False
False
False
False
False
False
False
False

ci
ci
ci
o)
ci
ci
o]
ci
o]

ci
ci
ci
o)
ci
ci
o]
ci
o]

False
False
False
False
False
False
False
False
False

In this window, the VSS snapshots that were created for each existing
Replica are displayed, according to the selected Replica.

You can change the Replica whose snapshots are displayed by using the
Select replica host drop-down list. The Replica hosts that appear on the
list are all the Replica hosts that participate in existing scenarios.

If a Replica that had snapshots participated in a scenario that was

removed from the Manager, it does not appear on the list. To display
snapshots of a Replica that no longer appear on the list, you can add it

Add Host NameiIP

manually by using the Add Host Name/I1P

The following information is provided for each snapshot:

button.

Scenario name — the scenario in which the snapshot was created.

Snapshot Guid — the unique ID that identifies the snapshot.

Created — the date and time of the snapshot creation.
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Managing Snapshots

s Creator — the type of operation that is associated with the creation of
the snapshot. Two types are available: Suspend and AR.

s Is Exposed — indicates whether the snapshot was exposed ("True") or
not (“False™).

m  Expose Path — where the snapshot was exposed.
m  Source Path — the volume/directory that the snapshot captured.
m Storage Path — where the snapshot was stored.

» Locked for Backup — this column refers to snapshots that were
taken as a part of Arcserve backup. If the backup is not complete yet,
you cannot manage the snapshot, and the value that appears is
"True". If the backup is complete, or if the snapshot is not associated
with ARCserve, the value is "False".

Once the snapshots are displayed, you can start managing them.

To manage snapshots

On the Snapshots Management window, select the snapshot you want
to manage. Then, open the Snapshot menu and select the required
option, or right-click and select the required option from the pop-up menu:

@ CA XOsoft Manager 130.119.186.172:8088
Scenario  Edit Events View Snapshot Tools Help

o () B | GS B nea | 65 C8 | I, | 00 B B B o s s | R @ L

& Scenario View 5 CDP View @ Snapshot View ﬂ Remaote Installer Monitor fi.l Host Maintenance Manitor =

Snapshots Management -~ B X

Select replica host:
17216953 ~ | [ Add Host NameitP ]

Awailable snapshots for selected replica:

Scenario Nam | Snapshot Guid | Created Creator |s Exposed Expose Path Source Path Storage Path Locked for Bac
File Server 1 {324426354e1 .. 6/23/2008 4:42 . Suspend False ci ci False

File Server 1 {d111487F-d75. 6/23/2008 4:45

File Server 1 {c9f3393p-895_. 6/23/2008 4:51.. Sus| @l Bxpose underFolder Cd o) False

File Server 1 {8248816d-13.. 6/23/2008 5:03. Sus <3 Expose as Drive Letter Cd ciJ False

File Server1  {edidflec-110.. 67232008 5:08. Sus| © o c False

File Server 1 {9d5763e6-168... 6/23/2008 5:12.. Sus| il Cd ciJ False

File Server 1 {ddeBf2d7-5d1.. 6/23/2008 5:15. Sus (o8] o) False

File Server 1 {4974238%-ad.. /232008 5:18. Sus| o) ) False
Exchange AR {1c00e318-da. 6/23/2008 524 AR | 2§ o) c/ False

L
Exchange AR {fc25934d8-665.. 6/23/2008 5:31.. AR % Delete Cy o} False

(@) Refresh

The available actions are:

s Expose under Folder — expose a snapshot as a local read-only folder
by mounting it on an unused folder.

s EXxpose as Drive Letter - expose a snapshot as a local read-only
volume by mounting it on an unused drive letter.
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Notes:

m  An exposed snapshot remains exposed through subsequent boots.
Dismounting an exposed snapshot releases it without losing the
snapshot itself.

m  The Expose and Mount actions produce the same result -
mounting a snapshot to a certain path. The difference between
them is that when you want to mount a snapshot for the first time,
you cannot use the Mount action directly and you need to use the
Expose action. The Expose action both exposes and mounts the
snapshot. Then, you can use the Unmount and Mount actions.

Mount under Folder — mount an exposed snapshot on an unused
folder.

Mount as Drive Letter — mount an exposed snapshot on an unused
drive letter.

Unmount - release an exposed snapshot without losing the snapshot
itself. The snapshot is still exposed but it does not use a mount point.

Delete — delete a snapshot. You can delete several snapshots at once
by using the Ctrl key.

Refresh — refresh the snapshot list to display the most up-to-date
snapshots.
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Chapter 13: Using the CDP Repository

This chapter provides instructions for creating, managing and using the CDP
Repository module.

Understanding the CDP Repository

The CDP Repository module provides the ability to store deleted Outlook
items, to search for certain items according to different criteria, and to retrieve
them upon end-users requests. Thus, it helps the enterprise to better protect,
manage and use its Exchange server environment.

The CDP Repository module uses CA XOsoft data replication and recovery
capabilities, and introduces the ability to restore and retrieve a single or
numerous deleted messages upon end-user requests, without administrative
intervention. The CDP Repository uses the data that was replicated from the
Master and stored on the Replica servers. Therefore, the bulk of the data
processing is done outside the production servers, avoiding performance
overload.

When scanning the replicated data, the CDP Repository use of indexing allows
it to capture and process only changes that occur in this data. This means that
when a request arrives, only deleted messages are scanned, and consequently
the retrieval process is rapid and efficient. The deleted messages are kept in
the CDP Repository even if the scenario that initially replicated them is deleted
from the Manager.

There are two kinds of users who use the CDP Repository:

® End-user: A user who has an account in the enterprise domain and a
mailbox in the replicated Exchange Store. Using the Web-based E-mail
Retrieval, each end-user can directly access his or her own deleted
messages, search and sort them, and retrieve the ones that are needed.
The end-users have access only to their mailbox. They do not need to
have any knowledge of the underlying system, only an access to the easy-
to-use E-mail Retrieval.

® Administrator: A user who configures and manages the CDP Repository
via the CA XOsoft Manager. The administrator configures through the
Manager the CDP Database and the Exchange scenario properties that
define when to run the data extraction operation and where to store the
data extracted. The administrator is not expected to be a DBA in order to
manage the CDP Repository.
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The administrator is responsible for defining the types of Outlook items
that can be retrieved. These can include: e-mail messages, appointments,
contacts, tasks, journal entries, notes, and attachments. The administrator
also set a retention policy that determines for how long the deleted
messages will be kept, according to size and type, and the maximum disk
space allocated for the deleted messages. Once this size is reached, new
deleted messages are not inserted into the CDP database.

The administrator can configure all the relevant CDP settings. However,
unless the administrator will explicitly logon as a DB owner to the SQL
Server (not through the CA XOsoft Manager) he will not be able to view
the content of the users' mailboxes. That way, an organization can set a
stricter privacy policy, by which the CA XOsoft administrator has no direct
access to the users' mailboxes.

Important! The CDP Repository module can be used with both DR and HA
solutions. It is activated solely with Exchange scenario.

CDP Repository Components

The CA XOsoft CDP Repository consists of five components:

CDP Storage — a storage area that resides in an instance of SQL Server
2005 and contains the entire deleted message data. The deleted messages
can be stored in one or several databases. The SQL configuration is done
through the CDP Admin, and multiple Exchange servers can use the same
repository. Besides SQL Server 2005, this component does not need any
additional installation.

CDP Web Server — a component that receives end-user requests
regarding deleted messages, passes queries on to the CDP Storage,
receives from it the requested information, and passes it back to the user
via the E-mail Retrieval component.

CDP Support — a component that supports the CDP Repository functions
and activities. It extracts deleted messages from database files and feeds
them to the SQL Server. This component is installed as an additional
component during the Engine installation.

CDP Admin — a User Interface that resides in the Manager, which enables
administrators to configure and deploy the CDP Storage retention and
quota policies. It is installed as part of the Manager installation.

E-mail Retrieval — an end-user web-based GUI, which enables users to
search for deleted Outlook items and retrieve them. It can be opened from
any workstation with a Web browser and a connection to the CDP Web
Server machine, without additional installation.
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The following illustration shows a typical deployment of CDP Repository
components:

Replica (Engine)

Master (Engine) Replica (Engine +

COP Support)

CDP Storage

Manager
Control Service (CDP Admin)

query

E-mail Retrieval CDP Web Server
{or existing 115 Server)

Configuring the CDP Repository

There are three steps in configuring the CDP Repository:
1. Defining the CDP Database.

1. Creating an Exchange scenario with the CDP option.
2. Running the scenario.

The CDP Database configuration needs to be done before the scenario
creation.
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Defining the CDP Database

The CDP Database configuration consists of three steps:
1. Selecting the SQL instance that will contain the new CDP repository.
2. Defining the name and the path of the repository.

3. Setting the retention and quota policy for the entire database and for each

message type folder.

To define the CDP database
1. On the Manager, open the CDP View by selecting the CDP View

(® T CDPView ) o )
option button on the Viewing toolbar. Alternatively,
select from the View menu the Active View - CDP View option.

The CDP View appears:

51 CA XOsalt Manager locathost: BOZH

O B ot vien O 4B memote atatie Memnor 0 B Hase o o

Gk NEE A b

Casstase

2. To create a CDP Database, select from the CDP menu the Add Database
option.
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The Select SQL Instance dialog appears:

£ CDP Database Creation Wizard [ x|

XOsoft Manager

I Select SOL Instance
Create CDP Database

Quota and Retention Policy

Select SOL Instance where COP D atabase will be installed.

Select 5OL Instance

& {Select instance from COP Locations/Enter instance name manually |

' Select from discovered SOL instances

El

Discover SOL Instances |

Eiack | &E..Xt I Finish | Cancel |

In this page, you select the SQL instance where the CDP database will be

C

reated.

When creating a CDP database for the first time, do one of the following:

Manually enter the SQL instance name - select the first option button,
and enter the name in the empty box.

Select the instance name from a list of existing instances - select the
second option button and click the Discover SQL Instances button.
CA XOsoft automatically discovers the existing SQL instances, and

displays them:

£ CDP Database Creation Wizard [}

XOsoft Manager

P Select SOL Instance
Create CDP Database

Quota and Retention Policy

Select SAL Instance

Select SOL Instance where COP D atabase wil be installed

€ Select instance from COP Locations/Enter instance name manually
| 5]

% Select from discovered SOL instances

Discover S0L Instances |

i
&

QA7IE ZKIDVEXASHL2008_EXT €4 SOFROVMILDAVID_RABKIN_200
DATSEZKIDVERASOL2008 B2 {H SOFROVMINSOLEXPRESS
isaL

R 50L2KEROCDP

EsaLoLust
DAXEASOLELEITNAMEDDT ERwkasoLos

SOFROVMIY?7?

&
&

Back I &;Xt “ I Finish I Cancel |

Select from the list the required SQL instance.
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4. After defining the SQL instance, click Next. The Import or create CDP
Database page appears:

£ CDP Database Creation Wizard [ ]
XOsoft Manager Import or create CDP Database
-

Impart an existing COP Database that belongs to selected SOL Instance ar create a new one.

% Select SQL Instance
Create CDF Database

Huota and Retention Policy Databases alieady added:

" |mport COP database

Bark I &E‘;{t | Finish I Cancel I

To create a new CDP database, select the Create a new database option
button. If you already created a CDP database and you want to re-use it,
select the Import CDP database option button and import the database.

5. Click Next. The Create CDP Database page appears:

) CDP Database Creation Wizard [}
XOsoft Manager Create CDP Database
-

Enter COF Database properties.

" Select SQL Instance
I Create CDP Database

Quota and Retention Policy Database Name

D atabase File

File Type Fath

rogram Files

50 S0L.1 QLADATA,
OL Server\MSSOL1SMSSOLADATA

Log : C:\Program Files\Microsoft 5

« [ »

Back I &e‘;(t | Finish I Cancel I

In this page, you can see the default CDP Database name and its storing
path.
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Note: If you click Cancel at this stage, the following message appears:

Remove CDP Database 1]

¥aou are going ko cancel COP Database Creation \Wizard, Database WO_EMAIL' is already created. Remove?

mo |

Since the CDP Database is already created, you have the option of keeping
it and configuring it at a later stage, or removing it from the SQL Instance.
Select the required option. If you click Finish, the new CDP Database will
be kept automatically.

In the Create CDP Database page, keep the default database values or
change them. Then, click Next.

The Quota and Aging page appears:

| CDP Database Creation Wizard

- XOsoft Manager Quota and Aging

Define D atabase Quota and Aging

4 Select SQL Instance
4" Create CDP Database

P Quota and Retention Policy Databaze Property Value

F Y ASEA K-S
B X0_EMAIL

E Database Mame
Quota Limit (MB p... 1024
[Elaging tin Davs) 30

Back I et = | Finish I Cancel I

In this page, you define for the entire database its quota limit, meaning
the maximum disk space allocated for the deleted messages. Once this
size is reached, new messages will not be inserted into the database. You
can also define an aging period for the database, meaning for how many
days the deleted messages will be kept in the CDP database.

To change the default quota limit of the entire database, from the
Property area on the right, select the Quota Limit property, and double-
click the value field to enter a new size in MB.

To change the default aging period of the entire database, from the
Property area on the right, select the Aging property, and double-click
the value field to enter a new number in days.

After you defined the quota and aging policy for the entire CDP database,
select Finish.
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The CDP database is created and configured. It appears on the CDP View
window:

ICA XDsolt Mansger localhost:0000

Sown Bt Bets Vew C0F Took bl
B R e N8R Vg Ry
B Soanara e | 25 C08 iaw | [§] Seapet e & e

Diinen

I =] QAT FSOL

= Genesal Info
B Dan ot CPsogram Pler\Micioncht SO0 ServenMES0LTMSS0LDATA
B Lag Pt C\Pvogram Fiss\Migyonot SOL SereerMESOL TMSSOLDATA

10. You can change the database configuration from here as well.

To configure the CDP database from the CDP View, select the database on
the Database pane on the left, and change its property values on the
Properties pane on the right.
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Creating an Exchange Scenario with the CDP Option

To activate the CDP Repository module, you need to create an Exchange
scenario with the CDP option enabled.

To create an Exchange scenario with CDP

1. On the Manager, click the New button on the Standard toolbar.

The Scenario Creation Wizard appears:

@) Sscenario Creation Wizard %]
Welcome to the New Scenario Wizard
XOsoft Manager

This wizard will help you create a new scenario, either from scratch or using a predefined template. It may also be used to
create new templates. When the scenario creation is finished, you will be able to run the scenario.

P welcome Ta exit the wizard and continue configuration manually from any step, click the Finish button

Product Type

Scenario Setup
Scenario Verification

Run Scenario

" Create a New Template

£ Create a New Seenaro fiom & Template

Assign a Scenario Group [select existing one or enter 8 new group name]

Scenarios j

\ | Dok [ mee | Een | g | g

Select the Create a New Scenario option button, and click Next.

The Select Server and Product Type page appears:

@) Scenario Creation Wizard

Select Server and Product Type
XOsoft Manager

Select one of the licensed server and praduct types listed below, and the required task. If the desired option is not listed, da
one of the fallowing:

If you have an appropriate license key, exit the nizard by clicking Cancel, and select from the Help menu the Fegister
option
Welcome

P Product Type

[~ Select Server Type

Scenario Setup

File Server
Scenario Yerification

Run Scenario

4 50L Server
CHMS 115 Server

— Select Product Type

" Disaster Recovery Scenario [basic]
" High Availability Scenario

 Tasks on Replica
@ None

 Integrity Testing for Assured Recovery

 ARCserve Backup ARCserve Server Name

= with Intearity Testing
~ cop

Back Hewt Finish el | 4
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3. Select the required scenario options, as follows:

From the Select Server Type list, select MS Exchange.

From the Select Product Type options, select either Disaster
Recovery or High Availability Scenario.

From the Tasks on Replica options, select CDP.

4. Click Next. The Master and Replica Hosts page appears:

@Scenario Creation Wizard

XOsoft Manager Master and Replica Hosts
- al

+ Welcome
+" Product Type
+" Scenario Setup Scenario Name I Exchange COP

Scenario Yerification

Run Scenario

Enter the hostname or P address for both the Master [source] and Replica (target] hosts
I the scenario will involve mare than one Replica, add one Replica now, and manually add the other Replicas in the
Scenano pane once pou completed the wizard steps.

P Hosts
CA 0 zoft Engine Verification Master Hostname/| P I | I Port | 25000
Master Configuration

Replica Configuration Replica Hostname/1P | | Pan [ z5000

Secenario Properties

Hosts Properties [T fssessment Mods

CDP Froperties
Switchover Properties [V erify CA XDsoft Engine on Hosts

Back | Text I Finish Cancel

5. Enter the required information, as follows:

Scenario name — accept the default name or enter a new name for
the scenario.

Master Hostname/IP and Replica Hostname/IP - enter the name
or IP of the Master and Replica hosts, or use the Browse button to
find it.

Note: If either server is a MSCS cluster, enter the Exchange Virtual Server
Name or IP address as the Master and/or Replica name (instead of the
physical node's name or IP).

In the Port boxes: accept the default port no. (25000) or enter a new
port numbers for the Master and Replica.

Assessment Mode — make sure this check box is NOT selected.

Verify CA XOsoft Engine on Host — select this option if you want the
system to verify whether Engines are installed and running on the
Master and Replica hosts you specified in this page. If you select this
option, the Hosts Verification page appears after you click Next. For
more information about host verification, see page 45.
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6. Click Next. The Master Configuration page appears:

@Scenario Creation ¥izard [ ]
XOsaft Manager Master Configuration
-

Autg-dizcovery result for MS Exchange Server on host 172.16.95 2are listed below. By default all Databases will be
replicated. To remove specific databases from replication uncheck the conesponding check box

‘Welcome

% Product Type ‘

Database Full Path

Scenario Setup P =4 Microsoft Exchange Server
¥ Hosts [ H8) DAISW2KIEX]
P Master Configuration F IS Informationlore
Replica Directonies F =28 F‘,m Storage Group .
. 4 9 LogFile Fath [ C-/Frogram Files/Exchar/mdbdata
ScetaioHioectey [ S System Path 20 C:Program Files/E rohsrn/mebdata
Hasts Properties 7 B8 Mailbox Store [DAISW2KF
CDP Properties ¥ ) EDE File Path [ C:/Program Files/Exchsrvi/mdbdatasprivl .edb
Setnmio Vo F 1) STM File Path [B) C:/Pragram Files/Excharvr/mdbdatalpiiv stm
i 4 £ Public Folder Store (435
Hiun s censniol [ ) EDB File Path [B) C: AProgram Files/E xcher/mdbdsta/publ edh
F 2 5TM File Path [ C:./Program Files/Exchsrvi/mdbdata/pub . stm

| ‘ Back Mest | Einish | LCancel | A4

CA XOsoft auto-discovery component automatically discovers all Exchange
databases on your Master server. These are the databases that can be
replicated and protected.

7. By default, all the discovered databases are selected and all will be
replicated. You can exclude some of these storage groups from replication
by clearing their check boxes.

8. After defining the data to be replicated, click Next.

The Replica Root Directories page appears:

@)Scenario Creation Wizard
Replica Root Directories
XOsoft Manager Lo " ; i
Select the Root Directories on the Replica host, by double-dlicking the Enter direstory here.
Welcome
. Hioductilveg Replica Root Directories Master Root Directories
Scenario Setup T Eran
“ Hosts 2 ciprogram fileslexchsrmdbdata clprogram filesfexchsnrimdbdata

«" Master Configuration
P FReplica Directaries
Scenatio Prapertiss
Hosts Properties

CDP Properties

Scenario Verification

Run Scenario

Back
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CA XOsoft auto-configuration component verifies that the Exchange Server
configuration on the Master and Replica servers will be identical during the
replication procedure.

9. After defining the storage location of the replicated data, click Next.

The Scenario Properties page appears:

(@)Scenario Creation Wizard [=]
Scenario Properlies
XOsoft Manager
The scenaric propeies are configuied here. You can slso configure these propetiss aiter the corpletion of the wizard
steps.
The recommended defauit values are afready isted. Before changing these values, please refer ta the C4 ROsaft 12 User
Welcome e
¥ Rroductiives Prapery Value
Scenario Setup ——"
hat 11D =& Replication
& Master Configuration Event Notification
« Replica Directories Report Handling
P Seenario Properties
Hosts Prapeties
COP Propeties
Scenario Verification
Run Scenario
| | e | New | Bk | gae |y

The Scenario Properties page enables you to configure the scenario
properties that affect the entire scenario. Typically, the default values are
sufficient.

If you want to configure the scenario properties at this stage, refer to
Understanding Scenario Properties, page 123. To configure the scenario

properties at a later stage, refer to Configuring Scenario Properties, page
121.

10. Click Next. The Master and Replica Properties page appears:

{i§)5cenario Creation Wizard [=]
Master and Replica Properties
. XOsoft Manager ) ) )
The Master and Fieplica propeties are configured hete. You can alsa configure these propetties after the completian of the
wizard steps
The recommended default values are already fted. Before changing these values, please refer to the T4 XDsoft 12 User
Guide.
Welcome
¥ Rraducilves Master Properties Value ‘ Replica Properties Value
Seenods Host Connection Host Connection
& Hosts HE| Replication EE)Replication
" Master Configuration Spoal =) Spool
+ Replica Directories Event Notification =E) Recovery
« Scenario Propetties Reports Scheduled Tasks
[ Bt Fraseies Event Notification
COP Propeities B Reports
Scenario Verification CBEkst On
Run Scenario
Back Next Hweh Concd | 4
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11.

The Master and Replica Properties page enables you to configure the
properties that are related to either the Master or Replica host. Typically,
the default values are sufficient. All you need to verify at this stage is that
on the Replica Properties list, the CDP Host property is On.

If you want to configure the Master and Replica properties at this stage,
refer to Setting Master and Replica Properties, page 133. To configure the
scenario properties later, refer to Configuring Master or Replica Server
Properties, page 133.

Note: You can modify all the settings in this pane after the scenario is
created. However, before changing any Spool properties (which can be
configured here), review the Spool info on page 136 for configuration
details.

Once you are satisfied with the Master and Replica properties, click Next.

The CDP Properties page appears:

XOsoft Manager o o CDP Properties . .
CDP properties will be configired in this step. The recommended default values listed below. Refer to User Guide before
madifying the current settings.
+ Welcome
w Pluduc-t Type iy Value -
4" Scenario Setup L Instance
M foag [=lsaL Database Name XO_EMAIL
4* Master Configuration Aﬂachment Types
" FReplica Directories [El 5poal Directory [INSTALLDIR]itrmpiedp_spool
4" Scenario Properties E Max sttachment Size (KB) 1024
4" Hosts Properties E Interval between Runs {min} 15
b COP Propsrties Meszage Types Include/Exclude bMeszage Types

Scenario Verification

Run Scenario

Select from the drop-down list the SOL instance name that contains the COP SOL database.

Back | ﬂt’;;(t I : inish | Cancel I

The CDP Properties page enables you to configure the properties that are
related to the CDP Repository.

12. Set the CDP properties as follows:

= SQL Instance — select from the drop-down list the SQL instance
name that contains the CDP SQL database.

= SQL Database Name — select from the drop-down list the SQL
database name that you defined for the CDP Repository.
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Attachment Types — enter the type of attachments to be stored. By
default, all attachment types are excluded from storage. To include an
attachment type, enter the type in the value box, for example doc,
and press the Enter key.

Each included type should appear in a new row, as the following
picture illustrates:
(@)kenariu Creation Wizard

XOsoft Manager

CDP Properties

CDP properties will be canfigired in this step. The recommended default values listed below. Refer to User Guide before
madifying the current settings.

+ ‘Welcome
+ Product Type Property Yalug z
4+ Scenario Setup E SOL Instance QAIE-W2K3-50L

& Hosts [ElsaL Database Name XO_EMAIL

« Master Configuration =E) Attachment Types

% Replica Directories E Included Attachment Tvpe doc

" Scenario Properties E Included Attachment Tvpe pdf

4 Hosts Properties bttachment Type Cli clude

P CDP Prapeties |2l spool Directory [INSTALLDIR}trmpfedp_spoal

E Max Attachment Size (KEB) 1024
E Interval between Runs (min) 15
Message Types Include/Exclude Message Tvpes

Scenario Yerification

Run Scenario

By default, all attachment types are excluded from the COP database. To store an attachment twpe, enter the type in the
walue box, for example 'doc’, and press Enter. Each included type should appear in a news row.

Finish | Cancel |

ﬁext |

Spool Directory — enter the directory to be used to store the spool
for the CDP Repository on the Replica.

Interval between Runs (min) — enter the number of minutes
between each check the system will perform in the CDP Repository, in
search for new deleted messages.

Max Attachment Size — enter the attachment size allowed for
storage. Deleted attachments that exceed this size will not be stored in
the CDP Repository.
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m  Message Types - specify whether deleted message of this type will be
stored in the CDP database. By default, all message types are stored.
To exclude a type from being stored, click the Include/Exclude
Message Types link. The Message Types dialog appears:

Message Types )
[l [PRA Artpity

[w! 1P Appointment

[w| 1P Cantact

[ 1Ph.Mate

[w] 1P Hote Secure

[ 1Ph Mote Secure Sign

[w| 1PhA.Mate SMIME. MultipartSigned
[ IPM.Mote, SMIME

[w PR StickyMote

vl IPK.Schedule Meeting Canceled
[w 1PH.Schedule Meeting. Reguest
[w! 1PH.Schedule Meeting. Resp.Meg
[w| 1P Schedule Meeting Resp Pos
[w| IPH.Schedule Meeting. Resp. Tent
[ IPM.Task

[w 1PH.TazkRequest Accept

[wl IPH.TazkRequest.Decline

[ 1PH.TazkRequest

[w 1PH.TazkRequest. Update

Cancel Ok

To exclude message types from storage, clear their check boxes.

13. Once you set the CDP Repository properties, click Next.

CA XOsoft verifies the validity of the new scenario and checks many
different parameters between the Master and Replica servers to ensure a
successful replication and data recovery process. Once the verification is
completed, the Scenario Verification page appears:

) Scenario Creation Wizard
XOsoft Manager

Welcome
+ Product Type

scenaiia verification,

Scenario Setup Scenario created and verified successiully.
" Hosts
w# Master Configuration
" Replica Directories
« Scenario Properties
w Huosts Propestiss
" CDP Properties
P Scenario Yerification

Run Scenario

Back

Scenario Veiification
The system automatically verifies the scenario settings to help ensure proper operation.

Any etrors must be resolved before continuing. It is also stronaly recommended that all wamings be reschved. If continuing
with warming, snsure their potential impact s ully understood. After making any necessary changes, dlick Rty to repeat the

Mext

| 4

Erish Cancel
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Note: Although the software allows you to continue with warnings, it is
not recommended to do so. Resolve any warning situations before
continuing to ensure proper operation of the application.

14. If the scenario is verified successfully, click Next.

The Scenario Run page appears:

@:)Scenariu Creation Wizard [ x]

5 io R
m XOsoft Manager cenario Run

The scenanio has been configured and is ready to run, Press Run Mow to start the scenario. Initial data spnchronization will start
automatically after prezsing the Fun Wow buttan. Ta run scenario later press the Finish button

‘Welcome
4" Product Type B
Scenario Setup Scenario 'Exchange CDP’ is ready to run
" Hosts
4" Master Configuration Product type: | DR
4+ Replica Directonies Server type: | Exchange
4 Scenario Propeilies
Integrity Testing for Assured Recovery: | off
4 Hosls Propeities
4" COF Properties Replication mode: | Regular
4% Scenano Yerification
P Run Scenario Master
Mame: 172.16.95.2
Spoal size (MB) Infinite
Spool path: [INSTALLDIRtMpispool]
Replica
Harme: 17216953
Spool size (MB) Infinite
Spool path: [INSTALLDIRtmpispoal]
Master Root Directories Replica Root Directories
ciprogram flesfexchsrenimdbdata = ciprogram flesfexchsrvr/mdbdata

| ‘ Back o i‘\ Bun Mow . | Finish | Lancel | 4

15. After the scenario is verified, you are prompted to run it. Running the
scenario starts the data synchronization process.

s To finish the scenario creation and run it later, select Finish.
= To run the scenario now, click Run Now.

The synchronization process starts, and the CDP Repository is starting
to be filled with the enterprise deleted messages.

240 User Guide



Configuring the CDP Repository

16. By default, once a synchronization occurs, a synchronization report is

generated:

(7 CA X0soft r12 Report Center - Windows Internet Explorer

[H[=] E3

@?} - |g, httpefi127,0,0,1:8088 reports/startpage, htm

w e JE Ca soft r1Z Report Center

j | % ILiveSaarch R

ﬁ - B - @ - IE}’Eage - -@Tgo\s - F

CA XOsoftr12 Report Center

CA XOsoft Replication

SYNCHRONIZATION REPORT

Synchronization mode: BlockSynchronization (include files with the same size and modificstion time)
Scenario: Exchange COP
Master host: 17218.85.201)
Replica host: 17216.85.302)
Scenario start time: 17-Jan-08 1831:27
Report start time: 17-Jan-03 15:31:36
Report finish time: 17-Jan-03 15:32:56
Summary:
Total number of files modified: a
Total number of bytes changed: | 30.03MB

|Duna

[T [ [ [ Trustedsites [®0w -

Note: For more information about opening a report, see page 63.
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Setting CDP Scenario Properties

After you defined an Exchange scenario with the CDP option, you can set or
modify its properties.

Note: To configure scenario properties, the scenario must be stopped.

To set CDP scenario properties

1. If you are not in the Scenario View, open it by selecting the Scenario

(® gh Scenario View

View option button on the Viewing toolbar.

2. On the Scenario pane, select the Exchange scenario its CDP properties you
want to configure. On the Framework pane on the left, the Scenario
Properties list appears:

Properties -« 0 X

Scenario Properties w

Property Value

General
Replicaliun
Ewvent Notification
Report Handling

Foot Directories | Properties

Note: A running scenario has a gray background, and scenarios that are
not running have a white background.
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3. From the Properties drop-down list on the Framework pane, select CDP
Properties.

The CDP Properties list appears:

Properties

CDF Properties |ZI

Fropery Yalue

EE:':!L Instance 1A, L
SC!L Databaze Mame CDP-0A95
Spool Directary [IMNSTALLDIRMtmpizpoal
Interval between Runs {min) ao
MaxﬁﬂachmentSize (KB} 2000
Meszzage Types IncludelExclude kessage Tvpes

Attachment Twpes

Foot Directaries Prnperties| High Awvailability Froperties

4. If the scenario is running, click the Stop O button on the toolbar. The
scenario is stopped.

5. On the CDP Properties list, open the desired group, select the required
property, and select or enter the appropriate values. Some values can be
manually entered in an edit box field, while others can be selected from a
down list.

Note: For a description of each property, see page 237.

6. After you set the required properties, click the Save button on the
Standard toolbar to save and apply your changes.
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Retrieving Deleted Outlook Items Using the E-mail Retrieval

The E-mail Retrieval enables you to search for deleted Outlook items and
retrieve them. The types of Outlook items that can be retrieved are defined by
the Administrator, and they can include: e-mail messages, appointments,
contacts, tasks, journal entries, notes, and attachments.

Search for Deleted Items and Retrieve Them

To search and retrieve a deleted item:

1. To open the Email Retrieval window, select Start, Programs, CA,
XOsoft, Email Retrieval.

Note: You can also enter the following default parameters on the Address
box of your Internet Explore: (If you are opening the Management Center
from the machine where the Control Service is installed):
http://localhost:8088/start_page.aspx

The Email Retrieval window appears.

2. On the Email Retrieval, enter any text you want to search for in one of the
available fields: Subject, From or Sent To:

Note: to search in the message body or attachments, enter the text in the
Subject field and use check boxes that underneath it.

fle Edt Yiew Favortes Iools Help

/3 CA XDsoft E-Mail Retrieval - Microsoft Internet Explorer - Clx

| 4

@Back - ) - ¥ [2] (0| Pseach Joravorkes €| (00 o B L&

Address [&]

h_base._options. asp:

Enter search criteria, and then click 'Find Now'
Loolk in the Subject for these word(s)

™ Also search message body
™ Also search attachments
From

Sent To
\

Creation Date Range

e |Link5 D

Choose a Date v
Current Sort: Created. For change sort definitions click here: v
= B
il U From Subject Received
[&] bone [T & ocalintranet i
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by using the Creation Date Range drop-down menus.
4. After you entered the criteria, click the Find Now button.

The search results appear:

[Optional] Define the date range in which you want to conduct the search

2} CA X0wolt E-+iail Retrieval - Hicrosolt Internet Explorer =
Ele Edk Yew Fovorkes ook el | 4
Qoo « ) - (o] (] | Hseach irwvores €| Cov bn 3 L) 8L
ke ] berpocahost G Passfsesnch_base_options. s =] Bl | ®

Enter search criteria, and then chick Find Mow'

Lock m the Subject for these word(s)

I Alss search message bady

I Alse search attachments

From:

User!

Sent T

Creation Drate Range:

1/2/2008 il

13072008 -

Carren Sort. Created. For change sort defiitions chick here. =
= Page Saz: [ 3] [ Find Fiow ]
S0 Y Fiem Subject Camated
a el MidHiarket Organizationsl Change - 3 1/22/20081:21:26.M7 PH
= ] Purchage Ordes and Comglance Froves: -2 NE006 1201667 P
i [T el 21V VAT 34637 BDPM

=] ] best 1174108 11772008 3452873 PM
N -
[ oere T T T et 4

5. To view a deleted message, double-click it.

The message opens:

Ac it E-Mail Retricy
He Bk vew Fgortes ook Hel

Qisdh - 3 - (] (7] (0| S sewnch rrevermes €| (3- 0 (3 L) L

s (@] et oot - s romsnge_peecoen e Qe ||.nu "

Back to Search Optiens  Betneve Message Clese
From: userl

Tex Admanistrator,

e

Created: 1202008 12116 BM

Subject: Purchase Order and Complance Process -2

Anachenents

: Admminisy stor

ey, Laruany 22, 2008 3:17 PM

To: Administyaton; wr L] w2

Bubject: Purchass Order and Complance Prociss

Al arnglayeas misst follow the process autlined balow:

1. A requester creales 8 Requistion £ Shoppmg G in Accpac, creating 3 workllow approval pror fo actuall committing 10 1he purChase veth the
v

"

Approvinis) revew the Requisition / Shopping Carl in Accpac and either approves or rejects the Reguisiteon £ Shopping Cart and a Purchase
Ordr (PO) s ereatid

PO e to b printed and sen 10 thee supgber by email, fax or post. A copy of the PO should be retained by the requestor 1 suppor thi
ENipting process

("

[Eows [T N o et

s L

Using the CDP Repository 245



Retrieving Deleted Outlook Items Using the E-mail Retrieval

6. To retrieve the message, click the Retrieve Message link at the top of
the page.

A standard File Download dialog appears:
File Download Ed |

Do you want to open or save thiz file?

= Mame: 3.msg
-,
Type: Ouklook Tkem

Fram: localhost

Open Save Cancel

¥ Alwaps ask before opening this tepe of file

harm wour computer. [F you do not trust the zource, do not open or

@ YWhile files from the Intermet can be uzeful, some fles can potentially
zave this file. What's the rizk’?

7. To open the message as an Outlook item, click Open:

B purchase Order and Compliance Process -2 - Message (HTML) [_ Ol x]

Fle Edt Wew Insert Format Tooks  Actions  Help

“aBeply | aReply to Al | 5 Forward | YR AT, v - N @ ||
Fromi  userl Sent: Tue 1/22/2008 3:21 PM
Tai Administrator

Co
subject:  Purchass Order and Compliancs Process -2

From: Administrator

Sent: Tuesday, January 22, 2008 3:17 PM

To: Administrator; userl; userz

Subject: Purchase Order and Compliance Process

All employees must follow the process outlined below

1. A requester creates a Requisition / Shopping Cartin Accpac, creating a workflow approval prior fo acfualiy commifiing fo
the purchase with the vendor

2. Approver(s) review the Requisition / Shopping Cart in Accpac and sither approves or rejects the Requisition f Shopping
Cart and a Purchase Order (PO) is created

3. POs are to be printed and sent to the supplier by email, fax or post. A copy of the PO should be retained by the requestor
to support the receipting process.

]

8. You can now save the message or perform any other required activity with
it.
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CDP Admin = 226
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quota and aging policy = 231 Database servers supported « 15
retrieving deleted items « 244 Defining
understanding = 225 Master server, manually « 96
using = 44, 225 Replica server, manually = 96
CDP Storage = 226 Delay replication = 141
CDP Support = 226 Deleting
CDP Web Server = 226 reports = 87
Changing configuration during replication = 66 scenario = 113
Check method for Is Alive = 184 VSS Snapshots = 223
Checkpoints = 152 Deployment
Closing Manager during replication = 67 CA XOsoft = 25
Cluster Move IP = 190 Detailed report
through Master cluster = 190 replication, define generation « 137
through the Manager = 191 synchronization, define generation = 137
Clusters = 159, 234 Detailed reports = 86
Components, CA XOsoft = 20 Detailed Synchronization Report = 89
Compress Data during Transfer Difference report = 92
on Master = 135 Directory
on Replica = 139 spool in Master =« 136
Configuration, changing during replication = 66 spool in Replica = 141
Configuring Disaster Recovery, defining for scenario = 44
CDP Repository = 227 DNS
Master server « 159 Active Directory Integrated « 181
Replica server « 160 Key Filename « 181
scenario properties = 121 Master/Replica IPs in DNS « 182
Control Service = 21 redirect for Switchover « 181
Copying events = 83 TTL « 181
Creating DNS redirection = 20
new storage groups and mailbox stores, Docking
automatically = 160 panes = 35
scenario group = 41 tool = 34
scenario, using template = 58 Documentation, related = 12
scenario, using wizard « 42
Shadow Copy (VSS) « 220 E
template = 56 Editing
Customizing root directory names = 101
Scenario pane = 34, 76 E-mail Retrieval
D Overview = 226
using = 244
Data recovery = see Recovering data Engine « 21
Data rewind install remotely = 47
activating option = 141 verification = 45
how it works = 19 Errors, before running = 62, 165
max disk size for « 141 Event Notification
retention period, defining = 141 Master « 136
settings = 141 Replica = 142
solution = 19 scenario = 126
term < 10 Events
using = 149, 150 copy = 83

248 User Guide



Index

pane = 82

viewing = 82

viewing in separate window < 82

viewing incoming, using pop-up window e

83

Exchange Server

configuration verification « 160, 236
Exchange Virtual Server Name = 159, 234
Excluding

dates from scheduled synchronization « 131

files from replication « 107

files from replication in HA scenario = 159
Exploring CA XOsoft Manager = 27
Exporting scenarios = 114
Exposing VSS Snapshots « 222

F

File Synchronization = 124
Files to replicate
exclude « 107
include « 103, 104
Filtering = 102
exclude files = 107
include files « 104
Master directories « 102

G

Generating reports
replication, defining for Master « 137
replication, defining for Replica « 143
synchronization, defining for Master « 137

Graphical view of replication < 63

Group, scenario = 41

GUI = See Manager

H

Heartbeat Frequency for Is Alive checks = 184
Hiding panes = 36
High Availability = see also Switchover
defining for scenario = 158
Is Alive check = 184
process = 20
properties = 177
properties, setting « 177
properties, understanding « 162, 179
recover active server = 174
solution = 14
Host Connection, setting for Replica « 138
Host Maintenance = 116

Hosts, setting for switchover = 180
I

ID, scenario = 123
Identify Network Traffic Direction Script = 183
Ignore Files of Same Size/Time = 17, 125
Importing scenarios = 115
Including files in Master root directories = 104
Initiating
replication « 61
scenario = 61
synchronization = 68
Installing Engine remotely « 47
Integrity Testing for Assured Recovery,
defining for scenario = 196
IP redirection = 188
Is Alive
check method = 184
Heartbeat Frequency « 184
properties = 184
timeout = 184

K

Keep Deleted Files during Replication, on
Replica « 139

Keep Deleted Files during Synchronization, on
Replica « 139

L

License registration = 38

Limitations = 14

Live statistics » 77

Locked for Backup = 222

Logging in to the Management Center = 27

M

Maintenance, Host » 116

Management Center
logging in = 27
Manager = 22
overview = 22
Overview Page = 22
Report Center =« 23

Manager
arranging panes = 34
close/open = 67
creating scenario using wizard = 42
exploring = 27
opening = 27
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overview = 22
panes = see Panes
rewind data = 150
Screen =« 30
setting bookmarks = 148
viewing options =« 33
Manually
refreshing statistics display = 81
testing Assured Recovery = 208, 210
Mask, add for Switchover « 180
Master server
compress data during transfer = 135
configuration = 159
defining in Scenario Creation Wizard = 45
defining, manually = 96
event notification « 136
generating replication report for, defining =
137
max spool size = 136
min disk free size « 136
properties = 134
properties, setting = 133
report handling = 137
report settings = 137
root directories, selecting manually = 96, 98
spool directory =« 136
spool setting = 136
synchronization report for, defining « 137
term « 10
Master/Replica IPs in DNS « 182
Max Disk Size for Rewind journal « 141
Max Spool Size
Master = 136
Replica = 141
Methods of synchronization = 15
Min Disk Free Size of Spool
Master = 136
Replica = 141
Mode, Replication « 123
Monitoring
state information = 77
statistics « 77
Mount points replication « 62
Mounting VSS Snapshots « 223
Move IP
on Cluster = 190
on Master server = 188
setting for Switchover « 180
through the Manager = 189

N

NetBIOS name, using for Switchover « 182
Node = 10
Notification » see Event Notification

O

Online replication mode « 18, 123
Opening
Management Center « 27
Manager = 27
Overview page = 28
Report Center = 84
Overview page
opening = 28
overview e 22

P

Panes
docking = 35
docking tool = 34
Events « 82
hiding = 36
rearranging = 34
Scenario, customizing = 34, 76
stacking = 35
Statistics « 78
Perform Switchover Automatically « 179
Pop-up window on Incoming Events, viewing «
83
PowerShell = 24
Preferred Number of Snapshots to Keep « 220
Prevent Automatic Re-sync upon Error = 125
Properties
Assured Recovery = 213
CDP Repository = 237, 242
High Availability « 177
Master = 134
Replica = 84, 138
scenario = 121
Switchover « 162, 177
VSS Snapshots =« 220

Q

Quota and Aging policy, of CDP Repository =
231

R

Rearranging Manager panes « 34
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Reboot after Switchover and Switchback « 182
Recover Active Server « 174
Recovering data < see also Data rewind
from Replica = 145
how it works « 18
process = 145
solution = 18
term - 10
Using = 145
Using rewind points = 150
Wizard = 146
Redirect DNS, setting for Switchover = 181
Redirection methods
Active to Standby Redirection Script = 183
Identify Network Traffic Direction Script <
183
Move IP = 180, 188
redirect DNS « 181
settings = 180
Standby to Active Redirection Script = 183
Switch Computer Name = 182
user-defined scripts = 182
Redirection on the Master server « 188
Refresh rate, statistics « 81
Refresh, Snapshots Management window = 223
Registration, license = 38
Related documentation = 12
Removing
Master root directories = 101
reports = 87
scenario = 113
Removing storage groups and mailbox stores <
160
Replica DB testing = 216
Replica Integrity Testing « See Assured
Recovery
Replica server
adding to scenario = 97
compress data during transfer = 139
configuration = 160
defining in Scenario Creation Wizard = 45
defining, manually « 96
event notification = 142
generating replication report for, defining =
143
host connection = 138
keep deleted files during replication « 139
keep deleted files during synchronization =
139

max spool size « 141
min disk free size = 141
properties =« 84, 138
properties, setting = 133
recovering lost data from < 145
report handling = 143
report settings = 143
retry if file is busy « 140
root directories, selecting manually « 111
spool = 141
spool directory « 141
stop database on run = 139
suspending = 70
term < 10
testing Assured Recovery = See Assured
Recovery, See Assured Recovery
Replicate NTFS ACL = 125
Replicate NTFS Compress Attribute = 125
Replication
assessment mode « See Assessment mode
changing configuration during = 66
close/open Manager during =« 67
delay =« 141
excluding files from, in HA scenario = 159
graphical view = 63
how it works = 18
initiating = 61
keep deleted files on Replica during = 139
limitations =« 14
mode, setting = 123
monitoring = 75
mount points = 62
online mode = 123
overview « 13
report « see Replication report
reports = 91, see Replication reports
resume after suspension « 72
running « 61
scheduled mode = 124
solution = 18
stopping = 65
suspending = 70
term = 10
Replication report
generating, define for Master = 137
generating, define for Replica = 143
viewing = 90
Replication tree, term = 10
Report Center = see also Reports
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deleting reports = 87
Overview « 23
using = 84
Report handling
Master « 137
Replica « 143
scenario « 127
Reporting synchronization differences = 17
Reports
Assured Recovery, define generation « 143
Assured Recovery, viewing = 209
backward scenario « 91
deleting = 87
detailed and summary = 86
Difference report = 92
notify by email = 127
replication =« 90
replication, define generation for Master =
137
replication, define generation for Replica «
143
setting for Master = 137
setting for Replica = 143
setting for scenario « 127
Synchronization « 147, 154
synchronization report = 88
synchronization, define generating for
Master = 137
using = 84
viewing = 84
Restore data = See Recovering data
Resume replication = 10
Resume replication after suspension « 72
Resynchronization
automatic, prevent upon error = 125
Retrieving deleted messages using E-mail
Retrieval = 244
Retry if File is Busy = 140
Reverse Replication « 163
Rewind bookmark « See Bookmarks
Rewind points » 149, See also Bookmarks
Checkpoints = 152
Dialog = 152
Displaying = 152
Recovering lost data using = 150
Term = 10
Rewinding data = see Data rewind
Root directories
auto-discovery = 109

edit - 101
filter « 102
remove =« 101
Replica = 111
selecting = 98
Run
after Reboot, automatically « 124
dialog = 62
mode < 64
Run Reverse Replication Scenario « 163
Run Reverse Replication Scenario after
Switchover « 180
Run Script after Synchronization
on Master = 135
on Replica = 139
Run Script before Synchronization
on Master = 134
on Replica « 138
Run Script upon Trigger File Creation
on Master = 135
on Replica « 140
Running
DR scenario from wizard = 53
HA scenario, from Wizard « 166
replication « 61
scenario = 61
synchronization = 68

S

Saving scenarios = 113

Scenario
Assured Recovery, creating =« 195
backward = 163
creating using wizard « 42
defining Master and Replica, manually = 96
deleting = 113
Disaster Recovery, defining = 44
exporting = 114
for CDP Repository = 233
graphical view = 63
group = 41
High Availability defining = 158
ID » 123
importing = 115
operations = 113
pane ,customizing = 34, 76
properties, setting = 121
removing « 113
replication mode = 123
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Report settings = 127
running from wizard < 53
saving < 113
stopping = 65
term - 10
type, defining = 44
verification « 52
Scenario properties
configuring = 121
event notification « 126
General = 123
optional settings = 125
Replication = 123
report handling = 127
Schedule synchronization = 128
setting = 121
understanding = 51, 84, 123, 161, 200, 236
Scheduled Assured Recovery mode = 204
Scheduled replication mode = 18, 124
Scheduling
advanced = 128, 131
Assured Recovery = 204
replication = 124
suspension = 73, 142
synchronization = 128
Selecting
Master directories and their contents « 98
Replica root directories = 111
Setting
Assured Recovery properties = 213
bookmarks = 148
High Availability properties = 177
Master properties = 133, 134
Replica properties « 84, 133, 138
Scenario, properties = 121
Shadow Copies = See VSS Snapshots
Simultaneous synchronization and replication
17
Skipping Synchronization = 62
Snapshot Management window « 221
Snapshots = See VSS Snapshots
Spool
directory for CDP Repository = 238
directory in Master = 136
directory in Replica = 141
max size in Master = 136
max size in Replica « 141
min disk free size in Master = 136
min disk free size in Replica = 141

of Master, settings =« 136
of Replica, settings = 141
SSL, opening the Overview page using = 27
Stacking panes < 35
Standard toolbar = 36
location = 31
Standby to Active Redirection Script « 183
Start DB, in AR test = 215
Starting
replication = 61
scenario = 61
State information = 77
lost connection = 77
Statistics = 77
pane = 78
refresh « 81
refresh rate « 81
Stop DB = 217
Stop upon Error = 125
Stopping
database on Run « 139
replication = 65
scenario « 65
Storage groups and mailbox stores
Creating = 160
removing =« 160
updating = 160
Supported application and database servers «
15
Suspension
activating = 70
how it works « 19
manual « 71
resume replication after 72
schedule » 73, 142
term - 10
Switch Computer Name « 182
Switchback
initiating = 170
understanding = 155
Switchover
active and standby host = 155, 179
Active to Standby Redirection Script = 183
add IP/Mask = 180
automated = 179
automatic initiation, defining « 163
automatic or manual, defining = 163
host name, defining = 179
hosts, setting = 180
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Identify Network Traffic Direction Script «
183

initiating = 168

Is Alive check « 184

Move IP = 180

NetBIOS name for « 182

perform automatically, define = 179

properties = 177, 179

Properties page = 162

Reboot after, setting = 182

redirect DNS « 181

Redirect DNS « 181

redirection methods, define = 180

reverse replication scenario initiation,
defining = 163

Run Reverse Replication Scenario after,
define = 180

Standby to Active Redirection Script = 183

Switch Computer Name = 182

Synchronization

advanced scheduling = 131
automatic « 17

automatic, defining = 124
automatic, preventing upon error = 125
automatic, scheduling = 128

Block = 16, 125

by user request, defining = 124
dialog = 68

excluding dates from schedule = 131
File = 124

filter = 16

hours « 130

how it works = 15

keep deleted files on Replica during « 139
manual = 68

method, selecting for run « 62
methods « 15

report = see Synchronization report
run script after on Master « 135

run script after on Replica « 139

run script before on Master « 134
run script before on Replica = 138
scheduling = 128

skipping = 62

solution = 15

starting = 68

suspend replication during = 70
term < 10

types = 124

Synchronization report
detailed = 89
generating, define for Master « 137
summarized = 88
viewing = 88
Synchronize Windows Shares « 125
Synchronizing hours « 130

T

Templates
creating = 56
creating scenario using = 58
using = 55

Terms and abbreviations « 10

Testing Assured Recovery « See Assured
Recovery

Toolbar buttons = 36

Trigger File, run script upon creation
on Master =« 135
on Replica « 140

TTL, DNS » 181

u

Universal Shadow Storage Volume = 220
Unmounting VSS Snapshots = 223
User-defined scripts

for Switchover redirection = 182

\%

Verification
Engine on Hosts = 45
HA scenario results dialog = 165
scenario « 52
Viewing
events « 82
events in separate window = 82

incoming events using pop-up window = 83

Manager screen options « 33
reports = 84
VSS Snapshots = 221

VSS Snapshots
configuring creation « 218
creation, setting up = 218
Management window = 221
Managing = 222
Max Storage Size per Volume = 220

Preferred Number of Snapshots to Keep «

220
properties = 220
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Universal Shadow Storage Volume = 220
using = 218

viewing = 221

window < 221

w

Warnings, before running = 165
Weekly Activity, scheduling synchronization «
124
Wizard
Restore data = 146
Scenario creation = 43
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