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Chapter

1 All About Scripts

eTrust Single Sign-On (eTrust SSO) is a tool that simplifies user login to
password-protected applications. It also streamlines security administration and
enhances overall system security.

eTrust SSO is transparent to the end user. To the end user, it appears that
selecting an application from a menu or double-clicking an application icon
opens the application directly. But in fact, the user is invoking a program that:

= References a script (also referred to as a logon script)

»  Carries out the preliminary checks and instructions given in the script

= Opens the application requested, provided the user is authorized

A set of scripts, one for each application, must be written before eTrust SSO can
be used as intended. The security or system administrator in charge of eTrust

SSO is responsible for preparing the scripts. Generally, programmers write the
scripts under the administrator’s supervision.

Prior experience with the scripting language used (Tcl) is not required, but the
programmer should be familiar with the applications involved and, in particular,
their login processes.

About This Book

This book explains how to write scripts for eTrust SSO.

This book should be read by:

= Security and system administrators in charge of eTrust SSO systems
s Programmers who write eTrust SSO scripts

= Users who are allowed to write their own scripts

Readers should be familiar with eTrust SSO (see Related Documents following)
and should have a basic understanding of programming concepts.
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Related Documents

Related Documents

eTrust Single Sign-On Administrator Guide — Describes the concepts and elements
of eTrust SSO. It includes instructions for installing eTrust SSO components. This
book also explains the commands of the Selang command language that are
relevant to eTrust SSO

Conventions

eTrust SSO documentation uses the following conventions.

It is assumed that your mouse is configured for the right hand.

Your keyboard keys are shown as they appear on the keyboard. For example,
Enter means the key labeled Enter or Return on your keyboard.

Sometimes, to make clear the difference between what you must copy from
the instructions and what you must replace with your own data, bold and
italic type are used.

— Characters that are bold should be copied literally from the instructions.

— Characters that are italic serve as place-holders for items that you must
supply yourself, such as parameters.

For example, when the manual says to type newusr userName, you could
type newusr lebois for a new user named lebois, or newusr wald for a user
named wald.

Italics are also used for simple emphasis. For example:
You should never tape your password to the monitor.

A technique shown in boldface is not necessarily the only effective technique,
but the book does not list all alternatives at every opportunity. For example,
in describing a sequence of commands, the book may mention newusr wald
and not mention that nu wald works equally well.

Square brackets mean that an item is optional. For example:
./install_base filename [options]

means that you must type ./install_base, then a filename, then one or more
options or no options.

A pipe separates mutually exclusive items. Often the set of items is enclosed
in braces ({}), which you are not intended to type when you type one of the
items.

For example:
{ username | groupname }

means “either a user name or a group name.”
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What is an eTrust SSO Script?

= Sometimes a command does not fit on a single line in your window, or on
the page of this book. In both cases, the same technique is used: a backslash
(\) at the end of a line of code indicates that the command continues on the
following line. The use of backslashes in the book does not necessarily
indicate that you need backslashes in the same places.

= Pathnames used in the examples in this book usually appear in POSIX
format (drivename:/directory/... /filename) and the special formats
required by Tcl.

Note: POSIX style pathnames are standard in Unix and are generally valid in
the Windows operating system (except for DOS boxes). For an explanation,
see Strings Containing Special Characters in the chapter “Basic Tcl
Language.”

What is an eTrust SSO Script?

When login to an application is controlled by eTrust SSO, the end user does not
open the application directly, even though it appears this way to the user.

The end user performs a standard application startup. In Windows 98SE
Windows NT 4.0/2000/ XP/2003, the user selects an application from eTrust SSO
submenu of the Start menu (or using one of the operating system’s other options
for running a program).

To the user it appears that the application is invoked directly. What actually
happens is that SSO Client has been invoked.

After it is invoked, SSO Client carries out a number of steps, including checking
user authorization. Then, if access is allowed, SSO Client invokes the application
requested and performs the login process according to an application-specific
script (also called a logon script).

eTrust SSO requires an application-specific script for each application under
eTrust SSO control. The script is an ASCII file. The scripting language for eTrust
SSO is a specially extended version of the Tcl language, and is described in
greater detail in the following chapters.

The primary task of scripts is to provide the instructions for logging a user into a
specific application. In addition, a script may contain instructions for other tasks
associated with the login process, such as changing a password.

Normally, scripts should be application-specific, not user-specific. To enable
application-specific scripts to serve various users, eTrust SSO maintains separate
login variables for different authorized users. The scripts refer to user login
variables for individual login name and password and other data that may be
necessary.
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How Are Scripts Activated?

How Are Scripts Activated?
The method by which scripts are activated depends on the specific OS interface.

In Windows 98SE Windows NT 4.0/2000/XP /2003, the user selects an
application from eTrust SSO submenu of the Start menu. SSO Client allows the
use of additional features of the Windows interface, including shortcut
application icons on the desktop and application icons in an application window
(a window displaying eTrust SSO start menu folder).

At this point, the SSO Client on the user’s workstation sends a login request for
the specific application to the Policy Server.

The Policy Server responds by sending back to the SSO Client the appropriate
script from eTrust SSO script storage, and login variables from the database used
by eTrust SSO.

After the appropriate script and login variables are received at the user’s
workstation, SSO Client plugs the variables into the script and then runs the
script to log the user into the application.

Where Are Scripts Stored?

The eTrust SSO database contains a record for each application and the record
includes the name of the application’s script file. The scripts themselves are not
part of the eTrust SSO database.

Generally, script files should be stored together in a directory on the Policy
Server host. However, sometimes you might want to store scripts elsewhere. If,
for example, a script is being tested and is not ready for general use, you might
want to store it on an end user’s workstation.

While scripts are being written, they should be stored at the scriptwriter’s
workstation, in the directory that contains the SSO Client files. For details, see the
section Beginning to Write Scripts in the chapter “Writing eTrust SSO Scripts.”
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Who Writes the Scripts?

Who Writes the Scripts?

The security or system administrator in charge of eTrust SSO is responsible for
preparing the scripts. In practice, programmers may write the scripts under the
administrator’s supervision.

A script needs to conform exactly to a specific application as that application is
implemented in the user’s system. Therefore, the person writing eTrust SSO
scripts should work together with an application administrator who has a
detailed knowledge of the applications login processes.

eTrust SSO is packaged on media together with sample scripts and templates for
a number of widely used applications. These are helpful as a starting point for
modification and customizing.

What is in the Scripts?

The primary role of the script is to provide the instructions to automate the login
process. In most cases, automating the login process involves the following steps:

»  Starting the application or the application interface

= Waiting for the user ID prompt

= Responding correctly to the user ID prompt

= Waiting for the password prompt

= Responding correctly to the password prompt

= Completing the login process

The script may contain instructions for additional tasks related to sign-on, or
even unrelated tasks that should take place at the time of sign-on. For example:

= A script could provide instructions for changing the user’s password
according to a variable sent from the Policy Server. Note that this applies
only to applications with password-based logins. For more about changing
passwords, see the chapter “Writing eTrust SSO Scripts.”

= If users logins are normally followed by a few standard initial steps within
the application, the script can instruct the application to perform these steps
automatically.

Once all the instructions in the script have been executed, the application
continues to run with no further input from eTrust SSO.
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Chapter

2 Basic Tcl Language

What is Tcl?

This chapter explains basics of Tcl (Tool command language) that are relevant to
eTrust Single Sign-On (eTrust SSO) scripts, primarily:

= Commands and arguments

= Syntax

m  Variables and variable substitution
= Strings

= Expressions

s Control structures

s Procedures

This chapter is built around material from the publicly available slide sequence
“An Introduction to Tcl Scripting,” by the creator of Tcl, Dr. John Ousterhout.

For Tcl news, documentation, and resources, see Tcl Developers Xchange at:

http:/ /dev.scriptics.com/

Tcl (rhymes with nickel) is a scripting language that gives you the use of
variables, conditions, loops, procedures, and other common programming
devices with a minimum of complexity.

Tclis an interpreted language.

Control structures in Tcl are implemented as commands, not as special
configurations of syntax.
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What is Tcl?

Tcl was created by Dr. John Ousterhout in 1988, and it is currently maintained by
Sun Microsystems, Inc. It is considered an easy language to extend; Tk (by
Ousterhout) and Expect (by Don Libes) are two well-known extensions. eTrust
SSO uses a specially extended version of Tcl for many of its operations. Installing
eTrust SSO also installs Tcl and the eTrust SSO extensions to Tcl.

Commands and Arguments

Return Value

Scripts

A Tcl command consists of a command name plus any necessary arguments. The
arguments appear after the command name, separated from the command name
and from one another by one or more spaces or tabs.

For example, the set command assigns a value to a variable. Its syntax is:

set variable value

Therefore, to assign the value 5 to the variable a:

set a 5

A Tcl command generally returns a result string, which is known as a return
value. The set command, for example, returns the value that it has assigned.

Following the execution of set a 5, a Tcl interpreter would return 5.

In many cases, especially with regard to eTrust SSO extensions, the return value
may be unimportant or already known, as in the above example. When
significant, it may be kept available, for example by setting a variable.

A Tcl script consists of a sequence of commands, separated from each other by
new lines or by semicolons.

For example, a script that assigns values to two variables and then evaluates and
returns their sum:

set a 5
set b 7
expr $a+$b

If it is properly delimited, a script can be an argument in a command.

2-2 eTrust SSO Tcl Scripting Reference Guide



eTrust SSO Extensions to Tcl

eTrust SSO Extensions to Tcl

Syntax

Examples

An eTrust SSO extension is, from Tcl’s point of view, nothing but another Tcl
command.

All eTrust SSO extensions have the following syntax:

Sso extension-name extensi on-arguments

For Tcl, the command name is sso, and the extension name and extension arquments
that follow sso are the command arguments. If you keep this in mind, it can help
solve problems of Tcl syntax.

The arguments for eTrust SSO extensions (that is, the arguments that follow the
extension name) have the format:

-keyName keyValue

For example, you can write an argument that passes a time parameter as:

-time 20sec

Note: The format is mandatory for eTrust SSO extensions, but not for native Tcl
commands. Arguments that begins with a “-” sign are options (switches), which
are discussed in detail in the following sections

Most of the material in this chapter will be demonstrated using two eTrust SSO
extensions to Tcl: sso msgbox and sso inputbox. A summary description of these
extensions is presented here to show how they work. A more extensive
description of these extensions is given in the chapter “Learning About eTrust
SSO Extensions.”
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eTrust SSO Extensions to Tcl

msgbox

inputbox

The msgbox extension displays a Windows message box at the user’s workstation.
In its most basic form, without using any icon or button set options, the msgbox
extension is written as follows:

Sso msgbox -msg messageText

The msgbox extension has an -icon option that allows the script developer to
display the box with one of three severity icons to indicate that the message is
informative, a warning, or an error message. When this option is used, the
extension syntax is:

sso msgbox -icon info]jwarn]error -msg messageText

The following command shows a message box with an error icon:

sso msgbox -icon error -msg '‘Fatal error!"

If the -icon option is not used, no icon is displayed. Other options set the text of
the message box title and display a particular button set for the end user’s
response. These options are discussed in the course of the following chapters.

The inputbox extension displays a Windows dialog box at the user’s workstation,
and receives input from the user as a response. The extension has a mandatory
-prompt promptText argument that sets a text string that is displayed in the
dialog box above the input field. If no value is specified, then no text will be
displayed.

Here is an example of the inputbox extension:

sso inputbox -prompt “Enter Your User ID"

This command displays the input box shown below and returns the user’s
response as the return value:

eTrust Single Sign-On |

Enter vour User |d

0] Cancel |

The extension also takes optional arguments, for setting the dialog box title and
for limiting input to numerals. These options are discussed in the following
chapters.
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How Tcl Handles Arguments

How Tcl Handles Arguments

Tcl uses quoting by default; that is to say, arguments are treated as strings except
in special cases. In this respect, Tcl differs from such languages as C:

In C, you can generally assume that an expression will be evaluated when a
program runs. If you write x = 4; y = x + 10, then y will be assigned the value
14.

In Tcl, if you write set x 4; set y x+10, then y receives the string value x+10
because Tcl was not explicitly instructed to evaluate x+10.

However, Tcl can handle arguments in other ways, in addition to handling them
as literal strings. For example:

The Tcl expr command treats a string as an expression and returns the
expression’s value. For example, expr 24/3.2 returns the value 7.5.

When you enclose a string argument within square brackets, Tcl evaluates it
as a command (that is, Tcl executes it and returns the result). For example,
the set command can be used to hold the return value of a command for later
use:
set username [sso inputbox \

-prompt "Please enter your name']
In this example, the variable is set to the text string entered in the input box.
This feature is called command substitution and is detailed in a later section in
this chapter.

Some Tcl commands can receive optional arguments, which are known as
switches. These arguments begin with a hyphen. For example:

sso msghox -icon error -msg ‘‘Fatal error!"
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Variables and Variable Substitution

Variables and Variable Substitution

In Tcl, all variables are string variables. You declare a variable by simply using it.
The name of a variable can comprise any combination of letters, digits, and
underscores, but not spaces or special characters (non-alphanumeric characters).

In order to refer to the value of a variable (rather than to the variable itself), use a
$ sign as a prefix to the variable name. The following table shows some examples
of how variables are evaluated.

Commands Results Notes
set b 66 66 The variable b, receives the value 66.
setab b The variable a, receives the value b (since

nothing in the syntax of this command
evaluates b).

set a $b 66 The variable a, receives the value that b has
already received. Compare this example with
the previous one.

set a 66+66+66 The variable a, receives a string value in which
$b+$b+$b the value of b appears three times. The string
itself is not evaluated.

set a $b.3 66.3 The variable a, receives a string value that
starts with the value of b.

set a $b4 can't read "b4":  The command is not executed because
no such variable although b4 is a valid variable name, no
variable with that name has been declared. In
the expressions $b+$b+$b and $b.3, valid
names of variables were delimited by non-
alphanumeric characters that could not be part
of a variable’s name.

Note: The first argument after the set command must be a valid variable name
and not a variable value. If you prefix a $ sign to the first argument in the set
command, making the first argument a variable value, the script will not work
properly and the variable will not be assigned the value in the second argument.
Furthermore, in some cases, you may not get an error message on this condition.
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Command Substitution

Command Substitution

To use the result of a command as an argument of another command, put the
command whose result is to be an argument in the appropriate position and put
brackets around it. This is called command substitution. The string between the
brackets is evaluated as a command and the command’s result replaces the
bracketed string. For example, the command:

set name [sso inputbox -prompt "What is your name?'7]

will first execute the SSO inputbox command by displaying the message “What
is your name?” and an input field. Next, the variable name will receive the user’s
response. The following table includes some examples of command substitution:

Commands Results Notes
setb 8 8 The variable b receives the value 8.
expr $b+5 13 The expression $b+5, which is 8+5,

is evaluated.

set a [expr $b+2] 10 The variable b is evaluated, and
then the expression $b+2, which is
8+2, is evaluated. The variable a,
receives the value of the expression.

set a "b-3 is [expr $b-3]" b-3is5 The variable b is evaluated; then
the expression $b-3, which is 8-3, is
evaluated; and then the result is
inserted into the string for a. The
double quotes are needed because
the string contains spaces. The
variable a, receives the value of the
expression.

set a [expr $b-3].3 53 The variable a, receives a one-word
string value that starts with the
result of [expr $b-3].

In fact, you can put brackets around a script of any length (not necessarily a
single command), and the result of that script’s last command will be used as if
the brackets contained a single command.
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How to Avoid Variable and Command Substitution

How to Avoid Variable and Command Substitution

If you want a string containing a $ sign or square brackets to be treated as is,
without any variable or command substitution taking place, surround the string
with braces. For example:

sso msgbox \
-msg {Example of Tcl command: set a $b.[expr 1+1]}
This command displays a window with the message:

Example of Tcl command: set a $b.[expr 1+1]
since no variable or command substitution took place.

You must always leave a space in front of a left brace ( {) that does not open a line
and after a right brace ( } ) that does not end a line. For example:

h (Space)
if { $save_ssoerr == 100 } {
sso msgbox -msg '‘Fatal Error!"
exit

}

is correct syntax, but in the following;:

if { $save_ssoerr == 100 (No Space)
sso msgbox -msg "'Fatyl Error!™
exit
¥

there is no space between the close brace and the open brace in the first line and
this will abort the script.
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Strings Containing Special Characters

Strings Containing Special Characters

Special (non-alphanumeric) characters can be handled as if, like alphanumeric
characters, they were literals. The following techniques are used:

To insert a comment, use the # character at the start of a line or after a
semicolon; all the following characters up to the next new line or semicolon
will be treated as a comment. For example:

# display a message box with ""Program Running"

sso msghox -msg "‘Program Running'

When you put double quotes around a string, spaces and semicolons in the
string are treated as literals. For example:

set X 5; sety 7

sso msgbox -msg 'x is $x; y is $y"

will display a message box showing x is 5; y is 7, a string that includes spaces
and a semicolon. Without double quotes as delimiters, the words between
them would be understood not as forming a single string, but rather as
several arguments with the semicolon regarded as a command terminator.

Double quotes do not prevent variable or command substitution. In the
previous example, $x and $y were replaced by their values.

To include a $ sign or square brackets in a string as is, without variable or
command substitution, put braces around the string. For more information,
see Strings Containing Special Characters However, braces following the
expr command will not prevent the enclosed string from being evaluated.
Braces can also be used, like double quotes, to delimit a string containing
spaces or semicolons.

For example:

sso msgbox -msg {[expr $b*$c]}

displays the message [expr $b*$c] and neither the variables nor the
expression is evaluated.

If a pair of braces is open, a new line that follows the opening brace does not
end a command. For example:

sso msghox -msg {
Welcome to SSO}

is interpreted as a single command.

Backslashes are escape characters. When a backslash is placed in front of an
individual special character, the special character is treated like a regular
alphanumeric character (\$ is treated like the literal $). For example:

sso msghbox -msg string\ with\ \$,\ \\\ and\ space

displays a message that includes a $ sign, a backslash, and spaces: string
with §, \ and space. Without backslashes in front of blank spaces and special
characters, the spaces and special characters would not be considered as
elements of a single string.
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A backslash also serves as a continuation mark. When a backslash (\) is used
at the end of a line of code it indicates that the command continues on the
following line. No spaces are allowed after a backslash if it is intended as a
continuation mark. This allows you to use a new line without ending a
command. For example:

Sso msgbox -msg \
"Welcome to SSO"

The two lines above are understood as being one single command.

Note: Because Tcl uses the backslash as an escape character, it cannot handle
pathnames written in DOS style (that is, with single backslash separators).
However, pathnames with single backlash separators within braces are valid,
as are pathnames with double backslash separators:

""C:\Notes\notes.exe" is an invalid pathname in Tcl.

{C:\Notes\notes.exe} is valid.

""C:\\Notes\\notes.exe" is valid.

When you use quotation marks, backslashes, and braces, to combine words
and symbols into a single string, the string is handled as a single value. For
example:

set a "two \

words"'
sso msgbox -msg $a

will display two words in a message box.
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Operators and Their Precedence

Tcl uses the operators listed in the following table, which are similar to those in
C. The numbers indicate precedence, with 1 indicating the highest precedence.

Precedence Operator Description
1 - Negation, for example -x is x times -1
1 ! Not, for example if x is 0 then !x is 1
1 ~ Bitwise complement
2 * Multiplication
2 / Division
2 % Remainder or modulo, for example 17%5 is 2
3 + Addition
3 - Subtraction
4 << Bitwise left shift
4 >> Bitwise right shift
5 < Less than, for use in Boolean expressions
5 > Greater than, for use in Boolean expressions
5 <= Less than or equal to, for use in Boolean
expressions
5 >= Greater than or equal to, for use in Boolean
expressions

6 == Equals, for use in Boolean expressions
6 1= Does not equal, for use in Boolean expressions
7 & Bitwise AND
8 A Bitwise exclusive OR
9 | Bitwise inclusive OR

10 && Logical AND

11 | ] Logical OR

12 ?and: If nonzero then and else; for example:

a?b:c

means if a is nonzero then b, otherwise c.
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Expressions

Tcl expressions can serve as arguments for the expr command and for other
commands. They resemble expressions that C uses, particularly those for C
integers and double (float) values. However, Tcl includes extra support for string
operations.

As previously stated, command substitution and variable substitution can occur
within expressions.

The following commands include some examples of expressions:

Commands Results Notes

setbb 5 The variable b receives the value 5.

expr $b*4 - 3 17 The expression $b*4, which is 5*4, is
evaluated, then 3 is subtracted from that
result.

expr $b <=2 0 First $b is evaluated and then the Boolean

expression, which is 5<=2, is evaluated. Since
the Boolean expression is false, the result
returned is 0.

set a Bill Bill You can perform relational operations on text
strings, according to their ASCII values. Note

expr {$a < 0 .

" " that you must use curly braces in the second

Anne } : " "

expression so that $a <"Anne" is understood
to be a single string.

expr 6 * cos(2*$b)  -5.03443 You can use various other common

expr {$b * [fac 4]} 120 mathematical functions.

You should make liberal use of parentheses for clarity. For example, the second
example above can and should be written:

expr ($b*4) - 3
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Conditional Control Structures

if [elseif, else]

Syntax

Control structures in Tcl are implemented as commands, not as special
configurations of syntax. Tcl control structures may look like C, but syntactically
they are just Tcl commands taking Tcl scripts as arguments.

Tcl uses the if command and the switch command to control conditional
branching. These commands are described in the following pages.

The basic if command takes a Boolean expression and a script (one or more
commands) as arguments. If the condition is true (if the Boolean expression is
non-zero), the script is executed.

iT BooleanExpression script

The if command can be followed by one or more elseif clauses. Each elseif clause
consists of the word elseif, a Boolean expression, and a script. If the original
condition is not true, then the script following the first true elseif clause is
executed.

if BooleanExpression script\

elseif BooleanExpression script \
elseif BooleanExpression script ...

You can use an else clause to close an if command. The else clause consists of the
word else and a script. If neither the if condition nor any of the elseif clauses (if
present) is true, then the else script is executed.
if BooleanExpression script\

elseif BooleanExpression script \

elseif BooleanExpression script \
else BooleanExpression script

The if command, regardless of the number of clauses it contains, remains a single
command and therefore cannot contain any command terminators (semicolons
or new lines). In order to type an if command on several lines (for the sake of
readability), preface each new line with a backslash or enclose the new line in
braces.

It is good practice to use braces around the expressions and scripts. However, do
not begin a line with a left brace, because this indicates the start of a new
command. When a string appears as an if argument, it must be placed in
quotation marks.
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Example

switch

Syntax

This example shows a script using if, elseif, and else to display different
messages according to the value of an error variable ( SSOERR) which is
expected to be between 0 and 100:

set save_ssoerr $_SSOERR
if { $save_ssoerr == 100 } {
sso msgbox -msg '‘Fatal Error!"
exit
} elseif { $save_ssoerr > 0 && $save _ssoerr < 100 } {
sso msgbox -msg “"Problem encountered™
exit
} elseif { $save_ssoerr == 0 } {
sso msgbox -msg ""Successful completion™

} else {
sso msgbox -msg ""Unexpected SSOERR value:$ SSOERR'
exit

3

The style of this example makes use of the manner in which the Tcl interpreter
parses commands. As previously noted, new lines are command terminators, but
not when they are in a group delimited by braces. Placing an opening curly brace
at the end of a line takes advantage of this property to extend the if command
over multiple lines.

The switch command, like the case command in some languages, is a compact
way of expressing an if that has many elseif clauses. The switch command
executes one of a number of scripts (consisting of one or more commands)
according to the value of a variable.

The command’s first argument is a variable value to be matched. Following this
argument are any number of compound arguments. Each compound argument
consists of a value or pattern plus a script.

When the script is run, the value or pattern of each compound argument is
compared with the value of the first argument of the switch command. When a
match is found, the script of that compound argument is executed and the
script’s return value is then returned by the switch command.

A default compound argument can be placed after all the other compound
arguments. This consists of the value default and a script. If no match is found
with any of the previous arguments, then the default script is executed.

Scripts are easier to understand if you enclose individual compound arguments
and the whole set of compound arguments in braces.
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Example

This example also evaluates error values, but uses switch instead of if:

set save _ssoerr $ SSOERR
switch $save_ssoerr {
100 {
sso msghox -msg "'Fatal error!"*
exit
3
80 {
sso msghox -msg "Invalid parameter encountered”
exit
3
20 {
sso msghox -msg "'Missing argument’
exit
3
0{

sso msghox -msg "‘Successful completion™

T
default {
sso msgbox -msg ‘‘Unexpected SSOERR value: $_SSOERR™
exit
s
3

Note: The switch command uses glob-style matching as default but can accept -
exact or -glob itself as an optional argument. For more information on glob-style
matching, see Specifying Windows in the chapter “eTrust SSO Extensions.”
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Loop Control Structures

Like conditions, loops in Tcl are implemented as commands, not as special
configurations of syntax. Like many other languages, Tcl initiates and controls
looping with for, while, and incr (increment) commands.

for

Syntax

The for command initiates zero or more iterations of a loop. It takes four
arguments: an initialization command or script, a looping criterion, a
reinitialization script to be run at the end of each iteration, and a
command/ script that runs each time the loop iterates.

Initialization
Y
Criterion -
evaluate non- No Continue
zero?
Yes

Run loop and
reinitialization

]
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Example

The following example displays a message box with the text “testing...1...2...3...”:
set txt "‘testing..."
for {set i 1} {$i <= 3} {incr i 1} {
append txt " $i..."
sso msgbox -msg “'$txt'
3

where:

{set i1} initializes the loop counter.

{$i <=3} is the looping criterion.

{incr i 1} increments the loop counter.

append is a Tcl command that takes a variable name as its first argument and

concatenates its remaining arguments onto the current value of the named
variable.

while

Syntax

The while command repeats a specified script as long as a specified expression
remains non-zero. As arguments, it takes the expression and the script. The
command checks the control expression before each execution of the script.

Example

The following example will display an input box continuously until the user
enters a non-empty value in the input field:
set user_name "'

while { $user_name == """ } {
set user_name [sso inputbox \n-prompt "What is your name?'"]
}

sso msgbox -msg ‘‘Hello, $user_name™
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incr

Syntax

Examples

Procedures

proc

Syntax

The incr command is used with for and while to update loop counters. It takes
two arguments: the first is a variable; the second is an increment value. The
increment can be negative. If you omit the second argument, a positive value of 1
is used to increment the variable.

= To increment the variable counter by 1:
incr counter
= To decrement the variable remainder by 2:

incr remainder -2

Procedures in Tcl are defined by using the proc command. Once defined, a
procedure is invoked by name exactly like any built-in Tcl command.

The proc command defines a procedure. It takes three arguments:
ms  The procedure’s name

= Alist of the procedure’s arguments, or an empty string (") if the procedure
takes no arguments

= A script for the operations the procedure carries out.

For example:

proc display_error { {errmsg "Error occurred!"} } {
sso msgbox -icon error -msg ‘‘$errmsg"

}

creates a procedure named display_error that receives a variable named errmsg as
an argument and displays it in a window. An example of a command that
invokes the new procedure:

display_error “"Invalid characters were entered”
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Procedure Arguments

Number of
Arguments

Default Argument
Value

Procedure arguments can be inserted whenever a procedure is run in a script. In
addition, you can give procedures default arguments when the procedure is
defined, and these same default arguments will be used whenever the script calls
the procedure.

A procedure can have any number of arguments. Following is an example of a
procedure that has three arguments:
proc display_sum {a b c} {

set sum [expr $a+$b+$c]

sso msgbox -msg “"$a+$b+Sc=$sum
3

A procedure may have no arguments at all:

proc end_script {3 {
sso msgbox -msg ""Thank you for using eTrust SSO"
exit

}

When you specify an argument to the proc command, you can also specify a
default value by including the default value immediately after the argument
variable. The default value will be assigned if no value is specified for the
argument when the procedure is invoked.

For example:

proc display_error {errmsg "Error occurred!"} {
sso msgbox -icon error -msg ‘‘$errmsg"
3

If the procedure display_error is invoked without arguments:

display_error

then the message “Error occurred!” is displayed. If an argument is specified:

display_error "Invalid characters were entered"

then the argument declared is displayed as the error message; in this case
“Invalid characters were entered”.

If a procedure has more than one argument and you want to specify default
values for some or all of the arguments, enclose each argument-value pair in
braces. Always list any arguments that have defaults after any arguments that do
not.
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Indeterminate
Number of
Arguments

return

When you call a procedure, you have to declare the values of all the arguments
without defaults in the order in which they appear in the proc command. For
example:

proc display_error {errmsg {severity error} } {

sso msghbox —icon $severity -msg "'$errmsg"

}

display_error stop

In the previous example, the first argument (errmsg) has no default value and
the second argument (severity) has a default value.

Tip: It pays to carefully examine the use of multiple defaults in a procedure.

A Tcl interpreter activates defaults according to the position of their arguments
as given in the procedure definition. Therefore, when an argument is defaulted,
there is no way to give a value to any of the arguments that follow it in the
argument list.

You can tell the proc command that a procedure should accept an
indeterminate number of arguments. For information about this capability, see
Procedures with an Indeterminate Number of Arguments in the appendix
“Advanced Tcl Language.”

To return a value from a procedure, use the refurn command. Note that, as in
other languages, the return command terminates the procedure execution and
returns control to the procedure caller. For example:
proc subl {x} {

set x_minus_1 [expr $x-1]

return $x_minus_1

}

You can invoke the above procedure like this:

set msg_len 80
set msg_len [subl $msg_len]
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global

In general, a procedure recognizes no variables from outside itself. Arguments
are one exception. Some other exceptions can involve the use of the global
command and the uplevel command.

The arguments of the global command are the names of variables from outside
the procedure. For example:

global _LOGINNAME _PASSWORD

Once you have used the global command, those variables are understood to be
the variables declared in the script outside the procedure.

Other than arguments, all the variables of a procedure are valueless each time
the procedure starts executing. If you need to retain a value between executions
of the procedure (the way a static variable retains its value in C), you can use a
uniquely named global variable and use the global command early in the
procedure.

For information on the uplevel command see Advanced Tcl Commands in the
appendix “Advanced Tcl Language.”
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String Manipulations

Tcl provides several commands that manipulate, examine, and modify strings.
This section describes the string command. Advanced commands are described
in the appendix “Advanced Tcl Language.”

string

Syntax

The string command is a family of operations, all beginning with the word string
followed by a command modifier. Several of them refer to the position-numbers
of characters in a string, with the first position in the string being number 0.

Command Modifier  Description

compare string compare stringl string2
Will return:
»  -1if stringl < string2
= 0if stringl == string2
»  1if stringl > string2

match string match glob-pattern string2
Will return:

= 1if there is a glob-style match between glob-
pattern and string?2.

s 0 if there is not.

For more information on glob-style matching see
Special Syntax Conventions in the chapter “eTrust
SSO Extensions.”

first string first stringl string2
Will return:

= The position-number where the first occurrence
of stringl starts in string?2.

= If stringl does not appear in string2, then string
first returns -1.
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Command Modifier  Description

last string last stringl string2
Will return:

»  The position-number where the last occurrence of
string1 starts in string?2.

= If string] does not appear in string2, then string
last returns -1.

index string index stringl position

Will return the character from string1 that
corresponds to the specified position number.

range string range stringl positionl position2

Will return the characters from string1 that start at
position number position] and end at position
number position2. To return characters up to the end
of the string, specify end for position2.

tolower string tolower stringl

Will return string1 converted to all-lowercase

characters.

toupper string toupper stringl
Will return stringl converted to all-uppercase
characters.

trimleft string trimleft stringl [string2]

Will return:

» stringl stripped of specified leading characters
given by string?2.

= If you do not use string2, string trimleft strips
away leading spaces.

trimright string trimright stringl [string2]
Will return:

= string]l stripped of specified trailing characters
given by string?2.

= If you do not use string?, string trimright strips
away trailing spaces.
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Tcl Utility Commands

cd

pwd

You can use Tcl’s cd and pwd commands to control DOS and Windows
directories.

The c¢d command changes the client’s working directory. For example:
cd “c:\\my_dir"

will change the working directory to my_dir. This command can be used to find
the right .dll file for a Windows program such as a 3270 emulation.

The pwd command returns the working directory. For example:
set cur_dir [pwd]
sso msgbox -msg “‘$cur_dir"

displays a message box with the current directory name.

Note: The SSO extension selecttree allows you to select directories and files in
Windows 98SE Windows NT 4.0/2000/XP/2003 using Explorer. See the section
Windows Extensions in the chapter “Learning About eTrust SSO Extensions.”
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Tcl Syntax Summary

These rules and examples review the main concepts of Tcl syntax:

A command is a sequence of words, with words separated by spaces or tabs.
It begins with a command word and may be followed by one or more
arguments.

A script is a sequence of commands, with new lines or semicolons separating
the commands.

$var1 represents the value of the variable named var1.
[command1] represents the result of the command command]1.
commandl a b means command] receives two arguments: a4 and b.
commandl "a b" means command] takes one single argument: a b.

setal
setb 2
commandl "$a $b"

means command] takes a single argument: 1 2.
"string1" means string1 regardless of blanks, tabs, and semicolons.
{string1} means string1 literally, regardless of all special characters.

\ means that the character following the backslash is to be taken literally,
even if it is a special character.

# means that the following characters up to the next new line or semicolon
are a comment.
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Chapter

3 Learning About Extensions

The previous chapters introduced the basic concepts of eTrust Single Sign-On
(eTrust SSO) scripts and the features of Tcl that are used in eTrust SSO scripting.

In this chapter, you will learn about the eTrust SSO extensions themselves, the
different types of extensions and how they are used. These types include:

= General extensions

= Windows extensions

s Network extensions

= Browser extensions

= Login extensions

s HLLAPI extensions

This chapter does not provide a complete technical description of each extension
because this is explained in the chapter “eTrust SSO Extensions.” Rather, this

chapter provides general information about the syntax, function, and use of
eTrust SSO extensions.

The eTrust SSO Extensions

eTrust SSO extensions are classified according to the type of operations they
perform and the elements they manipulate. They all have similar formats and
use arguments in the same way.

WARNING! In some of the examples in this book, pathnames have been split over two
lines in order to fit the page. Pathnames in actual scripts should be written on one line
and not divided.
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Format and Arguments

Completion Code

As already mentioned, all the SSO extension commands begin with the word sso,
and have the following general syntax:

sso extension-name [extension-arguments]

SSO extension arguments are all expressed in the -key keyValue format (except

for a few exceptions that will be documented). These arguments, which can be

either mandatory or optional, can appear in any order, as long as the key value
follows after the key and before the key of the next argument.

The argument key is written as a single word preceded by a hyphen. The key
value is a Tcl string. If necessary, the key value itself can begin with a hyphen
(although this should be avoided for the sake of good form and readability).
Following are examples of valid arguments:

-sync y

-offsx 30

-msg “‘Fatal error!"

-password $_PASSWORD
-labelglob ""*Notes*"*

The -target key, used in window extensions to designate multiple targets, takes a
two-part -key keyValue argument as its key value:

-target "-title New"

Most SSO extensions return a completion code to signify the status of the action.
A completion code value of zero indicates that the extension performed its
intended task. Other code values, which are positive values, indicate failure and
identify problems.

The completion code is returned in the variable _SSOERR. Normally, the return
of a non-zero completion code will stop the script execution, unless you are
working in resume mode or msg mode.

In resume mode, when the SSO extension fails, eTrust SSO sets _SSOERR to a
non-zero value and resumes execution of the script. In msg mode, eTrust SSO
displays an error message box, sets the _SSOERR variable to a non-zero value,
and resumes execution of the script. For more information, see the chapter
“Writing eTrust SSO Scripts.”

SSO extension completion codes are listed in the appendix “Completion Codes.”

Note: The _SSOERR variable is set by all eTrust SSO extensions except the
msgbox and sleep extensions.
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Return Value

Most SSO extensions have a return value, which is the result of the extension’s
execution. For example, the return value might be the title of a window or the ID
of a button selected by the user. However, not all return values are needed for
practical scripting.

Note the difference between the return value and the completion code. The
return value returns the result of the Tcl command and is produced by most Tcl
commands, whether basic Tcl or SSO extended. The completion code, which is
unique to SSO extensions, tells you whether the SSO extension succeeded or
failed in performing its task and is returned within the _SSOERR variable.

The following example demonstrates this difference:

set _ERRORMODE resume
set userid [sso inputbox -prompt "Enter your User ID']

if { $ SSOERR 1= 0 K
Sso msghox -msg ""The inputbox extension failed with \
a completion code of $ SSOERR™
exit
}else {

sso msghox -msg ""The inputbox extension succeeded. \
Its return value was $userid"

}

Not all values returned by Tcl commands are relevant to SSO scripts. When the
return value of an extension is not specified in the extension’s description, you
should not refer to it. For more information see the chapter “eTrust SSO
Extensions.”
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Extension Types

There are six categories of SSO extensions:

General extensions —Used to perform general operations, most of which are
environment-independent.

Windows extensions — Used to access and manipulate visual elements in the
Microsoft Windows environment.

Network extensions — Used to issue commands to the network service
providers, including Windows NT and Novell NetWare servers.

html_ (browser) extensions — Used to provide support for Microsoft’s
Internet Explorer 4.x. Because Internet Explorer 4.x uses elements that are not
Windows-standard, scripts for logging into applications via this browser
must use html_ extensions.

Login extensions — Used to get login services from the Policy Server.

hll_ extensions — Used to provide specialized support for HLLAPI
emulations for mainframes and AS/400’s in situations where general and
Windows extensions do not provide all the functions SSO needs to automate
login. The hll_ extensions are documented in the appendix “Specialized
HLLAPI Extensions.”

The following sections describe each category in detail.
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General Extensions

There are two types of general extensions: interactive extensions and control
extensions. The following sections describe both types.

Interactive Extensions

msgbox

Through the interactive extensions, SSO enables a script to communicate with the
end user. The communication is established by displaying messages, asking
questions, requesting input, and accepting the user’s responses.

By using interactive extensions, the script writer can specify message boxes and
dialog boxes that will be displayed on the user's workstation. These extensions
control the following elements of message and dialog boxes:

n  Title (caption of a message or dialog box)
= Text message

= Text box (input field for the user to enter text in; also referred to as an edit
box)

m  Labels (captions for text boxes)
»  Command buttons (for user response)

Note: The italicized terms above are Microsoft terminology for Windows
elements.

The msgbox extension is used to display a message box (a window containing a
message) for either of two purposes: to pass an instruction or notice to the user,
or to ask the user a question that can be answered with a standard answer by
means of a command button. Available sets of command buttons are OK, Yes-No-
Cancel, and Abort-Retry-Ignore.

The msgbox arguments include:

= The message box title, as explained above

= The message box text

= Message severity icon (informational, warning, error, or no specification)

= Command button sets at the bottom of the message box

You can choose between several sets of buttons; the default set is an OK
button. You can examine the return value of msgbox to determine which
button was selected (pushed) by the user.
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Here is an example of a msgbox command with its arguments:

set user_response \
[sso msgbox -icon error -buttons yesnocancel \
-title "Error in Login Process" \
-msg ""Do you want to continue despite the error?'"]

This will produce the following message box:

Emor in Login Process |

Q Do you want b continwe dezpite the emrar?
Mo | Ear‘u:ell

A script will usually follow a msgbox command like this one with a Tcl
branching command that uses the user’s response. For example:

switch $user_response {
yes {
# continue execution
3
no {
# stop execution
exit

cancel {
# repeat the last operation

3

default {
sso msgbox -msg "‘Unexpected error'
exit

}
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askyesno

statusbox

inputbox

The askyesno extension is a simplified variant of the msgbox extension. It
provides only one set of buttons (Yes-No) and does not support the severity icon
option argument.

Here is an example of the askyesno extension and an associated Tcl branching
command:

set selection [sso askyesno -prompt '‘Change password?']

switch $selection {

yes {
# change password

3
no {
# do not change password

}

default {
sso msgbox -msg ‘‘Unexpected error®
exit

}

The statusbox extension is another variant of the msgbox extension. It displays a
box with text. Unlike the msgbox extension, which suspends script execution
until the user presses the OK button, the script continues to execute while the
statusbox extension displays a message.

The inputbox extension is used to get the user to input a textual or numerical
response in a text box. The extension returns the user’s response in a return
value. You can put a default answer in the input field. It is also possible to
specify that the user type in only numeric text.

Here is a simple example of an inputbox extension that shows a dialog box with
a text box and a text box label and assigns the user’s response to the variable
answer:

set answer [sso inputbox -prompt ""Please enter your name'’]
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pwdbox

The pwdbox extension is very similar to the inputbox extension. The main
difference between them is that when the user types data in the input field of the
pwdbox extension, the written text is not displayed as it is typed in, but asterisks
appear instead of the typed characters. This allows the user to enter a password
without having the password appear on the screen.

You should use the -retype y | n option to duplicate the input field so that the
user has to verify the input, especially when you want the user to type in a new
password and you have to prevent a typing error. Here is an example of a
pwdbox command and the dialog box it displays:

sso pwdbox -retype y

Enter Paszsword |

Passward: |

Werify Pazsword: |

k. Cancel

Control Extensions

These extensions invoke programs and suspend script operations.

run

The run extension invokes a program. The run extension with the -getpid y option
makes the program the current program by assigning an identifier for the program
to the variable _PID. Other extensions often need to identify the current program
in order to carry out their operations.

If we use the -mainwin y option with the "sso run" extension, the extension will
search for the main window opened by the program being run. If found, the
window will be made "current" to start receiving user input. The extension
variables such as _WINDOW, _'WIN_TITLE, _WIN_INFO will be updated to
match this new "current" window.

Here is a simple example of the run extension that invokes telnet:

Sso run -path "telnet"

3-8 eTrust SSO Tcl Scripting Reference Guide



General Extensions

The above example assumes that the telnet program is in the search order for
programs (PATH). However, if this were not so, you could specify the full path
for the program. For example:

sso run -path "C:\\winnt\\system32\\telnet.exe"

Note: As explained in the chapter “Basic Tcl Language,” Tcl does not accept
pathnames with single backslash separators. eTrust SSO scripts running under
Windows will generally accept POSIX style pathname (forward slash separators)
except in DOS boxes, so the following format can be used in most cases:

"drivename:/directory/directory/... /filename"

The -args option specifies arguments for the executed program and the -dir
option specifies the working directory for program execution.

For example, you could start telnet and also give the program initial arguments:

sso run -dir "C:/unix/work"™ -args "‘unixl' -path "telnet"

The -oneinstance y switch is used to indicate that a new instance of the program
should not be started up if an instance is already running in the system.

For example, to run telnet only if no telnet session is already running, use:

SSO run -oneinstance y -path "telnet"

If we want to open a session of Notepad, and want to avoid confusion with other
existing Notepad sessions, we can use the -mainwin y option.

For example:

Instead of launching program:
Sso run -path Notepad

Then find window (this might fail if more than one window is found)
sso window -title “"Untitled - Notepad"

And simulate a user typing action
sSso type -text “'sample text type into the Notepad window'

We can do it in a simpler and more robust way:

Launch program with -mainwin y
sso run -path Notepad -mainwin y

Simulate a user typing action
sso type -text “‘sample text to type into the Notepad window'
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sleep

The sleep extension is used to suspend script execution for a specified amount of
time. The sleep extension is useful when you want execution of the script to wait
for some external event to happen, but you cannot, or do not want to, use the
SSO timeout mechanism. The amount of time you want can be specified either in
seconds (default) or in milliseconds.

All the examples below suspend script execution for 5 seconds:

sso sleep -time 5

sso sleep -time 5s

sso sleep -time 5000ms
sso sleep -time 5000msec

Windows Extensions

The eTrust SSO Windows extensions enable the script to control the visual
elements of the Microsoft Windows environment. Among their various
functions, they allow eTrust SSO to select a specific window, to type text, to push
buttons, and to obtain the contents of designated fields. There are three groups of
Windows extensions: those that operate at the level of windows, those that
operate on fields, and those that operate at the level of text.

Window-Level Extensions

For purposes of eTrust SSO scripting, it is important to differentiate between two
classes of windows on the desktop: top-level windows and subwindows.
Top-level windows include:

= Windows that contain icons. These windows are referred to in Microsoft
documentation as “open windows”

= Application windows, which may themselves contain other windows (see
subwindows below)

= Message boxes, dialog boxes, and property sheets

Subwindows are generally windows created by an application and are referred
to by Microsoft as “document windows.”

Some of the Windows extensions operate only on top-level windows and some
only on subwindows.
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Specifying Windows

Some Windows extensions require you to specify the window that the extension
will work on. SSO searches for this window from among all the top-level
windows (as opposed to the subwindows) that currently exist. If the specified
search criteria are matched by more than one window, SSO chooses the window
that was created by the current program (the program that was executed by the
last run extension), if such a program is active. If SSO fails to find the specified
window, or if it fails to choose a window among all the matching ones, SSO
returns an error value.

You can specify the search criteria for windows in several ways:

= The simplest way is to specify all or part of the text that appears as the title
(the caption of the title bar) of the required window. For example, to search
for the following window:

B Control Panel =] E3
File Edit “iew Help
S i =

BE?DCDED( Add/Fem.. Console  Date/Time
Frograms

= B 4 4

Devices Display  Find Fast Fonts

31 ohject(s)

A

you could use either of the following commands:

sso window -title "Control Panel™
sso window -title "Control"

However, even if your caption specification is exact, ambiguity problems can
still occur. In the above example, you received the Control Panel window.
However, if there had been another open window with the title “Control
Panel Help,” you might have received that window. Using the -titlexact
switch prevents ambiguity by indicating that the specified caption is the
exact title of a window, rather than only the first part of the window’s title.
This is advisable when there is a possibility that the title you are searching
for is also a partial title of another window. Using the above example, you
would type the following to avoid any ambiguity:

sso window -titlexact "Control Panel"
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The Target Window

A more inclusive way of specifying the window that you want is to provide
a pattern of the title text to be found. This pattern is composed in a standard
format, called globbing, and is indicated by the -titleglob option. This is useful
when you do not know exactly how the caption will appear, as happens
when the title is a dynamic string of text that is built of variable data.

Note: What is written in the title may be different if the application is started
in different ways.

The following are a few globbing examples, which match the Control Panel
window:

sso window -titleglob "‘Cont*"

sso window -titleglob *‘Cont??? Panel"

sso window -titleglob ""Cont??? P*"

sso window -titleglob {[ABCDEFGH]ontrol Panel}

sso window -titleglob {[A-H]ontrol Panel}

For a detailed description of the globbing expressions format, see the chapter
“eTrust SSO Extensions.”

Another way of specifying the window you want is to provide the class of
the window along with the window’s title (the title can be plain text or a
pattern). The window class can be either a Windows pre-defined class, such
as DialogBox, or an application-specific class. This notation is useful when
there are two or more windows with identical captions.

If you do not know the class of the specific window, you can determine it by
using an appropriate utility, such as Spy (which is bundled with Microsoft
Visual C++). Here is an example using a window class criterion:

sso window -class CabinetWClass

Many extensions do not specify the window in which they function, but rather
operate within the target window, which has already been designated by the
action of a previous extension.

Field-level extensions (see Field-Level Extensions later in this chapter) work in a
target window. For example, sso click -label OK will look for the OK command
button inside the target window, and then push it.

The target window may be one of the following:
The current window — This is the window that was found by the most recent

window or subwindow extension. The variable  WINDOW holds its window
handle.
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window

The active window — This is the window that is presently on the screen and
operating. A window can be activated by a window extension. An example of an
active window that is not a current window is a login dialog box displayed by a
program.

Which of the two above windows will be the target window depends on the
setting of the _"TARGET_WIN variable, which can be current or active.

When a script begins executing, the target window is the active window (the
default value of the _"TARGET_WIN variable is active). In many cases, you do
not need to change the target window. There are cases, however, when you want
the script to control the choice of the target window. If there is a possibility that
an unexpected window could open and become the active window, then you
should set _"TARGET_WIN to current and use the window extension to set the
current window. For example, to make sure that the target window will be the
Control Panel window:

set _TARGET_WIN current
sso window -title “'Control Panel™

The window extension can be used for several different functions:

= To set the current window, as explained above. For example:

set _TARGET_WIN current
sso window -title “Network Neighborhood"

Makes “Network Neighborhood” the current window.

= To focus on a window (to make it the active window, as explained above).
This is a default action of window. For example, to make the My Computer
window the active window:

sso window -title "My Computer"

Note: The window extension makes the designated window both the active
window and the current window. To run window without making the
designated window the active window use the -waitfocus 0 option. For
example:

sso window -waitfocus O -title "My Computer

makes the “My Computer” window the current window without making it
the active window.

= To suspend script execution either until a specific window appears or until
one of several specified windows appears. The return value will indicate
which specified window actually appeared. For example:
set appeared_window [sso window \

-target {-title "Network Neighborhood"} \
-target {-title "My Computer'}]
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subwindow

If none of the specified windows appears before the timeout value is
reached, an error value is returned.

To set a window’s size, using the -size min, max, open or same options. For
example:

sso window -size min -title "Netscape Mail"

The subwindow extension is similar to the window extension, but it searches for a
specified document window among the document windows of the target
window, rather than for a top-level window. The main function of the
subwindow extension is to manipulate a special kind of subwindow, created by
Multiple Document Interface (MDI) applications such as Microsoft Word version
6.0, Microsoft Visual C++, and some 3270 emulations. These special subwindows
look very similar to top-level windows, but cannot be handled by the window
extension.

The subwindow extension, like the window extension, can be used to perform
several functions:

To set the current window, as explained above. For example:

set _TARGET_WIN current
sso window -title "Microsoft Word™
sso subwindow -title ""Documentl™
To wait for a subwindow to appear, or wait for one of several subwindows
to appear. The return value will indicate which specified subwindow
actually appeared. For example:
sso window -title "Microsoft Word™
set subwindow [sso subwindow \

-target "-title Documentl™ \

-target "'-title Document2']
While SSO is waiting for one of the specified subwindows to appear, script
execution is suspended. If none of the specified subwindows appears before
the timeout value is reached, an error value is returned.

By default, subwindow makes a document window the active window. If
you don’t want the specified window to be the active window, use the -
waitfocus 0 option. For example, to make the Doc 2 document window the
current window, but not the active window:

sso subwindow -waitfocus O -title "Doc 2"

To set a document window's size, use -min, -max, and -same -open switches.
For example:

sso subwindow -size min -title "Documentl"
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wintitle

getmsgtext

The standard window-specification format, as explained previously in The
Target Window, is used to specify the document window or windows on which
the subwindow extension will work.

The wintitle extension returns the title (the title bar caption) of the current
window or of the active window. You can use wintitle in the following two
ways.

First, you can use the -window active | current option to get the title of the
current or the active window. For example:
sso window —title "Microsoft Word"

set caption [sso wintitle -window current]
sso msghox —msg $caption

Second, if you do not specify a switch, you will get the title of the target window,
which can be either the current window or the active window, depending on the
setting of the _"TARGET_WIN variable. The following example is equivalent to
the previous one:

set _TARGET_WIN current

sso window —titleglob ""Microsoft W*"

set caption [sso wintitle]
sso msghox —msg $caption

Use the getmsgtext extension to get the message text that appears in a message
box. SSO searches for the specified message box, and retrieves the text from the
one it finds. Use the standard window-specification format, to specify the
message box on which the getmsgtext extension will work.

For the window below:

Wwarning! |

Your pazaward is abouk o expire.

set text [sso getmsgtext -title "Warning!']

will set the text variable to the text string Your password is about to expire.
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screensize

The screensize extension retrieves the dimensions of the display area of the local
workstation and stores them in height and width variables. The script can use
these variables to locate the cursor at the proper insertion point for text entry.

Field-Level Extensions

eTrust SSO defines as a field any element of the following types within a
Windows window, message box, dialog box, or property sheet. These elements
usually belong to a set of types, defined in Microsoft Windows documentation.
The element types that eTrust SSO relates to as fields include:

Edit box (text box)

Combo box

List box

Check box

Command button

Option button (including radio button)

Tab (also called tabbed page in Microsoft documentation)
Tree (used in, for example, Explorer and NT Registry)

Menu
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Following is a sample window with examples of text boxes, check boxes, combo
boxes, list boxes, and command buttons:

W Sample Window
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The window below shows tabs, a list box, a combo box, and command buttons.
Note that the Configuration tab is selected and that the command buttons
Remove and Properties are unavailable (dimmed out).

Network HE3

Configuration | Idetification | Access Control |

The tollowing network comaonents are installed:

Client for Microsof Metworks

Client for Nettare Metworks

B8 3Com EtherLink 1154 {(3C609/3C5190) i 1ISA mode
5 1P SF<-compatible Protocol

- TCR/F

LB F 1 and princar sharing o bicrnsnft Metwnrkes

-------------------- &dd Eemae | EerEI‘TiES |

Frimary MNetwork Logon:
Client fnr bMicrnsnft Matwnros j

File end Prnt Sharing... |

Description

Ok Cancel

SSO field-related extensions allow the script to manipulate all these elements,

performing operations like clicking check boxes, pushing command buttons, and
setting the contents of a text box.
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Menu Bar —

The window below from NT Explorer shows a menu and a tree:

E‘I Exploring - D-AWINNT\Help

Tree

File Edit “ew Toolz Help
|.-i'-.II Folders | Contents of ‘T4
--Q Tle [ = | @ 31users.hip
SR N (85 acc_diz.cnt
l:| Programn Files ace_dis.hip
D TE_'T'F' commaon, hip
=0 Winnt _ compztui.hlp
~{J Config deomenfg.hlp
-7 Cursors 4 b
> -2 Fonts Evappsnip
hypertrm.cht
=t
] Med @hypertrm.hlp
edia . :
[—]l:l Profiles =4 ore.ent
l:] Adrmiriztratar fElean'hlp
l:] adrniniztrator, 000 iy hip
D AllUzers rnrdrey. hip
-] Default User mouze.cht
-2 eligur @mause.hlp
-2 repair mznauth.cht
{1 spstem @msnauth.hlp
- spstem32 mspaint. cht
g ) HinE N

|43 abject(z] [plus 4 hidden]

|'I.'IEMB [Digk free space: 211MB) 2
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Specifying Fields

Specifying fields by
label

All field-related extensions require that you specify the target field that they
should work on. For example, in:

sso click -label OK

the argument OK designates the target field, which is searched for within the
target window.

You can specify the target field either by its label (caption), by its class, or by its
position and class.

Usually you will specify the target field by its label (caption). For some
extensions, (such as check, and click) the label is the text value of the target field
itself.

For some field-level extensions (such as setfield, getfield, and selectitem), the
label you specify is the static text (either prompt or field identifier) that is near
the target field. You can specify the location of the target field relative to the label
by using the option -pos right | left | top | below | self. For example, if the target
window is the Network window, then “Windows Logon” can be selected using
the command:

sso selectitem -control combo -pos below \
-label "Primary Network Logon:' -item “Windows Logon'

Different extensions have different positional defaults. For example, the setfield
extension’s positional default is -right and the selectitem extension’s default is
-below. Therefore, the command below is equivalent to the one above:

sso selectitem -control combo \

-label "Primary Network Logon:" \
—-item "Windows Logon™
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The command searches for the target field within a geometrical range that is
determined by the position of the label. For example, if the switch or default
indicates that the target field is to the right of the label, then the search range will
be on the same horizontal line where the caption was found, with a certain
degree of freedom. You can specify the label of the target field (that is, the search
criterion for the target field) in several ways, similar to the ways you specify a
window’s title.

The simplest way to specify a target field is to provide all or part of the label
of the desired field. For example, if you want to get the contents of the field
captioned “File name:” in the following window:

open
Look in: I% j gl

|| Acraobatd L Iwin3Zapp
| IDCSeries Bl Winnt

| |InetFub

| |Falicies

|_IFrogram Files

| |IRecycler

| 1550 Auth Service

|| Temp

File narme: I*.trt

Files of type: IText Documents *.bd) j

Here are examples of valid ways to do it:

sso getfield -label "File name:"

sso getfield -label "File"

The more exact your label specification is, the fewer ambiguity problems you
will have. You can indicate that the specified label is the exact label (rather
than only its first part) by using the -labelexact option. This is necessary if
there is a possibility that the label you are searching for is also the first part
of another field label in the target window. If, as another example, you want
the “File name:” field, but there is another field with the caption “File name:
choose from the list”, the -labelexact option would be used as follows:

sso getfield -labelexact "Files of name:"
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Specifying Fields by
Class

Specifying Fields by
Position and Class

= Another way to specify the target field’s label is to provide a pattern of the
label text to be found. This pattern is composed in a standard format, called
globbing, and is indicated by a -glob switch. This is useful when you do not
know exactly how the caption will appear, as when the title is a dynamic
string of text that is built of variable data. The following are a few globbing
examples, which all match the File Name field:
sso getfield -labelglob "Fi*"*
sso getfield -labelglob "Fi?? Name:"
sso getfield -labelglob "Fi?? N*"
sso getfield -labelglob "*File"
sso getfield -labelglob {[ABCDEFCH]ile Name:}
sso getfield -labelglob {[A-H]ile Name:}
sso getfield -labelglob {["I-Z]ile Name:}
sso getfield -labelglob {Fil[a-z] Name:}
sso getfield -labelglob {Fil{a-z]*}

For a detailed description of the globbing expressions format, see the chapter
"eTrust SSO Extensions."

The syntax for specifying fields by class is:

-class className

For example, to use the getfield extension to get the contents of an Edit box, use:

sso getfield -class Edit -pos self

Specifying fields by class is effective only when there is only one field of that
class in the target window.

Specifying a field by its label is more convenient and less error prone than
specifying a field by position alone. However, in some situations you are forced
to specify by position. This can be the case with applications that were
developed with Visual Basic. The label (field caption) generated by Visual Basic
is not a separate static field, so you cannot use a label identifier.

The syntax for specifying the position of the target field is

-ord number -class className

where -ord number is the ordinal number of the field among all the fields of the
same class within the target window and -class classname is the type of the field
(actually the class of the element that forms the field).
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The search for fields of a specified class by position is carried out row by row
from the top of the target window to the bottom, and from left to right within
each row. SSO selects the nth field of the specified class that it finds. The index of
the first field is 1. For example:

sso getfield -ord 1 -class Edit -pos self

will retrieve the contents of the first text box in a window.

sso selectitem -ord 2 -class listbox -item "Tiles" -pos self

will select Tiles in the second listbox in the “Display Properties” properties sheet,
and:

sso click -ord 1 -class Button
will push the first command button.

If there are invisible fields in the window, SSO will treat those invisible fields just
like visible fields (that is, include them in a count, access them, and manipulate
them).

If you do not know the class of a specific field or if you suspect there are invisible
fields in the window, you can use an appropriate utility, such as Spy, to identify
all the elements present. (Spy comes bundled with Microsoft Visual C++).

Learning About Extensions 3-23



Windows Extensions

check

click

Use the check extension to check or to clear a check box. For example, for the
following check box, which is unchecked:

[T Beconnect at Logon

the command:

sso check -label *"Reconnect at Logon*
will put a check in the check box and turn the option on.

For a check box that is checked, like the one below:

W Eeconnectat Logon

the command:

sso check -label "Reconnect at Logon'

will clear the check box and turn the option off.

Use the click extension to simulate one or more mouse clicks at a specified field or
location. You can specify the exact position where the mouse pointer should be
located before the click is simulated. This position, which is specified in pixels, is
a relative position, either within a specific field or within the whole target
window.

For example:

sso click -offsx 10 -offsy 20

locates the mouse pointer at coordinates 10,20 (10 on the x axis, 20 on the y axis),
relative to the top-left corner of the target window,

sso click -offsx 10 -offsy 20 -label OK
locates the mouse pointer relative to the top-left corner of the “OK” button.

If you specify a null argument for -offsx or -offsy by using double quotation
marks (“”), the mouse pointer will be located exactly in the middle of the
appropriate axis. For example:

sso click -offsx "' -offsy "™

locates the mouse pointer exactly in the middle of the target field.
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push

The -numeclicks number option controls the number of clicks the extension
performs. To simulate a double click, use -numclicks 2.

Note that a click extension can be used in place of a check extension.

Use the push extension to “push” (click) a command button. For example, if you
want to close the window below:

Map Network Drive x|

Windows can help wou connect o a shared network Folder
and assign a drive letter to the connection so that you can
access the folder using My Computer,

Specify the drive letter For the connection and the Folder
that wou want ko connect: to:

Dirive: IG: j
Folder: I j Browse, ., |

Example: Yiserverishare

[T Reconnect at logon

Connect using a different user name,
Create a sharkouk ko a Web Folder or FTP site,

= Back Finish | Cancel I

you can enter:

sso push -label "Cancel™
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selectitem

Use the selectitem extension to select an item from a list box or from a combo box
(editable drop-down list box).

Here is an example of a list box named Preferences in Netscape Navigator:

Preferences

Appearancel Fonts | Colors I Imagesl Apps  Helpers |Language|

File type Action

application/x-msdownload NAVW3Z
application/z-zip NAVHIZ
application/x-1zh NAVHIZ
application/x-lha NAVHIZ

application/x-lzh-compressed NAVIEZ
application/x-lha-compressed NAVWIZ
application/x-winexe NAVHIZ

- . TR S JUU R | T

File { MIME Type:  Idg

Subtype: Idg
File Extensions: Idg
Action: e Brevaer " Sawve to Disk L

® |aunch the Application:

CAPROGRA™\NETSCAPE, MNAYI

x|

To select the 1dg/1dg item from the File Type list box, enter:

sso selectitem -label "File Type" -item "ldg/ldg"
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selecttab

This is an example of a combo box:

Preferences I

Appearance Fonts |CDIOrS | Images | Apps | Helpersl Languagel

—Fonts and Encodings

Forthe Encoding: g
lUse the Proportional Font.  Times Mew Faoman Choose Font... |
lUse the Fixed Fant; Courier Mew Chonose Font... |

To select the Latinl item from the “For the Encoding” combo box, enter:
sso selectitem -control combo -pos right \
-label "For the Encoding:" -item ''Latinl"

By default, eTrust SSO simulates one mouse click when it selects an item. You
can make it simulate a double-click, or no click at all, using -numclicks 2 or -
numclicks 0 switches.

Use the selecttab extension to select a tab (tabbed page) from a property sheet. For
example, in Preferences in the above illustration, you select the Language tab by:

sso selecttab -tab "‘Language'
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selecttree

Use the selecttree extension to select an object in a tree (for example, in Explorer).
The extension’s -action option allows you to toggle a selection on or off, to
expand a selection (that is, to show the nested folders within the selected folder),
or to collapse a selection (that is, to hide the display of nested folders within a
selection).

For example, the command:

sso selectree -action expand \
"'Desktop/MyComputer/D:/Program Files/Tcl/include"

produces the following result:

=] E3

51 Exploring - D:A\Program Files\T CLAInclude'2<11

File Edt “iew Toolz Help
|.-“-‘-.II Folderz | Contentz of 'D:4%Prograr
F-= The (C) = | [[#] cursarfart b
ER=N Y kepsyrn.h
=-_ Program Files kepsymdef b
- Paint Shop Pro ] h
D P! Katnm.h
{:l Proxima (8] %Funcprata.h
5@ Tel ] ¥l b
<O bin (8] il b
D doc: :
El{:l include
[+]- lib
-0 Windows MT j

8 object(z]

|'IEIEKB [Dizk free space: 2118E] o

Note: The full path must be used as an argument. Path elements must be

separated by a slash (/), not by a backslash (\).
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menu

Use the menu extension to select a menu item from the menu bar.

The menu functionality has now includes the capability to work with AA (Active

Accessibility) floating menu bars.

Setting

Result

-menutype is set to 0

The SSO interpreter will try with GetMenu first, if
that fails, it will try again using AA

-menutype is set to 1

The SSO interpreter will use GetMenu which only
works for non-floating menus.

-menutype is set to 2

The SSO interpreter will use Active Accessibility
APIs which only works floating menus that support

AA.

Example 1: To select Save from the File menu in Notepad (which uses a non-

floating menu), enter:

SSo menu —menutype 1 -item "'File/Save"

[ untitled - Notepad
=18 Edit

Format View

Mew Cirl+h
Cpen... Ctrl+0
Save As...

Page Setup...

Print... Ctrl+P
Exit

Help

I

Example 2: To select Open from the File menu in MS Word 2000 and above

(which uses AA-supported floating menus), enter:

Sso menu —menutype 2 -item "'File/Open”
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File Edit WView Insert Format Tools Table Window Help Acrobat
T O e Cirl+M
"l Open... Ctrl+0
Close
H s=ve Ctrl45
Save As...

Note: If you are not sure whether the application you are referring to uses
floating or non-floating menus you should use the -menutype 0 option.

For floating menus that don’t support AA, such as the recycle bin application,
the only way to select a menu item is by sending appropriate keystrokes to the
target window. For example, in the Recycle Bin window on the View menu,

select List and run these commands:
sso window -title Rec%cle
sso type -text ""%W{DOWN}{DOWN}{DOWN}{DOWN}{DOWN}{DOWN}{ENTER}"

Command Result

%V Presses Alt-V which selects the View menu.

{DOWN}[x6] Presses the Down key six times to go to the List menu item.
Please use the menu's hot-key whenever you can.

The number of times you need to list the down command is
dependant on the operating system. For example you should use
five “Downs” for Windows 2000 recycle bin application, and six
“Downs” for Windows XP recycle bin application.

{ENTER} Activates the List menu item
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getbtnstate

Use the getbtnstate extension to check the selection status of an option button. For
example, in the following property sheet:

Policies Properties HE

General Sharing |Securit}s|

—{" Shared As:

Share Mame: IF"DIil::ies

[Cafritent: I

== I i

= hamimum Al owed

£ Al I 3: ==

[EermissiEns. .. |

CIE Cancel Applhy

if the following commands are run:

set not_shared [sso getbtnstate -label "Not Shared']
set shared_as [sso getbtnstate -label "Shared As']
set max_allowed [sso getbtnstate -label *Maximum Allowed ]

then the not_shared variable will be set to 1, the shared_as variable will be 0, and
the max_allowed variable will be empty string.

The getbtnstate extension should be used when you want an option button to be
in a specific state, but you are not sure of its current state. If you click the button,
you might switch it to the unwanted state. In this case, you can check the current
state of the button, and act accordingly.
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setfield

getfield

For example:

set not_shared [sso getbtnstate -label "Not Shared']
if { $not_shared == 0 } {

sso click -label ""Not Shared"
3

Use the setfield extension to set the content of a text field. For example, if the
following dialog box is the active window:

Terminal Preferences |
— Terminal Options —— Ernulation
[T Local Echo  YT-52
™ Blinking Cursor & T-100/ANS] Cancel

¥ Block Cursar
[ %1100 Arrows

Help
Eonts...

Buffer Size: |25 Backgraound Caolar...

you can set the buffer size to 30 by using the following command:

sso setfield -label ""Buffer Size" -value 30

The getfield extension retrieves the contents of a field, generally the contents of a
text field. For example, if the window shown above is the target window, you
can use the following command to retrieve the buffer size and assign it to the
buff_size variable:

set buff_size [sso getfield -label "Buffer Size']

You could get the same result by specifying the target by class:

set button_caption [sso getfield -class Edit -pos self]

The extension can also get the contents of other fields, such as button.
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Text-Level Extensions

waittext

The waittext extension looks for text, rather than a field. The extension monitors
the application that owns the target window (called the target application for the
purposes of eTrust SSO), and waits for a text string that the application writes to
the target window.

Usually, the waittext extension is used with text-based applications, like telnet,
3270 emulations, and 5250 emulations. (It also works with DOS applications in a
DOS box, but not when the application is full screen.) A typical SSO script to log
into a telnet emulation looks like this:

SSO run -args ‘‘unixl' -path *"‘telnet"

sso window -title "Telnet"”

sso waittext -text "login:"’

sso type -text "'$_LOGINNAME{enter}"

sso walttext -text ""Password:"
sso type -text "'$ PASSWORD{enter}"

In this example, immediately after the run extension runs, a telnet window
similar to this appears:

=% Telnet - {(None) M= E3

Connect Edit Terminal Help

| -

Then the waittext extension runs and script execution waits until the Login: text
appears, or until the timeout value is reached.
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If there are no problems, then at the end of the script, just before the telnet
session is actually opened, the telnet window looks like this:

MTelnet - unixl M B3
Caonnect Edit Terminal Help

UNIX(r) System U Release 4.0 (unixl)

login: user]
Password: |J

K1 AW

The waittext extension can accept arguments for more than one text string. The
wait period will end when any of the texts appears, or when the timeout period
ends. The return value will indicate which of the specified texts actually
appeared.

For example:

set appeared_text [sso waittext \
—text "textl" -text "text2']

While SSO is waiting for one of the specified texts to appear, the script execution
is suspended. If none of the specified texts has appeared when the timeout value
is reached, an error condition is returned.
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Simulating Operator Keystrokes

type

You can input everything that a user can enter from the keyboard using the type
extension in a script.

The type extension simulates a sequence of keyboard keystrokes, either
alphanumeric characters or special characters. For example, if you want to type
the value “abc” in a text field, and then hit the Enter key, you type:

sso type -text ""abc{enter}"

Special character representations, like {enter} for the Enter special character, are
called special character mnemonics. You can find a complete list of them in the
appendix “Special Character Mnemonics.”

To simulate a keystroke of an alternate value of a specific key, you can use
special notations: “+” for the Shift key, “*” for the Ctrl key, and “%” for the Alt
key. For example, to simulate the keystroke sequence Ctrl+S (which is usually a
shortcut for the “save” command), you type:

SSO type -text "/s"

You can simulate repeating alphanumeric or special keystrokes a given number
of times. For example, to simulate the keystroke sequence “Tab Tab Tab 10000”

you type:
sso type -text "{tab 3}1{0 4}"

In order to indicate that a specified string should be typed as is, without
interpretation of curly braces and special character representations, use the
-literal y (y for yes) option. For example, the following command will type the
string “{tab 3}1{0 4}”, rather than trying to interpret and convert the string to the
“Tab Tab Tab 10000” sequence:

sso type -literal y -text "{tab 3}1{0 4}"
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In most instances, the Microsoft Windows user interface enables the use of
keyboard procedures in place of direct (mouse driven) manipulation of desktop
elements. As a result, most of the tasks that are carried out using windows-level
and text-level extensions can also be done using the type extension. For example,
suppose you want to select the Include cursor check box in the following

window:
Capture Setup |
—LCapture—————— —Activate capture uzing— — Optiohs
A € mohtmousecick | | T [icheciasa
{-. .
Full screen & Hot key Multiple captures
= Client area —
-
& whindow I . I
" Object i Delay timer
I2 gecondsz

k. I Capture Mo | Cancel Help

You can do this either by using the check extension, by specifying the caption of
the field:

sso check -label "Include cursor”

or by using the type extension to first simulate using tabs to focus on the desired
field and then simulate typing a space to change the status of the field:

sso type -text "'{tab}{tab} "

However, it is strongly recommended that you do not use the type extension
whenever a specific window- or field-level extension can give the required result.
Simulating keyboard procedures usually has a number of disadvantages. For
example, using the type extension with a series of tabs in order to focus on a field
has the following drawbacks:

»  The resulting script is not as easy to understand.

= The command is more error prone. It is easy to insert three tabs or five tabs,
when four are needed.

»  The script becomes position-dependent. If the next version of the application
adds a new field before the target field, the script has no way of knowing
about it. The script will not do what you want it to do, and usually you will
not receive any error message.

On the other hand, when you use the check extension for the same purpose, you
specify the label of the field, and the extension looks for a field with this label in
the current window. If that field is not found, you get an error message that will
alert you to a script problem.
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Network Extensions

Scripts often need to perform network-related tasks. eTrust SSO provides
extensions to handle these functions.

General Network Extension

The net_use extension enables the script to connect to or disconnect from any
network provider working with Windows. It also allows the script to capture a
network resource and map a network volume. This extension is very similar to
the net use command of Windows.

Note: The end user workstation does not need the NetWare client in order to use
this extension.

NetWare Extensions

eTrust SSO also provides specific NetWare extensions —nw_attach,
nw_logintree, nw_logout, nw_map, nw_capture, nw_endcap, and nw_setpass —
which work, basically, like the analogous NetWare commands.

Refer to Novell NetWare documentation for a detailed explanation of the
NetWare commands and operations and review the specific eTrust SSO syntax
detailed in the chapter “eTrust SSO Extensions.”

For example, the nw_attach and nw_map extensions would be used when a
script has to connect an end user to an application on a Novell volume to which
the user is not permanently connected.

The Novell client must be installed on the user’s workstation for the NetWare
extensions to function. (The Microsoft client for NetWare that is included with
Windows 98SE Windows NT 4.0/2000/ XP/2003 is not compatible with the
eTrust SSO NetWare extensions.)
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Browser Extensions for IE4

The Windows extensions described above can be used for login with Netscape
browsers and with versions of Microsoft Internet Explorer browsers through
version 3.x. However, in order to work with Internet Explorer 4.0 and up, scripts
must use the following html_ extensions.

html_browse

Opens an Internet Explorer browser window.

html_connect

Establishes a connection to an already opened Internet Explorer browser with the
specified window title.

html_disconnect

Disconnects from an open Internet Explorer window.

html_grabpage

Invokes an active Internet Explorer window.

html_getfield

Retrieves the contents of a specified field in the Internet Explorer window.

html_getframesnum

Selects the specified frame in an Internet Explorer window.

html_navigate

Opens a new site in an Internet Explorer browser at a specified URL.

html_push

Pushes a designated button in the browser window.
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html_search

html_selectitem

html_setfield

Puts text in the search mechanism of the Web page and pushes the search button.

Selects a specified item in a combo box or a list box in the browser window.

Enters a value in a specified edit box in the browser window.

Note: If an object in a web page is connected to another domain, the html
extensions cannot work with it. To check the domain: right-click the mouse on
the specified site, then click Properties. In the Properties windows see
Address:(URL).

Login Extensions

The Policy Server stores the login information for the application and it sends the
necessary information to the user's workstation according to the SSO Client
request when the user wants to log into an application. This login information
includes the Tcl script for login to the application and the login variables.
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Login Variables

Example

Login variables are Tcl variables that contain SSO login information set by eTrust
SSO. They are made available to the script during its execution. _LOGINNAME
and _PASSWORD contain the name and the password (or ticket) with which the
SSO Client logs the user into the target application.

_NEXTPWD contains the new password for the current user and application. It
provides an indication that the user password must be changed on the
application server.

Assume the following situation:

Terri selects the CICS_TEST application in the Application window (or the
eTrust SSO application menu). The application record for CICS_TEST in the
eTrust SSO database points to a script named CICS.TCL, the _LOGIN_TYPE
variable contains the value TICKET, and the host for this application is
MVS_TEST.

The login record in the eTrust SSO database indicates that Terri’s login name for
CICS_TEST is UTST021. There is no password and next password information in
the login record since CICS_TEST is a ticket-based application.

Once Terri selects the CICS_TEST application:

s The CICS.TCL script is sent from the Policy Server to the SSO Client and
executed.

= The login name UTST021 is sent to the workstation and stored there in the
variable _LOGINNAME, to be available during the script’s execution.

= A dynamically generated ticket is sent instead of a real password, and stored
in the variable _PASSWORD, so that it will be available during the execution
of the script.

m  The SSO Client executes the script.
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Using Login Extensions

eTrust SSO login extensions are used to manipulate login variables. For example,
to get the login information of applications other than the one you are currently
working on, or in order to update the login information.

Note: If you are working in local mode (see the eTrust SSO Administrator’s Guide
for more information about local mode), the login extensions will operate on
local data that contains login variables.

chlogin

Use the chlogin extension to change part of the login information of the current
SSO user for a specific application. This is useful when the script has to handle an
application password change. In a case like this, after the script has changed the
password in the application itself, the chlogin extension has to update the new
password in the Policy Server, to keep it synchronized.

For example:

# get new password by using the pwdbox extension
sso pwdbox -prompt ""Please enter password"

# change the password in the application itself
sso chlogin -password $_PASSWORD -appname $_APPNAME

In order to perform this update successfully, the user must be authorized to use
the specified application.

getlogin

There are times when you have logged into one application and you need to
access another application. The getlogin extension allows you to fetch the login
variables to log into the second application.

Consider a case where you want to log into the Pine application but you have to
log into the Reflection X application first. The SSO Client displays an icon or a
menu item for Pine, and the login variables are set for Pine. However, the script
needs the login variables for Reflection X as well. In this case, you can use the
getlogin extension to get the login variables to log into Reflection X:

sso getlogin -appname ReflectionX

After the getlogin has been invoked, the script has another set of login variables,
and they are all prefixed with the name of the application. In the preceding
example, the script will have variables named ReflectionX_LOGINNAME,
ReflectionX_PASSWORD, ReflectionX_HOST, etc. These variables pertain to the
second application. The default set of login variables ( LOGINNAME,
_PASSWORD, _HOST, etc.) pertains to the first application.
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notify

Besides the login information that was already mentioned, the Policy Server
keeps more information related to the specific user and application. For example,
the Policy Server keeps some internal counters (such as the login counter) and
the audit trail of SSO activities. In some contexts you must inform the Policy
Server about certain events and their completion status (in other cases, this is
optional). Use the notify extension to allow the server to keep track of these
events.

As an example, if your script is responsible for periodic password changes in a
password-based application, it is important to let SSO know when the script has
successfully changed your password. This is done using the following command
(the 0 parameter signifies a successful operation):

sso notify -event pwdchange -status O -appname Purchasing

Another important context is the OTP (One Time Password) context. If the target
application that your script logs into supports OTP, you must let the Policy
Server know when the old password has been transmitted. SSO needs this
information to know that it should calculate the next OTP generation and store it.
This is done using the following command:

sso notify -event login -status O -appname Billing

Note that for OTP applications, the most obvious event to wait for before
sending the "sso notify" command (that is, the user's prompt appearing) is not
the most prudent. Once the old password has been transmitted, it is best to send
the notify message as soon as possible. Waiting for things that are partially under
user control (such as seeing their prompt, after their .profile or equivalent has
been executed) increases the window of opportunity for "man in the middle"
attacks. Indeed, perfectly innocent changes the user might make, such as
changing their prompt character, might break the login script to the point where
the notify message is never sent. It is far safer to send the message at a fixed
duration after sending the password, keeping control completely in the hands of
the tcl script from when the password is transmitted to when the notify message
is sent.
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SSO Extensions for 3270 Emulation

A 3270 emulation program allows you to run mainframe applications from a PC.
The program enables a PC to emulate a 3270 dumb terminal by converting the
mainframe presentation protocol (the 3270 data stream) to a graphic image in a
window on the PC. Here is a typical 3270 emulation window:

# Session? - EXTRAI Personal Client

Eile Edit “iew Tools Session Options Help

D& &) 75| e 3] B @5 o= 22|63

In the same way, a 5250 emulation program allows you to run AS/400 programs
from a PC.

For the user and the mainframe, these are computer terminal screens showing
meaningful data in discrete fields and text, but from the point of view of
Microsoft Windows, the graphic images in the emulation window are only
bitmaps.

eTrust SSO enables the script developer to manipulate the 3270 or 5250 data on
the field or text level with the following Windows extensions:

= sso getfield

m  Sso getscrape

= sso refreshsso setfield

= sso type

= sso waittext

Before a script uses these extensions with emulation windows, it should set the
_MODE variable to console:

set _MODE console

A script for mainframe programs can also use all the general extensions,
although the sso run extension cannot be used from within the emulation
program.

When there is a need to provide specialized support for manipulating 3270/5250
data on the field or text level, eTrust SSO scripts can use hll_ extensions, the
special 3270/5250-specific extensions that incorporate HLLAPI. These extensions
are described in the chapter “eTrust SSO Extensions" and the appendix
“Specialized HLLAPI Extensions.”
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Chapter

4 Writing eTrust SSO Scripts

This chapter is a basic guide to practical scripting. It includes:
= Setting up a workstation

= Error handling

= Changing passwords

= Scripting for browser-based applications

= Scripting for 3270 applications

= Pre- and post-commands

= Troubleshooting

Beginning to Write Scripts

Any workstation on the network can write and run basic scripts if it has the
ssointrp.exe component of the SSO Client installed.

WARNING! In some of the examples in this book, pathnames have been split over two
lines in order to fit the page. Pathnames in actual scripts should be written on one line
and not divided.

Basic Scripting Environment

You can begin writing scripts and run them in the stand-alone mode, if
ssointrp.exe is installed on your workstation. Use a text editor, such as Notepad,
to write the script and save the script in the same directory as ssointrp.exe. This
will enable you to run only those scripts that do not use login extensions, login
variables, or hllapi extensions.

You can use ssointrp.exe to run a script from either a Run dialog box or from a
shortcut. Following, is the description of both methods.
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To run a script from a Run dialog box, run the script interpreter executable from
a Run dialog box with the file name as an argument:

path/ssointrp.exe -standalone -file path/filename

Give the full pathname both to ssointrp.exe and to the script file. The script can
have either a .tcl or a .txt extension, or no extension at all.

It is also possible to run one SSO command as follows:

path/ssointrp.exe -cmd SSO_extension

For example:

path/ssointrp.exe -cmd sso msgbox -msg “‘Hello John'
To run a script from a shortcut, set up a shortcut with the following parameters:
Target: ssointrp.exe -standalone -file fileName.

Start in: pathName (full pathname of the directory where ssointrp.exe is located).

Naming Scripts

Script names use the convention filename.tcl. While they are being developed,
they should be stored in the same folder that contains the SSO Client applications
and files. (If for any reason script files are kept in another folder, then the paths
in the appl.ini file have to be changed correspondingly.)

Documentation

The script that you write today may have to be modified in the future to
accommodate new versions of the application or the OS, and so on. Therefore, it
is important that the script itself should be self-documenting, which means that it
should contain essential script-specific explanations. This is done by extensive
use of comments, such as head comments and line comments. Head comments
describe the purpose of the script and its main features. Line comments explain
specific commands or groups of commands

Self-documentation is demonstrated in the sample scripts at the end of this
chapter.

Production
Once scripts are running successfully, they should be transferred to the Policy

Server using ftp and then undergo final testing in remote mode (with the Policy
Server).
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Maintenance

You should remember that eTrust SSO scripts use and interact with many
variables and elements of the computing environment. Changes in the
environment will affect the operation of scripts. For example:

= Changes in hard disk organization that change the location of applications
may cause sso run commands to fail because the pathname argument will no
longer be correct.

= Upgrading an application may result in many changes, such as a new
executable name or new login windows with different titles and field labels.
eTrust SSO extensions that refer to these elements will no longer function as
expected.

= Upgrades and changes to operating systems may have similar effects.
Because of this, the administrator supporting eTrust SSO should coordinate with

the personnel responsible for version control and be in the loop regarding system
environmental changes.
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Screen Scraping Modes

eTrust SSO uses a variety of screen scraping procedures (techniques that allows a
PC to intercept character-based data) to follow application behavior during the
login process and to identify and manipulate application elements. The method
of operation of these procedures is determined by the value of the _"MODE
variable: win, console, or dos_window, which are all case-sensitive.

When working in Windows mode, which is the default mode, extensions
perform screen scraping of controls and the contents of controls.

When working in console mode, extensions perform screen scraping of text.

In DOS window mode all the extensions operate on controls except sso waittext,
which retrieves screen contents by cut and paste operations. When the _MODE
variable is set to dos_window, additional variables must be set to specify the area
that the extension monitors and to set the controls that activate its functions.
These additional variables include:

= _BEGIN_CUT

= _CUT_OFFS_BOTTOM
s _CUT_OFFS_LEFT
_CUT_OFFS_RIGHT

= _CUT_OFFS_TOP
_CUT_PROC

= _END_CUT

_HIDE CUT
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Error Handling

Trapping Errors

Scripts have to check for errors and then provide instructions for performing
appropriate responses.

The following script is an example showing how to check if a window appears.

sso run -path ""C:\\Program Files\\ComputerAssociates\
\\eTrust SSO Client\\Demo\\Demo_App.exe"

sso window -title "'Demo_App - Login™

sso setfield -label "User Name:'" -value $ LOGINNAME

sso setfield -label "Password:" -value $ PASSWORD

sso click -label OK

However, this check does not result in a significant change for the end user. If the
window extension signals an error, the script will abort with a message that
Demo_App was not found. Without this check, if the Demo_App - Login
window did not appear, the setfield extension, which puts data in the username
field, would have aborted the script in the same manner, but with a message
indicating the User Name field was not found.

To make better use of the window extension, the script needs to react to an error
in some way other than aborting.

To do this, add the following line at the start of the program:
set _ERRORMODE resume

This sets a mode that allows the script to continue executing when an error
occurs, rather than aborting.

Note that the following script is an example, to explain the concept of allowing
the script to continue executing when an error occurs.

set _ERRORMODE resume

sso run -path ""C:\\Program Files\\ComputerAssociates\
\\eTrust SSO Client\\Demo\\Demo_App.exe"

sso window -title "'Demo_App - Login™

sso setfield -label "User Name:'" -value $ LOGINNAME

sso setfield -label "Password:" -value $ PASSWORD

sso click -label OK

Once the _ERRORMODE variable is set to resume, the script continues past the
second line of the script (the one containing the window extension) even if a
window has not appeared. Then the script can execute the additional commands
that should be provided to handle the error.
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_ERRORMODE Modes

The _ERRORMODE variable can be set to one of 4 values that, in turn, determine
the way eTrust SSO reacts to an extension failure:

= stop

In stop mode, when an extension fails, eTrust SSO displays an error message
box and terminates execution of the script. This is the default value.

[ ] resume

In resume mode, when an extension fails, eTrust SSO sets _SSOERR to a non-
zero value and resumes execution of the script.

= msg

In msg mode, when an extension fails, eTrust SSO displays an error message
box, sets the SSOERR variable to a non-zero value, and resumes execution
of the script.

s trace_stop

In trace_stop mode, when an extension fails, eTrust SSO displays a detailed
error message, which includes the line number where the error occurred.
Then it terminates execution of the script.

Handling Completion Code

Most SSO extensions assign a value to the variable _SSOERR according to the
status of the action. This value is referred to as a completion code. A zero value
means the extension ran and completed normally. A non-zero value for
_SSOERR indicates that the extension did not function as expected. Therefore, by
checking for a nonzero value, the script can determine whether an error has
occurred.

When an extension runs in stop or trace_stop mode, a non-zero value will
normally stop the script execution. When an extension runs in resume mode or
msg mode, the script should check its completion code (_SSOERR value) to
verify success.

The various completion codes are listed in the appendix “Completion Codes.”

Each extension that runs overwrites the previous value of _SSOERR. Therefore, if
you want to find out the completion code of an extension after another extension
has run, you will have to save the completion code in a different variable. For
more information see _SSOERR in the chapter “Script Variables.”
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To illustrate the use of completion code checking, a number of changes will be
made to the script example used at the start of this section. Note that the
following script is an an example, explaining the concept of completion code
checking:

# run Demo_App. Since the default value of _ERRORMODE
# is stop, if Demo_App does not run, then the script
# terminates and the default error message box is shown
sso run -path ""C:\\Program Files\\eTrust \

\\SSO\\Cl ient\\Demo\\Demo_App.exe""

# set _ERRORMODE to msg

set _ERRORMODE msg

# wait for Login window to appear
sso window -title ""Demo_App - Login"

# restore the default value of _ERRORMODE (stop)

# from now on, if an extension fails, the default error
# message box is displayed and the script is terminated
set _ERRORMODE ™'

# examine the value of the _SSOERR variable
if {$ SSOERR != 0} {

# If the value of _SSOERR is non-zero, display a
# message box at the user’s workstation with the
# message: "‘Demo_App window is not found."

sso msgbox -msg ‘‘Demo_App window is not found."
# after displaying the message box,

# terminate script execution

exit

}

# 1f the value of the _SSOERR variable was zero, then
# continue executing the program

sso setfield -label "User Name:" -value $ LOGINNAME
sso setfield -label "Password:" -value $ PASSWORD
sso click -label OK

Note that the exit command, like the set and the if commands, is a standard Tcl
command, not an eTrust SSO extension.
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Changing Passwords

Scripts have to change the application password when needed. The following
example uses Demo_App, which is a password-based application, but the same
general method works with ticket-based, One Time Password, Kerberos, and
DCE applications.

The following script segment is a continuation of the script in the preceding
section:

# check that the main Demo_App window is on the screen
sso window -title ""Demo_App"
# check if the password is to be changed
# 1T $_NEXTPWD is empty the if clause will not execute
if { $ NEXTPWD 1= """ } {
# push password button
sso click -label *‘Change Password™
# check that the Change Password window appeared
sso window -title ""Demo_App - Change Password:"
# Till in fields in the Change Password window
sso setfield -label *“"User Name:" -value $ _LOGINNAME
sso setfield -label "Password:" -value $ NEXTPWD
sso setfield -label *“Verify Password:" -value $ NEXTPWD

# and push OK button
sso click -label OK
# notify the Policy Server on successful password change
sso notify -event pwdchange -status O \
-appname Demo_App

}

The execution of the if clause depends on the value of the login variable
_NEXTPWD sent by the Policy Server. The _"NEXTPWD variable has a non-
empty value when the password has to be changed. If the _NEXTPWD login
variable is empty (has a null value), then the script does not need to change the
password.
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Scripting for Browser-Based Applications

eTrust SSO users in many companies will have to access password protected
applications and sites on company intranets and on the Web.

Using the SSO Client, the process requires that the script:
= Start up a browser

= Navigate to the required site (if the browser was not invoked with a URL
argument)

= Enter login data in the appropriate fields.

In general, scripts for these applications and sites are developed in the same way
as a script for a network or client/server application.

When the browser-based application provides a freestanding authentication
dialog box, the application login script will generally be able to use SSO’s general
and window extensions with default variable values.

When edit boxes are embedded in the browser page (rather than in a
freestanding dialog box), you still use standard extensions. However, it may be
necessary to use extensions in the console mode to identify text in the browser
window. This is done by setting the _MODE variable to console before the
extension is called.

Microsoft’s Internet Explorer requires the use of a specific set of SSO extensions,
called html_ extensions. For details on these, see Browser Extensions for IE4 in the
chapter “Learning about eTrust SSO Extensions.”
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Scripting for 3270/5250 Applications

Generally, you develop scripts for 3270/5250 applications on a workstation with
a 3270 emulation, a working 3270 connection, and the SSO Client enabled.

The following eTrust SSO Windows extensions should be used to manipulate
data inside the 3270 or 5250 emulation window:

sso getfield

Sso getscrape

sso refresh
sso setfield

sso type
sso waittext

These extensions do not use HLLAPI and the type of emulation used does not
affect them. However, the _MODE variable has to be set to console before the
extensions are used in the script.

If a particular environment or application requires specialized support, the script
developer can use the eTrust SSO HLLAPI extensions described in the appendix
“Specialized HLLAPI Extensions.”
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Pre- and Post-Commands

In some cases, different scripts require identical sections of code. To reduce
production effort and to reduce errors, eTrust SSO can use a standard pre-
command, a standard post-command, and a global pre-command together with
the individual application script.

Application Pre-Command and Post-Command

The application record in the eTrust SSO database has fields named
SCRIPT_PRECMD and SCRIPT_POSTCMD, which point to pre-command and
post-command files. By using these fields, the SSO administrator can define
initialization and termination processing for a specific application, regardless of
the specific script that will be executed to log into this application.

The pre-command is normally used to initialize application-specific variables.
These variables, like the general login variables, are available to the script as it
begins execution. The pre-command and the post-command are prefixed and
appended to the script and become part of the script before the script reaches the
SSO Client workstation. For more information, see the section on pre-command
and post-command processing in the eTrust SSO Administrator’s Guide.

Global Pre-Command File

In addition to the application-specific pre-command and post-commands, the
administrator can create an installation-wide pre-command file that will be
executed as part of any script. This file is normally used to define installation-
wide Tcl procedures that can be used to perform common operations that most
of the application scripts need. Using this method, all the application scripts can
call these procedures, rather than using their own internal code each time. This
method can save development and maintenance time, as well as disk space.
There is also less chance for script error, because the global file is usually checked
more extensively than all the scripts.
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Scripting Tips

The following tips may prove useful in developing scripts.

User Name and Password as run Extension Parameters

Some applications, such as cc:Mail, allow you to specify user name and
password as command-line parameters. Whenever possible, it is advisable to use
user name and password arguments with the run extension, rather than writing
screen scraping code to set user name and password fields.

For this reason, when you begin to prepare a logon script for a new application,
first examine the command line options available when starting up the
application.

Session Profile as run Extension Parameters in 3270 Programs

Some 3270 emulations, such as Host Explorer, allow the user to build a
predefined session profile, save it locally, and use it as a command line
parameter. These session profiles generally include host name, computer type,
session short name, and possibly additional data.

In emulations that allow the use of a session profile as an argument in the sso run
command, you can bypass an Open New Session or equivalent screen and
simplify script development and execution. For example, you can start Host
Explorer with a predefined profile called HOST-A by using the following:

SSO run -args '"-A -P HOST-A" \
-path ''‘c:/HOSTEX/PROGRAMS/TN3270.EXE"

Checking Pathnames

Don’t assume that programs and files will always be found where a standard
installation puts them and don’t take for granted that the pathname to an
executable will be the same on all of the workstations in an organization or even
in one department. Custom installations, restoring backups, disconnecting, and
remapping drives can all relocate files intentionally or inadvertently. As a result,
the pathname that the script needs to run a program, may differ from user to
user; for example: C:/Program Files/Notes/notes.exe for one user or
C:/Notes/notes.exe for another.

When the run extension fails to find its target application, it displays an error
message and terminates the script.

One way of reducing the scope of this problem is to have the script append to the
user's PATH with additional possible locations for the target application.
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For example, a script to open Lotus Notes could begin:

append env(PATH) {;C:\Notes}

append env(PATH) {;C:\Program Files\notes}
append env(PATH) {;C:\Program Files\Lotus\Notes}
append env(PATH) {;D:\Notes}

append env(PATH) {;D:\Program Files\notes}
append env(PATH) {;D:\Program Files\Lotus\Notes}

SSO run -path notes.exe

Note: The change to PATH is in effect only as long as ssointrp.exe is running.
There is no effect on the user’s environment once the script has terminated.

Another way to handle the problem is to check the pathname in the script before
using the run extension and then branch according to the result of the check.

Tcl has a native command, file exists, which verifies the pathname to a file. If the
pathname is found, the command returns 1. If it is not found the command
returns 0. The command syntax is:

file exists pathname

In the following example, the user is asked to contact the system administrator if
the script’s pathname is incorrect.

set pathname "'C:/notes/notes.exe™
if {[ file exists $pathname ] == 0 } {
sso msgbox -msg "'Lotus Notes may not be \n\
properly installed on your \n\
workstation. \n\
Call the system administrator at \n\
extension 2073 for instructions \n\
on how to proceed."
exit O}
sso run -path $pathname

The script could also ask the user to input the correct pathname by using the
following as an argument of if:
set $pathname [sso inputbox -prompt "If you know the \

correct pathname, enter it below and\
click OK. Otherwise, click Cancel.']
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Troubleshooting

Once scripts are written they must be thoroughly tested and perfected. The
following steps can help with scripts that fail to do what you expect:

Verify that the script you think you are testing is really the one that is
executing. (An easy way to do so is to use sso msgbox.)

To temporarily eliminate problems resulting from variable substitutions,
experiment by replacing variables with hard-coded values.

Insert msgbox extensions in suspect code sections of your script to list
variable values and to record branching.

If there is a possibility that the problem is timing-related, set the _PAUSE
variable to a reasonable value, for example, try one second. Run the script
again. If the problem is gone, it probably was a timing problem. Try to use
sleep at key points to see where the problem exists.

If the SSO Client runs on a computer that is faster than the host it
communicates to is running, the script commands will run very quickly. This
may cause errors. To fix the problem, use the _PAUSE variable to set a small
pause (usually a couple of hundred milliseconds) between each SSO
command. This can be of help for other timing problems.

Other timing problems can be resolved by increasing the _TIMEOUT
variable value.

Try to replace failing code with different code that does the same thing. For
example, if you have problems with the menu extension, try the type
extension, using menu access keys.

If you have problems with Tcl syntax, try adding curly braces around the
code that is causing problems. If that does not help, try adding square braces
around it. You should read the appropriate sections in the chapter “Basic Tcl
Language” for more information.

If you have problems with Windows extensions when trying to access a field,
verify that you have identified the actual elements of the target window.
Also verify that the script is using the actual attributes and identifiers of the
target window or field.

In some cases, application sign-on windows and even parts of operating
systems were written according to different guidelines. For example, in some
fields, disk and folder names are associated with icons in a way that prevents
normal text matching.

It is often helpful to use a simple Tcl program (like the one below) to verify
the identity of window elements. Utilities from various vendors might also
help.
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For a practical example, suppose you are writing a script segment to map a
network drive using the Windows 98SE window:

Map Metwork Drive

Fath: I -

W Feconnect at lagon

You do not want the drive to reconnect at logon, but before clicking the
Reconnect at logon checkbox off, you first have to determine its state.

Use the following command to determine the state of the checkbox:
set state [sso getbtnstate -label "Reconnect at logon']
You receive the following error message:

Script execution error: \

Cannot find item "Reconnect at logon*

Since the checkbox belongs to the Button class, you can run the following Tcl
program to identify its ordinal number:

sso window —title "Map Network Drive"

for {set i 1} {$i <= 4} {incr i} {

set btn [sso getfield -ord i -class Button —pos self]
sso msgbox -msg "$i Button <$btn>"

}
This program will eventually bring up a message box containing:

4 Button <Reconnect at logon>

Now you can go back to your original script and rewrite the sso check
command to read:

set state [sso getbtnstate -ord 4 —class Button]

= When using field specification by both position and class, (-ord n -class
className), you may experience problems with the ordinal number you
specify, for example, if you wrote sso click -ord 2 -class button, but the first
button is pushed. This could be caused by the presence of invisible fields in
the window. If there are invisible fields, SSO treats them as regular fields,
that is, it considers them during the counting, enables access to them, and so
on. In order to find the invisible fields in the window, you should use an
appropriate utility, such as Spy.
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= A script may fail because it cannot find the target window. One way to make
sure that focus is not lost is to make the target window the current window.
You should set the  TARGET_WIN variable to current at the start of a
section with this problem:

set _TARGET_WIN current
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Chapter

5 eTrust SSO Extensions

This chapter provides a detailed reference for the eTrust Single Sign-On (eTrust
SS0) extensions to the Tcl language.

The chapter includes:

= Syntax conventions for designating windows and fields, as used by all
extensions that access windows and fields

= String matching conventions, which are used by all extensions that take
strings as arguments

= Alist of all eTrust SSO extensions by category (general, Windows, 3270,
network, browser, and login extensions)

= Extension reference —including syntax, description, return value, and
example for each extension; extensions are listed alphabetically

Note: This reference makes considerable use of typographical conventions to
explain and illustrate the syntax of eTrust SSO extensions. Please review
Conventions in the chapter “Introduction” if you have not done so already. In
particular, note the use of a backslash to indicate that a command continues on
the following line.
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Special Syntax Conventions

This chapter uses special syntax descriptions to describe arguments that include
window specifications and field specifications. These descriptions are explained
here in detail in order to avoid repeating the full syntax specifications and
explanations for each of the relevant extensions in this reference chapter.

Specifying Windows

The syntax description of an SSO extension that has to designate a specific
window or subwindow includes the notation:

WindowSpec

This notation is a placeholder for one of the following syntax segments for the
different ways the target window can be designated:

= Designation by the title (caption) of the window or subwindow:

-title]-titleglob]-titlexact targetText

Note: A window's title is not always predictably fixed. Applications that create
their own window have complete control over their window title, and may
modify it to reflect the state of the program - the name of a loaded document, for
instance. Applications that run from the command line (such as telnet) have no
control over their command line; instead, Windows determines the window's
title. This can change depending on how the command is invoked; starting the
command from the "Start" menu might result in a different window title to when
the same application is launched from the SSO tools menu, for example.

In the situation where more than one possible window title might apply, the
window command can be written to search for one of several different titles
using the "-target" option. For example:

sso window -target {-titleglob "*ssointrp*''} -target {-titlexact "OtpTelnet'}

If the title of a window contains either the word “ssointrp” or just “OptTelnet” it
will be found by the command. The window is likely to have the word
“ssointrp” in the title if it was launched as a command-line application from the
5SSO tools menu. The same window could be titled “OptTelnet” if it was
launched from the “Start” menu.
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Key Key Value Description

-title targetText  Indicates that eTrust SSO will search for the
specified title text as the first part of the text in the
window title bar. This also allows for an exact
match.

-titleglob targetText  Indicates that the title text provided is a pattern
formatted in globbing format. For more
information, see the section, Globbing Format,
later in this chapter. Trust Single Sign-On will
search for a title that matches the pattern
specified.

-titlexact targetText  Indicates that eTrust SSO has to match the label
text provided to the whole title and not just to the
first part.

targetText Is a text string that provides the search criteria.
eTrust SSO matches this string to the title in the
title bar of the windows that it surveys in the
search for the target window. Text matching is
case-sensitive and follows these rules:

-The ellipsis (...) at the end of a caption string is
ignored.

-The first of multiple ampersands (&) in a caption
string is ignored.

-The special symbols \n, \1, \t, \\, (space), \\,
and \ are treated as literals, rather than as
escape symbols.

= Designation by the class of the window or subwindow:

-class className

Key Key Value Description

-class className  Specifies the name of the target window’s class in
Microsoft Windows notation.

You can identify the class of a window by using an appropriate utility, such
as Spy (bundled with Microsoft Visual C++).

= Designation by the title and the class of the window or subwindow:

-title]-titleglob]-titlexact targetText -class className

For more information about how windows are identified, see Specifying
Windows in the chapter “Learning About eTrust SSO Extensions.”
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Globbing Format

A string that is the criterion for glob-style matching can contain both characters
to be matched literally and the following special characters:

Special Characters

Function

* (asterisk)

Matches any string of characters, any one character,
or the absence of a character in the target string.

? (question mark)

Matches any one (single) character in the target
string.

[ ] (square brackets)

Matches any one character that is the same as one of
the characters in the character list delimited by the
brackets. For example, [abcd] matches a, b, ¢, or d in
the target. When you use brackets, you must put
braces around your string. Additional information on
character lists follows this table.

\ (backslash)

Allows the use of special characters for matching.
The character after the backslash is treated like an
alphanumeric character, rather than a special
character. For example, \ * matches only the asterisk,
rather than matching other characters (as the asterisk
normally does in glob-style matching).
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Character Lists

When a character list is composed of one or more than one discrete and explicit
characters (for example [abcdefg]), then the match is with any single character in
the list. If the list within the brackets is preceded by a caret ("), then the match is
with any single character that is not in the list.

When the character list is given as a range (for example, [a-g]), then the match is
with any single character within that range, inclusively. If a caret (") precedes the
range notation, then the match is with any single character not in the range. You
can specify both ends of the range, or only its first or last character.

When you use a character list as part of a switch (option) argument, put the
argument in braces. For example:

sso window -titleglob {[A-Z]ntitled}

The following table describes the character lists that can be used. The expressions
chl, ch2, and chN each stand for a single character; ch2...chN stands for all the
characters from ch2 to ch5 inclusive.

List in Brackets Matches

[chlch2...chN] Any single character in the list enclosed by the square
brackets.

[AchIch2...chN] Any single character that is nof in the list enclosed by the
square brackets.

[ch1-ch2] Any single character in the range, inclusive.

[Achl-ch2] Any single character that is not in the inclusive range.

[-ch2] Any single character with an ascii value lower than or

equal to the specified character (ch2).

[A-ch2] Any single character with an ascii value higher than the
specified character (ch2).

[chl-] Any single character with an ascii value equal to or higher
than the specified character (ch1).

[Achl-] Any single character with an ascii value lower than the
specified character (chI).
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Examples

The following table contains examples of globbing format and character lists:

Specify... To match... But not...

**.c lis.c, list.c, quatrain.c box.c, list.b

st*h st.h, str.h, string.h list.h, string.b

* any string

?1?.¢c lis.c, min.c list.c, is.c

st?.t sta.t, stb.t, st7.t string.t, str.c
mmc04.? mmc04.a, mmc04.1 mmc04.doc, mmc04.
doc[pqr] docp, docq, docr docx, docl

arc[r-x] arcr, arcu, arcx arca, arcz

fax[d-] faxa, faxb, faxc faxd, faxx

5-6 eTrust SSO Tcl Scripting Reference Guide



Special Syntax Conventions

Specifying Fields

The syntax description of an SSO extension that uses a field specification
includes the notation:

FieldSpec

This notation is a placeholder for the following alternatives:

= Field specification by label (caption):

-label |-labelglob]-labelexact labelText\
[-pos right]left]above|below]self]

Key

Key Value

Description

-label

label Text

-label —Indicates that eTrust SSO will search
for the specified label text as the first part of
the label text. This also allows for an exact
match.

-labelglob

label Text

-labelglob — Indicates that the text provided is
a pattern formatted in globbing format.For
more information, see the section, Globbing
Format, later in this chapter. eTrust SSO will
search for a label that matches the pattern
specified.

-labelexact

labelText

-labelexact—Indicates that eTrust SSO has to
match the label text provided to the whole
label, not just the first part.

label Text

The text (caption) of the label.

-pos

right

Optional. Specifies that the target field is
located to the right of the specified label
(caption).

left

Optional. Specifies that the target field is
located to the left of the specified label
(caption).

above

Optional. Specifies that the target field is
located above the specified label (caption).

below

Optional. Specifies that the target field is
located below the specified label (caption).

self

Optional. Specifies that the label itself is the
target field.
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Notes:
The key -pos is not relevant in _MODE console.
In all cases the search is case-sensitive.

Field specification by the class of the field:

—-class className \
[-pos right]left]above|below]self]

Key Key Value Description

-class className Specifies the name of the target subwindow’s
class in Microsoft Windows notation.

You can identify the class of a field by using an appropriate utility, such as
Spy (bundled with Microsoft Visual C++).

Other parameters are as for Field specification by label.
Note: In all cases the search is case-sensitive.

Field specification by the ordinal number of one of a number of fields of the
same class:

-ord number -class className

Key Key Value Description

-ord number Specifies the ordinal number of the target
field among all the fields of the specified (or
default) class within the target message box
or dialog box. The ordinal number of the first
field is 1. If there are any invisible fields
present, SSO treats them as if they were
visible fields (includes them in the count,
allows access to them, etc.). To reveal
invisible fields in a message box or dialog
box, use a utility like Spy, which comes
bundled with Microsoft Visual C++.

Using -ord 0 means that the default will
work as -ord 1.

-class className Specifies the name of the target window’s
class in Microsoft Windows notation. You
can identify the class of a field by using an
appropriate utility, such as Spy (bundled
with Microsoft Visual C++).

Note: In all cases the search is case-sensitive.
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= Field specification by the ordinal number of a specified class and title (the
extension searches for a specific instance of fields of the same class with the

same label):

-ord number -class className \
-label |-l1abelglob]-labelexact labelText \
[-pos right]left]above|below]self]

The parameters are as described in the preceding specifications.

For more information about how fields are identified, see Specifying Fields in the
chapter “Learning About eTrust SSO Extensions.”

Extension List by Categories

General Extensions

The following table summarizes the eTrust SSO General extensions:

General Extensions

Description

askyesno

Displays a dialog box with the specified question and
Yes and No buttons; returns the selected button as
the return value.

inputbox

Displays a message box; receives and returns text
input from the user. You can use the -wrap option
with this extension (specify Y or N)*.

msgbox

Displays a message box; returns the value of the
button that was selected by the user.

pwdbox

Gets a password from the user; returns the value
typed by the user. Can require verification by
retyping. You can use the -wrap option with this
extension (specify Y or N)*.

run

Runs a program at the user's workstation.

sleep

Suspends execution of the script for a specified
amount of time.

statusbox

Displays a message box with text and a Cancel
button. The script continues to run while the message
is displayed (unlike msgbox). You can use the -wrap
option with this extension (specify Y or N)*.

* If you specify Y for the -wrap option long text is wrapped properly and words
will not be broken across two lines.
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Windows Extensions

The following table summarizes the eTrust SSO Windows extensions:

Windows Extensions

Description

check Checks or clears check boxes.

click Simulates one or more mouse clicks at a specified
location.

getbtnstate Gets the selection status of a button or check box.

getfield Retrieves the contents of a specified field.

getmsgtext Returns the text of the specified message box.

getscrape Returns the contents of the screen scrape.

lockinput Locks input to the workstation from the keyboard and
the mouse.

menu Selects a menu item.

push Pushes a specified button.

refresh Refreshes the screen scrape.

screensize Gets the dimensions of the display area in pixels and
puts them in variables.

selectitem Selects an item from a list.

selecttab Selects a tab in a property sheet (Windows 98SE
Windows NT 4.0/2000/ XP/2003).

selecttree Selects directories and files in Windows Explorer
(Windows 98SE Windows NT 4.0/2000/XP/2003).

setfield Sets the contents of a specified field.

subwindow Finds the appropriate document window of the target
window.

type Types text, including special characters.

waittext Waits for a string, or one of a series of strings, to appear
on the screen.

window Finds a specified target window.

wintitle Gets the title of a window.

unlockinput Removes the lockinput command so that users can use

the keyboard and the mouse.
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Network Extensions

The following table summarizes the network extensions:

Network Extensions

Description

net_use

Attaches or disconnects from any network provider
running with Windows. Also does capture and

mapping.

nw_attach

Attaches to a NetWare server.

nw_capture

Captures printer output to a NetWare queue.

nw_endcap

Ends a printer capture.

nw_logintree

Logs into a directory tree of NDS.

nw_logout

Logs out from a server.

nw_map

Maps a NetWare volume to a local drive.

nw_setpass

Sets a password on a NetWare server.

You do not need the NetWare client to use sso net_use with NetWare resources.
However, to use the NetWare extensions, you must install the appropriate
Novell client for Windows. (The Microsoft clients for NetWare bundled with
Windows 98SE Windows NT 4.0/2000/XP/2003 are not compatible with the
eTrust SSO NetWare extensions.)
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HTML Extensions

Windows extensions described in the previous section, work with all Netscape
browsers and MS Internet Explorer browsers through version 3.x. However, in
order to work with Internet Explorer 4.0 and up, scripts must use the following

special HTML extensions:

HTML Extensions

Description

html_browse

Opens an Internet Explorer browser window.

html_connect

Establishes a connection to an already opened
Internet Explorer browser window with the specified
window title.

html_disconnect

Disconnects from an open Internet Explorer window.

html_grabpage

Invokes an active Internet Explorer window.

html_getfield

Retrieves the contents of a specified field in the
browser window.

html_getframesnum

Selects the specified frame in an Internet Explorer
window

html_navigate

Opens a new site in an Internet Explorer browser at a
specified URL.

html_push

Pushes a designated button in the browser window.

html_search

Puts text in the search mechanism of the Web page
and pushes the search button.

html_selectitem

Selects a specified item in an edit box or listbox in the
browser window.

html_setfield

Enters a value in a specified edit box in the browser
window.

Note: html text outside html tags is invalid syntax for html extensions.
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Login Extensions

hll Extensions

The following table summarizes the eTrust SSO login extensions:

Login Extensions

Description

chlogin Sets login information for a specific application.

getlogin Gets login information (login variables) for a specific
application.

notify Notifies the Policy Server of a login related event.

Note: The login extensions access and update the database on the Policy Server.

The following list summarizes the eTrust SSO hll extensions:

hll Extensions

Description

hll_connect

Connects to a 3270 session.

hll_disconnect

Disconnects the last connected 3270 session.

hll_getcursor

Returns the current location of the cursor in the
current 3270 session.

hll_getfield

Returns the contents of the specified field in the
current 3270 session.

hll_getscreen

Returns the contents of the screen in the current 3270
session.

hll_setcursor

Sets the cursor at a specified location in the current
3270 session.

hll_setfield

Sets the value of a specified input field in the current
session.

hll_type

Types characters to the current 3270 session.

hll_waitsys

Waits for the host system to return to input mode, so
that the terminal can accept keystrokes.

hll_waittext

Waits for a specified text to appear on the current
session’s screen.
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hllapi Extensions

The following list summarizes the eTrust SSO hllapi extensions:

hllapi Extensions

Description

hllapi_connect

Connects to a 3270 session.

hllapi_disconnect

Disconnects the last connected 3270 session.

hllapi_getcursor

Returns the current location of the cursor in the
current 3270 session.

hllapi_getfield

Returns the contents of the specified field in the
current 3270 session.

hllapi_getscreen

Returns the contents of the screen in the current 3270
session.

hllapi_setcursor

Sets the cursor at a specified location in the current
3270 session.

hllapi_setfield

Sets the value of a specified input field in the current
session.

hllapi_type

Types characters to the current 3270 session.

hllapi_waitsys

Waits for the host system to return to input mode, so
that the terminal can accept keystrokes.

hllapi_waittext

Waits for a specified text to appear on the current
session’s screen.
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askyesno

Compatibility

Purpose

Syntax

Return Value

Example

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The askyesno extension displays a message box with a text string, which is
generally a question, together with Yes and No command buttons. The extension
returns the label of the selected button as the return value.

The window size is determined by the length of the prompt that appears in the

message box. The window size is not affected by the length of the specified title,
and titles longer than the available length are truncated.

sso askyesno -prompt promptText [-title titleText]

Key Key Value Description

-prompt promptText  The text string that will be displayed within the
message box.

-titlet titleTex The text of the message box title. Optional; the
default is eTrust SSO.

A return value of no indicates the user selected the No button. A return value of
yes indicates the user selected the Yes button.

The following example displays a box with the question “Would you like to
continue?” and Yes and No command buttons:

set opt [sso askyesno \
—-prompt "Would you like to continue?" -title Payroll]
if {$opt == "no"} {
# user selected No

} else {
# user selected Yes
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FPayroll I

Would you like to continue?

See Also

See the following topics in this chapter:
= inputbox

= msgbox
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check

Compatibility

Purpose

Syntax

Example

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The check extension selects or clears a check box or option button. If the box is
not selected (empty) it selects it (puts a check in the box); if it is selected, the
extension clears it. The extension fails if the specified field is disabled. eTrust SSO
looks for the specified field within the target window.

When you specify the target field by position and you omit the class parameter,
the check extension defaults to the class button.

With other classes, you must use the option -class.

sso check FieldSpec

Parameter Description

FieldSpec Specifies the target field (check box or option button). For
more information, see the section, Specifying Fields in this
chapter.

This example shows the use of the check extension, together with the
functionally similar click extension. First, the example opens Notepad, types in
some text, and opens the Find box:

SSO run -path notepad.exe

sso window -titleglob '"*Notepad*"

sso type -text “‘Servers: Alpha,alpha NT,Foxtrot"
Sso menu -item “'Search/Find"

sso window -title "Find"
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This should bring you up to the window below:

B Untitled - Notepad M=k

File Edit Search Help
Servers: Alpha Y NT.Foxtrot =

Find [ 7] x]

Find what: Ialpha

Direction——
W hatch case ’75“ Up ¢ Down

] 2

The code below enters search criteria, puts a check in the Match case check box,
clicks the Up button, and starts the Find function:

sso setfield -label "Find what" -value ‘alpha’
sso check -label "Match case"

sso click -label *Up"

sso click -label "Find Next"

Note: The previous script segment will run equally well if the check extension is
replaced with a click extension.
See Also

See click, in this chapter.
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chlogin
Compatibility
Purpose

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The chlogin extension modifies an existing SSO user record by passing login
variable values to the Policy Server. The next time the user starts the login
process, the login variables that have been updated by chlogin will be retrieved
and used by the SSO Client.

The _NEXTPWD variable is subject to quality checks by the Policy Server. If the -
check n option is used, then no quality check is carried out. However, if an
application is defined as pwd_sync=yes and the -sync n option is not used, then
the next password for the original application (as stored in _NEXTPWD) is
propagated as a next password to all synchronized applications and a quality
check is run.

The -check n option checks consolidated password policies. The —-check option
only has effect if the _NEXTPWD variable is used.

The extension can also initiate password sync. As a default, the chlogin extension
initiates a password change in all synchronized applications. If you do not want
password synchronization to take place, use -sync n.
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Syntax

sso chlogin [-check y|n] [-sync y|n] [-loginname name] \
[-password pwd] [-nextpwd pwd] -appname AppName

Key

Key Value Description

-check

y|n

Optional. Specifies whether to run a quality check on
the password.

The default is y (does quality check).

The —check option only has effect if the _NEXTPWD
variable is used.

-sync

y|n

Optional. Specifies whether the next passwords will
be changed on other synchronized applications.

The default is y (to synchronize passwords).

-loginname

namie

Optional. Specifies that the login-name variable will
be changed and provides a text string for the new
value.

-password

pwd

Optional. Specifies that the password variable will be
changed and provides a text string for the new value.

-nextpwd

pwd

Optional. Specifies that the next-password variable
will be changed and provides a text string for the
new value.

If the -nextpwd option is omitted from the -chlogin
extension no quality checks are performed.

-appname

AppName

Specifies the name of the application for which the
login variables should be set.

Example

This example changes the user’s password for the current application in the SSO

database:

sso chlogin -password $new_password -appname telnet

See Also

See the following topics in the chapter “Script Variables:”

= _PASSWORD
= _NEXTPWD
= _LOGINNAME

7
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click

Compatibility

Purpose

Syntax

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The click extension simulates a mouse click (or clicks) in the specified field.
eTrust SSO searches for the specified field within the target window. You can
specify the exact coordinates of the click.

The extension fails if the specified field is disabled.

The click extension can be used in place of the check extension.

sso click [-numclicks number] [-button left|middle|right] \
-offsx x -offsy | FieldSpec

Key Key Value Description
-numclicks number Optional. Simulates the number of clicks
indicated.

The default is a single click.

-button left | middle |right Optional. Simulates one or more clicks with the
mouse button indicated.
The default is left.

-offs x Specifies the x click coordinates within and

relative to the target window. If you also
include FieldSpec parameters, then the x
coordinate is within and relative to the field
specified.

If "" is used as a value for the x coordinate, the
cursor is placed in the center of the x axis. sso
click -offsx "" -offsy "" positions the cursor at the
center of the target field.

-offs y As above for the y coordinate.
FieldSpec Specifies the target field. See Specifying Fields
in this chapter.
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Examples

To click the OK button:
sso click -label OK

To click coordinates 200(x)/300(y):
sso click -offsx 200 -offsy 300

To click the middle of the window:

sso click -offsx '™ -offsy "™

You can use one button as a target in order to click the button next to it. For
example, in the window below:

[0]4 Cancel

sso click -label OK -offsx 20

clicks the Cancel button.

See Also

See the following topics in this chapter:
= push
= type
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getbtnstate

Compatibility

Purpose

Syntax

Return Value

Example

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The getbtnstate extension returns the selection status of an option button.
When an option button is already selected, clicking it will cause the selection to

be switched off. It is advisable to use getbtnstate to check the selection status of
the button before clicking the button.

sso getbtnstate FieldSpec

Parameter Description
FieldSpec Specifies the target field. For more information, see Specifying
Fields in this chapter.

If the button is selected, the return value is 1. If the button is not selected, the
return value is 0.

The following example determines if the MyButton button is selected and if it is
not, selects it:

If { [sso getbtnstate -label MyButton ] == 0 } {
sso click -label MyButton
b

Note: If the MyButton button is dimmed, the getbtnstate extension fails.

eTrust SSO Extensions 5-23



getfield

getfield

Compatibility

Windows 98SE, Windows NT 4.0/2000/XP/2003.

Purpose

The getfield extension looks for the specified field in the visible area of the target
window. If the specified field is found, it returns the field’s contents.

Generally, the getfield extension is used with a text box (sometimes referred to
by programmers as an edit field) to retrieve its contents. However, you can also
use this extension with other types of fields. For example, if you use the getfield
extension with a command button, the getfield extension returns the label
(caption) of the button.

The interpreter disregards the -maxwords and -maxlines options if they have
zero value.

In this case, the -maxlines default (one line) works. The option -maxwords does
not have a default.

Note: -maxlines and -maxwords function only in console mode. Either the -
maxlines option or the -maxwords option can be used, but not both in the same
getfield command.

Syntax

sso getfield [-maxlines number]][-maxwords number][-timeout TimeValue]
FieldSpec

Key Key Value Description

-maxlines number Functional only in console mode.

Optional. The maximum number of lines to be
retrieved.

The default is one line.

-maxwords  number Functional only in console mode.

Optional. The maximum number of words to be
retrieved.
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Key Key Value Description

-timeout TimeValue  Optional. Specifies the time to wait for the specified
field to be found, in seconds or milliseconds
depending upon the suffix used (s and sec
designate seconds; ms and msec, milliseconds).
When no suffix is used, the time is in seconds. If
you do not specify the amount of time, the
extension will wait 5 seconds.

FieldSpec Specifies the target field. The option -pos is relevant
only in _MODE win.

If you do not specify a -pos option, the getfield
extension defaults to -pos right.

For more information, see Specifying Fields in this
chapter.

Related Variable

_TIMEOUT, see the chapter “Script Variables.”

Examples

Example 1 This example assigns the contents of a text box labeled “User Name:” to a
variable named text:
set text [sso getfield -label "User Name:'"]

Example 2 This is an example on the -maxlines option.

We are looking for the specific text that provides "complementary" in the
following window:

i Example.txt - Notepad =10 x|
File Edit Format Help

This document provides complementary or late-breaking =
information to supplement online help in Outlook Express. |
Qutlook Express ships with Internet Explorer 5 and

Internet Tools.

[/

set _MODE console
sso window -title "getfield”
sso msghox -msg [sso getfield -label *‘complementary' -maxlines 2]
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As a result, the following message box appears:

eTrust Single Sign-On E3

or late-breaking information to zupplement anling Help in Outlook Esprezs. Outlook, Express 5

Example 3 This is an example on the -maxwords option.

We are looking for the specific text that provides "complementary" in the
window of Example 2.

Issue the commands:

set _MODE console
sso window -title "getfield”
sso msghox -msg [sso getfield -label *‘document™ -maxwords 2]

As a result, the following message box appears:

eTrust Single Sign-On  [E4

provides complementary

See Also

See the following topics in this chapter:

s setfield

= type
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getlogin

Compatibility

Purpose

Syntax

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The getlogin extension retrieves the login variables for a specific application. It is
useful when you need to log into a preliminary application before you can log
into the target application. For example, suppose the end user has to log into
telnet before accessing an e-mail program. The getlogin extension can also be
used to retrieve and execute the script associated with a given application.

Generally, when the getlogin extension encounters problems such as an expired
password or undefined login data, it displays a prompt asking for the user to
enter a password.

By default the login variables are stored in the Tcl variables [application
name]_LOGINNAME and [application name] PASSWORD, and the contents of
the script gets stored in [application name]_SCRIPT, unless -out option is used to
specify a different prefix.

The getlogin extension will not function if the current user does not have
permission to log into the specified application.

sso getlogin [-out prefix] -appname AppName

Key Key Value Description

-out prefix Optional. Specifies the prefix for the new set of
login variables. If you omit the prefix, each login
variable name will include the specified
application name as its prefix.

-script yes | no Default = no. If yes, any script associated with
that application will be executed, unless the
value -exec is set to no. If used, it also stores the
contents of the script in the Tcl variable, in the
manner similar to that used by login variables.
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Examples

Key Key Value Description

-exec yes|no This has to be used in conjunction with -script.
Default = yes. This is only used to prevent the
application script from being executed when the
-script option is used.

-appname AppName Specifies the name of the application for which
the login variables should be fetched.

The following example logs the user into CHECKING_ACCOUNT via telnet:

# get login variables for CHECKING_ACCOUNT:
sso getlogin -appname CHECKING_ACCOUNT

# run telnet to CHECKING_ACCOUNT:
sso run -path telnet

# Fill in login data:

sso waittext -text "login:"'

sso type —text "$CHECKING_ACCOUNT_LOGINNAVE{enter}"
sso waittext -text ""Password:"

sso type -text "$CHECKING_ACCOUNT_PASSWORD{enter}"

The following example is when the user gets a message box with the contents of
the script associated with Notepad App application.

sso getlogin —appname NotepadApp —script yes —exec no
sso msgbox —msg “Script for NotepadApp is $NotepadApp_ SCRIPT”
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getmsgtext

Compatibility

Purpose

Syntax

Return Value

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The getmsgtext extension returns the text of a specified message box. When the
box is found, the extension returns the text of the message from it. This extension
is useful when you know that the previous actions of the script might result in a
message from the application and you want to know the contents of this
message.

If a window with the specified caption fails to appear within the time-out period,
the extension fails.

sso getmsgtext WindowSpec

Parameter Description

WindowSpec Specifies the window containing the text to be
retrieved. For more information, see Specifying
Windows in this chapter.

The extension returns a text string from the specified message box. If the message
box is not found, the extension returns an empty string.
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Example

This example retrieves text from a message box that is expected to appear after a
command has executed and then uses the text retrieved as a branching criterion:
sso click -label 0K

# check result of action

set msgtext [sso getmsgtext -title "msgbox_caption']

switch -glob [string toupper $msgtext] {

*SUCCESS* {
# action succeeded

b
*FAIL* {
# action failed

}

See Also

See the following topics in this chapter:
= getfield

= window
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getplatform

Purpose

Syntax

Return Value

The getplatform extension retrieves the type of OS.

sso getplatform

These are the possible return values:

NT WS - nt workstation

NT Srv - nt server

NT DC - nt domain controller

Win95

Win98SE

W2K WS - Win2000 professional (workstation)

W2K Srv - Win2000 server

W2K DC - Win2000 domain controller (advanced server)
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getscrape

Compatibility

Purpose

Syntax

Example

See Also

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The getscrape extension returns the contents of the screen scrape performed by
the previous extension. This extension is useful for debugging scripts.

Note: A limitation of the 'sso getscrape' extension is that the target window must

be maximized. Before executing the sso getscrape extension, use 'sso window -
title title -size max" command to maximize the target window

SSo getscrape

To display the result of the screen scrape of the previous extension in a message
box:

sso msghox -msg [sso getscrape]

See refresh, in this chapter.
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hll_connect

Compatibility

Purpose

Syntax

Related Variables

Example

Windows 98SE Windows NT 4.0/2000/XP /2003

The hll_connect extension establishes a HLLAPI-connection to an already
running 3270 session. This session becomes the current session and all the hll
extensions that follow will relate to this session.

In most emulators, you can connect to a session even if it does not have an open
emulation window on the screen (that is, without a previous run extension). This
is useful for background scripts that are intended to serve an application
program rather than a human operator.

sso hll_connect session

Parameter Description

session The one-character code that identifies the session.

See the following topics in the chapter “Script Variables:”
= _MODE

= _HLLAPI FUNC_NO

= _HLLAPI RC

This example starts a 3270 emulation and HLLAPI-connects to session a:

SSO run -path pcsws.exe -args
""C:\\Personal \ Communications\\PRIVATE\\ca.WS"
sso hll_connect a

eTrust SSO Extensions 5-33



hll_connect

See Also

See hll_disconnect, in this chapter.
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hll_disconnect

Compatibility

Purpose

Syntax

Related Variables

Example

See Also

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The hll_disconnect extension terminates the HLLAPI connection to the current
3270 session that was connected by the last hll_connect extension.

You should put the command sso hll_disconnect at the end of every script in
which a hll_connect extension appears. There is no need to issue hll_disconnect
for every hll_connect that was issued somewhere in the script, because
hll_connect performs an automatic disconnect for the previous connect.

sso hll_disconnect

See the following topics in the chapter “Script Variables:”
= _MODE

= _HLLAPI_ FUNC_NO

= _HLLAPI_RC

This example shows HLLAPI-connecting a session and then HLLAPI-
disconnecting it:

sso hll_connect a

sso hll_disconnect

See hll_connect, in this chapter.
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hll_getcursor

Compatibility

Purpose

Syntax

Return Value

Related Variables

Examples

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The hll_getcursor extension gets the cursor location in the current 3270 session.
The variables _ ROW and _COL are set to the current cursor location, which is
also the return value.

sso hll_getcursor

The current location of the cursor is the return value, formatted as rr ccc. rr is the
two-digit row number, and ccc is the three-digit column number (both padded
with leading zeroes).

The extension also sets the variable _ROW to the cursor’s current row number
and _COL to the current column.

See the following topics in the chapter “Script Variables:”

= _MODE
= _ROW
= _COL

= _HLLAPI FUNC_NO
= _HLLAPI RC

This example gets the location of the cursor in the current 3270 session and
displays two message boxes: the first with the cursor location as a formatted
string, and the second with it as a row number and a column number:

set csr_loc [sso hll_getcursor]
sso msghox -msg ""The current cursor location \
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is $csr_loc”
sso msghox -msg ""The cursor is located \
at row $ ROW and column $_COL"

See Also

See the following topics in this chapter:
= hll_getfield

= hll_setcursor

s hll_setfield

s hll_waittext
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hll_getfield

Compatibility

Purpose

Syntax

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The hll_getfield extension returns the contents of a specified field in the current
session.

Although you can specify only part of the caption and use the -pos parameter,
you should use the full caption, in order to reduce the possibility that another
field will match the caption in the command.

Once the specified caption is located, the contents of the next field are returned
as the result of the extension, whether or not the next field is an input field.

The hll_getfield extension sets the variables _ROW and _COL to the row and
column where the specified caption was found. If the specified caption isn’t
found, _ROW and _COL are each set to -1.

You can use either one of the following syntax versions:

sso hll_getfield [-from row column] caption

or

sso hll_getfield [-pos row column] caption

Parameters Key Value  Description

-from row column  Optional. Specifies the row and column numbers
in the 3270 screen where the caption search
should begin. Not specifying -from is equivalent
to specifying:

-from 1 1

that is, to begin the search at the top left of the
screen.
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Return Value

Related Variables

Examples

Parameters Key Value  Description

caption Specifies the caption (label) of the target field.

The caption is assumed to be located
immediately before the target field. You do not
have to specify the whole caption; the first letter
of the caption will suffice if it is unique. The
search is case-sensitive.

-pos row column  Optional. Specifies a specific location (row and

column) of the caption, or the location of the
field’s contents. If a non-null caption is specified,
a verification of the caption is performed for the
specified location. This is a safe getfield, because
it eliminates the chance that the caption found is
not the required one but a similar string
somewhere else on the screen. The contents of
the field at the specified location are retrieved
without a search or verification of the contents
when a null caption (") is specified.

The contents of the specified field are the return value.

See the following topics in the chapter “Script Variables:”

_MODE

_TIMEOUT

_ROW

_COL

_HLLAPI_ FUNC_NO
_HLLAPI_RC

This example retrieves an account number from the TSO logon panes:

set acct [sso hll_getfield "Acct Nmbr ===>'1]

This example retrieves the TSO message from the TSO logon panel:

set tso_msg [sso hll_getfield -pos 2 2 "]
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See Also

See the following topics in this chapter:
= hll getscreen
s hll_setfield

s hll_waittext
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hll_getscreen

Compatibility
Windows 98SE, Windows NT 4.0/2000/XP/2003.

Purpose
The hll_getscreen extension returns the contents of the screen in the current 3270
session. The length of the returned string varies according to the model type of
the currently connected 3270 session.

Syntax

sso hll_getscreen [-attrb]

Parameter Description

-attrb Specifies that the field attributes contained in the 3270 screen are to
be left unchanged, so you can use them to get information about
fields. A field attribute is one byte, whose value is X’C0’" or greater.
For a complete description of the available attributes and their
meanings, refer to the IBM 3270 documentation, or to your 3270
emulator documentation. Not specifying -attrb causes the field
attribute bytes to be converted to blanks (just as the user sees them
on a regular 3270 terminal).

Return Value

The current content of the screen is the return value, formatted as a long string
concatenating all the screen rows.

Related Variables

See the following topics in the chapter “Script Variables:”
= _MODE

= _HLLAPI FUNC_NO

= _HLLAPI RC
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Example
This example shows the contents of a 3270 screen (without attributes) in a
message box:
set screen [sso hll_getscreen]
sso msgbox -msg “‘$screen
See Also

See hll_getfield, in this chapter.
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hll_setcursor

Compatibility

Purpose

Syntax

Related Variables

Example

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The hll_setcursor extension positions the cursor at a specified location in the
currently connected 3270 session. You should use the hll_setfield extension

rather than a combination of the hll_setcursor and hll_type extensions whenever

possible.

sso hll_setcursor row column

Parameters Description
row Specifies a row number in the 3270 screen.
column Specifies a column number in the 3270 screen.

See the following topics in the chapter “Script Variables:”
= _MODE

= _HLLAPI_FUNC_NO

= _HLLAPI_RC

The example sets the cursor to row 13 column 5:

sso window -title ""Session A"
sso hll_setcursor 13 5
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See Also

See the following topics in this chapter:
= hll getcursor

s hll_setfield
= hil_type
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hll_setfield

Compatibility

Purpose

Syntax

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The hll_setfield extension sets the contents of a specified input field in the
current session to an alphanumeric value. The hll_setfield extension cannot be
used to enter special characters. To do so, you have to use the hll_type extension.

Although a partial caption can be specified, it is advisable to use the full caption,
in order to minimize the chances that another field will match the caption search
criteria.

The hll_setfield extension sets the variables  ROW and _COL to the row and
column where the specified caption was found. If the specified caption isn’t
found, ROW and _COL are each set to -1.

You can use either one of the following syntax versions:

sso hll_setfield [-from row column] caption value

or

sso hll_setfield [-pos row column] caption value

Key Key Value Definitions

-from row column Optional. Specifies the position in the 3270 screen
where the caption search begins. If -from row
column is not specified, the default is -from 11
(that is, begin the search at the top left corner of
the screen).

caption Specifies the caption (label) of the target field.
The caption is assumed to be located
immediately before the target field. You can
specify the complete caption or only the first
part. The search is case-sensitive.

value Specifies the new text value for the target field.
The length of the text is limited by the length of
the target field.
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Related Variables

Example

See Also

Key Key Value Definitions

-pos row column Optional. Specifies either the specific location
(row and column) of the caption or the specific
location of the target field. If a null caption
argument is used (" "), no search or verification is
performed and the field at the specified location
is set to value. If a non-null caption argument is
specified, the extension verifies the presence of
the specified caption at the location. This is a safe
setfield, because it ensures that the caption
located is the correct one and not a similar string
someplace else on the screen.

See the following topics in the chapter “Script Variables:”

= _MODE

= _TIMEOUT
= _ROW

= _COL

= _HLLAPI FUNC_NO
= _HLLAPI RC

The following example inserts a login name and a password in the appropriate
input fields and simulates the Enter key:

sso hll_setfield "Userid ===>" $ LOGINNAME
sso hll_setfield -pos 8 5 "Password ===>" $ PASSWORD
sso hll_type "{enter}"

See the following topics in this chapter:
= hll getfield
= hll_type

s hll_waittext
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hil_type

Compatibility

Purpose

Syntax

Related Variables

Windows 98SE, Windows NT 4.0/2000/XP/2003.

.The hll_type extension simulates typing done by a user to the current 3270
session.

To type special characters, use special character mnemonics surrounded by curly
braces. For example:

sso hll_type "{tab}abc{tab}def{enter}"
In order to type the @ sign, type @@.

See the appendix “Special Character Mnemonics” for a complete list of special
character mnemonics.

There is no need to use a hll_waitsys extension before the hll_type extension
because the hll_type extension has an internal procedure for the wait function.

sso hll_type string

Parameter Description

string Specifies one or more characters. Use special mnemonics for
special characters, such as {enter} for the Enter key. See the
appendix “Special Character Mnemonics” for a complete list of
special character mnemonics. You must not exceed 255
keystrokes in a string.

See the following topics in the chapter “Script Variables:”
= _MODE

= _HLLAPI_ FUNC_NO

= _HILLAPI RC
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Examples

See Also

To type a string:

sso hll_type "Peterson, Terri"

To tab to the next field:
sso hll_type "{tab}"

To type a variable value, use either one of the following:

sso hll_type "$_PASSWORD"

or

sso hll_type $_PASSWORD

To type a string that includes a dollar sign:
sso hll_type {$22}

To type hello and press enter:
sso hll_type "hello{enter}"

See the following topics in this chapter:
= hll_setcursor

s hll_setfield
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hll_waitsys

Compatibility

Purpose

Syntax

Related Variables

Example

See Also

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The hll_waitsys extension suspends script execution until the host system allows
the terminal session to accept keystrokes, or until the timeout value is reached.

Usually there is no need to use waitsys, because it is an internal procedure of
most of the hll extensions. However, in some situations, such as when combining
a Windows application and a 3270 application in the same script, this extension
is necessary.

sso hll_waitsys

See the related topics in the chapter “Script Variables:”
= _MODE

= _TIMEOUT

= _HLLAPI_FUNC_NO

= _HLLAPI RC

To type Enter, wait, and then display a message box:

sso hll_type "{enter}"
sso hll_waitsys
sso msghox -msg ""Now you may start working'

See hll_waittext, in this chapter.
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hll_waittext

Compatibility

Purpose

Syntax

Return Value

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The hll_waittext extension waits for a specified text to appear on the current
session’s screen. If the text already appears on the screen, script execution
continues without a wait period.

The last step of hll_waittext execution sets the variables _ROW and _COL to the
location where the specified text was found in the screen.

You can use either one of the following syntax versions:

sso hll_waittext [-from row column] text

or

sso hll_waittext [-pos row column] text

Parameters

Description

-from row column

Optional. Specifies the position in the 3270 screen
where the text search begins. If -from row column is
not specified, the default is -from 1 1 (that is, begin
the search at the top left corner of the screen).

text

Specifies the text you are waiting for. The search is
case-sensitive.

-pos row column

Optional. Specifies a specific location (row and
column) where the text is to appear. The -pos row
column parameter verifies that the text is at the
specified location. This is a safe waittext, because it
ensures that the text string located is the correct one
and not a similar string someplace else on the screen.
A null text is not allowed.

The extension returns the completion code.
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Related Variables

See the following topics in the chapter “Script Variables:”

= _MODE

= _TIMEOUT
= _ROW

= _COL

= _HLLAPI FUNC_NO
= _HLLAPI RC

Example
To wait for the TSO broadcast message to appear:
sso hll_waittext "***"
sso hll_type "{enter}"

See Also

See the following topics in this chapter:
= hll_getfield
s hll_setfield

= hll_waitsys
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hllapi_connect

Compatibility

Purpose

Syntax

Related Variables

Example

Windows 98SE, Windows NT 4.0/2000/XP /2003

The hllapi_connect extension establishes a HLLAPI-connection to an already
running 3270 session. This session becomes the current session and all the
HLLAPI extensions that follow will relate to this session.

In most emulators, you can connect to a session even if it does not have an open
emulation window on the screen (that is, without a previous run extension). This
is useful for background scripts that are intended to serve an application
program rather than a human operator.

sso hllapi_connect -session SessionName

Key Key Value  Description

-session  SessionName The one-character code that identifies the session

See the following topics in the chapter “Script Variables:”
= _MODE

= _HLLAPI FUNC_NO

= _HLLAPI RC

This example starts a 3270 emulation and HLLAPI-connects to session a:

SSO run -path pcsws.exe -args
""C:\\Personal\\Communications\\PRIVATE\\ca.WS"
sso hllapi_connect -session a
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See Also

See hllapi_disconnect, in this chapter.
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hllapi_disconnect

Compatibility

Purpose

Syntax

Related Variables

Example

See Also

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The hllapi_disconnect extension terminates the HLLAPI connection to the
current 3270 session that was connected by the last hllapi_connect extension.

You should put the command sso hllapi_disconnect at the end of every script in
which a hllapi_connect extension appears. There is no need to issue
hllapi_disconnect for every hllapi_connect that was issued somewhere in the
script, because hllapi_connect performs an automatic disconnect for the previous
connect.

sso hllapi_disconnect

See the following topics in the chapter “Script Variables:”
= _MODE

= _HLLAPI FUNC_NO

= _HLLAPI RC

This example shows HLLAPI-connecting a session and then HLLAPI-
disconnecting it:

sso hllapi_connect —session a

sso hllapi_disconnect

See hllapi_connect in this chapter.
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hllapi_getcursor

Compatibility

Purpose

Syntax

Return Value

Related Variables

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The hllapi_getcursor extension returns the current location of the cursor in the
current 3270 session. The variables . ROW and _COL are set to the current cursor
location, which is also the return value.

sso hllapi_getcursor

The current location of the cursor is the return value, formatted as rr ccc. rr is the
two-digit row number, and ccc is the three-digit column number (both padded
with leading zeroes).

The extension also sets the variable _ROW to the cursor’s current row number
and _COL to the current column.

See the following topics in the chapter “Script Variables:”

= _MODE
= _ROW
= _COL

= _HLLAPI FUNC_NO
= _HLLAPI RC
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Examples

This example gets the location of the cursor in the current 3270 session and
displays two message boxes: the first with the cursor location as a formatted
string, and the second with it as a row number and a column number:

set csr_loc [sso hllapi_getcursor]

sso msghox -msg ""The current cursor location \
is $csr_loc"

sso msgbox -msg "*The cursor is located \
at row $ ROW and column $_COL"

See Also

See the following topics in this chapter:
= hllapi_getfield

= hllapi_setcursor

= hllapi_setfield

= hllapi_waittext
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hllapi_getfield

Compatibility

Purpose

Syntax

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The hllapi_getfield extension returns the contents of a specified field in the
current session.

Although you can specify only part of the caption, and use the -pos parameter,
you should use the full caption, in order to reduce the possibility that another
field will match the caption in the command.

Once the specified caption is located, the contents of the next field are returned
as the result of the extension, whether or not the next field is an input field.

The hllapi_getfield extension sets the variables _"ROW and _COL to the row and
column where the specified caption was found. If the specified caption isn’t
found, _ROW and _COL are each set to -1.

The parameters -from* and -pos* cannot be used together.

You can use either one of the following syntax versions:

sso hllapi_getfield -label Caption[-fromx x -fromy y]

or

sso hllapi_getfield -label Caption [-posx x -posy Y]
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Key Key Value Description

-label  Caption Specifies the caption (label) of the target field. The caption
is assumed to be located immediately before the target
field. You do not have to specify the whole caption; the
first letter of the caption will suffice if it is unique. The
search is case-sensitive

-fromx x Optional. Specifies the row number in the 3270 screen
where the caption search should begin. Not specifying -
fromx is equivalent to specifying -fromx 1 (that is, to begin
the search at the top left of the screen).

The defaultis 1.

-fromy y Optional. Specifies the column number in the 3270 screen
where the caption search should begin. Not specifying
-fromy is equivalent to specifying -fromy 1 (that is, to
begin the search at the top left of the screen).

The defaultis 1.

-posx X Optional. Specifies a specific location (row) of the caption,
or the location of the field’s contents. If a non-null caption
is specified, a verification of the caption is performed for
the specified location. This is a safe getfield, because it
eliminates the chance that the caption found is not the
required one but a similar string somewhere else on the
screen. The contents of the field at the specified location
are retrieved without a search or verification of the
contents when a null caption (") is specified

-posy Yy Optional. Specifies a specific location (column) of the
caption, or the location of the field’s contents. If a non-null
caption is specified, a verification of the caption is
performed for the specified location. This is a safe getfield,
because it eliminates the chance that the caption found is
not the required one but a similar string somewhere else
on the screen. The contents of the field at the specified
location are retrieved without a search or verification of
the contents when a null caption (") is specified

Return Value

The contents of the specified field are the return value.
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Related Variables

See the following topics in the chapter “Script Variables:”

= _MODE

= _TIMEOUT
= _ROW

= _COL

= _HLLAPI FUNC_NO
= _HLLAPI RC

Examples
This example retrieves the contents of Userid from the pcomm4 logon panel:
set uid [sso hllapi_getfield -label "Userid" \
-posx 14 -posy 5]
sso msgbox -msg ‘‘$uid”
See Also

See the following topics in this chapter:
= hllapi_getscreen

= hllapi_setfield

= hllapi_waittext
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hllapi_getscreen

Compatibility

Purpose

Syntax

Return Value

Related Variables

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The hllapi_getscreen extension returns the contents of the screen in the currently
connected 3270 session. The length of the returned string varies according to the
model type of the currently connected 3270 session.

sso hllapi_getscreen [-attrb y|n]

Key Key Value Description

-attrb 'y

Specifies that the field attributes contained in the 3270
screen are to be left unchanged, so you can use them to get
information about fields. A field attribute is one byte, whose
value is X’C0’ or greater. For a complete description of the
available attributes and their meanings, refer to the IBM
3270 documentation, or to your 3270 emulator
documentation.

Not specifying -attrb causes the field attribute bytes to be
converted to blanks (just as the user sees them on a regular
3270 terminal).

The default is n.

The current content of the screen is the return value, formatted as a long string
concatenating all the screen rows.

See the following topics in the chapter “Script Variables:”

= _MODE

= _HLLAPI FUNC_NO

= _HLLAPI_RC
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Example
This example shows the contents of a 3270 screen (without attributes) in a
message box:
set screen [sso hllapi_getscreen]
sso msgbox -msg “‘$screen
See Also

See hllapi_getfield in this chapter.
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hllapi_setcursor

Compatibility
Windows 98SE, Windows NT 4.0/2000/XP/2003.

Purpose
The hllapi_setcursor extension positions the cursor at a specified location in the
currently connected 3270 session. You should use the hllapi_setfield extension
rather than a combination of the hllapi_setcursor and hllapi_type extensions
whenever possible.

Syntax

sso hllapi_setcursor -offsx x -offsy y

Key Key Value  Description
-offsx x Specifies a row number in the 3270 screen.
-offsy y Specifies a column number in the 3270 screen.

Related Variables

See the following topics in the chapter “Script Variables:”
= _MODE

= _HLLAPI_FUNC_NO

= _HLLAPI_RC

Example

The example sets the cursor to row 13 column 5:

sso window -title ""Session A"
sso hllapi_setcursor -offsx 13 -offsy 5
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See Also

See the following topics in this chapter:
= hllapi_getcursor

= hllapi_setfield
hllapi_type

hllapi_setfield

Compatibility

Windows 98SE, Windows NT 4.0/2000/XP/2003.

Purpose

The hllapi_setfield extension inserts a text string into a specified input field in the
current session.

Although a partial caption can be specified, it is advisable to use the full caption,
in order to minimize the chances that another field will match the caption search
criteria.

The hllapi_setfield extension sets the variables _ROW and _COL to the row and
column where the specified caption was found. If the specified caption isn’t
found, _ROW and _COL are each set to -1.

The hllapi_setfield extension cannot be used to enter special characters. To do so,
you have to use the hllapi_type extension.

The parameters -from* and -pos* cannot be used together.

Syntax

You can use either one of the following syntax versions:
sso hllapi_setfield \

-label Caption -value Value [-fromx x -fromy y]
or

sso hllapi_setfield \
-label Caption -value Value [-posx x -posy Y]
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Key

Key Value

Description

-label

Caption

Specifies the caption (label) of the target field. The
caption is assumed to be located immediately before
the target field. You do not have to specify the whole
caption; the first letter of the caption will suffice if it is
unique. The search is case-sensitive

-fromx

Optional. Specifies the row number in the 3270 screen
where the caption search should begin. Not specifying
-fromx is equivalent to specifying -fromx 1 (that is, to
begin the search at the top left of the screen).

The defaultis 1.

-fromy

Optional. Specifies the column number in the 3270
screen where the caption search should begin. Not
specifying -fromy is equivalent to specifying -fromy 1
(that is, to begin the search at the top left of the
screen).

The defaultis 1.

-value

Value

Specifies the new text value for the target field. The
length of the text is limited by the length of the target
field.

-posx

Optional. Specifies either the specific location (row) of
the caption or the specific location of the target field. If
a null caption argument is used ("), no search or
verification is performed and the field at the specified
location is set to value. If a non-null caption argument
is specified, the extension verifies the presence of the
specified caption at the location. This is a safe setfield,
because it ensures that the caption located is the
correct one and not a similar string someplace else on
the screen.

-posy

Optional. Specifies either the specific location
(column) of the caption or the specific location of the
target field. If a null caption argument is used ("), no
search or verification is performed and the field at the
specified location is set to value. If a non-null caption
argument is specified, the extension verifies the
presence of the specified caption at the location. This is
a safe setfield, because it ensures that the caption
located is the correct one and not a similar string
someplace else on the screen.
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Related Variables

See the following topics in the chapter “Script Variables:”

= _MODE

= _TIMEOUT
= _ROW

= _COL

= _HLLAPI FUNC_NO
= _HLLAPI RC

Example

The example inserts a login name in the appropriate input field.

sso hllapi_setfield -label "Userid" -value "‘Name"

See Also

See the following topics in this chapter:
= hllapi_getfield

= hllapi_type
= hllapi_waittext
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hllapi_type

Compatibility

Windows 98SE, Windows NT 4.0/2000/XP/2003.

Purpose

The hllapi_type extension simulates typing done by a user to the current 3270
session.

To type special characters, use special character mnemonics surrounded by curly
braces. For example:

sso hllapi_type -text ''{tab}abc{tab}"
In order to type the @ sign, type @@.

See the appendix “Special Character Mnemonics” for a complete list of special
character mnemonics.

There is no need to use a hllapi_waitsys extension before the hllapi_type
extension because the hllapi_type extension has an internal procedure for the
wait function.

Syntax
sso hllapi_type -text String

Key Key Value Description

-text String Specifies one or more characters. Use special
mnemonics for special characters, such as {enter} for
the Enter key. See the appendix “Special Character
Mnemonics” for a complete list of special character
mnemonics.

Related Variables

See the following topics in the chapter “Script Variables:”
= _MODE

= _HLLAPI FUNC_NO

= _HLLAPI RC
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Examples

To type a string:

sso hllapi_type -text "‘Peterson, Terri"

To tab to the next field:
sso hllapi_type -text "{tab}"

To type a variable value, type one of the following:

sso hllapi_type -text "'$ PASSWORD"

or

sso hllapi_type -text $ PASSWORD

To type a string that includes a dollar sign:
sso hllapi_type -text {$22}

To type “hello” and press enter:

sso hllapi_type -text "hello{enter}"

See Also

See the following topics in this chapter:
= hllapi_setcursor

= hllapi_setfield
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hllapi_waitsys

Compatibility

Purpose

Syntax

Related Variables

Example

See Also

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The hllapi_waitsys extension waits until the terminal session is ready to accept
keystrokes, or until the timeout value is reached.

Usually there is no need to use waitsys, because it is an internal procedure of
most of the HLLAPI extensions. However, in some situations, such as when
combining a Windows application and a 3270 application in the same script, this
extension is necessary.

sso hllapi_waitsys

See the following topics in the chapter “Script Variables:”
= _MODE

= _TIMEOUT

= _HLLAPI_FUNC_NO

= _HLLAPI RC

To type Enter, wait, and then display a message box:
sso hllapi_type "{enter}"

sso hllapi_waitsys
sso msghox -msg ""Now you may start working"

See hllapi_waittext in this chapter.
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hllapi_waittext

Compatibility

Purpose

Syntax

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The hllapi_waittext extension waits for a specified text to appear on the current
session’s screen. If the text already appears on the screen, script execution
continues without a wait period.

The last step of hllapi_waittext execution sets the variables _ROW and _COL to
the location where the specified text was found in the screen.

The parameters -from* and -pos* cannot be used together.

You can use either of the following syntax versions:
m sso hllapi_waittext -text String [-fromx x -fromy y]
m sso hllapi_waittext -text String [-posx X -posy VY]

Key Key Value Description

-text String Specifies one or more characters. Use special
mnemonics for special characters, such as {enter} for
the Enter key. See the appendix “Special Character
Mnemonics” for a complete list of special character
mnemonics.

-fromx x Optional. Specifies the row number in the 3270
screen where the caption search should begin. Not
specifying -fromx is equivalent to specifying -fromx 1
(that is, to begin the search at the top left of the
screen).

The defaultis 1.

-fromy Y Optional. Specifies the column number in the 3270
screen where the caption search should begin. Not
specifying -fromy is equivalent to specifying -fromy
1 (that is, to begin the search at the top left of the
screen).

The defaultis 1.
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Key Key Value

Description

-posx x

Optional. Specifies a specific location (row) where
the text is to appear. The -posx key verifies that the
text is at the specified location. This is a safe waittext,
because it ensures that the text string located is the
correct one and not a similar string someplace else on
the screen. A null text is not allowed.

-posy Y

Optional. Specifies a specific location (column) where
the text is to appear. The -posy key verifies that the
text is at the specified location. This is a safe waittext,
because it ensures that the text string located is the
correct one and not a similar string someplace else on
the screen. A null text is not allowed.

Return Value

The extension returns the completion code.

Related Variables

See the following topics in the chapter “Script Variables:”

= _MODE

= _TIMEOUT
= _ROW

= _COL

= _HLLAPI FUNC_NO

= _HLLAPI RC

Example

sso text _var [sso hllapi_waittext -text "or']

sso msgbox -msg $text_var

See Also

See the following topics in this chapter:

= hllapi_getfield
= hllapi_setfield
= hllapi_waitsys
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html_browse

Compatibility

Purpose

Syntax

Example

html_connect

Compatibility

Purpose

MS Internet Explorer 4.0 and higher.

The html_browse extension opens an Internet Explorer browser window.

sso html_browse

To connect to an Internet Explorer window with the Atlantic City Press home
page, use:

sso html_browse
sso html_navigate —location "http://ww.pressplus.com/""

MS Internet Explorer 4.0 and higher.

html_connect does not function with a browser instance launched inside a Citrix
MetaFrame ICA client, as the ICA client does not provide all of the standard
Windows hooks. An alternative in this case is to instead use the html_browse
extension to launch the browser, as html_browse functions correctly in a
MetaFrame ICA environment.

The html_connect establishes a connection to an already opened Internet
Explorer browser window with the specified window title. The value you use in
-title should uniquely identify the Web page.
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Syntax
sso html_connect -title targetText
Key Key Value Description
-title  targetTex Indicates that the specified title text will be treated as part of
the text in the window title bar that SSO will search for. This
also allows for an exact match.
Example

To connect to an Internet Explorer window with the Atlantic City Press home
page, use:

sso html_connect -title '‘PressPlus™

html_disconnect

Compatibility

MS Internet Explorer 4.0 and higher.

Purpose

The html_disconnect extension disconnects from the active Internet Explorer
browser window. html_disconnect will not take any key or key-value.
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Syntax

sso html_disconnect

html_getfield

Compatibility

MS Internet Explorer 4.0 and higher.

Purpose

The html_getfield extension returns the contents of a specified field in the current
browser window. The edit box is identified by a label in the browser window
and an ordinal number. The extension locates the label, counts the edit boxes that
appear after the text, and retrieves whatever text is found in the nth edit box.

If the fieldIndex value is 1, then the extension searches the browser window for
the first edit box that contains the designated label.

Note that the extension searches the browser window line by line from top to

bottom and from left to right in each line.

Syntax
sso html_getfield -label labelText [-ord fieldlndex]

Key Key Value Description

-label label Text The text, in the target field, which serves as the
starting point of the search for the target field.

-ord fieldlndex ~ The ordinal number of the target field that follows
the label text. If the fieldIndex value is 1, then the
extension searches the browser window for the first
edit box that contains the specified text.

0 and 1 can be used interchangeably when using -
ord option.

The default value is 1.
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Example

The following command retrieves the contents of the edit box with the request to
type a U.S. zip code label:

sso html_getfield -label *‘code”

A MSN.COM - Microsoft Internet Explorer

JEiIe Edit “iew Go Fawvorites Help

J<1= ==>,0f§‘@

Back | Fonward Stop Fefresh Home Search

JAddress &1 hitp:/ fhome.microsoft.corm/

Games
MSHN Insider Get news, weather, and other info

A Type a U.S. zip code  [54737

Finance Bnter |
Real Estate
Resolutions 99 e_mail [edit

Note: Don’t use labelText values that contain underlined letters, like the z in zip.
They cannot be represented by conventional alphanumeric characters and will
not be recognized in the browser window.

To retrieve the hotmail logon name, use one of the following commands:
m sso html_getfield -label "Logon Name"

m sso html_getfield -label “Logon Name™ -ord 1

To retrieve the contents of the hotmail password field, you can use either of the
following;:

m sso html_getfield -label "Hotmail Password" -ord 2

m sso html_getfield -label "Logon Name"™ -ord 2

Note: Since the html_getfield extension searches line by line, it doesn’t make any
difference if the labelText value is Hotmail Password or Logon Name. However,
it is essential to provide the correct ordinal number.

See Also

See html_setfield in this chapter.
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html_getframesnum

Compatibility

Purpose

Syntax

Example

MS Internet Explorer 4.0 and higher

The html_getframesnum extension retrieves the number of frames on an active
Internet Explorer browser window.

sso html_getframesnum

The following displays the number of the frames in the active window:

sso msghox -msg [sso html_getframesnum]

html_grabpage

Compatibility

Purpose

Syntax

Example

MS Internet Explorer 4.0 and higher

The html_grabpage extension invokes an active Internet Explorer browser
window.

sso html_grabpage

sso html_grabpage
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html_navigate

Compatibility
MS Internet Explorer 4.0 and higher
Purpose
The html_navigate extension opens a new site in an Internet Explorer browser at
a specified URL.
Syntax
sso html_navigate -location URL [-grab Y|N]
Key Key Value Description
-location URL Specifies the URL to be linked to.
-grab Y|N Connects to the site and recognizes all controls on the
specified URL.
The defaultis Y.
Example

To open Internet Explorer at the Atlantic City Press home page, use:

sso html_browse
sso html_navigate -location "http://ww.pressplus.com/**
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html_push

Compatibility

Purpose

Syntax

MS Internet Explorer 4.0 and higher

The html_push extension pushes a specified command button in the browser
window. When the fieldIndex value is 1 (the default), then the extension searches
the browser window for the first button that contains the designated label.

When the fieldIndex value is a positive integer, the extension locates the label
text in the browser window, counts the pushable controls that appear after the

text, and pushes the nth control.

You can use either the -label option or the -name option, or you can use both the
-label and -name options together.

Note: The html_push extension cannot be used to click URLs in the browser
window.

sso html_push -label labelText|-name NameText [-ord fieldlIndex]

Key Key Value Description

-label  labelText The text in the browser window that serves as the starting
point for the search for the target field.

-ord  fieldlndex  The ordinal number of the target field that follows the
label text or name. If the fieldIndex value is 1, then the
extension searches the browser window for the first edit
box that contains the specified text.

0 and 1 can be used interchangeably when using -ord
option.

The default value is 1.

-name NameText  The name of the target button or target field.
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Example
In the following example:
2 MSN.COM - Microsoft Internet Explorer
J File Edit “iew Go Favorites Help
& =29 it @
EHiazh [FarErnd Stop Refresh Hame Search
JAddress &1 hitp:/ fhome.microsoft.corm,/
Games .
MSN Insider Get news, weather, and other infg
News .
Personal Type a U3 Zip code |54?3?
Finance enter |
Real Estate
Resolutions 99 e-mail =it
you can push the enter button by using:
sso html_push -label "hotmail™ -ord 1
See Also

See the following topics in this chapter:
= click

= push
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html_search

Compatibility

Purpose

Syntax

MS Internet Explorer 4.0 and higher

The html_search extension puts text in the search mechanism of an active
Internet Explorer browser window and pushes the search button.

sso html_search -text Text -engine pageName -engineUrl

Key Key Value Description
-text Text Specifies the text that is being searched for.
-engine pageName Specifies the search engine web page. This is not

case-sensitive. You can only use one of the
following search engine web pages with this key:
Google, AltaVista, AOL, Excite, HotBot, InfoSeek,
Lycos, Yahoo!, MSN

-engineURL  search URL Specifies the search engine web page for a search
engine not listed for -engine.

To get the URL string for this key:

1.
2.
3.

Go to the search engine web page.
Perform a search, for example “frogs”.

From the results page, copy the URL in the
address line.

Replace the original search text with %s, for
example replace ‘frogs” with *%s’
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Example

To find all the information about frogs on Google (or one of the other specified
search engines) use:

sso html_search -text frogs -engine "‘Google"

To find all information about frogs on a search engine not listed for -engine, for

example ‘Looksmart,” use:
sso html_search —text frogs —engineUrl
http://search.looksmart.com/p/search?tb=dir&qt=%s
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html_selectitem

Compatibility

Purpose

Syntax

MS Internet Explorer 4.0 and higher

The html_selectitem extension selects an item in a specified list box or combo box
in the browser window.

The list box is designated by a text string in the browser window and an ordinal
number. After locating the nth listbox after the label text according to the
fieldIndex value, the extension then selects the nth item in the list box according
to the value of itemIndex.

Note that the extension searches the browser window line by line from top to
bottom and from left to right in each line.

sso html_selectitem -label labelName [-ord fieldlndex]\
-index itemlndex | -item itemName

Key Key Value Description

-label  labelText The text, in the browser window, which serves as the
starting point for the search for the target listbox.

-ord  fieldIndex The ordinal number of the list box or combo box that
follows the label text. If the fieldIndex value is 1, then the
extension searches the browser window for the first edit
box that contains the specified text.

0 and 1 can be used interchangeably when using -ord
option.

The default value is 1.

-index itemIndex The index number of the item in the listbox

-item  itemName  Specifies the full name or the first part of the name of the
item to be selected.
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Example
If you want to search for Picasso from the following browser window and use
the AltaVista search engine:
@A MSN.COM - Microsoft Internet Explorer
J File Edit “iew Go Favorites Help
& . =2 9 i Q
ek FamwaEnd Stop Refresh Home Search
JAddress &1 http:/ fhome ricrosaft corm
Ha\re We Got a Deal for Yo !
™ Tick f
Microsoft® :
January 14,1993 S€arch [MSNweb Search 7] for |
use the following commands:
sso html_selectitem -label search -ord 1 -index 2
sso html_setfield -label for -ord 1 -value Picasso
This gives the following result:
A MSMN.COM - Microsoft Internet Explorer
J File Edit “iew Go Favortes Help
& . =2 _ O @t Q
Back Fanwand Stop Fefresh Home Search
JAddress @ hitp:/ fhome. microsoft.com/
Have We Gnt a Deal fnr Youl
January 14,1909 Search [Attavista =] for [Picassd|
See Also

See the following topics in this chapter:
= html_getfield

= selectitem

5-82 eTrust SSO Tcl Scripting Reference Guide



html_setfield

html_setfield

Compatibility

Purpose

Syntax

MS Internet Explorer 4.0 and higher

The html_setfield extension sets a value in a specified edit box in the browser
window. The edit box is designated by a label and an ordinal number. The
extension locates the text, counts the edit boxes that appear after the text, and
enters the designated value into the nth edit box.

Note that the extension searches the browser window line by line from top to
bottom and from left to right in each line.

sso html_setfield -label labelName [-ord fieldlndex]\
-value newalue

Key Key Value Description

-label  labelText The text, in the browser window, which serves as the
starting point for the search for the target field.

-ord  fieldIndex The ordinal number of the field that follows the label text.
If the fieldIndex value is 1, then the extension searches the
browser window for the first edit box that contains the
specified text.

0 and 1 can be used interchangeably when using -ord
option.

The default value is 1.

-value newValue  The value to be entered into the target edit box.
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Example
To enter the Hotmail logon name and password and then press the enter button
in the window below:
e-mail [edit
notmail Logon MName: Hotmail Password:
| | enter |
et Hotmall, free e-mail vou can use from any F O
Internet access.
|_|_|_|ﬁ Internet zane
use the following commands:
sso html_setfield -label '"Logon Name' -value markl
sso html_setfield -label ""Hotmail Password” -ord 2 \
-value hj41B43
sso html_push -label "Logon Name™ -ord 1
See Also

See the following topics in this chapter:
= html getfield
= setfield
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inputbox

Compatibility
Windows 98SE, Windows NT 4.0/2000/XP/2003.

Purpose
The inputbox extension displays a dialog box containing a prompt, a text box for
input from the user, and OK-Cancel command buttons.
The dialog box size is determined by the length of the text in -prompt promptText.
The window size is not affected by the length of the specified title, and titles that
are too long for the box are truncated.
If the Cancel command button is pushed, then script execution stops, unless the
_ERRORMODE setting is resume or msg.

Syntax

sso inputbox -prompt promptText [-default defaultText]\
[-title titleText] [-input numjall]

Key Key Value Description

-prompt  promptText Specifies the text that will be displayed within the
dialog box, above the edit box (input field).

-default  defaultText ~Optional. Specifies the text that appears in the edit box
of the input window. This text can be replaced by the
user.

-title titleText Optional. Specifies the title of the dialog box.
The default is eTrust Single Sign-On.

-input num | all Optional. -input num indicates that only numeric input
will be accepted.

The default is all (any character input).

Return Value

The inputbox extension returns the text string typed by the user.

eTrust SSO Extensions 5-85



inputbox

Example

The following example displays a dialog box that asks the user for the name of a
host and then invokes telnet for that host:
set host [sso inputbox \
-prompt "Enter the name of the host:"
if {$host == "'} {
exit
3

# run telnet for the selected host
Sso run -path wktelnet.exe -args $host

See Also

See the following topics in this chapter:
= askyesno

= msgbox
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lockinput
Compatibility
Purpose
Syntax
Example

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The lockinput extension locks input to the workstation from the keyboard and
the mouse. The station remains locked until the script stops running or the
unlockinput extension is used.

All keyboard and mouse input is blocked, except to the interpreter itself so that if
you put in another sso command, such as sso msgbox, the user would be able to
use the keyboard and mouse to interact with the message box.

Some SSO Tcl functions such as "sso click" and “sso type” override the lockinput
function so that the script can simulate user input on the screen. When these
overriding functions are being executed there is a small window of opportunity
for the end user to interfere with the script. For example, if a user clicks a mouse
button it could move the focus of the cursor. For this reason, when the lockinput
is active, it is generally better practice to use the "sso setfield" command instead
of “sso click” and “sso type”.

Unfortunately “sso setfield” is not appropriate for every applicaiton, for example
Java applications and terminal emulator programs will not accept the "sso
setfield" command.

To minimise the chance of the end user inadvertently affecting the logic in the
script by clicking the mouse or typing a keystroke at the exact same time as the
"sso type" command executes, you may want to display a Messagebox dialog
that tells the end user to wait until the script has completed.

sso lockinput

The following example would lock user input for 10 seconds:
sso lockinput
sso sleep -time 10
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menu

Compatibility

Purpose

Syntax

Example

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The menu extension selects a menu item from the menu of the target window.
The extension fails if the specified menu item is disabled.

menultem is written as a string with item elements separated by slashes. For
example, the Paste item in the Edit menu would be designated Edit/Paste, and
Find Next in Notepad’s Search menu would be Search/Find Next.

Even when the -itemexact menultem option is used, text matching ignores an
ellipsis (...) in menu item names.

You can also select menu items with the type extension, using access keys (like
Alt+F and then X for File/Exit) or keyboard shortcuts (like Ctrl+S for Save).

sso menu -item|-itemglob]-itemexact menultem

Key Key Value Description

-item menultem  Indicates that eTrust SSO will search for the specified
string as the first part of the menu item. This also
allows the string to be the exact menu item name.

-itemglob  menultem  Indicates that the string provided is actually a pattern
formatted in the globbing format. eTrust SSO will
search for a menu item that matches the pattern
specified by in the argument.

-itemexact menultem  Indicates that the string provided in the caption
argument represents the complete string that eTrust
SSO will search for in the window’s menu.

The example selects Save As from the target window’s menu.

sso menu -item ""File/Save As"
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See Also

See type, in this chapter.
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The msgbox extension displays a message box with text, a command button or
buttons, and an optional severity icon at the user's workstation. The info,
warning, and error icons are mutually exclusive. If no value is specified, no icon

After the message box is displayed, script execution is suspended until the user

The -button option determines the button set displayed in the box. If the option is

The message box size is determined by the length of the text that appears in the
message box. The window size is not affected by the length of the specified

msgbox
Compatibility
Windows 98SE, Windows NT 4.0/2000/XP/2003.
Purpose
appears in the message box.
selects one of the buttons.
not used, the default is a single OK button.
caption and long captions are truncated.
Syntax

sso msghox [-title titleText] [-icon info|warn]error] \
[-buttons okcancel |yesnocancel |abortretryignore]ok]\

-msg msgText

Key Key Value Description

-title titleText Optional. Sets the text of the message box title.
The default is eTrust Single Sign-On.

-icon info Optional. Displays an info icon (the letter i) in the
message box.

-icon warn Optional. Displays a warning icon (an
exclamation mark) in the message box.

-icon error Optional. Displays an error icon (a Stop sign) in
the message box.

-buttons okcancel Optional. Two buttons will be displayed: OK and
Cancel.

yesnocancel Optional. Three buttons will be displayed: Yes,

No, and Cancel.
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abortretryignore Optional. Three buttons will be displayed: Abort,
Retry, and Ignore.

ok The default. One button is displayed: OK.

-msg msgTex The text that will appear in the message box

Return Value
sso msgbox returns the name of the button selected by the user.

The msgbox extension does not set the value of the _'SSOERR variable.

Example
The following example displays a message box with the message “An error
occurred” and Abort, Retry, and Ignore command buttons:
set opt [sso msgbox -icon error \
-buttons abortretryignore -msg "An error occurred]
switch $opt {
abort {
# abort selected
T
retry {
# retry selected
)
ignore {
# ignore selected
T
3
See Also

See the following topics in this chapter:
= askyesno

= inputbox

eTrust SSO Extensions 5-91



net_use

net_use

Compatibility

Purpose

Syntax

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The net_use extension connects to, or disconnects from, any network provider
that works with Windows. It also captures a network resource and maps a
network volume to a local drive name or deletes a mapping.

Note that although pathnames are specified using OS conventions, Tcl requires
that backslashes be doubled (to identify them as literals) and that pathnames be
enclosed in quotation marks if they contain spaces. For example:

\\BOXCAR\\VOL1:\\APPS

Tcl syntax does allow other valid ways to express pathnames. For more
information, see the section, Strings Containing Special Characters, in the chapter
“Basic Tcl Language.” The previous example can also be expressed:

{ BOXCAR\VOL1:\APPS} or
BOXCAR/VOL1:/APPS

Note: The end user workstation does not need the NetWare client in order to use
this extension.

sso net_use {-device deviceName|-net netResource} \
[-del y|n] [-user userName] \
[-password password] [-persistent y|n]

Key Key Value Description
-device deviceName  Accepts any free disk drive or printer (LPT1: through
LPT3:)

Type an asterisk instead of a specific device name to
assign the next available device name.

-net netResource Optional. Network resource to connect to, including
printers.
-del y|n Optional. Disconnect.

The default is n.
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Return Value

Examples

Key Key Value Description

-user userName  Optional. User name and domain name. If the domain
name is omitted, the current domain is assumed. If the
user name is omitted, the default user is used.

-password  password Optional. If a user-specified password value is not
provided, the last password is used. To avoid
providing a password, use an empty string ("").

-persistent y|n Optional. Restore the connection at the next login.

The default is n.

When -device is used, the name of the redirected local device is returned. This is
an efficient way of obtaining the redirected local name when an asterisk value
(next available drive) is used with -device.

When -device is not used, the network resource name is returned.

To log into a specific server and to reconnect at the next login:

sso net_use -net {\\acc3 nw410} -user $ USERNAME \
-password $ PASSWORD
sso net_use -net {\\acc3 _nw410} -del yes

To map a network volume to G:

sso net_use -device G: -net {\\acc3_nw410\sys} \
-user $_USERNAME -password pokerface \
-persistent yes

sso net_use -device G: -del yes

To capture a printer:

sso net_use -device Ipt2 -net \\\\net3\\hpljet5m-bc \
-user $_USERNAME -password $ PASSWORD

sso net_use -device Ipt2: -del yes

eTrust SSO Extensions 5-93



notify

notify

Compatibility
Windows 98SE, Windows NT 4.0/2000/XP/2003.
Purpose
The notify extension notifies the Policy Server of an event, either a login or a
password change and about the result of that event. This directs the Policy Server
to update its internal counters and audit trails and, in the event of a successful
password change, to change the current password and next password values in
the database.
Syntax
sso notify -event login]pwdchange [-status value] \
-appname ApplIName
Key Key Value Description
-event login | pwdchange Specifies the name of the event, which is either
login or pwdchange
-status value Optional. Specifies the completion status of the
specified event:
n  0—Success
» A non-zero value —Failure
If status is omitted, it is assumed that the
specified event completed successfully,
-appname  ApplName Specifies the application for which a login or
password change was attempted.
Example

To notify the Policy Server about a failed password change:

sso notify -event pwdchange -status 3 -appname notes
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nw_attach

Compatibility

Purpose

Syntax

Example

See Also

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The nw_attach extension attaches the current user to a NetWare server.

sso nw_attach -server serverName -user userName \
[-password password]

Key Key Value Description

-server serverName  Specifies the name of the NetWare server to attach to.
-user userName  Specifies the user name for the new connection.
-password  password Optional. Specifies the password of the specified user

to the specified server. If the specified user has no
password on the specified server, this parameter is not
used.

To attach the user to NetWare server NOV011:

sso nw_attach -server NOVO1l -user $ LOGINNAME \
-password $_PASSWORD

See the following topics in this chapter:
= nw_map

= nw_logout
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nw_capture

Compatibility

Purpose

Syntax

Example

See Also

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The nw_capture extension captures printer output and directs it to a NetWare
queue. This is the same function as the NetWare capture command.

sso nw_capture -Ipt IptName -queue queue [-server \ serverName]

Key Key Value Description

-Ipt IptName Specifies the number of the port to be captured. Specify
1 for LPT1, 2 for LPT2, etc.

-queue queue Specifies the name of the NetWare queue to which the
captured output should be directed.

-server serverName  Optional. Specifies the name of the NetWare server on
which the specified queue is located. If the NetWare
server name is omitted, the default server is assumed.

The following example captures printer output to LPT1 and directs it to the
Q_HPJET4 queue on server NOV(11:

sso nw_capture -Ipt 1 -queue Q HPJET4 -server NOVO1l

See the following topics in this chapter:
s nw_attach

= nw_endcap
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nw_endcap

Compatibility

Purpose

Syntax

Example

See Also

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The nw_endcap extension ends a printer capture previously established using
the nw_capture extension. It performs the same function as the NetWare endcap
command and the NetWare capture command with the /endcap switch.

sso nw_endcap -Ipt IptName

Key Key Value Description

-lpt  IptName Specifies which port to end the capture for. Specify 1 for
LPT1, 2 for LPT2, and so forth.

The following example ends the printer capture of LPT1:

sso nw_endcap -Ipt 1

See nw_capture, in this chapter.
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nw_logintree

Compatibility

Windows 98SE, Windows NT 4.0/2000/XP/2003.

Purpose

The nw_logintree extension logs the user into a directory tree of NDS (Network
Directory Services).

NDS is supported in Novell 4.x and above.

The nw_logintree extension keeps the binderies connections intact.

Syntax

sso nw_logintree -tree treeName -user userName \
-password password

Key Key Value Description

-tree treeName The name of the directory tree to which the user will
be logged in.

-user userName  The user’s login name for the directory tree.

-password  password The user’s password for the directory tree.

Example
To log the user into the directory tree ACME_CO:

sso nw_logintree -tree ACME_CO -user $ LOGINNAME \
-password $_PASSWORD

See Also

See nw_attach, in this chapter.
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nw_logout

Compatibility

Purpose

Syntax

Example

See Also

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The nw_logout extension logs the user out of a NetWare server or out of an NDS
directory tree. It performs the same function as the NetWare logout command.

The nw_logout extension keeps the binderies connections intact.

sso nw_logout { -server serverName | -tree treeName }

Key Key Value Description

-server serverName  Specifies the name of the NetWare server from which to
log out.

-tree treeName Specifies that the user will be logged out of a NDS

directory tree and gives the name of the directory tree
to which the user was attached.

To log out of NetWare server NOV011:

sso nw_logout -server NOVO1l

See nw_attach, in this chapter.
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nw_map

Compatibility

Purpose

Syntax

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The nw_map extension maps a NetWare volume to a local drive or deletes a
mapping.

Note that although pathnames are specified using OS conventions, Tcl requires
that backslashes be doubled (to identify them as literals) and that pathnames be
enclosed in quotation marks if they contain spaces. For example:

NOVO1I\\VOL1:\\APPS

Tcl syntax does allow other valid ways to express pathnames. For more
information, see the section Strings Containing Special Characters in the chapter
“Basic Tcl Language.” The previous example can also be expressed:

m {NOVO11\VOL1:\APPS}
= NOVO11/VOL1:/APPS

You must already be attached to a server in order to use the nw_map extension.

To map a drive:

sso nw_map [-drive drive|next] -resource path

To delete a mapping;:

sso nw_map -del drive

Key Key Value Description

-drive drive|next  Type either:

» drive—Specifies the letter of a local drive. Specify
one letter, such as G: (you must include the colon)

= next—Specifies that the next available drive will
be mapped to the specified path.
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Key Key Value Description

-resource  path Specifies the NetWare volume and directory that is to
be mapped. The path must begin with a server and
volume specification, followed by a directory. For
example: NOVO011\ \ VOL1:\ \ APPS.

-del drive Specifies that the drive mapping should be deleted for
the designated drive.

Return Value

The nw_map extension returns the drive letter of the mapped drive.

Examples

The following example attaches a user to server NOV011 and then maps the mail
directory to drive G: on the user’s workstation:

sso nw_attach -server NOVO1l -user mailuser

sso nw_map -drive G: -resource "NOVO11\\VOL1l:\\mail"

The following example uses the -next option to map NOV011\ VOL1:\mail to the
next available drive on the user’s workstation and set the variable drive_name to
that drive:

set drive_name [sso nw_map -drive next \
-resource ""NOVO11\\VOL1:\\mail']

See Also

See nw_attach, in this chapter.
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nw_setpass

Compatibility

Purpose

Syntax

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The nw_setpass extension changes a password on a file server. It also can
synchronize passwords on a set of file servers.

If the workstation is attached to more than one server, and the user has the same
password on all the servers, the nw_setpass extension can synchronize the
passwords by using the -sync switch when it changes the password on one file
server.

sso nw_setpass [-sync y|n] [-user userName] \
[-server serverName] -oldpass oldPassword \
-newpass newPassword

Key Key Value Description

-sync y|n Optional. Signifies that passwords will be
synchronized on all the servers to which the user is
attached.

The default is n.

-user userName  Optional. Signifies that the extension is to change a
password for another user and gives that user’s name.

-server serverName Optional. Signifies that the password will be set on a
specific server and gives the name of the server where
the password will be changed.

-oldpass  oldPassword The old password.

-newpass  newPassword The new password.
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Example
The following example changes the user’s password on server NOV011 and
synchronizes the user’s passwords on all the servers that the user has permission
to attach to:
Sso nw_setpass -sync y -server NOVO1l \
-oldpass $_PASSWORD -newpass $_NEXTPWD
See Also

See nw_attach, in this chapter.
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push

Purpose

Syntax

Examples

See Also

The push extension simulates activating a command button. The extension will
fail if the specified button is disabled. The specified button is searched for within
the target window.

By default, the push extension works only with the button class. For other classes
of buttons, you must add the option:

-class NameOfClassOfButton

sso push FieldSpec

Parameter Description
FieldSpec Specifies the target field. See Specifying Fields in this chapter.
To push an OK button:

sso push -label OK

To push the second command button in a dialog box:

sso push -class Button -ord 2

See the following topics in this chapter:

s click

] type
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pwdbox

Compatibility

Purpose

Syntax

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The pwdbox extension displays, at the user’s workstation, a dialog box
containing a text box for password entry. It includes a duplicate-entry option.
The pwdbox dialog box always remains on top as the active window.

If -retype y is used, an additional text box is displayed for password verification.
As the user types in the text box, every character is represented by an asterisk (*).

The extension can specify a prompt, which will appear over the Password text
box, and a dialog box title.

sso pwdbox [-retype y|n] [-title titleText] \
[-prompt promptText]

Key Key Value Description

-retype  y|n Optional. y specifies that an additional text box (input
field) for input verification will be displayed.
The defaultis y.

-title titleText Optional. Specifies the title of the dialog box.

The default is eTrust Single Sign-On.

-prompt  promptText Optional. The text that will be displayed within the
dialog box, above the text box (input field).

The default is Enter Password.

eTrust SSO Extensions 5-105



pwdbox

Return Value
If the user pushes OK, the pwdbox extension returns 0.

The string that the user enters in the Password text box is set as the value of
_PASSWORD.

If the user pushes Cancel, the pwdbox extension returns 200 and if the
_ERRORMODE is stop or trace_stop, script execution stops.

Example

The following example displays a dialog box with a password prompt and two
text boxes. After the user enters a password (text), it assigns the text that was
entered to the variable _PASSWORD and checks password length:

sso pwdbox -retype y

while {[string length $ PASSWORD] < 10} {
Sso msghox -msg "'Your password is too short."
sso pwdbox -retype y

b

Sso msgbox -msg "*Your new password has been accepted.'*

See Also

See the following topics in this chapter:
= askyesno

= inputbox

= msgbox

= chlogin

= getlogin
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refresh

Compatibility

Purpose

Syntax

Example

See Also

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The refresh extension refreshes the screen scrape performed by the previous
extension. It is useful for debugging scripts and also for production scripts.

sso refresh

To refresh the screen scrape of the previous extension:

sso refresh

See getscrape, in this chapter.
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run

Compatibility

Purpose

Windows 98SE, Windows NT 4.0/2000/XP/2003 (except for the -getpid option).

The run extension starts the specified program and continues executing.

In Windows, sso run with the option -getpid y sets the value of the _PID variable
thereby determining the current program. The window extension will search
only those windows that belong to the current program.

If the path to the executable is defined in the user’s environment, then the
executable filename is sufficient, otherwise a full pathname starting with the
drivename is required. If the pathname is not correct, the extension fails with
error 80 (invalid path or specified path not found).

Sometimes, different copies of the same executable are located on different disks,
directories, or subdirectories on different computers within the organization. If
this is the case, the same run extension will execute on some workstations and
fail on others. For suggestions on how to handle this situation, see Checking
Pathnames in the chapter “Writing eTrust SSO Scripts.”

Note that although pathnames are specified using OS conventions, Tcl requires
that backslashes be doubled (to identify them as literals) and that pathnames be
enclosed in quotation marks if they contain spaces. For example:

"C:\\Program Files\\eTrust\\Ssointrp.exe"

Tcl syntax does allow other valid ways to express pathnames. For more
information, see the section, Strings Containing Special Characters in the chapter
“Basic Tcl Language.” Two pathnames that are equivalent to the previous
example are:

m {C:\Program Files\eTrust\Ssointrp.exe}

m "C:/Program Files/eTrust/sointrp.exe"

Pathnames must always be written on one line. Tcl will not accept a pathname
with a return in it, even if the return is prefaced with a backslash or the
pathname is enclosed in quotation marks or braces.

Generally, the window extension is used immediately after the run extension in
order to check that the program has opened the desired window (usually a login
window).
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Syntax

Sso run -path pathname [-oneinstance y|n] [-getpid y|n] \
[-dir directory] [-args ‘“‘commandLineParameters'] [-mainwin y|n] \
[-checkprocess NameOfProcess]

Key

Key Value

Description

-oneinstance

y|n

Optional. y indicates that the specified
program will not be run if there is an
instance of the program already running on
the workstation.

The default is n.

-getpid

yIn

Optional. In Windows only. -getpid y
specifies that the extension will retrieve
process identification and store the PID in
the _PID variable. -getpid n specifies the
program will run without retrieving the
process identification.

The default is n.

-dir

directory

Optional. Specifies a working directory for
the program to be run. The format for the
directory is the full pathname according to
the OS convention.

-checkprocess

NameOfProcess

Specifies the process name for applications
which executable and process have two
different names.

This key is relevant if it is used with the key
-oneinstance, keyvalue y.

-path

pathname

Specifies the full filename of the program to
run, including the file name extension; for
example: MYPGM.EXE. If the program is
available through the PATH setting, you can
specify the program name only; otherwise,
the full OS path is required. Pathnames in
scripts should be written on one line and not
split over two lines with a backslash.

-args

commandLine
Parameters

Optional. Provides command line
parameters needed by the program to be run.
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Key Key Value Description

-mainwin y|n Optional. -mainwin y specifies that the run
extension will try to find the main window
of the application being run, without regard
for the title of the window.

The default is n.

Related Variables

See _PID in the chapter “Script Variables.” This variable is set by sso run -getpid
y to identify the current program.

Example
The following example starts Notepad.exe, which is located in the Win95
directory, with the file Tips.txt.
sso run —dir "C:\\WINNT" -args "C:\\WINNT\\Tips.txt" \
—-path "'C:\\WINNT\\Notepad.exe"
See Also

See nw_map, in this chapter.
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screensize

Compatibility

Purpose

Syntax

Return Value

Example

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The screensize extension is used to retrieve the dimensions of the local
workstation display area in pixels and set height and width variables. This
information can be used by the script to position the cursor.

SSO screensize

The screensize extension returns the height and width of the display area of the
local workstation by setting two variables:

= _SCREEN_HEIGHT, the display area height in pixels.
= _SCREEN_WIDTH, the display area width in pixels.

The following is an example of using screensize extension.

SSO screensize
sso msgbox -msg ‘‘display area height: $ SCREEN HEIGHT \
display area width: $ SCREEN WIDTH"
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selectitem

Compatibility

Purpose

Example 1

Example 2

Windows 98SE, Windows NT 4.0/2000/XP/2003. selectitem -item itemName does
not function in a list box or a combo box where there is an icon to the left of the
box’s text (but selectitem -index indexNumber does work).

The selectitem extension selects an item in the specified list box or combo box in
the target window by simulating a mouse click on that item. Selectitem can select
item by name even if it has an icon at the beginning.

If you specify the target field by its position, any field there that is either a list
box or a combo box will be considered.

The -control switch limits the search to either a list box or a combo box.

When the -class switch appears in the FieldSpec, the -control option has higher
priority than the -class option. It means that, to work with a combo box, you
must use -control combo (for list boxes -control list is the default). In case you use
the -class option, you must use the option -pos self.

sso selectitem -class SysListView32 -pos self -item {DEV_DOMAINI\admin}

or:

sso selectitem -class SysListView32 -pos self -index 6

sso selectitem -control combo -class ComboBox -pos self -item Maximized \
-numclicks 2

or:

sso selectitem -control combo -class ComboBox -pos self -index 3 -numclicks 2

When you specify the target field by its caption, you specify the location of the
target field using the -pos option. If you do not specify an option, the default is
below.

The item in the list is specified with either the -item or the -index option. One
must be used but not both. In some list boxes, selection by name (-item) will not
work, but selection by index number will.

You must use the variable class _ BOUNDS when there is a list box or combo box
inside the frame.
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Syntax

If you want to first select an item from a combo box, you must use the -
numclicks option. For example:

sso selectitem -control combo -label *'Screen Saver'™ -numclicks 2 0
Using -numclicks 2 will first open the combo box and then close it.

If the list box or combo box has one of the following owner-drawn styles:
LBS_OWNERDRAWF IXED/CBS_OWNERDRAWF IXED,
LBS_OWNERDRAWVARIABLE/CBS_OWNERDRAWWARIABLE

without the style:

LBS_HASSTRINGS/CBS_HASSTRINGS

then, the selection is enabled only by index instead of by item.

These list boxes or combo boxes with drawn text can be recognized by using
Microsoft Spy++.

sso selectitem [-control list]jcombo] \
[-button left|middle]right] \
[-numclicks number] \
[FieldSpec] 7/
{-item itemName]-index indexNumber}

Key Key Value Description

-control list | combo Optional. Specifies that the item to be
selected is from a combo box or a list box. If
-class is used in FieldSpec, -control is ignored.

The default is -control list.

-button left | middle |right Optional. Specifies which mouse button will
be used to select the item.

The default is left.

-numclicks number Optional. Specifies the number of clicks to be
simulated when selecting the item.

The default is 1.

FieldSpec Specifies the target field in which the item to
be selected is found. See Specifying Fields in
this chapter.

-item itemName Specifies the full name or the first part of the
name of the item to be selected. If the item
option is not used, the first item will be
selected.
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-index indexNumber Selects the nth item in the list in the list or
combo box. The first (uppermost) item in the
list is 1.

The defaultis 1.

Example

The following example selects Beziers from the Screen saver combo box in the
Display properties window.

set _BOUNDS 20

sso window -title "Display Properties"

sso selectitem -control combo -item ""Beziers™ \
-label *'Screen Saver"

sso selectitem -control combo -item ""Beziers'"\n-label "'Screen Saver' -numclicks 2

Display Properties E

EJ Cilor l _-J ersion ] Plus! l Settings l
Backaround Screen Saver l Appearance l

Screen Saver

Settings... | Presig |

[ Pazsword protected Woait | 10=H minutes

(] | Cancel Apply
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See Also

See selecttab, in this chapter.
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selecttab
Compatibility
Windows 98SE, Windows NT 4.0/2000/XP/2003.
Purpose
The selecttab extension selects a tab (tabbed page) in a properties sheet. It
operates only in Windows 98SE, Windows NT 4.0/2000/ XP/2003.
Syntax
sso selecttab -tab | -tabglob | -tabexact tablLabel] \
—-index indexNum
Key Key Value Description
-tab tabLabel Specifies the label of the tab to be selected.
-tabglob
-tabexact
-index IndexNum Specifies the index number of the tab.
The defaultis 1
Example

The following example selects the Settings tab in the Display properties sheet:

sso selecttab -tab Settings

Dizplay Properties EE I

Background I Screen Saver I Appearance |
B Colar I B version I Plus! Settings
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selecttree

Compatibility

Purpose

Syntax

Example

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The selecttree extension selects a folder or object in a box where trees are used to
show file or network structure such as Windows Explorer. The selecttree options
allow you to toggle a selection on or off, to expand a selection (that is to show the
nested folders within the selected folder), or to collapse a selection (that is, to
hide the display of nested folders within a selection).

The pathname argument must contain the full pathname to the required element.

sso selecttree [-action toggle|expand|collapse] \
-path fullPathname

Key Key Value  Description

-action  toggle -action toggle indicates that the specified object will be
toggled on or off (that is selected if it was not selected
and deselected if it was selected).

-action expand -action expand indicates that the specified object will be
expanded (that is the nested objects will be displayed).

-action  collapse -action collapse indicates that the specified object will
be collapsed (that is the nested objects will be hidden).

-path fullPathname The full pathname to the specified object, beginning
with My Computer up to and including the specified
object. Path elements are separated with a slash (not a
backslash).

The following example will display the folders within the System folder of
Win95:

sso selecttree -action expand \
-path "‘Desktop/My Computer/C:/Win95/System™

eTrust SSO Extensions 5-117



setfield

setfield

Compatibility

Purpose

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The setfield extension searches for the specified field within the visible area of
the target window. If the specified field is found, setfield sets the field’s contents
to the given value.

When you designate the target field by its label, you can specify the location of
the target field in relation to the label by using a -pos option. If you do not
specify a -pos option, the setfield extension defaults to -pos right.

In some cases, the default method of entering a string value into a field causes
problemes. If this occurs, you can use the -type y option to enter the value as if it
were a series of keystrokes.

As a default, when the -autonext option is not used, the extension simulates a
keystroke to move to the next field or control. The type of keystroke used is
determined by the mode in which the extension is operating;:

= In win mode, the extension simulates a tab
= In console mode, the extension simulates an Enter

The type of keystroke used by the default can be changed by setting the
_AUTO_NEXT variable to the desired key before the extension is used.

When -autonext key is used, the specified functional keystroke will be simulated
by the extension. For example, to advance to the next control with a tab key, use
-autonext {tab}.

The key to be used must be specified using special character mnemonics as they
appear in the appendix “Special Character Mnemonics.”
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Syntax

Related Variable

sso setfield [-type y|n] [-autonext key|none] \
[-timeout TimeValue]

FieldSpec -value newalue
Key Key Value Description
-type y|n Optional. y specifies that the value will be entered into

the field as if it were a series of keyboard actions.
The default is n.

This key is relevant only in win mode.

-autonext key | none

Optional. key specifies that the extension advances with
the indicated key after setting the target field. none
specifies that the extension does not advance after
setting the target field.

If the -autonext option is not used the extension
advances after setting the target field:

= In win mode, it advances with a tab.

s In console mode, it advances with an Enter.

-timeout TimeValue

Optional. Specifies the time to wait for the specified
field to be found, in seconds or milliseconds depending
upon the suffix used (s and sec designate seconds; ms
and msec, milliseconds). When no suffix is used, the
time is in seconds. If you do not specify the amount of
time, the extension will wait 5 seconds.

FieldSpec Specifies the target field. The option -pos is relevant
only in _MODE win.
See Specifying Fields in this chapter.

-value newValue  Specifies the new value for the field. The value can be

any string and it must contain at least one character.

See _TIMEOUT in the chapter “Script Variables.”
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Examples

To set user name:

sso setfield -label *User Name:" -value $_LOGINNAME

To set value to a field labeled Description:

sso setfield -label Description \

-value "‘Security Administrator"

To use a Ctrl (Control) key to advance fields:

set AUTO NEXT "{"}"

sso setfield -label "User Name:'" -value $ LOGINNAME

sso setfield -label "Password:" -value $ PASSWORD
See Also

See the following topics in this chapter:
= getfield

] type
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sleep

Compatibility

Purpose

Syntax

Related Variable

Example

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The sleep extension suspends execution of the script and passes control to other
programs for a specified amount of time. The default unit is seconds.

sso sleep -time timeValue

Key

Key Value Description

-time

timeValue  Specifies the amount of time that the script will be

suspended in seconds or in milliseconds, depending upon
the suffix used. The suffixes s and sec designate seconds; ms
and msec designate milliseconds. When no suffix is used,

the time is in seconds.

See _PAUSE in the chapter “Script Variables.”

The following examples all specify suspending script execution for two seconds:

SSO
SSO
SSO
SSO
SSO

sleep -time
sleep -time
sleep -time
sleep -time
sleep -time

2

2s

2sec
2000msec
2000ms
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statusbox

Compatibility

Purpose

Syntax

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The statusbox extension displays a box with a message. Optionally, it displays a
message and Cancel button, which when pressed terminates the script. It can
also close the box or change the text in the box.

It is used to display information to the end user on the progress of the login
process.

If a statusbox box is open, running sso statusbox with a new -msg statusboxText
argument will change the text in the box.

If the -button Cancel option is used, the box displays a Cancel button which,
when pushed, terminates the script if the _"ERRORMODE is stop or trace_stop.

Running sso statusbox -close y will close any open statusbox box.
The script continues to run when the message is being displayed (unlike the

msgbox extension, which suspends script execution until the user presses the OK
button).

sso statusbox -msg statusboxText [-button Cancel][-close y|n]

Key Key Value Description

-msg statusboxText  Specifies the text to be displayed inside the statusbox
box. The -msg option is not used when -close y is used
to close an open statusbox.

-button  Cancel Optional. Displays a Cancel button. When the Cancel
button is pressed, the script is terminated.

-close y|n Optional. -close y closes an open status box.

The default is n.
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Example

The following example opens Notepad and displays messages about the process
being carried out:

sso run -path ""C:\\Win95\\Notepad.exe""
sso statusbox -msg ""Notepad application is opening"
sso sleep -time 5
sso window -titleglob '"*Notepad*"
if {$ SSOERR == 0 } {
sso statusbox -msg ""Notepad application is open'
sso sleep -time 5

sso statusbox -close y

See Also

See msgbox, in this chapter.
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subwindow

Compatibility

Purpose

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The subwindow extension detects document windows or subwindows of a top-
level application window. The subwindow extension is useful for handling
Multiple Document Interface (MDI) applications, as it allows you to work with
MDI windows that are document windows of the window detected by the sso
window extension. Usually, the subwindow extension can be used to work with
subwindows of other types (non-MDI windows) as well.

The subwindow extension waits for the specified document window to appear.
Script execution is suspended until the subwindow is found or until the time-out
period expires.

By using the -hwnd option, you specify a subwindow by its window handle
value.

You can limit the search to subwindows of a specific class by specifying the class
in the WindowSpec.

By default, the document window found by the subwindow extension becomes
the current window. Then, when the _TARGET_WIN variable is set to current,
the subwindow found is the window used for all the field-related extensions that
follow. For example, the click extension will search for the specified field only
within that subwindow.

When the -focus n option is used, then the document window found by the
subwindow extension is not made the active window. This is useful if you want
to check whether a subwindow appears but do not want to make it the active
window.

The subwindow extension is case-sensitive.

Note: Titles (captions) may be changed when subwindows are minimized or
maximized.
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Syntax

To look for a single target:

sso subwindow [-focus y|n] [-waitfocus time] \
[-size min|max]|same]open] \
[-move y|n] [-lockinput y|n] \
[-hwnd windowHandle] \
[-window active]current] WindowSpec

To look for several targets:

sso subwindow [-focus y|n] [-waitfocus time] \
[-size min|max|same]open] \
[-move y|n] [-lockinput y|n] \
[-hwnd windowHandle] \
[-window active]current] \
—target "WindowSpecA™ -target “'WindowSpecB"

Key Key Value Description

-focus y|n Optional. -focus n specifies that the extension just
checks for the presence of the subwindow without
making it the active subwindow.

The defaultisy.

-waitfocus  time Optional. Sets the time that the extension waits for
the designated subwindow to become the active
subwindow. The option takes positive integers as
arguments; the units are seconds: -waitfocus 10
means wait 10 seconds for focus.

The default value is 5sec.

-size min Optional. Indicates that the specified subwindow
should be minimized.

max Optional. Indicates that the specified subwindow
should be maximized.

same Optional. Indicates that the specified subwindow
should be kept at the same size it was.

open Optional. Indicates that the specified window should
be restored.

-move y|n Optional. y indicates that the subwindow is to be
moved so that it is entirely within the bounds of the
screen (in order to facilitate screen scraping).

The defaultisy.
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Key Key Value

Description

-lockinput  y|n

Optional. -lockinput y locks user input while the
extension is locating the target window and making
it active.

The default is y.

-hwnd
le

windowHand Optional. Specifies a subwindow by a window

handle value stored in a variable. The value is
hexadecimal.

-window active

Optional. -window active specifies that the active
subwindow be used as the target window,
overriding the _"TARGET_WIN variable.

current

Optional. -window current specifies that the current
subwindow be used as the target window,
overriding the _"TARGET_WIN variable.

WindowSpec

Specifies the subwindow to look for. See Specifying
Windows in this chapter.

-target WindowSpec

When the extension is to search for more than one
subwindow, the -target key is used for each target
window.

When the target option uses the options -title and
-class, the search is performed only if both options
are true. If any of these options is incorrect, the
search fails.

For example:
sso subwindow -target {-title<> -class<>}

If in the sso window there are several -target
parameters defined, the search returns the first
correct occurrence found.

Return Value

The return value is the subwindow title.
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Related Variables

Example

See Also

See the following topics in the chapter “Script Variables:”

_PID —If the value of this variable is not set to zero, only document windows
that were created by the current program (represented by the _PID variable)
will be examined.

_TARGET_WIN — This variable determines whether the current window or
the active window is used as the target window.

_WIN_TITLE — This variable is set by the window and subwindow
extensions to the full name of the found window.

_WINARRAY —The _WINARRAY variable stores the window handles of
windows or subwindows found by the window or subwindow extension.
When a window or subwindow extension finds more than one window with

the same title, the interpreter returns an error code of 21 and puts the values
of the window handles in the _WINARRAY variable.

_WINDOW —This variable is set by the window, and subwindow extensions
to the window handle of the current window.

The following example finds subwindow Bookl on the Microsoft Excel window:

sso window -title "Microsoft Excel"
sso subwindow -title "Bookl"

See the following topics in this chapter:

run

setfield
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terminate
Purpose
The sso terminate extension kills the running application.
Syntax
sso terminate -processname ProcessName | -pid ProcesslID | -title|\
-titleglob] -titlexact targetText
Key Key Value Description
-processname ProcessName The name of the process, which can be
found in Windows Task Manager.
-pid ProcessID The process ID number, which can be
identified by using Microsoft Spy++.
The process ID number must be in
hexadecimal notation.
-title targetText For information about the keys -title,
. -titleglob, and -titlexact, see Specifying
- 1 1 7 7
titleglob Windows in this chapter.
-titlexact
Example

sso run -path calc.exe -getpid y
sso terminate -pid $_PID
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type

Compatibility

Windows 98SE, Windows NT 4.0/2000/XP/2003.

Purpose
The type extension simulates typing done by the user into the target window.
Everything that can be done through the keyboard can be accomplished using

the type extension, including accessing menu items, activating keyboard
shortcuts, pushing buttons, and selecting check boxes.

Use these symbols... To denote these keyboard functions
% (percent sign) Alt

A (caret sign) Ctrl

+ (plus sign) Shift

To simulate Alt+F, X (select the File/Exit menu), type:

sso type -text "WFX" # select File/Exit

Use special character mnemonics surrounded by braces inside quotation marks
for special characters. For example:

sso type -text “‘{tab}abc{tab}def{enter}"

See the appendix “Special Character Mnemonics” for a complete list of special
character mnemonics.

You can simulate pressing Alt+F* (F1-F12) keys simultaneously. The syntax is:

"{F*}"
where F* represents the appropriate F1-F12 key.

You can also repeat a character or a special character using the following syntax:

{character n}

For example:

sso type -text "{tab 4H{a 7H{enter 2}"

Note: It is advisable to put the string argument inside quotation marks, even
when not required by the rules of syntax.
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Syntax
sso type [-literal y|n ] -text string

Key Key Value Description

-literal y|n Optional. y indicates that the specified string should be
typed as-is, without interpreting special characters like
{enter}.

The default is n.

-text  string Specifies one or more characters. Use special mnemonics
for special characters, such as {enter} for the Enter key. See
the appendix “Special Character Mnemonics” for a
complete list of special characters mnemonics.

Examples

To type a string:

Sso type -text “'Peterson, Terri'

To tab to the next field:
sso type -text "{tab}"

To type a variable value:

sso type -text "'$ PASSWORD'
(or sso type -text $ PASSWORD)

To type a variable name:

sso type -text {$_PASSWORD}
(or sso type -text \$ PASSWORD)

To select by pressing the spacebar:

SSO type -text " "

To type Alt+F, X (For selecting File/Exit):
sso type -text "%FX" (or sso type -text %FX)

To escape from Telnet using the type extension:

sso type -text "W{F4}"

To type a string including a $ (dollar sign):
sso type -text {$22 charge}

which gives $22 charge
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To type a string that includes special characters as literals use one of the
following examples:

sso type -literal y \
-text {Press ''p" then press {enter}}

or

sso type -literal y \
—-text "Press \"p\" then press \{enter\}"

both of which give the text:

Press p then press {enter}

See Also

See the following topics in the chapter:

s check
| ] menu
= setfield

unlockinput

Compatibility
Windows 98SE, Windows NT 4.0/2000/XP/2003.
Purpose
The unlockinput extension unlocks input from the keyboard and the mouse to the
workstation. The unlockinput is used in conjunction with the lockinput extension.
Syntax

sso unlockinput
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walittext

Compatibility

Purpose

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The waittext extension suspends script execution until the target application
writes a specified text. It then waits for the application that owns the target
window to write the text to the screen. This extension is usually used with text-
based applications like telnet emulations. The extension also checks whether the
specified text already appears on the screen. The waittext extension is case-
sensitive.

This extension intercepts target application APIs such as textout and drawtext. It
will also wait for text that appears in a DOS window and a 3270/5250 window.

When the  MODE variable is set to dos_window, the waittext extension searches
for the target text by copying the relevant area of the current/active window and
then searching for the target text on the clipboard. The area to be copied is
determined by setting the various _CUT variables in the script before the
waittext extension is invoked.

Note: Do not use a string of more than 100 characters.
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Syntax

Return Value

Related Variables

sso waittext [-timeout value] -text targetText

to wait for more than one specified text:

sso waittext [-timeout value] -text "TextA" -text '"TextB"

Key Key Value Description

-timeout  value Optional. Specifies the time to wait for the specified
string to appear, in seconds or in milliseconds,
depending upon the suffix used (s and sec designate
seconds; ms and msec, milliseconds). When no suffix
is used, the time is in seconds. If you do not specify the
amount of time, the extension will wait 5 seconds.

-text targetText  Specifies the text you are waiting for. If the text
contains spaces or special characters, enclose it within
quotes. The extension, which is case-sensitive, will
look for the specified text.

The extension returns the text that was found.

See the following topics in the chapter “Script Variables:”
= _MODE

= _BEGIN_CUT

= _CUT_OFFS_BOTTOM

_CUT_OFFS_LEFT

_CUT_OFFS_RIGHT

= _CUT_OFFS_TOP

= _END_CUT
= _HIDE CUT
= _PAUSE

= _TIMEOUT
= _WINDOW
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Example

window

Compatibility

Purpose

The waittext extension operates on the program that owns the target window,
which is either the active window or the window represented by the value of the
_WINDOW variable. For more information, see _"WINDOW in the chapter
“Script Variables.”

This example invokes telnet, waits for a login prompt, types in the login name,
waits for a password prompt, and types in the password:

Sso run -path telnet.exe -args ares

sso window —title "Telnet"

sso waittext -text "login:"*

sso type -text "$_LOGINNAME {enter}"

sso waittext -text '"'Password:"
sso type -text "'$ PASSWORD {enter}"

Windows 98SE, Windows NT 4.0/2000/XP/2003.

The window extension determines if a specified window is present and changes
its status, its display, or both. The window extension waits for the specified
window to appear and script execution is suspended until a window is found or
until the time-out period expires.

All the top-level windows on the desktop are searched. If more than one window
with the same WindowSpec exists and the option -getpid y was used with the run
extension, then the window extension selects the window that was created by the
current program (the program set by the most recent run extension).

By default, the window found by the window extension is made the current
window. If the _TARGET WIN variable is set to current, this window will be the
window used by all the field-related extensions that follow. For example, the
click extension will search for the specified button only within this window.

When the -focus n option is used, then the document window found by the
window extension is not made the active window. This is useful if you want to

check whether a window appears but do not want to make it the active window.

By using the -hwnd option, you specify a window by its window handle value.
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Syntax

By specifying a window class in WindowSpec, you limit the search to windows of
that class.

Note that sometimes when a window is minimized or maximized, the window
title is changed (for example, truncated when the window is minimized).

The window extension is case-sensitive.

To search for a single target:

sso window [-focus y|n] [-waitfocus time] \
[-size min]max|same]open] \
[-move y|n] [-lockinput y|n] \
[-hwnd windowHandle] \
[-window active]current] WindowSpec

To search for several targets:

sso window [-focus y|n] [-waitfocus time] \
[-size min]max]same|open] \
[-move y|n] [ -lockinput y|n] \
[-hwnd windowHandle] \
[-window active|current] \
—target "WindowSpecA" -target "‘WindowSpecB"

Key Key Value Description

-focus y|n Optional. -focus n specifies that the extension just
checks for the presence of the window without
making it the active window.

The defaultisy.

-waitfocus  time Optional. Sets the time that the extension waits for
the designated window to become the active
window. The option takes positive integers as
arguments; the units are seconds: -waitfocus 10
means wait 10 seconds for focus.

The default value is 5sec.

-size min Optional. Indicates that the specified window should
be minimized.

max Optional. Indicates that the specified window should
be maximized.

same Optional. Indicates that the specified window should
be kept at the same size it was.

The default is same.
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Key Key Value Description
open Optional.Indicates that the specified window should

be restored.
-move y|n Optional. y indicates that the window is to be moved

so that it is entirely within the bounds of the screen
(in order to facilitate screen scraping).

The defaultis y.

-lockinput  y|n

Optional. -lockinput y locks user input while the
extension is locating the target window and making
it active.

The default is y.

-hwnd windowHand Optional. Specifies a window by a window handle

le

value stored in a variable. The value is hexadecimal.
When the key -hwnd is issued in the script, this key
finds the window. The WinSpec -title and -class
issued in the same script are ignored.

-window active

Optional. -window active specifies that the active
window be used as the target window, overriding
the _"TARGET_WIN variable.

current

Optional. -window current specifies that the current
window be used as the target window, overriding
the TARGET_WIN variable.

WindowSpec

Specifies the window to look for. See Specifying
Windows in this chapter. If no WindowSpec is given,
the extension operates on the target window.

-target WindowSpec

-target key is used for each target window when the
extension is to search for more than one window.

When the target option uses the options -title and
-class, the search is performed only if both options
are true. If any of these options is incorrect, the
search fails.

For example:
sso window -target {-title <> -class <>}

If in the sso window there are several -target
parameters defined, the search returns the first
correct occurrence found.
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Return Value

Related Variables

The return value is the window title.

See the following topics in the chapter “Script Variable:”

_PID—1If the value of this variable is not set to zero, only windows that were
created by the current program (represented by the _PID variable) are
searched.

_WINARRAY —The _"WINARRAY variable stores the window handles of
windows or subwindows found by the window or subwindow extension.
When a window or subwindow extension finds more than one window with

the same title, the interpreter returns an error code of 21 and puts the values
of the window handles in the _.WINARRAY variable.

_WINDOW —This variable is set by the run and window extensions to the
window handle of the current window.

_WIN_TITLE — This variable is set by the window extension to the full name
of the found window.

_TARGET_WIN — This variable determines whether the current window or
the active window will used as the target window.

_TIMEOUT —This variable determines the duration of the timeout period
during which the extension will wait for a window.
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Examples

See Also

To find the Windows Explorer window:

sso window -titleglob "*Explor*"

To make a window of the #32770 class with the title Find: Computer the active
window:

sso window -class #32770 -title "Find: Computer"

To store a window handle value and use it later to make the window the current
window:

sso window -title calculator
set CALC_WND $ WINDOW

sso window -title Untitled

éso window -hwnd $CALC_WND

To wait for either of two windows:

set MyWin [sso window -target "-title titlel™\
-target "-title title2"]

switch $MyWin {
titlel {
# handle titlel window

3
title2 {
# handle title2 window

}
default {
sso msgbox "Error: $ SSOERR™
exit
¥
3

See the following topics in this chapter:
= run
= setfield

s subwindow
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wintitle

Compatibility
Windows 98SE, Windows NT 4.0/2000/XP/2003.

Purpose
The wintitle extension returns the title of a specified window. The target window
may be either the active window or the current window, depending on the value
of the _"TARGET_WIN variable. Wintitle will also return the title of a disabled
window.
If the -window active | current option is used it overrides the _"TARGET_WIN
variable.

Syntax

sso wintitle [-window active|current]

Key Key Value Description

-window active |current Optional. -window active returns the title of the
active window. -window current returns the title of
the current window. The current window is set by
the window or subwindow extensions. This window
is represented by the _'WINDOW variable.

Return Value

The title (caption) of the window that was found is returned.

Related Variable

See _ZWINDOW in the chapter “Script Variables.” This variable is set by the run
and window extensions to indicate the current window.

Example

This example finds the Exploring window and stores its exact title:

set _TARGET_WIN CURRENT
sso window -titleglob ""*Exploring*"*
set prog_title [sso wintitle]
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See Also

See the following topics in this chapter:
= run

= window
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Chapter

Script Variables
6 P

The variables in eTrust Single Sign-On (eTrust SSO) scripts affect the behavior of
some or all of the eTrust SSO extensions. Variable values can be changed as
needed and default values have been chosen so that it will be easier to develop
scripts. Certain variables are updated by some or all of the eTrust SSO
extensions.

eTrust SSO uses three classes of script variables:
= Operational variables

= Login variables

= HLLAPI variables

The following section describes these variables, their value ranges and defaults,
and their interaction with the eTrust SSO extensions.
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Variable Classes

Variable Classes

eTrust SSO scripts use three classes of script variables: operational variables,
hllapi variables, and login variables.

The operational variables define the operating environment of the SSO
extensions. They can be used by an eTrust SSO script during its execution. The
operational variables are shown in the following table:

The login variables hold information needed for, and affected by, application
login. These variables are fetched from the eTrust SSO database on the Policy
Server host. Some of them pertain to the current application, some of them are
specific to the current user in relation to the current application, and some of
them hold installation-wide data.

The HLLAPI variables, which are used only by the HLLAPI extensions, are listed
in the following table:

_APPNAME

Variable Type

Login variable.

Purpose
This variable contains the name of the current application.
One script can serve many applications. For example, you might have one
application called TELNET_A and another application called TELNET_B that
both use the same script (TELNET.TCL) but with different HOST values (A and

B). You use the _APPNAME variable when there is a need for the script to know
the name of the current application.

Source

The APPL record in the eTrust SSO database.
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_AUTO_NEXT

Variable Type

Operational variable.

Purpose

Sets the default keystroke used by sso setfield to advance after setting a field.

Default Value
Default value depends on the mode under which sso setfield is operating: in win
mode —"{tab}", in console mode — "{enter}".

Extensions Affected

sso setfield

Example

To use a Ctrl (Control) key to advance fields with sso setfield:

set _AUTO _NEXT "{/}"
sso setfield -label "User Name:'" -value $ LOGINNAME
sso setfield -label "Password:" -value $ PASSWORD
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_BEGIN_CUT

Variable Type

Operational variable.

Purpose

Used by sso waittext in dos_window mode. Sets the command set that invokes
the mark command in a DOS window, emulation window, or other similar
window. The command set is the string of keyboard actions and can be different
for each different application. In a DOS window, this is Alt ek.

Default Value

Alt ek (DOS Window values)

Extensions Affected

sso waittext

Related Variables

See the following topics in this chapter:
= _MODE

= _CUT_OFFS_BOTTOM

= _CUT_OFFS_LEFT
_CUT_OFFS_RIGHT

= _CUT_OFFS_TOP

_END_CUT

_HIDE_CUT
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_BOUNDS

Variable Type

Operational variable.
Set By

Default or script.
Purpose

Defines the range in which a Windows field-level extension will search for a
target field relative to a given label (caption).

Extensions Affected

All Windows field-level extensions.
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COL

Purpose
This variable represents a column number in the 3270 screen. It is set, along with
_ROW, by some of the HLL extensions. It is used by SSO 3720 extensions to
locate field or cursor position in the 3270 screen.

Set By

This variable is set by:
= hll_getcursor

= hll_getfield

s hll_setfield

s hll_waittext

= hllapi_getcursor

= hllapi_getfield

= hllapi_setfield

= hllapi_waittext

For information, see the chapter “eTrust SSO Extensions.”

Default Value

Default value -1 (variable not in use).

Alt ek (DOS Window values)

Variable Value

A positive integer from 1 (often from 1 to 80).
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_CUT_OFFS_BOTTOM

_CUT_OFFS_BOTTOM

Variable Type

Purpose

Extensions Affected

Related Variables

Operational variable.

This variable is used by sso waittext in dos_window mode. It sets the bottom
boundary of the area to be marked and copied by the extension. The value is

relative to the outer bounds of the window (including the title bar).

sso waittext

See the following topics in this chapter:

= _MODE

= _BEGIN_CUT

s _CUT_OFFS_LEFT
_CUT_OFFS_RIGHT
= _CUT_OFFS_TOP
_END_CUT

= _HIDE_CUT
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_CUT_OFFS_LEFT

_CUT_OFFS_LEFT

Variable Type

Operational variable.

Purpose

This variable is used by sso waittext in dos_window mode. It sets the left
boundary of the area to be marked and copied by the extension. The value is
relative to the outer bounds of the window (including the title bar).

Extensions Affected

sso waittext

Related Variables

See the following topics in this chapter:
= _MODE

= _BEGIN_CUT

= _CUT_OFFS_BOTTOM
_CUT_OFFS_RIGHT

= _CUT_OFFS_TOP

= _END_CUT

= _HIDE_CUT
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_CUT_OFFS_RIGHT

Variable Type

Operational variable.

Purpose

This variable is used by sso waittext in dos_window mode. It sets the right
boundary of the area to be marked and copied by the extension. The value is
relative to the outer bounds of the window (including the title bar).

Extensions Affected

sso waittext

Related Variables

See the following topics in this chapter:
= _MODE

= _BEGIN_CUT

= _CUT_OFFS_BOTTOM
_CUT_OFFS_LEFT

= _CUT_OFFS_TOP

_END_CUT

= _HIDE_CUT
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_CUT_OFFS_TOP

_CUT_OFFS_TOP

Variable Type

Operational variable.

Purpose

This variable is used by sso waittext in dos_window mode. It sets the top
boundary of the area to be marked and copied by the extension. The value is
relative to the outer bounds of the window (including the title bar).

Extensions Affected

sso waittext

Related Variables

See the following topics in this chapter:
= _MODE

= _BEGIN_CUT

= _CUT_OFFS_BOTTOM
_CUT_OFFS_LEFT

= _CUT_OFFS_RIGHT

= _END_CUT

= _HIDE_CUT
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_END_CUT

Variable Type

Operational variable.

Purpose

This variable is used by sso waittext in dos_window mode. It sets the command
set that invokes the copy command in a DOS window, emulation window, or
other similar window and completes the cut operation. The command set is the
string of keyboard actions and can be different for each different application. In a
DOS window, this is Alt ey.

Default Value

Alt ey (DOS Window values)

Extensions Affected

sso waittext

Related Variables

= _MODE

= _BEGIN_CUT
_CUT_OFFS_BOTTOM
s _CUT_OFFS_LEFT
_CUT_OFFS_RIGHT
= _CUT_OFFS_TOP
_HIDE_CUT
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_ERRORMODE

Variable Type
Operational variable.
Purpose
This variable determines the behavior of eTrust SSO extensions when they fail to
perform their functions.
Variable Value Extension Behavior
resume The extension sets the SSOERR variable with a
return code and resumes execution at the next
command.
msg The extension displays an error message box at the
user workstation, sets the _SSOERR variable, and
resumes execution at the next command.
stop The extension displays an error message box at the
user workstation and terminates the script.
trace_stop The extension displays a detailed error message at
the user workstation and terminates the script.
Description

This variable affects only eTrust SSO extensions. It has no effect on native Tcl
commands and other extensions. If there is an error within a native Tcl extension,
the script aborts with the stop message (or with a trace_stop message if a trace

stop mode is set).

Default Value

stop

Extensions Affected

All eTrust SSO extensions
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Example

set _ERRORMODE resume
Sso run -path mypgm.exe
if { $SSOERR =0 } {
sso msghox -icon error \
-msg "'The mypgm application did not start"
exit

3
#set _ERRORMODE back to default
set _ERRORMODE stop
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_HIDE_CUT

Variable Type

Operational variable.

Purpose

This variable is used by sso waittext in dos_window mode. It hides the mark
rectangle, which is white in a DOS window, from the user, who just sees the
cursor move.

Default Value

yes (hides the mark rectangle)

Extensions Affected

sso waittext

Related Variables

See the following topics in this chapter:
= _MODE

= _BEGIN_CUT

= _CUT_OFFS_BOTTOM
_CUT_OFFS_LEFT

= _CUT_OFFS_RIGHT
_CUT_OFFS_TOP

= _END_CUT

_HLLAPI_FUNC_NO

Variable Type

HLL variable.
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Set By

All hll and hllapi extensions.

Purpose

This variable contains the number of the last HLLAPI function that was executed
by the last HLL extension. It is set, along with _HLLAPI_RC, by all the HLL
extensions. Refer to this variable only when the _SSOERR variable was set to 70
by the last HLL extension.

Variable Value Extension Behavior

Positive integers None.

For a list of the HLLAPI functions and their numbers, see the appendix
“Specialized HLLAPI Extensions.”

Default Value

Default value -1.
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_HLLAPI_RC

Variable Type

Set By

Purpose

Variable Value

Default Value

Source

HLL variable.

All hll and hllapi extensions.

This variable contains the HLLAPI standard return code from the last HLLAPI
function that was executed by the last HLL extension. This return code indicates
a specific reason if the script did not perform its expected action. It is set, along
with _HLLAPI_ FUNC_NO, by all the HLL extensions. Use this variable only
when the _SSOERR variable was set to 70 by the last HLL extension. For a
complete list of the available HLLAPI standard return codes, refer to the
appendix “Specialized HLLAPI Extensions” or to your 3270 documentation.

0 and positive integers

For a list of the HLLAPI error codes and their meanings, see the appendix
“Specialized HLLAPI Extensions.”

Default value -1.

The application record in the eTrust SSO database.
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_HOOK_MODE

Variable Type

Purpose

Description

Operational variable.

This variable is relevant to extensions that use a scraping technique (sso waittext
and sso getscrape).

Variable Value Extension Behavior
native The default value for all operating systems.
winnt In Win 9x when a combination of Win 9x and

WinNT techniques for scraping is needed
(especially for Java applets).

_HOOK_MODE controls the NT scraping mechanisms usage. The variable
values are native and winnt. The variable is set to winnt to enable NT scraping in
Windows 9x.If you work in Windows 9x with Netscape Communicator
(netscape.exe) running Java applets, Java SDK Applet Viewer 1
(appletviewer.exe) and others, it is recommended to set the variable value to
winnt .

Default value: native

Extensions affected: sso waittext and sso getscrape
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_HOST

Variable Type

Login variable.

Purpose

This variable contains the identifier of the host on which the current application
is located.

One script can serve many applications. For example, you might have one

application called TELNET_A and another application called TELNET_B, both
using the same script (TELNET.TCL) but with different HOST values (A and B).

_LOGINCOUNT

Variable Type
Login variable.
Purpose
This variable contains the number of successful logins by the user into the
current application.
If a script uses the notify extension, then it will increment the _LOGINCOUNT
variable each time a login is successful.
The variable is reset by the getlogin extension.
Source
The login record in the eTrust SSO database.
See Also

See notify, in the chapter “eTrust SSO Extensions.”
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_LOGINNAME

Variable Type

Purpose

Source

Example

Login variable.

This variable contains the login name of the current user of the current
application.

This login name is specific to the current application, because the current user
may have different login names for different applications. The login name can be
different from the user name, which is the name used to identify the current user
within the eTrust SSO database.

The variable is updated by the getlogin extension.

If the application name consists of more than one word, then you must use
braces { } to see the application data in the message box.

The login record in the eTrust SSO database.

The following example shows how to use braces when the application name
consists of more than one word.

sso getlogin -appname "‘hag sameah'
sso msghox -msg ${hag sameah LOGINNAME}
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_MODE

Variable Type

Operational variable.

Purpose

This variable determines the scripting mode of some of the extensions that follow
it in the script. The scripting mode can be either Windows or console.

When working in Windows mode, which is the default mode, extensions
perform screen scraping of controls and the contents of controls.

When working in console mode, extensions perform screen scraping of text.

In DOS window mode, all the extensions operate on controls, except waittext,
which retrieves screen contents by cut and paste operations.

Variable Value Extension Behavior

win Extensions perform screen scraping of controls.

This is the default value of the variable.

console Extensions perform screen scraping of text.
dos_window All extensions except waittext perform as in win
mode.

sso waittext functions using cut and paste
operations.

Default Value

win

Extensions Affected

Most eTrust SSO extensions.
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_NEXTPWD

Variable Type

Purpose

Source

Login variable.

This variable contains the new password for the current user and application. A
non-null value for the variable indicates that the user password must be changed
on the application server.

A script should be written to check the value of the _NEXTPWD variable during
the login process and to perform a password change if this variable is not empty.
When the variable is empty, there is no need for a password change.

The _NEXTPWD variable is not empty when one of the following has occurred:

»  The end user changes his or her password through the Change Password
dialog box in SSO Tools (part of SSO Client).

= The eTrust SSO administrator changes the Next Password field for an end
user.

»  The end user's password for the application expires and the end user
changes the password.

= The user's password for the application expires and the Policy Server
automatically generates a new password.

The variable is reset by the getlogin extension.

The login record in the eTrust SSO database.

Script Variables 6-21



_PASSWORD

_PASSWORD

Variable Type

Login variable.

Purpose

This variable contains the password of the current user of the current
application.

The value of this variable depends on the login type of the current application, as
defined in the eTrust SSO database. For a password-based application, this is the
real password of the user. For a ticket-based application, this is a time-based
ticket. For an OTP application, this is the One Time Password.

The variable is updated by the getlogin extension.

Source
For password-based applications: The login record in the eTrust SSO database.

For ticket-based or OTP applications: Dynamic generation by the Policy Server.
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_PAUSE

_PAUSE

Variable Type

Operational variable.

Purpose

This variable holds the amount of time that the script will pause after each eTrust
5SSO extension is executed. By default, this variable is set to -1, denoting no
pause. The amount of time is specified in seconds by default, but you can specify
the amount of time in milliseconds.

You can use a pause when your script malfunctions and you suspect it is because
of timing problems.

Variable Value Extension Behavior

Positive numeric values Specifies that the extension pauses after
execution for the time specified. If no units
are indicated the time is in seconds.

-1 No pause (default value)

Default Value

-1 (no pause)

Extensions Affected

All eTrust SSO extensions.

Examples
= Pauses for 5 seconds:
_PAUSE 5
= Pauses for 5000 msec (5 seconds):

_PAUSE 5000 msec
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_PID

PID

Variable Type

Set By

Purpose

Example

Default Value

Operational variable.

This variable is set by run. For more information, see the chapter “eTrust SSO
Extensions.”

This variable represents the current program. In Windows, it contains the
descriptor identifying the current program. If there is more than one window
with the same descriptor, the window extension will choose the window
belonging to the current program.

Normally, you do not change the value of this variable. In special cases, you can
set it to zero, so there will be no current program.

The first part of the script variable _PID is the actual process identifier (pid) in
HEX format. And the second part is the thread identification number (tid), which
is also in HEX format.

We can close the process started by the last "sso run -getpid y" command with:
"sso terminate -pid $_PID"

Here, the extension will extract the process id out of _PID and will terminate the
process properly.

The default value is empty string. There is no current program until the run
extension is used.
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Extensions Affected

_POLLDELAY

Variable Type

Purpose

Default Value

Extensions Affected

Examples

See the following topics in the chapter “eTrust SSO Extensions.”
= window

s subwindow

Operational variable.

This setting controls the number of milliseconds between one poll and the next.

Variable Value Extension Behavior
0 Disabled
[Any positive number] Number of milliseconds between polls.

10 (milliseconds)

Sleep extension.

set _POLLDELAY 20
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ROW

Variable Type
HLL variable.
Set By
This variable is set by:
= hll_getcursor
= hll_getfield
= hll_setfield
= hll_waittext
= hllapi_getcursor
= hllapi_getfield
= hllapi_setfield
= hllapi_waittext
For information, see the chapter “eTrust Sign-On Extensions.”
Purpose

This variable represents a row number in the 3270 screen. It is set, along with
_COL, by some of the HLL extensions. It is used by SSO 3720 extensions to locate
field or cursor position in the 3270 screen.

Default Value

Default value -1 (variable not in use).

Variable Value

Positive integer from 1 (generally from 1 to 24).
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_SCRAPE_TIMEOUT

Variable Type

Purpose

This variable determines the maximum time for the sso getscrape extension. The
value is expressed in seconds and milliseconds.

When no suffix is used (sec, msec), time is measured in seconds.

Default Value

200 msec.

Extensions Affected

Sso getscrape
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_SCREEN_HEIGHT

Variable Type
Operational variable.

Set By
This variable is set by screensize. For more information, see the chapter “eTrust
SSO Extensions.”

Purpose

This variable contains the height, in pixels, of the display area of the local
workstation, as retrieved by the last screensize extension.

Default Value

There is no default value.
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_SCREEN_WIDTH

Variable Type
Operational variable.

Set By
This variable is set by screensize. For more information, see the chapter “eTrust
SSO Extensions.”

Purpose

This variable contains the width, in pixels, of the display area of the local
workstation, as retrieved by the last screensize extension.

Default Value

There is no default value.
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_SSOERR

Variable Type
Operational variable.

Set By
This variable is set by all the Trust Single Sign-On extensions, except msgbox and
sleep.

Purpose

The _SSOERR variable is set to a completion code value by all the eTrust SSO
extensions except msgbox and sleep, and reflects the completion status of the
command. It can be checked by the script to see if the last command completed
successfully.

If you want to interrogate the return code (the result of a Tcl command)
generated by a command run prior to the last command, you must save the
return code in another variable.

The various completion codes are listed in the appendix “Completion Codes.”

This variable is relevant only if the current value of _ERRORMODE is either
resume or msg. Otherwise, the script aborts if one of the commands fails.

Variable Value Extension Behavior
0 Indicates successful completion.
Positive integer Indicates warning or failure.

Default Value

The default value is 0.

Extensions Affected

All the eTrust SSO extensions, except msgbox and sleep are affected.
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Example

_TARGET_WIN

Variable Type

Purpose

Default Value

sso window -title "windowl"

if { $ SSOERR =0 } {

sso msgbox -msg ""No window found™
exit

}

Operational variable.

This variable determines whether field-related extensions and the subwindow
extension will look for fields within the current window or within the active
window. The current window is set by the window and subwindow extensions.

Looking for fields in active windows will result in a shorter script; you will
generally be able to move between different windows without writing any
specific code.

To look for fields in current windows, you have to set the target window by
using the window or subwindow extensions.

If the value of _TARGET_WIN is current and a window is opened as a result of
one of your actions, you must make it the current window if you want to search
for a field in it.

Possible Values Description

active The target window is the active window.
current The target window is the current window.
current
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Extensions Affected

This variable affects:

= All Windows field-related extensions
s window

s subwindow

For information, see the chapter “eTrust SSO Extensions.”

_TIMEOUT

Variable Type

Operational variable.

Purpose

This variable controls the time that some of the eTrust SSO extensions wait
before failing. The value is expressed in seconds (the default) or milliseconds (by
adding msec).

Variable Value Extension Behavior

Positive integer Extension waits before failing
0 No wait.

-1 Extension waits forever

Note: The value of -1 is not supported by the HLL extensions. If a HLL extension
is specified, the default value (5 seconds) is set instead of the -1 value.
Default Value

5 seconds

Extensions Affected

This variable affects:
s window

s subwindow
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= waittext
= All HLL extensions

For more information, see the chapter “eTrust SSO Extensions.”

Example

To have the window extension wait 5 seconds for the window to appear before
failing:

set _TIMEOUT 5
sso window -title “Program Manager"

_USERNAME

Variable Type

Login variable.
Purpose

This variable contains the name of current user logged into the SSO Client.
Example

sso msgbox -msg "User's name is $_USERNAME"
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_WINARRAY

Variable Type

Set By

Purpose

Extensions Affected

Example

Operational variable.

This variable is set by window and subwindow

For more information, see the chapter “eTrust SSO Extensions.”

The _WINARRAY variable stores the window handles of windows or
subwindows found by the window or subwindow extension.

When a window or subwindow extension finds more than one window with the
same title, the interpreter returns an error code of 21 and puts the values of the
window handles in the _'WINARRAY variable. The script can then examine all of
these windows and try to find the target text in them by using the -hwnd option.
See the example below.

This variable affects window and subwindow.

For more information, see the chapter “eTrust SSO Extensions.”

set _ERRORMODE resume
sso window -title “Exploring"
if { $ SSOERR == 21 } {

for { set i 0 } { [lindex $ WINARRAY $i] = "" } {incr i } {
sso msghbox -msg index: $i\n handle: [lindex $ WINARRAY $i]"}
3
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_WINDOW

Variable Type

Set By

Purpose

Default Value

Operational variable.

This variable is set by window and subwindow. For more information, see the
chapter “eTrust SSO Extensions.”

This variable contains an identifier for the current window. In the Windows
environment, it holds the window handle of this window.

If the _"TARGET_WIN variable is set to current, the current window is used by all
field-related extensions as their target window. For example, the click extension

will look for the specified button only within the current window.

As long as the _"TARGET_WIN variable is set to active, the _WINDOW variable
has no effect.

This variable is set and used by eTrust SSO extensions. Do not change its value.

The default value is 0.
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Extensions Affected

This variable affects:

s check
s getfield
] menu

= selectitem
n  setfield

= type

= waittext

= wintitle

For more information, see the chapter “eTrust SSO Extensions.”
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_WIN_INFO
Variable Type
Purpose

Operational variable.

This variable contains extra information about the current window, which has
been found by the last “window” or “run” command, including:

Parameter

Description

Window class

The name of the class to which the current
window belongs. For example:
“ConsoleWindowClass” or “#32770”

Show state

Specifies the show state of the window. This
element can be one of the following values:

SW_HIDE

SW_MAXIMIZE
SW_MINIMIZE
SW_RESTORE

SW_SHOW
SW_SHOWMAXIMIZED
SW_SHOWMINIMIZED
SW_SHOWMINNOACTIVE
SW_SHOWNA
SW_SHOWNOACTIVATE
SW_SHOWNORMAL
UNKNOWN_SHOW_STATE

Visibility

Specifies whether the Windows is visible.
This is set to WS_VISIBLE if the window is
currently visible, or is set to
WINDOW_NOT_VISIBLE if the window is
hidden.

Left and Top

Specifies the screen coordinates of the
window’s top-left corner
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Parameter Description

Width and Height Specifies the size of the window

Default Value

voou

This variable does not have a default value and is set by “sso run -getpid y”, “sso
window”, and “sso subwindow”.

Examples
"ConsoleWindowClass™ SW_SHOWNORMAL WS_VISIBLE 16 173 669 338

"'#32770" SW_SHOWNORMAL WS_VISIBLE 335 234 483 362
"#32770" SW_SHOWNORMAL WINDOW_NOT_VISIBLE 335 234 483 362
"ExploreWClass" SW_MAXIMIZE WS_VISIBLE -4 -4 1160 838
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_WIN_TITLE

Variable Type

Set By

Purpose

Default Value

Extensions Affected

Example

Operational variable.

This variable is set by window and subwindow. For more information, see the
chapter “eTrust SSO Extensions.”

This variable contains the full title (caption) of the current window, found by the
last window or subwindow extension.

The _WIN_TITLE value is exact. If you use Tcl extensions to process this
variable, remember that Tcl is case-sensitive.

There is no default value.

All the eTrust SSO extensions.

To run pifedit.exe and show the full title of the pifedit window:

Sso run -path pifedit.exe
sso window -title PIF
sso msgbox -msg $_WIN_TITLE
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Appendix

Completion Codes
A P

Completion Code Table

The following table lists the completion codes returned by the various extensions
provided by eTrust Single Sign-On (eTrust SSO).

Type Code Meaning
HTML extension error or -1 HTML extension encountered problem or error.
warning
Successful completion 0  The process succeeded.
Bad syntax 1  The syntax of the extension was invalid.
Target not available 2 The target field or menu item was not found in the target
window.
3 The target field or menu item was found but was disabled.
Target owner not available 4 The target window was not found.
5  The target window was found but was disabled.
Item in target not available 6  The item inside the target window was not found.
7  The item inside the target window was disabled.
8  The caret was not found.

10 The -from item was not found.

Target window could not be 20  The target window could not be activated.
activated

21 Detected more than one window that matches the search
criteria.

HLLAPI error or warning 70 A HLLAPI function, used in a HLL extension, returned an
error or warning code. Retrieve the values of the
_HLLAPI FUNC_NO and _HLLAPI _RC variables for
specific information.
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Type Code Meaning
Invalid path 80  Invalid path or the specified path was not found.
Invalid mode 81 Invalid mode. The specified mode is not valid for the current
DOS window. The valid mode must be dos_window mode.
90  Invalid mode. The specified extension is not valid in the
current mode (a HLL extension was called in Windows mode
or a Window extension was called in 3270 mode).
Program fault 99  An unexpected result of SSO internal code was detected.
Contact your local marketing representative.
Fatal error 100 A fatal error has occurred. Contact Technical Support at
http:/ /esupport.ca.com for more assistance.
User cancel 200  The script execution was canceled by the user.
eTrust Access Control 350 SSO - Selang command failure.
miscellaneous failures 351 5SSO - password quality control failed.
352 SSO - query rejected.
Communication errors 400 Communications error.
410 Communication protocol error.
411 Communication connect error.
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Appendix

B Special Character Mnemonics

Windows

Keyboard Keystroke Simulation Table

When writing a script, you can simulate special keys on your keyboard such as
<Enter> and <Tab>, as if an operator were typing on a regular keyboard. This
can be done using the type extension combined with the mnemonic that

represents that special character.

For example, to simulate pressing the Page Down key you would type:

sso type —text “{pgdn}”’

This following table shows the windows keystroke or action followed by the

corresponding mnemonic:

Key or Action Mnemonics
Backspace {backspace}
Caps Lock {capslock}
Clear {clear}

Ctrl {break}

Ctrl (right) {r_ctrl}

Delete {delete} or {del}
Down arrow {down}

End {end}

Enter or Return {enter}

Escape

{escape} or {esc}

Help

{help)
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Key or Action Mnemonics
Home {home}
Insert {insert}
Left arrow {left}
NumLock {numlock}
Pause {pause}
PgDn {pgdn}
PgUp {pgup}
Print Screen or Snapshot {prtsc}
Right arrow {right}
Scroll Lock {scrollock}
Tab {tab}

Up arrow {up}
F1 { F1}
F2 {F2}
F3 { F3}
F4 { F4}
F5 { F5}
F6 { F6}
F7 { F7}
F8 { F8}
F9 { F9}
F10 { F10}
F11 {F11}
F12 { F12}
F13 { F13}
F14 { F14}
F15 { F15}
F16 { F16}
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‘Hold-down’ Key Simulation Table

In addition to the single keystroke mnemonics, you can use the <Shift>, <Ctrl>
and <Alt> keys in conjunction with other keystrokes, as if you were holding
them down.

For example, to simulate holding down the <Shift> key and typing other keys, to
produce OCSPro, you would type:

sso type —text ‘““+o+c+s+pro}”’

The following table shows the “hold-down” key and corresponding mnemonic:

Key Mnemonic
Shift +
Citrl A
Alt %

Special Character Mnemonics B-3



3270

3270

When writing a script, you can simulate special typing keys such as <Enter> and
<Tab>, as if an operator were typing on the 3270 terminal keyboard. This can be
done using the hll_type extension, with the special mnemonics that represent the
special characters.

The following table shows these special mnemonics, together with the standard
HLLAPI representation of the special characters. The HLLAPI representation is
given for clarification, and is not intended for use in the SSO scripts.

The maximum string that hll_type can send to the connected terminal at one time
is 255 characters. Sending a string that is longer than 255 characters will return
an error.

Any text passed into a field that exceeds that field’s character limit will spill over
into the next field.

HLLAPI Standard Representation Mnemonic
@@ {ea@}
@A@Q {attention}
@A@Q {attn}

@< {backspace}
@B {backtab}
@Y {capslock}
@C {clear}

@V {cursordown}
@L {cursorleft}
@Z {cursorright}
@UuU {cursorup}
@D {del}

@D {delete}

@V {down}
@sex {dup}

@q {end}

@E {enter}

@F {eof}
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HLLAPI Standard Representation Mnemonic
@F {eraseeof}
@A@F {eraseinput}
@F {ereof}
@A@F {erinput}
@O {home}
@l {insert}
@] {jump}
@L {left}

@B {lefttab}
@N {newline}
@t {numlock}
@x {pal}

@y {pa2}

@z {pa3}

@1 {pf1}

@a {pf10}

@b {pf11}

@c {pf12}

@d {pf13}

@e {pf14}

@f {pf15}

@g {pf16}
@h {pf17}

@i {pf18}

@) (pf19)

@2 {pf2}

@k {pf20}

@l {pf21}
@m {pf22}
@n {pf23}
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HLLAPI Standard Representation Mnemonic
@o {pf24}
@3 {pf3}

@4 {pf4}

@5 {pt5}

@6 {pf6}

@7 {pf7}

@8 {pf8}

@9 {pf9}

@R {reset}
@Z {right}
@T {righttab}
@A@H {sysreq}
@t {tab}

@u {up}
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Appendix

C Specialized HLLAPI Extensions

When there is a need to provide advanced support for manipulating 3270 data,
eTrust SSO scripts can use the special 3270-specific extensions that incorporate
HLLAPI. These extensions are described here and they are detailed in the
chapter “eTrust SSO Extensions.”

This appendix contains the following sections:
s Whatis HLLAPI?

»  eTrust SSO extensions for HLLAPI

= The HLLAPI environment for scripting

s Standard HLLAPI return codes

What is HLLAPI?

HLLAPI (High Level Language Application Programming Interface) is an IBM
application programming interface, supported by all major 3270 emulation
products on the market. (It should be noted that there are a number of variants of
HLLAPI on the market. eTrust SSO supports the most common of them,
EHLLAPL)

HLLAPI enables a PC application program to interact with a 3270 emulation
product. Using HLLAPI, an application can put text into, and get text from, the
3270 window. An application can also manipulate the cursor, wait for events to
occur, and perform many other functions.

eTrust SSO HLLAPI extensions are built out of standard HLLAPI calls. Because
of this:

= You should become familiar with the basic HLLAPI terminology, as used in
this book and in some of the SSO messages.

= You should know, in detail, how the HLLAPI environment is configured on
user workstations and how this affects scripts for 3270 applications. For more
information, see the eTrust SSO Administrator’s Guide.
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= You should know how to set your emulation program's options, and
sometimes your SSO initialization variables, so that your SSO scripts can use
HLLAPI. See the documentation of your emulation product and the
appendix “Initialization Files” in the eTrust SSO Administrator’s Guide.

= Itislikely that some of the warning and error conditions you may encounter
during script development will be HLLAPI warnings or errors, rather than
SSO warnings or errors.

Basic HLLAPI Terminology

The concepts explained in this section include session, presentation space,
session short name, connect session, and disconnect session.

Session

Most 3270 emulations let you work concurrently on more than one emulated
3270 terminal. Each virtual terminal is usually represented in a different window
and is called a session. Each session can connect with a different mainframe and
have different attributes. A PC can, of course, run several sessions on the same
mainframe.

Here is an example of a 3270 emulation program running two sessions in one
open emulation window; each session is in its own document window:

% Irma Mainframe Display

Eile Edit Settings Session QuickTools Window Help

NEFIBREEIEEESRENEET

Menu Utilities Compilers 0Options 3Status Help
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Presentation Space (3270 Screen)

A presentation space, commonly referred to as the 3270 screen, is the graphic image
that represents the 3270 dumb terminal. It can be the contents of a regular
window or the contents of a session document window (that is the document
window without the title and frame). The presentation space contains:

= The data area, which is the large upper area and includes the session’s text
and the fields.

= The Operator Information Area (OIA), which is a single row of symbols and
indicators, located across the bottom of the window under the data area.

Session Short Name (PS ID)

Connect Session

HLLAPI requires that each session be associated with a unique identifier, called a
short name or, in some emulation programs, a presentation space ID (PS ID). The
short name is a single letter from a to z. The method of assigning short names to
sessions differs from one 3270 emulation to another. In some emulations, the
short name is assigned automatically when you open a new session, and in
others, the short name has to be explicitly assigned. Refer to the documentation
of the emulation you are using to obtain the relevant information.

Most emulations also let you give sessions long names. However, long names
have no meaning in HLLAPIL

The phrase connect session has two different meanings and it is important to
distinguish between them:

= The first meaning of the phrase is emulation connect. This is the process of
opening a new session by the 3270 emulation program. The word connect
here refers to the connection between the PC and the mainframe host. In this
context, the session is considered to be connected when you see the
mainframe data on your workstation. This book will use “emulation
connect” when it refers to this meaning.

»  The second meaning is HLLAPI-connect. This is the initialization process that
enables HLLAPI to work with an existing emulation-connected session. The
word connect here refers to the connection, occurring within the workstation
boundaries, between the application program using HLLAPI (that is, eTrust
SSO) and the 3270 emulation session. This is the meaning within the HLLAPI
context. In this book, unless otherwise noted, the phrase connect session
refers to the second meaning, the HLLAPI-connect meaning of the phrase.
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Disconnect Session

In SSO, you use the hllapi_connect extension to HLLAPI-connect a session.
For example, to HLLAPI-connect the session identified by the short name a,
assuming it is already emulation-connected, you type:

sso hllapi_connect —session a

A typical eTrust SSO script that works with a mainframe application will:
= Invoke the 3270 emulation (using the run extension)

s Emulation-connect a session (that is, create the connection between the PC
and the mainframe host). Usually, this connection will be done in the same
run extension, by passing parameters to the 3270 emulation.

= HLLAPI-connect the same session, using the hllapi_connect extension (that
is, create the connection between the eTrust SSO script and the 3270 opened
session).

Note that some 3270 emulations allow you to HLLAPI-connect a session to SSO
using the hllapi_connect extension without first emulation-connecting the
session, or even without first executing the 3270 emulation. Actually, this is only
a shortcut for convenience. The full process is performed in the background: the
emulation is executed, a session is emulation-connected to the host, and then the
session is HLLAPI-connected to eTrust SSO.

The two meanings of connect session, mentioned previously, also apply to
disconnect session.

When you emulation-disconnect a session, you terminate the connection between
the workstation and the mainframe host. Usually, there will be no reason for
eTrust SSO to emulation-disconnect a session.

When you HLLAPI-disconnect, you end the connection between your SSO script
and the 3270 emulation session. When disconnect session is used in this book, it
refers to HLLAPI-disconnect.

The SSO hllapi_disconnect extension performs the HLLAPI disconnection. The
hllapi_disconnect extension disconnects the last HLLAPI-connected session (the
one with the short name specified in the last hllapi_connect), and therefore it
does not require a session short name argument. Here is an example of an
hllapi_disconnect command:

sso hllapi_disconnect
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If you run hllapi_connect twice, each command for a different session, you do
not need to insert an hllapi_disconnect before the second hllapi_connect. The
first session is automatically disconnected when you perform the second
hllapi_connect. For example:
# execute the 3270 emulation, and open two sessions
SSO run -args sess-a \

-path HLLAPI_emulation_pathname

SSO run -args sess-b \
-path HLLAPI_emulation_pathname

# HLLAPI-connect session a
sso hllapi_connect —session a

# HLLAPI-disconnect session a, and connect session b
sso hllapi_connect —session b

# HLLAPI-disconnect session b
sso hllapi_disconnect

HLLAPI Function Number and Return Code

Standard HLLAP], as explained above, enables an application program to
perform operations such as connecting or disconnecting a session, manipulating
text in the presentation space, manipulating the cursor, and waiting for events to
occur. Each of these operations is identified by a unique number, called the
HLLAPI function number. Every HLLAPI function, after being invoked, returns a
standard HLLAPI return code that indicates the results of the operation. Most
HLLAPI functions give a return code of 0 to indicate a successful completion. A
return code greater than zero usually indicates a problem.
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eTrust SSO Extensions for HLLAPI

eTrust SSO provides extensions for specialized manipulation of 3270 data. These
extensions, called HLLAPI extensions, use HLLAPI functions.

HLLAPI Extension Prefix

All the HLLAPI extensions begin with the hllapi prefix. This prefix differentiates
HLLAPI extensions from the general or Windows extensions that may have
similar names. For example, there is a Windows setfield extension and there is an
HLLAPI hllapi_setfield extension. These extensions perform similar functions,
but in different environments, and have to be uniquely identified.

Note: Unlike all the other SSO extensions and new HLLAPI extensions, old
HLLAPI extensions (with hll prefix) do not follow the -key key Value syntax for all
arguments. Using together HLLAPI old and new syntax (with hll and hllapi
prefixes) may cause to unexpected result

Session-Level HLLAPI Extensions

hllapi_connect

hllapi_disconnect

HLLAPI extensions that operate on the session level relate to the session as a
whole, and not to specific elements within the session (fields, text, and cursor).

Use the hllapi_connect extension to HLLAPI-connect your SSO script to an
existing 3270 emulation session. See Connect Session, in this chapter, for
information and examples.

Use the hllapi_disconnect extension to HLLAPI-disconnect your SSO script from
an existing 3270 emulation session. See Disconnect Session, in this chapter, for
information and examples.
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hllapi_waitsys

hllapi_getscreen

In mainframe applications, the user's keyboard is locked while the host is
responding to the last workstation activity. The hllapi_waitsys extension waits
until this processing is finished or until the current timeout value is reached.
Normally, you will not need to use the hllapi_waitsys extension because it is
used internally by most of the other HLLAPI extensions, or because many 3270
emulations support the type-ahead mode, which buffers keystrokes even though
the mainframe has locked the keyboard.

Nevertheless, you might use hllapi_waitsys when you want the user to type
something in the 3720 screen and you want to make sure that the keyboard is
ready for typing when the user is prompted to type. For example:

sso hllapi_type —text “{enter}”
sso hllapi_waitsys
sso msghox -msg ""Now you may start typing"

Use the hllapi_getscreen extension when you want to assign all the contents of
the 3270 screen to a Tcl variable. This extension could be used when you have to
perform a data analysis of the 3270 screen (for which the regular hllapi_getfield
extension is not suited). For example:

set screen [sso hllapi_getscreen]

set first_10 [string range "$screen™ 0 9]

sso msgbox -msg ""The first 10 characters of the \
3270 screen are: $first_10"

Another use of the hllapi_getscreen extension is to find the fields' textual content
together with their attributes. In the 3270 presentation protocol, field attributes
are the numeric values that determine the field type (input, output, etc.), field
intensity, and other display factors.

You can obtain the field attributes by using the -attrb switch of the
hllapi_getscreen extension. Refer to your 3270 emulation's HLLAPI
documentation or to IBM's 3270 data stream documentation for a list of 3270 field
attribute values and meanings.
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Field-Level HLLAPI Extensions

The term field in the 3270 environment refers to something fundamentally
different from the same term in the Windows environment. In Windows, fields
are graphical elements that can be placed in random locations on the two-
dimensional area of a graphical window or message box. They are separated
from one another by text or by empty spaces and there is no significance to the
spaces between them. In the alphanumeric 3270 screen, fields and field attributes
are the building blocks of a long one-dimensional string. This string is made up
of all the screen's rows (typically 80 characters to a row), concatenated one after
the other from the top down. This long string is divided into segments, called
fields, which are connected to each other by invisible characters, called field
attributes. These field attributes determine, among other things, if the following
field is an input field, where the user is able to type, or an output field, where the
user's keyboard is blocked.

Every single character in the 3270 screen is either part of a field or part of a field
attribute. Many fields are invisible, because they are output fields without any
text in them and without any visible indication where they begin and end. Fields
may span more than one row.

eTrust SSO provides two ways to refer to a field. One way is by specifying a text
that is located in a previous field. A previous field is a field that is located either
in a higher row than the wanted field's row or in the same row to the left of the
wanted field.

Note that unlike Windows field notation, the text that is specified here to identify
the field is itself always a part of another field (either an input or an output field).
The text must be located on the 3270 screen (in the screen string) before the
wanted field, so there is no meaning to the direction specifications available in
the Windows field notation (-pos right | left | top | bottom). In the HLLAPI
extensions, there is also no support for the text matching options that are
supported by the Windows extensions.

The other way is by specifying an exact position (row and column notation) for
one of the characters in the wanted field.

Note that unlike the Windows field notation, there is no way to specify the
ordinal number of the field from the beginning of the screen. The reason for this
is that, as mentioned before, many fields are invisible, and it is almost impossible
to know the ordinal number of the wanted field.

There are some differences between the meanings of the field specifications in
the hllapi_getfield and hllapi_setfield extensions, as explained in the following
subsections. All the examples in the following two subsections relate to this 3270
screen (the TSO/E Logon panel):

C-8 eTrust SSO Tcl Scripting Reference Guide



eTrust SSO Extensions for HLLAPI

ession? - EXTRA! Personal Client

Eile Edit “iew Tools Session Options Help

O | & &) | | o]

of |7 | a2 |

Enter LOGOM parameters below: R&CF LOGOM par
Userid » IBMUSER

P ard === New Fassword =
Procedure ===3» Group Tdent

adocct Hmbr =

Per{arm

Commarnd

Enter an nefare each optian

FF1/PF13 ===
You may req

Connected to host 172,

Specialized HLLAPI Extensions C-9



eTrust SSO Extensions for HLLAPI

hllapi_getfield

Use the hllapi_getfield extension to get the textual content of a 3270 field. The
target field can be either an input or an output field. As explained above, there
are two alternative notations for specifying the wanted field.

The first method of notation is to specify a text string that is contained within a
field in front of the wanted field (this text can be called the caption of the field).
When this notation is used as a hllapi_getfield argument, the extension searches
the entire 3270 screen until the specified text is found, or until the timeout period
expires. If the specified text is found, the hllapi_getfield extension locates the
next field and retrieves its contents. For example:

set userid [sso hllapi_getfield —label "Userid ==>""]
assigns userid the value of the field following Userid ===>.

If -fromx ,-fromy switches are used, then hllapi_getfield searches for the specified
text from the points designated by the -fromx, -fromy parameters to the end of
the screen rather than searching the entire 3270 screen.

As shown in this example, you should specify not only the field caption itself
(Userid), but also any other embedded text ( ===>) in order to provide a unique
description of the wanted field. This helps prevent errors if there is other similar
text on the screen.

The -posx, -posy switches can improve the accuracy with which hllapi_getfield
identifies the wanted field. If -posx, -posy are specified, then hllapi_getfield
searches for the specified text only at the specified position. If the specified text is
present, then the hllapi_getfield extension locates the next field and retrieves its
contents. The ability to specify both text and the -posx, -posy switches allows you
to be sure that you are retrieving the contents of the correct field, and not that of
another field that happens to be located next to a text similar to the text you were
looking for. For example:

set userid [sso hllapi_getfield -label “Userid” -posx 6 -posy 5

In this example, if the string Userid is present in another position before the
wanted field, hllapi_getfield ignores the other Userid and uses only the Userid
that is located in row 6 column 5.

The second method of notation is to specify just the exact position (row and
column) of the wanted field, or the position of a part of the wanted field (if the
position is inside the field). When this notation is used as an hllapi_getfield
argument, the hllapi_getfield extension retrieves the data from the specified
position to the end of the field. This notation is useful when it is not possible to
specify a fixed caption before the wanted field. For example:

set tso_msg [sso hllapi_getfield -label “” -posx 2 -posy 2]
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hllapi_setfield

In this example, since no text was specified (as indicated by the empty string
argument), hllapi_getfield goes directly to the designated position (row 2 and
column 2), which is the location of the TSO message, and retrieves the contents of
the field from that designated position to the end of the field.

The hllapi_setfield extension sets the textual content of a 3270 input field. As
above, there are two alternative notations for specifying the wanted field:

The first method of notation is to specify a text string that is contained within a
field in front of the wanted field (this text can be called the caption of the field).
When this notation is used as an hllapi_setfield argument, the extension searches
the entire 3270 screen until the specified text is found, or until the timeout value
is reached. If hllapi_setfield finds the text, hllapi_setfield locates the next input
field (even if it is not the very next field), Finally, it inserts the specified string at
the beginning of that input field. For example:

sso hllapi_setfield -label "Password ==>" -value $ PASSWORD

puts the value of $ PASSWORD into the first input field following Password
===>,

If -fromx, -fromy switches are used, then the hllapi_setfield extension searches
for the specified text from the points given by -fromx, -fromy to the end of the
screen and rather than searching the entire 3270 screen.

As shown in this example, you should specify not only the field caption itself
(Userid), but also any other embedded text ( ===>) in order to provide a unique
description of the wanted field. This helps prevent errors if there is other similar
text on the screen.

The -posx, -posy switches can improve the accuracy with which hllapi_setfield
identifies the wanted field. If -posx, -posy are specified, then hllapi_setfield does
not search for the specified text, but rather ensures that the specified text is
located at the specified position. If the specified text is present, the hllapi_setfield
extension locates the next input field and assigns it the designated value. This
option (of specifying both text and the -posx, -posy switches) is useful when you
want to make sure that you are setting the correct field, and not another input
field that follows a text that is similar to the text you are looking for. For
example:

sso hllapi_setfield -label “Password” -value $ PASSWORD -posx 8 -posy 5

In this example, if the string Password is present in another position before the
wanted field, hllapi_setfield ignores the other Password and uses only the
Password that is located in row 8 column 5.
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The second method of notation is to specify just the exact position (row and
column) of the wanted field, or the position of a part of the wanted field (if the
position is inside the field). When this notation is used as a hllapi_setfield
argument, the hllapi_setfield extension retrieves the data from the specified
position to the end of the field. This notation is useful when it is not possible to
specify a fixed caption before the wanted field or when you want to set only part
of a field. For example:

sso hllapi_setfield -label “” -value “ispf” -posx 10 -posy 24

In this example, since no text was specified (as indicated by the empty string
argument), hllapi_setfield goes directly to the designated position (row 10 and
column 24) which is the location of the fifth character of the Procedure field, and
inserts the specified string ("ispf") beginning at the specified position.

Text-Level HLLAPI Extensions

hllapi_waittext

The hllapi_waittext extension suspends script operation until a specific text
appears in the 3270 screen or until the timeout value is reached (in which case it
returns an error value). Unlike the Windows waittext extension, if the specified
text already exists in the current screen, the hllapi_waittext will not perform a
wait. (The Windows waittext ignores text already present and looks only at new
text that appears.)

The syntax of the hllapi_waittext extension is similar to the syntax of the
hllapi_getfield and hllapi_setfield extensions. However, remember that
hllapi_getfield and hllapi_setfield work on fields, while hllapi_waittext works
only on simple text strings.

Text that is an argument in the hllapi_waittext extension will be searched for in
the whole 3270 screen until it is found, or until the timeout period expires. If the -
fromx, -fromy switches are specified, only part of the screen is searched.

The following example waits until the appearance of ***, which is the TSO end-
of-line-mode-output sign:

sso hllapi_waittext -text “***”

If the -pos switch is specified, hllapi_waittext checks for the specified text at the
specified position and if it is not present, waits until it appears (or until the end
of the timeout period).

This option is useful when you expect the specified text to be located at a known
position and there is a possibility that the same text will also appear at some
other location in the 3270 screen. For example:
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sso hllapi_waittext —text “ISPF Primary Option Menu'" —posx 3 —posy 29

This example waits for the ISPF primary menu to appear, by specifying the text
and the expected position of this panel title.

Cursor-Level HLLAPI Extensions

hllapi_setcursor

hllapi_getcursor

The cursor-level HLLAPI extensions set a new cursor position or retrieve the
existing cursor location.

Use the hllapi_setcursor extension to set the 3270 cursor location. The following
example puts the cursor at row 12 and column 5:

sso hllapi_setcursor -offsx 12 -offsy 5

Use the hllapi_getcursor extension to get the current location of the 3270 cursor.
The cursor location is returned in two ways as described below.

One way is as the return value, a string formatted as rr ccc. You can later use this
return value as an input to the hllapi_setcursor extension. The other way is in the
Tcl variables _ROW and _COL. This option avoids having to extract the row and
the column values from the return value string that was mentioned above.

Here is an example of invoking the hllapi_getcursor extension and using its
outputs:

# get current cursor position
sso hllapi_getcursor

# save the current cursor position
set save_cursor_posx $ ROW
set save_cursor_posy $ COL

# set the cursor to a new relative position

sso hllapi_setcursor —offsx [expr $ ROW+1] —offsy [expr $ COL+2]
# the script continues executing

# restore the original cursor position
sso hllapi_setcursor —offsx $save_cursor_posx —offsy $save_cursor_posy
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Simulating Operator Keystrokes

hllapi_type

Use the hllapi_type extension to simulate a user typing in the 3270 environment.
As opposed to the hllapi_setfield extension, where you can only write text in the
input field, the hllapi_type extension lets you perform any 3270 keyboard
operation, including pressing control keys such as Enter, Attn, Tab, Reset, and
the PF keys.

HLLAPI uses a special representation for control keys, but this representation is
not intuitive and not easy to use. For example, the HLLAPI representation for the
Duplicate key is @S@X. To remedy this situation, eTrust SSO provides clearer
representations, called special mnemonics, for these keys. For example, the eTrust
5SSO special mnemonic for the Duplicate key is {dup}. For a complete list of the
eTrust SSO special mnemonics, together with the HLLAPI representation, (which
is also allowed in the hllapi_type extension), see the appendix “Special Character
Mnemonics.”

Here is an example of a hllapi_type extension that uses eTrust SSO special
mnemonics:

sso hllapi_type —text "{tab}123{enter}"

This example makes sure that the keyboard is not locked, using the Reset
function; jumps to the next input field, using the Tab function; writes the text 123
in this field; and presses the Enter key.

When it is possible, you should use the hllapi_setfield extension rather than the
hllapi_type extension. Consider, for example, the following rewrite of the
previous example, where the caption of the wanted field is USER NAME:

sso hllapi_setfield —label “USER NAME” —value ““123”
sso hllapi_type —text “{enter}”

While this example is longer, it is much more stable and easier to maintain,
because hllapi_setfield is independent of the cursor position at the time it starts
executing. However, you can use hllapi_setfield only if you know the caption or
the position of the wanted field. Otherwise, you will have to use the hllapi_type
extension. For more information, see Scripting for Browser-Based Applications in
the chapter “Writing eTrust SSO Scripts.”
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The HLLAPI Environment for Scripting

Ensure that the HLLAPI environment has been set up according to the
instructions in Setting Up the HLLAPI Environment in the appendix “Support
for HLLAPI Environments” in the eTrust SSO Administrator’s Guide.

The 3270 sessions with which your script will work must be associated with
HLLAPI short names. For more information, see Session Short Name (PS ID), in
this appendix. Refer to your 3270 emulation documentation for an explanation of
how to do this for the emulation you are running.

3270 Troubleshooting

Example

A single SSO HLLAPI extension is usually built out of several HLLAPI function
calls. If a HLLAPI function fails for some reason, it returns a bad return code,
designating the problem that occurred. When eTrust SSO determines that such a
problem exists, eTrust SSO sets the Tcl variable _SSOERR to 70, indicating a
HLLAPI problem. The script execution stops at this stage, and a message
appears, indicating the failed HLLAPI function number and the HLLAPI return
code.

If the script is running with _ERRORMODE resume (or msg), script execution
will continue, and SSO will set two special Tcl variables: _"HLLAPI FUNC_NO,
which contains the HLLAPI function number of the function that failed; and
_HLLAPI_RC, which contains the HLLAPI return code of the function that failed.

For the meaning of the codes returned in _.HLLAPI_FUNC_NO and
_HLLAPI_RC see the section Standard HLLAPI Return Codes in this appendix.

Suppose your script contains the hllapi_disconnect extension, without any
previous hllapi_connect. If the default error mode setting is in effect, the script
will stop execution, and display an error message.

This error message gives the HLLAPI function number 2 (representing the
Disconnect Presentation Space function), and the HLLAPI return code 1. In this
appendix, you will find that if the HLLAPI function number is 2, the HLLAPI
return code 1 means “Not connected to the presentation space.” To fix this
problem, use this command in the script somewhere before the
hllapi_disconnect:

sso hllapi_connect —session a
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In some cases, an error message might still appear. A HLLAPI function number
of 1 with a HLLAPI return code of 1 means “invalid short session ID parameter
for the host presentation,” that is, the specified session short name (a) was
invalid. Generally, this would be due to one of the following reasons: there is
currently no session that was emulation-connected (no connection between the
workstation and the mainframe host), or one or more sessions that are
emulation-connected to the host exist, but none of them has the short name of a.
Either the sessions are associated with different short names, or they are not
associated with any short name at all.

To solve this problem, you change your 3270 emulation settings, and associate an
emulation-connected session with the short name. Most emulations provide you
with the means to save these settings, so the next time you emulation-connect
this session, the session will automatically be associated with the short name a.

Another common error gives an error code of 11 for the Connect Presentation
Space function (HLLAPI function number 1). The error message indicates that
the host presentation space is already being used by another user. This could be
the result of a previous script failing before a disconnect command was sent, so
that the Presentation Space remains connected. One way of handling the problem
is to shut down the emulation program and then to restart it.
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Standard HLLAPI Return Codes

The codes in the table below are the standard HLLAPI return codes. Use them
when you get an _SSOERR of 70 and you have to find the meaning of the
_HLLAPI RC value for a_HLLAPI_FUNCT_NO, and when the script stops
because of a HLLAPI extension error and you get an error message giving the
return code and the number of a failed HLLAPI function.

In this table, PS means Presentation Space, -the virtual 3270 screen-, and OIA
means Operator Information Area, - the bottom line of the presentation space
containing symbols indicating the 3270 session status-.

Function Function Name Error  Error Code Description
Number Code
1 Connect presentation space 0  The function was successful; host presentation space is

connected and can accept input.

1  Invalid short session ID parameter for the host
presentation.

4 Successful connection achieved, but the host
presentation space is busy.

5  Successful connection achieved, but the host
presentation space is input inhibited (locked).

9  System error occurred.

11  Resource unavailable. Host presentation space already
being used by another user. One common cause of this
error is that a previous session was not disconnected.

2

Disconnect presentation 0  The function was successful.

space

Not connected to the presentation space.

System error occurred.

3

Send key

Keystrokes sent, status was normal.
Program not connected to host session.

Incorrect parameter passed to HLLAPIL.

=N =R OO =

Host session busy and all the keystrokes could not be
sent.

5 Input to target session inhibited; keystrokes were
rejected or invalid keystroke mnemonics were sent.
Not all the keystrokes could be sent.

9  System error occurred.
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Function Function Name
Number

Error
Code

Error Code Description

4 Wait

Keyboard unlocked and ready for input.
Application was not connected to a valid session.
Time-out while still busy for 3270 emulation.
Keyboard locked.

System error occurred.

5 Copy presentation space

S |O O = =

~

Host presentation space copied to application
program. Source presentation space was active and
keyboard was unlocked.

Program not connected to host session.

Successful. Connect host presentation space was
waiting for host response.

Successful. The keyboard was locked.

System error occurred.

6 Search presentation space

© NN NN = Ol o O

24

The function was successful.

Host presentation space not connected.
Invalid parameters.

Host presentation space invalid.
System error occurred.

Search string not found.

7 Query cursor location

The function was successful.
Program was not connected to the host session.

System error occurred.

8 Copy presentation space to
string

S |lO = O

Successful. Host presentation space contents copied to
eTrust SSO. Your target presentation space was active
and the keyboard was unlocked.

Program was not connected to the host session.
String length of 0 was specified.

Successful. Host presentation space was waiting for
host response.

Successful. Keyboard was locked.
Host presentation space position was invalid.

System error occurred.
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Function
Number

Function Name

Error
Code

Error Code Description

9

Set session parameters

o

Session parameters were set.
One or more parameters invalid.

System error occurred.

10

Query sessions

Function successful.
No session has been configured.
String length invalid.

System error occurred.

11

Reserve

Function successful.
Program was not connected to the host session.
Presentation space was inhibited.

System error occurred.

12

Release

Function successful.
Program was not connected to the host session.

System error occurred.

13

Copy OIA

N PR OO B OOV U Rk OoO|lY N R OV N

Function successful.
Program was not connected to the host session.

Error in specifying string length. OIA data was not
returned.

OIA data returned, but host presentation space is
busy.

OIA data was returned, but the host presentation
space is input inhibited (locked).

Internal system error occurred.

14

Query field attribute

© NN = OoO| v

24

Function successful.

Program was not connected to the host session.
Host presentation space position was invalid.
System error occurred.

Attribute byte was not found (presentation space was
unformatted).

15

Copy string to presentation
space

Function successful.

Program was not connected to the host session.
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Function Function Name Error  Error Code Description
Number Code

2 Parameter error. String length of 0 specified.

5  Target presentation space was protected or inhibited,
or illegal data was sent to target presentation space
(possibly a field attribute byte).

Copy was completed, but the data was truncated.
Invalid host presentation space.

System error occurred.

18 Pause Wait duration has expired.

Parameter error occurred.

O N OOV NN O

Internal system error occurred. Time results are
unpredictable.

N
(o)

Host session presentation space or OIA was updated.

20 Query system Function successful. A data string was returned.

System error occurred.

Function successful.

EHLLAPI not loaded.

21 Reset system

System error occurred.

22 Query session status Function successful.
Invalid session requested.
Invalid string length.

System error occurred.

23 Start host notification Function successful.
Invalid host presentation space requested.
Error in designating parameters.

System error occurred.

24 Query host update No updates made since the last call.

Invalid host presentation space requested.

X Rk OO0 N Rk O|lVYO N R Ol ~r Oflvw ©

No prior start host notification (23) function was called
for the host presentation space ID.

9  System error occurred.

21  OIA was updated.
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Function Function Name Error  Error Code Description
Number Code
22 The presentation space was updated.
23 The OIA and the host presentation space were
updated.
25 Stop host notification 0  Function successful.
1  Invalid host presentation space specified.
8  No prior start host notification (23) function was
issued.
9  System error occurred.
30 Search field 0  Function successful.
1  Program not connected to host session.
2 Error made in specifying parameters.
7  Invalid host presentation space position.
9  System error occurred.
24  Search string not found or host PS was unformatted.
31 Find field position 0  Function successful.
1  Program not connected to host session.
2 Error made in specifying parameters.
7 Invalid host presentation space position.
9  System error occurred.
24 No such field found, or presentation space is
unformatted.
28  Field was 0.
32 Find field length 0  Function successful.
1  Program not connected to host session.
2 Error made in specifying parameters.
7  Invalid host presentation space position.
9  System error occurred.
24 No such field found, or presentation space is
unformatted.
28  Field had zero bytes.
33  Copy string to field 0  Function successful.
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Function Function Name Error  Error Code Description
Number Code

1  Program not connected to host session.

2 Error made in specifying parameters. String length of
0 was specified.

5  Target field protected or inhibited, or illegal data sent
to target field (for example, field attribute).

6  Copy was completed, but data was truncated.
7  Host presentation space position invalid.
9  System error occurred.

24  Host presentation space was unformatted.

34 Copy field to string Function successful.
Program not connected to host session.

Error made in specifying parameters.

N N =R O

Data to be copied and source not the same size. Data is
truncated if the string length was smaller than the
field copied.

Invalid host presentation space position.
9  System error occurred.

24  Host presentation space was unformatted.

40 Set cursor 0  Cursor placed at specified position.

1  Program not connected to host session.

4  Session was busy.

7 Invalid parameter. Specified cursor location was less
than one or greater than the maximum presentation
space size.

9  System error occurred.

41 Start close intercept 0  Function was successful.

1  Incorrect host presentation space was specified.

2 Parameter error occurred.

9  System error occurred.

10  Function not supported by the emulation program.
42 Query close intercept 0  Close intercept event did not occur.

1 Presentation source was not valid.
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Function Function Name Error  Error Code Description
Number Code
2 Parameter error.
8  No prior Start Close Intercept function was called for
this host presentation space.
9  System error occurred.
12 Session stopped.
26 A close intercept took place since the last query close

intercept call.

43 Stop close intercept

© o N = O

12

Function successful.

Program not connected to host session.

Error in parameter specification.

No previous Start Close Intercept function was issued.
System error.

Session stopped.

50 Start keystroke intercept

= N =R O

Function successful.
Invalid presentation space.
Invalid option.

Resource unavailable. Requested presentation space
was being used by another API application.

System error occurred.

51 Get key

g = O |\

20

25

31

Function successful.
Invalid presentation space.

You specified D option for AID keystrokes only in
start keystroke intercept (50). Non-AID keys are
inhibited by this session when attempt is made to
write invalid keys in presentation space.

No prior start keystroke intercept (50) function was
called for the presentation space.

System error occurred.

Invalid combination of keys for this presentation space
session.

Requested keystrokes not available on the input
queue.

Keystroke queue overflowed and keystrokes were lost.
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Function Function Name Error  Error Code Description
Number Code
52 Post intercept status 0  Function successful.
1 Invalid presentation space.
2 Invalid option specified.
8  No prior start keystroke intercept (50) function was
called for the presentation space short session ID.
9  System error occurred.
53 Stop keystroke intercept 0  Function successful.
1 Invalid host presentation space.
8  No prior start keystroke intercept (50) function was

called for the presentation space.

9  System error occurred
99 Convert position or convert 0  Incorrect column, row, or position input was
rowcol provided.
>0  The PS position or column
9998  Invalid host presentation space or system error.
9999  Character 2 in the data string is not P or R.
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Appendix

D Advanced Tcl Language

This appendix lists additional Tcl commands. These commands can be useful
when you need to write complex scripts.

Lists

Tcl enables you to group strings into lists. Each string is an element of the list,
but when necessary, a string can be extracted from the list and processed
individually.

A Tcl list consists of zero or more elements, with spaces as separators. You can
override a space or spaces between elements by using braces or backslashes. To

illustrate:

List Notes

red green blue The list consists of three items.

ab{cde}f The list consists of four items. The braces make one
item from what would otherwise be three.

one\ word two three The list consists of three items one\ word, two, and

three. The backslash causes the space that follows it
to be treated like any alphanumeric character.

Like variables, lists do not need to be declared before you can use them. But as a
rule, a list that appears literally as a command argument needs to be enclosed in
braces, to keep it from seeming like more than one argument.
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Commands for Lists

concat

foreach

lappend

lindex

Tcl includes several commands for handling lists:

The concat command receives one or more lists as arguments and combines them
into a single list. For example:

concat {red blue} {black white gray} clear

The above command returns a single six-element list.

The foreach command is a loop command that accesses each element in a list in
the list’s order. Its arguments are a variable name (to represent the current list
element), a list, and a script to be executed for each list element. For example, the
following command uses the string length command to record the length of each
list element:
set colors {red green blue clear bronze}
foreach thiscolor $colors {

sso msghox —msg [string length $thiscolor]

}

The lappend command adds list elements to the end of a new or existing list
variable. Its arguments are the list variable name and the new elements. For
example:

set colors {red green blue}
lappend colors black white
After lappend is executed, the list colors contains the following elements:

red green blue black white

The lindex command returns one of the elements of a list. The command has two
arguments: the list and the index number of the requested element. The first
element of the list is element 0. For example:

set letters {abcde T g}
lindex $letters 2

returns c.
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linsert

list

llength

The linsert command produces a new list from a list by inserting all of the
element arguments just before the indexed element of list. Each element
argument will become a separate element of the new list.

The linsert command has three arguments; the list, the index number to be
assigned to the first inserted element, and the elements to be inserted. For
example:

= setcolors {red green blue}

= sso msgbox -msg $colors

»  set new_colors [linsert $colors 1 black white]
= sso msgbox -msg $new_colors

After linsert is executed, the new list contains the following elements: red black
white green blue.

The list command returns a list that consists of all the arguments that follow the
command. For example:

list one two "two and a half"

The above command returns a three-element list. Unlike the concat command,
the list command makes each argument a single element of the new list, even if
the argument itself is a list.

The llength command returns the number of elements in the specified list. For
example:

set sizes {one two "two and a half'}
Ilength $sizes

returns the value 3.
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Irange

Ireplace

Isearch

The Irange command returns an extract of a list. Its arguments are a list, the
index of the first element to be returned, and either the index of the last element
to be returned or the value end (to return all the remaining elements of the list).
For example:

set days {su mo tu we th fr sa}
Irange $days 1 5
returns the list:

mo tu we th fr

The Ireplace command returns a list in which a range of elements has been
replaced. Its arguments are the list, the indices of the first and last elements to be
replaced, and the new elements to replace them. The number of new elements
need not equal the number of replaced elements. You can even omit the last
argument in order to delete the specified range of elements.

For example:

set times {0800 0900 1100 1300 1600}
Ireplace $times 1 3 1015 1315
returns the list:

0800 1015 1315 1600

set times {0800 0900 1100 1300 1600}
Ireplace $times 2 2

returns the list:

0800 0900 1300 1600

The Isearch command searches a list for the first element that matches a specified
pattern, and returns the index of that element. Its arguments are a pattern-
matching method (optional switch), the list, and the pattern. The three pattern
matching methods are:

= -exact (Exact matching, character for character)
= -glob (Glob-style matching; this is the default)

Together with the characters that are to be matched literally, glob matching
can use the following special characters in the pattern:
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Special characters

Definitions

* (asterisk)

The asterisk is used to match any string of
characters, any one character, or the absence
of a character.

? (question mark)

The question mark is used to match any one
character.

[ ] (square brackets)

The square brackets are used to match any one
character in a series delimited by the brackets.
The series may be abbreviated as a range,
using a hyphen. For example, [abcd] matches
a, b, ¢, or d, and so does [a-d]. If you use
brackets, use braces around your pattern.

\ (backslash)

The backslash is used to match the character
that follows the backslash, without treating
that character as a special character. For
example, \ * matches only the asterisk, rather
than matching other characters as the asterisk
normally does in glob-style matching.

= -regexp (Regular-expression matching)

Note: Although -regexp is not used in eTrust SSO extensions, it can be used

in native Tcl commands.

Together with the characters to be matched literally, regular-expression matching
can use the following special characters in the pattern:

Special characters

Definitions

. (period) The period is used to match any one character.

" (caret) The caret means that the next character is the first
character; for example b matches the b in bed but
not in abed.

$ (dollar sign) The dollar sign means that the preceding character

is the final character; for example c$ matches the ¢
in abc but not in abed. If you use the $ sign, use
braces around your pattern.

\ (backslash)

The backslash is used to match the character that
follows the backslash, rather than treating that
character as a special character. For example, \.
matches only the period, rather than matching
other characters as the period normally does in
regular-expression matching.
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Special characters Definitions

[ ] (square brackets) The square brackets are used to match any one
character in a series delimited by the brackets. The
series may be abbreviated as a range, using a
hyphen. For example, [abcd] matches a, b, ¢, or d,
and so does [a-d]. If you use brackets, use braces
around your pattern.

[ ] (caret in square brackets) The caret placed inside of square brackets are used
to match any one character that is not in a series
following the * sign. The series may be
abbreviated as a range, using a hyphen. For
example, ["abcd] matches anything except a, b, ¢,
or d, and so does [*a-d]. If you use brackets, use
braces around your pattern.

() (parentheses) Parentheses are used to match any regular
expression delimited by the parentheses. They
may be convenient, or even necessary, for
separating parts of a complex regular expression.

| (pipe symbol) The pip symbol is used to match either the regular
expression to the left of the | sign or the regular
expression to its right. For example, “success |
~error matches any string that begins with either
success Or error.

The " (circumflex), $ (dollar), and . (period), used as special characters in regular
expressions, are called atoms. The \ (backslash) and the character that follows it,
together, are also an atom. Any range and any regular expression with
delimiting parentheses are also atoms. The following special characters are used

with atoms:

Special Characters Definitions

* (asterisk) The asterisk is used to match one or more
consecutive repetitions of the preceding atom, or
no repetitions.

+ (plus sign) The plus sign is used to match one or more
consecutive repetitions of the preceding atom.

? (question mark) The question mark is used to match one repetition

of the preceding atom, or no repetitions.

A repetition needs only to match the regular expression, not the previous
matching string. For example, the string 121 matches the regular expression [0-9]
three times, even though 2 does not match 1.
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If a given string matches a regular expression, any longer string containing the
given string also matches the regular expression. For example, the string abcde
matches the regular expression b.d. Note, though, that a match no longer exists if
characters are added where * or $ must match the start or end of the string. For
example:

set times {0809 0845 0915 0930 0945 1015}
Isearch -regexp $times 09

The script above returns the value 2 (the index of 0915).

Isort

The Isort command arranges a list in upward ASCII sequence, or in another
sequence as specified by one or more optional arguments. Some of the optional
arguments are:

= -integer
= -real
= -decreasing

= -command mysort (Where mysort is a sorting function of your own)

Here is an example of decreasing ASCII sequence:

Isort -decreasing {Lauren Charles Nora Jon}

The above command returns the list Nora Lauren Jon Charles.

Handling List Variables

Tcl treats list variables as either lists or strings. The way the variable will be
handled depends on the context and on the command used. To illustrate this,
observe that:

set letters {a b c d}
Irange $letters 1 2

returns b ¢ with all the intermediate spaces of the original string.

However, lindex $letters 1 and lindex $letters 2 return b and c respectively,
without any trailing or leading spaces. This can be proved by running the
following;:

set test "[index $letters 1] [Windex $letters 2]"

which returns b ¢ with no extra intervening spaces.
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Advanced Tcl commands

eval

break

continue

The following are Tcl commands that can be used in complex scripts.

The eval command treats a string as a Tcl command and returns the command’s
result. For example, eval “set a 122” returns the value 122. (Double quotes are
used here to delimit the string because the string contains spaces.)

Although the eval command is not essential in this example (set a 122 is a
simpler way to return the same value), in a more complex script the eval
command can give the necessary control over parsing.

The break command stops a loop immediately. It jumps to the end of the loop
and then continues as if the loop’s termination condition were satisfied. If the
loop is inside a larger loop, the larger loop is unaffected.

For example:

foreach i1 $oldlist {
if {$i == ""STOP"'} break
append newlist $i

The example copies the elements of oldlist to newlist until the value of an oldlist
element is STOP.

The continue command stops the current loop iteration but continues the
looping. In a while command, it jumps to the next evaluation of the loop’s
condition. In a for command, it jumps to the reinitialization. Here is a continue
example:

foreach i $oldlist {

if $i = "NONE"} continue
append newlist $i

The example copies the each element of oldlist to newlist unless the value of the
oldlist element is NONE.
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uplevel

The uplevel command is like an eval command that works within the scope of
the calling script. For example:

uplevel {set timer stop}

Inside a procedure, the above command gives the value stop to the variable timer
in the script that called the procedure.

Advanced String Manipulations

regexp

The regexp command tells you which parts of a string match which parts of a
regular expression.

The first argument is the regular expression with parts of it parenthesized. For
example:

\$([0-91>*\-. ([0-9]1[0-9D)
represents a sum in dollars.
The second argument is the string that may match the regular expression.

If there is a match, then the third argument is set to the substring in the second
argument that matched the regular expression.

The fourth and following arguments are the substrings that matched the
parenthesized parts of the regular expression.

For example:

set price {"only $349.95"}
regexp \$([0-9D*\.([0-9]1[0-9]) \
$price complete dollars cents.

The above script would return $349.95 as “complete,” 349 as “dollars,” and 95 as
“cents.”
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regsub

The regsub command substitutes a specified string for a substring that matches a
regular expression. As arguments it takes the regular expression, the string that
might match the regular expression, the string to replace the substring that
matches the regular expression, and a variable to receive the resulting string.

The regsub command returns 0 if no match was found, and 1 if a match was
found and a substitution was made.

For example:

set reminder "Check our latest update'

regsub "latest” $reminder "January" janreminder

The example returns 1 and gives janreminder the value Check our January
update.

scan

The scan command works like its C-language counterpart.

format

The format command works like its C-language counterpart.

split

The split command divides a string into list elements, using a specified delimiter
as a dividing point. The arguments are the string and the delimiter. The return
value is the list. For example:

sphit "c:\\win\;c:\\sys\;c:\\apps" "\;"
The command above returns the list {c:\ win} {c:\sys} {c:\apps}.

If you do not use a second argument, split divides the specified string into
characters.
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join

The join command is the opposite of the split command. It unites a list to form a
string, inserting the specified delimiter between the list elements, and returns the
string. For example:

jJoin "c:\\win c:\\sys c:\\apps" "\;"
The command above returns the string c:win;c:sys;c:\ apps.

If you do not use a second argument, join simply concatenates the elements of
the specified list to produce the resulting string.

Procedures with an Indeterminate Number of Arguments

The proc command can be modified so that the procedure will accept an
indeterminate number of arguments. To do so, use the special value args as the
last of the arguments before the script. Do not specify a default for args; the
default for args is always an empty string.

Here is an example of a procedure with an indeterminate number of arguments.
It returns the sum of as many numbers as are designated.
proc sum args {

set s 0

foreach i $args {
incr s $i

return $s

}

Once the procedure above is specified, sum 12 3 4 5 returns 15 and sum without
any arguments returns 0.
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Arrays

array

Tcl can organize a set of individual strings as an array and not only as a list. In an
array, each element (that is, each individual string) can be referred to by a name
that appears in parentheses after the array name. The element’s name may be
numeric, but it does not need to be.

You define an array by simply setting one of its elements. Here is an example in
which the array element’s name is not numeric but its content happens to be
numeric:

set x(fred) 44

Assuming that no array named x existed previously, the above command creates
the array and gives it one element. The element’s name is fred and the element’s
value is the string 44.

Tcl arrays are one-dimensional, but you can simulate further dimensions by

carefully structuring your element names. For example:
set y(fred,age) 44

set y(fred,shoesize) 9

set y(fred,eyes) blue

set y(joan,age) 46

set y(joan,shoesize) 7

set y(joan,eyes) brown

The array command is a family of commands.

The command:

array names name-of-array
returns the names (not the values) of the specified array’s elements.

The command:

array size name-of-array
returns the number of elements in the array.

For example:

set x(fred) 44

set x(5) [expr $x(fred) + 6]
set howmany [array size x]
set calledwhat [array names x]

The above script creates an array with two elements, The element x(fred) receives
the value 44, and the element x(5) receives the value 50. It sets the variable
howmany to the number of elements in the array: 2.
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Errors

errorinfo

catch

It sets the variable calledwhat to the names of the elements: fred 5.

Unless you intervene, any Tcl error (such as an attempt to use a nonexistent
command or an unacceptable argument) aborts the entire Tcl script and returns
control to the non-Tcl program. You can expect to receive an error message. Here
is an example:

if {[catch {expr {2+}} msgl} {
set msg {syntax error in expression ""2+"}

To retrieve more information about the error, you can consult the global variable
errorInfo, which receives a fresh stack trace as its value each time an error occurs.
The errorInfo variable tells you what the error is, and where it is located in your
script. After the above example, set errorInfo (the set command with a single
argument, to return the value of that argument) would return this:
syntax error in expression "$n + i"

while executing
“"expr {$n + i}"

invoked from within

"set n [expr {$n + i}]..."
(**foreach™ body line 2)

In the preceding example, the error is a syntax error in the expression “$n +1i.”

If you know that your script may generate an error but you do not want the error
to abort the script, write the error-prone part of the script as an argument for the
catch command.

As its first argument, the catch command takes the script that you want to
execute. The second argument, a variable to log the result, is optional.

If the script finishes without incident, then the catch command returns the value
0 and writes the script’s result to the second argument (if any).
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If an error occurs in the course of the script, then the catch command returns the
value 1 and writes the error message to the second argument (if any). Here is an
example:

if {[catch {expr {2+}} msgl} {
set msg {syntax error in expression "2+"}

In the above example, the expression {expr {2 +}} is incorrect. The catch
command returns the value 1, indicating an error has occurred. The catch
command has three more hard-coded return values: 2 if the return command
occurred, 3 if the break command occurred, and 4 if the continue command
occurred.

You can cause the catch command to return other values of your own in order to
signal other incidents.

Tcl Style Recommendations

The following are style recommendations for Tcl scripts:

= Keep substitutions simple. For complex arguments, use commands like
format.

= When you need another level of expansion, use eval.
= To create commands safely, use list commands.

= Lists parse cleanly as commands; each list element becomes one word of the
command.
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E TCL Reference Texts

This appendix gives references for learning more about the TCL language.

References

For TCL news, documentation, and resources, see TCL Developers Xchange at:
http:/ /dev.scriptics.com/

There is also extensive literature on TCL in printed book format.
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foreach, D-2
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globbing
character lists, 5-5
format, 5-4
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field-level extensions, 3-16

field-level HIIAPI extensions, C-8

fields
globbing, 3-20
specifying by class, 3-21

specifying by class and position, 3-21

specifying by label, 3-19

hll extensions, 5-13
HLL extensions, 3-42
HLL variables, 6-2
hll__getcursor, 5-34
hll_connect, 5-31
hll_disconnect, 5-33
hll_getfield, 5-36
hll_getscreen, 5-39
hll_setcursor, 5-41
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hll_type, 5-44
hll_waitsys, 5-45
hll_waittext, 5-46

HLLAPI
about, C-1
function number, C-5, C-15
return code, C-5, C-15
return codes, C-17

hllapi extensions, 5-14
HLLAPI extensions, 3-42, C-6
HLLAPI mode, C-6
HLLAPI prefix, C-6
hllapi_connect, 5-48, C-6
hllapi_disconnect, 5-50, C-6
hllapi_getcursor, 5-51, C-13
hllapi_getfield, 5-53, C-10
hllapi_getscreen, 5-56, C-7
hllapi_setcursor, 5-58, C-13
hllapi_setfield, 5-59, C-11
hllapi_type, 5-61, C-14
hllapi_waitsys, 5-63, C-7
hllapi_waittext, 5-64, C-12
HTML extensions, 5-12
html_browse, 3-37, 5-66
html_connect, 3-37, 5-67
html_disconnect, 3-37, 5-68
html_getfield, 3-37, 5-69
html_getframesnum, 3-37, 5-71
html_grabpage, 3-37, 5-71
html_navigate, 3-37, 5-72
html_push, 3-37, 5-73
html_search, 3-38, 5-75
html_selectitem, 3-38, 5-76
html_setfield, 3-38, 5-78

if, 2-12

incr, 2-17

inputbox, 2-4, 3-7, 5-80
interactive extensions, 3-5
Internet Explorer, 3-37, 4-8
italic type, 1-2

join, D-10

K

Kerberos, 4-7
keyboard, 1-2

keystrokes
simulating, 3-34

lappend, D-2

lindex, D-2

linsert, D-3

list, D-3

llength, D-3

login extensions, 3-38, 3-40, 5-13
login variables, 3-39, 6-2
loop, 2-15

Irange, D-4

Ireplace, D-4

Isearch, D-4

Isort, D-7
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menu, 3-28
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MS Internet Explorer, 5-12
msg mode, 4-6

msgbox, 2-4, 3-5, 5-85
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OTP, 3-41
Ousterhout, Dr. John, 2-1
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net_use, 3-36, 5-87
Netscape browsers, 5-12

NetWare commands
Novell NetWare, 3-36

NetWare extensions, 3-36
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Novel NetWare, 3-36
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nw_capture, 5-90
nw_endcap, 5-91
nw_logintree, 5-92
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password
change, 4-7
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PATH, 4-11
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POSIX, 1-3
specifications, 5-87, 5-94, 5-101

pipe, 1-2

POSIX, 1-3, 3-9

post-command application, 4-10
pre-command application, 4-10
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proc (Tel command), 2-17
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procedures, D-11
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One Time Password, 3-41, 4-7
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regexp (Tcl switch), D-5
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return command, 2-19
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return value, 3-3
run extension, 5-101

run extension parameters, 4-11

scan, D-10

screen scraping, 4-4
screensize, 5-104
screensize extension, 3-15
script variables, 6-2

scripts
3270/5250 application, 4-9
browser, 4-8
content, 1-5
developing, 1-5
maintaining, 4-3
overview, 1-3
running, 1-4
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Tcl, 2-2
tips, 4-11
writing, 1-5

selectitem, 3-25, 5-105
selecttab, 3-26, 5-109
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switch, 2-13

syntax, 5-2
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arrays, D-11
basics, 2-1
braces, 2-9
brackets, 2-7
command substitution, 2-7
commands, 2-2
control structures, 2-12, D-8
double quotes, 2-8
errors, D-12
expressions, 2-11
global, 2-20
lists, D-1
loop, 2-15
operators, 2-10
overview, 2-1
prefixed backslashes, 2-9
procedure arguments, 2-18
procedures, 2-17
return values, 2-2
returning procedure value, 2-19
scripts, 2-2
special characters, 2-8
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string manipulations, 2-21
strings, 2-8

style, D-13

syntax, 2-3

syntax summary, 2-24
uplevel, 2-20

utility commands, 2-23
variable substitution, 2-6, 2-7
variables, 2-6

text-level extensions, 3-32

text-level HLLAPI extensions, C-12

tips for scripting, 4-11

top-level windows, 3-10

trace_stop mode, 4-6

trapping errors, 4-5

troubleshooting, 4-13

type, 3-34, 3-42

type (eTrust Single Sign-On extension), 5-121

unlockinput, 5-124
uplevel, D-9

user name
extension parameters, 4-11

utility commands, 2-23

\%

_COL, 6-5
_CUT_OFFS_BOTTOM, 6-6
_CUT_OFFS_LEFT, 6-7
_CUT_OFFS_RIGHT, 6-8
_CUT_OFFS_TOP, 6-9
_ERRORMODE, 6-11
_HIDE_CUT, 6-13
_HLLAPI_FUNC_NGO, 6-14
_HLLAPI RC, 6-15
_HOST, 6-17
_LOGINCOUNT, 6-17
_LOGINNAMEE, 6-18
_MODE, 6-19
_NEXTPWD, 6-20
_PASSWORD, 6-21
_PAUSE, 6-22

_PID, 6-23

_ROW, 6-25
_SCREEN_WIDTH, 6-28
_SSOERR, 6-29
_TARGET_WIN, 6-30
_TIMEOUT, 6-31
_WIN_TITLE, 6-37
_WINARRAY, 6-33
_WINDOW, 6-34

Tcl, 2-6

virtual terminal, C-2

W

variables
_AUTO_NEXT, 5-111, 6-3
_BEGIN_CUT, 6-4
_END_CUT, 6-10
_SCREEN_HEIGHT, 5-104
_SCREEN_HEIGHT, 6-27
_SCREEN_WIDTH, 5-104
HLL, 6-2
login, 3-39, 6-2
operational, 6-2

Variables
_APPNAME, 6-2
_BOUNDS, 6-5

waittext, 3-32, 3-42, 5-124

while, 2-16

window (eTrust Single Sign-On extension), 5-126
window caption, 3-11

window extension, 3-13

windows
active, 3-12
current, 3-12
elements, 3-5
search criteria, 3-11
specifying windows, 3-11, 5-2
subwindows, 3-10
target window, 3-12
top-level, 3-10

Windows extensions, 3-10, 5-10

WindowSpec, 5-2
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wintitle, 5-130 writing scripts, 1-5

wintitle extension, 3-15
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