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Note:

For detailed
instructions of
each step, refer to
the remainder of
this document.

To get started, you will need:
1. Network cables and network connectivity
2. Static, available IP Address and Subnet Mask with Internet connectivity
3. IP Address of Default Gateway, DNS and Proxy Servers, with login credentials, if applicable
4. License Key
5. A laptop, PC or server with IE 5.0 or higher installed to access eTrust Vulnerability Manager-Director

Setup Overview
1. Plug in network cable to the add-in NIC in the PCI slot on the far right, plug power cords into both

jacks and turn on power.

2. Director default IP Address is 192.168.1.100, subnet mask of 255.255.255.0.

3. Connect to Director, set your computer IP to 192.168.1.101 and enter the URL of Director in
Address bar of IE (https://192.168.1.100) to display the Welcome Screen.

4. Enter required network information for each screen, then Save and Reboot.

5. While Director is rebooting, reconfigure your computer to a live IP address within the same net-
work as the newly configured IP Address for the Director.

6. After reboot, access Director from IE with the new IP Address, to display the login screen.

7. After login, the Setup Wizard is displayed. Follow the step-by-step instructions to assign settings.

8. Click Save when complete. Settings are saved and the login screen is redisplayed. 



To set up
Director you

will need:

1. Network and
Internet

connectivity and
cables

2. A laptop, PC, or
server with IE 5.0

or higher installed
to access

Director
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eTrust Vulnerability Manager-Director 
Setup and Configuration
Connect appliance to the network

1. Mount Director in a rack in accor-
dance with the hardware vendor
instructions.

2. At the back of Director, plug in a live
network cable to the add-on NIC in
the PCI slot on the far right side of the appliance.

3. Plug power into Director. There are 2 live power jacks and both must be used. 

4. The default IP Address and Subnet Mask of Director will be pre-configured at:

IP Address – 192.168.1.100
Subnet Mask – 255.255.255.0

5. Connect Director to a configuration machine. 

a)If your network uses the private network 192.168.1 and the address 192.168.1.100 is available,
connect Director directly to that network and configure it from another browser-enabled computer
(laptop or PC) on the 192.168.1 network.

b)If your network does not use the 192.168.1 network, or uses the 192.168.1 network and the
192.168.1.100 address is already in use, perform the initial configuration of Director from a
machine connected to a temporary network. This temporary network can be a crossover cable, con-
necting Director to the configuration machine, or both machines connected to a hub/switch not con-
nected to the rest of the network.
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Note:

All Directors and
eTrust VMs are
shipped with same
default IP address.
To avoid IP
conflict during
Director set up,
configure the
Director before
configuring any
eTrust VMs into
your network. 

6. After connecting Director to the configuration machine, turn on the power. The blue light circled on the
picture at right indicates power is on. (This picture is the front of the Director with the bezel removed.)

7. Launch an Internet Browser (IE5.0 and
higher or equivalent) from a computer
connected to the same network as
Director.

8. Enter the URL (https://192.168.1.100) of
Director into the Address Bar. Upon initial connection, a Security Alert Certificate is displayed. Accept
the certificate to continue.  The License Agreement will be displayed.

License Agreement Page
From the License Agreement page, scroll
down to view the entire agreement.
Accept the agreement and click Continue.

Welcome Screen
After accepting the License Agreement, the Welcome
Screen is displayed.  Choose New or Replacement and
click Continue.

The Network Information is displayed next.



Note:

Record Director
Network

Information 

Password_____________

Host Name____________

IP Address____________

Subnet Mask__________

Gateway______________

DNS Svr______________

Proxy URL____________
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Login and Network
Information
1. Create a password for the default administra-

tor account. 

a. Guidelines: 7-14 characters, case sensi-
tive. Must contain 2 of the following: 1
upper case alpha, 1 lower case alpha, 1
special character, 1 numeric character.

2. Define the Director network IP Addresses.

a. Enter the Director Host Name.

b. Reconfigure the Director with an IP
Address that resides within your network.
This IP Address will be used later to access
Director.

c. Enter the Subnet Mask, Default Gateway,
and DNS Server IP Addresses associated
with the Director IP Address.

3. If a Proxy server is used to access the
Internet, enter the URL and the Port # and
the login credentials, if required by the Proxy
configuration. (ex. 10.10.10.10:80)

4. If your network uses a time server, enter the
time server’s IP address, or set the Director
Clock to the current time. Click Continue.
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Note:

If one or more
eTrust VMs and
the Director are
received at the
same time, the
Director must be
configured first.

Route Table

The Route Table is an optional path allowing com-
munication with Director via multiple paths. If it is
not necessary to add a route, Click Save and
Reboot. 

To Add Network Routes:

1. Indicate the IP Address of the destination.

2. Indicate the Subnet Mask for that network.

3. Indicate the Gateway for that network.

4. Click Add Route and repeat steps as necessary.

5. Click Delete to remove a route.

When network settings are complete, click Save and
Reboot. The reboot process can take up to eight minutes.  After reboot, the Network settings will be
applied to the Director. 

Completing the Configuration-Connect to the Director
1. While Director is rebooting, reconfigure your machine to an appropriate IP address within the net-

work of the newly assigned IP address of Director.

2. After Director reboots, connect to it from a browser-enabled computer. If the machine has been contin-
uously connected to the network, a page will display with a link to the new IP address saved in the
Network Settings. Otherwise, enter Director’s new URL (e.g. https://10.1.1.100) in the browser’s
address bar to finish configuration of Director. 



Note:
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the Internet

through port 443.
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3. Login to the Director with the user name “administrator” and the password created.

4. The Network Check screen will be displayed, indicat-
ing if the network information provided was ‘Passed’
or ‘Failed’.  Click Continue.  

If the check failed, the Network Information screen
will redisplay. Reconfigure the Director. 

If the check passed, the Setup Wizard will be dis-
played. Instructions continue on the next page. 

5. For Replacement Directors: See the Restore section
on the last page of this guide.

Troubleshooting
If an error is received when trying to access the Director URL, one of the following may have occurred:

--The Director has not completed the reboot; wait the full 8 minutes and retry.
--The "s" may have been left out of the URL; make sure https is manually typed (e.g. https://1.1.1.1/)
--Your workstation IP address has not been changed back to the same network as Director. 
--The Director IP Address is invalid or not accessible from your network.  Take the following action:

1.Change the IP of your workstation to an IP within the network of the newly assigned Director IP.
2. Isolate the network of the Director and the workstation by using a cross-over cable. 
3.Type the previously assigned IP address into a browser address bar.
4.From the Management Tab > Network >  page, reconfigure the IP Address.
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Note:

The Director must
have internet
connectivity in
order to validate
the license key
and complete the
setup.

Director Settings — Setup Wizard
The Setup Wizard offers a step-by-step guide to assist the user in completing the setup. Director settings
are determined at this time. 

License Key

1. Enter the Director license key. 

2. Click Continue to validate the license key and pro-
ceed with operational settings.

Content Updates and Purchased By Information

3. Select the frequency for updates to occur, daily or
hourly. If daily, select the time of day.

4. Provide the Purchased By information for registra-
tion purposes. This information will be used solely for
user support, content subscription and software
maintenance renewal purposes. 

5. (Optional) Provide Information identifying the Seller
of this Director.

6. Click Continue to proceed.



Note:

Maintenance for
the Director

should be
scheduled for
non-business

hours if possible,
as the Director will

not be accessible
during this time.
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Start Time For Maintenance and Backup Settings

Maintenance of the Director refers to code updates to the application and backup of data. See the
Maintenance section of the User Guide, accessed from the Helpfiles, for complete details.

1. Select the time of day to initiate maintenance of the Director (the appliance will be inaccessible dur-
ing the process).

2. Select the appropriate backup settings,
Inactive, UNC format or FTP format.

3. Indicate the backup location and access infor-
mation as appropriate, for the process select-
ed.

a. Inactive: no entry required
b.UNC format (ex.

\\192.168.1.100\backup_drive) or FTP for-
mat (ex. ftp://192.168.1.100/backup_drive)

If using the server name instead of an IP
Address, the entire domain name (FQDN)
must be used (ex. file01.corp.com).

4. Provide the username and password that
allows write access to the backup location.

5. Click Continue to proceed. 
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Note:

The eTrust
Vulnerability
Manager-Director
User Guide,
available in pdf
version within the
Helpfiles,
provides complete
instructions.

Compliance Targets

Set the desired compliance levels for Vulnerabilities
and Configuration Standards. This information is used
for Compliance reports. The Director compliance tar-
gets have the following default settings:

• Vulnerabilities
High – 85%
Medium – 70%
Low – 50%

• Configuration Standards 
High – 85%
Medium – 70%
Low – 50 %

Complete Director Setup
After completing all information in the setup wizard,
click Save to complete the configuration. The login
screen is displayed.
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Restore
When installing a replacement Director, the user can upload a backup for a full restore. A restore can be
performed on demand. When performing a system restore, users may select from the available back-up
files, created by the previous Director, of the same version. 

To restore data:

1. Define the method of the restore (based on the backup method).

2. Indicate the backup location and access information as appropriate.

3. Enter the username and password that allows read access to the backup location.

4. Click Continue.

For more information, see the Restore Data section of the eTrust VM Director User Guide. 

Questions
If you have questions about the installation, please refer to the Director User Guide, the Helpfiles,  or con-
tact Computer Associates at www.esupport.ca.com.
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