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INTRODUCTION

Computer Associates’ eTrust™ Vulnerability Manager is a security management tool designed to manage an
organization’s security implementation. It enables an organization to implement, monitor and measure the
effectiveness of its enterprise security posture.

CA delivers functionality from a browser-based application that resides within the customer’s network. The tool
requires minimal configuration and set-up, enabling the user to obtain value from eTrust Vulnerability Manager
(eTrust VM) almost immediately. The product includes an Auto Discovery process to identify assets within the
client organization’s network, and an Auto Inventory process to identify asset technologies. This functionality
enables specific vulnerability identification, as eTrust VM will pull valuable vulnerability and configuration
standard data from CA’s research database.

eTrust VM can function as a standalone piece of equipment that is installed in a client’s network, or it can function
in conjunction with eTrust VM-Director™, a tool that allows centralized management of multiple eTrust VMs.

¢TRUST VM FUNCTIONALITY OVERVIEW

Auto Discovery
The Auto Discovery process identifies connected devices in the client’s network by IP address. Reports are
produced that include any additional information that is available, such as Asset Name and Asset Operating System.
Auto Inventory
The Auto Inventory process will retrieve the installed technologies for identified assets within the network and is
available for multiple operating systems.
Patch/Fix Application

The application of patch or fix data to an asset will allow the user to indicate for a given technology the patches that
have been applied. This feature may be implemented globally or on an individual asset basis.

Global Update of Assets
The Global Update function allows attributes of an asset profile to be globally updated across multiple assets.
Attributes to update include: Technology, Patch/Fix, Asset Risk and Asset Function.

Affected Assets List

From Vulnerabilities and Configuration Standards, a link is provided that returns a list of assets impacted by that
vulnerability or configuration standard, along with the status of the associated tasks.

Work List
The Work List displays vulnerability and configuration standard tasks. The status of each task is shown and the list
can be filtered. All work items are available to any user of eTrust VM.

Work History

Work History displays the history of work items for individual assets. Work items that are no longer applicable to an
asset, based on a change in the technology or risk of the asset, or a change in a vulnerability or configuration
standard, are archived.

Audit Assessment
Users can develop audit work plans on a per-asset basis. The work plans list work items and allow the user to enter
an audit assessment status and notes.

Audit Reports

Audit reports are available that include 1) a detailed listing of an audit assessment, (sorted by asset), and 2) a
summary listing, sorted by vulnerabilities/configuration standards.

© 2003 Computer Associates International, Inc.
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Content Search

Users may search CA content by vulnerabilities and by configuration standards. Searches are conducted based on
keyword, category and/or technology.

Configuration Standard Build Plan

In order to configure a new asset, a configuration standard work plan may be built based on technology and asset
function. The system will allow the user to save and modify configuration standard build plans for reuse.

Reporting

The following reports are available:

o Vulnerability/Configuration Standards Total Open and Closed - reported by asset and by risk.

o Vulnerability/ Configuration Standards Risk Status - displays number of Open, Closed and the Total, reported
by asset, status, and risk.

o Vulnerability/ Configuration Standards Summary - displays number of assets, number of open and closed
work items.

e Audit Reports- provides the ability to measure compliance.

e SANS Top Ten- lists vulnerabilities and configuration standards that are impacted by the SANS Organization
published list of the top ten vulnerabilities for Windows and Unix.

Account Administration

The eTrust VM allows a maximum of fifty User accounts and two Administrator accounts. Administrators have
access to all user functions, as well as additional administrative functions, including the ability to create and edit
user accounts for the eTrust Vulnerability Manager.

System Back-up and Restore

During the setup process, the administrator can elect to activate the daily back-up process and define the start time
for the maintenance window. System restores may be performed on demand.

iRecorder Integration
eTrust VM integrates with eTrust Audit by capturing events and mapping them thru iRecorder.

ACCESS CONTROL

There will be two system roles available in eTrust VM:
1. eTrust VM Administrator (Up to two Admin Users)
2. eTrust VM User (Up to fifty Users Accounts may be created, however the system does not support having
all 50 users logged on concurrently.

The Administrator role will have access to all functions within eTrust VM. The User will have access to a subset of
functions that deal with asset management, auditing and reporting. If it is not stated specifically which role has
access to a function, it is implied that it is available to both the Administrator and User.

Communication between users and eTrust VM is accomplished using anonymous SSL. A login process consisting of
a user name and password combination is used to authenticate the user. However, the same login name cannot be
used in more than one session at a time. If a second user logs in using the same login name as a user already logged
on, the first user will be logged out.

CA never “pushes” code or content to eTrust VM. eTrust VM initiates all communication and initiates the requests
for information. A license key is used to verify that the requesting unit is a valid and active eTrust VM. The license
key must be valid and current in order for that unit to receive code and content updates.

© 2003 Computer Associates International, Inc.
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¢TRUST VM CONFIGURATION

CONNECT eTRUST VM TO THE NETWORK

1. Mount eTrust VM on a rack in accordance with the hardware vendor instructions.
At the back of eTrust VM, plug in a live network cable to the add-on NIC on the far left side of the
appliance. DO NOT use the internal default NICs, labeled ‘1’ and “2’, or the internal management
NIC.

3. Plug power into eTrust VM. There are 2 jacks for the power cable. If only one power cable is used, power
jack ‘1° must be used.
4. The default IP Address and Subnet Mask of eTrust VM will be pre-configured at:
IP Address — 192.168.1.100
Subnet Mask — 255.255.255.0
5. Connect eTrust VM to a configuration machine.

1. If your network uses the private network 192.168.1 and the address 192.168.1.100 is available,
connect eTrust VM directly to that network and configure it from another browser-enabled
computer (laptop or PC) on the 192.168.1 network.

2. Ifyour network does not use the 192.168.1 network, or uses the 192.168.1 network and the
192.168.1.100 address is already in use, perform the initial configuration of eTrust VM from a
machine connected to a temporary network. This temporary network can be a crossover cable,
connecting eTrust VM to the configuration machine, or both machines connected to a hub/switch
not connected to the rest of the network.

6. After connecting eTrust VM to the configuration machine, turn on the power to boot up eTrust VM, as
shown below.

7. Launch an Internet Browser (IE5.0 and higher, or equivalent) from a computer connected to the same
network as eTrust VM.

8. Enter the URL (IP Address) of eTrust VM into the address bar (https://192.168.1.100). Upon initial
connection, a Security Alert certificate is displayed. Accept the certificate to display the License
Agreement.

WARNING-an IP conflict will result if more then one eTrust VM has the same IP Address.
All eTrust VMs and eTrust VM-Directors are installed with the same default configuration IP Address of
192.168.1.100. It will create an IP conflict if multiple eTrust VMs or eTrust VM-Ds are connected to the same
network (hub or switch).
» If multiple eTrust VMs will be used, configure one system at a time, which will change the default IP
Address.
» If an eTrust VM-Director will be used, configure the eTrust VM-D first, then each eTrust VM, one at a
time.

© 2003 Computer Associates International, Inc.
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LICENSE AGREEMENT SCREEN

To access the eTrust VM, type the URL address into the address bar of an IE browser. eTrust VM is shipped with
the default IP Address of 192.168.1.100. The License Agreement page will be displayed.

Press the PAGE DOWN key to see the rest of the agreement.

Scroll down to read then entire agreement.

COMPUTER ASSOCIATES INTERNATIONAL, INC, ("CA™)

T END USER LICENSE AGREEMENT (THE "AGREEMENT™) FOR THE
Select the radio button to accept the terms. RS VUL NERABILITY HANAGER SERVECE (e PRODUET?)
1 3 CAREFULLY READ THE FOLLOWING TERMS AND COMDITIONS
Cllck Submlt. © REGARDING ¥OUR USE OF THE PRODUCT BEFORE INSTALLING

AND USING THE PRODUCT, Throughout this Agraement, you will be

The Welcome page will be displayed ' s o ez
4 BY¥ SELECTING THE "I accspt the terms in the license sgraement”
ACCEPTANCE OF THIS AGREEMENT.

el S

© I acceptthe terms in the license agreement

T 1 do not accept the terms in the license agreement

Subrmit Cancel

International, Inc, All rights

WELCOME SCREEN

After accepting the License Agreement terms, the Welcome Screen is displayed. Choose one of the following:
1. New Configuration of this eTrust VM or
2. Replace configuration of a previous eTrust VM
3. Click Continue.

Welcome

t™ Yulnerability Manager or is it

The Network Information is displayed next. ' fociates "9 ew

® Replacement — T!
key and backup file

Note: if you are setting up eTrust VM-Direckars and new eTrust
WMs, then the eTrust YM-Directors must be set up first, Mew sTrust
/M should MOT be plugged into the network until the default
eTrust UM-Director IP Address has been changed. eTrust WM-
Directors and eTrust YMs may not have the same IP Address.

eTrust Vulnerability \ .
elruih 7 L

NETWORK INFORMATION

The first screen will gather the following information:

Login Name and Password

Network Information (of appliance) IP Address, Subnet, Gateways, DNS Server
Proxy Server URL and login credentials, if required to access that URL

Time Settings and Route Table information

YV VY

Login Name and Password

To Login:
1. eTrust VM is delivered with a default Administrator account, which is displayed in the Login Name field.
2. Select a password for the default administrator login name. Retype the password to confirm it.

eTrust™ Vulnerability Manager

NETWORK INFORMATION *Indicates required field.

LOGIN INSTRUCTIONS Login

Enter and confirm an administrator password. i NeTEn . ekt

Password Guidelines *password:

Minirmurn lenath: 7 charackers

Maximurm length: 14 characters y
*Confirm Password:

Passwards rmust contain 2 of the 4 conditions
listed below:

1 upper case alpha

1 lower case alpha

1 special character

1 numeric character.

© 2003 Computer Associates International, Inc.
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Guidelines for Setting Passwords
eTrust VM will be delivered with a default Administrator account. Select a Password that meets the following
criteria: Passwords are case sensitive
Minimum length - 7 characters
Maximum length - 14 characters
Passwords must contain 2 of the 4 conditions listed below:
1 upper case letter
1 lower case letter
1 special character (*,#,!,$, etc)
1 number
Passwords will not expire and no password history will be kept.
eTrust VM Administrators will be able to change user account passwords.
If a user fails to provide the correct password after 5 attempts, the account will be locked.
The user account can be unlocked by eTrust VM Administrator or the application will unlock the account
after 24 hours has elapsed from the time the account was locked.
Administrator accounts will be unlocked when eTrust VM is re-booted or powered off/on.
The session timeout is set to 60 minutes.

VYV VYVVY

Network Addresses

The fields below are used to define the network settings of eTrust VM. The field values are populated with the
default settings of the eTrust VM, as shown below. The IP Addresses MUST be changed in order to access eTrust
VM from your network.

1' Deﬁne a HOSt Name. NETWORK INSTRUCTIONS .
P d twork infi tion bl
Define the new eTrust VM IP TR SRR 13 G “eTrust yM Host Name: [orrastem
Addl‘ess the network.
. < dd H I o 0 .
3 Indicate the Subnet Mask Of N eTrust ¥M IP Address: [192 168 1 100
. 2, Indicate the IP Address. *Subnet Mask: IE lﬁ lg lU—
h IP Add 3. Enter the subnet mask of that 1P ' ' '
that IesS. Address. fout
. 4, Define the default gate . *Default Gateway: |192 JJ1es 1 NS
4. Indicate the default gateway. 5 Indicate the NS server fhat the
5 Indicate the DNS server eTrust WM will resalve from. *DNS Server: I ) ) )
eTruSt VM Wlll reSOlVe from. WARNING: an IP conflict will result if rultiple systems have the same IP Address and are connected to the sarme network (hub or

eTrust WMs and/or eTrust WM-Directors, configure one system at a time,

If unsure of the IP Addresses of any of the above fields, contact your Network Administrator. Be sure to record all
IP Addresses entered on this screen for future reference.

NOTE: For multiple eTrust VM setups, configure one eTrust VM before plugging the next eTrust VM into your
network. Because the eTrust VMs are all shipped with the same default IP address, problems will occur if not
performed in this sequence.

Proxy Server Information

In the Proxy field, indicate the credentials necessary for use of a proxy server. If this URL requires credentials, the
login name and password must be indicated.

» The URL is mandatory.

» The login name and password are not mandatory, unless necessary to access the proxy.

PROXY INSTRUCTIONS

Proxy
If eTrust WM is routed through a proxy server Proxy URL:
to gain network access to the Content Source
{such as Computer Associates), enter the Login Name:
proxy server's URL, login name, and
password, Password:

© 2003 Computer Associates International, Inc.
Last Updated: 8/26/2003

switch), All eTrust ¥Ms and eTrust ¥M-Directors are installed with the default IP Address 192,168.1.100, If you purchased multiple

1




eTrust™ Vulnerability Manager User Guide V1.0

eTrust VM Time Server
The last section of the Network Information page determines the time of the eTrust VM.

DATE/TIME INSTRUCTIONS Data/Time

Indicate the IP Address for the time server Time Server: . . .

used to set the eTrust VM,

QR R

eTrust ¥M Clock: : anrm. =

hour  minute

Manually set the eTrust WM time and date

Adjust for Daylight Savings: [¥/

eTrust ¥M Date: ha - -

Current eTrust ¥M 7/31/2003 12:53:59 PM
Date/Time:

In the 'Time Server' field:
1. Indicate the IP Address of the time server used to set eTrust VM clock.
If a timeserver is not used to maintain eTrust VM clock, the clock must be set manually.

To set the clock manually:
1. Inthe 'eTrust Vm Clock' field, input the time and date.
2. Indicate if Daylight Savings Time should be observed by checking or unchecking the radio button.
3. Click Continue.

The Route Table information will be displayed next.

Route Table
The Route Table is an optional path allowing communication with eTrust VM via multiple paths.

To Add Network Routes:
1. Indicate the IP Address of the destination.
2. Indicate the Subnet Mask for that network.
3. Indicate the Gateway for that network.
4. Click 'Add Route' and repeat steps as necessary.
5. Click 'Delete' to remove a route.

eTrust™ Vulnerability Manager

ROUTE INFORMATION *Indicates required field.
ROUTE TABLE INSTRUCTIONS Route Table
The Route Table is a path allowing Route Tables are optional, Select the Save and Reboot button to save the Network
communication from autside the informatian.
network, via a router, Multiple routes
may be entered Destination Network: . .
1. Indicate the destination netwark Subnet Mask: X X .
or IP Address.
2. Indicate the Subnet Mask Hateway: : : :

3. Indicate the Gateway. Add Route

4. Select the Add Route button and

‘ Destination Network Subnet Mask Gateway ‘
repeat steps as necessary. ‘ ‘
Back Cancel Save & Reboot

When network settings are complete, click Save and Reboot. The Network settings will be applied to the eTrust
VM. The reboot process can take up to 8 minutes. After clicking here, if a page error is displayed, click the
browser ‘back’ button and allow more time for the reboot.

The eTrust WM is rebooting. Please wait a few minutes then click here,

12
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COMPLETING THE CONFIGURATION

1. Change the workstation to an IP Address that is within the newly configured eTrust VM Network.
The eTrust VM should take approximately 8 minutes to reboot.

3. After eTrust VM reboots, connect to it from a browser-enabled computer. If the machine has been
continuously connected to the network, the reboot screen shown in the previous section will provide a link
to the new IP address saved in the Network Settings. Otherwise, enter eTrust VM’s new URL (e.g.
https://10.1.1.100) in the browser’s address bar to finish configuration of eTrust VM.

4. For new eTrust VMs: After the login process, eTrust VM will automatically initiate the Setup Wizard.
Instructions continue below.

5. For Replacement eTrust VMs: After the login process, eTrust VM will automatically initiate the Restore
process. Instructions continue with the Restore section below.

Network Check
After typing the URL (IP Address) into the address bar of the IE browser, the Network Check screen is displayed.

» If the network check passed, click continue to begin the setup wizard.
The login screen is displayed. Login to eTrust VM using the login name “administrator” with the
password you created.
» If the network check failed, click continue to return to the network page.
Verify the Network Information entered and correct invalid IPs.
Continue through the initial setup, following the steps above.

eTrust™ Vulnerability Manager

NETWORK CHECK RESULTS

1. DNS Resolution Test: Passed
2. Protocol Test for Content: Failed

The cause for a protocol failure may include improper eTrust ¥M network configuration, incorrect proxy credentials,
network firewall settings or may be related to general network connectivity issues.

Cancel Continue

(example of a failed network check)

TROUBLESHOOTING TIPS

If an error is received when trying to access the eTrust VM URL, one of the following may have occurred:

The eTrust VM has not completed the reboot; wait the full 8 minutes and retry.

The "s" may have been left out of the URL; make sure the https is manually entered (e.g. https://1.1.1.1/)

Your workstation IP address has not been changed back to the same network as eTrust VM. Test this by pinging
the new eTrust VM address from your workstation.

The eTrust VM IP Address is invalid or not accessable from your network. If this happens, take the following
action:

YV VYVV

1. Change the IP Address of your workstation to an IP within the network of the newly assigned eTrust
VMs IP.

2. Isolate the network of the eTrust VM and the workstation by using a cross-over cable.

Type the previously assigned IP address into a browser address bar.

4. From the Management Tab > Network page, reconfigure the IP Address.

w

© 2003 Computer Associates International, Inc.
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RESTORE SCREEN

If this setup is a configuration of a replacement eTrust VM, Customer Service must have been previously contacted
to reset the License Key.

1.

2.
3.
4

Enter the default eTrust VM IP Address (https://192.168.1.100) into the address bar of a browser.
The Welcome Screen is displayed. Select Replacement and click Continue.

The Network Information is displayed to reconfigure the new eTrust VM.

After Save and Reboot, the License Key screen is displayed. Re-enter the original License Key and
click Continue.

The Restore Screen is displayed. See the Restore Data Section for more information.

Welcome

ew eTrust™ Yulnerability Manager or is it

® Replacement — T
backup

Continue

Note: if you are setting up eTrust YM-Directors and new eTrust
WMs, then the eTrust WM-Directors must be set up first. New eTrust
WMs should MOT be plugged into the network until the default
eTrust YM-Directar IP Address has been changed. eTrust VM-
Directors and eTrust YMs may not have the same IP Address,

eTrust Vunerabity .
Manager @ ComputerAssaciats

sociates International, Inc, All rights reserved.

¢TRUST VM SETTINGS- SETUP WIZARD

The Setup Wizard offers a step-by-step guide to assist the user in completing the setup. eTrust VM settings are
determined at this time, but can be changed, through the Management Tab. The following steps will be completed
in the Setup Wizard for eTrust VM:

YV VVVVVY

License Key validation

Select source for Content and System Updates — Computer Associates or eTrust VM-Director.

Purchased by Information

Maintenance and Backup Settings

Enable and Define Auto Discovery and Inventory Processes

Identify Content Type(s) to Include on Work List: Vulnerabilities only or Vulns and Configuration
Standards

Identify Level of Work Items to Include on the Work List (i.e., High, High-Medium, High-Medium-Low)

Note: Ensure that the eTrust VM is connected to the Internet during the Setup Wizard process in order to validate
the License Key.

After clicking ‘Continue’ from the Network Check screen, the login screen is displayed. Type the password that
was previously assigned in the configuration steps. The License and Content page is displayed.

Please login
Password: [TIXTCTN]

eTrust™ Yulnerability Manager eTrust ¥M Service
Service (eTrust ¥M Service) Download

eTrust UM Service inventories assets all Platforms
and allows eTrust™ Vulnerability

Manager (eTrust ¥M) to use this

infarration, eTrust UM Service must

be installed on these assets. Select the

eTrus! Vulnerability &ll Platfarms link to the right and begin @ §
: : Computer Associatess
Manager download and installation.

mputer s International, Inc. All rights reserved.
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LICENSE KEY

Enter the License Key provided for this eTrust VM.
The License Key will be validated at the end of the
Setup wizard. After validation, this information
cannot be modified.

CONTENT SOURCE

If eTrust VM is functioning as a stand alone piece of
equipment that is installed on the network, requests
for content and code updates will be routed directly
to CA via the Internet. If eTrust VM is functioning
as part of a “mixed mode” configuration consisting
of a eTrust VM-Director that controls multiple eTrust
VMs, requests for content and code updates will be

eTrust™ Yulnerability Manager

SETUP WIZARD *Indicates required lield.
Ueanse and Content
Liconse Kay
Entar the Livanss Fay. The Livenss Kay date will be sand o Computer Assotates (SA) for validatien, When the Lisense Key is
senrovad, you will sduancs thasugh the rast of the satup.
“License Key: | I
Content Source
Updatas wil ba uplosded fram:
o
" aTrust VM-Diractor
eTrust YM-Director 1P Address:
Indicate the eTrust VM-Director's IP Address, which must be within the same local network as the
#Trust WM, or in the routs table, #Trust VM-Diractor raceives updates from CA and distributes them to
the eTrust VMs.
Continue |

made and distributed by eTrust VM-D of the managed eTrust VMs.

1. Select the source for requests for Content Updates, from CA or the eTrust VM-Director (CA is selected as

the default).

2. Indicate the IP Address of the eTrust VM-Director, which must be within the same local network of

eTrust VM or in the route table.

NOTE: If a eTrust VM-Director is being used to manage this eTrust VM, the eTrust VM-Director MUST be
configured first. Change the default IP address of the eTrust VM-Director before plugging any eTrust VMs into the

network.

CONTENT/UPDATE SCHEDULE

Content update requests will be issued on either an Hourly or Daily basis, with Hourly being the default.

1. Select Hourly or Daily.

2. If Daily is selected, indicate the hour of the day for eTrust VM to request updates.

Content and code updates are always
initiated/requested by eTrust VM. Content
includes:

Vulnerabilities

Configuration Standards
Technologies

eTrust VM Service Files

Release Notes

Messages

VVYVYYVYVYVY

PURCHASED AND SOLD BY INFORMATION

SETUP WIZARD

*Indicates required field.

Content and Purchaser Info

Content Updates

Select the frequency of the content updates.
 Hourly
 Daily

Midnight =

Puchased By

*Name:
*Telephone #:

*Address: -

Include street, city, state and zip code,

Sold By
Name:
Telephone #:

Address: S

Include street, city, state and zip code,

Continue

The ‘Purchased By’ fields are mandatory. The ‘Sold By’ fields are optional.
Click ‘Continue’ to validate the License Key and continue to eTrust VM Settings.

© 2003 Computer Associates International, Inc.
Last Updated: 8/26/2003
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MAINTENANCE

Maintenance of eTrust VM applies to code updates to the application and backup of all data. See the Maintenance
Section for complete details.

START TIME FOR MAINTENANCE

Content updates were previously scheduled (on the last screen). Those settings indicated a time to initiate
communication with CA to send the updates. At that time, the content is downloaded to a holding area, awaiting the
scheduled maintenance.

SETUP WIZARD *Indicates required field.

Start Time/Backup

Start Time for Maintenance

Maintenance of the appliance applies to application cade updates and backup of all data,

*Start time: | Midnight -

Backup Settings
Indicate a secure location to backup appliance files,
& Inactive
HO backup will be perfarmad.

 Active: Universal Naming Convention (UNC)
(e 14152,168.1, 13backup_share)

" Active: File Transfer Protocol {(FTP}
[=x 192,168.1.1)

* Path:

Seruer must razide within the local netuark of the sppliance.
*Username:
*Password:

Back Continue

o Indicate the start time for Maintenance of eTrust VM, and click Continue.
eTrust VM will be down during the maintenance process. Schedule updates for non-business hours.

BACKUP SETTINGS

During the setup process, the user can elect to activate the automated daily ‘Backup’ of files. If backup settings ARE
enabled, eTrust VM database files will be backed up as part of the maintenance process, according to the scheduled
time and location (FTP or UNC). Each backup will be a separate file with a new name. If this option is NOT
enabled, backup will not occur.

Indicate the location and access information to the appliance file backup. Ensure these access control devices have
their ports open to eTrust VM IP.

1. Indicate an Active UNC field (ex. \\192.168.1.100\backup_share) OR an Active FTP field (ex.
192.168.1.100)

2. Enter the username and password that allows access to the backup location.

AUTO DISCOVERY AND AUTO INVENTORY SETTINGS

The Auto Discovery process detects devices/assets on the network and the Auto Inventory process sends back an
inventory of the technologies on those devices. The information captured via the Auto Discovery and Auto
Inventory processes will be transmitted to eTrust VM. Assets can be created or ‘Managed’ from these results and
technologies can by associated to these assets. Tasks related to new or updated information about the asset will be
generated (or deleted) as necessary. See the Auto Discovery and Auto Inventory sections for complete instructions.

© 2003 Computer Associates International, Inc.
Last Updated: 8/26/2003
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Enable Auto Discovery and Auto Inventory Processes

During the set-up process, the user can elect to Enable Auto Discover and Auto Inventory processes. The selection
of Auto Discovery and Auto Inventory is

independent of each other (one or both features can

eTrust™ Yulnerability Manager

SETUP WIZARD
be selected).
»  Select the Radio Button (Yes or No) to A
enable one or both. If Yes is selected, the S
Settings for each process will be Enable Auto Discavery?
. @ Yes O Mo

displayed. o
Auta Inuentery gathers detailed information abeut an [P Addrass, incuding technalogies resident on that [P,
Enable Auto Inventory?
© ves @ Mo
Back Continue

AUTO DISCOVERY SETTINGS

The Auto Discovery settings in the Setup Wizard allow the user to schedule the automated scans. The scan process
will scan the entire network of the eTrust VM and determine active IP Addresses.

Set the IP Addresses/Ranges

IP Addresses/Ranges must be within the local network of the eTrust VM, or in the Route Table. Up to 6 single IP
Addresses or Ranges may be specified and scanned at one time.

1. Enter one IP Address, or a Range, to scan.

. | SETUP WIZARD
Click Add.
3. To delete an address or range, hlghllght the o Discavr scans [P Addresses on the netwark. The resuhs of the scen sre displayed i four s (Newly Discovered, ot
address(es) in the Selected Ranges | : jzaugrrmpones s ssen, vie uto meertny
box.
. 1P Addresses: Selected ranges:
4. Cth Delete. T el [Addss
5. Click Clear All to delete all ciear
addresses/ranges.
Clear All I Delete
Schedule the Scan Freauency
. 'ful:ll-'ia_' ?a.\’r.ﬂ.ll.f Jl'f RI{'JL!!!!! and Ulu.iis: L III:I'. Iu.|=fdl.'f.: ll.ld: nem, I:J“-Iiﬂlf may set Ulr schedule fII!uIl!rrll;,dlllm'lllrIJIY, #F!klh
Schedule Auto DlSCOVCry SCanS Of the network. :l':e :é:r. ::\::.. the Save button to save the schedule, or sebect the Save and Scan Now button to save the schedule and perform
1. Indicate if the scan should run hourly, Do et Sehedule
= Monthly
weekly or monthly. (e | s | e
2. If Monthly is selected, choose the week, day ) ol
and time. e oaily
3. If WeeKkly is selected, choose the day and
time. . |
. . . [Back | Continug.
4. If Daily is selected, choose the time. ' '

5. Click Continue to schedule the scan and continue the setup process.

AUTO INVENTORY SETTINGS

Inventory is a list of assets and their technologies returned by the Auto Inventory process. Auto Inventory must be
enabled in eTrust VM settings. The eTrust VM Service must be installed on the asset/desktop prior to the Auto
Inventory process. Data will be returned from the following operating systems: AIX, HP.UX, Linux-Redhat,
multiple Windows platforms, and Solaris. The Auto Inventory process will support DHCP; however, it will not
support virtual IPs or NAT.

17
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Schedule the Scan Time

Schedule a new Inventory or modify/delete a previously scheduled Inventory:
1. Indicate if the inventory service should

eTrust™ Vulnerability Manager Setup

run hourly, weekly or monthly. SETUP WIZARD
2. If Monthly is selected, choose the week,
. Auto Inventory collects information about an asset's technologies using the eTrust ¥ Service, Refer to user documentation for
day and time. supported platforms, Virtual IPs or NATs are not supported.
3. If WeeKkly is selected, choose the day and Sehedule fufe Inventery oelow.
time. @ Monthly
4. If Daily is selected, choose the time. o k:"l Hardar =] it =]
. eekly
5. Click Save to generate the Auto Inventory ey ]
configuration file and schedule the  oaily
inventory. [angn =]
Back Continue

ETRUST VM INVENTORY SERVICE

The Auto Inventory process is dependent on the ‘eTrust VM Service’ installation on each desktop or device where
an inventory of technologies is requested. The service is a program that contains a set of instructions allowing
communication between that device and eTrust VM. See the eTrust VM Service Installation section for installation
instructions for the supported operating systems. The inventory service is installed after completion of eTrust VM
Setup and the files are available from the login page.

TASK SETTINGS

etrust™ Vulnerahility Manager

eTrust VM provides a work list of tasks generated [seup wizaRD
from the included vulnerability content associated
to the managed assets on eTrust VM.

Task Settings

Conﬁguration Standard content iS also included. ::i:‘\;tle-‘::\f.-sn'an Rasks that are genersted when the system associates Vulnerabilities to assets. Configuration Standards tasks
However, configuration standard tasks are _
. . . would you like to genersts Configuration Standards Tasks?

optional. The Task settings give the user the £ o € vas
option to include Configuration Standard tasks in .
the work list. Tasks are prioritized as High, Tasks or orioriced a3 1, Machim, o Low sk, Selec therisk of theta5k 80 bo ganarated and disaved o the work s
Medium or Low Risk. The user can designate the > D

. . (&l h and Medivon
risk level of the tasks that will appear on the Work ot st

@ High, Medium, and Low

List.

1. Select Yes or No to indicate if tasks will
be generated from configuration standard | |
content associated to your assets. Lo

2. Select the risk level of the tasks to be displayed on the work list. (The default is High, Medium and Low)

completion of Setup

The setup wizard will be complete when you select the Save button,

Each time these settings are changed, the Vulnerabilities and Configuration Standard asset impact analysis will
launch. Tasks will be added as necessary. See the Work List section for more information.

COMPLETE APPLIANCE SETUP

After completing all information in this setup wizard, click Continue. If errors are encountered, the system will
retain the entered data and return to the appropriate screen with the error response. After a successful Save, the
login screen will be displayed. You are now ready to deploy the inventory service and manage your assets.

© 2003 Computer Associates International, Inc.
Last Updated: 8/26/2003

18



eTrust™ Vulnerability Manager User Guide V1.0

HOME PAGE

Upon login, the home page will be displayed as shown below. Content within the home page includes:
e 4 Tab Navigation

1. Assets

2. Content

3. Reports

4. Management

e The Message Center, with links to:
1. New Technologies
2. Release Notes

3. Messages

e Content Updates field indicates date of last successful update.
e The User Name and appliance role at the top of the page
e The Work List provides instant access to all tasks on your work list.

To display all tasks, click the ‘Filter’ button.

Assets Content Reports

Help | Log Dut | Home

aTrust™ VYulnerability Manage

Welcome, Admin, Test -- Administrator

MESSAGE CENTER

New Technologies: 1339 Release Notes: e Version 1.0 Content Updates: Failed - Contact Support
Messages:

WORK LIST

INSTRUCTIONS

Task Type: [all ~ Asset:  [all ~
Filter the tasks by selecting values in the dropdown

menus. Select the Filter button to display the results. riske a0 - e Faneiss | -
wiork a task by selecting the task name and wiewing
the task detail, or work directly from the list, Select
the checkbox in the far right column for each task
that will have the same status applied. Enter fi £

individual notes or use Global Notes ot the bottam of Definitions of Ststes Save 4s Defautt | Filter
the screen, Change the tasks' status and select the

Save button.

state: [all - Results per =
age:

If all of the selected tasks have the same MNotes, use Global Notes below,
Showing Results: 1 to 15 of 505

Next>> Last
State / Asset
Date Risk Type Task Name Name  Reason Notes Select All
OPEN High  Wulnerability Microsoft Network Share Provider SMEB service request Test1 MNew global note added i
buffer awerflow vulnerability Asset s ot
Submitted:
06/30/2003
OPEN High Configuration Clock Synchronization - Windows 2000 Professional Test3 MNew — r
standard Asset
Submitted:
06/30/2003
OPEN High Configuration Configuration Checklist - Windows 2000 Professional Test 3 MNew = r
Standard Asset
Submitted:
06/30/2003
Print Repart Export Repart |

Select Status: | Save as Personal -

Nent>> Last

Showing Results: 1 to 15 of 505
Global Notes:

Global Motes apply to all selected tasks. They are appended to previous or to new, individual notes. Select the Save button to apply.

|

|
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NEW TECHNOLOGIES

A link alerts users to new CA-supported technologies that have been added within the past 30 days. The user can
add these new technologies to existing assets they may apply to, which will be detected via Auto Inventory. See
Associated Technologies for more information.

; https:#/172.16.5.199/T echnologies/TechMewlist.asp - Microsoft Internet Explorer provided by Co... B [=] B3]

J File Edit View Favoites  Tools »H G T d T d @ k;j p \:}(‘ %b &E‘}- ) ..,"

New Technologies for the last 30 days ﬂ
Technology Name Date

Zope 2.6.1b1 6/24/2003 ;0745 AM

Zope 2.6.1b2 6/24/2003 8:07:45 &AM

Zope 2.6.2b1 6/24/2003 5:07:45 &M

Zope 2.6.2b2 6/24/2003 8:07:45 &M

Zope 2.6.0b1 6/24/2003 ;0745 AM

Zope 2.6.0b2 6/24/2003 8:07:45 &AM

Fope 2.6.1 6/24/2003 0:07:45 AM

Zope 2.6.0 6/24/2003 8:07:45 &M

Zope 2.6.0a1 6/24/2003 ;0745 AM

Zope 2.4.1 6/24/2003 8:06:47 AM

Fope 2.5 6/24/2003 0:06:47 AM

RELEASE NOTES

Release Notes will be available to users via a link on the home page whenever a code update has been successfully
implemented on an eTrust VM. Major releases include new functionality or significant enhancements to existing
functionality. Minor releases include fixes or patches.

MESSAGES

Messages from CA will be available to users via a link on the home page to inform of miscellaneous information
that may not be specific to a particular type of content. For example, it could include notification that the CA
content distribution system is going to be down for a period of time or that a new security threat has been released.

CONTENT UPDATES

The ‘Content Updates’ field on the home page Message Center will display the status of the update process.

© 2003 Computer Associates International, Inc.
Last Updated: 8/26/2003
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AUTO DETECT ASSETS AND TECHNOLOGIES

The Auto Discovery process detects devices/assets and the Auto Inventory process takes an inventory of the
technologies on those assets/devices. The information captured via the Auto Discovery and Auto Inventory
processes will be transmitted to the eTrust VM. Tasks related to new or updated information about the asset will be
generated (or deleted) as necessary.

ENABLE AUTO DISCOVERY AND AUTO INVENTORY PROCESSES

During the set-up process, the user can elect to Enable Auto Discover and Auto Inventory processes. This function
can also be enabled in the Asset Tab, Auto Inventory, Auto Discovery settings. The selection of Auto Discovery
and Auto Inventory is independent of each other (one or both features can be selected). If this option is NOT
enabled, neither process will run.

» Select the Radio Button (Yes or No) to enable one or both.
» If Yes is selected, the Settings for each process will be displayed.

ETRUST VM SERVICE INSTALLATION

The Auto Inventory process is dependent on having the ‘eTrust VM Service’ installed on each asset where an
inventory of technologies is requested. The ‘Service’ uses a configuration file that contains a set of instructions
allowing communication between that asset and eTrust VM. The service runs and sends the data to eTrust VM at
the scheduled time. Information included in this configuration file includes:

» [P Address of eTrust VM

» Scheduled Run Time.

The service is written for specific operating systems and the installation must take place after eTrust VM Setup,
before the Auto Inventory process can run. The following Operating Systems will be supported for this release:
Windows 2000 Server, SP2 and SP3

Windows 2000 Advanced Server, SP2 and SP3

Windows Server 2003

Windows XP Professional

Windows NT 4.0, Server SP6a

Linux Red Hat 6.2, 7.3 and 8.0 (Intel)

Sun Solaris 8 (UltraSPARC)

HP-UX 11.0 (RISC 32-bit)

AIX POWER 5.1 with RPM.

VVVVVYVYVY

Methods for installing the service:
» Direct users to the eTrust VM for download and installation. The service files are accessible from the
eTrust VM login page so there is no requirement that users have eTrust VM account privileges.
» Direct users to an internal server for download and installation. Administrators may copy service files
to internal servers for distribution.
» Local installation by an administrator.
» Email the eTrust VM service package to be installed by the end users.
» Repackage the installation with a software delivery tool, like Unicenter Software Delivery.
The eTrust VM Service may be installed on all systems, but the communication must be ‘Enabled’ from eTrust VM
in order for the eTrust VM Service commands to send specific data to eTrust VM, such as the technologies on that
IP Address. An eTrust VM user will enable the eTrust VM Service communication from the Auto Inventory Results
screen by creating or updating an asset. See the Auto Inventory section for more details.

© 2003 Computer Associates International, Inc.
Last Updated: 8/26/2003
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INSTALL THE ¢ TRUST VM SERVICE ON WINDOWS

The eTrust VM Service installation for Windows is provided as a standard Microsoft Install (MSI) package. The
installer is accessed from the login screen or from the Auto Inventory tab (the Inventory Service link) in eTrust VM.

Please login

1. Access the eTrust VM Login screen by typing
the eTrust VM IP Address in a browser address
bar.

2. Click the All Platforms link in the eTrust VM o
Service Download section to display download
links for the install package and the configuration
file.

Download

all Platforms

@ Computer Associatess

ust ¥M Service

@ Trust™ visorability sanay

3. Click eTrust VM Service File link under the Windows section
to download the InstallShield Wizard installer file.

4. From the ‘Save As’ dialogue box, download the CA eTrust
VM Service.msi file to any location.

Winsaws

5. When the file download is complete, click Open from o e
‘Download Complete’ dialogue box. The installer will launch EEE
and the Microsoft Installer will begin the program install R —
process. (If the installer does not display and an error is hores

received, so the Upgrade Windows Installer topic below.)

i CA eTrust VM Service - InstallShield Wizard

eTrust VM Service

The Installshisld(R) Wizar

6. Follow the step-by-step instructions, clicking Next to
continue. If this is an upgrade, the previous configuration
will be automatically detected, and installation will skip to
step 10 below.

WARKING: This program i
international treties.

Welcome to the Installshield Wizard for CA

wour computer, To cantinue, dick Next,

Servics Dovmiesd

NEW INETALLATIONS AND LIPCRADES

Swvn Instatlafian Inssretine
#Trul ¥4 Servien e
Canfapuration File

d will install CA eTrust YM Service on

s pratectad by copyright law and

e

I Hext > I Cancel

{E CA eTrust VM Service - InstallShield Wizard

7. From the Destination Location screen, the wizard Destination Folder
indicates the location Where the SCI'ViCC ﬁles Wlll be Click Mext to install ko this Folder, or dick Change bo install to a different Folder,
downloaded. The default location is: C:\Program TnstallCA eTrust 1 Servis to
G CilProgram FilesiCAleTrust\vM Service!,

Files\CA\eTrust\VM Service.

8. Click Next to continue.

st field

Change...

< Back

I Rlext > I Cancel

© 2003 Computer Associates International, Inc.
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[ CA eTrust VM Service - InstallShield Wizard

9. Input the eTrust VM IP address and click Next to start

eTrust YM IP Address i |
the installatlon pI'OCCSS. The status Of the lnstall Will be Enter the IP address of the eTrust YM From which to download updates .&J |

shown on the next screen.

eTrust i IP Address: Ij < o + o o lU_

NOTE: Ensure the correct IP Address is input e 4
. . . . The program Features you selected are being installed,
at this time. If an incorrect IP is entered and &

Please vkkit while the InstallShield Wizard installs CA eTrust VM Service, This
may take several minutes.

cannot be accessed from this box, an error will
display. If the IP Address of the eTrust VM is i
changed at a later date, the service must be

modified. See the Modify section below. K‘;'l

Instalsiel

e ed e | canea |

10. From the last screen, click Finish.

i CA eTrust VM Service - InstallShield Wizard (x|

InstallShield Wizard Completed

The Instalishield Wizard has successfully installed CA Trust vm
Service, Click Finish to exit the wizard,

= Back I Finish I Cance]

11. During the setup process for new installations, the Configuration File will be automatically downloaded.
For upgrade installations, the configuration file will be migrated from the previous installation. The file will
be populated with information determined from the eTrust VM settings. The service will run automatically,
based on the scheduled time.

12. The eTrust VM Service Installation is now complete.

NOTE:

For new installs, the asset will be listed on the Inventory screen and must be created before the next scheduled scan.
For upgrades, if this asset has not been created in eTrust VM at the time the service runs, no technologies will be
returned. Ensure the asset is created before an inventory of technologies is performed.

UPGRADE WINDOWS INSTALLER

Prior to installing the eTrust VM Service for the following Windows OS:

2000 Server

2000 Advanced Server

2000 Professional

NT 4.0 SP6a,
Version 2 of the Windows Installer (InstMsiW.exe) must be installed. This file can be downloaded from:
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=4B6140F9-2D36-4977-8FA 1 -
6F8AOF5DCAS8F

© 2003 Computer Associates International, Inc.
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DETERMINE CURRENT ETRUST VM SERVICE VERSION FOR WINDOWS

To determine the current version of the eTrust VM Service that is running on a system:

1. Go to Start >>Settings>>Control Panel [ ascromovo Progens 1

2. Select Add/Remove Programs
. Currently installed programs: Sort by | Name
3. Select CA eTrust VM Service i A hoebat S0 o
4. Click the Support Information link (B hicbs Photoshop 502 .
. @ CA eTrust Artivins Size
5. The current version should be 1.00.000 T e
R prort Info = Used
oy CA eTrust VM Servi
To changs thisproy CA €T1ust VM Service e
1se the following information to get techrical support for —_—
(i Ca Unicenter Softw C4 eTrust VM Service Size
83 Intemet Explorer O Puiisher: Computer Associates Inteinational, [nc Size
Version 70 o0m0
B rvetvicko WwinDVD (o000 Customer Support Depatment Bic
P iPassConnect CA.C - SuppotInformstion: itp:J/support eai.con Size
B o D B e e
BB Microsoft Office ¥P reinstallt by clicking Repair Repail Siss
") Network Device Sv :'g‘;;e Siee
[ Nortel Networks Co Size

s @ W R

MODIFY THE SERVICE

If the IP Address is changed on the eTrust Vulnerability Manager, the change must also be made on the service
installer in order for the technologies to be reported to the proper eTrust VM.

To change the IP Address on the eTrust VM Service:

Go to Start >>Settings>>Control Panel

Select Add/Remove Programs

Select CA eTrust VM Service

Press the Change button.

The Installer will display. Click Next to continue.
Select Modify and click Next to continue.

Input the new IP Address and click Next.

Nk

T Add or Remove Progiams i
Currently installed programs: Sart by [Mame

[} Adobe Acrobat 5.0 Siee 12
&5 #dobe Photoshop 5.0.2 Siee  BE
' Ca eTst Antivinis Sia 1z
5% CA eTrust VM Service Sie 1

e R i
vice - InstallShield Wizard

Welcome to the InstallShield Wizard for CA {Change || Re

eTrust ¥YM Service = ==

Size 14

(2 T T st Antivinis
2 CA eTrust VM Service

t VM Service - InstallShield Wizard

Program Maintenance \
ModFy, repair, of remove the program.

% Modify

Change which program Features are installed. This option displays the
@ Custom Selection dislog in which you can change t D O eTust Antivius

nstaled.
5 CA eTrust VM Service

The Installshield(R) Wizard wil alow you to mi
remove CA eTrust VM Service, To continue, |

eTrus! Vulnerability
Manager

' Repair

Repair installation errors in the program, This optio
carrupt iles, shorteuts, and registry entries.

& CA eTrust VM Service - InstallS hield Wizard

eTrust VM IP Address \
Enter the IP address of the eTrust YM from which to donnload updates

@ Renowe CA &Trust ¥ Service from your compute
E|

Tt vMIP Address: [ . o O I |

TnsbalEfiiel]

Trystel BhielH)

< Back | Nt 3 I

Cancel
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INSTALL THE € TRUST VM SERVICE ON SOLARIS

The eTrust VM Service installation for SOLARIS 8 (UltraSPARC) is provided as a package file. Package
installation on Solaris requires root permissions, so these instructions assume the user is running with root
privileges. Other requirements:

NOTES:

Minimum run level required is multi-user with networking.
If using a browser to download the files, Netscape must be used.
If using FTP, binary mode must be used.

To download the package file:
a. Access the eTrust VM Login page using Netscape. This is the I[P Address of eTrust VM.
b. Click the All Platforms link.
c. Click the eTrust VM Service file link under the Solaris section.
d. Save the package file to any directory.

Install the package file with the following command:
pkgadd —d <name_of file> caevms
where name_of file =the full name, including directory path, used to save the package file.
For example, if the file was saved in /tmp then the  name_of file, = /tmp/caevms.1.0.0.package.

After installation of the package file, download the Configuration File from eTrust VM Login by clicking
on the Configuration File link under the Solaris section (see step 1).

After downloading the configuration file, copy the file to the eTrustVMS directory with the following
command:
cp <name_of file> /etc/CA/eTrustVMS/caevms.crypt

After the configuration file is copied to the eTrustVMS directory, the cacvms daemon must be manually
started to begin the eTrust VM Service scan. After the initial installation, the daemon will run automatically
whenever the system boots to multi-user mode.

Start the daemon with the following command: /etc/init.d/caevms start

The caevms daemon is now running and can be controlled with the /opt/CA/eTrustVMS/bin/caevmsctl
program. For more information on caevmsctl see its “man” page. The man pages for caevms and caevmsctl
are installed in the /usr/local/man tree. It may be necessary to add /ust/local/man to the MANPATH
environment variable to view these pages.

To continue successful use of the eTrust VM Service, assets must be created or managed from the eTrust
VM, Assets > Auto Inventory > eTrust VM Service screen. See the Inventory section of the User Guide
for complete details.

If you have the wget or curl utilities installed on your system, you can download and install the configuration
directly with one of the following commands:

wget https://{eTrust VMIP}/Agents/config.asp -O /etc/CA/eTrustVMS/caevms.crypt
curl -k https://{eTrust VMIP}/Agents/config.asp > /etc/CA/eTrustVMS/caevms.crypt
(Older versions of curl do not need the —k option.)

© 2003 Computer Associates International, Inc.
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INSTALL THE e TRUST VM SERVICE ON RED HAT LINUX

The eTrust VM Service installation for Red Hat Linux 6.2, 7.3 and 8.0 (Intel) is provided as two Red Hat Package
Manager (RPM) files, one for Red Hat 6.2 and one for Red Hat 7.3 and 8.0. RPM installation on Red Hat Linux
requires root permissions, so these instructions assume the user is running with root privileges. Other requirements:

e  Minimum run level required is multi-user with networking.

e Ifusing a browser to download the files, Netscape must be used.

e Ifusing FTP, binary mode must be used.

The eTrust VM Service for Redhat requires specific versions of the RPM libraries to be installed. See the Note
below.
1. To download the RPM file:
a. Access the eTrust VM Login page using Netscape. This is the I[P Address of eTrust VM.
b. Click the All platforms link.
c. Click the eTrust VM Service file link under the Red Hat Linux section, for the specific release.
d. Save the RPM file to any directory.

2. Install the RPM with the following command:
rpm --install <name_of file>
where name of file =the full name, including directory path, used to save the RPM file.
For example, if the file was saved in /tmp, then the
name_of file, = /tmp/caevms-1.0.0-1.i386.rh6.rpm or /tmp/caevms-1.0.0-1.i386.rh7.rpm

3. After installation of the RPM file, download the Configuration File from eTrust VM Login by clicking on
the Configuration File link under the RedHat Linux section (see step 1).

4. After downloading the configuration file, copy the file to the eTrustVMS directory with the following
command:
cp <name_of file> /etc/CA/eTrustVMS/caevms.crypt

5. After the config file is copied to the eTrustVMS directory, the caevms daemon must be manually started to
begin the eTrust VM Service scan. After the initial installation, the daemon will run automatically
whenever the system boots to multi-user mode.

6. Start the daemon with the following command: /ete/rc.d/init.d/caevms start

7. The caevms daemon is now running and can be controlled with the /opt/CA/eTrustVMS/bin/caevmsctl
program. For more information on caevmsctl see its “man” page.

8. To continue successful use of the eTrust VM Service, assets must be created or managed from the eTrust
VM, Assets > Auto Inventory > eTrust VM Service screen. See the Inventory section of the User Guide
for complete details.

NOTES:
If you have the wget or curl utilities installed on your system, you can download and install the configuration
directly with one of the following commands:
wget https://{eTrust VMIP}/Agents/config.asp -O /etc/CA/eTrustVMS/caevms.crypt
curl -k https://{eTrust VMIP}/Agents/config.asp > /etc/CA/eTrustVMS/caevms.crypt
(Older versions of curl do not need the —k option.)

The eTrust VM Service requires the following RPM library versions to be installed. If the versions are different then
indicated below, they will not be compatible and the Service will fail.

Redhat 6.2 with RPM 3.x

Redhat 7.3 with RPM 4.x

Redhat 8.0 with RPM 4.x

Redhat 9.0 is not currently supported.
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INSTALL THE ¢ TRUST VM SERVICE ON AIX

The eTrust VM Service installation for AIX POWER 5.1 (with the rpm package installed) is provided as a
backup file (bff) in installp format. Package installation on AIX requires root permissions, so these instructions
assume the user is running with root privileges. Other requirements:

NOTES:

Minimum run level required is multi-user with networking.
If using a browser to download the files, Netscape must be used.
If using FTP, binary mode must be used.

To download the backup file:
a. Access the eTrust VM Login page using Netscape. This is the I[P Address of eTrust VM.
b. Click the All platforms link.
c. Click the eTrust VM Service file link under the AIX section.
d. Save the backup (bff) file to any directory.

Install the package file with the following command:
installp -Xd <name_of file> all
where name_of file =the full name, including eTrust VM-Dy path, used to save the backup file.
For example, if the file was saved in /tmp then the name_of file, = /tmp/caevms.1.0.0.0.bff.

After installation of the backup file, download the Configuration File from eTrust VM Login by clicking on
the Configuration File link under the AIX section (see step 1).

After downloading the configuration file, copy the file to the eTrustVMS directory with the following
command:
cp <name_of file> /etc/CA//eTrustVMS/caevms.crypt

After the configuration file is copied to the eTrustVMS directory, the cacvms daemon must be manually
started to begin the eTrust VM Service scan. After the initial installation, the daemon will run automatically
whenever the system boots to multi-user mode.

Start the daemon with the following command: startsrc —s caevms

The caevms subsystem is now running and can be controlled with the
/usr/opt/CA/eTrustVMS/bin/caevmsctl program. For more information on caevmsctl see its “man” page.

Optionally, you can create a symbolic link from /opt/CA/eTrustVMS to /usr/opt/CA/eTrustVMS to
provide a simulation of the eTrust VM Service directory structure for other Unix platforms.

To continue successful use of the eTrust VM Service, assets must be created or managed from the eTrust
VM, Assets > Auto Inventory > eTrust VM Service screen. See the Inventory section of the User Guide for
complete details.

If you have the wget or curl utilities installed on your system, you can download and install the configuration
directly with one of the following commands:

wget https://{eTrust VMIP}/Agents/config.asp -O /etc/CA/eTrustVMS/caevms.crypt
curl -k https://{eTrust VMIP}/Agents/config.asp > /etc/CA/eTrustVMS/caevms.crypt
(Older versions of curl do not need the —k option.)
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INSTALL THE ¢ TRUST VM SERVICE ON HP-UX

The eTrust VM Service installation for HP-UX 11.0 (RISC 32-bit) is provided as a SD-UX depot file. Package
installation on HP-UX requires root permissions, so these instructions assume the user is running with root
privileges. Other requirements:

NOTES:

Minimum run level required is multi-user with networking.
If using a browser to download the files, Netscape must be used.
If using FTP, binary mode must be used.

To download the depot file:
a. Access the eTrust VM Login page using Netscape. This is the I[P Address of eTrust VM.
b. Click the All platforms link.
c. Click the eTrust VM Service file link under the HP-UX section. .
d. Save the depot file to any directory.

Install the package file with the following command:
swinstall -s <name of file> caevms
where name_of file =the full name, including directory path, used to save the depot file.
For example, if the file was saved in /tmp then the name_of file, = /tmp/caevms.1.0.0.depot

After installation of the depot file, download the Configuration File from eTrust VM Login page by
clicking on the Configuration File link under the HP-UX section (see step 1).

After downloading the configuration file, copy the file to the eTrustVMS directory with the following
command:
cp <name_of file> /etc/CA//eTrustVMS/caevms.crypt

After the configuration file is copied to the eTrustVMS directory, the cacvms daemon must be manually
started to begin the eTrust VM Service scan. After the initial installation, the daemon will run automatically
whenever the system boots to multi-user mode with networking.

Start the daemon with the following command: /sbin/init.d/caevms start

The caevms daemon is now running and can be controlled with the /opt/CA/bin/caevmsctl program. For
more information on caevmsctl see its “man” page.

To continue successful use of the eTrust VM Service, assets must be created or managed from the eTrust
VM, Assets > Auto Inventory > eTrust VM Service screen. See the Inventory section of the User Guide for
complete details.

If you have the wget or curl utilities installed on your system, you can download and install the configuration
directly with one of the following commands:

wget https://{eTrust VMIP}/Agents/config.asp -O /etc/CA/eTrustVMS/caevms.crypt
curl —k https://{eTrust VMIP}/Agents/config.asp > /etc/CA/eTrustVMS/caevms.crypt
(Older versions of curl do not need the —k option.)
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AUTO DISCOVERY

Auto Discovery is an automated scan process that determines active IP Addresses, or connected devices in the
client’s network within a specified IP address range. The information can then be used to create Assets. Up to six
Class C networks may be scanned.

Access control devices (ie. firewalls,
packet filtering routers, etc.) must allow
communication from eTrust VM to
network segments that contain assets
for Auto Discovery on the following
ports: ICMP echo, 21 (ftp), 23 (telnet),
25 (smtp), 80 (http), 110 (pop3), 111
(rpc), 139 (netbios), 443 (https), 445
(w2k).

AUTO DISCOVERY

Auto Discovery is an automated scan process that scans the network and determines which [P Addresses are active.
Yau may create assets from this scanning information, or by Auto Inventory (to include technalogies), or manually.

Schedule a new scan or modify/delete a previously scheduled scan,
Status displays the status of the current scan. You may abort the scan from this screen,

IP Addresses: New displays a list of new IP Addresses discovered by the most recent scan. These IP Addresses have
naot been discovered before, Access this list to create new assets.

IP Addresses: Not Found displays a list of IP Addresses that were discovered previously, but were not found by the
most recent scan, Access this list to remove these IPs from the master list {Discovered).

IP Addresses: Existing displays a list of IP Addresses that were discovered again by the most recent scan, Access this
list to create new assets,

For each discovered asset the IP
Address will be returned, along with
any additional information that is
available, such as Asset Name (QDN or Machine Name) and Asset Operating System.

IP addresses: Discovered is the master list. It displays all IP Addresses that have been discovered by all scans.
Access this list to compare with others or to remove IPs from this list.

From the Assets Tab, click Auto Discovery. Options available from this screen include:
Schedule a Scan
Display the Status of Scans
Display lists of Assets found in a scan.
Manage or Unmanage Assets from scanned lists.

AUTO DISCOVERY SETTINGS

The Auto Discovery settings allow the user to indicate I[P Addresses or ranges to scan, and when to schedule the
automated scans. Note: The IP addresses entered must represent ones that you have full authority to.

Schedule Scan

Schedule a new scan or modify/delete a previously scheduled
scan:

1. Display the scan settings from the menu: [ .

Assets > Auto Discovery > Settings. '

2. Indicate the IP Addresses/ranges to scan. Up to 6
single IP Addresses or Ranges may be specified and
scanned at one time.

3. Indicate if the scan should run hourly, weekly or

monthly.

If Monthly is selected, choose the week, day and

time.

If Weekly is selected, choose the day and time.

If Daily is selected, choose the time.

Click Update to save changes.

Click Save and Scan Now to initiate the scan

immediately. The current time does NOT have to be

the same as the Scheduled time.

b

% = o w

Abort a Scan

Auto Digcovery scans IP Addresses on the network, The resubs of the scan are displayed in four lists (Newly Discovered, Not
Found, Existing, snd Discoversd)

o brchrealogues on these aseets, use Aute Drvantory
* virtual 1Ps and NATS are not supported,

1P Addresses: Selected ranges:
M el s
Clear

Ad & or favar IP Addresses or Ranges.

d by this systam.
b of fadarsl ard

Elear All | Delete

Frequency
Tou may save the 1P Addresses and cheose to not schedule & scan now, or you may set the schedule frequency monthly,
mealdy, or dally, Selact the Updats button t sarva the schaduls, or sulect the Sava and Scan Now button I zavs the sehnduin
farm the sean now.
& Do Mot Schedule
 Hanthly
[15t =] [enday =] [Midrught =
© Weekly
[Fendays =) [Midreght =

© Daily

g =]

Cupdate | save and scantiow |

A scan can be aborted at any time and will ignore all data obtained. The message will display the number of IP
Addresses scanned out of the number requested. Click the Abort button to stop the scan.
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RESULTS OF AUTO DISCOVERY SCAN

The results of the Auto Discovery scans will be presented in lists that display information about the IP Addresses
found or not found in the scan. The lists are interactive with a master Discovered list and managed by comparison
of that list. The four lists produced are:

1. Newly Discovered

2. Existing

3. Not Found

4. Discovered

Matching IP Addresses

The IP Addresses found in the Auto Discovery scan will be matched against the IP Addresses of assets in eTrust
VM. If there is a match, the Auto Discovery list will indicate that the asset is currently managed in eTrust VM. If
no match of IP Addresses is found, the user has the option to create the asset at that time.

Display the Status of a Scan

The Status link in the Auto Discovery menu allows the user to display the status of current and previous scan. The
date and time of the last completed scan will display, as well as an indicator on any current scan activity.

[EETEl Content

search | Mew | Global Update>> | [Auto Discovery>>|| Auta Inventory ==
Schedule | [Status| | IP Addresses: Mew | MNotFound | Existing | Discoversed

Reports = Management

STATUS

A scan is not in process now.

The last scan completed at 8/6/2003 5:46:19 AM.

CREATE OR MANAGE AN ASSET FROM LIST

Assets can be created or ‘Managed’ from the ‘Newly Discovered’ and ‘Existing’ scan results lists. Click the Create
Asset link for each asset you would like to manage. This link will only be available for Assets that have a status of
Not Managed. Each asset must be created individually from this list in order to provide information that could not
be obtained in the scan. For more information on creating an Asset, see the Asset Management section.

DELETE OR UNMANAGE AN ASSET

An Asset status cannot be changed from ‘Managed’ to ‘Not Managed’ status from the scan results lists. The asset
must be deleted from the Asset Profile screen. No links will be available for ‘Managed’ Assets. For more
information on deleting an Asset, see the Asset Management section.

Newly Discovered

The New link displays a list of new IP Addresses that
were discovered by the most recent scan. These IP
Addresses have not been discovered before. Access this ~ [Newivoiscoveren

list to manage these new assets. ::‘:":’:ku " R
» The list will indicate if a Match was found e
with a currently managed asset. o
» From the ‘Newly Discovered’ list, manage | it o e e Acrear
assets by selecting the checkboxes in the right  * TR TR T
column, then click the Create Assets link. =5 o o8 e e e
» An asset can be changed to a status of Not 10.16.460 wswizeus sorszo0: ot

Managed only by deleting the asset from the
Asset Profile screen.

10.16.4.61 wl poswiden 10/3/2007 Ho

10.16.4.62 uswihers 10/2/2002 No
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Not Found

The Not Found link displays a list of I[P Addresses that
are on the previously Discovered list, but were not found
by the most recent scan. These assets or [P Addresses no
longer exist on the network. If this asset was created, but
the IP Address can no longer be found, the user may want
to delete the asset. Access this list to remove these IPs
from the master list (Discovered).
» Delete the asset from the Discovered list by
selecting the checkbox, then clicking Remove
From List.
» A ‘Select All’ option is also available.

Existing

The Existing link displays a list of IP Addresses that were discovered again by the most recent scan.

to manage assets you have not previously chosen to
manage.
» The list will indicate if a Match was found with a
currently managed asset.
» From the Existing list, manage assets by clicking
the Create Assets link.
» An asset can be changed to a status of Not
Managed only by deleting the asset from the Asset
Profile screen.

Discovered

| NOT FOUND

FivamocTions
| The Not Found nu ionlm 1 Addresses that mere notfound in the recent scan, although they had been found previoucly, Theze
| mesets no dange: i the nistwark. 1f the scaet has baes crested and the [0 Addrets is not foued, yeu may mant 1o delsts
Pttt o e wstar
| Ta ramave an 1P Address from this list, salect the ite: biow i the far right columnn, Select the Remave fram List b
...... w

Addresses Hame 05 Date Hatch Soloch Ml |

10.16.4.64 e 10/2/2002 Ve
Ramave from st | |

Access this list

EXISTING

INSTRUCTIONS | 1P Addresses Scanned:

[39.34.4.50 - &0]

e Exitn ek Meairi
Addresses thal were found i the
il sah S8 i s o
the Distoversd List,

Bt “Cruaty kit bo coorty
A begat Frim tha 18 Addrece

Awnilable Aveet Litnnses: 493 of 300

Addreases Hame o Batn Snlect

[EXTRT) uswLathens 10fame0z e

10.06.4.50

uwiwihades 1027002 Ne
10.06.4.52 uswlperseshane w2002 N
10.06.4.53 uswidemeter 10zEe0z Tos

The Discovered link displays a list of [P Addresses that have been discovered by all scans. This is the Master List.

Access this list to remove IPs from this list.
» Managed Assets must be deleted from the Asset
Profile screen.
» Assets may be deleted from this list, only if there is
No Match.
» To delete, select the checkbox, then click Remove
From List link at the bottom of the page.
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ot i Sohene
arnia a0 1P Address F one of the folawng if trus|
1) the [P Addreds in 2 folgtr active ol INre 1 Ne ComeIpondng eset (the Match is “Ha")
ﬂmmnfmmnuadmxunuurnuummmmmummmmnmummmwmu
seanned. 1 the [P Lddress i ok seansed agan, i il not display on any ksl
I¥ the Match in “res,” then you vt first, than resum to s
$EAnNES 330, & el Saplay 20 s Newly Discoversd bt

1F the asuets [F Addreas i

Scanned [P

Addrersrs wame o8 Dite Match Sele |
1006450 smlathang /2002 [ r
eS8 umihedes prere e r
1006452 [ a—— - 10r2/2002 r

10.16.4.50

31



eTrust™ Vulnerability Manager User Guide V1.0

AUTO INVENTORY

Auto Inventory is a process that utilizes eTrust Vulnerability Manager Service Configuration files, installed on
assets to gather detailed information about an IP Address, including technologies that reside on these devices/assets.
The information captured via the auto inventory process allows users to manage the technologies associated to their
assets. Tasks related to new or updated information about the asset will be generated (or deleted) as necessary.

Content Reports Management
Search | Mew | Global Update==> | Auto Discovery=> | [Auto Inventory=>
Inventory | Settings | eTrust ice

AUTO INVENTORY

with auto Inventory, information is collected about an asset’s technologies using the eTrust™ wulnerability Manager
Service (eTrust WM Service). Data is returned for AlxX POWER, HP-UX, Red Hat Linuk, Solaris, Windows NT and Windows
2000/%P. wirtual IPs or NATS are not supported.

To utilize eTrust WM Service, define the settings and install the service on the assets that will be searched.

Inventory is the list of assets and technologies returned by eTrust WM Service, Communication to specific assets may
be enabled or disabled from this screen.

Settings activates Auto Inventory and sets the schedule. The eTrust WM Service Configuration File is generated when
Auto Inwentory is enabled on the Settings screen or during eTrust WM's initial setup process.

The eTrust ¥M Service is available for distribution to assets from the inventory screen or log in screen, Users who do
not have access to eTrust WM may retrieve the inventory service from the login screen, Instructions are included for
downloading eTrust WM Service to the user's system.

Auto Inventory is supported for the following operating systems:
Windows 2000 Server (SP1, SP2 and SP3)

Windows 2000 Advanced Server (SP1, SP2 and SP3)
Windows Server 2003

Windows XP Professional

Windows NT 4.0, Server SP6a

Linux Red Hat 6.2, 7.3 and 8.0 (Intel)

Sun Solaris 8 (SPARC)

HP-UX 11.0 (RISC 32-bit)

AIX POWER 5.1 with RPM.

VVVVVYVYVYVYVY

See the Service Installation section for details on each operating system.

AUTO INVENTORY SETTINGS

Auto Inventory Settings allows the user to schedule Auto Inventory or to enable/disable the process. The inventory
service configuration file is generated when Auto Inventory is enabled on the Settings screen or during the initial
setup process.

Select the Update button to save these settings.

SETTINGS

Enable Auto Inventory and set the schedule, The eTrust VM Service Configuration File is generated when Auto Inventory is
enabled an this screen or during eTrust WM's initial setup process, Select the Update button to save these settings.

Enable Auto Inventory? Yes ©® No ©

" Monthly

1st =] |Monday x| |4 am hd

' Weekly

Mondays =] |4 am =
= Daily

4sm |z

Update
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AUTO INVENTORY RESULTS

The Auto Inventory process displays an inventory of information about the IP Addresses found or not found in the
scan. The inventory displays the list of assets and technologies returned by the service. Communication to specific
assets may be enabled or disabled from this screen. The list may be filtered by Inventory Service status (enabled,
disabled or N/A) and columns may be sorted.

assets S T Help | Log Out | Homw

Search | New | Global Update | Auto Discovery=> | [Auto Inventory=>
[inventory] | settings | eTr eTrust™ Vulnerability Managd

AUTO INVENTORY

INSTRUCTIONS Filter by: [al =]

The Auto Inventary list displays IP Addresses
with eTrust VM Service installed. To accept
eTrust M Service information and creats an
asset in eTrust UM, select "Create Asset.”

"Enabled” is a created asset with the eTrust™ Yulnerability Manager Service (sTrust ¥M Service)
enabled,

To establish communication with a created

B "Disabled” is a created asset with eTrust M Service disabled.

"Not Applicable" or N/ indicates that the asset has never been created or that eTrust VM Service was
installed after the asset was created in eTrust WM. In the latter case, you may select "Update Asset” and
enable eTrust ¥M Service,

Select "Delete” if the eTrust WM Service has
been removed and the asset's information
should no longer display on this list.
“Multiple” displays an the list below if the IP Address returned by eTrust UM Service matches multiple
assets. Search for these assets and update them with the correct unique IP Address if needed.

Inventory
1P Addresses Name 0s Technologies Service Service Update  Match Select

138.142.231.107 USLEQATD LINUX Red Hat Linux 6.2 @ Enabled  5/16/2003 7:49:05 Yes
aM
© Disabled
138.42.231.125  RISKY Al @ Enapled  B/16/2003 Bi15:4d Yes
am
 pisabled
138.42.231.124  CAHPURDL HP-Us HP-UX 11.0 @ Enabled  5/16/2003 7:50:34 Tes
am
€ picahlad
Fields of the display

IP Address-indicates the address of the device/asset

Name- indicates the host name or DNS of the device/asset

Operating System (OS) — indicates the Operating System of that device/asset
Technologies- lists technologies on that device/asset, if the inventory service is enabled
Inventory Service- indicates if the service is enabled or disabled on this IP Address

Service Update-indicates the date when the service last sent data from this IP Address
Match- matches the [P Address sent from the service with eTrust VM asset IP Address to determine if it is
a managed asset in the system (Yes or No)

Select Delete to remove that IP Address from the inventory list for non-managed assets
Select Create Asset to manage this asset

Select Update Asset to enable the service and update the technologies on this managed asset.

VVV VVVVVVYY

CREATE AND MANAGE THE ASSETS

The IP Addresses sent from the service on each asset in the Auto Inventory scan will be matched against the IP
Addresses of managed assets in eTrust VM.

Inventory Service Status

The list displays these assets and determines the status of the inventory service communication with this IP Address.
Inventory Service Statuses are:

> Enabled is a created asset with inventory service communication enabled.

»> Disabled is a created asset with inventory service communication disabled.

» Not Applicable or N/A indicates that the asset has never been created or that the inventory service was
deployed after the asset was created. In the latter case, you may select "Update Asset" and enable the
inventory service.

»  Multiple displays on the list below if the IP Address returned by the inventory service matches multiple
assets. Search for these assets and update them with the correct unique IP Address if needed.

© 2003 Computer Associates International, Inc.
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Manage Assets

If an asset has been created manually or through Auto Discovery, but the inventory service was not installed on the
asset at that time, the Update Asset option will display after an Auto Inventory.
1. If the IP Address matches an eTrust VM managed asset [P Address, an Update Asset link will be
displayed.
2. To enable inventory service communication with that asset, select Update Asset.
3. The inventoried technologies will be added to the asset profile at that time.

Create Assets

The Auto Inventory list displays IP addresses that have the eTrust VM Inventory Service installed. To accept the
inventory service information and create an asset, select "Create Asset."
1. Ifno match of IP Addresses is found, a Create Asset link will be available.
2. Click Create Asset to create the new asset.
3. After clicking Create Asset, the inventory service becomes Enabled for that asset, to continue
communication with eTrust VM.
4. When the asset is created, an AssetID is generated by eTrust VM.
5. The AssetID is then stored in the service configuration file for each desktop.
6. Subsequent eTrust VM Service requests will then match the AssetID of the asset with AssetID in eTrust
VM asset table. The match will no longer be performed on the IP Address.

Select Delete if the inventory service has been removed and the asset's information no longer needs to display on
this list.

Dynamic IP Addresses

The eTrust VM Service may be installed on all desktops in order to match the AssetID of the configuration file with
the AssetID of a managed asset. Then, Service communication must be Enabled from the Auto Inventory list in
order for the service commands to send specific data to eTrust VM, such as the technologies on that IP Address.

This setting is especially important when using DCHP. Auto Discovery matches ONLY on the [P Address. If the
IP Address is dynamic, eTrust VM Services performed at later dates may not find a match. However, if the Service
is enabled, the match is then performed on the AssetID, not the IP Address, as indicated above.

Additional notes:
e [P Addresses need not be unique.
e If multiple matching IPs are found, two rows are returned. User may create two assets with the same IP, but
it will have different AssetIDs.
e If three or more are found, a third asset will be created.
e Ifan IP Address is returned as 0.0.0.0, the service found multiple network cards and was unable to
determine which was active.

34
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ASSET MANAGEMENT

Assets (also known as asset profiles) are a type of inventory of technologies of the IT environment. Asset profiles
track vulnerabilities affecting technologies, assets, or common configurations. Assets can be defined for either a
specific asset (the production Web server) or for a common configuration (a Sun database server w/Oracle).

ASSET INFORMATION

The following fields will define an asset. All fields are not mandatory. See Asset Creation for details.

Asset Name —unique across an eTrust VM

Risk—High, Medium and Low with Low being the default selection
Asset Function —functions include:

o Mail Server

Remote Access Server

Database/File/Application Server

Security Server/Device

Web Server

Workstation

AssetlD, generated by eTrust VM

Asset TagID, user input

Location- such as building, department, floor, etc

Model — the model of asset, such as 168D90, etc

Manufacturer — the manufacturer of the asset, such as Dell, Cisco, etc
Description - brief description of the asset

Technology Associations- technologies on that asset

Patch Associations —patches that have been applied to this assets technologies
Qualified Domain Name — optional

Host Name — optional

IP Address- optional

Subnet Mask — optional

MAC Address — optional

Created By- this is system generated

O O O O O

ASSET SEARCH

The standard search function is used in order to find an asset for viewing, maintaining or performing an audit

assessment on that asset. Users may search assets by Key Word and/or by specific field values.

To search for an asset:

Nk W=

Search for keywords within the text field selected from the dropdown menu.

Select a defined field, then select a specific value to search for in that field.

Search for a technology by selecting a Vendor then searching for a keyword.
Indicate the number of results per page to be displayed (15-90, in increments of 15).
Broaden search by leaving field values as All and keyword fields blank.

[YTTR Content | Reports | Management el | Log Uut | Mome

[Search] | New | Global Updates=> | aute Discovery>> | Aute Inventorys=

oTrust™ Vulnerability Manag

SFARCH

| INSTRUCTIONS search for a Keyword in: search for a Specific Value in:
B Tosaarh, st an st e | e — |
Keyword or select a value.
V| — value: Select an Attribute (sbuve)

To see o list of all Assets, leave . & .
e ta display this aption.

U imlils bk

2. Select the Search bulton to.

i aer e ot Search Technologies:

| au may anter a partial or full 10 vendor: [l I |

| Address. Entering & value in the first

| bae, far mxampln, roburns all assats e — ;

| with addresses that begin with that Keyword: 1 address: [ . : :
| walus,

| Buwes mrust be filed m sequentially

| (you cannat place a value in the first

| bux, skip the second, then snter & : 55 I &

et I st Hesults per page: |1 M earch

© 2003 Computer Associates International, Inc.
Last Updated: 8/26/2003

35



eTrust™ Vulnerability Manager User Guide V1.0

Keyword Search Logic
Type keyword(s) to find names and/or descriptions that START with the full or partial keyword(s).
(e.g. HP-UX, acrobat, windows2000)
To search names/descriptions that CONTAIN the keyword, type and asterisk(*) before the keyword(s).
(ex: *HP, *acrobat, *web server)

ASSET DETAIL

After performing an asset search, the results are displayed below the search form. From these search results, the
asset detail can be displayed by clicking on the asset name.

ESO-XPTEST

Tashs

(Yulnerabilities]

* Indicates required Beld,

WORK LIST

INSTRUCTIONS

Filter the tasks by selecting valies in
Ehe dropdawn menus. Solect the Flter
Euttoer b disgilay the rasults.

state:  [All -

Work & task by selecting the task nama wfinition e

and viewing the task detail, or work

dirgctly from the list. Select the Results per page:  [15 =

checkbox in the far right column for serpoce: [N RN
#ach task that will have the same

ESO-XPTEST

status applied, Entor mvvidual notes ar
wis Global Notes at the bobtam of the * Idic abes recpared feld.
screen. Change the Lasks’ status and

£ N

abect the Save busten

*Asset Name:  ESOPTEST Wisk: Lom
Anset T Hodal:
IF 8 of the selected tasks have the same Notes, e Global Notes below Eraati Ry: § Ausnviatery, o
showing Results: 1 to 15 of 69 o e
! State / Date  Risk Type Task Hame Aswel Hame Reasan wul]  pescription:
OPEN High Vulnerability ¢ e dows RF i 4 ESO-KPTEST Technology
. deraal of service Changed on
Submitted:
B8/27/2003 Quabified Domain Mame:  T50-NFTEST
Primary Interface
oPEN High  Vulnerability ESO-RPTEST Technology gp—
- b b urf Changed on Host Mame: £SO XTEST
Submitted: neeabillt Asset Spws
el ko 1P Addrass: 17210474
Subnet Masks
AL Address:
e e vatch
Technolegies:
Macremedia Hicrassit
Macromeda Flash Player 6.0 Microsoht PamerPuist 2000

TASKS FOR EACH ASSET

To display tasks for each asset, click the Tasks tab from the asset detail screen. A worklist is displayed that contains
all tasks associated to that asset. The tasks can be filtered by Risk level, and by the State of the task.

rk History
nfig

Detail * Indicates required field.

Yulneral

WORK LIST

INSTRUCTIONS
Risk: [A0 5
Fitar the tasks by salesting values in
the dropdown menus, Select the Filter states [T =
buttan to display the resufts. :

Work a task by selecting the task name Definitians of States
and viswing the task detsil, ar wark
directly from the list, Select the : = ;
sl 1 e fE g sl e Results per page: |15 _fiter_|
each tack that will have the ssme
status applisd, Enter individusl notes or
Use Glohal Mates ot the battom of the
screen. Change the tasks' status and
select the Save button,

If all of the selected tasks have the same Motes, use Global Notes below,

Showing Results: 1 to 15 of 69 Next=> Las

State / Date  Risk Type Task Name Asset Name Reason Notes Select All

OPEN High  Wulnerability  Microsoft Windows RPC malformed ESO-KPTEST Technology = -
message denial of service Changed on

Submitted: wulnerability Asset E

08/27/2003

OPEN High  Wulnerability  Microsoft MOAC Remote Dats ESO-KPTEST Technology = -
Services Data Stub heap averflow Changed on

Submitted: wulnerability Asset E

08/27/2003

© 2003 Computer Associates International, Inc.
Last Updated: 8/26/2003

36



eTrust™ Vulnerability Manager User Guide V1.0

ASSET CREATION

There are three methods by which an asset can be created in eTrust VM.
1. The user can utilize the Auto Discovery feature.
2. The user can utilize the Auto Inventory feature.
3. The user can create the asset manually.

For Manual Asset Creation:
Required fields are designated by an asterisk on the create screen, shown on the next page.
1. Click Assets>New from tab menu to display the new asset form.
2. Input data in all required fields and optional fields, if applicable.
3. Enter the Asset name, which must be unique for eTrust VM.
4. AssetlD, generated by eTrust VM.
5. ‘Created By’ field, generated by eTrust VM.
6. Select the risk level of this asset, High, Medium or Low.
7. Enter the location of this asset (ex. building, department, floor, etc).
8. Enter the Model of this asset (ex. 1633d).
9. Enter the Manufacturer of this asset (ex. Dell).
10. Select the Function of this asset.
11. Click ‘Add’. The functions are copied to the field below.
12. To remove a function, select the function and click ‘Remove’.
13. Add a description of this asset.
14. Specify the Qualified Domain Name of this asset.
15. Enter the Host Name, IP Address, Subnet Mask and MAC Address of this asset.
16. Add associated technologies to this asset. See the Associated Technologies section. This step MUST
precede the Add Patches step.
17. Add associated patches to this asset. See the Associated Patches section.
18. Click ‘Save’ to create the Asset.

Assets may be only be deleted manually, from the Asset Profile.

See the Asset Create form on the following page.

© 2003 Computer Associates International, Inc.
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ASSET CREATE FORM

[ASSET NAME] *Indicates required field.
*Asset Name: | Model: |
Asset Tag ID: I Manufacturer: I
Source ID: [ID] Asset Function:  [[asset Function]
[Asset Function]
Created By: [Methad aor Mame] [Asset Function]
[Asset Function]
*Risk: |L0w ;I
Location: ;I Add
B
=
[
Remove
Description:
[
[
Qualified Domain Name: I
Primary Interface
Host Name: |
IP Address: |
Subnet Mask: I
MAC Address: I
You must SAYE this form for technologies andfor patches to be applied to the asset.
Technologies must be added before pateches can be applied.
Technologies: Add/Modify Technologies Add/Modify Patches
Delete Save As Save

© 2003 Computer Associates International, Inc.
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ASSOCIATED TECHNOLOGIES

Users are able to add or remove technologies to Assets within eTrust VM. When the ‘Associated Technologies’ link
is clicked, the screen below is displayed. If any technologies have been previously associated, they will be
displayed in the right hand column. In the example below, a search was performed that displayed the results in the
left hand column. No previous technologies were associated.

To Update Technologies
1. Click Add/Remove Technologies from the Asset Profile/Create screen.
2. Search for technologies to associate.
3. Select the technology vendor.
4. Select a keyword for that vendor, such as “Windows’.

Or, Select All vendors and enter a keyword to be searched.

Click Search.

Search results are displayed in the left side column of the display below.

7. Select the specific technology to associate by clicking on it. It will appear in the right hand column.
Or, click Add All to add all listed technologies to the right hand column.

8. The technology will appear in the right hand column.

9. To remove a technology, select the technology from the right side column.
Or click Remove All to select all technologies. They will appear in right hand column for removal.

10. When all selections are complete, click Return to Form. This returns the user to the previous form.

11. Continue with the previous form. The user must Save the form in order for the technologies to be
associated.

AN D

Add/Remove Technologies
INSTRUCTIONS

To Add: Search for the Technology
Results below, Click a
technology. Selected technologies

display on the right vendor: [all.. =
Keyword: Search

To Remove: Click the technology on
right below, It na lenger displays
on the right

Select the Return to Form button.

=l =l
4] 4]
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ASSOCIATED PATCHES

A patch is a fix that has been determined for a specific technology. The Add/Remove Patches screen allows the user
to apply one or more patches associated to a technology. The system will then list all assets that can be updated with
the patch information, and the associated vulnerability work items that may be statused as a result of applying the
patch. When the user accepts the application of a patch, the asset will be updated and the work items statused. This
feature may be implemented from a global perspective utilizing the Global Update functionality, or on an individual
asset basis, through creation or modification of an asset.

To Add Patches to an Assets Technologies:

After associating technologies to the asset, the Add/Remove Patches link becomes available on the form.
Click Add/Remove Patches link to display the list of patches associated to those technologies.

The user will select the patches to be applied or click Add All to select all listed patches.

Click Return to Form to apply the patches.

Click Save to complete the asset creation.

The results of applying the patch will display a report of the vulnerabilities that were affected, along with
the status.

A

Patches may also be removed, but only for associated vulnerabilities with a status of Implemented. If the patch is
removed then the application will remove the Implemented status, ‘Re-Open’ the task ” and remove the patch name
from the notes field of each affected task.

See the Asset Create or Asset Update Sections. See also Global Updates/Patches, for specific step-by-step
instructions.

ADD/REMOVE PATCHES

INSTRUCTIONS

To Add: Click 2 Patch on left, Selectad Patches display on the right, Te Remave: Click a Pateh on Right, It will na langer display on that side. Select
the Return to Form button.

Note: To save patch change, the Asset must be saved after returning to the form,

Available Patches: Selected Patches:

No patches are associated with the technologies on this asset.

Add 25 Patches >> << Remave Al Return to Form

ASSET UPDATE

eTrust VM provides the ability to Edit assets when changes are required and to Delete assets that are no longer
needed. eTrust VM also provides the ability to create a new asset from an existing asset with the “save as” function.

Assets can be updated manually or via the Auto Inventory process. Auto Inventory provides the functionality to
update the technologies.

© 2003 Computer Associates International, Inc.
Last Updated: 8/26/2003

40



eTrust™ Vulnerability Manager User Guide V1.0

To Edit or Delete an existing Asset:
After searching for a specific asset, click the Asset Name to display the asset.
The Asset Profile information will display, with the Details tab displayed as the default.
Select the Edit/Delete option, under the Details tab.
The Asset is displayed in Modify mode.
Make the necessary modifications to the appropriate fields.
To Add/Remove Technologies, see the Associated Technologies section.
To Add/Remove Patches, see the Update Patches section.
After all fields are complete, select one of these three options:
Save--Modify assets and save the changes
Delete--Completely delete the Asset
Save As--To save the Asset under a different name.

NN R WD =

If the following values are changed, the asset impact analysis will be launched.
Risk Level
Asset Function
Adding or Removing Technologies
Adding or Removing Patches

ASSET DELETE

An asset may only be deleted manually, from the Asset Profile screen.
1. Search for the Asset from the Asset> Search function.
2. Click delete.

See Asset Update for more information.

WORK HISTORY OF AN ASSET

The Work History is a list of all statused work items such as vulnerability tasks and, if applicable, the configuration
standard tasks for each asset. Users have the ability to print the Work History Relevant and Archived reports.

From the Asset Detail screen, the Work History can be displayed for that asset. Click the Work History tab.

FEESCl Content ' Reports Management
[Search] | Wew | Global Update=> | Auto Discovery=> | Auto Inventorys>

ESO-XPTEST

Detail Tasks Work History

Vulnerabilities: |

* Indicates required field.
Configuration Standards:
To re-open & task and return it to the Work List, select the task’s check box and then selsct the Re-open Task button. You will be

promptad ta enter a note explaining why the task is being re-openad, Select multiple tasks if they are being re-opened for the same
reason.

Number of Results per page: |15 =

Shawing Results: 1 to 15 of 19 First << Previous Newt>> Last
n Name Risk Status Date Status elealdl ‘
6868  Macromedia Flash ActiveX SW Remote High Implsmented  06-27-2003 Mot Assessed r

parameter overflow vulnerability

Description: Macromedia Flash Activex component containg a heap corruption vulnerability that can allow a remote attacker to
execute arbitrary code or crash the browser.

Disposition Notes: r79 applied.

Assessment Notes:

5513 Macromedia Flash ActiveX VALUE buffer Medium Implemented 06-27-2003 Mot Assessed r
overflaw vulnerability

Description: Macromedia Flash Activex is vulnerable to a buffer overflow condition that can allow a remote attacker to possibly
execute arbitrary code.
Disposition Notes: r79 applied.

Assessment Notes:

© 2003 Computer Associates International, Inc.
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Relevant Work Items

When a task has been completed, it is removed from the Work List and becomes part of the asset’s Work History,
Relevant Items. From the Work History Relevant screen a task can be re-opened. If re-opened, the item will no
longer be part of the Work History Relevant of the asset, but it will be considered part of the Work History
Archived. There, opened item statused on the work list will be New with an attribute of Re-Opened.

Only Relevant Work Items can be reopened. To re-open a task and return it to the Work List:
1. Select the task’s check box and then select the Re-open Task button.
2. You will be prompted to enter a note explaining why the task is being re-opened.
3. Select multiple tasks if they are being re-opened for the same reason.

Archived Work Items

Items are archived based on the results of the asset impact analysis when there has been a change on the asset or a
change in a Vulnerability or Configuration Standard, which makes the task no longer applicable. These work items
become part of the Asset’s Work History, Archived Items.

© 2003 Computer Associates International, Inc.
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GLOBAL UPDATE OF ASSETS

The Global Update function provides the ability to update specific fields or attributes of multiple assets. The

following asset attributes can be globally changed:
Asset Function--update the function on multiple assets

Technology--update a technology associated to multiple assets

AW N —

Patch--update the patches that have or have not been applied to multiple assets

Asset Risk Level--update the risk on multiple similar assets, High, Medium or Low

In order to update an asset, a search is first performed for assets that include one of the attributes listed above. Only

one attribute may be globally updated at a time.

Content Management

search | New |[Global Update>>]| Auts Disc

overy>> | Auto Inventorys:
Asset Function sl 2 y

GLOBAL UPDATE

Glohal Update changes the attributes or technologies of multiple related assets,
Asset Function exchanges one asset function for another,
Risk erchanges one risk for another.,

Technology exchanges one technology for another.

Patches adds or removes patches for a specific technology on the associated assets. An impact analysis displays a

list of the tasks that are closed or opened due to the patch update.

UPDATE THE ASSET FUNCTION

Upon update of the Asset Function, the Impact Analysis will be launched. Check the work list for additional tasks.

To change the Asset Function across multiple assets:
1. Select an asset function from the dropdown menu.
2. Click Search. The search results are displayed.
3. Select the New Asset Function from the dropdown menu.
4

Or, select all by clicking the Select All button.

5. Click Update to save the changes.

Select the assets you wish to change to the new function by checking the boxes in the far right column.

GLOBAL UPDATE: Asset Function

INSTRUCTIONS

Asset Function: [Remots Access Server (RAS) v

To change the Asset Function across multiple assets:

Select an asset function from the Asset Function
dropdown menu. Select the Search buttan, The
search results are displayed.

Select the assets you wish ta change by checking the
boxes in the far right column. Select a value in the
New Asset Function drapdown menu. Select the
Update button.

New Asset Function:

e /File/Application Server

Update

flect anl_|

-

D
Mail Server
: Remote Access Server (RAS)
Name Technology Patches Risk Asset |Gocrity Server/Devics
b Server
Kate Test Asset 1 @Retail Q303825 High Remote Ac{yio icetation
AdTran MHZE00 M13 Q303835 (RAS)
ACL AIM 4.5.2790 Q331866 Web server

AOL AIM 5.0,2938
AOLserver 3.4.1
AOLserver 3.4.2
AOLserver 4.0-betad
ATLAS 550

WMicrosoft Outlook 2002
Wicrosoft Outlook 2002 SP1
Microsoft Outlook 2002 SPZ
ShopFactory Pro 5.8

Total Access 600 Series
Total Access 850
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UPDATE THE ASSET RISK LEVEL

To change the Asset Risk Level across multiple assets:
1. Select the specific Risk Level to change from the dropdown menu.
2. Click Search. The search results are displayed.
3. Select the New Risk Level from the dropdown menu.
4. Select the assets you wish to change to the new risk level by checking the boxes in the far right column.
Or, select all by clicking the Select All button.
5. Click Update to save the changes.

Upon update of the Asset Risk Level, the Impact Analysis is launched. Check the work list for additional tasks.

Asset Function | [B0SE] | Technology | Patches
&

GLOBAL UPDATE: Risk
I
| ENEYRUETLONS Riske: [Select... -

| T change the Accet Rick across midtiple axoets;
suhu » risk from the Risk dropdomn menu. Select
& Search button. The search resuits are displayed.

| Salect the sssets you wish to change by checking the
| biaes in tha Far right column. Select & valus in the
| New Risk dropdown menu. Select the Updata button.

Snarch

UPDATE THE TECHNOLOGY

To change the Technology across multiple assets:

Select the Vendor from the dropdown menu.

Select the Vendor's Product from the dropdown menu.

Select the specific Technology for that Product from the dropdown menu.
Click Search. The search results are displayed.

A=

Or, select all by clicking the Select All button.
6. Click Continue to display the update screen.

Upon update of the Technologies, the Impact Analysis will be launched. Check the work list for additional tasks.

date> I Aaito Discovery => | Auto Inventory > >

Avsl Funation | Rk | nlnnﬂu | Patches

GLOBAL UPDATE: Technalugies
INSTRUCTIONS

To change & Technology acress multicle assets:
Selnct & Vendar, product, and technalogy from the
dropdewn menus. Selact the Search button, The sesrch Technolagy: [select.
results are displaved.

Snlect the assats you wish tn change by checking the boxes

1 the far right colume. Selact the Cantnus bitton to
| digplay the Lpdate scraen.

Vendor: [Select..,

Product: [Selac,.

EI'_!'_t

To change the Technology for the Assets to Update listed:
1. Select the Vendor from the dropdown menu.
2. Select the Vendor's Product from the dropdown menu.
3. Select the specific Technology for that Product from the dropdown menu.
4. Click Save to update the technology for all assets listed.

Melp | L

ngy] | Patches eTrust™ Vulner

GLOBAL UPDATE : Technologles

update From: update Ta:

Technology: 12flsnet Chat Server 2.5 vendor: [Seiect.

Assobs: Testd Product: [Select.,

L] e 1l

Teehnology: |Selec

save

© 2003 Computer Associates International, Inc.
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UPDATE THE PATCH

Add A Patch

To Add a Patch(es) to a Technology, search for Patches associated to a specific technology:
Select the Vendor from the dropdown menu.

Select the Vendor Product from the dropdown menu.

Select the specific Technology for that Product from the dropdown menu.

Click Search. All Patches associated to that technology are displayed.

Click a patch on the left, under Available Patches, to apply, or select Add All.

The patch is displayed in the right column, Selected Patches to Apply.

. Click Add to Assets to continue.

The results display a list of vulnerability tasks that will be implemented if the Patch is applied.

N vs W

Apply the Patch

To Add the Listed Patches to Assets and Associated Tasks:

Select the Asset/Task(s) to apply each Patch to by checking the box in the far right column.
Click Select All to apply the Patch to all Assets/Tasks listed.

Repeat above steps for each Patch listed.

Click Apply at the bottom of the screen to commit the changes.

Click Cancel at the bottom of the screen to ignore.

Click Print at the bottom of the screen to print this page.

SNk L=

Remove Patch From a Technology

To Remove Patch(es) from a Technology, search for Patches associated to a specific technology:
Select the Vendor from the dropdown menu.

Select the Vendor Product from the dropdown menu.

Select the specific Technology for that Product from the dropdown menu.

Click Search. All Patches associated to that technology are displayed.

Click a patch on the right, under Selected Patches to Apply or select Remove All.
Selected patches are highlighted.

Click Remove From Assets to continue.

N =

The results display a list of vulnerability tasks that will be implemented if the Patch is applied.

GLOBAL UPDATE: Add/Remove Patches
| INSTRUCTIONS

vendor: [Select.., =
Seleck 2 Vendor, product, and tchrology fram the dropdown
menus, Select the Search button. Patches are displayed in Product:  [Selecd.. =l
“Available Patchas.”
Salect a patch. It will display under “Selacted Patches” on the | Trchmalogy: [Select. =l
right. Select the Add to Assets bubton or the Remove from
Ll Back to Glebal Update | Search |
Available Patches: selected Patches:
= i
<]
(up to 25} << Ramove All Add to Assets Ramave from Assats

© 2003 Computer Associates International, Inc.
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Remove Patch from an Asset

To Remove the Listed Patches from Assets and Associated Tasks:

Select the Asset/Task(s) from which to remove the Patch by checking the box in the far right column.
Click Select All to remove the Patch from all Assets/Tasks listed.

Repeat above steps for each Patch listed.

Click Apply at the bottom of the screen to commit the changes.

Click Cancel at the bottom of the screen to ignore.

Click Print at the bottom of the screen to print this page.

SNk L=

GLOBAL UPDATE : ADD PATCHES

INSTRUCTIONS Patches Added: [Name], [Mame]

Each patch has a list of impacted assets and tasks. If you Assets Affected: [Name], [Name], [Name], [Name], [Name]
choose to apply the patch to the asset, the listed
Vulnerability tasks will be closed.

To add the listed patches to assets:

Select the Asset/Task(s) by checking the box in the far
right column, Select the Apply button at the bottom of the
screen to commit the changes. Select the Cancel button to
ignare. Select the Print button to print this page.

The following Yulnerability tasks will be implermnented if the patch is applied.
[Patch Name]

‘ Asset Yulnerability State Description Notes ‘
[Name] [Name] [State]  [Text] ‘ [Patch Hame] applied. | r
[Mame] [State] [Text]
[Name] [State] [Text] ‘ [Patch Hame] spplisd. |
‘ [Patch Mame] applied. |
[Name] [Mame] [State]  [Text] ‘ [Patch Name] applied. |
[Name] [Name] [State] [Text] |

‘ [Patch Narne] spplied.

© 2003 Computer Associates International, Inc.
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ASSET IMPACT ANALYSIS

Events will occur within eTrust VM that will cause the system to launch the Asset Impact Analysis. The analysis
determines the impact on an asset’s tasks based on certain data modifications to an asset, the addition or deletion of

vulnerabilities or configuration standards, or a change in eTrust VM settings. The results for the analysis can be any
of the following:

Adding tasks to the Work List.
Tasks may be added when the following occurs:
A technology is added to an asset, vulnerability or a configuration standard.
Risk setting is changed to include additional task risk levels.
Asset Function is changed on an asset or a configuration standard.
Risk is changed on an asset or a configuration standard.
Removing “open” tasks from the Work List.
Tasks may be removed when the following occurs:
A technology is removed from an asset, vulnerability or a configuration standard.
Risk setting is changed to exclude lower risk items.
Asset Function is changed on an asset or a configuration standard.
Risk is changed on an asset or a configuration standard.
Archiving tasks that have been “completed”.
Completed Tasks will be archived when the following occurs:
The task no longer applies to the asset because of a modification to the asset,
vulnerability or configurations standard.

Any vulnerability or configuration standard task that is “open” on the work list that no longer applies due to the data
change will be deleted from the work list regardless of its “locked” status.

© 2003 Computer Associates International, Inc.
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WORK LIST

The Work List is a listing of all vulnerability and configuration standard tasks that should be addressed in some way
by the system administrators. The Work List will be displayed on the homepage, upon login, which will list all tasks,
sorted by risk (High, Medium, Low). eTrust VM Configuration settings determine if configuration standards tasks
are displayed and also which risk levels to display.

Functionality of the Work List includes:

The ability to change the ‘Status’ of a single task or multiple tasks
The ability to filter the work list

The ability to add individual notes and global notes to multiple tasks
A Print option to generate the work list report

The ability to export the list via a CSV file.

VVYVYVYV

The Work List is a group (shared) list. Any user can view the work list, but tasks opened by other users cannot be
updated. When an individual takes ownership of a work item, that item is locked.

To display the entire worklist from the Home Page, leave filter criteria as All and click Filter. A work list is shown
below.

the task detail, ar wark directly from the list, Select state: |all = Results per 15 =
the checkbox in the far right column for each task page:

that will have the same status applied. Enter fi "

individual notes or use Global Notes at the bottar of Pefinitions of States Save s Defautt | [ rker |
the screen. Change the tasks' status and select the
Save button.

If all of the selected tasks have the same Notes, use Global Notes below,

Showing Results: 1 to 15 of 505 Next>> Last
State f Asset
Date Risk Type Task Name Name  Reason Notes Select Al

OPEN High “ulnerability Microsoft Metwork Share Provider SMB service request Test1 New global note added - r
buffer averflow vulnerahility Asset to 15 entries

Submitted:

06/30/2003

OPEN High Wulnerability Microsoft windows RPC malformed message denial of Test1 Mew global note added = r
service wulnerability Asset to 15 entries

Submitted:

06/30/2003

OPEN High Wulnerability Microsoft windows NTFS MFT denial of service Test1 New alobal note added - r
wulnerability Asset to 15 entries

Submitted:

06/30/2003

E
OPEN High “ulnerability Microsoft Java WM IDBC, Java XML vulnerahilities Test 1 MNew global note added - r
7 Asset to 15 entries
Submitted:
06/30/2003
=1

STATE OF A TASK

The State of a Task indicates to whom that task belongs.
1. Open, belongs to no user at this time.
2. Personal, belongs to the logged-in user.
3. Locked, belongs to another user.

© 2003 Computer Associates International, Inc.
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FILTER THE WORK LIST

The work list can be filtered and each user also has the option to set a default filter criteria for their own view of the
Current Work List.
To Filter:
1. Filter the task list by selecting values from the dropdown menus.
The Current Work List has the following search/filter criteria:
» Task Type (All, Vulnerabilities, or Configuration Standards)
» Risk (High, Medium and Low)
» State (All, Open, Personal, or Locked]
» Asset Name
» Asset Function.
2. Click Filter to refresh the work list.
3. Click Save as Default to save this filter criteria.
4. Click the Home link at the top of the page to reload the default filter, which is ‘All’.

WORK LIST STATUSES
The Status of a Task refers to the actual work that has or will be done on the task itself.

The work list will display all open tasks that have not had a status assigned yet. After a task has been worked, it is
assigned a status and removed from the current task list, becoming an item in the asset’s work history.
The work list statuses are:

» Save as Personal — This status assumes the user is taking ownership, or responsibility for reviewing, taking
action on, reporting status and/or completing the task. The state of the task will be Personal when the user
who took ownership views the work list. For non-owners the state will be Locked.

**Accept Risk- the user is accepting the risk associated with this task. This task is not being implemented.
**Does Not Apply- this task does not apply to the specific asset, for reasons determined by the user.
**Implemented- this task has been implemented and the recommended actions were performed.
**Mitigate Risk--the user indicates they are mitigating this risk by taking another action.

Save as Open (unlock)- Removes the task from the Work History and displays it back on the Work List.

VVYVVYV

**_The above referenced statuses represent a ‘Completed’ task. Completing a task requires the user to assign a
status for the item and save the action, removing the task from the work list.

STATUS THE TASKS

To modify the status of a task: Kate test New Asset = -
1. From the work list on the Home page, select the checkbox
in the far right column for the specific task or for multiple =

tasks. Select Status: |

2. Change the task status using the dropdown menu at the gz
bOttom Of the WOI‘k hSt. dividual notes. Select the Save button to apply. I{ﬂr::::)gl:tn;el{‘\tsekd
. . Save as Openilnlock,
3. Add notes in the notes field for the selected task and click =

Save at the bottom of the work list.
4. To select the same status for all tasks in the entire work list,

click the Select All button at the top of the work list.

© 2003 Computer Associates International, Inc.
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GLOBAL NOTES

A global note may be added to multiple tasks or all tasks in the displayed work list.
To apply a global note:
1. From the Work List on the Home page, select the checkbox in the far right column for each specific task.
Or, to apply a global note to all tasks in the work list, click Select All at the top of the work list.
2. Type the note in the Global Notes ficld at the bottom of the page.
Click Save to apply.
4. The note is appended to all previous notes for the task(s) selected.

W

| Print Report Export Report Select Status: |-5

Showing Results: 1 to 15 of 290
Global Notes:
Global Notes apply to all selected tasks, They are appended to previous or to new, individual notes, Select the Save buttan to apply.

=

|

EAAND ABaciibafialina 110 AN Rinkhes Aacnmon a

EXPORT THE WORK LIST

The work list can be exported into a CSV spreadsheet and displayed in Microsoft Excel.
Click the Export Report button at the bottom of the work list.

OPEN High Wulnerability Microsoft Windows NTFS MFT de
vulnerability
Submitted:
01/14/2003
Print Report Expart Report |
|

Showing Results: 1 to 15 of 290
Global Notes:
Global Notes apply to all selected tasks. They are appended to pre

Below is an example of a work list report, imported as a CSV file.

B Mucrosalt furel - Workd st Report.cev. I
W) e g fow drest Fomak Tosk Dota row tisk
DFE SRY 1B e WE 0 Y om0+ |07y EEIE S %[

- =] Stare
B (] i} E E a H 1
e [Dace sk [Type  TiikMune  Assst Nius Renkon ™
VER0OT High VUL Macros £Bev Hew Asset
1IR00TER:  VULN  Mhcrosal IntermPuch Teat no Bev glat Asset Moddied

V2003 High VIOLH  Microsoft Internt Parch Test no Bev glob Asset Modied
TR3 B VULM  Mcrosoft Index Patch Test ne Bov ghot Asvet Modified
12003 High VIILH Microgoft I5 HPatch Test no Bev glot Asset Moddied
1772003 High VULN  cEye DSHACK Patch Test ne Bov glob Asvet Modified
2003 High VULH  Microsoft IS 5 Test no Bev ghob Asset Moddied
VT Hugh YULN Mcrogelt IS Ur Patch Test ne Bev got Asvet Modiied
VULH Microgoft IS s Patch Test no Bev glot Asset Modified

1 YULMH Bacrosalt 05 my Patch Test ne Bov gob Asset Modified

17 VULH Mecrogoft Internt Patch Test no Bev glot Asset Modified
1114y VULN SHMFYE trap m Flate tent Hew Asset
114, VULH Microgoft Unives Flate test Hew Asset
1114 VULN Mecrozoft Netwe Eate test Hew Asset
14 VULN  Microgoft WindsFate ter Tew Asser
114, VULN Microzoft Java \Eate test Hew Asset
1142003 VULN Microgoft SHMI Fate test Hew Asset
1142003 High VLN Microgoft Froeth Elate test Mew Asset
11472003 High VULN Microgoft Intermi Foate test Technology Changed ca

1472003 High VULN  Mucrosaft ntera B ate test Tethnology Changed ca
V142003 High  VULN  Microsolt MDAEate test Technology Changed ca
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CONTENT

The content or data housed in eTrust VM is located within the Content tab. Vulnerabilities and Configuration
Standards can be searched and viewed. The user can also determine if Vulnerabilities or Configuration Standards
affect any of eTrust VM managed assets.

After an asset is configured, installed and added to the system, Vulnerabilities and Configuration Standards that
match the asset technologies will be applied to the asset. The content (Vulnerabilities and Configuration Sstandards)
is evaluated and work list items are generated, if applicable.

VULNERABILITIES

The Vulnerabilities component provides detailed information about Vulnerabilities that could affect your assets and
the associated technologies. Tasks are generated and placed on the work list from Vulnerabilities that affect the
assets and technologies inventoried in the eTrust VM.

Vulnerabilities Search

Users can search for Vulnerabilities based on keyword, category and/or technology.

Search for keywords within the text field selected from the dropdown menu.

Select a defined field, then select a specific value to search for in that field.

Search for a technology by selecting a Vendor, then searching for a keyword.

Indicate the number of results per page to be displayed (15-90, in increments of 15).
Broaden search by leaving field values as All and keyword fields blank.

Type a leading asterisk in the keyword search field to find all items containing that text.

A=

Reports ' Management

Yulnerabilities| | Configuration Standards=>

Help | Log Out | Home

eTrust™ Yulnerability Manage|

SEARCH

INSTRUCTIONS Search for a Keyword in: search for a specific value in:

9 T S, e G [ O Identifier: [All - attribute: [Al =
dropdawn menu and type a

keyword or select a value. Keyword: Value: Stlect an Attribute (abave)
ta display this option

To see a list of all

S h Technologies:
wulnerabilities, lzave the fields earch Technologies

oo vendor: [l

2. Selectthe Search button to
return search results, Select the Keyword:
wulnerability name to display
the detail.

Results per page: [15 )z Clear

Keyword Search Logic

Type keyword(s) to find names and/or descriptions that START with the full or partial keyword(s).
(e.g. AIX, Navigator, OSF1)

To search names/descriptions that CONTAIN the keyword, type and asterisk(*) before the keyword(s).
(e.g. *AIX, *navigator, *OSFI1)

Vulnerability Search Results

The Vulnerability search results display all Vulnerabilities housed in the eTrust VM content, if ‘All” was used in all
fields of the search criteria. Information included in the Vulnerability list includes:

Vulnerability ID

Risk rating

Vulnerability Name

Short description

Technologies associated

Impact, Popularity and Simplicity rating

Discovery Date

Assets that are Affected

VVVYVVVYVYY
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Most search result columns allow a sort on that column by clicking the header. The column header will be sorted in

ascending order. If the user clicks on the same column, the sort order is reversed.

1. Select a Name to display the Vulnerability detail.

2. [If assets are affected by the vulnerability, a link is provided.

‘ wie usan,

Results per page: [15

Click Yes to display ‘Affected Assets’.

Showing Results:

1to 15 of 4780

I=Impact, P=Popularity, S=Simplicity

Next>> Last

Yulnerability Discovery Affected
1D Risk Short Description Technology I P s Date Assets
9 4.2 Multiple vendor at -f Multiple vendors' at MetBSD 1.2 3 5 5 10/1/1998 Mo
arbitrary file reading implementatian is MetBSD 1.3.2
wulnerability wulnerable to 3 flaw that SGIIrix 6.2
may allow local attackers SGI Irix 6.3
to read arbitrary files, SGIIrix 6.4
SGLIrix 6.5
SGI Irix 6.5.1
11 5 AIx bshbatch queue The AIX bshbatch queue Alx 3.1 5 2 8 6/2/1994 Mo
execution vulnerability is vulnerable to a flaw AIX 320
that can be used by an
attacker to allow
unauthorized access.
13 4.4 alx bugfiler file creation  The program Alib/bugfiler AlX 3 z z 10 2410/1997 Mo
wulnerability comes installed by default AIX 3.1
on AIX 3.x and can be
used to escalate user
privileges.
14 6.5 Alx and HP-UX connect() & vulnerability exists AlX 414 g 2 10 3/5/1997 Mo
denial of service within the ALX and HP-UX AlX 415
vulnerability connect() system call that Al¥ 4.2
allows an atkacker to HP-UX 10.01

Vulnerability Detail
The Vulnerability detail is a view-only display of the Vulnerability.

crash the system,

Help | Log Dut |

Configuration Standards ==

eTrust™ Yulnerability M{

Multiple vendor at -f arbitrary file reading vulnerability

¥Yuln. ID: 9 Description: Multiple vendars' at implementation is vulnerable to a
flaw that may allow local attackers to read arbitrary files, The flaw is due
to the at command allowing users to read portions of arbitrary files with
the -f option. When using the -f option, error messages are sent to the
attacker via e-mail that contains data from the file specified.

Discovery Date: 10/1/1998
Discovered By: ananymaus

Date Published: 3/8/z000

* Yuln. Risk: 4.2
Impact: 3
Popularity: 5
Simplicity: 5

Exploit Remotely: Mo

Exploit Locally: Yes

* Yulnerability Risk Formula = (Impact * .4) + (Popularity * .3) + (Simplicity * .3)

Technical recommendation:

Obtain a patch for the problem from NetBSD at the following URL:
Ftp://ftp NetBED .ORG/pub/NetBED/misc/security/patches /199806 26-at

Remove the setuid permission from the program with:
chrmod u-s fusr/bin/at

apply the IRIX patch
hittp: /i www sgi.comy/support/patch_intro.htm|

OS Version Patch #
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CONFIGURATION STANDARDS

Users have the ability to view the general Configuration Standard information and to create a build plan for assets
from this content.

Configuration Standards Search
Users can search for Configuration Standards based on keyword, category, and/or technology.

Search for keywords within the text field selected from the dropdown menu.

Select a defined field, then select a specific value to search for in that field.

Search for a technology by selecting a Vendor, then searching for a keyword.

Indicate the number of results per page to be displayed (15-90, in increments of 15).
Broaden search by leaving field values as All and keyword fields blank.

Type a leading asterisk in the keyword search field to find all items containing that text.

SR

Configuration Standards Search Results

Most search result columns allow a sort on that column by clicking the header. The column header will be sorted in
ascending order. If the user clicks on the same column, the sort order is reversed.

1. Select a Name to display the Configuration Standard detail.
2. If appliance managed assets are affected by the Vulnerability, a link is provided. Click Yes to display
Affected Assets.

Assets | r Reports T Mana 114

Vulnerabilities | [Con: Standards>>

waild Plan eTrust™ Yulnerability Manager|

Help | Log Dut | Home

SEARCH

INSTRUCTIONS Search for a Keyword in: Search for a Specific ¥Yalue in:

1. To search, select an option Identifier: | Al E Attribute: [all =

I il R Chi) Select an Attribute {sbove)
type & Keyword or select a Keyword: Value: 752 o0
e to display this option.

Search Technologies:
To see a list of all U

Configuration Standards, . -
leave the fields blank. vendor: |4l
2. Select the Search button to Keyword:
return search results,
Results per page: [15 2 Clear
Showing Results: 1 to 15 of 2631 Next>=> Last
Affected
Name Description Technology Risk Asset Function Assets

#erec shell command  The #exec command shell call is disabled. (It is Internet Information Services 5.0 Low Tes
- s disabled by default).

#ewec shell command  The #exec command shell call is disabled. (It is iPlanet wWeb Server 6.0 Law Mo
- iPlanet Web Server disabled by default). iPlanet Web Server 6.0 SP1

iPlanet Web Server 6.0 SF2

iPlanet Web Server 6.0 SP3

iPlanet wWeb Server 6.0 SP4

.netrc Files - AIX “.netrc’ files are not used unless a valid business AlR 5.1 Low Database/File/application Mo
need exists, If used, they are implementsd AlX 510 Server
securely. AIX G2 Mail Server

Remote Access Server
oAy

53
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Configuration Standard Detail
The Configuration Standard detail is a view only display of the configuration standard.

m Content Reports Management Help |
Configuration Standards>>

Build Plan eTrust™ Vulne

Yulnerahilities |

#exec shell command - 118

Asset Function: Description: The #exec cormmand shell call is disabled, (It is disabled by default),

Risk: Low Risk Statement: Failure to disable the execution of shell commands within server-parsed HTML increases
the risk of an unauthorized individual being able to execute commands on the server,

Implementation Procedure: To disable the #exec command shell call: Implementation
Level Of Effort {in
minutes)

STEP 1: Launch the Regedt3Z registry editor 5

STEP 2: Locate the registry key

HKET_LOCAL MACHINEVSTSTEMMC urrentControlSethService sy 35 C\ParametersSSIEnableCmdDirective

STEP 3: Double-click an the key and enter '0' or delete the key.
Implementation Script:

Manual Review Procedure: To review the status of the #exec cornmand: STEP 1: Manual Review

Launch the Regedt3Z registry editor, STEP Z: Locate the registry key Level Of Effort {in minutes):
HKEY_LOCAL_MACHINENSYSTEMNC urrentControlSethService shw 35V C\Pararmeters STEP

3: Confirm that the key SSIEnableCmdDirective does not exist or that its value is setto 5

o',

Automatic Review Procedure: Automatic Review
Level Of Effort {in minutes):

Configuration Standard Build Plan

eTrust VM provides the ability to create a “build plan” of Configuration Standards that are required to configure a
new asset based on Asset function and Technology. The Build Plan is intended to aid in setting up and physically
configuring a new asset.

Help | Log Dut

Yulnerabilities | [Co ration Standards:

ho| c.reate‘ﬁ Id Plan| | Ec uild Plan eTrust™ Yulnerability M

CREATE BUILD PLAN

INSTRUCTIONS Search for a Keyword in: Search for a Specific ¥alue in:

1. To search, select an option Identifier: |All - Attribute: [All -

in a dropdown menu and
type a Keyword, or sslsct a ot [ Value: Select an Attribute (above)
value, To see a list of all v : ta display this option.

Configuration Standards,
leave the fields blank. Search Technologies:

2. Select the Search button, vendor: [All =l

3. Select at lsast ane item,
Keyword:

4. Select the Build Flan button
that displays at the bottomn
of the search results,

Results per page: [T5 Clear

The Build Plan consists of at least one Configuration Standard or a grouping of Configuration Standards
selected by the user.

Build Plans can be modified and deleted.

An existing Build Plan may be used as a basis to create a new one (“Save As” function).

The Build Plan name must be unique.

VVYVY V
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Create the Build Plan
To create a Build Plan, search for configuration standards.

1.
2.

3.

Assets
Wulnerab
Search |

Help | Log Dut | Home

Select All or narrow the search by filtering for Configuration Standards related to the asset.

Select the configuration standard(s) to be used in the build plan by checking the box in the right column.
Or, Select All to include all Configuration Standards displayed in the results.
Click Build Plan to continue.

Build Plan

eTrust™ Yulnerability Manager

CREATE BUILD PLAN

INSTRUCTIONS

1. To search, select an option
in & drapdawn menu and
type a Keyword, or select a
value. To see a list of all
Configuration Standards,

Search for a Keyword in:

Identifier:

Keyword:

All

leave the fields blank.

Search Technologies:

Search for a Specific Yalue in:
Attribute: [Al -

value: Select an Attribute {above)
to display this option.

2. Select the Search button. vendor: IAH =l
3. Select at lsast one item, Keyword: [
4. Select the Build Plan buttan
that displays at the bottom
of the search results.
Results per page: [15 Clear
Showing Results 1 to 15 of 2631 Next>>  Last
Name Description Technology Risk Asset Function Selleet (U ‘
#exec shell command The #exec comnmand shell call is disabled. (It Internet Information Services 5.0 Low [m]
“11s is disabled by default).
#exec shell command The #exec command shell call is disabled. (It iPlanet Web Server 6.0 Low r
- iPlanet Web Server s disabled by default). iPlanet Web Server 6.0 SPL
iPlanet Web Server 6.0 SP2
iPlanet Web Server 6.0 SP3
iPlanet Web Server 6.0 SP4
8.3 Naming 8.3 naming conventions are disabled. windows NT Workstation 4.0 SF6a  High r
Convention - Windows
NT workstation
802.11x Open or shared key authentication methods  Aironet firmware 12,007 Mediurn r
Authentication - Cisco are confirmed effectively to connect to the
Aironef wireless LAN, At a minimum, use shared-key
authentication along with other security
rneasures.
Acceptable Use - There is & corporate acceptable use palicy FIX 6.2 Mediumn  Security Server/Device r
Cisco PIX detailing such things as aceeptable Internet  PIX 6.2(2)
use and consequences for misuse. FIX 6.2.1

Build Plan ‘

Showing Results: 1 to 15 of 2631

Next:>>

Last

Copyright ® 2003 Computer Associates International, Inc. All rights reserved.
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4. Select a unique name for the Build Plan.

Help | Log Dut | Home

Build Plan eTrust™ Yulnerability Manage|

CREATE BUILD PLAN *Indicates required field.

INSTRUCTIONS Add Configuration Standards to the Build Plan: _Search

Warning: Select the Search button (to
the right) to add standards or select

Delete (below) to remove standards e
before entering the Name and ame:

Ceaeem, Description:
Select the Save button at the bottom of
the farm to save the Build Plan. =
Configuration Standards
Asset
Name Description Technology Risk Function
8.3 Naming Convention - 8.3 naming conventions are disabled. i oane el Low Delete
Windows 2000 Server
Windows 2000 Server SP1
Windows 2000 Server SP2
Windows 2000 Server SP3
.5 Naming Convention - .3 naming conventions are disabled e T S A SR High Delete
Windaws NT Workstation
Acceptable Use - Cisco PIX There is a corporate acceptable use PIX 6.2 Medium  Security Delete
palicy detailing such things as : Server/Device
acceptable Internet use and PIX 6.2(2)
nnnnnnnnnnnnn e mmiciea nrvcaa

5. Include an optional description of the plan, if needed.
6. Click Save to save the Build Plan.

Note: 1f adding or deleting a configuration standard from this screen, it must be done BEFORE the name and
description are input. If not, the previous unsaved name and description fields will be wiped out.

Edit or Delete the Build Plan

To edit a build plan:
1. Select Content > Configuration Standards > Edit/Delete Build Plan, from the tab menu.
2. All current Build Plans will be displayed.
3. Click the build plan Name to display the build plan.
4. Follow the Create Build Plan instructions above to edit.

To delete a build plan:

Select Content > Configuration Standards > Edit/Delete Build Plan, from the tab menu.
All current Build Plans will be displayed.

Select plans to delete by checking the box in the right column.

Or, Select All to delete all build plans.

Click Delete to save the changes.

A=

Help | Log Dut | Home

eTrust™ Yulnerability Manager|

EDIT/DELETE BUILD PLAN

To edit a Build Plan, select its name. To delete, export, or print a report, select the plan(s) using the checkbox in the far right column. Select the appropriate button
at the bottorn of the form.

Date Build Plan Description Selact all ‘

06-23-2003 windows 2000 Data Center, standard build — Standard operating environment Data Center Windows 2000 Server Build Plan. [m]
06-23-2003 HP-UX 11 Build Plan Standard build plan for HP-UX 11, 11.04, 11.11, 11.20 and 11.22 O
06-23-2003 MS SQL 2000 Build Plan Standard build plan for MS SQL 2000 SP1, SP2 i
06-23-2003 Salaris 9a at DMZ Internet facing (SOE) Webserver -

| Print Report Delete Export Report ‘

© 2003 Computer Associates International, Inc.
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AFFECTED ASSETS LIST

eTrust VM provides the ability to identify “affected assets” by producing a list of assets potentially impacted by a
Vulnerability or Configuration Standard. The list will include those assets for which the fix may have already been
applied or for which implementation of the fix is still outstanding. If there are associated work items for that asset,

the status of that task will also be shown.

*the Keyword:

Results per page: [15 =

53 1=Impact, P=Popularity, S=Simplicity First <<Previous Newts> Last
erability Discovery Affected
dame Short Description Technology Date Assets
ia Flash Player  Macromedia Flash Player FreeBSD 4.4 6/8/2002 Vs
| SHF file is vulnerable to a flaw FreeBSD 4.5 '{%
Fer averflow  that can allow an attacker FresBSD 4.6
ty to execute arbitrary code. Macromedia Flash Flayer
5.0
Macromedia Flash Flayer LESLIOEN Content Reports Management
;-a“mmdla Flash Plaver Vulnerabilities] | Configuration Standards>>
6.0 rewision 23
6/13/2002

ia Flash Flayer  Macromedia Flash is Macromedia Flash Player
B i i

AUDIT FUNCTION

Macromedia Flash Player malformed SWF file header buffer overflow vulnerability
Risk: 6.8

Description: Macromedia Flash Plaver is wulnerable to a flaw that can allow an attacker to execute arbitrary code. The proble
bounds checking on Macromedia Flash movie (SWF) file headers. an attacker can create a malicious SWF file that, when proo
arbitrary code with the privileges of the user running Flash,

Technical Recommendation: Windows: Upgrade to Macromedia Flash Player version 6,0,40,0 ar later: http://www macrome
Solaris SPARC: Upgrade to Macromedia Flash Player wersion 5,0,55,0. http://www macromedia.com/go/getflashplayer/ Linus:
Flash Player version 5,0,50,0. http: fwww.macromedia.com/go/getflashplayer/ Vendor advisory: MPSED2-09

http: ffwww.macromedia.comfv1/handlersfindesx cfm?1D=22202 FreeBSD: Upgrade the Ports Collection and rebuild and reinst
install a new package: Port name: linux-flashplugin affected: versions < linux-flashplugin-5.0rS0 [i386]

ftp:/#ftp FreeBSD org/pub/FresBSD/ports/i386/pack ages-4-stablejallf vendor advisory: FreeBSD-SN-02:06

Affected Technologies: FreeBSD 4.4, FreeBSD 4.5, FreeBSD 4.6, Macromedia Flash Player 5.0, Macromedia Flash Plaver 6.0, |
revision 23

Affected Assets

| Name IP Address Status Date
Scott 1 172.016.005.005 Implemented 06-30-2003

| Print Report ‘

The Auditing function within eTrust VM provides organizations with the ability to measure compliance. Auditing
enables proper accountability for security efforts and allows for a reconciliation of testing and fixing systems. The
primary way of auditing and verifying the work of the system administrators is through the audit assessment.

AUDIT ASSESSMENT

Users can develop audit work plans based on closed tasks. The work plans list statused tasks and allow the user to
enter an audit assessment status, as well as add notes. Available audit assessment statuses include Not Assessed,
Complies, Does Not Comply, Partially Complies and Accept Risk.

© 2003 Computer Associates International, Inc.
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Perform Audit Assessment
The Audit Assessment is on a per asset basis. The assessment is done on all the Vulnerabilities and Configuration
Standards that have been assigned a work list status for an asset.

* Divcie wters rcirnd fiedd.

Detall | Tasks | Work History
[Perform Assessment]

Select the criteria below and select the Creste Workplan button to display the Workplan.

| CRITERIA
8L ards: Assessmuent Status:
™ Mene ™ Mene ™ siot Assessed
I Accept misk I~ Accept misk ™ Comphies
I Does Mot Apply ™ Does Mot Apply ™ Does Mot Comply
™ partial Compliance
™ Mitigate Risk [ mitigate Risk I Accept Risk
= an F an F an
I yeu salncted b vinw both andf Shandards, we dieglayod fest.

The Save bultons save o8 changes made to any item on the page.

Creats Workglan prink Previen | _Esport ||

To produce an audit assessment Work Plan:

1. Perform an asset search for the appropriate asset.
2. Click the name of the particular asset.
3. From the Asset Detail screen, select the Audit tab.
4. Under the Criteria section, select the Work List status that is to be included in the workplan for
Vulnerabilities and/or Configuration Standards.
. Under Ceriteria, select the Assessment Status for each task that is to be included in the workplan.
6. Click Create Workplan and the workplan is displayed.
From the Workplan:
The Workplan displays a list of all tasks that have been closed and the user can work through each of the items on
the Workplan.
1. Inthe Assessment Status field, select a status from the drop down menu. Choices are:
--Not Assessed
--Complies
--Does Not Comply
--Partially Complies"
--Accept Risk

2.
3.

Click Save to save changes to the assessment status of each task.
Click the Name link to view the Vulnerability or Configuration Standard details of a specific work plan
item.

Shewing Results: | to 15 of 43 Memtss  Last

Vulnerability: Accept Risk

Vulnerability Name: Microsall Internet Information Server specialized hoadeor vuloseability
Rigk: 7.5 Work List Status: Accept Risk

Description: Microseft Internet Information Server 5.0 containg & vulnarability that can  Work List Update: 02/12/2000
Sllow remote sttackers unauthorized sccess to sensitive date.

| Wark Lisk Note: Adein, datail vinw
Assessment Status: [Not Assessed nete Opan > Accapt Risk

3
Assessment Nobes ooy g

| Save I
| Vulnerability: Implemented |
Vulnerability Name: Microsoft Windows Network Connection Manager privilege escalation valnerability
Risk: 6.5 Work List Status: [mplementsd
Description: Microsoft Windows Network Connection Manager is vulnerable to & flaw Work List Update: 02/13/200%
that can allow a local sttacker to gain additional privileges.
Assessment Status: [Not Acasens ] -1 Work List Mote: Q376806 appled.

Assessment Date:

Assessment Hote:
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AUDITING REPORTS

The Audit Detailed report is available under the Report Tab. See the reporting section for more information on these
reports.

Available audit reports include 1) a detailed listing of an audit assessment, (sorted by asset), and 2) a summary
listing, sorted by Vulnerability and Configuration Standard.

Yulnerabilities=> | Configuration Standards > >

AUDIT DETAILED REPORT CRITERIA

This report displays Vulnerabilities and Configuration Standards that were assessed as "Does
Not Comply." Select all assets or an individual asset for this report.

Asset(s): IAH

ESO-KPTEST T fheckbox to display the data on a per
JADBEDLXP
Kate Test Asset Macintosh 3

Kate Test Ascet Mierasort and SQL
Kate Test Asset MS Exchange Server
Kate Test Asset Mo Techs

manual Test 1
TEST-2000ADVSER
TEST-2000SERWVER
TEST_NT40

T = omputer Associates International, Inc. All ris

Computer Associatess

An example of an Audit report is shown below.

eTrust™ Vulnerability Manager £8) comw i

Audit Report - Summary View
Select File == Print to print this report,

This report displays all Yulnerabilities and Configuration Standards that were assessed as "Does Mot Comply.”
Wulnerabilities, if applicable, are listed first,

Report Date: 6/30/2003

Vulnerability:
Yulnerability Name: Microsoft ActiveX Word object denial of service vulnerability
Risk: 7.6

Description: Multiple Microsoft products are vulnerable to a flaw that can allow remote attackers to cause a denial
of service condition. The flaw is due to improper implementation of Activex security contrals. Remote attackers can
use malicious WBScript to create large numbers of Word objects that will use all available processing power and
rmemory, eventually causing the system to crash,

Technical Recommendation: Disable ActiveX controls, and monitor the eSecurityOnline Framework and/or the
wendaor web site for forthcoming patch information.

http:#/wena microsoft.com

Asset: Kate Test Asset Microsoft and SQL

Yulnerability Name: apache Web Server linefeed character denial of service vulnerability
Risk: 6.7

Description: Apache Web Server is vulnerable to a flaw that may allow remote attackers to cause a denial of
service condition. The vulnerability is dus to the way largs chunks of consecutive linefesd characters ars

A fnache sllncstec racnireac tn neacsce the dabs withord 20 unner lirnit far vecniens
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REPORTS

eTrust VM allows users to report on eTrust VM assets. Information available includes:

Content Management

Yulnerabilities== | Configuration Standards=> | Audit | SaNS

REPORTS

Total Opened and Closed
Total Opened and Closed shows the number of open and closed tasks by asset. Subtotals by risk are
displayed.

Yulnerabilities

Configuration Standards

Risk Status

Risk Status shows the status of all tasks by risk and asset., Asset technologies are also displayed.
Yulnerabilities
Configuration Standards

Summary

Summary is the Risk Status report for multiple assets or all assets. It totals the number of all tasks by
status and priority for selected assets.

Yulnerabilities
Configuration Standards

Audit

The Audit Report displays Yulnerabilities and Configuration Standards that were assessed as "Does Mot
Comply." Select all assets or an individual asset for this report.

SANS Report

The SAMNS Report displays Vulnerabilities and Configuration Standards that correlate to the existing
SAMNS top ten items by asset.

The following reports are available for Vulnerabilities and Configuration Standards.

The Total Open and Closed report is an assessment report that shows all open and closed Vulnerability or

Configuration Standard tasks for the managed assets in eTrust VM. The report is a table format grouped by status

and risk of the task.

The Risk Status report shows the status of all Vulnerability and Configuration Standard tasks, by priority, for the
managed assets in eTrust VM. Asset technologies are also displayed. This report is in a table format.

The Summary report summarizes the Risk Status report by displaying the status of all Vulnerability and

Configuration Standard tasks, by priority, for the managed assets in eTrust VM. This summary is not asset specific.

The Audit Report displays Vulnerabilities and Configuration Standards that were assessed as ‘Does Not Comply’.

Select all assets or an individual asset from this report.

The SANS Report displays the assets that are affected by the top 10 Windows and Unix Vulnerabilities and

Configuration Standards, as reported by the SANS Organization. The report can be grouped by asset or by SANS

1D.
TO VIEW REPORTS:
1. Select the Reports tab.
. Select the report that you would like to view. T e
3. Select a specific Asset or select All to receive a LF
report On all managed aSSCtS. YULNERABILITIES TOTAL OPEN AND CLOSED REPORT
4~ Clle the Report button to VIEW the report- To compile the report select the specific asset(s) or "All" assets.
Hold down the Caontrol key to make multiple selections,
. . Assets:
To print a report, go to File menu of your browser and g‘vg Repor et
CliCk Print. Test Asset 1
Report

© 2003 Computer Associates International, Inc.
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EXAMPLE VULNERABILITY REPORTS:

™

eTrust™ Vulnerability Manager L a—

VULNERABILITY TOTAL OPEN AND CLOSED REPORT
To print this report, select File = Print.
Report Date: £/20/2003 3:42:47 PM

Asset IIIII.........
62 17 |1 1| 0

ESO-

«PTEST 88 69 724 19 216 8 6 2 79

Know Your Assets, Manage Your Risk

This infarmation is provided to registered sttendees of CA World courtesy of the eTrust™
wulnerability Manager,  This information is valid as of Monday, June 30, 2003, Alterations
made to this computer’s application load set will change the validity of this assessment,

Copyright @ 2003 Computer Associates [nternational, Inc. Al rights reserved.
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Vulnerability Manager £8) comemesom:

™

eTrust

VULNERABILITY RISK STATUS REPORT
To print this report, select File = Print.

Filtered by: ESO-XPTEST, JADBED1XP, Kate Test Asset Macintosh, Kate Test Asset Microsoft and SQL, Kate Test Asset MS
Exchange Server, Kate Test Asset No Techs, manual Test 1, TEST-2000ADVSER, TEST-2000SERVER, TEST_NT40,

TESTWZKPRO
Report Date: £/30/2003 3:44:20 PM

ESO-XPTEST

Technologies

Excel 2000, Macromedia Flash Player 6.0, Media Player XP, Microsoft PowerPoint 2000, Wword 2000, Internet Explarer &
SP1, Windows XP Professional SP1

Implemented Mitigate Risk Accept Risk Does Not Apply Total

69 19 o o o 88
Open Tasks:
High Risk (8-10} ]
Medium Risk (4-7) 62
Low Risk (1-3) 1
Average Risk 6.3

JADBEOIXP

Technologies

acrobat Reader 5.0.5, Macromedia Flash Player 5.0, Media Player P, WinZip 8.0, Access 2002 SP2, Excel 2002 SP2,
Internet Explarer 6 SP1, Microsoft Outlook 2002 SP2, Microsoft PowerPoint 2002 SP2, QuickTime Player 6.0, windows XP
Professional SP1, Word 2002 SP2

Yulnerabil

™

eTrust™ Vulnerability Manager e —

VULNERABILITY SUMMARY REPCORT
To print this report, select File > Print.

Filtered by: ESO-XPTEST, JADBEOQLXP, Kate Test Asset Macintosh, Kate Test Asset Microsoft and SQL, Kate Test Asset MS

Exchange Server, Kate Test Asset No Techs, manual Test 1, TEST-2000ADVSER, TEST-2000SERVER, TEST_NT40,
TESTWZKPRO

Report Date: 6/30/2003 3:45:03 PM

Total Assets: 11

Vulnerabilities

Open Implemented Mitigate Risk Accept Risk Does Not Apply Total
685 332 9 9 82 1117
Open Tasks:
High Risk (8-10) 36

Medium Risk (4-7) 846
Low Risk {1-3) 3

Average Risk 6.1

Know Your Assets, Manage Your Risk
This information is provided to registered attendees of CA World courtesy of the Trust™ Vulnerability Manager. This information is

walid as of Monday, June 30, 2003, Alterations made to this computer’s application load sat will change the validity of this
assessment.

Copyright @ 2003 Computer Associates International, Inc. All rights reserved.
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EXAMPLE SANS REPORT:

™

eTrust™ Vulnerability Manager 52) comse A

SANS Summary Impact Report
To print this report, select File = Print.
Report Date: 8/6/2003 9:10:18 &AM

SANS ID SANS Description

uo1 U1 Remate Procedure Calls (RPC)

uoz Uz Apache Web Server

uoz U3 Securs Shell (SGH)

uo4 U4 Simple Network Management Protacol (SNMP)

uos US Fils Transfer Pratacal (FTP)

uog U& R-Services -- Trust Relationships

uoz U7 Line Printer Dasrman (LPD)}

uosg Ug sendmail

uog U2 BIND/DNS

uio U10 General Unix Authentication -- Accounts with Mo Passwords or Weak Passwords
w01 W1 Internet Information Services (11S)

woz W2 Microsoft Data Access Components (MDAC) -- Remote Data Services
w03 W3 Microsoft SQL Server

Wo4 W4 METBIOS -- Unprotected Windows Networking Shares

W05 W5 Anonymous Lagon -- Mull Sessions

Wog Wé LAN Manager Authentication -- Weak LM Hashing

wao? W7 General Windows Authentication -- Accounts with Mo Passwords or Weak Passwords
wog w3 Internet Explorer

wos We Rernote Registry Access

Wwin W10 Windows Scripting Host,

SECURED ASSETS

There are no secured assets.

UNSECURED ASSETS

Yulneral es

SANS ID Asset Name IP Address ¥Yuln ID Description

wo3 Test Asset 1 4529  Microsaoft SQL server and the Microsoft C runtlme%
libraries are wulnerable to flaws that can allow
remote attackers to execute arbitrary code or cause
a denial of service condition,

wos Test Asset 1 2764 Microsoft Windows NT and 2000 are wulnerable to a
flaw that allows attackers to execute arbitrary
programs.,

Configuration Standards

SANS ID Asset Name IP Address Config Std Name Description
WO Test1 Default Adrninistrative Default administrative shares that
Shares - Windows permit an inappropriate level of
2000 Professional access are disabled or removed.
Test1 LAMMAN Password - A strong authentication and
Windows 2000 encryption process is implemented to
Professional protect the LANMAN password when
transmitted over the network.
Test1 Password Composition The systerm is configured to snsure
- windows 2000 that passwords are not easily
Professional guessable (i.e., words found in a

dictionary, or a variation an the user
name); that they do not pertain

directly to a user's family or personal
interests; that they contain both alpha

and n
Test Asset 1 LAMMAN Password - A strong authentication and
Windows 2000 encryption process is implemented to
Professional protect the LANMAN password when
transmitted over the network.
Test Asset 1 Passwaord Camposition The system is configured to ensure
- windows 2000 that passwords are not easily
Prafessional guessahle (i.e., words found in a

dictionary, or a variation on the user
name); that they do not pertain
directly to a user's family or persanal
interests; that they contain both alpha

and n
Wos Test 1 Mull Session - The system is configured to deny
indows 2000 remote connections wia a 'null’
Professional session,
Test Asset 1 Mull Session - The system is confiqurad ta deny
windows 2000 remnote connections via a 'null’
Professional session,

© 2003 Computer Associates International, Inc.
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MANAGEMENT TAB

The Management tab is available to allow modification to eTrust VM settings that were configured in the initial
setup process. The overview page displays link to the various settings, as well as an eTrust VM status box.

Network (defines network IP address, route tables and time settings of the appliance)

Network Check -Admin Role Only (runs tests to verify connections for Content Source and
communication are set up properly)

License and Content (displays the License Key and the source for content updates {CA or eTrust VM-D})
Maintenance (includes settings for start time, restore of data, troubleshooting and shutdown)

Tasks (defines the settings for Vulnerability and Configuration tasks that will be generated)

Accounts (displays user lists and create new accounts {admin only}, modify personal accounts).
Integration (displays iRecorder functionality for integration with eTrust Audit. This is seen by the
Administrator role only. See the Integration section for complete details.)

Assets Content Reports Management Help | Log Out | Home -

Network | Network Check | Licenss/Contsnt | Maintenances> | Tasks | Accounts=:

eTrust™ Yulnerability Manager

MANAGEMENT

Metwork defines the network and time settings. Access the Route Table from this screen. N
System Yersion:

MNetwork Check runs two tests: the first one tests the DHS resolution of the Content Source (either the 1o
eTrust™ Yulnerability Manager - Director or Computer Associates), and the second test verifies your Content Source:
system's HTTPS connection to the Content Source. ca

License and Content displays the License Key and defines the source for content updates. Content Interval:

Hourly
Maintenance Content Time:
Start Time/Backup sets the start time for code updates and backups and defines backup file 20 minute(s) aftsr the
locations and credentials, hour

Daily Maintenance:
11:00 PM

Restore accesses the backup file to restore lost data.

Export Log is encrypted and sent to customer service when required.,

Shut Down turmns off or reboots the system.
Tasks define your Vulnerability and Configuration Standard task priority.

Accounts

User Listis a list of all user accounts. Update information and passwords, and activate users
who are locked out,

New creates a new account, [%

My Account is your personal account.

MAINTENANCE STATUS

Also displayed on this page is a status box. The status box contains:

eTrust VM Version. This is the version of the current eTrust VM release.

Content Source. This is determined from the License/Content page settings. It will indicate either CA or
the IP address of a eTrust VM-Director.

Content Interval. This is determined from the License/Content page settings and will be either Daily or
Hourly.

Content Time. This is the actual time that the eTrust VM makes the request for content from the source
(CA or eTrust VM-Director).

Daily Maintenance. This is the scheduled time determined from the Start Time/Backup page settings.
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NETWORK

Network information for eTrust VM was obtained during the initial setup. This information can be modified from

the Management tab, but is not recommended. If IP Addresses are changed, all eTrust VM Inventory Service

applications must be redeployed. See the Network Information section in the setup process for more information.

NETWORK INFORMATION

*Indicates required field.

rebooted.

NETWORK INSTRUCTIONS

Provide network information to
enable communication between the
eTrust WM and the network,

1. Select the host name.

2. Indicats the IP Address,

3. Enter the subnet mask of that
IP Address.

4. Define the default gateway.
5. Indicate the DNS server that
the eTrust WM will resolve

from.

PROXY INSTRUCTIONS

If eTrust WM is routed through a
proxy server ta gain network access
ta the Content Saurce {such as
Computer Associates), enter the
proxy server's URL, login name, and
password,

DATEfTIME INSTRUCTIONS

Indicate the IP Address for the time
server used to set the eTrust WM,

OR

Manually set the time and date,

Network

Note: Ta save any changss ta the Metwork infarmation, you must selsct the Continue button at the bottarn of this screen,
update the Route Table if needed, and then select the Save and Reboot button. Changes are retained only if eTrust UM is

*eTrust ¥M Host Name: [ETRUSTYM

*eTrust ¥M IP Address:
*Subnet Mask:
*Default Gateway:

*DNS Server:

i
LI
i
0

Proxy

WARNING: an IP conflict will result if multiple systems have the same IP Address and are connected to the same network (hub
or switch). All eTrust ¥Ms and eTrust WM-Directors are installed with the default IP Address 192.168.1.100. If you purchased
multiple eTrust ¥Ms and/or eTrust VM-Directors, configure one systern at a time,

Proxy URL:

Login Name:

|

Password:

Date/Time

Time Server: l— I_ l— I_
OR
eTrust ¥M Clock: 8 arm. =

hour  minute

Adjust for Daylight Savings: [@

eTrust ¥M Date: hd hd vl

Current eTrust ¥M Date/Time: 8/5/2003 §:32:00 AM

Cantinue

NETWORK CHECK

The Network Check function is available to the
administrator role only. This check runs two
tests.

The first is the DNS resolution of the Content
Source (CA or eTrust VM-Director) host name.
It verifies that your system can resolve the
Content Source server address.

The second test verifies that your system is able
to connect to the Content Source through the
HTTPS Protocol. This protocol is necessary for
the secure transfer of content to your system.

NETWORK CHECK

eTrust ¥M IP Address: 1384223043
Subnet Mask: 255.255.255.0

Default Gateway: 13842.230.1
DNS Server: 141.202.1.108

Content Source: CA

Select the Check button to run these tests

This check utilizes the current settings from the eTrust YM Network page:

The Metwork Check runs two tests, The first test is the DNS resolution of the Content Source host name., It verifies that your
system can resolve the Content Source server address

The second test verifies that your system is abls to connect to the Content Source through the HTTPS protocol, This protocol is
necessary for the secure transfer of content to your system.

Check

This check utilizes the current settings from the eTrust VM Network page (the IP values will be listed as well as the

Content Source).

The Check button at the bottom of the page executes the network checks.
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A failed protocol network check would display the following message:
The cause for a protocol failure may include improper network configuration, network firewall settings, or may
be related to general network connectivity issues.

A failed DNS resolution would display the following message:
The configured DNS for the eTrust VM is unable to resolve the appropriate CA address. The cause for DNS
failure may be related to eTrust VM DNS configuration or to your configured DNS server.

Troubleshooting Tip: Check your firewall settings to allow the communication. Ensure you have valid IPs set up.

aTrust™ Yulnerability Manager

NETWORK CHECK RESULTS |

1. DNS Resolution Test: Passed

NETWORK CHECK RESULTS

2, Protocol Test for Content: Passed
1. DNS Resolution Test: Passed

2. Protocal Test for Content: Failed

The cause for a protocol failure may include improper eTrust ¥M network configuration, incorrect proxy credentials,
network firewall settings or may be related to general network connectivity issues.

Cancel Continue

LICENSE CONTENT

The License Key field, displayed from the Management tab, allows the user to view the License Key for this eTrust
VM. This information was obtained in the setup process and cannot be modified. See the License Key section in
the configuration process for more information.

MAINTENANCE

Maintenance of eTrust VM applies to code updates to the application and backup of data.

CA never “pushes” code or content to eTrust VM. eTrust VM initiates all communication and issues the requests
for information. Communication between eTrust VM and CA requires a License Key, which is used to verify that
the requesting unit is a valid and active eTrust VM in order for that unit to receive updates.

Content updates were scheduled during the Setup Wizard. Those settings indicated a time to initiate communication
to CA to send the updates. At that time, the content is downloaded to a holding area. The new content and any code
updates are held until the scheduled maintenance
start time. The Maintenance Settings are then used
to determine what time the code updates, sitting in
the holding area, will actually be applied to eTrust
VM' It IS important to remember When SChedUIing Start Time/Backup activates and defines the backup of your data for this eTrustwM
that eTrust VM will be down during the time the Restore accassas tha backun fis to rastors lost data,

COde IS applled. Export Log is encrypted and sent to customer service when required.

Shut Down turns off or reboots eTrust WM.

MAINTENANCE

Security patches are contained in maintenance
code releases. All security patches are tested
during the CA QA process as part of the £8) conmmasmosrs
maintenance release testing.

Copyright @ 2003 Computer Associates International, Inc. All rights reserved.

Only eTrust VM Administrator will have access to the Maintenance function(s). The Maintenance function will
address the backup and restore procedures and define the start time to perform code updates on eTrust VM.
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BACKUP SETTINGS

During the setup process, the user can elect to activate the automated daily ‘Backup’ of files. If backup settings ARE
enabled, eTrust VM database files will be backed up as part of the maintenance process, according to the scheduled
time and location (FTP or UNC). Each backup will be a separate file with a new name. If this option is NOT
enabled, backup will not occur.

From the Management tab, this setting can be modified, at anytime.
1. Check the ‘Inactive’ radio button if backups are not to be activated
Or, Indicate an 'Active UNC' field (ex. \\192.168.1.100\backup_share) or an 'Active FTP' field (ex.
192.168.1.100)

Indicate a secure server location to backup eTrust VM files to. The server location must be within the local network
of eTrust VM or accessible from the route table.

Backup Credentials:
1. Enter the username and password that allows access to the backup location.
Frequency will be specified by selecting one of the following:
1. Now--This option is available only from the Management tab and not from the Setup Wizard.
2. Daily--The start time that is defined for the Maintenance window will be used as the time the backup will
occur.

The backup file name will be auto-generated and be made up of eTrust VM name, code version and a date/time
stamp.

RESTORE DATA

System restores can be performed on demand. When performing a system restore, users may select from available
backup files. Partial system restores are not permitted. See the Backup Settings for complete instructions.

ssets = Content Reports Management
Metwork | Network Check | License/Content | [Maintenance>>] | Tasks | Accounts>>

Start Time/Backup | | Exportlog | ShutDown

RESTORE #*Indicates required field.

Method
Define the method and credentials for accessing your backup files.
@ Universal Naming Convention (UNC)
(ex. \\192.168 1.11%backup_share)
C File Transfer Protocol (FTP)
(ex. ftp://IP/Directary)

For UNC and FTP, the server must reside within the lacal eWM netwark,
* Path: [00 16z iTappback
* User Name: [oadese
* Password:  [essssese —

Continue

To Restore Data:
1. Select the Method (UNC or FTP).
Provide the FTP address, if selected.
Type the Username and Password that allows access to the selected location.
Click Continue.
After clicking the Continue button, the credentials are checked.
If the system cannot connect, an appropriate error message is displayed.
If the system is able to connect, a list of all files found on the backup location is displayed.
Select a file or all files and click the Restore button.
The user is directed to the “eTrust VM Temporarily Offline” page while the restore is being performed.

00N U W
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The Restore function will display a list of all files found on the device identified in the backup information
(explained in the previous section). If there is a failure during the restore process, the system will automatically roll
back to the state prior to execution of the recovery process.

Notes:

» Partial system restores are not permitted.

» If'there is a failure during the restore process, the system will automatically roll back to the state prior to
the restore process.

» The user has the ability to change the restore file name, but it is not recommended.

» Ifthe restore process is interrupted, the user name and password for the file location may be locked. This
lock could occur due to the application of network rules. Check with your Network Admin to verify rules.

EXPORT LOGS

eTrust VM Administrator may export system logs in a compressed, encrypted format and send them to their
Customer Support provider for troubleshooting.

A log is generated by eTrust VM to capture server and application errors. These logs will be used by CA to
troubleshoot any difficulties they may have. When instructed by customer support, generate the export log and
email the file for troubleshooting purposes.

1. Click the Generate Export Log button.

2. The Save As dialogue box will display.
3. Save the file to any location desired.
4. Send the file as an email attachment.
5. The email address will be supplied by customer support upon request of this log.
Metwark | Metwark Check | License/Content | |Maintenance==|| Tasks | Accounts=s
Start Time/Backup | Restore | | shut Down
EXPORT LOG
A log is generated by the eVM to capture server and application errors. When instructed by customer support, generate the export
log and email the fils for troubleshooting purposes,
1. Click the Generate Export Log button.
2. The "Save As" dialogue box will display.
3. Save the file to any location desired.
4. send the file as an email attachment.
5. The email address will be supplied by customer support upon request of this log,
Generate Export Log
TASK SETTINGS

Task settings are determined in the initial setup of the eTrust VM but may also be modified from the Management
tab. By default, the Work List will display tasks that are generated from Vulnerabilities associated to your managed
assets. Configuration Standards tasks are optional and can be selected from this screen.

Tasks are prioritized by risk level. By default, tasks will be generated for Vulnerabilities and Configuration
Standards (if applicable) with risk levels of High, Medium and Low. These settings are determined in the initial
setup of the eTrust VM but may also be modified from the Management tab.

© 2003 Computer Associates International, Inc.
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To change the risk level of the tasks to be included in the work list:

1. Select the appropriate level
2. Click Update.

Content = Reports [EZEUEETRULTY

. . . etwark | Network Check | License/Content | Maintenance=> | | Accounts>>
If risk levels change from High or High & s i

Medium to include lower risk items, new tasks
will be generated for the appropriate assets.

If the risk levels are changed to exclude lower
risk items, the excluded risk items will be
removed from the Work list. Any Work History
(relevant & archived) associated with lower risk
items would remain.

If these lower risk levels are included at a later
time, eTrust VM will re-open all relevant tasks.

TASKS

Task Settings

A work list displays tasks that are generated when the eTrust VM associates Vulnerabilities to assets. Configuration Standards
tasks are optional

Would you like to generate Configuration Standards Tasks?

@ No O Yes

Risk

Tasks are prioritized as High, Medium, or Low Risk. Select the risk of the tasks to be generated and displayed on the work
list.

¢ High

¢ High and Medium

%  High, Medium, and Low

Update

eTrust VM will compare against the relevant Work

History and those that still apply will remain in relevant Work History. Those that no longer apply, due to a change

in the asset, will be archived.

SHUT DOWN

The Shut Down screen allows eTrust VM to be shut down or rebooted.

Start Ti lup | R

e | Exportlog | [Shut Down]

Wetwork | Metwork Check | License/Content | [Maintenances=]| Tasks | Accounts>s

SHUT DOWN

* Indicates required field.

user name and password to begin using VM.

To shut down VM, select the Shut Down buttan,

To rehoot WM, select the Reboot button below. The sWM will shut down, then restart, The lag in screen will display. Entsr your

REhDDi shut Down
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USER ACCOUNTS

Account Administration

Administrators have access to all User Account functions.

User Account Guidelines

VVVVVYVYVYVYYVY

Login names must be unique

Login names are NOT case sensitive

Only one Role can be assigned to each user account.

A maximum of two eTrust VM Administrator accounts may be created.

A maximum of fifty eTrust VM User accounts may be created, but all may not be logged on concurrently.

New users are required to change their password upon login and will be automatically prompted.
An eTrust VM Admin account may be deleted if there is at least one other active Administrator account.
When a user’s account is deleted, the application will unlock all tasks associated with that user.

To view all accounts for eTrust VM, select the Accounts link from the Management tab.

Assets Content Reports Management

License/Content | Maintenance=> | Tasks | [Accounts>>

Help | L

Metwork | Metwork Check |

| ount eTrust™ Yulnerd
USER LIST
| Last Name First Name Login Name Role Account Status Created By Date Created
Administrator Appliance administrator Adrninistrator Active administrator 8/1/2002
To Add a User Account:
1. Click the New link from the Accounts menu.
2. The New Account form is displayed.

Management
ense/Content | Maintenance>> | Tasks |[Accounts>=

USER INFORMATION * Indicates required field.
* First Name: Phone:
* Last Name: Email:
* Login Name: Location:
Password Requirements * Role: |User hd

* Password:
* Confirm Password:

Account Status: @ Active  Locked Out

Clear Save
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To edit an Account:

1. Select the Last Name link from the list of accounts.
2. The edit form is displayed.
3. Make necessary changes and click Save.
Or, click Delete to remove this user (any tasks locked by the user will be unlocked).

USER INFORMATION * Indicates required field.
* First Name: [Appliance Phone:
* Last Name: |administrator Email:
Login Name: administrator Location: [ |
Password Requirements
* Role: |Administrator =

* Password: [sssssssses
* Confirm Password: [sesssssses

Password Change Date: 6/30/2003 9:23:12 AW

Account Status: @ active " Locked Out
Account Status Updated: 11/25/2002 3:41:17 PM

Account Created:  §/1/2002

Back To User List Delete Clear Save

5. Complete the following fields to create a new eTrust VM user.

First Name, Last Name and Login Name- required fields

Password — click the ‘Password Requirements’ link as a guide, required field

Confirm Password — re-type the password, required field

Phone — optional field

E-mail address — optional field

Location — optional field

Role — select the role from the dropdown menu, user or administrator (fifty users and two
administrators are allowed)
» Account Status — by default, the Active radio button will be selected

6. Click Save to create the account.

VVVYVYVY

Upon login, the user will be prompted to change their password.

To View or Edit your User Account:

1. Click My Account from the Accounts menu.
2. Make necessary changes and click Save.
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IRECORDER INTEGRATION

eTrust VM integrates with eTrust Audit by capturing events and
mapping them thru iRecorder to eTrust Audit. Audit then integrates to
eTrust Security Command Center. This functionality is available and
viewable to the Administrator Role only.

Assets ' Content = Reports = Management ' Integration

Welcome, Administrator, eTrust ¥M — Administrator

MESSAGE CENTER

New Technologies: 437 Release Notes: eTr

WARNING: DO NOT attempt to use this function if all integrations Messages:

points have not been setup with eTrust Audit.

To begin processing event data to iRecorder:

1. Input the iRouter Host Name OR the IP Address, only one may be specified.
2. Define the Poll Interval in
Minutes-This determines how ‘:'"‘e”‘ Ly riesration
often to package and send the
event data (5 minutes minimum
to 360 minutes maximurn). iRECORDER CONFIGURATION iRecorder Status: & oM ¢ OFF
3. Define the Throttle Value- This * iRouter Host Name / TP Address: [ |
determines how many messages * poll Interval: o7 minutes
t0 send (1 msg per second S
minimum to 100 messages per {entsr a valus from 1 msg/sec to 100 msg/sec)
Second maximum)_ * Indicates required field. Start iRecorder Stop iRecorder
4. Click Start iRecorder.
5. The iRecorder Status green indicator will switch to On.
6. The values will be sent to the configuration file and event data will be processed on schedule without
further intervention.
EVENT DATA CAPTURED
There are nine types of events captured by eTrust VM and sent to eTrust Audit, via iRecorder.
1. Auto Discovery — events sent when a new asset is discovered via Auto Discovery
2. Asset Added — events sent when an asset is created by any method (manually or via Auto Inventory)
3. Asset Modified — events sent when an asset is modified
4. Asset Deleted — events sent when an asset is deleted
5. Asset Managed — events sent when the communication is enabled between the Service on the asset and the
eTrust VM
6. Asset Unmanaged — events sent when the communication is disabled between the Service on the asset and
the eTrust VM
7. Asset New Technology — events sent when a new technology is added, manually or through the Service
8. Asset Remove Technology — events sent when a technology is removed, manually or through the Service
9. Asset New Vulnerability — events are sent when a new vulnerability is detected for an asset

FREQUENTLY ASKED QUESTIONS/TROUBLESHOOTING

For additional help with configuration, setup, functionality and other issues of the eTrust™ Vulnerability Manager,
see the Troubleshooting section of the Help Files in the eTrust VM application. FAQs are also posted on the
Computer Associates website at http://esupport.ca.com. You may also contact a Computer Associates Support
representative for additional assistance by calling 1-631-342-5803.
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