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Chapter 1: Integrating CA XOsoft
WANSync with BrightStor ARCserve

Backup

Infroduction

This section contains the following topics:

Introduction (see page 9)

BrightStor ARCserve Backup (see page 10)

WANSync (see page 11)

BrightStor ARCserve Backup and WANSync Integration (see page 12)
Capabilities and Benefits (see page 13)

Remote Branch Offices and Central Data Centers (see page 14)
Integration Terms and Definitions (see page 15)

How the Integrated Backup Process Works (see page 18)

How the Integrated Restore Process Works (see page 21)

BrightStor ARCserve Backup provides you with high-performance disk-to-disk
(D2D), disk-to-tape (D2T), disk-to-disk-to-tape (D2D2T), backup encryption
and integrated antivirus protection, multiplexing, and snapshot backup and
recovery capabilities. The addition of CA XOsoft WANSync (WANSync)
complements these capabilities by adding continuous data protection,
replication, and automated application failover. Together they provide a
complete, 24x7, integrated solution for recovery management, enabling you to
better meet evolving compliance, business continuity, and disaster recovery
objectives while saving time and resources.

Infegrating CA XOsoft WANSync with BrightStor ARCserve Backup 9



BrightStor ARCserve Backup

BrightStor ARCserve Backup

BrightStor ARCserve Backup provides a complete, flexible, and integrated
storage and recovery management solution for distributed and multiplatform
environments. This application can back up and restore data from all the
machines on your network (including machines running Windows, UNIX,
NetWare, and Linux) using optional client agents. BrightStor ARCserve Backup
also provides media and device management capabilities.

BrightStor ARCserve Backup offers control from one management console and
can support small-scale and large-scale enterprise environments comprising of
one machine or many, across different platforms and organizations.
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WANSync

WANSync

WANSync is a data protection solution that uses asynchronous real-time
replication to provide disaster recovery capabilities. This host-based software
provides continuous data replication that transfers changes to application data
as they occur to a standby replica server located locally or over the Wide Area
Network (WAN). Continuous data replication ensures that the most recent data
is always available for restoring purposes. Continuous data protection is based
on Data Rewind technology for recovery from data corrupted by virus action,
user error, or application error.
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WANSync

You can also further improve your data protection capabilities by adding
application monitoring and fully automated failover and failback. These
capabilities are provided through the use of WANSyncHA., which is a high
availability solution for true continuous application availability.

WANSyncHA offers a superset of the capabilities of WANSync. In particular,
WANSyncHA adds the capability for push-button or automatic failover of
clients from the production Master server to a secondary Replica server,
without any need to reconfigure clients, as well as the ability to automatically
monitor the status of the production server and the applications running on it.
After the Master server is restored to its original state, WANSyncHA allows an
IT administrator to reinstate the Master server with the push of a button,
automatically failing back from the Replica server with no loss of data or
application availability.

Integrating CA XOsoft WANSync with BrightStor ARCserve Backup 11



BrightStor ARCserve Backup and WANSync Integration

BrightStor ARCserve Backup and WANSync Integration

The integration between BrightStor ARCserve Backup and WANSync provides
the dual benefit of continuous data protection and backup of this protected
data. Through this integration, WANSync continues to provide real-time,
continuous data replication from the Master server (production server) to the
Replica server, while BrightStor ARCserve Backup then backs up this replicated
data from the Replica server to the BrightStor ARCserve Backup server for
archiving and compliance. By performing the backup operation from the
Replica server, no backup window is required and the impact on the Master
server is minimized, thereby allowing the Master server to continue working
without any performance degradation. In addition, recovery of the backed-up
data to either the Master server or to the Replica server can be performed
seamlessly using BrightStor ARCserve Backup.
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Capabilities and Benefits

Capabilities and Benefits

The integration between BrightStor ARCserve Backup and WANSync provides
the capability to use replication and continuous protection (using WANSync),
and backup (using BrightStor ARCserve Backup) for archiving and compliance.

The integration provides the following core capabilities and benefits:

Use of the familiar BrightStor ARCserve Backup interface for backup job
configuration, scheduling, and management.

High-performance D2D, D2T, and D2D2T backup and snapshots.
Backup encryption and integrated antivirus protection.
Built-in device and media management.

Real-time, continuous replication of files and data as they change to
ensure that the most recent data is always available for restore or
recovery.

Backups are done from the Replica server, thereby minimizing the impact
on the Master server and providing an unlimited backup window.

Multiple recovery options:

- Recovery through WANSync using Failover. Recovery capability of an
application to a standby server at another location and push-button
failback of the application once the production server is restored.

- Recovery through WANSync using Data Rewind. Recovery capability to
rewind to any previous point in time (rewind points) to recover from
corrupted data, thereby providing continuous data protection (CDP).

- Recovery through BrightStor ARCserve Backup. Recovery capability
from tape or other traditional backup media.

Real-time consolidation of data from multiple remote branch offices (RBO)
to a central data center (CDC), thereby providing centralized backup and
data consolidation. The replica residing in the central data center can be
used for performing centralized backup and reduce the need for IT support
at every location.

Assured Recovery capability to provide non-disruptive, fully automated, in-
depth testing of the disaster recovery replica server. This allows
recoverability testing of the application on the Replica server without any
disruption to the Master server, to the replication process, or to the
automated failover protection mechanisms that are in place in case of a
disaster.

Integrating CA XOsoft WANSync with BrightStor ARCserve Backup 13



Remote Branch Offices and Central Data Centers

Remote Branch Offices and Central Data Centers

BrightStor ARCserve Backup together with WANSync allows the creation of
backup replicas of remote branch office servers at a central data center (CDC).
The backup replica servers located at a CDC provide better disaster recovery
and continuous application availability for your branch office servers, as well
as centralized and consolidated backups of multiple branch offices at a single
facility. This consolidation of backups of remote branch offices (RBO)
significantly reduces the need for competent and sophisticated IT support at
every location and installing and maintaining multiple servers, storage devices,
and applications in many different locations can be expensive. In addition, the
backup replica servers at a CDC will also reduce the security risk associated
with tape transport and offsets tape media and handling costs.
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Integration Terms and Definitions

Integration Terms and Definitions

Prior to understanding the details of the integration between BrightStor
ARCserve Backup and WANSync, it is important to be familiar with some of the
terms and definitions used by each product.

The integration uses the following terms and definitions:
Scenario

A WANSync scenario is the fundamental basis for managing the operation
of the system. A scenario is a structure that describes:

»  What applications and data are to be protected
»  Where they are located (i.e., the Master server and source directories)

»  Where the data is to be replicated (the Replica servers and target
directories on them)

s Whether and how automated failover and testing should take place.

Note: A WANSync scenario always includes at least one Master server and
one Replica server. In addition, multiple independent scenarios can run on
a single server.

Master Server

The Master server is the active or production server. This is the server
from which you can actively change (read and write) data. Any changes
made at any given time on the Master server are captured continuously in
real time and transferred (or replicated) to one or more of the associated
Replica servers so that all the Replica servers contain an exact copy of the
data on the Master server at all times.

Replica Server

The Replica server is the passive server. This is the server from which data
cannot be changed (read only) in any way except through changes
replicated from the Master server. There can be multiple Replica servers
associated with a single Master server. When synchronizing the replicated
data with the Master server, the data between the servers is compared
and only the changes made to the Master server are sent to the Replica
servers, thereby minimizing WAN traffic.

Continuous Data Protection (CDP)

Continuous data protection (CDP) is the ability to recover data not just to
certain isolated previous states captured, for example, in a daily or weekly
backup or snapshot, but to recover the data back to any point in time.
That way, if a virus occurs at any time, you can recover to a point just
minutes before the virus occurred with essentially zero data loss and a
very fast recovery time.

Integrating CA XOsoft WANSync with BrightStor ARCserve Backup 15



Infegration Terms and Definitions

Failover

Failover is a feature that detects when the protected application on the
Master server fails and switches (either automatically or manually
activated) to a designated Replica server with essentially zero loss of data
and time. If a Master server fails or must be shut down for maintenance, a
synchronized replica (locally or in a remote location) will instantly and
automatically take its place.

Data Rewind

Data rewind is a recovery method that allows rewinding files to a point in
time (rewind point) before they were corrupted. This built-in rewind
technology occurs on the Replica server and any "data rewinding" to a
previous state can only be performed on the Replica server.

Rewind Point

A rewind point is a checkpoint in the Rewind log marking an event or
operation. The actual information stored includes the operation that will
undo the event in case the rewind point is activated. Data recovery uses
these rewind points or bookmarks in the Rewind log to reset the current
data back to a previous state.

Assured Recovery

Assured Recovery allows you to perform a real test of your disaster
recovery server by actually running the application, including modifying
data, without impacting your production environment in any way and
without impacting your previously replicated data.

Through the use of Assured Recovery, you can perform transparent, non-
disruptive testing of a replicated data snapshot. This allows you to start up
application services and perform all operations necessary to verify the
integrity of the data on the Replica server. Assured Recovery provides this
functionality without ever leaving your production systems vulnerable
during testing, without disrupting production application availability in any
way, and without need for data resynchronization after testing is complete.

Suspend Mode

The Suspend mode temporarily ceases delivering changes to the
suspended Replica server. Changes will continue to be recorded in a spool
until replication is resumed so that re-synchronization is not required.
After replication is resumed, the accumulated changes are then transferred
and applied without any need to perform a full resynchronization data.

When you back up a scenario with Assured Recovery configured, the
backup would be application consistent and require no application recovery
after restore. However, when you back up a scenario with the Suspend
mode enabled (no Assured Recovery configured), the backup may require
application recovery after restore, depending upon the state of the
application at the time of the backup.
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Integration Terms and Definitions

Synchronization

Synchronization is the process of bringing the data on the Replica server in
sync with the data on the Master server. In order to properly synchronize
the Master server and the Replica server, a comparison is made of their
two file structures in order to determine what content (files and folders) on
the Master server is missing or is different from that on the Replica server.

m  File-level synchronization involves replicating an entire file when a
change occurs. This is used for smaller files and copies the entire set
of data and sends it to the Replica server (if no part of it exists on the
Replica server).

m  Block-level synchronization involves determining what has changed
and sending only the changes to the Replica server (in order to
minimize the bandwidth and time required). This is used for replicating
large data sets such as databases.

Replication

Replication is a process that maintains identical copies of files and
databases by real-time capture of byte-level changes in files on the Master
server. These captured changes are asynchronously transmitted to the
Replica servers. Because replication continuously updates the source data
to another machine, a Replica server always contains the same data as in
the Master server. To avoid the possibility of attempting to restore files
that are in use, the application needs to be not running (offline).

Entity

Defines the granular level of detail for a WANSync scenario for backup and
restore purposes. The level of granularity for an entity is dependent upon
the type of scenario.

File Server Entity

For a file server scenario, an entity represents all of the files and
directories belonging to the same volume on a Master server.

For example, on a Master server the contents of the C-drive would
constitute one entity, while the contents of the D-drive would be a
separate entity.

SQL Server Entity
For a SQL Server scenario, an entity represents a SQL database.

For example, on a Master server the contents of the Company A
Employees database would constitute one entity, while the contents of
the Company B Employees database would be a separate entity.

MS Exchange Entity

For an Exchange scenario, an entity represents an MS Exchange
Storage Group. The entity name will be the MS Exchange Storage
Group name.

Integrating CA XOsoft WANSync with BrightStor ARCserve Backup 17



How the Integrated Backup Process Works

How the Integrated Backup Process Works

The backup process will back up everything that is part of a scenario. The
backup job will create a session for each entity that constitutes a scenario. The
supported scenarios are SQL Server, MS Exchange, and File Server.

The integrated backup process for BrightStor ARCserve Backup and WANSync
consists of three basic functions; Scenario Creation, Job Creation, and Job
Execution.
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and added to database Brig htStor to Backup Manager
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How the Integrated Backup Process Works

Scenario Creation:

From the WANSync Manager, a scenario is created and the related information
is inserted into the BrightStor ARCserve Backup database. BrightStor
ARCserve Backup then queries the database, becomes aware that the scenario
exists, and presents the scenario to the user via the Backup Manager GUI. The
WANSync scenarios are listed in the source tab of the Backup Manager. When
a scenario is selected from the Backup Manager, some corresponding
properties are displayed to provide additional information about the selected
scenario. These displayed properties include Scenario Name, Scenario Type,
and other relevant information about the Master server and Replica servers.

Note: A WANSync scenario always includes at least one Master server and one
Replica server. In addition, multiple independent scenarios can run on a single
server.

Job Creation:

From BrightStor ARCserve Backup, a backup job is created with the user
specifying the source, destination, and any other typical backup options. When
an attempt to submit the backup job is initiated, the user will be prompted to
provide two sets of security credentials (user name and password). One set of
credentials will allow the BrightStor ARCserve Backup server to access and
communicate with the agent on the Replica server and the other set of
credentials will allow BrightStor ARCserve Backup to log in to the Master
server to prepare for the backup. After the required security credentials are
entered, the backup job is submitted to the job queue to be executed at the
scheduled time.

Integrating CA XOsoft WANSync with BrightStor ARCserve Backup 19



How the Integrated Backup Process Works

Job Execution:

At the scheduled time, BrightStor ARCserve Backup connects to the agent
running on the Replica server and asks WANSync to create snapshots of the
volumes that are hosting the replicated data for the scenario being backed up.
When the request is received, the continuous real-time replication of the
scenario is temporarily suspended to facilitate the creation of the snapshot.
After the snapshot is created, the Replica server resumes performing real-time
replication and the agent running on the Replica server proceeds to perform
the backup from the snapshot. The BrightStor ARCserve Backup server can
either be installed on the Replica server or it can be a separate dedicated
server.

For SQL Server and Exchange scenarios, when the backup is complete, the
snapshot will be preserved and only removed if the maximum number of
retained snapshots is reached. By default, WANSync creates and preserves 10
snapshots and then begins replacing the oldest snapshots with newer ones.
You can change the setting for the number of snapshots preserved using the
Number of Snapshots Set To Keep property on the WANSync Manager. For
more information on setting the number of snapshots to be kept, see the CA
XOsoft WANSync User Guide.

For File Server scenarios, when the backup is complete, the snapshot will be
preserved and not removed at all.

When you back up a scenario with Assured Recovery configured, the backup
would be application consistent and require no application recovery after
restore. When you back up a scenario with Suspend enabled (no Assured
Recovery configured), the backup may require application recovery after
restore, depending upon the state of the application at the time of the backup.

By performing the backup on the Replica server, it allows the Master server to
continue working without any interruptions or performance degradation. In
addition, all backup catalog information is recorded as if the backup was
performed on the Master server, ensuring that the restore view of the data will
always be the same as if the backup was taken directly from the Master
server. Recovery of the backed-up data to either the Master server or to the
Replica server can be performed using BrightStor ARCserve Backup.

In addition, for multistreaming backup jobs, each WANSync scenario will be
backed-up as a child job. If one node contains multiple scenarios, the master
job will split them so that each child job will back up one scenario.
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How the Integrated Restore Process Works

The restore process will recover data that was replicated from the Master
server and then backed up using BrightStor ARCserve Backup. For SQL Server
scenarios and MS Exchange scenarios, the restore process supports only full
scenario restores. For File Server scenarios, the restore process supports

either full scenario restores or granular restores of files, directories, and
volumes.
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How the Integrated Restore Process Works

From BrightStor ARCserve Backup, a list of machines that were backed up is
retrieved from the database and displayed via the source tab of the Restore
Manager GUI. When a source is selected from the Restore Manager, some
corresponding properties are also displayed to provide additional information
about the selected source. After a source is selected, the destination for the
restore also needs to be selected. The available destination options are to
restore the data to its original location or to an alternate location. If the
restore to original location option is selected (default), you will then need to
further select whether to restore to a Master server or a Replica server for that
location. If the restore to original location option is not selected, you will need
to browse to locate the alternate location for the destination.

When restoring to a Replica server, ensure that the corresponding application
is not running. This avoids any attempt to restore files that are currently in
use. When restoring to the Master server, ensure that the BrightStor ARCserve
Backup Client Agent is installed and running.

For SQL Server and MS Exchange, if the corresponding application is running
and you restore a WANSync scenario to the original location, the restored files
are temporarily created with a .TMP extension. After the restore job is
successful, you will be prompted to reboot the server to overwrite and replace
the existing active files. When the server is rebooted, the restored files will be
merged into the original database. If the corresponding application is not
running, temporary files will not be created during the restore to original
location process and you will not need to reboot the server.

For SQL Server installed on a Cluster environment, rebooting is not feasible,
therefore you need to stop the application resource prior to performing a
restore to the original location.

When a restore job is submitted, you will be prompted to provide security
credentials (user name and password).

m  If you selected to restore to the original location, depending on the restore
option specified, you will need to provide either one set of credentials to
allow BrightStor ARCserve Backup to communicate with the agent on the
Master server (restore to master) or two sets of credentials to
communicate with both the Master server and Replica server (restore to
replica).

m  If you selected to restore to an alternate location, you will need to provide
only one set of credentials to login to the agent on the machine where the
restore will be performed.

After the required security credentials are entered, the restore job is submitted
to the job queue to be executed at the scheduled time.
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At the scheduled time, BrightStor ARCserve Backup connects to the agent
running on the WANSync server (master or replica, as specified) to initiate the
request for data. If the restore to original location option was selected, the
continuous replication of the scenario is temporarily suspended prior to
requesting the data. Suspending the scenario replication provides the
opportunity to ensure data consistency between the Master server and the
Replica server. The data on the Master server could be different from the
restored data on the Replica server and possibly corrupted. In this case, if the
continuous replication process was not suspended, the newly restored data on
the Replica server would then be overwritten with the corrupted data from the
Master server. If the scenario replication cannot be stopped, the restore job
will fail. If necessary, you can select a Restore Manager Global Option to
continue the restore job even when the scenario cannot be stopped.

When the agent running on the WANSync server contacts BrightStor ARCserve
Backup and requests the data to be sent, the data is retrieved from wherever
it was stored (tape or disk) and sent to the specified destination. This process
of requesting and sending data is repeated as many times as necessary until
all the data from the backup is restored. After the restoration is complete, the
data on the Replica server can then be restored back to the Master server.
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Chapter 2: Installing and Configuring
WanSync with BrightStor ARCserve
Backup

This section contains the following topics:

Installation (see page 25)
Integration Configurations (see page 26)
Remote Branch Office (RBO) Configurations (see page 29)

Installation

The procedure for installing BrightStor ARCserve Backup and CA XOsoft
WANSync does not change for the integrated products.

m  Perform the usual BrightStor ARCserve Backup installation on the server
designated as the BrightStor ARCserve Backup server. For more
information about installing BrightStor ARCserve Backup, see the
BrightStor ARCserve Backup Getting Started.

m  Perform the usual CA XOsoft WANSync installation on the servers
designated as the Master server and replica server.

In order to perform backups the following configurations must exist:
- The Replica server must be a Windows 2003 server.
- The Master server must be a Windows server.

For more information about installing CA XOsoft WANSync, see the CA
XOsoft WANSync User Guide.
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Integration Configurations

There are two integration setups that should be considered, depending on
where the BrightStor ARCserve Backup server is installed. One setup
configuration involves the BrightStor ARCserve Backup server being installed
on the Replica server, while the other setup configuration involves having the
BrightStor ARCserve Backup server as a separate standalone server. The
benefits of each of these configurations are described in the corresponding
paragraphs.

In addition, another consideration is whether or not you will install the
BrightStor ARCserve Backup Client Agent on the Master server.

The benefits of installing the Client Agent on the Master server are as follows:

®m  Direct restores from the BrightStor ARCserve Backup server to the Master
server.

If the Client Agent is not installed on the Master server, it would be
necessary to restore the Replica server and then have to perform a
WANSync "reverse replication" (from Replica to Master) to ensure that the
Master server is fully up-to-date when you switch back to it.

m  Bare-metal recovery, which allows the Master server to be rebuilt from
scratch, including complete recovery of the server, along with its
applications and data, after a catastrophic failure or disaster.
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Configuration with a Standalone ARCserve Server

This setup involves a configuration where the BrightStor ARCserve Backup
server is installed on a separate standalone machine from the Replica server.
The benefits of this configuration are as follows:

®  Backups do not affect the functionality of the Replica server.

m  Replication is quicker because the BrightStor ARCserve Backup processes
are running on a separate machine.

m  Meets the requirements for performing centralized backups for multiple
remote branch offices (RBO).

The following diagram shows the requirements of this configuration:

Move applications, content, and data Network Backup of
between servers and sites Replica server

=
=
> ==
—=|||==
Silf=
Bisgsns 0 ==l Scheduled
Replication E Rackup
WANSync Master Server(s) WANSync Replica Server(s) ARCserve Server
+  Windows s  Windows 2003 + BrightStor ARCserve
+ XOsoft Engine +«  WANSync Manager Backup r11.5 SP3
+ Assured Recovery (optional) = XOsoft Engine
+ BrightStor ARCserve Backup + Assured Recovery (optional)
Client Agent r11.5 SP3 (optional) « BrightStor ARCserve Backup

Client Agent r11.5 SP3
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Configuration with a BrightStor ARCserve Backup Server Installed on a Replica
Server

This setup involves a configuration where the BrightStor ARCserve Backup
server is installed on the same machine as the Replica server. The benefits of
this configuration are as follows:

®  Backups and restores are performed quicker because they are local to the
Replica server.

The following diagram shows the requirements of this configuration:
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Remote Branch Office (RBO) Configurations

BrightStor ARCserve Backup together with WANSync lets you replicate and
back up data from remote branch office (RBO) servers to a central data center
(CDC). These RBO servers can be externally connected via a WAN or a LAN. T

The advantages of remote branch offices utilizing a CDC are:

m  Better disaster recovery and continuous application availability for your
branch office servers

m  Centralized and consolidated backups of multiple branch offices at a single
facility
m  Reduced need for competent and sophisticated IT support at every location

m  Reduced cost associated with installing and maintaining multiple servers,
storage devices, and applications in many different locations

m  Reduced the security risk associated with tape transport and offsets tape
media and handling costs.

Remote branch offices can be set up for replication and backup in a variety of
configurations, depending upon your requirements and capabilities. The
following diagrams provide a few examples of RBO configurations:
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Remote Branch Office (RBO) Configurations

RBO Configuration - Example 1

This example shows an RBO configuration of multiple Master servers being
replicated to multiple Replica servers, and then backed up from a standalone
BrightStor ARCserve Backup server.
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Remote Branch Office (RBO) Configurations

RBO Configuration - Example 2

This example shows an RBO configuration of multiple Master servers being
replicated to multiple Replica servers, and then being backed up from a
BrightStor ARCserve Backup server installed on each Replica server to a
common library. In addition to the other advantages associated with remote
branch offices utilizing a CDC, this configuration also provides the advantage
of local backups of all BrightStor ARCserve Backup servers.
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Installing and Configuring WanSync with BrightStor ARCserve Backup 31



Remote Branch Office (RBO) Configurations

RBO Configuration - Example 3

This example shows an RBO configuration of multiple Master servers being
replicated to a single Replica server, and then being backed up from a
BrightStor ARCserve Backup server installed on the Replica server. The
disadvantage of this configuration is the bottleneck condition caused by the
WANSync Replica and BrightStor ARCserve Backup server processing all
replications and backups of multiple servers from multiple sites.
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Chapter 3: Performing Integrated
Backup Jobs

This section contains the following topics:

Integrated Backup Jobs (see page 33)
Create a WANSync Scenario (see page 34)
Run a WANSync Scenario (see page 38)
Create and Run a Backup Job (see page 40)

Integrated Backup Jobs

The integration between BrightStor ARCserve Backup and WANSync provides
the dual benefit of continuous data protection and backup of this protected
data. Through this integration, WANSync provides real-time, continuous data
replication from the Master server to the Replica server, while BrightStor
ARCserve Backup then backs up this replicated data from the Replica server to
the BrightStor ARCserve Backup server.

The process of performing an integrated backup involves the following
operations:

m  Create a scenario

®  Run a scenario

®  Create and Run a backup job
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Create a WANSync Scenario

Create a WANSync Scenario

A WANSync scenario is the fundamental basis for managing the operation of

the system. A scenario is a structure that describes what applications and data
are to be protected, where they are located, where the data is to be
replicated, and other scenario-specific options. Prior to performing a backup of
a WANSync scenario, you must create a scenario to be backed up.

To crate a WANSync scenario

1. Launch the WANSync Manager.

The WANSync Manager can be launched from either the WANSync start
menu or from the BrightStor ARCserve Backup Quick Start menu.

Note: For more information about replication scenarios and scenario
creation options, see the CA XOsoft WANSync User Guide.

2. Click the New icon on the toolbar.

The New Scenario screen appears.

{'& New Scenario

Steps

P Welcome
Scenario Type
Scenario Setup
Scenarnio Yerification

Run Scenario

Scenario Wizard

Welcome to the New Scenario Wizard

Thiz wizard will help create a new scenario, or a new scenario based on a template. ‘When finished, configuration
will be complete and an option ta run the zeenario will be provided. This wizard may alzo be uzed to cieate new
scenanio templates.

To exit the wizard and continue configuration manually, prezs the "Finish"' button at any step.

=

Create Mew Scanario

Cieate New Template

[=

Create Mew Scenario from Template

¢ Back I Hext » I Eitifek Cancel

&
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Create a WANSync Scenario

3. Select Create New Scenario and click Next to create a new scenario.

The Select Scenario Type screen appears.

# New Scenario

Steps

Select Scenario Type

n Welcome
[ Scenario Type
Scenario Setup
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Master Directoriss
Fieplica Directories
Scenario Properties
Scenario Yerification
Run Scenario

Scenario Wizard

Select from ane of the licensed scenario tppes listed below. If the desired application iz not listed register an
appropriate license key. License keys can be registered by canceling the wizard then selecting "Register’ from the
"Help" menu. Press the "Finish"' button to continue configuration marually.

~Select Server Tupe
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) 50L Server

€3 M3 115 Server

~ Select Product Type

' Disaster Aecavery Scenana [basick

"~ High Awailability Scenario

-~ Tasks on Replica
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v

Select the ARCserve Backup option, choose whether or not to include
Integrity Testing, and enter the name of the BrightStor ARCserve Backup
server where the scenario will be backed up to. Select the appropriate
Server Type, Product Type, and Assured Recovery (if available).

Note: BrightStor ARCserve Backup supports File Server, MS Exchange
2000/2003, and SQL Server scenarios only.
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5. Click Next.

The Master and Replica Hosts screen appears.

{‘p New Scenario

Master and Replica hosts

Steps
{ Welcome Enter the hostname or IP address for both the Master and Replica hosts. Master refers to the production server and
) Replica refers ta the standby server. |f the scenaria will invalve mare than one replica, press the ''Finizh'' button ta
( Scenario Type continue configuration manually.
{ Scenario Setup
Jp Hosts
Master Directories
Replica Directories _
Scenario Properties QQQ Scenanio name |Pr0duct|0nServer1
Scenario Yerification
Run Scenario
&'ﬁ Maszter Hostname/|P IEomD 007-M aster
Replica Hostname/IF |ComD 001 -Replica

Scenario Wizard < Back I Mest > I Finish | Cancel |

&

6. Enter the Scenario name for the scenario being created and the hostname
or IP address for both the Master server and Replica server. You can also
use the browse buttons next to each hostname field to select the
corresponding locations.

The scenario to be backed up has been created.

36 CA XOsoft™ WANSync™ Integration Guide



Create a WANSync Scenario

Click Next.

Note: If File Server or MS Exchange was selected as the scenario type,
continue with the scenario creation process the same as detailed for any
other WANSync scenario. For additional procedures, see the CA XOsoft
WANSync User Guide.

If SQL Server was selected as the scenario type, the Master Configuration
screen appears.

-E;i New Scenario
Steps Master Configuration ¢master host>
( Welcome Auto-discovery results for SOL Server on host <master host>  are listed below. By default all D atabases will be

) monitored and replicated. To remove specific databases fram maonitaring and replication uncheck the corresponding
W Scenario Type check bow,

{ Scenario Setup
of Hosts
[ Master Configuration
Root Directories

Database | Full Path | Filegroup
EIEHV 5qL Server Instances
IRV NY_PROD_SGL_ServertINST_Campli

Scenario Properties 3
Switchaver Properties f @ master
ARCserve Backup B} model

Scenario Yerification I—T @ msdb
FEV NY_PROD_db

FEV CHI_LPROD_db
#E L4 PROD_db
E‘}@F; newdb

Run Scenario

<| | I |

v Heplicate new user created databases in listed raot directones

Scenario Wizard < Back I Mest > I Finish | Cancel |
&

The Master Configuration screen displays all SQL Server databases for the
master host, along with a check box for the "Replicate new user created
databases in listed root directories" option.

With this option checked, if a new database is created in the SQL Server
root directory after the scenario has been created, WANSync will
automatically begin to replicate the new database to the Replica server.
However, because the newly created database has not been included in
the BrightStor ARCserve Backup database, the new database will not be
backed up by BrightStor ARCserve Backup. To allow the new database to
be backed up, you need to modify the scenario by running the WANSync
auto discovery function so that the new database will be recognized and
included in the BrightStor ARCserve Backup database. For additional
procedures about the auto discovery function, see the CA XOsoft WANSync
User Guide.

After the SQL Server scenario is properly configured, click Next and
continue with the scenario creation process the same as detailed for any
other WANSync scenario. For additional procedures, see the CA XOsoft
WANSync User Guide.
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Run a WANSync Scenario

WANSync creates and maintains backups in the context of user-defined
scenarios. Prior to a WANSync scenario being backed up, the scenario must
first be run so that it is added to the BrightStor ARCserve Backup database.

To run a WANSync scenario

1. From the WANSync Manager interface, select the scenario to be backed
up.
m The scenarios and scenario status appear on the far left pane.

m The corresponding host replication tree or graphical view (as selected)
displaying the Master server and associated Replica server appears in
the middle pane.

m The corresponding framework displaying directories (and sub-
directories), and the files in those directories appear in the far right
pane.

m The Events pane at the bottom displays information about significant
events, warnings, and errors received from the host.

@) ca x0soft WANSync Manager 4.0.67 -l&l =l
Scenario Edic Events Wiew Tools Help - |m

et e o BxeEE R oz @e 2|

| Hosts - Graphical Yiew = II-:Ir =]
Scenario name £ | Errorsl Status | Extended... | Conneckivit N Regic State: e ;I
;ﬁ; File Server 7 Stopped by TA. .. Start of replication: 11;53:25
2J Fi i === | Start of statistics gathering: 11:53:25
e Ffle Server ! ! Eonn?mng " | Startedby: 123.456.769.321 \administrator
[» File Server 4 1 Running 8 o Controlled by: 123 456 789,321 \administrator
i o Yersion:
& Filz Server B Stopped by TA. .. Replication J ersion:
D File Server 2 Running g ok -
[ 1 Spool space:
Stopped by T4, . . Size: | % of threshold
1 Running g ok — | | oBytes | 0% of 17,546
Online file ch per root directory:
| | Size | changed | Remaved
Cifdell | DBytes o o
Transferred bytes to Replicas:
| | Size: | Current File:
| Replicat | 329.91M8
Last synchronization statistics: File Synchronization
= 123.456.789.321 - Replicall
C:/dell Finished at 11:54:12
Transferred Bytes | Tatal || Transferred Files
329.69MB [zeoeomB |8
4] | »
4] | | [, Statistics ID Directoties | Properties I
2 Events
Host | Time | Event | -
Replicall G} 11:56:03 «_E) all modifications during synchronization period are replicated
Replicall @ 11:56:02 \E) Synchronization finished
Replicall 11:56:02 \_!) Directory Cifdell was synchronized
Replicall G} 11:56:02 A Disk almost out of space. Free space: 950MB
Replicall @ 11:55:17 ».E) Statted synchronization of directory C:/dell ...
@#1 23.456.789... G} 11:53:26 Q) Started synchronization: method “File Synchronization™ {ignore files with the same size and modific... k=
Replica0? G} 11:55:25 Q) Replical1[2500] is connected
[5'123 456 784... @ 11:53:24 ».E) Starting scenario File Server 1 j
PR R ' N e AN D RS B R - " —_—
Run
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Run a WANSync Scenario

Click the Run scenario icon on the toolbar.

The ARCserve Backup Server Connection dialog is displayed with the name
of the server.

ARCserve Backup Server connection E I

wiAMSyne manager needs to update ARCzerve backup server with
e sCenano information

AR Czerve Backup Server Mame IComp o

Uzernarne I'Ih?lftltlt

Pazzword

Ixxxxxxxxxxxxa1

ak I Cancel

On the ARCserve Backup Server Connection dialog, enter the proper
username and password to allow the BrightStor ARCserve Backup server
to communicate with the agent on the Replica server.

The selected scenario is now added to the BrightStor ARCserve Backup
database and can be backed up.

Note: Backups can only be performed when WANSync is in the replication
mode (green arrow icon next to scenario name).

The BrightStor ARCserve Backup Activity Log will be updated to reflect any
WANSync operations related to creating, deleting, or modifying scenario
records in the BrightStor ARCserve Backup database.

Job Queus  Activity Log I

Show Emors. Warnings. Information Grouped by Jobs

Type Date Job | Session | Message -
[E] 10ba5 [12/15,/2006 10:43:34 AM] [Finished]
@Infnrm. .. 12/15§2006 10:43:42 AM a5 Backup Operation Successful
@ Inform... 12/15§2006 10:43:42 AM a5 123-456-789-321 \File Server - test (1224069566) [198-765-432-123) [123-456-789-321)
@Infnrm. .. 12/15§2006 10:43:42 AM a5 Missed Modes/volumes:
@Infnrm. .. 12/15§2006 10:43:42 AM a5 Total Files backed up.......oov s 1
(EMrform... 12{15/2006 10:43:42 &M a5 Total Directories backed up. 1

@Infurm. o 1E/5)2006 10:43:42 AM a5 -- Failed and Canceled status.. .o
Inform... 12/15/2006 10:43:42 AM a5 -- Complete and Incomplete status. ...

@Infurm. o 1E/5)2006 10:43:42 AM a5 Total volumes to be backed up....

@Infurm. o 1E/5)2006 10:43:42 AM a5 -- Failed and Canceled status.. ...
Inform... 12/15/2006 10:43:42 AM a5 -- Complete and Incomplete statu

@Inform. o 12/15)2006 10:43:42 AM a5 Total Modes to be backed up. .. "

@Inform. o 12/15)2006 10:43:42 AM a5 Serial Mo [Seq 1], . b
Inform... 12/15/2006 10:43:42 AM a5 Total number of sessions ol

@Infnr’m.‘. 12/15/2006 10:43:42 AM 95 Media ID..

@Inform. o 12/15j2006 10:43:42 AM a5 Media Mame.
Inform... 12/15/2006 10:43:42 AM a5 Media Poal.

@Inform. L 1201502006 10:43:42 AM a5 Dievice Group...
@Inform. L 1201502006 10:43:42 AM a5 #k4 Backup Summary For Job ID 95 ###
Inform,.. 12f15/2006 10:43:42 AM a5 Mumber of Errar(s)iarning(s): 00
@Inform. o 12/15)2006 10:43:42 AM a5 Average Throughput: O KEfmin
@Inform. o 12/15)2006 10:43:42 AM a5 Elapsed Time: Os
Inform,.. 1Zf15/2006 10:43:42 AM a5 1 Session(s),
@Inform. o 12/15)2006 10:43:42 AM a5 ¥ Summary For 123,456, 789,327 ¥+
QAEEHIS 12{15/2006 10:43:42 AM a5 11 W ANSyYNC scenario <name=File Server - test, id=1224069566 = is not in replication state

Al i
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Create and Run a Backup Job

After a WANSync scenario has been added to the BrightStor ARCserve Backup
database a backup job can be created.

To create and run a backup job

1. From BrightStor ARCserve Backup, access the Backup Manager and select
the Source tab.

The left pane of the Source tab lists all of the WANSync Scenarios that
have been registered in the BrightStor ARCserve Backup database and are
candidates for being backed up.

. ~ BrightStor ARCserve Backup -[Backup - Untitled:1] =& x]
Fil ick Start  Corfiguration Wizards  Utiities Visw Backup ‘Window Help & I & Ill
Job Tape OB @ ? |§J‘
I Replicalt LI @ G 0 Start | Options Eiltér Imate,.. | View
SourCE'l Stagingl Deétinratinnl Sl::hedulgl
. L1 @% NAS Servers MName | Type | Size | Last Modified Date |
@ Backup 5= Mac 05 ¥ Systems ] ] .
- -l Qé‘k‘ MetiWare Systems There are no items to display in this view.
‘95 Restore ju | 3;5& LML= Linwx Systems
-l AS400 Systems
E Media Pool o WMS Systems
: o n | aé& ‘Windows 93/Me Systems
__ Device [ 5 Windows Systems
' E- D& WANSync Scenatios
Database D1 File Server - NY_PROD1G123 456.769.321 (1224072020)
s - O % Fle Server - CHI_PROD@198-875.432.123 (3319709324]
gf". Report ﬂa File: Server - stop call@123 456, 789.321(3319716300)
. - O iy Flle Server - test@1 23 456, 789,321 (1224069566)
% ﬁ - El gl Fle Server -L4_PROD1@198-875.432.123 (4268821758) I |
: + -ﬂ& File Server 2@ Replicall [4114337742) =
©T> WANSync ‘O Ms Exchange 20002003 - localized SG@ 123.456.789.321 ¢ =
G- O gy M5 Exchange 2000/2003@195-765.432.123 (2856393264) Backup Manager
ﬁ MM Admin B D ) SOl Server - tack@ 197531 864,213 (3322807993)
- ([ Preferred Shares/Machines
@ - 3 Network df Machine/Mbiect
Most Recently Used
» Device
» Job Status
» Backup
» Restore
3» Media Pool

|Default Server:<Serever Name>  |Domain: <Damain Mames  [12:11 PM
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2.

3.

Expand the WANSync Scenarios and select the scenario to be backed up.

The Security dialog appears, prompting you to provide the user name and
password to login into the BrightStor ARCserve Backup Client Agent

running on the Replica server.

Security E

Security for Comp 001-Feplica [FroductionServerl)
Ueer Mame I Comp 007-Replicatadminiztratar
Paszward I x:mxxxx:1

To specify a Windows domain account, use the following
gyntax: Domaint amehUzetlame.

To specify a local account, enter the BrightStor ARCzerve
Backup User Mame.

To gpecify a UME/Linus/Mac 05 ¥ gerver account, enter
only the BrightStor ARCeerve Backup Uzer Mame,

Tolog on to a Metiw'are server, enter the Ul HDS context.

Tolog on to a Database server, enter the Database uzer
name,

0] 4 Cancel Help

Enter the user name and password and click OK.

If the credentials are accepted, you will be allowed to select a scenario for

backup.
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4. Expand the scenario to view the entities contained within the scenario to

be backed up.

The scenario is expanded to display the associated entities. Individual
entities can only be viewed and not selected for backup. Supported
scenarios include File Server, MS Exchange, and SQL Server.

Note: Depending upon the type of scenario stored in the BrightStor
ARCserve Backup server (File Server, MS Exchange 2000/2003, or SQL
Server), different entities within each scenario will be displayed.

Saurce |Staging| Destinatinnl Schedulel

- LI @5 NAS Servers

- i Mac OS5 ¥ Systems

- ﬁé& Metwiare Systems

- % UMIxLin: Systems

- 5% &5400 Systems

- % ¥M3 Systems

- % Windows 98/Me Systems

- [l 5% windows Systems

=-d @ WANSYNC Scenatios

00 & File Server - Nv_PRODT@123.456.783.321 [1224072030)
O gL File Server - CHI_PRODT@138-875.432.123 (3319709324)

-d ﬁ File Server - stop call@123.456.789.221(331 9716300}
u |
u |

oy File Server - test@123 456 789 321 (1224065566)

[ NFile Server- LA_PROD1E 4 [4

-d ﬁ File Server 2@ Replicall [4114997742)

o ﬁ M3 Exchange 2000/2005 - localized SG@ 123 456,789,321 ¢

| ;a M3 Exchange 2000/2003@138-7E0.432.123 (2866393264)
-0 ﬁ SOL Server - kest@197-531.864. 213 [3322807393)

s | Preferred Shares/Machines

[l I ' Metwork,

B E 6

F
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| ~BrightStor ARCserve Backup -[Backup - Untitled:1]

5. Select the scenario to back up.

The marker box next to the selected scenario is filled solid green and the

corresponding scenario properties are displayed in the right pane of the

Backup Manager. All backups will be full backups (not incremental or
differential).

The backup job will create a session for each entity that constitutes a
scenario. The level of granularity for an entity is dependent upon the type
of scenario (File Server, MS Exchange, or SQL Server).

For multistreaming backup jobs, each WANSync scenario will be backed up
as a child job. If one node contains multiple scenarios, the master job will
split them so that each child job will back up one scenario.

Note: Only entire scenarios can be backed up.

=1l ]
@ File Quick Start Corfiguration Wizards  Ubilties View Backup Window Help _ & x|
| Job Tape DB |_@ T e
I Replicall LI @ @ @ Start Cipkians Filter ImisEe Wiew
Source IStaglngI Dest\r‘ratlonl Schedulel
Ol @5 MAS Servers Mame Size | Last Modified Date |
ﬂ Backup - 5= Mac 05 X Systems o Cacidel
= - I Metwiars Systems
Qd’ Restore = | % UMIX/Linux Syskems
- C5f* As400 Systems
&) Media Pool :hé& WMS Systems
- - El5f% Windows 98/Me Systems
Device - L 5% Windows Systems
= ﬂ@) WANSYND Scenarios
Database -0 & File Server - NY_PROD@123.455.733, 321 (1224072030
=] & File Server - CHI_PROD 11 98-875.432.123 [3219709324)

Report =] ﬁ File Server - stop call@123.456.789.321(3319716300)

2 O g File Server - test@ 23 456,789,321 (1224069566)

erver e LA BRO
% Admin !& F i 4 "FF'”D | _'I
o gk File Server 2@ Replical

Utilities

Most Recently Used

LA

Device
Job Status
Backup
Restore

Media Pool

e O ' Metwork

L

[

1
o & M3 Exchange 2000f2003 - localized SG@123.456.789.321 |
o & M35 Exchange 2000/2003@198-7F65.432.123 (2866393264)
- 0 g QL Server - test@197-531.864. 213 [3322807993)
Ol (7 Preferred Shares/Machines

Security..,

-4 Local Options...

Backup Manager

Properties

Scenario Name

File Server 1

Scenario Type

File Server 198.765.432.123

Master Server Name

123.456.783.321

Master Server IP

123.456.783.321

Master Root Dir. C:/dell
Replica Server Mame | Replicall
Replica Server [P 198.765.432.123
Replica Root Dir, Cifdell

[~

I |DeFault Server:<Serever Mames

6. Make the relevant selections for Staging, Destination, Schedule, Global
Options, and any other backup-related options.

For more information about these backup options, see the BrightStor

ARCserve Backup Administrator Guide.

Note: You can select multiple WANSync scenarios or include non-
WANSync scenarios in the backup.

|Domain: <Damain Names  [12:11 PM
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10.

From the Backup Manager, click the Start button to initiate the backup.

The Security and Agent Information dialog appears and displays
information about the selected scenario. Each WANSync scenario will
display two sets of credentials; one for the Master server (shown with a
crown symbol) and one for the associated Replica server.

The Master server credentials are used to log in to the WANSync engine,
while the Replica server credentials are used to log in to the BrightStor
ARCserve Backup Client Agent running on the Replica server.

Security and Agent Information |

Fleaze edit or canfirm the following zecurity and agent infarmation far this job. 0K

I Object | Iser Mame | Fazzword |f—'«gent LCancel |
= Cormp 001 -M azter [ProductionSe  Adminiztrator

Comp 001-Replica (ProductionS  Adminiztratar Senurity.. |
= |

‘| | ; Hep |

Select the applicable server and click the Security button.
The Security dialog will appear for the selected server.
Enter the user name and password, and click OK.

The Submit Job dialog appears.

Continue the backup procedure as normal. For more information about this
procedure, see the BrightStor ARCserve Backup Administrator Guide.

When the backup procedure is completed, click OK to submit the backup
job

Depending upon selected options, the backup job is either run immediately
or entered in the job queue and will be executed at the scheduled time.

Important! If you access the WANSync Manager while the backup job is
running, a popup message will be displayed indicating that the specified
scenario is locked from another host and asking you to press OK to take
control. If you press OK, the backup job will fail because BrightStor
ARCserve Backup is no longer controlling the scenario. In order to
successfully complete the backup job you need to either not open the
WANSync Manager, click Cancel, or ignore the message and not press OK.
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Chapter 4: Performing Integrated
Restore Jobs

This section contains the following topics:

Integrated Restore Jobs (see page 45)

Restore Using WANSync Failover (see page 46)

Restore Using WANSync Data Rewind (see page 47)
Restore Using BrightStor ARCserve Backup (see page 48)

Integrated Restore Jobs

The integration between BrightStor ARCserve Backup and WANSync provides
the capability to restore backed up data from a variety of sources and using a
variety of methods.

The process of performing an integrated restore involves the following
operations:

m  Restore using WANSync Failover

®m  Restore using WANSync Data Rewind

m  Restore using BrightStor ARCserve Backup
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Restore Using WANSync Failover

Failover is a restore method that detects when the protected application on the
Master server fails and switches (either automatically or manually activated) to
a designated Replica server with essentially zero loss of data and time. If a
Master server fails or must be shut down for maintenance, a synchronized
replica (locally or in a remote location) will instantly and automatically take its
place.

The advantage of a WANSync restore using the failover feature is that there is
an immediate resumption of the data processing in the event of a hardware
failure on the Master server. Data can be recovered almost immediately from
the Replica server, without any disruptions or loss of data or service.

Automatic failover is designed to allow applications that are running on the
Master server to automatically switch to the Replica server. This process can
either be completely transparent or it can be configured to require user
intervention.

Manual failover can be initiated for a number of reasons (usually for
maintenance purposes), but still has the same end result of switching the
application processes from the Master server to the Replica server.

For detailed procedures about recovering lost data from a Replica server using
the failover feature, see the CA XOsoft WANSync User Guide.
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Restore Using WANSync Data Rewind

Data Rewind is a restore method that allows rewinding files to a point in time
(rewind point) before they were corrupted. Because replication continuously
updates source data to the Replica server, the Replica server always holds the
same data as in the Master server. In the case of data corruption, recovering
the latest files from the Replica server will not help, since chances are high
that data in the Replica server is also corrupted. These rewind points serve as
checkpoints in the Rewind log that mark an event or operation. The actual
information stored includes the operation that will undo the event, in case the
rewind point is activated. Data recovery uses these rewind points or
bookmarks in the Rewind log to reset the current data back to a previous
state. Because this built-in rewind technology occurs on the Replica server,
any "data rewinding" to a previous state can only be performed on the Replica
server.

The advantages of a WANSync restore using the data rewind feature are very
quick recovery, extreme granularity of the recoverable data, and application
aware replication and recovery.

For detailed procedures about recovering lost data from a Replica server using
the Data Rewind feature, see the CA XOsoft WANSync User Guide.
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Restore Using BrightStor ARCserve Backup

Recovery of data that was replicated from the WANSync Master server to the
WANSync Replica server and then backed up using BrightStor ARCserve
Backup can be performed using the following methods:

m  Restore by Session
m  Restore by Tree

m  Restore by Query

When restoring to a Replica server, ensure that the corresponding application
is not running. This avoids any attempt to restore files that are currently in
use. When restoring to the Master server, ensure that the BrightStor ARCserve
Backup Client Agent is installed and running.

Note: For SQL Server and MS Exchange scenarios, only full scenario restores
are supported. For File Server scenarios, more granular restores to the specific
files, directories, or volumes are supported.

In addition, regardless of the restore method being used, you can also make
the relevant selections for Schedule, Global Options, and any other restore-
related options. For more information about these restore options, see the
BrightStor ARCserve Backup Administrator Guide.

To set the WANSync-specific global restore option
1. From the Restore Manager window, click the Options toolbar button.
The Global Options dialog appears.

2. Select the Operation tab.

The Operation dialog appears, displaying the WANSync-specific "Continue
the restore job even when the scenario cannot be stopped" option.

By default, this option is not checked, indicating that if WANSync cannot
stop the scenario during the restore process, the job will fail. If you check
this option, WANSync will still attempt to stop the scenario; however, if
the scenario cannot be stopped, the restore job will continue.

- The advantage of checking this option is that you are more likely to
have a successful restore.

- The disadvantage of checking this option is that with the scenario
running and continuous replication being performed, any problems
that are contained on the Master server will overwrite the restored
data on the Replica server.

WAaM S
|7 [ Cortinue the restore job even when the zcenario cannot be stopped
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Restore by Session

The Restore by Session method allows you to select the session and the files
and directories you want to restore. Use this method when you know the
media name, but are not certain about the session you want to restore. This
view uses the BrightStor ARCserve Backup database; if the database engine is
stopped, this method of restore will not work.

To restore a backup job by session

1. From BrightStor ARCserve Backup, access the Restore Manager, select the
Source tab, and choose Restore by Session from the Source View drop-
down menu.

The left pane of the Restore Manager lists all of the WANSync Scenarios
that have been backed up and are candidates for being restored.

2. Select the session to be restored.

The corresponding session content and properties are displayed in the
right panes of the Restore Manager.

7 BrightStor ARCserve Backup - [Restore - Untitled:1]

@Eile Quick Stat Configuration ‘Wizards  Utilies  Wiew Bestore  Window Help

Master Server Mame

123.456.789.321

Replica Server Mame

198.765432.189

Replica Path

4 123.456.789. 3211 C dell\est

Session Method

Full

Session Flags

Agent, Catalog

KBytes

404

Files

3]

Job Tape DB (@3 5
[Comp 001 =l @ é @ S_?g ﬁ" T
tart Options  Filter Wiew
Source |Destinati0n| Schedule |
| B Restore by Session j
= _’I@ Sessions MName — | Tupe | Size | Last Modified Date | Creation Date -
= O @8 10418408 3:47 PM [ID:9C1F] O [ modem.ays System file 2B KB 742004 B:07 PM
- D@ Session 00007 : %\123.456.789.321 \C: delltest o [ ntfssy_ SY_ 257 KB 7/20/04 E:07 PM b
&+ Bl gy Session 00009 : %4123 456.789. 3214 C:dellvtest O [ readme.tat Text Documert 307 Bytels] 7/20404 607 PM
- D g Session 00010 : % 123.456.789. 321 \C: delltest ™ serialsvs Sustem file EOKE 7/20/04 £07F PM g
- D Eh Session 00077 @ %\ 123.456.789.321\C: delltest ﬁ | L,—I
- D gy Session 00012 : W\ 123 456789, 321\ delltest ;]
- C1dgh Session DODT3 : 4123 455 789.321\C.delhtest O Restore Manager (Session Method: Full)
- D gy Session 00074 : %4123 456.783.321\C: dellbtest
- D@ Session 00015 : %\ 123.456.789.321\C: dell\test
B DNy Session D006 : 44123456, 783. 321\ C: dellest y
- D gy Session 00017 : 5\ 123.456.789.321\Codellktest Properties
- D Session 00018 : \W123.456.789. 3214 Codell\test ;
- DI Session 00013 : 14123 456,789 3211 C:dellvtest
B B gy Session 00020 : %\123.456.789. 3214 C dell\test -
. 1 {5 Session 0021 - \\123. 456783 3214 delltest Media Hame il el
jis) 9C1F
Sequence Mo, 1
Session Mo, i7
Backed Up On 11/03/06 2:42 PM
Source Path Codellstest
Session Status Finished
Session Type WANSync Scenario
Scenario Name File Server
Scenario Type File Server

|Diefault Server: <Server Names

|Domair: <Domain Marmes

[309PM
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3. Select the Destination tab and specify the destination where you want the
restored files to go.

Source files can be restored to the same directory structure that they
originated from (original location) or to any other location that you specify
(alternate location).

7 BrightStor ARCserve Backup - [Restore - Untitled:1] |2 x]
E File  Quick Start  Configuration ‘wizards  Utilities  View Bestore Window Help = ﬁ'lll
Job Tape DB (@) o ,
9 B "
I Comp 001 ;I @ @ @ Start Options  Filter Wiew

Source  Destination | Schedulel
¥ Restare files to their ariginal location(s)
|<Dng|n.a| Locations Destitation j

MNarme — | Type | Size | Last Modified Date | Creation Date | Attributes |

There are no items ta display in this view.

|+

>
v Restore Manager

=

|Default Server. <Server Name: | Domain: <Diomain Names |3:14 PM

50 CA XOsoft™ WANSync™ Integration Guide



Restore Using BrightStor ARCserve Backup

4. To restore the files to their original location (default option), perform the
following:

a. Ensure the Restore files to their original location(s) option check box is
checked and click the Start button to run the job.

The Session User Name and Password dialog appears.
Session Uzer Hame and Password

For each WANSyne zeszion provide the following:

- Master User name and Master Pazsward to perform WANSune related operations.

- User name and paszword to login to ARCserve agent on restore destination [either baster or Replica).

- Sesszion Pazaword [for password-protected tape zessions only).

Mate: On the restore destination pleaze stop any applications that mavbe using the files that vou are restaring.

WAMSYne
Media | S/N | Sesszion Ma. | Restare To | Path | Mazter Usger...
10,/18/06 3:47 PM [9CTF] o017 Replica %4198, 765,432,189,
: 7 PM [AC1F] ong [XS)
10,/18/08 3:47 PM [9CTF] no19 %4198, 765.432.189...
4| | i

Show A1l Media | ok | cance | Edt | Heb |

For SQL Server and MS Exchange, if the corresponding application is
running and you restore a WANSync scenario to the original location,
the restored files are temporarily created with a .TMP extension. After
the restore job is successful, you will be prompted to reboot the server
to overwrite and replace the existing active files. When the server is
rebooted, the restored files will be merged into the original database.
If the corresponding application is not running, temporary files will not
be created during the restore to original location process and you will
not need to reboot the server.

Important! For SQL Server installed on a Cluster environment
rebooting is not feasible, therefore you need to stop the application
resource prior to performing a restore to the original location.
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b. Select the server (Master or Replica) to restore the files to, and either
double-click the selected row or click the Edit button.

The Enter User Name and Password for WANSync Session dialog

appears.
Enter User Hame and Paszowrd for WANSync Session
Restore Option oK
" Restore to Master Server 123,456, 789,321
& Restre to Replica Server 198.765.432.321 Lancel
Hep |

Mazter Server User Mame

b aster Server Paszaword

Replica Server Pazsword

Beplica Server Uzer Mame I
Seszion Pazaword I

[ tpply [ Option, User Mame and Password | ko all rows.

c. Select the Restore Option as either Restore to Master Server or
Restore to Replica Server.

By default, the Replica server is selected because restoring to a

Replica server is usually more efficient and does not interrupt
operation of the production (Master) server. Restore to a Master server
should be selected only if you need a faster recovery or if you need to
reconstruct the Master server environment (if corrupted).

Note: When restoring to a Replica server, ensure that the
corresponding application is not running. This avoids any attempt to
restore files that are currently in use. When restoring to the Master
server, ensure that the BrightStor ARCserve Backup Client Agent is
installed and running.

d. Enter the server security credentials (User Name and Password) and
Session Password.

m If you chose to restore to a Replica server, you will need to provide
the security credentials to access both the Master server and the
Replica server.

m If you chose to restore to a Master server, you will need to only
provide the security credentials to access the Master server.
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e. Click OK.
The Submit Job dialog appears.
Submit Job 7 x|
—Job Detailz r—Job Execution Time
Job Type &~ Bun Maw
Restore
Fun Mow Job ® Fl

Destination Node |'|'|-"' 872006 "I
Fiestare files ta their original location(s] I 32441 PM =

= Suimit arHald

Save Job |

Job Description: Save lemplate |

Il Ereflmbt Ehesk |

1] 4 Cancel Help |

f. Continue with the restore procedure the same as detailed for any other
BrightStor ARCserve Backup restore job. For more information about
this procedure, see the BrightStor ARCserve Backup Administrator
Guide.
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5. To restore the files to an alternate location, perform the following:

a. Remove the check from the Restore files to their original location(s)
option check box and select a destination folder.

The destination where you want the restored files to go is now
specified.

Important! A WANSync restore is only supported through a Windows
Systems Client Agent. As a result, the alternate restore location must
be a destination machine or volume that is under the Windows
Systems Client Agent tree. If you attempt to restore to the Server tree
or any other tree not under the Client Agent tree, the restore job will
fail. If necessary you can add a new Client Agent machine. For
procedures on adding a new client object, see the BrightStor ARCserve
Backup online help system.

b. Click the Start button to run the job.

The Session User Name and Password dialog appears.
Session Uger Name and Password
For each tape sezzion, enter:
- Uzer Wame and Pazsword for the destination.

- Seszion Password for password-protected tape sessions only.
- 1P or IF Address for agent restore only.

b achie

Session Mo, Izer Hame Pagsword

4] | =l
Show Al Media | oK | Cancel Edt | Heb |
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Restore by Tree

c. Select the machine to restore the files to, and either double-click the
selected row or click the Edit button.

The Enter User Name and Password dialog appears.

Enter User Name and Pazsword |

User Hame S dminiztrato ok I
Eossmand I Cancel |
Seszion Pazsward I Help |
|PAF Address I

™ Apply [ User Mame and Password ] to all rows.

d. Enter the security credentials (User Name and Password), and click
OK.

The Submit Job dialog appears.

e. Continue with the restore procedure the same as detailed for any other
BrightStor ARCserve Backup restore job. For more information about
this procedure, see the BrightStor ARCserve Backup Administrator
Guide.

The Restore by Tree method restores a specific directory or drive from a
display of files and directories that were backed up with BrightStor ARCserve
Backup. Use this method when you do not know which media contains the
data you need, but you know the machine from which the back up originated.

The Restore by Tree view displays only the last instance of a backup. To view
and access all other instances, select the object that you want to restore and
click the Version History button. The Restore by Tree view only displays the

Master server specific view.

To restore a backup job by tree

1. From BrightStor ARCserve Backup, access the Restore Manager, select the
Source tab, and choose Restore by Tree from the Source View drop-down
menu.

Note: If necessary, you can click the Version History button to view and
select a different version of the object you want to restore.

The left pane of the Restore Manager lists the volumes, drives, directories,
and files that have been backed up and are candidates for being restored.
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2. Select the data to be restored.

The corresponding content and properties are displayed in the right panes
of the Restore Manager.

Job Tape DE @ ﬁg
|E0mp 0ot ;I @ @ @ Start Options  Filter Wiew
Source | Destinatinnl Schedule |
| [E Restore by Tree j | Search I “ersion History |
E---ﬂ Server [Comp 001 Mame — | Tupe | Size | Last Modified Date | Creation Date | Aittrib
-‘L Microsaft Windows Metwark | | D modem. sy System file 28KB 7/20/04 E:07 PM
Lh5f* Netware Services B D nifssy_ S 257 KB 7420404 B:07 PM
s Metu/are Spsterns B [ readme bt Text Document 307 Bytels) 7420404 07 PM
Do UNIRLinus Systems B [ seiialsps Syster file BOKE 7420404 607 PM
i'ﬁ \hfﬁcdns ><859S‘9m3 B [0 usbdas Sustem file 20KB 7/26/04 11,08 &M
W windons Systens ] bhub System i 9K FI26/04 11:08 A0
[5} 198.765.432.159 D3 usbhub.sys RS :
[ C
: 1 r
= (2] dell | | H
& (0 (st =
it MAS Servers 198.765.432.189
Chof* 45400 Systems @
=% WMS Systems
0 “wfindowes 98/Me Syst
a5 windows & Systems e
Additional Information
Media Mame 10/18/06 3:47 PM
jis) 9C1F
Sequence No, 1
Session Mo, 21
Backed Up On 11/03/06 3:58 PM
Source Path 198,765 432,169 Chdell
Session Type WaANSync Scenario
Scenario Mame File Server
Scenario Type File Server
Master Server Mame 123.456.789.321
Replica Server Mame 198.765.432,189
|Default Server. <Server Name: |Domair: <Domain Mames |3:28 PM
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Select the Destination tab and specify the destination where you want the
restored files to go. Source files can be restored to the same directory
structure that they originated from (original location) or to any other
location that you specify (alternate location).

The destination where you want the restored files to go is now specified.
The Session User Name and Password dialog appears.

For SQL Server and MS Exchange, if the corresponding application is
running and you restore a WANSync scenario to the original location, the
restored files are temporarily created with a .TMP extension. After the
restore job is successful, you will be prompted to reboot the server to
overwrite and replace the existing active files. When the server is
rebooted, the restored files will be merged into the original database. If
the corresponding application is not running, temporary files will not be
created during the restore to original location process and you will not
need to reboot the server.

Important! For SQL Server installed on a Cluster environment rebooting
is not feasible, therefore you need to stop the application resource prior to
performing a restore to the original location.

Important! A WANSync restore is only supported through a Windows
Systems Client Agent. As a result, the alternate restore location must be a
destination machine or volume that is under the Windows Systems Client
Agent tree. If you attempt to restore to the Server tree or any other tree
not under the Client Agent tree, the restore job will fail. If necessary you
can add a new Client Agent machine. For procedures on adding a new
client object, see the BrightStor ARCserve Backup online help system.

Continue with the restore procedure the same as detailed for the Restore
by Session method.
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Restore by Query

The Restore by Query method restores files based on the search pattern used
to locate the names of the files or directories. Use this method when you know
the name of the file or directory you want to restore, but do not know the
machine it was backed up from or the media it was backed up to. This view
uses the BrightStor ARCserve Backup database.

Note: The Restore by Query method only supports File Server scenarios.

To restore a backup job by query

1. From BrightStor ARCserve Backup, access the Restore Manager, select the
Source tab, and choose Restore by Query from the Source View drop-down
menu.

The top pane of the Restore Manager displays fields to allow you to enter
the search criteria for the scenarios that have been backed up and are
candidates for being restored.

2. Specify the search criteria and click Query.

The bottom pane of the Restore Manager displays all the returned items
that match the query criteria.

3. Select the files or directories that you want to restore and click the Start
button to run the job.

If the selected file or directory is a WANsync scenario, the Enter User
Name and Password for WANSync Session dialog appears.

Enter User Hame and Pazzowrd for WANSync Seszzion B

Festore Option

" Restore to Master Server 123 456,789,321
* Restore to Replica Server 198 765 432 321 Eance

Help |

Master Server Lser Mame

M azter Server Paszward

Replica Server Pazzword

|
|
Beplica Server User Name |
|
|

Seszzion Pazzword

™ Apply [ Option, User Mame and Pazsword | ta all rows.,
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If the selected file or directory is not a WANsync scenario, the Session
User Name and Password dialog appears
Session Uger Name and Password

For each tape sezzion, enter:

- Uzer Wame and Pazsword for the destination.

- Seszion Password for password-protected tape sessions only.
- 1P or IF Address for agent restore only.

b achie

001

4] | =l
Show Al Media | oK | cace | Edt | Heb |

4. Continue with the restore procedure the same as detailed for the Restore
by Session method.
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Chapter 5: Monitoring Backup and
Replication Jobs

This section contains the following topics:

Integrated Job Monitoring (see page 61)

Monitor Job Status Using BrightStor ARCserve Backup (see page 61)
Monitor Job Status Using WANSync (see page 63)

Alert Notification (see page 65)

Report Generation (see page 67)

Integrated Job Monitoring

Monitoring the status of backup and replication jobs consists of a combination

of real-time event monitoring, generated alerts, and various reports. Through

the use of BrightStor ARCserve Backup and WANSync, the entire process of an
integrated backup can be monitored.

Monitor Job Status Using BrightStor ARCserve Backup

The procedure for monitoring the backup process does not change for the
integrated environment. For more information about monitoring the backup
process, see to the BrightStor ARCserve Backup Administrator Guide.

The integrated backup process can be monitored from the BrightStor ARCserve
Backup through the Job Status Manager. The Job Status Manager is a
graphical tool that helps you to centrally manage BrightStor ARCserve Backup
servers across the enterprise and monitors all pending, completed, and active
jobs from the Job Status Manager window. The Job Status Manager window
contains a Job Queue tab and an Activity Log tab to monitor.
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Job Queue Monitoring

The Job Queue tab on the right panel displays information about all jobs.
Every time you run or schedule a job with the BrightStor ARCserve Backup
Manager, you submit it to the Job Queue. BrightStor ARCserve Backup
continuously scans the Job Queue for jobs that are waiting to execute.

When a job is in the BrightStor ARCserve Backup queue, it is listed with a
status. The status can be one of the following:

Done E

A job that has already been executed with no repeat interval.

Ready w

A new one-time or repeating job (a backup job that runs every Friday, for
example) waiting to be executed.

Active Eb'

A job that is currently being executed.
Hola [l

A job that is in the queue waiting to be executed later.

When an integrated backup job is submitted, the scenario name is displayed in
the Job Queue window, allowing you to monitor the progress of the job.

Activity Log Monitoring

The Activity Log tab on the right panel displays comprehensive information
about all the operations performed by BrightStor ARCserve Backup. The
Activity Log provides an audit trail of every job that is run. For each job, the
log includes the following:

®  Time the job started and ended

®  Type of job

®  Average throughput of the data

®  Number of directories and files processed (backed up, restored, or copied)
®  Job session number and job ID

m  Result of the job

®  Errors and warnings that occurred

When an integrated backup job is submitted, the scenario name is displayed in
the Activity Log window, allowing you to monitor the progress of the job.
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Monitor Job Status Using WANSync

The procedure for monitoring the replication process does not change for the
integrated environment. For more information about monitoring the replication
process, see the CA XOsoft WANSync User Guide.

The replication process can be monitored from the WANSync Manager once a
scenario is running. Monitoring enables viewing state information, statistics,
and events. The WANSync Manager main window is comprised of four
subordinate panes; Scenario, Host, Framework, and Events.

) CA XD zoft WANSync Manager

Scenano Edt Evepts \iew Tool Help | G .
Jer P @ | o ea 2w G20 0800 Z @ 6l 2 |
[ Hosts - Graptcal View 3 [ %
[ Scenario name ¢ | Emois| Status Master State: = A
l@ File Server 1 Mot authori,.. [ glalt of replication: lgﬁg
; } tart of statistics gathering: 10:40:
pp FieServer] Rurnining 1 | Stasted by " compTw2003svi\administ
L2 MS Exchange 2000/2003 Edi * | Contralled by: comp01w2003svi\administ,
P> MS Exchange 2000/2003 1 Runining EI Vesion: A0E7
J‘} SOL Server 1 Connecting
" Spool space:
b FleServerd i Running [Size % of thieshold
[ 1.45¢8 | 0% of 1.73GB
Online file changes per root directony:
|_ Size _Changed | Remnaoved
C./dell OByles 1] 0
Transfewred bytes to Replicas: =
[ Size Cunent Fie
1 C-/dell/Copy of
123.456.789.921 | 10951MB | WindowsS ervei2003KB8SS
| 5P186ENU e
< bl - LIJ
| | | _m Statistics [ (0] Directories | L) Properties |
2 Events
Host | Time | Event
B 1224567893, (8) 10:3843 ) Started synchronization of drectory C:/del....
ﬁl’nnmpﬂlwm.. CE} 10:40:36 . 1) Started synchronization: method “File Synchionization™ [ignore fles with the same size &
& 1234567893, (5) 104035 o) 123 456,769.321(25000) s connected
& compDiwz0... (8 10:40:34 o ) Starting scenario File Server 3
@ 1234567853, (8 104033 i) Authoeization succeeded for 123 456,789,321 (IP 123 456.783.321, Post 25000]. Pesmwission : "Full Cont
ﬁacmlpﬂ'lw?.'ﬂ]& {E} 10:40:27 i) ARCzsive Server compOlup] succesthily updated with scenario info
ﬁ’compﬂlﬂzml {E} 1040017 i) Connect to X0salt Engme on host complw 00 3zvw(25000]) Permizsion : "Full Contrel",
a | 2
Run

o Scenario

e Host

e Framework

o Events
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The Scenario pane displays each host, along with the corresponding status of
the replication process. The replication status is reflected by one of the
following icons to the left of the scenario name:

Running D

The scenario replication process is running correctly.

=]
Stopped =2

The scenario has been created, but the replication process has been
stopped or suspended.

Problem @

There is a problem with the scenario. You can click on the scenario hame
to display any related error messages in the Events window.

Not Authorized @

Incorrect or missing User Name or Password provided for Master server.

The Host pane can be displayed in either a graphical view or a tree view and
contains replication information about the corresponding Master server (shown
in the tree view with a gold crown symbol) and associated Replica server(s).

The Framework pane displays the directories (and sub-directories), and the
files in those directories. The Framework pane displays two or three tabs,
depending upon the job status; Statistics, Directories, and Properties. The
Statistics tab is available whenever the replication process is running and
provides information about the total amount of data per root directory,
recorded data per Replica, and synchronization information.
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The Events pane displays messages and general information (for example,
that a directory is synchronized, server is connected, synchronization
started/finished, etc.). This information is received from the servers
participating in the running replication scenario. The information in the Events
pane includes the server name and time, and a brief explanation of the event.
Important events or error messages are displayed in bold letters. In addition,
the Events pane also displays BrightStor ARCserve Backup status for backup
jobs that are initiated via WANSync.

| time

| Evert | -

B 19:10:27
M 1%09:24
19:0024
B 190919
g 19:09:19
) 190921
19:0%:11
19:09:01

8 19:0%:01
B 19:09:01
‘8 19:09101
5 19:08:00
) 19:0m59
5 1908:50

ﬂm&msﬁmk@@fu scenano FS1_NY_Prod completed with status FINISHED,

Fimished Integnty Testing
i) Rephcation to rep’nca NY'_repl resumed
~&) Preparing for resuming replication .
Script o/Program Files/CA/E nghts tor ARCsetve BackupAWANSyncintegration/AR CeervelW anSuncinteg &
Connect to X0 zoft Engine on hast NY _prod]_ Permizsion: 'Full Conflial”
Connection iz held from IP 123.456.789 by uzer NY _PROD1\adminiztratos
Connection seized by host "NY_REPL"(123.456.789].
i/ Executing sciipt c:/Frogram Files/CA/BnghtStor AR Cserve Backup/WaNSynclntegration/&RCservew/anS
Shadow Copy |d for volume C:s -10e16a45-1234-9p25F-c27af- T30
1) Shadow Copy built successfully
1) Building Shadow Copy
J) Rephica MY _repl suspendsad
i) Starting Integrity Testing

-—o XOsoft Assured Recaovery testing begins (scenario replication suspended)

e Shadow (Snapshot) Copy of replication is built

e Integration script executed
o XOsoft Assured Recovery testing completed (scenario replication resumed)

e BrightStor ARCserve Backup job successfully completed

Alert Notification

The procedure for generating and receiving alerts does not change for the
integrated environment.

®  For more information about generated alerts during the backup process,
see the BrightStor ARCserve Backup Administrator Guide.

®  For more information about generated alerts during the replication
process, see the CA XOsoft WANSync User Guide.
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BrightStor ARCserve Backup Alerts

You can use the Alert notification system to send messages about events that
appear in the Activity Log during your backup operation. In addition, you can
also specify the method for receiving these alert notifications. You can choose
one or more of the following events for which you want to be notified:

Job Completed Successfully

All of the nodes and drives/shares were processed.
Job Incomplete

Some nodes, drives, or shares were missed.
Job Canceled by User

The user canceled the job.
Job Failed

The job was started but could not be completed.
Virus Detected

A virus was detected in one of the files to be backed up.
Customized Event

A customized event occurred. To specify this type of event, enter an error,
warning, or notification code in the space below the Event drop-box.

WANSync Alerts

All events are reported in real-time to the WANSync Manager and can be
integrated into the OS event logging system. They can be automatically sent
by email to a configured address and can also activate a notification script.
Detailed real-time statistics are provided during synchronization and
replication. When the event notification is configured for a scenario, the
following conditions can trigger a notification:

Lost Connection
The TCP connection does not function, or a network or server went down.
Queue overflow

The quantity of data in the queue spool directory has exceeded its
threshold value.

Other
Any other error
Significant info

Important information such as when synchronization is completed.
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Report Generation

The procedure for generating reports does not change for the integrated
environment.

®  For more information about reports during the backup process, see the
BrightStor ARCserve Backup Administrator Guide.

®  For more information about reports during the replication process, see the
CA XOsoft WANSync User Guide.

BrightStor ARCserve Backup Reports

WANSync Reports

The reports generated by the BrightStor ARCserve Backup Report Manager
and WANSync complement each other and provide you with a variety of
reports based on the activity stored in the BrightStor ARCserve Backup
database. You can preview a report, print to a printer or file, as well as
schedule when to generate a report. BrightStor ARCserve Backup provides
several standard reports that display general backup and restore activity and
also allow you to create custom reports to meet your specific needs. You can
use a report filter to select the backup media you want to include in the report.

For example, you can configure BrightStor ARCserve Backup to automatically
create and email a report for any failed backup jobs or you can create a
customized report that is generated to specifically target backup jobs that are
initiated by Assured Recovery.

For more information about reports during the backup or restore process, see
the BrightStor ARCserve Backup Administrator Guide.

WANSync can generate reports on the replication and synchronization
processes. These reports can be stored on the Master, sent for display by the
WANSync Manager, sent by email to a specified address, or they can trigger
script execution.

The WANSync-generated reports include the following:

Senario Reports

The Scenario Reports includes statistics from synchronization tasks,
including how much changed data was replicated. This report can be
configured so that it is displayed at the end of every synchronization
process.

This report is useful for verifying that all processes are running properly,
as well as reviewing how much data is changing on a continuing basis.
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Difference Reports

A Difference Report compares the difference between the Master server
and the Replica server and is generated for each replica at the end of the
replication process. When a replication is suspended, all changes are
spooled on the Master server until the replication is resumed. During this
suspension, the Difference Report will display how much data has
changed. The Difference Report can be produced at any time.

This report is useful to determine how much data changes for a specific
event.

Replication Report

The Replication Report includes statistics on data replicated since the
beginning of the replication process, as well as statistics on data replicated
since the last report. The data includes the number of replicated bytes,
number of files created/updated/removed/and renamed, and the number
of errors. You can view either a summarized or detailed report.

This report is useful to obtain an overall view of how much data is
changing in the environment.

Synchronization Report

Following synchronization, WANSync creates and opens a report listing the
files that have been transferred. This report includes the sum total of the
removed and modified files, as well as the bytes transferred, listing all
related file names, file paths, and sizes.

This report is useful for monitoring and managing data change and data
growth in the environment.

For more information about reports during the replication process, see the CA
XOsoft WANSync User Guide
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Chapter 6: Troubleshooting

This section contains the following topics:

Integrated Troubleshooting (see page 69)
Error and Warning Messages (see page 69)
Integration Messages (see page 70)

Integrated Troubleshooting

When a problem is detected, BrightStor ARCserve Backup generates a
message to help you identify the problem and provide assistance in
troubleshooting and resolving the problem. These messages are contained in
the Activity Log (BrightStor.log) and can be viewed from the from the Job
Status Activity Log tab. From the Activity Log, you can double-click an error or
warning message to display the message details.

Error and Warning Messages

Generated messages are categorized as either an Error Message or a Warning
Message, depending upon the severity of the resulting consequences. An Error
Message is more severe and usually indicates a functionality problem that

must be fixed before the job can continue. A Warning Message is a less severe
problem that should be noted; however, performance of the job can continue.

The generated message is formatted with some or all of the following
information:
Message

Indicates the Warning or Error identification number prefixed by either a W
(warning) or E (error), along with a corresponding error code or brief
explanation generated by BrightStor ARCserve Backup. Agent message
numbers are prefixed by either an AW (agent warning) or AE (agent
error).

Module

Indicates the system component or area that produced the message.
Reason

Describes what is likely to have caused the message to be generated.
Action

Suggests a possible resolution to the problem or a course of action you
can take.
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Integration Messages

The following Error and Warning messages are associated with the integration
between BrightStor ARCserve Backup and CA XOsoft WANSync:

Message Number Message

E3370 Unable to initialize WANSync Scenario data

E3371 Unable to get session physical path

AE0457 Unable to perform AR or suspend WANSync scenario

AE0458 Could not create WANSync backup image

AE0459 Insufficient user credentials supplied for scenario

AE0460 Snapshot creation failed for WANSync scenario

AE0461 Some snapshots could not be released for WANSync
scenario

AE0463 Could not attach to WANSync scenario

AE0464 WANSync scenario could not be stopped

AE0465 WANSync scenario is not in replication state.

AE0467 Backup operation not supported on WANSync master
or replica server

AE0468 Bad parameters for WANSync scenario

AE0469 The WANSync operation timed out for scenario

AE0470 WANSync connection already exists for scenario

AE0471 Bad configuration for WANSync scenario

AE0472 General WANSync errors encountered for scenario
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Error E3370

Error E3371

Unable to initialize WANSync Scenario data. (Replica=[replica host],
Scenario=[WANSync scenario name])

Module:

Task Backup

Reason:

BrightStor ARCserve Backup backend is unable to retrieve and parse the
WANSync scenario definition file, which is in XML format.

Action:

Verify that the BrightStor ARCserve Backup engine is up and running.

If the problem persists, contact Technical Support at http://ca.com/support for
online technical assistance and a complete list of locations, primary service
hours, and telephone numbers.

Unable to get session physical path. (MEDIA=[media name],
ID=[media id], SESSION=[session #])
Module:

Task Restore

Reason:

During WANSync Scenario session restore to original replica node, BrightStor
ARCserve Backup backend needs to find out the physical path of the session
from the BrightStor ARCserve Backup database. When the BrightStor
ARCserve Backup database query fails, this message will be logged.

Action:

Verify that the BrightStor ARCserve Backup database engine is running and in
good state.

Merge the session into the BrightStor ARCserve Backup database.

If the problem persists, contact Technical Support at http://ca.com/support for
online technical assistance and a complete list of locations, primary service
hours, and telephone numbers.
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Error AEQ457

Error AEO458

Unable to perform AR or suspend WANSync scenario
<name=[scenario name], id=[scenario id]> on replica
server<[hostname]>

Module:
Windows Client Agent

Reason:

Prior to backing up WANSync scenario data, the Windows Client Agent asks
WANSync to perform Assured Recovery or suspend the scenario to take a
snapshot of the scenario replicated data. This error indicates that WANSync is
unable to perform the Assured Recovery suspend operation.

Action:

Check the WANSync Manager that manages the scenario and verify that the
scenario is running and is in a replication state.

Check the WANSync events log to determine if there is any errors or warnings
associated with the scenario.

If the problem persists, contact Technical Support at http://ca.com/support for
online technical assistance and a complete list of locations, primary service
hours, and telephone numbers.

Could not create WANSync backup image <name=[scenario nhame],
id=[scenario id]> on replica server<[hostname]>.

Module:

Windows Client Agent

Reason:

This is a generic WANSync backup error message. It could be related to
insufficient system resources or XOsoft engine problems.

Action:

Check the system event log to determine if there are any system related
problems.

Check the WANSync events log to determine if there are problems related to
the WANSync scenario.

If the problem persists, contact Technical Support at http://ca.com/support for
online technical assistance and a complete list of locations, primary service
hours, and telephone numbers.
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Error AE0459

Insufficient user credentials supplied for scenario <name=[scenario
name], id=[scenario id]>, unable to login to WANSync on master
server<[hostname]>.

Module:
Windows Client Agent

Reason:

When creating a WANSync scenario backup job, it is required to provide the
scenario Master server user credential, which will be packaged into the job
script. This error indicates that the username/password is not correct or does
not have administrative privilege.

Action:

Verify that the Master server user credential is correct. If the user is a domain
user, the domain name and user name need to be in the format of
DomainName\UserName.

Verify that the user has administrative privilege of the master node. Check the
administrators group of the Master server to determine if the user is part of
that group. If it is not, you need to add the user to the group.

If the problem persists, contact Technical Support at http://ca.com/support for
online technical assistance and a complete list of locations, primary service
hours, and telephone numbers.

Troubleshooting 73


http://www.ca.com/support
http://www.ca.com/support
http://www.ca.com/support
http://www.ca.com/support

Infegration Messages

Error AE0460

Error AE0461

Snapshot creation failed for WANSync scenario <name=[scenario
name], id=[scenario id]> on replica server<[hostname]>.
Module:

Windows Client Agent

Reason:

Prior to backing up WANSync scenario replication data, the XOsoft engine will
take a snapshot of the replication data and the BrightStor ARCserve Backup
agent will backup the data from the snapshot. This error indicates that the
XOsoft engine is unable to create the snapshot and is most likely caused by
insufficient system resources, such as not enough disk space.

Action:
Verify that the disk used to hold the snapshot still has enough free space.
Check system event log for VSS related errors.

Verify that the XOsoft engine service is running.

If the problem persists, contact Technical Support at http://ca.com/support for
online technical assistance and a complete list of locations, primary service
hours, and telephone numbers.

Some snapshots could not be released for WANSync scenario
<name=[scenario name], id=[scenario id]> on replica
server<[hostname]>.

Module:

Windows Client Agent

Reason:

After the scenario backup is done, the XOsoft engine attempts to release the
snapshot created earlier. This error indicates possible insufficient system
resources.

Action:

Check system event log to see if there are any system related errors.

Verify that the XOsoft engine service is running.

If the problem persists, contact Technical Support at http://ca.com/support for
online technical assistance and a complete list of locations, primary service
hours, and telephone numbers.
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Error AE0463

Could not attach to WANSync scenario <name=[scenario name],
id=[scenario id]>.

Module:

Windows Client Agent

Reason:

The BrightStor ARCserve Backup agent cannot communicate with the XOsoft
engine service. This problem could be caused by the following reasons:

m  The XOSoft engine service is not running on the Replica or Master server.
m  Network connection problem.

®  The COM object AS_ws_backup_c is not registered.

Action:
To address this message, perform the following:

m  Verify that the XOsoft engine service is running on both the Replica and
Master server.

®m  Ping the Master and Replica servers to verify that there is no network
connection problem.

m  Use Oleview.exe or other tools to check COM object AS_ws_backup_c is
registered on the BrightStor ARCserve Backup agent machine.

m  If the problem persists, contact Technical Support at
http://ca.com/support for online technical assistance and a complete list of
locations, primary service hours, and telephone numbers.
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Error AEO464

WANSync scenario <name=[scenario name], id=[scenario id]> could
not be stopped. Please manually stop the scenario and retry restore.

Module:
Windows Client Agent

Reason:

Prior to restoring the WANSync replicated data, the BrightStor ARCserve
Backup agent asks the XOsoft engine to stop the running scenario. This error
indicates that the XOsoft engine service may not be running or that the user
credential for the Master server is incorrect.

Action:
To address this message, perform the following:

m  Verify that the XOsoft engine service is running on both the Replica and
Master servers.

m  Verify that Master server user credential in the job script is correct. If the
domain user is used, the user name needs to be in
DomainName\UserName format.

®m  Check the "Continue the restore job even when the scenario cannot be
stopped" check box option (on the Restore Manager Global Options
Operation dialog), and attempt to perform the restore job again.

m  If the problem persists, contact Technical Support at
http://ca.com/support for online technical assistance and a complete list of
locations, primary service hours, and telephone numbers.
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Error AE0465

Error AE0467

WANSync scenario <name=[scenario name], id=[scenario id]> is not
in replication state. Please retry backup when the scenario is in
replication state.

Module:

Windows Client Agent

Reason:

This error indicates that during a backup, the scenario is not in a replication
state.

Action:

Check the WANSync manager to verify that the scenario is in a replication
state. If it is not, wait until it is in replication state and run the job again after
scenario is in a replication state.

If the problem persists, contact Technical Support at http://ca.com/support for
online technical assistance and a complete list of locations, primary service
hours, and telephone numbers.

Backup operation not supported on WANSync master <[hostname]>
or replica<[hostname]> server. Please refer to product
documentation for supported configuration.

Module:

Windows Client Agent

Reason:

The XOsoft engine on the Replica server cannot initialize the scenario for the
backup due to an invalid master/replica host name or the host name resolution
does not work.

Action:

If the host name was changed since the scenario was created, verify that node
name of the scenario's Master and Replica server is still correct.

Verify that the DNS name resolution is working in the Replica host.

If the problem persists, contact Technical Support at http://ca.com/support for
online technical assistance and a complete list of locations, primary service
hours, and telephone numbers.
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Error AE0468

Bad parameters for WANSync scenario <name=[scenario name],
id=[scenario id]>.

Module:

Windows Client Agent

Reason:

This is a BrightStor ARCserve Backup internal error. This message indicates
that an incorrect parameter was passed to the WANSync API.

Action:

Collect the BrightStor ARCserve Backup server and agent log files and contact
CA Technical Support for assistance.

For online technical assistance and a complete list of locations, primary service
hours, and telephone numbers, contact Technical Support at
http://ca.com/support.
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Error AE0469

The WANSync operation timed out for scenario <name=[scenario
name], id=[scenario id]>.

Module:

Windows Client Agent

Reason:

The WANSync operation cannot be completed within the time interval
specified. The default timeout value is 3 minutes.

Action:

To address this message, perform the following:

m  Check the Master and Replica servers to verify that the XOsoft engine
service is running.

m  Check the WANSync Manager to verify that the scenario is running and
check the WANSync events log for any errors related to the scenario.

®m  Increase the timeout value by accessing the BrightStor ARCserve Backup
Client Agent registry tree and specifying the WANSyncTimeout DWORD to
a value greater than 180 seconds.

\\HKEY_ LOCAL MACHINE\ComputerAssociates\BrightStor ARCserve
Backup\ClientAgent\Parameter\WANSyncTimeout

If the problem persists, contact Technical Support at http://ca.com/support for
online technical assistance and a complete list of locations, primary service
hours, and telephone numbers.
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Infegration Messages

Error AE0470
WANSync connection already exists for scenario <name=[scenario
name], id=[scenario id]>. Please retry backup.
Module:
Windows Client Agent
Reason:
This message indicates that there is another backup job being backed up and
the scenario or some other applications have the connection to the scenario.
Action:
Wait and retry the backup job.
If the problem persists, contact Technical Support at http://ca.com/support for
online technical assistance and a complete list of locations, primary service
hours, and telephone numbers.

Error AE0471

Bad configuration for WANSync scenario <name=[scenario nhame],
id=[scenario id]>. Please ensure that you either have Assured
Recover (AR) configured or Suspend enabled for this scenario.
Module:

Windows Client Agent

Reason:

This message indicates that the WANSync scenario may be incorrectly
configured.

Action:

See the CA XOsoft WANSync User Guide for detailed information about
configuring scenarios.

If the problem persists, contact Technical Support at http://ca.com/support for
online technical assistance and a complete list of locations, primary service
hours, and telephone numbers.
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Infegration Messages

Error AE0472

General WANSync errors encountered for scenario <name=9%bhs,
id=%hs>. Please check WANSync logs for more information.
Module:

Windows Client Agent

Reason:

This message indicates that the WANSync API encountered some unclassified
errors and the BrightStor ARCserve Backup agent will enter this message into
its log.

Action:

Check the WANSync manager for more detailed information related to
scenarios.

If the problem persists, contact Technical Support at http://ca.com/support for
online technical assistance and a complete list of locations, primary service
hours, and telephone numbers.
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