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Chapter 1: Infroducing the Agent

Infroduction

This section contains the following topics:

Introduction (see page 11)

Microsoft Exchange Server Description (see page 12)

Exchange Server Organization (see page 12)

How the Agent Backs Up and Restores Exchange Server Data (see page 13)
How You Can Use the Agent to Perform Database Level Backups and Restores
(see page 14)

How You Can Use the Agent to Perform Document Level Backups and
Restores (see page 14)

How the Agent Communicates With BrightStor ARCserve Backup (see page
15)

BrightStor ARCserve Backup is a comprehensive, distributed storage solution
for applications, databases, distributed servers, and file systems. It provides
backup and restore capabilities for databases, business-critical applications,
and network clients.

Among the backup agents BrightStor ARCserve Backup offers is the BrightStor
ARCserve Backup Agent for Microsoft Exchange.

The agent works with BrightStor ARCserve Backup to back up and restore
Microsoft Exchange Server (Exchange Server) databases and mailboxes. The
agent lets you ensure that your messaging solution is reliable and secure.

The agent provides you with the following types of backup and restore
operations:
m  Database level

®  Document level
More information:
How the Agent Backs Up and Restores Exchange Server Data (see page 13)

How the Agent Communicates With BrightStor ARCserve Backup (see page
15)

Infroducing the Agent 11



Microsoft Exchange Server Description

Microsoft Exchange Server Description

Microsoft Exchange Server is a centralized corporate messaging system that
enables you to manage electronic mail and other messaging tools for your
organization from a single location.

Exchange Server Organization

A Microsoft Exchange Server messaging system comprises several
administrative units, the largest of which is the organization. The organization
hierarchy varies depending on the version of Exchange Server you are using:

Exchange Server 2000 and 2003--In Exchange Server 2000 and 2003,
the organization hierarchy includes organizations, administrative groups,
servers, and storage groups. The organization is the highest level in the
hierarchy and includes the entire enterprise. An administrative group is a
set of servers that share an administrative security context. Each server in
the administrative group can have up to four storage groups. Each storage
group includes up to five database stores that can be mounted and
dismounted independently. For more information on the Exchange Server
2000 and 2003 organization hierarchy, see your Microsoft Exchange
Server documentation.

Note: If you are using Exchange Server 2003 and want information on
performing Volume Shadow Copy Service backups, see the Microsoft
Volume Shadow Copy Service Guide.

Exchange Server 2007--In Exchange Server 2007, there are four
organization models:

- Simple Exchange organization

- Standard Exchange organization
- Large Exchange organization

- Complex Exchange organization

Note: For more information about Exchange Server 2007 organization
models, see the Microsoft TechNet web site.

Each Exchange mailbox server in the organization can have up to 50
storage groups. In a non-replicated environment, each storage group can
have up to five database stores. In a replicated environment, each storage
group can have one database. Each database can be mounted and
dismounted independently.
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How the Agent Backs Up and Restores Exchange Server Data

How the Agent Backs Up and Restores Exchange Server

Data

The Agent for Microsoft Exchange integrates with BrightStor ARCserve Backup
to let you back up and restore Exchange Server databases and database
components (such as mailboxes). It also integrates with the Exchange Server's
backup and restore function, enabling you to perform online backups.

The agent offers many benefits, such as:

®  Manage backups of Exchange Server databases, mailboxes, and public
folders from a remote location.

®  Perform online database backups using Exchange Server's backup and
restore APIs.

Note: For Exchange Server 2000 and Exchange Server 2003, Exchange
Server streaming backup APIs are used. For Exchange Server 2007,
Volume Shadow Copy Service (VSS) APIs are used.

®  Schedule Exchange Server backups using the powerful Backup Manager.
®  Back up to a wide array of storage devices.

®  Push agent technology

®  Multi-threading

®  Multi-streaming support

®  Enhanced cluster support

The agent offers the following types of Exchange Server backup and restore
capabilities:

m  Database level

® Document level
More information:

How You Can Use the Agent to Perform Database Level Backups and Restores
(see page 14)

How You Can Use the Agent to Perform Document Level Backups and
Restores (see page 14)
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How You Can Use the Agent to Perform Database Level Backups and Restores

How You Can Use the Agent to Perform Database Level
Backups and Restores

Using the agent to perform database level backup and restore you can:

Perform online database backups using Exchange Server's backup and
restore APIs.

Note: For Exchange Server 2000 and Exchange Server 2003, Exchange

Server streaming backup APIs is used. For Exchange Server 2007, Volume

Shadow Copy Service (VSS) APIs are used.

Restore the system in disaster recovery scenarios.

Backup an Exchange server on storage groups level; it cannot be used to

perform a more granular level of backup.

Back up from replication and back up from an active database.

Restore individual databases and restore logs files only.

Restore data to its original location and alternate locations such as:

Another Exchange server
Another Storage Group
Another Database
Windows File System

Note: To enable recovery from older full and copy backups to the
current point in time, Exchange 2007 lets you restore the Log
component individually from full or copy backups.

With the use of a Recovery Storage Group, you can restore individual
mailboxes from a database level backup using advance filters.

Important! Every time you back up your Exchange Server, you should
perform a database level backup.

How You Can Use the Agent to Perform Document Level
Backups and Restores

This type of operation should be used for a granular level of backup and
restore, such as backing up individual folders, restore individual messages,
and as a supplement to database level backups.
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How the Agent Communicates With BrightStor ARCserve Backup

Document level backup and restore lets you:

Perform folder level backups and message level restores. Document level
backup supports advanced filtering during backup and offers advanced
configuration options.

Maximize performance and flexibility by supporting complete messaging
single instance storage, multi-threading, and by offering the most granular
level of restore.

Simplify many administrative tasks, such as auditing, migration, pruning,
and aging.

Back up many messaging objects including posts, tasks, notes, journal
entries, mail messages, events, appointments, meeting requests, and
contacts.

Schedule Exchange Server backups using the Backup Manager.

The agent provides you additional capabilities such as:

Migration support.

Job continuation.

How the Agent Communicates With BrightStor ARCserve

Backup

The agent uses the following methodology to communicate with the BrightStor
ARCserve Backup:

The agent is installed on the Exchange Server and handles all
communication between BrightStor ARCserve Backup and the Exchange
Server database during backup and restore operations.

This includes preparing, retrieving, transmitting, interpreting, and
processing data packets that are sent back and forth across the network.

When BrightStor ARCserve Backup starts to back up a database or
database component, it sends a request to the agent. The agent retrieves
the data from the Exchange Server and sends it to BrightStor ARCserve
Backup, where the full database or the components are backed up to your
storage media.

Similarly, the agent transfers database information when data is restored
from storage media.
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Chapter 2: Installing the Agent

The BrightStor ARCserve Backup Agent for Microsoft Exchange can be installed
locally or remotely on a BrightStor ARCserve Backup client machine.

This section contains the following topics:

System Requirements (see page 17)

Installation Prerequisites (see page 17)

Install the Agent for Microsoft Exchange (see page 18)

Configure the Agent to Run on a Cluster (see page 18)

Post-installation Tasks on Exchange Server 2000 and 2003 Systems (see
page 20)

Post-installation Tasks on Exchange Server 2007 Systems (see page 28)
Remote Server Views in the Backup Manager (see page 34)

System Requirements

See the readme file on the installation CD-ROM for hardware and software
requirements for installing and running the agent. Check http://ca.com for any
updates to these requirements.

Installation Prerequisites

Before installing the agent, you must satisfy the following prerequisites:

®  Ensure your system requirements meet the minimum requirements
needed to install the agent. For a list of requirements, see the readme file.

®  Ensure that you have Administrator privileges.

®  Ensure that you know the name and password of the machine you are
installing the agent on.

m  If you will be performing remote backups on Exchange Server 2000 and
Exchange Server 2003 systems, ensure that File and Printer Sharing for
Microsoft Networks is enabled on the agent machine that you will be
backing up.

®  The NetLogon service must be started to support pass-through
authentication of account logon events for computers in a domain.

Installing the Agent 17



Install the Agent for Microsoft Exchange

m  If you are installing the BrightStor ARCserve Backup Agent for Microsoft
Exchange Server Premium Add-on on an Exchange 2007 Server system,
ensure that Microsoft Exchange Server MAPI Client and Collaboration Data
Objects 1.2.1 is installed before you install the Add-on. This step is
required because the Add-on requires the Messaging API (MAPI) client
libraries to run properly; however, they are not included with the
Exchange Server 2007 installation.

Install the Agent for Microsoft Exchange

Before you install the agent, consider the following:

®  You must install the agent on the server where you have Exchange Server
installed and on the local drives of all Exchange Servers.

m  If your Exchange Server has high CPU usage during normal operations,
you should have a separate server for the Backup Manager and should not
install it on the same server where you install the agent.

®  When you install the agent, you should also consider installing the Client
Agent for Windows and the Disaster Recovery Option. The Client Agent
allows you to back up your System State and the Disaster Recovery Option
lets you recover the entire server in the event of a disaster.

Note: When you install the agent, the CA BrightStor Universal Agent is
installed. Because the agent uses push technology and shares the
transport layer with the Client Agent for Windows, see the Client Agents
Guide for more information about configuring network communication.

After you have reviewed the installation considerations, you can install the
agent using the standard installation procedure for all BrightStor ARCserve
Backup system components, agents, and options. For the detailed steps in this
procedure, see the Getting Started.

Configure the Agent to Run on a Cluster

For the agent to properly perform document level backups on a cluster, the
cluster resource type BrightStor ARCserve Backup Exchange Agent Notifier
must be registered and the resource instance type BrightStor ARCserve
Backup Exchange Agent Notifier must be created.

The binaries for the cluster resource type are CAExCluRes.dll and
CAExCluResEX.dIl. The installation procedure registers the cluster resource
type and creates the cluster resources instance for you automatically when
you install the agent on local nodes.
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Configure the Agent to Run on a Cluster

After the cluster resources are registered, you must specify a common location
for the check point file. This location should be accessible from all possible
nodes on which a virtual server can potentially run. This allows job
continuation and incremental and differential jobs to properly execute even if
they fail over to a different node. To set this destination, use one of the
following registry keys:

Exchange Server 2000 and Exchange Server 2003 Systems

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\BrightStor ARCserve
Backup\ExchangeDocumentAgent\Parameters

Value Name: <VirtualServerName> ChkPath
Value Type: REG Sz
Value Data: <Path>

Exchange Server 2007 Systems

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\ComputerAssociates\BrightStor
ARCserve Backup\ExchangeDocumentAgent\Parameters

Value Name: <VirtualServerName> ChkPath
Value Type: REG Sz
Value Data: <Path>

Example: Traditional Single Copy Cluster (SCC)

If virtual server EXVS1 is using drive g: as a disk resource to store data and
virtual server EXVS2 is using drive h: as a disk resource to store data, add the
following registry key on all nodes that are possible owners of these virtual
servers.

Value Name: EXVS1 ChkPath
Value Type: REG Sz

Value Data: g:\CA\Temp
Value Name: EXVS2 ChkPath
Value Type: REG Sz

Value Data: h:\CA\Temp
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Post-installation Tasks on Exchange Server 2000 and 2003 Systems

Example: Exchange Server 2007 Cluster Continuous Replication (CCR)

Find a server with a shared device that can be accessed from all possible
nodes of the virtual Exchange server by the Exchange agent backup account
user.

Note: It is recommended that you use the server hosting the Majority Node
Set (MNS) quorum.

If the path on the shared device is \\ServerName\C$\CA\TEMP and the virtual
server name is EXVS1, add the following registry key on all nodes that are
possible owners of the virtual server.

Value Name: EXVS1 ChkPath
Value Type: REG Sz
Value Data: \\ServerName\C$\CA\Temp

More information:

Register the Cluster Resources Manually (see page 191)

Post-installation Tasks on Exchange Server 2000 and 2003
Systems

If you did not configure the agent during the installation process, you can
configure it now. The following sections explain how to perform these post-
installation tasks.

Configure Database Level and Brick Level Backup and Restore

The Exchange Agent Configuration Utility lets you configure Database Level
and Brick Level backup. Database Level configuration includes selecting a
TCP/IP port number and selecting the number of 64 KB blocks of data that are
sent per data transfer. Brick Level configuration includes creating or verifying
the mandatory backup agent service account.

Note: You should use the Exchange Agent Configuration Utility to create a
backup agent service account for Brick Level backup and restore. However, if
because of the setup of your environment it is better for you to manually
create a backup agent service account, see the appendix "Setting Configuring
the Backup Agent Service Account" for information on how to do so.
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Post-installation Tasks on Exchange Server 2000 and 2003 Systems

To configure database level and brick level backup and restore

1.

Log on to the Windows server where the Exchange Server is installed and
verify that the Exchange Server database containing the service account
mailbox is mounted.

Note: If you are configuring the agent on a cluster node, make sure that
the virtual server containing the service account mailbox is online on the
local cluster node.

Choose Start, All Programs, Computer Associates, BrightStor, ARCserve,
Backup Agents, and Exchange Agent Configuration.

When the Configuration dialog opens, you can set up Database Level
configuration and Brick Level configuration.

i Backup Agent for Microsoft Exchange Configuration

Configuration [ Ay

— Database Lewvel

TCF/P Port Number: ISD?4
Murnber of B4KE blocks in each TCPAP data transfer: I1 _|::'

— Brick Level Configuration

[+ Configure 3 Backup Agent Service Account to use with Brick Level:

Mext » I Cancel
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Post-installation Tasks on Exchange Server 2000 and 2003 Systems

= Database Level--These options apply only to Exchange Server
Database Level backups. The TCP/IP port number and number of 64
KB blocks in each TCP/IP data transfer field apply to the
DBAEXCHR.EXE process that is launched by the CA BrightStor
ARCserve Backup RPC service when you perform a remote Database
Level backup using the TCP socket protocol. Although you can
configure this information, you should use the defaults:

- TCP/IP Port Number—The default is 6074. To change this, you
must enter a new port number. You must also modify the
PortsConfig.cfg file on each Backup Manager you will be using to
back up your Exchange Server. For more information on how to
modify the PortsConfig.cfg file and configuring ports for firewalls,
see the Administrator Guide.

-  Number of 64 KB blocks in each TCP/IP data transfer- Specifies the
number of 64 KB blocks of data that are sent per data transfer.
The default is 1. Other recommended numbers are 2, 4, 8, and 16.

= Brick Level Configuration--If you want to configure for Brick Level
backup and restore, check the Configure Exchange Agent to do a Brick
Level Backup box.

4. After you finish configuring, click Next.

5. When the Brick Level Configuration dialog opens, either create a new
account or verify an existing account to ensure that it meets the backup
agent service account requirements, and then click Finish. For more
information about creating a new Brick Level account and verifying an
existing Brick Level account, see Create a Brick Level Account.

¥ Backup Agent for Microsoft Exchange Configuration
Brick Level Configuration E
Enter the mailbox name, account name and pazzword information o
for the Backup agent Service Account. ¥
Mailbox [alas): Idbagent
Service Account: Idbagent

Password: I xxxxxxxxxxxxx

AT prrer——
Confirm Password: I

Domain of Account: |E2K3

Create Account

< Back I Finizh I Cancel
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When the dialog opens confirming that you successfully created your
account, click OK.

Note: If you have problems verifying an existing account or creating a
new account, see the appendix "Setting Up a Backup Agent Service
Account.”

More information:

Create a Brick Level Account (see page 23)

Create a Brick Level Account

To create a new brick level account

1.

N o ok

In the Mailbox field, enter a unique name for your mailbox. A unique name
is a name that does not exist in the organization as a subset of characters

in another mailbox name. For example, you cannot use the name Admin, if
there is a mailbox named Administrator in your organization.

In the Service Account field, enter a unique name for your Service
Account.

In the Password field, enter a password. When entering the password,
ensure that it meets the length, complexity, and history requirements of
the domain and server you are restoring to.

In the Confirm Password field, reenter your password.

In the Domain of Account field, confirm your local domain name.
Place a check mark in the Create a new account box.

Click Finish to create and verify the account.

Note: For Exchange Server 2000 and 2003, the mailbox is automatically
created in the first database of the first storage group on the local
machine. You can move this mailbox to any mailbox database on the local
server.

For Exchange Server 2000 and 2003, when the dialog opens confirming
that your account has been added as a member to the Administrators,
Backup Operators, and Domain Admins groups, click Yes, and then click
OK.
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Verify a Brick Level Account

To verify an existing brick level account

In the Mailbox field, enter the name of your mailbox.

In the Service Account field, enter the name of your Service Account.
In the Password field, enter your password.

In the Confirm Password field, reenter your password.

In the Domain of Account field, confirm your local domain name.

Click Finish.

o v kA W N

Configure the Agent for Document Level Backup and Restore

After you install the BrightStor ARCserve Backup Agent for Microsoft
Exchange, you must configure performance and file location settings.

To configure the agent for document level backup and restore

1. Choose Start, All Programs, Computer Associates, BrightStor, ARCserve
Backup Agents, Backup Agent Admin.

2. When the BrightStor Backup Agent Admin dialog opens, select Agent for
Exchange-for Microsoft Exchange Premium Add-on from the drop-
down list and click the Configuration button.

3. When the Configuration dialog opens, select the following settings as
required for your environment:

= Complete Messaging Single Instance Storage--This option checks
to see if attachments and messages have already been backed up and
then backs up only one copy. This eliminates the need to back up each
time the attachment and message are referenced. This can
significantly decrease the size of your backups.

= Backup Only Local Public Folder Documents--In Exchange Server,
public folders can include multiple public folder stores on many servers
across the organization. As a result, when you select to back up a
public folder, you could be backing up many public folder stores. To
save time and maximize performance, this option lets you exclude
remote public folder documents during public folder backups.
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Number of Threads--This is the number of threads you want to use
to connect to MAPI per session. If you increase this number, it
increases performance, but also increases CPU utilization. The default
Number of threads value is 1.5 multiplied by the number of CPUs
rounded down and the supported range is between 1 and 64.

Thread Priority--This is the priority you want to set for your threads:
low, medium, or high. If you increase the priority, the operating
system increases the CPU cycles to the thread. If you increase the
number of threads in the Number of threads field, you should decrease
the thread priority to lessen the impact on your server.

Maximum Backup Size--To allow an efficient flow of information
during backup, data is stored in a transition queue. This setting lets
you configure the size of this queue. The default Max queue depth
value is 256 items and the supported range is between 32 and 1024.

Maximum Restore Size--This sets the threshold for memory that SIS
restores will use before saving objects to the temporary location you
specify. If the amount of cached SIS data exceeds this value, you can
increase the value to gain better performance. If the amount of cached
SIS data exceeds the value you select, the restore is not affected, but
a notification message appears in the activity log. The default Max
Restore memory value is half of your system RAM and the supported
range is between 32 and 1024.

Retry Counter--If a MAPI error or time out occurs while trying to
retrieve an object from Exchange Server, this setting lets you control
the number of times you want to retry. This is useful for when your
backups are competing with third-party applications or during periods
of high volume activity. If a MAPI error or time out occurs, the object
is skipped, but the backup continues and a notification message is
displayed in the log location you specify. The default Retry counter
value is 1 and the supported range is between 0 and 10.

Retry Delay--If a MAPI error or time out occurs while trying to
retrieve an object from Exchange Server, this setting lets you control
the delay between retries. This is useful when your backups are
competing with third-party applications or during periods of high
volume activity. If a MAPI error or time out occurs, the object is
skipped, but the backup continues and a notification message is
displayed in the Log location you specify. The default Retry Delay
value is 0 and the supported range is between 0 and 10.
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= Log Detail Level--Do not change this value unless directed by a
trained Computer Associates Customer Support technician. This sets
the level of detail on the debug trace and log in the log location you
specify. The default Debug Level value is 1 and the supported range is
between 0 and 5.

= Job Continuation Level--If a job fails to complete, this setting lets
you skip mailboxes and root public folders that already have been
backed up and continue the job from the point of interruption. This is
especially useful for continuing jobs in the case of a cluster failover.
The default Job Continuation Level value is 1 and the supported range
is between 0 and 2. 0 disables job continuation, 1 continues makeup
jobs only, 2 continues any interrupted jobs.

Note: Because job continuation begins the job at the point of
interruption and skips items that were already backed up in the
original job, you should ensure that the skipped items were backed up
properly in the original job and that they can be browsed from a
restore view.

m  Skip Log Setting--At the end of each backup job, a summary of each
session is displayed in the Activity Log. If individual folders, messages,
and attachments are not backed up, by default, the details will be
listed in the skip log in the agent log directory. If you would rather
view the skip log information in the Activity Log or if you want to view
it in the Activity Log in addition to the skip log, this setting lets you
configure the location. The default Skip Log Setting value is 0 and the
supported range is between 0 and 2. 0 logs information to the skip log
only, 1 logs information to the Activity Log only, 2 logs information to
both the skip log and Activity Log.

Note: This skip log is also useful for tracking corrupt messages in an
Exchange Server.

= Backup Additional User Properties--If you are using Exchange
Server 2000 or 2003, this setting lets you back up a greater level of
user properties detail and determines what is restored when using the
Create user if not existing restore option.

Note: For more information on restore options, see Document Level
Restore Options.

If you do not enable this option, only the display name that is
associated with the mailbox is backed up. This is useful if you will be
using this user as a placeholder to perform an audit or test restore. If
you do enable this option, most additional properties, such as first
name, last name, fax number, and address information are backed up.
This is useful for migration, but will increase the backup time.
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Disable Purge Option--When a backup job is created using the time
based backup method, the Purge documents after backup option can
be enabled so that documents are automatically deleted after they are
backed up. However, since this option should be used with caution,
you can enable the Disable Purge Option as a safety feature to
override the purge and prevent an agent from pruning an Exchange
Server.

Show Brick Level--This option displays Brick Level in the Backup
Manager and Restore Manager.

Note: If you previously used Brick Level and want to restore a Brick
Level backup to an alternative location, enable this option so you can
select the correct location on the Destination tab in the Backup
Manager.

Append To Restored Mailbox--During restore, if you want to create
duplicates of existing users and mailboxes in the same organization,
you must append a string to the user and mailbox names. Enter the
string you want to append in this field. Since the maximum character
limit for user and mailbox names on some systems is 20 characters,
try to keep the string short. If you do not want to create duplicates,
leave this field blank.

Log Location--If you want to change your log location from the
default location, click Browse and select a new location.

Temp Location--If you want to change your temp location from the
default, click Browse and select a hew location.
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The following diagram illustrates the Configuration dialog with the default
values applied for document level backup and restore.

Configuration 1 x|

Exchange Document Level |

— Perfarmance Options
¥ Complete Messaging Single Instance Storage

¥ Backup Only Local Public Folder Documents

MNumber of Threads 1 -
Thread Friority a =
M aximum Backup Size 256 =
Marimurn Restore Size 255 -

— Emor Handling and Logging O ptions
Rty Counter 1 D

Rety Delay

I

Lag Detail Level

—
an

Job Continuation Lewvel

]
an

[=]
N

Skip Log Setting

i~ Other Optionz
[~ Backup &dditional Lizer Properties ™ Show Brick Level
[ Digable Purgs Option

Append To Restored Mailbox I

Log Lozation IE:'\F'rogram Files\CAMBrightStor AR Cserve E Browsze...

I

Temp Location IC:'\F’rogram FileshCahBrightStor AR Ceerve B Browsze...

Help |

Cancel Lpply

4. Click OK.

The document level backup and restore options are saved.
More information:

Document Level Restore Options (see page 108)

Post-installation Tasks on Exchange Server 2007 Systems

The following sections describe post-installation tasks that you must perform
to enable the agent to perform database level and document level backup and
restore.
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Configure the Agent for Database Level Backup and Restore

This section describes how to configure the agent for database level backup
and restore on Exchange Server 2007 installations.

To configure the agent for database level backup and restore

1. From the Start menu, select All Programs, CA, BrightStor, ARCserve
Backup Agents, and Backup Agent Admin.

The BrightStor Backup Agent Admin dialog opens.

2. From the drop-down list, select BrightStor ARCserve Backup Exchange

Agent.

The Configuration dialog with the Exchange Database Level tab selected
opens as shown by the following illustration:

Configuration [ %]

Exchange Database Level | Exchange Document Level I

i~ Ermor Handling and Logging Options
Log Detail Level

Single log file size limit [MB]
M ax log files
Fietry Counter

Retry Delay [seconds]

—
1 —

— Other Options

Log Location IC:\F‘rogram Files\CANBrghtStor AR Czerve Browse... |

Storage Group

Path for create
Recovery ID:\exchange2DD?\Hecovery Storage Grou Browse... |

o]

Cancel

Apply
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3. Specify the following options as necessary:

Log Detail Level--Do not change this value unless directed by a
trained CA Customer Support technician. This sets the level of detail
on the debug trace and log in the log location you specify. The default
Debug Level value is 1 and the supported range is between 0 and 5.

Single log file size--The maximum size of a single log file. After the
file reaches the specified maximum file size, a new file is created.

Note: The default value for this option is 200 MB.

Max log files--The maximum number of log files. After the maximum
number of log file reaches this value, the oldest log file is deleted and
a new log file is created.

Note: The default value for this option is 50 MB.

Retry Counter--If an Exchange backup API error or time out occurs
while trying to retrieve data from Exchange Server, this setting lets
you control the number of times you want to retry. The default Retry
counter value is 1 and the supported range is between 0 and 10.

Retry Delay--If an Exchange backup API error or time out occurs
while trying to retrieve data from Exchange Server, this setting lets
you control the delay between retries. The default Retry Delay value is
0 and the supported range is between 0 and 10.

Log Locations--Specifies the path to the log file.

Path for creating recovery storage group--If the Recovery Storage
Group (RSG) needs to be created during the restore operation, specify
the path to the RSG.

4. Click OK

The database level options are saved.

Configure the Agent for Document Level Backup and Restore

After you configure the agent for Database Level backup and restore, you
must configure performance and file location settings. This section describes
how to do this.

To configure the agent for document level backup and restore

1. From the Start menu, select All Programs, CA, BrightStor, ARCserve
Backup Agents, and Backup Agent Admin.

The BrightStor Backup Agent Admin dialog opens.
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2. From the drop-down list, select Agent for Microsoft Exchange.
The Exchange Document Level configuration dialog opens.

The following diagram illustrates the Configuration dialog with the
Exchange Document Level tab selected and the default values are specified
for document level backups.

Exchange Database Level  Exchange Document Level |

r~ Performance Options
v Complete Messaging Single nstance Storage
V¥ Backup Only Local Public Folder Documents
Mumber of Threads |1 3:
Thread Priarity IU 3:
taximurn Backup Size 256 =
M aximum Restore Size [ME] 11

r— Emor Handling and Logging Options
Fietry Counter |1 3:
Fietry Delay [zeconds) IU 3:
Log Detail Level |1 3:
Job Continuation Level |1 3:
Skip Log Setting IU 3:

r— Other Options
™ Backup Additional User Properties
™ Disable Purge Option
Append To Restored Mailbox
Log Location IE:\Program Files\CaM\BrightStor 4R Cserve E Browse... |
Temp Location IE:\Program Filez\CaMBrightStar ARCserve E Browse... |
oK I Abbrechen | [Ikernehmen |

3. On the Configuration dialog, specify the following options to suit your
environment:

=  Complete Messaging Single Instance Storage--This option checks
to see if attachments and messages have already been backed up and
then backs up only one copy. This eliminates the need to back up each
time the attachment and message are referenced. This can
significantly decrease the size of your backups.

= Backup Only Local Public Folder Documents--In Exchange Server,
public folders can include multiple public folder stores on many servers
across the organization. As a result, when you select to back up a
public folder, you could be backing up many public folder stores. To
save time and maximize performance, this option lets you exclude
remote public folder documents during public folder backups.
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= Number of Threads--This is the number of threads you want to use
to connect to MAPI per session. If you increase this number, it
increases performance, but also increases CPU utilization. The default
Number of threads value is 1.5 multiplied by the number of CPUs
rounded down and the supported range is between 1 and 64.

s Thread Priority--This is the priority you want to set for your threads:
low, medium, or high. If you increase the priority, the operating
system increases the CPU cycles to the thread. If you increase the
number of threads in the Number of threads field, you should decrease
the thread priority to lessen the impact on your server.

= Maximum Backup Size--To allow an efficient flow of information
during backup, data is stored in a transition queue. This setting lets
you configure the size of this queue. The default Max queue depth
value is 256 items and the supported range is between 32 and 1024.

=  Maximum Restore Size--This sets the threshold for memory that SIS
restores will use before saving objects to the temporary location you
specify. If the amount of cached SIS data exceeds this value, you can
increase the value to gain better performance. If the amount of cached
SIS data exceeds the value you select, the restore is not affected, but
a notification message appears in the activity log. The default Max
Restore memory value is half of your system RAM and the supported
range is between 32 and 1024.

= Retry Counter--If a MAPI error or time out occurs while trying to
retrieve an object from Exchange Server, this setting lets you control
the number of times you want to retry. This is useful for when your
backups are competing with third-party applications or during periods
of high volume activity. If a MAPI error or time out occurs, the object
is skipped, but the backup continues and a notification message is
displayed in the log location you specify. The default Retry counter
value is 1 and the supported range is between 0 and 10.

= Retry Delay--If a MAPI error or time out occurs while trying to
retrieve an object from Exchange Server, this setting lets you control
the delay between retries. This is useful when your backups are
competing with third-party applications or during periods of high
volume activity. If a MAPI error or time out occurs, the object is
skipped, but the backup continues and a notification message is
displayed in the Log location you specify. The default Retry Delay
value is 0 and the supported range is between 0 and 10.

= Log Detail Level--Do not change this value unless directed by a
trained CA Customer Support technician. This sets the level of detail
on the debug trace and log in the log location you specify. The default
Debug Level value is 1 and the supported range is between 0 and 5.
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Job Continuation Level--If a job fails to complete, this setting lets
you skip mailboxes and root public folders that already have been
backed up and continue the job from the point of interruption. This is
especially useful for continuing jobs in the case of a cluster failover.
The default Job Continuation Level value is 1 and the supported range
is between 0 and 2. 0 disables job continuation, 1 continues makeup
jobs only, 2 continues any interrupted jobs.

Note: Because job continuation begins the job at the point of
interruption and skips items that were already backed up in the
original job, you should ensure that the skipped items were backed up
properly in the original job and that they can be browsed from a
restore view.

Skip Log Setting--At the end of each backup job, a summary of each
session is displayed in the Activity Log. If individual folders, messages,
and attachments are not backed up, by default, the details will be
listed in the skip log in the agent log directory. If you would rather
view the skip log information in the Activity Log or if you want to view
it in the Activity Log in addition to the skip log, this setting lets you
configure the location. The default Skip Log Setting value is 0 and the
supported range is between 0 and 2. 0 logs information to the skip log
only, 1 logs information to the Activity Log only, 2 logs information to
both the skip log and Activity Log.

Note: This skip log is also useful for tracking corrupt messages in an
Exchange Server.

Backup Additional User Properties--If you are using Exchange
Server 2000 or 2003, this setting lets you back up a greater level of
user properties detail and determines what is restored when using the
Create user if not existing restore option.

Note: For more information on restore options, see Document Level
Restore Options.

If you do not enable this option, only the display name that is
associated with the mailbox is backed up. This is useful if you will be
using this user as a placeholder to perform an audit or test restore. If
you do enable this option, most additional properties, such as first
name, last name, fax number, and address information are backed up.
This is useful for migration, but will increase the backup time.

Disable Purge Option--When a backup job is created using the time-
based backup method, the Purge documents after backup option
can be enabled so that documents are automatically deleted after they
are backed up. However, since this option should be used with caution,
you can enable the Disable Purge Option as a safety feature to
override the purge and prevent an agent from pruning an Exchange
Server.
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= Append To Restored Mailbox--During restore, if you want to create
duplicates of existing users and mailboxes in the same organization,
you must append a string to the user and mailbox names. Enter the
string you want to append in this field. Since the maximum character
limit for user and mailbox names on some systems is 20 characters,
try to keep the string short. If you do not want to create duplicates,
leave this field blank.

= Log Location--If you want to change your log location from the
default, click Browse and select a hew location.

= Temp Location--If you want to change your temp location from the
default, click Browse and select a new location.

4. Click OK.

The Configuration dialog closes and the agent is nhow configured to perform
Document Level backup and restore operations.

More information:

Document Level Restore Options (see page 108)

Remote Server Views in the Backup Manager

Depending on the configuration of the server on which BrightStor ARCserve
Backup is installed, you can view remote Exchange servers from:

®  The Exchange Organization View.
®  The Windows Systems object.
®  The Preferred Shares/Machine object.

Note: This view option applies Exchange Server 2000 and Exchange
Server 2003 systems only.
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Exchange Organization View

The Exchange Organization View provides a central display of your entire
Exchange Organization. This lets you quickly find all the remote Exchange
servers in your environment rather than having to enter each of them
manually under the Windows Systems object or Preferred Shares/Machines
object.

. Bright5tor ARCserve Backup - [Backup - Untitled:1]
Ele QuickStart Corfiguration igards Utilities Wiew Backup Window Help

Job Tape DE r‘) 50 4 L
- COMP-001 Hoee Start | Options  Fiter | Tmane, . | View
U 20b status Source | Staging| Diestination | Schedule |
LI g3 NAS Servers hame [Type [ Size [ Last Modified Date
[’4 ke L~7* Mac 05 % Systems O MHmicrosoft Exchange....
- L= mistiwiare Systems £ EMicrosoft Exchangs...
s Restore 15 UNDX/Linuz Systems
Ch5ft AS400 Systems
g} Media Pool Cl5f® WMS Systems
Ch5f windows 98[Me Systems
Device (= Dl Windows Systems
2= -6 B server (COMP-001)
Database LI Wansyne Scenarios
I3 Preferred Shares{Mackines
@ Report o Network
= 21, Exchangs Organization
@ S -0 B Server COMP-001
£ WANSync 4] |

@ Backup Manager

i Mo properties available

Mast Recently Used

> Backup

To use the Exchange Organization View, the BrightStor ARCserve Backup
Manager and the Agent for Microsoft Exchange must be installed on the same
machine as your Exchange server.

In the Exchange Organization View, the Exchange Server database objects are
organized in a hierarchy similar to the Exchange Server Manager.

Note: The Exchange Organization is always explicitly packaged. You must
repackage jobs if Exchange servers are added or removed from your
organization. For more information on packaging your jobs, see the Getting
Started.
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Add Remote Servers to the Systems Object

To view and manage remote Exchange Server systems, you must add them to

the Windows Systems object in the Backup Manager.

To add a remote server to the Windows Systems object

1. From the Quick Start menu on the BrightStor ARCserve Backup Home

Page, click Backup Manager.

The Backup Manager window opens.

2. From the BrightStor ARCserve Backup Manager window select the Source

tab.

Right-click the Windows Systems object and select Add
Machine/Object from the pop-up menu as shown in the following

illustration:
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The Add Agent dialog opens.
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3. From the Add Agent dialog, enter the Host Name for the machine and
either enable the Use Computer Name Resolution option to
automatically search for the correct IP address each time you connect to
this computer, or you can enter a specific IP address as shown in the
following illustration:

I ]

Add & Mew Client &gent

Host Mame : |HDSTNAME

= TCPAP

v Lze Computer Mame Besolutior:
Enter |F address: [ex, 132123257207

PRSP

Enter [Ex= nternal netwark number:
[Ex, 001 C2FFO-N00000000001]

[ Attempt to use V] protocol.

Add Close | Help |

Important! The machine that you are adding must be running and have
the Universal Agent started.

4. Click Add.
The machine is added to the Windows Systems object.

5. Repeat Steps 3 and 4 to add more remote Exchange Server systems to
your environment.

6. Click Close.

The remote agents are added to the Backup Manager, Windows Systems
object.
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Chapter 3: Performing Database Level
Backups and Restores

This section contains the following topics:

How Database Level Backup Works (see page 39)

Database Level Backup and Restore for Exchange Server 2000 and 2003 (see
page 39)

Database Level Backup and Restore for Exchange Server 2007 (see page 56)
Features Supported on Exchange 2000, 2003, and 2007 Systems (see page
81)

How Database Level Backup Works

Database level backup and restore protects the Exchange Server database
files and logs. It is the fundamental backup for your Exchange Server, and you
should always use it regardless of whether you use one of the other granular
backup types. You can use Database level backups to restore Exchange Server
in the event of a system failure, database corruption, or disaster recovery
scenario.

Database Level Backup and Restore for Exchange Server
2000 and 2003

For Exchange 2003, using the Database Level backup, you can back up the
following types of databases:

m  Information Store (IS)

m  Site Replication Service (SRS)

For Exchange 2000, using the Database Level backup, you can back up the
following types of databases:

m  Information Store (IS)

m  Key Management Service (KMS)

m  Site Replication Service (SRS)

Performing Database Level Backups and Restores 39



Database Level Backup and Restore for Exchange Server 2000 and 2003

Database Level Views in the Backup Manager
Depending on your configuration, Microsoft Exchange Server - Database Level
appears in the Backup Manager under the following objects:
®  Windows Systems
®m  Preferred Shares/Machines
m  Exchange Organization
When you expand the Microsoft Exchange Server - Database Level(IS) object,
you can view your local and remote Exchange servers. When you expand a

server, you can view the databases and their components that you can protect
using Database Level backup and restore:

=5 @ Microsoft Exchange Server - Database LevelI5)

= E1§8y First Storage Group

i ..... | ﬁ Mailbiox Stare [EXEHEDDEN”

S - | ﬁ Public Folder Store [EXCH2003M1)

| EE. Second Skorage Group

=-8 @ Microsoft Exchange Server - Database LevellSRS)
= C1685 SRS Storage

Note: Microsoft Key Management Service (Exchange Server 2000 only) and
Microsoft Site Replication Service are optional and appear in the Backup
Manager only if you have them installed.

In BrightStor ARCserve Backup, the Microsoft Exchange Server - Database
Level (IS) object, Microsoft Site Replication Service object, and Microsoft Key
Management Service object includes up to four storages groups. Each storage
group includes up to five database stores.

Note: In a cluster environment, Exchange servers appear under the Exchange
virtual server objects.

More information:

Database Level Backup Methods (see page 41)
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Backup Agent Service Account Requirements for Database Level Backup and
Restore

To perform a database level backup and restore job, your backup agent
service account must be a member of the following groups on the Exchange
Server:

®  Administrators

®  Backup operators

Database Level Backup Features

The following sections include information on the features that the BrightStor
ARCserve Backup Agent for Microsoft Exchange offers when performing
database level backups.

Database Level Backup Methods

When you submit a backup job, you must select a backup method. The backup
method tells BrightStor ARCserve Backup how you want your data to be
backed up. When you use the agent, you can select a backup method for your
Database Level backup job at the storage group level or you can use a globally
scheduled backup method.

Important! If you select to back up only a mailbox store or public folder store
without dynamically selecting the entire storage group, the copy backup
method is automatically used so that the storage group’s logs are not affected.

To select a backup method at the storage group level, explicitly select the
storage group’s parent database object (Microsoft Exchange Server -
Database Level (IS), Microsoft Site Replication Service, or Microsoft Key
Management Service object), right-click the storage group, and select Agent
Option as illustrated by the following:

You must explicitly select fhe database object 1o set backup
methads al the storage group level

=4 @ Microsoft Exchange Server - Database Level(1S)
Sy
[ Mailbox Store

o B Public Folder Store

Agent Ophion...

Note: For more information on explicit job packaging, see the Getting Started.
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The Agent Options dialog opens as shown in the following illustration:

Agent Options

Select a backup method for pour D atabaze Level backup job.

¥ Use globally scheduled backup method
 Backup Methods

= EullBackup
Back up the entire mailbox

" Copy Backup
Same az Full Backup except da nat purge lag files.
{7 [neremental Backup

Back up only changes from last backup

{71 Difterential Backup

Back up only changes from last full backup

LCancel Help

The advantage of selecting a backup method at the storage group level is that
it gives you the flexibility to use a different method for different storage
groups. You can select from the following backup methods:

Use globally scheduled backup method—Enabled by default. You must
disable this option if you want to set a backup method at the storage
group level. If you do not disable this, you must select a backup method
on the Schedule tab.

Note: If you do not disable this and select Custom Schedule on the
Schedule tab, there is no difference between the full (Keep Archive Bit)
and full (Clear Archive Bit) backup methods; they both function as full.

Full Backup—This is the default. It backs up the entire database,
including the log files, and marks all of the files that have been backed up
in preparation for a subsequent incremental or differential backup. The log
files are also truncated during a full backup. The backup operation then
purges, from the Exchange Server, the committed log files it no longer
needs. While the backup is taking place, new database changes can occur,
so a patch file (.pat) is created to log these late changes. The patch file is
backed up at the end of the process along with the log files. These backed
up .pat files are restored automatically with the log files.

Note: Always perform a full backup when running the agent for the first
time, after upgrading to a Service Pack, and after performing a restore.

Copy Backup—Backs up the entire database, including the log files, but
does not mark the files as having been backed up. Use a copy backup if
you want to make a full backup of your data but do not want to disrupt
any existing incremental or differential backups.

Note: The log files are not truncated during a copy backup.
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Incremental Backup—Backs up the log files that have changed since the
last full or incremental backup and marks them as backed up. The log files
are also truncated. When restored, the log files are applied to recreate the
database at the time of backup.

Note: Microsoft does not support incremental backups when the Circular
Logging feature is enabled. If you do not disable Circular Logging and
submit an incremental backup, the agent automatically converts the
backup to full.

Differential Backup—Backs up the log files that have changed since the
last backup. The log files are not truncated. It does not, however, mark
them as backed up. When restored, the log files are applied to recreate
the database at the time of backup.

Note: Microsoft does not support differential backups when the Circular
Logging feature is enabled. If you do not disable Circular Logging and
submit a differential backup, the agent automatically converts the backup
to full.

Specify Database Level Backup Options for an Exchange Storage Group

This section describes how to specify Database Level backup options for an
Exchange storage group.

To specify database level backup options for an Exchange storage
group

1.

Open the Backup Manager and select the Source tab.

Browse to and expand the Microsoft Exchange Server - Database
Level object directory tree.

Right-click any storage group in the directory tree and select Agent
Option from the pop-up menu.

The Agent Option dialog opens.

From the list of Exchange storage groups, select Default.

Clear the check mark from the Use globally scheduled backup method
option.

The options under Backup Methods and Backup Source on Agent Options
dialog become accessible.

Specify a Backup Method option and a Backup Source option.

Note: For more information about Backup Method and Backup Source
options, see Database Level Backup Methods.

Click Apply.

The database level backup options for the selected Exchange storage
group are saved.
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4. Click OK.
The Agent Options dialog closes.

Note: To apply the default backup options to the selected Exchange storage
group, click the Reset All button.

More information:

Database Level Backup Methods (see page 41)

Perform a Database Level Backup

Before you submit a Database Level backup job, make sure that the Exchange
Server databases are mounted on your server and that the Microsoft Exchange
Information Store and the CA BrightStor Backup Agent RPC Server service are
running on your server.

To perform a database level backup on an Exchange Server 2000 or
2003 database

1. From the BrightStor ARCserve Backup Home Page, select the Backup
Manager from the Quick Start menu.

2. When the Backup Manager opens, select the Database Level objects you
want to back up (Microsoft Exchange Server - Database Level (1IS),
Microsoft Site Replication Service, and Microsoft Key Management
Service). If you want to back up only certain storage groups or database
stores within certain storage groups, expand a database object and select
specific groups and database stores.

Note: You should back up an entire storage group rather than individual
database stores. Individual database stores can be restored from a backup
of an entire storage group.

3. Right-click the Database Level object you selected to back up and select
Remote Protocol.

4. When the Remote Protocol dialog opens, select one of the following remote
protocols to use for the job, and then click OK:

m  TCP/IP--The default. Establishes a connection using sockets over
TCP/IP. To configure what port the socket uses, see the chapter
"Installing the Agent."

s VI (Virtual Interfaces)--Works with specific VI hardware
environments.

= Named Pipes--An alternative transport protocol used for legacy
support.

Note: By default, the agent uses the TCP/IP protocol when performing
backups. If a problem occurs with this protocol, it automatically fails over
to the Named Pipes protocol.
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10.

11.
12.

13.

If you are not planning to schedule your job to use a rotation scheme,
right-click each storage group object you are including in this job and
select Agent Option to select a backup method to use. If you do this, the
storage group's database parent object must be explicitly selected. For
more information, see Database Level Backup Methods.

Note: Always perform a full backup when running the agent for the first
time. This allows you to store a complete set of Exchange Server
databases.

If you want to enable CRC checking so that you can verify the integrity of
your data using the Scan utility after the backup job is performed, click the
Options button, click the Operation tab, enable the Calculate and Store
CRC Value on Backup Media option, and then click OK.

Note: For more information on CRC checking and using the Scan utility,
see Database Level Scan Media Options.

Click the Destination tab and select a backup destination.

Click the Schedule tab. If you want to use a Custom Schedule, select a
Repeat Method. If you want to use a rotation scheme, select the Use
Rotation Scheme option and set up your scheme. For more information
on scheduling jobs and rotation schemes, see the online help and the
Administrator Guide.

Note: If you use a Custom Schedule, the Backup Method section on the
Schedule tab does not apply. For more information, see Database Level
Backup Methods.

Click Start.

When the Security and Agent Information dialog opens, make sure that
the correct user name and password are filled in for each object. If you
need to enter or modify a user name or password, click the Security
button, make your changes, and then click OK.

Note: The security for a Database Level backup is determined from the
security supplied for the server listed in the Object column. The security
on that server must be a part of the Administrators and Backup Operators
groups.

Click OK.

When the Submit Job dialog opens, select Run Now to run the job
immediately, or select Run On and select a future date and time when
you want the job to run.

Enter a description for your job.
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14. If you selected multiple sources to back up and want to set the priority in
which the job sessions initiate, click Source Priority. Use the Top, Up,
Down, and Bottom buttons to change the order in which the jobs are
processed. When you finish setting priorities, click OK.

15. On the Submit Job page, click OK to submit your job.
More information:

Database Level Backup Methods (see page 41)
Database Level Scan Media Options (see page 84)

Database Level Data Restore

The following sections include information on the prerequisites you must meet
before you perform a restore, the features that the BrightStor ARCserve
Backup Agent for Microsoft Exchange offers when restoring from a database
level backup, and the procedure for how to perform a restore.

Database Level Restore Prerequisites

Before you restore, to prepare your Exchange Server, you must dismount the
database stores within all storage groups you want to restore. To do this, open
the Exchange System Manager, navigate to, and expand, the storage group
you want to restore, right-click each database store and select Dismount
Store:

"’. Exchange System Manager !E I

@:1 File Action Yiew ‘Window Help |_|E‘|i|
- [BE 4R XERE| @

r5§1 First Organization {Exchange) Mailbox Skare (EXCHZ003M1)
3 Global Settings
[ Recipients
E,__] Servers

| B ExCHzo0IML
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[_JdLogons

[ Mailboxes

A Full-Text Indexing

H 4 Dismounk Store
o]

: Create Full-Text Index
.__J Conneckars Start Incremental Papulation
[#-{ 4 Toals Start Full Population
[¥-{ Folders Pause Population
Stop Population
All Tasks 3
iew 3
ews Windows from Here
ut,
Copy
Delete
Rename
Refresh
Export List. ..
Propetties
Help

Dismounts this skare
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Note: You can also dismount databases automatically using the option
Automatically dismount database before restore. For more information
on this option, see Database Level Restore Options.

Enable the feature This database can be overwritten by a restore for each
of the database stores in the Storage Groups you want to restore. To do this,
open the Exchange System Manager, navigate to, and expand, the Storage
Group you want to restore, right-click each database store and select
Properties, click the Database tab, enable the feature This database can be
overwritten by a restore, and then click OK.

Note: You can also automatically allow databases to be overwritten using the
option Allow database to be overwritten by restore. For more information
on this option, see Database Level Restore Options.

Mailbox Store (EXCHZ003N1) Properties HE
Details | Paolicies I Security I
General Database | Lirnits I Full-Text Indexing

Exchange databaze:
IC: “Program FileshE xchervivmdbdatabprivl. edb Browsze...

Exchange streaming databasze:

IE: WProgram Files\E xchsrvivmdbdatabprivd . st Browse... |

Maintenance interval:

|F|un daily frorn 1:00 Ak to 5:00 Abkd j Customize. ..

Time of lazt full backup:
I?HBHEDDS 328 PM

Time of last incremental backup:

IThis type of backup was never performed.

™ Do not mount this store at start-up

¥ iThiz database cam be ovenwritten by a restore:

ak. I Cancel | Apply I Help I

®  Ensure that all of your necessary Exchange Server services are running.

®  Ensure that the agent is installed on the same machine that has the
Exchange Server installed and that the Backup Agent RPC Server service is
running.
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®m  Ensure that the server you are restoring to is configured exactly the same
as the original server you backed up from. If you are restoring to the
original location, the configuration is typically the same. Otherwise, use
the worksheet in the appendix “Server Configuration Worksheet” to
determine what needs to be identical. All fields in the worksheet except
the Server Name field must be the same when restoring to an alternate
location.

More information:

Database Level Restore Options (see page 50)

Database Level Restore Sets

When you back up an Exchange Server, the Directory and Information Store
that you select to back up are saved on media as an individual session. To
restore an Exchange Server, you must restore all of the sessions that, when
combined, completely restore the Directory and Information Store. These
sessions are called your restore set.

The number of sessions in your restore set depends on the backup methods
you used:

®m  If you backed up your Directory or Information Store using only the full
backup method, your restore set includes only this full session.

®m  If you backed up your Directory or Information Store using both full and
incremental backups, your restore set includes your full session and at
least one, but up to as many incremental sessions as you want to include.
For example, in the following backup scenario, your restore set can be full
and incremental 1, full and incremental 1 and 2, full and incremental 1, 2,
and 3, or full and incremental 1, 2, 3, and 4:

Full Incremental 1 Incremental 2 Incremental 3 | Incremental 4

®m  If you backed up your Directory or Information Store using both full and
differential backups, your restore set includes your full session and one
differential session. For example, in the following backup scenario, your
restore set can be full and differential 1, full and differential 2, full and
differential 3, or full and differential 4:

Full Differential 1 Differential 2 Differential 3 Differential 4

After you determine your restore set, you must make sure that you select the
entire set when submitting your restore job. If you use the Restore by Tree
method when scheduling your restore job, the agent simplifies this task for
you. When using Restore by Tree, all you must do is select the last
incremental or differential session in your restore set and the agent will
automatically include the full session for you.
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To select your restore set in the Restore Manager

1.

From the BrightStor ARCserve Backup Home Page, select the Restore
Manager from the Quick Start menu.

When the Restore Manager opens, select Restore by Tree in the drop-
down box underneath the Source tab.

Expand the server that has the Directory or Information Store you backed
up and select the Directory or Information Store object.

Click Version History.

The Version History dialog opens as shown in the following illustration:

x
ce I Type I Method I Flags I Select I
exchiz' Backup Agent Infarmation Stare Incr. Catalog
exchiz' Backup Agent Infarmation Store Diff. Catalog Cancel |

Backup Agent Information Store Full Catalog, R Help |

exchiz' Backup Agent Infarmation Stare Incr. Catalog

exchiz' Backup Agent Infarmation Stare Incr. Catalog

exchiz' Backup dgent Information Store Incr. Catalog

exchiz' Backup Agent Infarmation Stare Full Catalog

exchiz' Backup Agent Infarmation Stare Full Catalog, R

exchiz' Backup Agent Infarmation Store Full Catalog

Kl I i

When the Version History dialog opens, highlight a session in your restore
set and click Select. If your restore set includes incrementals and
differentials, simply select the last incremental or differential in the set and
the agent will automatically include the full backup for you (applies to
Restore by Tree only).

The most recent backups are displayed at the top of the Version History
dialog.

Set your restore options, select a destination, and submit the job.

Note: If you use Restore by Session rather than Restore by Tree, you
must repeat Steps 1 to 6 for each session in your restore set.
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Database Level Restore Options

When you create a restore job, you can choose restore options to customize

the job:
Backup Agent Restore Options E

V¥ Automatically dismount database befare restore

¥ Allow database to be ovensritien by restane

Lazt Backup Set Options
¥ Commit after restore

v &pply existing logs
[V Mount database after restare

[ wait for the database to commit

Temparary lacation for log and patch files:

Ic:'\temp

0K I Cancel Help

The following list describes each of the restore options. When to use these
options depends on your restore set. To determine when to use each option,
see Database Level Restore Options Selection.

= Automatically dismount database before restore—To prepare your
Exchange Server before you restore, you must dismount the database
stores within all storage groups that you want to restore. To do this
automatically, enable this option. For information on how to dismount
databases manually, see Database Level Restore Prerequisites.

= Allow database to be overwritten by restore—Before you restore, to
prepare your Exchange Server, you must allow each database store in the
Storage Groups you want to restore to be overwritten. To do this
automatically, enable this option. For information on how to do this
manually, see Database Level Restore Prerequisites.
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®  Commit after restore—Commits the database after the restore is
completed. If you are restoring a set, use this option only when you are
restoring the last backup in the set. If this option is not selected, the
database is left in an intermediate state and is not yet usable but is ready
for subsequent differential or incremental restores.

- Apply existing logs—If you enable this, both the existing logs and
any new logs that will be restored are applied together in sequential
order when the database is committed. If you do not select this, only
the new logs will be applied (existing logs are not applied).

Important! Do not use Apply existing logs if the Exchange Server you
are restoring to is not the Exchange Server you backed up from, if the
existing database is corrupt, or if the new logs that will be restored are
out of sequence with the existing logs. If you enable this option and
the agent detects that logs are out of sequence, the agent
automatically disables the option so that the job does not fail.

- Mount database after restore—Instructs the Exchange Server to
mount the database after the restore is completed. If you would rather
manually mount your database, disable this option.

Note: If the Exchange Server fails to mount the database, check the
event log for details. If you think the Exchange Server failed to mount
because of existing logs on the server, repackage and run the restore
without the Apply existing logs option enabled.

- Wait for the database to commit—If you enable this, the agent
waits for the Exchange Server to return the commit result before
finishing the restore. This may take a long time depending on the
number of logs the Exchange Server is attempting to commit.

®  Temporary location for log and patch files—Sets a temporary location
on the Exchange Server machine to restore logs and patch files during the
restore process. The temporary location you select must be empty before
you restore and must have enough space for all the log files being
restored. After the database commits the logs and patch files, they are
deleted.

Note: If you are restoring a series of full backups, incremental backups, or
differential backups, you must use the same temporary location for all
restore jobs.

More information:

Database Level Restore Prerequisites (see page 46)
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Database Level Restore Options Selection

When to use these options depends on your restore set. The following tables
describe when to use each restore option. If you restore using the Restore by
Tree method, correct restore options are automatically applied for you. If you
restore data using Restore by Session on Exchange 2000 Server and Exchange
2003 Server systems, use the following information to determine when to use
each option.

If your restore set contains incremental backups:

Type Full Intermediate Last
Incremental Incremental

Apply N N Y/N

Commit N N Y

Mount N N Y/N

If your restore set contains differential backups:

Type Full Differential
Apply N Y/N

Commit N Y

Mount N Y/N

If your restore set is a full backup:

Type Full
Apply Y/N
Commit Y

Mount Y/N
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Perform a Database Level Restore

To restore an Exchange Server database

1.

From the BrightStor ARCserve Backup Home Page, select the Restore
Manager from the Quick Start menu.

When the Restore Manager opens, select Restore by Tree in the drop-
down box underneath the Source tab.

Note: Both Restore by Tree and Restore by Session are supported for
Database Level restore.

If the backup you want to restore is local, expand the Server object,
expand the server that has the database you backed up, and select the
database object. If the backup you want to restore is remote, expand the
Microsoft Windows Network object, expand the server that has the
database you backed up, and select the database object.

If the most recent backup is not the backup you want to restore, click
Version History, select the version you want to restore, and click Select.

Note: If you are using a restore set, you must restore the entire set in the
order that it was backed up. If your restore set includes incrementals and
differentials, simply select the last incremental or differential in the set and
the agent will automatically include the full backup for you (applies to
Restore by Tree only). For more information on restore sets, see Database
Level Restore Sets.

Right-click each storage group object you are including in this job and
select Agent Option to select backup options. For more information about
restore options, see Database Level Restore Options.

Click the Destination tab. You can restore the database objects to their
original location (default) or you can restore the database objects to an
alternative location.

Note: For Exchange Server 2003, you can select to restore to the
Recovery Storage Group, a specialized storage group you can use in
addition to the regular storage groups in Exchange Server. For more
information on the Recovery Storage Group, see your Exchange Server
documentation.
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7. If you want to restore to an alternative location and have the BrightStor
ARCserve Backup Agent for Windows installed, clear the Restore files to
their original locations check box, expand the Windows Systems
object, expand the server you want to restore to, and select the Microsoft
Exchange Server — Database Level (IS) object. If you want to restore to
an alternative location and do not have the BrightStor ARCserve Backup
Agent for Windows installed, clear the Restore files to their original
locations check box, expand the Microsoft Windows Network object,
expand the appropriate domain, expand the server you want to restore to,
and select the Microsoft Exchange Server — Database Level (IS) object.

Note: For information about restoring to an alternative location, see the
Disaster Recovery for Microsoft Exchange 2000 Server and Disaster
Recovery for Microsoft Exchange 2003 Server white papers on the
Microsoft web site.

8. Click Start.

9. If you are restoring to an alternative location, when the Security dialog
appears, enter the user name and password for the destination server and
click OK.

10. When the Session User Name and Password dialog opens, verify or change
the user name and password for the destination Exchange Server. To
change the user name or password, select the session, click Edit, make
your changes, and then click OK.

Note: The user name must be entered in the following format:
DOMAIN\USERNAME
11. Click OK.

12. When the Submit Job dialog opens, select Run Now to run the job
immediately, or select Run On and select a future date and time when
you want the job to run.

13. Enter a description for your job and click OK.
More information:

Database Level Restore Sets (see page 48)
Database Level Restore Options (see page 50)

Perform a Database Level Test Restore to an Alternative Location

You should perform a test restore to a backup server at least once a month
and make sure the restored database is functioning properly. This lets you test
your backup and restore strategies to assess whether you are backing up your
system accurately and to prepare for a possible disaster.
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Before you can restore an Exchange Server database backup to an alternative
location, you must ensure that the server you are restoring to is configured
exactly the same as the original server you backed up from. To determine
what needs to be identical, use the worksheet in the appendix “Server
Configuration Worksheet.” Information in all fields in this worksheet except the
Server Name field must be the same on the server you are restoring to.

To perform a test restore to an alternative location

1. Ensure that the test server you are restoring to meets the following
criteria:

= Microsoft Exchange is installed and is configured exactly the same as
the original server you backed up from.

m  BrightStor ARCserve Backup and the agent are installed.

m The server is in a different domain than the domain of the server you
backed up from and it has its own Active Directory.

2. Open the Restore Manager and select the Source tab.
Browse to and select the session that you want to restore.
3. Click the Destination tab.
Disable the Restore files to their original location(s) option.

4. Expand the server object for your test server and select the Microsoft
Exchange Server - Database Level object.

5. Click Start to submit the job.

Note: For information about restoring to an alternative location, see the
Disaster Recovery for Microsoft Exchange 2000 Server or Microsoft Exchange
2003 Server Disaster Recovery white paper on the Microsoft web site.

Access an Individual Mailbox from a Database Level Test Restore

If you do not perform a document level or brick level backup in addition to
your database level backup and need to restore an individual mailbox, do the
following:

1. Follow the procedure for performing a test restore to an alternative
location For more information, see Perform a Database Level Test Restore
to an Alternative Location.

2. Open the Exchange System Manager, expand the Mailbox Store, right-click
the Mailboxes object and select Run Cleanup Agent. Because the new
domain’s Active Directory does not contain the same users as the original
domain, mailboxes appear as disconnected.
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3. Open the Active Directory Users and Computers dialog and create a new
account to attach the mailbox to. While creating the new account, disable
the Create an Exchange mailbox option because you must connect the
user to the restored mailbox rather than a new mailbox.

4. In the Exchange System Manager, right-click the name of the disabled
mailbox, select Reconnect, and then select the appropriate domain account
to link with the mailbox. This connects the mailbox to the user.

5. When the Reconnect dialog opens, click OK.

6. When the warning replication message appears, click OK.

After you connect the mailbox to the user, the information replicates and the
restore mailbox is available in the new domain.

More information:

Perform a Database Level Test Restore to an Alternative Location (see page
54)

Database Level Disaster Recovery

If a disaster occurs, you must perform the following steps to restore the
Exchange Server:

®m  For information about disaster recovery, see the Disaster Recovery for
Microsoft Exchange 2000 Server and Disaster Recovery for Microsoft
Exchange 2003 Server white papers on the Microsoft web site.

m  Restore the operating system on your Exchange Server and your domain
controller and ensure that the System State with Active Directory is in a
consistent state with the backup you intend to restore. The BrightStor
ARCserve Backup Disaster Recovery Option provides an automated and
efficient way for you to complete these tasks. For more information, see
the Disaster Recovery Option Guide.

®  Ensure that the Exchange Server application is operational and that you
have the same Service Pack you had prior to the disaster.

m  Restore the databases to the Exchange Server. For instructions on how to
restore the databases to the Exchange Server, see Perform a Database
Level Restore.

Database Level Backup and Restore for Exchange Server
2007

The following sections describe how to use database level backup and restore
data on Exchange 2007 Server systems.
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Database Level Views in the Backup Manager

Depending on your configuration, Microsoft Exchange Server - Database Level
appears in the Backup Manager under the following objects:

®  Windows Systems

m  Exchange Organization

The following diagram illustrates that when you expand the Microsoft
Exchange Server — Database Level object, you can view your local and remote
Exchange servers. When you expand a server, you can view the databases and
their components that you can protect using Database Level backup and
restore.

=-0 g Microsoft Exchange Server - Database Level
= O g Frst Storage Group
O 7 Mailbox Database
=1 & ;i Second Storage Group
ol (i seamoet
O i) Publkc Folder Database

To set options for the respective databases, right-click the Microsoft
Exchange Server - Database Level object and select options from the pop-
up menu.

Backup Agent Service Account Requirements for Database Level Backup and
Restore

To perform a Database-Level backup and restore job, your backup agent
service account must satisfy the requirements listed below. The backup agent
service account must be:

® A domain account.

® A member of the Administrator group on the Exchange Server.

® A member of the Backup Operators group on the Exchange Server.

®  Assigned the Exchange Organization Administrator Role.

Note: If you don’t want to use the “Restore to Recovery Storage Group” and
the “Allow databases of destination storage group to be overwritten” restore

options, the service account only needs to be assigned the “Exchange View-
Only Administrators” role.

Database Level Backup Features

The following sections include information on the features that the BrightStor
ARCserve Backup Agent for Microsoft Exchange offers when performing
database level backups.

Performing Database Level Backups and Restores 57



Database Level Backup and Restore for Exchange Server 2007

Database Level Backup Options

When you submit a backup job, you must select a backup option. The backup
option tells BrightStor ARCserve Backup how you want your data to be backed
up. When you use the agent, you can select a backup method for your

Database Level backup job at the storage group level or you can use a globally
scheduled backup method.

To select a backup method at the storage group level, right-click the
Microsoft Exchange Server - Database Level object and select Agent
Option as shown in the following illustration:

Microsoft Exchange Server - Databace Level
¥ M (i) First Storage Group Sty
+ - M (3H Second Storage Group

Bgent Cption. ..
Encoding *

The following diagram illustrates that the globally scheduled backup method
will be used for all storage groups.

Note: The options corresponding with *Default* represent the default

options for all storage groups. When necessary, you can specify options that
are unique to the selected storage group.

Agent Options E

Set Backup Options Far

T ~Backup Methods
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Firgt Starage Group v Lse globally scheduled backup method
Second Storage group

5 Eull Backup
Back up the entire mailbox
£ Copy Backup

Same az Full Backup except do not purge log files.
) Incremental Backup

Back up only changes from last backup
{ Differential Backup

Back up only changes from last full backup

~Backup Source

% Backup from replication i available

" Backup from active database

Reszet all | Ok, I Cancel Soply Help
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The following diagram illustrates that for the storage group selected, the Use
Default Option check box is selected.

Note: To overwrite the default options for the selected storage group, you
must clear the check mark from the Use Default Option check box.

ngentpons |
Set Backup Options For | v Use Default Option |
— Backup Methods

“Default®
First Starage Groun ¥ Use globaly scheduled backup method

Secnnd Storage group 6 Eull Backup

Back up the entire mailbox

' Copy Backup
Same az Full Backup except do not purge log files.

£ heremental Backup
Back up only changes from lazt backup

O Differential Eackup
Back up only changes from last full backup

~ Backup Source
% Backup from replication if availatble

£ Backup from active database

Reszet All | Ok I Cancel Eaply Help

Important! The advantage of selecting a backup method at the storage group
level is that it gives you the flexibility to use a different method for different
storage groups.

You can select from the following backup methods:

m  Use globally scheduled backup method--Enabled by default. You must
disable this option if you want to set a backup method at the storage
group level. If you do not disable this, you must select a backup method
on the Schedule tab.

Note: If you do not disable this and select Custom Schedule on the
Schedule tab, there is no difference between the full (Keep Archive Bit)
and full (Clear Archive Bit) backup methods; they both function as full.
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®  Full Backup--This is the default. It backs up the entire database,
including the log files, and marks all of the files that have been backed up
in preparation for a subsequent incremental or differential backup. The log
files are also truncated during a full backup. The backup operation then
purges, from the Exchange Server, the committed log files it no longer
needs.

If you dismount one or more databases in a storage group during the
backup operation, the agent does not truncate the transaction logs. The
final result will be equivalent to that of a copy backup operation - not a full
backup operation. A full backup is required to run incremental or
differential backups.

Note: Always perform a full backup when running the agent for the first
time, after upgrading to a Service Pack, and after performing a restore.

m  Copy Backup--Backs up the entire database, including the log files, but
does not mark the files as having been backed up. Use a copy backup if
you want to make a full backup of your data but do not want to disrupt
any existing incremental or differential backups.

Note: The log files are not truncated during a copy backup.

= Incremental Backup--Backs up the log files that have changed since the
last full or incremental backup and marks them as backed up. The log files
are also truncated. When restored, the log files are applied to recreate the
database at the time of backup.

Notes:

- Microsoft Exchange does not support incremental backups when the
Circular Logging option is enabled. If you do not disable the Circular
Logging option and submit an incremental backup job, the agent
automatically converts the incremental backup to a full backup. For
more information about Circular Logging, see the Administrator Guide.

- If you submit an incremental backup job without first performing a full
backup of the storage group, the agent automatically converts the
incremental backup job to a full backup job.
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Differential Backup--Backs up the log files that have changed since the
last backup. The log files are not truncated. It does not, however, mark
them as backed up. When restored, the log files are applied to recreate
the database at the time of backup.

Notes:

- Microsoft Exchange does not support differential backups when the
Circular Logging option is enabled. If you do not disable the Circular
Logging option and submit a differential backup job, the agent
automatically converts the differential backup to a copy backup. For
more information about Circular Logging, see the Administrator Guide.

- If you submit a differential backup job without first performing a full
backup of the storage group, the agent automatically converts the
differential backup job to a full backup job.

Reset All--Reset the options selected back to the default settings for all or
your Exchange storage groups.

You can specify one of the following Backup Sources:

Back up from replication if available--If the storage group has a
healthy replication, then the backup will done from the replication.
Otherwise, the backup will be done from the active databases.

Back up from active databases--The backup is always performed from
active databases.

Perform a Database Level Backup

Before you submit a Database Level backup job, make sure that the Exchange
Server databases are mounted on your server and that the Microsoft Exchange
Information Store and the CA BrightStor Backup Universal Agent service are
running on your server.

To back up an Exchange Server database

1.

From the BrightStor ARCserve Backup Home Page, select the Backup
Manager from the Quick Start menu.

The Backup Manager Window opens.

From the Backup Manager window, select the storage groups that you
want to back up.

Note: Individual database stores can be restored from a backup of an
entire storage group.

Right-click the Database Level object you selected to back up and select
Agent Options.

Note: Always perform a full backup when running the agent for the first
time. This allows you to store a complete set of Exchange Server
databases.
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10.

11.

12.

To enable CRC checking so that you can verify the integrity of your data
using the Scan utility after the backup job is performed, click the Options
button, click the Operation tab, enable the Calculate and Store CRC
Value on Backup Media option, and then click OK.

Note: For more information on CRC checking and using the Scan utility,
see Database Level Scan Media Options.

To enable data encryption, compression, or both, click the Options button
(on the Backup Manager window), select the Backup Media tab and check
one or both of the following options:

m  Compress Files Before Backup Using Software Compression
=  Encrypt Files Before Backup

Click the Destination tab and select a backup destination.

Click the Schedule tab.

If you want to use a Custom Schedule, select a Repeat Method. If you
want to use a rotation scheme, select the Use Rotation Scheme option
and set up your scheme. For more information on scheduling jobs and
rotation schemes, see the online help and the Administrator Guide.

Note: If you use a Custom Schedule, the Backup Method section on the
Schedule tab does not apply. For more information, see Database Level
Backup Options.

Click Start.
The Security and Agent Information dialog opens.

From the Security and Agent Information dialog, make sure that the
correct user name and password are filled in for each object. If you need
to enter or modify a user name or password, click the Security button,
make your changes, and then click OK.

Click OK.
The Submit Job dialog opens.

From the Submit Job dialog, select Run Now to run the job immediately,
or select Run On and select a future date and time when you want the job
to run.

Enter a description for your job.
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13. If you selected multiple sources to back up and want to set the priority in
which the job sessions initiate, click Source Priority. Use the Top, Up,
Down, and Bottom buttons to change the order in which the jobs are
processed. When you finish setting priorities, click OK.

14. On the Submit Job page, click OK to submit your job.

Note: Before data is backed up, the agent uses the Microsoft Volume Shadow
Copy Service (VSS) to create a snapshot of the entire storage group and to
perform an integrity check on its files. The time required for this process will
vary, depending upon the amount of data that you are backing up. During this
process, the Status field in the Job Properties dialog box displays Calculate
Session.

More information:

Database Level Backup Options (see page 58)
Database Level Scan Media Options (see page 84)

Database Level Data Restore

The following sections include information on the prerequisites you must meet
before you perform a restore, the features that the agent offers when
restoring from a Database Level backup, and the procedure for how to perform
a restore.

Database Level Restore Prerequisites
Before you can restore database level backups on Exchange Server 2007

platforms, you must perform the following prerequisite tasks:

®  Dismount the database stores within all storage groups you want to
restore.

To dismount the database stores, open the Exchange Management
Console, navigate to, and expand, the storage group you want to restore,
right-click each database store and select Dismount Database:

Database Managemerit [
Narme | Databaze File Path | Status
= = First Stovage Group
S Mailbox Database & .. Mounted
= = Second Storage Gro...  Move Database Files...
ok SG2MDET Dismount: Database hange Server\MailbosiSec.,  Mounted
Public Foldes D atabace R hange Server\Maibos\Sec..  Mounbed
ernoye
Properties
Help
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Note: You can dismount databases automatically using the option
Automatically dismount databases of destination storage group
before restore. For more information on this option, see Database Level
Restore Options.

After you click the Dismount Database option from the right-click menu,
the Mailbox Database Properties dialog opens and the General tab is
selected as shown in the following illustration:

Mailbox Database Properties

General |Limits I Clignt Settings'

= |Mai|bc-:< [Databaze

Database path: C:\Program Files\MicrosoftE xchange Servertailb
Databaze copy path:

Last full backup:

Last incremental backup:

Status: tounted

Modified: konday, September 18, 2006 1:39:27 Pk

[~ Journal Recipient

| Browse,.,

Maintenance zchedule:

IHun daily fram Midnight ta 4:00 Ak j Custamize. .

i

™ Donot mount this database at startup

v {This database can be ovensrnitten by 3 restore

Qg I Cancel | Apply | Help |

On the this dialog, you must enable the feature This database can be
overwritten by a restore for each of the database stores in the Storage
Groups you want to restore.

Note: You can also use the option Allow databases of destination
storage group to be overwritten to automatically overwrite databases
during the restore operation. For more information on this option, see
Database Level Restore Options.

®  Ensure that all of your required Exchange Server services are running.

®m  Ensure that the agent is installed on the same machine that has the
Exchange Server installed and that the CA BrightStor Universal Agent
service is running.

More information:

Database Level Restore Options (see page 67)
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Database Level Restore Sets

When you back up an Exchange Server, each storage group that you select to
back up is saved on media as an individual session. To restore an Exchange
Server, you must restore all of the sessions that, when combined, completely
restore the storage group. These sessions are called your restore set.

The number of sessions in your restore set depends on the backup methods
you used:

m  If you backed up your storage group using only the full backup method,
your restore set includes only this full session.

m  If you backed up your storage group using both full and incremental
backups, your restore set includes your full session and at least one, but
up to as many incremental sessions as you want to include. For example,
in the following backup scenario, your restore set can be full and
incremental 1, full and incremental 1 and 2, full and incremental 1, 2, and
3, or full and incremental 1, 2, 3, and 4:

Full Incremental 1 Incremental 2 Incremental 3 | Incremental 4

®m  If you backed up your storage group using both full and differential
backups, your restore set includes your full session and one differential
session. For example, in the following backup scenario, your restore set
can be full and differential 1, full and differential 2, full and differential 3,
or full and differential 4:

Full Differential 1 Differential 2 Differential 3 Differential 4

After you determine your restore set, you must make sure that you select the
entire set when submitting your restore job. If you use the Restore by Tree
method when scheduling your restore job, the agent simplifies this task for
you. When using Restore by Tree, all you must do is select the last
incremental or differential session in your restore set and the agent will
automatically include the full session for you.

To select your restore set in the Restore Manager

1. From the BrightStor ARCserve Backup Home Page, select the Restore
Manager from the Quick Start menu.

2. When the Restore Manager opens, select Restore by Tree in the drop-
down box underneath the Source tab.
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3. Expand the server that has the storage group you backed up and select
the storage group object.

4. Click Version History.

The Version History dialog opens as shown in the following illustration:

x
ce I Type I Method I Flags I Select I
exchiz' Backup Agent Infarmation Stare Incr. Catalog

B ackup Agent Infarmation Store Diff. Catalog Cancel |
up Agent Infarmation Store Full Catalog, Help |
exchiz' Backup Agent Infarmation Stare Incr. Catalog
exchiz' Backup Agent Infarmation Stare Incr. Catalog
exchiz' Backup dgent Information Store Incr. Catalog
exchiz' Backup Agent Infarmation Stare Full Catalog
exchiz' Backup Agent Infarmation Stare Full Catalog, R
exchiz' Backup Agent Infarmation Store Full Catalog
Kl I i

5. When the Version History dialog opens, highlight a session in your restore
set and click Select. If your restore set includes incrementals and
differentials, simply select the last incremental or differential in the set and
the agent will automatically include the full backup for you (applies to
Restore by Tree only).

Note: The most recent backups are displayed at the top of the Version
History dialog.

6. Set your restore options, select a destination, and submit the job.
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Database Level Restore Options

When you create a restore job, you can choose restore options to customize

the job.

The following diagram illustrates the Backup Agent Restore Options dialog. The
options selected are the default options for a full backup session.

Backup Agent Restore Options E |

Select restore optionz for pour Exchange databaze restare job

v Autamatically dizmount databaszes of destination Storage Group

before restore

v Bl databazes of destination Storage Group to be

avEraritien

r Sutomatically restore neccesany previous sessions for
incremental and differential restore

[ PRestore to Recovery Storage Group

— Last Backup Set Optionz

Storage Group

¥ Fun recoveny after restore

v tdourt databaze after restare

r Festore selected malboxes tolive databaze fram Becaven

T o zet mailbox level restore oplions,
click “Advanced Options"

Bdvanced Dptinnsl

Caricel |

Help |

Note: For full backup sessions, the option Automatically restore necessary
previous sessions for incremental and differential restore is disabled by
default. For incremental and differential backup sessions, the option is selected

and enabled by default.
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The following list describes each of the restore options. When to use these
options depends on your restore set. To determine when to use each option,
see Database Level Restore Options Selection.

= Automatically dismount destination database before restore--To
prepare your Exchange Server before you restore, you must dismount the
database stores within all storage groups that you want to restore. To do
this automatically, enable this option. For information on how to dismount
databases manually, see Database Level Restore Prerequisites.

m  Allow destination database to be overwritten by restore--Before you
restore, to prepare your Exchange Server, you must allow each database
store in the Storage Groups you want to restore to be overwritten. To do
this automatically, enable this option. For information on how to do this
manually, see Database Level Restore Prerequisites.

= Automatically restore necessary previous sessions for incremental
and differential restore--This option applies to incremental and
differential sessions only.

- When you enable this option for incremental session restores, the last
full backup session and necessary incremental backup sessions will be
restored in sequence.

- When you enable this option for differential session restores, the last
full backup session will be restored before restoring the selected
session.

m  Restore to Recovery Storage Group--This option lets you restore the
databases to the Recovery Storage Group (RSG). When you select this
option you can specify a path to the RSG using the Backup Agent Admin
utility. Through the Backup Agent Admin, the agent creates a subdirectory
to the path specified for the RSG labeled as follows:

\RSG _<Original SG Name>

The variable <Original SG Name> represents the name of the source
storage group.

Notes:

- For more information about using the Backup Agent Admin to specify
the path for the RSG, see Post-installation Tasks on Exchange Server
2007 Systems.

- If the RSG already exists in a different path, or the existing RSG
represents a different storage group, the agent removes the existing
RSG and recreates it for the destination storage group.

- The contents of the subdirectory “\RSG_<Original SG Name>" will be
emptied before the agent creates the Recovery Storage Group.
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Last Backup Set Options

Run recovery after restore--Enable this option when you want to run
recovery after the restore is completed.

- If you are restoring a set, use this option only when you are restoring
the last backup in the set.

— If this option is not selected, the database is left in an intermediate
state and is not yet usable but is ready for a subsequent differential or
incremental restore.

Mount database after restore--Instructs the Exchange Server to mount
the database after the restore is completed. If you would rather manually
mount your database, disable this option.

Restore selected mailboxes to live database from Recovery Storage
Group--You can enable this option only if the Restore to Recovery
Storage Group option is selected. This option lets you browse the restore
source down to the mailbox level and select individual mailboxes as the
restore source. When you restore data with this option enabled, the agent
restores the entire database to the RSG, and then restores the selected
mailboxes to their original mailbox location from the RSG. The original
mailbox is the mailbox that contains the same GUID as the source
mailbox.

For more information, see How to Select Restore Source Objects.

Advanced Options--When you click this button, the Restore Mailbox
Options dialog opens.

Important! The Advanced Options button is available only if the Restore
selected mailboxes to live database from Recovery Storage Group is
selected.

Advanced Options

The Restore Mailbox Options dialog contains three properties sheets that let

you configure advanced options that apply to how BrightStor ARCserve Backup
restores mailboxes. From the Restore Mailbox Options dialog, you can perform
the following tasks:

Configure Restore Options
Configure Folder Filters

Configure Message Filters
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Restore Options
The Restore Options properties sheet contains the following fields:

= Global Catalog Server Name--The name of the global catalog server
to use for searching for the target mailbox.

Note: If you leave this field blank, the default global catalog server
will be used.

=  Maximum number of bad items--Specifies the number of corrupted
items in a mailbox to skip before the exporting mailbox operation fails.
The default value is 0.

=  Maximum number of threads--The MaxThreads parameter specifies
the maximum number of threads to use for the restore. The default
value is 4.

s Target Folder--Identifies the mailbox folder that all data will be
restored to.

Note: If you specify a target folder, all other folders remain
unchanged. If you do not specify a target folder, all data is restored to
its original location.

Folder Filters

The Folder Filters properties sheet contains the following fields and
buttons:

» Choose Filter Type--Specifies whether you want the specified folders
to be excluded or included during mailbox export.

= Full path of folder for filtering--Specifies the list of folders to
include or exclude during the mailbox export.

n  Specify a path--Specifies the path of the folder filter.

Note: All folder paths must be preceded by the backslash "\"
character.

Festore Options  Folder Filters ] Message Flﬂs]

Choose Filter Type:
|E:-cc|ude Vl

SDEC!fy the path Full path of falder for filtering (for example:\nboxhS ublnbox]:

~af\example ad |

\folder001
Folder list ——tafolder002

Remove

= Add a path--Click the Add button to add the specified folder to the
folder list.

Note: To remove a folder from the folder list, select the folder from
the list and then click the Remove button.
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Message Filters

The Message Filters properties sheet contains the following fields and
buttons:

r~ Include Filters for messages
Subject Content Attachment

idd |F|em0ve| Add |Flem0\-'e| Add | Flemovel

Start Time: End Time:
| 1/ 141580 j | 1/ 142020 j
oS =] e =]
|12_nu_nnAM - |12.DEI.EIDAM -
Keywords

You can filter messages using a keyword contained in the subject, content,
and the attachment file name. Click the Add button to add the keyword to
the keyword list. To remove a keyword, select the keyword and then click
the Remove button.

= Subject filters--Specifies the keyword filters for subjects of items in
the source mailbox. This filter will find the search string even if it is
part of a word.

Note: This filter is not a whole-word search.

»  Content filters--Specifies the keyword filters for the message bodies
of items in the source mailbox. This filter will find the search string if it
is part of a word.

Note: This filter is not a whole-word search.
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»  Attachment filters--Specifies the keyword filters for attachment file
names of messages in the source mailbox. If an Attachment filter
string matches a word or part of a word in one of the message
attachment file names, the message will be restored.

Note: Keyword filters for messages can be classified as include filters.
Filters of this type let you restore only the messages that satisfy the filter
search criteria. Therefore, if the filter search criterions for subject, content,
and attachment filters are all satisfied, the message will be restored.

Start Time and End Time

Specifies the start date (and time) and end date (and time) of messages
that you want to filter and export from the source mailbox. Only messages
in the mailbox with received dates that are after the start date and before
the end date will be exported. The start date must precede the end date.

More information:

Post-installation Tasks on Exchange Server 2007 Systems (see page 28)
Database Level Restore Prerequisites (see page 63)

Database Level Restore Options Selection (see page 72)

How to Select Restore Source Objects (see page 73)

Database Level Restore Options Selection

When to use these options depends on your restore set. The following tables
describe when to use each restore option. If you restore using the Restore by
Tree method, correct restore options are automatically applied for you. If you
restore data using Restore by Session on Exchange 2007 Server systems, use
the following information to determine when to use each option.

If your restore set contains incremental backups:

Type Full Intermediate Last
Incremental Incremental

Apply N N Y/N

Run Recovery N N Y

Mount N N Y/N

If your restore set contains differential backups:

Type Full Differential
Apply N Y/N
Run Recovery N Y
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Type Full Differential

Mount N Y/N

If your restore set is a full backup:

Type Full
Apply Y/N
Run Recovery Y

Mount Y/N

More information:

Database Level Restore Options Selection (see page 52)

How to Select Restore Source Objects

The method that you use to select the source that you want to restore
depends on the methods used to back up the sessions.

Full and Copy Backups

If you are restoring the full or copy session, the default restore options let
you select a storage group, database, or logs to restore. If at least one
database is selected, the logs will be automatically selected as illustrated
by the following graphic:
=g Second Storage Group
| u Logs
¥ ﬂ_ﬁ Public Folder Database
B 552MDB1

Note: Even if you only select some databases of the storage group to
restore, all the databases of the storage group will have to be dismounted
before restore.

If the Restore selected mailboxes to live database from Recovery Storage
Group is selected (see page 67), you can browse the restore source down
to the mailbox level, and select individual mailboxes as restore source as
illustrated in the following graphic:

=8 (i Session 00029 ¢ 41E12-3 ( 0.0,0.0 Ndbaexdbywssi Third Storage Group
= i Third Storage Group
-0 (g Logs
= H i 563MDBL
- 0 =) Eric Albert
- 0 f= B Jack Smith
- &) Jason Lee
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Incremental and Differential Backups

If you are restoring an incremental or differential backup session, you can only
select the whole storage group to restore since the incremental and differential
backup sessions only contain log files.

More information:

Database Level Restore Options (see page 67)

How to Select Restore Destinations

When restoring a database level backup, you can restore data to its original
location (default) or you can restore data to an alternative location.

Use the Restore files to their original location option only when you want
to restore data to the exact location that you backed up from and the
hierarchy of the server has not changed.

For all other scenarios, you must restore data to an alternative location. The
alternative locations can be different server, storage group, database, or to a
windows file system.

Note: The restore target must be on an Exchange 2007 server.

How You Can Browse Restore Targets

The following list describes how you can browse Exchange objects:

m  If you need to restore data to an alternate destination, the Restore
manager must communicate with the Exchange 2007 agent on the target
server so that it can browse for Exchange objects.

®  The agent backup account can be entered by right clicking on Microsoft
Exchange Server — Database Level. On the agent side, if the agent backup
account is not provided, it should use the machine user account instead of
the agent backup account.

®  The restore destination browsing can be done down to the database level.
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Supported Restore Destinations

When restoring to an alternative location, the destination you select depends
on the source you select. The following chart lists the source objects you can
select, and their supported destinations:

Source Objects

Supported Destinations

More than one
storage group

Microsoft Exchange Server - database level. In this
case, the storage groups and databases with the
same names as the sources must exist at run time
on the destination server. Otherwise, the restore
will fail.

Windows File System.

One entire storage
group, or more than
one database in a
storage group

Microsoft Exchange Server - database level. In this
case, the storage groups and databases with the
same names as the sources must exist at run time
on the destination server. Otherwise, the restore
will fail.

A storage group. In this case, the databases with
the same names as the source have to already
exist at run time. Otherwise, the restore will fail.

Windows File System.

One database

Microsoft Exchange Server - database level. In this
case, the storage groups and databases with the
same names as the sources must exist at run time
on the destination server. Otherwise, the restore
will fail.

A storage group. In this case, the databases with
the same names as the source have to already
exist at run time. Otherwise, the restore will fail.

A database. If a mailbox is restored to a public
folder database or vice versa, the restore may fail
at run time.

Windows File System.

Logs

Microsoft Exchange Server - database level. In this
case, the storage groups and databases with the
same names as the sources must exist at run time
on the destination server.

A storage group.

A Windows File System.
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Note: If you select multiple sources to restore, you must select a destination
that supports all sources.

Set the File System Path Manually When Restoring Data to a Windows File System

If you want to restore data to Windows file system, you must select the
Exchange database level agent in the Restore Manager Window. When you
select this agent, the path to the target system appears in the Destination
field. To complete the path to the Windows file system, enter the path to the
file system into the Destination field immediately after the name of the target
system.

The following procedure describes how to perform this task.

To set the path manually when restoring data to a Windows file
system

1.

Open the Restore Manager and select the destination tab.

Clear the checkmark from the Restore files to their original
location(s) option.

Expand the Windows Systems object and browse to the target system
that you want to restore the data to.

Expand the target system and select the Microsoft Exchange Server -
Database Level object.

BrightStor ARCserve Backup automatically populates the Destination field
with the following:

\\<server name>\dbaexdbvss

Enter path to the file system directory, for example c:\ExchTemp, as
illustrated in the following graphic:

[ Restare files ta their oniginal location(z)

[ <server name> \dbaexdbys s\ESEXCRTEMP Drestination: W

“f% Windaws 95/Me Systems -

E—Q?& Windows Systems

El Server ({zerver name:)

| =D Local Disk (C:)
--{Q Local Disk, (Dn)
--g Local Disk (E:)
--Q Local Disk, (F:)

Microsoft Exchange Server - Database Level
E- Microsaft Exchange Server - Document Lewvel ﬂ
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Note: If the file system directory does not exist on the target system,
BrightStor ARCserve Backup creates the directory that you specified for
you (for example, c:\ExchTemp).

The agent creates one subdirectory for each storage group under the
specified destination at restore time labeled as follows:

\<original storage group>

Where <original storage group> represents the name of the source
storage group.

For example, the path to restore the storage group named "First Storage
Group" is as follows:

c:\ExchTemp\First Storage Group

When you restore a full backup or copy backup to a file system, the agent
empties the contents of the target folder before the restore operation
starts. For example, when you restore a full backup or copy backup of a
storage group named "First Storage Group," the agent empties the
following directory:

c:\ExchTemp\First Storage Group

After you specify the file system as the restore destination, BrightStor
ARCserve Backup applies the following options at run time to the restore
operation (if specified):

»  Run recovery after restore.

m  Automatically restore necessary previous sessions for incremental and
differential restore.

Note: BrightStor ARCserve Backup ignores all other restore options at run
time when restoring data to a Windows file system.

More information:

Database Level Restore Options (see page 67)

Perform a Database Level Restore

To restore an Exchange Server database

1.

From the BrightStor ARCserve Backup Home Page, select the Restore
Manager from the Quick Start menu.

When the Restore Manager opens, select Restore by Tree in the drop-down
box underneath the Source tab.

Note: Both Restore by Tree and Restore by Session are supported for
Database Level restore.
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10.

11.
12.

13.

Expand the Windows Systems object, expand the server you are
restoring from, and then expand the server object to select the objects
you want to restore. See Selecting restore source objects.

If the most recent backup is not the backup you want to restore, click
Version History, select the version you want to restore, and click Select.

Note: If you are using a restore set, you must restore the entire set in the
order that it was backed up. If your restore set includes incremental and
differential backups, simply select the last incremental or differential in the
set and the agent will automatically include the full backup for you. For
more information, see Database Level Restore Sets.

Right-click each storage group object you are including in this job and
select Agent Option to select backup options. For more information about
restore options, see Database Level Restore Options.

Click the Destination tab. You can restore the database objects to their
original location (default) or you can restore the database objects to an
alternative location.

If you want to restore to an alternative, clear the Restore files to their
original locations check box, expand the Windows Systems object,
expand the server you want to restore to, and select the Exchange
destination object. Fore more information, see How You Can Select
Restore Destinations.

Click Start.

If you are restoring to an alternative location, when the Security dialog
appears, enter the user name and password for the destination server and
the Exchange agent account on the destination server and click OK.

When the Session User Name and Password dialog opens, verify or change
the user name and password for the destination Exchange Server. To
change the user name or password, select the session, click Edit, make
your changes, and then click OK.

Note: The user name must be entered in the following format:
DOMAIN\USERNAME
Click OK.

When the Submit Job dialog opens, select Run Now to run the job
immediately, or select Run On and select a future date and time when
you want the job to run.

Enter a description for your job and click OK.

More information:

Database Level Restore Sets (see page 65)

Database Level Restore Options (see page 67)

How to Select Restore Destinations (see page 74)
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Perform a Database Level Test Restore to an Alternative Location

You should perform a test restore to a backup server at least once a month
and make sure the restored database is functioning properly. This lets you test
your backup and restore strategies to assess whether you are backing up your
system accurately and to prepare for a possible disaster.

To perform a test restore to an alternative location

1.

Ensure that the test server you are restoring to meets the following
criteria:

m  Microsoft Exchange is installed and is configured exactly the same as
the original server you backed up from.

m  BrightStor ARCserve Backup and the agent are installed.

m The server is in a different domain than the domain of the server you
backed up from and it has its own Active Directory.

Open the Restore Manager and select the Source tab.

Browse to and select the session that you want to restore.

Click the Destination tab.

Disable the Restore files to their original location(s) option.

Expand the server object for your test server and select the Microsoft
Exchange Server - Database Level object.

Click Start to submit the job.

Access an Individual Mailbox from a Database Level Test Restore

If you do not perform a document level backup in addition to your database
level backup and need to restore an individual mailbox, do the following:

1.

Follow the procedure for performing a test restore to an alternative
location For more information, see Perform a Database Level Test Restore
to an Alternative Location.

Open the Exchange Management Shell and run the following command:
Clean-MailboxDatabase <Mailbox Database>

Where the <Mailbox Database> represents the name of the mailbox
database containing the mailbox that you want to access.
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3. Open the Exchange Management Console and find the mailbox that
appears in the Disconnected Mailbox folder.

Note: The mailbox appears in the Disconnected Mailbox folder because the
active directory of the new domain does not contain the same user as the
active directory of the original domain.

Open the Active Directory Users and Computers dialog and create a new
user account to attach the mailbox to.

4. From the Exchange Management Console, right-click the name of the
disconnected mailbox and select Connect from the pop-up menu.

The Connect Mailbox dialog opens.

5. From the Connect Mailbox dialog, select the domain account that you want
to link to the disconnected mailbox.

The user is connected to the mailbox.
After you connect the mailbox to the user, the information replicates and
the restore mailbox is available in the new domain.

More information:

Perform a Database Level Test Restore to an Alternative Location (see page
79)

Database Level Disaster Recovery

If a disaster occurs, you must perform the following steps to restore the
Exchange Server:

®  For information about disaster recovery, see the Disaster Recovery for
Microsoft Exchange 2007 white papers on the Microsoft web site.

m  Restore the operating system on your Exchange Server and your domain
controller and ensure that the System State with Active Directory is in a
consistent state with the backup you intend to restore. The BrightStor
ARCserve Backup Disaster Recovery Option provides an automated and
efficient way for you to complete these tasks. For more information, see
the Disaster Recovery Option Guide.

®  Ensure that the Exchange Server application is operational and that you
have the same Service Pack you had prior to the disaster.

m  Restore the databases to the Exchange Server. For instructions on how to
restore the databases to the Exchange Server, see Perform a Database
Level Restore.
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Features Supported on Exchange 2000, 2003, and 2007
Systems

The following BrightStor ARCserve Backup features and capabilities are
supported database level backup and restore on Exchange Server 2000, 2003,
and 2007 systems.

m  Multiplexing during database level backups
®  Multi Streaming

m  Database level data encryption

m  Database level data compression

m  Database level Scan Utility
More information:

Multiplexing During Database Level Backups (see page 81)
Multi Stream Backup Options (see page 82)

Database Level Data Encryption (see page 83)

Database Level Data Compression (see page 83)
Database Level Backup Scan Utility (see page 83)

Multiplexing During Database Level Backups

Multiplexing is a process in which data from multiple sources are written to the
same media simultaneously. When a job that has multiple sources is
submitted with the multiplexing option enabled, it is broken into child jobs—
one for each remote node and additional streams for each local Exchange
Server storage groups. These child jobs write data to the same media
simultaneously.

For more information on multiplexing, see the Administrator Guide.
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Multi Stream Backup Options

If your BrightStor ARCserve Backup server is equipped with multiple devices in
two or more groups, or multiple devices in one or more groups with the
BrightStor ARCserve Backup Enterprise Module and BrightStor ARCserve

Backup Tape Library Option installed, you can take advantage of the Multi
Stream option.

This option divides your backup jobs into several sub-jobs that run
simultaneously to different devices. You can have as many jobs running
simultaneously as you have devices or groups on your system.

Database Level backup provides one stream per storage group for
simultaneous backup. The number of available tapes, drives, and storage
groups determines the number of streams that are run simultaneously during
backup. You can enable the Multi Stream option on the Destination tab in the
Backup Manager:

Source  Destination | Scheduls |

[~ Multiplexing Group [GROUPS Media |
v bulti Stream o i edia Pool I 'l
EI--m Groups Current Filter [Default]: Do not show empty slots
4 GROUPL 5 <slot: 1> <Blank Media> B8 <slot: 75 <Blank Media>
L. croURs 5} <slat: 2> <Blank Media> &8 <slot: 8> <Blank Media>

5] <clat: 33> <Blank Media>
58] <clak: 4 <Blank Mediax
55 <slot: 5> <Blank Media>
55 <slot: 6> <Blank Media>

If you enable the Multi Stream option when you submit a Database Level
backup job, the data is multi-streamed at the storage group level in two
circumstances:

m  If you submit a local job under the Windows Systems object:
- @ 5% Windows Systems
=@ Bl Server ( COMP-0OT)
i = == Rt

o = == b

- D& F:

=

a System State
-8 Microsoft Exchange Server - Document Level

- [l @ Iicr

oo

osoft Exchange Server - Database Level

m  If you submit a local job under the Exchange Organization object:

E| ﬂ % Exchange Organization
=@ 8 server: EXCH2003M1
= 3

rosoft Exchange Server - Database Level(1S)

In all other circumstances, data is multi-streamed at the server level.

For more information on the Multi Stream option, see the Administrator Guide.
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Database Level Data Encryption

With intelligent client-to-server data encryption capabilities, BrightStor
ARCserve Backup lets you encrypt data packets transported during a backup
job with a session password to enhance network security. This capability
ensures that transported or archived data is secure and password protected,
and ensures both the privacy of data transmitted over the network and the
security of your backup media.

Tapes cannot be misused or restored by users who do not have the encryption
key. When you choose this feature, your backup data is encrypted, including
data packets that are transported between the client and the server, data that
resides on the local server and data that has been moved to backup media.

Database Level Data Compression

When you perform Database Level backups, the Exchange Agent lets you
compress data that is transmitted through the Transmission Control
Protocol/Internet Protocol (TCP/IP) network. Compression is the reduction in
size of data and is advantageous when you need to save space and improve
transmission time.

Note: When this option is configured, the Exchange agent compresses all data
packets before it transmits the data to the backup server.

Database Level Backup Scan Utility

After you back up your Exchange Server database, you can use the BrightStor
ARCserve Backup Scan utility to find out what is on your media, to view
information about your media backup sessions, and, if you enabled CRC
checking during backup, to verify the integrity of the data that was written
to the media.

Note: For more information on how to enable CRC checking during backup,
see Perform a Database Level Backup.
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Each source that you select to back up is saved on media as an individual
session. You can scan a single session or an entire media. To view the results
of the Scan job in the Job Queue, click the Log tab.

Use the Log tab in the Options dialog to select the level of detail you see in the
Job Queue Log. You can select to see just summary information and any errors
that occurred during the scan or you can select to see each file that was
backed up, summary information, and any errors that may have occurred.

More information:

Perform a Database Level Backup (see page 61)

Database Level Scan Media Options

If you enable CRC checking during backup, the following scan media options
apply to your Exchange Server backup job.

Global Options x|
Alert I Feplication I Media Exporting | Advanced I Yolume Shadow Copy Service I

Backup Media I Werification I Rietry Operation I Pre/Past I Jaob Log I Wirus

— Operation
I” Disable File Estimate

¥ Calculate and Store CRC Yalue on Backup Media
” y

~ Eject Backup Media upon Completion

' |se Default Device Setting
" Eject Media
¢ Donot Eject Media

¥ Backup Database files

& Only if BrightStor ARCserve Backup Home Directory s selected
" In evern Backup job

 Database
% Becord Detail Infarmation
" Record Job and Session Infarmation Only
' Digable D atabase Recording

0K I Cancel Help
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On the Operation tab, enable Calculate and Store CRC Value on Backup
Media if you want to scan files with a CRC check to verify the integrity of the
data that was written to the media.

Global Options x|
Alert I Replication I Media Exporting I Advanced I Wolume Shadow Copy Service I

Backup Media I Werification I Retry I Operation I Pre/Past JobLog | Wirus

—Job Log Options

© Log gl Activity
Records all of the activity that occurs whils the job iz runhing.

Fiecards only summary information [which includes source, destination, session
number, and tatals] and ermors.

" Log Disabled
Mo infarmation is recorded.

Ok I Cancel | Help |

On the Job Log tab, select the level of detail you want to include in the log
report:

®  Log All Activity—Record all of the activity that occurs while the job is
running in the Job Log.

= Log Summary Only—Record summary information of the job (including
source, destination, session number, and totals) and errors.

®  Log Disabled—Do not record any information about this job in the Job
Log.

Note: You can view the log report in the Job Queue or Database Manager (Job
Records).
Scan Media
To scan media
1. Open the Scan utility.

2. Select the media you want to scan. If the media you want to scan is not
currently in a storage device, you must enter the information into the
Group and Media fields.
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3. Enter a specific session to scan or select to scan all sessions on the media.
4. Click Options to specify scan options for the job.

Note: If you enabled CRC checking during backup, you must enable
the Calculate and Store CRC Value on Backup Media option if you
want to verify the integrity of the data.

5. Click Filter to specify filters for the job.
6. Click Start to submit the job.
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Chapter 4: Performing Document Level
Backups and Restores

This section contains the following topics:

How Document Level Backup Works (see page 87)

Document Level Backup and Restore Benefits (see page 88)

Document Level Views in the Backup Manager (see page 89)

Backup Agent Service Account Requirements for Document Level Backup and
Restore (see page 90)

Document Level Backup Features (see page 91)

Document Level Backup Scan Utility (see page 103)

Document Level Data Restore (see page 106)

How Document Level Backup Works

Document Level backup is the most powerful and flexible backup type. It
offers advanced configuration options, performs folder level backups and
message level restores, and supports advanced filtering during backup. It also
maximizes performance and flexibility by supporting complete messaging
single instance storage (SIS), multi-threading, and by offering the most
granular level of restore.

You should use Document Level backup and restore when you want the
flexibility to restore individual objects, such as a mailbox, folder, or even a
single message. Document Level backup and restore can also be used to
simplify many administrative tasks, such as auditing, migration, pruning, and
aging. Using Document Level backup and restore, you can back up many
messaging objects including posts, tasks, notes, journal entries, mail
messages, events, appointments, meeting requests, and contacts.
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Document Level Backup and Restore Benefits

Document Level backup and restore offers many benefits, including:

Complete Messaging Single Instance Storage--Traditional Brick Level
backups scan an Exchange Server mailbox-by-mailbox. They back up
copies of individual message bodies and attachments as they arrive,
without any regard for data that may have been backed up already and
without accounting for the Exchange Server's ability to store only one copy
of an attachment when it is sent to multiple people. This results in
decreased speed and performance.

Document Level backup and restore solves this problem by providing
complete single instance storage backups of attachments and message
bodies. Document level backup checks to see whether each attachment
and message body has already been backed up and backs up only one

copy.

Push Agent Technology--Document Level backup uses push agent
technology to increase the efficiency of your backup jobs by processing the
data at the remote client workstations rather than processing it all from
the BrightStor ARCserve Backup host server. This off loads the system
resources from the BrightStor ARCserve Backup host server and minimizes
network traffic.

Push agent technology operates on a "per job" request, which means the
host server sends an entire list of files to the remote client at one time.
The push agent then enables the remote client to take an active role in the
process by pushing all of the requested files to the host server. (Without
push agent technology, backup jobs for remote clients operate on a series
of "per file" requests—the host server has to request files from the remote
client one file at a time.)

Multi-threading--Document Level backup lets you take advantage of the
full capacity of multi CPU machines capable of concurrent operations. It
does this by supporting up to 64 threads per storage group and an
additional 64 threads in the public folder store for a maximum of 320
threads. This lets you make the most of your resources and increases
performance. For information on how to configure the multi-threading
settings number of threads and thread priority, see the chapter "Installing
the Agent."”

Multi-streaming Support--Document Level backup lets you take
advantage of the full capacity of multiple drives and high-speed RAID
arrays capable of fast concurrent backups to multiple tapes. It does this by
partitioning information into concurrent streams for parallel backups.
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= Document Level Restore--Document Level restore lets you select a
storage group, mailbox, folder, or even a particular document for restore.

®  Migration Support--Document Level backup lets you seamlessly back up
and restore documents, folders, and mailboxes between different versions
of Exchange Server, including Exchange Server 2000, 2003 and 2007. For
more information about the guidelines on how you can restore from
different versions of Exchange Server, see Document Level Restore
Locations.

= Enhanced Cluster Support--Document Level backup offers Active/Active
and Active/Passive cluster support with cross cluster node failover.

For document level operations on Exchange 2007 platforms, the agent
supports Cluster Continuous Replication (CCR) and Single Copy Cluster
(SCC) environments.

Note: For more information about installing the agent on a cluster, see
Configure the Agent to Run on a Cluster.

®  Job Continuation--If a job fails to complete, under certain
circumstances, Document Level backup can automatically continue where
the first job left off. For information on how to configure job continuation,
see the chapter "Installing the Agent."

More information:

Configure the Agent to Run on a Cluster (see page 18)
Document Level Restore Locations (see page 110)

Document Level Views in the Backup Manager

Depending on your system configuration, Microsoft Exchange Server -
Document Level appears in the Backup Manager under the following objects:

®  Windows Systems

®  Exchange Organization

When you expand the Document Level object, you can view its storage
groups. For Exchange 2000 and 2003 Server systems, each server can include

up to five storage groups. For Exchange 2007 Server systems, each server can
include up to 50 storage groups.

For document level backup and restore, the Public Folders object is treated
as a storage group.
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When you expand a storage group you can view its containing folders:

=-d @ Microsoft Exchange Server - Document Level
IO i First Storage Group

-8 @ storage Group

=0 % Mailbox: Store
= K 5 Mailbos

: -ﬂ Calendar

-0 & Conkacks

- % Deleted Items

- D (5 Drafts

-0 &Y Inbox

-E°%, Journal

[l < Mates

B &) Cutbox

o Sent Items

O 45 Tasks

(- B2 Folder

=-0 9 Public Folders[First Storage Group]
G- (2] Folder

Note: If a mailbox or folder has the character “\"” in its name, the character is
substituted with another character in the Backup Manager for display purposes
only (restored data will have the “\" character).

Example: Character Substitution

A folder named a\b\c is displays as follows in the Backup Manager:

Backup Agent Service Account Requirements for Document
Level Backup and Restore

To perform a document level backup and restore job, your backup agent
service account must meet the following criteria on the Exchange Server:

® [t must be a domain account.

®  There must be a mailbox on the Exchange Server to which you plan to
back up or restore to. This mailbox must be operational, initialized, and
must have the same name as the backup agent service account.

® It must be a member of the Administrator group.
® It must be a member of the Backup Operators group.

m It must be assigned the Exchange Full Administrator Role (Exchange 2000
and Exchange 2003 only).

m It must be assigned the Exchange Organization Administrator Role
(Exchange 2007 only).
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®m It must be assigned the Exchange Server MAPI Owner role on every public
folder you intend to back up and restore because permissions for public
folders can vary. If a lower permission level is assigned, back up or restore
may fail or duplicate items may be restored because the backup agent
service account does not have the permission to delete original
documents. The method that you use to assign Exchange Server MAPI
Owner role varies depending on the version of Exchange in your
environment:

Exchange 2000 and Exchange 2003

To assign this role, open the Exchange System Manager, right-click the
public folder you want to back up or restore, and select Properties.
When the Properties dialog opens, click the Permissions tab, click the
Client permissions button, either add a new client with the Owner role
or modify an existing client to assign the Owner role, and then click
OK.

Exchange 2007

To assign this role, use the Exchange Management Shell command
add-publicfolderclientpermission to grant the user Owner access
rights.

Document Level Backup Features

The following sections describe the features that are available when using
document level backup and restore and describes how to perform a document
level backup and restore.

Complete Messaging Single Instance Storage

Browsing Filter

To maximize performance during backup, enable the option: Complete
Messaging Single Instance Storage. If you enable this, the agent checks to
see if attachments and messages have already been backed up and then backs
up only one copy. This eliminates the need to back up each time the
attachment and message are referenced and can significantly decrease the
size of your backups. For information on how to enable Complete Single
Instance Storage, see the chapter "Installing the Agent."

To minimize the amount of time it may take and the impact on system
resources when browsing extremely large amounts of data, document level
backup includes a browsing filter that lets you reduce the number of items you
want to search through.
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Filter Criteria

The criteria you enter can be any combination of letters and numbers, with or
without a wildcard at the end. If you do not enter a wildcard, the agent
performs a substring search and finds all folders that have the criteria you
entered somewhere in the file name. For example, if you enter “*min”, all
folders that contain the letters "min” somewhere in the file name are
displayed, such as “Minutes”, "Administrator”, and "Admin”. If you enter a
wildcard at the end of your criteria, the agent on performs a prefix string
search and finds only the folders that have the criteria you entered as the
prefix of the file name. For example, if you enter "YAdmin*”, only the files that
begin with "Admin” are displayed, such as “Administrator” and “Admin26”.

Browsing Filter

The object you zelected containg 2599 items.

If pau want bo reduce the number of iterz that will be displayed,

zelect a browsing filker.

i~ Browsing Filter
W Display only the iterns that match the follawing criteria

|CEIZI

[ Display only the items in the following range:
Erom: To
|1 2553

~ Preferences

v Enable the browszing filtker anly if there are maore items
than:

|1 o0

(1]:4 I Cancel | Help |

You can select from the following filters:

®  Display the items that match the following pattern—Enable this to
only display the items that match the criteria you specify.

= Display the items in the following range—Enable this to select a
numeric range of items to be returned.
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= Enable the browsing filter only if there are more items than—The
browsing filter is automatically displayed when there are more than 500
items. Enter a new number in this field if you want to adjust this numeric
threshold.

Note: You can also adjust the numeric threshold by creating a value under
the following registry key:

HKEY CURRENT USER\Software\ComputerAssociates\BrightStor ARCserve
Backup\Base\ASMgr\DBAEXSIS

Value Name: MaxItemsDisplayed

Value Type: REG DWORD

Value Data (Base Decimal):Desired threshold

Document Level Backup Methods

When you submit a backup job, you must select a backup method. The backup
method tells BrightStor ARCserve Backup how you want your data to be
backed up. The agent provides you with the flexibility to select a backup
method for your Document Level backup job at the Microsoft Exchange Server
- Document Level or use a globally scheduled backup method.

Note: If you want to perform a Document Level backup job and include
disaster recovery information, you must submit both a whole node backup job
to generate the disaster recovery information and a separate Document Level
backup job.

To select a backup method at the Document Level, right-click Microsoft
Exchange Server — Document Level and select Agent Options:

SR | @ Microsoft Exchange Server - Document Lewvel Security. ..
[+~ Il [l First Storage Group Filter...
-0 B Public Folders[First Storage Group]

.

(£

=
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The Agent Options dialog opens as illustrated by the following example:

Agent Options ﬁ

Select a backup methad for pour Document Level backup job

[~ Usze globally scheduled backup method
r Backup Methods

" Full Backup
Back up the entire mailbox

" Incremental Backup
Back up only changes from last backup

" Differential Backup
Back up only changes from last full backup

% Time-Bazed Backup
Back up mailbox contents Inewer than 'l
e 3nos2004 =
o

ks _:l days prior to when the job ns.

[~ Purge documents after backup

(1.4 I Cancel | Help |

The advantage of selecting a backup method at the Document Level is that it
gives you the flexibility to use a separate method for the Document Level
backup portion of your job. You can select from the following backup methods:

= Use globally scheduled backup method—Enabled by default. You must
disable this option if you want to set a backup method at the Document
Level. If you do not disable this, you must select a backup method on the
Schedule tab.

Note: If you do not disable this and select Custom Schedule on the
Schedule tab, there is no difference between the full (Keep Archive Bit)
and full (Clear Archive Bit) backup methods, they both function as full.

= Full Backup—Backs up all documents.

= Incremental Backup—Backs up all documents created or modified since
the last full or incremental backup. If no full backup has been performed,
all documents are backed up.

m  Differential Backup— Backs up all documents created or modified since
the last full backup. If no full backup has been performed, all documents
are backed up.
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= Time-Based Backup— Backs up all documents newer than or older than
a certain point in time. This point in time can either be a specific date or a
number of days prior to when the job runs. If you select a number of days
prior to when the job runs, the backup period is a moving window that
stays relative to the time at which the job runs.

Note: If you select a specific date, 12:00 AM is the default time used.
BrightStor ARCserve Backup automatically adjusts for daylight savings
when there is a time zone difference between the server that is running
the BrightStor ARCserve Backup Manager and the server that has the
agent installed.

- Purge documents after backup—Automatically deletes documents
after they are backed up. This is useful for pruning and aging an
Exchange Server. For example, you can use this option to back up and
delete documents older than three years, thus reducing the size of
your Exchange Server.

Important! This option should be used with caution since it will delete all
documents that were backed up.

As an additional safety feature, you can prevent an agent from pruning an
Exchange Server by enabling the Disable Purge Option. For more information
on this option, see the chapter "Installing the Agent."

Specify Document Level Backup Filters

Document Level backup includes backup filters that give you the flexibility to
exclude specific mailboxes, folders, or attachments from your backup job. In
addition, you can set default filters, which is useful if you consistently use the
same filters and do not want to have to set them every time you run a
Document Level backup job.

To specify document level backup filters

1. To select a backup filter, right-click Microsoft Exchange Server — Document
Level and select Filter.
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The Backup Filter dialog opens as illustrated by the following diagram.

Backup Filter E

M ailbu: | Folder I .&tlachmentl

 Mailbox Exchude Filter

Exclude mailboxes that match the specified criteria. Enter a mailbox name aor
uze wildcards [eq. &%)

Mailbos Exclude Criteria;

sod |

FRemave |

Ok Cancel Help

2. On the Mailbox tab, in the Mailbox Exclude Criteria field, enter the name of
the mailbox that you want to exclude or the criteria that you want the
agent to use to exclude certain mailboxes, and then click Add.

Note: For information about filtering criteria, see Filter Criteria.

Backup Filter E

Mailbow  Folder |.&ttachment|

 Folder Exclude Filker

Enclude folders that match the specified criteria. Enter a folder name or uze
wildcards [eq. &%)

Folder Exclude Criteria;
| add |

v Exclude the default folders selected below:

O Calendar O Inbos O Sent ltemns
O Contacts # Joumnal O Tasks

O Deleted ltemz O Motes

O Drafts # Dutbox

Set Az Default Filker | Ok I Cancel Help
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3. On the Folder tab, in the Folder Exclude Criteria field, enter the name of
the folder that you want to exclude or the criteria that you want the agent
to use to exclude certain folders, and then click Add.

Note: For information about filtering criteria, see Filter Criteria.

If you want to exclude default folders, enable the Exclude the Default
Folders selected below option and place a check mark next to the
particular folder you want to exclude.

Backup Filter |

Maibox | Folder Attachment |

—Attachment Exclude Filker

Exclude attachments that match the specified criteria. Enter attachment
extenzions, for example bt

Aftachment Exclude Criteria:

8 Add

Bemove |

¥ Exclude attachments with size bigger than maximum size

M awimum Size (ME] I E_lj

Set s Defaul Fiter | ok | Cancel | Hep |

4. On the Attachment tab, in the Attachment Exclude Criteria field, enter the
extension type of the attachments that you want to exclude, and then click
Add. For example, if you want to exclude text file attachments, enter txt
and click Add.

If you want to exclude attachments that exceed a certain size limit, enable
the Exclude attachments with size bigger than maximum size option and
select the maximum size. When selecting the maximum size, allow a small
margin of leeway since the size displayed by some email clients may
slightly differ from the size read from the Exchange Server.

Note: The settings on the Attachment tab do not apply to embedded
messages.

More information:

Filter Criteria (see page 92)
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Document Level Compression and Encryption Options

To increase data speed and the effectiveness of your media, and to enhance
network security, document level backup supports the BrightStor ARCserve
Backup compression and encryption global options.

If you want your document level data to be compressed or encrypted before

sending it to the backup server, enable the Compress Files Before Backup
and Encrypt File Before Backup options, and then enter the password for

the encryption in the Session/Encryption Password field.

Global Options x|
Alert | Replication | Media Exporting | Advanced | Wolume Shadow Copy Service I

Backup Media I Werification I Retry I Operation I Pre/Post I Job Log I s

— Optionz For First Backup Media *
' Append to Media
L Dverwrite Same Media Mame, or Blank Media

" Ovenwrite Same Media Name, or Blank Media First, then Ay Media

¥ Timeaut for First Media I ;_' inute(s]

— Options for Additional B ackup Media *
£+ Dverwrite Same Media Mame. or Blank Media

€ Overwrite Same Media Mame, or Blank Media First, then &y Media
™ Timeout for Additional Media I tfi:‘_l I iutelE]

Session/Encryption Pazsword I

— Compression/Encryption

¥ Compress Files Before Backup

o

The Session/Encryption Pazsword will be uzed as the encryption key.

[ Use'WORM Media
[ Distinguizh Media by Mame Onlp

“If 'Use Rotation Scheme' iz selected on the Schedule tab for the backup, it's Rotation Rules
will override these options.

1] I Cancel Help

Multiplexing During Document Level Backups

Multiplexing is a process in which data from multiple sources is written to the
same media simultaneously. When a job that has multiple sources is
submitted with the multiplexing option enabled, it is broken into child jobs—
one for each storage group. These child jobs write data to the same media
simultaneously. If you enable multiplexing, Document Level backups from one
or more storage groups on one or more machines can be backed up
simultaneously in a single job to one device.

For more information on multiplexing, see the Administrator Guide.
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Multi Stream Option

If your BrightStor ARCserve Backup server is equipped with multiple devices in
two or more groups or multiple devices in one or more groups with the
BrightStor ARCserve Backup Enterprise Module and BrightStor ARCserve
Backup Tape Library Option installed, you can take advantage of the Multi
Stream option. This option divides your backup jobs into several sub-jobs that
run simultaneously to different devices. You can have as many jobs running
simultaneously as you have devices or groups on your system. Document
Level backup provides one to five streams for simultaneous backup. The
available number of tapes, drives, and storage groups determines the number
of streams that are run simultaneously during backup.

You can enable the Multi Stream option on the Destination tab in the Backup
Manager as shown in the following illustration:

Source  Destination | Scheduls |

[~ Multiplexing Group [GROUPS Media |
v bulti Stream o i edia Pool I 'l
EI--m Groups Current Filter [Default]: Do not show empty slots
4 GROUPL 5 <slot: 1> <Blank Media> B8 <slot: 75 <Blank Media>
L. croURs 5} <slat: 2> <Blank Media> &8 <slot: 8> <Blank Media>

5] <clat: 33> <Blank Media>
58] <clak: 4 <Blank Mediax
55 <slot: 5> <Blank Media>
55 <slot: 6> <Blank Media>

For more information on the Multi Stream option, see the Administrator Guide.

Note: If you enable the Multi Stream option when you submit a local or
remote Document Level backup job, the data is multi-streamed at the storage
group level. For example, if your Exchange Server has two storage groups and
you enable the Multi Stream option during backup, one subordinate job is
created for each storage group.
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Perform a Document Level Backup

Before you submit a document level backup job, make sure that the Exchange
Server services are started on your server and that the CA BrightStor
Universal Agent is started.

To back up an Exchange Server using document level backup

1.

From the BrightStor ARCserve Backup Home Page, select the Backup
Manager from the Quick Start menu.

When the Backup Manager opens, expand the Microsoft Exchange Server
Document Level object to select the items that you want to back up.

Note: Special mailboxes, such as Mail Connectors, System Attendant,
Internet Mail Service, and MS Schedule+, cannot be selected for backup.
These are special system mailboxes and should not be backed up. Hidden
mailboxes also cannot be backed up.

If the Browsing Filter opens (the browsing filter is automatically displayed
when there are more than 500 items), set filters to specify the items you
want to search through and click OK.

Select the items that want to back up.

To select a backup method at the Document Level, right-click Microsoft
Exchange Server — Document Level, select Agent Option, select a backup
method, and then click OK. For more information about backup methods,
see Document Level Backup Methods.

If you want to exclude mailboxes, folders, or attachments from your
backup job, right-click Microsoft Exchange Server -Document Level, select
Filter, set up your filters, and then click OK. For more information on
filters, see Filter Criteria.

If you want to enable CRC checking so that you can verify the integrity of
your data by using the Scan utility after the backup job is performed, click
the Options button, click the Operation tab, enable the Calculate and
Store CRC Value on Backup Media option, and then click OK.

Note: For more information on CRC checking and using the Scan utility,
see Document Level Scan Media Options.

If you want to enable compression and encryption, click the Options
button, click the Backup Media tab, enable the Compress Files Before
Backup and the Encrypt Files Before Backup options, enter the password
for the encryption in the Session/Encryption Password field, and then click
OK.
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9. Click the Destination tab and select a backup destination.

10. Click the Schedule tab. If you want to use a Custom Schedule, select a
Repeat Method and, if you did not select a backup method at the
Document Level, select a backup method. If you want to use a rotation
scheme, select the Use Rotation Scheme option and set up your
scheme. For more information on scheduling jobs and rotation schemes,
see the online help and the Administrator Guide.

11. Click Start.

12. When the Security and Agent Information dialog opens, make sure that
the correct user name and password are filled in for each object. If you
need to enter or modify a user name or password, click the Security
button, make your changes, and then click OK.

13. Click OK.

14. When the Submit Job dialog opens, select Run Now to run the job
immediately, or select Run On and select a future date and time when
you want the job to run.

15. Enter a description for your job.

16. If you selected multiple sources to back up and want to set the priority in
which the job sessions initiate, click Source Priority. Use the Top, Up,
Down, and Bottom buttons to change the order in which the jobs are
processed. When you finish setting priorities, click OK.

17. On the Submit Job page, click OK to submit your job.

After you submit your backup job, you can go to the Job Status Manager and
double-click the active job to view real-time job properties. If you have
Complete Messaging Single Instance Storage enabled, all of the fields related
to size will reflect the size prior to single instance storage optimization. The
actual size of the backup after single instance storage optimization opens in
the Activity Log and is labeled “(xx)MB Written to Media”.

More information:
Document Level Backup Methods (see page 93)

Filter Criteria (see page 92)
Document Level Scan Media Options (see page 104)
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Activity Log Messages

At the end of each backup job, a summary of each session is displayed in the
Activity Log. Depending on what occurs during backup, the summary includes
messages with the following information:

The status of the job. Depending on what you selected to back up and
what occurred during the backup job, you will receive one of three
statuses:

- Successful—All selected mailboxes and root public folders were
backed up.

- Incomplete—One or more of the selected mailboxes and root public
folders were backed up. At least one mailbox or root public folder
failed to back up.

- Failed—No selected mailboxes and root public folders were backed up.

Note: Individual folders, messages, and attachments do not affect the
status of the job. If these items are not backed up, the details will be
listed in the skip log in the agent log directory. If you would rather view
the skip log information in the Activity Log or if you want to view it in the
Activity Log in addition to the skip log, you can change the value of the
Skip Log Setting. For more information on the Skip Log Setting, see the
chapter “Installing the Agent.” This skip log is also useful for tracking
corrupt messages in an Exchange Server.

The number of root public folders, mailboxes, folders, and documents that
were backed up successfully

The amount of data that was backed up
The amount of data that was written to media

The amount of size reduction achieved through Complete Messaging Single
Instance

The number of items that were skipped

The number of mailboxes that failed to back up

The number of root public folders that failed to back up
The status of the session has changed

Instructions on how to resolve an issue

102 Agent for Microsoft Exchange Guide



Document Level Backup Scan Ufility

Document Level Backup Scan Utility

After you back up your Exchange Server database, you can use the BrightStor
ARCserve Backup Scan utility to find out what is on your media, to view
information about your media backup sessions, and, if you enabled CRC
checking during backup, to verify the integrity of the data that was written to
the media.

Note: For more information on how to enable CRC checking during backup,
see Perform a Document Level Backup.

Each source that you select to back up is saved on media as an individual
session. You can scan a single session or an entire media. You can view the
results of the Scan job in the Job Queue by clicking the Log tab.

Use the Log tab in the Options dialog to select the level of detail you see in the
Job Queue Log. You can choose to see just summary information and any
errors that occurred during the scan or you can choose to see each file that
was backed up, summary information, and any errors that may have occurred.

More information:

Perform a Document Level Backup (see page 100)
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Document Level Scan Media Options

If you enable CRC checking during backup, the following scan media options
apply to your Exchange Server backup job:

Global Options
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On the Operation tab, enable Calculate and Store CRC Value on Backup
Media if you want to scan files with a CRC check to verify the integrity of the
data that was written to the media.

Global Options x|
Alert I Feplication I Media Exporting I Advanced I Yolume Shadow Copy Service I

Backup Media I Werification I Rietry I Operation I Pre/Past Job Log | Wirus

—Job Log Options

€ Log Al Activity
Recaords all of the activity that accurs while the job i running.

Records anly summary information [which includes source, destination, session
number, and tatals] and emors.

" Log Disabled
Mo infarmation is recorded.

0K I Cancel | Help |

On the Job Log tab, select the level of detail you want to include in the log
report:

®  Log All Activity—Record all of the activity that occurs while the job is
running in the Job Log.

= Log Summary Only—Record summary information of the job (including
source, destination, session number, and totals) and errors.

®  Log Disabled—Do not record any information about this job in the Job
Log.

Note: You can view the log report in the Job Queue or Database Manager
(Job Records).
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Scan Media

To scan media

Open the Scan utility.

Select the media you want to scan. If the media you want to scan is not
currently in a storage device, you must enter the information into the
Group and Media fields.

Enter a specific session to scan or select to scan all sessions on the media.
Click Options to specify scan options for the job.

Note: If you enabled CRC checking during backup, you must enable
the Calculate and Store CRC Value on Backup Media option if you
want to verify the integrity of the data.

Click Filter to specify filters for the job.
Click Start to submit the job.

Document Level Data Restore

The following sections include information about the prerequisites you must
meet before you perform a restore, the features that the Exchange agent
offers when restoring from a Document Level backup, and the procedure for
how to perform a restore.

Document Level Restore Sets

When you back up an Exchange Server, each storage group that you select to
back up is saved on media as an individual session. To restore an object, you
should restore all of the sessions that, when combined, give you the most up-
to-date version. These sessions are called your restore set.

The number of sessions in your restore set depends on the backup methods
you used:

If you backed up your storage group using only the full backup method,
your restore set includes only this session.

If you backed up your storage group using both full and incremental
backups, your restore set includes the session from the full backup and at
least one, but up to as many sessions from the incremental backup as you
want to include. For example, in the following backup scenario, your
restore set can be full and incremental 1, full and incremental 1 and 2, full
and incremental 1, 2, and 3, or full and incremental 1, 2, 3, and 4:

Full Incremental 1 Incremental 2 Incremental 3 | Incremental 4
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If you backed up your storage group using both full and differential
backups, your restore set includes the session from the full backup and
one differential backup session. For example, in the following backup
scenario, your restore set can be full and differential 1, full and differential
2, full and differential 3, or full and differential 4:

Full Differential 1 Differential 2 Differential 3 Differential 4

After you determine your restore set, you must make sure that you select the
entire set when submitting your restore job.

Note: Since Document Level backups are independent, you can restore an
incremental backup or differential backup by itself (you do not have to restore
it along with a full backup). As a result, if you want to restore your entire
restore set, make sure you select the full backup because it is not
automatically selected for you.

Document Level Restore Prerequisites

Before you restore, you must satisfy the following prerequisites:

The Exchange Server must be running and the storage groups and mailbox
stores that you are restoring to must already exist (they are not created at
restore time).

The account you are using to restore must meet the backup agent service
account requirements for the machine you are restoring to. For
information on these requirements, see Backup Agent Service Account
Requirements for Document Level Backup and Restore.

More information:

Backup Agent Service Account Requirements for Document Level Backup and

Restore (see page 90)
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Document Level Restore Options

When you create a restore job, you can choose restore options to customize
the job. To select restore options, right-click a storage group and select Agent
Option:

Restore Dptions ﬂ

Select restore options for your Document Level restore job.

| Document I

v Create mailboxes if not existing

r— Users Creation

W Create users if not existing

Enter the default pazzword far the new users:

ak. I Cancel | Help |

On the Mailbox tab, you can select the following:

m  Create mailbox if not existing—Use this option if you want to restore
your data to a different Exchange Organization or if you want to restore to
the same server you backed up from, but the mailbox you want to restore
has been deleted.

Important! If the mailbox you want to restore has been deleted but the
user associated with this mailbox still exists and has the same properties,
associate this user with the new mailbox. If both the mailbox you want to
restore and the user associated with the mailbox have been deleted, you
must create a new user.

If you use this option, an email is sent to the new mailbox to finalize it and
notify you that the mailbox is ready for use. If you want to customize the
contents of this email, you can create a new message and save it as an
RTF file in the BrightStor ARCserve Backup Agent for Exchange directory to
replace the default MailboxInitialize.rtf. In addition, you can also customize
the subject line of this email by using the following registry key:

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\BrightStor ARCserve
Backup\ExchangeDocumentAgent\Parameters

Value Name:FirstMailSubject
Value Type: REG SZ
Value Data:The desired subject line
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m  Create user if not existing—If you selected the Create mailbox if not
existing option and do not have an existing user to associate with the
mailbox, you must use this option and enter a password because every
mailbox must have a user associated with it. When entering the password,
ensure that it meets the length, complexity, and history requirements of
the domain and server you are restoring to.

This option useful if you want to perform a test restore of a mailbox to
backup server, if you want to audit a mailbox, or if you need a placeholder
user because you plan on connecting the mailbox to a different user. When
you use this option, the amount of properties that are assigned to the user
during restore is determined by what setting you used for the Backup
Additional User Properties configuration option during your backup job.
For more information on the Backup Additional User Properties
configuration option, see the chapter “Installing the Agent.”

Notes:

m  After the user is created, regardless of what you selected for the
Backup Additional User Properties configuration option, you should
still adjust the properties to set group memberships, to set up rights,
and to reflect organizational policies.

s If you want to create duplicates of existing users and mailboxes in the
same organization, you must append a string to the user and mailbox
names. For information on how to configure this, see the chapter
“Installing the Agent.”

If you have trouble with mailbox or user creation, see the section on failing to
create the user account, to create the mailbox, or to finalize the mailbox in the
appendix “Troubleshooting.”

Agent Options

Select restore options for your Document Level restare job

Mailbox  Document |

r— Confilict Resolution Optians

= Owensrite anly when modified

= Bestore as copy

{~ Restore a3 copy only when modified

QK I Cancel Help
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When restoring documents, a conflict may occur if a version of what you are
restoring already exists on your destination. To prepare for this situation,
select one of the following conflict resolution options:

m  Overwrite—Delete original documents.

m  Overwrite only when Modified —Delete only the original documents
that have been modified since they were backed up. Because documents
that have not been modified are skipped, this option is faster than the
Overwrite option.

m  Restore as Copy—Do not delete original documents and restore as
copies. Use this option if you are restoring to an empty folder in the
original location or an alternative location.

m  Restore as Copy only when Modified—Do not delete original
documents and restore as copies for documents that have been modified
since they were backed up. Because documents that have not been
modified are skipped, this option is faster than the Restore as Copy option.

Note: When a message is restored, a new message 1D is created and assigned
to it. Consequently, if you restore from one backup multiple times, you will see
message duplicates even if you selected to overwrite the original.

Document Level Restore Locations

When restoring a Document Level backup, you can restore the files to their
original location (default) or you can restore the files to an alternative location.
Use the Restore files to their original location option only when you want to
restore the exact location you backed up from and the hierarchy of the server
has not changed. For all other scenarios, you must restore files to an
alternative location.

Examples: When You Can Restore to an Alternative location

Some examples of when to restore to an alternative location include:

®  If you want to restore a document to a different folder or mailbox on the
same server that you backed up from

®  If you want to restore a document to a different folder or mailbox on a
different server than the server you backed up from

m  If you want to merge a mailbox
®  If you want to migrate a mailbox

m  If you renamed storage groups or mailbox stores
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Alternate Restore Locations

When you restore to an alternative location, there are certain rules that apply
when selecting your source and destination:

Source—When you select your source, you can either select to restore it
as a new object inside your destination or to merge it into your
destination.

Destination—When you select your destination, you must consider what
you selected to restore and what version of Exchange Server you are
restoring to.

The following sections include more information on selecting a source and
destination.

Source Selection Considerations

When you restore to an alternative location, the objects you restore are either
restored as new objects inside or merged into, the destination you select,
depending on how you select your source.

Examples: How Your Source Selection Affects Restore Operations

Restoring inside your destination—This means that if you select Mailbox_A
as your source and Mailbox_B as your destination, Mailbox_A is restored
as a new object within Mailbox_B.

To restore as a nevy object inside your destination, you must
dynamically zelect the source parent object of the documents
you wart to restore.

Source Destination

=N | @ Microsoff Exchange Server - Document Level EI@ Microsoft Exchange Server - Document: Level

Elﬂ G Stofage Group
= [ Sy Mailbox Store

=]

Dieleted Items
Drafts

E-G¥ Storage Group
E% Mailboo: Stare

=43

¢ Calendar
gy Contacts

Deleted Items
Drafts

¥ Trbox

f% Journal
- Motes

=] Outhox
Sent Ikems
[y Tasks
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®  Merging into your destination—This means that if you select Mailbox_A as
your source and Mailbox_B as your destination, the contents of Mailbox_A
will be merged into the existing contents of Mailbox_B.

To merge your source into your destination, you must explicity
select the partent object of the documents you want to

restore.

Source

E-d @ Micyosaft Exchange Server - Document Level

=1 il Brorage Group

- @8k Mailbox Stare

&

-l &5 Calendar
‘M & Contacts
- ‘& Deleted Irems
- 5 Drafts

‘M &J Tnhox

-8 "% Journal
B < Motes

H &) outhox
-l =] Sent Ttems
- & Tasks

M
)
&
&
)
)
&
B
B

Destination

5@ Microsoft Exchange Server - Document Level
= :fj Storage aroup
= % Mailbax Store
54
-5 Calendar

[ Contacts

Elg Deleted Ikems
F-{5d Drafts
- & Inbox

F- %, Tournal
[-<5x Notes

-5 Outbox
B2 Sent Ttems
-y Tasks

For more information on dynamic and explicit job packaging, see the Getting

Destination Selection Consi

Started.

derations

When restoring to an alternative location, there are certain rules that apply to
the destination you select, depending on what you selected to restore and
what version of Exchange Server you are restoring to.

Note: If you select multiple sources to restore, you must select a destination
that supports all sources.

Because the destination you select depends on the source you select, the
following diagrams display the BrightStor ARCserve Backup source view for
each version of Exchange Server. The charts that follow each diagram include
information about each destination that is supported, depending on the source

and version of Exchange Server.
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Source View for Exchange Server 2000 and 2003 Objects

The following diagram illustrates the source objects that you can restore for
Exchange Server 2000 and 2003 using the BrightStor ARCserve Backup Agent
for Microsoft Exchange:

- d :‘j Microsoft Exchange Server - Dooument Lesvel
& 6 ¥ First Starage Graup
=1 & ¥ Storage Group
=8 % Maibox Stare
= O = maibox
ﬂ{-/ Calendar
O & Contacts
= | .‘;‘1-\-! Deleted Items
o5k Drafts
O &J nbox
o i Jourmal
O < Motes
0 == Outbo
0 & sent Rems
O < Tasks
8.1 Folder
=1 0 Y Public Folders{First Storage Group)
= B2 Folder

) O e o 3 B = B e |

#]

Source View of Document Objects for all Versions of Exchange Server

The following diagram displays the source document objects you can restore
for all versions of Exchange Server using the BrightStor ARCserve Backup
Agent for Microsoft Exchange:

Subiject | Frarm | Received |
B 54 bocument Adminiskrator  Bf25003 12:28 PM
0 Ef) pocument With Attachment Administratar 62503 12:27 PM

Supported Destinations When Restoring Exchange Server 5.5 Data to Exchange Server 2000, 2003,
and 2007 Systems

The following chart lists the source objects you can select, and their supported
destinations, when restoring Exchange Server 5.5 to Exchange Server 2000,
2003, 2007 systems using the BrightStor ARCserve Backup Agent for Microsoft

Exchange:

Source Objects Supported Destinations

Public Folders Microsoft Exchange Server - Document Level

Mailbox* Public Folders [Storage Group], Mailbox Store,
Mailbox, Folder

Folder Public Folders [Storage Group], Mailbox, Folder

Document Folder
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*Mailbox is converted into a folder if it is not restored to a Mailbox Store.

Note: When restoring from Exchange Server 5.5 to Exchange Server 2000 or
2003, you cannot select the Individual Mailboxes parent object as a source
because of the ambiguity of the child mailbox locations. You can, however,
select a child mailbox as a source or the mailbox store (and select the option
Create mailbox if not existing) if you need to migrate or restore mailboxes.

Supported Destinations When Restoring Exchange Server 2000, 2003, or 2007, to Exchange Server
2000, 2003, 2007 Systems

The following table describes the source objects that you can select, and their
supported destinations, when restoring Exchange Server 2000, 2003, or 2007
data to Exchange Server 2000, 2003, and 2007 systems using the BrightStor
ARCserve Backup Agent for Microsoft Exchange:

Source Objects Supported Destinations

Storage Group Microsoft Exchange Server -
Document Level

Public Folders [Storage Group] Microsoft Exchange Server -
Document Level

Mailbox Store Storage Group

Mailbox* Public Folders [Storage Group],
Mailbox Store, Mailbox, Folder

Folder Public Folders [Storage Group],
Mailbox, Folder

Document Folder

*Mailbox is converted into a folder if it is not restored to a Mailbox Store.
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Manually Extending your Destination Path to Create a New Folder
If you want to create a new folder to restore to within the mailbox or folder
you selected as your destination, you can manually extend the destination
path on the Destination tab in the Restore Manager.
Example: Extending the Destination Path
If you select Mailbox_A as your destination and want to add a new folder
within Mailbox_A to restore to, add the name of your new folder at the end of

the destination path at the top of the page.

The following graphic illustrates how to extend the destination path to a new
folder labeled "newfolder."

Note: Do not enter a backslash (\) at the end of your new folder name.

Source  Destination | Schedulel
[ Restare files to their original location(]
I'\'\ COMP-0014dbaexsishFirst Storage Group'kailbox [ atabaze'adminiztratorg]

----- % MNAS Servers
-%‘L fMac 05 ¥ Systems
-“g?& Metiare Systems
-“;é& UMIXfLinux Syskems
=% AS400 Systems
-“;é& WMS Systems
-}é& Windows 98]Me Systems
IZ—Z-“;éQ= Windows Systems
=B Server { COMP-001)
=
= 1ol
= Fr
E@ Microsoft Exchange Server - Document Level
=1-(il First Storage Group
; E% Mailboy: Database
: {2 Administrator
ﬁ_ﬁ public folder storage group
ﬁ_ﬁ second storage group
9 Public Falders[public Falder storage group]
Eﬂ---@ Microsoft Exchange Server - Database Lewvel

ewlolde

Important! Because Document Level restore uses push agent technology, you
must always have Windows Systems selected in the Destination field next to
the destination path as shown in the following illustration:

Destination:  |'windows Spstems ;!
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Perform a Document Level Restore

To restore using Document Level restore

1.

10.

From the BrightStor ARCserve Backup Home Page, select the Restore
Manager from the Quick Start menu.

When the Restore Manager opens, select Restore by Tree in the drop-
down box underneath the Source tab.

Note: Both Restore by Tree and Restore by Session are supported for
Document Level restore.

Expand the Windows Systems object, expand the server you are
restoring from, and then expand the server object to select the documents
you want to restore—storage groups, mailbox stores, public folder stores,
public folders, folders, or even individual documents.

Note: Special mailboxes, such as Mail Connectors, System Attendant,
Internet Mail Service, and MS Schedule+, cannot be selected for restore.
These are special system mailboxes and should not be restored.

Click Version History, select a backup version for this session, and click
Select.

Note: Version History is supported at the storage group level only.

To select restore options, right-click a storage group, select Agent
Option, select restore options, and then click OK. For more information
about restore options, see Document Level Restore Options.

Click the Destination tab. You can restore the database objects to their
original location (default) or you can restore the database objects to an
alternative location.

If you want to restore to an alternative location, clear the Restore files to
their original locations check box, expand the Windows Systems
object, expand the server you want to restore to, expand the Microsoft
Exchange Server — Document Level object, and select where you want to
restore to.

Note: When restoring to an alternative location, there are certain rules
that apply to the destination you select, depending on what you selected
to restore and what version of Exchange Server you are restoring to. For
more information, see Alternate Restore Locations.

Click Start.

If you are restoring to an alternative location, when the Security dialog
opens, enter the user name and password for the destination server and
click OK.

When the Session User Name and Password dialog opens, on the Machine
tab, verify or change the user name and password for the destination
Exchange Server. To change the user name or password, select the
session, click Edit, make your changes, and then click OK.
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11. Click the DBAgent tab and verify or change the user name and password
for the backup agent service account. This account must meet the
requirements for the Exchange Server you are restoring to. For
information on these requirements, see Backup Agent Service Account
Requirements for Document Level Backup and Restore.

12. Click OK.

13. When the Submit Job dialog appears, select Run Now to run the job
immediately, or select Run On and select a future date and time when
you want the job to run.

14. Enter a description for your job and click OK.
More information:

Document Level Restore Options (see page 108)
Alternate Restore Locations (see page 111)
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Chapter 5: Using Best Practices

This section recommends best practices for using BrightStor ARCserve Backup
Agent for Microsoft Exchange so that you can take full advantage of the
powerful features these products offer.

This section contains the following topics:

General Recommendations (see page 119)

Installation Recommendations (see page 119)

Exchange Server Configuration Recommendations (see page 120)
Backup Recommendations (see page 121)

Restore Recommendations (see page 126)

Backup and Restore Test Strategies (see page 127)

General Recommendations

Consider the following best practices when using the agent.

Technical Resources

The Microsoft web site offers numerous technical resources for Exchange
Server, including books, downloadable Help files, and software development
kits. You should read these documents, especially white papers about disaster
recovery for Microsoft Exchange Server. The more informed you are about
Exchange Server, the more you can apply your knowledge to maximize data
protection when using the agent.

Logs in the Event Viewer

In addition to monitoring the BrightStor ARCserve Backup Activity log for
events that may occur when using the agent, you should also monitor the logs
in your Windows Event Viewer, especially the Application log and System log.
The Application log includes internal Exchange Server events and the System
log includes Windows events.

Installation Recommendations

Consider the following best practices when installing the agent.
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Product Recommendations

BrightStor ARCserve Backup offers agents and options that let you protect all
of the servers in your Exchange Organization. These servers include your
Exchange Servers and domain controllers.

Note: It is important to protect your domain controllers since they include the
Active Directory containers, which hold user, mailbox, and public folder
information.

To maximize your Exchange Server protection, use all of the following
solutions on each of your Exchange Servers:

Load Reduction

BrightStor ARCserve Backup Agent for Microsoft Exchange--
Includes Database Level and Document Level backup and restore.
Database Level backup and restore protects the Exchange Server database
and logs. Document Level backup and restore, which is only available with
this agent, eases and expedites many administrative tasks and maximizes
flexibility by offering the most granular level of restore.

BrightStor ARCserve Backup Agent for Windows--Protects files and
system state, including Active Directory. It is important to protect Active
Directory when using Exchange 2000, 2003, and 2007 Server because it
stores mailbox and user information.

Note: In addition to using the BrightStor ARCserve Backup Agent for
Windows on all of your Exchange Servers, also use it to protect all of your
domain controllers.

BrightStor ARCserve Backup Disaster Recovery Option--In the event
of a disaster, the BrightStor ARCserve Backup Disaster Recovery Option
recovers the machine to the last full backup state. Install the BrightStor
ARCserve Backup Disaster Recovery Option on all Backup Managers you
will use to back up your Exchange Servers and domain controllers.

If you have the network infrastructure to support high performance remote
backups, install the Backup Manager on a different server than your Exchange
Server. This reduces the load on the Exchange Server.

Exchange Server Configuration Recommendations

Consider the following best practices for configuring your Exchange Server.
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Circular Logging

Circular Logging must be disabled to take advantage of incremental and
differential backups. If Circular Logging is not disabled and you submit an
incremental or differential backup, the agent automatically converts the
backup to full.

Although Circular Logging decreases the amount of disk space you use, it does
not let you recover all changes since your last backup because it only
maintains a small number of log files. Consequently, you cannot take
advantage of the benefits of using a transaction-based system and you cannot
completely recover if something goes wrong with the system. If you want to
conserve disk space, perform regular backups rather than using Circular
Logging because backups automatically remove transaction log files.

For more information about Circular Logging, see the Administrator Guide.

Transaction Log Space

Make sure that you have enough space on your Exchange Server in case you
want to restore transaction logs. Leave at least twice the amount of space that
you expect your transaction logs to use. In addition, if you intend to restore
Brick or Document Level backups, you should leave enough space to
accommodate the size of the backups because the size of the database file
may increase during the restore.

Backup Recommendations

Consider the following best practices for backing up your Exchange Server.

Online Backup Use

Always perform online backups. This lets you back up Exchange Server
databases without shutting them down and losing work time. If you do not
perform online backups, not only do you lose valuable work time, but you also
run the risk of making costly errors since offline backups are detailed and
labor-intensive. When you perform online backups, the agent manages files for
you. When you perform offline backups, you must do all of the work yourself.
In addition, if you perform offline backups, there is no process for validating
the checksum on each page of the database so you cannot detect corruptions
and check the integrity of the database.
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Media Integrity

Use the global option Calculate and Store CRC Value on Backup Media when
creating your backup job. Afterwards, scan your media with CRC verification to
ensure the media integrity.

Database Level Backup Strategies

There are many factors that contribute to your backup strategy--backup
window size, restore window size, server and storage hardware, the amount of
available media, media retention time, network bandwidth, server load, and
the size of your databases. Consequently, the backup strategy that you should
use depends on your environment and physical hardware.

When determining a backup strategy, you must first assess the amount of
time your organization has available each week for backing up your Exchange
Server. When doing so, remember that the most time-consuming aspect of
performing a restore is replaying the log files. Depending on how often you
perform full backups, it can take several hours to replay log files on large
servers during a restore because every transaction that has occurred since the
last backup must be scanned. In addition, the speed at which transaction log
replay occurs varies, depending on the type of transactions that must be
replayed. Perform a test restore of your log files to get a more accurate
estimate of how long it will take.

After you determine the size of your restore window, you must consider the
affect that your environment and resources will have on your backup strategy:

®  In an environment that has mission-critical data with minimal restore
windows, you should perform full backups nightly (or during the hours
your server is least active) and incremental backups at mid-day (or during
a low production period during the day that is evenly spaced from your full
backups).

m  If media usage is a major factor in your backup strategy, either perform
full backups daily or full alternating with differential backups daily.

®  In an environment that has non mission-critical data with less aggressive
restore windows, you should perform a full backup at least once a week
and perform incremental or differential backups on the other days.

122 Agent for Microsoft Exchange Guide



Backup Recommendations

The following chart includes examples of a few backup strategies and their
advantages and disadvantages. Although, for maximum protection, you should
perform daily full and incremental backups, for maximum protection, you can
customize your backup strategy to suit your organization’s needs. The only
requirement is that you minimally perform daily backups on work days with a
full backup once a week.

Backup Strategy Advantages Disadvantages

Daily full and High frequency = High media usage
incremental backups*  of protection

Short restore
window

Daily full backups Good frequency High media usage
of protection

Short restore
window

Daily backups with a Good frequency Varying restore window

full at least once a of protection
week Less media
usage

* Schedule full and incremental backups approximately 12 hours apart.

Document Level Backup Strategies

There are many factors that contribute to your backup strategy—backup
window size, restore window size, server and storage hardware, the amount of
available media, media retention time, network bandwidth, server load, and
the size of your databases. Although it is important to consider all of these
factors, for Document Level backups, the two most important factors are
typically tape usage and the amount of time available for your backups. The
following recommendations are based on these two factors. If other factors are
more important in your environment, adjust your backup strategy accordingly.

The first task you must perform when determining a backup strategy is to
assess the amount of time your organization has available each week for
backing up your Exchange Server. Next, perform a backup of your Exchange
Server using Document Level backup to ascertain how long the backup job will
take. Finally, use this information to determine the most efficient way of
backing up your Exchange Server within the time available to you.
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If your organization’s backup schedule allows you to perform a full backup at
least one day a week, perform daily differential backups with one full backup a

week.

If you want to distribute the full backup throughout the week, perform a full

backup of only one storage group per day and rotate which storage group gets

the full backup. Back up all other storage groups using differential backups.

Database Management Strategies for Document Level Backup Jobs

By default, BrightStor ARCserve Backup merges all job, session, and detail
information into the database from the catalog file at the end of backup jobs,
which can quickly increase the size of the database. To reduce the size and
increase the performance of the database when performing Document Level

backups, you can use the following features:

Record Job and Session Information Only--You can enable this
feature from the Backup Manager while creating your backup job. To do
this, click the Options button and select the Operation tab.

When you use this feature, only job and session information is logged in
the database, thereby reducing the size of the database.

Note: This feature does not automatically merge details after a backup
job, so you must manually merge the details. When you merge the details,
BrightStor ARCserve Backup checks to see if the CATALOG.DB exists. If it
does not exist, a request is sent to merge from tape.

Enable Catalog Database--You can enable this feature from the Server
Admin Manager. To do this, click the Config button and select the
Database Engine tab.

When you use this feature, BrightStor ARCserve Backup automatically
provides transparent catalog database management functions (gets
catalog file names, deletes catalog files, prunes catalog files using the
preset database pruning cutoff date, purges catalog files, copies catalog
files, and renames catalog files), and stores a copy of the catalog locally in
a CATALOG.DB folder so that, if needed, it can be merged directly from
this location rather from tape.

When to use these features depends on your environment. Use the following
scenarios to determine when to use them:

If you require the fastest merge performance, do not use either of the
Enable Catalog Database or Record Job and Session Information Only
features and let all of the information merge all of the time.

If merging is a problem because of time or disk space, use both the
Enable Catalog Database and Record Job and Session Information Only
features. This reduces the size of the data, and reduces the merge time
because of the cached local copy of the catalog.
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If you have very little disk space available, use only the Record Job and
Session Information Only feature and do not use the Enable Catalog
Database feature.

Under no circumstances should you use only the Enable Catalog Database
feature. Instead, use the Enable Catalog database feature only if you also

enabled the Record Job and Session Information Only feature. Otherwise,

there is no benefit in creating a catalog file on disk because all information
is merged into the database.

Document Level Backup and Restore Performance Tuning

To maximize performance when using Document Level backup and restore:

Increase the value of the Number of Threads configuration setting and
decrease the value of the Thread Priority configuration setting. This
combination increases performance and minimizes the impact on your
server.

Enable multiplexing to take advantage of high performance devices.
Because destination devices are faster than a single Document Level
backup stream, multiplexing decreases backup time by dividing your
backup jobs into several sub-jobs that run simultaneously to the same
device.

If you enable multiplexing and also want to increase the value of the
Number of Threads configuration setting, keep in mind that the Number of
Threads value is per each backup stream. Therefore, the actual number of
threads running on a system is the number of streams multiplied by the
number of threads. As a result, leveraging multiplexing before leveraging
the Number of Threads is optimal. For example, on a four processor
machine with four storage groups, a total of six to eight threads is
recommended. These threads should be configured as two threads per
each storage group, resulting in four multiplexing streams. Because
storage groups are independent resources, it is better to increase the level
of streams with multiplexing than to increase the Number of Threads and
sequentially back up one storage group at a time.

Enable the Complete Messaging Single Instance Storage configuration
option. This option checks to see if attachments and messages have
already been backed up and backs up only one copy, eliminating the need
to back up an attachment or message each time it is referenced. This can
significantly decrease the size of your backups.

If you are creating a short backup job or do not need an estimate of how
long the job will take, enable the Disable File Estimate global option to
save time.
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®  Use incremental and differential backup methods to back up only the data
that has changed since your last full or incremental backup. This saves
time by backing up only changed data rather than backing up all of your
data.

m  Use backup filters. This lets you exclude unwanted and large amounts of
data from your backup jobs.

m  If you want to reduce the disk space usage on your backup server, enable
the Disable Database Recording global option when creating your backup
job so that detail logs of every document are not recorded in the
BrightStor ARCserve Backup database. If you use this option and later
want to restore, you must first submit a Merge Media operation.

m  If media usage is a major factor in your backup strategy, either perform
full backups daily or full alternating with differential backups daily.

®  In an environment that has non mission-critical data with less aggressive
restore schedules, you should perform a full backup at least once a week
and perform incremental or differential backups on the other days.

Restore Recommendations

Consider the following best practices for restoring the Exchange Server.

General Restore Strategies

Perform a test restore to a backup server at least once a month and make
sure the restored database is functioning properly.

For more information about how to perform test restores on Exchange 2000
and 2003 Server systems, see Perform a Database Level Test Restore to an
Alternative Location (see page 54). For more information about how to
perform test restores on Exchange 2007 Server systems, see Perform a
Database Level Test Restore to an Alternative Location (see page 79).

Document Level Restore Strategies

If you are restoring to an original location that contains existing data, select
the conflict resolution option, Overwrite only when modified. If you are
restoring to an original location in an empty folder or an alternative location,
select the conflict resolution option, Restore as copy.
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Backup and Restore Test Strategies

After you have developed backup and restore strategies, you need to test
them to ensure that they work satisfactorily. You can perform backup tests on
a production system; however, you should perform recovery tests on a test
system that closely mimics the production system before applying your backup
and restore strategies to the product system.

You should perform a test restore to a backup server at least once a month
and make sure the restored database is functioning properly. This lets you test
your backup and restore strategies to assess whether you are backing up your
system accurately and to prepare for a possible disaster.

For more information about how to perform test restores on Exchange 2000
and 2003 Server systems, see Perform a Database Level Test Restore to an
Alternative Location (see page 54). For more information about how to
perform test restores on Exchange 2007 Server systems, see Perform a
Database Level Test Restore to an Alternative Location (see page 79).

Note: Exchange Server 2003 has a recovery storage group, which can be used
to test restores of a particular storage group. However, you should still
practice restoring your entire Exchange Server to a test server.
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Appendix A: Troubleshooting

Activity Log

This section provides troubleshooting information to help you identify and
resolve problems that you may encounter when using the BrightStor ARCserve
Backup Agent for Microsoft Exchange. To help you quickly find the information
you need, this appendix lists some error messages and possible reasons and
solution for these messages.

This section contains the following topics:

Activity Log (see page 129)
Exchange Server Errors (see page 129)
Information for Customer Support (see page 161)

Many of the actions to resolve error conditions advise you to check the
BrightStor ARCserve Backup Activity log. The Activity log contains
comprehensive information about the operations performed by BrightStor
ARCserve Backup. It provides an audit trail of all BrightStor ARCserve Backup
activity for every job that is run. You can scan this log whenever necessary to
see if any errors have occurred. The log is available from the Job Status
Manager. For more information about using the Activity log, see the
Administrator Guide.

Exchange Server Errors

For additional information on any Exchange Server error, check the Event Log
on the Exchange Server or see the Microsoft web site.
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Exchange agent does not display

Exchange agent doesn’t show up when browsing the Exchange server

Module:

Agent for Microsoft Exchange

Reason:

The Agent service is not running.

Action:

Start the Universal Agent service. For Exchange 2000 and 2003, you should
also start the Backup Agent RPC service.

Failed to Configure your Server or Authentication Failure

Failed to Configure your Server or Authentication Failure
Module:
Agent for Microsoft Exchange

There are several reasons why these errors may occur. Each reason, and the
action you can take to resolve the error, is described below:

Reason 1:

The account you are trying to verify does not have all of the necessary
privileges, groups, and rights.

Action 1:

Ensure that all of the requirements for the Backup Agent service account are
satisfied. For Exchange 2000 and Exchange 2003 you can use the Exchange
Agent Configuration utility to create the backup agent service account and
mailbox account automatically by enabling the Create a new account feature.
When you use this utility, all of the necessary privileges, groups, and rights
are applied.

Reason 2:

The account you are trying to verify does not have a mailbox on the Exchange
Server you are trying to configure.

Action 2:

Create a new account and specify the mailbox location as the local Exchange
Server. For Exchange 2000 and Exchange 2003 you can use the Exchange
Agent Configuration utility to create this account automatically by enabling the
Create a new account feature.
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Reason 3:

Your mailbox name is not unique. A unique name is a name that does not exist
in the organization as a subset of characters in another mailbox name. For
example, you cannot use the name Admin, if there is a mailbox named
Administrator in your organization.

Action 3:

Create a new user with a unique mailbox name.

Reason 4:

The Windows API that is called during verification requires that the account
used to run the Exchange Agent Configuration has the “act as part of the
operating system” privilege assigned to it.

Action 4:

Log on to the machine as the account you want to verify and run the
configuration.

Reason 5:

The Windows Active Directory and Exchange Server caches may not have
propagated a newly created user.

Action 5:

Propagating a newly created user can take minutes or hours depending on
your domain configuration and traffic.

Reason 6:

The mailbox is not finalized and ready for use. On Exchange Server 2000, this
may be because the Recipient Update Service (RUS) has not completed the
mailbox.

Action 6:

Log into the mailbox or send mail to it to complete a newly created mailbox.
On Exchange Server 2000, you can force the RUS to update the mailbox so it
can be used immediately. To do this, open the Microsoft Exchange System
Manager, expand the Recipients object in the left pane, and select Recipient
Update Services. When you select this, your organization’s recipient update
services are displayed in the right pane. Right-click each service and select
Update Now.
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Reason 7:

The user or mailbox information that you entered is incorrect.

Action 7:

Make sure that you enter the correct user name, password, and alias hame for
your mailbox.

Reason 8:

A conflicting or incomplete Mapisvc.inf exists on the Exchange Server. This can
occur if you have a messaging client installed that is creating its own version
of Mapisvc.inf.

Action 8:

Find all copies of Mapisvc.inf on your Exchange Server and ensure that the
most complete and accurate version is in the winnt\Systerm32 folder. If you
need to make changes to Mapisvc.inf, first back up all copies of the file and
see the Microsoft Q Article 294470 on the Microsoft web site for information on
adding entries for Exchange Services.

Failed to create the user account ‘<MAILBOX ALIAS>’, Failed to create the mailbox ‘<MAILBOX
ALIAS>’, or Failed to finalized the mailbox ‘<MAILBOX ALIAS>’

When performing a Document Level restore with a new user and mailbox
creation, the agent:

®m  creates a basic user with minimal rights in the Users container of Active
Directory.

m  creates a mailbox for the user.

®  sends a request to the recipient update service and sends a message to
the mailbox to finalize it.

If all three of these steps are successful, you can view the mailbox in the
Exchange System Manager. If any of these steps fail, the mailbox will not
restore. There are several reasons why these steps may fail. Each reason, and
the action you can take to resolve the error, is described below.
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Reason 1:

The user account creation failed because the backup agent service account
does not have enough rights to create a new account.

Action 1:

Ensure that your backup agent service account has the appropriate rights
assigned to it. For information on these requirements, see Backup Agent
Service Account Requirements for Document Level Backup and Restore (see
page 90). Also, make sure that the backup agent service account is assigned
membership to a group that has permissions over the Users container in
Active Directory. For example the Account Operators group has these
permissions by default.

Reason 2:

The user account or mailbox creation failed because the global catalog server
could not be contacted or a Windows application or system error occurred.
Action 2:

Check the Event Viewer Application Log and System Log for recent errors.
Also, check the agent logs DBAEXCUserSummary.log and WinUserUpd.log.
Reason 3:

The mailbox creation failed because a disabled mailbox with the same name
already exists.

Action 3:

Check the Exchange System Manager to determine if there is a disabled
mailbox with the same name. If you recently deleted a user account
associated with the mailbox you are trying to restore, use the Run Cleanup
Agent feature in the Exchange System Manager and purge the mailbox.

Reason 4:
The mailbox finalization failed because the Recipient Update Service failed to
update the mailbox.

Action 4:

Make sure that the Recipient Update Service is able to finalize mailboxes when
an update is called. You may have to rebuild the Recipient Update Service if it
is not performing properly. For more information on the Recipient Update
Service, see the Microsoft documentation.
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Reason 5:

The mailbox finalization failed because of Active Directory replication delays or
Exchange Server cache delays. This failure can occur even if the user or
mailbox was successfully created.

Action 5:

In multi-domain controller environments or large Exchange Organizations,
there may be delays before you can use the mailbox. If mailbox finalization
fails, verify that the account appears in the Global Address List. If it appears in
this list, repackage the failed mailbox with user and mailbox creation selected
and run the job when the mailbox appears in the Exchange System Manager.

Error 8601

Failed to connect agent. (AGENT=agent name, EC=error
message/code)

Module:

Agent for Microsoft Exchange

Reason 1:

The Backup Agent RPC Server service is not running on the target server.

Action 1:

Verify that the Universal Agent Service is running on the target server. On
Exchange 2000 and Exchange 2003 systems, you should also verify that the
Backup Agent RPC Server service is running on the target server.

Reason 2:

The target database server may be stopped or inaccessible.

Action 2:

Verify that the target database server is running on the target server.

Reason 3:

The target server may be unreachable over the network.

Action 3:

Check network connections.
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Reason 4:

(Windows error 1326) Machine authentication failure may have occurred
because an incorrect user name or password was entered, or the user name
was specified without a domain or machine name qualifier, and this qualifier is
needed for this particular user on the target machine.
Action 4:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the
database.

For a domain user, use the following format:

Domain\User name

Reason 5:

(Windows error 1385) Machine authentication failure may have occurred
because the specified user does not have sufficient rights to perform a backup.
Action 5:

Check that the user either has the "Backup files & Directories" right in the

Local Security Policies of the database server machine or is a member of a
group that has this right. This right is typically held by the Administrators
group and the Backup Operators group.

Reason 6:

(Windows error 1387) Machine authentication failure may have occurred
because the user name or password is missing.

Actions 6:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the
database.

For a domain user, use the following format:

Domain\User name
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Reason 7:

(Windows error 1314) Machine authentication failure may have occurred
because the Backup Agent RPC Server service is running as a user who does
not have sufficient privileges to log in to Windows.

Action 7:

In the control panel, under Services (Windows NT) or Administrative Tools,
Services (Windows 2000, XP, or 2003), check that the Backup Agent RPC
Server is running as LocalSystem, or as a user that is a member of the Backup
Operators group.

If the Backup Agent RPC Server is running as a user that is a member of the
Backup Operators group, make sure that the Backup Operators group has the
"Act as part of the Operating System" right in the Local Security Policies of the
database server computer.

Reason 8:

A failure to load the agent DLL into memory may have occurred because there
is insufficient memory available, the agent DLL does not exist in the agent
home directory, or the DLL path is incorrect in the registry.

Action 8:

Verify that the target server has sufficient free memory available.
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Error 8602

Failed to read from database. (DBNAME=object name, EC=error
message/code)
Module:

Agent for Microsoft Exchange

Reason 1:

An internal or communication error occurred when the agent attempted to
read a backup object from the Database server or from the Database server to
BrightStor ARCserve Backup.

Action 1:

Perform the following steps on the server that is running the agent:

1. Confirm that the database agent is running.

2. Confirm that the database is running.

3. Make certain no other backup or restore jobs are running on the database
you are attempting to back up.

4. Restart the Backup Agent RPC Server service.
5. Resubmit the backup job.

If the problem reoccurs, check the network connections. If the problem
persists, contact Technical Support at http://ca.com/support
(http://www.ca.com/support) for online technical assistance and a complete
list of locations, primary service hours, and telephone numbers.

Reason 2:

A network error has occurred.

Action 2:

Check all possible network related issues, such as inconsistent communication,
time-outs, drivers, and settings on all networking related hardware.

Reason 3:

Two BrightStor ARCserve Backup Managers are attempting to back up the
same Exchange Server database simultaneously.

Action 3:

Reschedule one of the backup jobs to avoid the conflict.
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Error 8603

Reason 4:

There is insufficient space on the hard disk on which the agent is installed for
your Database Level backup.

Action 4:

Increase the free disk space on the drive where the agent is installed or
reinstall the agent to a drive that has more space.

Failed to write to database. (DBNAME=object name, EC=error
message/code)
Module:

Agent for Microsoft Exchange

Reason 1:

This error occurs when the agent writes data streams from BrightStor
ARCserve Backup to a target object (DBNAME=object name) in the Database
server.

Action 1:
Check the agent log file for details.

Reason 2:

An Exchange Server Database Level incremental or differential backup failed to
restore.

Action 2:

Restore the latest full backup or copy session before you restore an
incremental or differential backup.

Reason 3:

An Exchange Server Database Level restore is missing a log or a log is corrupt.

Action 3:

Restore an incremental or differential backup that includes the missing logs if
they are available. If there are logs missing from the server, do not select the
Commit existing logs option when restoring. For more information on how to
manually restore partial log sequences, see the Microsoft web site.
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Error 8604

Failed to start backup. (DBNAME=object name, EC=error
message/code)
Module:

Agent for Microsoft Exchange

Reason 1:

(Windows error 1326) Machine authentication failure may have occurred
because an incorrect user name or password was entered, or the user name
was specified without a domain or machine name qualifier and this qualifier is
needed for this particular user on the target machine.
Action 1:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the
database.

For a domain user, use the following format:

Domain\User name

Reason 2:

(Windows error 1385) Machine authentication failure may have occurred
because the specified user does not have sufficient rights to perform a backup.
Action 2:

Check that the user either has the "Backup files & Directories" right in the

Local Security Policies of the database server machine, or is a member of a
group that has this right. This right is typically held by the Administrators
group and the Backup Operators group.
Reason 3:
(Windows error 1387) Machine authentication failure may have occurred
because the user name or password is missing.
Action 3:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the
database.

For a domain user, use the following format:

Domain\User name
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Reason 4:

(Windows error 1314) Machine authentication failure may have occurred
because the Backup Agent RPC Server service or the Universal Agent service is
running as a user that does not have sufficient privileges to perform a
Windows login.

Action 4:

m In the control panel, under Services (Windows NT) or Administrative
Tools, Services (Windows 2000, XP, or 2003), check that the Backup
Agent RPC Server (Exchange 2000 and Exchange 2003 platforms only)
and the Universal Agent service is running as "LocalSystem", or as a
user that is a member of the Backup Operators group.

= On Exchange Server 2000 and Exchange Server 2003 platforms, if the
Backup Agent RPC Server is running as a user that is a member of the
Backup Operators group, ensure that the Backup Operators group has
the "Act as part of the Operating System" right in the Local Security
Policies of the database server computer.

Reason 5:

Database authentication failure may have occurred because an incorrect user
name or password was entered, or the user name was specified without a
domain or machine name qualifier and this qualifier is needed for this
particular user on the target machine.

Action 5:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the
database.

For a domain user, use the following format:

Domain\User name

Reason 6:

Database authentication failure may have occurred because the necessary
database services are not started.

Action 6:

m Verify that the database you are trying to back up is mounted and the
necessary services are running.

= On Exchange 2000 and Exchange 2003 systems, verify that the
Backup Agent RPC Server service is started.
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Error 8605

Reason 7:

(Backup Agent Error 116) The version of the agent is newer than the version
of the BrightStor ARCserve Backup that is installed.

Action 7:

Install the latest version of BrightStor ARCserve Backup.

Failed to start restore. (DBNAME=object name, EC=error
message/code)
Module:

Agent for Microsoft Exchange

Reason 1:

(Windows error 1326) Machine authentication failure may have occurred
because an incorrect user name or password was entered, or the user name
was specified without a domain or machine name qualifier and this qualifier is
needed for this particular user on the target machine.
Action 1:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the
database.

For a domain user, use the following format:

Domain\User name

Reason 2:

(Windows error 1385) Machine authentication failure may have occurred
because the specified user does not have sufficient rights to perform a backup.

Action 2:

Check that the user either has the "Backup files & Directories" right in the
Local Security Policies of the database server machine, or is a member of a
group which has this right. This right is typically held by the Administrators
and Backup Operators groups.
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Reason 3:

(Windows error 1387) Machine authentication failure may have occurred
because the user name or password is missing.

Action 3:
m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the
database.

For a domain user, use the following format:

Domain\User name

Reason 4:

(Windows error 1314) Machine authentication failure may have occurred
because the Backup Agent RPC Server service or the Universal Agent service is
running as a user that does not have sufficient privileges to perform a
Windows login.

Action 4:

m In the control panel, under Services (Windows NT) or Administrative
Tools, Services (Windows 2000, XP, or 2003), check that the Backup
Agent RPC Server (Exchange 2000 and Exchange 2003 platforms only)
and the Universal Agent service is running as "LocalSystem", or as a
user that is a member of the Backup Operators group.

= On Exchange Server 2000 and Exchange Server 2003 platforms, if the
Backup Agent RPC Server is running as a user that is a member of the
Backup Operators group, ensure that the Backup Operators group has
the "Act as part of the Operating System" right in the Local Security
Policies of the database server computer.

Reason 5:

Database authentication failure may have occurred because an incorrect user
name or password was entered, or the user name was specified without a
domain or machine name qualifier and this qualifier is needed for this
particular user on the target machine.
Action 5:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the
database.

For a domain user, use the following format:

Domain\User name
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Reason 6:

Database authentication failure may have occurred because the necessary
database services are not started.

Action 6:

m Verify that the database you are trying to back up is mounted and the
necessary services are running.

= On Exchange 2000 and Exchange 2003 systems, verify that the
Backup Agent RPC Server service is started.
Reason 7:

When restoring a Database Level backup, the Erase All Data Before Restoring
option was selected together with either the Public or the Private Information
Store.

Action 7:

When using the Erase All Data Before Restoring option, select the Public and
the Private Information Store.

Reason 8:
On Exchange 2000, 2003, and 2007 Server systems, the Information Store
service is not running, or the database you want to restore does not exist or is
not dismounted.
Action 8:

»  Verify that the database you intend to restore exists.

»  Dismount the database you intend to restore.

»  Enable the database to be overwritten by a restore.

Reason 9:

On Exchange 2000, 2003, and 2007 Server systems, an invalid target was
specified for your database level restore.

Action 9:

If you filled out your server configuration worksheet in this guide for each of
your Exchange Servers, use the worksheets to verify the destination server
parameters and make sure they match the parameters on the sever that you
are restoring from.
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Error 8617

Error AE9617

Failed to end restore. (DBNAME=object name, EC=error
message/code)

Module:

Agent for Microsoft Exchange

Reason 1:

The agent failed to recover the Database server after a restore job. An internal
error occurred in either the agent or the Database server.

Action 1:
Check agent log file for details.

Reason 2:

An Exchange service cannot mount the restored databases in a specified time
interval after the restore operation was completed.

Action 2:

Check the Event Log on the Exchange Server or see the Microsoft web site.

Failed to restore <number> mailboxes.

Module:

Agent for Microsoft Exchange

Reason:

Several mailboxes failed to restore.

Action:

Check the Exchange Event Viewer and check exchange agent log for more
detail.
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Error AE9650

The volume shadow service provider has reported a bad state for the
operation.
Module:

Agent for Microsoft Exchange

Reason 1:

A full backup was not performed before an incremental or differential backup
was performed.

Action 1:

Perform the full backup first.

Reason 2:

The Exchange server recovery failed because the existing Exchange log files
were not in sequence after restoring the last backup session of a backup set.
Action 2:

Check the event viewer, and delete or move the out of sequence log files to a
different location.

Reason 3:

You are restoring a full backup set followed by several incremental backup sets
or a differential backup set, and the subsequent incremental or differential
backup sets are not consistent with the full backup set.

Action 3:

You should always perform a full backup after you restore data. This ensures
that subsequent incremental and differential backups are consistent with the
full backup.

Troubleshooting 145



Exchange Server Errors

Error AE9681

Error AE9683

Error AE9685

Circular logging is enabled, change the backup type from incremental
or differential to full or copy backup.

Module:

Agent for Microsoft Exchange

Reason:

The storage group cannot perform incremental or differential backups when
circular logging is enabled. As a result, the agent converts and processes these
types of backups as full backups.

Action:

None.

All databases are dismounted, or the database does not exist.

Module:

Agent for Microsoft Exchange

Reason:

When you back up Exchange databases, at least one database must be
mounted.

Action:

Mount the databases.

Your CA license has expired.

Module:

Agent for Microsoft Exchange

Reason:

The license for the Agent for Microsoft Exchange is expired.

Action:

Contact CA and obtain a license for the agent.
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Error AE9687

Error AE9689

The session password is invalid and the restore job failed. Or, an
invalid user ID or password was submitted.

Module:

Agent for Microsoft Exchange

Reason:

The user name or password is not correct. If you are restoring data, the
session password may not be correct.

Action:

Provide the correct user name, password, and session password as required.

The Exchange agent was not able to create a recovery storage group.

Module:

Agent for Microsoft Exchange

Reason 1:

The path to the recovery storage group is not accessible.

Action 1:

You can set the valid path to the recovery storage group using the Exchange
agent configuration tool.

Reason 2:

The folder for the recovery storage group is not empty.

Action 2:
Empty the folder.
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Error AE9699
A full backup was not performed. Change the incremental or
differential backup to a full backup.
Module:
Agent for Microsoft Exchange
Reason:
You must perform a full backup of a storage group before you can perform an
incremental or differential backup on the storage group.
Action:
The agent automatically converts the incremental or the differential backup
without a previous full backup to a full backup. No user intervention is
required.
Error AE9705
An attempt to mount database %s failed, hr=0x%x.
Module:
Agent for Microsoft Exchange
Reason:
The Log consistency check failed.
Action:
Ensure that the log files in the log file folder for the target storage group are in
sequence.
Error AE9707

The storage group is still in restore mode.

Module:

Agent for Microsoft Exchange

Reason:

You are attempting to restore a storage group that is currently being restored.
Multiple restores on a single storage group cannot run simultaneously.
Action:

Allow the restore in progress to complete.
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Error AE9708

Check integrity failed. Check the Exchange server status.

Module:

Agent for Microsoft Exchange

Reason:

The integrity check process failed during backup.

Action:

Check the windows event viewer to determine the corrective action.
Error AE9709

Open file failed (err = %d).

Module:

Agent for Microsoft Exchange

Reason:

The windows API failed to open a file.

Action:

Check the error code and perform the required corrective actions.
Error AE9710

Write file failed (err = %d).

Module:

Agent for Microsoft Exchange

Reason:

The windows API failed when it attempted to write data to a file.

Action:

Check the error code and perform the required corrective actions.
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Error AE9711

Error AE9712

Error AE9713

Create Folder "%s" failed (err = %d).

Module:

Agent for Microsoft Exchange

Reason:

The windows API failed when it attempted to create a folder.
Action:

Check the error code and perform the required corrective actions.

The folder specified to restore to file system is empty.

Module:

Agent for Microsoft Exchange

Reason:

The folder name specified for restoring a file system to is empty.

Action:

Provide the correct folder name when restoring to a file system and ensure
that the agent account can access the folder.

Read Exchange hierarchy from active directory failed (err=error
code)> Ensure that your account has permission to access the active
directory and the active directory is now available.

Module:

Agent for Microsoft Exchange

Reason 1:

The Active Directory server is not available.

Action 1:

Ensure the Active Directory is accessible.

150 Agent for Microsoft Exchange Guide



Exchange Server Errors

Error AE9714

Error AE9715

Reason 2:

The account used has insufficient privileges to read Exchange organization
information from the Active Directory.

Action 2:

Ensure that the account satisfies the privilege requirements.

The storage group "%s" was not found in the Exchange hierarchy.

Module:

Agent for Microsoft Exchange

Reason 1:

The storage group that you want to back up does not exist.

Action 1:
Repackage the backup job to update the job script.

Reason 2:

The target storage group that you want to restore data to does not exist.

Action 2:
Repackage the restore job to update the job script.

Dismount database "%s" failed.
Module:
Agent for Microsoft Exchange

Reason:

The database you restored is in a bad state; it cannot be dismounted during
the restore.
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Error AE9716

Action:
There are three remedies for this problem.

m  If the database you specified to dismount is already offline, do not enable
the Automatically dismount database before restore option when
performing the restore.

Note: For more information about restore options for Exchange 2000 and
2003 Server databases, see Database Level Restore Options (see

page 50). For more information about restore options for Exchange 2007
Server databases, see Database Level Restore Options (see page 67).

m  If the database is still online, you can try to dismount it using the
Exchange Management console.

m  If you still cannot dismount the database, you must restart the "Store"
service.

Failed to remove database "%s". Ensure that your account has
permission to remove the database.
Module:

Agent for Microsoft Exchange

Reason:

The restore operation failed due to insufficient access privileges.

Note: During a restore operation to a recovery storage group, the agent
checks if the recovery storage group exists. If it exists, but it is not for the
storage group that you want to restore, the restore operation deletes the
recovery storage group and then recreates it for the desired storage group.

Action:

To perform this task, your backup account must have Exchange
Organization Administrator privileges. Ensure that your backup account
contains sufficient privileges. Otherwise, you must delete the recovery storage
group manually before performing the restore.
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Error AE9717

Error AE9718

Failed to remove storage group "%s", ensure that has sufficient
privileges.
Module:

Agent for Microsoft Exchange

Reason:

The restore operation failed due to insufficient access privileges.

Note: During a restore operation to a recovery storage group, the agent
checks if the recovery storage group exists. If it exists, but it is not for the

storage group that you want to restore, the restore operation deletes the
recovery storage group and then recreates it for the desired storage group.

Action:

To perform this task, you must have Exchange Organization Administrator
privileges. Ensure that your backup account contains sufficient privileges.
Otherwise, you must delete the recovery storage group manually before
performing the restore.

Failed to create database "%s".

Module:

Agent for Microsoft Exchange

Reason:

The restore operation failed due to insufficient access privileges.

Note: During a restore operation to a recovery storage group, the agent
checks if the recovery storage group exists. If it exists, but it is not for the
storage group that you want to restore, the restore operation deletes the
recovery storage group and then recreates it for the desired storage group.

Action:

To perform this task, you must have Exchange Organization Administrator
privileges. Ensure that that the backup account contains sufficient privileges.
Otherwise, you must delete the recovery storage group manually before
performing the restore.
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Error AE9719
The path to the recovery storage was not provided. Use the Exchange
configuration tool to specify the correct path.
Module:
Agent for Microsoft Exchange
Reason:
The path for the recovery storage group is empty.
Action:
Use the Exchange configuration tool to specify the correct path to the recovery
storage group.
Error AE9720

The database "%s" is not dismounted. To complete the restore, the
database must be dismounted.

Module:
Agent for Microsoft Exchange

Reason:

To complete a restore operation, all databases must be dismounted.

Note: During the restore operation, the agent checks for mounted databases.
If the agent detects one or more mounted databases, the restore will fail.
Action:

There are two remedies for this problem.

®  Dismount all the databases manually before you start the restore.

= Epable the Automatically dismount database before restore option.

Note: For more information about restore options for Exchange 2000 and
2003 Server databases, see Database Level Restore Options (see

page 50). For more information about restore options for Exchange 2007
Server databases, see Database Level Restore Options (see page 67).
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Error AE9721

The Exchange agent cannot overwrite the database "%s". To complete
the restore, the agent must be able to overwrite the database.

Module:
Agent for Microsoft Exchange

Reason:

To complete a restore operation, the agent must be able to overwrite all
databases.

Note: During the restore operation, the agent checks if the This database
can be overwritten by a restore property for the database is enabled. If the
agent detects that it is not enabled, the restore operation will fail.

Action:

There are two remedies for this problem.

®m  For a single database, enable the This database can be overwritten by
a restore option.

®  For all databases, enable the Allow databases to be overwritten by
restore option.

Note: For more information about restore options for Exchange 2000 and
2003 Server databases, see Database Level Restore Options (see

page 50). For more information about restore options for Exchange 2007
Server databases, see Database Level Restore Options (see page 67).
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Error AE9722

Error AE9723

Error AE9724

Enable database "%s" overwritten failed.
Module:
Agent for Microsoft Exchange

Reason:

To complete a restore operation, the agent must be able to overwrite all
databases, and the backup account must have sufficient privileges to overwrite
the database.

Action:
There are two remedies for this problem.
®  Manually enable all databases for overwrite capabilities.

®  Grant the backup account Exchange Organization Full Administrator
privileges.

The message filter start time is after the end time.

Module:

Agent for Microsoft Exchange

Reason:

The message filter Start Time is after the End Time.

Action:

Change the Start Time to before the End Time.

Read data failed (err=%d).

Module:

Agent for Microsoft Exchange

Reason:

During a backup, the Microsoft read file API failed.

Action:

Check the failed code for details and perform the required corrective actions.
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Error AE9725

Error AE9726

Create snapshot failed (err=error code).

Module:

Agent for Microsoft Exchange

Reason 1:

The exchange writer is having a problem.

Action 1:

Check the windows event viewer to determine the corrective action. Then do
one of the following:

m  If you are backing up from an active database, ensure that the Microsoft
Exchange Information Store service is running.

m  If you are backing up from a replica in a Local Continuous Replication
(LCR) environment, ensure that the Microsoft Exchange Information
Store service and the Microsoft Exchange Replication service are
running.

m  If you are backing up from a replica in a Cluster Continuous Replication
(CCR) environment, ensure that the Microsoft Exchange Information
Store service is running on the active node, and the Microsoft Exchange
Replication service is running on both the active and passive nodes.

Reason 2:

The create snapshot timed out.

Action 2:

Check the Windows Event Viewer to determine the corrective action.

The session does not contain metadata; ensure that it is not corrupt.

Module:

Agent for Microsoft Exchange

Reason:

The agent did not receive metadata during the restore operation. The backup
session on the tape or the session database may be corrupt.

Action:

If you believe the backup session on the tape is not corrupt, merge the session
database from the tape using the BrightStor ARCserve Backup Merge utility.
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Error AE9728

Error AE9729

Failed to restore mailbox "%s".

Module:

Agent for Microsoft Exchange

Reason:

The agent failed to restore a mailbox.

Action:

Check the Exchange server migration log for details and perform corrective
action, as necessary. You can find the migration logs under the following
directory:

<Exchange server install path>\Logging\MigrationLogs

where

<Exchange server install path>

represents the path of the Exchange server installation directory.

The global catalog server is invalid. The agent will use default global
catalog server.
Module:

Agent for Microsoft Exchange

Reason:

The global catalog server name is not a valid global catalog server name.

Action:
There are two remedies for this problem.
m  Specify a valid global catalog server in the restore options dialog.

®m  |eave the global catalog server name blank in the restore options dialog.
The agent will use the default global catalog server.
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Error AE9730

Error AE9731

A public database cannot be restored to mailbox database and vice
versa. You cannot restore a public database or mailbox database to a
recovery storage group.

Module:

Agent for Microsoft Exchange

Reason:

You cannot restore a public database to a mailbox database or a mailbox
database to a public database. You cannot restore a public database and
mailbox database to a recovery storage group.

Action:

Change the restore target to the correct target.

Database "%s" not found in target storage group.

Module:

Agent for Microsoft Exchange

Reason:

The database restored was not found in the target storage group.

Action:
There are two remedies for this problem.

m  If you are restoring an entire storage group to another storage group, you
must ensure that all of the database names in the source storage group
exist in the target storage group.

®m  Select a single database in the source storage group and select one
database in the target storage group.
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Error AE9732

Error AE9733

The database <Database name> is still in backup mode.

Module:

Agent for Microsoft Exchange

Reason:

Another backup of the same database is in progress.

Action:

Attempt the backup after the current backup is complete.

-* /A critical Exchange service is not running. Start the service.

Module:

Agent for Microsoft Exchange

Reason:

To back up from an active database, the MSExchangelS service must be
running. To back up from replica location, the MSExchangeRepl service must
be running.

Action:

There are two remedies for this problem.

®m  If you are backing up from an active database, restart the
MSExchangelsS service.

®m  If you are backing up from replica location and in an LCR, restart the
MSExchangeRepl service.

Note: If you are backing up from a replica location and in a CCR, ensure
that the Microsoft Exchange Replication Service (MSExchangeRepl) is
running on the passive node.
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Error AE9734

The folder filter "%s" is incorrect. The filter path should be in the
following format: \Parent Folder\Sub Folder.

Module:

Agent for Microsoft Exchange

Reason:

The folder filter for restoring mailboxes is invalid.

Action:

Ensure that the folder filter for restoring mailboxes starts with a backslash. For
example, \Inbox, \Inbox\Inbox1.

Information for Customer Support

If you need to contact CA support for additional assistance, use the following
registry keys to gather the information Customer Support will need to help
resolve your issues:

Exchange 2000 and 2003 Database Level Backup and Restore

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\BrightStor ARCserve
Backup\DSAgent\CurrentVersion\agent\dbaexch

Value Name: Debug

Value Type: REG_DWORD

Value Data: 0(off) or 1(on)

Results: Dbaexch.log & dbaexch*.trc, in Exchange agent directory

Note: Restart the Backup Agent RPC Server service.
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Exchange 2007 Database Level Backup and Restore

HKEY LOCAL MACHINE\SOFTWARE \ComputerAssociates\BrightStor ARCserve Backup\
ExchangeDBAgent\Parameters

Value Name: Debug

Value Type: REG_DWORD

Value Data: 0(off), 1l(default), 5(verbose)

Results: dbaexdb*.log & dbaexdb*.trc, in Exchange agent DBLOG directory

If the trace files grow too large or too many, you can use the following registry
values to reduce the size and file count:

Value Name: MaxLogSize
Value Type: REG_DWORD
Value Data: size of each trace file in MB

Result: As soon as the size is reached, a new trace file will be generated.

Value Name: MaxLogCount

Value Type: REG_DWORD

Value Data: Number of log files

Results: After the maximum number of log file reaches this value, the

oldest log file is deleted and a new log file is created.

Note: You can change the debug level using the Exchange agent configuration
utility. You do not need to restart the Universal Agent service.

Exchange 2000, 2003, and 2007 Document Level Backup and Restore

For Exchange 2000 and 2003, the registry path is as follows:

HKEY LOCAL_MACHINE\SOFTWARE\ComputerAssociates\BrightStor ARCserve
Backup\ExchangeDocumentAgent\Parameters

For Exchange 2007, the registry path is as follows:

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\ComputerAssociates\BrightStor ARCserve
Backup\ExchangeDocumentAgent\Parameters

Value Name: Debug

Value Type: REG_DWORD

Value Data: 0(off), 1(default), 4(verbose)

Results: Expaadp*.log & expaadp*.trc, in Exchange agent LOG directory

Note: You can change the debug level using the Exchange agent configuration
utility. You do not need to restart the Universal Agent service.
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If the size of the trace files grows too large, you can use the following registry
values to reduce the size:

Value Name: MaxLogSize
Value Type: REG_DWORD
Value Data: size of each trace file in MB

Result: As soon as the size is reached, a new trace file will be generated.

Value Name: DeletelLogFile

Value Type: REG_DWORD

Value Data: 0,1

Results: 0: When a new trace file is generated, the previous trace file

will NOT be deleted. 1: When a new trace file is generated, the previous trace
file will be deleted.
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Appendix B: Frequently Asked
Questions

This section includes frequently asked questions to help you resolve issues
that may arise when using the BrightStor ARCserve Backup Agent for Microsoft
Exchange.

This section contains the following topics:

General Questions (see page 165)
Database Level Backup and Restore Questions (see page 167)
Document Level Backup and Restore Questions (see page 169)

General Questions

The following questions are general questions.
Question:

What BrightStor ARCserve Backup agents and options do I need to protect my
Exchange Server?

Answer:

The following agents and options can be used to protect different parts of your
Exchange Organization:

= BrightStor ARCserve Backup Agent for Microsoft Exchange--
Includes Database Level and Document Level backup and restore.
Database Level backup and restore protects the Exchange Server database
and logs. Document Level backup and restore, which is only available with
this agent, eases and expedites many administrative tasks and maximizes
flexibility by offering the most granular level of restore.

= BrightStor ARCserve Backup Agent for Windows--Protects files and
system state, including Active Directory. It is important to protect Active
Directory when using Exchange Server 2000, 2003, and 2007 because it
stores mailbox and user information. BrightStor ARCserve Backup Agent
for Windows also protects your domain controllers, which are equally as
important to protect as your Exchange Server.

= BrightStor ARCserve Backup Disaster Recovery Option--In the event
of a disaster, the BrightStor ARCserve Backup Disaster Recovery Option
recovers the machine to the last full backup state.
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Question:

Do I need BrightStor ARCserve Backup Agent for Open Files to protect my
Exchange Server if I am using the BrightStor ARCserve Backup Agent for
Microsoft Exchange?

Answer:

No. BrightStor ARCserve Backup Agent for Open Files is beneficial when you
want to protect files that are open or in use by active applications. Because
the BrightStor ARCserve Backup Agent for Microsoft Exchange is an
application-specific agent, dedicated to protecting Microsoft Exchange, it offers
a complete and robust solution that encompasses all the features offered by
BrightStor ARCserve Backup Agent for Open Files.

Question:

Do I need an email client like Microsoft Outlook installed on the Exchange
Server I am backing up?

Answer:

No, it is not a requirement that you have an email client on the Exchange
Server you are backing up.

Question:

If I add new objects that I want to back up, like a mailbox, to my Exchange
Organization after I submit a backup job, do I need to resubmit the job to
include the new objects?

Answer:

It depends on how you originally packaged the job. If you used dynamic job
packaging, your new objects will be included because the contents of what you
selected are determined when the job runs. If you used explicit job packaging,
you must resubmit the job to include your new objects because the contents of
what you selected are determined at the time the job is packaged. For more
information on dynamic and explicit job packaging, see the Getting Started.
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Question:
What is the M drive (ExIFS) and do I need to back it up?
Answer:

The M drive is a virtual drive that exposes Exchange Server 2000 mailboxes
and public folders. It is simply a view of Exchange Server 2000 and not a
physical drive, so you do not need to back it up, which is why it is skipped
when you perform a backup job using the Client Agent for Windows.

Question:

Why are the names of the standard folders in my mailbox displayed in a
different language?

Answer:

Most standard folders are created and named using the language of the first
client to access them. For example, if the first client you use to access a new
mailbox is a French client, standard folders like the Inbox or Sent Items are
given French names. For more information, see the Microsoft Q Article 188856
on the Microsoft web site. For more information about controlling the language
that is used, see the Create mailbox if not existing option in the section
Document Level Restore Options.

More information:

Document Level Restore Options (see page 108)

Database Level Backup and Restore Questions

The following questions relate to database backup and restore.
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Question:

When performing a Database Level restore on an Exchange 2000 or Exchange
2003 system, when should I use the Apply existing logs option?

Answer:

You should use the Apply existing logs option if you are restoring to the
original server you backed up from and you believe the transaction logs are all
sequentially present and not corrupt. Do not use this option if you are
restoring to a different server or if have a reason to believe that any of the
existing transaction logs on the server you are restoring to are missing or
corrupt. If you enable this option and the agent detects that logs are out of
sequence, the agent automatically disables it so that the job does not fail.

Question:

When performing a database level restore on an Exchange 2007 system, when
should I use the Restore selected mailboxes to live database from
Recovery Storage Group option?

Answer:

The Restore selected mailboxes to live database from Recovery Storage Group
option lets you perform mailbox level restores, with advance filters, from a
database level backup. With this option enabled you can restore the entire
database to the Recovery Storage Group, and then merge the selected
mailboxes into the live database. You can also use this option with respect to
Dial Tone restore strategies for disaster recovery on Exchange systems.

Note: Dial Tone restore is a process that lets you restore email service to
users quickly and then restore the users' previous data. For more information
about Dial Tone restore strategies, see the Microsoft TechNet web site.

Question:

If I perform a document level backup, do I need to perform a database level
backup?

Answer:

Yes. Database level backup is the fundamental backup for your Exchange
Server, and you should always use it regardless of whether you use one of the
other granular backup types. You can use database level backups to restore
Exchange Server in the event of a system failure, database corruption, or
disaster recovery situation.
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Question:

When should I perform full database backups?

Answer:

In addition to the full database backups you perform during your weekly
backup strategy, perform full database backups after installing service packs,
after performing restores, and after changing the Circular Logging setting on
your Exchange Server.

Question:

Can I restore to the Recovery Storage Group?

Answer:

Yes, but only when using Database Level Restore with Exchange Server 2003.

For more information on the Recovery Storage Group, see your Exchange
Server documentation

Document Level Backup and Restore Questions

The following questions relate to document level backup and restore.
Question:

What is Single Instance Storage?

Answer:

Single Instance Storage is the method Exchange Server uses to process
messages. This method stores only one copy of a message, links it to multiple
recipients in the Information Store, and uses references to the message in

each recipient's mailbox. Single Instance Storage applies to individual
attachments and other message components.
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The backup and restore products that you can use to protect your Exchange
Server support varying levels of Exchange Server’s Single Instance Storage:

®  No Single Instance Storage--Without Single Instance Storage, an
Exchange Server is scanned mailbox-by-mailbox and copies of individual
message bodies and attachments are backed up as they arrive, without
any regard for data that may have been backed up already.

m  Partial Single Instance Storage--Partial Single Instance Storage
support backs up attachments only once, but continues to back up other
message components, like message bodies, every time they are
referenced. This translates into large amounts of unnecessary backup
duplication because most messages do not include attachments, but all
messages include message bodies and other message components.

m  Complete Single Instance Storage--Complete Single Instance Storage
checks to see whether each attachment, message body, and other single
instance components of a message have been backed up already, and
backs up only one copy. This is the fastest and most efficient solution
because it removes unnecessary backup duplication and maximizes
performance.

Document Level backup and restore supports Complete Single Instance
Storage. Brick Level backup and restore does not support Single Instance
Storage.

Question:

What setting should I select for the log level detail when I am configuring for
Document Level backup and restore?

Answer:

The log detail level determines the level of detail in the debug trace and log.
This does not affect the level of detail in the Activity Log in the BrightStor
ARCserve Backup Manager. The default log detail level value is 1 and the
supported range is between 0 and 4. If you want to disable agent side logging,
use 0. Otherwise, you should always use level 1 unless you are instructed to
raise the level by a trained CA Customer Support technician for
troubleshooting purposes.

Question:

When I restore a document to the same location using the Overwrite conflict
resolution option, why do I sometimes see duplicated messages?

Answer:
When a message is restored, a new message ID is created and assigned to it.

Consequently, if you restore from one backup multiple times, you will see
duplicated messages.
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Question:

Can I perform a Database Level backup at the same time as a Document Level
backup?

Answer:

Yes, you can perform a Database Level and Document Level backup at the
same time. You can also perform multiple Document Level backups at the
same time, and you can perform multiple Database Level backups at the same
time by running up to one job for each storage group.

Question:

If I perform a Document Level backup, is there any benefit in also performing
a Brick Level backup?

Answer:

No.

Question:

How can I tell how much space is saved by backing up with Complete Single
Instance Storage enabled?

Answer:

After you submit your backup job, you can go to the Job Status Manager and
double-click the active job to view real-time job properties. If you have
Complete Messaging Single Instance Storage enabled, all of the fields related
to size will reflect the size prior to single instance storage optimization. The
actual size of the backup after single instance storage optimization opens in
the Activity Log and is labeled “(xx)MB Written to Media”.
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Appendix C: Setting Up a Backup Agent
Service Account

After you install the BrightStor ARCserve Backup Agent for Microsoft
Exchange, you must set up a backup agent service account on your Exchange
Server. The backup agent service account grants the agent the authority to
communicate with the Exchange Server.

This section contains the following topics:

How to Set Up Your Backup Agent Service Account (see page 173)

Add Groups for all Versions of Exchange Server on a Windows Member Server
(see page 175)

Set Up Your Backup Agent Service Account (see page 176)

Group Setup (see page 183)

Delegate Roles (see page 184)
Additional Configuration Considerations (see page 188)

How to Set Up Your Backup Agent Service Account

Before you can set up your backup agent service account, you must perform
the following tasks:

1. Determine your backup agent service account requirements (see
page 174).

2. Determine your tasks (see page 174).
3. Determine your environment (see page 174).

4. Use the procedures in this appendix to set up your account (see
page 176).
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Backup Agent Service Account Requirements Overview

The requirements for your backup agent service account depend on the type of
backup and restore (database level backup and restore or document level
backup and restore) you will be using. To determine these requirements, see
information about backup agent service account requirements in the chapters
“Performing Database Level Backups and Restores," or “Performing Document
Level Backups and Restores."

Note: If you plan on using more than one type of backup and restore (for
example, both database level and document level), your backup agent service
account must meet the requirements for all types. Document Level backup and
restore requirements include all of the requirements for Database Level
backup and restore.

Task Requirements

After you decide on your backup agent service account requirements, you
must determine your tasks.

Depending on your requirements, you must perform one or more of the
following tasks:

®m  Create a user

®m  Create a mailbox

®  Add groups

®  Delegate roles

Environment Requirements

Each task you must perform to manually set up your backup agent service
account is dependant on one or more of the following factors:

®m  The version of Exchange Server you are using:
- Exchange Server 2000
- Exchange Server 2003
- Exchange Server 2007
m  The version of Windows you are using:
- Windows 2000
- Windows 2003
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m  The type of server you are using:
- Domain controller

- Member server

Add Groups for all Versions of Exchange Server on a
Windows Member Server

To add groups

1. Right-click My Computer and select Manage.

-Injx]
“ ation vew || & =5 | Bm| DB 2 |
Tree I | Marne | Descripkion |

‘[:i;l Computer Management (Local) Administrators Administrators have complete and ..,

Eﬁs Systern Tools Backup Operatars EBackup Operators can override secu. .,

59| Event Vieveer @Guests Guests have the same access as me...

i
% System Information @Power Users Power Users possess most administr .,

ﬁ Performance Logs and Alerts Replicator Supports file replication in & dormain
Shared Folders @Users Users are prevented From making ac. .,
H Device Manager €8 SDOFFLIN Members in this aroup are allowed ta,..
i % Local Users and Groups Tndugers
[0 Users
i a Groups
EIS Starage

() Disk Management
E Disk, Defragmenter
1= Logical Drives

i @ Removable Starage
& Services and Applications

2. When the Computer Management dialog opens, expand the Local Users
and Groups object and click Groups.

3. In the right-pane, double-click Administrators.
4. When the properties dialog opens, click Add.

5. When the Select Users or Groups dialog opens, in the Look in field, select
the appropriate domain. Next, in the Name column, select the name of
your backup agent service account, click Add, and then click OK.

6. When the Properties dialog reopens, the name of your backup agent
service account is displayed in the Members list. Click OK.

7. When the Computer Management dialog reopens, in the right-pane,
double-click Backup Operators and repeat steps 4 through 6.
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Set Up Your Backup Agent Service Account

To set up your Backup Agent Service Account, you must perform the following
tasks:

1. Set up user accounts.
2. Set up mailboxes.

3. Set up groups.

4. Set up roles.

Important! Each task includes different procedures based on the
environment. Select the tasks and environments that match your needs
and use the corresponding procedures to manually set up your backup
agent service account.

Note: For additional configuration considerations, see Additional Configuration
Considerations.

More information:

Create a Domain User on a Windows 2000 and 2003 Server (see page 177)
Create a Mailbox for Exchange 2000 and Exchange 2003 Server (see page
178)

Group Setup (see page 183)

Delegate Roles for Exchange 2000 and 2003 Server on a Domain Controller
or Member Server (see page 185)

Additional Configuration Considerations (see page 188)
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Create a Domain User on a Windows 2000 and 2003 Server

If you already have a domain account, you do not have to create a user. You
can use the domain account as your backup agent service account. To do this,
simply use your domain account to set up a mailbox, add groups, add rights,
and delegate roles.

To create the backup agent service account

1. On your domain controller, from the Start menu, select All Programs,
Administrative Tools, and select Active Directory Users and Computers.

The Active Directory Users and Computers window opens.

&£ Active Directory Users and Computers

@ File  Action Wew wWindow Help
s @i mXxrRBE R b rEE

@ Active Directory Users and Computers [exch2003n1.e2k3.com] | Users 27 objects

[:l Saved Queries Mame  / | Type | Description
E" ék;;c'lotm €3 administrator  User Built-in account far admiri. .,
-
Hikn ﬁ ASPMET User Account for running ASF....

(2] Computers

(@) Domain Cantrallers ﬁCert Publishers  Security Group ... Members of this group are...
D ForeignsecurityPrincipals ﬂ dbagent User
_____ Debugger Users  Security Group ... Debugger users can debu., .,
ﬁDnsAdmins Security Group ... DNS Administrators Group

mDnsUpdatePr. .. Security Group ... DS clients who are permi...
ﬁEDomain Admins  Security Group ... Designated administrators. ..
mDomain Comp... Security Group ... All workstations and serve...
!ﬁDomain Contr... Security Group ... All domain controllers in th...

Domain Guests  Security Group ... All domain guests
ﬁDomain Users  Security Group ... All domain users
ﬁEnterprise Ad... Security Group ... Designated administrators. ..

Exchange Do...  Security Group ... Microsoft Exchange Domai...

mExchange Ent... Security Group ... Microsoft Exchange Enker. ..
bl | | 4 !ﬁGroup Policy ... Security Group ... Members in this group can...

| | |

2. When the Active Directory dialog opens, expand the Active Directory Users
and Computer tree and click Users.

3. From the Action menu, select New, User.

New Dbject - User E

ﬁ Createin:  e2k3.com/Users

Eirst narne: Idbagant Initials:
Last name: I
Full name: Idbagant

Uszer logon name:
Idbagent I @ekd.com j

User logon name [pre-windows 2000)
|E2K3\ Idbagent

< Back I Mext > I Cancel
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5.

6.

When the New Object - User dialog opens, in the First name field, enter a
name for your backup agent service account, enter a User logon name,

and then click Next.

New Dbject - User [ =]

ﬁ Createin:  e2k3.com/Users

Password quu

Confirm password: I“""

[~ User must change password at next logon
[~ User cannot change password
[V Password never expires

[~ account is dizabled

< Back I Mext > I

Cancel |

Enter a password, confirm the password, enable the Password never

expires option, and then click Next.

Click Finish.

Create a Mailbox for Exchange 2000 and Exchange 2003 Server

To create an Exchange Server mailbox for the backup agent service
account

1.

On your domain controller, from the Start menu, select All Programs,
Administrative Tools, and select Active Directory Users and Computers.

The Active Directory Users and Computers window opens.

-:-I' Active Directory Users and Computers

@ File Action View ‘Window Help

- aml e xeRE| 2

gl TS E

@ Active Directory Users and Computers [exch2003n1.e2k3.com]
-] Saved Queries

E@ ezk3.com

7). Builkin

D Computers

(&3] Domain Controllers

+ D FareignSecuribyPrincipals

Users 27 objects

Mame / | Tvpe | Description

ﬁ Administratar User Built-in account For admini. ..
ﬁ ASPMET User Account For running ASP....
mCert Publishers  Security Group ... Members of this group are...
ﬂ dbagent User

mDebugger Users Security Group ... Debugger users can debu. ..
!ﬁDnsAdmins Security Group ... DS Administrators Group
ﬁDnsUpdatePr. . Security Group .., DNS clients who are permi, ..
ﬁDomain Admins  Security Group ... Designated adminiskrators..,
!ﬁDomain Comp... Security Group ... All workstations and serve..,
ﬁEDomain Conkr... Security Group ... All domain controllers in th...
ﬁDomain Guests  Security Group ... All domain guests
ﬁDomain Users Security Group ... All domain users
!ﬁEnterprise Ad... Security Group ... Designated administrators...

!ﬁExchange Do...
Exchange Ent...

ﬁGroup Palicy ...

Security Group ...,
Security Group ...,
Security Group ...

Microsoft Exchange Domai. ..
Microsoft Exchange Enter. ..
Members in this group can...
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When the Active Directory dialog opens, expand the Active Directory Users
and Computer tree and click Users.

From the Action menu, select New, User.

ﬁ Createin:  e2k3.com/Users

Eirat name: Idbagent Initials:
Last name: I
Full name: Idbagant

User logan name:

Idbagent I @e2k3.com j

Uszer logon name [pre-windows 2000
|E2K3\ Idbagenl

< Eack I Mext > I Cancel |

When the New Object - User dialog opens, in the First name field, enter a
name for your backup agent service account, enter a User logon name,
and then click Next.

New Dbject - User E

ﬁ Createin:  e2k3.com/Users

Password Iooouo

Confirm passward: Iooouo

[ User must change password at nest logon
[~ User canmot change password
¥ Password never expires

[~ account iz dizabled

< Back I Meut > I Cancel
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5. Enter a password, confirm the password, enable the Password never
expires option, and then click Next. If you have Exchange Server installed,
the following dialog opens.

New Dbject - User [ =]

ﬁ Createin:  e2k3.com/Users

[V Create an Exchange maibos
Alias:
Idbagant

Server
Iﬁst Oiganization First Adminiztiative Groups/EXCH2003M1 j

Mailbox Stare:
|First Storage Group/M ailbox Store [EXCH2003M1) =l

< Back I Mext > I Cancel |

6. Make sure the Create an Exchange mailbox option is enabled. In the
Alias field, the User Logon name is automatically displayed. If you want to
change it, enter a new name. In the Server field, select the server you are
going to install on. In the Mailbox Store field, select a mailbox store. Click

Next.

ﬁ Createin:  e2k3.com/Users

When vou click Finish, the following object will be created

Full name: dbagent ;I
Uzer logon name: dbagenti@e2k3 com
The password never expires.

A Microzoft Exchange mailbox will be created an:
EXCH2003M1 #First Storage Group/M ailbox Store [EXCH2003M1]

L]

< Back I Finizh I Cancel |

7. Confirm your selections and click Finish.

Note: After you finish creating your backup agent service account and
mailbox, you should log into this account by using Outlook or by sending an
email to the account to finalize the mailbox.
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Create a Domain User With a Mailbox for Exchange 2007 Server

To create domain user with a mailbox for Exchange 2007 Server

1.

From the Windows Start menu on your Exchange server system, select
Programs, Microsoft Exchange Server 2007, and Exchange Management
Console.

The Exchange Management Console opens.

Expand the Recipient Configuration object, select and right-click the
Mailbox object.

From the pop-up menu, select New Mailbox.
The New Mailbox - Introduction dialog opens.

From the section Choose mailbox type, select the User Mailbox option
and click Next.

The New Mailbox - User Type dialog opens.
From the section New user, select New user and click Next.
The New Mailbox - User Information dialog opens.

Complete the fields on this dialog as illustrated by the following example:

B a "'HI New Mailbox

Uszer Information
Enter the uzer name and account information.

7 Introduction
I User Type
3 User Information Drgarizational unit

|E‘I 2Dom.comd/Uszers

Browse... |

J Mailbox Settings

< New Mailbos First name: Initialz: Last name:

1 Completion Ie:-:c:haQEnl

M ame:

Iexchagent

Uger logon name (User Principal M ame):

: |exchagent I @el2dom.com j

User logon name [pre-windows 2000]:

|exchagent

Password: Confirm password:

[~ User must change password at next logon

Cancel

Help |

< Back
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In the First name field, enter a name for your backup agent service
account, enter a User logon name and password, and then click Next.

The New Mailbox - Mailbox Settings dialog opens.

6. Complete the fields on this dialog as illustrated by the following example:

i
b al New Mailbox
7 Introduction Mailbox Settings
1 User Type Enter the alias for the mailbox user, and then select the mailbox location and policy settings.
[ User Information Aliag:
[ Mailbox Settings IE"‘C}"E@E”t
A Mew Mailbox Server:
J Completion |E12-3
Storage group:

IFirst Storage Group

M ailbox database:
| I Mailbiox O atabaze

[~ Managed folder mailbox policy:

| Browse,..

[” Exchange ActiveSync mailboy policy:

\_\_EEIL

I Browss,

£3 Messaging Records Management iz a premium feature and requines an enterprise
client access license to enable on a mailbos.

Cancel |

Help |

Select a Storage Group and a Database for the mailbox, and then click
Next.

The New Mailbox - Configuration Summary dialog opens.

7. Verify the configuration summary and click the Back button if you need to
make changes.

8. To complete the configuration, click New and then click Finish.
You have successfully created a domain user with a mailbox on an
Exchange 2007 Server system.

Note: After you finish creating your backup agent service account and
mailbox, you should log into this account using Outlook or by sending an email
to the account to verify that the mailbox functions properly.
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Use one of the following procedures to add groups.

Add Groups for all Versions of Exchange Server on a Domain Controller

To add groups

1. On your domain controller, from the Start menu, select All Programs,
Administrative Tools, and select Active Directory Users and Computers.
From the Active Directory Users and Computers dialog, in the right pane,
right-click your new account name and select Properties.
dbagent Properties HE

Terminal Services Profile I COM+ I Exchange General
E-mail Addrezses | Exchange Features | Exchange Advanced
General | Address | Account | Profile I Telephones | Organization
tMember OF Dialin I Enviranment I Sessions I Remate control

Mermber af:

Falder

Add... | Bemove |

Frimnary group: Domain Users

Set Primany Group | There iz no need to change Primary group unless

you have Macintozh clients or POSE<-compliant
applications.

oK I Caricel | Apply | Help |

2. When the Properties dialog opens, click the

Member Of tab and click Add.

Select Groups [2]
Select this object bpe:
IGloups ar Built-in zecurity principals Object Types... |
Erom this location:
|52k3. cam Locationg... |
Enter the object names to select [examples):
Damain Adrming LCheck Mames

Advanced | OK. Cancel
4
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3. When the Select Groups dialog opens, type Domain Admins in the “Enter
the object names to select” field and click OK.

Note: If your Exchange Server is your domain controller, you must also

select Administrators and Backup Operators.

dbagent Properties HE

Terminal Services Profile I COM+ I Exchange General
E-mail Addrezses | Exchange Features | Exchange Advanced
General | Address | Account | Profile I Telephones | Organization
tMember OF Dialin I Enviranment I Sessions I Remate control

Mermber af:
Marme Active Directary Folder
Dlomain Admins e I3
Dramnain Users e2k3.com/Users
Add... | Bemove |
Frimnary group: [omain Adming

Set Primany Group | There iz no need to change Primary group unless

you have Macintozh clients or POSE<-compliant
applications.

oK I Caricel | Apply | Help

4. When the Properties dialog reappears, select Domain Admins and click
Set Primary Group. Next, select Domain Users, click Remove, click Yes,

and then click OK.

Delegate Roles

Use one of the following procedures to delegate roles.
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Delegate Roles for Exchange 2000 and 2003 Server on a Domain Controller or
Member Server

To assign permissions for the backup agent service account

1. On the Exchange Server, from the Start menu, select All Programs,
Microsoft Exchange, System Manager.

2. When the Exchange System Manager dialog opens, right-click the name of
your organization and select Delegate control.

Exchange Administration Delegation Wizard

Welcome to the Exchange
Administration Delegation
Wizard

This wizard helps you delegate control of Exchange
configuration obiscts in Active Directary. Vou can
assign the task, of managing different parts of Exchangs
to different users.

To continue, click Nest

<Back Cancel |

3. When the Exchange Administration Delegation Wizard opens, click Next.

Exchange Administration Delegation Wizard [x]

Users or Groups
Select ane or more users or groups to whem you want to delegate santrol

Users and groups
Marne | Fole |
A, E2K 3 administrator Exchange Full sdministrator

Add | Edit | Femee |

<Back [ Mew> | Cancel |

4. When the Users or Groups dialog opens, click Add.

Group [recommended] or Uger:

I| Browse |

Bole:

I Exchange Yiew Only Administrator ;I

Fiole description

The selected group or user can view Exchange configuration
information.

]S Cancel
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5. When the Delegate Control dialog opens, in the Group filed, click Browse.

Select Users, Computers or Groups ﬂ B

Select this object type:

IUser or Other ohject Object Types...

Fram this lozation:

|Entile Directomny Locations...

Enter the abject name to select (examples):
dbagent LCheck Hames

N

Advanced... Cancel

4

i

6. Enter the name of your Backup Agent System Account and click OK.

Group [recommended) or User:

IE 2K 3dbagent Browse. . |

Role:

E xchange Full Admini

Fole dezcription

The selected group or user can fully administer Exchange spstem
information and madify permissions.

7. When the Delegate Control dialog reopens, in the Role field, select
Exchange Full Administrator and click OK.

The name of your account opens in the Users and groups field.

Exchange Administration Delegation Wizard [=<]

Users or Groups
Select ane ar mors users or groups to wharm you warnt to delegate control

Usars and groups

| FRole

add. | Edt.. |  Remave |

cBack [ Mews | Cancel |

8. Click Next and then click Finish.

You have successfully assigned permissions for the backup agent service
account.
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Delegate Roles for Exchange 2007 Server on a Domain Controller or Member

Server

To assign permissions for the backup agent service account

1.

On your Exchange server, from the Start menu, select Programs, Microsoft
Exchange Server 2007, and Exchange Management Console.

The Exchange Management Console opens.

Select and right-click the Organization Configuration object. From the pop-
up menu, select Add Exchange Administrator.

The Add Exchange Administrator dialog opens as illustrated by the
following example:

Add Exchange Administrator

Add Exchange Add Exchange Administrator
Administrator Thiz wizard helps you to add a new Exchange administrator role. An Exchange
1 Completion adminiztrator haz permiszions to operations az allowed by a certain rale.

Select the uzer or group to add as an Exchange administrator:

Iexchagent

Select the role and scope of thiz Exchange administratar:
% Exchange Organization Adrinistrator role

" Exchange Recipient Admiristrator role
" Exchange View-Only Administrator role
" Exchange Server Administrator role
Select the server(s] ta which this role haz access:
add...

Hep | <gack | aw | cancel |

Click the Browse button to browse to and select the user or group to which
you want to assign the role.

Select the role you want to delegate, click Add, and then click Finish.

You have successfully assigned permissions for the backup agent service
account.

Setting Up a Backup Agent Service Account 187



Additional Configuration Considerations

Additional Configuration Considerations

The following sections include additional configuration considerations,
depending on your environment.

Member Server Considerations

If your Exchange Server is on a member server, you may need to add the
backup agent service account to the same groups and rights on the domain
controller, depending on the domain controller security policies and security
settings.

Multiple Domain Considerations

If your Exchange Server is running on a network that has multiple domains
and you want to create the backup agent service account in a different domain
than the domain where your Exchange Server is located, add the groups and
rights in both domains.

Grant Additional Rights in Exchange Server 2000

Exchange Server 5.5 included a Service Account that allowed unrestricted
access to all mailboxes. To enhance security, Exchange Server 2000 did not
include this Service Account. As a result, if you need unrestricted access to all
mailboxes in Exchange Server 2000, your account is a member of Domain
Admins, and your other security settings do not give you this access, use the
following procedure:

Note: If your account is not a member of Domain Admins, see the Microsoft
web site for Microsoft Knowledge Base Article 262054, XADM: How to Get
Service Account Access to All Mailboxes in Exchange 2000.

To grant additional rights in Exchange Server 2000

1. Go to Start, All Programs, Microsoft Exchange, System Manager, and
select System Manager.

2. When the Exchange System Manager dialog opens, in the left pane,
expand Administrative Groups until you find the mailbox store or public
folder store for which you want to have full mailbox access.
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3. Right-click mailbox store or public store and select Properties. When the
properties dialog opens, click the Security tab.

Note: If you do not see the Security tab, see the Microsoft web site for
Microsoft Knowledge Base Article 259221, XADM: Security Tab Not
Available on All Objects in System Manager.

General I Databaze I Lirnits | Full-Text Indexing |
Details I Palicies Security
Name [~ Add...

€ Admiristratar (E2K\Administrator)

Bemave |

ﬁi Domain Adming [E 2K\Domain Adming]
!ﬁ Enterprize Adrins [E2KAE nterprise Adming)

!ﬁ Everone

[ R R N - PR ot Y O M

Permizszions: Deny

L]

Open mail send queus

Administer information store

Create named properties in the information store
Wiew infarmation store status

Receive As

SendAs

Advanced... |

= Allow inheritable permizsions from parent to propagate to this
object

S[olelslals] 388
EEO0000

L

ok I Cancel | Al | Help |

4. In the Name column, select the name of your backup agent service
account. Next, in the Permissions box, place a check mark in the Allow box
next to the Receive As and Send As permissions, and then click OK.

Note: When you place a check mark in the Allow box, it overrides the
Deny box, but only at the level where you are granting permission. For
example, if you are granting permission for a mailbox store, the
permission applies only to the mailbox store and not to its parent or
children objects.

5. Repeat steps 2 through 4 for each database object you want to have full
mailbox access to.
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Appendix D: Registering Cluster
Resources

This section contains the following topics:

Register the Cluster Resources Manually (see page 191)

Register the Cluster Resources Manually

When you install the agent on local nodes, the installation procedure registers
and creates the cluster resources for you automatically. This section describes
how to register and create the cluster resources manually.

To register the cluster resources manually

1. Ensure that the agent is installed on all nodes on which Exchange Virtual
Server could potentially run and the agent installation directory is the
same on all nodes.

2. If the resource type is not already registered, run the following command:

Cluster.exe restype "BrightStor ARCserve Backup Exchange Agent Notifier"
/create /dll: CaExCluRes.dll /type:"BrightStor ARCserve Backup Exchange Agent
Notifier"

Note: If your resource type is already registered, BrightStor ARCserve
Backup Exchange Agent Notifier is displayed under the Cluster
Configuration\Resource Types branch in the Cluster Administrator.
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The following diagram illustrates that the BrightStor ARCserve Backup
Exchange Agent Notifier is displayed under the Cluster
Configuration\Resource Types branch in the Cluster Administrator.

5 Cluster Administrator - [SISCLUSTER (SISCLUSTER)]

ile Wew  Window Help =] x|
D& *|E
SISCLUSTER Display Hame | Resource DU
=+ sroups 1P address clusres.dl
% Cluster Group QNstwurk MName dusres.dll
el Bsl QLUE&\ Quorum clusres.dil
.L—I Besqurces QD\stnbuted Transaction Coordinator mixclu,di
Ei u_ C!uster Cunﬁgurat\n DHCP Service CIMetRes.di
| B3] Mebworks o QHB Share cusres.dll
i 3 _ Local Area Connection 2 @Genenc Application cusres.dll
: (2 Metwark Interfaces Generic Script clusres.dl
=t \ﬁ EXCHSISCLUSTER GGenenc Service dusres.dll
7] Active Groups @Ma]or\ty Mode Set dusres.dll
{20 Active Resources @MlcrosoFt Exchange HTTP Server Instance exres.dl
{1 Metwork Interfaces OMlcrosoFt Exchange IMAP4 Server Instance exres.dll
@MicrosoFt Exchange Information Store exres.dl
@MicrosoFt Exchange Message Transfer Agent exres.dl
@MitrnsnFt Exchange POP3 Server Instance exres.dl
@MitrnsnFt Exchange Routing Service exres.dll
@MitrnsnFt Exchange SMTP Server Instance exres.dl
@MitrnsnFt Exchange System Attendant exres.dll
@Mitrnsnft Search Service Instance gatherd.di
@ Message Queuing mgelus. di
& Physical Disk clusres.di
QPnnt Spooler clusres.dll
@Vulume Shadow Copy Service Task 35T ask.dll
@ WING Service ClHatRes.di
Qﬁnghtstur ARCserve Backup Exchange Agent Motifier CAExCluRes,dll
41 | i
For Help, press F1 '7 ’7 '7 A

3. Run the following command to register the extension dll:

Cluster.exe/REGEXT:"”C:\WINNT\cluster\CAExCLuResEx.d11"”
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Use the Cluster Administrator to create the BrightStor ARCserve Backup
Exchange Agent Notifier cluster resource instance in the Exchange Virtual
Server group. As a best practice, append the Exchange Server name to the
cluster resource instance name. For example, BrightStor ARCserve Backup
Exchange Agent Notifier - (VS1) is the cluster resource instance name and
VS1 is the Exchange Server name. When the New Resource dialog opens,
enter the name and description of the resource instance, select BrightStor
ARCserve Backup Exchange Agent Notifier in the Resource type field,
select the name of your Exchange Server virtual group in the Group field.

|. BrightStor &R Ceerve Backup Exchange Agent Mo

Hame: IBrightStol AR Czerve Backup Exchan

Description: IB rightStor AR Cserve Backup Exchan

Resounce type: IErighlStor ARCzerve Backup Em:j

Group: I ExchangeGroupl2 j

[+ {Run thiz resource in a separate Resource Monitor

To continue, click Mest.

< Back I Mest » I Cancel

Click Next.

The Possible Owners dialog opens.
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As illustrated by the following diagram, when the Possible Owners dialog
opens, the nodes in the cluster on which the resource can be brought
online are automatically displayed in the Possible owners box.

Possible Dwners

|l BrightStor 4R Cserve Backup Exchange Agent Notifier - [EXCHCLUSTERZ)

Pozzible owners are nodes in the cluster on which this resource can be brought online.
Specify the pozsible owners for this resounce.

Axailable nodes: Poszible owners:

Mame | Mame |
Add | &0 EXNODET
= w EXNODEZ

<- Bemove |

¢ Back I Mest > I Cancel

5. Click Next.
The Dependencies dialog opens.

6. When the Dependencies dialog opens, click Finish to end the resource
creation process, and then click OK.

|. ErightStar ARCzemve Backup Exchange Agent Motifier - [EXCHCLUSTERZ2]

Dependencies are resources which must be brought onling by the cluster zervice first.
Specify the dependencies for thiz resource.

Ayailable resources: Fesource dependencies:

Sdd > |

%- Bemove

Resource | Resource | Resc

WDk U .
ml Ewchange HTTP Wi
[ Exchange IM&P4 ...
nﬂ] Exchange MS Sear...
[ E xchange POF3 Vir...
u:] Exchange Routing .
nﬂ] Exchange Serverl?2

i

B -
M
M
o
e
M
Fv

n:
|
3

< Back I Finizh I Cahcel |
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7. Open the Cluster Administrator and confirm that the BrightStor ARCserve
Backup Exchange Agent Notifier resource is displayed.

The following diagram illustrates that the BrightStor ARCserve Backup
Exchange Agent Notifier resource is displayed:

luster Administrator - [EXCHCLUSTER {exchcluster)]
Eile Wiew ‘Window Help

& &|a] X B s

EXCHCLUSTER Name [ state
0 aroups (DiDick 1: Online

Cluster Group (D Excchange HTTP Wirtual Server Instance - (EXCHCLUSTERZ) Online

Disk Graup 1 (1 Exchange IMAP4 Virtual Server Instance - (EXCHCLUSTERZ) Online

Disk Group 2 m Exchange Information Store Instance - (EXCHCLUSTERZ) Cnline

E:E::;z:g:gasg; MExchange M5 Search Instance - (EXCHCLUSTERZ) Online

e sources ul] Exchange POP3 Yirtual Server Inskance - (EXCHCLUSTERZ) Online

- Cluster Configuratian @ Exchange Routing Service Instance - (EXCHCLUSTERZ) Online

[]__ EXNODEL MExchange Server02 IP Address Onling
§

[].. EXNODES m Exchange Server02 Network Name Gnline

ul] Exchange Server0Z System Atkendant Online

u SMTP virtual Server Inskance - (EXCHCLUSTERZ) Online

MBrightStor ARCserve Backup Exchange Agent Motifier - (EXCHCLUSTERZ)  Online

Kl [e]4]

8. Right-click the BrightStor ARCserve Backup Exchange Agent Notifier
resource to verify the General, Dependencies, and Advanced options.

The following diagram illustrates how the options should appear on the
BrightStor ARCserve Backup Exchange Agent Notifier, General tab:

BrightStor ARCserye Backup Exchange Agent Motifier - (EXCHC... [

General IDependenciesI Advancedl

|. BrightStor ARCzerve B ackup Exchange Agent Matifier - [EXCHCL

Marne: IB nightStor AR Czerve Backup Exchange Agent Motifie

BrightStar AR Cserve Backup Exchange Agent
I atifier

EXNODEZ :
EXMODET tdodify... |

¥ Run this resource in a separate Resource Monitor

Diescription:

Pozsible awners:

Resource type:  BrightStor ARCserve Backup Exchange Agent Matifier

Group: E xchangeGroup02
State: Orline
Node: EXNODE2

QK I Cancel Apply
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The following diagram illustrates how the options should appear on the
BrightStor ARCserve Backup Exchange Agent Notifier, Dependencies tab:

BrightStor ARCserve Backup Exchange Agent Notifier - (EXCHC... B

General Dependencies I Advanced I

|. BrightStor ARCserve Backup Exchange Agent Motifier - [EXCHCL

Specify which resources the Cluster Service must bring online before this
resource can be brought online.

Resource dependencies:

I Resource Type
:Exchange Information Store Inst..  Microzoft Exchange Inform...
Modify.... | Froperties |

QK I Cancel | Apply |

The following diagram illustrates how the options should appear on the
BrightStor ARCserve Backup Exchange Agent Notifier, Advanced tab:

BrightStor ARCserve Backup Exchange Agent Notifier - (EXCHC... [H

Generall Dependencies Advanced I

|. BrightStor ARCserve Backup Exchange Agent Motifier - [EXCHCL

" Do not restart
o
™ Affect the group

Threshald: |3 Period: (900 seconds

—"Looks Alive" pall interval: |z Alive" poll interval:
& Use value from resource type ¥ Use value from resource type
© Specify valle: © Specify value:
IEDDD millizeconds IEDDDD millizeconds
Pending timeout: {180 seconds

ak. I Cancel | Apply |

Note: On the Advanced tab, make sure the Affect the group check box is
not selected. This ensures that the state of the resource does not affect
the Exchange Server virtual group.
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9. Repeat Steps 2 to 6 on each node that has an Exchange Server virtual
group where you need to create the resource.

More information:

Configure the Agent to Run on a Cluster (see page 18)
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Appendix E: Using the Server
Configuration Worksheet - Exchange
2000 and 2003 Server Systems

Worksheet

To limit the amount of time you spend troubleshooting restore issues when
you are recovering from a disaster on and Exchange 2000 and 2003 Server
system, consult the Exchange System Manager to gather information and
complete the following worksheet for each Exchange server in your Exchange
organization.

This section contains the following topics:

Worksheet (see page 199)

When restoring an Exchange 2000 and 2003 Server system to an alternative
location, information in all fields in this worksheet except the Server Name
field must be the same on the server you are restoring to.

Note: The information you enter into the worksheet is case sensitive.

Server Name

Exchange Server Version, Service
Pack, and Patches:

Exchange Organization Name:

Administrative Group Name:

Storage Group Name: Database Store Names:

Storage Group Name: Database Store Names:
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Worksheet

Server Name

Storage Group Name: Database Store Names:

Storage Group Name: Database Store Names:

LegacyExchangeDN Value:

Note: See the Microsoft web site for information on how to determine the
LegacyExchangeDN value.
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