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Chapter 1: Introducing the Agent

BrightStor® ARCserve® Backup is a comprehensive, distributed storage
solution for applications, databases, distributed servers, and file systems. It
provides backup and restore capabilities for databases, business-critical
applications, and network clients.

Among the agents BrightStor ARCserve Backup offers is the BrightStor®
ARCserve® Backup Agent for IBM Informix. This agent provides backup and
restore capabilities for the IBM Informix Dynamic Server, referred to as IDS
throughout this guide. The types of data that can be backed up include both
critical and non-critical dbspaces (primarily chunks, or specific regions of disk
space); blobspaces (binary large object spaces); and logical logs (transaction
records).

How the Agent Works

The Agent for IBM Informix works in conjunction with ON-Bar, the backup and
recovery utility for IDS, to deliver a powerful, easy to use backup and restore
solution. The primary job of the agent is to issue requests for the Informix ON-
Bar utility on behalf of the Informix Manager. Options set through the Backup
Manager interface are translated into ON-Bar command line options, providing
an integrated environment. You can also choose to work from the ON-Bar
command line to submit jobs directly to the Backup Manager.

The agent connects BrightStor ARCserve Backup and IDS by handling all
communication between the two applications, enabling data to be passed back
and forth. The agent resides on the same system as IDS.

To perform a database backup, the BrightStor ARCserve Backup Manager
converts user entries into one or more requests, which it sends to the agent
on the IDS system. The agent communicates this request to ON-Bar, which
executes backup and restore requests for IDS. The agent retrieves the
specified data objects from IDS and sends them to the Backup Manager, which
copies the data to your storage media.
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Agent Features

Agent Features

The BrightStor ARCserve Backup Agent for IBM Informix offers the following
features.

Remote Procedure Call Service

With Remote Procedure Call (RPC) enabled, the agent operates as a Windows
service and can be configured to start automatically through standard
Windows setup or the Control Panel Services feature. This configuration allows
the agent to run without a user being logged in.

Modify Agent Settings to Customize Agent

You can customize the agent by modifying settings in the Windows registry.
Certain settings can be set using the Windows REGEDT32 utility. Agent
settings are listed in the HKEY_LOCAL_MACHINE window under the following
key:

SOFTWARE\ComputerAssociates\BrightStorARCserve Backup\DSAgent\Current
Version\agent\dbaifmx@ServerName

In this example, ServerName identifies the IDS instance name.

Several optional settings are provided for the agent under the dbaifmx key:

®  CriticalFileBackupDelay—This is the current delay, in minutes, to back
up critical IDS files located in the Informix\etc directory.

m  dll—This specifies the location of the agent files.

®  debug—Normally, you will not modify this field. You should enable this
setting (change the default) only when requested to do so by Computer
Associates Customer Support. The default value is O (FALSE).

Note: The agent includes activity logs that provide information about
backup or restore jobs and their status. These logs are located in the
agent home directory, and are named dbaifmx.log, dbabatch.log, and
Xbsa.log. The home directory may also contain files called trace logs,
which are created and updated only when debug is enabled. These logs
are called dbaifmx.trc, dbabatch.trc, and xbsa.trc. If required during a
debug session, you may be asked to check these job logs to help
determine the cause of the problem.
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Agent Features

Full Offline Backups

You should keep at least one recent offline backup of your IDS databases.
When performing a full offline backup, you must select the appropriate
directories (in particular, the Informix home directory as well as Informix data
files) from the Backup Manager window.

Access Control Lists

Access Control Lists (ACLs) allow you to specify the BrightStor ARCserve
Backup servers permitted to back up the IDS database.

In a Windows environment, you can create and edit Informix ACLs from the
BrightStor\Agent Admin navigation tab.

For more information about ACLs, see the BrightStor ARCserve Backup Client
Agents Guide or Online Help.
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Chapter 2: Installing the Agent

This chapter describes how to install and configure the Agent for IBM Informix.
The chapter also explains other steps you must take before performing backup
and restore operations after the agent has been installed.

Installation Prerequisites

Before installing the BrightStor ARCserve Backup Agent for IBM Informix,
verify the following prerequisites:

Your system meets the software requirements needed to install the Agent
for IBM Informix. For a list of requirements, see the readme file.

BrightStor ARCserve Backup is installed and working properly.

Note: You can install the Agent for IBM Informix on the same computer as
BrightStor ARCserve Backup (the local computer) or on a separate
computer (a remote computer).

You have administrator privileges or the proper authority to install
software on the computers where you will be installing the product.

Note: Contact your administrator to obtain the proper rights if you do not
have them.

If you do not use the default installation path, make a note of the
installation path you use for easy reference.

You have completed the modifications to the Windows environment as
described in Preinstallation Tasks in this chapter.

Preinstallation Tasks

Before you install the agent on computers running IDS, you must make
modifications to the Windows environment. These modifications are described
in the following sections.
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Preinstallation Tasks

Modify the Windows Environment for IDS Version 7.3

To modify the Windows environment for IDS Version 7.3, follow these steps:

1.

In the Control Panel, select System.
System Properties dialog appears.

Select the Environment tab or the Advanced tab (varies by Windows
operating system). If you select the Advanced tab, click Environment
Variables.

Environment Variables dialog appears.
Click New in the User Variables section.
New User Variable dialog appears.

On the New User Variable dialog, enter Informixdir in the Variable name
field. In the Variable value field, enter the directory location for the
Informix program. In the following example, the directory location is
D:\Program Files\Informix.

Mew User Yariable 7 x|
‘ariable narme: | InFarridic
‘tariable walue; I D;\Program Filesh Informmic

oK I Zancel

Click OK to close New User Variable dialog.

Click OK to close the remaining dialog.

Modify the Windows Environment for ISM Systems on IDS Versions 9.21, 9.30, and

9.40

You must make modifications to the Windows environment for computers
running Informix Storage Manager (ISM) with IDS Versions 9.21, 9.30, and
9.40. To make these modifications, follow these steps:

1.

In the Control Panel, select System.
System Properties dialog appears.

Select the Environment tab or the Advanced tab (varies by Windows
operating system). If you select the Advanced tab, click Environment
Variables.
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Install the Agent

3. Modify the PATH variable to include the location of the ISM directory path,
as shown in the following sample:

C:\ism\ver#ibin
4. Click OK.
5. Click OK to close the remaining dialog.
6. Locate the sm_versions.std file

Note: The sm_versions.std file is a template for setting up the
sm_versions file with storage manager information.

For more information on the sm_versions file, see the Informix user
documentation.

7. Rename the existing sm_versions file to exclude the extension .std, as
defined in your IDS release notes and as shown in the following example:

Informixdir\etc\sm_versions.std
to:
Informixdir\etc\sm_versions

8. Open the sm_versions file with Notepad to make sure it contains the
following string:

111.0.1|ism|1]
If the string is not present, enter it at the end of the file and save the file.

9. Close the file.

Install the Agent

The Agent for IBM Informix follows the standard installation procedure for the
system components, agents, and options of the BrightStor ARCserve Backup.

For detailed procedures, see the Getting Started.

Note: After you complete the installation procedure, be sure to restart your
computer when prompted.

Installing the Agent 11



Post Installation Tasks

Post Installation Tasks

After you install the agent, you must complete several procedures before you
can begin operating BrightStor ARCserve Backup with the agent. These
procedures are described in the following sections.

Set the IDS ONCONFIG File

The installation program updates the ONCONFIG file in the IBM Informixdir\etc
directory so that the agent can operate properly. If you do not update the
ONCONFIG file during installation, you will need to use a text editor to
manually enter the changes in the ONCONFIG file before you install and deploy
the agent in your network.

Skip this procedure if you modified the ONCONFIG file during installation.

To manually modify the ONCONFIG file, follow these steps:
1. Open the ONCONFIG file with Notepad or a similar text editor.

2. For IDS Versions 7.3, 9.21, 9.30, and 9.40, insert the following lines in the
ONCONFIG file:

BAR_MAX_BACKUP 1 # Informix Backup Agent
BAR_BSALIB_PATH AGENT_HOME\1ibbsa.dll #Informix Backup Agent XBSA DLL

where AGENT_HOME is the home directory path of the agent.

Important! For IDS Versions 9.21, 9.30, and 9.40, if your agent home
directory path contains space characters (for example, C:\Program
Files\Informix), you must enter the MS-DOS shortened name when you
specify the path (for example, C:\progra—1\ Informix). To determine the
shortened form of a path name, view the path in an MS DOS command
prompt window.

3. For IDS Versions 9.30 and 9.40, replace the following line:
LTAPEDEV NULL #Log tape device_path
with this line:
LTAPEDEV \\.\TAPE1l #Log tape device_path

4. Save the file.

5. Stop and restart all IDS instances to apply the changes to the ONCONFIG
file.

Note: An IDS instance means the concurrent operation of shared memory,
processors, databases, and physical devices allocated to IDS, all of which
can be monitored by the ONSTAT -p (profile) command.
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Post Installation Tasks

Agent Communication with ON-Bar

BrightStor ARCserve Backup provides a batch job configuration utility. This
feature lets you configure more than one IDS instance at a time. You can use
the Backup Agent for IBM Informix Configuration dialog to enable the ON-Bar
utility to communicate information about the media and connectivity
requirements for backup and restore operations.

Note: If you use the Backup and Restore Managers as your only methods for
initiating backup or restore jobs, the batch configuration process is
unnecessary.

You can also use the Backup Agent for Informix Configuration dialog to
instruct BrightStor ARCserve Backup to submit backup and restore jobs
through the ON-Bar command line on the IDS.

Because this feature lets you define multiple unique instances (rather than
separate IDS session definitions), it offers a convenient way to configure
backup media without using the Backup Manager for each operation.

Note: If the server you are installing will be hosting multiple instances of IDS,
you will need to reconfigure the agent for each backup or restore job.
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Post Installation Tasks

Configure the Agent for ON-Bar Interaction

To configure the agent to support backup or restore operations of IDS
instances with the Informix ON-Bar utility, follow these steps:

1. Log in as the Windows administrator to the server where IDS is running.
2. Select Start, Programs, Computer Associates, BrightStor, ARCserve
Backup Agents, and Informix Agent configuration.
The following dialog appears:
wh Backup Agent for Informix Configuration ﬂ
Account Configuration
Fleaze provide Informiv Server dccount infarmation
| Inzstance Mame | Lagin D | Fazzsward | Coanfirm passward |
|il'|f ':1-'-1 '| il"lfl:lfl'l'liH RERRRXRK ERERHERR
Click here to add a new Instance Account
Finizh I Cancel
3. Enter the requested information in the fields provided for each unique
instance of IDS operation.
4. Click Finish.

The Agent is configured for ON-Bar interaction.
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Uninstall the Agent

Prepare for Operation

After you install and configure the Agent for IBM Informix, perform the
following steps before you run backup and restore jobs for IDS.

1.

On the server where IDS is running, start the Remote Procedure Call (RPC)
service from the Control Panel Services feature.

Log on to Windows with administrator rights for backup. Enter Informix
as the user name.

Synchronize jobs with other administrative tasks.

Verify the proper configuration of the server where IDS is running by
submitting a test backup; use the ON-Bar command line.

For more information on using the ON-Bar command line, see the Informix
ON-Bar documentation.

Uninstall the Agent

To uninstall the Agent for IBM Informix, follow these steps:

1.

2
3.
4

Open the Windows Control Panel.

Double-click the Add or Remove Programs icon.

Select CA BrightStor ARCserve Backup Agent for IBM Informix.
Click the Remove button.

The Add or Remove Programs dialog opens asking whether you want to
remove CA BrightStor ARCserve Backup Agent for IBM Informix.

Click Yes.

The Agent is uninstalled.
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Chapter 3: Using the Agent

You can use the Agent for IBM Informix to back up IDS objects such as
dbspaces, blobspaces, and logical logs. Command line options associated with
the ON-Bar utility are also available.

For more information about using ON-Bar, see the Informix ON-Bar
documentation.

Back Up an IDS Database

When you submit a job from the Backup Manager, BrightStor ARCserve
Backup validates the jobs in the queue. The agent then converts the job
requests to ON-Bar commands, which appear in the activity log for this agent.

ON-Bar evaluates your backup privileges and IDS status, and submits the
backup jobs to BrightStor ARCserve Backup. You should expect to see one (or
more) job per dbspace, blobspace, or logical log being backed up.

The following important recommendations help to ensure a full restore based
on your organization’s defined backup schedule:

®  Periodically stop IDS services and perform a full offline backup (regular file
backup) of the IDS configuration and data files, without the agent. This
ensures that restores will be successful if dbspaces or blobspaces are lost.
Before the backup, stop all IDS services with the Services feature of the
Control Panel (in some versions of Windows, Services is found under
Administrative Tools on the Control Panel).

®  Back up dbspaces or blobspaces immediately after you create them, and
maintain a regular backup schedule to ensure smooth recovery in case of
dbspace or media failure. BrightStor ARCserve Backup allows you to set
and maintain a regular schedule of automatic backups.

B IDS reuses logical logs. To conserve disk space, IDS limits log size and
quantity. When these logs are full, you must back them up to free them
for reuse.

m  Before submitting jobs using the Backup Manager, ensure that the
following BrightStor ARCserve Backup services are running:

— Job Engine
— Tape Engine

— Database Engine
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Back Up an IDS Database

To back up IDS objects, follow these steps:

1.

Verify that IDS is online. Backups using the Agent for IBM Informix can be
performed only while IDS is online.

Note: Be sure to submit the #LOGFILE# backup with each salvage
operation while IDS is offline.

Start the Backup Manager.

Important! The agent supports only single, non-concurrent backups and
restores. Parallel operations are not supported.

Click the Source tab if it is not already visible. In the Source view, select
the Informix server you want to back up as shown in the following

example:
& BrightStor ARCserve Backup - [Backup - Untitled:1] 18] x|
fle Quick Start Canfiguration Wizards  Utiiies View Backup Window Help = |
3 Jah Tape 0B el o
e HoGo 2 4 & .
7 Start Options  Filter Imate, .. View
Jﬂj Tebiciatus Sauce | Staging | Destination | Schedule |
- LI g NAS Servers [ Type [ sizs [ Last Modified Date [ creation [
@q : Oy Mac 05 X systems
= L El 3 NetWare Systems
~2 Restore - I Netware Groupthise Systems
o El gt UNIR[Linux Systems W Bysbspoce
Media Pool - I 5400 Systems
oo L El gt WMS Systems
E:-] Device * 5t Windows 38/Me Systems
= d5f Windows NT/2000/4P[2003 Systers
g Database | B @B server (servernz )
: - 0 &3 Local Disk (C:)
£ report i 0 &9 Local Disk (1)
2 i - IO & Mew volume (E:)
erver i
@ T H oy System stals
T FRER N orrii: Oniine Dyn:
&) 1t adimin i il | 2

fa alert Backup Manager Il
Configuration - [1([g Preferred Shares/Machines

- 1 '@ Network

5 Security. ., Mo properties available

Utilities =¥ Agent Option..,
Most Recently Used

> Backup

Selecting the server in Backup Manager is equivalent to the following ON-
Bar full-backup command:

onbar_d -b -w (for Informix 9)

Note: When you select a full Informix server backup (that is, one that
includes all IDS objects on the server), the system backs up all files
located in the \etc directory under the Informix home directory. The \etc
directory is expected to contain ONCONFIG, IXBAR, ONCFG, and other
critical files. If the \etc directory does not contain these files, modify the
Informix environment to ensure the files are there.

Also, the Agent for IBM Informix backs up the files located in the
\TAPEINFO directory under the agent directory to ensure the backup of the
XBSATAPE.TBL file. The XBSATAPE.TBL file is critical for an IDS restore.
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Back Up an IDS Database

If you select individual dbspaces or blobspaces, the Informix server is
automatically selected. The box to the left of the selection is partially
shaded even when all objects are selected, as shown in the following

example:
4 Brightstor ARCserve Backup - [Backup - Untitled:1] =&

figuration ‘izards Utiities View Backup Window Help =& x|

Job Taps 0B L@ S da,
erver2 D@0 @ Start | Options  Fiter | frede | Wiew
ﬂj TobiSiatus Sounce | Staging | Destination | Schedule |
Ol @7 NAS Servers Name_ = [ Type [ 5ize | Last Modified Date [ creationt
”q Backup C15% Mac 05 & Systems
= L™ NetWare Systems There are no tems to display in this visw,
<] Restore - Ll 5% NetWars Groupiwise Systems
Lo UNIH/Linuz Systems
Media Pool Llaft 45400 Systems
L5/ wMS Systems
@_ Device Llaft windows 98/Me Systems
@27 Windows NT/2000/4P 2003 Systems
Database - @ B server {servernz
0 = Local Disk (=)
& report £l &9 Local Disk (1)
s 0 = New Yolume (E1)
erver
e oy System Stals
Eiruagess £l @ B3 Informiz Orline Dynamic Server - inford4
ﬂ MM Admin GFILE# £l | |
= £ infora4 =
@ Alert aotdbs Backup Manager
] sbspace
ian (73 Preferred Shares/Machines
oD Netwark
Properties
, ,
Additional Information
In-Use Current Logfile-Backup
Most Recently Used Lagical Log Number s
5 Backup 2 Yes Mo Yes No 2000 KB(Z00D
KB Used)
3 Yes Mo Yes No 2000 KB(Z00D
KB Used)
) es Mo Yes No 2000 KB(Z000
KB Used)
0 Yes Tes No No 2000 KB(448 KB
Used) |
- Ho Mo No No 2000 KB{O KB
Used) |
2 Ha Mo No Wo 2000 KB{O KB =l

The box is partially shaded because dbspaces and the logical logs were
individually selected. In this case, a full Informix server-level backup does
not occur.

Important! For logical log backup options to work properly, you must
select the #LOGFILE# entry.

Selecting the objects in BrightStor ARCserve Backup is equivalent to the
following ON-Bar commands for IDS Version 9.21, 9.30, and 9.40:

onbar_d -b sbspace rootdbs
onbar_d -1
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Back Up an IDS Database

4. Right-click the Informix server and choose Backup Agent Options. You
must specify the options to complete a backup. The following describes
how backup levels are used:

m Level O—for a full backup
s Level 1—to back up changes since the level O backup

m Level 2—to back up changes since the level 1 backup

BrightStor ON-Bar Description IDS
ARCserve Backup Option Status
Option

Backup Level O -LO Full backup Online
Backup Level 1 -L1 Incremental backup based on Online

the last Level O backup

Backup Level 2 -L2 Incremental backup based on Online
the last Level 1 backup

Backup Current Log -Cc Backs up only the current Online
Only active logical log. Other, full

logical logs will not be backed

up when selecting this option

Salvage Logs -s Backs up all logical logs that Offline
reside on the disk

Note: By default, the agent performs a level O backup.

Important! A full offline restore always attempts to salvage logical logs
before restoring the root dbspace. If the salvage fails, the restore
continues; however, transactions that cannot be salvaged are lost.
Therefore, it is important that you keep copies of logical log backups until
you are sure that you do not need them to complement a restore from a
backup.

5. Select the media device group and media for the backup job from the
Destination view.
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Back Up an IDS Database

10.
11.

Click the media device for the backup destination.

The name appears in the Media field as shown in the following example.

B3 tStor ARCserve Backup - [Backup - Untitled:1] 1@ =]
jguration Wizards Utlities Wiew Backup Window Help =& x|

Job Tape OB L@ - da,

SotverlZ = @@Q@ | o options  Flter | Trene . | View

TobiSiatus Sauce| Staging Destination | Schedule |

’q Backup I Multplesing Group [GROUPD

Media 10/20/05 4:23 PM

iy ™ Multi Stream T Use &ny Group Media Pool =
'*){’ Restore =
= M Groups
Media Pool ¥ GrROUPD
& pevice
Database
Report
Server
Admin -
<Dewvice: 2> 10/20/05 4:23 PM I—
ﬂ MM Admin ‘%’
&l aen '
- - 53 Canfigure Groups., ., Summary Details |
. 5 Configure File System| | [P SEP—
Y 5 *Device Groups..,
e Sequence No. 1
1 Bs a4
S Eat D 35E0
= Wirite Pratect o
SiErase..
Most Recently Used s Media Pool
5 B Serial No.
> Device
Configuration : o
siRastore Media Characteristics
Medium Type Random Access |
Density Code Default |
Format Type Prime
Block Size 512
Device Information =l

Click the Schedule tab to select scheduling options. You can run the
backup job at this point or schedule the job to run later.

For a full explanation of scheduling options, see the BrightStor ARCserve
Backup Administrator Guide.

After scheduling the backup job, click the Start button on the tool bar to
execute the job (or to queue it for later execution, if you schedule it for
later).

Click Security to edit the user name and password fields.
Enter your security information and click OK.

When the operation is complete, Backup Operation Successful message
appears.

Note: The first job submitted for backup is always a test job, with no
actual data. It is used to trigger ON-Bar. If the job is successful, the
Backup Operation Successful message appears. This message indicates
that ON-Bar was successfully activated. Note, however, that the actual
backup process is still in progress. You can track the progress of the job
with the Job Status window.
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Backup Functions Not Supported

If a backup job fails because of a BrightStor ARCserve Backup or agent
environment variable (such as a request for unavailable media) the ON-Bar
process may stop responding. Use the Windows Task Manager to determine if
ON-Bar is responding. If it is, issue the following command from the agent
directory:

stopxbsa.exe 7nformix_server_instance_name

Backup Functions Not Supported

The Agent for IBM Informix does not support the following file-system-related
functions:

Media verification
Compare tape to disk
InoculatelT (eTrust) options

Grandfather-father-son (GFS) rotation clear archive bit (incremental or
differential backup methods)

Restore an IDS Database

Before restoring IDS logical logs, dbspaces, and blobspaces, take note of the
following:

Restores always consist of the complete backed-up set of data. You cannot
restore dbspaces and blobspaces individually unless they are damaged and
you must perform a disaster recovery restore.

When performing a disaster recovery, you may need to restore critical IDS
files located in the \etc directory, under the Informix home directory.

Important! Exercise caution with this procedure; restoring critical files
overwrites the current files. To determine when you should restore the
critical boot files, see the Informix documentation.

If you are executing a full restore, shut down all IDS services before
starting the restore operation. The Restore by Tree view is the supported
format.
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Restore an IDS Database

To restore an IDS object, follow these steps:

1.

From the Restore Manager, select the items to be restored. This can be

either the entire Informix server or individual dbspaces or blobspaces.

A sample Restore list is shown in the following example:

| BrightStor ARCserve Backup - [Restore - Untitled:1]

=1 =
uick Start  Configuration Wigards Utities View Restore Window Help _18]
o806 & wreos | @ 7 | @
ez H@0@ | s Options  Fiter | View
art
Jﬂj oD biatis Souce | Destination | Schedule |
Flestore by Tree - Search Version Histary
R g] | |
% A [ Server (Servernz ) Name [ Type [ size [ Last Modified Date [ Creation Date
] Restore mdsc
| B-OsD There are no iters (o display in this view.
B vedia oot | Bl @ Iformix Online Dynamic Server -
- i - Oy #LOGFILER
&; Device e
=
g Database o
i £l 9 Microsoft Windows Network
e L5 HetWare Services
Gons 5% NetWare Systems
% Admin Ll UNIK[Unus Systems
Ef* Mac 05 % Systems
15 Windows NT/2000/XP/2003 Systems
g NAS Servers
Lo/ AS400 Systems < ] ]|

Most Recently Used

» Backup

> Device
Configuration

> Restore

> Job Status

g YMS Systems
5/t Windows 38/Me Systems

pEe— |

Bl

& Restore Manager {(Session Method: Database)
“o

Properties

Additional Information

Media Name 10/20/05 4:23 PM

D 35E0
Sequence Mo, 1
Session No. 13

Backed Up On
Source Path

10/20/05 5:05 FM
dbaifmx@inforgayrootdbs
Finished

Backup Agent

Session Status

Session Type
Session Method

Database

Note: Do not restore the #LOGFILE#. The Informix server restores the
logical logs automatically when a logical restore is performed.

Right-click the Informix server from the Source tab.

The Restore Options dialog appears.

BrightStor ARCserve Backup ON-Bar Description
Option Option
Restore Methods Physical and -r Restores all dbspaces,

Logical

blobspaces, and logical logs.

Physical Only

Restores all dbspaces and

Restore Optio

ns

blobspaces.

Logical Only -l Restores logs only.

Last Logical -n log The number of the last log to
be restored. If any logs exist
after this one, they are not
restored.

Point in Time -t time  The point in time at which to

stop the restore.
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Important! The Point in Time option is for Informix server-level restores
and cannot be combined with any individual dbspace or blobspace restore
job. Do not select the Logical Only restore method and the Point in Time
restore option at the same time. If the Logical Only method is combined
with any dbspaces or blobspaces, IDS ignores the objects and executes an
Informix server-level logical restore.

For information about the different options and requirements available for
performing cold restores, warm restores, physical restores, and logical
restores, see the ON-Bar documentation.

The Backup Agent Restore Options dialog is illustrated in the following

example:
-4 BrightStor ARCserve Backup - [Restore - Untitled:1] . =& =]
Eile  QuickStart  Corfiguration ‘wigards Utiities View Restore Window Help =181 x|
Aol W @ Job Tape OB L:?;; E S P
= SEevern2 J1QQ@ Stark | Options  Fiker | Yiew
Quick Start
Jﬂj JobiStatus, Souce | Destination | Schedule |
ﬂ n [ 1 Restore by Trow = Search | vesionbisoy |
% Server (Server(2 ) Name > [ Type [ se [ Last Modified Date [ creation Date
Qd’ Restoro dec O By #L0GFILES 10f20/05 5:06 PM
di | a=no o Epnfure‘t 10{20/05 5:06 PM
5‘9 Hedia Pool A 3 Informix Online Dynamic Server - | 8 & rootdhs 10/20/05 5:05 FM
= O #LOGFILE# —E |
g reviee o st S iR EREY
8 patabase : ;;Z;f; ~Restore Method——————————————————
54 Microsoft Windows Metwark & Both Physical % Logical
Report ﬂﬁ HetWare Services £ Physical Onl
s 157 Netware Systems .
i s UND4/Linus Systems € Logical Only
4 154 Mac 05 % Systems
@ BT i) - Ll Windaws NT/2000jXP[2003 Syste | Fiestars Option
e S s servers I~ LestLogicel Log = | 5]
@ B Ll 5400 Systems = =
: 15 vMs Systems ¥ Paintin Time | 508280 =
Bl el Clay Windows 36/Me Systems [r07207200e =]
Most Recently Used = =
> Backup Media Name 10/20/05 4:25% PM
» Device o 35E0
Configuration
5 Nastore Sequence Mo, 1.
» Job Status Session No. 21
Backed Up On 10/20/05 5:06 PM
Source Path W\ServerD2 e
e =l
3. Click the Destination tab.
4. The destination must be the original location. Select the option Restore
Files to their Original Locations.
5. When the Security dialog appears, enter the Informix server user name
and password with restore privileges, and click OK.
6. Select the preferred restore method and options. Click OK.

BrightStor ARCserve Backup restore options are equivalent to the following
ON-Bar options:

onbar_d -r -t 2003-9-5 13:31:17
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7. The Session User Name and Password dialog opens. Verify the user name
and password for the computer to which the files are being restored. If the
restore session needs to access media or another computer that requires a
different user name and password from those used for IDS or BrightStor
ARCserve Backup, that user name and password should be listed here.

Click OK.
&

figuration Wizards Utiities Yisw Restore Window Help

=18l =]
=181 %]

Job Tape DB @ 0 @
ferver 02 J1QQ@ Stark | Options  Fiker | Yiew
Bl Souce Destination | Sohede |
W Restore files to their onginal location(s]
]ﬂ Backip [<0rignal Location: Destinetion r
@ Restore & Restore fies to ther orignal location(s) | ame. [Type [ size: [ Last Madified Date [ creation Date
oo For each tape session, enter,
@ Beviee - User Name and Password for the destinstion.
= Session Password for password protected tape sessiars only
P or P3¢ Address for agent restare only.
8 patabase
i Machine | DBAgent |
Report
= Media [sm [Session No. [Path [UserName [
% G 10720705 .23 PM [35£0] 014 WServer 011 Administratar
10/20405 4:23 PM [35E0] 0020 WServer 024 Administrator
ﬁ MM Admin
@_ Alert
" I |
Configuration =
4 ! :
Most Recently Used Shon Al Madia | 0| Caeel | Edit Help

> Backup
» Device

Configuration
> Restore

> Job Status
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8. The Submit Job dialog displays the job details. Click OK.

The job is submitted to the BrightStor ARCserve Backup queue. You can
verify the restore process from the BrightStor ARCserve Backup Job Status

window as shown in the following example:
eI

vick Start  Configuration Wigards  Utiities Yiew JobStatus  Window Help o [ e

H deb Tape 0B [ j} o) B
Seratz H@@@ | a Hedli Resihe: e Micktal Rereeh ik o
art
illl 10b status Elgﬁrightﬁtnrﬁa[kup JDhDUEuE|ActivilyLug|

—_— -2} Current Hast <
a Backup

. Restore

5:2 Media Pool
Eﬂ Device
8 patabase

b report

Server
Admin

@ MM Admin
Alert

3

Last Resul | Description

ver#l
[Hserveraz

Most Recently Used

» Backup 4 »
> Device

Configuration Job Detail Job Log
» Restare

> Job Status £
Job Summary

Prune Database

Host Machine i
< | ﬂ Job Ouner % NCNE :l

|Default Server:wU-JI08-WaK3 |Domain:wU-JI08-W2K3 |5:44PM

9. When the job is complete, a message appears indicating that the restore
was successful. The first restore message results from the creation of the
ON-Bar process. Depending on the progress of the restore procedure,
other messages from actual (not test) restore jobs will follow.

Note: Do not interrupt the restore procedure by browsing IDS objects
from the Backup Manager, or attempt to stop the restore. Wait until the
BAR_INFORMIX SERVER.log shows that the restore is complete.
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Media Rotation Precautions

Both BrightStor ARCserve Backup and IDS maintain backup histories of the
media used, and other session information associated with dbspaces and
blobspaces. However, during a restore operation, ON-Bar uses the IDS backup
history, not the backup history maintained by BrightStor ARCserve Backup.

IDS decides which backup session to restore. Depending on its backup history,
ON-Bar may ask for BrightStor ARCserve Backup media that is no longer in
your media rotation scheme. In this case you may experience a failed restore
job. Computer Associates recommends that you keep all the IDS log backup
sessions after a full Informix server backup until you complete another full
backup.

Note: It is extremely important that you plan a practical backup media
rotation scheme, based on a realistic IDS restore scenario. See the BrightStor
ARCserve Backup Administrator Guide for information regarding media
rotation. In general, you can rotate current media after backing up Informix
server-related physical files while IDS is offline.

Restore Functions Not Supported

The Agent for IBM Informix does not support the following file system-related
functions:

®  Global restore options:
— Create empty path for the root
— Pre- or post-execution
B Session or tape view for dbspace or blobspace restores
®  Filter options
B Destination options
— Directory structure
—  File conflict resolution
— Restore to different locations

For additional information about restore functions, see the BrightStor
ARCserve Backup Administrator Guide.

Using the Agent 27



Perform Disaster Recovery

Perform Disaster Recovery

To recover IDS after a disaster, such as a hard disk failure, you need backups
of the following:

The most recent cold (full offline) backup of all Informix files.

One or more copies of a full Informix server hot backup (an online backup)
made since the cold backup.

The latest copy of the Informix critical boot files and XBSATAPE.TBL file in
the agent directory.

To recover IDS, follow these steps:

1.

Reinstall IDS, if necessary.

Note: If you reinstall IDS, be sure to use the same account name,
password, and directory structures used in the previous IDS installation.

Stop all Informix services:
a. From the Windows Start menu, choose Settings, Control Panel.
The Control Panel dialog appears.

b. Depending on the Windows operating system you are using, carry out
one of the following actions on the Control Panel:

m  Click Services
m  Click Administrative Tools, then click Services
c. On the Services dialog, locate the Informix services.

d. To start or stop a service, right-click it and choose Start or Stop from
the pop-up menu.

Restore the cold (offline) backup Informix system and data files from
BrightStor ARCserve Backup.

Reinstall the Agent for IBM Informix.

Note: You should use the same account name and password as IDS and
the directory structures used in the previous agent install.

Restore the latest \tapeinfo directory located in the agent home directory,
if necessary.
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Verify IDS Status

Compare the xbsatape.tbl file in the agent home directory under \tapeinfo.
If the agent home directory has an old version of the file, copy the
Xbsatape.tbl from the \tapeinfo directory to the agent home directory (one
level up), as shown in the following diagram:

— Dbaimf

|— xhsatape.thi

Tapelnfo

L *¥bsatape.thl

Compare and carefully restore the critical files under \etc in the Informix
home directory from BrightStor ARCserve Backup.

Select and restore the full Informix server from BrightStor ARCserve
Backup.

Note: ON-Bar takes time to determine the objects to restore. This process
should not be interrupted. However, you can check BAR_INFORMIX
SERVER NAME.LOG to see the ON-Bar restore activity.

ON-Bar handles the restore jobs from this point.

Verify IDS status by using the onstat.exe utility with the following commands:

Onstat Command Definition

-?

Display the definition of command options.

Display the current logical log status.

-d

Display current dbspace or blobspace information.
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Appendix A: Troubleshooting

The Agent for IBM Informix provides logs for examining backup activities and
enables you to modify settings if any trouble is encountered.

Identify the Problem

If the BrightStor ARCserve Backup Job Status window displays an incomplete
backup or restore, do the following to get helpful information:

®  Monitor activity logs:

XBSA.LOG, DBAIFMX.LOG, and DBABATCH.LOG for BrightStor ARCserve
Backup Agent for IBM Informix activity (located in the agent home
directory)

BAR_informix server name.LOG for ON-Bar activity (located in the
Informix home directory)

= Enable debug mode (only when instructed to do so by a Computer
Associates Technical Support representative) to trace all agent activity
found in these files:

XBSA.TRC
DBABATCH.TRC
DBAIFMX.TRC

®  Verify the backup location.
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Enable Debug Mode

To receive debug information, you must enable the debug mode. You can set
the debug mode in the Windows registry using the Regedt32 editor. By
default, the debug mode is disabled.

1. Run WINNT\SYSTEM32\REGEDT32.exe.
2. In the HKEY_LOCAL_MACHINE window, open:

SOFTWARE\ComputerAssociates\BRIGHTSTOR ARCserve
BACKUP\DSAGENT\CURRENTVERSION\AGENT\dbaifmx@ Informix Server

3. Double-click debug. The DWORD editor opens.
4. Change the debug mode value as follows:
From: REG_DWORD:0 (disable debug, the default mode)
To: REG_DWORD:1 (enable debug)
Important! Be sure to set the key entry back to 0 (disabled) when you have

finished troubleshooting to prevent the needless consumption of disk space
and CPU time.

Verify the Backup File Location

The DLL that defines the location of the agent files is located in the same key
as the debug setting. This location is defined during installation.

Important! Do not change this path manually. Change it only through the
agent setup program.

To examine the location, follow these steps:

1. Run WINNT\SYSTEM32\REGEDT32.exe.

2. In the HKEY_LOCAL_MACHINE window, open:

SOFTWARE\ComputerAssociates\BRIGHTSTOR ARCserve
BACKUP\DSAgent\CurrentVersion\Agent\dbaifmx@ Informix Server

You will see a statement similar to the following:

d11:REG_SZ:C:\Program Files\CA\BrightStor ARCserve Backup Agent for
Informix\dbaifmx.dl1
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Problems and Solutions

This section describes a few samples of common problems that agent users
encounter.

A backup job was reported as successful but nothing happens.

Reason:

The Informix server has problems and cannot handle the job.

Action:
Check the BAR_INFORMIX SERVER.LOG in the Informix home directory to see
if ON-Bar returned any error.

A backup job is submitted, but the job has stopped running.

Reason:

The previous backup job has not been cleared on the Informix server side.

Action:
Execute STOPXBSA.EXE INFORMIX Server from the agent home directory.

If the problem continues, check the value of the LastObject field in the
Registry:

HKEY_LOCAL_MACHINE\SOFTWARE\COMPUTERASSOCIATES\BRIGHTSTOR ARCSERVE
BACKUP\DSAGENT\CURRENTVERSION\AGENT\DBAIFMX@INFORMIX SERVER

Clear remaining strings.

A backup and restore job is submitted from the ON-Bar utility of
Informix, but nothing happens.

Reason:

The system’'s environment may not be set properly, or your agent
configuration is not set properly.

Action:

Use the Informix Agent Batch Job Configuration utility to set the current
BrightStor ARCserve Backup configuration-like media name and user
information. Verify that your local BrightStor ARCserve Backup server is
running (examine the Admin Job, Database, and Tape Engine).
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During an Informix restore, BrightStor ARCserve Backup asks for
media that no longer exists.

Reason:

Informix keeps backup history in its critical file. During restore, Informix may
ask for specific media that may not exist.

Action:

Find a proper restore scenario based upon your available backup media.

A job from the Informix Backup or Restore Utility is in the job queue,
but nothing is happening.
Reason:

BrightStor ARCserve Backup engine services are not running.

Action:

Using the Server Admin feature, start the BrightStor ARCserve Backup engine
services: Database, Tape, and Job engines. If you start the engines from any
other location, be sure to start the Database engine first.

If the Database engine service is not started first, media information may not
merge correctly.

A rescheduled backup or restore job stops responding.

Reason:

The rescheduled backup or restore job may be from ON-Bar. ON-Bar backup
or restore jobs cannot be modified. You can identify an ON-Bar job if it was
submitted by dbabatch.

Action:

Identify whether the job was submitted by dbabatch from information in the
description field of each job in the BrightStor ARCserve Backup Job Status
window.

Submit a new job instead of rescheduling.
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Restore job from BrightStor ARCserve Backup failed but
BAR_<INFORMIX SERVER=>=.LOG on the Informix Server said it was
successful.

Reason:

In rare cases, ON-Bar does not need the entire backup image to accomplish its
restore, and terminates the restore process in the middle of its operation.
From the point of view of the agent, the restore finished before reaching the
end of the data.

Action:

Ignore the BrightStor ARCserve Backup failure message. The Informix restore
was completed successfully.

Cannot find the Backup Agent home subdirectory \TAPEINFO from the
BrightStor ARCserve Backup Restore Manager Tree View.

Reason:

Your last backup job did not back up the agent home subdirectory \TAPEINFO.
Tree View only shows the latest backup objects.

Action:

To restore Informix-related physical files (such as critical boot files, and
XBSATAPE.TBL) use the BrightStor ARCserve Backup Restore Manager Session
View.

Error Messages

This section contains a list of error messages produced by the agent with a
brief description of each error and a possible solution.

A backup job returned the error (123)
Cannot start onbar utility

Reason:

The agent could not start ONBAR_D.EXE.

Action:

Check your system environment to see if INFORMIXDIR is defined. Also, verify
that the path is valid.
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A backup job returned the error (128)
Invalid object name to handle

Reason:

The agent cannot process the Informix object.

Action:

Verify that you are using BrightStor ARCserve Backup. If necessary, generate
a trace log and contact Customer Support at http://ca.com/support.

A backup job returned the error (129)
Cannot get session ID and tape ID from the client

Reason:

The agent cannot process the Informix object.

Action:
Verify you are using BrightStor ARCserve Backup. If necessary, generate a
trace log and contact Customer Support at http://ca.com/support.

A backup or restore job returned the error (130)
Cannot write to XBSA named pipe

Reason:

The agent cannot communicate with the XBSA ON-Bar component.

Action:

Check the BAR_INFORMIX SERVER.LOG to see if ON-Bar generated an error
message.

If necessary, check the XBSA.LOG. Reschedule the job. If the problem
persists, contact Customer Support at http://ca.com/support.

A backup job returned the error (131)
Cannot handle the tape ID information

Reason:

The agent cannot process the job.

Action:

Verify you are using BrightStor ARCserve Backup. If necessary, generate a
trace log and contact Customer Support at http://ca.com/support.
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A backup job returned the error (132)
Cannot logon as the user requested

Reason:

The agent cannot log on using the information provided by the user.

Action:

Check the current BrightStor ARCserve Backup user, Windows user, and agent
user privileges. You can modify user information on your job submission.

A backup job returned the error (133)
Cannot impersonate to the user

Reason:

The agent cannot impersonate the Informix user.

Action:

Check the current Windows and BrightStor ARCserve Backup user privileges to
determine if you can impersonate to the Informix user. If not, you have no
authority to submit a backup job. Otherwise, provide all the security
information on your job submission and reschedule the job.

A backup job returned the error (134)

Cannot find proper Informix environment. Please check Informix
Server

Reason:
The agent failed to retrieve the Informix environment. The agent requires the
same environment as the Informix superuser.

Action:

Open a command prompt and check the current user's environment using the
DOS “set” command. If information about INFORMIXDIR, PATH, USERNAME,

or INFORMIXSERVER is absent or incorrect, update the information using the
Informix utility “setnet32” and the Windows System utility (in Control Panel).
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A backup job returned the error (135)
Informix user name is invalid

Reason:

The agent cannot connect to the Informix server using the user name and
password provided from BrightStor ARCserve Backup.

Action:

Verify that you provided the proper Informix user name and password when
submitting the job. Typically, Informix backup or restore jobs require a user
called informix.

A backup job returned the error (136)
Error: no backup/restore option is set

Reason:

Backup and restore options, needed by the agent to execute the process, were
not sent from BrightStor ARCserve Backup.

Action:

In BrightStor ARCserve Backup, right-click the Informix server. Provide
detailed backup or restore options before submitting your job.

A backup job returned the error (137)

Cannot get dbspace names from Informix Server

Reason:

The agent is unable to receive all the dbspace names from the Informix server.

Action:
Verify your Informix server is online.

Open a command prompt and check the current user's environment using the
DOS “set” command. (See the solution for error message 134.)
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A backup job returned the error (138)
Cannot get file names from Informix Server

Reason:

The agent is unable to receive dbspace file names from the Informix server.

Action:

See the solution for error message 137.
A backup job returned the error (139)
Cannot get dbspace size information from Informix Server

Reason:

The agent is unable to receive dbspace size from the Informix server.

Action:

See the solution for error message 137.
A backup job returned the error (140)
Cannot get log information from Informix Server

Reason:

The agent is unable to receive logical log information from the Informix server.

Action:

See the solution for error message 137.
A backup job returned the error (141)
Cannot get current domain name

Reason:

The agent cannot get the local domain name.

Action:

Verify your machine has its own domain. If the problem continues, generate a
trace log and contact Customer Support at http://ca.com/support.
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A restore job returned the error (142)

Informix is online. Cannot submit full/rootdbs restore job

Reason:

The Informix server level restore and rootdbs restore requires the Informix
server to be offline.

Action:

Shut down your Informix server and resubmit the job.

A restore job returned the error (143)

No restore option is set. Please set proper restore option on Restore
Manager. And make sure to use Tree View from the Restore Manager
when you submit a job

Reason:

The agent expects to receive restore options but no options are set.

Action:

Resubmit the restore job after setting the DBAgent option in the BrightStor
ARCserve Backup Restore Manager.

A backup or restore job returned the error (144)
Invalid Job Type

Reason:

The agent cannot interpret the job type.

Action:

Verify you are using BrightStor ARCserve Backup. If necessary, generate a
trace log and contact Customer Support at http://ca.com/support.
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A restore job returned the error (145)

Cannot restore any specific Informix log. Logs will be automatically
restored when you do logical restore on Informix Server level

Reason:

The agent does not let the user submit the #LOGFILE# object with the ON-Bar
restore command.

Action:

Informix logs are restored, if necessary, during the Informix logical restore. To
specify an additional logical restore, choose the Informix server and select the
Logical Restore Only option for your restore job.

A restore job returned the error (146)
Cannot log on to Windows as User Informix

Reason:

The agent failed to log on to the Windows machine with the user name
provided.

Action:

Verify you have correctly entered your Windows Informix user name and
password.

A restore job returned the error (147)
Restore option from BrightStor ARCserve Backup is invalid

Reason:

The agent cannot process the restore option you selected in BrightStor
ARCserve Backup.

Action:

Check your restore option before submitting jobs.
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A backup job returned the error (148)

Cannot submit log backup job with salvage log option. Informix Server
should be in offline mode

Reason:

The agent detected that Informix is online. Log salvage must be done while
the Informix server is offline.

Action:

Shut down your Informix server and resubmit the job.
A backup or restore job returned the error (149)
Informix Server returned error. Connection failed

Reason:

The agent failed to connect with the Informix server.
Action:
Check the client connection environment of your Informix server. If the error
persists, generate a trace log and contact Customer Support at
http://ca.com/support.

A restore job returned the error (150)

Cannot create thread

Reason:

The agent failed to create a thread.
Action:

Generate a trace log and contact Customer Support at http://ca.com/support.
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A restore job returned the error (151)
Cannot connect to Informix Server

Reason:

The agent failed to connect with the Informix server.
Action:
Check the client connection environment of your Informix server. If the error

persists, generate a trace log and contact Customer Support at
http://ca.com/support.

A restore job returned the error (152)
Informix Server error. Check Informix log for detail information

Reason:

The agent received an Informix error during its operation.

Action:

Check the BAR_INFORMIX SERVER.LOG to fix the problem.

A restore job returned the error (154)
Cannot get logical log space information

Reason:

The agent was unable to receive the logical log size information.

Action:

Check the BAR_INFORMIX SERVER.LOG to fix the problem.
A backup job returned the error (160)
Cannot submit backup job. Informix Server should be in Online mode

Reason:

The agent was unable to connect with the Informix server for the backup job.

Action:

Load the Informix server. Otherwise, back up your Informix files as regular
files.
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A restore job returned the error (164)

Previous onbar job was not successful or another job is going on.
Please check BAR_<INFORMIX SERVER>.log. If the ON-Bar job was
not successful before, you should run STOPXBSA.EXE <INFORMIX
SERVER=> or Kkill the ON-Bar before submitting another ON-Bar job. If
there is another ON-Bar job, you should wait until it is finished
Reason:

The message is self-explanatory.

Action:

Follow the instructions in the message.

A restore job returned the error (165)

Restore job has failed due to expiration of named pipe wait time.
Please make sure your restore job had not been submitted from
dbabatch (onbar)

Reason:

The agent handles two kinds of restore jobs; one from BrightStor ARCserve
Backup (user) and another from dbabatch (ON-Bar). Users cannot reschedule
dbabatch jobs, even though they appear in the BrightStor ARCserve Backup
job queue.

Action:

Use the BrightStor ARCserve Backup Restore Manager to submit a new restore
job.

Check if any previous ON-Bar jobs have stopped responding.
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A backup job returned the error (166)

Backup job has failed due to expiration of named pipe wait time.
Please make sure your original backup job had not been created by
dbabatch (onbar)

Reason:

The agent handles two kinds of backup jobs; one from BrightStor ARCserve
Backup (user) and another from dbabatch (ON-Bar). Users cannot reschedule
dbabatch jobs, even though they appear in the BrightStor ARCserve Backup
job queue.

Action:

Use the BrightStor ARCserve Backup Manager to submit your backup job.

Check if any previous ON-Bar jobs have stopped responding.

A backup job returned the error (167)

Cannot submit log backup job when Informix Server is down. Use
salvage logs option in this case

Reason:

The agent detected that the Informix server is offline during the logical log
backup.

Action:

Select the Salvage Log and then submit the backup job.

A backup job returned the error (168)

Cannot handle Tape Name (*). Please choose a proper media from
Backup Manager

Reason:

The agent needs a specific media name for Informix backup. The wild card
character provided by the current job is not acceptable.

Action:

Select your backup media and submit the backup job again.
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A restore job returned the error (169)

Cannot submit point-in-time restore with dbspace name. Point-in-time
restore works only with Physical Logical or Physical Only on Informix
Server level

Reason:

The message is self-explanatory.

Action:

Select the Physical & Logical or Physical Only restore option. You should
restore the entire Informix server, not specific dbspaces or blobspaces, using
this option.

A restore job returned the error (170)

Cannot submit Logical Point-in-time Restore Job with dbspace name.
Point-in-time Restore works only with Physical & Logical or Physical
Only on Informix Server level

Reason:

The message is self-explanatory.

Action:

Select the Physical & Logical or Physical Only option for your restore job. You
should restore the entire Informix server, not specific dbspaces or blobspaces,
using this option.

A restore job returned the error (171)

Cannot submit Logical Point-in-time Restore Job on Informix Server
level. Point-in-time Restore option works only with Physical & Logical
or Physical only on Informix Server level

Reason:

The logical-only and Point-in-time restore options cannot be chosen together.

Action:

Select the Physical & Logical or Physical Only option for your restore job. You
should restore the entire Informix server, not specific dbspaces or blobspaces,
using this option.

To restore the logical log, do not select the point-in-time option for your
restore job.
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