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CA Product References 

This document references the following CA Technologies products: 

■ CA XCOM™ Data Transport® (CA XCOM Data Transport) 
 

Contact CA Technologies 

Contact CA Support 

For your convenience, CA Technologies provides one site where you can access the 
information that you need for your Home Office, Small Business, and Enterprise CA 
Technologies products. At http://ca.com/support, you can access the following 
resources: 

■ Online and telephone contact information for technical assistance and customer 
services 

■ Information about user communities and forums 

■ Product and documentation downloads 

■ CA Support policies and guidelines 

■ Other helpful resources appropriate for your product 

Providing Feedback About Product Documentation 

If you have comments or questions about CA Technologies product documentation, you 
can send a message to techpubs@ca.com. 

To provide feedback about CA Technologies product documentation, complete our 
short customer survey which is available on the CA Support website at 
http://ca.com/docs.  
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Chapter 1: New Features 
 

The Release Notes for CA XCOM Data Transport for HP NonStop documents both new 
features and changes to existing features for r11. This section describes new features 
added to the product. The chapter “Changes to Existing Features” describes changes 
made to existing features. 

This section contains the following topics: 

Bookshelf Interface (see page 7) 
System Requirements (see page 7) 
Data Encryption Using Secure Sockets (see page 8) 
ATOE/ETOA Conversion Tables (see page 9) 
Gateway Parameter (see page 9) 
Enhanced Support for Mainframe Data Sets (see page 9) 
Aligning Parameters with Other Platforms (see page 11) 
Enhanced Support for Sending Jobs (see page 12) 
Domain Security on Windows (see page 12) 

 

Bookshelf Interface 

The documentation page for your product on http://ca.com/support now lets you view 
the entire documentation set for your product from a bookshelf that does not need to 
be downloaded. You can use the bookshelf to easily navigate from one book to another 
book in your documentation set, or search the entire bookshelf.  

 

System Requirements 

CA XCOM Data Transport requires Guardian G06.29 or H06.06 or higher. 
 

Network I/O Prerequisites 

Both SNA and TCP/IP are layered architectures. Each layer is dependent on the services 
of the layer below it, but independent of the details of those lower layers. CA XCOM 
Data Transport sits at the highest layer—the end-user or application layer. It relies on 
the hardware vendor or a third party to provide the lower layers. 

CA XCOM Data Transport has no hardware requirements of its own. The only hardware 
requirements are those of the lower layers of the network architecture. 

■ For SNA, CA XCOM Data Transport works with HP NonStop SNAX product line 

■ For TCP/IP, CA XCOM Data Transport works with HP NonStop's TCP/IP software 
 

http://www.ca.com/support
http://www.ca.com/support
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Data Encryption Using Secure Sockets 

CA XCOM Data Transport now uses OpenSSL to provide the Secure Socket Layer (SSL) 
protocol. SSL creates a secure IP connection for transferring data. It supports 
authentication, encryption, and integrity checking for your data transfers. 

The following new configuration file parameters have been added to provide SSL 
support: 

SECURE_SOCKET 

Specifies whether SSL connection is to be used. This parameter can be specified in 
your xcom.cnf file and/or xcom.glb. 

XCOM_CONFIG_SSL 

Defines where the configssl.cnf file is located. This parameter can be specified in 
your XCOMCNF file, or on the command line for locally initiated transfers. 

XCOM_SHOW_CIPHER 

This parameter can be used to display encryption algorithms in CA XCOM Data 
Transport for HP NonStop queue detail information for each transfer, using the 
xcomqm command. This parameter can be specified in your XCOMCNF file. 

The following configuration file parameters have been updated for SSL support: 

SOCK_RCV_BUF_SIZE 

The default TCP/IP socket option is SO_RCVBUF. This parameter can be used to 
specify the buffer size for receives. 

SOCK_SEND_BUF_SIZE 

The default TCP/IP socket option is SO_SNDBUF. This parameter can be used to 
specify the buffer size for sends. 

For more information, see the CA XCOM Data Transport for HP NonStop Product Guide. 
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ATOE/ETOA Conversion Tables 

You can now specify, by using an XCOMCNF parameter, that user defined ATOE/ETOA 
conversion tables be used to convert the data when sending or receiving data on a 
Windows or UNIX system. 

The following new parameter has been added to provide conversion support: 

CODETABL 

Applies to Windows and UNIX partners only. 

Specifies the prefix to the custom character conversion file names on Windows or 
UNIX that will be used by the transfer. 

For more information, see the CA XCOM Data Transport for HP NonStop Product Guide. 
 

Gateway Parameter 

You can now specify the following new CA XCOM Gateway parameter in XCOMCNF:  

GATEWAYGUID 

Identifies the remote file as a CA XCOM Gateway file and specifies the CA XCOM 
Gateway GUID. The CA XCOM Gateway GUID is a unique value that identifies each 
CA XCOM Gateway file. The keyword ANY can be used to identify the remote file as 
a CA XCOM Gateway file when the CA XCOM Gateway GUID is not known. 

For more information, see the CA XCOM Data Transport for HP NonStop Product Guide. 
 

Enhanced Support for Mainframe Data Sets 

Record Format Support 

You can now use the following XCOMCNF parameter to specify data sets on a z/OS 
mainframe: 

RECORD_FORMAT 

Specifies the record format for the file being created. This corresponds to the JCL 
RECFM subparameter.  

For more information, see the CA XCOM Data Transport for HP NonStop Product Guide. 
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SMS Support 

You can now use XCOMCNF parameters to specify particular SMS/PDSE parameters to 
be used when creating or accessing data sets on a z/OS mainframe. 

The following new parameters have been added for z/OS SMS/PDSE: 

DATACLAS 

Specifies the one- to eight-character name of the data class to use when allocating 
a new SMS-managed data set. 

MGMTCLAS 

Specifies the one- to eight-character name of the management class to use when 
allocating a new SMS-managed data set. 

STORCLAS 

Specifies the one- to eight-character name of the storage class for a new 
SMS-managed data set. 

DSNTYPE 

Specifies the data set definition or a new SMS-managed data set. 

For more information, see the CA XCOM Data Transport for HP NonStop Product Guide. 
 

Data Set Actions 

You can now use XCOMCNF parameters to specify particular data set actions when 
creating or accessing data sets on a z/OS mainframe. 

The following new parameters have been added for this support: 

COMPRESS_PDS 

If your CA XCOM Data Transport z/OS administrator has enabled the programmatic 
PDS compression feature in a CA XCOM Data Transport region, you can use the 
COMPRESS_PDS option to control if and when output PDS data sets get compressed 
as part of the transfer. 

CREATEDELETE 

Specifies whether an existing z/OS data set should be deleted and a new data set 
allocated at the start of a FILE_OPTION=CREATE transfer. 

For more information, see the CA XCOM Data Transport for HP NonStop Product Guide. 
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Aligning Parameters with Other Platforms 

To support tape processing on the remote mainframe systems, the following new 
parameters have been added: 

DEN 

Specifies the density to be used in creating a tape on the remote system. Valid 
values are the same as those for the DEN parameter in JCL. 

EXPDT 

Specifies an expiration date for the tape data set in terms of a two-digit designation 
for the year and a three-digit designation for the day of the year. 

LABELNUM  

Indicates the sequence number of a data set on a tape. 

RETPD 

Specifies the number of days (1 to 9999) that the tape data set being created is to 
be retained. 

TAPEDISP 

Specifies the disposition value for MVS tape data sets.  

UNITCT 

Specifies the number of units to be allocated on the remote system. This is a tape 
parameter and is used when the partner is an IBM mainframe. 

VOLCT 

Specifies the maximum number of volumes to be used in processing a multi-volume 
output tape data set on the remote system. 

VOLSQ 

Specifies the sequence number of the first volume of a multi-volume remote data 
set to be used. 

For more information, see the CA XCOM Data Transport for HP NonStop Product Guide. 
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Enhanced Support for Sending Jobs 

To further support send job transfers, the following new parameter has been added: 

JOB_TIME_OUT 

Specifies the period of time that CA XCOM Data Transport is to wait for a send job 
to complete. You can instruct CA XCOM Data Transport to wait no longer than 
nnnnn seconds for a send job to complete. 

For more information, see the CA XCOM Data Transport for HP NonStop Product Guide. 
 

Domain Security on Windows 

To support the use of domain user IDs, the following new parameter has been added: 

DOMAIN  

The Windows domain name for use in authenticating the user ID and password 
when accessing a Windows-based machine that has sharable disks and drives that 
belong to that domain. This allows users to access these sharable drives without 
having to have a local user ID or password defined to the machine. 

For more information, see the CA XCOM Data Transport for HP NonStop Product Guide. 
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Chapter 2: Changes to Existing Features 
 

This section documents changes made to existing features for r11. 

This section contains the following topics: 

Enhanced Notification (see page 13) 
Support for Five-digit Port Numbers (see page 13) 
BULKIO No Longer Supported (see page 14) 
SIO No Longer Supported (see page 14) 
ICE SNA No Longer Supported (see page 14) 

 

Enhanced Notification 

You can now control the level of notification that CA XCOM Data Transport provides. 
The options are: 

ALL 

Always notify regardless of whether transfer was successful. 

WARN 

Notify for warnings or errors only. 

ERROR 

Notify only if transfer fails with an error. 

The following new parameters allow you to specify these notification levels: 

LCLNTFYL 

Specifies the local user notification level. 

RMTNTFYL 

Specifies the remote user notification level. 
 

Support for Five-digit Port Numbers 

All CA XCOM Data Transport IP ports can now support up to five digits. 

The following parameter includes this new support: 

PORT 

Specifies the listening port for the CA XCOM Data Transport partner. This can be 
specified in XCOMCNF files. 
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BULKIO No Longer Supported 

BULKIO is no longer supported and will be replaced with the CACHEBUF. 

So CA XCOM Data Transport no longer supports the following parameter: 

■ BULKIO=XX 

Note: To enable any existing configurations to execute without failure, when CA XCOM 
Data Transport encounters an instance of BULKIO, the feature will be disabled and CA 
XCOM Data Transport will give the following message: 

BULKIO Deprecated:reset BULKIO=0 and CACHEBUF=Y 
 

SIO No Longer Supported 

SIO is no longer supported and will be replaced with the CACHEBUF.  

So CA XCOM Data Transport no longer supports the following parameter: 

■ SIO=XX 

Note: To enable any existing configurations to execute without failure, when CA XCOM 
Data Transport encounters an instance of SIO, the feature will be disabled and CA XCOM 
Data Transport will give the following message: 

SIO Deprecated:reset SIO=N and CACHEBUF=Y 
 

ICE SNA No Longer Supported 

The ICE SNA stack is no longer supported by the vendor (Infosession). 

So CA XCOM Data Transport no longer supports the following parameter: 

■ APPC_OPEN_NAME= 

CA XCOM Data Transport also no longer supports the following parameter value: 

■ APPC_TYPE=ICE 

Current CA XCOM Data Transport systems that use the ICE configuration will also need 
to update the following parameter value after updating the configuration: 

■ APPC_PROCESS_NAME= 
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Chapter 3: Documentation 
 

There have been changes in the structure and naming of some of the documentation. 
The documentation in this release is as follows: 

■ Product Guide (formerly User Guide) 

■ Release Notes (new) 
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Appendix A: Acknowledgements 
 

This appendix provides acknowledgements for third-party software used with CA XCOM 
Data Transport for HP NonStop. 

This section contains the following topics: 

OpenSSL 0.9.7g (see page 18) 
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OpenSSL 0.9.7g 

This product includes OpenSSL 0.9.7g (http://www.openssl.org/). 

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL 
License and the original SSLeay license apply to the toolkit. See below for the actual 
license texts. Actually both licenses are BSD-style Open Source licenses. In case of any 
license issues related to OpenSSL please contact openssl-core@openssl.org. 

OpenSSL License 
Copyright (c) 1998-2003 The OpenSSL Project. All rights reserved. 

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met: 

1. Redistributions of source code must retain the above copyright notice, this list of 
conditions and the following disclaimer. 

2. Redistributions in binary form must reproduce the above copyright notice, this list of 
conditions and the following disclaimer in the documentation and/or other materials 
provided with the distribution. 

3. All advertising materials mentioning features or use of this software must display the 
following acknowledgment: 
"This product includes software developed by the OpenSSL Project for use in the 
OpenSSL Toolkit. (http://www.openssl.org/)" 

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or 
promote products derived from this software without prior written permission. For 
written permission, please contact openssl-core@openssl.org. 

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" 
appear in their names without prior written permission of the OpenSSL Project. 

6. Redistributions of any form whatsoever must retain the following acknowledgment: 
"This product includes software developed by the OpenSSL Project for use in the 
OpenSSL Toolkit (http://www.openssl.org/)" 
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THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT `"AS IS'' AND ANY EXPRESSED 
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE 
DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE 
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF 
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN 
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) 
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGE. 

This product includes cryptographic software written by Eric Young 
(eay@cryptsoft.com). This product includes software written by Tim Hudson 
(tjh@cryptsoft.com). 

Original SSLeay License 
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved. 

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com). The 
implementation was written so as to conform with Netscapes SSL. 
This library is free for commercial and non-commercial use as long as the following 
conditions are adhered to. The following conditions apply to all code found in this 
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL 
documentation included with this distribution is covered by the same copyright terms 
except that the holder is Tim Hudson (tjh@cryptsoft.com). 

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to 
be removed.  
If this package is used in a product, Eric Young should be given attribution as the author 
of the parts of the library used.  
This can be in the form of a textual message at program startup or in documentation 
(online or textual) provided with the package. 

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met: 

1. Redistributions of source code must retain the copyright notice, this list of conditions 
and the following disclaimer. 

2. Redistributions in binary form must reproduce the above copyright notice, this list of 
conditions and the following disclaimer in the documentation and/or other materials 
provided with the distribution. 

3. All advertising materials mentioning features or use of this software must display the 
following acknowledgement: 
"This product includes cryptographic software written by Eric Young 
(eay@cryptsoft.com)" 
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The word 'cryptographic' can be left out if the routines from the library being used are 
not cryptographic related :-). 

4. If you include any Windows specific code (or a derivative thereof) from the apps 
directory (application code) you must include an acknowledgement: 
"This product includes software written by Tim Hudson (tjh@cryptsoft.com)" 

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS'' AND ANY EXPRESS OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO 
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, 
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY 
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING 
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS 
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE. 

The licence and distribution terms for any publically available version or derivative of 
this code cannot be changed. i.e. this code cannot simply be copied and put under 
another distribution licence [including the GNU Public Licence.] 
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