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<?xml version="1.0" encoding="UTF-8" 7>

<Result>

<Value>true</Value>

<Description>Get Object Successful. Type [getQuerylListl</Description>

<Items>

<Item edit="false">
<Panel id="Subscription/panels/Unclassified Event Detail" name="Unclassified Event Detail"

shortname="Detail" subscription="true" type="EventViewer" version="12.0.46.5">
<Description>Provides event details for unclassified event activity</Description>
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<?xml version="1.0" encoding="UTF-8" ?>

<Result>
<Value>true</Value>
<Description>Authentication Successful.</Description>
<Sessionld>spin=62e39751-computername.domain.com49b8a97e-9bfd318-1</SessionId>
</Result>
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<?xml version="1.0" encoding="UTF-8" ?>
<Result>
<Value>false</Value>
<Description> EE AUTHFAILED Authentication Failed</Description>
</Result>
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<?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>true</Value>
<Description>Logout Successful</Description>
</Result>
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<?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>false</Value>
<Description> User is not logged in</Description>
</Result>
UTHFAILED Authentication Failed</Description>
</Result>
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getincidentModel

AR MEBIC LS TAERBRSNI AT o NS UVAH] T Al HEZ: CEG
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getCombinedModel
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<?xml version="1.0" encoding="UTF-8" ?>
<Result>
<Value>false</Value>
<Description> User is not logged in</Description>
</Result>
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Module BREETHEH FIRE/R 7/ US4 N C—ERRTHZENTEET, XML
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FbEENET,
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VAT MFET DL EFRLE T, getQuerylist 2~ K& HL T
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getQuerylist A~ R CHEEDOH 7 %2 E DI D50 EFRELET,
PAR—FZITODMEILAND £ OR TF, 7 74/VMHEIXOR TH, 1E(C
i FHC&% taglogic fii% 1 DDA TT,

BT EI4NBI T LI
https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQuerylList
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LET,
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https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryList&tag=Unknown
Category&tag=System
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https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryList&tag=Unknown
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<?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>true</Value>
<Description>Get Object Successful. Type [getQuerylListl</Description>
<Items>
<Item edit="false">
<Panel id="Subscription/panels/System Event Count by Event Category" name="System
Event Count by Event Category" subscription="true" version="12.0.46.8">
<Description>Ranks system event count activity by event category</Description>
<Tags>
<Tag name="System" />
</Tags>
<Query id="">
<Table>view event</Table>
<Args unique="false" />
<Column columnname="event datetime" datatype="T" displayname="Date"
resultname="event datetime" visible="true" />
<Column columnname="event category" datatype="S"
displayname="Category" grouporder="1" notnull="true" resultname="event category" sortdesc=""
visible="true" />
<Column columnname="event count" datatype="I" displayname="Count"
functionname="sum" resultname="event count" sortdesc="true" sortorder="1" visible="true" />
</Query>
<Display>
<X name="Category" resultname="event category" />
<Y name="Count" resultname="event count" />
<Visualization type="VizBarChart" />
<Visualization type="VizPieChart" />
<Visualization type="VizTable" />
</Display>
</Panel>
</Item>
<Item edit="false">

Panelid=]1%, Y727V 7 ar LIR—FTCHHZE, BLORFDOLRFTZRLT
WET,
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F: v YT a7 ThDHYE | TPanel id=)#2 Cld72<IPrompt id=
BT INFREET (5 : [Prompt id=HostPrompt ) .

[Tag Name=] 1L, VAT L X T NHHEERLET,

[Column columname=] &%, Z7U|C Lo TRBEINT-AU M, BXOF
NHDOT N—T 03 ERRIEFEFEELE T,

[Display | B3 1T, A XU N EDINTTT 4 INATRIRT DD EHRELET,
EEER
getQueryViewer (P. 36)

a7k 7 (P. 48)
runQuery (P. 51)
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getReportList

getReportlist 2~ R&A 45L&, I D CA User Activity Reporting
Module BREECHEH FTRE/RL AR — a3 X T—ERKRTHIENTEET,
XML L AR AT, LAR—MN TSN LE 7 2 DA ET —F BL W
DbHEFNET,

getReportlist 2~ REHZ, LT OA T v ar ORTGA—2EFEHTHIENT
%\ij—o

tag

VAT MFET DX T HEFRLE T, getReportlist 2~ R L T
R DA 1 OFRIIEBEDIENTEET, R A2 ETH
L ZEDY AN IRENE T,

taglogic

getReportlist 2~ R CHEE DX T %8 DI 5058 ELE T,
PAR—RSHTWDEIZ AND £ OR T9, 7 74/LMEILOR T, 1
fi i C& % taglogic % 1 DDA T,

BT EI4NE) T LN
https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getReportlList

TARTOVR—MBLOF LR — MBI DT R COBRRET —¥
ERRT =S IRLET,
taglogic {E% OR &L7=fi

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type= getReportList&tag=Unknown
Category&tag=System

[Unknown Category | %7 £7=1% [ System | Z 7 DU Ui BE AT Bz
R—=RFaT N TRLET,

taglogic {E% AND &L 75

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type= getReportList&tag=Unknown
Category&tag=System&taglogic=and

[Unknown Category | #7733 L O8N System | &7 D i FIZBE#AHT B 7ZL AR —h
T NTRLET,
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getObjectDefinition

getObjectDefinition 2w R H 358, FFEDI =V EIIL AR —MIFFA
DIERRET —HELAT IR 7 —2% XMLIER TR R T HIENTEET,
B2 runQuery 2~ R 458 B AX DR EVERT 572D B FL
R—POREET — X2 BT HIENTETET, getObjectDefinition Zfiff
MLT, 7RIV T varba—WERNAZ L) OLR—EIZ7 I
B4 257 — 228G T 52N TEET,

getObjectDefinition M :

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getObjectDefinition&objectId=Subscription/
panels/Unclassified Event Trend

PUF O XML 2 iRSNET,
?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>true</Value>

<Description>Get Object Successful. Type [getObjectDefinition]</Description>
<Panel id="Subscription/panels/Unclassified Event Trend" name="Unclassified Event Trend"
shortname="Trend" subscription="true" version="12.0.46.5">

<Description>Provides Trending for unclassified event activity</Description>
<Tags>
<Tag name="Unclassified Event" />
<Tag name="Unknown Category" />
</Tags>
<Params />
<Query>

ZOBNE, ROGFARUI IR Z7RVDOR A ET —F 52~ TCOVET,
a—)LNDlobjectld | 73T A—HT, EDI ) FAILR— O AR EEFE
INTHNEFRELE T, I Tl Subscription 7=V 7 /L ND KRG EEA N
YRR ZZ B ESIVTCONVET,

TR

runQuery (P. 51)
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detDataModel

getDataModel =~ N2l 35 & . el A~ M 3CTE (CEG) IR A DI AGR
ET —HEFoRTHIENTEET, CEGITIE, A —~IZEHEND ATHEMED

BHANUN T 4= )VR | BT 4= VRO BLOE T4 — A RIZEENDF]
BEMEOHHME GELYT2HE) NI R CEENET, a—ANIZEDIH 77 ¢
WAV g DA T, CEG 74— VR ZIEFEICHE € CEx £,

getDataModel {5l

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getDataModel

LD XML MRSV ET,

<?xml version="1.0" encoding="UTF-8" 7>

<Result>

<Value>true</Value>

<Description>Get Object Successful. Type [getDataModel]</Description>
<CommonEventGrammar version="12.0.45.4">

<field name="event logname" type="S" class="" category="event" index="y" desc="The name of the log
expressed in the event information.">

<values>

<value>ACF2</value>
<value>Apache</value>
<value>AuditEngine</value>

[field name=] %3513, CEG 74— /LR (ZD AT [event_logname ) 23K~
7,

CEG 74— NV RIUTENZENIA T BBY, 247 13 type=) BRITERIIVE
7T
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getCombinedModel

getCombinedModel 2~ REHH T 2L, /XU heA v T U hOTE 5 DHLiE
ARURIE (CEQ) IZ[EA DIEAGE ET — 454 R R TEET, CEGITIE, A
F—<ITEENDAREEDH DA NS 74— VR K7 40—V RO, BX
W& 74— NARICEENDLAIREMEOHHE G4 T 558) T X TEENET,
A= VRIZE D IR T AN T T a0 5855 Th, CEG 74— /LR ZIEMEIC
fBETEET,

getCombinedModel D :

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getCombinedModel

LUF D XML 23 IRSHVET,
<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Value>true</Value>

<Description>Get Object Successful. Type [getCombinedModel]</Description>
- <CEGFields>
+ <events>
- <incidents>
- <CommonEventGrammar version="12.1.5109.0">

<SchemaVersion value="1" desc="Incident Schema version, integer, incremented
starting at 1 (no version=0)" />

<field internal="true" name="" type="" class="" category="" index="" desc=""
dbtable="version" dbname="value" dbtype="INTEGER" dbindex="NOT NULL" />

<field internal="true" name="" type="" class="" category="" index="" desc=""
dbtable="version" dbname="timestamp" dbtype="INTEGER" dbindex="NOT NULL" />

<field name="incident id" type="S" class="" category="" index="y" desc=""
dbtable="incidents"3

[field name=] %5351, CEG 74— /LK (ZOHA 1 lincident_id ) #F /R F
7

[dbtable= | B #|X, T —H#_X—ZA XA THHHILET (COHEIFA T b
T R—=R) B FRLET,
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getIncidentModel
getincidentModel 2~ REEHL T, BREND A7 MIEA O @A~
VI (CEG) 74—V REFIRLE T, CEG ITIE, AU F 7 —/LR, 45
T 4= ROFHH, BROE 74—V RIZEEND RO S DIE GL Y 55
)BT _XTEENET, I VNICEDIIRTANEN T E GO H5ETH,
CEG 74— /VRZIEFEICHRE CTEET,
getincidentModel D :
https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getIncidentModel
LR O XML 23RS ET,

<?xml version="1.0" encoding="UTF-8" 7>

- <Result>

<Value>true</Value>

<Description>Get Object Successful. Type [getIncidentModel]</Description>
- <CommonEventGrammar version="12.1.5109.0">

<SchemaVersion value="1" desc="Incident Schema version, integer, incremented starting at 1 (no
version=0)" />

<field internal="true" name="" type="" class="" category="" index="" desc="" dbtable="version"
dbname="value" dbtype="INTEGER" dbindex="NOT NULL" />

<field internal="true" name="" type="" class="" category="" index="" desc="" dbtable="version"
dbname="timestamp" dbtype="INTEGER" dbindex="NOT NULL" />

<field name="incident id" type="S" class="" category="" index="y" desc="" dbtable="incidents"
dbname="producer msg_id" dbindex="UNIQUE NOT NULL" SnmpOID="1.3.6.1.4.1.791.9845.2.1001" />

<field name="incident createtime gmt" type="T" class="" category="" index="y" desc=""
dbtable="incidents" dbname="createtime" Snmp0ID="1.3.6.1.4.1.791.9845.2.1002" />

<field name="incident name" type="S" class="" category="" index="y" desc="" dbtable="incidents"

dbname="name" Snmp0ID="1.3.6.1.4.1.791.9845.2.1003" />
<field name="incident rule id" type="S" class="" category="" index="y" desc="" dbtable="incidents"
dbname="rule id" SnmpOID="1.3.6.1.4.1.791.9845.2.1004" />

<field name="incident rule version" type="S" class="" category="" index="y" desc=""
dbtable="incidents" dbname="rule version" Snmp0OID="1.3.6.1.4.1.791.9845.2.1005" />
<field name="incident rule grouppath" type="S" class="" category="" index="y" desc=""

dbtable="incidents" dbname="rule grouppath" SnmpOID="1.3.6.1.4.1.791.9845.2.1006" />

[field name= | Z3|%, A>T FCEG 74— /VREFRLET,
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getELMServers
getELMServers I< > R&fi 358 7Y EITHRETHIEDTES CA
User Activity Reporting Module %— "D —E A BTG T 52N TEXET,
getELMServers Dl
https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getELMServers
PLF D XML 23RS ET,

<?xml version="1.0" encoding="UTF-8" 7>

<Result>

<Value>true</Value>

<Description>Get Object Successful. Type [getELMServersl</Description>
<service type="service" name="Event Log Store"
id="/CALM Configuration/Modules/logDepot/Config" edit="true" updated="1232571794"
global config="true">
<service type="host" name="machinename"
id="/CALM Configuration/Modules/logDepot/machinename/Config" edit="true" service name="Event Log
Store" updated="1232571795" />
</service>
</Result>

EROFITIE, 1 2OV —"OHNERRIITNET, EIETtype=host ) 1% CA
User Activity Reporting Module — 3D R AR (ZD 34 Tmachinename ) ) &
RLET, 1 DFITEEORANATE TEET, XML Dlservice] EHNSE
T H 1 DD CA User Activity Reporting Module — &R L £ 9,

getGlobalSettings

getGlobalSettings =~ R&{fi f9 5L, #—7~" vk CA User Activity Reporting
Module %—/"D7B— VR ELARRTHIENTEET, I R— VLR E
EBRRLT, ZIWDIERLT 2 API 7 U ETIE LR — RO — /LT L Tdh»
EIE Il cExE9, X IEIT CA User Activity Reporting Module />4 —

7 = —ZDifflHES I ET,
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getGlobalSettings O

https://ELMSERVER:5250/spin/calmapi/
getObject.csp?type=getIGlobalSetthttps://ELMSERVER:5250/spin/calmapi/getObject.cs
p?type=getGlobalSettingsings

LLF O XML 3RS LET,
<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Value>true</Value>
<Description>Get Object Successful. Type [getGlobalSettings]</Description>
- <iSponsor>
<Name>CALM</Name>

<Version>12.1.xxx.1l</Version>

<EEMServer>etr85111-blade3</EEMServer>

<EEMAdmin>EiamAdmin</EEMAdmin>

<Certificate>/opt/CA/SharedComponents/iTechnology/CAELMCert.pl2</Certificate>

<Password>BhUXVFhQCFXEDA==</Password>

<DisplayName>Global Configuration</DisplayName>

<CalmType>service</CalmType>

<AppInstance>CAELM</AppInstance>

<ELMPath>/opt/CA/LogManager</ELMPath>

<Updated>1269421754</Updated>

<KeyFile>@APP_NAME@Cert.key</KeyFile>

<UpdatelInterval label="Update Interval (seconds)" def="300" prompt="Update
interval in seconds at which components checks for updated configurations"
type="number" min="30" max="86400" global="true">30</Updatelnterval>

<SessionTimeout label="Session Timeout (minutes)" def="15" prompt="Session timeout
in minutes" type="number" min="10" max="600">15</SessionTimeout>

<AutoRefreshAllowed type="bool" label="Allow Auto Refresh" prompt="Allow users to
set auto refresh of reports" def="false">true</AutoRefreshAllowed>

<AutoRefreshFrequency type="number" label="Auto Refresh Frequency (minutes)"
prompt="Auto refresh frequency in minutes" min="1" max="60"
def="10">10</AutoRefreshFrequency>

<AutoRefreshEnabled type="bool" label="Enable Auto Refresh" prompt="Enable auto
refresh of reports" def="false">false</AutoRefreshEnabled>

<AlertAuthentication def="true" label="Viewing Action Alerts Requires
Authentication" prompt="Requires authentication for Viewing action alerts"
type="bool" global="true">false</AlertAuthentication>

<DefaultReport EEMDisplay="calmName"
EEMsource="/CALM Configuration/Content/Reports/Subscription/scorecards,/CALM Conf
iguration/Content/Reports/User" calmType="scorecard" label="Default Report"
prompt="The default report to run"
type="combo">Collection Monitor by Log Manager</DefaultReport>

<EnableDefaultReport type="bool" label="Enable default report launch"
prompt="Enable automatic launch of default report"
def="true">true</EnableDefaultReport>
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<HiddenReportTags type="shuttle" prompt="Hide selected report tags view in the
application." icon="tagIcon" label="Hide Report Tags"
EEMsource="/CALM Configuration/Content/Reports/Tags/Report" orderedlist="false" />

<HiddenQueryTags type="shuttle" prompt="Hide selected query tags view in the
application." icon="tagIcon" label="Hide Query Tags"
EEMsource="/CALM Configuration/Content/Reports/Tags/Panel" orderedlist="false"
global="true" />

<EnableDefaultProfile group="Profiles" type="bool" label="Enable default profile"
prompt="Enable automatic launch of default profile"
def="false">false</EnableDefaultProfile>

<DefaultProfile group="Profiles" EEMDisplay="calmName"
EEMsource="/CALM Configuration/Content/Profiles/Subscription,/CALM Configuration/
Content/Profiles/User" calmType="profile" label="Default Profile" prompt="The
default profile to run" type="combo"
global="true">CA Access Control</DefaultProfile>

<HiddenProfiles group="Profiles" EEMDisplay="calmName" type="shuttle"
prompt="Hide selected profiles view in the application." icon="profileIcon"
label="Hide Profiles"
EEMsource="/CALM Configuration/Content/Profiles/Subscription,/CALM Configuration/
Content/Profiles/User" orderedlist="false"
global="true">CA Identity Manager</HiddenProfiles>

</iSponsor>

</Result>
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getTimeZones

getTimeZones A~ R HT5L, 7 NIA—ZEL THR—FSNTND
BALY =B FRTHIENTEET, ZOa~vFEHL T 218 Y —
DO—EETFL, 7)) T =22 A L — B TRSNA LTS
TEINTEET,

3 : getQueryViewer, getReportViewer, 3310 runQuery THZWRZ ALY —

VEFRELIRD -T2 E . T — 41X CA User Activity Reporting Module H-—/3
DALY — TIRSILET,

getTimeZones Dl

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getTimeZones

PUTF O XML ARSI ET,
<?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>true</Value>
<Description>Get Object Successful. Type [getTimeZonesl</Description>
<tz>
<TimeZone isDefault="false">Etc/GMT+12</TimeZone>
<0ffset>720.0</0ffset>
</tz>
<tz>
<TimeZone isDefault="false">Etc/GMT+1l</TimeZone>
<0ffset>660.0</0ffset>
</tz>
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getVersion

getVersion 2~ R&HE 3 25L, #—7%" >k CA User Activity Reporting Module
PR ETEITESNTND APl D=V B FoRTHIENTEET, N—
VaAIRU THLMEITIHVEE Ay NIT NV a—T 4 7O HIIZIZZ D=
~UREFE L TTEEZ,

I BB IR ORPIZE ST, APl ONRX—V g PNe— Vo MY
10> CA User Activity Reporting Module 2> 7R— R hD/N—V a0 LR 7058
BRHVET,

getVersion Dl

https://ELMSERVER:5250/spin/calmapi/ getObject.csp?type=getVersion

PAFD XML DN IREET,

<?xml version="1.0" encoding="UTF-8" 7>

<Result>
<Value>true</Value>
<Description>Get Object Successful. Type [getVersion]</Description>
<Version>v12.0.48.14</Version>

</Result>
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91) Ea—T7ELUPLR—bE2—TF7DI—)L

GetQueryViewer 33 J 1" getReportViewer TlX, CA User Activity Reporting
Module A2 % —7 == TTAANIRE 2—T AL F—T=2—A T4
RYPIRSNVET, ZOUALRUDD, LR —I7 VIR 2227 D %<
BIATCTEET, FEITAIHE/ X A7 DFEIZOUNTId, CA User Activity
Reporting Module API F T A ~LV 7 2SR TLTES0,

noDa— L, =R —=T 4 R—2 IV BLOEOMDT ) r—a b
DI ERA L RERVET, ZhbDa— L2756 L FTOAEE
JELTLTEE,

u HE%EHALHE%{%)EHj_éE I/T ]\ tl“‘?if\_ i73——) EJ“—‘TU)“TZ//H
IZ1Z CA User Activity Reporting Module &> a DI HIZIEXA LT U
A3 H S22 Ed, XA LT TME, CA User Activity Reporting Module
TV r—ar TR ARV Ea—T £2137 ) B a—T 2O
TT7 TV r—a o THIEISILET,

m  CA User Activity Reporting Module {ZH—R/X—7 ¢ Bl 3V GRS T
WIS, BF 2T EOEENS, ZbOa—uErs A R—DZUF
AVIZRENET, U TFTOHEOWT I EHER T, v/ f ~—v
SOVZ AV IR RETHZEMTEET,

m T _NTCOHOav R L3F§T7/f‘_‘/l/}‘ ELCREREE R l\ié’
APl A RLAS B BIIICERAEZA TV E T, AP AE RV, #IE%/T
74— VR DR E DN FTREIRN DD IR —H )L CTEMEL £97,

n Ul R — R OBV EZ T D IA L DREIIZ, getVersion 72 D~
VREFETLT, REISUCEYR T 7 a (5% CHERREZTT)
72E)EATWET,

TR

APl a2 T (P 17)
getQueryViewer (P. 36)
getReportViewer (P. 49)

API ZYEEE (P. 13)
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getQueryViewer

ZDOa—VEERTHE KFEDITIDT-D DT TT 4 TNV 2—T R
THZENTEET, BEa—Td AXRT7Taroari—ro e LTSN
T3, 58272 RE% 1 2 7= CA User Activity Reporting Module 7Y £ 2—7
T, iFrame WNIZ URL AT Z LIZED AN T TV r—Tay A5 —
T 2 — AEFTINER —ZARFE DV =V D IATe T ENTEET,

S TR T DAYV a— a3, ISP, JavaScript, BL N HTML Vo 7z
Web X—Z2DT 7V /r—a TEHELET, 2OV Va—Taid, #HbiAA
HTML = 2R A RE THY AR —hSHIUTND0E 97 BLUOWEL e
Flash 777 AL 37 7V r—ay THR—RSITNDNE NI ST, C++
F7-1% Java Swing DT 7V — a TIXEIWELZ2WE A0SV £, Flash 2
YIN—PTERUNT 7V r— 2924200 T, runQuery Z1EH L Tmd7—%
FHRIFL =02 T, 22—V DERBIZE /=X REfE L o7 — 529
BEEPHELEINFET,

getQueryViewer D)

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Su
bscription/panels/System Event Count By Event Action

AT AR (AR T I al Bl s R R LUET,

[getObject.csp?type=getQueryViewer | |X., getObject 2—/LV DX A7 (ZDHHE
JXY Ea—T) R ELET,

[&objectld=Subscription/panels/System_Event_Count_By_Event_Action] %, ¥
EDITTY ZOGETL AT I ARV NNt T 72 a Bl) JEWOA T
Y7 2RIV T vary JRVERELET, EDOIHRITIAG A F—T=—A
(2T H— A7 TRUIGITERRINTODINE AN E AT THZEITK
DIEECTEET,

3RS
getQuerylist (P. 22)

a7 71 (P. 48)
runQuery (P. 51)
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YT DIETEIEHE

FREH B 21BN 5281240, getQueryViewer, getReportViewer, F7-1%
runQuery 21—/ L DFER % HONCOKDIATeZENTEFET, BIFEDOFEMITE
WERETEET, BFO7V OV 7'y MIT5ZEL, FFEDA Y a—~
WZBE T DL DI T HIELAIEETT, e fREH B A HL T, mED
B E D BISRE TR EDIAT DARNMIDONT 1 DDOH — DO IRIZH LT
JEVEFITTHIENTEET,

LITOfREHE AR ETEET,
server

JTYDXRET D CAIM B —EHEELET, 7 74 /LM localhost
(getQuery I— /L CIRESNDY—N) T, ZOFREHEBEEZFEHL T, 5
DY —NEH—lF N THIENTEET,

timezone

JTYNERSNDIAL Y — 5 EFKLET, T 74/L I CA User
Activity Reporting Module tF— N3 FEITSITNDEHA LY —TT, ZD
BEEHEBAZHFEHL T RN DOAAL Y = TERINDIINHETD
TENTEET,
federated

IR T7 2T L—ay NI TV DN E DD E (true F
7old false T)fEELET, T 7A/VMEX true TT, TDOHLE, 72U HE
BoO7=2Fr—rary =R bhbleo TSN ET, ZOMETIZ, 7=
T —a I 57 2V ZBI9 58 O CA User Activity Reporting
Module /L — /L33 SV ET,

filterXml
TV HAENDT —Z 7V EE XMLIER CERE LET, ZOEEHE

HZHL T, RANM E21TF DM CEG 74— VRIS TT 4L ZY
T HZEL AIRETT,

IncidentFilterXml

VIR—MIEENDA T N 72V HASNDGT —% 7 4/V 2% XML
R CTERLET, ZOBEEHEZEHL T, A>T U MEMIRFRR 213
F DD CEG 74— VRICEASNWTI4NEN ST AL RIGETT, =
DR E I getReportViewer Z—/ LD B S E T,

accessfilterXml
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JTVEHENAT —Z 740 2% XMLIERCERLET, FEEL R
N —RBREEE AT 054, ZOHREFER T L, 2—For—1iz
HANWTT IRV R —MERETANETHIENTEET,

params
I TV HSNARE RO Z XMLIENTERLET,

prompt
BINo7ar7s arka— VaERRTH0E D)% (true 7213 false T)
HIELET, 7 74/VMAIZ false TT, ZOfEIX, 7Y XA T T a7
NCHDIGEIZDOBRANTT, Z7ZURT a7 ChngGE | ZOEIT
RENFET,
WOFREH B I, Tprompt=true | L EL TW DG EICOAEHLET,
promptvalue

Tar 7N 7@ AT HT AN AR ELE T,

col

T T VYRR T HAR N AR —ERZRLUET, col a8
BIRELC, B DX —7 M ek e+ 52808 caEd,

3RS

getQueryViewer (P. 36)
v 7~ 7 (P. 48)
runQuery (P. 51)
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H—/\DIEFEIEB

ARTETILIP TRV AIZE ST, 7 74 /VREISLD CA User Activity Reporting
Module % — DA XUk vy AT %7 2 OZ—0y LU THRETEET,
7 7 4/V N localhost (APl 21— /L TR ESNLD T —3) T,

getELMServers Zffi HHL T, A& DO — " { O—BEEATUGTHZ LN TEET,
HY—/N\BIEEEHOH

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Su
bscription/panels/System Event Count By Event Action&server=ELMSERVER2

ZZCl&server=J i, 72U O — D4R ZFEELE T, [ELMSERVER2 ]
T XMRETH— R AICEEEZ FT, T 74/ IS localhost (ELMSERVER)
ToHDHID ., T 7AWV NIIND S =7 N B — B8 E T H5E LIS,
&server ERZHTHMEITHVEE A,

E L YRR — " 2 AT LT85 A ELMSERVER fEIZ L > THRIES
U725 7 /L k CA User Activity Reporting Module J—/3) 505 — 2 73K E
WET,

FHHER

getELMServers (P. 30)
runQuery (P. 51)
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B4 L —UHEEIERR

getQuery £721% runQuery D — LT ZA LY —  DIREHEH ZBINd 52
EMNTEET, getTimeZones Z L T, fEH AIREZR S A LY —2 D —FiZ ]
FCEET,

AL T —VEERBOH

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Subscription/panel
s/System Event Count By Event Action&timezone=TIMEZONENAME

ZZCl&timezone=J 1L, I 5%2A4 LV — D4 RIZFREELET,
getTimeZones 1 — /L &> TGRSz —EDRTRAIIEST,
[TIMEZONENAME | % EFEDX A L) — U I ES A F T,

NI HAL = NIRET DV AR AL, LF DI N A =%

FRELIZa— k> TRV ET,

®  runQuery I—/ /LD TN/ 2 AL — U DBRESNIZHE . GMT XA A
AZ T PIBRENET, T ANBIVIZZA LY = DBIRNGE | T 7 4L
ReL TH— PRI TENTODHA LY — U PMERHENET,

m  getQueryViewer ¥721% getReportViewer D—/LDHITHA L V' — U Hg
TESIVTNRN, FIT SN2 AL — U PIEESNTWDAESA. 774
NRELTH =k = RDEA LY = Ml SN ET,

TR

getTimeZones (P. 33)
runQuery (P. 51)
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EZIEER

IncidentFilter ® XML {5 & H (P. 44)

XML Z4)LR) T DIgEIEE

XML FER DL 38— M2 95 CA User Activity Reporting Module 7 /L 2% &
OMEORREL TRE, filterXML &G RZAE L TENLDT AV Z 2%
getQueryViewer, getReportViewer, F£721% runQuery @ URL (ZIBNITEET,
AND LN OR DB P> ZEMEHL T, BEDO T V25 FANTD
ZENTEET, FEEMIT, XML T CA User Activity Reporting Module @
PR T ANV B EARRR T AT ST ET,

FE: FilterXml OZRAFFLIRITEHE T, £72 APIHZL S TRAESILDZELHY
FN, W2 T ANZ TR T 27— A LET, £

DI T4 NZ) T G250l T AT D O B Z L) ZENHERES L

EScR

R FTRB 7 ANV HERIILL T O LBV T, AT DM EEOEWIEIZER R
LCTWET,
Iparens
EpoZORaERLET, AR7EIZo U LETT,
logic

TANBERES T MBS (AND /21X OR) AF5ELE T, HPIDT 4L
ADEMETIX, BICHPMEAZZ L TREET,

col

JTUXRETHAR NN EFRLET, getDataModel 2 L T, £ H
AIRE7R B D— ARG T HI LN TEET,

oper

TANAMERTHEBEFE2ERLET, ARREIILL FOLBYTT (R
SCFEN TR EBNEIET ),

= EQUAL-ZELW

s NEQ- FFELL2W

m  LESS- JLh/hawn

= GREATER- KW K&\
s LEQ-LLT

= GREATEQ- UL I
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m LIKE- &

m  NOTLIKE - & F720)

m  INSET- REHY

= NOTINSET - % E72L

m MATCH- —%9%

s  KEYED - ¥ —iXEHY

m  NOTKEYED - ¥ —fRE72L
val

TANZ TR T DEE ERLUET,
rparens

FroZ OB EEFRLET, AN7RMEIT 0 LLETT, Ao 20/,
WAZENSZOHE—HLET,

TIT74 TN T E IV R — e BRLTZBR. Ea—T Ao X —T = —AD
[(B—H) TANEIZAT T R I AD[FEMT N2 ]2 7a T, & ELT:
FilterXML o2 R £/ A2 M TE 9,

XML Z4)L3) 45 OaEEE OH

ZOBNL, 74 E AT —RhANEE T getQueryViewer 2 — /L& TR TWVET,
DINORT LT DI, TANZI T G ERBL TERLTOET,

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Subscription/panel
s/System Event Count By Event Action&server=ELMSERVER&filterXml=

<Filter logic="" lparens="1" col="source username" oper="LIKE" val="su" rparens="0"/>

<Filter logic="AND" lparens="0" col="event logname" oper="LIKE" val="CALM" rparens="1"/>
</Scope>

[&filterxml || Z. 2D IZT ANE AT —RA IR % Rw LTV ET,

T 4VH AT —R AN, source_username %] Clsul %, event_logname %I|C
[CALM) ZRRSRT 27 TV AR EL COET, AND A7 —RA b (Filter
logic="AND") 2> T 2 DDOFEHDFEEIILTNDTD  WTDFIZHZEI
ZNDERHHA X PDOHBIESIET,

42 APLTOT S35 HAK



9T Ea—T7HLUVLR—FEa—7Da—)L

TR T4 XML DIEEIER

AEIA A R0/ AT — RFBFED AT = AL EAH AL GRAET 2356, 7=V Ei
LR —MMZXL T XML 72300 CA User Activity Reporting Module 7 /L4 % 5%
ANCERETEET, /Ay a— )L TEISNZT 7B 7 LZ XMLIE, £D
Tyt ar WCHEITENTET R TO/ZY BNV AR—MNOEHSVET, =—
PWRT IER T4 H XMLEERL Trr A LItk 2 E 3L AR —R T
7 4V% XML & &9 L CA User Activity Reporting Module [ 5 D7 ¢ L2 %
L CREREBELET,

TIEA T AIVE XML DEFE T T (VE XML DBEFE|ZELITOVET,
TLILEXMLESFLRWT IR 70)L3 XMLIEEIEE OH)

ZOBNE, TIER T AN XML AT — A M@ Lo getQueryViewer 1—/L%&
RLTWET, DT LT 27D, TANZI 7RI EREBIL TEARL T
£

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Subscription/panel
s/System Event Count by Event Source&certname=test&password=test&accessFilterXml=<AccessScope><Fi
lter logic="" lparens="0" col="event logname"oper="LIKE" val="CALM" rparens="0"/></AccessScope>

[&accessFilterXml=] 1%, ZDOHBIZT 7 EBR T 4V E AT —R AV IR Z LA 7R
LCWET,

TLILEXMLEEL T 71X 74)L% XML DIEEEE

ZOWNE, TANE BT VB A T 4)LEZD XML AT —h A 4 T objectld

a—LERLTWET,
https://ELMSERVER:5250/spin/calmapi/runQuery.csp?objectId=Subscription/panels/System Event Count
by Event Source&filterXml=<Scope><Filter logic="" 1lparens="1" col="event logname" oper="INSET"
val="'CALM', 'Unix""

rparens="1"/></Scope>&certname=test&password=test&accessFilterXml=<AccessScope><Filter logic=""
lparens="1" col="event logname" oper="LIKE" val="CALM" rparens="1"/></AccessScope>

[&filterXml= 1. ZDZICT 4 VE AT —RAV IR AR L COVET,

[&accessFilterXml=] 1%, ZOBIZT 7 EBR T 4)LE AT —R AV IR Z LA oR
LCWET,
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IncidentFilter @ XML 8 EIE H

XML FER DA 27 b LA — NI 3% CA User Activity Reporting Module
TANEEHOLNCOREREL TEE, filterXML &bz L TEnH07 ¢
JL4 % getReportViewer D URL (ZIBITEXET, AND BLNOR DEABIW
IS Z AL T, DT 4N 2o FANT HIENTEET, IncidentFilter
FEEE H X Filter 1R EHH LRICIOIT/ERML, FICERBLOHE 2 ILH
LET,

IncidentFilter XML f§ EHH H 1L, L R—FNIZE ENHA VT o b 72V D I
WHINET, 72720 LR—NIFIARXU N 72V eA T s 72Dl
WEENLBENHVET, ZOLIRLR—NIT 7 EALTIANET B0
|Z. API URL |Z Filter XML & IncidentFilter XML D1 5 DFg EE H &2 & HHI L
WTEET,

EE: IncidentFilterXml DO ZMFFLIR ITEHMETT, F72 APIHZL > THRGEES LD
ZELBVERT A, BN TN T M) =T — 3R AL
F9, FDTD, TANE T R EFLIR T AR L OEEZD ZEN
HELES U ET,

IncidentFilter XML $§ € IE H Ol

ZOBNE, T4NH AT —F A MG e getReportViewer T — /L& 7R L CUWVVET,
DR T LT B0 TANEI T SR BB TR LTWET,

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Subscription/panel
s/Incidents by Priority=ELMSERVER&incidentfilterXml=

<Filter logic="AND" lparens="1" col="incident createtime gmt" colfunc="" oper="GREATEQ"
val="1285854741" rparens="0" filterTag="" substituteValue="false" isDynamic="true"/>

<Filter logic="AND" lparens="0" col="incident createtime gmt" colfunc="" oper="LEQ" val="1285876341"
rparens="1" filterTag="" substituteValue="false" isDynamic="true"/>

[&incidentfilterxml= ||, ZOHBIZAL ST o s TAIVE AT — R AR ZL
ZRLUTUVWET,

ZOTANAFARE STV ARSI T N TOA U T U MREL
i‘a—o

TR

XML 7 VZV 7 OFEEE H (P. 41)
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HBROZKHDIEEEE

getQueryViewer, getReportViewer, 7213 runQuery D1— /L DL RIS %
FRIETHITIE, param FEAFEHLET,

5 I T HEZR param SR{FIZLL T O LB TT,
ARG_limit

7 TN E S TRENDITORERELET,
ARG_show_other

I B a—T RRI[ZOMERR ]I ERRT HEINZE (true 7213
false )5 ELET, ZDOA T aid, FALNEIZADZ=TY
(event_count |[ZFEDWTEEFH L7227 =V HUATOHIBRAE &~ M A L 72
L) EETL/ T ASNE T, ZOF T ar NEREN TODHEA,
BHID N -1 (NI TOHIBRAE) H £ TOAMI@EE B FR RSN E
T, Ll Nl B OA_UNI[ZDOMOA RN ELTERRESNET,
[ZDMDARRE, DDA MNIFE SO TEHESNTAXU T,

ARG_event_datetime

R 72O 2V FRTHE A SO B OFEML ~ V2R ELET,
FRE CEDHMEITLL T DLBY T,

m event_datetime

m event_day_datetime

m event_minute_datetime

m event_hour_datetime

= event_month_datetime

m event year datetime
ARG_start

7 2 OEHIBARRF R 2R ELET,
ARG_stop

7 Y OB TR Z R ELET,
ARG_minduring

HESNT-8HRFE LV Tl N —T b ENT AR N i EFR L
T, I—F SN TV DB TT,

ARG_maxduring

%6 4 E: CA User Activity Reporting Module API M5 45



9T Ea—T7HELUVLR—FEa—7Da—)L

fRESN-BORF I L0 CTRIR IS N — LS A U N EFR L E
T T N—TENTZI TNZD BT,

ARG_maxbefore

RSN LT TR BT NV — b SNIA UM EELE
T T N—TENTZI TNZD BT,

ARG_sumatleast
IN—=TFT AN DI BEERLET, 7—T kSl =)
DHARTT,

ARG_sumatmost

TN—=TT oADK ZERLES, TV —Tkshizr=Iil
DHIHTT

#EROFHEDIEEEB O
ZOBITIE, )R H7280, params AR THERRL TVVET,

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Subscription/panel
s/System Event Count By Event Action

<Params>
<Param id="ARG_limit" val="'200"'"/>
</Params>
ARG_limit DfE% 200 1T ETHZ LD, 7Y THRAID 200 17D I3
IRSIVET,
B R B ] SR 14
FHYIRFH params G2 L CL FrEDORE REFOIREH B IZENOEIE
M HZL2dD, 7V %50 3 2RI A 15 & T 22N TEET,
15 FH T REZRBhAURFR params SREFIZLL FO LB T,
R EHEA
now BT REZ
start of day AR H OBHARERE
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weekday <%5> B CTRSNDHER -
» HEEHO
n ARER1
w CKIER2
= /KIEA 3
= KHEH 4
n &MREHS
= THEHG6
start of month 4 A OBAIGEE S
start of year KD BHAREE A
< 5> seconds B
<$> minutes GaR"
<#> hours IREfH 4K
<#r> days A%

7TV ERELITVR—MNERICOW TR R EIEETEET, ZOHBE,
=W IBINSHV R EH B I, N—A 72U FIZIR—=R LR — b
THESHIEIEEL £,

WFROEETH, URL O THIES LT VRWMEIFZE DY FE A,
BREREHEERE OH

ZOFEITIE, 0TI B728, params oA EBIL TERL TWVET,

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Su
bscription/panels/System Event Count By Event Action

<Params>
<Param id="ARG start" val="'now', '-12 hours'"/>
<Param id="ARG stop" val="'now'"/>

</Params>

[ARG_start| DfE now | FIL O -12 hours 1, 405 12 Rl RT 227 =V DB 4A
RETHINTEREL TWET,

[ARG_stop | D lnow ] 1%, BIEDIFAIZ 7 2D T HET IR ELT
WET, LIRS T, 20/ TR E 12 RO FT — 2O BB IUES L E
£
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EEZ

fe D ELEOFEELH (P. 45)
runQuery (P. 51)

JovJk o)

Ta TN, 7V EFITTHRNNFED T ANZV Tz AT TEHHEHD
7Y T9, getQuerylist 2 L T, fEH rlge72 7 v 7'h 72U RIR$T5HT
ENTEET, [Promptid) EHEIL, T ur 7 7 aELET, a7
TV R VA RFE T D Panel id ) ESEDRDOVIZERIILET, prompt,
promptvalue, 33X col DFEMEFFEL T, HOHZE I ET 27 v 7R 7l
BEFHETEET,

TANZN AR ESILCNRWNT T T ) a7 s 72T 78 A
B FT2IZ URL OHF THON LD FNOLEIEETHIENTEET, URLDH
THIEFEELRITUE., T _XTOTFar FRMIDSEIRSNE T,

T4 3) T ENTWELARRS TRV TR fl

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Su
bscription/panels/HostPrompt

TANZITIENATTSILTELT T XTOT a7 MIDNEIR S 2R A s
T T IRERENET,

24 NBTENT= 1P TOVTROH

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Su
bscription/panels/IPPrompt&prompt=true&promptvalue=255.255.255.0&col=dest address

IP 7L R 255.255.255.0 DS T RL A& 1P P ar S e ETLE
R

[&prompt=true ||, 707t arha— Va2 RLET, ZiUILD, 73T
BT a T 7Y OEAZEE L BB T/ 2B EFTTE LI
RET,

[&promptvalue=]i%, BHID IP TRV AZELET,

[&col=dest_address (%, HAJDA XM ZENLFT,
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detReportViewer

EZIEER

getQuerylist (P. 22)
runQuery (P. 51)

getReportViewer 2~ R T 0L | FFEDLIR—MDIO DT TT7 4TIV 7R
Ea—T%2RRTHIENTEET, LAR—E2—T71F, AZRT e 0
A= hEL THEMEZFLTUND, CA User Activity Reporting Module 24—
Tx—ALR—=h Ea—TIZBTET, #E iFrame F7213A—R v NIC
URL ZHEDIATeZ B2 LD FFE DL R — a7 7V r—ay 72—
72— AF IR — AT IATe D EINTEE T,

E ZOTHRAT DY 2—a ik, ISP, JavaScript, BEOYHTML EVvo 7z
Web X—2D7 7V r—a TEBIELET, 2OV Va—aid, HbiAk
HTML ~— B LWL ELR Flash 7Z 7 A 37 7V —a THIFH ATRETH
DR —FSFLTNDNEIMNITI ST, C++ F7213 Java Swing DT 7V r—3
CTCIEEMELRWE SNV ET, Flash &3 —F TE20) 77V r—2 9242
DU T/, getReportlist ZfE/H L TLN—MNZE DI Y5 FHLTU S5 H)
EL, KICHE LN —PMZOZ runQuery Z1EHL Tird 7T —5 &I 7E52 T,
Z—VDERBFIC G /A  NEEH L o 7 — 55 R T 8 EPHERS L E
75

getReportViewer D

ZOPITIE, B v R =¥ TEDWEET=F LR—F L ET,

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getReportViewer&objectId=S
ubscription/scorecards/Collection Monitor by Log Manager

getQueryViewer DA LRIARIZ, getReportViewer (DWW TH T (/L AR0Z D
O EH B AT 52 LM TEET,

EDIHRLR— MY Ao H—T 2 — R IT X — AT CRYIGITIFERS
TNV DBINIHA N E AT)THZ LTIV ETEXET,

TR

getReportList (P. 25)
runQuery (P. 51)
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getIncidentViewer

getincidentViewer A~ REHHLC, /' I7 4 ViAoV T R a—T%
FRTEET, 2O 2—T1F, AXRT e Oar R —3x o he LTRSS
TV % CA User Activity Reporting Module /> % —7 =—A AT F Ea—
T ELITTUNET, CA User Activity Reporting Module 22— 7 =— A/ b A A
TELEBHERE (12T b~ —URHIBRRE) 1X, 2O 2—T nbIEFAT
TEEHA,

S ZITRAT YU 2 — a3, ISP, JavaScript, LN HTML &V vo 7z
Web RX—2AD 7T 7V /r—ra TEIELET, 2OV Va— a3, AL
HTML X— B X OW 72 Flash 777 A 037 7V r—a THIHRIEETH
DY R —FSILTNDINEINZEL ST, C++ F7213 Java Swing D7 7V r—33
CTCIFEMEL WS A DRHDET,

getincidentViewer M4 :

https://elmserver:5250/spin/calmapi/getObject.csp?type=getIncidentViewer

ZOa— LI AT U Ea—T NERIN, IBE 6 FEEIC/ER SN
AT URDIRENE T,

getQueryViewer & [AEIFEIZ, getincidentViewer [Z DUV THEFE, 74 /L 2728 D
feEHE A TEET,
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runQuery

runQuery

runQuery i 9 5L, 7o UEEITL T IT7 4 N7 ) B a—T Tlidzel
XML THERDIREINA LT T HIENTEET, Flash AR —FCTE7pW T
Vir—aripd U ERIILIR—bOE 22— T Z E LD AT Z LN TE R
WT ) Ar—al2OU T CA User Activity Reporting Module 5 —#Z BufS L
JOLTDHEERIZ. ZOAYREFHEHTEET,

getQueryViewer D& ERIERIZ, URLIZZ VB EH B A BIL TR—R /=
Va7 N2V 7 UET,

runQuery 2l FHL 721412, BEWOBREICHE L 7-E TRREIND LT XML
T =2 DA EFHELET, 72213, runQuery T—/L% Web 7R —4 /L{ZH]
AT, T =B DERRIZAZAN — el T HZENEZHNET,

runQuery 45l

https://ELMSERVER:5250/spin/calmapi/runQuery.csp?objectId=Subscription/panels/Col
lection Monitor by Log Manager By Log Name

PLFO XML SRS ET,

<?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>true</Value>
<Description>Query run successful</Description>
<QueryResults>
<Version>1l</Version>
<Row number="1">
<event logname>CALM</event logname>
<event count>581</event count>
</Row>
<Row number="2">
<event logname>EiamSdk</event logname>
<event count>131</event count>
</Row>
<Result totalrows="2" returnedrows="2" startrow="1" endrow="2" executems="2382"
mstofirst="2382" mstolast="2382" />
<DbResult numberdbsqueried="1" numberdbsresponding="1" numberdbsnotresponding="0"
listdbsresponding="../../LogManager/data/hot/machinename 1232571874.hot" listdbsnotresponding=""
/>
<HostResult numbberhostsqueried="0" numberhostsresponding="0"
numberhostsnotresponding="0" listhostsresponding="" listhostsnotresponding="" />
</QueryResults>
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SQL ServerSELECT event logname , SUM(event count) AS FUNC SUM event count FROM view event
WHERE ( ( datetime(event time gmt, 'unixepoch') >= datetime('now', '-6 hours') and
datetime(event time gmt, 'unixepoch') < datetime('now') ) AND ( event category = ? ) ) GROUP BY
event logname ORDER BY FUNC SUM event count DESC LIMIT 10 ; [Operational Securityl</Sql>
</Result>

EZIEER

getQueryViewer (P. 36)
getReportViewer (P. 49)

API (D & §%

DI a - Tldk, CA User Activity Reporting Module ~® 8L 5L DGk IZDU
THHILCQOET, APl OB GRAR— U2 LT, B ERGEIEAERL T,
IR DD T U T A F B RRRIC T HIENTEET, ERI DA
= VAR T DN T L 1 DDA —T =A% AL T, O ML E
BET 2N TEET, BB —T T IZE TR TOBE O E
TERS FTHE T,

ZDORI g TlE, BB GEAS— E R MR EREE O A E LR,
FILTRETRWEGAIZ, BErAa Al REIC T D — MOV That BHL TV
T,

B R
API GIEFHEDVERL (P. 53)

L DGk (P. 57)
5 D XX ERAEER (P. 58)
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API SEBAE DERK

APl LSRG (L R —T 2 — A R—VN T VB AL T, TV AT B bk
SERAEZERRLTZD B AR O —E 2K R UT=0 | BEFEOZEA EOHIBR
WKL DB GRAFRRLTZ0 T AN TEET,

URL ICRERETE A BN D&M CTEET, FRESILRT4UIE, CA User
Activity Reporting Module 27> R_X—|ZUX AL 7hSuET, ZOEIEIT
=W A H—T 2= 2ZR MO T TO APl 2— /L LRI T,

¥ : EiamAdmin O—H 4 LA — R, 8L OB ERGEEFA E 2B T DB
ERLET, M E —ERIREIIREAERT DB X, ElamAdmin OFEGEE
;—E&ifﬁﬁﬁﬁ‘a—é;(‘f%j i&)@iﬁ‘l’)\ r&ﬁ%@mun rﬁi&(—l_‘ VCT

AEBAER— D RTOHI
URL: https://ELMSERVER:5250/spin/calmapi/products.csp

CA User Activity Reporting Module a7 A R—U%FKoRLET, #Y)72378
RETEIRA AT 58 AR — U NRIRSNE T,

AEFDIERLDFERIC OV TIE, ARG — U0 B T 7B X TED CA User
Activity Reporting Module APl ~/L 7 &R T7ZE0,

TR
B L DX (P 57)

7;) Ea—T7T BLOLER—F Ea2—7Oa—/L (P. 35)
AP| & AP| §aEIE SRIE (P.13)
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CA User Activity Reporting Module [ZH! fh &8k 3 D 4%

TN A TEHIOITT HITIX, CA User Activity Reporting Module
(ZBL ARG L E T, MBS U T, AU —RNEE 77 RE R F2idh
DT 7V r— a7 CA User Activity Reporting Module 7 =V X TR 48—k
(T 7 BEATEET, BEMLEIZITIRD 2 SOFIERHVET,

1. CA User Activity Reporting Module CTHEFEIAEZERRL £,

2. U AT DGR EATOTIE . AN OB DB G AEIH E A LN
AT —REFHLET,

ZDOFNED IEREZ2FIEIL, CA User Activity Reporting Module (28 8% 5
FrEDR L TRV ET, 72720, BEREITOIITITIR O iz HEmL
TEREET,

m  BEk9 D CA User Activity Reporting Module —/ DR AR, F721% 1P
TRV A,

s FE 1 TrERRL-REREA,
s FIE 1 TERLIZEFHED S 2AT —]),

3RS

BRI OVERK (P. 55)
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BIXEIBAZ D1ERK

BErFEAEZERL T, o CA B 7213 — R =T B b0y 7
VYA A TEDINTLET,

BHAAZEE T D&

1.

Web 777 & BT, IRD URLEZ A TILET,

https://calmserver:5250/spin/calmapi/products.csp

lcalmserver | %, 8512 % $% 95 CA User Activity Reporting Module ¥—
IOV — NG FEZLIP TRUVRICEBRLET,

%77 EiamAdmin ﬁ—**f‘kb“(nu FAESILV TR WG BT, B A VB DY ER
IRENFET, T TICRRESN TWA AT, B BGRAR—URERRENE
T,

Eiamadmin O —H 4 L2 —R%2 A L ET,
BEDOT R COBEAEHEDOY AT RSNET,

3E: FEAEZVER T AIZIL, ElamAdmin 22—V OFGEE A Fio> Qb dh
ERHVET, BEEIEERAHIUL., " EZVANR R U0 G ERR
L7204 5DI2+4 T,

TERAUND BRGRE ALV AND EO BRG]V 25277 L E7,
ok g AR OXFIBLONAY—RE A TILET,

E o REES XA —RE VTG L TIEEW,, AN ORI D B g%
WFRZATHEENT ., GEHEL &/ RRT — R BB IC R0 £,

FARA TR IR A Z )0 7 U ET,

BA = ISR, RE B4 D B B U AN R R Sh &
7.
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oD B HAERR

Bk EZHIBRT 228 T, i B bR TE £,
HmTBERMERT DA

1.

Web 7 77 ZBHIWT, IRD URLZ A LET,

https://calmserver:5250/spin/calmapi/products.csp

lcalmserver | %, 852 2 §xfi# =95 CA User Activity Reporting Module
P ROP— L ET P TRV RICEHRLET,

07 AR RRIIVET,

Administrator 2—/L D L—HPH BLOVSAT —RE AN LET,
BED T X TOBREGEHZFEDUANNRRSILET,

HIbR I o8 GaEAEZ 7y 7L ET,

(B ERfRER] 27V 7 L ET,

WERBRDF AT 0T INERESNET,

[oK]lZZ7Uy 7 L ET,

MERRAY B —VINFRIRSIL, RAEIAEAL 3 B8k A 55 U ARG HIBRS U
E
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D

2

registerProduct 21— L&A 958 ST AU AL DT I B G AR bk
THIENTEET, "N ABET DL, FEAENMERSIL, BT —HX—2
RIS E S, BB AL H— T = — AT VB AT AT LN RETR,

FATEELLBRWGIE T, 2O — VA HTEET,

72z iE =R =T AR A LI T DA . AFBHEER S ATREIC 7R
% EiamAdmin O/SAY —RZ KB T AZLITEELLLWIGERHVET,
O REHEE SR —REAERL, ZNba—R/—F Do —F
IZEA L CL A2 E CEDIDNICTHIENTEET,

registerProduct M

https://ELMSERVER:5250/spin/calmapi/calmapi/registerProduct.csp?action=registeré&c
ertname=YourProductName&certpassword=CertPassword&certname=xxxxx&password=xxxxxx

ZZ Cl&certname=YourProductName | 1%, B¢k T A8 LA ERLET,
YourProductName | DE 7%, B3 28I ITEEH L F97,

[&certname=xxxxx | 1%, AZN/RREHAESL LA —REZHRELET,

BRILI-BE DLV AR X

<?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>true</Value>
<Description>The product has been registered successfully. The default access
rights on the ELM application have been provided.</Description>
</Result>

LT3R E DLV AR R

<?xml version="1.0" encoding="UTF-8" ?>
<Result>
<Value>false</Value>
<Description> EE_POZERROR Repository Error</Description>
</Result>

7 URL N CHRESN A RT 2R DREEN T TIER STV D 5GA . =
T AETHIENILKBVET, ZDIFNMIILLABNS =T — D5k
[EE_AUTHFAILED Authentication failed | £V ) DT, ZHUT/ SAT—RANELL
TRinoT B IRLET,
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%

]
AR

D

=

AR IR

unregister IV REfE T 5L B OBERE MRS HIENTEES, BEk
SERAEAHI R D7 OIS B R AL H—T = — R T VB AT HILE N AT RE
TR, T ELLRWGE T, ZOa— L2l TEET,

SRS RAERR URL DI

https://ELMSERVER:5250/spin/calmapi/calmapi/registerProduct.csp?action=unregister
&certname=YourProductName&username=Administrator&password=adminpassword

ZZCl&username=Administrator | | d, & FL#E 17—/ /L% FFD CA User Activity
Reporting Module =—H A4 ELE£7, [Administrator | D)% | & HEEHE
[ROBLE O —PITEEHZ FT,

[&password=adminpassword | [%, EELE L —HF DX AT—REFELET,
[adminpassword ] DE3455% . [&username=] CIRE LTz —F D/ AT —R |
EXHZ FET,

3¥: ElamAdmin O —H 4 LR AT —R %, BB 8k T DRI E AL ET,
LA — RN F T IR R T D BRIX. ElamAdmin OFRGEE HafE H 95
ZEHREETIEH D F I, FHE OFGEE IR T4 T,

RILEBE DL AR R

<?xml version="1.0" encoding="UTF-8" ?>
<Result>
<Value>true</Value>
<Description>The product has been unregistered successfully. The default
access rights have been revoked. </Description>
</Result>

KBLI-BE DLV ARV A:

<?xml version="1.0" encoding="UTF-8" ?>
<Result>
<Value>false</Value>
<Description> EE_POZERROR Repository Error</Description>
</Result>

3 AT CICBRERBRII TV, FITHFIELRWG S =7 — 238
ETHZENILBHVET, ZOIFNILKAONDTT—DFEiR X
[EE_AUTHFAILED Authentication failed | £V ), DT, ZHUT/ SAT—RA3ELL
ol ZlERLET,
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28 5 E: CA User Activity Reporting Module Z
Web R—RJLIZIBH AL A%

CA User Activity Reporting Module D7 U&7 ZL AR —a Web 78 —4 /L[ ZH]

WIANLT, BDa TV ERRTHIENTEET, FIRIILLTDEEBYT

j‘o

1. F7R9 5 CA User Activity Reporting Module 27 YV 2R E LT, £
KiE LTI APl 1— L& ERR L £9,

2. EIRLIZar 7Y% Web IR— 2 LI A B £,
B3R
T DFFIE (P. 60)

Liferay IR—2 /L ~Da 7V O IAI (P. 61)
JxY) Ea—TBIRLAR—F Ea—7Dz—/1 (P. 35)
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aAUTUYDERE

aAVTUYDEE

EDa TV ERRTDHNERIET HIEIZLY, CA User Activity Reporting

Module :1‘/'7“/‘/0)@&551\#7(’1212178%%1/&‘?“ CA User Activity

Reporting Module > % —7 = — A% filEi8L T, =—XIZE>T-F RN G Eh
TWALR—NEFZT =% RO ET,

CA User Activity Reporting Module ®7 U F72 3L R —h% Web 7R —# /L1253
NI HITIL, getQueryViewer F721X getReportViewer D1 —/ L2{# LT, CA
User Activity Reporting Module >4 —7 = — AN Cfifi F Al HE72lE &AL DR
WeERA A 2T T A7 IR — B X ZUNFRSNAHIDICLET,

E£7-. runQuery LIR—FfE L T XML 2T Y EREGL, ZTDar T2
AHAN = e AL CERRTHIELTEET, TOERRNIAHTITAT
TI372<, Flash ZfE &9 17 — ¥ KR TEET,

LT OfITlX, getQueryViewer ZfE L T, T XTOAXUEDA XU B
Ea—7 T— 7N AFRRTEY AT LA R AR — N L E T,
ZDOLR—RDT=HD APl 21— /Ui ST L F DL BY T,

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Su
bscription/panels/System All Events Detail&username=xxx&password=xxx

n BEVWORE CIOa— /L HT 51213, URL DTELMSERVER #1574 .
HEIDT =2 IMEFESILCND T — OB ANM £ IP TRV A EE
iz £,

n  ZOH| Tl CA User Activity Reporting Module — 4, I8 L OVIAT—R
r&username =xxx&password=xxx | Zff FH LU CRRGEEZ TV E T, CA User
Activity Reporting Module =227 Y DL IA IOV TR, ZOFREES
A HTHZEHELESNET, T &3 U)72 CA User Activity
Reporting Module == —H°4, :]’oJZU/\"XU*—F‘GCIEﬁ%%@ii?O a—F4E
IRAT =R URL WIZ A DELFELLARWN VDA, BV D Web
R—2 /L TRDHILTOI \_ﬂ%%#?ﬁﬂ‘ﬂ)ﬁkb“( RETHIENTE
E3 N
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Liferay IR—ZILAD AT Y DIRDIAH

TERLTZ URL 27 FUHFICA L, BRIDOLR—EIT7 ZUNFRINLHTL
ZHERR T HTEITED | HAH R AT AT HZENTEET,

EZIEER

AP| GHEIE (P. 13)

JT) Ea—T BILOPLA—KE=2—7Dza—/ L (P. 35)
getQueryViewer (P. 36)

getReportViewer (P. 49)

runQuery (P. 51)

Liferay IR—RILADA T Y DIED A H

HEOI ) Ei L R —Maid APl 23— LS B T 725, CA User Activity
Reporting Module =7 Y Z ¥ L KRR 9% iFrame F7213AR— R hafill
LT, APl 2—/L% Web AR—2 /L ZHDIAL ET,

ZOFITIE Liferay AR —2/L 2L TV, AR—2/L73 Liferay DA Ah—/L

&&“ﬁiﬂ@iJlLﬁKﬁEO’CVﬁﬁiéﬂ’@‘E)gc‘:%ﬁﬁﬁekb“@ YET, BEVO Web
— X IH[RRRDa L " — N b A E RSV T, iFrames /23 —h

l/‘yl\@f’ﬁﬁmlob\“ﬂi\ Web R —4/LDORF 2 A MR TTES0,

Liferay R—ZJLIZAVTUVEBOADIZIE. L TOFIEIZHRELET,

1. Liferay T, X—VZHHIER T2, FIIEF TG R—UafEE
j—o

2. X—=VUEED T HIL A= OBICHAY— T A3 E o)y
LET,

3. Ama—h [T U r—arOBENM]EEINL £,

[TV r—arOBNA AT Ry 7 A, TV r—aryDhTal
NERENFET,
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Liferay R—Z)LADIAL T Y DIREHAH

4. [V 7N hTIVEREBL. iFrame 7 7V — a0 LEM] 270
JLET,
HTLVY iFrame AR — R R — NI ERRSILE T,

5. N—kw NNOEREV2E2I7)w 7L, [V—AURL]Z 4—/LRIZ APl 21—
INDTXFANE ATILET,

6. [BR1FIZZVI7LFT,
BIRLT-27 Y iFrame NICE RSN E T,

7. O iFrames ZF%X ET DD, 72T Liferay DRF 2 A MIE-T Web
R—2NVENBLET,
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EOE:APIDOLN ST IV a—Ta2T

TR L7z APl 3— L3 P RRE BVIZEMEL WA 1T, LT OFIRIZIESTH
TINY 2T A T AT TS, HEFIMDHEDLT LT AT T
WO RN FRESNDDEIDERERLET,

1.

2.

LLFDEHT URL 2 — )L OO LA RER L £,

a. TERLTAESCE T AR OB L LR L | 0D TELL Y CA User Activity
Reporting Module t— 34 7213 1P TRV AZAHE L TWAHZ EAHER
LET,

b. Z=UEIILAR—MDFEEH B ZBILISGA, 2— VDAL )
(FEEHH ST A—=ZOHTET) NEEFF (1?])) TR TEY, BMRF
WIHHDH /8T A=A DRNNLE L CWAZEAHERLET, LLTICH]
BoRLET,

?paraml=vall&param2=val2

URL I SCNIEL WS H D DB T 7 = NERRSNRWNGEIE, 7V 5%
R L ET, getQueryViewer F7213 getReport Viewer i FHL T\ D55
1T, A HF—T 2= ADTANHEFER DKM EZ MR L ET, runQuery
AL CODEEIE, L FOIIC URLICIBINILT- 3T A—2 R ETH H %
R LET,

a. TANVHDRER - X—RA T4 NVEN, HDT —HERmTHDOTHHE
R LET, 72 z0E, TANZV T LIS T HA RS =R
FELLATIESN TCONAZ o iR LET,

b. &3 - FrlHEEHE B RTA =L CT4NZ2 B LT 561,
T ANERE SN IELWZ E 2R U E T,

c. Bl 74nF - RO+ THLZE, FeA L —T 7
VAT LDHAL Y — ) CA User Activity Reporting Module D4 A 2
V= LW SR ERLET,
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Liferay R—Z)LADIAL T Y DIREHAH

d. TIZRBRATANVEZ XML TIANE - By a2 lEmical TR 2%
B L £,

e. LogDepot R - /XU MR FI4LTHY, logDepot_sponsor.log 7 71
JVICERRENDZ LR LET,

3. APl 2L R—RhORT Gk EEMERLET, ROT77A/NVBILORRE
D> TNWAZ LA TR LET,

m N7 774 epSIM_logging.properties
n T IANNDOL LR THL L
m 7 —: logmanager.ui.calmapi

m 1Y 774/l calm.log
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