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<?xml version="1.0" encoding="UTF-8" 7>

<Result>

<Value>true</Value>

<Description>Get Object Successful. Type [getQuerylList]</Description>

<Items>

<Item edit="false">
<Panel id="Subscription/panels/Unclassified Event Detail" name="Unclassified Event Detail"

shortname="Detail" subscription="true" type="EventViewer" version="12.0.46.5">
<Description>Provides event details for unclassified event activity</Description>
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<?xml version="1.0" encoding="UTF-8" ?>

<Result>

<Value>true</Value>

<Description>Authentication Successful.</Description>
<Sessionld>spin=62e39751-computername.domain.com49b8a97e-9bfd318-1</SessionId>
</Result>
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<?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>false</Value>
<Description> EE AUTHFAILED Authentication Failed</Description>
</Result>
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<?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>true</Value>
<Description>Logout Successful</Description>
</Result>
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<?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>false</Value>
<Description> User is not logged in</Description>
</Result>
UTHFAILED Authentication Failed</Description>
</Result>
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getincidentModel
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<?xml version="1.0" encoding="UTF-8" ?>
<Result>
<Value>false</Value>
<Description> User is not logged in</Description>
</Result>
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<?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>true</Value>
<Description>Get Object Successful. Type [getQuerylList]l</Description>
<Items>
<Item edit="false">
<Panel id="Subscription/panels/System Event Count by Event Category" name="System
Event Count by Event Category" subscription="true" version="12.0.46.8">
<Description>Ranks system event count activity by event category</Description>
<Tags>
<Tag name="System" />
</Tags>
<Query id="">
<Table>view event</Table>
<Args unique="false" />
<Column columnname="event datetime" datatype="T" displayname="Date"
resultname="event datetime" visible="true" />
<Column columnname="event category" datatype="S"
displayname="Category" grouporder="1" notnull="true" resultname="event category" sortdesc=
visible="true" />

<Column columnname="event count" datatype="I" displayname="Count"
functionname="sum" resultname="event count" sortdesc="true" sortorder="1" visible="true" />
</Query>
<Display>
<X name="Category" resultname="event category" />
<Y name="Count" resultname="event count" />
<Visualization type="VizBarChart" />
<Visualization type="VizPieChart" />
<Visualization type="VizTable" />
</Display>
</Panel>
</Item>
<Item edit="false">
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getReportList

getReportlist 2~ R&Ai 45L&, I8 D CA User Activity Reporting
Module BREECHEH FTRE/RL AR — a3 X T—ERKRTHIENTEXET,
XML L AR AT, LAR—MN TSN 57 2V O ET —F B LW

DbLEENET,

getReportlist 2~ REHZ, LT OA T v ar ORTGA =R EFHTHIENT
%\ij—‘o

tag

VAT NI ETHXZ T2 EFLUET, getReportList 2~ Rafd L T
R HHT % 1 OFEITEEEDHIENTEET, RHRZ T HIRETH
L ZEDY AR IEENFE T,

taglogic

getReportlist 2~ R CHEE DX T %8 DI 5058 ELE T,
PAR—RSHITWDEIZ AND £ OR T9, 7 74/LMEILOR T, 1
fi F T& % taglogic % 1 DDA T,

BT EI4NE) T LN
https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getReportlList

TARTOVR—PBLOF LR —MIBEEMN T N X TORARET —~
ERRT =S IRLET,
taglogic fE% OR &L7=fl

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type= getReportList&tag=Unknown
Category&tag=System

[Unknown Category | %7 £7=1% [ System | Z 7 DU Ui BE AT Bz
R—=PFad X TRLET,

tadlogic {E% AND &L 1=

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type= getReportList&tag=Unknown
Category&tag=System&taglogic=and

[Unknown Category | %7 33 L N System | %7 D i FIZBE#EAHT B 7ZL AR —h
P NTCRLET,

28 APLTOY S35 AR



GetObject

getObjectDefinition

getObjectDefinition A~v > RZ&fEH 358, FFEDI =V EIIL AR —MIFFA
DR ET —HELAT IR 7 —2% XMLIER TR R T HIENTEET,
FilZ runQuery 2~ R 458 B AX DR EAERT D7D IZBEfFL
R—FOERXEET —FE BT HIENTEXET, getObjectDefinition Z{#
ML T, 727V T varba—WERNIAZ L) OLR—EIZ7IIC
427 — 258G T 5N TEET,

getObjectDefinition D :

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getObjectDefinition&objectId=Subscription/
panels/Unclassified Event Trend

PUF O XML 2 iRSNET,
?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>true</Value>

<Description>Get Object Successful. Type [getObjectDefinition]</Description>
<Panel id="Subscription/panels/Unclassified Event Trend" name="Unclassified Event Trend"

shortname="Trend" subs
<Descri
<Tags>

</Tags>
<Params
<Query>

cription="true" version="12.0.46.5">
ption>Provides Trending for unclassified event activity</Description>

<Tag name="Unclassified Event" />
<Tag name="Unknown Category" />

/>

ZOBNE ROGFANU N IR V2V DR ET —F &R TOVET,
a— ) LIND objectld | 73T A—HT, EDO/ ) FAILR—bOR AL EEFE
INTHNEFRELE T, I Tl Subscription 7=V 7 /L2 NDO ARG EEA N
YRR ZZ B ESIVTCVNVET,

TR

runQuery (P. 54)
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detDataModel

getDataModel =~ N2l 3 5& . el A~ M0 (CEG) IR A DI G
ET —HeFoRTHIENTEET, CEGITIE, A —~IZEHEND ATREMED

HHANU T 4= )VR | BT 4= VRO BLOE 74—V RIZEENLF]
REMEDHHIE GELT25E) N TR TEENET, I—LNIZEDIH72 7 ¢
WAV g DA T, CEG 74— VR ZIEREICHE & CEx £,

getDataModel D HI

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getDataModel

PLFD XML MRS ET,

<?xml version="1.0" encoding="UTF-8" 7>

<Result>

<Value>true</Value>

<Description>Get Object Successful. Type [getDataModel]</Description>
<CommonEventGrammar version="12.0.45.4">

<field name="event logname" type="S" class="" category="event" index="y" desc="The name of the log
expressed in the event information.">
<values>

<value>ACF2</value>

<value>Apache</value>

<value>AuditEngine</value>

[field name=] %3513, CEG 74— /LK (ZD AT event_logname) 23K <L
7,

CEG 74— NV RIITENENIA T BDY, 247 X type=) BRITFKRIIVE
ER
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getCombinedModel

getCombinedModel 2~ REFHT 2L, /XU heA v T U hOTE 5 DHLiE
AR (CEQ) IZ[EA DIEAGE ET — 4% R R TEET, CEGITIE, A
F—<IZEENDABEMEDH DA XU 74— VR K7 40— /LROFH, BX
OB 74—V RICEEND TR DD O %Y T 25 8) BT R TEENET,
A= VIIZE DI T AN T T o G0 585 Th, CEG 74— /LR ZIEMEC
FBETEET,

getCombinedModel D :

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getCombinedModel

LU O XML 3RSIVET,
<?xml version="1.0" encoding="UTF-8" ?>

- <Result>

<Value>true</Value>

<Description>Get Object Successful. Type [getCombinedModel]</Description>
- <CEGFields>
+ <events>
- <incidents>
- <CommonEventGrammar version="12.1.5109.0">

<SchemaVersion value="1" desc="Incident Schema version, integer, incremented
starting at 1 (no version=0)" />

<field internal="true" name="" type="" class="" category="" index="" desc=""
dbtable="version" dbname="value" dbtype="INTEGER" dbindex="NOT NULL" />

<field internal="true" name="" type="" class="" category="" index="" desc=""
dbtable="version" dbname="timestamp" dbtype="INTEGER" dbindex="NOT NULL" />

<field name="incident id" type="S" class="" category="" index="y" desc=""
dbtable="incidents"3

[field name= B3 . CEG 74— /LR (ZDE 1 Nincident_id|) 2 <L %
7

[dbtable= | B #|X, T —H#_X—A XA T HHHILET (COHEITA T b
T R—R) RN LET,
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getIncidentModel
getincidentModel =~ REE L T, BRENDAL 7 > MIEAH O @A~
VL (CEG) 74— NV REFRRLET, CEGITIE, AXUF 74— /LR &
TN ROFH, BLOE 74— RICEENDLFTREMEOHHIE 243555
BV TRTEENET, 3= VRNCEDIIRTANZI T H B DY ETH,
CEG 74— /VRZIEFEICHRE CTEET,
dgetIncidentModel DI :
https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getIncidentModel
PUF O XML 3R EIVET,

<?xml version="1.0" encoding="UTF-8" 7>

- <Result>

<Value>true</Value>

<Description>Get Object Successful. Type [getIncidentModel]</Description>
- <CommonEventGrammar version="12.1.5109.0">

<SchemaVersion value="1" desc="Incident Schema version, integer, incremented starting at 1 (no
version=0)" />

<field internal="true" name="" type="" class="" category="" index="" desc="" dbtable="version"
dbname="value" dbtype="INTEGER" dbindex="NOT NULL" />

<field internal="true" name="" type="" class="" category="" index="" desc="" dbtable="version"
dbname="timestamp" dbtype="INTEGER" dbindex="NOT NULL" />

<field name="incident id" type="S" class="" category="" index="y" desc="" dbtable="incidents"
dbname="producer msg_id" dbindex="UNIQUE NOT NULL" SnmpOID="1.3.6.1.4.1.791.9845.2.1001" />

<field name="incident createtime gmt" type="T" class="" category="" index="y" desc=""
dbtable="incidents" dbname="createtime" Snmp0ID="1.3.6.1.4.1.791.9845.2.1002" />

<field name="incident name" type="S" class="" category="" index="y" desc="" dbtable="incidents"

dbname="name" Snmp0ID="1.3.6.1.4.1.791.9845.2.1003" />
<field name="incident rule id" type="S" class="" category="" index="y" desc="" dbtable="incidents"
dbname="rule id" SnmpOID="1.3.6.1.4.1.791.9845.2.1004" />

<field name="incident rule version" type="S" class="" category="" index="y" desc=""
dbtable="incidents" dbname="rule version" Snmp0OID="1.3.6.1.4.1.791.9845.2.1005" />
<field name="incident rule grouppath" type="S" class="" category="" index="y" desc=""

dbtable="incidents" dbname="rule grouppath" SnmpOID="1.3.6.1.4.1.791.9845.2.1006" />

[field name= | ZF|%. A>T FCEG 74— /VREFRLET,
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getELMServers
getELMServers v Rafi 358 7Y EITHRETHIEDTES CA
User Activity Reporting Module %— "D —E A BTG T 52N TEXET,
getELMServers D5l
https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getELMServers
LR D XML 23RS ET,

<?xml version="1.0" encoding="UTF-8" 7>

<Result>

<Value>true</Value>

<Description>Get Object Successful. Type [getELMServersl</Description>
<service type="service" name="Event Log Store"
id="/CALM Configuration/Modules/logDepot/Config" edit="true" updated="1232571794"
global config="true">
<service type="host" name="machinename"
id="/CALM Configuration/Modules/logDepot/machinename/Config" edit="true" service name="Event Log
Store" updated="1232571795" />
</service>
</Result>

EROFITIE, 1 DOV —"OHNERRIITNET, B type=host ] 1% CA
User Activity Reporting Module — /3D R AR (ZD 34 Tmachinename ) ) &
RLET, 1 DFITEHOFRANARTE TEET, XML Dlservice] EHRNE
L H 1 DD CA User Activity Reporting Module — &R L £ 9,

getGlobalSettings

getGlobalSettings =~ R&{f f3 5L, #—7~ vk CA User Activity Reporting
Module V=DV B— VR ELA R R T HIENTEET, FR— VLR E
ZFRRLUT, ZIWPBIERKT D API 7 T E72 XL AR — b3 — Ui L T D
EIME Il cExE9, X IEIE CA User Activity Reporting Module />4 —

7z —AbiilllishE T,
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detGlobalSettings Dl

https://ELMSERVER:5250/spin/calmapi/
getObject.csp?type=getIGlobalSetthttps://ELMSERVER:5250/spin/calmapi/getObject.cs
p?type=getGlobalSettingsings

LLF O XML 3RS ILET,
<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Value>true</Value>
<Description>Get Object Successful. Type [getGlobalSettings]</Description>
- <iSponsor>
<Name>CALM</Name>

<Version>12.1.xxx.1l</Version>

<EEMServer>etr85111-blade3</EEMServer>

<EEMAdmin>EiamAdmin</EEMAdmin>

<Certificate>/opt/CA/SharedComponents/iTechnology/CAELMCert.pl2</Certificate>

<Password>BhUXVFhQCFXEDA==</Password>

<DisplayName>Global Configuration</DisplayName>

<CalmType>service</CalmType>

<AppInstance>CAELM</AppInstance>

<ELMPath>/opt/CA/LogManager</ELMPath>

<Updated>1269421754</Updated>

<KeyFile>@APP_NAME@Cert.key</KeyFile>

<UpdatelInterval label="Update Interval (seconds)" def="300" prompt="Update
interval in seconds at which components checks for updated configurations"
type="number" min="30" max="86400" global="true">30</Updatelnterval>

<SessionTimeout label="Session Timeout (minutes)" def="15" prompt="Session timeout
in minutes" type="number" min="10" max="600">15</SessionTimeout>

<AutoRefreshAllowed type="bool" label="Allow Auto Refresh" prompt="Allow users to
set auto refresh of reports" def="false">true</AutoRefreshAllowed>

<AutoRefreshFrequency type="number" label="Auto Refresh Frequency (minutes)"
prompt="Auto refresh frequency in minutes" min="1" max="60"
def="10">10</AutoRefreshFrequency>

<AutoRefreshEnabled type="bool" label="Enable Auto Refresh" prompt="Enable auto
refresh of reports" def="false">false</AutoRefreshEnabled>

<AlertAuthentication def="true" label="Viewing Action Alerts Requires
Authentication" prompt="Requires authentication for Viewing action alerts"
type="bool" global="true">false</AlertAuthentication>

<DefaultReport EEMDisplay="calmName"
EEMsource="/CALM Configuration/Content/Reports/Subscription/scorecards,/CALM Conf
iguration/Content/Reports/User" calmType="scorecard" label="Default Report"
prompt="The default report to run"
type="combo">Collection Monitor by Log Manager</DefaultReport>

<EnableDefaultReport type="bool" label="Enable default report launch"
prompt="Enable automatic launch of default report"
def="true">true</EnableDefaultReport>
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<HiddenReportTags type="shuttle" prompt="Hide selected report tags view in the
application." icon="tagIcon" label="Hide Report Tags"
EEMsource="/CALM Configuration/Content/Reports/Tags/Report" orderedlist="false" />

<HiddenQueryTags type="shuttle" prompt="Hide selected query tags view in the
application." icon="tagIcon" label="Hide Query Tags"
EEMsource="/CALM Configuration/Content/Reports/Tags/Panel" orderedlist="false"
global="true" />

<EnableDefaultProfile group="Profiles" type="bool" label="Enable default profile"
prompt="Enable automatic launch of default profile"
def="false">false</EnableDefaultProfile>

<DefaultProfile group="Profiles" EEMDisplay="calmName"
EEMsource="/CALM Configuration/Content/Profiles/Subscription,/CALM Configuration/
Content/Profiles/User" calmType="profile" label="Default Profile" prompt="The
default profile to run" type="combo"
global="true">CA Access Control</DefaultProfile>

<HiddenProfiles group="Profiles" EEMDisplay="calmName" type="shuttle"
prompt="Hide selected profiles view in the application." icon="profileIcon"
label="Hide Profiles"
EEMsource="/CALM Configuration/Content/Profiles/Subscription,/CALM Configuration/
Content/Profiles/User" orderedlist="false"
global="true">CA Identity Manager</HiddenProfiles>

</iSponsor>

</Result>
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getTimeZones

getTimeZones A~ Rl T8, 7 NITA—ZLELTHR—FSNTND
DAL = RRTHIENTEET, ZOa~vREEHL T 245 —2
O—EETGFL, 7 T =22 A L — B TRSNA LTS
TENTEET,

3 : getQueryViewer, getReportViewer, 3310 runQuery THZWRZ ALY —
VEFRELIRD -T2 E . T — 21X CA User Activity Reporting Module H-—/3
DHA Y — 2 TIRENFET,

getTimeZones M

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getTimeZones

LT O XML ARSI ET,
<?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>true</Value>
<Description>Get Object Successful. Type [getTimeZonesl</Description>
<tz>
<TimeZone isDefault="false">Etc/GMT+12</TimeZone>
<0ffset>720.0</0ffset>
</tz>
<tz>
<TimeZone isDefault="false">Etc/GMT+1l</TimeZone>
<0ffset>660.0</0ffset>
</tz>
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getVersion

getVersion 2~ RA&HE 3 25L, #—7%" |k CA User Activity Reporting Module
PR ETEITENTND APl D=V ar a2 FRoRn T 52 ENTEET, /N—
VaATRU THLMEITHVEE Ay NIT NV a—T 47O HIIZIZZ D=
~UREHE L TTEEZNY,

BB ICID R ORPIZL ST, APl ONRX—V g PNe— Vo MY
fttL?> CA User Activity Reporting Module 22 7R — R hD/N—T g LB Ip B8
BRHVET,

getVersion Dl

https://ELMSERVER:5250/spin/calmapi/ getObject.csp?type=getVersion

PAFD XML DN IREET,

<?xml version="1.0" encoding="UTF-8" 7>

<Result>
<Value>true</Value>
<Description>Get Object Successful. Type [getVersion]</Description>
<Version>v12.0.48.14</Version>

</Result>
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9T Ea—T7HELUVLR—FEa—7Da—)L

91) Ea—T7ELUPLR—tE2—F7DI—)L

GetQueryViewer 33 J 1" getReportViewer TlX, CA User Activity Reporting
Module A2 % —7 = =AM TTAANIRE 2—T AL F—Tx2—A 4
FUBRSNES, ZOVALRUNE, LR—M7 2B 5227 D%<
BFATCTEET, FATHE/R A AT DFERIIZ- DU TI, CA User Activity
Reporting Module API F T A ~L 7 2SR TLTES0,

nooa— L, =KX —T 4 R—=2 LB ORZEDMOT IV r— gk
DIEFTERA L RERVET, ZhbDa— L2 FEHTH5EE8. U TOAE#%
JELTLTEENY,

s GEAEFRGEEZE T 58 LAR— b E2—T £/ Ea—T D'y ia
IZ1Z CA User Activity Reporting Module &> a DI HIZIEXA LT U
23 H S 7p<720Ed, XA LT ME, CA User Activity Reporting Module
TV r—ar TR ARV Ea—T £2137 ) B a—T 2O
TT7 TV r—a o THIEISILET,

m  CA User Activity Reporting Module {ZH—R/X—7 ¢ Bl 3 GRSz
WIS, BF 2T EOEENS, ZbOa—uErs A R—DZUF
AVIZRENET, U TFTOHEOWT I EHER T, v/ f ~—v
SOVZ AV IR RETHZEMTEET,

. TARTCOaASURICHERR T — IV REL CGRAMERBIMEEZ & D 5,
APl AL RV B BIIZERREATTUVVE T, API AE U RLIE, FEFoR
T4 — VR DR EDATHEZRN O DR —Z )L TEIEL F3,

n Ul 2R =R MO ENE/ IO AL DHIIZ, getVersion 7L D~
UREFATLUC, R BIDNU T2 7 7 ay (5% CRARRGEEZTTO
72E)EATWET,

EZEEE

APl By 52D T (P. 19)
getQueryViewer (P. 39)
getReportViewer (P. 52)

AP| GEGIE (P. 15)
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getQueryViewer

ZOaA—NVEMERATHE FFEDTZIDTD DT TT7 4 TINIRE 2—T KR
THZENTEET, BEa—Td AF U RTaroariR—ro e U TRAEEN
TW5, 58272 RE% i 2 7= CA User Activity Reporting Module 7Y £ 2—7
TJ, iFrame WIZ URL ZHLDIATe Z &2 XD ANT TV r—Say A4 —

7 o — AETNIINBR — 2 AR E D7 =V O IATe Z N TEET,

S TR DAYV a— 3, ISP, JavaScript, BL N HTML Vo 7z
Web X—Z2D7 7V —Ta THELES, 2OV Va—Taid, #HiAL
HTML = 2R A RE THY AR —hSHIUTND0E 97 BLUOWEL e
Flash 777 AL 37 7V r—ay THR—RSITWDNE NI ST, C++
F7-1% Java Swing DT 7V — a TIHEIWEL 2 WS A0SV £, Flash 2
YIN—FTERNT 7V — 2924200 T, runQuery Z1EH L T D7 —4%
FHRIFL=D2 T, 22—V DERBFIZE /=X RE L T 7 — 529
SIEDHELREINET,

getQueryViewer A 45l

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Su
bscription/panels/System Event Count By Event Action

AT AR (AR T I a R e EFR R LUET,

[getObject.csp?type=getQueryViewer ] |Z., getObject 2—/L DX AT (ZDGE
I Ea—T)EfRELET,

[&objectld=Subscription/panels/System_Event_Count_By_Event_Action] %, ¥
EDITY ZOGE TV AT ARV (AR T 72 a Bl) WA HTD
Y7 2RIV T vary JRVERELET, EDOIHRITIAG A F—T=—A
(2T H =27 TRUIGITERRINTODINA AN E AT THZEITK
DIEECTEET,

eSS
getQuerylist (P. 25)

a7 7=V (P.51)
runQuery (P. 54)
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YT DIETEIEHE

FREH B 21BN 5281240, getQueryViewer, getReportViewer, F7-1%
runQuery 2—/LDFERAE  HENUOKDIATeZENTEET, BIEDOTET
WERETEET, BFO7V OV 7'y MZT5Z2EG, FFEDT Y a—~
WZBE T DL DICTHIELAIEETT, e fEH B A HL T, mED
W€D BICRE TR EDIAT DAL MIDNT 1 DDOP—ROIRIZHLT
JEVEFATTHIENTEET,

UUTOREHEBZRETEET,
server

JXYDOxGEET D CALM B — "ZFEELET, 7 74/L M localhost
(getQuery =2— /L CHRESNDY— ) T, ZOfREH A ZEHL T, Bl
DY — "B —7y NI THZENTEET,

timezone

JTYNERSNDIAL Y — 5 EFKLET, T 74/LME CA User
Activity Reporting Module tF— N3 FEITSITNDEHA L Y — 2 TT, ZD
BEEHEBAZHFEHL T RN DOAAL Y = TERINDIINHETD
TENTEET,
federated

IR T7 2T L—ay NI TV DN E DD E (true F
7zlX false T)fEELET, 7 74V MEIL true TI, ZDHE 7=V
BoO7=Fr—rary =R bhizo TSN ET, ZOMETIZ, 7=
T L—var MBIk 57 TUIZES 958 F O CA User Activity Reporting
Module /L — /L33 SV ET,

filterXml
TV HAENDT —Z 7V EE XMLIER CERE LET, ZOEEHE

HZHL T, RANM E21TF DM CEG 74— VRIS TT 4L ZY
T HZEL AIRETT,

IncidentFilterXml

LIR—NIEENDA T U 72N ASNDT —H 7 4V 5% XML
R CTERLET, ZOBEHEHEZEHL T, A v 7 U MEMIFR 21X
ZDOMOD CEG 74— VRIS NWTTIANAI T FTHIEL A HETT, &
DR E I getReportViewer Z—/ LD B S E T,

accessfilterXml
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JTVEHENAT —Z 740 2% XMLTERCERLET, FEEL R
N —RBREEE AT 054, ZOHREFER T L, 2—For—1iz
HANWTT IRV R —MERETANETHIENTEET,

params
I TV HSNARE RO Z XMLIENTERLET,

prompt
BINo7ar7s arka— VaERRTH0E D)% (true 7213 false T)
HIEILES, 7 74V ME false T3, ZOfEIL, 7Y XA RTa T
NCHDIGEIZDOBRANTT, Z7ZURT a7 ChngGE | ZOEIT
RENFET,
WOFREH B I, Tprompt=true | L EL TW DG EICOAEHLET,
promptvalue

Tar 7N 7@ AT HT AN AR ELE T,

col

T T VYRR T HAR N AR —ERZRLUET, col a8
BIRELC, B DX —7 M ek e+ 52808 caEd,

3RS

getQueryViewer (P. 39)
Jur7 k7= (P.51)
runQuery (P. 54)
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H—/\DIEFEIEB

ARTETNLIP TRV RIZE ST, 774V REIF D CA User Activity Reporting
Module % — DA XUk vy AT %7 2 OZ—7y e LU THRETEET,
7 7 #/V N localhost (APl 21— /L TR ESNLDH—3) T,

getELMServers Zffi HHL T, A& DO — 4 O—BEEATUGTHZ LN TEET,
Y—/N\BIEEEEOH

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Su
bscription/panels/System Event Count By Event Action&server=ELMSERVER2

ZZCl&server=1E, Z7=URIROY— D4 RiIZFEELE T, [ELMSERVER2 ]
T XMRETH— R AICEEWRZ FT, 7 74/ IS localhost (ELMSERVER)
THDHID, T 7 H/WVRUSND L —F o s B — "B ET D6 LM,
&server B R A H T2 ITHDEH A,

E i YRR — " F A AT UT= A ELMSERVER fEIZ L > THRIES
U727 7 %/ CA User Activity Reporting Module — 33505 — X 3K E
WET,

EZIEE

getELMServers (P. 33)
runQuery (P. 54)
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B4 L —UHEEIERR

getQuery £721% runQuery D — LT ZA LY —  DIREHEH ZBIN4 52
EINTEET, getTimeZones Zff L T, fEH AIRE/ &AL Y — 2 D—FE AL
B/TEET,

AL J—VEERBOH

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Subscription/panel
s/System Event Count By Event Action&timezone=TIMEZONENAME

ZZCl&timezone= 1%, 2% L — D& HIZRELET,
getTimeZones 1 — /L &> CRESNTz—EDRTRAIEST,
[TIMEZONENAME | % EFEDX A L — U I ES A F T,

E BRI AA DN AR T DL AR RL, L F OIS, AAL Y — %

fRE LI — M C > TR E T,

m  runQuery 2— /LD TN/ ALY — L IMEESINIZS G . GMT A A
ABTINIBENET, ZTANDNTIAL Y =V RIRWGE T 741
ReLTH =R EATINTNDE ALY — U DMEHSIVET,

m  getQueryViewer ¥721% getReportViewer D—/LDHITHA LV — 2 Hg
TESIVTNRN, FIT SN2 AL — U PIEESNTWDAESA. 774
NRELTH =k = RDEA LY = Ml SN ET,

TR

getTimeZones (P. 36)
runQuery (P. 54)

% 4 E: CA User Activity Reporting Module API M5 43



9T Ea—T7HELUVLR—FEa—7Da—)L

S EER

IncidentFilter ® XML {5 EE H (P. 47)

XML Z4)LR) T DIgEIEE

XML FER DL 38— 95 CA User Activity Reporting Module 7 /L2 %%
OMEORREL TRE, filterXML MG R AL L TENLDT AV Z %
getQueryViewer, getReportViewer, F£721% runQuery @ URL (ZIBNITXET,
AND BE N OR DB I P ->ZEMEHL T, DT V25 FANTD
ZENTEET, FEEMIT, XML JEZT CA User Activity Reporting Module
AT AN 2R T DT EITRVET,

BE: FilterXml ORI THEMET T, £72 APHZ K> THREESNDZ EHHD
F N, B2 T ANZ) TR 27— AL ET, £

DIt TANE) 7 Gl 2GR BB O TE R 205 2 S HESR S

EScR

FER FTRB 7 ANV A ERITLL T O LBV T, M HT D0 EEOEWIEIZER R
LTWET,
Iparens
EpoZORaERLET, AR7EIZo U LETT,
logic

TANBERES T MBS (AND /21X OR) AF5ELE T, HPIDT 4L
ADEMETIX, BICHPMEAZZ L TREET,

col

IV RETHAR NN ETEFRLET, getDataModel 2 L T, i H
AIRE7R B D— ARG T HI LN TEET,

oper

TANAMERTHEBEFE2ERLET, ARREIILL FOLBYTT (R
SCFEN TR EBNEIET ),

= EQUAL-ZELW

s NEQ- FFELL2W

m  LESS- JLh/hawn

= GREATER- KW K&\
s LEQ-LLT

= GREATEQ- UL I
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m LIKE- &

m  NOTLIKE - & F720)

m  INSET- REHY

= NOTINSET - % E72L

m MATCH- —%9%

m  KEYED - ¥ —iXEHY

m  NOTKEYED - ¥ —fRE72L
val

TANZ TR T DEE ERLUET,
rparens

FroZ OB EEFRLET, AN7RMEIT 0 LLETT, AD> 2O/,
WAZENSZOHE—HLET,

TIT7 4 TN T EA IV R — e BRI B a—T A X —T = —AD
[(m—H TANEIZAT T R I AD[FEMT7 N2 ]2 7a T, & ELT:
FilterXML Soh 2 R £+ A2 LM TE 9,

XML 24)LRY 5 DIEEIR B DA

ZOBNE, 74 H AT —RhANEE T getQueryViewer 2 — /LA TR TWVET,
DN T LT DD TANZI T G ERL TERLTWVET,

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Subscription/panel
s/System Event Count By Event Action&server=ELMSERVER&filterXml=

<Filter logic="" lparens="1" col="source username" oper="LIKE" val="su" rparens="0"/>

<Filter logic="AND" lparens="0" col="event logname" oper="LIKE" val="CALM" rparens="1"/>
</Scope>

[&filterxml || Z. 2D IZT ANE AT —RAV IR % T e % Rw LTV ET,

T 4IVH AT —RANZ, source_username %1 Clsul% . event_loghame %] C
[CALM) ERRFRT 27 VAR EL COET, AND A7 —RA b (Filter
logic="AND") i{ZL> T 2 DDOEHDFEEIILTNDTED , WTDFIZHZEI
ENDENOHA R DI PIESILET,
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TR T4ILE XML DIEEIER

AEBA AL 0/ SAY —REBFED AN =X DA AL CRAET D86, 7=V £721%
LR —RMMI*RL T XML JE=D CA User Activity Reporting Module 7 (/L4 % 5
ANCERETEET, /Ay a— )L TEISNZT 7B 7 LZ XMLIE, £D
Tyl alNTIEITESN TR TOZZY BNV R—MIEHASNET, =—
PRT IR T4VE XML EZFEAL Cal A L%y 2V E L AR —hC
7 VA XML ZTET &, CA User Activity Reporting Module (L[ 5 D7 /L 4%
L TR BELET,

TIEA T AIVE XML DEFE T T (VEZ XML DBEZE| LI TOVET,
T4 EXMLEEFELGELNT IR 70)L2 XMLIEEIER OH

ZOBNE TIEA T AN XML AT — A M@ Lo getQueryViewer 1— /L%
RLTWET, DT LT D7D, TANZI 7RI E R TEARL T
S

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Subscription/panel
s/System Event Count by Event Source&certname=test&password=test&accessFilterXml=<AccessScope><Fi

lter logic=""

lparens="0" col="event logname"oper="LIKE" val="CALM" rparens="0"/></AccessScope>

[&accessFilterXml=] %, ZDOHBIZT 7 EBR T 4)VE AT —R AV IR Z LA 7R
LTWET,

TLILEXMLEEDLTOERX J4)L2 XML DIEEEE

O, TANBBLIOT 7 ER T 4LEZD XML AT — AV M8 e objectld
a—/LERLTOVET,

https://ELMSERVER:5250/spin/calmapi/runQuery.csp?objectId=Subscription/panels/System Event Count
by Event Source&filterXml=<Scope><Filter logic="" 1lparens="1" col="event logname" oper="INSET"

val="'CALM', 'Unix""

rparens="1"/></Scope>&certname=test&password=test&accessFilterXml=<AccessScope><Filter logic=""
lparens="1" col="event logname" oper="LIKE" val="CALM" rparens="1"/></AccessScope>

[&filterXml= 1. ZDZICT 4 LE AT —RAV I 22 AR L TCOVET,

[&accessFilterXml=] 1%, ZOBIZT 7 EBR T 4)VE AT —R AV IR Z LA oR
LCWET,
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IncidentFilter @ XML $§E I8 H

XML FEX DA 27 b LAR— NI 975 CA User Activity Reporting Module
TANEEHLICDFREL TRE, filterXML SRR Z L CEnHD7 ¢
JL4 % getReportViewer D URL (ZIBITEXET, AND BLTUNOR DEABIW
RS ZHEHL T, DT N2 X AT HIENTEET, IncidentFilter
FRES H I Filter 5 EH H LIRICIOIT/EAL, RILEZRBLOHE 2 ILfH
LET,

IncidentFilter XML f§ EHH H 1L, L R—FNIZE ENHA VT b 72V D I
wWHINET, 72720, LR—NIIAXU NIV TN 72D
NEENDLGENHVET, TOIHRLR—NMIT I BAL TI4NHT D0
(2. API URL |Z Filter XML & IncidentFilter XML O 5 D EE H &2 & HHI L
NTEET,

EE: IncidentFilterXml OSAFFLIR IFEMET T, F72 APHZE > THGRES LD
ZELBHVERT A, BT AN T M T D) 2T — 3R AL
F9, FDTD, TANE T R EFLIR T AR L OEEZD ZEN
HELES U ET,

IncidentFilter XML $§ €18 B DI

ZOHE, TANH AT —RA N & T getReportViewer 1— /L&A 7R CTOVET,
O T LT B, TANAD T S Z BB CTERLTWVET,

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Subscription/panel
s/Incidents by Priority=ELMSERVER&incidentfilterXml=

<Filter logic="AND" lparens="1" col="incident createtime gmt" colfunc="" oper="GREATEQ"
val="1285854741" rparens="0" filterTag="" substituteValue="false" isDynamic="true"/>

<Filter logic="AND" lparens="0" col="incident createtime gmt" colfunc="" oper="LEQ" val="1285876341"
rparens="1" filterTag="" substituteValue="false" isDynamic="true"/>

[&incidentfilterxml=] 1T, ZDOBZITAL TR TA4NH AT —RAV IR &
ZRLUTUVWET,

ZOT7NAE, FRESNEHIBTICER SN =T R TOA v T UM EREEL
gz‘é—o

AR

XML 7V ZV 7 OFEEE H (P. 44)
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HBROZKHDIEEEE

getQueryViewer, getReportViewer, 7213 runQuery O=1— /L DO#E RIS %
RET DT, param S AF AL ET,

5 T HEZR param SR{FIZLL FOLEEYTT,
ARG_limit

7 TN E S TRENDITORERELET,
ARG_show_other

I Ea—T RN FEOMERRIINER R T H0EID % (true F721Z
false )5 ELET, ZDOA T aid. FALNEIZADZ=TY
(event_count |[ZFEDWTEEFH L7227 =V HUATOHIBRAE &~ M A L 72
L) EETL/ T ASNE T, ZOF T ar NEREN TODHEA,
BHID N -1 (NI TOHIBRAE) H £ TOAMI@EE B FR RSN E
T, Ll Nl B OA_UNI[ZDOMOA RN ELTERRESNET,
[ZDMDARRE, DDA MNIFE SO TEHESNTAXU T,

ARG_event_datetime

R 72O 2V FRTHE A SO B OFEML ~ V2R ELET,
FRE CEDHMEITLL T DLBY T,

m event_datetime

m event_day_datetime

m event_minute_datetime

m event_hour_datetime

= event_month_datetime

m event year datetime
ARG_start

7 2 OEHIBARRF R 2R ELET,
ARG_stop

7 Y OB TR Z R ELET,
ARG_minduring

HESNT-8HRFE L0 TN N —T SN T AR M B L E
T, I—F SN TV DB TT,

ARG_maxduring
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FRESN BRI CRZBIC IV — T EESNIA UM EELE
T T N—TENTZI TNZD BT,

ARG_maxbefore
FRESN-BIEEF LRI CRBIC NV — T bSNA UM EFRLE
T, TNA—TENT I D BAG LT,

ARG_sumatleast
I N—T T AN ORI EEFRLET, S — k&SI
DHAZNTT,

ARG_sumatmost
N —F T DA BRI ERLET, VI —F SN =Y
DIHENTT,

HEOEHOETEBOH

ZOBITIE, R H7280, params SFEA BB THERRL TVVET,

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Subscription/panel
s/System Event Count By Event Action

<Params>
<Param id="ARG_limit" val="'200'"/>
</Params>
ARG_limit DfE% 200 1T ETHZ LD, 72U THRAID 200 17D I3
IRSIVET,
B R B ] SR 14
FHYIRFH params G2 L T FrEORE REFOIREH B IZENOEIE
M 5282 d, 7 V%50 3 DR I A 1R E 322N TEET,
{5 FH P REZRBhAUBER params SRFIZ LA RO LB T,
R EHEA
now BT REZ
start of day AR H OBHARERE
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weekday <%5> B CoRSNDHER -
» HEEHO
n ARER1
w CKIER2
= /KA 3
= KHEH 4
n ®REHS
= THEHG6
start of month 4 A OBAIGEE S
start of year KD BHAREE A
< 5> seconds B
<$> minutes GaR"
<#> hours IREfH 4K
<#r> days A%

JTVEBREFIILR—MNERIZOWVWTHERELHAIEETEET, ZOHA.
a— )W BIEN =R EE B 1L, X—RA 7V EF =R LR —hDH
THRESNAEICELLET,

WTILOEA T, URL D THRES IV TUVRVWME IR E DY FHE A,
BRI EIEEIEE DA

ZOFITIX, LT LT D20 params SefbE A BBIL TEORL TWET,

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Su
bscription/panels/System Event Count By Event Action

<Params>
<Param id="ARG start" val="'now', '-12 hours'"/>
<Param id="ARG stop" val="'now'"/>

</Params>

[ARG_start | DfE [now ] 33K TN -12 hours ) 1E, 575 12 FEff 14227 =V OB 44
RETDIDNTHREL TWET,

[ARG_stop ] D lnow ] 1%, BIEDIFAIZ 7 2D T HET IR ELT
WET, LIRS T, 2O/ TR E 12 B OFT — 2O BB IUES L E
T,
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JovJk o)

FEMEER

fii A DAAEDOFEEE H (P. 48)
runQuery (P. 54)

a7 N, 7V EFAT T DRI ED T A NZI Tz NI TEHEH O
7YY, getQuerylist ZfE L T, fEH Alge72 7 0 7'h 72U 2RI $THT
ENTEET, [Promptid) EHEIL, T ur 7N 7 aELET, a7
TV AERES VAR E T D Panel id ) ESEDRDVIZERIILET, prompt,
promptvalue, L col DFEMEFREL T, FFONZES T 57 7'~ /)
BEFHETEET,

TANZ) AT EDNFEESIVCNRWT T T 40V a7 s eI 7 78 A
B, FTZIZ URL OHF THON D FNOEIRETHIENTEET, URLDH
THNIRFEELRITUE, T _RTOT a7 RMIBNEIREN £ T,

T4I3) T ENTWELWARRS TRV TR fl

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Su
bscription/panels/HostPrompt

TANEVTEPNATISNNTELT T X TOT a7 MR ER SR AR
T T IRERSIET,

2403 T NnT=1p 7OV TRDH

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Su
bscription/panels/IPPrompt&prompt=true§promptvalue=255.255.255.0&col=dest address

IP 7KL A 255.255.255.0 DFa 47 KL ASE MR T5 IP 7oL S M ETLE
T

[&prompt=true ||, 7B 7'h arha— Va2 RLET, ZIUILD, 73T
BT a7 OEEAEE L BB T/ 2B EFTTE LI
RDET,

[&promptvalue=]i%, BHID IP TRV AZELET,

[&col=dest_address (%, HAJDA UM ZERINLFT,
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detReportViewer

S EER

getQuerylist (P. 25)
runQuery (P. 54)

getReportViewer 2~ R T DL FFEDLIR—FDIO DT TT7 4TIV 7R
Ea—T %R RTHIENTEET, LIR—hEa—Td, AZRTaroay
RN—R U hEL THEMESFL TS, CA User Activity Reporting Module 24—
Tz —ALR—FE2—TIZBITWET, B iFrame i3 —h v AL
URL ZHEDIATeZ B2 LD FFE DL R — R a7 7V r—ay 72—

T — AF ISR — 2 U THLD AT T e TEE T,

E ST TS 2 —a1d, ISP, JavaScript, BEOVHTML Vo 7z
Web X—2D7 FVr—ar TBELET, ZOVYa—Taid, Ak
HTML ~— B LWL ELR Flash 777 A 37 7V —a THIF ATRETH
DR —FZITWVDENEINITE ST, C++ F721 Java Swing DT 7V /r—3
CTCIEEMELRWE S NHVET, Flash & —F TE0) 77V r—2 9242
DU T/, getReportlist Z(E/H L TLN—MNZE DI Y5 FHL TS5 H)
EL, KICHEL—PMNEOE runQuery ZE/H L T D7 —55RIFL7=5% T,
2 — DI S XS NEAESH L o 7 — 52687 DL PRSI E
7>

getReportViewer D

ZOBITIE, B =R =X TEDNEE=F LR—F PO LET,

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getReportViewer&objectId=S
ubscription/scorecards/Collection Monitor by Log Manager

getQueryViewer DA L[RIARIZ, getReportViewer [Z DUV TH 7 (/L A0ZE D
fhofeEHH 2 H T 2ZLMTEET,

EDIHRLR—Mab Ao F—T 2— AT & —2a7 TRUIGN TERS
NTNWDIDNTHA N E AT T HZLIZIVFRETEET,

3 EER

getReportList (P. 28)
runQuery (P. 54)
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getIncidentViewer

getincidentViewer A~ REFHLC, /' I7 4 ViAoV T VR Ea—T%
FRTEET, 2O 2—T1F, AXRT ey OarR—3r o he LTRSS
TU % CA User Activity Reporting Module /> % —7 =—A AT F Ea—
7 EELCUNET, CA User Activity Reporting Module 1> % —7 =— A/ b
TELEBMERE (12T U b~ —URHIBR R E) 1E, 2O 2—T bILFAT
TEEHA,

E Z2TRAT DY Y2 — a3, ISP, JavaScript, LN HTML &V vo 7z
Web _R—ADT 7V r—a TEELEY, 20OV a—ar i, HAL
HTML X— B KXW B 72 Flash 777 AL 37 7V r—a THIHRIEETH
DR =R TVDNEINITE ST, C++ 7213 Java Swing DT 7V r— 3
CTCIFEMELZR WA DRHDET,

getIncidentViewer M4 :

https://elmserver:5250/spin/calmapi/getObject.csp?type=getIncidentViewer

ZOa— UKD AT U a—T NERIN., B 6 BB S
AT URDIRENE T,

getQueryViewer &[AEIBEIZ, getincidentViewer [Z DWW THEFE, 74 /L 2728 D
fREHHEZEHTEET,
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runQuery

runQuery

runQuery 3 5&, 72VEFITLCTTT74 N7 ) B a—T Tl
XML THERDIREIND LT T HIEMTEET, Flash R —RCTE7pW T
Vor—al /el 7o) ERIIL AR — O 2— T ZEEHD AT Z LN TER
WT ) Ar—31 312D T CA User Activity Reporting Module 5 —# % BufS L
JOLT DA, ZOAYREHEHTEET,

getQueryViewer DA LRBEIZ, URLIZZ U EE H A BNl TR—R 7
Va7 4NH) T LUET,

runQuery 2 L7212, BEEWOBREIZE L - TR RSNDHIIIT XML
T =2 DA EFHELET, 7221, runQuery T—/L% Web 7R —4 /L {ZH]
DIAIR, T —HDEIRICAZ A L — el T HZENEZLNET,

runQuery DI

https://ELMSERVER:5250/spin/calmapi/runQuery.csp?objectId=Subscription/panels/Col
lection Monitor by Log Manager By Log Name

PLFO XML SRS ET,

<?xml version="1.0" encoding="UTF-8" 7>
<Result>
<Value>true</Value>
<Description>Query run successful</Description>
<QueryResults>
<Version>1l</Version>
<Row number="1">
<event logname>CALM</event logname>
<event count>581</event count>
</Row>
<Row number="2">
<event logname>EiamSdk</event logname>
<event count>131</event count>
</Row>
<Result totalrows="2" returnedrows="2" startrow="1" endrow="2" executems="2382"
mstofirst="2382" mstolast="2382" />
<DbResult numberdbsqueried="1" numberdbsresponding="1" numberdbsnotresponding="0"
listdbsresponding="../../LogManager/data/hot/machinename 1232571874.hot" listdbsnotresponding=""
/>
<HostResult numbberhostsqueried="0" numberhostsresponding="0"
numberhostsnotresponding="0" listhostsresponding="" listhostsnotresponding="" />
</QueryResults>
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SQL ServerSELECT event logname , SUM(event count) AS FUNC SUM event count FROM view event
WHERE ( ( datetime(event time gmt, 'unixepoch') >= datetime('now', '-6 hours') and
datetime(event time gmt, 'unixepoch') < datetime('now') ) AND ( event category = ? ) ) GROUP BY
event logname ORDER BY FUNC SUM event count DESC LIMIT 10 ; [Operational Securityl</Sql>

</Result>

API (D & §%

S EER

getQueryViewer (P. 39)
getReportViewer (P. 52)

DI a - Tlk, CA User Activity Reporting Module ~®D 8L 5L D& Gk IZDU
THHALCQOET, APl OB GRAR— U2 LT, BERGEIEAERL T,
IR DD TN A F B RRRIC T HIENTEET, EBI D s
T VEAER T DB 1 DDA H — 7:;—7\%@)% LT, B,
BokTorientcadd, "B —T T IXE T X TOLEDOFEAE
YERKISATRE T,

ZDOEI AT, %’éﬁaﬁﬁm~vif_ VX723 GEDOE - N E F L7200,
FRILHETRWG AL, BEA A REIC T D — M HOWTHhit BHL T\ E
R

B E
AP ?ftﬁHifD{’EﬁJ‘Z (P. 56)

%4 Bk (P. 60)
(D%%%ﬁ# < (P. 61)
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API SEBAZE DERKL

APl L IR G (L R —T 2 — A RX—VN T VB AL T, TV AT B bk
SERAEZERR L2 B e AR O —E 2K R UT=0 | BEFEOZEAZEO NI
WKL DB GAFRERLTZ0 T DN TEE T,

URL ICRERETE A BN D&M CTEET, FRESRT4UIE, CA User
Activity Reporting Module 227> R_X—|ZUX AL 7hSuET, ZOEIEIT
2= A H—T 2= 2ZR MO T TO APl 2— /L LRI T,

¥ : EiamAdmin O— 4 LA — R, 8L OB ERGEA E 2B T DB
ERLET, MihE —ERIREIIREAER T DERX. ElamAdmin OFEGEE
;&ffﬁiﬁﬁj—é k%}j‘ i&)@i‘j—i)\ rﬁfi%@mun rﬁ i&f—f‘ VCT

AEBAER— DO RTOHI
URL: https://ELMSERVER:5250/spin/calmapi/products.csp

CA User Activity Reporting Module a7 A R—U%FKoRLET, #Y)7278
REE A AT oL, M BERAR—UNERRINET,

FEFEDIERLDFERIC OV TR, ARG — DB T 7B X TED CA User
Activity Reporting Module APl ~/L 7 &R T7ZE0,

EZIEE

B 5L DX (P. 60)
JT) Ea—T BIUOLAE—hE2—7Oa—/L (P. 38)
AP| G2 (P. 15)
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CA User Activity Reporting Module [ZH! fh &8k 3 D 4%

TN A A TEDHIIITT HITIE, CA User Activity Reporting Module
(ZHL ARG L E T, MBS U T, AU —RNEHE 77 R E L F2idh
DT IV r— a5 CA User Activity Reporting Module 7 =V X TR AR —R
IZT 7B ATEET, BEALFLZIZRD 2 SDOFNENRHVET,

1. CA User Activity Reporting Module CTHAEIAEZERRL £,

2. U AT DGR EATOTIE . AN OB S B SR REIHE A LN
AT —REFHLET,

ZDOFNED IEREZ2FIEIL, CA User Activity Reporting Module (28 8% 5
FrEDR L TRV ET, 72720, BEREITOIITITIR O iz HEmL
TEREET,

m &35 CA User Activity Reporting Module — /SO AR, F721% 1P
TRV A,

s FE 1 TrERRL-REREA,
s FIE 1 TERLIZEFHED S 2AT —]),

3RS

Rk E OB (P. 58)

%6 4 E: CA User Activity Reporting Module API M 15| 57



API D& §%

BIXEIBAZ D1ERK

BERREAEAERRL T, D CA B E/2 i3V — R =T i nhb0 7

VAT TELIDCLET,

SRAAELERTSHE

1. Web 7IUHEBIWT, IRD URLE AT LET,
https://calmserver:5250/spin/calmapi/products.csp

lcalmserver | %, 8512 % $% 95 CA User Activity Reporting Module ¥—
INDOP— "G ENTIP TRURIZEBLET,

%77 EiamAdmin :L“_"'j_gfbfnunﬁéﬂfb NRWEAIR, vl AV N R
IRENFET, T TICRRESN TWA AT, B BGRAR—URERRENE
T,

2. Eiamadmin OD—HZ AT —RK2 A 1L ET,
BAEDOT R COBRGRAFAEDY AR E RSNET,

3E: FEAEZVER T AIZIL, ElamAdmin 22—V OFGEE A Fio> Qb dh
ERHVET, BEEIEERAHIUL., " EZVANR R U0 G ERR
L7204 5DI2+4 T,

3. EAUND BRERFE B IVAND EOBERI) 2 H )07 U F T,
4. B TAROA4FIBIO AT —RE2 AN LET,

o REEAS L RRT —RE VTG L TIEEV,, AN ORI D B G
WFRZATHEENT ., GEHEL &/ RRT — R BB IC R0 £,

5. HXATIREIRZ A HI) LU ET,

BA = ISR, RE B4 D B B U AN R R Sh &
7.
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oD B HAERR

ik EZHIPRT 28T, i B PR TE £,
HRTBERMERTIAE

1.

Web 7 77 ZBHIWT, IRD URLZ A LET,

https://calmserver:5250/spin/calmapi/products.csp

lcalmserver | %, 52 B &k fif %75 CA User Activity Reporting Module
P ROP— L ET P TRV AIZEHRLET,

07 AR RRIIVET,

Administrator 2—/L D L—HPH BLOVSAT —RE AN LET,
BED T X TOBREGEHZFEDUANNRRSILET,

HIbR I o8 GaEAEZ 7y 7L ET,

(B ERfRER] 27V 7 L ET,

WERBRDF AT 0T INERESNET,

[oK]lZZ7Uy 7 L ET,

MERRAY B —VNFRIRSIL, AEIAEA 3 B8k A 55 JU ARG HIBRS U
E
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éﬁg

]
AR

D

=

registerProduct = —/ V& 3 25&, STV B AL A L DT DI B A B Bk
THIENTEET, RN BET DL, FEAENMERSIL, BT —HX—2
RIS E S, BB AL H—T = —RAITT VB AT AT LN RETR,
FATEELLBRWGIE T, 2O — VA HTEET,

72z IE, =R R—=T B AR A LI T 2556 GEHEMER S FTREIC 22
% EiamAdmin D/SAY —RZ KB T AZLITEELLRWIGERHVET,
O REEESAT —REERKL, ZNbE— R/ —F7 Do —F
IZEAT L CL A Z R E CEDHIDITTHIENTEET,

registerProduct M4l

https://ELMSERVER:5250/spin/calmapi/calmapi/registerProduct.csp?action=registeré&c
ertname=YourProductName&certpassword=CertPassword&certname=xxxxx&password=xxxxxx

ZZCl&certname=YourProductName | 1%, &k A8 A2 ERLFET,
'YourProductName | DE 7%, Bk D8I A ITEEH L F97,

[&certname=xxxxx | 1%, AZN/RREHAESL LAY —REZHRELET,

BRILI-BEEDVAR X

<?xml version="1.0" encoding="UTF-8" ?>
<Result>
<Value>true</Value>
<Description>The product has been registered successfully. The default access
rights on the ELM application have been provided.</Description>
</Result>

BT3B E DV AR X

<?xml version="1.0" encoding="UTF-8" ?>
<Result>
<Value>false</Value>
<Description> EE_POZERROR Repository Error</Description>
</Result>

7 URL N CHRESN A RT 2R DR EDN T TI/ER STV A IGE . =
T AETHIENILKBVET, ZOIFNIILLABNS =T —DFEilR i
[EE_AUTHFAILED Authentication failed | £V ) DT, ZHUT/ SAT—R AN ELL
TRinoT b B IR LET,
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D

AR IR

unregister IV REE T 5L B OBERE MRS HIENTEES, BEk
SERAEAHI R D7 OIS Bk AL H—T = — R T VB AT HILE N AT RE
TR, LT EELLRWGE T, 20— /L& TEET,

SRS URL OB

https://ELMSERVER:5250/spin/calmapi/calmapi/registerProduct.csp?action=unregister
&certname=YourProductName&username=Administrator&password=adminpassword

ZZCl&username=Administrator | {%, & FL& 17— /L % 85D CA User Activity
Reporting Module —%Z$5ELE£7, [Administrator| D)% | & BLE HE
FRO&HLE O —PFITEEHZ T,

[&password=adminpassword | |%, HELE L —HF DO NAT—RE4FELET,
ladminpassword ] DE3455% ., [&username=] TR E LIz —F D/ AT —R |
[CRSE/ 7 aE I

3¥: ElamAdmin O —H 4 L XA —R L, B2 B ERT DRI E AL ET,
A — RN F T IR R T D BRI, ElamAdmin OFRGEE HafE H 35
ZEHA[RETIEHD 90N, WHE ORGEE R T 4T,

RSB E DL ARV A:

<?xml version="1.0" encoding="UTF-8" ?>
<Result>
<Value>true</Value>
<Description>The product has been unregistered successfully. The default
access rights have been revoked. </Description>
</Result>

KELIZHE DLV ARV A

<?xml version="1.0" encoding="UTF-8" ?>
<Result>
<Value>false</Value>
<Description> EE_POZERROR Repository Error</Description>
</Result>

3 AT CICBRERBRII TV, FIIHFIELRWG S =7 —23%
ETHIERILKBHNET, ZOIENICIK AN =T —D5Eal X
[EE_AUTHFAILED Authentication failed | £V ) DT, ZHUT/ SAT—RA3ELL
TRinoT B IRLET,
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26 5 E: CA User Activity Reporting Module Z
Web R—RJLIZIBH AL A%

CA User Activity Reporting Module D7 U&7 ZL AR —a Web 78 —4 /L[ ZH]

OIAAT, HDOA TV %R T HZENTEET, FIRIZLLTDOEBYT

‘é‘o

1. F7R7T 5 CA User Activity Reporting Module 27 YV 2R E LT, £ vh
KiE LTI APl 1— L& ERR L £9,

2. BIRL7-2oT Y% Web IR —Z /L IZHED AL E T,
B E

2T DIFFIE (P. 64)
Liferay IR—2 /L ~Da 7V O IA I (P. 65)
JXY) Ea—TBIRVAR—FEa—7Dz—/1 (P. 38)
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aAUTUYDERE

aAVTUYDEE

EDAL T VRN T DDEIRIET HZEIZLY, CA User Activity Reporting
Module 2272 DDA L7 -t A% BAAE L F7, CA User Activity
Reporting Module f > X% —7 = — 2%l L T, =—RIZH -T2 F WG £
TWALAR—NEIZ7 2 E RO ET,

CA User Activity Reporting Module ®7 U F72 3L R —h% Web 7R —# /L1253
N HITIL, getQueryViewer F721X getReportViewer D1 —/ L2{# LT, CA
User Activity Reporting Module > % —7 =— AN Cfifi F Al HE72lE &AL DR

BEEHA T AL Z T T AT LR — B X O U NERREINDIINCLET,

E£7-. runQuery LIR—FfE L T XML 2T Y EREGL, ZTDar T2
AHAN =R AL CERRTHIELTEET, TOERRNIAHTITAT
Tl37e<, Flash ZfE &9 17 — ¥ KR TEET,

LLUF O T, getQueryViewer ZE LT, T XTOA XU IDA |
Ea—7 T—T INERRTHUAT DEAR ML R — R FE O U ET,
ZDOLR—R DT D APl 22— UAE ST LL F DL BYTY,

https://ELMSERVER:5250/spin/calmapi/getObject.csp?type=getQueryViewer&objectId=Su

bscription/panels/System All Events Detail&username=xxx&password=xxx

n BEVOBRE TIOa—/ LA AT 51213, URL OTELMSERVER #4534
HIIDO T =2 DMRAFSITND T — "DRANM EIL IP TR RIZEE
ez ET,

n O TIX, CA User Activity Reporting Module = —# 4, I L OVIAT—FR
r&username =xxx&password=xxx | Zff FH LU CRRGEEZ TV E T, CA User
Activity Reporting Module =227 2 DD IAIRT DWW TIL, ZOFRGFES
AT DZENHERESIET, Txxx) A1 G172 CA User Activity
Reporting Module L—H A BLOVIATY —R|C@EXH#AZ £9, =—W4L
IRAT =R URL WIZ A DELFELLARWN VDA, BV D Web
A= TROOBIVTVIUIINOZIER RDELEL TRET HIENTE
E3 N

YERSL7Z URL 27 7T ASIL, BBDOL R —hE2IT 7 N ERENDHZE
TR THILICID BB T AN A ENTEE T,
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Liferay IR—RILAD AT Y DB AH

S EER

AP| GEGIE (P. 15)
I Ea—TBILOLAR—rE2—7Da—/L (P. 38)
getQueryViewer (P. 39)
getReportViewer (P. 52)

runQuery (P. 54)

Liferay IR—AILADA T Y DIEDHIAH

HHDZ Y EIIL AR — a3 APl 2— /L3 B C& 725, CA User Activity
Reporting Module =27 Y ZA&AHL R 7R 5 iFrame F72i3A— R hAfl
LT, APl 2—/L% Web AR—4 /L ZHDIAZ ET,

ZOFITI Liferay AR —2 /L2 L TV, AR—2/LI3 Liferay DA Ah—/L
LR EDTFNEIHE S THERRESN TWAZEZRTHREL CWVET, BV Web
R—=2NVIH RO — L RHDGENHVET, iFrames /oidA—h
L hOVERZAIZ DN TR, Web IR—H )L DRF 2 A MBI TLIEEN,
Liferay R—ZILICOAVTUVEEBORALDIZIE, LTOFIEIZHKWET,

1. Liferay T, X—U & HHUER T 20, FI3E T TR — V& EE
j—o

2. R=VUEHED UV B A —DRICHA =] T A m U
LET,

3. Ama—B[ TV —a OB R IR £,

[TV —ar OB AT Ry I A, T TV r—arOAT =)
MERINET,

4, [N hTaVEREBL. iframe 77V 7 —a OO GEMZ 7Yy
7LF T,

Hr LV iFrame IR — R IR —UIZFRENF T,

5. R—KLw NOREI 7%V, [V —A URL] 7 4—/LRIZ APl 21—
DT F AN ATILET,

6. [R1EJZZv I LFT,
IR 72T 78 iFrame WICE RENET,

7. fLO iFrames ZFX ET D0, E72IT Liferay DRF 2 A MIfE-T Web
R—=BNVENBLET,
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EOE:APIDOLNST IV a—Ta2T

TERC L7z APl 23— L 3 FAEE BVIZEMEL WA 1T, LT OFIRICHESTH
TINY 2—T 4 T &AToTLIESN, B FIAKEDHT LT AT T,
Y72 AE DT RINDINEINEHERLET,

1. LLFDXINIC URL 23— /L ORE CE TR L £,

a. VERRLTAESCE T ARNORIEELERL | BV O LYY CA User Activity
Reporting Module Y— 3% £721% IP TRV AL CWAZ L2 HERR
LET,

b. ZZUFIILAR— OFEEH B ZEBNMLIS S, 23— VDAL
(FEEIH H/NTA—ZDORTET) MEERFT (7)) THI- TR, 8T
NHHP DT A—ZDFNINEL CWDZEEMERLET, LU TICH
ZRLET,

?paraml=vall&param2=val2
2. URLFESIAIELWNIE DD T T — 2 NRRSIVRWIG S, 74V 5%

R L £9, getQueryViewer £7211 getReport Viewer 2 AL T D4

IF, A E—=T 2 —ADT A NEZEFER DS ELMERLET, runQuery

EREALTODEETE, L TFOEIIZ URLIZIBIIL T A2 R EHEH %

MR LET,

a. TANVHEDRER - X=X T (VEN BHIOT —H Rk THDTHHI L
RERLET, 722z20F, TANEZV T LEHETHA Rt =24 )
ELLASTENTWAZ 2R LET,

b. I - HFICFEEHE A T A—=2 2L TN A B LTS A,
TANEFESCHNIELWZ E AR L E T,

c. W] 7N - R OMBEA S ThLHIE, FeA L —T 17
VAT BDHA L — D CA User Activity Reporting Module D& A 2
V= LW LR R LE T,

d. TIZRRTAVE XML T AVE -y ar BIEFICaS TUR Il E %
MR LET,

e. LogDepot 27 - A XU N fE &L TIY, logDepot_sponsor.log 7 7
JVIZERRESNDT EE MR LET,

3. APl 2L R—RhORT Gk EE MR LET, ROT77ANVEBIORRE
D> TCNDZEZ R L E T,

m N7 774l epSIM_logging.properties
n T IAVRDOL AL T LT

FT6E:APLDOINSITILa—T42Y 67



Liferay R—ZILADAL T DIBEHIAH

m 27— logmanager.ui.calmapi

m 1Y 774/l calm.log
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