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This document references the following CA Technologies products: 

■ CA Tape Encryption 

■ CA Tape Encryption Key Manager 
 

Contact CA Technologies 

Contact CA Support 

For your convenience, CA Technologies provides one site where you can access the 
information you need for your Home Office, Small Business, and Enterprise CA 
Technologies products. At http://ca.com/support, you can access the following: 

■ Online and telephone contact information for technical assistance and customer 
services 

■ Information about user communities and forums 

■ Product and documentation downloads 

■ CA Support policies and guidelines 

■ Other helpful resources appropriate for your product 

Provide Feedback 

If you have comments or questions about CA Technologies product documentation, you 
can send a message to techpubs@ca.com. 

If you would like to provide feedback about CA Technologies product documentation, 
complete our short customer survey, which is available on the CA Support website at 
http://ca.com/docs.  
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Chapter 1: Using the CA Tape Encryption 
GUI 
 

This section contains the following topics: 

CA GMI (see page 7) 
Standard CA GMI Features (see page 8) 
Install and Configure CA GMI (see page 9) 
How You Use the CA Vantage Windows Client GUI (see page 11) 

 

CA GMI 

CA GMI is the GUI that allows you to view and manage information about storage 
management product activity, including CA Tape Encryption. It consists of the Windows 
Client GUI, which interfaces with a z/OS server component to allow access to basic z/OS 
server functions. 

CA GMI is included with many CA products. If you already have one of the following 
products installed, you do not need to install the CA GMI again for CA Tape Encryption. 

■ CA 1 

■ CA ASTEX 

■ CA  SRM 

■ CA CREWS 

■ CA Disk 

■ CA IDMS/DB 

■ CA MasterCat 

■ CA TLMS 

■ CA Vantage 

■ CA Vtape 

For more information about using CA GMI, see the CA Vantage Windows Client User 
Guide. 

Note: To review the most current list of products that have recently included CA GMI, 
select “SupportConnect” at http://ca.com/support http://www.ca.com/support \o  \t 
_blank, then the “Product Home Pages” option, and select the product “CA Vantage 
Storage Resource Manager GMI.” 

 

http://www.ca.com/support%20o%20%20t%20_blank
http://www.ca.com/support%20o%20%20t%20_blank
http://www.ca.com/support%20o%20%20t%20_blank
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Standard CA GMI Features 

CA GMI provides a rich set of standard features for working with all of these products. 
These features include the following: 

■ Ability to connect to several z/OS hosts at the same time, with separate views for 
each host, or all hosts consolidated into a single view. Access to objects and actions 
on each z/OS host is controlled by the z/OS security system on that host (CA ACF2, 
CA Top Secret, or IBM Security Server RACF) 

■ Table views of all data, customizable with the ease of point-and-click 

■ Graphical views of any numeric data, easily customized, with a wide range of 
two-dimensional and three-dimensional features 

■ Filtering and sorting on any field 

■ Aggregate functions (total, average, min and max) 

■ Scaling (KB, MB, GB, and so on) and color coding features 

■ Drill-down feature to zoom to related object data 

■ Wizards for simple or complex summaries 

■ Reporting features for customized and printed reports 

■ Multiple output formats, including: 

– Web page 

– Email 

– PDF document 

– Excel 

– Microsoft Access Database (MDB) 

■ Schedulers for producing and sending report output on a regular basis 

■ JCL management (edit, model, drag and drop, substitute, submit, schedule) 
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z/OS Server Objects 

The z/OS server portion of CA GMI performs the data retrieval and actions that you 
request from the Windows Client. It does this for the objects provided by CA Tape 
Encryption, as well as for the following basic storage management objects: 

■ Volumes (space usage and other attributes) 

■ Storage Groups (space usage and other attributes) 

■ DFSMS Constructs (all attributes) 

■ Catalogs (locations, relationships, entries and space usage) 

■ z/OS System Resources (APF list, Link list, and so on) 

■ System Activity (Message Log, Mailbox, System Parameters, Operator Commands 
and others) 

■ Analysis Tools (memory usage, object dictionary and component analysis) 
 

Install and Configure CA GMI 

CA GMI has two components: 

z/OS Server 

Installed on the mainframe from a tape 

CA GMI Windows Client GUI (Windows Client) 

Installed on the PC from a CD 
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Installation 

In order to use CA GMI you must install and configure both the z/OS Server and the 
Windows Client components. 

Note: If you have already installed CA GMI components for one of the other CA GMI 
products, there is no need to install the components again. If you are installing them for 
the first time, ensure that you have received the proper installation materials for both 
components. If you do not have them, contact Technical Support at 
http://ca.com/support http://www.ca.com/support \t _blank. 

To install and configure both components of GMI 

Note: System software and hardware requirements for both components of GMI can be 
found in the CA Vantage Storage Resource Manager Installation at a Glance poster. You 
can access the CA Vantage documentation set from the product CD, download copies 
from http://ca.com/support http://www.ca.com/support \t _blank, or you can install 
the Windows Client first (with no configuration) and then access the CA Vantage 
documentation set as explained in the section How You Use the Windows Client GUI.  

1. Install the z/OS server as described in the CA Vantage Installation Guide guide. 

The z/OS server is installed on your z/OS system. 

Install the Windows Client and configure the parts of the z/OS server that are 
common to all GMI products as described in the chapter “Configure GMI” in the CA 
Vantage User Guide. 

The Windows Client is installed on your PC and common GMI parts of the z/OS 
server are configured on your z/OS system. 

2. Configure the parts of the z/OS server that are specific to CA Tape Encryption 
according to the chapter “Configure GMI Qualified Products” in the CA Vantage 
User Guide. 

CA Tape Encryption objects are defined for retrieving CA Tape Encryption object 
data by the Windows Client. 

3. Start the Windows Client according to the section Start the Windows Client GUI in 
the chapter “Auditing CA Tape Encryption.” 

The Windows Client is up and running on your PC. 
 

4. Define z/OS hosts as described in the section Define the z/OS Host in the chapter 
“Auditing CA Tape Encryption.” 

At least one z/OS host is defined in your Host List. 
 

http://www.ca.com/support%20t%20_blank
http://www.ca.com/support%20t%20_blank
http://www.ca.com/support%20t%20_blank
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5. Connect the Windows Client to a z/O host and login as described in the section Log 
in to the z/OS Host in the chapter “Auditing CA Tape Encryption.” 

Your Windows Client is connected and logged in to a z/OS host. 

6. Define the Windows Client data collection mode as described in the section Data 
Collection Modes in the chapter “Auditing CA Tape Encryption.” 

Object data is automatically displayed in the object view when you open an object. 
 

How You Use the CA Vantage Windows Client GUI 

The following sections show you how to use the CA GMI with CA Tape Encryption. 

Note: For more specific details about the many features in the Windows Client, consult 
the Windows Client online Help system or the CA Vantage Windows Client User Guide. 

After you install the Windows Client you can access the CA Vantage documentation set 
by following these steps: 

1. Click Start, Programs, CA, CA Storage Resource Manager, Documentation, and then 
select Manuals - z OS, or click Help on the menu bar at the top of the Main Window 
of the Windows Client, then select Manuals - z/OS. 

Either option will result in the CA Vantage Bookshelf being displayed in Acrobat 
Reader. 

2. Click the Search All Guides button to have Acrobat Reader search all the guides in 
the list for a particular word or phrase, or click one of the manuals in the table to 
view it. 

You can access the Windows Client online Help system by clicking the Help icon  in 
the toolbar at the top or bottom of most of the windows or dialogs displayed by the 
Windows Client. 
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Accessing CA Tape Encryption Objects from the Windows Client 

All CA Tape Encryption objects are included in the Tape Resource Management folder 
that is visible when the z/OS Object Tree is opened. 

To access CA Tape Encryption objects, perform the following steps: 

1. Open the Windows Client and connect to the z/OS host. 

2. In the toolbar at the top of the Main Window of the Windows Client, click the 

Object Tree icon  to open the z/OS Object Tree. 

The z/OS Object Tree opens, as shown in the following example: 

 

3. Expand the Tape Resource Management folder. 
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4. Double click the CA Tape Encryption folder to expand the tree with the CA Tape 
Encryption objects. The following is an example of the object tree displaying the CA 
Tape Encryption objects: 
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CA Tape Encryption Object List 

CA Tape Encryption provides the following objects for viewing and analysis from the 
Windows Client: 

 

Object Description 

Subsystem Address 
Space 

Displays the active CA Tape Encryption Subsystem Address 
Spaces on the z/OS system that you have connected to. 

Tape Encryption 
Details 

Displays detailed information on the last 1000 encrypted or 
decrypted files for each active subsystem. 

Statistics Displays a month-by-month count of the number of tape file 
encryptions for the last 12 months. 

Symmetric Keys Displays the current key instance for each key defined to the 
active subsystems. 

Key Rings Displays all the key rings defined for all subsystems. 

Display Activity Displays the encryption and decryption jobs running on the 
z/OS system that you have connected to. 

Display Status Displays the status of important parameters and details about 
the cryptographic environment for each subsystem. 

Encryption Selection Displays data set encryption selection criteria from the SMS 
data class and the external security system. 

B2BCodeBooks Displays information about the code books defined in the 
B2BBOOKS parmlib member. 

Security Definitions Displays all security definitions that affect CA Tape Encryption. 

Security Modes Displays the security modes for each active CA Tape Encryption 
address space. 

 

Standard Features in the Windows Client 

The following are examples of some of the standard features of the Windows Client. 
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Table Views 

The default view for the Windows Client is Table View. The Table View displays objects 
in configurable tables. You can change display characteristics (such as the width and 
number of table columns, the number of rows displayed, and so on) and characteristics 
that apply to specific objects, such as sort and filter criteria. The display and 
object-specific characteristics determine the appearance of the table. When you save 
your user-defined views, you automatically save the display and object characteristics 
with it. 

Note: To immediately view certain changes, like filters and sorts, you must click the 

Refresh icon . 
 

The following is a sample of the Table View: 

 
 

Table View Dialog Toolbar Options 

The Table View dialog toolbar provides the following options: 
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Graph Views 

The Graph View feature displays a selected set of data in a graph. The Windows Client 
offers a large variation of graph types to present your data in a variety of formats. Some 
of the available graph types are: 

■ Line 

■ Point 

■ Area-curve 

■ Bar 

■ Pie 

■ Doughnut 

■ Pyramid 

■ Cube 

You can specify the graph type and its format to obtain the kind of display you prefer. 
You can preview the general look of a graph while defining its various features. 

Note: To immediately view certain changes, you must click the Refresh icon . 
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The following sample graph shows the Keep Hours for four CA Tape Encryption key 
rings. The legend on the right side of the graph maps the numbers on the X-axis to the 
full content of what the axis represents. In this case, the X-axis represents the Alias 
Name for each ring. This setup allows you to identify the bars in the graph without 
cluttering the data. 

 
 

Graph View Dialog Toolbar Options 

The Graph dialog toolbar provides you with these tools for working with graphs: 
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Filter 

The Filter feature narrows the list of objects displayed in the table. The Windows Client 
lists the object fields in the Filter dialog in alphabetical order by field name. The Filter 
dialog guides you in the process of defining the filter expression by enabling and 
disabling the appropriate fields and controls at every step. The following is a sample of 
the Filter dialog: 

 
 

Filter Dialog Toolbar Options 

The Filter dialog toolbar provides the following options: 
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A filter can be built from the fields of the objects displayed in a window by combining 
them into Boolean expressions. You can also use expressions that contain patterns with 
wildcard characters. 

Refine your filter by using the AND/OR logical operators to combine several expressions 
is also possible. Use parentheses to group sub-expressions. 

You can enter a filter expression directly into the text box at the bottom of the Define 
Filter dialog or use the typing aids in the dialog. It is possible to edit any expression in 
the text box. 

Note: To immediately view the effect of your filter you must click the Apply and Refresh 

Data icon . 
 

Sort 

The Sort feature sorts the table by the values in the columns of the table. Every object 
attribute (or field for z/OS) in a table can serve as a sort key, as shown in the following 
sample: 

 

Note: To immediately view the effect of your sort you must click the Apply and Refresh 

Data icon . 
 

Sort Dialog Toolbar Options 

The Sort dialog toolbar provides the following options: 
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Summary Totals and Statistics (average, min and max) 

The View menu for every table lets you request the total of every numeric field, or to 
combine the totals with the average, min and max values as well. The following example 
shows how to access Summary Totals and Statistics: 

 
 

Totals 

The Totals option provides a sum of all numeric fields, as shown in the following 
example: 

 

 
Statistics 
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The Statistics option provides totals plus the average min and max values for all 
numeric fields, as shown in the following example: 

 
 

Scaling 

The Scale option list lets you select the scale base units for displaying numerical data. 
The difference between requesting K, M, G, and so on, versus KB, MB, GB and so on is 
that those with the appended B mean multiples of 1024, while those without the B 
mean multiples of 1000. For example: 

■ nnK = nn(1000), nnM = nn(1000)(1000), and so on. 

■ nnKB = nn(1024), nnMB = nn(1024)(1024), and so on. 

The following is a sample of the change Field Scale dialog: 
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Color Coding 

You can set conditions for color coding values in object views. The following sample 
shows you can select a Condition, enter a condition Value, and then select a Color which 
will show as the background color in the object view for the item that meets the 
condition: 
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Open Zoom (Drill-Down Feature) 

The Open Zoom feature provides you with a list of objects that have related 
information. You can select an object from the Zoom list dialog to view the related 
information. 

The following example illustrates a zoom from the Storage Groups object to the Storage 
Group Volumes object: 
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Customized Reports 

You can customize reports with the appearance and information you want by clicking 

the Definitions icon  from the toolbar of the object view. 

For example, in CA Tape Encryption, you could create a report based on the Tape 
Encryption/Decryption Details view that contained information on the Subsystem ID, 
BES Key Name, Volume, and other fields. You could then sort the report by Dataset 
Name, Job Name, and then Job Number, in that order. 

The following example shows how you would define this report in the Output and View 
Definition wizard. 
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Multiple Output Formats 

When you select Destinations in the Output Action dialog you can indicate where you 
want a report to be published, as shown in the following sample: 

 
 

Each Output Destination gives you additional options; for example, the File (Formatted 
Report) destination dialog gives you the choice of file formats and a Browse button that 
allows you to select the output directory, as shown in the following sample: 
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If you want to quickly print or send the information shown in the view to multiple 

destinations, click the Print Report icon  or the Mail Report  icon from the 
toolbar of the object view. This will give you the following Output Action dialog: 

 
 

If you selected the Print Report icon , you will also be provided with the Printer 
destination dialog, as shown in the following sample: 

 

See the CA Vantage Windows Client User Guide for more information about Output 
Definitions. 
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Schedulers 

The Scheduler provides a consistent set of scheduling services for all output activities 
within the Windows Client environment, for both on-demand and automated events. 
You can schedule events by day, hour, and minute, or as a delay specified in years, days, 
hours, and minutes. 

For instance, suppose you wanted to be kept relatively up-to-date on the status of 
currently active encryption and decryption activity. To do this, you could schedule a 
report based on the Tape Encryption/Decryption Details display to run every morning at 
9:00 AM. Set the Destination of the report to Web Publishing. With this setup, GMI 
would automatically run a report on current encryption and decryption activity every 
morning and publish the report to the web. 

The Windows Client also includes a Schedule List. This is a list of all your scheduled 
activities. You can use the Schedule List option to start the scheduler and manage 
scheduled items. The following is an example of the Schedule List dialog: 

 
 

Schedule List Dialog Toolbar Options 

The Schedule List dialog provides the following toolbar options: 

 

Note: For more information about the Scheduler and Schedule List, see the CA Vantage 
Windows Client User Guide. 
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JCL Management 

CA GMI supports two methods of job submission: 

■ Manual 

■ Automatic 

You can submit jobs manually from the Windows Client, either immediately or at a 
scheduled time. When you create a job (JCL stream) to submit, you determine the type 
of job being submitted, the number of steps, and so on. The job can involve CA Tape 
Encryption, standard IBM utility programs, your own utility programs, or any 
combination of these. You can also use IEFBR14 jobs for testing purposes. 

CA GMI helps you specify substitution variables (symbolic parameters) in the sample JCL 
you provide, allowing you to create generalized model JCL. Whenever CA GMI submits a 
job to the internal reader, it first scans the entire JCL stream, finds all the variable 
names, and substitutes the current values for all the variables that were used. 

The Windows Client also has an Edit Member (and Submit) function under the z/OS 
menu in the Main Window. You can use the Drag and Drop feature to drag rows from 
object displays and drop them onto a JCL template in the Edit dialog. Substitution from 
the rows into the Variables in the template will be done. 

CA GMI also has a feature for helping you manage JCL, the JCL Model List feature. You 
can use this feature to select JCL models to be used by objects or a group of objects 
using pattern matching. These models can be used to perform actions or storage 
management functions in batch jobs. The models can contain object variables that will 
be substituted upon request or at submit time. 

 

The following is an example of what you see when you select JCL Model List. The dialog 
that appears contains both the object table and the list of associated JCL members. 
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You can double-click a model line, and the “Substitution Variable List” for the object and 
the “PDS Member Editor” will open up with the JCL. You can then add variables by 
double-clicking them from the “Substitution Variables List” pane and then dragging 
selected lines from the source object to the “PDS Member Editor” pane. The JCL 
member created can then be substituted and submitted. 

 

From the “PDS Member Editor” pane you can also manipulate and save the JCL member. 
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Chapter 2: Auditing CA Tape Encryption 
 

This section contains the following topics: 

Start the Windows Client (see page 32) 
Log in to the Windows Client (see page 33) 
Define the z/OS Host (see page 34) 
Log in to the z/OS Host (see page 35) 
Access CA Tape Encryption Objects from the Windows Client (see page 37) 
CA Tape Encryption Data Sources (see page 40) 
Data Collection Modes (see page 41) 
Using Objects to Audit Tape Encryption Processing (see page 42) 
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Start the Windows Client 

You can open the Windows Client from the Start menu by clicking Start, Programs, CA, 
CA Storage Resource Manager, Windows Client. 

The following sample of the Windows Client displays the z/OS Object Tree and the Host 
List dialogs. You can decide which dialogs to display and where to put them in the Main 
Window. 
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Windows Client Menu Bar and Toolbar Options 

The top of the Main Window of the Windows Client has the following menu bar and 
toolbar, as shown in the following sample: 

 

Note: The Windows Client menu bar and toolbar options are explained in the CA 
Vantage Client User Guide. 

 

Log in to the Windows Client 

By default, when you start the Windows Client, you automatically log in as the ADMIN 
user (the default administrator) and no Login dialog appears. However, if this default 
was changed to require a specific user ID and password, the following Login dialog 
appears, as shown in the following sample: 
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Define the z/OS Host 

After logging in to the Windows Client, you need to define the z/OS servers that you 
plan to use. 

To define a z/OS host 

1. From the Host Definition dialog, click the New Host  or View Host Definition 

 icon. 

The Host Definition dialog opens, as shown in the following sample: 

 

 
 



Log in to the z/OS Host 

 

Chapter 2: Auditing CA Tape Encryption  35  
 

2. Complete the dialog, noting the following: 

■ IP Address and Port Number: When you select a z/OS host, you must supply 
both an IP address and a port number.  You can verify that the values are valid 
by clicking the Test button at the bottom of the dialog. The Windows Client 
displays a message indicating whether the connectivity test succeeded or 
failed. 

■ User ID and Password: The User ID and Password are optional.  If you do not 
specify values for these fields, then you must enter a User ID and Password 
every time you log into the Windows Client. 

■ Undo and Save: After you enter data in any field on the dialog, you must click 
Save or Undo. 

3. Click Test to test your connection information. 

The Windows Client will advise you if your connection is successful. 
 

4. Click Save. 

The Windows Client stores the host definition. The definition will be displayed in 
the Host List dialog. The Host List dialog displays defined hosts and their connection 
status, as shown in the following sample: 

 
 

Log in to the z/OS Host 

After you log in to the Windows Client you must connect and log in to a z/OS host. 

You connect and log in to a z/OS host from the Host List dialog. To display the Host List 

dialog click the Host List icon  in the toolbar at the top of the Main Window of the 
Windows Client. If no hosts have been defined, then the Host List dialog will be empty, 
as shown in the following sample: 
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Host List Dialog Toolbar Options 

The Host List dialog provides the following toolbar options: 

 
 

To log in to a z/OS host 

1. Select the host to which you want to log in from the Host List dialog. 

The selected row is highlighted. 

2. Click the Connect icon . 

The connection status icon changes from the Not Connected icon ,  to the 

Connecting icon . 

If the user ID and password were not provided in the Host Definition, then the Host 
Login dialog is displayed, as shown in the following sample, and you must enter a 
valid user ID and password: 

 

3. Click OK. 

When the log in is complete, the connection icon in the Host List Dialog changes 

from the Connecting icon , to the Connected icon . 

Note: For more information about defining hosts and connecting to hosts, see the CA 
Vantage Windows Client User Guide. 
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Access CA Tape Encryption Objects from the Windows Client 

All CA Tape Encryption objects are included in the Windows Client Object Tree. They are 
contained within the Tape Resource Management folder that is visible when the Object 
Tree is opened.  

Before you begin, make sure that the z/OS host that you want to connect to is 
up-and-running.   

To access CA Tape Encryption objects 

1. Open the Windows Client from the Start Menu by clicking Programs, CA, CA 
Resource Manager, and then selecting Windows Client. 

2. The Windows Client opens, as shown in the following sample: 

 

3. From the toolbar, click the Host List icon . 
 

4. The Host List dialog opens, as shown in the following sample: 
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5. Select the z/OS host that you want to connect to and click the Connect icon . 

6. CA GMI collects information from the z/OS host definition that you have chosen to 
connect to. Depending on how you have set up the Host Definition selected you 
may need to log on as described in the procedure To log in to a z/OS host, once you 
are connected to the host continue to step 4. 

 

7. From the Windows Client Admin window, click the Object Tree icon  to open 
the Object Tree. 

The Object Tree dialog opens, as shown in the following sample: 
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8. Expand the Tape Resource Management folder to display the CA Tape Encryption 
folder and, in turn, expand it to display the CA Tape Encryption objects, as shown in 
the following sample: 

 

For descriptions of the CA Tape Encryption objects, see the CA Tape Encryption Object 
List section in the chapter, “Introducing CA Tape Encryption.” 
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CA Tape Encryption Data Sources 

When you open an object displayed in the object tree, the Windows Client displays data 
from all the active subsystems on the Logical Partition (LPAR) where CA Tape Encryption 
is installed.  

Note that the CA Tape Encryption objects are read-only. They are defined and 
maintained using: 

■ The ISPF editor to define parmlib members. Data entered in parmlib is maintained 
in the CA Tape Encryption database. 

■ ISPF ISMF panels to update DFSMS data classes and other DFSMS resources. 

The CA Tape Encryption data displayed in the Windows Client comes primarily from 
three sources: 

■ The CA Tape Encryption BES database (Symmetric Keys, Key Rings, Statistics, Display 
Status, B2BCodeBooks and Tape Encryption Details objects) 

■ The DFSMS control data set (CDS) active on the z/OS system where CA Tape 
Encryption is running (the Dataclass object) 

■ z/OS control blocks on the system where CA Tape Encryption is running (Subsystem 
Address Spaces, Display Status, Display Activity objects.) This includes information 
on ICSF and the tape management system routines found on the system. 
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Data Collection Modes 

CA GMI can be configured to collect data in either Automatic or Manual mode.  

■ In Automatic mode, data is collected when you open an object. 

■ In Manual mode, data is collected when you open an object and click the Execute 

icon . 

To change the Data Collection mode 

1. Click Tools in the Windows Client Main Menu, then select Options, as shown in the 
following example: 

 

The Global Options dialog opens.  
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2. On the General tab, select View z/OS Execution, choose the data collection mode 
that you want to use, and click OK. The following is a sample of the Global Options 
dialog with the down arrow selected next to View z/OS Execution: 

 

The Windows Client will collect data based on the mode that you have chosen. If 
you select Automatic then the Windows Client will automatically collect object data 
from the host when an object view is opened. If you select Manual then the 
Windows Client will only collect object data from the host after you click the 
Execute icon in the tool bar of the object view. 

Note: The examples used in this Guide assume that Automatic mode is selected. 
 

Using Objects to Audit Tape Encryption Processing 

The following sections explain how to use objects to audit your CA Tape Encryption 
processing. 
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View Tape Encryption Subsystem Address Spaces 

The Tape Encryption Subsystem Address Spaces object displays the active CA Tape 
Encryption Subsystem Address Spaces (also known as BES tasks or BES subsystems) on 
the z/OS system you are connected to. A single system (LPAR) can accommodate a 
maximum of eight subsystems. 

The Subsystem Address Spaces object is useful in monitoring your CA Tape Encryption 
environment at a high level.  It provides visibility to the BES tasks active on the system 
and the database and parmlib data sets that they use. 

You can use the object to do the following: 

■ View a new test version of CA Tape Encryption. A new version number for the test 
subsystem should be displayed in the Tape Encryption Subsystem Address Spaces 
window.  Note that Service Packs typically do not change the version number. 

■ Confirm what databases and parmlib data sets are in use for each task. A test BES 
subsystem should have a separate test, primary, and mirror database, and a 
separate test parmlib.  

■ Determine if a BES task is restricted to using FIPS-certified encryption routines.  
(FIPS field is set to Y.) 

■ Determine if a BES task is configured to interface to the tape management system. 
(TMS Update field is set to Y.) 
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To open the display 

1. Open the Object Tree and find the Tape Encryption objects as described in the 
Access CA Tape Encryption Objects from the Windows Client section. 

The Object Tree is displayed in the Windows Client showing the CA Tape Encryption 
objects. 

2. Click on the Subsystem Address Spaces object name in the object tree. 

The Tape Encryption Subsystem Address Spaces window opens, as shown in the 
following sample: 

 

3. To view detailed information associated with a line item, select it, and click the 

Display detailed line icon.  
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4. The Tape Encryption Subsystem Address Spaces - Details window opens, as shown 
in the following sample: 

 

Note: You can get online help that defines each field by clicking the help icon . 
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5. Double click a line in the Tape Encryption Subsystem Address Spaces table. 

The Zoom list of Tape Encryption Subsystems dialog opens. The Zoom list allows 
you to select a Tape Encryption object and open a window that displays only the 
data associated with the selected subsystem, as shown in the following sample:  

 
 

6. Double-click Tape Encryption Symmetric Keys. 

The Zoom to Tape Encryption Symmetric Keys window opens, displaying the 
symmetric keys associated with the selected subsystem, as shown in the following 
sample:  

 

You can also use the Filter dialog to display and select elements for a single 

subsystem. Use the Filter icon  on the menu bar to open the Filter dialog. 
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View Tape Encryption/Decryption Details 

The Tape Encryption/Decryption Details window displays detailed information about the 
most recent 1000 encrypted or decrypted files for each active subsystem. The number 
of records is limited by a restriction in the BES database that only allows 1000 records 
per BES task to be stored. 

Use the Tape Encryption/Decryption Details window to monitor the specific tape data 
sets you want to be encrypted and to track those that have been encrypted. The 
window provides an alternate view of information that is also included in a job log. For 
example, when you submit an encryption job, the job log will include messages 
indicating whether a data set was encrypted or decrypted. 

After you submit a tape job to create a data set, the Tape Encryption/Decryption Details 
window will include an entry for that job when it completes. The entry includes the data 
set name, volume serial number, run date, key name and many more details.  

To open the display 

1. Open the Object Tree and find the Tape Encryption objects as described in the 
Access CA Tape Encryption Objects from the Windows Client section. 

The Object Tree is displayed in the Windows Client showing the CA Tape Encryption 
objects. 

2. Click the Tape Encryption Details object in the object tree. 

The Tape Encryption/Decryption Details window opens, as shown in the following 
sample: 
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View Tape Encryption/Decryption Statistics 

The Tape Encryption/Decryption Statistics window displays high-level encryption and 
decryption information for subsystems. Use this window to monitor the number of data 
set encryptions performed to ensure that you do not exceed the license limit. The 
window provides a month-by-month count of the number of tape file encryptions for 
the last 12 months. Separate counts are provided for the current month.  

To open the display 

1. Open the Object Tree and find the Tape Encryption objects as described in the 
Access CA Tape Encryption Objects from the Windows Client section. 

The Object Tree is displayed in the Windows Client showing the CA Tape Encryption 
objects. 

2. Click the Statistics object in the object tree. 

The Tape Encryption/Decryption Statistics window opens, as shown in the following 
sample: 

 
 



Using Objects to Audit Tape Encryption Processing 

 

Chapter 2: Auditing CA Tape Encryption  49  
 

View Tape Encryption Symmetric Keys 

The Tape Encryption Symmetric Keys window displays the current key instance for each 
key defined to the active subsystems. The window includes a number of useful fields 
that are captured from the Symmetric Keys definitions in parmlib, including Key Name, 
Key Type, Key Index, Number of Generations, Algorithm used, How often the key is 
regenerated (Weekly, Monthly or Yearly), and Date the key was generated. To view all 
symmetric key details scroll right and left.  

To open the display 

1. Open the Object Tree and find the Tape Encryption objects as described in the 
Access CA Tape Encryption Objects from the Windows Client section. 

The Object Tree is displayed in the Windows Client showing the CA Tape Encryption 
objects. 

2. Click the Symmetric Keys object in the object tree. 

The Tape Encryption Symmetric Keys object opens as shown in the following 
sample: 
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3. To view all generations of a specific key, double click the table row containing the 
key. 

The (Zoom to) Tape Encryption Symmetric Keys window opens displaying all 
generations of the selected key. For example, if you have requested that 7 
generations of a key be always kept in advance, the window displays at least 8 key 
instances. The first key in the table is the Current key, followed by Future and Past 
keys. The following is a sample of the (Zoom to) Tape Encryption Symmetric Keys 
window: 
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View Tape Encryption Key Rings 

The Tape Encryption Key Ring window displays all the key rings for all subsystems. It 
displays the Key Rings defined through your external security system, including the 
digital certificates CA Tape Encryption uses in creating B2B tapes. Key Rings are created, 
protected, and managed by the external security system. Use this window to display the 
names of the Key Rings that contain the digital certificates used by CA Tape Encryption. 
To access the digital certificates you must use the facilities provided by your security 
system. 

To open the display 

1. Open the Object Tree and find the Tape Encryption objects as described in the 
Access CA Tape Encryption Objects from the Windows Client section. 

The Object Tree is displayed in the Windows Client showing the CA Tape Encryption 
objects. 

2. Click the Key Rings object in the object tree. 

The Tape Encryption Key Ring window opens, as shown in the following sample: 
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3. Select a key ring and click the Open Zoom button. 

The Zoom list of Tape Encryption Key Ring dialog opens, as shown in the following 
sample: 

 

4. Double-click the Tape Encryption Keyring Keys item. 

The (Zoom to) Tape Encryption Key Ring Key dialog opens. This display provides 
additional details about the selected key ring, such as its key type and module 
length, as shown in the following sample: 

 
 



Using Objects to Audit Tape Encryption Processing 

 

Chapter 2: Auditing CA Tape Encryption  53  
 

View Tape Encryption/Decryption Display Activity 

The Tape Encryption/Decryption Display Activity window displays the jobs running on 
the system for which CA Tape Encryption is currently performing decryption or 
encryption. 

To open the display 

1. Open the Object Tree and find the Tape Encryption objects as described in the 
Access CA Tape Encryption Objects from the Windows Client section. 

The Object Tree is displayed in the Windows Client showing the CA Tape Encryption 
objects. 

2. Click the Display Activity object in the object tree. 

The Tape Encryption/Decryption Display Activity window opens, as shown in the 
following sample: 

 

Note: If there are no jobs currently running that require encryption or decryption 
processing, the display will be empty. 
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View Tape Encryption/Decryption Display Status 

The Tape Encryption/Decryption Display Status window displays the status of all the 
parameters and details of the cryptographic environment for each subsystem. It displays 
the same information as the display status command. Among other things, the display 
provides information about: 

■ The ICSF environment 

■ Crypto processors on the system 

■ Tape management system interface routines 

■ The level of shared CA Tape Encryption routines 

Note: The routines are shared because all active address spaces use them. 

To open the display 

1. Open the Object Tree and find the Tape Encryption objects as described in the 
Access CA Tape Encryption Objects from the Windows Client section. 

The Object Tree is displayed in the Windows Client showing the CA Tape Encryption 
objects. 

2. Click the Display Status object in the object tree. 

The Tape Encryption/Decryption Display Status window opens, as shown in the 
following sample: 
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3. Use the Display detailed line icon  to view detailed information associated with 
a line item. 

The Tape Encryption/Decryption Display Status - Details window opens, as shown in 
the following sample: 
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View Encryption Selection Information 

The Encryption Selection window displays criteria used to select datasets to be 
encrypted. This information can come from the SMS data classes with appropriate 
encryption keywords described in the description field or from the external security 
system where profiles beginning with “DSN.” have been defined. 

The Encryption Selection object can help you troubleshoot data set set selection 
problems. For instance, if you set up a data class but misspell a key name, so that the 
name does not match any of the keys in the CA Tape Encryption parmlib, you can use 
this display to check the key name spelling.  Similarly, you can use this display to verify 
the external security system definitions for selection, verifying the dataset name and 
the CA Tape Encryption keywords associated with the security profile. 

To open the display 

1. Open the Object Tree and find the Tape Encryption objects as described in the 
Access CA Tape Encryption Objects from the Windows Client section. 

The Object Tree is displayed in the Windows Client showing the CA Tape Encryption 
objects. 

2. Click the Encryption Selection object tree. 

The EncryptionSelection window opens, as shown in the following sample: 
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View Tape Encryption B2BCodeBooks Information 

The Tape Encryption B2BCodeBooks dialog displays all the B2B code books you have 
defined in the B2BBOOKS parmlib member, and which have been loaded into the CA 
Tape Encryption database. B2B code books are used to encrypt tapes for use on 
distributed systems. 

The B2BCodeBooks display is useful in determining if a distributed system has the most 
recent code book available. The display presents a complete list of the code books 
defined to all BES tasks sharing the CA  Tape Encryption database. Before they can be 
sent to a distributed system, the code books must be exported using the TBEBOOK 
utility, which formats them for transmission to a distributed system. The B2BcodeBooks 
dialog displays the time and date that a code book was exported. Using this time and 
date information, you can check that a distributed system has the current code book. 

To open the display 

1. Open the Object Tree and find the Tape Encryption objects as described in the 
Access CA Tape Encryption Objects from the Windows Client section. 

The Object Tree is displayed in the Windows Client showing the CA Tape Encryption 
objects. 

2. Click the B2BCodeBooks object in the object tree. 

The B2BCodeBooks window opens, as shown in the following sample: 
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View Security Definitions Information 

The Security Definitions window displays all items defined to the external security 
system that affect the operation of CA Tape Encryption. These definitions include data 
set selection profiles, command protection profiles, utility protection profiles, key 
protection profiles, and default control profiles.  Profiles that will apply to all CA Tape 
Encryption address spaces are prefixed with “BES.”, and specific profiles that apply to an 
individual CA Tape Encryption address space begin with “BES” followed by the number 
of the address space, such as “BES1”. Data set selection profiles begin with “DSN.” 
followed by the data set name. 

For example, all data sets that will be selected for encryption using the security feature 
will have a “Resource Type” of “Dataset Selection”. 

To open the display 

1. Open the Object Tree and find the Tape Encryption objects as described in the 
Access CA Tape Encryption Objects from the Windows Client section. 

The Object Tree is displayed in the Windows Client showing the CA Tape Encryption 
objects. 

2. Click the Security Definitions object tree. 

The Security Definitions window opens, as shown in the following sample: 
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View Security Modes Information 

The Security Modes window displays the default security modes for each active CA Tape 
Encryption address space. The modes are displayed for commands, keys, and utilities. 
You can see at a glance how security is implemented for each active CA Tape Encryption 
address space. “Protected” and “Protected Global” indicate a security profile is needed 
to access the resource. “Permitted” and “Permitted Global” indicate that access to a 
resource will be permitted if no security profile for the resource exists. 

For example, a production CA Tape Encryption address space might show “Protected” or 
“Protected Global” for each resource type, while a test CA Tape Encryption address 
might show “Permitted” or “Permitted Global” for the resources. This display is useful in 
determining what resources are protected or permitted for any active CA Tape 
Encryption address space. If “BES.DEFAULT” appears as “Y”, reference the “Security 
Definitions” object to determine what action has been defined for BES.DEFAULT. 

To open the display 

1. Open the Object Tree and find the Tape Encryption objects as described in the 
Access CA Tape Encryption Objects from the Windows Client section. 

The Object Tree is displayed in the Windows Client showing the CA Tape Encryption 
objects. 

2. Click the Security Modes object tree. 

The Security Mode window opens, as shown in the following sample: 
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Chapter 3: Verifying CA Tape Encryption 
 

This section contains the following topics: 

Dump an Encrypted Tape (see page 61) 
Dump Encrypted Data (see page 61) 
Dump Tape and File Labels (see page 62) 

 

Dump an Encrypted Tape 

You may want to routinely dump encrypted tapes to verify that CA Tape Encryption is 
processing as expected. The IDCAMS utility, available in every z/OS system, provides 
multiple ways to dump the tape to verify its contents. CA Tape Encryption dynamically 
changes Standard Label (SL) tapes to Standard User Label (SUL) tapes to retain 
information on the encryption type and other data used to track and manage the 
encryption keys associated with the tape. 

You can choose to dump: 

■ Only the encrypted tape data 

■ The encrypted tape data, labels, user header labels, and user trailer labels 

Both options are described below. 
 

Dump Encrypted Data 

To verify that encrypted data is being processed correctly, use the sample IDCAMS JCL 
shown below and modify it for your site as appropriate. 
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Sample IDCAMS JCL to Dump Encrypted Data 

//*                                                                

//STEP1    EXEC PGM=IDCAMS,REGION=4096K                            

//SYSUT1   DD  DISP=OLD,DSN=your.data.set.name,                    

//         RECFM=U,BLKSIZE=32760,                                  

//         LABEL=(1,SUL,EXPDT=98000),                              

//         UNIT=uuuuuuuu,VOL=(,RETAIN,SER=vvvvvv)                  

//SYSPRINT DD   SYSOUT=*                                           

//SYSIN    DD   *                                                  

  PRINT INFILE(SYSUT1) COUNT(nnn)                                  

/*                                                                 

// 

Note: While the tape was originally created as an SL tape, SUL is specified to direct 
IDCAMS to process the User Header Labels (UHLs) correctly. 

 

To dump encrypted data 

1. Replace your.data.set.name with the name of the encrypted file on the tape that 
you want to dump. 

2. Replace uuuuuuuu with a valid unit address or generic unit name in use at your site. 

3. Replace vvvvvv with the volser of the tape containing the encrypted file specified in 
STEP1 of the sample. 

Note: You can use the COUNT parameter to control the number of data blocks printed 
in dump format. To do this, change nnn to an appropriate numeric value to limit 
excessive print output. 

 

Dump Tape and File Labels 

Use the following sample JCL to dump the tape file labels before and after the data file. 
This technique uses Bypass Label Processing (BLP) which requires additional security 
permissions to use. The first step dumps the volume, file headers, and User Header 
Labels. The second step dumps the data file. The third step dumps the End of Volume, 
End of File, and User Trailer Labels that follow the data file. The data set names do not 
need to be changed because of BLP processing. 
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Sample JCL to Dump Tape and File Labels 

//*                                                                

//HEADER1  EXEC PGM=IDCAMS,REGION=4096K        

//SYSUT1   DD  DISP=OLD,DSN=BLP.HEADERS,       

//         RECFM=FB,LRECL=80,BLKSIZE=80,       

//         LABEL=(1,BLP,EXPDT=98000),          

//         UNIT=uuuuuuuu,VOL=(,RETAIN,SER=vvvvvv)   

//SYSPRINT DD   SYSOUT=*                       

//SYSIN    DD   *                              

  PRINT INFILE(SYSUT1)                         

/*                                             

//*                                            

//FILE1    EXEC PGM=IDCAMS,REGION=4096K        

//SYSUT1   DD  DISP=OLD,DSN=BLP.FILE1,         

//         RECFM=U,BLKSIZE=32760,                               

//         LABEL=(2,BLP,EXPDT=98000),UNIT=uuuuuuuu, 

//         VOL=(,RETAIN,SER=vvvvvv) 

//SYSPRINT DD   SYSOUT=*                                        

//SYSIN    DD   *                                               

  PRINT INFILE(SYSUT1) COUNT(nnn)                               

/*                                                              

//*                                                             

//TRAILER1 EXEC PGM=IDCAMS,REGION=4096K                         

//SYSUT1   DD  DISP=OLD,DSN=BLP.TRAILERS,                       

//         RECFM=FB,LRECL=80,BLKSIZE=80,                        

//         LABEL=(3,BLP,EXPDT=98000),UNIT=uuuuuuuu, 

//         VOL=(,RETAIN,SER=vvvvvv) 

//SYSPRINT DD   SYSOUT=*                                        

//SYSIN    DD   *                                               

  PRINT INFILE(SYSUT1)                                          

/*                                                              

//      

This JCL is provided in the CTAPJCL data set member BESPRTTP. 
 

To dump tape and file labels 

1. Replace uuuuuuuu with a valid unit address or generic unit name in use at your site. 

2. Replace vvvvvv with the volser of the tape containing the encrypted file specified in 
HEADER1 in the first step of the sample JCL. 

Note: You can use the COUNT parameter to control the number of data blocks printed 
in dump format. To do this, change nnn to an appropriate numeric value to limit 
excessive print output. 
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Sample Dumped Tape Header Report 

LISTING OF DATA SET -BLP.HEADERS                                                                                      

 

 

 RECORD SEQUENCE NUMBER - 1                                                                                            

 000000  E5D6D3F1 F0F0F1F5 F0F64040 40404040   40404040 40404040 40404040 40404040   *VOL1001506                      * 

 000020  40404040 40404040 40404040 40404040   40404040 40404040 40404040 40404040   *                                * 

 000040  40404040 40404040 40404040 40404040                                         *                                * 

                                                                                                                       

 

 RECORD SEQUENCE NUMBER - 2                                                                                            

 000000  C8C4D9F1 C9F0F14B C5D5C3D9 E8D7E34B   E5D1F1F9 F2F0F0F1 F5F0F6F0 F0F0F1F0   *HDR1I01.ENCRYPT.VJ19200150600010* 

 000020  F0F0F140 40404040 40F0F0F6 F1F0F9F0   F0F0F0F0 F0F0F0F0 F0F0F0F0 C2E3C540   *001      0061090000000000000BTE * 

 000040  99F1F24B F00000C0 0D404040 40404040                                         *.12.0..{.                       * 

                                                                                                                       

 

 RECORD SEQUENCE NUMBER - 3                                                                                            

 000000  C8C4D9F2 C6F0F0F0 F8F0F0F0 F0F8F0F0   F0C2C5E2 E3C1D7C5 E761E2E3 D7F0F140   *HDR2F000800008000BESTAPEX/STP01 * 

 000020  40404040 4040C240 4040F4F7 F0F0F040   40404040 40404040 40404040 40404040   *      B   47000                 * 

 000040  40404040 40404040 40404040 40404040                                         *                                * 

                                                                                                                       

 

 RECORD SEQUENCE NUMBER - 4                                                                                            

 000000  E4C8D3F1 00C4C2C3 F0F099F1 F24BF040   4040F704 02010000 0000C00D 2087D77B   *UHL1.DBC00.12.0   7.......{...P#* 

 000020  DF307ACA 14EB2BD9 41555E3F EEF1F80E   01DC69F1 1B114082 D4F2B54C C2E2F0F0   *..:....R..;..18....1.. .M2.<BS00* 

 000040  C0000000 00000010 CE758706 6D4F4C5E                                         *{..........._|<;                * 

                                                                                                                       

 

 RECORD SEQUENCE NUMBER - 5                                                                                            
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 000000  E4C8D3F2 D7D68677 70B86046 00000000   00000000 00000000 00000000 C1C5E2F1   *UHL2PO....-.................AES1* 

 000020  F2F84040 40404040 40404040 40404040   40404040 40404040 40404040 C2C5E24B   *28                          BES.* 

 000040  C2C5E2E6 C7C14BC2 C5E2F74B E7C5F9F0                                         *BESWGA.BES7.XE90                * 

                                                                                                                       

 

 RECORD SEQUENCE NUMBER - 6                                                                                            

 000000  E4C8D3F3 4BC9D5E3 C5D9D5C1 D34BC2C5   F9C1C6F2 C1F5C1C4 C4C1F1F2 F1F84040   *UHL3.INTERNAL.BE9AF2A5ADDA1218  * 

 000020  40404040 40404040 40404040 40404040   00000000 00000000 00000000 00000000   *                ................* 

 000040  00000000 00000000 00000000 00000000                                         *................                * 

                                                                                                                       

 

 RECORD SEQUENCE NUMBER - 7                                                                                            

 000000  E4C8D3F4 00000000 00000000 00000000   00000000 00000000 00000000 00000000   *UHL4............................* 

 000020  00000000 00000000 00000000 00000000   00000000 00000000 00000000 00000000   *................................* 

 000040  00000000 00000000 00000000 00000000                                         *................                * 

                                                                                                                       

 

 RECORD SEQUENCE NUMBER - 8                                                                                            

 000000  E4C8D3F5 00000000 00000000 00000000   00000000 00000000 00000000 00000000   *UHL5............................* 

 000020  00000000 00000000 00000000 00000000   00000000 00000000 00000000 00000000   *................................* 

 000040  00000000 00000000 00000000 00000000                                         *................                * 

 

 

 RECORD SEQUENCE NUMBER - 9                                                                                            

 000000  E4C8D3F6 00000000 00000000 00000000   00000000 00000000 00000000 00000000   *UHL6............................* 

 000020  00000000 00000000 00000000 00000000   00000000 00000000 00000000 00000000   *................................* 

 000040  00000000 00000000 00000000 00000000                                         *................                * 
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 RECORD SEQUENCE NUMBER - 10                                                                                           

 000000  E4C8D3F7 00000000 00000000 00000000   00000000 00000000 00000000 00000000   *UHL7............................* 

 000020  00000000 00000000 00000000 00000000   00000000 00000000 00000000 00000000   *................................* 

 000040  00000000 00000000 00000000 00000000                                         *................                * 

                                                                                                                       

 

 RECORD SEQUENCE NUMBER - 11                                                                                           

 000000  E4C8D3F8 00000000 00000000 00000000   00000000 00000000 00000000 00000000   *UHL8............................* 

 000020  00000000 00000000 00000000 00000000   00000000 00000000 00000000 00000000   *................................* 

 000040  00000000 00000000 00000000 00000000                                         *................                * 

The unique signature which identifies this tape file as containing data encrypted by CA 
Tape Encryption is highlighted in the above report sample. The eight user labels, records 
4 through 11, provide information about the encryption performed on the file. 
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