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Z 9 TRWEA . CASpectrum X Z DIEHRAEHFTH720, b7 v I
SOWHNMKFE L £,

TIT47
HSRP 7 — 7 /LiF Ny 7 BRI A2 T, A—VU U 7RIjZ L, A—V
VT ENET,

ROFIEIZHE> TS
1. [vhr—%] 2T [TV r—var w70 #EBLET,

2. [4Hil] @R L £,
[isR] £ AT T Ry 7 ARFRINET,
3. MRIFAT e Ry 7 AT, [ETNVEATTLAHETHFA N Ry

7 A2 [CiscoHSRPApp) & AJJLE T,
CiscoHSRPApp 7 /34 ZADFT XTD Y A MRERRINET,

4. VAMNOTRTOT A ZAZBRLTEHEZ7 Yy 7L, [2—T 1
741 BT 2] EEBRLET,

M7 4 2] AT 0 s Ry 7 ARERINET,

5. EXA T [2—PEHE] ZREL., [N =V 70BN &7
Vo7 LET,

EMER L2 2] AT a T Ry 7 ARFRINET,
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SNMPV3 T/Nf R T4 RH/\1)

6. [Z4N%] TF ARy 7 AT THSRPMode] & A L. [0OK] %
70 w7 LET,

HSRPMode B2 [—WEFR] [BMENFET,
7. HSRPMode Z IR L. HRHIZ 7 ) v 7 LT A1 BB L 9,
F <A > C HSRPMode JEMEDIRFEZ R ETE H L H 1272 £7,

8. AT [SNMPIE(E] #REALT [A—V 22k (#) ] =%
WU, AFRHIZ7 U o7 LTEXAS VBB LET,

INTHERA T [RA=V 7R Iz ETEET,

9. H_A T [£EHARL] 247U T, [F—VU 7R Oz
ELEF, HSRPMode DIRFER A7, R v T T T 47DV TH
MITRELET,

HSRPMode DIRFENETH S, 70 AT —THNOT R TDOT N, X ET
WTHR=)  TRIBOENERE S E LT,

SNMPv3 T /Nf R T4 AN\

VLAN %Ak LT 5 Cisco AA v F 1T SNMPV3 7 /31 A& f L7245

A . community_string@VLAN_ID 7 +—~ v h&fiH LT, & VLAN D7

Uy PHERICA VT v 7 ABMITHZ LIETEERA, 2 TFA MR
ROVITER L ET,

CA Spectrum 37 U v UIEM A GEA I DITIZ, IRD T +—~ > F&flio T,
INHDarT XA NEERLET,

vlan-<VLAN ID>
f51: SNMP v3 1—H DR

Z O TlE CA Spectrum MFEAI Y AIHEZR 7 4+ —~ v b &Zf# > T, SNMPv3
2—H arTFTXFAMEERLET,

(B%ME) set snmp user <levell-vlan> nonvolatile

(H77)  Snmp user was set to levell-vlan authProt no-auth privProt no-priv
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SNMPV3 T/ R T4 RAH/\1)

f5il: SNMP & IL—T DER

Z OFTIX. CASpectrum NFEEAHLY AIHEZ 2 7 +—~ v F &{# > T, SNMP
TN—TF arTx A NEER L ET,

(BE%Mb) set snmp group <v3-levell-vlan> user <levell-vlan> security-model v3
nonvolatile

(£77) Snmp group was set to v3-levell-vlan user levell-vlan and version v3,
nonvolatile.

f5ll: SNMP PHOER T IL—FDER

Z OFITIX, CASpectrum 235t AHL Y AIEEZR 7 4+ —~ v M &fi > T, SNMP
TIRAITN—T arTxF A MeERLET,

(F#Mk) set snmp access <v3-levell-vlan> security-model v3 noauthentication read
<defaultUserView> write <defaultUserView> notify <defaultUserView> nonvolatile

(7)) Snmp access group was set to v3-levell-vlan version v3 level noauthentication,
readview defaultUserView, writeview defaultUserView, notifyview defaultUserView
context match: exact, nonvolatile.

(F#Mk) set snmp access <v3-levell-vlan> security-model v3 noauthentication read
<defaultUserView> write <defaultUserView> notify <defaultUserView> context <vlan>
prefix nonvolatile

(tH177) Snmp access group was set to v3-levell-vlan version v3 level noauthentication,
readview defaultUserView, writeview defaultUserView, notifyview defaultUserView
context: vlan, context match: prefix, nonvolatile.
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Syslog kw7 MHHR—k

Syslog k2w T DHHR—k

VAT A AvyE—T 1 (syslog) 71 b3/ TlE, Cisco T/NA AND
Xy RNT—=IERY T NI 2T ~THFARN Ay —URRETEET,
THA N A vE—TF, SNMP hZ »7& LT CA Spectrum Event ¥ % —
VrlZEEEINET, Syslog T v T HAR—NMNIED, A—F FTNA R
T HFAR Ave—U%#BIL, RESLTT 77— h~OT AN L—
arEFTTHIENTEET, Syslog b T v 7 HAR— MZ XV, Cisco
Router E7 VDT A 2T, 77— LBEKEEHEREZBMTHZEHTEE
7,

CiscoOT NA AT A ANCKSTURENTZEIRT T — LN ETH L
CA Spectrum 7 7 — LB KJE L syslog A v E—U 0T 7 —4h o FIIHFERE
nET,

syslog A v E—Ud, EREIZEDSWT, 0~ 7 OHEPHIZHEINET
HERDO, KOBEMNT7), 77 —LI,. T I7—L a IR RINET,

ZNBHDOT T — AL Cisco 73 A TTI/VICEEMS T B TWDH 72D, xf
ST AHETFTILNTA AT T —LOERFEIZE DT, Al ERAEE L

F9,

UFoFEIZ, EREa—REZOHHDOY A FE2RLET,

EXE i BA

0 BRA - AT AV AT RE

1 77— b BT 7 g NN

2 HA - HARIREE

3 TT— -7 —lREE

4 G BIE ORI

5 BAE - EFE TN, EENSLERRE

6 THH - BFWA =TI

7 TRy T - TRy THIZORBERIND A vE—
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Syslog k2T DHHR—k

DL, syslog A v E—TOHEKEZ% CASpectrum 7 7 — LD HEKEIT
vy BT LET,

To—LEXE &
0f7ci1 Ly K
2~3 Froy
4 AT —

T I —LERENS~7OX =%, BEENMEWV-D, T —40%
HERLETA, EN—RU 27 TAL A 7o ha)l F3ETTVa—
IWINV AT EY T R) 1E, Avte—Y% VA MERRLET,

BERE o — NI, A v bB—U DRI H2HMEOKIETT, Higld, FFED
N= R xT7 TNRAADEELHE, 70 haley 7 vy =T D8
AbHVET, FHEENTIE. A vE—IFTERENICKS (0) 2Ok
K 7)) IV A MERRSINES, =—F=v2F AvE—U%2 B0
B35 RILF-OLFHTT,

BAyE—VORIZ, FHBLIOHREINLT 7 v a v RNERINET,
AT APEHAFRERIREBOGEIZRY A vE—UnNERINET, K
DATIX. syslog A v E—TDOH T,

01/01/2001,18:31:15:SYS-5-MOD_INSERT:Module 5 has been inserted.

ZDA =, LTFOX S ICRSNET,

= 01/01/2001. 18:31:15 3, =T —D3EHEE (ZOFBHRIZ, > AT L 1
T A=V THICRESN TWAEADAERINET)

w  SYSIHEREX 1 T,
n S5IEANELULT, BEENEENLERRESERLET,
m MOD_INSERT (X, A vt —T% BT H=—F=v 7 T,

»  [Module 5 has beeninserted (B> =—/L52MFAINLE L) | 12k
MEHTARA v E— TF A T,

% 4 F: Cisco FiffitR—bk 39



Syslog >y T DHR—k

VAT A A= a7l (syslog) TR T AF, VAT A ATk
07 77 A ARET D0, A v —VFMOT A ZTHEGE L £,
Syslog ¥ 7 b7 =7 Tl LFOHREZIFATTE ET,

m EHE NI TN 2—T o R AL LT u ZIEROELE

n 2 ERO X AT B L OEE S OREIR

T 7NV N T, AA v FiE, EBRENEENNER AT AA vE—
ENE N 7 7GRk L, TDOA =T E VAT L 2 —)UIEE
LEd, BEOHELBERELVLIESNT, VAT A A vE—T0

RFTIEERETEET, VITAEALTOT NNy 7 LERE2m XY
B, AvB—UICHALAR L THMITHZ ENRTEET,

CA Spectrum ~® Syslog bow 7 <wE LS MIEMN

CA Spectrum (2%, Cisco syslog < v "% CA Spectrum A X NI~ v BV
74 572812 SpectroSERVER 2MEHT 5 3 DDT H A b 7 7 A VG F
ET,

WDFKIL, syslog 7THFA N 77 A NERLTWVET,

TINA R syslog Ayt— THERANT7AIL

Cisco Router

<SSPECROOT>/SS/CsVendor/Cisco_Router/Rtr.txt

Catalyst Switch

<SSPECROOT>/SS/CsVendor/Ctron_CAT/Switch.txt

Cisco PIX

<SSPECROOT>/SS/CsVendor/CiscoPIX/Pix.txt

INHDTXFAN 77 A NDEATITIL, syslog A & — % CA Spectrum
AR NI~y BT HDOERPTRHENET, TITFUTOR
ARHVET (F7 44—V T, 1LFOAR—=ANRXE Y CFTY)

<fpe> <EKRE> <=—F=v > </ X b a—R>

RDFNEIZH-TLZELN:

1. AIOEREELITE 7 7 A MTEBMLET,
7= & 21X, Cisco /L — & D %SPE-3-SM_DOWNLOAD_FAILED syslog #
= OV R — M EBENT 5I21E, LLFOITZ Rtraxt 7 7 A VBN
L $£9 : SPE 3 SM_DOWNLOAD_FAILED Oxffff0001, = Z C Oxffff0001 |
BT HEED2— KTY,
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2. ANURETT=AITH LT, AN MEAT 7 AV ERESNLDIR

K7 7 A Ve B L £,

Z DA . Eventffff0001 & Probffffoool /K L3, b7 7
AN, FEBEDOTFA R ASTEET, UTOEET — X131 X
M A= nEEHAE ST, A MEXT7 7 A L2000 DY k<
THRET,

{S 1} - He
{T T1 210017 2} - A
{53} - =—F=w/

{S 4} - Avt—v

AR IINDET T =L Oy B 72BN LET, miOpZEEHL
T, kOATZBEML £,

0xffff0001 E 50 A 2,0xffff0001

FE:Rtrtxt 77 ANV ERILT 4 27 B U WNIZ EventDisp 7 7 A /L& £RAT
THVERH Y F9,

SpectroSERVER 23~ D syslog N 7 v 7 &[5 DL, AL P DOT T7—
ANERRSIVET,

7E: SpectroSERVER DFEATH, Z O EZFITTE £J, SpectroSERVER |
152812, *txt 7 7 A NLA~DEENIRVIER L £97,

syslog Ayt— J4JL7A3

Cisco Syslog A v —" 7 4 /L # OneClick &= —"Tl%, R~¥E72 syslog A v~
T —TET 4N TEET, syslog A vE—TETANVETHIET, R
BTWRT T — LA X MR Ty 7 EvET, SS/CsVendor/SYSLOG (T 13,
BT 4 NE AT AVICHIET D8 DD T 7 A NEENET, =—F
= IBBETHT 4NE T TV ZRINT HITIE, HER
SS/CsVendor/SYSLOG 7 7 A WZ=—F=v 7 Z#BE L £ 7,

LU F DT —7 L%, SS/CsVendor/SYSLOG 7 7 A L & kT B 7 4 V& o

LET,
7ML XY HI1ILE
Syslog0 Protocol_Filter
Syslogl System_Filter
Syslog2 Environment_Filter
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274 X DITAIE

Syslog3 Software_Filter

Syslog4 Security_Filter

Syslog5h Hardware_Configuration_Filter
Syslogb Connection_Configuration_Filter
Syslog7 PIX_Firewall_Filter

T m—F= v JE EEDOT 4 VE L EEE L ARE T,

UTFO7 4 v Z03d0 £79,
Protocol_Filter

Syslogd 7 7 A WZHELET, ZDOT7 4 NZ%E True IZKET D &
7 aVERET LT RTOD syslog A v E—U0R 7 4 VX SINET,
BGP., OSPF, SNMP, SPANTREE 72 E'23Z DT,

System_Filter

Syslogl 7 7 A BB LT, ZDT7 4V H % True ITRTT D &
VAT DB T 5T _RTD syslog A v b=V N7 4 Z SET,
CBUS. MEMSCAN 72 & 22 Of|I T,

Environment_Filter

Syslog2 7 7 A VONFIZKELET, ZDOT 4VF % True IR ET
5 E BRBEAEEA T HTXTOD syslog A v B—UNB7 ¢ L HERSL
SN FEJ, LCFE, LCGE 72 ENRNZFDHI T,

Software_Filter

Syslog3 7 7 A VONFIZHELET, DT 4 /VF % True ISR ET
HELNHY 7 N =T 2T HT X TD syslog A vE—VNT o
VAR SFUE T, PARSER, RSP, GRPGE 72 E3E DT,

Security_Filter

Syslogd 7 7 A VORNFITHELET, ZOT 4V F % True IR ET
HE, VAT LAOEX2 YT 4 BT 5T XTO syslog A vE—
N7 4 VA BRSNS ET, RADIUS, SECURITY 72 EA3Z O ¢4,
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oL A B—DI—RET) Y

Hardware_Configuration_Filter

Syslogs 7 7 A VORNFIZHELET, ZDT 4)VF % True IZKET
HELTNRAADN—RT =T a7 4 X2 b—g VAT 54
RTD syslog A v E—V0N7 4 L ZERINEHET, IOCARD, MODEM,
DIALSHELF 7¢ EI3Z O T9,

Connection_Configuration_Filter

Sysloge 7 7 A LV DONRFIZHEL £, ZDT 4 )VZ % True IZRTET
Dl TN AR ﬁ%@@‘f%‘f““(@ syslog A v &—TMN
T4 VHEANNEE T, MROUTE, ISDN. X25 72 E3Z OfT9,

Pix_Firewall_Filter

Syslog7 7 7 A WVONFIZHELET, DT 4 /VF % True ICIRET
% & . Cisco PIX Firewall 7 /3 A A Z LS5 3T D syslog A v t—
M7 4 IVE RIS ILE T,

foRIIL AB—DT—R ETYLH

CA Spectrum (. CISCO-IPSEC-FLOW-MONITOR-MIB %3 & U} CISCO-IPSEC-MIB %
PR — h 95 Cisco 7 /31 ATxF LT IPSec h RV A U H—T = —RE
HAEYR—FLET, ZNHDOMIBILCisco 77— T T N—T g
12.1 (4) LI CER TX £97,

CA Spectrum (%, LT @ IPSEC VPN & HkfE A 7 R— h L £,

m RN AE—T2—ADETFTY 7 (A FE)

s HEEEG~ B

m A UE—T 2 — R T LERR]

m (L HE—T2—RAEFT )N —0F

n VU Xy Ty 7B

m MR A E—T 2 — ADAT— K A

LR @ @MY IPSEC VPN & FE A il U £ 4,

m  CreateTunnellLlf

m Interface_Polling_Interval
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oL A B—DI—R ETY) S

CreateTunnellf M ERTE

CreateTunnelllf B1%iX., o XNV AV EZ—T =2— A FTID, T/NA AT
EFSNDF IPSec b RAHITER SN2 E I AR LET, ZOEM
23 TRUE DA, A ¥ —7 = — AFHKEFIT, CASpectrum 3T —7
NWEFHAND ZEEBELET, INOLDONBT—T7 X, oA
VA =T 2 — ANEMT HEEFR L E T, CASpectrum [, BHEET 2 MER
A H =T 2 —ADY T A H—Tz—RAL LT, @R R A
H—Tx—RAETNVEERLET,

RDFIEIZH>TLZELN:

1. [(mhr—x] 27 CBEL, [TV r—ar 7)) 75305 %
BEAL., [TXARAIPT RLVR] X7V 7 )7 LET,

[(BR] ZAT T Ry 7 ANFIRENET,

2. BIET D Cisco IPSec-KfIST /S ADIPT K2z AL, [oK] &7
Uy 7 LET,

TR AN a T Y EEICERINET,
3. 2T LV T CisclPSecExtAp T /XA A &8I L £ 4,
4, o R— NEEMEET B 2742270 v 7 LET,

5. /XA T CreateTunnellf Z IR L, GRAIRZ &7 U v 7 LTH
NANIBEILE T,

6. XA ND CreateTunnellf # X 77 U v 7 LT, fEZEELET,

;¥ : CreateTunnellf % No IZFXET 5 &, CiscoIPSec k> R/ EFT U
TR/ ) £,

=1 —

Interface_Polling_Interval ME%E

Interface_Polling_Interval @M%, b /L T —T7 )0 iR—1 o @& FE
MTERLET, ZOBMZOICRETHE, T—7VER—-V 7
FHA,

RDOFIEIZH>TLFZELN:

1. [vhr—%] 27\cBEHL, [TV r—rarE®5)] 73 VE%
BEL., [TXAMAWPT RLVR] 2571070 v 7 LET,

[WR] #ATar Ry 7 ARFRENET,
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VLAN €4 T ADHR—

2. FXET D Cisco IPSec-X T /SA ADIPT KLAZ# AL, [OK] %7
Uy LET,

TNNA AN AT Y EECFRRINNET,
3. AT UVEETT AN, AEEIRLFE T,
4, aR— MEMEE T Bl ¥ 7% 270 v 7 LET,

5. JEXA D Interface_Polling_Interval Z IR L, HFREIRZ %7 U v
7 LT, AL ICBEILET,

6. 431 IND Interface_Polling_Interval Z % 77 ) v 7 LT, HEZE
FLET,

VLAN 42T 99 ZADHYR—

CA Spectrum (%, VIAN A > T v 7 A a3 2. =T 4 LFHIINEFE D Cisco T
NARZATHR—=FEINTNDNEI DT ANTEET, VIANA VT v 7
AAIa2=T 4 i?ﬁ'ﬂi\ umnﬁ%ﬂﬁ N %Izjjﬂ: L/jiﬁ—

Cisco T /3 AMVIAN A VT w7 A a3 a=F 4 LFEH&EYR—KLT
WA H54A . VLANIndexingSupported  (0x4a0037) JEMHAE (X Supported 1 [Z7%
ESIVET,

Cisco T /3 AMVIAN A U F w7 A a3 2 =T 4 P EYR— K L7
WA VLANIndexingSupported (0x4a0037) JEMEAE L. %128 NotSupported
_mﬁéhiﬁ EDHIT, VIAN A 7 v 7 AGAER 0 XER S £

/vo DFFEIZLY, BRERI N7 v I BNER IO ZEET,

$N4X®VMN%ﬁﬁTELTwét®GcmOfﬂ4xﬁ?xﬁén
ST AR, TAAET AN LET, EOT/NAATT 4 AHN
) %%?TT%) 7>, VLANIndexingSupported (0x4a0037) JEMH:AE % Test 2 (25X
LT, VIAN A — LA ZHNLET,

VIANA T v 7 A Al 2=7 4 LFFINRYR—FT5L912, T34 A&
DFRENERINTZHE/IE, BT 4 X &2ioT, TOT A AD
Transparnt_App €7 /LIZE9 % VLANIndexingSupported (0x4a0037) @ &
EEZERELET,
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5 Z : CiscoWorks i &

OB a At LFO Ry 7 NG FINTWET,
CiscoWorks DOHEZE (P. 47)

CiscoWorks #&

(P. 48)

CiscoWorks DL E

CA Spectrum r9.2.1 ZfifH9-% &, CA Spectrum %, Cisco ® CiscoWorks 7 7

Vor—v gk r—AL R
HEEHT 570

/L|:| I/ij—

CiscoWorks |X. Cisco 7 /31 A
c:_&'ﬁjj fcﬁ\/‘—‘/l/%TEL\ Lij—o

Cisco 7 /31 A% 1EIR LT, CiscoWorks D [T /34 A B H—] R—=TT

HEE#HTEL L)

\—fcc D i ]./71:_.0

& B Anpevices
& & pevice Type Groups
B & routers

= G User Defined Groups

Enter Device Name/IP Address:
[13842.96.12 ] @
Device Selector
<<Search Input>> o
Al

Device Center

CiscoWorks | Heip | About #

DEVICE :

138.42.96.12

Device IP Address
Dme Type

138.42.96.12
Cisco MC3810-V Access Concentrator
) RME@ci k

24-hour Change Audit Summary
Inventory Last Collected Time
Configuration Last Archived Time

24-hour Syslog Message Summary

Functions Available

Tools
« Management Station to Device

= Trace Route

Edit Device Identity
Edit Device Credentials
+ Packet Capture

+ SNMP Set

Number of records: 0
Jun 10 2011 00:30:05 EDT
Mar 04 2011 16:08:45 EST

Emergencies: 0

Wamings: 0

Reports
= Change Audit Report

« Credential Verification Report
= Detailed Device Report

=~ Syslog Messages Report

Alerts: 0
Notifications: 0

Critical: 0
Informational: 0

Errors: 0

Management Tasks
= Add Images to Software Repository
+ Analyze using Cisco.com Image

~ Analyze using Repository Image

~ Check Device Credential

Distribute Images

Edit Config

* Run Show Command

+= Sync Archive
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CiscoWorks #i&

CiscoWorks #& &

[OneClick & #] Web ~X—1%, [CiscoWorks iRE] X—I ~D7T 7 & A
AL ET, ZDO—TTIL, CiscoWorks Web H— 34 1 LUV — b
Z R E L. devman/config7 4 L7 & U N ® ciscoworks-config.xml 7 7 A /L
LWV T AN, ZOFRERGFETCEET, = ABRET 71V
THEINDILGEILDOH, A=a— By I BERINET,

Spectrum® OneClick
technologies
TP o ) | D547 | A5 47 0T [ =m InfoView H—ERFvvadi—F
$i— £ | CA Spectrum F % axb | ri- 93838 | Fs47 | Report Manager
L} B CiscoWorks S5E
CAC®RE
CiscoWorks BF CM~—UTF . CiscoWorks Web ¥ —/i~IBIRT 27001 OneClick ZAETEE 7. SREEFRT T L. Ll OneClick 517 +MAIC-DERL
eHealth &% EASNET.
LDAP 3
MySQL ARD—F CiscoWorks URL 7 L7 rw45 2 e.g. http://ciscoworks:1741
NSM 2E
CneClick 25 4FUMRE 1R
Performance Center Integration &%
Service Desk #&F
SPECTRUM #E
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