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Chapter 1: Java API Overview

This section contains the following topics:

Purpose of the Java APIs (see page 11)

Installation Path (see page 11)

Code Samples (see page 12)

Policy Server Prerequisite (see page 12)

Java Components of the SiteMinder SDK (see page 13)
Java Agent API (see page 13)

Policy Management API (see page 14)
Authentication API (see page 14)

Authorization API (see page 15)

Delegated Management Services API (see page 15)
Utilities Package (see page 15)

How Java Components Fit Together (see page 16)
Network Architecture (see page 16)

Java API Flow (see page 17)

Log Trace Information (see page 23)

Javadoc Reference (see page 23)

Support for Custom Code (see page 23)

Purpose of the Java APIs

The SiteMinder SDK provides Java APIs for performing the following tasks:
m  Creating SiteMinder Agents
m  Creating Policy Management applications

m  (Creating Delegated Management Services (DMS) applications

Installation Path

The Java APIs, documentation, and samples are installed to the following location:
m  UNIX platforms: <install_path>/sdk

m  Windows platforms: <install_path>\sdk

<install_path> refers to the installation path where you installed the SDK software.
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Code Samples

Code Samples

The

SiteMinder SDK includes tested samples of SiteMinder client applications. The

source files for these samples are located as follows:

UNIX platforms:
<install_path>/sdk/samples/<api-name>
Windows platforms:

<install_path>\sdk\samples\<api-name>

Notes on the Java samples:

The samples use properties defined in smjsdksample.properties, located in
/sdk/properties. Before you run the Java samples, modify this file with settings for
your environment.

The smjsdksample.properties file also externalizes literal strings used for logging.

The samples smjavaagentapi and javadmsapi use the policy store created by the
sample javapolicyapi. Run smjavapolicyapi before running smjavaagentapi or
javadmsapi.

All the samples use the same logging options and output format.

When executing the Java samples on a 64-bit UNIX operating environment, note the
following:

m  Use a 64-bit JVM. Running the 64-bit samples using a 32-bit JVM is not
supported.

m If you are using the file java-run.sh (in the samples/smjavaagentapi folder)
remove the comment indicator before the -d64 flag. Leave this flag commented
out when on a 32-bit operating environment.

Policy Server Prerequisite

You

must have the SiteMinder Policy Server to run the applications and Policy Server

plug-ins that you develop with the SiteMinder SDK.However, in most cases, you do not
use the Policy Server to build those applications and plug-ins. The application runtime

files

can either be local or remote to the Policy Server.
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Java Components of the SiteMinder SDK

Java Components of the SiteMinder SDK

The Java components of the SiteMinder SDK are listed in the following table:

APl Name:

Package Name

Primary Interfaces and Classes

Java Agent API:

netegrity.siteminder.javaagent

AgentAPI

Policy Management API:
com.netegrity.sdk.policyapi

SmPolicyApi, implemented by
SmPolicyApilmpl

Authentication and Authorization APIs

com.netegrity.policyserver.smapi

SmAuthScheme
(Authentication API)

ActiveExpression
(Authorization API)

Delegated Management Services API:

com.netegrity.sdk.dmsapi

SmDmsApi, implemented by
SmDmsApilmpl

Utilities package:
com.netegrity.sdk.apiutil

SmApiConnection

SmApiSession

Java Adent API

Use the Java Agent API to build a custom agent for enforcing access control and for
managing user sessions. Enforcing access control consists of the following:

m  User authentication
m  User authorization

= Auditing

When using the Java Agent API, code your agent in Java. The Agent API performs the

connection to the Policy Server.
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Policy Management API

The

SiteMinder Java Agent APl has two implementations:

The JNI Java Agent API, which relies on the native C/C++ Agent API libraries. This
implementation uses the interface presented in the SiteMinder SDK, versions 5.x
and later.

The pure Java Agent API, which replaces the native code used in the JNI Java Agent
API with pure Java components. The present version of this APl uses the same
interface as the JNI Java Agent API.

Because there are no native-mode components, the pure Java Agent APl is highly
portable to new operating environments. Applications written using the pure Java
implementation require certification only against the Java Virtual Machine hosting the
implementation, rather than against individual operating systems.

Important! To use the pure Java API, your Java JCE must be unlimited strength
jurisdiction. You can download the files from Sun at the following URL:

http://java.sun.com/products/jce/javase.html#UnlimitedDownload.

Policy Management API

Use the Policy Management APl to manage the following SiteMinder elements:

You

Resources
Policies
Caches

Security roles

can manage policies by creating, deleting, associating, and modifying policy objects

such as policy domains, realms, and policies.

Authentication API

Use the Authentication API to create a custom authentication scheme that implements
authentication service not offered by any of the standard SiteMinder authentication
schemes.
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Authorization API

Authorization API

Use the Authorization API to implement custom functionality for controlling access to
protected resources. The functionality is provided through custom Java classes that are
referenced in Policy Server active expressions. An active expression is a string of variable
definitions that appears in the following Policy Server objects:

m  Active policy
®  Active response

m  Activerule

Delegated Management Services API

Use the Delegated Management Services (DMS) API to perform tasks such as:
®  Manage directory entries
®  Grant privileges to users and to groups

®  Grant DMS roles to users and to groups

Utilities Package

Use the methods in the Utilities package to implement the APIs in the Policy
Management APl and the DMS API.
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How Java Components Fit Together

How Java Components Fit Together

The following figure shows how the Java components of the SiteMinder SDK fit

together:
Client Application
S
] [ Client requests and responses
< <
Policy Delegated Management
Management API Services API
Agent API
Secure connection with load balancing and failover

Authentication| Authorization
API API

Policy Server

Policy Store User Namespaces

Network Architecture

You can use the Java APIs to write client applications that connect to a remote
SiteMinder Policy Server. These applications have access to the following built-in
functionality of the Java Agent API:

®  Security
m  |oad balancing

m  Failover
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Java API Flow

The network architecture of the Java APIs is shown in the following figure:

API Client Directory Policy Store
f L
¥ 3
Java Java
Policy API DMS AFPI
f 1
Fire|||wall
¥
API Connection Class Policy Server
Authentication| & Authorization
Java Agent API API API
4
API Client Metwork Policy Server

The Policy Management APl and the DMS API use the Java Agent API to access the Policy
Server. A single API client instance makes a single, secure, Agent APl connection to the
SiteMinder Policy Server. As long as they share the same process space, multiple API
clients can use a single Agent API connection. For example, you can use the Java Agent
API to establish a connection, then use that connection to make DMS API calls.

Java API Flow

The steps listed following are required when you are creating a client application with
the Policy Management APl or the DMS API:

1. Establish a Connection to the Policy Server.
2. Obtain a Session.

3. Make API Requests.
4

Handle Results and Exceptions.

Establish a Connection to the Policy Server

To establish a connection to the Policy Server, use the SmApiConnection class of the
Utilities package. This class holds the Agent APl handle through which Java API requests
are sent.
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Java API Flow

There are two types of connection handles in this class:

®m A default connection handle. A default connection handle:
m  Represents a single instance of an Agent APl object.
m Is static across the process.

m Allows connections to the Agent API object from both Policy Management and
DMS clients.

You can establish multiple connections to the Policy Server through the single Agent
APl object instance.

m A uyser-defined connection handle. You can create multiple user-defined connection
objects; each one can support multiple connections to the Policy Server.

Establish a Default Connection

If you have not already established a connection to the Policy Server, you can request an
automatic connection. If SiteMinder establishes a connection for you automatically, it
creates a default Java Agent APl object and handle. However, if a valid user-defined
handle already exists, SiteMinder does not create a default object and handle. A
user-defined handle takes precedence over a default handle.

To establish a default connection to the Policy Server automatically

1. Use the following constructor to create an APl connection object:

SmApiConnection (boolean bDefaultAgentConnection
boolean disablelLoadBalancing)

2. Inthe constructor, set bDefaultAgentConnection to true—for example:

SmApiConnection m_defaultConnection =
new SmApiConnection(true,false);

3. If bDefaultAgentConnection is false, you must explicitly establish the connection in
your client code.

An automatic connection has the following requirements:

®  Your Web Agent be installed on the same machine where you are running the
Agent API.

m  The property DefaultAgentName in the Web Agent configuration object contains an
agent name. You define the Web Agent configuration object in the Policy Server.

m  With Apache Web Agents, the path to the Agent configuration file is in the
CLASSPATH. With Microsoft IS Web Agents, this configuration information is in the
Registry, so a CLASSPATH reference is not necessary.
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Establish a User-Defined Connection

You establish a user-defined connection in one of two ways:

m By referencing an existing Java Agent APl connection handle in the constructor of
the SmApiConnection object.

m By establishing a new connection manually through the setAgentApiConnection()
method.

Note: If you already have a connection to the Policy Server, you can use it to make
subsequent Policy Management APl or DMS API calls.

To create a connection using an existing Agent APl connection
1. Create your connection object through the following constructor:
SmApiConnection (netegrity.siteminder.javaagent.AgentAPI
agentApiConnection)
2. Inthe constructor, use agentApiConnection to pass in the handle of the existing
Agent APl connection—for example:
SmApiConnection myConnection =
new SmApiConnection (myAgentApiConnection);

The new Java Agent APl handle is a user-defined handle.
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If you do not already have a default connection and you want a user-defined connection
object, you can use the Agent API to create the agent object and then create the new
connection, as follows:

1. Create the agent object.

You can create an agent object based on connection parameters from either of the
following sources:

m  User-defined connection parameters defined in your code—for example:

AgentAPI agent = new AgentAPI();
ServerDef sd = new ServerDef();
sd.serverIpAddress = POLICY IP;
sd.connectionMin = CX MIN;
sd.connectionMax = CX MAX;
sd.connectionStep = CX STEP;
sd.timeout = CX TIMEOUT;
sd.authorizationPort = AZ PORT;
sd.authenticationPort = AUTH PORT;
sd.accountingPort = ACC PORT;
InitDef init=new InitDef (AGENT LOGIN,SHARED SECRET,false, sd);
agent.init(init);

Note: With SiteMinder v6.0 and later, the authorization, authentication, and
accounting servers are combined into a single server process. Consequently,
authorizationPort, authenticationPort, and accountingPort can all be set to the
same value.

m  Connection parameters stored in an Agent configuration file.
Note: SiteMider v4.x webagent.conf files are no longer supported by the SM API.
2. Create the new connection.

After creating the agent object, you create the new connection in either of these
ways:

m  Pass the agent object you just created into the constructor of the new
SmApiConnection object—for example:

SmApiConnection myConnection = new SmApiConnection(agent);

m Call setAgentApiConnection() and pass in the agent object you just
created—for example:

SmApiConnection myConnection=new SmApiConnection(false,false);
myConnection. setAgentApiConnection(agent);

If you establish the connection in this way, the Java Agent APl handle is a
user-defined handle.

If you call setAgentApiConnection() and you do not have a connection, you can
establish an automatic, static connection by passing in null.
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Obtain a Session

After you obtain a connection to the Policy Server, get a user or administrator session.

Note: To use the Policy Management API, you must connect as a SiteMinder
Administrator.

After you obtain a session object, pass it to the Policy Management API or the DMS API
through the constructor for the SmPolicyApilmpl class, or the SmDmsApilmpl class.

To obtain a session, perform one of these actions:

If... And... Then...

You have an existing — Pass in the session

session from specification for the

authenticating a user. authenticated user.

You do not have an You must connect as a Use the method

existing session. SiteMinder Administrator. | SmApiSession.login().

You do not have an You want to connectasa | Use the Java Agent API to

existing session. non-Administrator. obtain a session specification
for the user.

If you have a session specification for a user that has been authenticated, you can use
that session specification. You need not obtain a new session specification.

To use an existing session, create an SmApiSession object and associate the session
specification with that object.

Log in as a SiteMinder Administrator

To authenticate a SiteMinder administrator, use the login() method in the SmApiSession
class of the Utilities package. This method uses the administrator’s login credentials
(username and password) to authenticate the administrator. Calling this login() method
obtains a session specification and returns an SmApiResult object.

The syntax of the login() method is as follows:

result=mySession.login (username,
password,
IPaddress,
challengeReason);
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Provide a value for the challengeReason parameter as follows:
®  On the administrator’s initial login, set challengeReason to 0 (no reason).

m  [f the initial login fails, use challengeReason in the next login() call to specify the
results of the previous authentication attempt.

To retrieve the reason value to assign to challengeReason, call getReason() in the
SmApiResult object.

To obtain a new session specification for a user, use the Java Agent API to obtain a
session specification. Then, create an SmApiSession object and associate the session
specification with that object.

Make API Requests and Handle Results

After you establish a session, you can call the methods in your client application.

A result is a response from the Policy Server to a Java APl request. Results are returned
in an SmApiResult object.

Exceptions are thrown from an unexpected client-side error. An exception contains a
result with additional information, such as the origin and severity of the result. To create
aresult object to store the results of APl requests, use the constructor of the
SmApiResult class in the Utilities package—for example:

SmApiResult result = new SmApiResult();

You can verify whether a request was successful by calling the method isSuccess() on
the result object. The method returns true if the request was successful, or false if it was
not successful.

You can compare the current result object to a specified result object by calling the
equals() method.

You can use the equals() method to compare the current result object with SmApiResult
constants that represent different kinds of results. For example, in the following code,
the result represented by the unique constant SERVER_INVALID_PASSWORD is
compared against the current result object:

InetAddress address = InetAddress.getlLocalHost();

SmApiResult result = apiSession.login(usr,pwd,address,0);

boolean resultStatus =
result.equals(SmApiResult.SERVER INVALID PASSWORD);
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Log Trace Information

Log Trace Information

To log tracing information on the client side, use the -D option of the java tool and set
the system property SMJAVASDK_LOG_INFO to true. SiteMinder logs the information to
the standard output.

For example, if your Java Development Kit is on Windows and you want to trace the
Policy Management APl sample application, the command line would be:

java -DSMJAVASDK LOG INFO=true -classpath .;..\..\java\smjavasdk2.jar;
..\..\java\smjavaagentapi.jar PolicyApiSample

Javadoc Reference

This guide includes frequent references to the Javadoc, which you can access through a
link on the SiteMinder bookshelf. Use the Javadoc to learn about a particular class or

method. These details typically include syntax, parameters, return values, and exception
information.

The description of each package, class, and interface in the Javadoc reference
sometimes includes a Since heading that indicates the SiteMinder or SDK version when
the component was introduced. Individual methods and fields only include a Since
heading if they were added in a later version of the class or interface.

Support for Custom Code

CA supports the Software Development Kit (SDK) as part of the standard offerings. Code
written by customers or partners, however, is not supported. You are responsible for
the code you write. If you require assistance designing or implementing SDK-based
code, contact your CA customer account team.
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Chapter 2: Utilities Packade

This section contains the following topics:

Purpose of the Utilities Package (see page 25)
Classes for Internal Use (see page 25)
Connection Class (see page 26)

Session Class (see page 26)

Result Class (see page 27)

Exception Class (see page 29)

Property Class (see page 30)

Purpose of the Utilities Packade

If you plan to call functions in the Policy Management APl or the DMS API, you must use
the functions in the Utilities package to build your Java application.

The SmApiConnection, SmApiResult, SmApiSession, SmApiException, and SmProperty
classes in the Utilities package provide services such as:

®m  Establishing a connection to the Policy Server

®  Obtaining a session

®  Providing a result object that stores results of APl requests
m  Handling exceptions and results

®m  Encapsulating property data

Classes for Internal Use

The Utilities package provides these classes for SiteMinder internal use only:
® SmApiConstants

m SmApiObject

®  SmApiPropertySets

®  SmApiExportFileHandler

®  SmApilmportFileHandler

®  SmFlag

These classes are used internally to define methods in the Policy Management APl and
the DMS API.
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Connection Class

Use the SmApiConnection class to create an APl connection object and establish a
connection between the Agent APl and Policy Server. Depending upon the constructor
you use, you can establish either a default connection or a user-defined connection.

The core methods of the SmApiConnection class are as follows:

Method Description

getAgentApiConnection() Retrieves the Agent APl handle for the current
connection. Use this handle when issuing
subsequent Java APl requests to the Policy

Server.

isValidApiConnection() Verifies whether a valid Agent APl connection
is available.

setAgentApiConnection() Establishes a user-defined connection through

the handle passed into the method. If null is
passed, a static connection is established.

Note: Do not call the execute() method from your client application. This method is for
internal use only.

Session Class

The Session class, SmApiSession, lets you create a session object by passing in a valid
API connection and, depending upon the constructor you use, a session specification.
(A session specification is also known as a session ticket).

The core methods of the SmApiSession class are as follows:

Method Description

getApiConnection() Retrieves the SmApiConnection object for the
current connection.

getSessionSpec() Retrieves the specification for the current
session.

login() Logs in a SiteMinder administrator. The Policy
Server issues a session specification for the
session.

logout() Logs out a SiteMinder administrator.

26 Programming Guide for Java



Result Class

Method Description
setApiConnection() Sets a valid API connection.
setSessionSpec() Sets an existing session specification.

Note: For login and logout of end users, DMS organization administrators, and DMS
super administrators, use the AgentAPl.login() and AgentAPl.logout() methods in the
Agent API package.

Result Class

The Result class, SmApiResult, stores the result of a SiteMinder Java APl request. A
SiteMinder result contains the following elements:

m  Facility. Origin of the result. For example, the result might originate on the client or
server.

m  Severity. Significance of the result, such as informational or warning.

m  Status. Status code of the result. Status codes are unique within each facility. You
can use a facility’s unique status code to distinguish a particular result from other
results that might have originated from the facility.

m  Message. Additional information about the result, such as descriptive text or
numeric details.

A result might also include a reason code. For example, a password policy result might
include a reason code of 1001, meaning that the password does not contain the
required minimum number of characters. To find a reason code for a result, call
getReason().

All server-side errors are returned as results, not as exceptions. However, when a
client-side exception is thrown, an SmApiResult object is embedded in the exception.

Interpret a Result Object

Each result object and its Facility/Severity/Status combination are represented by a
unique value. These unique values are associated with predefined constants defined in
the SmApiResult class—for example, SERVER_CONFIGURATION_FAILURE.

To determine the Facility/Severity/Status information for a result, you can call the
equals() method to compare the returned SmApiResult object with the result constants.
m  Facility: FACILITY_CONNECTION

m  Severity: SEVERITY_ERROR
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Result Class

You

Status: 4

Message: Unable to get server configuration

can output a result object as a string—for example, you can generate a result string

by calling toString() on the SmApiResult object.

A result string has five space-separated name/value pairs in the following format:

[facility=facility severity=severity reason=reason
status=statusCode message=message]

For example, suppose you call toString() for an SmApiResult object that occurs because
a user attempted to create a password with fewer than the minimum number of
alphabetic characters. The method might return a result string that looks like this:

[facility=4 severity=3 reason=1008 status=13 message=nArg=1,Argl=3]

The

fields in the result have the following meanings:
facility=4. The result originated on the server.
severity=3. The result is an error.

reason=1008. The error occurred because the requested password has fewer than
the minimum number of alphabetic characters required for passwords.

status=13. The unique result status code for this facility.

message=nArg=1,Arg1=3. An additional description of the result. The two parts to
this field have the following meanings:

m  nArgl=1. The error contains just one error description.

m  Argl=3. The error description is 3. In the context of reason code 1008, the Argl
value means that a password is required to have a minimum of 3 alphabetic
characters.

Core Methods in the Result Class

The core methods of the SmApiResult class include:
Method Description
equals() Indicates whether the current object is equal to the object

passed to the method.

getError() Retrieves a unique error code.

getFacility() Retrieves the facility code associated with the error.
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Method Description

getMessage() Retrieves the message associated with the error.
getReason() Retrieves the reason code of the error.

getSeverity() Retrieves the severity code associated with the error.
getStatus() Retrieves the status code in the current facility. This method

can take as a parameter the result code from the server.

isSuccess() Reports whether the request was successful.

toString() Returns a string representation of the SmApiResult object.

Exception Class

The Exception class, SmApiException, contains the result class SmApiResult. The
following packages use SmApiException:

m  com.netegrity.sdk.policyapi
®  com.netegrity.sdk.dmsapi
®  com.netegrity.sdk.apiutil

The core methods of the SmApiException class include:

Method Description

getFacility() Retrieves the facility code of the exception.

getReason() Retrieves the reason code of the exception.

getSeverity() Retrieves the severity code of the exception.

getStatus() Retrieves the status code of the exception.

toString() Returns a string representation of the SmApiResult object.

The Exception class extends java.lang.Exception. By calling the inherited getMessage()
method, you can retrieve the message associated with the exception.
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Property Class

The Property class, SmProperty, holds the following information about a property:
®  Name

m Value

m  Type (encrypted / plain)

The core methods of the SmProperty class include:

Method Description

getName() Retrieves the name of the property.

getType() Retrieves the type of the property (that is, O if plain text, 1
if encrypted).

getValue() Retrieves the value of the property.

setName() Sets the name of the property.

setType() Sets the type of the property, 0 if plain text & 1 if
encrypted.

setValue() Sets the value of the property.
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Chapter 3: Adent API

This section contains the following topics:

SiteMinder Agents (see page 31)

Agent API Class Hierarchy (see page 32)
Implement the JNI Java Agent API (see page 32)
Implement the Pure Java Agent API (see page 34)
Connection to a Policy Server (see page 35)

User Access to Resources (see page 36)

How Web Agents Use the Agent API (see page 38)
Java Agent API Services (see page 39)

Session Services (see page 39)

Authorization Services (see page 41)

Auditing Services and Transaction Tracking (see page 41)
Management Services (see page 42)

Tunnel Services (see page 43)

Response Attributes (see page 43)

Single Sign-on (see page 43)

Server Clusters (see page 47)

Timeouts (see page 50)

Agent Type (see page 50)

SiteMinder Adents

A SiteMinder Agent is a client of the Agent API. The agent enforces access control
policies served by the Policy Server. The Policy Server is a general-purpose policy engine
with no specific knowledge of resources. The specific knowledge of resources is
provided by SiteMinder agents. Agents establish resource semantics and act as gate
keepers to protect resources from unauthorized users.

Different agent types protect different kinds of resources. Some agent types are
pre-defined, standard agents that are shipped as part of the SiteMinder product—for
example, the Web Agent, which provides HTTP access control for Web Servers.
However, you can also use the Agent API to implement custom agents.

The Agent API lets you create a custom agent that can authenticate and authorize users
in a variety of context-specific ways. For example, you could create an agent for FTP
transfers that does the following:

®m  Implements certificate-based authentication instead of basic name and password
credentials.

m  Allows uploads and downloads based on an individual user’s authorization level.
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Agent API Class Hierarchy

Custom agents can participate in a single sign-on environment with standard SiteMinder
Web Agents.

Adent API Class Hierarchy

The primary point of access to the Java Agent API is the AgentAPI class. Several other
classes are provided to hold data required by the AgentAPI class:

m  Attribute

= AttributelList

m  BinaryBuffer

m  |nitDef

®  ManagementContextDef
m  RealmDef

m  ResourceContextDef
m  ServerDef

m  SessionDef

m  TokenDescriptor

®  TunnelServiceRequest

m  UserCredentials

Implement the JNI Java Adent API

Applications that are built using the JNI Java AgentAPI either directly or indirectly
(through another agent) are insulated from underlying implementation details,
including:

m  User namespaces, such as LDAP directories, SQL databases, or NT domains

m  Authentication methods as simple as username/password or as complex as PKI
systems

m  Authorizations based on group membership or individual profile data
Additional benefits provided by the Java Agent API include full session management
support, automatic encryption key rollover, and real-time policy updates.

To implement the JNI Java Agent API

1. Review the required software as listed in the accompanying release notes.

2. Review the sample code.
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Implement the JNI Java Agent API

Write source code for your client application.

Ensure that your system can find the JNI support libraries when the Java Virtual
Machine (JVM) is invoked, as follows:

m  On Windows: Change PATH to include the following, so that
smjavaagentapi.dll, smerrlog.dll, and smcommonutil.dll can be found:

<install_path>\sdk\bin

m  On Solaris: Change LD_LIBRARY_PATH to include the following, so that
libsmjavaagentapi.so, libsmerrlog.so, libsmcommonutil.so can be found:

<install_path>/sdk/bin

m  On AIX: Change LIBPATH to include the following, so that libsmjavaagentapi.so,
libsmerrlog.so, and libsmcommonutil.so can be found:

<install_path>/sdk/bin

m  On Linux: Change LD_LIBRARY_PATH to include the following, so that
libsmjavaagentapi.so, libsmerrlog.so and libsmcommonutil.so can be found:

<install_path>/sdk/bin

m  On HP-UX 11: Change SHLIB_PATH to include the following, so that
libsmjavaagentapi.so, libsmerrlog.so, and libsmcommontuil.so can be found:

<install_path>/sdk/bin
Note: The Java Agent APl is not available for HP10.

Ensure that SiteMinder can find the JNI Java AgentAPI JAR file when you compile or
run an agent that uses the Java Agent API. The JAR file, smjavaagentapi.jar, is stored
in the following locations:

m  Windows platforms:
<install_path>\sdk\java
m  UNIX platforms:

<install_path>/sdk/java

Add smjavaagentapi.jar to your CLASSPATH setting. When compiling, you can use
the -classpath switch.

Compile the Java Agent API application using javac.

For an example, see java-build.bat or java-build.sh in the sample directory
smjavaagentapi.

Configure the Policy Server to use the Java Agent API application.
Run the application.

For an example, see java-run.bat or java-run.sh in the sample directory
smjavaagentapi.
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Implement the P

ure Java Adent API

Applications that are built using the pure Java Agent API either directly or indirectly
(through another agent) are insulated from underlying implementation details,
including:

User namespaces, such as LDAP directories, SQL databases, or NT domains

Authentication methods as simple as username/password or as complex as PKI
systems

Authorizations based on group membership or individual profile data

Additional benefits provided by the Java Agent APl include full session management
support, automatic encryption key rollover, and real-time policy updates.

To implement the pure Java Agent API

1.
2.

3.

Review the required software as listed in the accompanying release notes.
Review the sample code.
Write source code for your client application.

Ensure that SiteMinder can find the pure Java Agent API .jar file when you compile
or run an agent that uses the Java Agent API. The JAR file, smagentapi.jar, is stored
in the following locations:

m  Windows platforms:
<install_path>\sdk\java
m  UNIX platforms:

<install_path>/sdk/java

Add smagentapi.jar, crypto.jar, cryptoFIPS.jar to your CLASSPATH setting. When
compiling, you can use the -classpath switch.

Compile the Java Agent API application using javac.

For an example, see java-build.bat or java-build.sh in the sample directory
smjavaagentapi.

Configure the Policy Server to use the Java Agent API application.

Run the application.
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Pure Java Adent API Usage

Backward compatibility

The pure Java Agent APl maintains binary and source compatibility with the JNI Java
Agent API. The pure Java Agent API supports all of the other SiteMinder Java SDK
interfaces that rely on the Agent API for connectivity to the SiteMinder Policy Server,
including the SiteMinder Policy Management APl and the SiteMinder DMS API, in
addition to extending the portability of those interfaces.

Configuration limitations

The pure Java Agent APl does not change the configuration of either the SiteMinder
Application Server Agents or any agents developed with the SiteMinder SDK. The
configuration of the pure Java Agent API is identical to the configuration of the JNI Java
Agent API with the following exceptions:

m  Migration of UNIX agents from the JNI Java Agent API to the pure Java Agent API
requires re-registration of the trusted host entity with the SiteMinder Policy Server
because the shared secret in the JNI Java APl is computed differently from the pure
Java implementation.

®  On both Unix and Windows systems (due to file-locking incompatibilities with the
native code Agent API), the SmHost.conf file cannot be shared between agents
using the C/C++ or JNI Java Agent APl and agents using the pure Java Agent API.
Therefore, a separate copy of the bootstrap configuration file must be kept for pure
Java Agent APl agents.

m  Toregister a host for a 5.x-type custom pure Java Agent you must use
smreghost.bat (or smreghost.sh on UNIX), not smreghost.exe.

m  Upgrades from the JNI Java Agent APl on Unix systems requires users of custom
4 .x-based agents that use shared secrets encrypted with the 4.x encryptkey tool to
update their shared secret on the agent side for upgraded agents.

Connection to a Policy Server

Before an agent can perform work on behalf of its users, it must initialize connections to
one or more Policy Servers by issuing the init() method. Through the InitDef parameter,
you can specify connection parameters such as failover mode and connection pool size.
This step creates TCP connections and typically does not need to be done more than
once per agent instance.

After the Agent APl is initialized, all API calls are fully thread-safe with respect to the
initialized API instance.

Itis possible to initialize more than one APl instance (for example, when working with
Policy Servers that use separate policy stores).
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Immediately after initialization, the agent should communicate its version information
to the Policy Server by calling doManagement() with the constant
MANAGEMENT_SET_AGENT_INFO set in the ManagementContextDef object. The actual
information can be any string containing enough information about the agent, such as
the build number, and the version number. The string is recorded in the Policy Server

logs

After the Agent API has been initialized, the agent can perform useful work. At this point

itca

n start accepting requests from its users, such as receiving GET requests for URLs.

User Access to Resources

The

agent must perform the following steps before granting a user access to a

requested resource. The outcome of most steps can be cached to improve agent
performance. The agent can choose to cache as little or as much as possible.

1.

Accept a user request.

Accept a user request to access a resource. This is the application-specific request.
For example, the Web Agent would accept a user’s GET request for a URL.

Check if the resource is protected.
Call isProtected() to determine if the requested resource is protected.

If the resource is protected, the policy server returns the required credentials that
must be obtained from the user in order to validate the user’s identity. If the
resource is not protected, access to the requested resource should be allowed.

The outcome of this step can be cached.
Authenticate the user.

Call login() to collect the required credentials from the user and to authenticate the
user.

Upon successful authentication, the Policy Server creates a session and returns
response attributes, including the unique session id and session specification. These
response attributes are policy-driven and may include user profile data, static or
dynamic privileges, a number of predefined authentication state attributes, or any
other data that was designated by a policy administrator.

The agent can now perform session management by caching user session
information and keeping track of session expiration.
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4. Check if the user is authorized.
Call authorize() to validate that the user has access to the requested resource.

Upon successful authorization, the policy server returns response attributes
including resource-specific privileges. These response attributes are policy driven
and may include user profile data, static or dynamic privileges, or any other data
that was designated by a policy administrator.

At this point the user’s authorization information with respect to the requested
resource is known and can be cached to speed up future requests.

5. Audit cached authorization information.

Both the authentication and authorization steps log the relevant information about
the user, the protected resource, and the agent. However, if the agent performs
authorizations out of its cache, the transaction can still be logged through the
audit() method.

6. Allow access to resource.

Now that the user’s identity is known, authorization has been verified, and the
required entitlements obtained, give the authorized user access to the resource.

7. lIssue a management request.

This is an optional step that is used to poll the Policy Server for update commands.
In response to a command, agents update encryption keys or flush caches or both.

When the agent is no longer needed, issue the uninit() method for each APl instance.
This closes TCP connections to all policy servers.

Note: The Agent APl does not provide a facility for caching in a manner that enforces
session validity. By choosing to cache user sessions and/or resource-specific privileges,
the agent becomes obligated to perform its own session management during each user
request. This is required, since caching on the agent removes the need to contact the
SiteMinder Policy Server to perform session validation and/or resource authorizations.
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How Web Adents Use the Adent API

The following figure shows the process flow that occurs when a Web Agent uses the
Agent API:
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Java Adgent API Services

The Java Agent API provides a rich set of services that let you develop sophisticated,
secure, and robust agents. Building an agent involves using these services:

m  Session Services

®m  Authorization Services

®  Auditing Services and Transaction Tracking

®  Management Services (key encryption, cache updates)

®  Tunnel Services

These services are accessed through the AgentAPI class.

Session Services

Sessioning is used to maintain consistent user sessions across multi-tiered application
environments.

AgentAPI methods that implement session services are:

®  Jogin()

= Jogout()

Agents that perform session management use the sessioning services of the Java Agent
API to create, delegate, validate, and terminate user sessions.

Note: For login and logout of SiteMinder administrators for Policy Server or DMS
sessions, use the methods SmApiSession.login() and SmApiSession.logout() in the Utility
package.

Session Creation and the Session Specification

A session is created after a successful user login. Once created, a user session persists
until it is terminated.

When a user is authenticated, the Policy Server issues a session specification. A session
specification contains information about the user.

User-side session persistence in a multi-tiered application environment is accomplished
by saving and maintaining the user information in the session specification. This session
specification represents a user session. It is the key to SiteMinder session management.
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The SiteMinder environment where the user session was created is responsible for the
creation, maintenance, and persistent storage of the session specification. For example,
the Web Agent (HTTP environment) stores the session specification in an HTTP cookie.

Agents create sessions using login(). This method authenticates the user credentials and
gets the information for session specification (including the unique session id). Once
created, the session specification is updated on subsequent Java Agent API calls that
also return updated expiration times. Agents can use this information to perform
custom session management and keep track of session timeouts.

If your Web server’s user-tracking feature is enabled, the SiteMinder Policy Server issues
an identity ticket in addition to the session specification. Identity tickets can be used for
identity-based personalization when a user is accessing a resource protected by
anonymous authentication schemes. Identity tickets never expire.

Another important feature that is seamlessly integrated with the sessioning mechanism
is the SiteMinder universal ID. A universal ID identifies the user to an application in a
SiteMinder environment through a unique identifier, such as a social security number or
customer account number. The universal ID facilitates identification of users between
old and new applications by delivering the user’s identification automatically, regardless
of the application. Once configured on the Policy Server, a user’s universal id becomes
part of the session specification and is made available to agents for the duration of the
entire session.

Session Validation

Agents request validation of a session specification to make sure that a user session has
neither expired nor been terminated or revoked. This can occur at any time during the
session’s lifetime. Agents call AgentAPl.login() to validate a session specification.

Session Delegation

When an application’s logic flow crosses application tiers, sessions may be delegated by
passing the session specification between two agents. Each agent can choose to have
the session specification validated.

40 Programming Guide for Java



Authorization Services

Session Termination

A session is terminated in any of the following ways:

m  After a user logs outs and the agent discards the session specification
®  When the session expires

m  When the session is revoked

® When the user account is disabled

To terminate a session, the agent must discard the session specification. Once a session
is terminated, the user must log in again to establish a new session.

Authorization Services

Agents that perform access control functions use the authorization services of the
AgentAPI class. These services enable clients to verify a user’s rights to access a
resource, retrieve a user’s privileges with respect to specific resources, and determine
the specific access control, if any, that is imposed upon a resource.

You can determine whether a resource is protected by calling the isProtected() method.
This method accepts as a parameter the resource that is served by the requesting agent
and returns information about the user’s credentials.

Once the user’s identity is validated, the agent calls the authorize() method to
determine if the requesting user has access to the requested resource. Agents can
perform fine-grained access control by leveraging the collection of response attributes
that this method retrieves.

Auditing Services and Transaction Tracking

Agents can keep track of and log all user activity during a session. Although much of a
user’s activity is logged by the Policy Server, there are times when it may be necessary
to log authorizations done out of agent cache. Agents call the audit() method to log such
requests for resources.

By generating a unique transaction id, agents can correlate access control activity with
application activity. The transaction id can be given to both the authorization and
auditing methods so that the Policy Server would record the transaction-specific id
associated with the application activity. This can be used for non-repudiation.
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Manadgement Services

A management protocol exists between agents and the SiteMinder Policy Server. This
protocol helps an agent manage its caches and encryption keys in a manner consistent
with both SiteMinder policies and administrative changes on the Policy Server.

To request the latest agent commands, an agent calls the method doManagement()
with MANAGEMENT_GET_AGENT_COMMANDS set in the ManagementContextDef
object. Typically, this call is made every n seconds by a thread running in the
background. The types of agent commands that can be retrieved are cache commands
and encryption commands.

Cache Commands

Cache commands inform the agent of any changes to its caches that may need to be
made as a result of administrative updates to the Policy Server.

The cache commands are:

CACHE_FLUSH_ALL
m  CACHE_FLUSH_ALL_USERS
m  CACHE_FLUSH_THIS_USER
m  CACHE_FLUSH_ALL_REALMS
m  CACHE_FLUSH_THIS_REALM

Encryption Commands

Encryption commands inform the agent of new encryption keys that are generated
administratively or automatically by the Policy Server. Agents save secure state can use
this protocol to keep track of the latest encryption keys.

The encryption commands are:

AFFILIATE_KEY_UPDATE
m  AGENT_KEY_UPDATE_NEXT

m  AGENT_KEY_UPDATE_LAST

m  AGENT_KEY_UPDATE_CURRENT

m  AGENT_KEY_UPDATE_PERSISTENT
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Tunnel Services

Tunnel services enable agents to establish secure communications with a callable
service located on the Policy Server. This allows agents to perform custom actions over a
secure, VPN-like channel without having to address issues such as encryption key
management.

Response Attributes

Response attributes enable the Policy Server to deliver information to agents. Response
attributes are managed through methods in the AgentAPI class.

There are two types of response attributes:
m Well-known

m  Policy-based

The well-known attributes are always returned by the Policy Server after certain calls
such as login(). These attributes represent static, fixed data such as the user DN and
Universal ID.

The policy-based attributes are returned by the login() and authorize() methods. These
attributes are based on policies and are the vehicle for delivering static and dynamic
data from the Policy Server to agents, which can distinguish between authentication and
authorization attributes. The actual source of the data is defined on the Policy Server
using the responses feature that can be configured to deliver data from a variety of
sources. Data may include static information, information from a directory profile, or a
custom Policy Server plug-in. Once the responses are properly configured, agents are
capable of performing fine-grained access control as well as profile-driven
personalization.

Based on a policy definition, response attributes can time out or be cached for the
duration of the user session. The Policy Server delivers an attribute along with the TTL
(Time-To-Live) value, calculated in seconds. If the agent is caching user sessions and/or
authorizations, it is responsible for keeping the relevant attributes up to date. Agents
issue the updateAttributes() method to update stale attributes.

Single Sign-on

In a single sign-on environment, a user who successfully authenticates through a given
agent does not have to re-authenticate when accessing a realm protected by a different
agent. When a custom agent is involved in a single sign-on environment, the two agents
must be in the same cookie domain—for example, xxx.domainname.com.
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Single sign-on is made possible through a single sign-on cookie named SMSESSION. This
cookie is created and written to the user’s browser either by SiteMinder or by the
custom agent.

Class AgentAPI contains two methods that allow custom agents to participate in a single
sign-on environment with standard SiteMinder Web Agents:

decodeSSOToken()

The custom agent extracts the cookie’s contents, called a token, from an existing
SMSESSION cookie and passes the token to this method. The method decrypts the
token and extracts the specified information. This method can also be used to
update the last-access timestamp in the token.

createSSOToken()

After the user successfully logs in through the custom agent, the custom agent
passes information about the user to this method. The method creates an
encrypted token from this user information and from session information returned
from the login call. The custom agent writes the token to the SMSESSION cookie.

See the sample custom agent code for an example of setting up the parameters for the
single sign-on methods and parsing the results. The sample custom agent code is
located in the smjavaagentapi directory of <install_path>\sdk\samples.

Log on through a Custom Adent

Here is the typical sequence of events in a single sign-on environment when the initial
login is through the custom agent:

1. User logs in through the custom agent.

2. Custom agent calls login() to authenticate the user. The user is challenged for
credentials.

3. Custom agent calls createSSOToken() and passes to it information about the user
(user name, user DN, IP address of the requesting client). SiteMinder adds this
information to a token along with session information returned from the login call.
SiteMinder also encrypts the information in the token.

4. Custom agent creates the SMSESSION cookie in the user’s browser and writes the
token to the cookie.

5. Userrequests a resource protected by a standard SiteMinder agent.

6. The standard agent performs a login operation, which validates the user based on
the information in the single sign-on cookie. The user is not challenged for
credentials.
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Log on through a Standard Adent

Here is the typical sequence of events that occurs in a single sign-on environment when
the initial login is performed through the standard SiteMinder Web Agent:

1. User logs in through the standard agent.

2. Standard agent authenticates the user by challenging the user for credentials
through the login call.

3. SiteMinder creates the SMSESSION cookie in the user’s browser and inserts the
encrypted token containing session information.

4, User requests a resource protected by a custom agent.

5. The custom agent obtains the SMSESSION cookie from the user’s request and
extracts the token.

6. The custom agent passes the token to the method decodeSSOToken(). The method
decodes the token and returns a subset of the token’s attributes to the custom
agent.

7. The custom agent obtains the session specification from the token and passes the
session specification to login(). The login call validates the user without challenging
the user for credentials.

8. User requests a resource protected by a standard SiteMinder agent.

9. The standard agent performs a login operation, which validates the user based on
the contents of the SMSESSION cookie. The user is not challenged for credentials.

Standard Adent Support

Custom agents created with the SiteMinder SDK v6.x can accept SMSESSION cookies
created by a standard SiteMinder v4.x, v5.x, or v6.x Web Agent. However, standard
SiteMinder v4.x or v5.x Web Agents can only accept cookies created by a custom agent
if the standard agent has been upgraded with the appropriate Siteminder Agent
Quarterly Maintenance Release (QMR). For information about the QMR version
required for each standard agent version, see the accompanying SDK release notes.
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To enable a SiteMinder v4.x or v5.x agent with the appropriate QMR upgrade to accept
SMSESSION cookies created by a custom agent, the standard agent’s Agent
configuration file (LocalConfig.conf with IIS servers or WebAgent.conf with other
servers) or central configuration object (for v5.x or higher) must contain the following
entry:

AcceptTPCookie="yes"

Set AcceptTPCookie as follows:

m  With 4.XxQMR4 agents and above, add AcceptTPCookie="yes" directly in the
standard agent’s Agent configuration file.

= With 5.xQMR1 agents and above, add the entry to the standard agent’s Agent
Configuration Object if the AllowLocalConfig parameter for that object is set to no.
If AllowLocalConfig is set to yes, you can set AcceptTPCookie in the standard agent’s
Agent configuration file.

How Information Is Bound to a Session

Session information can consist of more than the session specification. Session
information can include any information that the client application wants to associate
with the user’s session.

Application-defined session information consists of name/value pairs called session
variables. For example, business logic, certificate information, and SAML assertions for
affiliate operations can all be stored as session variables and bound to the session ID.

The class AgentAPI provides the following methods for setting, retrieving, and deleting
session variables:

m  setSessionVariables()

m  getSessionVariables()

m  delSessionVariables()

Session variables are stored in a server-side database called the session store. The
session store is managed by the Policy Server.

Advantages of Session Variables

When a client application uses session variables:
m  Up to 4K of data can be stored for each session variable value.

m  The session information persists across multiple Policy Servers. Centralizing session
information on the server allows features such as cross-domain session
management, including enforcing logout and idle timeout across different domains.

46 Programming Guide for Java



Server Clusters

Requirements for Using Session Variables

For a client application to use session variables, both of the following prerequisites must
be met:

m  The session store must be enabled in the Policy Server Management Console.

m  During realm configuration in the Policy Server Ul, Persistent Session must be
selected for at least one of the realms to be accessed during the session. As soon as
the user accesses a realm configured for persistent sessions, session variables can
be used throughout the remainder of the session.

End of Session Cleanup

When the user logs out and the agent discards the session specification, the session
ends. In the case of a persistent session, SiteMinder removes all session information,
including any session variables, from the session store.

Server Clusters

To help prevent service interruptions, SiteMinder includes a failover feature. If the
primary Policy Server fails and failover is enabled, a backup Policy Server takes over
policy operations. Beginning with SiteMinder v6.0, failover can occur not only between
Policy Servers, but between groups, or clusters, of Policy Servers.

The cluster functionality also improves server performance by providing dynamic load
balancing between the servers in a cluster. With dynamic load balancing, policy
operations are automatically distributed between the available servers in a cluster
according to the performance capabilities of each server.

Clustered and Non-Clustered Servers

An agent running against Agent API v6.x can be associated with one or more Policy
Servers, or with one or more clusters of Policy Servers, as follows:

m  Clustered servers

In the ServerDef object for each clustered server, set clusterSeq() to the sequence
number for the cluster. All servers in a cluster have the same cluster sequence
number.

Behavior: Failover occurs between clusters of servers if multiple clusters are
defined. Also, requests to servers within a cluster are sent according to the
improved performance-based load-balancing techniques introduced with Agent API
v6.0.
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Non-clustered servers

In the ServerDef object for each non-clustered server, set the method clusterSeq()
to 0.

Behavior: Behavior is the same as in v5.x installations—that is, you can enable
failover among the servers associated with the agent, or you can enable
round-robin behavior among the servers.

When round-robin behavior is enabled, the improved performance-based
load-balancing techniques introduced with Agent API v6.0 are used.

Note: The same agent cannot be associated with both clustered and non-clustered
servers.

Cluster Configuration

You can configure a cluster through the Agent API or through a host configuration object
using the Policy Server User Interface. If you configure a cluster through the Agent API,
be sure that the configuration does not conflict with any cluster configuration
information that may be defined in the host configuration object.

You configure the individual servers or clusters of servers that the agent is associated
with through the InitDef and ServerDef classes.

Cluster failover occurs according to the following configuration settings:

Failover threshold. The minimum percentage of servers within a cluster that must
be available for Policy Server requests. If the number of available servers falls below
the threshold, failover to the next cluster occurs.

The failover threshold percentage applies to all clusters associated with the agent.

To determine the number of servers that the percentage represents in any given
cluster, multiply the threshold percentage by the number of servers in the cluster,
rounding to the nearest integer. For example, with a 60-percent failover threshold
for a cluster of five servers, failover to the next cluster occurs when the number of
available servers in the currently active cluster falls below 3.

Set through: InitDef constructor that contains the failOverThreshold parameter.

Sequence of cluster failover. Each cluster is assigned a sequence number. When
cluster failover occurs, SiteMinder sends subsequent Policy Server requests to the
next cluster in the cluster sequence.

Set through: ServerDef.clusterSeq().
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Cluster Failover

If your site uses clusters, you typically will have a primary cluster and one or more
backup clusters.

The primary cluster is the cluster to which SiteMinder sends requests as long as the
number of available servers in the cluster does not fall below the failover threshold. If
there are not enough available servers in the primary cluster, failover to the next cluster
in the cluster sequence occurs. If that cluster also fails, failover to the third cluster
occurs, and so on.

When All Clusters Fail

If the number of available servers falls below the failover threshold in all clusters
associated with the agent, policy operations do not stop. Requests are sent to the first
cluster in the cluster sequence that has at least one available server.

For example, suppose an agent is associated with two clusters—C1 containing three
servers, and C2 containing five servers.The failover threshold for any cluster associated
with the agent is set at 60 percent.

The following table shows the minimum number of servers that must be available within
each cluster:

Cluster Servers in Percentage Numeric
Cluster Failover Failover

Threshold Threshold

(Minimum

Available Servers)

C1 3 60 1

C2 5 60 3

If the number of available servers falls below the threshold in each cluster, so that C1
has no available servers and C2 has just two, the next incoming request will be
dispatched to a C2 server with the best response time. After at least two of the three C1
servers are repaired, subsequent requests are load-balanced among the available C1
servers.

Version Compatibility and Failover Behavior

Agent API v6 is backwards-compatible with Agent API v5, allowing complete
interoperability between v5/v6 agents and the v5/v6 Agent APlIs.
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Timeouts

Agents can enforce session timeouts or rely on the Policy Server to validate each
request. Typically, caching of user sessions or privileges by the agent requires some
form of timeout enforcement on the agent side. In this case, the agent is responsible for
keeping track of last access time and knowing when the session is going to expire.

Agents that do not cache can leverage the Policy Server’s enforcement of timeouts. The
following Java Agent APl methods return the updated timeout information after every
call:

m  ogin()
m  authorize()

m audit()

Adent Type

The Agent Type defines the behavior of an agent. After you have developed a custom
agent, you must configure a new Agent Type for the agent in the Policy Server User
Interface. For example, if you developed a custom FTP Agent, you would then need to
configure an Agent Type for the FTP Agent in the Policy Server User Interface.

Note: For information on configuring an Agent Type for your custom agent, see the
SiteMinder Programming Guide for C.
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Chapter 4: Policy Management API

This section contains the following topics:

About Policy Management (see page 52)

Policy Management Setup (see page 53)

Required JAR File (see page 53)

Policy Store Objects (see page 53)

Write a Policy Management Application (see page 55)
Administrator Methods (see page 57)

Agent Methods (see page 57)

Agent Configuration Object Methods (see page 58)
Authentication and Authorization Map Methods (see page 58)
Authentication Scheme Methods (see page 59)
Certificate Map Methods (see page 59)

Domain Methods (see page 59)

General Object Methods (see page 60)

Group Methods (see page 61)

Host Configuration Object Methods (see page 61)
ODBC Query Scheme Methods (see page 62)
Password Policy Methods (see page 62)

Policy Methods (see page 63)

Policy Migration Methods (see page 63)

Realm Methods (see page 64)

Response Methods (see page 64)

Root Configuration Methods (see page 65)

Rule Methods (see page 65)

Self-Registration Methods (see page 66)

Trusted Host Object Methods (see page 66)

User Directory Methods (see page 66)

User Policy Methods (see page 67)

Utility Methods (see page 68)

Object Associations (see page 68)

Add Objects to the Policy Store (see page 69)
Retrieve Objects from the Policy Store (see page 70)
Delete Objects from the Policy Store (see page 70)
Authentication Scheme Configuration (see page 70)
Performance Consideration (see page 102)
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About Policy Management

Policy management consists of creating, deleting, and modifying policy objects within a
SiteMinder policy store. Through the Policy Management API, you can perform most of
the data manipulations that you can perform through the native Policy Server User
Interface. For example, you can write a client application that allows administrators to
perform tasks such as:

m  Creating a policy domain

m  Creating an Agent object

m  Creating an Agent configuration object

m  (Creating a host configuration object

m  Registering a trusted host

m  Creating a SiteMinder user directory object
m  Creating an authentication scheme object
m  Creating an administrator

m  Creating arealm

®  Adding a realm to a policy domain

m  Creating arule

m  Creating a response

m  Creating a policy

m  Adding a user or group to a policy

m  Addingarule to a policy

m  Setting responses for rules in a policy

m  Migrating an entire policy store or an individual policy domain remotely
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Policy Management Setup

To run applications built with the Policy Management API:

m  Use the Policy Server Management Console to configure the Policy Server so that it
points to the policy store you want to access.

®  Run your Policy Management application on the same machine as the Policy Server

or on a machine that has network access to the Policy Server.

Note: If an application built with the Policy Management APl runs on the same machine
as the Policy Server, the application must run as the same user who installed the Policy
Server (for example, smuser on UNIX platforms).

Required JAR File

The JAR file smjavasdk2.jar is required for building and running Policy Management
applications. The JAR file is stored in the following locations:

®  Windows platforms:
<install_path>\sdk\java

m  UNIX platforms:
<install_path>/sdk/java

Policy Store Objects

Interface SmPolicyApi is implemented by the class SmPolicyApilmpl. Use this class as the
starting point for the Policy Management API. Each policy store object is associated with
a class in the Policy Management API. You create and manage policy store objects
through the methods in an object’s class.

Policy store objects can be classified according to scope:

®  Domain objects are visible only within the domain. They cannot be shared between
domains.

m  Global objects are visible across all domains.

Global objects are sometimes called system objects.

Global objects include:
m  Administrators
® Agenttypes

m  Agents and agent groups
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m  Agent Configuration objects

m  Host Configuration objects

®m  Trusted Hosts

®m  Authentication schemes

®m  Authentication/authorization maps
m  Certificate maps

®  Domains

m  ODBC query schemes

m  Password policies

m  Registration schemes

m  User directories

Domain objects include:

m  Policies

m  Realms

m  Responses and response groups
m  Response attributes

®  Rules and rule groups

m  User policies

When you are working in the Policy Server user interface, you will see most of the above
objects listed in the System and Domain tabs of the SiteMinder Administration window.

Note: Descriptions in the Javadoc reference specify whether an object has global scope
or domain scope.
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Write a Policy Manadement Application

To write a Policy Management application

1. Establish a Connection to the Policy Server
2. Obtain a Session Object

3. Passin the Session Object

4. Make Policy Management API Requests

5. Terminate the Administrator Session

The SiteMinder SDK contains a sample of how to use the classes and methods in the
Java Policy Management API.

Establish a Connection to the Policy Server

To establish a connection to the Policy Server, use the SmApiConnection class of the
Utilities package. This class holds the Agent APl handle through which Java API requests
are sent.

There are two types of connection handles in this class:

® A default connection handle. A default connection handle:
m  Represents a single instance of an Agent APl object.
m Is static across the process.

m Allows connections to the Agent API object from both Policy Management and
DMS clients.

You can establish multiple connections to the Policy Server through the single Agent
APl object instance.

m A uyser-defined connection handle. You can create multiple user-defined connection
objects; each one can support multiple connections to the Policy Server.
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Obtain a Session Object

A session object is obtained when a user or administrator successfully logs in. In this
case, an administrator login is required, since only administrators can perform policy
management.

To log in a SiteMinder administrator and establish an administrator session, call the
login() method in the SmApiSession class of the Utilities package.

Once login is successful, the session object will hold a valid administrator session
specification.

Pass in the Session Object

After obtaining a valid session, create a Policy Management API object by passing the
session to the constructor of the SmPolicyApilmpl class—for example:

SmPolicyApi policyApi = new SmPolicyApiImpl (apiSession);

In the example, policyApi is the new Policy Management APl object and apiSession is the
session obtained when the administrator successfully logged in.

Make Policy Management API Requests

After you obtain a session object and create a Policy Management APl object, you are
ready to make Policy Management requests. Most of the methods in the Policy
Management API are categorized according to the SiteMinder object that a given
method acts upon—for example, agents, policies, and rules.

There is also a Utilities category for methods that perform services, such as cache and
encryption key management. Use these categories to help you find a particular Policy
Management APl method to use in your custom policy management applications.

Note: The methods in the policyapi package can only be called from a Siteminder
administrator session.

Terminate the Administrator Session

When you are finished making Policy Management APl requests, log out the
administrator by calling the logout() method in the SmApiSession class of the Utilities
package.

Important! After you have called the logout() method, the connection handle becomes
invalid. Do not reference it again.
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Administrator Methods

Unless otherwise specified, the following methods are in the class SmPolicyApilmpl. The
following methods act on administrator objects. You create an administrator object by

instantiating SmAdmin.

Method

Description

addAdmin()

Adds an administrator object to the policy
store.

addAdminToDomain()

Associates an administrator with a
domain.

deleteAdmin()

Deletes an administrator.

getAdmin()

Gets the contents of an administrator.

getAdminUserDirs()

Gets a list of user directories that an
administrator can manage.

modifyAdmin()

Modifies an administrator.

removeAdminFromDomain()

Disassociates an administrator from a
domain.

Adent Methods

Unless otherwise specified, the methods listed in this table are in the class
SmPolicyApilmpl. The following methods act on agent objects. You create an agent

object by instantiating SmAgent.

Method

Description

addAgent()

Adds an agent object to the policy store.

deleteAgent()

Deletes an agent.

getAgent()

Gets the contents of an agent.

modifyAgent()

Modifies an agent.
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Adent Configuration Object Methods

Unless otherwise specified, the methods listed in this table are in the class
SmPolicyApilmpl. The following methods act on agent configuration objects. You define
an agent configuration object by instantiating SmAgentConfig.

Method Description

addAgentConfig() Adds an agent configuration object to the
policy store.

deleteAgentConfig() Deletes an agent configuration object.

getAgentConfig() Gets the contents of an agent
configuration object.

modifyAgentConfig() Modifies an agent configuration object.

Authentication and Authorization Map Methods

Unless otherwise specified, the methods listed in this table are in the class
SmPolicyApilmpl. The following methods act on authentication and authorization
directory mapping objects. You create an authentication and authorization directory
mapping object by instantiating SmAuthAzMap.

Method Description

addAuthAzMap() Adds an authentication and authorization
directory mapping object to the policy
store.

deleteAuthAzMap() Deletes an authentication and

authorization directory mapping object.

getAuthAzMap() Gets the contents of an authentication
and authorization directory mapping
object.

modifyAuthAzMap() Modifies an authentication and

authorization directory mapping object.
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Authentication Scheme Methods

Unless otherwise specified, the methods listed in this table are in the class
SmPolicyApilmpl. The following methods act on authentication schemes. You create an
authentication scheme by instantiating SmScheme.

Method

Description

addScheme()

Adds an authentication scheme to the
policy store.

deleteScheme()

Deletes an authentication scheme.

getScheme() Gets the contents of an authentication
scheme.
modifyScheme() Modifies an authentication scheme.

Certificate Map Methods

Unless otherwise specified, the methods listed in this table are in the class
SmPolicyApilmpl. The following methods act on certificate mapping objects. You create
certificate mapping objects by instantiating SmCertMap.

Method Description

addCertMap() Adds a certificate mapping object to the
policy store.

deleteCertMap() Deletes a certificate mapping object.

getCertMap() Gets the contents of a certificate mapping
object.

modifyCertMap() Modifies a certificate mapping object.

Domain Methods

Unless otherwise specified, the methods listed in this table are in the class
SmPolicyApilmpl. The following methods act on domain objects. You create domain

objects by instantiating SmDomain.

Method

Description

addDomain()

Adds a domain object to the policy store.
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Method

Description

deleteDomain()

Deletes a domain.

getDomain()

Gets the contents of a domain.

getDomainObject()

Gets a domain object for the specified
object name or OID.

getDomainObjectNames()

Gets a list of domain objects within a
domain.

isDomainObject()

Indicates whether an object is a domain
object.

In classes SmObjectimpl,
SmDomainObjectimpl.

modifyDomain()

Modifies a domain.

General Object Methods

Unless otherwise specified, the methods listed in this table are in the class
SmPolicyApilmpl. The following methods act on multiple types of objects.

Method Description

getGlobalObjectNames() Gets a list of global objects.

getObject() Gets a global object for the specified
object name or OID.

getOid() Retrieves an object identifier for an
object.
In class SmObjectimpl.

isWriteable() Specifies whether an object is writeable.
In classes SmAgentType,
SmDomainObjectimpl, and SmObjectimpl.

renameObject() Renames an object.
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Group Methods

Unless otherwise specified, the methods listed in this table are in the class
SmPolicyApilmpl. The following methods act on group objects. Group objects are
created with SmAgentGroup (for agent groups), SmResponseGroup (for response

groups), or SmRuleGroup (for rule groups).

Method Description

addGroup() Adds an agent, response, or rule group to
the policy store.

addToGroup() Adds a group element of type rule,

response, or agent to the specified group.

deleteGroup()

Deletes an existing group.

getGroup() Gets the contents of an existing group.
getGroupMembers() Get a list of groups of all types.
modifyGroup() Modify a group.

removeFromGroup() Removes a group element from a group.

Host Configuration Object Methods

Unless otherwise specified, the methods listed in this table are in the class
SmPolicyApilmpl. The following methods act on host configuration objects. You define a
host configuration object by instantiating SmHostConfig.

Method

Description

addHostConfig()

Adds a host configuration object to the
policy store.

deleteHostConfig()

Deletes a host configuration object.

getHostConfig() Gets the contents of a host configuration
object.
modifyHostConfig() Modifies a host configuration object.
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ODBC Query Scheme Methods

Unless otherwise specified, the methods listed in this table are in the class
SmPolicyApilmpl. The following methods act on ODBC Query schemes. You create ODBC
Query schemes by instantiating SmODBCQuery.

Method Description

addODBCQuery() Adds an ODBC query object to the policy
store.

deleteODBCQuery() Deletes an ODBC query object.

getODBCQuery() Gets the contents of an ODBC query
object.

modifyODBCQuery() Modifies an ODBC query object.

Password Policy Methods

Unless otherwise specified, the methods listed in this table are in the class
SmPolicyApilmpl. The following methods act on password policy objects. You create
password policy objects by instantiating SmPasswordPolicy.

Method Description

addPasswordPolicy() Adds a password policy object to the
policy store.

deletePasswordPolicy() Deletes a password policy.

getPasswordPolicy() Gets the contents of a password policy.

isEnabled() Specifies whether the password policy is
enabled.

In class SmPasswordPolicy.

isEntireDir() Specifies whether the password policy
applies to the entire directory.

In class SmPasswordPolicy.

modifyPasswordPolicy() Modifies a password policy.
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Policy Methods

The following methods act on policy and policy link objects. A policy link is an
association of a policy, a rule, and optionally, a response. Unless otherwise specified,
these methods are in the class SmPolicyApilmpl.

Policy objects are created with SmPolicy. Policy link objects are created with

SmPolicyLink.

Method Description

addPolicy() Adds a policy object to the policy store.

addPolicyLink() Adds a policy link to a policy.

deletePolicy() Deletes the policy associated with the
specified domain.

deletePolicyLink() Removes a policy link from a policy.

getPolicy() Gets the contents of a policy.

getPolicyLinks() Gets all of the policy links for the specified
policy and domain.

modifyPolicy() Modify the policy associated with the
specified domain.

modifyPolicyLink() Modifies the specified policy link.

Policy Migration Methods

The following methods enable you to migrate policy data between remote Policy
Servers. Unless otherwise specified, these methods are in the class SmPolicyApilmpl.

Functionally, the remote policy data export and import methods behave in the same
manner as the smobjexport and smobjimport utilities.

Policy export attributes are set with SmExportAttr. Policy import parameters are set
with SmimportAttr.

Method Description

doExport() Exports an entire policy store or a single
policy domain from a remote Policy Server
and writes the output on the client’s local
file system.
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Method

Description

dolmport()

Imports an entire policy store or a single
policy domain onto a remote Policy
Server.

Realm Methods

The following methods act on realm objects. Realm objects are created with SmRealm.

Method

Description

addRealm(()

Adds a realm object to the policy store.

deleteRealm()

Deletes a realm.

getRealm()

Gets the contents of a realm.

getRealmRules()

Gets all the rules for the specified realm
and domain.

getRealmUserPolicies()

Gets a list of user policies that can access
arealm.

modifyRealm()

Modifies the specified realm.

Response Methods

The following methods act on response and response attribute objects. Unless
otherwise specified, these methods are in the class SmPolicyApilmpl. Response objects
are created with SmResponse. Response attribute objects are created with

SmResponseAttr.

Method Description

addResponse() Adds a response object to the policy store.
addResponseAttr() Creates a response attribute and

associates it with a response.

deleteResponse()

Deletes a response.

deleteResponseAttribute()

Deletes a response attribute.

getResponse()

Gets the contents of a response.
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Method

Description

getResponseAttrs()

Gets a list of attributes for the specified
response.

modifyResponse()

Modify the specified response.

setResponselnPolicyLink()

Changes the response for the specified
policy link.

Root Configuration Methods

The following methods act on root configuration objects. Unless otherwise specified, the
methods listed in this table are in the class SmPolicyApilmpl. You create root
configuration objects by instantiating SmRootConfig.

Rule Methods

Method

Description

addRootConfig()

Adds a root configuration object to the
policy store.

deleteRootConfig|()

Deletes a root configuration.

getRootConfig()

Gets the contents of a root configuration.

modifyRootConfig()

Modifies a root configuration.

The following methods act on rule objects. Unless otherwise specified, the methods
listed in this table are in the class SmPolicyApilmpl. You create rule objects by

instantiating SmRule.

Method

Description

addRule()

Adds a rule object to the policy store.

deleteRule()

Deletes a rule.

getRule()

Gets the contents of a rule.

modifyRule()

Modifies a rule.
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Self-Registration Methods

The following methods act on self-registration objects. Unless otherwise specified, the
methods listed in this table are in the class SmPolicyApilmpl. You create self-registration
objects by instantiating SmSelfReg.

Method Description

addSelfReg() Adds a self-registration object to the
policy store.

deleteSelfReg() Deletes a self-registration object.

getSelfReg() Gets the contents of a self-registration
object.

modifySelfReg() Modifies a self-registration object.

Trusted Host Object Methods

The following methods act on Trusted Host objects. Unless otherwise specified, the
methods listed in this table are in the class SmPolicyApilmpl. You define a Trusted Host
object by instantiating SmTrustedHost.

Method Description

addTrustedHost() Registers a trusted host with the Policy
Server.

deleteTrustedHost() Deletes a trusted host object.

User Directory Methods

User management functionality is provided in the DMS API. However, the Policy
Management API provides methods for getting and setting user attributes. These
methods are in the SmUserDirectory class.

For example:

m  To specify which user attribute holds the disabled state of the user, call
setDisabledAttr() in SmUserDirectory.

m  To disable and enable users, use the DMS API.
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The following methods act on user directory objects. Unless otherwise specified, the
methods listed in this section are in the class SmPolicyApilmpl. You create user directory

objects by instantiating SmUserDirectory.

Method

Description

addUserDirectory()

Adds a user directory object to the policy
store.

addUserDirToDomain()

Associates an existing user directory with
a domain.

deleteUserDirectory()

Deletes a user directory.

getDirectoryContents()

Gets a list of distinguished names and
classes for the specified user directory.

getUserDirectory()

Gets the contents of a user directory.

getUserDirSearchOrder()

Retrieves the search order of user
directories for a domain by retrieving a
vector of user directory names.

lookupDirectory()

Gets a list of distinguished names and
classes for the specified user directory and
search pattern.

modifyUserDirectory()

Modifies a user directory.

removeUserDirFromDomain()

Disassociates an existing user directory
from a domain.

setUserDirSearchOrder()

Sets the search order of user directories in
a domain.

User Policy Methods

The following methods act on user policy objects. Unless otherwise specified, the
methods listed in this table are in the class SmPolicyApilmpl. You create user policy

objects by instantiating SmUserPolicy.

Method

Description

addUserPolicy()

Adds a user policy object to the policy
store.
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Method

Description

deleteUserPolicy()

Deletes a user policy for a specified
domain.

getUserPolicies()

Gets all the user policies for the specified
policy and domain.

Utility Methods

The following methods provide a variety of services, including cache and encryption key

management. Unless otherwise specified, the methods listed in this table are in the

class SmPolicyApilmpl.

Method Description

changeDynamicKey() Changes a dynamic encryption key.

changePersistentKey() Changes the persistent encryption key.

changeSessionKey() Changes the session encryption key.

flushAll() Flushes all SiteMinder caches.

flushRealm() Flushes a realm from the resource cache.

flushRealms() Flushes all realms from the resource
cache.

flushUser() Flushes a user from the user information
cache.

flushUsers() Flushes all users from the information
cache.

search() Searches the specified object.

setApiSession() Sets the API session object.

Object Associations

Some objects can be associated with or disassociated from one another—for example,
AddAdminToDomain() adds an administrator object to a domain, and
RemoveAdminFromDomain() removes an administrator object from a domain. An
add-to operation requires that both objects exist prior to the call. After a remove-from
operation, both objects still exist, but they are no longer associated with one other.
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When you are looking for a method that associates or disassociates two objects, look in
the category of the method that you are adding or removing. For example,
AddAdminToDomain() and RemoveAdminFromDomain() are both found in
Administrator Methods.

Add Objects to the Policy Store

After creating a Policy Management API object, you can create objects to add to the
policy store.
To add objects to the policy store
1. Create an object to be added to the policy store.
For example, if you want to create an agent object:
SmAgent agent = new SmAgent();
2. Setthe appropriate fields for the object—for example:

agent.setName ("myAgent");

agent.setSecret ("siteminder");
agent.setDescription ("Sample agent");
agent.setAgentType (SmAgentType.DefaultAgentType);

3. Add the object to the policy store, as follows:

m  Call the add... method for the object you just created —for example, addAgent()
for an agent object, or addDomain() for a domain object—and pass in the
object you want to add to the policy store.

m  Returning the result into a result object.
For example:
result = policyApi.addAgent(agent);

4. Examine the result.

If the call is successful:
m  The method returns an SmApiResult object whose isSuccess() method returns true.
®  The objectis added to the SiteMinder policy store.

m  The Oid field in the corresponding object structure is set to the object identifier.
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Retrieve Objects from the Policy Store

To retrieve an object from the policy store

1. Create an object of the relevant class to store the returned properties. For example,
the following code creates an agent object:

SmAgent myAgent = new SmAgent();

2. Call the appropriate get... function for the object you just created —for example,
getAgent() for an agent object, or getDomain() for a domain object—and pass in the
object you just created. For example, if you’re retrieving an agent named myAgent:

result = myPolicyApi.getAgent ("myAgent", myAgent);
If the method succeeds, it populates myAgent with the properties of the specified agent

object. (If a get... method retrieves a list, the list is written to a vector.) If no matching
objects are found, the properties of the receiving object retain their initial values.

Delete Objects from the Policy Store

A delete operation deletes an object from the policy store. You can only delete one
object at a time from the policy store.

To delete an object, use the object-deletion method for the object you’re deleting—for
example, deleteAgent() for an agent object, or deleteDomain() for a domain object

Authentication Scheme Confiduration

When you configure an authentication scheme programmatically, you provide
information that would otherwise be provided through the Authentication Scheme
Properties dialog box of the Policy Server Ul.

When you configure an authentication scheme, you use the get... and set... methods in
the SmScheme class to provide the following information:
m  Scheme type

SiteMinder provides a number of standard authentication scheme types (also called
templates). Each authentication scheme type is configured differently. The scheme
types are descibed in subsequent topics.

m  Description
Brief description of the authentication scheme.
m  Protection level

Protection level values can range from 1 through 1000. The higher the number, the
greater the degree of protection provided by the scheme.
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m  Library

An authentication scheme library performs authentication processing for the
associated authentication scheme type. Each pre-defined authentication scheme is
shipped with a default library, which you typically will use. But optionally, you can
use a custom library instead of the default.

®  Parameter

Additional information that the authentication scheme requires, such as the URL of
an HTML login page.

With some authentication schemes, the parameter information is constructed from
field values in the Scheme Type Setup tab of the Authentication Scheme Properties
dialog box. To see how a parameter string might be constructed for a given scheme
type, open this dialog box, choose the appropriate scheme type, provide values to
the fields in the Scheme Type Setup tab, and view the constructed parameter in the
Advanced tab.

For information on providing parameter values for different authentication scheme
types, see the chapter on authentication schemes in the Policy Design Guide.

m  Shared Secret

Information that is known to both the authentication scheme and the Policy Server.
Different authentication schemes use different kinds of secrets. Most schemes use
no secret.

m  |stemplate?
A flag that specifies whether the authentication scheme is a template.
m  |sused by administrator?

A flag that specifies whether the authentication scheme can be used to
authenticate administrators.

®m  Save Credentials?
A flag that specifies whether the user’s credentials will be saved.
= |sRADIUS?
A flag that specifies whether the scheme can be used with RADIUS agents.
®  |gnore password check?
A flag that specifies whether password policies for the scheme are enabled. If True

(1), password policies will be disabled.

Note: These categories of information can be used for different purposes in different
authentication schemes. For example, with the TelelD authentication scheme, the
shared secret is used to supply the encryption seed.
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Anonymous Template

Use this table when configuring an authentication scheme based on the scheme type
Anonymous. The Java methods referenced in the table are in the class SmScheme.

Information Type

Value Assignment and Meaning

Scheme type setType(TypeAnonymous)
The scheme type Anonymous.
Description setDescription(description)

The description of the authentication scheme.

Protection level

setLevel(0)
Set to 0. Not applicable to this scheme type.

Library setLibrary("smauthanon")
The default library for this scheme type.
Parameter setParameter(param)

A string containing the guest DN. Policies associated with the
guest DN must apply to anonymous users.

Shared secret

setSecret("")
Set to an empty string. Not applicable to this scheme.

Is template? setlsTemplate(0)
Set to false (0) to indicate that the scheme is not a template.
Is used by setlsUsedByAdmin(0)

administrator?

Set to false (0)—scheme is not used to authenticate
administrators.

Save credentials?

setAllowSaveCreds(0)

Set to false (0) to indicate that user credentials won’t be
saved.

Is RADIUS?

setlsRadius(0)
Set to false (0)—scheme is not used with RADIUS agents.

Ignore password
check?

setlgnorePwCheck(1)

Set to true (1)—ignore password checking.
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Basic Template

Use this table when configuring an authentication scheme based on the scheme type
Basic. The Java methods referenced in the table are in the class SmScheme.

Information Type Value Assignment and Meaning

Scheme type setType(TypeBasic)
The scheme type Basic.

Description setDescription(description)

The description of the authentication scheme.

Protection level setLevel(value)

A value of 1 through 1000. The higher the number, the
greater degree of protection provided by the scheme. Default
is 5.

Library setLibrary("smauthdir")
The default library for this scheme type.

Parameter setParameter("")

Set to an empty string. Not applicable to this scheme.

Shared secret setSecret("")

Set to an empty string. Not applicable to this scheme.

Is template? setlsTemplate(0)

Set to false (0) to indicate that the scheme is not a template.

Is used by setlsUsedByAdmin(1)

administrator? Set to true (1)—scheme can be used to authenticate
administrators.

Save credentials? setAllowSaveCreds(0)
Set to false (0) to indicate that user credentials won’t be
saved.
Is RADIUS? setlsRadius(1)
Set to true (1)—scheme can be used with RADIUS agents.
Ignore password setlgnorePwCheck(flag)
check? Set to true (1) to ignore password checking, or false (0) to

check passwords. Default is 0.
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Basic Over SSL Template

Use this table when configuring an authentication scheme based on the scheme type
Basic over SSL. The Java methods referenced in the table are in the class SmScheme.

Information Type

Value Assignment and Meaning

Scheme type setType(TypeBasicOverSSL)
The scheme type Basic over SSL.
Description setDescription(description)

The description of the authentication scheme.

Protection level

setLevel(value)

A value of 1 through 1000. The higher the number, the
greater degree of protection provided by the scheme. Default
is 10.

Library setLibrary("smauthcert")
The default library for this scheme type.
Parameter setParameter(param)

A string containing the domain or IP address of the SSL server
and the name of the SSL Credentials Collector (SCC). Format:

https://server/SCC?basic
The following example uses the default SCC:

https://my.server.com/siteminderagent/
nocert/smgetcred.scc?basic

Shared secret

setSecret("")

Set to an empty string. Not applicable to this scheme.

Is template? setlsTemplate(0)
Set to false (0) to indicate that the scheme is not a template.
Is used by setlsUsedByAdmin(0)

administrator?

Set to false (0) for this scheme.

Save credentials?

setAllowSaveCreds(0)

Set to false (0) to indicate that user credentials won’t be
saved.

Is RADIUS?

setlsRadius(0)
Set to false (0)—scheme is not used with RADIUS agents.
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Custom Template

Information Type

Value Assignment and Meaning

Ignore password
check?

setlgnorePwCheck(flag)

Set to true (1) to ignore password checking, or false (0) to
check passwords. Default is 0.

Use this table when configuring an authentication scheme based on the scheme type
Custom. You create custom schemes using the C Authentication API. For more
information, see the Developer’s Guide for C. The Java methods referenced in the table
are in the class SmScheme.

Information Type

Value Assignment and Meaning

Scheme type setType(TypeCustom)
The scheme type Custom.
Description setDescription(description)

The description of the authentication scheme.

Protection level

setLevel(value)

A value of 0 through 1000. The higher the number, the
greater degree of protection provided by the scheme. Default
is 5.

Library setLibrary(customLibName)
The name of the custom shared library you created using the
C Authentication API.

Parameter setParameter(param)

Any string of one or more parameters required by your
custom authentication scheme.

For a custom authentication scheme that uses SSL, you must
supply a URL that points to a SiteMinder Web Agent library
required for the SSL-based authentication.

Shared secret

setSecret(secret)

The shared secret, if any, that your custom authentication
scheme uses for encryption of credentials.

Is template?

setlsTemplate(0)
Set to false (0) to indicate that the scheme is not a template.
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Information Type

Value Assignment and Meaning

Is used by
administrator?

setlsUsedByAdmin(flag)

Set to true (1) to specify that the scheme can be used to
authenticate administrators, or to false (0) to specify that the
scheme cannot be used to authenticate administrators.
Default is 0.

Save credentials?

setAllowSaveCreds(0)

Set to false (0) to indicate that user credentials won’t be
saved.

Is RADIUS?

setlsRadius(0)
Set to false (0)—scheme is not used with RADIUS agents.

Ignore password
check?

setlgnorePwCheck(flag)

Set to true (1) to ignore password checking, or false (0) to
check passwords. Default is 0.

HTML Form Template

Use this table when configuring an authentication scheme based on the scheme type
HTML Form. The Java methods referenced in the table are in the class SmScheme.

Information Type

Value Assignment and Meaning

Scheme type

setType(TypeHTMLForm)
The scheme type HTML Form.

Description

setDescription(description)

The description of the authentication scheme.

Protection level

setLevel(value)

A value of 1 through 1000. The higher the number, the
greater degree of protection provided by the scheme. Default
is 5.

Library

setLibrary("smauthhtml")
The default library for this scheme type.
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Information Type

Value Assignment and Meaning

Parameter

setParameter(param)
A string containing a user attribute list plus the location of the
forms credential collector (FCC). The attribute list must begin
with AL= and use commas as the list delimiter character, and
it must end with a semicolon—for example:
AlL=Password,SSN,age,zipcode;
The complete parameter format is:
attr-list;https:/server/fcc
The following example uses the default FCC:
AL=PASSWORD,SSN,age,zipcode;
http://my.server.com/siteminderagent/
forms/login.fcc

Shared secret

setSecret("")
Set to an empty string. Not applicable to this scheme.

Is template? setlsTemplate(0)
Set to false (0) to indicate that the scheme is not a template.
Is used by setlsUsedByAdmin(0)

administrator?

Set to false (0)—scheme is not used to authenticate
administrators.

Save credentials?

setAllowSaveCreds(flag)

Set to true (1) to indicate that user credentials should be
saved, or false (0) to indicate that user credentials should not
be saved. Default is 0.

Is RADIUS?

setlsRadius(0)
Set to false (0)—scheme is not used with RADIUS agents.

Ignore password
check?

setlgnorePwCheck(flag)

Set to true (1) to ignore password checking, or false (0) to
check passwords. Default is O.
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Impersonation Template

Use this table when configuring an authentication scheme based on scheme type
Impersonation. The Java methods referenced in the table are in the class SmScheme.

Information Type

Value Assignment and Meaning

Scheme type

setType(Typelmpersonation)

The scheme type Impersonation.

Description

setDescription(description)

The description of the authentication scheme.

Protection level

setLevel(value)

A value of 1 through 1000. The higher the number, the
greater degree of protection provided by the scheme. Default
is 5.

Library

setLibrary("smauthimpersonate")
The default library for this scheme type.

Parameter

setParameter(param)
A string containing a user attribute list plus the location of the
forms credential collector (FCC). The attribute list must begin
with AL= and use commas as the list delimiter character, and
it must end with a semicolon—for example:
AlL=Password,SSN,age,zipcode;
The complete parameter format is:
attr-list;https:/server/fcc
The following example uses the default FCC:
AL=PASSWORD,SSN,age,zipcode;
http://my.server.com/siteminderagent/
forms/imp.fcc

Shared secret

setSecret("")

Set to an empty string. Not applicable to this scheme.

Is template?

setlsTemplate(templateFlag)
Set to false (0) to indicate that the scheme is not a template.

Is used by
administrator?

setlsUsedByAdmin(0)

Set to false (0)—scheme is not used to authenticate
administrators.
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Information Type Value Assignment and Meaning
Save credentials? setAllowSaveCreds(0)
Set to false (0) to indicate that user credentials won’t be
saved.
Is RADIUS? setlsRadius(0)
Set to false (0)—scheme is not used with RADIUS agents.
Ignore password setlgnorePwCheck(1)
check?

Set to true (1)—ignore password checking.

MS Passport Template

Use this table when configuring an authentication scheme based on scheme type MS
Passport. The Java methods referenced in the table are in the class SmScheme.

Information Type Value Assignment and Meaning

Scheme type setType(TypeMSPassport)
The scheme type MS Passport.

Description setDescription(description)

The description of the authentication scheme.

Protection level setLevel(value)

A value of 1 through 1000. The higher the number, the
greater degree of protection provided by the scheme. Default
is 1.

Library setLibrary("smauthmspp")
The default library for this scheme type.
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Information Type

Value Assignment and Meaning

Parameter

setParameter(param)

The following information, separated by semicolons:

m  ADN for an anonymous user. Format:

anonuser=anonUserDN

If you specify an anonymous user DN, the protection level is 0.

m  The search string for looking up a user in a user directory
of the specified type. Format:

attribute=nameSpace:attrib=searchSpec

Valid namespaces are LDAP, AD, ODBC, WinNT, and Custom.

m The registration URL. The URL can be a custom URL or a
SiteMinder form. Formats:

registrationurl=URL (custom URL)
registrationurl=FORM=URL (SiteMinder form)

Example using an LDAP attribute and a custom URL:
attribute=LDAP:altSecurityldentities=
Kerberos:%s@company.local;registrationurl
=http://passport.xanadu.local/registration/passportreg.asp

Shared secret

setSecret("")

Set to an empty string. Not applicable to this scheme.

Is template?

setlsTemplate(templateFlag)
Set to false (0) to indicate that the scheme is not a template.

Is used by
administrator?

setlsUsedByAdmin(0)

Set to false (0)—scheme is not used to authenticate
administrators.

Save credentials?

setAllowSaveCreds(0)

Set to false (0) to indicate that user credentials won’t be
saved.

Is RADIUS?

setlsRadius(0)
Set to false (0)—scheme is not used with RADIUS agents.

Ignore password
check?

setlgnorePwCheck(1)

Set to true (1)—ignore password checking.
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RADIUS CHAP/PAP Template

Use this table when configuring an authentication scheme based on the scheme type
RADIUS CHAP/PAP. The Java methods referenced in the table are in the class

SmScheme.
Information Type Value Assignment and Meaning
Scheme type setType(TypeRadiusChapPap)
The scheme type RADIUS CHAP/PAP.
Description setDescription(description)
The description of the authentication scheme.
Protection level setLevel(value)
A value of 1 through 1000. The higher the number, the
greater degree of protection provided by the scheme. Default
is 5.
Library setLibrary("smauthchap")
The default library for this scheme type.
Parameter setParameter(param)
A string containing the name of a user directory attribute. This
attribute is used as the clear text password for authentication.
Shared secret setSecret("")
Set to an empty string. Not applicable to this scheme.
Is template? setlsTemplate(0)
Set to false (0) to indicate that the scheme is not a template.
Is used by setlsUsedByAdmin(0)
administrator? Set to false (0)—scheme is not used to authenticate
administrators.
Save credentials? setAllowSaveCreds(0)
Set to false (0) to indicate that user credentials won’t be
saved.
Is RADIUS? setlsRadius(1)
Set to true (1)—scheme can be used with RADIUS agents.
Ignore password setlgnorePwCheck(flag)
check? Set to true (1) to ignore password checking, or false (0) to
check passwords. Default is 0.
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RADIUS Server Template

Use this table when configuring an authentication scheme based on the scheme type
RADIUS Server. The Java methods referenced in the table are in the class SmScheme.

Information Type

Value Assignment and Meaning

Scheme type setType(TypeRadiusServer)
The scheme type RADIUS Server.
Description setDescription(description)

The description of the authentication scheme.

Protection level

setLevel(value)

A value of 1 through 1000. The higher the number, the
greater degree of protection provided by the scheme. Default
is 5.

Library setLibrary("smauthradius")
The default library for this scheme type.
Parameter setParameter(param)

A string containing the IP address and port of the RADIUS
server—for example:

123.123.12.12:1645
The default UDP port is 1645.

Shared secret

setSecret(secret)

The user attribute that the RADIUS Server will use as the clear
text password.

Is template? setlsTemplate(0)
Set to false (0) to indicate that the scheme is not a template.
Is used by setlsUsedByAdmin(1)

administrator?

Set to true (1)—scheme can be used to authenticate
administrators.

Save credentials?

setAllowSaveCreds(0)

Set to false (0) to indicate that user credentials won’t be
saved.

Is RADIUS?

setlsRadius(1)
Set to true (1)—scheme can be used with RADIUS agents..

Ignore password
check?

setlgnorePwCheck(flag)

Set to true (1) to ignore password checking, or false (0) to
check passwords. Default is 0.
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SafeWord HTML Form Template

Use this table when configuring an authentication scheme based on the scheme type
SafeWord HTML Form. The Java methods referenced in the table are in the class

SmScheme.
Information Type Value Assignment and Meaning
Scheme type setType(TypeSafeWordHTMLForm)
The scheme type SafeWord HTML Form.
Description setDescription(description)
The description of the authentication scheme.
Protection level setLevel(value)
A value of 1 through 1000. The higher the number, the
greater degree of protection provided by the scheme. Default
is 10.
Library setLibrary("smauthenigmahtml")
The default library for this scheme type.
Parameter setParameter(param)
A string containing the name and location of the forms
credentials collector. This example shows the default
credentials collector:
http://my.server.com/
siteminderagent/forms/safeword.fcc
Shared secret setSecret("")
Set to an empty string. Not applicable to this scheme.
Is template? setlsTemplate(0)
Set to false (0) to indicate that the scheme is not a template.
Is used by setlsUsedByAdmin(1)
administrator? Set to true (1)—scheme can be used to authenticate
administrators.
Save credentials? setAllowSaveCreds(0)
Set to false (0) to indicate that user credentials won’t be
saved.
Is RADIUS? setlsRadius(1)
Set to true (1)—scheme can be used with RADIUS agents..
Ignore password setlgnorePwCheck(1)
check? Set to true (1)—ignore password checking.
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SafeWord Template

Use this table when configuring an authentication scheme based on the scheme type
SafeWord. The Java methods referenced in the table are in the class SmScheme.

Information Type

Value Assignment and Meaning

Scheme type setType(TypeSafeWordServer)
The scheme type SafeWord.
Description setDescription(description)

The description of the authentication scheme.

Protection level

setLevel(value)

A value of 1 through 1000. The higher the number, the
greater degree of protection provided by the scheme. Default
is 10.

Library setLibrary("smauthenigma")
The default library for this scheme type.
Parameter setParameter("")

Set to an empty string. Not applicable to this scheme.

Shared secret

setSecret("")

Set to an empty string. Not applicable to this scheme.

Is template? setlsTemplate(0)
Set to false (0) to indicate that the scheme is not a template.
Is used by setlsUsedByAdmin(1)

administrator?

Set to true (1)—scheme can be used to authenticate
administrators.

Save credentials?

setAllowSaveCreds(0)

Set to false (0) to indicate that user credentials won’t be
saved.

Is RADIUS?

setlsRadius(1)
Set to true (1)—scheme can be used with RADIUS agents..

Ignore password
check?

setlgnorePwCheck(1)
Set to true (1)—ignore password checking.
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SAML Artifact Template

Use this table when configuring an authentication scheme based on the SAML Artifact
binding. The Java methods referenced in the table are in the class SmScheme.

Information Typ