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disclosed by you except as may be permitted in a separate confidentiality agreement between you and CA.  

Notwithstanding the foregoing, if you are a licensed user of the software product(s) addressed in the Documentation, you may 
print a reasonable number of copies of the Documentation for internal use by you and your employees in connection with that 
software, provided that all CA copyright notices and legends are affixed to each reproduced copy.   

The right to print copies of the Documentation is limited to the period during which the applicable license for such software 
remains in full force and effect. Should the license terminate for any reason, it is your responsibility to certify in writing to CA 
that all copies and partial copies of the Documentation have been returned to CA or destroyed.  
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The manufacturer of this Documentation is CA.  

Provided with "Restricted Rights." Use, duplication or disclosure by the United States Government is subject to the restrictions 
set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section 252.227-7014(b)(3), as applicable, or 
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Contact CA Technologies 

Contact Technical Support 

For your convenience, CA Technologies provides one site where you can access 
the information you need for your Home Office, Small Business, and Enterprise 
CA Technologies products. At http://ca.com/support, you can access the 
following: 

■ Online and telephone contact information for technical assistance and 
customer services 

■ Information about user communities and forums 

■ Product and documentation downloads 

■ CA Support policies and guidelines 

■ Other helpful resources appropriate for your product 

Provide Feedback 

If you have comments or questions about CA Technologies product 
documentation, you can send a message to techpubs@ca.com. 

If you would like to provide feedback about CA Technologies product 
documentation, complete our short customer survey, which is available on the 
CA Support website at http://ca.com/docs.  
 

http://www.ca.com/support
mailto:techpubs@ca.com
http://www.ca.com/docs
http://www.ca.com/docs
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Chapter 1: Welcome 
 

This document contains information on SiteMinder Agent for IBM WebSphere 
features, operating system support, and known issues. 
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Chapter 2: New Features 
 

This section contains the following topics: 

IPv6 TCP/IP Support (see page 9) 
FIPS-140 Support (see page 9) 
Java 1.6 Support (see page 10) 

 

IPv6 TCP/IP Support 

When configuring SiteMinder objects in the [insert SiteMinder version number] 
Administrative UI, you can enter both IPv4 and IPv6 addresses. 

 

Note the following IPv6 considerations: 

■ IPv6 support is not available when the Policy Server is operating in 5.x/r12 
or 6.x/r12 mixed-mode. 

■ SiteMinder IPv6 support relies on operating system, Web server, directory 
server, and database support of IPv6. If all of these components in your 
environment support IPv6, SiteMinder supports IPv6. 

Note: More information on IPv6 support exists in the SiteMinder Platform 
Support Matrix for [insert SiteMinder version number] on the Technical 
Support site. 

 

FIPS-140 Support 

The SiteMinder Agent supports the Federal Information Processing Standards 
(FIPS) 140-2 specification. FIPS-140 specifies the requirements for using 
cryptographic algorithms within a security system protecting sensitive, 
unclassified data.  

 

SiteMinder can operate in a pre-FIPS mode or in a FIPS-only mode. The 
cryptographic boundaries, that is, the way SiteMinder applies encryption, are 
the same in both modes, but the algorithms are different.  

 

http://www.ca.com/support
http://www.ca.com/support
http://www.ca.com/support
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In FIPS-only mode, SiteMinder uses the following algorithms: 

■ AES Key Wrap for key encryption. 

■ AES in OFB mode (HMAC-SHA 256) for channel encryption. 

■ AES in CBC mode (HMAC-SHA 224) for encrypting tokens used to facilitate 
single sign-on. 

 

The SiteMinder Agent makes extensive use of encrypted data, encrypting the 
following: 

■ Cookies using an Agent Key retrieved from the Policy Server 

■ Data sent to the Policy Server using a Session Key 

■ A Shared Secret using the Host Key. The encrypted Shared Secret is 
stored in the Host Configuration file. 

 

Java 1.6 Support 

The SiteMinder Agent supports the Java 1.6 runtime environment. For specifics 
Java Runtime Environment (JRE) version information, see the SiteMinder Agent 
for Application Servers Platform Support Matrix on the Technical Support site. 

To locate the support matrix 

1. Login to the Technical Support site. 

2. Click Support By Product in the navigation bar.  

3. Enter "CA SiteMinder" in the Select a Product page combo box.  

4. Click CA SiteMinder Family Platform Support Matrices in the Product Status 
group box. 

5. Locate the SiteMinder Agent for Application Servers Platform Support 
Matrix in the list presented. 

 

http://www.ca.com/support
http://www.ca.com/support
http://www.ca.com/support
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Chapter 3: Operating System Support 
 

Before you install the SiteMinder Agent for IBM WebSphere, ensure that you 
are using a supported operating system. For a complete list of supported 
operating systems, see the SiteMinder Agent for Application Servers Platform 
Support Matrix on the Technical Support site. 

To locate the support matrix 

1. Login to the Technical Support site. 

2. Click Support By Product in the navigation bar.  

3. Enter "CA SiteMinder" in the Select a Product page combo box.  

4. Click CA SiteMinder Family Platform Support Matrices in the Product Status 
group box. 

5. Locate the SiteMinder Agent for Application Servers Platform Support 
Matrix in the list presented. 

 

http://www.ca.com/support
http://www.ca.com/support
http://www.ca.com/support
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Chapter 4: Known Issues 
 

This section contains the following topics: 

Host Configuration File Compatibility (see page 13) 
 

Host Configuration File Compatibility 

The SiteMinder Agent is implemented using a pure Java SiteMinder Agent API 
and cannot use an SmHost.conf file created for another SiteMinder Agent to 
establish a connection to the Policy Server. 

The converse is also true — many other SiteMinder Agent types cannot use an 
SmHost.conf file created for the SiteMinder Agent to establish their connections 
with the Policy Server. 
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Chapter 5: International Support 
 

An internationalized product is an English product that runs correctly on local 
language versions of the required operating system and required third-party 
products, and supports local language data for input and output. 
Internationalized products also support the ability to specify local language 
conventions for date, time, currency and number formats. 

 

A translated product (sometimes referred to as a localized product) is an 
internationalized product that includes local language support for the product's 
user interface, online help and other documentation, as well as local language 
default settings for date, time, currency, and number formats. 

 

In addition to the English release of this product, SiteMinder supports only those 
languages listed in the following table. 

 

Language Internationalized Translated 

Brazilian-Portuguese Yes No 

Chinese (Simplified) Yes No 

Chinese (Traditional) Yes No 

Czech Yes No 

Danish Yes No 

Dutch Yes No 

Finnish Yes No 

French Yes No 

German Yes No 

Greek Yes No 

Hungarian Yes No 

Italian Yes No 

Japanese Yes No 

Korean Yes No 

Norwegian Yes No 

Polish Yes No 
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Language Internationalized Translated 

Russian Yes No 

Spanish Yes No 

Swedish Yes No 

Turkish Yes No 

Note: If you run the product in a language environment not listed in the table, 
you may experience problems. 
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Chapter 6: Documentation 
 

This section contains the following topics: 

Guide Names (see page 17) 
Release Numbers on Documentation (see page 17) 

 

Guide Names 

The names of the SiteMinder Agent for IBM WebSphere guides are as follows: 

 

Guide Name File Name 

Release Notes SMWebSphereAgent_rel_enu.pdf  

Agent Configuration Guide SMWebSphere_conf_enu.pdf 

To view PDF files, you must download and install Adobe Reader from the Adobe 
web site if it is not already installed on your computer. 

 

Release Numbers on Documentation 

The release number on the title page of a document does not always 
correspond to the current product release number; however, all documentation 
delivered with the product, regardless of release number on the title page, 
supports the current product release. 

 

The release number changes only when a significant portion of a document 
changes to support a new or updated product release. If no substantive changes 
are made to a document, the release number does not change. For example, a 
document for r12 can still be valid for r12 SP1. Documentation bookshelves 
always reflect the current product release number. 

 

Occasionally, we must update documentation outside of a new or updated 
release. To indicate a minor change to the documentation that does not 
invalidate it for any releases that it supports, we update the edition number on 
the cover page. First editions do not have an edition number. 
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Appendix A: Acknowledgements 
 

This section contains the following topics: 

Apache (see page 19) 
 

Apache 

Portions of this product include Log4j 1.2.8 software developed by the Apache 
Software Foundation.The Apache software is distributed in accordance with the 
following license agreement. 

Apache License 

Version 2.0, January 2004 

http://www.apache.org/licenses/ 

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION 
 

1. Definitions. 

"License" shall mean the terms and conditions for use, reproduction, and 
distribution as defined by Sections 1 through 9 of this document. 

 

"Licensor" shall mean the copyright owner or entity authorized by the copyright 
owner that is granting the License. 

 

"Legal Entity" shall mean the union of the acting entity and all other entities 
that control, are controlled by, or are under common control with that entity. 
For the purposes of this definition, "control" means (i) the power, direct or 
indirect, to cause the direction or management of such entity, whether by 
contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the 
outstanding shares, or (iii) beneficial ownership of such entity. 

 

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions 
granted by this License. 

 

"Source" form shall mean the preferred form for making modifications, 
including but not limited to software source code, documentation source, and 
configuration files. 
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"Object" form shall mean any form resulting from mechanical transformation or 
translation of a Source form, including but not limited to compiled object code, 
generated documentation, and conversions to other media types. 

 

"Work" shall mean the work of authorship, whether in Source or Object form, 
made available under the License, as indicated by a copyright notice that is 
included in or attached to the work (an example is provided in the Appendix 
below). 

 

"Derivative Works" shall mean any work, whether in Source or Object form, that 
is based on (or derived from) the Work and for which the editorial revisions, 
annotations, elaborations, or other modifications represent, as a whole, an 
original work of authorship. For the purposes of this License, Derivative Works 
shall not include works that remain separable from, or merely link (or bind by 
name) to the interfaces of, the Work and Derivative Works thereof. 

 

"Contribution" shall mean any work of authorship, including the original version 
of the Work and any modifications or additions to that Work or Derivative 
Works thereof, that is intentionally submitted to Licensor for inclusion in the 
Work by the copyright owner or by an individual or Legal Entity authorized to 
submit on behalf of the copyright owner. For the purposes of this definition, 
"submitted" means any form of electronic, verbal, or written communication 
sent to the Licensor or its representatives, including but not limited to 
communication on electronic mailing lists, source code control systems, and 
issue tracking systems that are managed by, or on behalf of, the Licensor for the 
purpose of discussing and improving the Work, but excluding communication 
that is conspicuously marked or otherwise designated in writing by the 
copyright owner as "Not a Contribution." 

 

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of 
whom a Contribution has been received by Licensor and subsequently 
incorporated within the Work. 

 

2. Grant of Copyright License. Subject to the terms and conditions of this 
License, each Contributor hereby grants to You a perpetual, worldwide, 
non-exclusive, no-charge, royalty-free, irrevocable copyright license to 
reproduce, prepare Derivative Works of, publicly display, publicly perform, 
sublicense, and distribute the Work and such Derivative Works in Source or 
Object form. 
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3. Grant of Patent License. Subject to the terms and conditions of this License, 
each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, 
no-charge, royalty-free, irrevocable (except as stated in this section) patent 
license to make, have made, use, offer to sell, sell, import, and otherwise 
transfer the Work, where such license applies only to those patent claims 
licensable by such Contributor that are necessarily infringed by their 
Contribution(s) alone or by combination of their Contribution(s) with the Work 
to which such Contribution(s) was submitted. If You institute patent litigation 
against any entity (including a cross-claim or counterclaim in a lawsuit) alleging 
that the Work or a Contribution incorporated within the Work constitutes direct 
or contributory patent infringement, then any patent licenses granted to You 
under this License for that Work shall terminate as of the date such litigation is 
filed. 

 

4. Redistribution. You may reproduce and distribute copies of the Work or 
Derivative Works thereof in any medium, with or without modifications, and in 
Source or Object form, provided that You meet the following conditions: 

(a) You must give any other recipients of the Work or Derivative Works a copy of 
this License; and 

(b)You must cause any modified files to carry prominent notices stating that You 
changed the files; and 

 

(c) You must retain, in the Source form of any Derivative Works that You 
distribute, all copyright, patent, trademark, and attribution notices from the 
Source form of the Work, excluding those notices that do not pertain to any part 
of the Derivative Works; and 

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any 
Derivative Works that You distribute must include a readable copy of the 
attribution notices contained within such NOTICE file, excluding those notices 
that do not pertain to any part of the Derivative Works, in at least one of the 
following places: within a NOTICE text file distributed as part of the Derivative 
Works; within the Source form or documentation, if provided along with the 
Derivative Works; or, within a display generated by the Derivative Works, if and 
wherever such third-party notices normally appear. The contents of the NOTICE 
file are for informational purposes only and do not modify the License. You may 
add Your own attribution notices within Derivative Works that You distribute, 
alongside or as an addendum to the NOTICE text from the Work, provided that 
such additional attribution notices cannot be construed as modifying the 
License. 
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You may add Your own copyright statement to Your modifications and may 
provide additional or different license terms and conditions for use, 
reproduction, or distribution of Your modifications, or for any such Derivative 
Works as a whole, provided Your use, reproduction, and distribution of the 
Work otherwise complies with the conditions stated in this License. 

 

5. Submission of Contributions. Unless You explicitly state otherwise, any 
Contribution intentionally submitted for inclusion in the Work by You to the 
Licensor shall be under the terms and conditions of this License, without any 
additional terms or conditions. Notwithstanding the above, nothing herein shall 
supersede or modify the terms of any separate license agreement you may have 
executed with Licensor regarding such Contributions. 

 

6. Trademarks. This License does not grant permission to use the trade names, 
trademarks, service marks, or product names of the Licensor, except as required 
for reasonable and customary use in describing the origin of the Work and 
reproducing the content of the NOTICE file. 

 

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in 
writing, Licensor provides the Work (and each Contributor provides its 
Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF 
ANY KIND, either express or implied, including, without limitation, any 
warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or 
FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible for 
determining the appropriateness of using or redistributing the Work and 
assume any risks associated with Your exercise of permissions under this 
License. 

 

8. Limitation of Liability. In no event and under no legal theory, whether in tort 
(including negligence), contract, or otherwise, unless required by applicable law 
(such as deliberate and grossly negligent acts) or agreed to in writing, shall any 
Contributor be liable to You for damages, including any direct, indirect, special, 
incidental, or consequential damages of any character arising as a result of this 
License or out of the use or inability to use the Work (including but not limited 
to damages for loss of goodwill, work stoppage, computer failure or 
malfunction, or any and all other commercial damages or losses), even if such 
Contributor has been advised of the possibility of such damages. 
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9. Accepting Warranty or Additional Liability. While redistributing the Work or 
Derivative Works thereof, You may choose to offer, and charge a fee for, 
acceptance of support, warranty, indemnity, or other liability obligations and/or 
rights consistent with this License. However, in accepting such obligations, You 
may act only on Your own behalf and on Your sole responsibility, not on behalf 
of any other Contributor, and only if You agree to indemnify, defend, and hold 
each Contributor harmless for any liability incurred by, or claims asserted 
against, such Contributor by reason of your accepting any such warranty or 
additional liability. 

END OF TERMS AND CONDITIONS 
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