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Documentation Changes

The following documentation updates have been made since the last release of this
documentation:

How to Request and Install a Policy Server Token Signing Certificate (see
page 70)—Revised instructions based on STAR Issue 21330488:01 and CQ168729.

New Claim in Trusted Identity Provider Returns Empty User List in People Picker
(see page 355)—New topic referencing a Microsoft TechNet blog with possible
solutions from CQ152993.

Set the Proxy Rules for the Agent for SharePoint when using CA DLP Content
Classification Service with Multiple Authentication (see page 325)—Minor edits and
clarifications from CQ164671.

Set the Proxy Rules for the Agent for SharePoint when using CA DLP Content
Classification Service with Multiple Authentication (see page 325)—Added example
for UNIX/Linux operating environments in step 6. Resolves CQ171714.

How to Reduce People Picker Timeouts with Large Databases on Windows
Operating Environments (see page 352)—Added new procedure from CQ162478.

How to Reduce People Picker Timeouts with Large Databases on UNIX/Linux
Operating Environments (see page 349)—Added new procedure from CQ162478.

Server Log Rolling Settings (see page 332)—Removed duplicated content
mentioned in CQ167848 and STAR Issue 21147554:01.

How to Replace the Certificates for your CA SiteMinder Trusted Identity Provider
(see page 299)—Corrected hyperlinks to sub-topics for CQ168732 and STAR Issue
21330488:01

How to Replace the Certificates for your CA SiteMinder Trusted Identity Provider
(see page 299)—Corrected running headers as mentioned in CQ168732 and STAR
Issue 21330488:01

Virtual Hosts with the Agent for SharePoint (see page 305)—Moved section as
requested in CQ168733, STAR Issue 21330488:01

How to Configure Single Logout on SharePoint 2010 (see page 259)—Changed
heading to indicate instructions are for single log-out on SharePoint 2010 only.

Add resources to your application (see page 66), Add a policy to your application
(see page 68)—Revised procedures to leave the WSClaims service unprotected. This
resolves CQ166919 and STAR Issue #21218416:01

How to Configure Office Client Integration (see page 155)—Updated list of HTTP
methods. This resolves CQ173364 and STAR Issue # 21452474:01

Configure Realms (see page 57)—Added new instructions to configure support for
protecting resources on SharePoint 2013 servers. Resolves CQ172512.



How to Configure SLO for SharePoint 2013 (see page 269)—Added new instructions
for configuring single log-out on SharePoint 2013.

Enable the DLP Plug-in (see page 323)—Added topic to resolve CQ171787 and STAR
Issue #21422938:01







Contents

Chapter 1: Introduction 17
PUFPOSE @NA AUGIENCE ...ooeitiii ettt e ettt e e et e e e et ee e e ebbeeeeeabeeeeessaaeesbseaaeanssssessssaeestasasansbeseassasaessaeaaans 17
New Architecture to SUPPOrt ShAarePoiNt 2010.........uuiiieiiieeiieee e et e eeere e e e e s e e e e s eaeeeeesnteeeessteeeesnneessneneaans 18
Major Differences between Agent for SharePoiNt REIEASES ........cccuueeieeiiiiiciie et e e raee e 18
SiteMinder and MiIcroSOft SHArE€POINT........c.iiiiiiiiie e e e e e e baeesae e e ssbeesaaeesareesaneess 19
SiteMinder Agent for SharePoint Components and Microsoft SharePoint.........cccceevveeveeinieeniieesieesiee e 19
SiteMinder Components used With SHarePOINt...........oiiciii i e ee e e saaeeens 20
Example SharePoint Farm Deployment with Single Web Front ENd...........cccooeiiiiiiiicciin e eee e 21
Example SharePoint Farm Deployment with Multiple Web Front Ends and Load Balancing .........ccccceevvveeveeecnvennnee. 22
Load Balancers and SESSION AffINITY ......eeii ittt ettt st b et e et st st sbe e bt e b et eabesatesaeenaes 23
Chapter 2: Federation and Claims-based Authentication 25
Claims-based AULhENTICAtION OVEIVIEW ......coiuiiiiiiiiieiie ettt sttt ste st s e e s e e sbeesabe e sbeesateesbeesabeesseesabeesnseesane 25
01 =110 T TR PPRTPRURPN 26
B 1o =T SRS 27
SECUNItY TOKEN SEIVICE (STS) wreeiurieiteeiiieeiteesiee et e steeestee s teeesteesbeesaeessbaeesseeesaeeseeessseaseessseassseessseensseessseenseeans 27
(Lo =T oL VA o o)V To LT (e | =) PSS 28
(01 =110 T 01V o 1= R ST UPRRURRPPRURRRN 28
Example Federation and Claims-based Authentication SCENAIIO .......evevvciiiiiciie i 28
How the SharePoint Connection Wizard Simplifies DeployMENTt........ccccuiiiiiiiiiiiiiie et 29
Chapter 3: Migrating from SharePoint 2007 to SharePoint 2010 31
Upgrades to the SiteMinder Aent fOr SHAarEPOINT ........ccciiiiie e ba e s be s e sraeeneas 31
How to Migrate the SiteMinder Agent for SharePoint from SharePoint 2007 to SharePoint 2010..........ccccceevuvveennne 31
Chapter 4: Prerequisites 33
[ 1o YT YL gl o =T ¢ Yo LU T LY =SSN 33
AgENT FOr SHArePOINT Prer@QUISITES ......covuiiitiiieeteeie ettt et ettt ettt b et st st esat e sae e be e bt e beenbeeabesatesaeenaes 34
Agent for SharePoint Prerequisites for Linux Operating ENVIrONMENTS .........ccoveerieerieriiiniienienie e sieesee e 34
Y ol go o] il o €= =T o [ U Y LU 37
Verify SharePoint INSTAllation ..........eeoiiiiii e e e e et e e et a e e e et a e e e s ata e e e entaeesnneeas 37
Chapter 5: How to Configure your SiteMinder Policy Server 39
Open the Administrative Ul to Change Policy Server ODjJECES........cocuiiiiiiiie it 42
Create a HoSt Configuration ODJECT ........coiciiiii ettt e e et e e e et e e e e bt e e e eeabaeeesatseeeeaataeeeenssaeesnseeas 42

Contents 7



CONTIGUIE ClUSTEIS ...ttt ettt ettt ettt e st sa e s te e bt et e e atesatesb e e b e enbeeabeeatesaeesatesaee bt anteenteentesatesaeesaeesaeensesnsesnsenns 43

(O LI Lo I Y=l ol @] oY1 =T o1 oSS 44
(Optional) Create an Agent Group for Multiple AGeNnt ODJECES......cccuiiieeiiie et e 45
Create a 4.x Agent Object for the SharePoint Connection Wizard ..........cceieeeiei e 46
Create an Agent Configuration ODjJECT .....coouiiii e e et e e e sae e e e saae e e esabaeeesnseeesnneeas 47
Create A User Directory CONNECTION ... e e e e e e e e e e e e e e e aaees 51
Create a Virtual Attribute Mapping for your USer CIaim .........ccueiiiiiiiieciiee ettt e e et e et earaeas 52
Create an Attribute Mapping for User Claims in @an LDAP Dir€CtOry......ccceecuveeeeeiieeeeieeeeceeeseeeee e sveee s snvee e e 53
Create an Attribute Mapping for User Claims in a Microsoft Active Directory Server ........ccccocvveevcveeeeeiveeennnns 54
Create an Authentication Scheme for the Agent for SharePOINt ........ccivvieriiiiiiieiiiee e 55
Determing YOUr POICY MOTEL.. ..ot s e et e et e e be e e baeeaee s baeebee e beeenseeeseesnbeeesaeenes 55
Create @ POIICY DOMAIN coiiieiie et s e ee et e e et e e e st e e e e e ata e e esaaaeeesssteeeeansaeesansaneaasssaeesanssesesnsanesanssenenanes 56
FaN ] e{ W O =T g D[ =T o] o 1= PP PPPTN 57
CONTIGUIE REAIMS ...ttt ettt et ettt s a b e s bt e s bt e bt e b e et e s ab e et e satesae e bt e beenteeabeeatesabesaeesaeenees 57
Create a Rule fOr Webh Agent ACTIONS. .......oi ittt et sttt et ettt e st st saee e 59
L@ T LI T o] o OSSPSR 60
Create a SiteMinder Application to Protect SharePoint Resources that CA DLP also Protects........ccccecuveevueennns 63
Enable Paging for Searches of Active Directory User Stores (32-bit SyStemS) ....c..ccvveeveieiieecie e 69
Enable Paging for Searches of Active Directory User Stores (64-bit SYSTEMS) .....c.uvveeeciiiicciiee e 70

Chapter 6: How to Request and Install a Policy Server Token Signing

Certificate 70
Token-Signing Certificate Locations in Your SharePoint ENVIrONmMEeNt........cueeviiiiiiieiie e snee s 73
Create a Certificate Request for a Server Certificate on an IS Web SErver.........cccceeeeciieeecciee e e 74
Submit Your Certificate Request to a Certificate AUthOIItY .......c..ooieiiiiiieeee e e 75
Approve a Certificate Request using Active Directory Certificate ServiCes.......ovvirniiiriiieecce e 76
Complete YOUr CertifiCate REGUEST.........cii ettt e e et e e e et e e e e e aeeeeetbeeeeeabaeeeeaaseaeeasbaeeeessaeesnraeas 77
Verify Your Approval and Download Your Certificate and Certificate Chain ........cccccceeveeiiiencic e, 78
Export Your Policy Server Signing CertifiCate ......uuiiiiiiiiiiir ettt e e et s s ae e s et e e e s nsre e e s nanaeesnreaeens 79
Add a Policy Server Signing Certificate to Policy Servers and Create a TruSt File ........oovevvieeeeciieiceee e 80
Provide the Policy Server Signing Certificate Files to YOUr AGENt OWNET .......ooiiriiiiiiinieniienie et 82
Provide the Certificate Files to Your SharePoint AdmMiniStrator........ccccueevieiiieeree et 83
Chapter 7: Install and Configure the SiteMinder Agent for SharePoint 85
SiteMinder Agent for SharePoint Configuration OVEIVIEW ...........ceicciiieiiiieeeciee et tre e e eaaee e e stae e e enrae e eaneeas 85
FIPS SUPPOIT OVEIVIEW .. .iiiiiiieeie e ettt e e e ee e et e e e e e st e e e e e e e e e sesasataeeeeseseassetaaeeeessaaanstaaeeeesessanssereeeeessssssstenneenssnnes 86
Install the SiteMinder AGENt fOr SNArEPOINT .....c..eiviiiiiiiere ettt sttt et st satesaeesaas 87

Install the CA SiteMinder Agent for SharePoint 0N WINAOWS..........cccuiiiiiiiiiieiiee et e e 88

Install the SiteMinder Agent for SharePoint 0N UNIX .......cccuviiiiiiiii ettt e e str e e e are e e e 88
How to Configure the SiteMinder Agent for SHar€POINT............oii it eeaae e e baee e 89

Gather SiteMinder Agent for SharePoint Configuration Wizard Information...........cccceeeeieeiicvcen e 90

8 Agent for SharePoint Guide



RUN the CoNfIGUIation WIZard........ceecuieiiiienieee ettt sttt ettt et sbe e s bt e b e e besbe e bt eatesatesaeenbeenbeenbenn 92

Confirm that the Agent for SharePoint IS FUNCLIONING.......ccccviiiiiiiie et tee e e e e e 94
Set a Basic Proxy Rule for the Agent for SharePOiNt .........c.coeiiiii et e e aae e 95
Enable Support for Dynamic Policy Server Clusters for your Agent for SharePoint........cc.cceevveviviieeiecieee e, 96
Install the Policy Server Signing Certificate on your CA SiteMinder Agent for SharePoint..........cccceeveieneennnen. 97
Assign Permissions for Log Files and Directories 0N UNIX/LINUX ......ccveeceeeiieeieeiiieeeeeeeseeeeeeesiveesseeessveessneesveesnneens 97
Manage SharePoint Connections Using the SharePoint Connection Wizard..........ccccccvviieciieeeciieeeecieee e 98
Prerequisites for Using the SharePoint Connection Wizard ...........cocceeeeiiieeieciiie e e e e e s 101
Alternate Connection Wizard Method to Help Resolve Firewall ISSUES..........cccuvvriiieieeeciee e eceee e 102
SAML AUTOPOST FrEQUENCY ... .ettiitieeiieittte e e e e ettt e e e e e s e bbb et e e e e e seaaarteeeeeeseaaunseeeeeeeeeaaunsbeaeeeeeeeaannnneeeeeeeasannnnneen 102
Create @ SharePOINt CONNECTION .....iiiiieiieccieccteectee sttt se et ste et e e saae e s teesabeeseteesabeessbeassseessteesaseesasaasnseens 104
How to Start and Stop the Agent for Shar€POiNt ........ooociiii et e e 106
Change the Value of the EnableWebAZeNt Parameter.........c.ceiiciiie et e e e e e sae e 107
Change the States of the Services on your Agent for SharePoint .........ccociiiiiiiniiiieieeeeeeee e 108
Chapter 8: Configure SharePoint 111
How to Configure SharePoint for the Agent for SharePoint ..........cueeeiciiii e 111
Permissions Required for Trusted Identity Provider and Claims Provider.........cccccceeeeciieieciiee e, 112
How to Create Alternate ACCESS MaPPINES . ....ccoueiriieiiieniieriee ettt ete e st e et s e st ee s bt e e sbeeesbeessbeesabeeesseeesareesnneens 113
AEINATE ACCESS IMIAPPINGS .. uveiiitieiieteiie ettt ettt ettt e st e ettt et e s bt e stt e e bt e e s bt e sate e s b e e ssteesaseessteesabeesabeesaneesabeesnseenane 114
Zones and AILernate ACCESS MAPPINES ..occccuuieiiiiieeeiieeeeeiteeeeeteeeeettaeeeestteeeesbaeaeesstaeesasseseessssessssesesnsssesesnsseens 115
Obtain the PUBIIC aNd INTEINAI URLS ....cciieiiiiiiiecies ettt ettt s sae s sbe e saeesb e e saae e s seesaaeessaeessseesnsassnseens 117
Specify a Public URL for the Web AppliCation ........cocvieieiiie ettt ee et e e e e e e e s 119
Specify an Internal URL for the Web AppliCation .........oeveeeiii ittt 120
How to Configure the Trusted Identity ProVIAEI ... .....ooi ittt e e et e et e e et e e e e tb e e e e araeas 121
Copy the Policy Server Signing certificate to the SharePoint Central Administration Server..........ccccccouueee.. 121
Copy the Powershell Script to the SharePoint Central Administration Server ........ccccccevvcieeeeccereeeceee e, 122
MOdify the POWEISNEIl SCrIPL....ceeiciiii it e e e e e e e et e e e eate e e e saaeeaessteeeeessteeesnsanaeansseeenanens 123
Add Additional Certificate Authority Certificates to the PowerShell SCript......cccvcvevceiniinnieeniieceeecee e 129
Run the Powershell Script to Create a Trusted Identity ProVider.......ccoceeiiieeceeiiieesie e see e 131
Verify That the Trusted Identity Provider IS REGISTEIred.........ccocuiiiiiiiiiieciie et ere et e e e e 132
Chapter 9: Adding Claims to Trusted Identity Providers 133
Verify that your Account has the Required PErmMISSIONS........cccuiriiriiriiirieiie ettt s 135
Open a SharePoint 2010 Management Shell Window on your SharePoint Central Administration
=] V7= OO PSPPSR PPPPTTRRPRE 135
Identify your Trusted [dentity PrOVIAEI......c.cuiie i ccieee ettt e et e e e tte e e e e tre e e e nte e e esasaeeesasaaeeesstaeesannes 135
Add a Claim to your Trusted Identity PrOVIAEN ........ccuuieieiiei ettt e e e et e e e save e e e br e e e enaneas 136
Verify the NEW Claim EXIStS......uuiiiiiieeiiiiieieiiee s eritee e sttee sttt eestee e e sate e e e ssaeeeesaaeeessnseeeesssseeesnssseeesseeeesnsseeesnnnes 136
Add an Attribute Mapping for the NeW Claim ........oiiiiiir i e e sree e e e aae e e enanes 137
Update the Affiliate Domain with @ ReSponse AtriDULE .....c.covcieeiiiiiiiiicec e e 138

Contents 9



Search for and Add Users using the NEeW Claim ........cooiiiieiiiiiiieeie ettt st 140

Removing Claims from Trusted Identity ProVIAErS........cccuiiiiciiee ettt e et e e e e eaae e e e sara e e e eaaa e e e eanraeas 141
Verify that your Account has the Required PErmiSSiONS.........ccuiiiiiiiieieiiiiee e ecree e ire e eere e e e sirae e e e are e e enaeeas 142
Open a SharePoint 2010 Management Shell Window on your SharePoint Central Administration
YT VT TSP P PSR OPPPPPI 142
Identify your Trusted [dentity PrOVIAEr . ... iii ettt e s e e e e stee e e et e e e saate e s sasnaeeesnseeeennnns 143
Remove the ClaimsMapping Identity from your Trusted Identity Provider...........cccoeeeeiiiieeecciecc e 143
Remove the Claim Type from your Trusted ldentity ProVider ..........ccceeeoiiiiieciiie et 144
Update the Trusted Identity TOKEN ISSUBT .......coiiiiiiiieiie ettt et e e eee e e eee e e et e e eseae e s snnaeeesnnseeeeennes 144

Configure the AUThentiCation PrOVIAEIS .......ciiiiiiie ettt e e e e e st e e e e e e e re e e s snnae e e enteeeeeneeeesnneeas 144
Modify an Existing Classic Authentication to Claims-based Authentication..........ccccevviviviievieeccieence e, 145

How t0 Disable ClIENt LOOPDACK. ......ccciiiitiieii ettt sttt s be e et s s be e e be e sbaeebeeebeeessaeessteessaeesssaensaeens 147
[D1EY=Y o] I O =T ol Yo o] o o PSSRt 148

Add and Grant Permission tO SItEMINAEI USEIS .....ueiiuiiiiieiriiiiiieeriteeste st ste e site e ste st e saeesbeesbeesabeessbeessbeesneesane 148

MANAEE USEI PrOfIlES ...ttt ettt st st e bt et eat e e ae e s at e s b e e s beesbeebeeabesatesaeesbeesbeenbeenbenn 149

Chapter 10: Features to Set Up Following Basic Installation and

Configuration of the Adent for SharePoint 151
Additional SharePoint Configuration OPTIONS......c.ueiiiriiriieii ettt sttt ettt s tesatesaeesaeenaeeaeeneeeas 151
Create a New Web Application with Claims based Authentication ........cccoccueeeiiiiiiiciiii e 151
Enable SSL on 1IS for the Web APPlICAtioN .......coocuiiii ettt e e et e e e eate e e aae e e e sareeeeennns 152
Enable SSLfor the Web APPlICatioN .........oeii ittt e e e e etr e e e e stb e e e esasae e eeansaeeesnteeeeennes 153
(03 ol @ 1Yo A L (=Y 4 | 4o o IS 154
How to Configure Office Client Integration for the Agent for SharePoint.............cccoivieiiiieeciiii e, 155
How to Configure WebDAV to Accomodate Microsoft Hot Fixes 2563214 and 2647954 ..........c.cccoveeeecvveeeenns 161
(61 10t g 01V o 1= OO ST PPRRUST PPN 163
Claims Provider SEarches and RESUIES.......cccuiiiiiiiiiiiiieeiei ettt sttt st e e baeesas e e sabeesanee s 163
Agent for SharePoint Virtual Attribute MapPingS.....c.eiciieiieiiiieiie ettt sre et sae e sre e sreesbeessaeesreesreesnne 164
[aI =1 N O YT 0 e 1V o [T PSS 179
How to Configure the Claims PrOVIAEN .......c.uiie ittt e e e et e e e stee e e e ste e e esneneeesanaaeeesnteeesannns 180
Extend Web Applications to Different Zones for CRAWL Service and Search SUPPOrt.......cccceevveeeeeiiieeecceieeesennenn. 186
How to Set Log Files, and Command-line Help to ANother LangUAage.........coceeueeienienieniienieesie et 186
Determine the IANA Code fOr YOUr LANGUAEE ....cocueriiiuiiiienieeie ettt ettt sttt et sttt et esbe et et e st e satesbeennes 188
ENVIrONMENT Variables . ..co ittt sttt st e e et e s bt e e sbe e e bteesbeeessteenaseessteenaseens 188
Chapter 11: Advanced Options 193
How to Enable SSL for the Agent for SHar@POINt .........cocciiii i et e e 194
V Ty thE PrErEOUISITES. . .teiiieiiee ettt ee e e st e e ettt e e e st te e e saaeeesaseeeesssteeesssneeeesnsaeeessseeeennnes 197
Create the JCEKS Key Store and Private KeY ......coicciiiiieiee e cee ettt e st e s sre e et e e s ere e s e saaaa e e snaaeeeens 198
Create a Certificate Signing Request and Submit It to a Certificate Authority ........cccoveeiiiiieccciie e, 200
Generate the Certificates by Processing the Request at the Certificate Authority .......ccccoveeevieiiiicieeiiiee, 202

10 Agent for SharePoint Guide



Download and Import the Certificate Chain .........cooceiieiiiieee ettt 203

Define the KeyStore and the SSLPOIES ......ccciie e ceee ettt te e et e e rtte e e e ett e e e etbeeeesasaeeesasaaeesssseeesannes 204
Generate an SSLCONTIG.PrOPErties FilE........eiiiuiieieiie et e e s tre e et e e e e eate e e e ebb e e e eensaeeesaraeaans 205
Restart the Agent for SNArEPOINT.......coo i e s e e e st e e e sate e e saaeeeesnreeeennnns 205
Add a Trusted Root Authority to your SharePoint Farm .........coccueriiiieieeiies et eses e eeee e s e e e e e e 208
[T [U I A W O 1= ol =Y o o= TP USRSt 209
Generate the Client Authentication Certificate ...t 211
Verify Your Certificate Approval and Install Your Client Authentication Certificate.......cccccevevveeivcieeeecieeeens 212
Add the CertifiCate SNaP-iNS.......ciccciei et eree e e st e e e st e e e s aaeeessnseeeesnsaeeeessseeeesnsaeesassenennnnns 213
Export the Client Authentication Certificate from the Current User Certificate Store......cccceceevcieevcieevcieennnenn, 214
Import the Client Authentication Certificate into the Local Computer Certificate Store .......cccocceevevvevveennnnnn. 215
Install the Client Authentication Certificate on your SharePoint SErVers.........ccccvevcieeeecieeececiee e 216
Grant Application Pool Identities for SharePoint Web Applications Permissions to the Client
(O] o 11T | £SO SRUSPOTPRIN 217
Register the Claims Search Service ENdpoint on all WFE SEIVEIS ......cccueviiiiiiiiirieiie ettt e 218
Install the Client Authentication Certificate on Your Agent for SharePoint.........cccccouvveeiiiieeeciee e 221
Update the SSLCONFIg.propertie@s File ........eouiie it e e e srre e e e are e e e sneae e e sanaeeeesnsaeeeennns 222
Restart the AGeNnt FOr SNArE€POINT.........ooiiriiieeee ettt ettt st st sae et et e et e s nbesatesaeesaes 222
Modify the SSL Configuration File for Your Agent for SharePoint .........cccevievienernieiiiinieeeeeee e 225
[N RN Y A KoY o 1ol = PRSPPSOt 227
Generate and Submit Certificate SigNiNg REQUESES ......ccuuiiiiiiiieecciiee ettt e e e et e e e sare e e e eaae e e sabaeeeens 229
Download and Install the Certificates from your Certificate AUthority .......ccoeeveieiiieiicee e 230
Accommodate Your SSL Sites by Modifying the ProxXy RUIES .........covciiiieiiiii ettt e e 231
Enable SSL on Your Agent fOr SNAarEPOINT .........ccociiii ettt e e e e ette e e et e e e e aae e e e aaaeeenaraeeeennes 232
RUN the CONNECLION WIZAI ....vviiiiieiiecie ettt sttt st e st e et e e sbbeebee s beeesaaeessteensseesseaansenens 232
Create Alternate Access Mappings for Your Port-Based Virtual Sites.........ccceeeevverieciieesiiee e 235
Modify the CoONFIGSSLDAt FIlE ...eeeieiiieeeee e e s e e e e e st e e e s nt e e e e sante e e snneeeesnteeeennnns 236
Modify Your AUthentication SChEMIE ........ooo ittt e e e et e e e aa e e e e e abeeeeenees 236
Restart the Agent fOr SHArEPOINT ........cciii i et e et e et e et aeesae e e s beesaseessraasaeeess 237
How to Configure MUILIPIE USEr DIir€COIIES .. .uuiiiiiiieeeeciee e eceee ettt e e tte e se e e e et e e e s e e e e neaeeesnsaeeeesteeesnnseeeesnnenas 239
Open the Administrative Ul to Change Policy Server ObjJECtS..........uiiviiiiiiieee e eee e 241
Define Virtual Attribute MapPingS . ......ooeereeiirieeieete ettt ettt et sb e be et st satesaeesbeebeebeeabesatesaeesaes 241
Vo ol BT =Yor o] o VA€o 1Y Y=o u o] o TSR 243
Run the SharePoint CONNECtION WizZard........coouiiiieinieiiieeriee sttt sttt sae e s sbaeesaee s sabeesaeee s 244
Remove the Web Applications from the Trusted Identity Provider..........coceveeiirieriieniineeneeseeieeee e 246
Remove the Trusted Identity ProVider..........oo ittt st sreesaee e 247
Copy the Powershell Script to the SharePoint Central Administration SErver ........cccocceevcieeeeceecccciee e, 247
Determine PowerShell Script ModifiCations ........ccuviiiciiiie it e e et e e e eare e e aaae e e sareeeeennes 248
RUN the POWEISREI SCIPL...ccitiiiiiieie ettt st s b e s bt e e bt e e bt e e ssbeesaeeesneeenneeens 256
Verify Trusted Identity Provider REGISTration .........ccoccuiieieiiiii et eare e e e aae e e 257
(DIEY=Y o] [l O T=T oLl WY o] o =1 PSRRIt 257
Add Users to YOUr Web APPIICAtIONS .....ociciiieiciie ettt ettt e et e et e e e tte e e e atbe e eenabaeeesbeeeeennraeesnnneas 258

Contents 11



How to Configure Single Logout on SharePoint 2010 .......c..cecuirieiiereeneeieerie ettt sttt et e ae st st sae e b e eaee s 259

Verify the Server Hosting Your Agent for SharePoint Has the Proper Files .........cccoveeecieiiccieee e, 260
Edit the File of Each Web Front-End (WFE) Server in Your SharePoint Environment..........ccccoceeeeciieeeiieeeeennns 261
Open the Administrative Ul to Change Policy Server ODjJECES.......c.uiiiriiiiiiieeecciee et ereee e svee e eeee e 262
Enable Single Logout by Running the SharePoint Connection Wizard.........ccccccvuveeviiieiiiieeeceiee e 267
How to Configure SLO for SharePoiNt 2003 ........ooiiiiiieeciiee ettt et e eete e e e ette e e e e bt e e e e baeeesabaeeeesbeeeennstaeesnranas 269
Configure the JSP file on the system that is running your CA SiteMinder Agent for SharePoint..................... 272
Edit the File of Each Web Front-End (WFE) Server in Your SharePoint Environment........c.cccceevvvencieevveennnenn. 273
Open the Administrative Ul to Change Policy Server ObjJECtS.........uuiiiiiiiicieeeeceee e ereee s eeee e eaee e 275
Enable Single Logout by Running the SharePoint Connection Wizard..........ccceeeeiiiienieiiieenieesieesee e 281
How to MoNitor Data With CA INtrOSCOPE. ..ccuuiiiieieieeiieeete st e et e steeesteesbeesbeesbeeesbeeesbeeesseeesbeeenseeesseeensseesaseesseeens 283
CONTIGUIE YOUT EPAGENT.....eeiiiiiiie ettt e et e st e e et e e e e ate e e e aaeeeesasaeeeanssaeeesnseeaeansseeesanseesennsananans 285
(1Y Yo 11 A d TSI Y =T /=T o olo] o ¥l | PSSt 287
Open the Administrative Ul to Change Policy Server OBJECtS........ouviiieiieiienieeieeieeieete st 287
Update Your Agent Configuration ODJECE (ACO) .....coueiieriireiie ettt ettt st et sbe et esatesbe e e 289
Start Your EPAgent on Windows Operating ENVIrONMENTS ........coovcuiiiieciiiie et e st e e reree e e e e s 290
Start Your EPAgent on UNIX Operating ENVIFONMENTS .......ooiiiiiiiiiiiiiiii e 290
Restart the AGeNnt FOr SNArE€POINT.........coiiiiiieieeece ettt ettt st e s bt e te et e et e e nbesatesaeesas 291
HOW t0 USE The SESSION LINKET ..ciiiiiiiiiiiieeite ettt sttt sttt st e s be e s ba e e be e e sbeeesbaeesateesseeesneeensneens 293
ENQDIE the SESSIONLINKEN ... .eiiitiiiitii ettt sttt st e st e st e e be e sbeeebe e sbaeebae e beeenbeeessteensseenseaensneens 294
How to Replace the Certificates for your SiteMinder Trusted Identity Provider .........cccccovevieiiiieeiccciee e, 299
Replace the CertifiCates ON YOUI SEIVEIS ... vuvii ettt e e s ee e e srte e e e sateeeesateeesnsaeeeennseeeennnns 301
Verify that your Account has the Required PErmiSSiONS.........ccuiieiiiieeeeiiiie e esree e ire e eere e e et ae e e are e e enaeeas 302
Open a SharePoint 2010 Management Shell Window on your SharePoint Central Administration
=] V= OSSP PP PP PP PPPPPPTORPRE 302
Identify your Trusted [dentity PrOVIAEr.......cuiie ittt e e e et e e st e e e e n e e esaeteeesnnaeeeesnseeeennnes 302
Create a PowerShell Script to Update the Certificates .........cceeeeiieiecii e 303
Add the New Certificates to your SiteMinder Trusted Identity Provider.........ccccccoocveeeeiiieeeciiee e 304
Virtual Hosts with the Agent for SNAr@POINT ........ccuiiiiiiieccec et te e s e e sate e sbe e s beeereesnne 305
Virtual Host Configurations Supported by the Agent for SharePoint ..........cooociiiiiiieccc s 305
Define Virtual Hosts for each Web AppliCation .........cccuieiiiie ettt e e e e e e 306
How to Configure Port-based VirtUal HOSES ........cocuiiiiiiiiiieeie ettt ettt s 307
How to Configure Host-Header-Based Virtual HOSES .......ccccviieeiiiiiiiiiee et eeee et e et e s vee e et e e eenees 310
How to Configure Path-based VIrtual HOSES ......cccuiiiieiiie ettt et e e snee e e e e e e e e 313
How to Modify the Sign-In URL of your SiteMinder Trusted Identity Provider..........ccocevieveineenciiieniiinienccneeene 316
Edit the Sign-In URL for the Affilliate Domain using the Sharepoint Connection Wizard ...........cccccevvverieneenne. 317
Verify that your Account has the Required PErmMISSIONS.........cc.eeeeiiuiieieiiieeecieeeecree e eeire e eere e e serae e e aree e enneeas 319
Open a SharePoint 2010 Management Shell Window on your SharePoint Central Administration
=] V7= PRSP PPPPPPPORPRE 319
Identify your Trusted [dentity PrOVIAEr......coiuiie ettt et e e e e stee e e et e e e saaae e s snnaeeeesnseeeennnns 319
Change the Sign-in URL of your SiteMinder Trusted ldentity Provider........c.cccoeoveiieeieesiiiieeescieeeeeeeeeesieee e 320
Verify that the Sign-in URLas Changed..........ccuuiiiiiiiie ettt ettt eette e e ate e e e sat e e e e ataae e ennaeas 320

12 Agent for SharePoint Guide



Configure the Agent for SharePoint for Web Applications That Use NTLM Authentication..........cccceevuevcverieneenne. 321

Chapter 12: CA DLP Content Classification Service and the Agent for

SharePoint 323
e Yol (oI d o Tl B I o o U T o TP 323
Set the Proxy Rules for the Agent for SharePoint when using CA DLP Content Classification Service with
MURIPIE AUTNENTICATION ...ttt ee e e e ettt e e e et b e e eeateeeesaseeaeessseeeeassaeseansasaeesbesesanssseesnnsanas 325
Chapter 13: Log Files 329
[08EEr.ProPErtiES FIlE OVEIVIEW ......viiuiiiitieeeiie ettt este st e st e st este e s e e s beesbaesbeesbeeebeeebaeeseeesseenseeessseesseeesssaensaeans 329
Modifying the l0gEer.ProPerties FilE......cu i eee e e e sre e e e e e e nta e e s snsaeeeesssaeeeennseeeenreeas 329
(o o f=4] o T =AY = T oY= PPN 330
SVICONSOIEAPPENAET SETEINGS .. .eiuteieiiieeiiere ettt sttt rt ettt eat e s bt e s bt e be e beeabesabeeatesatesaeesbeanbeenbenn 330
SVIFIIEAPPENTET SEELINES ...ttt st sh e sh et e bt et eat e s hee s bt e be e beebeeabeeatesatesaeebeenbeeatean 331
Y= V=T G o T Y=Y u o ¥R PUPPRPE 331
SErver LOZ ROIING SETLINES .....vii ettt ettt e e st e e et b e e e e ata e e e ebtee e e staeeeensbeeeestaeesanseaeesnsanens 332
Chapter 14: Troubleshooting 335
Attributes Appear Truncated in SNArEPOINT.......ccii i e e st e e e s rae e e s saneeeesnaeeeans 336
Log Files Show Access Denied Due to BadURLCHhArs SELHINGS ......ccccueeeeeiiiieiciiie ettt ettt e et e e e 337
Log Files Show Access Denied Because of SPAuthorizeUserAgent SEttiNGS .......cccvveeeeiiieeeciiiee e, 339
Enable Search of Custom Object Classes in YOUr LDAP Dir€CTOIY .....cciceuvieiecieieiiiieeescieeeeeieeeesveeeessereeessvreessneeeas 340
REST API in Excel Services Does Not Work Due to CSSChecking ACO Parameter ........cccceeeeceeeeereeeeeesiieeeseee s, 341
Cannot Log Off Users from Sites and Subsites without Referring LogOffURI ACO (CQ 135854)......ccccvveeerrreeennnen. 342
Enable Paging for Searches of Active Directory User Stores (32-bit SySte€mMS) ......c.eeeeecviieeciiieccieeeecee e, 343
Enable Paging for Searches of Active Directory User Stores (64-bit SySTEMS) .....ccueeveeevieecieenieeciee e 344
Users Cannot Access Office Applications in Internet Explorer 7 when Office Client Integration Is Enabled ........... 345
I Can Only View Read Only Copies of Documents on SharePoint Sites, but the Office Client Integration Is
051 o1 (=T TSR 347
SharePoint FedAuth Cookies and Office Client Integration BERAVIOF ..........cccoierieriiiiiiiiieieeieeteree e 348
Registration Failed With UNKNOWN ErrOr 127 ......oei ittt e st e e e s re e e ta e e e snaae e e ennraeesnsnaeesnnaeas 348
How to Reduce People Picker Timeouts with Large Databases on UNIX/Linux Operating Environments............... 349
Open the sm.registry File With @ TeXt EAITOr .....cc.coiiiiiiiiiieeeeeeee ettt st st s 349
Add the Setting in the REGISTIY File ........eiiiiiiiieie ettt ere e 350
RESTArt YOUE POIICY SEIVET ...ttt e et e s e e et e e e e et e e e s tbee e s ataeeesasaaeassstaeeeassteeessssaaeansseeesnnsns 351
How to Reduce People Picker Timeouts with Large Databases on Windows Operating Environments.................. 352
Open the Windows Registry Editor
7o o IRt o1 2 U=T = 1 o = USRSt
Restart Your Policy Server..............
Non-english Input Characters Contain JUNK CharaCters........cocueiiiciieiiiiiiie et eseee e ee e eeee e e e e e sbae e e saree e sneeeas 354

Contents 13



New Claim in Trusted Identity Provider Returns Empty User List in People Picker ........cccoocerviiiniiiniennieenieeneeene 355

Appendix A: SessionLinker Reference 357
HOW the SESSIONLINKET WOIKS ....eiiitiiiiiteitiieitie ettt esie st ste e st e ste e s e e s teesbeesbeesabeessbeesbaeesseeesbeeesaeensseesseeesssasnsenens 357
What the SessionLinker DOES NOTt SUPPOIT .......cuiieiiiiieieiee et e e eciiee e eetr e e esteeeeetreeeeebaeeeesseeeessteeesensseeesnsseeas 358
WOTKING With COOKIES ....nevriiiiiee ettt e s st e e et e e e e nea e e e s staeeeastaeeesssaeeeansteeeeanseeesanseneeennsenennnnes 359
Single Session Cookie ENFOICEMENT .......coicuiiiiceie et e e et e e e eae e s e sae e e enteeeeennreeesnnnens 359
Enable Wildcard COOKIE NAMIES ......ccuuiiiiiiiiieiie sttt sttt e st st e st e s ba e e be e e bt e e sbeeesbeeesbaeessteessseesnsaesaseens 360
Maintain Links t0 MUILIPIE COOKIES .....ccuuiiieiiiie ettt ee ettt et e e e et e e e e e te e e e eteeeeesabeeeeeasaeseeasaeeeasreeaeannes 360
QLI 181 ] F=TY T Yo 1 ¥ =P 361
Chapter 15: Upgrade Your CA SiteMinder Agent for SharePoint 363
How to Upgrade Your CA SiteMinder Agent for SharePoint ........cocoiiiiiiiiiiiiii et 363
Install the New Version of the AGENT ...ttt st s 364
Install the New Version of the Claims Provider on Your SharePoint Central Administration Servers.............. 366
Confirm the Name of Your Existing Trusted Identity Provider.........ccoccuiieiiiiie e 367
Associate Your Existing Trusted Identity Provider with the Upgraded Claims Provider .........cccccceeveeniiienneenne 367
Verify the SSL Settings After an UPGIra0e....c.cuoiiiiiiiieieeie ettt ettt st sttt ettt satesaaesaae e e sas 368
Chapter 16: Remove SiteMinder Agent for SharePoint 369
How to Remove the SiteMinder Agent for SNAarEPOINT .........cccuviiiiiiii et e e e e era e e e e 369
REMOVE ClaiMS PrOVIAEN ...uviiiiiiiiie ettt ettt ste sttt s e st sa e s be e sbe e s be e sabaeenbeesabbeenbaaebteensaeensteensseesssaansnnens 369
Delete @ SharePoiNt CONNECTION .....ocuiiiiiiiieee et ettt sttt e s sbt e s bt e s bt e e saee e sabeesaneesaseesaneens 370
Remove the Trusted Identity Provider from any Web Applications Using it ........ccccceeeevieeeieccee e 372
ReMOVE Trusted [AdENTILY PrOVIEN ......cc..viiieiiee ettt e ettt eetee e e et e e e e te e e e steeeeesabeeeeeasaeeesssaeeeanteeaeannes 373
Remove the Agent for SharePoint from WINAOWS............oocuviiieiiiii ittt e et e e e e sare e e eenens 373
Remove the Agent for SharePoint from UNIX.........ooiiiiir i cceee et eree e stre e e e retee e e saere e s snaeeeenneeeesnnes 374
(Optional) Delete PolICY STOre ODJECES......cccviiiieeeii e eee e eete st ertre e seeeste e e sae e sabeesae e tbeesaaeessseensseesaraesnseens 374
Appendix B: Adgent for SharePoint Worksheets 377
Agent for SharePoint Configuration Wizard Information Worksheet ...........ccoceriiriiniiniiiinienecteeeeee e 377
SharePoint Connection Wizard Information Worksheet..........c.uoeveiiiiiiiiiiieiieee e 378
SharePoint 2010 Federation WOrKSNEEL.......cccuiiiiiiiiiiiiienee ettt st sbe e b e ssbaeesbae s saeeeeeas 379
Chapter 17: Platform Support and Installation Media 379
Locate the SiteMinder Agent for SharePoint Platform Support MatriX ........ccccceeveerieiriieeniieniecee e 380
LOCALE the BOOKSNEIT ... . ettt st e st e s bt e e be e e bt e e be e s bee e aeeesabeenaneens 380
Locate the INStallation IMEI.......ccveiiiiiiiicie ettt e e st e e s be e sbaeebeeesbeeesbaeessteesseeesssaensanens 381

14 Agent for SharePoint Guide



Index 383

Contents 15






Chapter 1: Introduction

This section contains the following topics:

Purpose and Audience (see page 17)

New Architecture to Support SharePoint 2010 (see page 18)

Major Differences between Agent for SharePoint Releases (see page 18)
SiteMinder and Microsoft SharePoint (see page 19)

Example SharePoint Farm Deployment with Single Web Front End (see page 21)
Example SharePoint Farm Deployment with Multiple Web Front Ends and Load
Balancing (see page 22)

Load Balancers and Session Affinity (see page 23)

Purpose and Audience

The SiteMinder Agent for SharePoint is a gateway or a proxy server-based solution that
lets you protect resources in your Microsoft SharePoint environment with SiteMinder.

This guide describes how to install and configure the SiteMinder Agent for SharePoint so
you can protect resources stored on SharePoint. This guide is intended for the following
SiteMinder and SharePoint personnel:

®  SharePoint Administrators

m  SiteMinder Administrators

This guide assumes that SharePoint administrators can perform the following tasks:
m  Create a SharePoint web application

m  Add SharePoint web applications to site collections

m  Manage SharePoint site collection administrators

m  Work with web application access policies in SharePoint

m  Add, modify, or remove files or other content to a SharePoint web application

m  Manage SharePoint users and user profiles

This guide assumes that SiteMinder administrators can perform the following tasks:
m  |nstall and configure SiteMinder Agent for SharePoint and Policy Servers
m  Create SiteMinder policies, realms, rules, and responses to protect resources

m  Manage SiteMinder user directories
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New Architecture to Support SharePoint 2010

New Architecture to Support SharePoint 2010

The SiteMinder Agent for SharePoint 2010 features a new architecture designed to
protect your SharePoint 2010 resources. This new architecture is based on industry
standards and uses a proxy model to streamline enterprise deployments of the Agent
for SharePoint, while supporting future growth.

This agent also includes a new SharePoint connection wizard which simplifies the
process of creating connections between your SiteMinder objects and SharePoint
resources. This wizard creates the SiteMinder objects you need on the Policy Server and
generates a PowerShell script that properly configures your SharePoint central

administration server.

Major Differences between Agent for SharePoint Releases

The following table describes the major differences between the Agent for SharePoint

releases:

Agent for SharePoint 2007

Agent for SharePoint 2010

Required installation of the following on each
SharePoint 2007 server:

m  ASiteMinder Web Agent

m  ASiteMinder Agent for SharePoint

Deployed as a proxy-server based solution in front of
SharePoint 2010 for more centralized configuration and
management.

Used one of two SharePoint 2007 authentication
methods:

m  Windows Impersonation

m  ASP.NET Forms-based authentication (FBA)

Uses the new SharePoint 2010 claims-based
authentication option, which is based on
industry-standard protocols (WS-Federation / SAML
1.1).

Used a SiteMinder Management Ul, installed into
SharePoint, to configure protection of SharePoint
resources.

Included a Role and Membership Provider to facilitate
People Picker access to SiteMinder user directories.

Configuration and administration enhancements
include:

m  New Connection Wizard to automate the
configuration of required SiteMinder objects and
simplify the creation of a Trusted Identity Provider
inside SharePoint 2010.

m Farm-wide configuration of various aspects of the
SiteMinder integration using the new SharePoint
2010 PowerShell interface.

m Improved People Picker usability through a new
Claims Provider component.
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SiteMinder and Microsoft SharePoint

SiteMinder and Microsoft SharePoint

The SiteMinder Agent for SharePoint integrates Microsoft SharePoint 2010 into the
SiteMinder web access management environment.

An access control solution uses policy decision points and policy enforcement points.
The SiteMinder Agent for SharePoint uses a gateway or proxy server policy enforcement
point to protect resources in a Microsoft SharePoint environment. In the network
topology, these enforcement points are physically placed between the user and the
resource on SharePoint server.

SiteMinder Agent for SharePoint Components and Microsoft SharePoint

The following illustration shows the relationship between the SiteMinder components
and the SharePoint server.

SharePoint 2010

CA SiteMinder
6 CA —_— Claims Provider

Agent for SharePaint '

Customers
b4
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rd
rd
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rd
e
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e
e
-
rd Active Director
- y
Partners
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SiteMinder
Policy
Server

Employees

Any CA SiteMinder
User Directory

In the previous illustration, customers, partners, and employees request resources from
SharePoint. The requests must pass through the SiteMinder Agent for SharePoint. The
agent provides authentication, policy enforcement, and federated single sign-on
capabilities. The SiteMinder Policy Server acts as the policy decision point for
authentication. The SiteMinder Policy Store which is connected to the Policy Server
stores policies and other configuration objects. This solution enables external users to
access protected SharePoint resources and internal users to access SharePoint
resources.
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SiteMinder and Microsoft SharePoint

SiteMinder Components used with SharePoint

The SiteMinder Agent for SharePoint solution contains the following SiteMinder
components in a specific configuration designed to protect SharePoint resources.

Policy Server

The Policy Server acts as the Policy Decision Point (PDP). The Policy Server evaluates
and enforces access control policies, for requests made to resources protected by
agents, such as the SiteMinder Agent for SharePoint.

Agent for SharePoint

The Agent for SharePoint is a stand-alone server that provides a proxy-based
solution for access control. The agent acts as the policy enforcement point (PEP),
standing in the network topology physically between the user and the resource on
the SharePoint server.

Claims Provider

The SiteMinder Claims Provider is used for configuring particular claim values to
grant permissions to SharePoint resources. The Claims Provider is packaged as a
SharePoint solution (WSP file) with its feature receiver.

Note: Upgrade any SiteMinder components in your environment that do not meet the
minimum versions.
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Example SharePoint Farm Deployment with Single Web Front End

Example SharePoint Farm Deployment with Sindgle Web Front
End

If the servers in your SharePoint farm are associated with a single web front end (WFE)
server, the following illustration provides one possible deployment scenario:
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SharePoint SharePaint
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In the previous example, your setting in the proxyrules.xml file is
<nete:forward>http://sharepoint.example.com$0</nete:forward>
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Example SharePoint Farm Deployment with Multiple Web Front Ends and Load Balancing

Example SharePoint Farm Deployment with Multiple Web
Front Ends and Load Balancing

If your SharePoint farm has servers associated with a multiple web front end (WFE)
servers, the following illustration provides one possible deployment scenario:
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In the previous example, your setting in the proxyrules.xml file is
<nete:forward>http://sharepoint.example.com$0</nete:forward>
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Load Balancers and Session Affinity

Load Balancers and Session Affinity

Load balancers that use session affinity dynamically select the best-performing server to
when establishing a session. The load balancers send subsequent requests for the same

session back to the same server.

Configuring session affinity helps your load balancers operate more efficiently because
the SiteMinder caches are used to their full potential. For example, sessions are stored
in the Web Agent cache when they are created. Since the session is cached, subsequent
requests for resources during the same session are validated using the information from
the Web Agent cache. The Policy Server is not contacted, and efficiency is increased.
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Chapter 2: Federation and Claims-based
Authentication

Enterprise applications and services are increasingly distributed across organizations.
They have customers and partners who reside outside of the enterprise that need
access to SharePoint applications within the enterprise. As a result, the need for secure
but seamless access to SharePoint resources has increased.

SiteMinder Agent for SharePoint lets you protect your SharePoint resources using
SiteMinder web access management capabilities. The federation capabilities allow
partnering organizations to trust and share digital identities and attributes of
employees, customers, and suppliers across trust domains. These trust domains can
exist within one organization or between different organizations.

These federation capabilities also provide single sign-on across partner sites. The Agent
for SharePoint provides a custom SiteMinder solution which issues claims and packages
claims into security tokens, used to validate and access SharePoint resources.

The following section gives an overview about federation and claims-based
authentication used in this solution.

Claims-based Authentication Overview

Claims-based authentication enables applications to authenticate users with the
minimum required information. Claims-based authentication allows applications to
verify and validate user claims.

The following list explains the fundamental concepts of Claims-based authentication:
m  Claims

m  Tokens

m  Security Token Service (STS)

m  |dentity Provider (IdP)

m  Claims Provider
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Claims-based Authentication Overview

Claims

Claims represent any identity information about a user. In some instances, the user can
be an application or a computer. A claim enables the user to gain access to multiple
resources, such as applications and network resources, without entering credentials
multiple times.

A claim is a statement about a user (for example, a name). The bits of identity
information include, name, e-mail address, age, or organizational roles and
responsibilities. A claim can also include the right of a user to perform something like
access a file. Claims can also contain a restrictive right like the financial limit of a user.

A claim is given one or more values and then packaged in security tokens issued by a
security token service (STS).

Claim 1 e eemmmme s Name
Claim 2 O Email Address
Claim 3 = e Age
Claim 4 S — Role

The previous illustration represents a claims token. The illustration shows claim values
inside the token.
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Claims-based Authentication Overview

Tokens

Claims information is transferred in security tokens. Each token contains a set of one or
more claims, and contains information about the user to whom this token applies. A
security token service (STS) issues the token.

Tokens can be issued in different formats, such as Security Assertion Markup Language
(SAML) tokens or WS-Federation (WS-FED) tokens. Security tokens can be signed with
an X.509 certificate to protect the contents of the token in transit. The application that
receives the token validates it before using the claims.

The Agent for SharePoint uses WS-FED tokens and X.509 certificates to protect its

content.
Claim 1 O Name
Claim 2 S — Email Address
Claim 3 P Age
Claim 4 P Role
Claim n
Signature

The previous illustration represents a security token. This token contains claim values
and a digital signature.

Security Token Service (STS)

The STS (Security Token Service) is a web service that issues, manages, and validates
security tokens. STS makes assertions based on the evidence that it trusts, whoever
trusts it.
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Claims-based Authentication Overview

Identity Provider (IdP)

Claims Provider

An identity provider is a system that creates, maintains, and manages identity
information and asserts identities to other service providers within a federation. For
example, a user Adam, has an email address of adam@example.com and authenticated
to this domain using a password mechanism.

An identity provider is also known as a SAML authority, asserting party, trusted identity
provider, or source site, and is often abbreviated as IdP.

In the SiteMinder Agent for SharePoint solution, the Agent for SharePoint is the IdP STS.
The identity provider owns the STS and affirms the tokens created by the STS.

A SiteMinder claims provider uses virtual attribute mappings in your SiteMinder
directories to support searches of your SiteMinder users with the SharePoint people
picker.

The claims provider finds and selects user, group, and role-based claim values.

Example Federation and Claims-based Authentication Scenario

The following illustration provides a possible federation and claims-based
authentication scenario.
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How the SharePoint Connection Wizard Simplifies Deployment

In the illustration, a SharePoint application works on behalf of a user, such as a web
browser or another client. This SharePoint application asks an IdP-STS (Agent for
SharePoint) for a token containing claims for this user. An HTTP protocol makes the
request, the IdP-STS authenticates the user in some way, such as verifying the password
of the user. Therefore, the IdP-STS can be certain that the user is authentic.

The request sent to an IdP-STS typically contains a URI identifying the SharePoint
application this user wishes to access. The IdP-STS asserts the identity of the user and
the application. Once the STS finds account information and other attributes about the
user and the application, it generates the token and returns it to the browser.

How the SharePoint Connection Wizard Simplifies Deployment

This release of the Agent for SharePoint includes a connection wizard that automatically
creates the Federation objects it requires on your CA SiteMinder Policy Server. The
connection wizard also creates a PowerShell script that you modify and run on your
SharePoint central administration server. This PowerShell script creates the Trusted
Identity provider (IdP).
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Chapter 3: Migrating from SharePoint 2007
to SharePoint 2010

This section contains the following topics:

Upgrades to the SiteMinder Agent for SharePoint (see page 31)
How to Migrate the SiteMinder Agent for SharePoint from SharePoint 2007 to
SharePoint 2010 (see page 31)

Upgrades to the SiteMinder Agent for SharePoint

No direct upgrade path exists for moving from the SiteMinder Agent for SharePoint with
SharePoint 2007 to the SiteMinder Agent for SharePoint with SharePoint 2010. As
discussed in the Overview chapter, the agent used with SharePoint 2010 uses a
claims-based authentication model supported by SharePoint 2010. The previous agent
for use with SharePoint 2007 used different authentication models.

How to Midgrate the SiteMinder Agent for SharePoint from
SharePoint 2007 to SharePoint 2010

Your organization decides to move from a SharePoint 2007 environment to a SharePoint
2010 environment. You can repurpose your SharePoint 2007 hardware when you
migrate to SharePoint 2010. If you decide to do so, consider the steps outlined in this
topic.

To migrate the SiteMinder Agent for SharePoint from SharePoint 2007 to SharePoint
2010 complete, the following steps:

1. Uninstall the SiteMinder Agent for SharePoint running on the SharePoint 2007
system. The uninstall procedure is documented in the CA SiteMinder Agent for
Microsoft SharePoint Guide r12.0.

2. Upgrade the SharePoint environment to SharePoint 2010.

3. Install the SiteMinder Agent for SharePoint 12.51 as described in this guide.
Note: You may be able to reuse some of the sites from your SharePoint 2007
deployment in your SharePoint 2010 deployment. See Microsoft.com and SharePoint

2010 documentation for SharePoint migration recommendations, including the
migration of existing user identities to the claims format.
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Chapter 4: Prerequisites

This section contains the following topics:

Policy Server Prerequisites (see page 33)
Agent for SharePoint Prerequisites (see page 34)
Microsoft Prerequisites (see page 37)

Policy Server Prerequisites

The SiteMinder Policy Server requires the following prerequisites to operate with the
Agent for SharePoint:

m  SiteMinder Policy Server 12.5, 12.0 SP3 CRO5 NIN Build 443 and above.

Important! Multiple directory connections are supported with Policy Server version
12.5 and above only.

m  SiteMinder Administrative Ul 12.5 (any CR), 12.0 SP3 CR0O5 NIN Build 443 and above.

m  (For Office Client Integration) HTTP methods for WebDAV defined in the SiteMinder
Agent type

m  An SSL Certificate
m  The following open ports:

- Ports for accounting, authentication, and authorization requests (44441,
44442, 44443 respectively)

- Port for Connection Wizard (44444)

- Ports for directory server connections.
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Adent for SharePoint Prerequisites

Release 12.51 of the Agent for SharePoint is the minimum version required.

The Agent for SharePoint also requires the following:

m A 32-bit Java Development Kit version 1.6.0_16 or higher is required on the
SiteMinder Agent for SharePoint system.

Important! The Agent for SharePoint cannot be installed on a computer that hosts
any other web server. The Agent for SharePoint operates as a stand-alone
proxy-based solution.

m  Open the following ports on the Agent for SharePoint:
- Port 8009 (ajp13)
- Port 8005 (Tomcat shutdown)
- Port for HTTP requests on the embedded Apache web server
-  Port for HTTPS requests on the embedded Apache web server
—  Port for HTTP requests by the Claims search service

- Port for HTTPS requests by the Claims search service

Agent for SharePoint Prerequisites for Linux Operating Environments

If you want to install your Agent for SharePoint on a Linux operating environment, verify
that your computer meets the following prerequisites:

m  Required Linux patches (see page 34).

m  Required Linux libraries.

m  Required Linux tools (see page 36).

More information:

Registration Failed with Unknown Error 127 (see page 348)

Required Linux Patches

The following Linux patches are required:

For Web Agents running on 64-bit Linux systems
m  Binutils 2.17
m GCC4.1.0
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Required Linux Libraries

Certain library files are required for components operating on Linux operating
environments. Failure to install the correct libraries can cause the following error:

java.lang.UnsatisfiedLinkError
If you are installing, configuring, or upgrading a Linux version of this component, the
following libraries are required on the host system:
Red Hat 5.x
compat—gcc-34-c++-3.4.6-patch_version.1386
libstdc++-4.x.x-x.el5.i686.rpm
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Red Hat 6.x
libstdc++-4.x.x-x.el6.i686.rpm

Additonally, for Red Hat 6.x (64-bit)
libXau-1.0.5-1.el6.i686.rpm
libxcb-1.5-1.el6.i1686.rpm
compat-db42-4.2.52-15.el6.i686.rpm
compat-db43-4.3.29-15.el6.i686.rpm
libX11-1.3-2.el6.i686.rpm
libXrender-0.9.5-1.el6.i686.rpm
libexpat.so.1 (provided by expat-2.0.1-11.el6_2.i686.rpm)
libfreetype.so.6 (provided by freetype-2.3.11-6.el6_2.9.i686.rpm)
libfontconfig.so.1 (provided by fontconfig-2.8.0-3.el6.i686.rpm)
libICE-1.0.6-1.€l6.i686.rpm
libuuid-2.17.2-12.7.el6.i686.rpm
libSM-1.1.0-7.1.el6.i686.rpm
libXext-1.1-3.el6.i686.rpm
compat-libstdc++-33-3.2.3-69.el6.i686.rpm
compat-db-4.6.21-15.el6.i686.rpm
libXi-1.3-3.el6.i686.rpm
libXtst-1.0.99.2-3.el6.i686.rpm
libXft-2.1.13-4.1.el6.i686.rpm
libXt-1.0.7-1.el6.i686.rpm
libXp-1.0.0-15.1.el6.i686.rpm

Linux Tools Required

Before installing a SiteMinder Agent on a Red Hat Apache 2.2 web server running on the
Red Hat Enterprise Linux operating environment, install all the items included in the Red
Hat Legacy Software Development tools package.
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Microsoft Prerequisites

The SiteMinder Agent for SharePoint is designed for Microsoft SharePoint 2010.

Verify that your SharePoint servers have the following prerequisites:
m  (For Office Client Integration) use Office 2007 SP2 or higher.

m  Open Ports for your SharePoint resources (set during SharePoint installation or
configuration)

Note: For more information about specific patches or service packs, and the latest
version information, see the Platform Support Matrix.

More information:

Locate the SiteMinder Agent for SharePoint Platform Support Matrix (see page 380)

Verify SharePoint Installation

Use the following process to verify that SharePoint is installed correctly before
configuring SharePoint with the SiteMinder Agent for SharePoint.
Follow these steps:

1. Logon to SharePoint 2010 Central Administration and create a SharePoint site with
any template.

Note: Verify that the Windows user has administrator privileges.
2. Logon to the newly created SharePoint site.

3. Perform various actions like uploading documents and adding contacts.
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Chapter 5: How to Configure your
SiteMinder Policy Server

The Policy Server authenticates and authorizes users who request access to the
resources in your SharePoint environment. The Policy Server stores items that you
create to define the users in your SharePoint environment and the resources that you
want to protect with SiteMinder.
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The following illustration describes the configuration process that prepares your Policy
Server for use with the Agent for SharePoint:

Configuring your Policy Server for your Agent for SharePoint

System
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Open the Add roles to
SiteMinder Create a user your
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Follow these steps:
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12.

Open the SiteMinder Administrative Ul (see page 42).

Create a host configuration object (see page 42).

(Optional) Configure Policy Server clusters (see page 43).

Create an Agent Object (see page 44).

(Optional) Create agent groups for multiple agent objects (see page 45).

Create a 4.x agent object for the SharePoint Connection wizard (see page 46).

Create an Agent Configuration Object (see page 47).

Create a user directory connection (see page 51).

Create a virtual attribute mapping for your user claim (see page 52).

. Create an authentication scheme for the Agent for SharePoint (see page 55).

. Determine your policy model (see page 55), and then do one of the following steps:

m Create a Policy Domain (see page 56).

m Create a SiteMinder application to protect your SharePoint resources (see
page 63).

For Active Directory user directories only, enable paging on the system hosting your
Policy Server. Use the appropriate procedure for your operating environment:

m Enable paging on 32-bit operating environments (see page 69).

m Enable paging on 64-bit operating environments (see page 70).
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Open the Administrative UI to Change Policy Server Objects

Open the Administrative UI to Chande Policy Server Objects

Change the objects on your Policy Server by opening the Administrative Ul.

Follow these steps:

1.

Open the following URL in a browser.
https://host _name:8443/iam/siteminder/adminui
host_name
Specifies the fully qualified Administrative Ul host system name.
Enter your SiteMinder superuser name in the User Name field.
Enter the SiteMinder superuser account password in the Password field.

Note: If your superuser account password contains one or more dollar-sign ($)
characters, replace each instance of the dollar-sign character with SDOLLARS in the
Password field. For example, if the SiteMinder superuser account password is
Spassword, enter SDOLLARSpassword in the Password field.

Verify that the proper server name or IP address appears in the Server drop-down
list.

Select Log In.

Create a Host Confiduration Object

You can create a new Host Configuration object or duplicate an existing object.

To create a host configuration object

1.
2.

Click Infrastructure, Hosts.
Click Host Configuration Objects.
The Host Configuration Objects page appears.

Click Create Host Configuration.

42 Agdent for SharePoint Guide



Configure Clusters

Do one of the following:

m  (Recommended) Create a copy of an existing Host Configuration object and
modify its properties. You can copy the DefaultHostSettings object and use its
settings as a template for the new object. The Policy Server installation
program installs the DefaultHostSettings object.

Important! Do not directly modify and use the DefaultHostSettings object.
Always copy this object and then modify it.

m Create a new object.
Click OK.
The Create Host Configuration page appears.

Note: Click Help for descriptions of settings and controls, including their respective
requirements and limits.

Type the name and a description.
In Configuration Values, specify the Host Configuration settings.
Click Submit.

The Host Configuration Object is created.

Confiqure Clusters

Policy Server clusters are defined as part of a Host Configuration Object. When a
SiteMinder agent initializes, the settings from the Host Configuration Object are used to
setup communication with Policy Servers.

Note: For more information about Host Configuration Objects, see the Web Agent
Configuration Guide and the Policy Server Configuration Guide.

Follow these steps:

1.
2.

3.

Select the Infrastructure, Hosts. Host Configuration Objects.
Click Create Host Configuration.

In the Clusters section, click Add.

The Cluster Setup section opens.

Note: You can click Help for a description of fields, controls, and their respective
requirements.

Enter the IP address and the port number of the Policy Server in the Host and Port
fields respectively.

Click Add to Cluster.

The Policy Server appears in the servers list in the Current Setup section.

Chapter 5: How to Configure your SiteMinder Policy Server 43



Create an Agent Object

6. Repeat these steps to add other Policy Servers to the cluster.
7. Click OK to save your changes.

Your return to the Host Configuration dialog The Policy Server cluster is listed in a
table.

8. Inthe Failover Threshold Percent field, enter a percentage of the number of Policy
Servers that must be active and click Apply.

If the percentage of active servers in the cluster falls below the percentage you
specify, the cluster fails over to the next available cluster in the list of clusters. This
setting applies to all clusters that use the Host Configuration Object.

Important! The Policy Server specified in the Configuration Values section is
overwritten by the Policy Servers specified in a cluster. This Policy Server is no
longer used because a cluster is configured. For the value of the Policy Server
parameter in the Configuration Values section to apply, do not specify any Policy
Servers in a cluster. If clusters are configured, and you decide to remove the
clusters in favor of a simple failover configuration delete all Policy Server
information from the cluster.

9. Click Submit to save your changes.

Create an Adent Object

Agent act as policy-enforcement points (PEPs), by intercepting user requests for
SharePoint resources and communicating with the Policy Server. Agent objects associate
the protected resources on your SharePoint servers with the SiteMinder policies that
protect those resources.
Follow these steps:
1. Click Infrastructure, Agent, Agents.
2. Click Create Agent.

The Create Agent screen appears.
3. Click OK.

The Create Agent: screen appears.
4. Enter a distinctive name and description.

5. Verify that the SiteMinder option button is selected and that Web Agent appears in
the Agent Type drop-down list.

6. Click Submit.

The agent object is created and a confirmation screen appears.
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(Optional) Create an Agent Group for Multiple Agent Objects

(Optional) Create an Adgent Group for Multiple Agent Objects

If you have multiple Agent Objects in your SiteMinder environment, you can place them
in agent groups. Agent groups make managing large numbers of agent objects easier.

Follow these steps:

Note: If you are an experienced SiteMinder user, you can add your agent objects to an
existing agent group instead of creating a group.

1.
2.

Click Infrastructure, Agent.

Click Agent Groups.

The Agent Groups page appears.

Click Create an agent group.

The Create agent group screen appears.

Click Create a new object of type Agent Group, and then click OK.
The Create Agent Group: screen appears.

Enter a distinctive name and description.

Verify that the SiteMinder option button is selected and that Web Agent appears in
the Agent Type drop-down list.

Click Add/Remove.
The Agent Group members screen appears.

Click the arrows to move the agent objects you want into the selected members
column, and then click OK.

The Create Agent Group screen reappears. The agent objects in the group appear in
the Group Members list.

Click Submit.

The agent group is created and a confirmation screen appears.
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Create a 4.x Adent Object for the SharePoint Connection Wizard

Create a 4.x Adent Object for the SharePoint Connection Wizard

The SharePoint connection wizard requires an Agent Object that supports SiteMinder
4.x functionality. Define this agent object on your Policy Servers.

Important: Do not add the 4.x agent object to any agent group, realm, or policy. This
agent object exists only to support the internal operations of the Agent for SharePoint.
Follow these steps:
1. Click Infrastructure, Agent, Agents.
2. Click Create Agent.
The Create Agent screen appears.
3. Click OK.
The Create Agent: screen appears.
4. Enter a distinctive name and description.

5. Verify that the SiteMinder option button is selected and that Web Agent appears in
the Agent Type drop-down list.

6. Click the Supports 4.x agents check box.
The trust settings fields appear.
7. Complete the following fields:
IP Address
Specifies the IP Address of the Policy Server.
Shared Secret

Specifies a password that is associated with the 4.x Agent object. The
SharePoint Connection Wizard also requires this password.

Confirm Secret

Confirms a password that is associated with the 4.x Agent object. The
SharePoint Connection Wizard also requires confirmation of this password.

8. Click Submit.

The agent object is created and a confirmation screen appears.
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Create an Adent Confiquration Object

An embedded Apache web server is part of the Agent for SharePoint. An Agent
Configuration Object (ACO) on the Policy Server contains configuration parameters that
control the behavior of the agent running on the embedded web server.

Agents need values in certain parameters to start. For example, all agents need one
value in either of the following parameters:

m AgentName

m  DefaultAgentName

Other parameters control optional functions that you can set anytime. For example, if

you decide to store agent logs on your web server, you can set those parameters later.
Agents do not need values in logging parameters to start.

Note: For more information about other parameters in your ACO that are not listed
here, see the SiteMinder Web Agent Configuration Guide.
Follow these steps:
1. Click Infrastructure, Agent Configuration, Create Agent Configuration.
The Create Agent Configuration: Search pane opens.
2. Click the following buttons:
m Create a copy of an object of type Agent Configuration.
m  SharePoint2010DefaultSettings.

Important! Only copy the SharePoint2010DefaultSettings ACO object. Do not copy
any other object in the list.

3. Click OK.
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Type the name and a description for the agent configuration object.

If you have multiple virtual hosts and plan to assign different Agent identities to
each virtual host, use the AgentName parameter. Use the DefaultAgentName
parameter, if different Agent identities for virtual hosts are not required. Remove
any # character in front of the parameter name, and then change the value of one
of the following parameters (not both):

AgentName

Defines the identity of the web agent. This identity links the name and the IP
address or FQDN of each web server instance hosting an Agent.

The value of the DefaultAgentName is used instead of the AgentName
parameter if any of the following events occur:

m  The AgentName parameter is disabled.
m  The value of AgentName parameter is empty.

m  The values of the AgentName parameter do not match any existing agent
object.

Note: This parameter can have more than one value. Use the multivalue option
when setting this parameter in an Agent Configuration Object. For local
configuration files, add each value to a separate line in the file.

Default: No default
Limit: Multiple values are allowed.

Limits: Must contain 7-bit ASCII characters in the range of 32-127, and include
one or more printable characters. Cannot contain the ampersand (&) and
asterisk (*) characters. The value is not case-sensitive. For example, the names
MyAgent and myagent are treated the same.

Example: myagent1,192.168.0.0 (IPV4)
Example: myagent2, 2001:DBS::/32 (IPV6)

Example: myagent,www.example.com
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DefaultAgentName

Defines a name that the agent uses to process requests. The value for
DefaultAgentName is used for requests on an IP address or interface when no
agent name value exists in the AgentName parameter.

If you are using virtual servers, you can set up your SiteMinder environment
quickly by using a DefaultAgentName. Using DefaultAgentName means that
you do not need to define a separate agent for each virtual server.

Important! If you do not specify a value for the DefaultAgentName parameter,
then the value of the AgentName parameter requires every agent identity in its
list. Otherwise, the Policy Server cannot tie policies to the agent.

Default: No default.
Limit: Multiple values are allowed.

Limits: Must contain 7-bit ASCII characters in the range of 32-127, and include
one or more printable characters. Cannot contain the ampersand (&) and
asterisk (*) characters. The value is not case-sensitive. For example, the names
MyAgent and myagent are treated the same.
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6. Change the value of the following parameter:
LogOffUri

Enables full log-out and displays a confirmation page after users are
successfully logged off. Configure this page so that it cannot be stored in a
browser cache. If a cached page is used, session hijacking by unauthorized
users is possible.

When the SharePoint users click the Sign out link, the following URI is used:
m /_layouts/SignOut.aspx

When the SharePoint users click the Sign in as another user link, the following
URI is used:

m /_layouts/accessdenied.aspx?loginasanotheruser=true

If you have multiple SharePoint web sites below a top-level SharePoint website,
add the URIs of the lower-level sites to the LogOffURI parameter.

Note: When the CookiePath parameter is set, the value of the LogOffUri
parameter must point to the same cookie path. For example, if the value of
your CookiePath parameter is set to example.com, then your LogOffUri must
point to example.com/logoff.html

Default: /_layouts/SignOut.aspx,
/_layouts/accessdenied.aspx?loginasanotheruser=true

Limits: Multiple URI values permitted. Do not use a fully qualified URL. Use a
relative URI.

Example: (for a parent site of www.example.com with two lower-level sites
named finance and hr respectively) /finance/_layouts/SignOut.aspx,
finance/_layouts/accessdenied.aspx?loginasanotheruser=true
/hr/_layouts/SignOut.aspx,
/hr/_layouts/accessdenied.aspx?loginasanotheruser=true

7. Click OK.
The new values appear next to the parameters in the list.
8. Click Submit.

The Create Agent Configuration Task is submitted for processing and the
confirmation message appears.
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Create A User Directory Connection

The Policy Server communicates with a user directory to authenticate users. The user
directory needs a connection defined in the SiteMinder Administrative Ul. Create a
connection for your directory that contains users who require access to SharePoint
resources.

Note: Only the directory vendors that SiteMinder supports operate with the Agent for
SharePoint. For more information, see the Platform Support Matrix at
WWW.support.ca.com.

Follow these steps:

1.

Click Infrastructure, Directory, User Directory, Create User Directory.
The Create User Directory pane appears.
Enter the Name and an optional description.

Select the Directory type from the Namespace list and complete the required
connection information under the Directory Setup.

If your directory server requires credentials for searches, do the following steps:
a. Click the Require Credentials check box.
b. Type the user name and password of an authorized account.

Note: The Require Credentials setting is required for LDAP directories which
support anonymous search. This setting supports queries that the SiteMinder
Claims Provider makes to the user directory to support the SharePoint People
Picker. For more information about these credentials, see the administrator of your
directory server.

(Optional) In the User Attributes fields, specify the user directory profile attributes
that are reserved for SiteMinder.

Click Submit.

The Create User Directory task is submitted for processing, and the confirmation
message appears.

More information:

How to Configure Multiple User Directories (see page 239)

Chapter 5: How to Configure your SiteMinder Policy Server 51


http://www.ca.com/support

Create a Virtual Attribute Mapping for your User Claim

Create a Virtual Attribute Mapping for your User Claim

Integration with SharePoint requires at least one claim that contains an identifier that
uniquely identifies the user. These claims often appear in the people picker as cryptic
values, such as the following example:

uid=e123456

Such claims are difficult to associate with the intended user. The Agent for SharePoint
uses a special attribute mapping which retrieves the display name of the user. This user
name appears next to the related identifier claim in the people picker. After this user
mapping is configured, the previous example appears in the people picker like the
following one:

uid=e123456 associated_user_name

To create a virtual attribute mapping for your user claim, select the procedure
corresponding to your type of directory server from the following list:

m  Create an attribute mapping for user claims in LDAP directories (see page 53).

m  Create an attribute mapping for user claims in Active Directory servers (see
page 54).
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Create an Attribute Mapping for User Claims in an LDAP Directory

The Agent for SharePoint requires an attribute mapping that is based on an attribute
with a unique value for each user. Use the Administrative Ul to create a pair of attribute
mappings that defines how SiteMinder searches for user claims through the SharePoint
people picker.

Important! The Agent for SharePoint supports only one SiteMinder user directory.

Follow these steps:

1. Logon to the SiteMinder Administrative Ul.

2. Click Infrastructure, Directory, User Directory, Modify User Directory.
A list of user directory connections appears.

3. Click the option button for your user directory, and then click Select.
The Modify User directory page appears.

4. Click Create.
The create attribute mapping page appears.

5. Verify that the Create a new object of type Attribute Mapping option button is
selected, and then click OK.

6. Click the name field, and enter the following name:
useridentifier
7. Verify that the Alias option button is selected, and then click the Definition field.
8. Enter the following definition:
uid
9. Click OK.
The Modify User directory page appears.
10. To create the second mapping, repeat Steps 4 through 5.
11. Click the name field, and then enter the following name:
smuserdisplayname
12. Verify that the Alias option button is selected, and then click the Definition field.
13. Enter the following definition:
displayName
14. Click OK.
The Modify User directory page appears.
15. Click Submit.

The attribute mappings are created.
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Create an Attribute Mapping for User Claims in a Microsoft Active Directory
Server

The Agent for SharePoint requires an attribute mapping that is based on an attribute
with a unique value for each user. Use the Administrative Ul to create a pair of attribute
mappings that defines how SiteMinder searches for user claims through the SharePoint
people picker.

Important! The Agent for SharePoint supports only one SiteMinder user directory.

Follow these steps:

1. Logon to the SiteMinder Administrative Ul.

2. Click Infrastructure, Directory, User Directory, Modify User Directory.
A list of user directory connections appears.

3. Click the option button for your user directory, and then click Select.
The Modify User directory page appears.

4. Click Create.
The create attribute mapping page appears.

5. Verify that the Create a new object of type Attribute Mapping option button is
selected, and then click OK.

6. Click the name field, and enter the following name:
useridentifier
7. Verify that the Alias option button is selected, and then click the Definition field.
8. Enter the following definition:
sAMAccountName
9. Click OK.
The Modify User directory page appears.
10. To create the second mapping, repeat Steps 4 through 5.
11. Click the name field, and then enter the following name:
smuserdisplayname
12. Verify that the Alias option button is selected, and then click the Definition field.
13. Enter the following definition:
displayName
14. Click OK.
The Modify User directory page appears.
15. Click Submit.
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The attribute mappings are created.

Create an Authentication Scheme for the Adgent for SharePoint

SiteMinder uses authentication schemes to collect credentials and determine the
identity of a user. During authentication, the agent communicates with the Policy Server
to determine the proper credentials to retrieve from a user who is requesting resources.

If you are an experienced SiteMinder user, you can use an existing authentication
scheme instead of creating one.
Follow these steps:

1. Click Infrastructure, Authentication, Authentication Schemes, Create Authentication
Scheme.

The Create Authentication Scheme pane appears.

2. Select Create a new object of type Authentication Scheme option, and then click
OK.

The Create Authentication Scheme: Pane appears.
3. Enter adistinctive name, and (optional) description.

4. Select the type of Authentication Scheme from the Authentication Scheme Type
list.

The options for your chosen Authentication Scheme appear.
5. Complete the fields for your Authentication Scheme.
6. Click Submit.

The Create Authentication Scheme task is submitted for processing and the
confirmation screen appears.

Determine your policy model

SiteMinder supports the following policy models:
m  Policy Domain (see page 56) (for protecting resources without CA DLP)
m  Application (EPM) (see page 63) (for protecting resources with CA DLP)

For example, you can protect the SharePoint root site with a policy domain. If you have
document libraries that you want to protect with CA DLP, create applications for those
libraries. In this situation, use the same agent or agent group in both the policy domain
and the application.
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Create a Policy Domain

A policy domain is a logical grouping of resources associated with one or more user
directories. Policy domains contain realms, rules, responses, and policies (and
optionally, rule groups and response groups).

The resources in a policy domain can be grouped in one or more realms. Rules control
access to resources, that are associated with the realm that contains the resource. By
grouping realms and rules in a policy domain, you can provide a secure domain for your
resources.

For example, on a SharePoint site, some resources require a higher level of security than
other resources. Define a realm with a higher level of security than uses an
authentication scheme such as a certificate-based scheme. Use a realm with basic
authentication for the less sensitive resources. For example, a common set of users
wants to access both types of resources. You can group both realms in the same policy
domain.

Follow these steps:
1. Click Policies, Domains.
2. Click Domain, Create Domain.

The Create Domain pane opens.

Note: Click Help for descriptions of settings and controls, including their respective
requirements and limits.

3. Type the name and a description of the policy domain.
4. Add User Directories and Realms.
5. Click Submit.

The Create Domain Task is submitted for processing.

Note: For more information about Policy Domains, see the SiteMinder Policy Server
Configuration Guide.
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Assign User Directories

Configure Realms

Add your user directories to a policy domain. The Policy Server authenticates users by
comparing the credentials to the credentials that are stored in the user directories.
Follow these steps:
1. Under User Directories, click Add/Remove.

The Choose user directories pane opens.

2. Select a user directory from the list of Available Members, and click the right-facing
arrows.

The user directory is removed from the list of Available Members and added to the
list of Selected Members.

3. Click OK.
The selected user directory is added to the domain.

Note: To create a user directory and add it to the domain, click New... under User
Directories.

Realms are groupings of resources in a specific location on your network. SiteMinder
<agents> protect the resources in a realm. When users request resources within a
realm, the associated Agent for SharePoint authenticates the user. The realm uses the
authentication scheme you configured. The SharePoint server authorizes the user.

Because most SharePoint resources are URL-based, define the URLs of your SharePoint
resources that you want to protect. Use the following examples as guides:

m  http://intranet.example.com

m  http://intranet.example.com/finance

m  http://intranet.example.com/investors

Follow these steps:
1. Click Policies, Domains.
2. Click Realm, Create Realm.

The Create Realm: Select Domain pane appears.

3. Select the domain you created for your SharePoint resources from the Domain list,
and then click Next.

The Create Realm: Define Realm pane appears.

4. Complete the name and description fields.
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10.
11.

12.

Click the ellipsis option button.
The Select an Agent screen appears.

Click the option button next to the Agent object you created for your SharePoint
resources, and then click OK.

Important: Do not add the 4.x agent object to any agent group, realm, or policy.
This agent object exists only to support the internal operations of the Agent for
SharePoint.

Click the Resource filter field, and then enter the URL of a SharePoint resource that
you want to protect. The realms meet the minimum requirements to enable basic
authentication:

m Create arealm to protect the authentication URL:
/affwebservices/redirectjsp/redirect.jsp
m Create arealm to leave the ClaimsWS unprotected:

/ClaimsWS/services/WSSharePointClaimsServiceImpl

m (For SharePoint 2013 only) if you create a realm to protect all resources (/*),
then create a realm to leave the following items unprotected:

- /_vti_bin/wopi.ashx/
- /affwebservices/spsignout.jsp (for single log-out)

Note: We recommend protecting only URLs on SharePoint systems, not lists, or
specific documents.

Under rules, create new rules or delete existing rules.

Under Sub realms, create new sub realms or delete existing sub realms.
Under Session, specify the session properties.

Under Advanced, specify the following:

m  Registration schemes.

m  Authorization directory mappings.

m  Types of events you want the realm to process.

Click Finish.

The Create Realm Task is submitted for processing.
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Create a Rule for Web Adgent Actions

You can create a rule that fires in response to specified Web agent actions. The rule
allows or denies access to the resource it is protecting.
To create a rule
1. Click Policies, Domains.
2. Click Rule, Create Rule.
The Create Rule: Select Domain pane opens.
3. Select a domain from the Domain list, and click Next.
The Create Rule: Select Realm pane opens.

4. Select the realm that includes the resources that you want the rule to protect, and
click Next.

The Create Rule: Define Rule pane opens.

Note: If a realm does not exist for the resources that you want to protect, a rule
cannot be created to protect those resources.

5. Type the name and a description of the rule in the fields on the General group box.

Note: Click Help for descriptions of settings and controls, including their respective
requirements and limits.

6. Type theresource that you want the rule to protect in the Resource field.
The Effective Resource updates to include the resource.

7. Specify whether the rules allow or deny access to the protected resource in the
Allow/Deny and Enable/Disable sections.

8. Select the Web agent actions option button in the Action section.
The Action List is populated with HTTP actions.
9. Select one or more HTTP actions from the Action list.
10. (Optional) Specify time restrictions, an active rule, or both in the Advanced section.
11. Click Finish.

The Create Rule task is submitted for processing.
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Create a Policy

You can create a policy by adding it to a new or existing domain. Policies define
relationships between users and resources.
Follow these steps:
1. Click the Policies, Domains.
2. Click Domain, Modify Domain.
The Modify Domain pane opens.
3. Specify search criteria, and click Search.
A list of domains that match the search criteria opens.
4. Select a domain, and click Select.
The Modify Domain: Name pane opens.
5. Click the Policies tab on the Domain pane.
The Policies dialog opens.
6. Click Create.
The Create Policy: Name pane opens.
7. Type the name and a description of the policy.
8. Click the Users tab.
The User Directories dialog opens.
9. Add users, user groups, or both to the policy, and click OK.
The Modify Domain: Name pane reopens.
10. Click Submit.

The Modify Domain Task is submitted for processing.

Add Users to a Policy

You can add individual users, user groups, or both to a policy and can create a policy
binding between the added users and the policy. When a user tries to access a
protected resource, the policy verifies that the user is part of its policy binding. Then the
policy fires the rules included in the policy to see if the user is allowed to access the
resource.
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Add Rules to a Policy

Follow these steps:

1. Click Policies, Domains.
The Domain pane appears.

2. Click Policy, Modify Policy.
The Modify Policy page appears.

3. Select the policy to change from the search results and click Select.
The Modify Policy:Name page appears.

4. Click the Users tab on the Policy pane.

The User Directories pane opens and contains group boxes for each user directory
that is associated with the policy domain.

5. Add users or groups from the user directory to the policy.

In each user directory section, you can select Add Members, Add Entry, Add All.
Depending on which method you use to add users to the policy, a dialog opens to
let you add users.

Note: If you select Add Members, the User/Groups pane opens. Individual users are
not displayed automatically. Use the search utility to find a specific user within one
of the directories.

You can edit or delete a user or group by clicking the right arrow (>) or minus sign
(-), respectively.

6. Selectindividual users, user groups, or both using whatever method and click OK.

The User Directories pane reopens and lists the new users for the policy on the
section of the user directory. The task of binding users to the policy is complete.

Rules indicate the specific resources included in a policy and whether to allow or deny
access to the resources when the rule fires. Responses indicate the actions you want to
occur when the rule fires.

Note: Add at least one rule or rule group to a policy.

Follow these steps:

1. Navigate to Policy, Rules.
The Rules dialog opens.

2. Click Add Rule.

The Available Rules pane opens.
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Select the individual rules, rule groups, or both that you want to add to the policy,
and click OK.

The Rules section lists the added rules and groups.
(Optional) Associate the rule with a response or response group.

Note: To remove a rule or rule group from a policy, click the minus sign (-) to the
right of the rule on the Rules section. To create a rule, click New Rule on the
Available Rules pane.
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Create a SiteMinder Application to Protect SharePoint Resources that CA DLP
also Protects

SiteMinder applications protect resources by combining access privileges with specific
conditions. Users who have the privileges and meet the conditions are granted access to
the resources they request.

This section describes creating an application with the following components:

m  Aresource filter to protect the authentication URL.

m  Avresource filter to leave the claims web service (ClaimsWS) unprotected by
SiteMinder.

m A connection to the user directory that contains your SharePoint users.

These components meet the minimum requirements of the CA SiteMinder Agent for
SharePoint. We recommend creating few applications and components during
evaluation, testing, or initial-deployment environments. You can add more applications
and components at any time.

Note: Resources protected with CA DLP require applications (see page 55). Do not use
policy domains.

Follow these steps:
1. Click Policies, Applications.
The applications screen appears.
2. Click Create Application.
The Create Application: screen appears, with the General tab selected.
3. Enter adistinctive name and optional description.
4. Create the component for the authentication URL by doing the following steps:

a. Click the Component Name field, and type a distinctive name describing the
SharePoint resources that you want to protect, such as, "Protected SharePoint
Resources."

b. Verify that Web Agent appears in the Agent Type drop-down list.
c. Click Lookup Agent/Agent Group.
The Select Agent or Agent Group screen appears.

d. Click the option button that corresponds to your Agent Object, and then click
OK.

Important: Do not add the 4.x agent object to any agent group, application, or
component. This agent object exists only to support the internal operations of
the Agent for SharePoint.

e. Click the Resource Filter field, and then enter the following value:
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g.

affwebservices/redirectjsp/redirect.jsp

Verify that the field begins with one forward slash as shown in the following
example:

/affwebservices/redirectjsp/redirect.jsp

Click the Authentication Scheme drop-down list, and then select the
authentication scheme that you want.

Click OK.

Create the component for the ClaimsWS by doing the following steps:

a.

h.

Click Create Component.

The Create Component screen appears, with the cursor in the Component
Name field.

Type a distinctive name describing the SharePoint resources that you want to
protect, such as, "Claims Web Service."

Verify that Web Agent appears in the Agent Type drop-down list.
Click Lookup Agent/Agent Group.
The Select Agent or Agent Group screen appears.

Click the option button that corresponds to your Agent Object, and then click
OK.

Important: Do not add the 4.x agent object to any agent group, application, or
component. This agent object exists only to support the internal operations of
the Agent for SharePoint.

Click the Resource Filter field, and then enter the following value:

ClaimsWS/services/WSSharePointClaimsServiceImpl

Verify that the field begins with one forward slash as shown in the following
example:

/ClaimsWS/services/WSSharePointClaimsServiceImpl

Click the Unprotected option button.
Click OK.

Add your user directory connection by doing the following steps:

a.

Click Add/Remove.
The Choose user directories screen appears.

Under the Available Members, click the directory connections that you want,
and then click the arrow icon between the lists.

Your directory connections move to the Selected Members list.

Click OK.
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The Choose user directories screen closes, and the Create Application: screen
appears.

Note: The components in Steps 5 and 6 are the basic components the Agent for
SharePoint requires to operate. For testing or production environments, create
components for the other SharePoint URLs resources you want to protect. Possible
examples of components include the following items:

m  http://intranet.example.com

m  http://intranet.example.com/finance
m  http://intranet.example.com/investors
Click Submit.

The application is created and a confirmation message appears.

Chapter 5: How to Configure your SiteMinder Policy Server 65



Determine your policy model

Add Resources to your Application
SiteMinder applications use resources to protect items in your SharePoint environment.
These resources for SiteMinder applications consist of the following parts:
= Rules.
m  Authentication or authorization actions which occur when a rule fires.
Note: In the previous context, "resources" refers only to the rules and actions that are
associated with SiteMinder applications. Generally, resources indicate the protected
items on a SharePoint server, such as URLs.
Follow these steps:
1. Click Policies, Applications.
The applications screen appears, showing a list of applications.

2. Locate the application that you created to protect your SharePoint sites, and then
click the Edit icon.

The Modify Application: screen appears.
3. Click the Resources tab.
The Resources screen appears.

4. Click the Select a context root drop-down list, and then select the resource filter
that you previously created for your SharePoint authorization URL. See the
following example:

/affwebservices/redirectjsp/redirect.jsp
5. Click Create.
The General screen appears.
6. Enter adistinctive name, and an optional description.

7. Verify that the Web Agent actions option button is selected, and then Ctrl-click the
following items in the Action list:

m  Get
m Head
m  Options
m Post
m Put
8. Click OK.

The General screen closes and the Resources screen appears.
9. Click Submit.

The application resources are created and a confirmation message appears.
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Add Roles to your Application

SiteMinder applications use roles to define the users or groups or organizations to which
you wish to grant access to your SharePoint resources.

Follow these steps:

1.

Click Policies, Applications.
The applications screen appears, showing a list of applications.

Locate the application that you created to protect your SharePoint sites, and then
click the Edit icon.

The Modify Application: screen appears.
Click the Roles tab.

The Roles screen appears.

Click Create Role.

Verify that the Create a new object of type Role option button is selected, and then
click OK.

The Create Role: screen appears.

Enter a distinctive name and optional description.

Create any of the following roles:

m  Roles that are based on membership in a group (member groups).

m  Roles that are based on membership in an organization (member
organizations).

m Roles that are based on user attributes (Member attributes, such as users who
match a particular attribute in your user directory).

Click OK.
The Create Role: screen closes, and the Modify Application: screen appears.
Click Submit.

The Role is created and a confirmation message appears.
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Add a Policy to your Application

Polices combine application resources and roles to protect your SharePoint
environment.

Follow these steps:

1.

Click Policies, Applications.
The applications screen appears, showing a list of applications.

Locate the application that you created to protect your SharePoint sites, and then
click the Edit icon.

The Modify Application: screen appears.
Click the Policies tab.
The Policies screen appears.

Click the Select a context root drop-down list, and then select the resource filter
that you previously created for your SharePoint authorization URL. See the
following example:

/affwebservices/redirectjsp/redirect.jsp

Click the check boxes of the roles that you want to associate with your rules for the
resource from Step 4.

Click the check boxes of the responses that you want to associate with your rules
for the resource from Step 4.

Click Submit.

The Policies screen closes. The Modify Application screen appears with a
confirmation message.
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Enable Paging for Searches of Active Directory User Stores
(32-bit systems)

Valid for Policy Servers that are installed on Windows 32-bit operating environments
that are connected to Active Directory servers.
Symptom:

| cannot use the SharePoint people picker to search my Active Directory user store.
Solution:

The Active Directory namespace does not support paging, causing searches of more
than 1000 users to fail. To support searches of large numbers of users in the Active
Directory namespace, set the EnablePagingADNameSpace registry key to one.

To enable paging for searches on your Windows Policy Server:

1. Open the Windows registry editor.

2. Locate the following registry key:

HKEY LOCAL MACHINE\SOFTWARE\Netegrity\SiteMinder\CurrentVersion\Ds\LDAPProvid
er\EnablePagingADNameSpace

3. Setthe value of the key to 1.

To enable paging for searches on your UNIX Policy Server:

1. Navigate to policy_server_installation_directory/siteminder/registry
2. Open sm.registry in a text editor.

3. Locate the following text in the file:

HKEY LOCAL MACHINE\SOFTWARE\Netegrity\SiteMinder\CurrentVersion\Ds\LDAPProvid
er\EnablePagingADNameSpace

4. Setthe value of the key to 1.
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Enable Paging for Searches of Active Directory User Stores
(64-bit systems)

Valid for Policy Servers that are installed on Windows 64-bit operating environments
(using WoW64 mode) that are connected to Active Directory servers.

Symptom:

| cannot use the SharePoint people picker to search my Active Directory user store.
Solution:

The Active Directory namespace does not support paging, causing searches of more
than 1000 users to fail. To support searches of large numbers of users in the Active
Directory namespace, set the EnablePagingADNameSpace registry key to one.

To enable paging for searches on your Windows Policy Server:

1. Openthe Windows registry editor.

2. Locate the following registry key:

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Netegrity\SiteMinder\CurrentVersion\D
s\LDAPProvider\EnablePagingADNameSpace

Set the value of the key to 1.

Chapter 6 How to Request and Install a
Policy Server Token Signing Certificate

The Policy Server requires an SSL certificate to sign the WS-Fed token it sends to the
SharePoint claims provider. This certificate verifies that the WS-Fed token is from the
Policy Server and not an unauthorized third party.
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The following graphic describes the process for requesting and installing a Policy Server
signing certificate:
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Follow these steps:

10.

11.

Note: This procedure provides one possible example of how to configure this
feature using third-party tools. CA Technologies did not develop nor provide these
tools. These tools are subject to change at any time by the third party without
notice. Use this procedure as a guide for configuring this feature in your specific
environment. The actual steps that are required in your situation could be different
from the steps that are shown here.

Review the certificate locations (see page 73).

If you are using a self-signed certificate, go to Step 8.

Important! Do not use self-signed certificates in production environments. We
recommend using self-signed certificates in test environments only.

Create a certificate request for a server certificate on an IIS web server (see
page 74).

Submit your server certificate request to the certificate authority (see page 75).

Wait for the Certificate Services administrator to approve your server certificate
request (see page 76).

Verify your approval and download your server certificate and certificate chain (see
page 78).

Complete your certificate request (using the same IS web server and browser from
Step 3) (see page 77).

Export your server certificate files to the computer hosting the Policy Server (see
page 79).

Add a certificate to Policy Servers and create a trust file (see page 80).

Provide the certificate files to your CA SiteMinder Agent for SharePoint owner (see
page 82).

Provide the certificate files to your SharePoint administrator (see page 83).
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Token-Signing Certificate Locations in Your SharePoint
Environment

The following illustration shows the typical locations of the certificates that sign your
WS-Fed tokens in your SharePoint environment:
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Create a Certificate Request for a Server Certificate on an IIS
Web Server

Requesting a certificate is the first step in the process of creating a Policy Server signing
certificate. Any IIS web server in your organization can request a certificate. Using an IIS
web server hosted on your Policy Server is more convenient, because it eliminates
exporting the certificates to the Policy Server.

Follow these steps:

Note: This procedure provides one possible example of how to configure this
feature using third-party tools. CA Technologies did not develop nor provide these
tools. These tools are subject to change at any time by the third party without
notice. Use this procedure as a guide for configuring this feature in your specific
environment. The actual steps that are required in your situation could be different
from the steps that are shown here.

1. Open Internet Information Services (IIS) Manager.
2. Under Connections, click the web server.
3. Double-click Server Certificates.
A list of certificates appears.
4. Under Actions, click Create Certificate request...
The Create Certificate wizard appears.

5. Complete the wizard. Save the certificate request to a local file. We recommend
using a distinctive name that is easy to remember. For example,
ps_wsfed_signing_certificate_request.txt

The certificate request is created.
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Submit Your Certificate Request to a Certificate Authority

After generating your certificate request on an IS web server, request a certificate from

the web server in your organization hosting Active Directory Certificate Services.

Skip this procedure in any of the following situations:

m  |f you do not use Active Directory Certificate services in your organization.

®m  You typically submit your certificate requests to an independent, third-party
certificate authority.

In any of the previous situations, follow your typical procedures instead.

Follow these steps:

Note: This procedure provides one possible example of how to configure this
feature using third-party tools. CA Technologies did not develop nor provide these
tools. These tools are subject to change at any time by the third party without
notice. Use this procedure as a guide for configuring this feature in your specific
environment. The actual steps that are required in your situation could be different
from the steps that are shown here.

1. Open your web browser.
2. Navigate to the following URL:

https://fully qualilfied domain name of server running active directory certi
ficate services/certsrv

An example of such a URL is http://certificateauthority.example.com/certsrv.
3. Click Request a certificate.

The Request a certificate screen appears.
4. Click the advanced certificate request link.

5. Click Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file,
or submit a renewal request by using a base-64-encoded PKCS #7 file.

The Submit a Certificate Request or Renewal Request screen appears.

6. Open the text file containing your certificate request with a text editor. Copy and
paste the entire contents of the file into the Saved request field on the screen.

7. Click Submit.
The certificate pending screen appears.
8. Note the following items for future reference:
m  YourrequestID.
m  Use the same browser to verify the status of your request within ten days.

The request is submitted.
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Approve a Certificate Request using Active Directory Certificate

Services

Certificate administrators approve or reject certificate requests. Certificate
administrator privileges are separate from Administrator privileges. Not all users who
have accounts on the computer hosting Active Directory Certificate services have
sufficient privileges to approve or reject certificates.

If you have certificate administrator privileges on the web server to which your
certificate was submitted, use this procedure. Otherwise, ask the certificate
administrator to do this approval for you.

Follow these steps:

Note: This procedure provides one possible example of how to configure this
feature using third-party tools. CA Technologies did not develop nor provide these
tools. These tools are subject to change at any time by the third party without
notice. Use this procedure as a guide for configuring this feature in your specific
environment. The actual steps that are required in your situation could be different
from the steps that are shown here.

Log in to the web server hosting the Active Directory Certificate services using an
account with Certificate administrator privileges.

Click Start, Administrative Tools, Certification Authority
The certsrv snap-in appears.

Click the name of the certification authority, and then click the pending request
folder.

A list of pending certificate requests appears.

Right-click the request ID associated with the request for the Policy Server Signing
certificate.

From the context menu, select All Tasks, Issue.

The certificate is issued.
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Complete Your Certificate Request

After downloading your certificate (*.cer) file, complete your certificate request by
adding the certificate to your IIS web server. Use the same IIS server from which you
originally requested the certificate.

Note: This procedure provides one possible example of how to configure this
feature using third-party tools. CA Technologies did not develop nor provide these
tools. These tools are subject to change at any time by the third party without
notice. Use this procedure as a guide for configuring this feature in your specific
environment. The actual steps that are required in your situation could be different
from the steps that are shown here.

Follow these steps:

1. Open Internet Information Services (IIS) Manager.
The Start page appears.

2. Under Connections, click the web server.

3. Double-click Server Certificates.
A list of certificates appears.

4. Under Actions, click Complete Certificate Request...
The Complete Certificate Request wizard appears.

5. Complete the wizard by doing the following tasks:
a. Navigate to the *.cer file you downloaded previously.
b. Create a friendly name for the *.cer file.

The new certificate appears in the list of certificates.
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Verify Your Approval and Download Your Certificate and

Certificate Chain

Use the same IIS web server and web browser from which you submitted the request to
verify the status of your certificate request. If your certificate is approved, download
both the certificate and the certificate chain to your IIS web server.

Follow these steps:

Note: This procedure provides one possible example of how to configure this
feature using third-party tools. CA Technologies did not develop nor provide these
tools. These tools are subject to change at any time by the third party without
notice. Use this procedure as a guide for configuring this feature in your specific
environment. The actual steps that are required in your situation could be different
from the steps that are shown here.

Open your web browser you used to request your certificate.
Navigate to the following URL:

https://fully qualilfied domain name of server running active directory certi
ficate services/certsrv

An example of such a URL is http://certificateauthority.example.com/certsrv.
Click View the status of a pending certificate request.

A list of your certificate requests appears.

Click the link for your certificate request.

The Certificate Issued screen appears. If it does not, contact the certificate
administrator in your organization for more information.

Click the Base 64 Encoded option button.

Click all the following links and save the files to your web server:
m  Copy Certificate. (downloads a *.cer file)

m  Copy Certificate Chain (downloads a *.p7b file)

Your certificate is downloaded.
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Export Your Policy Server Signing Certificate

Export your Policy Server Signing certificate with IS manager. This export process
creates a certificate file that you add to your Policy Server.

Note: This procedure provides one possible example of how to configure this feature
using third-party tools. CA Technologies did not develop nor provide these tools. These
tools are subject to change at any time by the third party without notice. Use this
procedure as a guide for configuring this feature in your specific environment. The
actual steps that are required in your situation could be different from the steps that are
shown here.

Follow these steps:

1.

Open Internet Information Services (1IS) Manager.

The Start page appears.

Under Connections, click the web server.

Double-click Server Certificates.

A list of certificates appears.

Click your Policy Server signing certificate.

Your Policy Server signing certificate is selected.

Under Actions, click Export.

The Export Certificate dialog appears.

Do the following steps:

a.

Click the ellipsis button and select a directory for your exported certificate.
A browse dialog appears.

Enter a file name for your exported certificate.

Click Open.

The browse dialog closes.

Enter a password for the exported certificate and confirm it.

Note: You need this password to import this certificate into the central key
store shared by the Policy Servers.

Click OK.

The Export Certificate dialog closes and the certificate is exported.

Close the Internet Information Services (IIS) Manager.
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Add a Policy Server Signing Certificate to Policy Servers and
Create a Trust File

CA SiteMinder requires a certificate to complete signing the WS-Token. CA SiteMinder
signs the WS-Token and sends it to SharePoint. To create a certificate for the WS-Token,
import an existing certificate that contains both a private and a public key. After the
certificate has been imported to the key store and been assigned an alias, export the
certificate to your SharePoint Central Administration server to create a trust certificate.

This certificate often uses the Public-Key Cryptography Standards #12 (PKCS) format. In
the following example, the password protects the PKCS#12 file.

Note: On Windows operating environments, a .pfx file is equivalent to a .p12 file.
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Follow these steps:

1.
2.

Log on to the Administrative Ul.

Add the Policy Server signing certificate to the Policy Servers with the following
steps:

a.

Click Infrastructure, X509 Certificate Management, Trusted Certificates and
Private Keys.

The trusted certificates and private keys screen appears.
Click Import New.
The Import Certificate/Private key wizard starts.

Click the Browse button, navigate to the certificate that you want to import,
and then click Next.

Enter the password with which you previously exported the certificate, and
then click Next.

Highlight the text in the Alias field, and then type a new Alias for the certificate.
Click Next.

Review the information that is shown on the confirmation screen, and then
click Finish.

The Policy Server signing certificate is added the central key store on the Policy
Servers. The Policy Server signing certificate appears in the list that is shown on
the Administrative UL.

Create a trust certificate for your SharePoint central administration server with the
following steps:

a.

b.

Locate the certificate from Step 2g in the list.

Click the Action drop-down list, and then choose Export.

The Export Key Store Entry screen appears.

Verify that the following value appears in the format drop-down list:
X509-DER

Click Export.

Save the certificate to another location.

The trust certificate for your SharePoint central administration server is
created.

Copy the certificate from Step 3e to a directory on your SharePoint central
administration server. This certificate is the trust certificate.

Copy any Certificate Authority Certificates in the certificate chain to a directory on
your SharePoint central administration server.
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Note: The Powershell script (which the SharePoint connection wizard creates)
requires the paths to the following certificates on your SharePoint central
administration server:

m The exported_certificate_file_name.cer (certificate) file.

m  Any Certificate Authority certificates in the certificate chain.
More information:

Modify the PowerShell Script (see page 123)

Provide the Policy Server Signing Certificate Files to Your Adgent
Owner

The system hosting the CA SiteMinder Agent for SharePoint needs a copy of Policy
Server signing certificate. This copy helps the CA SiteMinder Agent for SharePoint
validate the WS-Fed tokens that the Policy Server sends. The certificate chain validates
the Policy Server signing certificate.

Provide the following files to the administrator of the system that hosts the CA
SiteMinder Agent for SharePoint:

m  The Policy Server signing certificate file (.cer file) exported from the Policy Server.

m  Any Certificate Authority certificates in the certificate chain.
More information:

Install the Policy Server Signing Certificate on your CA SiteMinder Agent for SharePoint
(see page 97)
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Provide the Certificate Files to Your SharePoint Administrator

The SharePoint central administration server needs a copy of Policy Server signing
certificate. This copy helps the central administration server validate the WS-Fed tokens
that the CA SiteMinder Agent for SharePoint forwards from the Policy Server. The
certificate chain validates the Policy Server signing certificate.

The SharePoint administrator must edit the PowerShell script that the SharePoint
connection wizard generates to include references to these certificate files.

Provide the following files to the SharePoint administrator:
m  The Policy Server signing certificate file (.cer file) exported from the Policy Server.

m  Any Certificate Authority certificates in the certificate chain.
More information:

How to Configure the Trusted Identity Provider (see page 121)
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Chapter 7: Install and Confidure the
SiteMinder Adent for SharePoint

This section contains the following topics:

SiteMinder Agent for SharePoint Configuration Overview (see page 85)

FIPS Support Overview (see page 86)

Install the SiteMinder Agent for SharePoint (see page 87)

How to Configure the SiteMinder Agent for SharePoint (see page 89)

Assign Permissions for Log Files and Directories on UNIX/Linux (see page 97)

Manage SharePoint Connections Using the SharePoint Connection Wizard (see page 98)
How to Start and Stop the Agent for SharePoint (see page 106)

SiteMinder Adent for SharePoint Configuration Overview

The SiteMinder Agent for SharePoint authenticates the identities of users who request
access to SharePoint resources using SiteMinder. After SiteMinder authenticates the
user, the Agent for SharePoint creates a token, which is forwarded to the SharePoint
server. SharePoint then receives and validates the token, it maps the assertions in it to
internal SharePoint variables that are used for authorization.

The SiteMinder Claims Provider module lets you search your SiteMinder directories
using the SharePoint people picker.

Installing and configuring the Agent for SharePoint involves several separate
procedures.
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The following illustration describes the tasks you perform when configuring the
SiteMinder Agent for SharePoint:

Install the
SiteMinder
Agent for
SharePoint

A 4

Run the Agent for
SharePoint
Configuration
Wizard

Modify the
proxyrules. xml file

Y

Run the
SharePoint
Connection Wizard

More information:

Install the SiteMinder Agent for SharePoint (see page 87)
Run the Configuration Wizard (see page 92)

FIPS Support Overview

The Agent for SharePoint supports the requirements for cryptographic modules
specified in the Federal Information Processing Standards (FIPS) 140-2 standard. When
you install the agent, a dialog appears that prompts you to select the level of FIPS
support your operating configuration requires.
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During a new installation, you can select one of these three FIPS modes:

m  COMPAT — Specifies that the installation is not FIPS-compliant. Select this mode
when interacting with clients running earlier versions of the Agent for SharePoint.

m  MIGRATE — Specifies that the Agent for SharePoint operates both with
FIPS-compliant algorithms and algorithms used in earlier version of the agent
simultaneously while the data is migrated.

m  ONLY — Specifies that the Agent for SharePoint only uses or accepts FIPS-compliant
algorithms. When you install in this mode, additional manual configuration is
required.

The FIPS mode you select during installation usually is the same as the FIPS mode
configured on the Policy Server. When the Policy Server is in Migrate mode, it can
operate with the Agent for SharePoint in any mode.

Note: For more information about FIPS, refer the SiteMinder Policy Server Installation
Guide.

Install the SiteMinder Adent for SharePoint

To use the Agent for SharePoint, the system where you plan to install it must have at
least 256 MB of RAM. Other prerequisites differ based on the server system.

For detailed information, see the SiteMinder Agent for SharePoint Support Matrix at
http://ca.com/support.

Note: Installation prerequisites pertain to the system on which you run the Agent for
SharePoint, not the destination servers to which the Agent for SharePoint routes
incoming requests.

The Agent for SharePoint installation consists of two tasks:

1. Install the software.

2. Run the configuration tool.

Note: Throughout the installation instructions, there are references to

Agent-for-SharePoint_home in directory paths. This variable represents the installation
directory of the Agent for SharePoint.
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Install the CA SiteMinder Adent for SharePoint on Windows

The default installation location for the agent on 32-bit Windows operating
environments is: C:\Program Files\CA\Agent-for-SharePoint. On 64-bit Windows
operating environments, the default installation location is C:\CA\Agent-for-SharePoint.

Important! The Agent for SharePoint cannot be installed on a computer that hosts any
other web server. The Agent for SharePoint operates as a stand-alone proxy-based
solution.

To run the agent installer on Windows operating environments, you need local
Administrator privileges.

Note: We recommend installing the agent on an NTFS file-system partition.

Follow these steps:
1. Copy the installation program from the Download location on the CA Support site.
2. Right-click the following executable, and then select Run as administrator:
ca-sp2010agent-version-operating_environment.exe
The installation program starts.
3. Follow the instructions from the installation wizard.

Note: The installer displays all Java executables that are installed in the system. Pick
a Java component and version that is equal to or greater than the one shown by the
installer. If the installer does not detect any Java executables by default, then
browse and select the appropriate path. For more information about the required
Java executables or other third-party software requirements, see the platform
support matrix.

4. Restart your system after the installation finishes.

Install the SiteMinder Agent for SharePoint on UNIX

The default installation location is user_home/CA/Agent-for-SharePoint. The folder
where you install the agent requires sufficient permissions (755). Do not install the
agent under the /root folder, because its default permissions (750) are insufficient.

Important! The Agent for SharePoint cannot be installed on a computer that hosts any
other web server. The Agent for SharePoint operates as a stand-alone proxy-based
solution.

Note: On the Solaris or Linux operating environments, the agent runs under the
"nobody" user account. If you prefer not to run the agent under this user account,
create an alternate user and assign the necessary permissions. Do not run this program
as a root user.
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Follow these steps:

1.

Copy the appropriate file for your operating environment from the download
location on the CA Support site to a temporary directory:

m  Solaris operating environment: ca-sp2010agent-version-sol.bin
m Linux operating environment: ca-sp2010agent-version-linux.exe

Enter the appropriate command for your operating environment from the following
list:

m  Solaris: sh ./ca-sp2010agent-version-sol.bin
m Linux: sh ./ca-sp2010agent-version-linux.exe
Follow the prompts that the installation wizard provides.

Note: The installer displays all Java executables that are installed in the system. Pick
aJava component and version that is equal to or greater than the one shown by the
installer. If the installer does not detect any Java executables by default, then
browse and select the appropriate path. For more information about the required
Java executables or other third-party software requirements, see the platform
support matrix.

How to Configure the SiteMinder Agent for SharePoint

After you install the Agent for SharePoint, configure the agent for the requirements of
your SharePoint environment. Configuring the agent requires several separate
procedures, which are described in the following process:

1.

2
3.
4

Gather the information for your configuration wizard (see page 90).

Run the Agent for SharePoint Configuration Wizard (see page 92).

Confirm that the Agent for SharePoint is functioning (see page 94).

Review the following example deployment diagrams:

m Deployment with a single web front end (farms or stand-alone SharePoint

servers) (see page 21).

m  Deployment with multiple web front ends (farms only) (see page 22).

Set your proxy rule according to the deployment model you want (see page 95).

Note: To operate the Agent for SharePoint with the CA DLP content classification
service (CCS), configure different proxy rules instead (see page 325).

(Optional) Enable support for dynamic Policy Server clusters (see page 96).

Run the SharePoint connection wizard.

Chapter 7: Install and Configure the SiteMinder Adgent for SharePoint 89



How to Configure the SiteMinder Agent for SharePoint

More information:

Agent for SharePoint Configuration Wizard Information Worksheet (see page 377)
SharePoint Connection Wizard Information Worksheet (see page 378)

Gather SiteMinder Adent for SharePoint Configuration Wizard Information

The Agent for SharePoint configuration wizard helps you register a trusted host,
configure the embedded Apache web server

To establish a connection between the Agent for SharePoint and the Policy Server,
register a trusted host with the Policy Server. After registration is complete, the
registration tool creates the SmHost.conf file. When this file is created successfully, the
Agent for SharePoint is allowed to communicate with the Policy Server.
The following lists the required host registration information:
SiteMinder administrator name

Name of a SiteMinder administrator who has privileges to create a trusted host.
SiteMinder administrator password

Password of the SiteMinder administrator.
Trusted host name

Name of the trusted host assigned during configuration.

Note: The name you enter for the trusted host must be unique.
Host Configuration Object

Name of a host configuration object already defined in the Policy Server
administrative Ul.

Agent Configuration Object

Name of an existing Agent Configuration Object defined in the Policy Server
administrative Ul.

IP address of the Policy Server where the host is registered

Note: Include a port number for the Policy Server. For example,
121.111.12.11:44442.

Host Configuration File name and location

Identifies the SmHost.conf file, which Web Agents and custom Agents use to act on
behalf of the trusted host. Using this file, the host can find a Policy Server and
establish a connection. The wizard lists the default location.
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Email address of the Agent for SharePoint administrator
The email address for the administrator Default: admin@example.com.
Fully qualified host name of the server

Specifies the hostname of the Agent for SharePoint, this hostname is the address
users enter in their web browser:

spagent.example. com
Port number for HTTP requests

The port listening for HTTP requests Default: 80.
Port number for SSL requests

The port listening for SSL requests Default: 443.
Port number for HTTP Claims web service

The HTTP port used for Claims web service.
Port number for SSL Claims web service

The SSL port used for Claims web service.

Note: No default values are provided for the Claims WS HTTP and SSL Ports.
However, use a port that is free, which Tomcat can use to host the web application.
For UNIX and Linux, the ports must be greater than 1024. Nobody account works
with ports above 1024.

Webagent Enable option

Indicates if the configuration wizard enables (starts) the agent automatically.
This setting produces the same results as editing the EnableWebAgent
parameter value in the WebAgent.conf file with a text editor.

Default: No (clear check box)
More information:

Agent for SharePoint Configuration Wizard Information Worksheet (see page 377)
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Run the Configuration Wizard

After you install the Agent for SharePoint, run the configuration wizard. The
configuration wizard registers the Agent for SharePoint with the Policy Server and
performs some administrative tasks for the embedded Apache web server.

Before you run the wizard, verify that the required Policy Server objects exist.

Note: Tomcat uses the nobody user by default because it is the least privileged user.

Important! If you have previously run the configuration wizard on your Agent for
SharePoint, create a backup copy of your proxyrules.xml file. The configuration wizard
creates a default proxyrules.xml file each time it runs on a computer.

Follow these steps:

1.
2.

Open a console window and navigate to the directory Agent-for-SharePoint_home/
Enter one of the following commands:

m  Windows: ca-spagent-config.cmd

m  UNIX or Linux: ca-spagent-config.sh

The wizard starts. The Host Registration screen appears.

Note: In Windows, you can alternatively navigate to
Agent-for-SharePoint_home/install_config_info and double-click
ca-spagent-config.exe.

Select Yes option to perform host registration if the computer is not registered as a
trusted host.

As part of the trusted host registration process, respond to the prompts as follows:
a. Specify the name and password of the SiteMinder administrator and click Next.

The information you enter must be defined at the Policy Server where the
trusted host registers. This screen also includes an optional check box for
enabling shared secret rollover.

b. Specify the name of the Trusted Host and the Host Configuration Object and
click Next.

The name you enter for the trusted host must be unique. The name for the
Host Configuration Object must already be defined at the Policy Server where
the trusted host is registered.

c. Enter the IP address of the Policy Server where you want to register the trusted
host and click Add. Click Next.

Note: Include a port number for the Policy Server. For example,
121.111.12.11:44442.

d. Specify the name and location of the host configuration file, SmHost.conf. The
wizard lists the default location. Click Next.
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e. Specify the name of the Agent Configuration Object and click Next. The Agent
Configuration Object that you enter must already be defined at the Policy
Server where the trusted host is registered.

Enter the name of the ACO built from the SharePoint2010DefaultSettings ACO
template defined in the Policy Server.

f.  Specify the name and location of the Agent Configuration file. The wizard lists
the default location. Click Next.

5. Enter the following information for the Apache web server:
m  Server name, in the form server_name.example.com.
m  Web server administrator email address, in the form admin@example.com.
m  HTTP port number. The default is 80.
m  HTTPS (SSL) port number. The default is 443.

Note: On Solaris or Linux, an additional screen prompts for the name of the user
under which Tomcat and Apache run. This user cannot be root.

6. Enter the following configuration information for the Claims Search Web
Service:Claims WS HTTP Port.

m Claims WS SSL Port.

Note: No default values are provided for the Claims WS HTTP and SSL Ports.
However, use a port that is free, which Tomcat can use to host the web application.
For UNIX and Linux, the ports must be greater than 1024. Nobody account works
with ports above 1024.

7. (Optional) Select the check box if you want to enable the Agent for SharePoint.
8. Review the Configuration Summary.
9. Click Install.
The files are installed.
10. Click Done to exit the wizard.
Note: If you run the Configuration Wizard again for any reason, SSL must be
reinitialized. The installer contacts the Policy Server and attempts to register the Trusted

Host to create the host configuration file. If trusted host registration does not succeed,
the Agent for SharePoint cannot contact the Policy Server and operate properly.

More information:

Gather SiteMinder Agent for SharePoint Configuration Wizard Information (see page 90)
Agent for SharePoint Configuration Wizard Information Worksheet (see page 377)
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Confirm that the Agent for SharePoint Is Functioning

After you install the Agent for SharePoint, but before changing the proxy rules, you can
verify that the server is functioning. You can request index.html file by using the server
and port number you specified during installation. For example, if you installed the
Agent for SharePoint on serverl.example.com and selected port 88 for HTTP
communication, you can request the following URL with a browser:

http://serverl.example:com:88

If the Agent for SharePoint is working properly, the request redirects to the main CA
website (www.ca.com). The default proxy rules file specifies this URL for all redirects.
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Set a Basic Proxy Rule for the Agent for SharePoint

The Agent for SharePoint operates as a proxy-based solution. To protect your
SharePoint resources, edit the default proxy rules file so that the Agent for SharePoint
points to one of the following locations:

A hardware load balancer that redirects incoming requests to multiple web front
ends associated with multiple SharePoint servers in a SharePoint server farm (see
page 22).

A single web front end associated with multiple SharePoint servers in a SharePoint
server farm (see page 21).

Follow these steps:

1.

Open the following file on your Agent for SharePoint with a text editor:

Agent - for-SharePoint home\proxy-engine\conf\proxyrules.xml

Important: Do not modify any other configuration files or settings unless explicitly
told to do so by CA support personnel.

Locate the following line:
<nete:forward>http://www.ca.com$0</nete: forward>
Edit the previous line with one of the following values:

m  The URL of your hardware load balancer. This hardware load balancer operates
between your Agent for SharePoint server and the SharePoint servers.

m The URL of your single web front end. In this context, this web front end (WFE)
refers a web server that operates in front of your "back end" SharePoint
servers.

If the URL is sharepoint.example.com, edit the line to match the following example:

<nete:forward>http://www.sharepoint.example.com$0</nete: forward>

Note: The proxyrules.xml file used by the Agent for SharePoint supports redirection
to one URL. The Agent for SharePoint does not provide any built-in load-balancing
functions.

Save the file and close your text editor.

The proxy rule is set.

More information:

Virtual Host Configurations Supported by the Agent for SharePoint (see page 305)
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Enable Support for Dynamic Policy Server Clusters for your Agent for SharePoint

The Agent for SharePoint supports dynamic Policy Server clusters. These dynamic Policy
Server clusters automatically report when individual Policy Servers are added to or
removed from a cluster. A restart of the Agent for SharePoint is not required.
Follow these steps:
1. Use atext editor to open the following file:
Agent - for-SharePoint home\proxy-engine\conf\defaultagent\SmHost.conf
2. Locate the following line:
enabledynamichco="N0"
3. Change the previous line to match the following example:
enabledynamichco="YES"
4. Save the file and close the text editor.
5. Restart the Agent for SharePoint.
Support for dynamic policy servers is enabled. The Agent for SharePoint

automatically detects changes to Policy Server clusters.

More information:

How to Start and Stop the Agent for SharePoint (see page 106)
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Install the Policy Server Signing Certificate on your CA SiteMinder Agent for
SharePoint

The CA SiteMinder Agent for SharePoint uses an embedded Apache web server. Install
the Policy Server signing certificate you want to use for your SharePoint Connection. We
recommend using a certificate signed by a Certificate Authority. After copying the
certificate and related key files to your CA SiteMinder Agent for SharePoint, edit the
configuration file for the embedded Apache web server.
Follow these steps:
1. Copy the certificate files and related key files to your Agent for SharePoint.
2. Open the following file with a text editor:

Agent - for-SharePoint home\httpd\conf\extra\httpd-ssl.conf

3. Edit the following directives in the file to point to your certificate and related key
files (respectively):

m SSLCertificateFile

m  SSLCertificateKeyFile

Assign Permissions for Log Files and Directories on UNIX/Linux

On the UNIX or Linux operating environments, the user account under which the Agent
for SharePoint runs requires permissions to create log files.

After running the Agent for SharePoint configuration wizard on a UNIX or Linux
operating environment, grant the user account the permissions shown in the following

table:

Grant these permissions: To these directories:

Read, Execute Agent-for-SharePoint_home directory and all
subdirectories

Write Agent-for-SharePoint_home/proxy-engine/logs
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Manage SharePoint Connections Using the SharePoint
Connection Wizard

The SharePoint connection wizard takes you through the process of configuring and
managing SharePoint connections with SiteMinder.
Before running the wizard, gather the following information:
Policy Server Name
Specifies the Policy Server name or IP address.
Example: host_name:port_number

Note: Specify the Administration port number if the port number is different
from the default port number 44444,

Username

Specifies the Policy Server administrator username.
Password

Specifies the Policy Server administrator password.
Agent Name

Specifies the name of the 4.x-compatible Agent object on your Policy Server.
The connection with the Policy Server is established using the details given in
the Agent Name.

Shared Secret Key

Specifies the shared secret key that is associated with the 4.x-compatible Agent
object on your Policy Server.

Select a domain

Specifies the name of the policy domain you created in the Policy Server to
protect your SharePoint resources.

Name

Specifies a name for the SharePoint connection. This name is also used as the
file name of the PowerShell script that the wizard creates.

Note: Use a unique name across all Resource Partners and SharePoint
connections.
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Authentication URL

Specifies the port number that is associated with the predefined protected URL
which the SharePoint connection wizard adds automatically. When users try
accessing a protected SharePoint resource without a SiteMinder session, they
are redirected to the Authentication URL.

If you are using a default port number (such as 80 for HTTP or 443 for HTTPS),
delete the <port> setting from this field.

Note: We recommend using HTTPS on production environments and pages
which handle user credentials, such as login pages.

SharePoint Realm

Specifies a name for a SharePoint realm that uniquely identifies this connection
between SiteMinder and SharePoint. This name is used to create the trusted
identity provider.

Limits: Unique value across all SharePoint servers, farms and within the
SiteMinder environment. This value cannot be used with any other identity
providers.

Skew Time

Specifies the number of seconds used as a time difference between the Policy
Server (token producer) and the SharePoint server (token consumer). This skew
time accommodates for SharePoint connections using clocks that are acting as
an account partner but are not synchronized with the Policy Server.

Note: This setting also affects the frequency of the SAML autopost operation
(see page 102).

Limits: Positive integers.
Validity Duration

Specifies the number of seconds for which a session remains valid. If the
validity duration expires, a logout message is generated. The user that is
associated with the invalid session is logged out.

Note: This setting also affects the frequency of the SAML autopost operation
(see page 102).

Signing Alias

Specifies the alias that the key store uses to identify the private key that is
associated with the certificate your Policy Server uses to sign the tokens.

Note: We recommended verifying that the private key exists in the central key
store before you specify its associated alias in this field. Open the
Administrative Ul, and then click Infrastructure, X.509 Certificate Management,
Trusted Certificates and Private Keys for a list of certificates and their aliases.
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Protection Level

Specifies the protection level that is assigned to the resource partner object the
connection wizard creates. This protection level setting must be equal to or
lower than the protection level assigned to the authentication scheme that
protects your SharePoint resources.

Limits: 1-1000 (higher numbers indicate a higher protection level).

Identifier Claim Name

Specifies name of the attribute mapping in your user directory which identifies
the unique value that is associated with each user.

Example: useridentifier

Directory Attribute

Specifies the directory attribute in your directory that is associated with the
specified Identifier Claim name.

Example: (LDAP directory) uid

Example: (Active directory) sAMAccountName

Attribute

Specifies an attribute name for one of the following claim types:
m  Group based

m  Role based

For multi—valued attributes, prefix FMATTR:

Example: (group—based claim) smusergroups

Example: (role-based claim) userrole

Example: (multiv—alued attributes) FMATTR:LastName

Claim Type

Specifies an attribute value that is associated with the specified attribute name.

For group-based claims, use the friendly role of your groups. The people picker
in SharePoint displays the description and distinguished name (DN) of the
group. Permissions are tied to the DN of the group, not the friendly name.

Example: (LDAP directory group-based claim) description

Example

all

Example: (LDAP directory role-based claim) employeeType
: (Active Directory group-based claim) name
all

Example: (Active Directory role-based claim) countryCode

Enabled SignOut

Indicates if the single log out feature is enabled for the associated cleanup URLs
and the associated confirm URLs.
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CleanUp URL
Specifies the URLs of the cleanup pages for the single log out feature.
Limits: Separate multiple URLs with a semicolon (;)

Confirm URL
Specifies the URLs of the confirmation pages for the single log out feature.

Limits: Separate multiple URLs with a semicolon (;)

Prerequisites for Using the SharePoint Connection Wizard

Before you run the SharePoint Connection Wizard, perform the following steps:

Verify that you are using a version of the Policy Server that supports the SiteMinder
Agent for SharePoint.

Create a 4.x Agent in the Policy Server Administration Ul to enable the Connection
Wizard to communicate with the Policy Server.

The default port number that the SharePoint Connection Wizard uses to contact the
Policy Server is 44444, Specify the Administration Service Port number in the Policy
Server Management Console if different from the default port number.

Verify that a policy domain exists on your Policy for the SharePoint resources you
want to protect. Verify that the directory containing your SharePoint users is
associated with the same policy domain. The SharePoint connection wizard requires
the name of the policy domain.

Identify the required inputs for the SharePoint Connection Wizard by using the
Information worksheet.

Verify that the certificate you want to use for the SharePoint Claims provider is
installed on your Agent for SharePoint.

More information:

SharePoint Connection Wizard Information Worksheet (see page 378)

Locate the SiteMinder Agent for SharePoint Platform Support Matrix (see page 380)
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Alternate Connection Wizard Method to Help Resolve Firewall Issues

If you experience firewall issues when you try to run the connection wizard, verify that
port 44444 is open on your Policy Server.

If your Policy Server uses the same operating environment as your Agent for SharePoint,
you can copy the SharePoint connection wizard executable file to your Policy Server.
Then execute the connection wizard on your Policy Server instead.

Copy the appropriate connection wizard executable file for the operating environment
of your Policy Server from the following list:

m  (Windows) ca-spconnect-12.0-version-win32.exe

m  (Solaris) ca-spconnect-version-sol.bin

m  (Linux) ca-spconnect-version-rhel30.bin
More information:

Edit a SharePoint Connection using the SharePoint Connection Wizard (see page 105)
Delete a SharePoint Connection (see page 370)

SAML Autopost Frequency

The following settings determine the frequency at which a SAML autopost operation
occurs in your SiteMinder and SharePoint environments:

m  Skew time (set in the SharePoint Connection wizard)

m  Validity duration (set in the SharePoint Connection wizard)

m  Logon Token Cache Expiration window (set in SharePoint)

If these settings create a short interval, pop-up windows related to the autopost

operation appear. If these settings create a longer interval, inactive users remain logged
in for longer periods than the security policies of your organization prefer.

The following illustration describes the relationships among components that affect
how often the SAML autopost occurs:

Skew Time
(in Connection Wizard)

Validity Duration LogonTokenCacheExpirationWindow
(in Connection Wizard)

Approximate Interval between
(in SharePoint server) SAML auto posts
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The following table provides some examples of how changes in the Login Cache Token
value on SharePoint change how often the SAML autopost occurs:

SiteMinder SharePoint Approximate
Time
Between
Realm Realm Validity Period Skew Logon Token SAML Auto
Idle Max Time Cache Expiration | Post )
Timeout Timeout Window Operations
1 hour 1 hour 4400 seconds 10 10 minutes 63 minutes
(1 hour 13 seconds
minutes)
1 hour 1 hour 4400 seconds 10 5 minutes 68 minutes
(1 hour 13 seconds
minutes)

When the Logon Token Cache Expriation Window setting in SharePoint is lower, the
SAML autopost operation occurs less often. However, inactive users could possibly
remain logged in.

Note: For more information about how to disable FedAuth cookies in SharePoint 2010,
go to the technet blogs website, and then search for the following phrase:

"Setting the Login Token Expiration Correctly for SharePoint 2010 SAML Claims Users"

Chapter 7: Install and Configure the SiteMinder Agent for SharePoint 103


http://blogs.technet.com/
http://blogs.technet.com/

Manage SharePoint Connections Using the SharePoint Connection Wizard

Create a SharePoint Connection

The Agent for SharePoint uses a connection wizard to define the connection parameters
that are used when SiteMinder communicates with your SharePoint server. The
connection wizard does following tasks:

m  Configures the connection between your Agent for SharePoint and the Policy
Server.

m  Creates a Windows PowerShell script that you modify and run on your SharePoint
central administration server to create a trusted identity provider.

Follow these steps:

1. Perform the following:
m  (Windows)

a. Navigate to the following directory:
Agent - for-SharePoint_home/sharepoint_connection wizard

b. Right-click the executable and select Run as administrator.
The SharePoint Connection wizard starts.
m (Unix)

a. Navigate to the following directory:
Agent-for-SharePoint home/sharepoint connection wizard

b. Enter one of the following commands:
m Solaris: sh ./ca-spconnect-12.0-sp3-sol.bin
m Linux: sh./ca-spconnect-12.0-sp3-rhel30.bin
The SharePoint Connection wizard starts.
2. Complete the wizard using the information you gathered.
3. Click Install.

The Save Complete screen appears and shows location of your PowerShell script.
The PowerShell script is created in the following directory:

Agent-for-SharePoint_home/sharepoint_connection wizard/

The connection wizard uses the connection name that you specified (in Step 8) as
the name of the PowerShell script. For example, if you specify
my_sharepoint_connnection for a connection name in the connection wizard, then
name of the PowerShell script is my_sharepoint_connection.ps1.

4. Click Done.

The connection wizard closes.

104 Agdent for SharePoint Guide



Managde SharePoint Connections Using the SharePoint Connection Wizard

More information:

SAML Autopost Frequency (see page 102)

Alternate Connection Wizard Method to Help Resolve Firewall Issues (see page 102)

Edit a SharePoint Connection using the SharePoint Connection Wizard

Follow these steps:

1.

Perform the following:

m  (Windows)
a. Navigate to the following directory:
Agent-for-SharePoint home/sharepoint connection wizard
b. Right-click the executable and select Run as administrator.
The SharePoint Connection wizard starts.
m (Unix)
a. Navigate to the following directory:
Agent-for-SharePoint home/sharepoint connection wizard
b. Enter one of the following commands:
m Solaris: sh ./ca-spconnect-12.0-sp3-sol.bin
m Linux: sh./ca-spconnect-12.0-sp3-rhel30.bin
The SharePoint Connection wizard starts.
Click Next.

The Login Details screen appears.

Enter the following login details to connect to the Policy Server.

Policy Server Name

Specifies the Policy Server name or IP address.

Username

Specifies the Policy Server administrator username.

Password

Specifies the Policy Server administrator password.

Agent Name

Specifies the Agent-4x. The connection with the Policy Server is established
using the details given in the Agent Name.

Chapter 7: Install and Configure the SiteMinder Adent for SharePoint 105



How to Start and Stop the Adent for SharePoint

Shared Secret Key
Specifies the shared secret key associated with the Agent.
4. Click Next
The Select Action screen appears.
5. Select Edit a SharePoint Connection option.
6. Click Next.
The SharePoint Connection Properties screen appears.

7. Make the required changes in SharePoint Connection Properties, Name IDs, and
Add Attributes screen.

8. Click Install in the Commit Details screen.
The Save Complete screen appears.

9. Click Done.
The partnership details are saved, the SharePoint Connection is modified, and the
wizard closes.

More information:

SharePoint Connection Wizard Information Worksheet (see page 378)
Alternate Connection Wizard Method to Help Resolve Firewall Issues (see page 102)

How to Start and Stop the Adent for SharePoint

Starting or stopping the Agent for SharePoint involves the following separate
procedures:

1. Changing the value of EnableWebAgent in the WebAgent.conf file (see page 107).

2. Changing the state of the related services on the computer running the Agent for
SharePoint (see page 108).
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Change the Value of the EnableWebAgent Parameter
Change the value of the EnableWebAgent parameter to accomplish either of the
following tasks:
m  Start the Agent for SharePoint when the related services start.

m  Stop the Agent for SharePoint when the related services start.

Follow these steps:
1. Open the following file with a text editor:
Agent -for-SharePoint home\proxy-engine\conf\defaultagent\WebAgent.conf
2. Locate the following line:
EnableWebAgent="NO"
3. Change the value inside the quotation marks to one of the following values:

m  YESto start the Agent for SharePoint after the services start. Your resources are
protected.

m  NO to stop the Agent for SharePoint after the services start. Your resources are
not protected.

4. Change the state of the related services on your Agent for SharePoint (see
page 108).

Chapter 7: Install and Configure the SiteMinder Agent for SharePoint 107



How to Start and Stop the Adent for SharePoint

Change the States of the Services on your Adent for SharePoint

You

can change the states of the related services on your Agent for SharePoint.

Note: To start or stop your Agent for SharePoint, change the value of the
EnableWebAgent parameter first (see page 107).

Follow these steps:

1.

To change the states of the related services, select one of the following procedures:
m  For Windows operating environments, go to Step 2.

m To start the Agent for SharePoint on UNIX operating environments, go to Step
3.

m To stop the Agent for SharePoint on UNIX operating environments, go to Step
4.

For Windows operating environments, do the following steps:
a. From the Windows Start menu navigate to Administrative Tools, Services.
The Services dialog appears.
b. Scroll down the list of services and select SiteMinder Agent for SharePoint.
c. From the Action menu, select All Tasks and select the command that you want.
d. Repeat Step b for SiteMinder Agent for SharePoint Proxy Engine.
The states of the services and Agent for SharePoint are changed.

To start the Agent for SharePoint on UNIX operating environments, do the following
steps.

a. Loginasarootuser.

b. Navigate to the following directory:
Agent-for-SharePoint home/proxy-engine

c. Run the following command:

./sps-ctl start

The service and the Agent for SharePoint start. The Agent for SharePoint stops
or starts according to the value you set in the EnableWebAgent parameter (see
page 107).

To stop the Agent for SharePoint on a system running UNIX, do the following steps:
a. Navigate to the following directory:

Agent-for-SharePoint home/proxy-engine
b. Run the following command:

./sps-ctl stop

The service and the Agent for SharePoint stop.
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Chapter 8: Configure SharePoint

This section contains the following topics:

How to Configure SharePoint for the Agent for SharePoint (see page 111)

Permissions Required for Trusted Identity Provider and Claims Provider (see page 112)
How to Create Alternate Access Mappings (see page 113)

How to Configure the Trusted Identity Provider (see page 121)

Adding Claims to Trusted Identity Providers (see page 133)

Removing Claims from Trusted Identity Providers (see page 141)

Configure the Authentication Providers (see page 144)

How to Disable Client Loopback (see page 147)

Add and Grant Permission to SiteMinder Users (see page 148)

Manage User Profiles (see page 149)

How to Configure SharePoint for the Agent for SharePoint

Configuring your SharePoint servers for the Agent for SharePoint involves several
separate procedures.

Follow these steps:
Configure Alternate Access Mappings.
Configure the Trusted Identity Provider.

Configure Authentication Providers (see page 144).

Add SiteMinder Users to SharePoint. (see page 148)

1
2
3
4. Disable Client Loopback (see page 147).
5
6

Manage User Profiles. (see page 149)
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Permissions Required for Trusted Identity Provider and Claims
Provider

Users who create the trusted identity provider and install or configure the SharePoint
claims provider need the following permissions:

User account permissions
User accounts require the following privileges:
m  Domain user account.

m  Member of Local administrator group on each SharePoint server in the farm
(except for the SQL Server and SMTP server)

m  Access to the SharePoint 2010 server databases.
Setup User Account
The setup user account requires the following permissions:
m Member of the WSS_ADMIN_WPG Windows security group.
m  Member of the IIS_WPG role group.
Database permissions
The following database permissions are required:
m db_owner on the SharePoint Server 2010 server farm configuration database.

m db_owner on the SharePoint Server 2010 Central Administration content
database.

PowerShell scripts for Claims Provider

Running the PowerShell scripts for the Claims Provider requires the following
permissions:

m Local administrator on all SharePoint web front end (WFE) servers.
m  Access (read/write) to the configuration database.

Note: The preceding permissions apply when the user is not an Administrator or not
part of an Administrator group.
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How to Create Alternate Access Mappings

Alternate access mappings can direct users who request an external URL to a specific
web application on your SharePoint servers. Create alternate access mappings between
your external URLs and the web applications on your SharePoint servers.

The Agent for SharePoint uses proxy rules in a similar fashion. Users who authenticate
through the Agent for SharePoint are redirected to the internal web application hosted

in SharePoint.

Important! The proxy rules in the Agent for SharePoint must match the alternate access
mappings for your SharePoint web application.

The following graphic describes how to create alternate access mappings:

How to Create Alternate Access Mappings

{Optional) Review
_I—) Alternate Access

Mappings

SharePoint

{Optional) Review
Zones and Alternate
Access Mappings

Administrator

Obtain the Public
and Internal URLs

Y

Specify a Public URL
for the Web
Application

.

Specify an Internal
URL for the Web
Application

Follow these steps:

1. (Optional) Review the following topics that are related to SharePoint

administration:

m Alternate access mappings (see page 114).

m Zones and alternate access mappings (see page 115).

2. Obtain the public and internal URLs (see page 117).

3. Specify a public URL for the web application (see page 119)

4. Specify an internal URL for the web application (see page 120).
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Alternate Access Mappings

SharePoint central administration servers let you create alternate access mappings
between external and internal URLs.

m  External URLs are those URLs that your customers, partners, or people outside of
your organization access. For example, your customers and partners could log in to
your network using www.login.example.com.

®m  nternal URLs correspond to the location of the web application in your SharePoint
environment. For example, the login server that processes logins could be named
login123.example.com.

An alternate access mapping creates an association in SharePoint between your external
login URL and the login server in the back end. For example, the SharePoint server
directs all the requests for www.login.example.com to the login123.example.com server
as shown in the following graphic:

r--—-——-————"""""""""—"—"—"—"—"———————— Index,
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—example.com/sales/index.html

example.com/sales
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: SharePoint L index.html |
I

example.com/finance

example.com/support

|

|

|

|

|

|

L |
- |

Alternate Access Mapping |

D) from |
request for: www.sales.example.com——p» |
|

|

|

|

|

|

|
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Zones and Alternate Access Mappings

Alternate access mappings also support zones. Zones let you configure different access
paths to a single web application on your SharePoint server. Creating alternate access
mappings across different zones can accomplish the following goals:

Create different URLs for the same web application. For example, you could have
one URL for external users and a different URL for internal users that both point to

the same web application.

Allow customers read-only access to documents that are hosted on your SharePoint
server, while granting full access to your employees.

Require secure (HTTPS) connections to a web application for external visitors, while
allowing employee access to the web application using HTTP.

Index the content of your web application using the SharePoint search index (which
requires NTLM access), while requiring another authentication method for users.

The following graphic describes how different zones permit different levels of access to
the same document for external customers and internal employees:
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The following graphic describes how multiple authentication methods apply to the same
document by extending the associated web application to multiple zones:

NTLM
Authentication

To accommodate the SharePoint search index, the web application must be extended
into one zone that uses NTLM authentication.
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Obtain the Public and Internal URLs

The Agent for SharePoint runs on a proxy-server. The Agent for SharePoint forwards
requests to the web applications in your SharePoint environment using proxy rules.
These proxy rules direct traffic from the public URL (the server hosting Agent for
SharePoint) to your SharePoint web applications (the internal URLs).

For example, customers who access support.example.com are authenticated by the
Agent for SharePoint. Next the user is redirected to a SharePoint web application hosted
on a server named support001.example.com. The web application serves the content
from support001.example.com back to the user who requested the
support.example.com page.

The following graphic describes the relationship between proxy rules and alternate
access mappings from the previous example:
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Follow these steps:

1.

Obtain the external URLs that are hosted on your Agent for SharePoint server from
your network administrator. In this scenario, the URL www.support.example.com is
hosted on the Agent for SharePoint server.

Log in to the server hosting the Agent for SharePoint.

Create a copy of the following file:

Agent-for-SharePoint home\proxy-engine\conf\proxyrules.xml
Open the copy that you created in Step 3 with a text editor.

Locate the line containing the nete:forward tags, as shown in the following
example:

<nete:forward>http://server2.company.com$l</nete:forward>

Note: In a typical environment, the URL in the Step 5 matches the Internal URL
for your SharePoint web application.

Record the public and internal URLs for future reference. You need these public and
internal URLs to create your alternate access mappings.

Repeat Steps 4 through 6 for to obtain any additional Internal URLs for other web
applications.
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Specify a Public URL for the Web Application

The public URL is an external URL through which your customers or external users
connect to your organization. The public URL appears in the web browsers of your users.

When you use the Agent for SharePoint in front of your SharePoint server farm, use the
URL of the server hosting your Agent for SharePoint as the public URL.

Important! The proxy rule settings of the Agent for SharePoint must match your
alternate access mappings.

This procedure describes creating alternate access mappings for the default zone.
Adding another type of authentication to a single internal URL with an alternate access
mapping is described in a separate scenario.

Follow these steps:

1.

Click Start, Programs, Microsoft SharePoint 2010 Products, SharePoint 2010 Central
Administration.

The Central Administration home page appears.
Click Application Management.

The Application Management page appears.
Click Configure alternate access mappings.

The Alternate Access Mappings page appears with a list of available web
applications.

Note: If the web application that you want is not listed, click the Alternate Access
Mapping Collection drop-down list. Pick the web application that you want.

Click Edit Public URLs.
The Edit Public URLs page appears.

Locate the field for the zone that contains the internal URL for your web
application. For example, if you created a web application named
http://support001:27975 in the default zone, then locate the Default (zone) field
with that URL.

Replace the internal URL in Step 5 with the public URL that you want. For example,
if you are mapping from the internal URL http://supportp001:2975 to
support.example.com, then replace the internal URL in the field with
support.example.com.

Click Save.
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Specify an Internal URL for the Web Application

This

procedure allows the SharePoint Administrator to map the public URL

(http://support.example.com) to the SharePoint internal URL
(http://support001.example.com).

Follow these steps:

1. Click Start, Programs, Microsoft SharePoint 2010 Products, SharePoint 2010 Central
Administration.
The Central Administration home page appears.
2. Click Application Management.
The Application Management page appears
3. Click Configure alternate access mappings.
The Alternate Access Mappings page appears with a list of available web
applications.
4. Click Add Internal URLs.
The Add Internal URLs page appears.
Note: If the mapping collection that you want edit does not appear, then select one
from the Alternate Access Mapping Collection list.
5. Enter the internal URL as http://support001.example.com in the Add Internal URL
section, in the URL protocol, host, and port field.
6. Click Save.
The Alternate Access Mappings page appears with the saved settings. The following
table describes how the alternate access mappings appear in SharePoint using the
examples in this procedure:
Internal URL Zone Public URL for the Zone
http://support001.example.com Default http://support.example.com
http://support.example.com Default http://support.example.com
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How to Configure the Trusted Identity Provider

The Windows Identity Framework in SharePoint 2010 supports multiple authentication
providers. Create a Trusted Identity Provider in SharePoint to establish runtime
integration with SiteMinder Agent for SharePoint. To configure the trusted identity
provider follow these steps:

1. Copy the Policy Server signing certificate to the SharePoint central administration
server (see page 121).

2. Copy the PowerShell script to the SharePoint central administration server (see
page 122).

3. Modify the PowerShell script (see page 123).

4. (Optional) Add additional certificate authority certificates to the PowerShell script
(see page 129).

5. Create the trusted identity provider (see page 131).

6. (Optional) Verify that the Trusted Identity Provider is registered (see page 132).

More information:

SharePoint 2010 Federation Worksheet (see page 379)

Copy the Policy Server Signing certificate to the SharePoint Central
Administration Server

The Policy Server signing certificate that you exported from your key store on a Policy
Server is required to create a trusted identity provider. This certificate lets the
SharePoint claims provider verify the authentication claims (tokens) that the Policy
Server sends.

Follow these steps:

1. Navigate to the directory on your Policy Server to which you exported your
certificate from the central key store.

2. Locate the Policy Server signing certificate file that you exported, and then copy it
to a directory on your SharePoint central administration server.
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Copy the Powershell Script to the SharePoint Central Administration Server

The PowerShell script created by the SharePoint connection wizard on your Agent for
SharePoint host is required to create a trusted identity provider. Copy it from your
Agent for SharePoint host to your SharePoint central administration server.

Follow these steps:
1. Navigate to the following directory on your Agent for SharePoint server:

Agent - for-SharePoint home\sharepoint connection wizard\

2. Locate the PowerShell script created by the SharePoint connection wizard. The
script uses the connection name you chose while running the wizard as the file
name. For example, if your connection name was my_connection, the name of the
script is my_connection.psl.

3. Copy the PowerShell script to a directory on your SharePoint central administration
server.
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Modify the PowerShell Script

To create a trusted identity provider on your SharePoint central administration server,
edit the PowerShell script to include the following information about your SharePoint
environment:

The full path to the root certificate (typically from a third-party Certificate
Authority) that signed your certificate.

Create a trusted root authority in SharePoint for the certificate authority which
signed your certificate.

The full path to your signing certificate.
Friendly names for each of the claim mappings.
The SharePoint realm name (to identify the trusted identity provider).

Note: This value appears in SharePoint Central Administration under the list of
available trusted identity providers.

A friendly description for the trusted identity provider.

The specific modifications to the PowerShell script vary according to the type of
certificates you want to use with your SiteMinder trusted identity provider. The
following scenarios exist:

You are using a certificate that is signed by an external certificate authority, and the
certificate authority is not trusted by your SharePoint server.

You are using a self-signed certificate and the certificate authority is not trusted by
your SharePoint server.

You are using a certificate, and the certificate authority is trusted by your
SharePoint server. Check with your SharePoint administrator to confirm that the
proper certificate authority is trusted.

Follow these steps:

1.
2.

Use the previous list to determine which scenario applies to your situation.
Perform the appropriate procedure from the following list:

m  Modify the PowerShell script for certificates that are signed by an external
certificate authority (see page 124).

m  Modify the PowerShell script for un—trusted self-signed certificates (see
page 126).

m  Modify the PowerShell script for certificates that are issued by a trusted
certificate authority (see page 128).
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Modify the PowerShell Sc
Authority

ript for Certificates Signed by an Un-Trusted External Certificate

If your signing certificate is signed by an external certificate authority, modify the

Pow

erShell script to do the following tasks:
Import the certificate authority certificate (root certificate) into SharePoint.

Create a SharePoint trusted root authority that is based on the certificate authority
certificate.

Import the signing certificate.

Follow these steps:

1.
2.

Open the PowerShell script with any text editor.
Locate the following text:

"<full path to Root certificate file>"

Replace the previous text with the full path to your root certificate. For example, if
the full path to your certificate is
C:\certificates\sharepoint\certificate_authority_certificate.cer, the updated line
matches the following example:

"C:\certificates\sharepoint\certificate authority certificate.cer"

Locate the first occurrence of the following text:

<Trusted root authority name>

Replace the previous text with a friendly name for the new trusted root authority in
SharePoint. For example, if the name you want is SPCAAuth, the updated line
matches the following example:

"SPCAAuth"

Locate the following text:

"<full path to Signing certificate file>"

Replace the previous text with the full path to your Signing certificate. For example,
if the full path to your certificate is
C:\certificates\sharepoint\signing_certificate.cer, the updated line matches the
following example:

"C:\certificates\sharepoint\signing certificate.cer"
Locate the second occurrence of the following text:

<Trusted root authority name>

Replace the previous text with a friendly name for the new trusted root authority in
SharePoint. For example, if the name you want is SPSigningAuth, the updated line
matches the following example:

"SPSigningAuth"
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10.

11.

12.

13.

14.

15.

16.

Locate the following text:

"<Name of the trusted identity provider>"

Replace the previous text with the name of your SharePoint realm (the realm name
follows Srealm = in the PowerShell script). For example, if the name of your
SharePoint realm is Srealm="urn:moss2010-wsfed1-casm", the updated line could
match the following example:

"moss2010-wsfedl-casm"

Locate the following text:

"<Description for the Trusted Identity Provider>"

Replace the previous text with a description for your trusted identity provider. For
example, if you want to describe the trusted identity provider as "SiteMinder
Provider," the updated line could match the following example:

"SiteMinder Provider"

Note: The LDAP directory and Active Directory charts contain additional examples
of possible names.

If your certificate chain contains more than one certificate authority certificate, add
the other certificate authority certificates to the script (see page 129). If your script
contains one certificate authority certificate, go to the next step.

Save your changes and close your text editor.
The PowerShell script is modified.

Create a trusted identity provider (see page 131).
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Modify the PowerShell Sc

ript for Un-Trusted Self-Signed Certificates

If you are using a self-signed certificate that is issued by a certificate authority which is
not explicitly trusted by your SharePoint server, modify the PowerShell script to do the
following tasks:

Import the certificate authority certificate (root certificate) into SharePoint.

Create a SharePoint trusted root authority that is based on the certificate authority
certificate.

Import the signing certificate.

Follow these steps:

1.
2.

Open the PowerShell script with any text editor.
Locate the following text:

"<full path to Root certificate file>"

Replace the previous text with the full path to your root certificate. For example, if
the full path to your certificate is
C:\certificates\sharepoint\certificate_authority_certificate.cer, the updated line
matches the following example:

"C:\certificates\sharepoint\certificate authority certificate.cer"

Locate the first occurrence of the following text:

<Trusted root authority name>

Replace the previous text with a friendly name for the new trusted root authority in
SharePoint. For example, if the name you want is SPCAAuth, the updated line
matches the following example:

"SPCAAuth"

Locate the following text:

"<full path to Signing certificate file>"

Replace the previous text with the full path to your Signing certificate. For example,
if the full path to your certificate is
C:\certificates\sharepoint\signing_certificate.cer, the updated line matches the
following example:

"C:\certificates\sharepoint\signing certificate.cer"
Locate the second occurrence of the following text:

<Trusted root authority name>

Replace the previous text with a friendly name for the new trusted root authority in
SharePoint. For example, if the name you want is SPSigningAuth, the updated line
matches the following example:

"SPSigningAuth"
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10.

11.

12.

13.

14.

15.

16.

Locate the following text:

"<Name of the trusted identity provider>"

Replace the previous text with the name of your SharePoint realm (the realm name
follows Srealm = in the PowerShell script). For example, if the name of your
SharePoint realm is Srealm="urn:moss2010-wsfed1-casm", the updated line could
match the following example:

"moss2010-wsfedl-casm"

Locate the following text:

"<Description for the Trusted Identity Provider>"

Replace the previous text with a description for your trusted identity provider. For
example, if you want to describe the trusted identity provider as "SiteMinder
Provider," the updated line could match the following example:

"SiteMinder Provider"

Note: The LDAP directory and Active Directory charts contain additional examples
of possible names.

If your certificate chain contains more than one certificate authority certificate, add
the other certificate authority certificates to the script (see page 129). If your script
contains one certificate authority certificate, go to the next step.

Save your changes and close your text editor.
The PowerShell script is modified.

Create a trusted identity provider (see page 131).
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Modify the PowerShell Script for Certificates Issued by a Trusted Certificate Authority

If you are using a certificate signed by a certificate authority that is trusted by the
SharePoint server, modify the PowerShell script to do the following tasks:

m  Skip the step to import the certificate authority certificate.
m  Skip the stop to create a new SharePoint trusted root authority.

m Import only the signing certificate.

Follow these steps:

1.
2.

Open the PowerShell script with any text editor.

Comment the first two lines in the PowerShell script, as shown in the following
example:

#$rootcert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2 ("<full
path to Root certificate file>")

#New-SPTrustedRootAuthority -Name "<Trusted root authority name>"
-Certificate $rootcert

Locate the following text:

"<full path to Signing certificate file>"

Replace the previous text with the full path to your Signing certificate. For example,
if the full path to your certificate is
C:\certificates\sharepoint\signing_certificate.cer, the updated line matches the
following example:

"C:\certificates\sharepoint\signing certificate.cer"

Locate the second occurrence of the following text:

<Trusted root authority name>

Replace the previous text with a friendly name for the new trusted root authority in
SharePoint. For example, if the name you want is SPSigningAuth, the updated line
matches the following example:

"SPSigningAuth"
Locate the following text:
"<Name of the trusted identity provider>"

Replace the previous text with the name of your SharePoint realm (the realm name
follows Srealm = in the PowerShell script). For example, if the name of your
SharePoint realm is Srealm="urn:moss2010-wsfed1-casm", the updated line could
match the following example:

"moss2010-wsfedl-casm"

Locate the following text:

"<Description for the Trusted Identity Provider>"
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10. Replace the previous text with a description for your trusted identity provider. For
example, if you want to describe the trusted identity provider as "SiteMinder
Provider," the updated line could match the following example:

"SiteMinder Provider"

Note: The LDAP directory and Active Directory charts contain additional examples
of possible names.

11. Save your changes and close your text editor.
The PowerShell script is modified.

12. Create atrusted identity provider (see page 131).

Add Additional Certificate Authority Certificates to the PowerShell Script

The PowerShell script created by the SharePoint connection wizard accommodates the
following certificates:

m A certificate authority certificate (also named a root certificate)
m  One SSL certificate.
The trusted identity provider requires that all certificates in the certificate chain are

included. If an intermediate certificate authority signed your certificate instead, modify
the PowerShell script to include both certificate authority certificates.
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The following illustration describes the differences between the default PowerShell
script, and a PowerShell script that accommodates multiple certificate-authority

certificates:
e
Default PowerShell script created by SharePoint Connection wizard
using one root certificate authority certificate
Srootcert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate? ("<full path
Root Certificate Authority Certificate to Root certificate file>™)
Kew-5PTrustedRootButhority -Name “<Trusted root authority name>" -
Certificate $rootcert
Scert New-Object
Your Certificate System.Security.Cryptography.X509Certificates.X509Certificate2 {"<full path
. ’ ) to Signing certificate file>"
(Signed by Root Certificate Authority) New-5PTrustedRootAuthority -Name "<Trusted root authority name>" -
Certificate Scert
.
4
Example of customized PowerShell script you edit to add one
additional certificate authority certificate
$rootcert = New-Object
curity.Cryptography, X309%Certificates,
ate? ("<full th to Root
Root Certificate Authority Certificate avez (rerull pa e
rrustedRootAuthority -Name “<Trusted
root authority name>" -Certificate Srootcert
r —_——_—_————_—-—-—-—---—-—--—-——_-——n-n—-_—-_-_-____ - - -~

Hew-Object

or &

$rootcert? =
s .Security.Cryptography.X509Certificat.

additional . ! . . 3
Ceriificate Inter;edl:h;.; C;rl\ﬁcgte ;ythun}:‘ (;erlllﬁcala Add these Ilpes rLificate? ("<full path to Intermediate
Authority (Signed by Root Cerlificate Authority) toyour seripl /' _ortsficate authority certificate file>") |
Ceriificate New-SPTrustedRostAuthority -Name "<2™ Trusted
root authority name>" -Certificate 5:‘00!:(:0:‘!:2'
—_————— - — =~
Scert = New-Chject
System.Security.Cryptography.X509Certificates.X5090erti

Your Certificate
(Signed by Intermediate Certificate Authority)

ficateZ ("<full path to Signing certificate file»")
Hew: TrustedRootAuthority -Name "<Trusted root
authority name»" -Certificate Scert
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Follow these steps:
1. Copy the following section from your PowerShell script:

$rootcert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2 ("<full path to
Root certificate file>")

New-SPTrustedRootAuthority -Name "<Trusted root authority name>" -Certificate
$rootcert

2. Copy the following section from your PowerShell script:

3. Add anew line after the section you copied, and then paste the copied into the new
line.

4. Edit the pasted section using the changes shown in the following table as a guide:

Change this value: To this value:
Srootcert Srootcert2
<full path to Root certificate file> <full path to additional certificate

authority certificate file>

<Trusted root authority name> Name of the additional trusted root
authority

5. To add additional certificate authority certificates, repeat Steps 1 through 4.
6. Save your changes and close your text editor.
The PowerShell script is modified.

7. Create a trusted identity provider (see page 131).

Run the Powershell Script to Create a Trusted Identity Provider

Run the modified PowerShell script to create a trusted identity provider on your
SharePoint central administration server.
Follow these steps:

1. Click Start, All Programs, Microsoft SharePoint 2010 Products, SharePoint 2010
Management Shell

2. Navigate to the directory containing your edited PowerShell script.
3. Run the script with the following command:

.\your connection name.psl

For example, if you named your connection "my_sharepoint" when you ran the
connection wizard, the command would be .\my_sharepoint.ps1.

The trusted identity provider is created.
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Verify That the Trusted Identity Provider Is Registered

After running the PowerShell script to create your trusted identity provider, verify that it
is registered in your SharePoint central administration server.
Follow these steps:

1. From your SharePoint central administration server, click Start, All Programs,
Microsoft SharePoint 2010 Products, SharePoint 2010 Management Shell.

The Microsoft PowerShell command prompt appears.
2. Enter the following command:

Get-SPTrustedIdentityTokenIssuer

A list of the trusted identity providers that are configured on the SharePoint central
administration server appears.
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SharePoint 2010 supports third-party identity providers. These identity providers
authenticate and authorize users who request SharePoint resources. A SharePoint
administrator configures a trusted identity provider for a SharePoint environment.

Claims are a form of attribute or role, that a user has. Each claim has a name to identify
it, and a value that the trusted identity provider verifies by connecting to a user
directory.

For example, you can configure claims that correspond to the SamAccountName
attribute of an Active Directory server or a uid of an LDAP directory server.
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You can add a claim to a SiteMinder trusted identity provider at any time. The following
illustration describes the process:

System
Administrator

Verify that your .
account has the — 5 Verify Fhat t!"‘-‘
required new claim exists
permissions
h 4
v
Opena
Windows Add an attribute
SharePaint 2010 mapping for the
Management new claim
Shell
h 4 v
Identify your Update the
N i Affiliate Domain
trusted identity .
ok with a Response
P Attribute
A 4
Add a claim to Search for and
your trusted Add Users using
identity the New Claim
provider

To add a claim to a SiteMinder trusted identity provider, follow these steps:

1. Verify that your account has the required permissions (see page 135).

2. Open aSharePoint 2010 Management Shell window on your SharePoint Central
Administration server (see page 135).

Identify your SiteMinder trusted identity provider (see page 135).

Add a claim to your trusted identity provider (see page 136).

Verify that the new claim exists. (see page 136)

Add an attribute mapping for the new claim (see page 137).

Update the affiliate domain with a response attribute (see page 138).

©® N o &~ W

Search for and add users using the new claim (see page 140).
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Verify that your Account has the Required Permissions

The user account with which you want to modify the SiteMinder trusted identity
provider requires certain permissions. Modify the permissions of your user account if it
does not meet the following conditions:

®  An Administrator account.

m A member of the Administrators group.

Add the following privileges to your account:
m  Local administrator on all SharePoint web front end (WFE) servers.

m  Read/Write access to the configuration database.

Open a SharePoint 2010 Management Shell Window on your SharePoint Central
Administration Server

Add claims to your SiteMinder trusted identity provider using the SharePoint 2010
Management shell.

Follow these steps:

1. Login to your SharePoint Central Administration server.

2. Click Start, All Programs, Microsoft SharePoint 2010 Products, SharePoint 2010
Management Shell.

A SharePoint 2010 management shell command-line window appears.

Identify your Trusted Identity Provider

A SharePoint 2010 environment can have multiple trusted identity providers. Identify
your SiteMinder trusted identity provider before modifying any claims that are
associated with it.
Follow these steps:
1. Enter the following command to list all of the trusted identity providers:
Get-SPTrustedIdentityTokenIssuer
A list of trusted identity providers appears.
2. Locate your SiteMinder trusted identity provider in the list.

Your SiteMinder trusted identity provider is identified.
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Add a Claim to your Trusted Identity Provider

Add

ing a claim to your SiteMinder trusted identity provider involves several steps using

the SharePoint 2010 Management Console. This example adds a claim for the last name

of a
any

user to the SiteMinder trusted identity provider. Use this example as a guide to add
claim you want to your SiteMinder trusted identity provider.

Follow these steps:

1.

Enter the following command to assign the name of your SiteMinder trusted
identity provider to a variable:

$trutsed identity provider variable_name = Get-SPTrustedIdentityTokenIssuer
-Identity "name of siteminder trusted identity provider"

Enter the following command to add a claim type that is based on the last name of
a user:

$map2 = New-SPClaimTypeMapping -IncomingClaimType
"http://schemas.xmlsoap.org/claims/lastname" -IncomingClaimTypeDisplayName
"role" -LocalClaimType "http://schemas.xmlsoap.org/claims/lastname"

Enter the following command to associate the new claim type with your SiteMinder
trusted identity provider:

$map2 | Add-SPClaimTypeMapping -TrustedIdentityTokenIssuer
$trutsed identity provider variable_name

The new claim is added to your trusted identity provider.

Verify the New Claim Exists

You

can verify the addition of the new claim to your SiteMinder trusted identity

provider. This example verifies the addition of a claim for the last name of a user.

Follow these steps:

1.

Enter the following command to verify the presence of your new claim:
Get-SPTrustedIdentityTokenIssuer
A list of trusted identity providers appears.

Verify that new claim for your SiteMinder trusted identity provider appears.
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Add an Attribute Mapping for the New Claim

Add an attribute mapping for the new claim using the SiteMinder Administrative Ul. For
this example, an attribute mapping links the claim, such as last name, to a specific
attribute in your user directory. For both Active Directory servers and LDAP directories,
map the Last Name claim to the sn attribute in your directory.

Follow these steps:

1.
2.

10.

Log on to the SiteMinder Administrative Ul.

Click Infrastructure, Directory, User Directory, Modify User Directory.
A list of user directory connections appears.

Click the option button for your user directory, and then click Select.
The Modify User directory page appears.

Click Create.

The create attribute mapping page appears.

Verify that the Create a new object of type Attribute Mapping option button is
selected, and then click OK.

Click the name field, and enter the name of the new claim. For example, if your new
claim is Last Name, as shown in this example, enter the following text:

Last Name
Verify that the Alias option button is selected, and then click the Definition field.

Enter the directory attribute that you want to associate with the claim you added.
For example, if your new claim is Last Name, as shown in this example, enter the
following text:

sn
Click OK.

The Modify User directory page appears.
Click Submit.

The attribute mapping for the new claim is created.
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Update the Affiliate Domain with a Response Attribute

Upd

ate the affiliate domain with a response attribute for your new claim. This update

requires running the SharePoint connection wizard on the computer hosting your
SiteMinder Agent for SharePoint.

This

procedure adds the mapping of the new claim to your SiteMinder Policy Server.

Follow these steps:

1.

Navigate to the following directory:
Agent-for-SharePoint_home/sharepoint_connection_wizard
Do one of the following procedures:

m  For Windows operating environments, right-click the executable and then
select Run as administrator.

m  For Solaris operating environments, enter the following command:
Solaris: sh ./ca-spconnect-version-sol.bin

m  For Linux operating environments, enter the following command:
Linux: sh ./ca-spconnect-version-rhel30.bin

The wizard starts.

Click Next.

The Login Details screen appears.

Complete the following fields with the information from your existing SiteMinder
settings:

Policy Server Name

Specifies the Policy Server name or IP address.
Username

Specifies the Policy Server administrator username.
Password

Specifies the Policy Server administrator password.
Agent Name

Specifies the Agent-4x. The connection with the Policy Server is established
using the details given in the Agent Name.

Shared Secret Key
Specifies the shared secret key that is associated with the Agent.
Click Next

The Select Action screen appears.
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10.

11.

12.

Select Edit a SharePoint Connection option.

Click Next.

The SharePoint Connection Properties screen appears.
Click Next until the Add Attributes screen appears.

Click the drop-down arrows and select the values for the new claim from the
following lists:

Attribute
Specifies an attribute name for one of the following claim types:
m  Group based
m  Role based
For multivalued attributes, prefix FMATTR, as shown in the following example:
Example: (multivalued attributes) FMATTR:LastName
Claim Type

Specifies an attribute value in your directory that is associated with the
specified attribute name.

Example: (Active Directory attribute value for LastName) sn.
Example: (LDAP Directory role-based claim) sn.
Click Add, and then click Next.
The attribute details are saved and the Commit Details screen appears.
Click Install in the Commit Details screen.
The Save Complete screen appears.
Click Done.

The partnership details are saved, the SharePoint Connection is modified, and the
wizard closes.
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Search for and Add Users using the New Claim

You
new
sear

can search for users to add to your SharePoint Policy for web application using the
claim. For example, if you added a claim for the Last Name attribute, you can
ch for users by entering their last names in the SharePoint people picker.

Follow these steps:

1.

10.
11.

12.

13.

Click Start, Programs, Microsoft SharePoint 2010 Products.
The Central Administration home page appears.
Click Manage web applications, in the Application Management section.

The Web Applications Management page appears with a list of available web
applications.

Click the web application name for which you want to add users.

The buttons on the ribbon become available.

Click User Policy on the ribbon.

The Policy for Web Application dialog appears.

Click Add Users.

The Select Zone dialog appears.

Verify that the Zone you want appears in the drop-down list, and then Click Next.
The Add Users dialog appears.

Click the Browse button, in the Choose Users section, below the Users text box.
The Select People and Groups — Webpage Dialog appears.

Enter a value that corresponds to the new claim. For example, if your new claim is
Last Name, enter the last name of a user.

The right pane displays the search results with a list of users whose attributes
match the value on which you searched.

Select the user and click Add.

The selected user is added.

(Optional) Repeat steps 8 and 9 to select additional users.
Click OK.

The Add Users dialog appears and displays the selected user.

Under Choose Permissions, click the permissions that you want to grant to the
users.

Click Finish.

The selected users and permissions are added.

140 Adent for SharePoint Guide



Removing Claims from Trusted Identity Providers

Removing Claims from Trusted Identity Providers

SharePoint 2010 supports third-party identity providers. These identity providers
authenticate and authorize users who request SharePoint resources. A SharePoint
administrator configures a trusted identity provider for a SharePoint environment.

Claims are a form of attribute or role, that a user has. Each claim has a name to identify
it, and a value that the trusted identity provider verifies by connecting to a user
directory.

For example, you can configure claims that correspond to the SamAccountName
attribute of an Active Directory server or a uid of an LDAP directory server.

You can remove a claim to a SiteMinder trusted identity provider at any time. The
following illustration describes the process:
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To remove a claim from a SiteMinder trusted identity provider, follow these steps:

1. Verify that your account has the required permissions (see page 135).

2. Open aSharePoint 2010 Management Shell window on your SharePoint Central
Administration server (see page 135).

3. Identify your trusted identity provider (see page 135).

4. Remove the claims mapping identity from your trusted identity provider (see
page 143).

5. Remove the claim type from your trusted identity provider (see page 144).

6. Update the trusted identity token issuer (see page 144).

Verify that your Account has the Required Permissions

The user account with which you want to modify the SiteMinder trusted identity
provider requires certain permissions. Modify the permissions of your user account if it
does not meet the following conditions:

®  An Administrator account.

m A member of the Administrators group.

Add the following privileges to your account:
m  Local administrator on all SharePoint web front end (WFE) servers.

m  Read/Write access to the configuration database.

Open a SharePoint 2010 Management Shell Window on your SharePoint Central
Administration Server

Add claims to your SiteMinder trusted identity provider using the SharePoint 2010
Management shell.

Follow these steps:
1. Login to your SharePoint Central Administration server.

2. Click Start, All Programs, Microsoft SharePoint 2010 Products, SharePoint 2010
Management Shell.

A SharePoint 2010 management shell command-line window appears.
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Identify your Trusted Identity Provider

A SharePoint 2010 environment can have multiple trusted identity providers. Identify
your SiteMinder trusted identity provider before modifying any claims that are
associated with it.

Follow these steps:

1.

Enter the following command to list all of the trusted identity providers:
Get-SPTrustedIdentityTokenIssuer

A list of trusted identity providers appears.

Locate your SiteMinder trusted identity provider in the list.

Your SiteMinder trusted identity provider is identified.

Remove the ClaimsMapping Identity from your Trusted Identity Provider

Removing a claim from your SiteMinder trusted identity provider involves several steps
using the SharePoint 2010 Management Console. This example removes a claim for the
last name of a user from the SiteMinder trusted identity provider. Use this example as a
guide to remove any claim you want from your SiteMinder trusted identity provider.

Follow these steps:

1.

Enter the following command to assign the name of your <stmdnr> trusted identity
provider to a variable:

$trutsed identity provider variable name = Get-SPTrustedIdentityTokenIssuer
-Identity "name of siteminder trusted identity provider"

Enter the following command to verify that the correct item is assigned to the
variable:

echo $trutsed identity provider variable name

Enter the following command to remove the claim from the SiteMinder trusted
identity provider. The command shown in the following example removes a claim
for the last name of a user:

Remove-SPClaimTypeMapping -Identity
"http://schemas.xmlsoap.org/claims/lastname" -TrustedIdentityTokenIssuer

$trutsed identity provider variable name

Repeat Step 1 to refresh the variable for the SiteMinder trusted identity provider.
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Remove the Claim Type from your Trusted Identity Provider
Remove the claim type from your SiteMinder trusted identity provider.

Follow these steps:

1. Enter the following command to list the claim types contained in the variable for
your SiteMinder trusted identity provider:

$trutsed identity provider variable name.ClaimTypes

2. From the previous list, locate the claim type that is associated with the claim
identity you want to remove.

3. Enter the following command to remove the claim type:

$trutsed identity provider variable name.ClaimTypes.Remove ("http://schemas.xm
lsoap.org/claims/lastname")

For example, the previous command removes the claim type for the last name of a
user.

Update the Trusted Identity Token Issuer

Update the SiteMinder trusted identity provider after removing the claim identity and
the claim type.

Follow these steps:

1. Enter the following command to update the SiteMinder trusted identity provider:

$trutsed identity provider variable name.Update

The trusted identity provider is updated.

Confidure the Authentication Providers

You can create a web application that uses Claims-based authentication type by using
the SharePoint Central Administration user interface or Windows PowerShell. Use the
Central Administration to create a web application.

If you want to automate the task of creating a web application, which is common in
enterprises, use Windows PowerShell. You can also modify the authentication type of an
existing classic based authentication to claims-based authentication using the
PowerShell script.
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Modify an Existing Classic Authentication to Claims-based Authentication

You can update a web application that uses classic authentication to claims-based
authentication using a PowerShell script. The following procedure helps you migrate
existing web applications configured to use classic authentication, to use claims-based
authentication.

Important! You cannot reverse this process. After you convert the web application
authentication type to a Claims-based authentication, you cannot reconvert the
authentication to the previous type.

Follow these steps:

1.

Open the SharePoint 2010 Management Shell command prompt.
The command prompt appears.

Enter the following command to change the authentication mode to claims-based
authentication:

$WebAppName = "http:// yourWebAppUrl"

$account = "yourDomain\yourUser"

$wa = get-SPWebApplication $WebAppName

Set-SPwebApplication $wa -AuthenticationProvider
(New-SPAuthenticationProvider) -Zone Default

The authentication mode is changed to claims-based authentication and the
migration prompt is displayed.

Note: The preceding command modifies an existing classic authentication web
application to claims-based authentication. Associate this web application with the
Trusted Identity Provider in the SharePoint Central Administration user interface.

Click Yes to continue, at the migration prompt.

Enter the following command to set the user as an administrator for the site:
$wa = get-SPWebApplication $WebAppName

$account = (New-SPClaimsPrincipal -identity $account -identitytype

1) .ToEncodedString()

The user is set as the administrator for the site.

Enter the following command to configure the policy to enable the user to have full
access:

$zp = $wa.ZonePolicies("Default")

$p = $zp.Add($account, "PSPolicy")
$fc=$wa.PolicyRoles.GetSpecialRole("FullControl")
$p.PolicyRoleBindings.Add($fc)

$wa.Update()

The user obtains full access.
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Enter the following command to configure the policy to perform user migration:
$wa = get-SPWebApplication $WebAppName
$wa.MigrateUsers ($true)

The user migration process is completed.

Start SharePoint 2010 Central Administration from Start, Programs, Microsoft
SharePoint 2010 Products.

The Central Administration Home page appears.
Click Manage web applications, in the Application Management section.

The Web Applications Management page appears with a list of available web
applications.

Select the web application that has been updated and click Authentication
Providers on the ribbon.

The Authentication Providers dialog shows that the authentication type has been
updated to claims-based authentication.

Note: For information about claims-based authentication and for using the Windows

Pow

erShell, see the SharePoint Server 2010 Deployment Guide from the Microsoft

TechNet website.

146 Adent for SharePoint Guide



How to Disable Client Loopback

How to Disable Client Loopback

The Agent for SharePoint has a client loopback feature that lets you create policies in
your SharePoint environment using directory attribute values that do not yet exist.

For example, suppose that your directory server contains an attribute named
employeeType, and the employeeType attribute uses one of the following values for
each user:

® Employee
m  Contractor
®  Manager

®m  Executive

For example, suppose you want to create an attribute value for the employeeType
attribute named Vendor in your directory servers to use with SharePoint.

If a different group in your organization manages the directory servers, that task is
beyond your control. The Claims Provider creates placeholders for the new attribute
values using the loopback feature.

In this example, use the loopback feature so that the Vendor attribute value exists in
your SharePoint environment it appears in the directory servers. New attribute values
let you create SharePoint policies whenever you want, without waiting for your
administrator to add the actual attribute values to your directory.

If you do not need to add attributes before they exist in your directory, disable the client
loopback feature.

How to Disable Client Loopback

Disable Client
Loopback

SharePoint

Administrator

Follow these steps:

1. Disable client loopback (see page 148).
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Disable Client Loopback

If you do not need to add attributes using the SharePoint people picker before they exist
in your user directories, disable the client loopback feature. Leaving client loopback
enabled when the directory attributes exist returns duplicates in the SharePoint people
picker.

Follow these steps:

1. Login to your SharePoint central administration server.

2. Click Start, All Programs, Microsoft SharePoint 2010 Products, SharePoint 2010
Management Shell.

The management shell command-line window opens.
3. Navigate to the following directory:

C:\Program Files\CA\SharePointClaimsProvider\scripts
4. Enter the following command:

.\Set -SMClaimProviderConfiguration.psl -DisablelLoopBackSearch

Loopback search is disabled.

Add and Grant Permission to SiteMinder Users

Add your users to SharePoint and assign permission levels depending on their roles.
Permission levels allow users to perform a set of related tasks.
Follow these steps:

1. From your SharePoint central administration server, click, Start SharePoint 2010
Central Administration from Start, Programs, Microsoft SharePoint 2010 Products.

The Central Administration home page appears.
2. Click Manage web applications, in the Application Management section.

The Web Applications Management page appears with a list of available web
applications.

3. Click the web application name for which you want to add users.

The buttons on the ribbon become available.
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10.
11.

12.
13.

Click User Policy on the ribbon.

The Policy for Web Application dialog appears.

Click Add Users.

The Select Zone dialog appears.

Verify that the Zone you want appears in the drop-down list, and then Click Next.
The Add Users dialog appears.

Click the Browse button, in the Choose Users section, below the Users text box.
The Select People and Groups — Webpage Dialog appears.

Browse and select the user group to search for the user.

The right pane displays the search results with the list of users.

Select the user and click Add.

SharePoint adds the selected user.

(Optional) Repeat steps 8 and 9 to select additional users.

Click OK.

The Add Users dialog appears and displays the selected users.

Select the required permissions for the users, in the Choose Permissions section.
Click Finish.

SharePoint adds the selected users and assigns the selected permissions to the
users.

Manade User Profiles

The SiteMinder Agent for SharePoint 12.51 does not support User Profile Import or User
Migration. However, you can use the Microsoft SharePoint User Profile Synchronization
Service to import user information from external directory sources. The User Profile
Synchronization Service lets you extract the additional data from the external directory
and augments the user records with this data. Data can also be written to the directory
source (such as Active Directory or an LDAP directory), provided appropriate
permissions are present.
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The User Profile Service in SharePoint stores information about users in a central
location, that allows multiple SharePoint applications to manage user profiles. Enable
the User Profile service using SharePoint Central Administration.

You can configure SharePoint to use the User Profile Synchronization Service to import
SiteMinder users. And you can use the SiteMinder Agent for SharePoint solution to
protect the web applications.

Note: For more information about User Profile Synchronization, see the Configure
profile synchronization article from the Microsoft TechNet website.
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Chapter 10: Features to Set Up Following
Basic Installation and Confiduration of the
Agent for SharePoint

This section contains the following topics:

Additional SharePoint Configuration Options (see page 151)

Office Client Integration (see page 154)

Claims Provider (see page 163)

Extend Web Applications to Different Zones for CRAWL Service and Search Support (see
page 186)

How to Set Log Files, and Command-line Help to Another Language (see page 186)

Additional SharePoint Configuration Options

Perform any of these additional configuration steps at any time:

m  (Create a web application that uses claims-based authentication (see page 151).

m  Enable SSL on your IS web server for a web application (see page 152).

m  Enable SSL for the web application (see page 153).

Create a New Web Application with Claims based Authentication

Follow these steps:

1. Start SharePoint 2010 Central Administration from Start, Programs, Microsoft
SharePoint 2010 Products.

The Central Administration home page appears.
2. Click Manage web applications, in the Application Management section.

The Web Applications Management page appears with a list of available web
applications.

3. Click New, on the ribbon.

Create New Web Application dialog appears.
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Select Claims Based Authentication option, in the Authentication section.

Select Yes option for Use Secure Sockets Layer (SSL), in the Security Configuration
section.

Select the Trusted Identity Provider option, in the Claims Authentication Types.

Note: This option is already selected if you have set up Trusted Identity Provider
authentication in Windows PowerShell.

Important! Verify that the options for all other authentication types in the Claims
Authentication Types section are cleared.

Complete the remaining appropriate sections.
Click OK.

A new web application with claims authentication is created.

Note: For information about Claims-based authentication, see www.microsoft.com.

Enable SSL on IIS for the Web Application

ASe

cure Sockets Layer (SSL) encryption is required for a web application as it provides

greater security. Remote clients access the web application using URLs starting with

http

The

s:// when SSL is used.

following procedure describes how to enable SSL on IIS Manager.

Follow these steps:

1.

Click Start, Administrative Tools, Internet Information Services (IIS) Manager.
The IIS Manager dialog appears.

Navigate to and select the Windows Claims-based authentication web application
site that requires SSL encryption, in the Connections pane.

Click Edit Bindings in the Actions pane.
The Site Bindings dialog appears.
Select the https entry, and then click Edit.

The Edit Site Binding dialog appears.
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5. Select the certificate for the server hosting your Agent for SharePoint from the list,
in the SSL Certificate field.

6. Click OK.
The Site Bindings dialog appears.
7. Click Close.
The web application is enabled for SSL encryption.
Note: If you do not find an appropriate certificate, you cannot bypass the certificate
warning screen. You can import the certificate that is issued to the URL into the client to

bypass the certificate warning. For more information about configuring a Secure Sockets
Layer, refer the /IS 7 Operations Guide from www.microsoft.com.

More information:

Create a New Web Application with Claims based Authentication (see page 151)
Enable SSL for the Web Application (see page 153)

Enable SSL for the Web Application

You can configure the web application to use SSL when you create a web application.
See Create a Web Application with Claims-based Authentication for the procedure to
enable SSL when creating a web application. Alternatively, you can extend the SLL
capability of a web application by performing the following procedure.

Follow these steps:

1. Click Start, Programs, Microsoft SharePoint 2010 Products, Start SharePoint 2010
Central Administration.

The Central Administration home page appears.
2. Click Application Management, Configure alternate access mappings section.

The Central Administration> Alternate Access Mappings page appears with a list of
available web applications.

3. Click Add Internal URLs button.

The Central Administration> Add Internal URLs page appears.
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4. Select an Alternate Access Mapping Collection from the Alternate Access Mapping
Collection list.

5. Enter the URL with HTTPS in the Add Internal URL field and select a zone.
For example, enter https://spserver.example.com.
6. Click OK.
The Central Administration> Alternate Access Mappings page appears with the

modified URL.

Note: If you do not find an appropriate certificate, you cannot bypass the certificate
warning screen. If you have a certificate that is issued to the URL, you can import the
certificate in to the client to bypass the certificate warning. For more information about
enabling SSL, for the web application in SharePoint refer www.microsoft.com.

More information:

Create a New Web Application with Claims based Authentication (see page 151)
Enable SSL on IIS for the Web Application (see page 152)

Office Client Integration

Office Client Integration lets users edit and update documents stored on SharePoint
with the respective Microsoft Office applications. For example, someone who has
Microsoft Word can revise a Word document stored SharePoint.
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How to Configure Office Client Integration for the Adgent for SharePoint

Office Client Integration lets users collaborate on Microsoft Office documents stored in
SharePoint. When users open a Microsoft Office document on SharePoint, they use the
related Microsoft Office application to edit the document.

Policy
Administrator

Follow these steps:

How to Configure Office Client Integration

Open the
Administrative Ul to
Change Policy Server

Update the Agent

| Type to include the
| HTTP methods for

Objects, ‘WebDAV
Add the HTTP Update your Agent
Methods for Configuration
WebDAV to your Settings for Office
Existing Rules. Client Integration

1. Open the Administrative Ul to change Policy Server objects (see page 42).

Update the Agent Type to include the HTTP methods for WebDAV (see page 156).

2
3. Addthe HTTP methods for WebDAV to your existing rules (see page 157).
4

Update your Agent Configuration Settings for Office Client Integration (see

page 158).
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Open the Administrative UI to Change Policy Server Objects

Change the objects on your Policy Server by opening the Administrative Ul.

Follow these steps:

1.

Open the following URL in a browser.
https://host _name:8443/iam/siteminder/adminui
host_name
Specifies the fully qualified Administrative Ul host system name.
Enter your SiteMinder superuser name in the User Name field.
Enter the SiteMinder superuser account password in the Password field.

Note: If your superuser account password contains one or more dollar-sign ($)
characters, replace each instance of the dollar-sign character with SDOLLARS in the
Password field. For example, if the SiteMinder superuser account password is
Spassword, enter SDOLLARSpassword in the Password field.

Verify that the proper server name or IP address appears in the Server drop-down
list.

Select Log In.

Update the Adent Type to Include the HTTP Methods for WebDAV

Tou

se the Office Client Integration feature, modify the Agent type to include the

methods for WebDAV.

Follow these steps:

1.

Click Infrastructure, Agents, Agent Type, Modify Agent Type.

The Create Agent Type search pane appears.

Highlight the text in the search field, and then type the following:
Web Agent

Click Search.

The Web Agent type appears in the list.

Click Select.

The Modify Agent Type: Web Agent pane appears.

Scroll to the bottom of the Actions section, and then click Create.

A new action field appears at the end of the list.
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6. Highlight the text in the New Action field, and then enter the following:

Head
7. Scroll to the bottom of the Actions section, and then click Create.

A new action field appears at the end of the list.

8. Repeat Steps 6 and 7 until all of the following methods are added:

m GET

m POST

= PUT

m  CONNECT
m  OPTIONS
m  TRACE

= LOCK

m  PROPFIND

m  PROPPATCH

m  UNLOCK
m  COPY
m DELETE

9. Click Submit.

The Modify Agent type task is submitted for processing. A confirmation screen
appears.

10. Click OK.

The Agent type settings for your SharePoint resources are updated.
Add the HTTP Methods for WebDAV to Your Existing Rules

To use the Office Client Integration feature with the CA SiteMinder Agent for
SharePoint, update the web agent actions in any rules protecting SharePoint sites.
Follow these steps:
1. Click Policies, Domains, Rule, Modify Rule.

The Modify Rule screen appears.

2. Click the option button of the domain that contains the rule you want, and then
click Select.

Modify Rule: Name screen appears.
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3. Inthe Action drop-down list, press and hold Ctrl and click the following items:

m  GET

m POST

m  PUT

m  CONNECT
m  HEAD

m  OPTIONS
m  TRACE

m  LOCK

m  PROPFIND

m PROPPATCH

m  UNLOCK
m  COPY
m DELETE

4. Click Submit.
5. Repeat Steps 2 through 4 for any additional rules that you want.

The rule is updated, and the confirmation screen appears.

Update your Adent Configuration Settings for Office Client Integration

The parameter settings in the Agent Configuration Object that is associated with your
Agent for SharePoint control how Office Client Integration operates on your Agent for
SharePoint.

Follow these steps:

1. Click Infrastructure, Agent Configuration, Modify Agent Configuration.

2. Click the edit button for the Agent Configuration object of your Agent for
SharePoint.

The Modify Agent Configuration: Name pane opens.
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3. Change the values of the following parameters:
SPClientintegration

Specifies the hostnames of the SharePoint servers that the Agent for
SharePoint protects on which you want to permit Office Client Integration. The
default parameter is blank and listed as plain. If there are multiple host entries,
use the multivalue option button to add multiple hosts.

Add a port number to the value if the Agent for SharePoint operates on a
nondefault port (any port except 80 or 443).

To use this parameter, verify that the SharePoint resources that SiteMinder
protects also have their Office Client Integration enabled on the SharePoint
central administration server.

Because Office Client Integration requires a persistent FedAuth cookie, verify
that your SharePoint server is not configured to use session cookies. By default,
UseSessionCookies in SharePoint is set to NO.

Default: None

Limits: Multiple values are allowed. Use fully qualified domain names for all
values.

Example: agent_for_sharepoint_host_name.example.com (default ports of 80
or 443)

Example: agent_for_sharepoint_host_name.example.com:81 (with a
nondefault port number for HTTP)

Example: agent_for_sharepoint_host_name.example.com:4343 (with a
nondefault port number for HTTPS)

SPDisableClientIntegration

Specifies the hostnames of the SharePoint servers that the Agent for
SharePoint protects on which you want to prohibit Office Client Integration.
The default parameter is blank and listed as plain. If there are multiple host
entries, then switch over to a multi—value parameter. The URL in this
parameter requires a port number (even for a default port such as 80 or 443).

This setting prevents SharePoint administrators from circumventing SiteMinder
settings regarding Office Client integration.

Limit: Multiple values are allowed.

Example: agent_for_sharepoint_host_name:port_number
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4.

The following parameter describes the user agent values to which the Agent for
SharePoint permits access:

SPAuthorizeUserAgent

Specifies a list of Microsoft Office user-agent strings for which the Agent for
SharePoint allows access. This list is populated automatically with the default
values when the Agent for SharePoint starts. The user-agent strings in this
parameter act as a whitelist. Changes to this parameter override the default
settings. Access is denied to clients whose user-agent string does not appear in
the list.

For example, setting the value to Microsoft Office allows access to all versions
of Microsoft Office products that are associated with that user-agent string.
Conversely, setting the value to Microsoft Office/12.0 allows access to only
those versions of Microsoft Office products that are associated with that
user-agent string.

Default: Microsoft Office, MS FrontPage, MSFrontPage, Microsoft Data Access
Internet Publishing Provider Protocol Discovery, Test for Web Form Existence,
Microsoft-WebDAV-MiniRedir

Limits: Multiple values are allowed.

Examine the default values of the previous parameter. Ask your SharePoint or IIS
web server administrator if more user-agent values are required.

Note: Microsoft (not CA Technologies) defined the user-agent strings in the
previous parameter. For more information about these user-strings, search the
Microsoft Developer Network (MSDN) library website for information about the
user-string that you want.

Change the value of the CSSChecking parameter to no.

Note: Because the Agent for SharePoint is a proxy-based solution, this setting is
required for Office Client Integration.

Click OK.
The new values appear next to the parameters in the list.
Click Submit.

The Create Agent Configuration Task is submitted for processing and the
confirmation message appears.
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How to Configure WebDAV to Accomodate Microsoft Hot Fixes 2563214 and
2647954

The following hot fixes from Microsoft affect the behavior of the Agent for SharePoint:
m  KB2563214
m KB2647954

These hotfixes return Web browser error messages with code 500 to users who try
opening Microsoft Office documents.

As a work-around, modify the server.conf file on any servers running the Agent for
SharePoint that have any of the previous hot fixes installed.

How to Accommodate Microsoft Hot Fixes
KB2563214 and KB2647954

Edit the Server.conf
File

Agent Owner

Follow these steps:

1. Modify the server.conf file on the server running your Agent for SharePoint (see
page 162).

Chapter 10: Features to Set Up Following Basic Installation and Configuration of the Agent for SharePoint 161


http://support.microsoft.com/kb/2563214
http://support.microsoft.com/kb/2647954

Office Client Integration

Modify the server.conf File

Adding new directives to the server.conf file on each Agent for SharePoint eliminates

the error messages that the Microsoft hot fixes cause.

Follow these steps:

1. Logon to the server hosting your Agent for SharePoint.

2. Open the following file with a text editor:
Agent - for-SharePoint Home/secure-proxy/proxy-engine/conf/server.conf
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

3. Search the file for the following tag:
<SharePoint>
4. Do one of the following tasks:

m [fthe tagin Step 3 is already in the file, remove any comment marks in the
section to accommodate the hotfixes. Go to Step 5.

m [f the tag does not exist in the file, then go to Step 5.
5. Add the following section:

<SharePoint>
allowedClientMethods="PROPFIND,OPTIONS”
allowedUserAgents="WebDAV"
</SharePoint>

6. Save the file and close the text editor.
The server.conf file is modified to accommodate the Microsoft hot fixes.

7. Repeat Steps 1 through 6 on all servers running the Agent for SharePoint.
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Claims Provider

The Claims Provider in the Agent for SharePoint is used for configuring particular claim
values to grant permissions to SharePoint resources using the SharePoint people picker.
The Claims Provider is packaged as a SharePoint solution (WSP file) with its feature
receiver.

The Claims Provider requires Directory Attribute Mappings that you configure using the
SiteMinder Administrative Ul. The Claims Provider uses these mappings to display the
results of your searches in the SharePoint people picker.

Using the Claims Provider involves several separate procedures. Use the following
process.

1. Create virtual attribute mappings (see page 164).

2. Install the Claims Provider (see page 179).

3. Configure the Claims Provider (see page 180).

Note: The Claims Provider for SharePoint installer supports Windows 64-bit Operating
Systems.

Claims Provider Searches and Results

The SharePoint claims provider lets you search your SiteMinder directories with the
SharePoint people picker.

The following table describes the relationships between the search criteria you enter in
the people picker and the search results that appear:

When you search for this attribute in the The SharePoint people picker returns the

SharePoint people picker: following results:

User identifier or display name. The user identifier or the display name of
the user

Group name The friendly name associated with the

smusergroup attribute

Other attributes (such as claim names The attribute value you associated with
based on arole) the role.
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Adent for SharePoint Virtual Attribute Mappings

Virtual attribute mappings create relationships between the attributes from your
SiteMinder user directories and the SiteMinder claims provider. These mappings allow
SiteMinder to search your user directories for claims, and display the results in the
SharePoint people picker.

The following types of claims are supported:

m  User claims (one is required)

m  Group claims

m  Role claims

Note: Configuring this feature requires information from several systems or

administrators in your organization. Work with the administrators for your SharePoint
environment and with administrators for the user directories in your organization.
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Virtual Attribute Mapping Examples for an LDAP Directory

To search the user directory in your SiteMinder environment using the SharePoint
people picker, create virtual attribute mappings. The Agent for SharePoint requires at
least one attribute mapping for claims that are based on the ID of a user. Create
additional mappings to accommodate your needs.

Important! The Agent for SharePoint supports only one SiteMinder user directory.

Each additional mapping creates another association between a specific attribute in
your user directory and the Agent for SharePoint. The people picker in SharePoint uses
these associations to search your user directory using the values you specify. For
example, you can create an attribute mapping that lets you search by user name, group
name or email address.

The following table identifies the typical LDAP directory attribute mappings and
describes how they are used in your SiteMinder and SharePoint environments:

For LDAP |Create a SiteMinder |Create a SiteMinder Enter these corresponding (Optional)
Directori |virtual attribute to virtual attribute so the values in the SharePoint Customize
es: search for this claim |friendly names appearin | Connection wizard. the display
with the people the people picker next to name for the
picker. the corresponding claim people
values. picker
Purpose |1.Use this | 2. Enter |3.Use this 4. Use this |5.To define |6. To define the 7. Replace
name for |the name |name for the |name for |the claimin |attribute value for | the string
your of the SiteMinder |the the the claim in the following the
virtual directory |virtual directory |connection [connection -IncomingCla
attribute. |attribute |attribute. attribute wizard: wizard: imTypeDispl
you want you want ayName with
to use for touseasa this value:
the claim claim
value. value.
Mandato |useridentif | uid smuserdispla [displayNam |Enter the Enter the User ID
ry User |ier yname e following following value in
claim that value in the |the Directory
uniquely Identifier Attribute field:
identifies Claim Name | iq
the user. field:
useridentifie
r
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(Optional
)
Group-ba
sed
user-clai
m that is
based on
aDNin
the
directory.

smusergro
ups

Descripti
on

(use the
friendly
name of
your

groups).

Not required for
group-based claims.

Click the
Attribute
drop-down
list and then
select the
following
value:

smusergroup
s

Not required.

The connection
wizard configures
this setting
automatically.

Group

(Optional
)
Role-base
d user
claim

userrole

employee
Type

Not supported.

1. Click the
Attribute
drop-down
list and then
select the
following
value:

NameValue

2. Click the
Claim type
drop-down
list and
select the
following
value:

User
Attribute

3. Click the
Claim Name
field and
enter the
following
value:

userrole

Enter the
following value in
the Directory
Attribute field:

employeeType

Role
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Virtual Attribute Mapping Examples for a Microsoft Active Directory Server

To search the user directory in your SiteMinder environment using the SharePoint
people picker, create virtual attribute mappings. The Agent for SharePoint requires at
least one attribute mapping for claims that are based on the ID of a user. Create
additional mappings to accommodate your needs.

Important! The Agent for SharePoint supports only one SiteMinder user directory.

Each additional mapping creates another association between a specific attribute in
your user directory and the Agent for SharePoint. The people picker in SharePoint uses
these associations to search your user directories using the values you specify. For
example, you can create an attribute mapping that lets you search by user name, group
name or email address.

The following table identifies the typical Microsoft Active Directory attribute mappings
and describes how they are used in your SiteMinder and SharePoint environments:

For Active |Create a SiteMinder virtual |Create a SiteMinder virtual |Enter these (Optional)
Directories: | attribute to search for this | attribute so the friendly corresponding values in | Customize
claim with the people names appear in the people | the SharePoint the
picker. picker next to the Connection wizard. display
corresponding claim values. name for
the
people
picker
Purpose 1. Use this 2. Enter the | 3. Use this 4. Use this ([5.To 6.To define |7.Replace
name for name of the | name for the |name for define the | the attribute | the string
your virtual |directory SiteMinder the claimin value for the |following
attribute. attribute you | virtual directory the claiminthe |the
want to use | attribute. attribute connectio |connection |-Incoming
for the claim you want to |n wizard: |wizard: ClaimType
value. useasa DisplayNa
claim value. me with
this value:
Mandatory [useridentifier | sSAMAccount |smuserdisplay | displayName | Enter the |Enter the User ID
User claim Name name following | following
that value in value in the
uniquely the Directory
identifies Identifier [ Attribute
the user. Claim field:
Name sAMAccount
field: Name
useridentif
ier
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(Optional)
A
group-base
d user-claim
correspondi
ngtoa DN
in the
directory.

smusergroups

name

(use the
friendly
name of your

groups).

Not required for
group-based claims.

Click the
Attribute
drop-dow
n list and
then
select the
following
value:

smusergro
ups

Not required.
The
connection
wizard
automatically
configures
this setting.

Group

(Optional)
Role-based
user claim

userrole

countryCode

Not supported.

1. Click the
Attribute
drop-dow
n list and
then
select the
following
value:

NameValu
e

2. Click the
Claim type
drop-dow
n list and
select the
following
value:

User
Attribute

3. Click the
Claim
Name field
and enter
the
following
value:

userrole

Enter the
following
value in the
Directory
Attribute
field:

countryCode

Role
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User Claims

Integration with SharePoint requires at least one claim that contains an identifier that
uniquely identifies the user. These claims often appear in the people picker as cryptic
values, such as the following example:

uid=e123456

Such claims are difficult to associate with the intended user. The Agent for SharePoint
uses a special attribute mapping which retrieves the display name of the user. This user
name appears next to the related identifier claim in the people picker. After this user
mapping is configured, the previous example appears in the people picker like the
following one:

uid=e123456 associated_user_name
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Create an Attribute Mapp

The

ing for User Claims in an LDAP Directory

Agent for SharePoint requires an attribute mapping based on an attribute with a

unique value for each user. Use the Administrative Ul to create a pair of attribute
mappings that defines how SiteMinder searches for user claims through the SharePoint
people picker.

Important! The Agent for SharePoint supports only one SiteMinder user directory.

Note: For more information about the relationships between attribute mappings in an
LDAP directory and the other components of your environment, see the LDAP examples
chart (see page 165).

Follow these steps:

1.
2.

10.
11.

12.
13.

14.

Log on to the SiteMinder Administrative Ul.

Click Infrastructure, Directory, User Directory, Modify User Directory.
A list of user directory connections appears.

Click the option button for your user directory, and then click Select.
The Modify User directory page appears.

Click Create.

The create attribute mapping page appears.

Verify that the Create a new object of type Attribute Mapping option button is
selected, and then click OK.

Click the name field, and enter the following name:

useridentifier

Verify that the Alias option button is selected, and then click the Definition field.
Enter the following definition:

uid

Click OK.

The Modify User directory page appears.

To create the second mapping, repeat Steps 4 through 5.

Click the name field, and then enter the following name:

smuserdisplayname

Verify that the Alias option button is selected, and then click the Definition field.
Enter the following definition:

displayName

Click OK.
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The Modify User directory page appears.
15. Click Submit.

The attribute mappings are created.
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Create an Attribute Mapp

The

ing for User Claims in a Microsoft Active Directory Server

Agent for SharePoint requires an attribute mapping that is based on an attribute

with a unique value for each user. Use the Administrative Ul to create a pair of attribute
mappings that defines how SiteMinder searches for user claims through the SharePoint
people picker.

Important! The Agent for SharePoint supports only one SiteMinder user directory.

Note: For more information about relationships between attribute mappings in an
Active Directory server and other components of your environment, see the Active
Directory examples table (see page 167).

Follow these steps:

1.
2.

10.
11.

12.
13.

14.

Log in to the SiteMinder Administrative Ul.

Click Infrastructure, Directory, User Directory, Modify User Directory.
A list of user directory connections appears.

Click the option button for your user directory, and then click Select.
The Modify User directory page appears.

Click Create.

The create attribute mapping page appears.

Verify that the Create a new object of type Attribute Mapping option button is
selected, and then click OK.

Click the name field, and enter the following name:

useridentifier

Verify that the Alias option button is selected, and then click the Definition field.
Enter the following definition:

sAMAccountName

Click OK.

The Modify User directory page appears.

To create the second mapping, repeat Steps 4 through 5.

Click the name field, and then enter the following name:

smuserdisplayname

Verify that the Alias option button is selected, and then click the Definition field.
Enter the following definition:

displayName

Click OK.
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Group Claims

The Modify User directory page appears.
15. Click Submit.

The attribute mappings are created.

You can also configure a claim that uses the groups to which the user belongs. Group
mappings assign SharePoint permissions based on groups of users rather than
individuals.

Some user directories define the groups of users by including an attribute in the record
that contains the distinguished name (DN) of each group. The DN also appears as a
cryptic value such as the following example:

entryDN=cn=grp12345, ou=Groups,dc=example, dc=com

Such claims are difficult to identify the name of the group associated with the value in
the people picker.

The Agent for SharePoint uses two attribute mappings and the groups setting you
specify in the SharePoint connection wizard to search for groups by their display name.
The Agent for SharePoint retrieves both the display name of the group and DN of the
group.

Both the display name and the DN of the group then appear in the people picker, for as
shown in the following example:

cn=grp12345,ou=Groups,dc=example,dc=com(Sales Managers).
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Create Attribute Mappings for Group-based Claims in LDAP Directories

You

can also create attribute mappings based on a group of users. Use the

Administrative Ul to create an attribute mapping that defines how SiteMinder searches
for group claims through the SharePoint people picker.

Note: For more information about the relationships between attribute mappings in an
LDAP directory and the other components of your environment, see the LDAP examples
chart (see page 165).

Follow these steps:

1.
2.

10.

Log on to the SiteMinder Administrative Ul.

Click Infrastructure, Directory, User Directory, Modify User Directory.
A list of user directory connections appears.

Click the option button for your user directory, and then click Select.
The Modify User directory page appears.

Click Create.

The create attribute mapping page appears.

Verify that the Create a new object of type Attribute Mapping option button is
selected, and then click OK.

Click the name field, and enter the following name:

smusergroups

Verify that the Alias option button is selected, and then click the Definition field.
Enter the following definition:

description

Click OK.

The Modify User directory page appears.
Click Submit.

The attribute mapping is created.
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Create Attribute Mappings for Group-based Claims in Active Directory

You can also create attribute mappings based on a group of users. Use the
Administrative Ul to create an attribute mapping that defines how SiteMinder searches
for group claims through the SharePoint people picker.

Note: For more information about relationships between attribute mappings in an
Active Directory server and other components of your environment, see the Active
Directory examples table (see page 167).

Follow these steps:

1. Logon to the SiteMinder Administrative Ul.

2. Click Infrastructure, Directory, User Directory, Modify User Directory.
A list of user directory connections appears.

3. Click the option button for your user directory, and then click Select.
The Modify User directory page appears.

4. Click Create.
The create attribute mapping page appears.

5. Verify that the Create a new object of type Attribute Mapping option button is
selected, and then click OK.

6. Click the name field, and enter the following name:
smusergroups
7. Verify that the Alias option button is selected, and then click the Definition field.
8. Enter the following definition:
name
9. Click OK.
The Modify User directory page appears.
10. Click Submit.

The attribute mapping is created.
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Role Claims

You can also configure any number of claims in Name=Value format. These name/value
pairs are often named role claims.

Role claims are found by reading a configurable attribute on the user record in your user
directory. You can then assign any name you want for the claim. For example, you can
name a claim “userrole” and configure it to point to the “employeeType” attribute in
your LDAP directory.

After authentication the Agent for SharePoint creates a name/value pair such as
“userrole=manager” for the claim. If the "employeeType" attribute for the
authenticated user contains the value named manager, SharePoint allows the user
access to the resource.
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Create an Attribute Mapping for a Role-based Claims in LDAP Directories

You can also create attribute mappings based on user roles. Use the Administrative Ul to
create an attribute mapping that defines how SiteMinder searches for role-based claims
through the SharePoint people picker.

Note: For more information about the relationships between attribute mappings in an
LDAP directory and the other components of your environment, see the LDAP examples
chart (see page 165).

Follow these steps:

1. Logon to the SiteMinder Administrative Ul.

2. Click Infrastructure, Directory, User Directory, Modify User Directory.
A list of user directory connections appears.

3. Click the option button for your user directory, and then click Select.
The Modify User directory page appears.

4. Click Create.
The create attribute mapping page appears.

5. Verify that the Create a new object of type Attribute Mapping option button is
selected, and then click OK.

6. Click the name field, and enter the following name:
userrole
7. Verify that the Alias option button is selected, and then click the Definition field.
8. Enter the following definition:
employeeType
9. Click OK.
The Modify User directory page appears.
10. Click Submit.
The attribute mapping is created.

11. (Optional) Create more role-based mappings to suit your needs.
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Create an Attribute Mapping for a Role-based Claims in Active Directory

You
crea
thro

can also create attribute mappings based on user roles. Use the Administrative Ul to
te an attribute mapping that defines how SiteMinder searches for role-based claims
ugh the SharePoint people picker.

Note: For more information about relationships between attribute mappings in an
Active Directory server and other components of your environment, see the Active
Directory examples table (see page 167).

Follow these steps:

1.
2.

10.

11.

Log on to the SiteMinder Administrative Ul.

Click Infrastructure, Directory, User Directory, Modify User Directory.
A list of user directory connections appears.

Click the option button for your user directory, and then click Select.
The Modify User directory page appears.

Click Create.

The create attribute mapping page appears.

Verify that the Create a new object of type Attribute Mapping option button is
selected, and then click OK.

Click the name field, and enter the following name:

userrole

Verify that the Alias option button is selected, and then click the Definition field.
Enter the following definition:

countryCode

Click OK.

The Modify User directory page appears.

Click Submit.

The attribute mapping is created.

(Optional) Create more role-based mappings to suit your needs.
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Install Claims Provider
If you are not the user who installed or configured SharePoint, you need one of the
following privileges to run the Claims Provider installer:
m  Administrator for the local server
m  Administrator for the group
®m  Farm Administrator (for any SharePoint farms)
If you are installing your Claims provider on a new SharePoint farm, install the claims
provider on your SharePoint central administration server. If you add any additional
SharePoint servers to your farm later, install the claims provider on each SharePoint
server you add.
Follow these steps:
1. Logon to your SharePoint central administration server.
2. Copy the installation program from the download location on the CA Support site.
3. Locate the following executable:
ca-spclaims-version-win64.exe
4. Right-click the executable, and then select Run as administrator.
The installation program starts.
5. Follow the installation wizard.
6. Restart your system after the installation finishes.

The Claims provider is successfully installed.
More information:

Locate the SiteMinder Agent for SharePoint Platform Support Matrix (see page 380)
Locate the Installation Media (see page 381)

Verify Claims Provider Installation

Follow these steps:

1. Start SharePoint 2010 Central Administration from Start, Programs, Microsoft
SharePoint 2010 Products.

2. Click System Settings.
The Central Administration>System Settings page appears.
3. Click Manage Farm Solutions, in the Farm Management section.

The Central Administration>Solution Management page appears and the status of
the Claims Provider is shown as Deployed.
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How to Configure the Claims Provider

Afte

r you install the SiteMinder Claims provider, add the claims search service and

update the claims provider of the trusted identity token issuer:

Follow these steps:

1.
2.

Afte

Update the claims provider of the trusted identity token issuer (see page 180).

Add the Claims search service (see page 181).

r you add the Claims Search service, you can also configure the Claims Provider to

suit your needs with any of the following optional procedures:

Create SharePoint policies with place holders for expected directory attribute
values. (see page 183)

Change how directory attributes appear in the SharePoint people picker (see
page 184).

Update the Claims Provider of the Trusted Identity Token Issuer

The

Update-SMTrustedldentityTokenlssuer command updates the claims provider of a

trusted identity token issuer to CASiteMinderClaimProvider.

Follow these steps:

1.

Click Start, All Programs, Microsoft SharePoint 2010 Products, the SharePoint 2010
Management Shell.

The SharePoint 2010 Management Shell command prompt appears.
Navigate to the following directory:

C:\Program Files\CA\SharePointClaimsProvider\scripts

Enter the update command. This command has the following format:

Update-SMTrustedIdentityTokenIssuer.psl —TrustedIdentityTokenIssuer
“Name of Trusted Identity Provider registered with SharePoint”

TrustedldentityTokenlssuer

Specifies the name of the SiteMinder trusted identity token issuer (trusted
login provider) to update.

Example:

.\Update-SMTrustedIdentityTokenIssuer.psl —TrustedIdentityTokenIssuer
“SiteMinder Federation”

The SharePoint central administration server is updated with the new claims
provider of the trusted identity token issuer.
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Add Claims Search Web Service

Add the claims search web service used in the Agent for SharePoint to specific
SharePoint web applications by executing the Add-SMClaimSearchService command.
The changes made by this script are reflected across the SharePoint Farm.

Follow these steps:

1.

Click Start, All Programs, Microsoft SharePoint 2010 Products, the SharePoint 2010
Management Shell.

The SharePoint 2010 Management Shell command prompt appears.
Navigate to the following directory:

C:\Program Files\CA\SharePointClaimsProvider\scripts

Enter the add command. This command has the following format:

ADD-SMClaimSearchService.psl —WebApplication <URL of web application>
—claimSearchService <URL of claim search service in spagent>

WebApplication
Specifies the URL of the web application.
claimSearchService

Specifies the URL of the claim search service running in Agent for SharePoint.
Example:

.\ADD -SMClaimSearchService.psl —WebApplication http://myhostname:1234
—claimSearchService
http://spagent.ca.com:2345/ClaimsWS/services/WSSharePointClaimsServiceImp
1

The claims search web service is added to the web.conf file of the web application.

Enter the add command again, to add the claims web search service to the
web.conf file of the SharePoint Central Administration.

ADD-SMClaimSearchService.psl —WebApplication <Central Administration URL>
—claimSearchService <URL of claim search service in spagent>
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WebApplication
Specifies the URL of the SharePoint Central Administration website.
claimSearchService

Specifies the URL of the claim search service running in the Agent for
SharePoint. Add the port number you specified for the Claims WS of the Agent
for SharePoint when you ran the Configuration wizard to the end of the URL.

Example:

.\ADD-SMClaimSearchService.psl —WebApplication
http://SharePoint_server_name:1221 —claimSearchService
http://spagent.ca.com:2345/ClaimsWS/services/WSSharePointClaimsServiceImp
1

The claims search web service is added to the web.conf file of the SharePoint
Central Administration.

More information:

Agent for SharePoint Configuration Wizard Information Worksheet (see page 377)
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Create SharePoint Policies with Placeholders for Expected Directory Attributes

The Agent for SharePoint has a client loopback feature that lets you create policies in
your SharePoint environment using directory attribute values that do not yet exist.

For example, suppose that your directory server contains an attribute named
employeeType, and the employeeType attribute uses one of the following values for
each user:

® Employee
m  Contractor
®  Manager

®m  Executive

For example, suppose you want to create an attribute value for the employeeType
attribute named Vendor in your directory servers to use with SharePoint.

If a different group in your organization manages the directory servers, that task is
beyond your control. The Claims Provider creates placeholders for the new attribute
values using the loopback feature.

In this example, use the loopback feature so that the Vendor attribute value exists in
your SharePoint environment it appears in the directory servers. New attribute values
let you create SharePoint policies whenever you want, without waiting for your
administrator to add the actual attribute values to your directory.

Follow these steps:

1. Click Start, All Programs, Microsoft SharePoint 2010 Products, SharePoint 2010
Management Shell.

The management shell command line window opens.
2. Navigate to the following directory:
C:\Program Files\CA\SharePointClaimsProvider\scripts
3. Enter the following command:
.\Set-SMClaimProviderConfiguration.psl -EnablelLoopBackSearch
Loopback search is enabled.
4. Use the SharePoint people picker to search the new attribute values you want.

A placeholder for the new attribute value is added to SharePoint using the loopback
search function.

5. Repeat Step 4 to add additional placeholders for more attribute values.

6. (Optional) After adding your placeholders, disable support for the loopback search
function by doing the following steps:

a. RepeatSteps1and 2.
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b. Enter the following command:

.\Set-SMClaimProviderConfiguration.psl -DisablelLoopBackSearch

Loopback search is disabled.

Change How Directory Attributes Appear in the SharePoint People Picker

You can customize how certain directory attributes from your SiteMinder user
directories appear in the SharePoint people picker.
Change how directory attributes appear in the SharePoint people picker

1. Click Start, All Programs, Microsoft SharePoint 2010 Products, SharePoint 2010
Management Shell.

The management shell command line window opens.
2. Navigate to the following directory:

C:\Program Files\CA\SharePointClaimsProvider\scripts

3. Enter the .\Set-SMClaimProviderConfiguration.ps1 command with one of the
following options:

-UserNameFormat

Specifies how the user names for which you search appear in the SharePoint
people picker. Use one of the following options:

ValueOnly

Displays only the value of the identifier claim attribute in your directory
server associated with the user. For example, if your uid is user_number,
then only user_number appears in your search results.

Example: user_0001
DisplaynameOnly

Displays only the name of the user, using the format specified in your
SiteMinder directory.

Example: last_name_of user, first_name_of _user
DisplaynameAppended

Displays the name of the user, and the value of the identifier claim
attribute in your directory server associated with the user.

Example: user_0001 (last_name_of user, first_name_of user)
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-GroupNameFormat

Specifies how the group names for which you search appear in the SharePoint
people picker. Use one of the following options:

ValueOnly

Displays only the domain name (DN) value of the group claim attribute in
your directory server associated with the user.

Example: OU=group_0001, DC=example, DC=COM
DisplaynameOnly

Displays only the name of the group, using the format specified in your
SiteMinder directory.

Example: group_name
DisplaynameAppended

Displays the name of the group, and the value of the group claim attribute
in your directory server associated with the user.

Example: group_name OU=group_0001, DC=example, DC=COM

The appearance of the directory attributes is changed.

Remove Claims Search Web Service

The Remove-SMClaimSearchService command removes the changes made in the
web.config file. The script identifies the modifications made by the user from the
CASiteMinderSharePoint2010Agent_ClaimsSearchServiceEndpoint file.

Follow these steps:

1.

Click Start, All Programs, Microsoft SharePoint 2010 Products, the SharePoint 2010
Management Shell.

The SharePoint 2010 Management Shell command prompt appears.
Navigate to the folloiwng directory:
C:\Program Files\CA\SharePointClaimsProvider\scripts
Enter the remove command. This command has the following format:
Remove-SMClaimSearchService.psl —WebApplication <URL of web application>
WebApplication

Specifies the URL of the web application.

Example:

.\Remove-SMClaimSearchService.psl —WebApplication http://myhostname:1234

The changes made in the web.config file are removed.
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Extend Web Applications to Different Zones for CRAWL Service
and Search Support

The

Agent for SharePoint does not support CRAWL services because the service does

not use SiteMinder cookies. The SharePoint CRAWL service uses Windows
authentication, and the Agent for SharePoint uses claims authentication. Because the
SharePoint CRAWL service cannot respond to the authentication challenge the Agent for
SharePoint makes, the Agent for SharePoint denies the request. When this denial
occurs, the connection to the CRAWL service or the search times out.

Follow these steps:

1.

Extend the SharePoint web application with which you want to use the crawl
service to a different zone.

Configure the extended web application (from Step 1) to use Integrated Windows
(IWA or NTLM) authentication.

Configure the CRAWL service to use the URL of the extended SharePoint web
application (from Step 1).

Extending the web application to another zone provides protection of the web
application with the Agent for SharePoint while supporting the CRAWL service and
search functions.

How to Set Log Files, and Command-line Help to Another

Landuage

The

following components support log files, and command-line help in other languages:
The Policy Server

The Web Agent

The Report Server

The CA SiteMinder Agent for SharePoint

The CA SiteMinder SPS

Agent for SharePoints

Any custom software that is created with the SiteMinder SDK.
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The following graphic describes the work flow for setting log files, and command-line
help to another language:

How to Set Log Files, and Command-line Help to
Another Language

> Determine the
U ! IANA code for
e your language

Administrator I

Operating
Environment?

Windows UNIBX/Linux
Set the locale Set the locale
variable on variable on UNIX or
‘Windows operating Linux operating
environments environments

h 4
(Optional) Verify the
Locale Variable
Setting on Windows
Operating
Environments

Set other
components to
the same
anguage?,

Yes Mo Complete

Follow these steps:

1. Determine the IANA code for your language (see page 188).

2. Create the environment variable for your operating environment using one of the
following procedures:

m Setthe locale variable on Windows operating environments (see page 189).

m Setthe locale variable on UNIX or Linux operating environments (see
page 191).

3. (Optional) Verify the locale variable setting on windows operating environments
(see page 190).

4. (Optional) Repeat Steps 1 through 3 to set any other components in your
environment to the same language.
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Determine the IANA Code for Your Landguage

Each language has a unique code. The Internet Assigned Numbers Authority (IANA)
assigns these language codes. Adding a language code to a locale variable changes the
language that the software displays. Determine the proper code for the language that
you want before creating the locale variable.

The following table lists the IANA codes that correspond to the languages supported by
the software:

Language IANA Code
Brazilian Portuguese pt_BR
French fr

German de

Italian it
Japanese ja

Korean ko
Simplified Chinese zh-Hans
Spanish es

Note: A list of IANA language codes is available from this third-party website.

Environment Variables
The environment variables are settings by which users can customize a computer to suit
their needs. Examples of environment variables include the following items:
m  Adefault directory for searching or storing downloaded files.
®  Ausername.
m  Alist of locations to search for executable files (path).
Windows operating environments allow global environment variables, which apply to all

users of a computer. The environment variables on UNIX or Linux operating
environments must be set for each user or program.

To set the locale variable, pick the procedure for your operating environment from the
following list:

m  Setthe locale variable on Windows operating environments (see page 189).

m  Set the locale variable on UNIX or Linux operating environments (see page 191).
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Set the Locale Variable on Windows Operating Environments

The following locale variable specifies the language settings for the software:
SM ADMIN LOCALE

Create this variable and set it to the language that you want. Set this variable on each
component for which you want to use another language. For example, suppose you
want to have a Policy Server and an agent that is set to French. Set this variable on both
of those components to French.
Note: The installation or configuration programs do not set this variable.
Follow these steps:
1. Click Start, Control Panel, System, Advanced system settings.

The system properties dialog appears.
2. Click the Advanced tab.
3. Click Environment Variables.
4. Locate the System variables section, and then click New.

The New System Variable dialog opens with the cursor in the Variable name: field.
5. Type the following text:

SM ADMIN LOCALE

6. Click the Variable name: field, and then type the IANA language code (see page 188)
that you want.

7. Click OK.

The New System Variable dialog closes and the SM_ADMIN_LOCALE variable
appears in the list.

8. Click OK twice.
The locale variable is set.

9. (Optional) Repeat Steps 1 through 8 to set other components to the same language.
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Verify the Locale Variable Value on Windows Operating Environments

You can very the value to which the locale variable is set at any time. You can do this
procedure after setting the variable to confirm that it is set correctly.

Note: Instructions for verifying the variable value on UNIX and Linux are in the setting
procedure (see page 191).
Follow these steps:
1. Open acommand-line window with the following steps:
a. Click Start, Run.
b. Type the following command:
cmd
c. Click OK.
A command-line window opens.
2. Enter the following command:
echo %SM ADMIN LOCALES

The locale appears on the next line. For example, when the language is set to
German, the following code appears:

de

The value of the locale variable is verified.
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Set the Locale Variable on UNIX or Linux Operating Environments

The following locale variable specifies the language settings for the software:

SM_ADMIN_LOCALE

Create this variable and set it to the language that you want. Set this variable on each
component for which you want to use another language. For example, suppose you
want to have a Policy Server and an agent that is set to French. Set this variable on both
of those components to French.

Note: The installation or configuration programs do not set this variable.

Follow these steps:

1.
2.
3.

Log in to the computer that is running the component that you want.
Open a console (command-line) window.

Enter the following command:

export SM ADMIN LOCALE=IANA language code

The command in the following example sets the language to French:
export SM ADMIN LOCALE=fr

The locale variable is set.

(Optional) Verify that the locale variable is set properly by entering the following
command:

echo $SM ADMIN LOCALE

The locale appears on the next line. For example, when the language is set to
German, the following code appears:

de

(Optional) Repeat Steps 1 through 4 to set other components to the same language.
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Chapter 11: Advanced Options

This section contains the following topics:

How to Enable SSL for the Agent for SharePoint (see page 194)

How to Configure Multiple User Directories (see page 239)

How to Configure Single Logout on SharePoint 2010 (see page 259)

How to Configure SLO for SharePoint 2013 (see page 269)

How to Monitor Data with CA Introscope (see page 283)

How to Use the Session Linker (see page 293)

How to Replace the Certificates for your SiteMinder Trusted Identity Provider (see page
299)

Virtual Hosts with the Agent for SharePoint (see page 305)

How to Modify the Sign-In URL of your SiteMinder Trusted Identity Provider (see page
316)

Configure the Agent for SharePoint for Web Applications That Use NTLM Authentication
(see page 321)
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How to Enable SSL for the Adent for SharePoint

The procedure for enabling Secure Sockets Layer (SSL) communications on the Agent for
SharePoint has the following parts:

m  Protecting the ClaimsWS service with SSL

m  Configuring the mutual trust relationship between the ClaimsWS and the
SiteMinder claims provider.

m  Configuring the Agent for SharePoint (reverse proxy) server for SSL.

The following graphic describes these procedures:
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How to Enable SSL on the Agent for SharePoint
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Follow these steps:
1. Enable SSL for the ClaimsWS service with the following steps:

a. Verify the prerequisites (see page 197).

b. Create the JCEKS key store and private key (see page 198).

c. Create a certificate signing request and submit it to a certificate authority (see
page 200).

d. Generate the certificates by processing the request at the certificate authority
(see page 202).

e. Download and import the certificate chain (see page 203).

bl

Define the Key Store and the SSL ports (see page 204).

g. Generate an SSLConfig.properties file (see page 205).
h

Restart the Agent for SharePoint (see page 205).

i. Add atrusted root authority to your SharePoint farm (see page 208).

2. Configure the mutual trust relationship between the SiteMinder claims provider
and the ClaimsWS service with the following steps:

a. Request a client authentication certificate (see page 209).

b. Generate the client authentication certificate (see page 211).

c. Verify your certificate approval and install the client authentication certificate
(see page 212).

d. Add the certificate snap-ins (see page 213).

e. Exportthe client authentication certificate from the current user certificate
store (see page 214).

f. Import the client authentication certificate into the local computer certificate
store (see page 215).

g. Install the client certificate on your SharePoint servers (see page 216).

Grant application pool identities for sharepoint web applications permissions to
the client certificate (see page 217).

3. Register the Claims WS service with the following steps:

a. Register the claims search service end point on all web front-end (WFE) servers
(see page 218).

b. Install the client authentication certificate on your Agent for SharePoint (see
page 221).

c. Update the SSLConfig.properties file (see page 222).

d. Restart the Agent for SharePoint (see page 205).
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4. Configure the Agent for SharePoint server for SSL with the following steps:

a. Modify the SSL configuration file for your Agent for SharePoint (see page 225).

b. Generate a private unencrypted RSA server key for each virtual site (see
page 227).

c. Generate and submit certificate signing requests (see page 229).

d. Download and install the certificates from your certificate authority (see
page 230).

e. Accommodate your SSL sites by modifying the proxy rules (see page 231).

f.  Enable SSL on your Agent for SharePoint (see page 232).

g. Runthe connection wizard (see page 232).

h. Create alternate access mappings for your port-based virtual sites (see
page 235).

i. Modify the ConfigSSL.bat file (see page 236).

j. Modify your authentication scheme (see page 236).

k. Restart the Agent for SharePoint (see page 205).

Verify the Prerequisites
The first step in protecting the ClaimsWS service is verifying the prerequiites.

Verify the following prerequisites before protecting the Claims WS service with SSL:

®m  Farm administrator privileges and local administrator privileges for each SharePoint
server in the farm.

m  The java_home variable in your environment points to the proper JDK installation
directory.
For example, if you are using Java 1.6, your java_home variable must point to the
installation directory for the Java 1.6 JDK.

m  For UNIX/Linux operating environments, verify the following conditions:

- The Agent for SharePoint environment variables are exported to your
environment. Run the following script:

Agent -for-SharePoint home\ca sps env.sh
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Create the JCEKS Key Store and Private Key

The next step in protecting the ClaimsWS service is creating a JCEKS key store and
private key.

The JCEKS key store is a repository for the certificates and their related private keys. The
certificates that you create are stored in the JCEKS key store. Creating a key store also
creates a server certificate. This process requires the following information:

m  An alias (nickname) for the server certificate you are requesting.

m A password for the JCEKS key store.

m  The fully qualified domain name of the server hosting your Agent for SharePoint
m  The name of your organizational unit (department or group)

m  The name of your organization.

®m  The locality of your organization.

m  The two-letter state and country codes for your organization.

Follow these steps:
1. Login to the system hosting your Agent for SharePoint.
2. Open acommand-line window.
3. Navigate to the following directory:
Agent for SharePoint home\SSL\keys
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

4. Run the following command:

keytool -genkeypair -keyalg RSA -keystore .\ServerCert.jceks -alias Alias Name
-storetype JCEKS -storepass keystore password

The following table lists the prompts from the JCEKS keytool utility and sample
responses:

Keytool Prompt: Sample Response: Purpose:

What is your First and Last |agentforsharepointserver.exa | Fully qualified domain
Name? mple.com name (FQDN) of the
server hosting your Agent
for SharePoint.
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What is your support Department or group

Organizational Unit? name

What is your Organization? | example Name of your
organization

What is your City or Your City City or Town

Locality?

What is your State? YS Two-letter state or
province abbreviation

What is your Country YC Two-letter country code

Code?

The keytool utility displays a confirmation resembling the following example:

Is the following correct:
cn=agentforsharepointserver.example.com,ou=support,o=example, l=Your

City, st=YS,c=YC
5. Enteryes.

The keystore and private key are created.

6. Leave the command-line window open, and continue with the next step of creating

a certificate request.
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Create a Certificate Signing Request and Submit It to a Certificate Authority

The next step in protecting the ClaimsWS service involves creating a certificate signing
request for the server certificate in your JCEKS key store.

A signing request submits the certificate to a certificate authority. The certificate
authority validates (signs) the certificate. Certificates that are signed third-party
certificate authorities are considered more secure than self-signed certificates.

Self-singed certificates are acceptable for evaluation or testing environments.

To submit a certificate signing request, you need the following information:
m  The alias of your server certificate for the Agent for SharePoint.
m  Afile name for your certificate request (.csr file).

m  The password for your JCEKS key store.

Follow these steps:
1. Create a certificate signing request with the following command:

keytool -certreq -v -alias Alias Name -sigalg MD5withRSA -file
.\file name of certificate request.csr -keypass keystore password -keystore
ServerCert.jceks -storepass keystore password -storetype JCEKS

The keytool utility produces a certificate signing request similar to the following
example:

MIIBrzCCARgCAQAwbzELMAKGA1UEBhMCVVMxCzAJBgNVBAgTAk1BMRMWEQYDVQQHEWpGCmFtaWsn
aGFtMQswCQYDVQQKEwIDQTEPMAOGAIUE CXxMGUO1URVNUMSAWHg YDVQQDEXdzbXNwcz IwMTAuc210

dsrzKgtNaqym7DrkSql7LsUGcsACUp1K4PU6t3P16CKvagspJl18zwTqTRpkGtbubemvEwpcQveuW
k27Y00CZ4XDzFxtpAnvIEI17L4N4QHHXxXCa8kIULOdGtI4vD

2. Copy the entire certificate signing request.

3. Close the command-line window.
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Submit the certificate signing request to a certificate authority with the following
steps:

Note: This procedure demonstrates submitting a request to a Microsoft Active
Directory Certificate Services certificate authority.

a. Open your Web browser, and then navigate to the following URL:

https://fully qualilfied domain _name of server running active directory c
ertificate services/certsrv

Note: An example of such a URL is
http://certificateauthority.example.com/certsrv.

b. Click Request a certificate.
c. Click the advanced certificate request link.
d. Click the Create and submit a request to this CA.
e. An Advanced Certificate Request form appears.
f. Complete the form by doing the following tasks:
m  Submitting a request for a PKCS # 7 file.
m  Copying your certificate signing request into the field

Note: Under the type of certificate needed drop-down list, verify that Client
Authentication Certificate appears.

g. Click Submit.
A confirmation dialog appears.
h. Click Yes.

The request is submitted. Note your request ID for future reference.
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Generate the Certificates by Processing the Request at the Certificate Authority

The next step in protecting the ClaimsWS service is having a certificate authority process
your request.

After the certificate authority receives your certificate signing request, they will process
the request and will return the signed certificate.

Some organizations use third-party certificate authorities to sign their certificate
requests. Other organizations could possibly have an internal group that operates a
certificate authority.

The following procedure demonstrates the process for approving a certificate with
Microsoft Active Directory Certificate services:

Follow these steps:

Certificate administrators approve or reject certificate requests. Certificate
administrator privileges are separate from the Administrator privileges in the Windows
operating environment. Not all users who have accounts on the computer hosting
Active Directory Certificate services have sufficient privileges to approve or reject
certificates.

Use this procedure if you have certificate administrator privileges. Otherwise, ask the
certificate administrator in your organization to issue the certificate for you.
Follow these steps:

1. Loginto the web server hosting the Active Directory Certificate services using an
account with Certificate administrator privileges.

2. Click Start, Administrative Tools, Certification Authority.
The certsrv snap-in appears.

3. Click the name of the certification authority, and then click the pending request
folder.

A list of pending certificate requests appears.
4. Right-click the request ID associated with the request for the client certificate.
5. From the context menu, select All Tasks, Issue.

The certificate is issued.

Continue with the next step of downloading and importing the certificate.
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Download and Import the Certificate Chain

The next step in protecting the ClaimsWS service is downloading and importing the
certificate chain.

After your certificate has been signed, download and install the following items to the

server hosting your Agent for SharePoint:

m  The signed certificate.

m  The certificate chain (any additional certificate-authority certificates that your
certificate-authority issued).

The certificate chain validates your certificate to the web browsers of your users.

This process requires the following information:
m  The alias (nickname) of the server certificate you are requesting.

m  The password for the JCEKS key store.

Follow these steps:
1. Login to the server hosting your Agent for SharePoint.

2. Download the following files with the same Web browser from which sent the
certificate signing request:

m certnew.cer (your signed certificate)
m certnew.p7b (the certificate chain)

3. Move the files that you downloaded in Step 2 to the following directory:
Agent for SharePoint home/SSL/keys

4. Import the certificate chain into the keystore with the following command;

keytool -importcert -v -noprompt -alias Alias Name -file .\certnew.p7b -keypass
keystore password -keystore ServerCert.jceks -storepass keystore password
-storetype JCEKS

5. Continue with the next step of defining the claims store and the SSL ports.
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Define the KeyStore and the SSL Ports

The next step in protecting the ClaimsWS service is defining the key store and SSL ports.
After downloading and importing the certificate chain to the server hosing the Agent for
SharePoint, add the following settings:

m  The local SSL port number (defined when you ran the SharePoint Connection
wizard).

m  The path to the key store on the server that is hosting the Agent for SharePoint.
These settings are defined in the server.conf file.

Follow these steps:

1. Open the following file with a text editor:
Agent_for SharePoint_home\proxy-engine\conf\server.conf
Locate the following section of the file:
<localapp>

2. Inthe <localapp> section, locate the following line:
#local.https.port=port number

3. Remove the # from the beginning of the previous line.

4. Verify that the port number following the equal sign matches what you entered for
the Claims WS service SSL port in the SharePoint connection wizard. If you defined
port number 2525 for your connection, the edited line would match the following
example:

local.https.port=2525
5. Locate the following line:
#local.https. keyStoreFileName="tomcat.keystore"
6. Remove the # from the beginning of the previous line.

7. Replace the tomcat.keystore with the relative path to the keystore you created for
the keys and certificates that are associated with the Claims WS service. If the
relative path to your keystore is ServerCert.jceks, then the edited line would match
the following example:

local.https.keyStoreFileName="ServerCert.jceks"
8. Save the file and close text editor.

9. Continue with the next step of generating an SSLConfig.properties file.
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Generate an SSLConfig.properties File

The next step of protecting the ClaimsWS service involves generating an
SSLConfig.properties file for the keystore.

Follow these steps:
1. Onthe server hosting your Agent for SharePoint, open a command-line window.
2. If you have not yet created the TrustStore, run the following command:

GenerateSSLConfig -keystorepass keystore password

3. When prompted, enter the following values:
m  keystore_password (keystore password)
m false (Enable Client Authentication)

Important! Do not enable client authentication yet.

Restart the Agent for SharePoint

Starting or stopping the Agent for SharePoint involves the following separate
procedures:

1. Changing the value of EnableWebAgent in the WebAgent.conf file (see page 107).

2. Changing the state of the related services on the computer running the Agent for
SharePoint (see page 108).
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Change the Value of the EnableWebAdent Parameter
Change the value of the EnableWebAgent parameter to accomplish either of the
following tasks:
m  Start the Agent for SharePoint when the related services start.

m  Stop the Agent for SharePoint when the related services start.

Follow these steps:
1. Open the following file with a text editor:
Agent -for-SharePoint home\proxy-engine\conf\defaultagent\WebAgent.conf
2. Locate the following line:
EnableWebAgent="NO"
3. Change the value inside the quotation marks to one of the following values:

m  YES to start the Agent for SharePoint after the services start. Your resources are
protected.

m  NO to stop the Agent for SharePoint after the services start. Your resources are
not protected.

4. Change the state of the related services on your Agent for SharePoint (see
page 108).
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Change the States of the Services on your Agent for SharePoint

You can change the states of the related services on your Agent for SharePoint.

Note: To start or stop your Agent for SharePoint, change the value of the
EnableWebAgent parameter first (see page 107).

Follow these steps:

1.

To change the states of the related services, select one of the following procedures:
m  For Windows operating environments, go to Step 2.

m  To start the Agent for SharePoint on UNIX operating environments, go to Step
3.

m To stop the Agent for SharePoint on UNIX operating environments, go to Step
4.

For Windows operating environments, do the following steps:
a. From the Windows Start menu navigate to Administrative Tools, Services.
The Services dialog appears.
b. Scroll down the list of services and select SiteMinder Agent for SharePoint.
c. From the Action menu, select All Tasks and select the command that you want.
d. Repeat Step b for SiteMinder Agent for SharePoint Proxy Engine.
The states of the services and Agent for SharePoint are changed.

To start the Agent for SharePoint on UNIX operating environments, do the following
steps.

a. Loginasarootuser.

b. Navigate to the following directory:
Agent-for-SharePoint home/proxy-engine

c. Run the following command:

./sps-ctl start

The service and the Agent for SharePoint start. The Agent for SharePoint stops
or starts according to the value you set in the EnableWebAgent parameter (see
page 107).

To stop the Agent for SharePoint on a system running UNIX, do the following steps:
a. Navigate to the following directory:

Agent-for-SharePoint home/proxy-engine
b. Run the following command:

./sps-ctl stop

The service and the Agent for SharePoint stop.

Chapter 11: Advanced Options 207



How to Enable SSL for the Adent for SharePoint

Add a Trusted Root Authority to your SharePoint Farm

The

next step in protecting the ClaimsWS service is adding a trusted root authority to

your SharePoint farm.

Your SharePoint farm requires a new trusted root authority to identify and authenticate
the information that it receives from the claims service. Create a trusted root authority
on your SharePoint 2010 central administration server.

Follow these steps:

1.

A

10.

Copy the certificates for the ClaimsWS service from the system hosting your Agent
for SharePoint, to a directory on your SharePoint central administration server.
Include the signed certificate that you downloaded from your certificate authority
(certnew.cer file) and all the certificates in the certificate chain (certnew.p7b).

Open the SharePoint 2010 central administration site.
Click Security.

Under General Security, click Manage trust.

Click New.

The Create Trusted Relationship dialog appears.
Enter a name for the trust relationship.

Click the Browse button next to the Root Authority Certificate, and then locate the
certificate that you copied over in Step 1.

Click OK.

Repeat Steps 1 through 8 for each Certificate Authority certificate in your certificate
chain. For example, if your certificate chain includes three certificates, repeat this
step three times.

The trusted root authority is created.

Continue by configuring the mutual trust relationship between the SiteMinder
claims provider and the ClaimsWS.
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Request a Client Certificate
A mutual trust relationship between the following components is required for secure
communications:
m  The SharePoint claims search service.
m  The SiteMinder claims provider.
The first step in creating this relationship is requesting a client authenticate certificate.
This certificate is installed on all SharePoint web front-end (WFE) servers. The client

authentication certificate allows the ClaimsWS service to verify the identities of the WFE
servers.

Several third-party tools are available for creating certificates. This procedure provides
one possible example using Active Directory Certificate services and IIS 7.

If your organization uses different tools or procedures to create client certificates, use
those tools or procedures instead.

If you already have a client authentication certificate, skip this procedure.

Follow these steps:
1. Open aWeb browser (from a system running an IIS web server).
2. Navigate to the following URL:

https://fully qualilfied domain name of server running active directory certi
ficate services/certsrv

An example of such a URL is http://certificateauthority.example.com/certsrv.
3. Click Request a certificate.
The Request a certificate screen appears.
4. Click the advanced certificate request link.
5. Click the Create and submit a request to this CA.
An Advanced Certificate Request form appears.
6. Complete the form, using the following examples as a guide:

Name: SiteMinderClaimsProvider

E-Mail: admin@support.example.com

Company: Example

Department: Support

City: your city

State: your state

Country/Region your country

Type of Certificate Needed: Client Authentication Certificate
Mark keys as exportable: ENABLED

Friendly Name: SiteMinderClaimsProvider
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Note: Under the type of certificate needed drop-down list, verify that Client
Authentication Certificate appears.

7. Click Submit.
A confirmation dialog appears.

8. Click Yes.
The request is submitted.

9. Note the following items for future reference:
m  YourrequestID.

m  Verify the status of your request using the same browser within ten days.
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Generate the Client Authentication Certificate

The next step in configuring a mutual trust relationship between the claims search
service and the claims provider is generating the client authentication certificate.

The next step in protecting the ClaimsWS service is having a certificate authority process
your request.

After the certificate authority receives your certificate signing request, they will process
the request and will return the signed certificate.

Some organizations use third-party certificate authorities to sign their certificate
requests. Other organizations could possibly have an internal group that operates a
certificate authority.

The following procedure demonstrates the process for approving a certificate with
Microsoft Active Directory Certificate services:

Follow these steps:

Certificate administrators approve or reject certificate requests. Certificate
administrator privileges are separate from the Administrator privileges in the Windows
operating environment. Not all users who have accounts on the computer hosting
Active Directory Certificate services have sufficient privileges to approve or reject
certificates.

Use this procedure if you have certificate administrator privileges. Otherwise, ask the
certificate administrator in your organization to issue the certificate for you.
Follow these steps:

1. Loginto the web server hosting the Active Directory Certificate services using an
account with Certificate administrator privileges.

2. Click Start, Administrative Tools, Certification Authority.
The certsrv snap-in appears.

3. Click the name of the certification authority, and then click the pending request
folder.

A list of pending certificate requests appears.
4. Right-click the request ID associated with the request for the client certificate.
5. From the context menu, select All Tasks, Issue.

The certificate is issued.

Continue with the next step of downloading and importing the certificate.
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Verify Your Certificate Approval and Install Your Client Authentication Certificate

The

next step in creating a mutual trust relationship is verifying your approval and

installing your client authentication certificate. Your IIS web server must have the client
authentication certificate installed first before installing it on any SharePoint central
administration or web front-end (WFE) servers.

Verify the status of your certificate request using the same IIS web server and Web
browser from which you submitted the request. If your certificate is approved, install
the certificate on your IIS web server first.

Follow these steps:

1.

Open the same Web browser that you used to request your certificate on your
system hosting an 1IS web server.

Navigate to the following URL:

https://fully qualilfied domain_name of server running active directory certi
ficate services/certsrv

An example of such a URL is https://certificateauthority.example.com/certsrv.
Click View the status of a pending certificate request.

A list of your certificate requests appears.

Click the link for your certificate request.

The Certificate Issued screen appears. If it does not, contact the certificate
administrator in your organization for more information.

Click the Install Certificate link.
A confirmation dialog appears.
Click Yes.

The certificate is installed under My User Account on your IIS web server. Continue
with the next step of installing the certificate snap-ins on your IIS web server.
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Add the Certificate Snap-ins

The next step for creating a mutual trust relationship between the Claims WS and the
SiteMinder claims provider is adding the certificate snap-ins.

The following accounts on your IIS web server require the certificate snap-in:

m  Local computer

® My user account

Follow these steps:
1. Click Start, Run.
The Run dialog appears.
2. Type mmc in the Open field, and then click OK.
The Microsoft Management console appears.
3. Click File, Add/Remove Snap-in.
The Add or Remove Snap-ins dialog appears.
4. Inthe Available snap-ins list, click Certificates, and then click Add.
The Certificates snap-in dialog appears.
5. Select the Computer account option button, and then click Next.
6. Select the Local computer option button, and then click Finish.

The Certificates snap-in dialog closes. The Certificates snap-in appears in the
Selected snap-ins list.

7. Click Certificates n the Available snap-ins list, and then click Add.
The Certificates snap-in dialog appears.
8. Select the My User Account option button, and then click Finish.
9. Click OK.
The Add or Remove Snap-ins dialog closes. The certificate snap-ins are added.

10. Save your instance of the console for future use. Otherwise, the snap-ins do not
appear in the future.
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Export the Client Authentication Certificate from the Current User Certificate
Store

The next step for creating the mutual trust relationship is exporting the client certificate
from the current user certificate store.

The Windows operating environment uses several different locations within the same
computer to store certificates. These locations vary depending on the user account
type. Installing your client authentication certificate on your IS web server placed it in
the following store:

m  Certificates, Current User, Personal, Certificates
Export the certificate from the current user certificate store so it can be added to the
other certificate stores on the computer.
Follow these steps:
1. Click Start, Run.
The Run dialog appears.
2. Type mmc In the Open field, and then click OK.
The Microsoft Management console appears.
3. Expand the console root folder, and then click "Certificates - Current User".

4. Expand "Certificates - Current User/Personal", and then double-click the
'Certificates' folder corresponding to where the certificate is stored.

A list of certificates appears.

5. Right-click your client authentication certificate, and then select All Tasks, Export.
The certificate export wizard opens.

6. Export the certificate using the Base-64 encoded X.509 (.cer) option.

The client certificate is exported. Note the location of the exported certificate.
Continue with the next step of importing the certificate into the local computer
certificate store.
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Import the Client Authentication Certificate into the Local Computer Certificate

Store

The next step for creating the mutual trust relationship is importing the client
authentication certificate into the local computer certificate store.

Import the client authentication certificate into the following certificate store on your IIS
web server.

Certificates, Local computer

Follow these steps:

1.

Copy the client authentication certificate that you exported from the current user
store to a directory on your IIS web server.

Click Start, Run.

The Run dialog appears.

Type mmc in the Open field, and then click OK.

Expand Certificates (LocalComputer)

Expand Personal.

The certificates folder appears.

Right-click the certificates folder, and then click All Tasks, Import.
Import the certificate.

The certificate appears.

Double-click the client certificate. Verify that the General tab is selected.

Note the value in the Issued to field. You need this name to register the endpoint
for the claims search service.
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Install the Client Authentication Certificate on your SharePoint Servers

The

next step in establishing the mutual trust relationship is installing the

client-authentication certificate on more servers.

Install the client authentication certificate that you exported from your IS web server
on the following servers in your SharePoint environment:

Your SharePoint central administration server.

All web front-end (WFE) servers in your SharePoint farm.

Follow these steps:

1.
2.

o v &M w

10.

Copy the exported client authentication certificate to a directory on your server.
Click Start, Run.

The Run dialog appears.

In the Open field, type mmc and then click OK.

Expand Certificates — Local Computer.

Expand Personal.

The certificates folder appears.

Right-click the certificates folder, and then click All Tasks, Import.

Import the client certificate.

The certificate appears.

Double-click the client certificate. Verify that the General tab is selected.

Note the value in the Issued to field. You need this name to register the endpoint
for the claims search service.

Repeat Steps 1 through 9 on each server in your environment (your SharePoint
central administration server and on each WFE server). For example, if you have
one SharePoint central administration server and five WFE servers, perform this
procedure six times.

The client authentication certificate is installed. Continue with the next step of
granting permissions to the application pools.
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Grant Application Pool Identities for SharePoint Web Applications Permissions to
the Client Certificate

The next step in establishing the mutual trust relationship is granting permissions to the
application pool identities associated with your SharePoint web applications.

All application pool identities that are associated with protected SharePoint web
applications need read-only permissions to the client authentication certificate. Perform
this procedure on all the following servers in your environment:

®  Your SharePoint central administration server.

m  All web front end (WFE) servers in your SharePoint farm.

Follow these steps:
1. Click Start, Run.
The Run dialog appears.
2. Inthe Open field, type mmc and then click OK.
The Microsoft Management console appears.
3. Expand the console root folder, and then click Certificates — Local Computer.

4. Locate your client certificate. Right-click your client certificate, and then select All
tasks, Manage Private keys.

The permissions dialog appears.

5. Locate the application pool identity in IIS Manager, Application Pool Section, and
then grant that identity read access to the client certificate.

6. Repeat Step 5 for all other application pool identities.

7. Repeat Steps 1 through 6 on the SharePoint central administration server and all
the WFE servers in your SharePoint farm. For example, if you have one SharePoint
central administration server and five WFE servers, perform this procedure six
times.

The permissions are granted. Continue with the next step of registering the claims
search service endpoint on all WFE servers.
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Register the Claims Search Service Endpoint on all WFE Servers

The next step in establishing the mutual trust relationship is registering the claims
search service endpoint on all WFE servers in your SharePoint farm.

Registering a new end point for the claims search service associates the secure
connection with the client authentication certificate. A PowerShell script that is installed
with the claims provider automates the registration process. Register the new end point
for all of the web front end (WFE) servers in your SharePoint environment.

Follow these steps:

1.

2.
3.

Remove any previously registered SiteMinder claims services from the WFE server
by running the following script:

SharePointClaimsProvider directory\scripts\Remove-SMClaimSearchService.psl
-WebApplication url of SharePoint web application

The following example describes removing the registration of a previous claims
search service endpoint for the following web applications:

SharePoint_webapplication.support.example.com:8189/ (runs on port 8189)
SharePoint_webapplication.support.example.com:8286/ (runs on port 8286)

.\Add-SMClaimSearchService.psl -WebApplication
http://SharePoint webapplication.support.example.com:8189/
-ClaimSerchService

https://claim_search service.support.example.com:8002/ClaimsWS/services/W
SSharePointClaimsServiceImpl -EnableSSLClientAuthentication

-ClientCertificateName SiteminderClaimsProvider

.\Add-SMClaimSearchService.psl -WebApplication
http://SharePoint webapplication.support.example.com:8286/
-ClaimSerchService

https://claim search service.support.example.com:8002/ClaimsWS/services/W
SSharePointClaimsServiceImpl -EnableSSLClientAuthentication

-ClientCertificateName SiteminderClaimsProvider

Repeat Step 1 for each SharePoint web application on the WFE server

Gather the following information:

—WebApplication url_of_SharePoint_web application

Specifies the URL associated with a SharePoint web application.
Example: http://SharePoint_webapplication.support.example.com:/ (runs on
the default port).

Example: http://SharePoint_webapplication.support.example.com:81/ (runs on
port 81).
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Example: http://SharePoint_webapplication.support.example.com:82/ (runs on
port 82).

-ClaimSearchService claims_search_service_URL
Specifies the URL of the claims search service.
Limits: If the claim search service uses SSL, specify the https: protocol.

Example:
https://claim_search_service.support.example.com:8002/ClaimsWS/services/
WSSharePointClaimsServicelmpl

—ClientCertificateName

Specifies the value in the Issued To: field of your client authentication
certificate. This client certificate protects the Claims WS (web service).

Example: SiteminderClaimsProvider
Open the SharePoint 2010 Management Shell.
Navigate to the following directory:
SharePointClaimsProvider directory\scripts
Enter the following command for your first web application:

.\Add-SMClaimSearchService.psl —WebApplication url of web application url
-ClaimSearchService https://claims search service url
-EnableSSLClientAuthentication —ClientCertificateName

name_in Issued-To: field of Certificate

The first end point is registered.

Repeat Step 4 for each SharePoint web application on the WFE server. The
following example describes registering a claims search service endpoint for the
following web applications:

m SharePoint_webapplication.support.example.com:81 (runs on port 81)
m  SharePoint_webapplication.support.example.com:82 (runs on port 82)

.\Add-SMClaimSearchService.psl -WebApplication
http://SharePoint webapplication.support.example.com81l/
-ClaimSerchService

https://claim search service.support.example.com:8002/ClaimsWS/services/W
SSharePointClaimsServiceImpl -EnableSSLClientAuthentication

-ClientCertificateName SiteminderClaimsProvider

.\Add-SMClaimSearchService.psl -WebApplication
http://SharePoint webapplication.support.example.com:82/
-ClaimSerchService

https://claim_search service.support.example.com:8002/ClaimsWS/services/W
SSharePointClaimsServiceImpl-EnableSSLClientAuthentication

-ClientCertificateName SiteminderClaimsProvider
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8. Restart your WFE server.

9. Repeat Steps 1 through 8 on all of the web front end (WFE) servers in your
SharePoint environment.

The claims serach service endpoint is registered. Continue with the next step of
creating a trusted store for the root certificate authority certificate.

220 Adent for SharePoint Guide



How to Enable SSL for the Agent for SharePoint

Install the Client Authentication Certificate on Your Agent for SharePoint

The next step in creating a mutual trust relationship is to install the client authentication
certificate on the server that runs your Agent for SharePoint.

The Agent for SharePoint needs the same client authentication certificate that you
installed on your SharePoint central administration server and your web front-end
(WFE) servers.

Follow these steps:

1.

Export the client authentication certificate from one of your WFE servers with the
following steps:

a. Logintoa WFE server that contains the client authentication certificate.
b. Click Start, Run.
The Run dialog appears.
c. Inthe Open field, type mmc and then click OK.
d. Expand Certificates — Local Computer.
e. Expand Personal.
The certificates folder appears.

f.  Right-click your client authentication certificate, and then select All Tasks,
Export.

The certificate export wizard opens.
g. Export the certificate using the Base-64 encoded X.509 (.cer) option.

The client authentication certificate is exported. Note the location of the
exported certificate.

Copy the exported client authentication certificate from your WFE server to the
following directory on the server that runs your Agent for SharePoint:

Agent for SharePoint Home/SSL/keys
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

Run the following command:

keytool -importcert -alias ClientAuthCert -file .\ClientAuthCert.cer -trustcerts
-keystore .\TrustStore.jceks -storepass keystore password -storetype JCEKS

A confirmation prompt appears.
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4. Enteryes.

The client authentication certificate is installed on the server that runs your Agent
for SharePoint. Continue with the next step of updating the SSL Configuration file.

Update the SSLConfig.properties File

The next step of the process of creating a mutual trust relationship is updating the
SSLConfig.properties file.

The server that runs your Agent for SharePoint requires a password-protected location
(trust store) for the client authentication certificate. Specify a password for the trust
store when creating it.

Follow these steps:

1. Run the following command on the server that runs your Agent for SharePoint:

GenerateSSLConfig -keystorepass keystore password -truststore
Agent for SharePoint Home\SSL\keys\TrustStore.jceks -truststorepass
truststore password

A confirmation prompt for your trust store password appears.
2. Re—enter your trust store password.

A confirmation prompt for client authentication appears.
3. Enteryes.

The SSLConfig.properties file is updated. Continue with the next step of restarting
your Agent for SharePoint.

Restart the Agent for SharePoint

Starting or stopping the Agent for SharePoint involves the following separate
procedures:

1. Changing the value of EnableWebAgent in the WebAgent.conf file (see page 107).

2. Changing the state of the related services on the computer running the Agent for
SharePoint (see page 108).
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Change the Value of the EnableWebAgdent Parameter
Change the value of the EnableWebAgent parameter to accomplish either of the
following tasks:
m  Start the Agent for SharePoint when the related services start.

m  Stop the Agent for SharePoint when the related services start.

Follow these steps:
1. Open the following file with a text editor:
Agent -for-SharePoint home\proxy-engine\conf\defaultagent\WebAgent.conf
2. Locate the following line:
EnableWebAgent="NO"
3. Change the value inside the quotation marks to one of the following values:

m  YES to start the Agent for SharePoint after the services start. Your resources are
protected.

m  NO to stop the Agent for SharePoint after the services start. Your resources are
not protected.

4. Change the state of the related services on your Agent for SharePoint (see
page 108).
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Change the States of the Services on your Agent for SharePoint

You

can change the states of the related services on your Agent for SharePoint.

Note: To start or stop your Agent for SharePoint, change the value of the
EnableWebAgent parameter first (see page 107).

Follow these steps:

1.

To change the states of the related services, select one of the following procedures:
m  For Windows operating environments, go to Step 2.

m  To start the Agent for SharePoint on UNIX operating environments, go to Step
3.

m To stop the Agent for SharePoint on UNIX operating environments, go to Step
4.

For Windows operating environments, do the following steps:
a. From the Windows Start menu navigate to Administrative Tools, Services.
The Services dialog appears.
b. Scroll down the list of services and select SiteMinder Agent for SharePoint.
c. From the Action menu, select All Tasks and select the command that you want.
d. Repeat Step b for SiteMinder Agent for SharePoint Proxy Engine.
The states of the services and Agent for SharePoint are changed.

To start the Agent for SharePoint on UNIX operating environments, do the following
steps.

a. Loginasarootuser.

b. Navigate to the following directory:
Agent-for-SharePoint home/proxy-engine

c. Run the following command:

./sps-ctl start

The service and the Agent for SharePoint start. The Agent for SharePoint stops
or starts according to the value you set in the EnableWebAgent parameter (see
page 107).

To stop the Agent for SharePoint on a system running UNIX, do the following steps:
a. Navigate to the following directory:

Agent-for-SharePoint home/proxy-engine
b. Run the following command:

./sps-ctl stop

The service and the Agent for SharePoint stop.
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Modify the SSL Confiduration File for Your Adent for SharePoint

This section describes configuring secure communications between your Agent for
SharePoint reverse proxy and the Public URLs of your SharePoint web applications.

The first step in configuring the reverse proxy for secure communications is modifying
the SSL configuration file.

The SSL configuration file requires the following modifications:

Add listening directives for each SSL port.

Add virtual host sections for each port-based virtual host.

Follow these steps:

1.
2.

Log in to the server hosting your Agent for SharePoint:

Open the following file with a text editor:

Agent - for-SharePoint home\httpd\conf\extra\httpd-ssl.conf
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

Add the appropriate number of 'Listen' directives for your environment. Use the
following examples as a guide:

m Listen 443 #(for the default http port 80)
m Listen 481 #(for http port 81)
m Listen 482 #(for http port 82)

The previous example assumes that you already have three web applications
listening for HTTP requests on ports 80, 81 and 82. The previous example shows
how to add HTTPS ports 443, 481 and 482 respectively.
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Add a section for each port-based virtual host, using the following examples as a
guide:

<VirtualHost _default :443>

# General setup for the virtual host

DocumentRoot "C:/CA/Agent-for-SharePoint/httpd/htdocs"
ServerName SMSPA2010.smtest.ca.com:443

ServerAdmin Admin@smtest.ca.com

# ErrorLog logs/error_log.log

# TransferLog logs/access log.log

SSLEngine on

SSLCertificateFile

"C:/CA/Agent- for-SharePoint/SSL/certs/smspa2010.smtest.ca. com.cer"
SSLCertificateKeyFile
"C:/CA/Agent-for-SharePoint/SSL/keys/smspa2010.smtest.ca.com.key"
</VirtualHost>

<VirtualHost *:481>

DocumentRoot "C:/CA/Agent-for-SharePoint/httpd/htdocs/481smspa2010"
ServerName smspa2010.smtest.ca.com

ServerAdmin Admin@smtest.ca.com

ErrorLog logs/481smspa2010 error log.log

TransferLog logs/481smspa2010 access log.log

SSLEngine on

SSLCertificateFile
C:/CA/Agent-for-SharePoint/SSL/certs/smspa2010.smtest.ca.com.cer
SSLCertificateKeyFile
C:/CA/Agent-for-SharePoint/SSL/keys/smspa2010.smtest.ca.com.key
CustomLog logs/cipher log 481smspa2010 \

"5t %h %{SSL PROTOCOL}x %{SSL CIPHER}x \"%r\" %b"

</VirtualHost>

<VirtualHost *:482>

DocumentRoot "C:/CA/Agent-for-SharePoint/httpd/htdocs/482smspa2010"
ServerName smspa2010.smtest.ca.com

ServerAdmin Admin@smtest.ca.com

ErrorLog logs/482smspa2010 error log.log

TransferLog logs/482smspa2010 access log.log

SSLEngine on

SSLCertificateFile
C:/CA/Agent-for-SharePoint/SSL/certs/smspa2010.smtest.ca.com.cer
SSLCertificateKeyFile
C:/CA/Agent-for-SharePoint/SSL/keys/smspa2010.smtest.ca.com. key
CustomLog logs/cipher log 482smspa2010 \

"ost %h %{SSL_PROTOCOL}x %{SSL_CIPHER}x \"&r\" Sb"

</VirtualHost>

The previous example describes the virtual host entries that are created to match
the port settings in Step 2.
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5.

New Topic (182)

Save the file and close the text editor.

The SSL Configuration file is modified. Continue with the next step of generating
certificates and keys for each unique server (FQDN) in your environment.

The next step in configuring the reverse proxy for secure communications is to generate
a private (Windows) RSA Key (server key) for each virtual site with a fully qualified
domain name (FQDN). Do one of the following procedures:

Generate a private unencrypted RSA server key for each virtual site (see page 227)

Generate a private encrypted RSA key (see page 228)

Generate a Private Unencrypted RSA Server Key for Each Virtual Site

Generate a private key for each virtual site with a fully qualified domain name (FQDN).
This procedure describes how to generate an unencrypted private key.

Follow these steps:

1.
2.

Open a command-line window.
Navigate to the following directory
Agent-for-Sharepoint home\SSL\bin
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

Generate the keys by running the following commands:

.\openssl genrsa -out ..\keys\server FQDN.key

The following example describes creating a key for a server named smspa2010:
.\openssl genrsa -out ..\keys\smspa2010.example.com.key

Repeat Step 3 for each virtual server.

The private unencrypted server keys are created. Continue with the next step of
generating a certificate signing request.
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Generate a Private Encrypted RSA Key

Generate a private key for each virtual site with a fully qualified domain name (FQDN).
This procedure describes how to generate an encrypted private key.
Follow these steps:
1. Openacommand-line window.
2. Navigate to the following directory
Agent - for-Sharepoint home\SSL\bin
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

3. Generate the keys by running the following commands:
.\openssl genrsa -des3 -out ..\keys\server FQDN.key
The following example describes creating a key for a server named smspa2010:

.\openssl genrsa-des3 -out ..\keys\smspa2010.example.com.key

4. Repeat Step 3 for each virtual server.
The private encrypted server keys are created and written to the specified key
output file.

The key output file will be in encrypted ASCII PEM (from “Privacy Enhanced Mail")
format.

Because the file is encrypted, you will be prompted for a pass-phrase to protect it and
decrypt it later if you want. If you do not want your key to be protected, do not use the
-des3 argument in the command line.

Important! Do not use the -des3 option if you are running on Windows. The Secure
Proxy Server does not start if there is a prompt for a pass-phrase.

To view the details of this RSA key, enter the following command:

openssl rsa -noout -text -in server.key
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Generate and Submit Certificate Signing Requests

The next step in configuring the reverse proxy for secure communications is generating
the certificate signing requests for each of the virtual servers.

Follow these steps:

1.
2.

Open a command-line window.
Generate the certificate signing requests by running the following command:

.\openssl req -config .\openssl.cnf -new -key ..\keys\server FQDN .key -out
..\keys\server FQDN.csr

The following example describes creating a certificate request for a server named
smspa2010 on the support.example.com domain:

.\openssl req -config .\openssl.cnf -new -key
..\keys\smspa2010.support.example.com.key -out
..\keys\smspa2010. support.example.com.csr

Create your certificate request by adding the information at each prompt, as shown
in the following example:

Country: Your Country

State: Your State

Locality: Your Town
Organization: Example

Org. Unit: support

CN: smspa2010.support.example.com
E-Mail: admin@support.ca.com
Challenge Pwd: firewall

Optional name: blank

Note: The value for the common name (CN) must match the fully qualified domain
name (FQDN) of the web server.

The system generates a certificate request with the certificate file name and a
request number, as shown in the following example:

smspa2010.support.example.com.csr 8
Record the file name and certificate signing request for future reference.
Repeat Steps 2 through 4 for the other virtual servers.

Submit your certificate signing requests to the certificate authority that your
organization uses.

The certificate signing requests are generated and submitted. Continue with the
next step of downloading your certificates from your certificate authority.
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Download and Install the Certificates from your Certificate Authority

The next step in configuring the reverse proxy for secure communications is
downloading the signed certificates from the certificate authority.

The virtual host sections in your SSL configuration file specify a certificate location for
each virtual host. The SSLCertificateFile line in the following example specifies the
location for the spa2010.support.example.com server:

SSLCertificateFile
"Agent-for-SharePoint home/SSL/certs/smspa2010. support.example.com.cer

Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint
Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

Follow these steps:

1. Login to your Agent for SharePoint server from which you issued the certificate
requests.

2. Review the SSL configuration file for the SSLCerfificateFile lines.

3. Copy a certificate file to its respective location that is specified in the SSL
Configuration file.

4. Repeat Step 3 for each unique server running a virtual host.

The certificates are downloaded. Continue with the next step of accommodating
your SSL sites by modifying the proxy rules.
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Accommodate Your SSL Sites by Modifying the Proxy Rules

The next step in configuring the reverse proxy for secure communication is modifying
the proxy rules for the server on which your Agent for SharePoint runs.

Note: Even if you are using only SSL, the proxy rules files require rules for both HTTP and
HTTPS protocols.

Follow these steps:

1.

Open the following file with a text editor:

Agent - for-SharePoint home\proxy-engine\conf\proxyrules.xml
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

Modify the ProxyRules.xml file for the SSL sites by adding proxy rules that include
the SSL port and the related web application. The following example shows the new
rules in bold:

<nete:proxyrules xmlns:nete="http://smspa2010.smtest.ca.com/" debug="yes">
<nete:cond type="host" criteria="endswith">

<nete:case value="81">
<nete:forward>http://w2k8r2.smtest.ca.com:14056$0</nete: forward>
</nete:case>

<nete:case value="82">
<nete:forward>http://w2k8r2.smtest.ca.com:31415$0</nete: forward>
</nete:case>

<nete:case value="481">

<nete: forward>http://w2k8r2. smtest. ca.com:14056$0</nete: forward>
</nete:case>

<nete:case value="482">

<nete:forward>http://w2k8r2.smtest. ca.com:31415$0</nete: forward>
</nete:case>

<nete:default>
<nete:forward>http://w2k8r2.smtest.ca.com:31567$0</nete: forward>
</nete:default>

</nete:cond>

</nete:proxyrules>

Save the file and close the text editor.

The proxy rules are modified. Continue with the next step of enabling SSL on your
Agent for SharePoint.
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Enable SSL on Your Agent for SharePoint

The next step in configuring the reverse proxy for secure communication is enabling SSL
on the server that runs your Agent for SharePoint.

To enable SLL on your Agent for SharePoint, run the appropriate command for your
operating environment:
Windows
Agent-for-SharePoint_home\httpd\bin\configssl.bat -enable
UNIX/Linux
Agent-for-SharePoint_home/proxy-engine/sps-ctl startssl

SSL is enabled on your Agent for SharePoint. Continue with the next step of running
the connection wizard.

Run the Connection Wizard
The next steps in configuring the reverse proxy for secure communications involve the
following tasks:

m  Running the connection wizard to change the protocol of the Authentication
URL to HTTPS.

m  Changing the Signin URL on your SharePoint central administration server using
several PowerShell commands.
Follow these steps:
1. Editthe existing connection using the Connection Wizard with the following steps:
a. Loginto the server that runs your Agent for SharePoint.
b. Navigate to the following directory:
Agent-for-SharePoint_home/sharepoint_connection wizard
c. Do the appropriate step for your operating environment:
m  Windows: Right-click the executable and then select Run as administrator.
m Solaris: sh ./ca-spconnect-12.0-sp3-sol.bin
m Linux: sh./ca-spconnect-12.0-sp3-rhel30.bin
The SharePoint Connection wizard starts.
d. Click Next.

The Login Details screen appears.
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k.

Enter the following login for the Policy Server.
Policy Server Name

Specifies the Policy Server name or IP address.
Username

Specifies the Policy Server administrator username.
Password

Specifies the Policy Server administrator password.
Agent Name

Specifies the Agent-4x. The connection with the Policy Server is established
using the details given in the Agent Name.

Shared Secret Key
Specifies the shared secret key that is associated with the Agent.
Click Next
The Select Action screen appears.
Select Edit a SharePoint Connection option.
Click Next.
The SharePoint Connection Properties screen appears.

Change the protocol of the Authentication URL to HTTPS in the SharePoint
Connection Properties screen.

Click Install in the Commit Details screen.
The Save Complete screen appears.

Click Done.

The partnership details are saved, the SharePoint Connection is modified, and the
wizard closes.
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Modify the SignInUrl of the SiteMinder Trusted Identity Token Issuer with the
following steps:

a.

b.

Log in to your SharePoint central administration server.

Click Start, All Programs, Microsoft SharePoint 2010 Products, SharePoint 2010
Management Shell.

Verify the following settings by running the Get-SPTrustedldentityTokenlssuer
command:

m  The name of the provider
(such as LDAP-Claims)

m The current SigninUrl
(such as
http://smspa2010.support.example.com/affwebservices/public/wsfeddispa
tcher).

Run the Set-SPTrustedldentityTokenlssuer command as shown in the following
example:

Set-SPTrustedIdentityTokenIssuer "LDAP-Claims" -SignInUrl
https://smspa2010.support.example.com/affwebservices/public/wsfeddispatch
er

Run the Get-SPTrustedldentityTokenlssuer command again to verify the change
to the SigInUrl.

Note: For more information about the Set-SPTrustedldentityTokenlssuer
command, see http://technet.microsoft.com/en-us/library/ff607792.aspx

The protocol is changed. Continue with the next step of creating alternate access
mappings for your port-based virtual sites.
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Create Alternate Access Mappings for Your Port-Based Virtual Sites

The next step in configuring the reverse proxy for secure communication is creating
alternate access mappings on your SharePoint server for the port-based virual hosts on
your Agent for SharePoint.

Port-based proxy rules require the following alternate access mappings on your
SharePoint central administration server:

m  Set the public URL for the zone to the URL of your virtual host on your Agent for
SharePoint that is associated with the web application.

m  Setthe internal URL to the SharePoint server to which the requests from the virtual
host on the Agent for SharePoint are forwarded.

Follow these steps:

1. Open your SharePoint central administration site

2. Click Application Management.

3. Under Web Applications, click Configure Alternate Access Mappings..

4

Use the examples in the following table as a guide to edit your public URLs and Add
Internal URLSs:

Public URL Internal URL

(URL of your virtual site on your Agent for (URL of web application on your

SharePoint) SharePoint server)

https://support.example.com https://spa2010.support.example.com
\443

The alternate access mappings are created. Continue with the next step of
modifying the ConfigSLL.bat file.
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Modify the ConfigSSL.bat File

The next step in configuring the reverse proxy for secure communication is modifying
the ConfigSSL.bat file.

The ConfigSSL.bat file simplifies the configuration changes required to implement secure
communication for your reverse proxy.

Follow these steps:

1. Open the following file with a text editor.

2. Change all instances of "SiteMinder Secure Proxy" to
"SiteMinderAgentforSharePoint".

3. Save your changes to the file, and then close the text editor.
4. Run the updated configssl.bat file.

The SSL configuration settings are updated. Continue with the next step of
modifying your authentication scheme.

Modify Your Authentication Scheme

The next step in configuring the reverse proxy for secure communication is modifying
your SiteMinder authentication scheme to use SSL.

Authentication schemes use HTTP unless you specify HTTPS when creating the
authentication scheme.
Follow these steps:
1. Login to the Administrative Ul.
2. Click Infrastructure, Authentication, Authentication Schemes.
3. Click the link of the authentication scheme that you want.
4. Click Modify.
5. Select the Use SSL Connection check box.
6. Click Submit.
A confirmation screen appears.
7. Click OK.

The authentication scheme is modified. Continue with the next step of restarting
your Agent for SharePoint.
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Restart the Agent for SharePoint

Starting or stopping the Agent for SharePoint involves the following separate
procedures:

1. Changing the value of EnableWebAgent in the WebAgent.conf file (see page 107).

2. Changing the state of the related services on the computer running the Agent for
SharePoint (see page 108).

Chande the Value of the EnableWebAdent Parameter
Change the value of the EnableWebAgent parameter to accomplish either of the
following tasks:
m  Start the Agent for SharePoint when the related services start.

m  Stop the Agent for SharePoint when the related services start.

Follow these steps:
1. Open the following file with a text editor:
Agent - for-SharePoint home\proxy-engine\conf\defaultagent\WebAgent.conf
2. Locate the following line:
EnableWebAgent="NO"
3. Change the value inside the quotation marks to one of the following values:

m  YES to start the Agent for SharePoint after the services start. Your resources are
protected.

m  NO to stop the Agent for SharePoint after the services start. Your resources are
not protected.

4. Change the state of the related services on your Agent for SharePoint (see
page 108).
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Change the States of the Services on your Agent for SharePoint

You

can change the states of the related services on your Agent for SharePoint.

Note: To start or stop your Agent for SharePoint, change the value of the
EnableWebAgent parameter first (see page 107).

Follow these steps:

1.

To change the states of the related services, select one of the following procedures:
m  For Windows operating environments, go to Step 2.

m  To start the Agent for SharePoint on UNIX operating environments, go to Step
3.

m To stop the Agent for SharePoint on UNIX operating environments, go to Step
4.

For Windows operating environments, do the following steps:
a. From the Windows Start menu navigate to Administrative Tools, Services.
The Services dialog appears.
b. Scroll down the list of services and select SiteMinder Agent for SharePoint.
c. From the Action menu, select All Tasks and select the command that you want.
d. Repeat Step b for SiteMinder Agent for SharePoint Proxy Engine.
The states of the services and Agent for SharePoint are changed.

To start the Agent for SharePoint on UNIX operating environments, do the following
steps.

a. Loginasarootuser.

b. Navigate to the following directory:
Agent-for-SharePoint home/proxy-engine

c. Run the following command:

./sps-ctl start

The service and the Agent for SharePoint start. The Agent for SharePoint stops
or starts according to the value you set in the EnableWebAgent parameter (see
page 107).

To stop the Agent for SharePoint on a system running UNIX, do the following steps:
a. Navigate to the following directory:

Agent-for-SharePoint home/proxy-engine
b. Run the following command:

./sps-ctl stop

The service and the Agent for SharePoint stop.

238 Adent for SharePoint Guide



How to Configure Multiple User Directories

How to Configure Multiple User Directories

If the users who access your protected SharePoint web applications are stored in more
than one user directory, configure multiple user directories.

Important! Multiple directory connections are supported with Policy Server version
12.5 and above only.

How to Configure Multiple User Directories
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Follow these steps:

1.

Open the Administrative Ul to change Policy Server objects (see page 42).

2
3
4.,
5

Define virtual attribute mappings (see page 241).

Add directory connections (see page 243).

Run the SharePoint connection wizard (see page 244).

If you changed the value of an existing Claim Name (attribute), do the following
steps:

a. Remove the web applications from the trusted identity provider (see
page 246).

b. Remove the trusted identity provider (see page 247).

c. Copy the PowerShell script to the SharePoint central administration server (see
page 247).

d. Determine the PowerShell script modifications (see page 248) (pick one of the
following procedures):

m  Modify the script for an un-trusted certificate authority (see page 249).

m  Modify the script for an un-trusted self-signed certificate (see page 251).

m  Modify the script for a trusted certificate authority (see page 253).

e. Add certificate authority certificates (see page 254).

f.  Run the PowerShell script (see page 256).

Verify the trusted identity provider registration (see page 257).

> m

(Optional) Disable client loopback (see page 148).

Add users to your web applications (see page 258).
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Open the Administrative UI to Changde Policy Server Objects
Change the objects on your Policy Server by opening the Administrative Ul.

Follow these steps:
1. Open the following URL in a browser.
https://host _name:8443/iam/siteminder/adminui
host_name
Specifies the fully qualified Administrative Ul host system name.
2. Enter your SiteMinder superuser name in the User Name field.
3. Enter the SiteMinder superuser account password in the Password field.

Note: If your superuser account password contains one or more dollar-sign ($)
characters, replace each instance of the dollar-sign character with SDOLLARS in the
Password field. For example, if the SiteMinder superuser account password is
Spassword, enter SDOLLARSpassword in the Password field.

4. Verify that the proper server name or IP address appears in the Server drop-down
list.

5. Select Log In.

Define Virtual Attribute Mappings

The next step in configuring multiple user directories is defining the virtual attribute
mappings in each user directory. For example, suppose that some users exist in an
Active Directory server while others exist in an LDAP directory server. Defining virtual
attribute mappings, or aliases for each directory allows SiteMinder access to both
directories.

The following table provides examples of typical attribute mappings for an Active
Directory server, an LDAP directory server, and an ODBC database:

User Attribute Field |Active Directory LDAP Directory | ODBC Attribute
(in Administrative Ul) | Attribute Name Attribute Name |Name

uib sAMAccountname cn Name

AliasID sAMAccountname cn Name

mail userPrincipalName | Mail EmailAddress
smusergroups Manager Name Name
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Follow these steps:

1.
2.
3.

Click Infrastructure, Directories, User Directories.

Click the Edit icon of a user directory that you want.

Create an attribute mapping with the following steps:

a. Scroll to the Attribute Mapping list, and then click Create.
The Create Attribute Mapping pane opens.
b. Verify that Create a new object is selected, and click OK.
The Create Attribute Mapping: Name pane opens.
c. Type aname and an optional description for the attribute mapping. For
example, to create an attribute mapping for the UID, type UID.
d. Select the Alias option button.
e. Inthe Definition field, type the attribute name that you want to add, as shown
in the following examples:
m  (Active Directory) sAMAccountname
m (LDAP directory server) cn
m (OBDC database) Name
f.  Click OK.
Repeat Steps 3a through 3f until all of the attributes have been added to the user
directory.
Click Submit.

The attribute mappings are added to your directory.

Repeat Steps 2 through 6 to add attributes to another user directory.

The attribute mappings are defined.
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Add Directory Connections

The next step in configuring multiple user directories is adding the user directory
connections that contain the attribute mappings to the following items:

m  Policy domains.

m  Policy applications (EPM).

Follow these steps:

1. Pick the appropriate procedure for your type of policy from the following list:

If you use policy domains, go to Step 2.

If you use application policies (EPM), go to Step 4.

2. Add directory connections to your policy domain with the following steps:

a.

b.

g.
h.

Click Policies, Domain, Domains.

Click the edit icon of the domain that protects your SharePoint web
applications.

The Modify Domain: screen appears with the General tab selected.

If the user directories to which you defined the attribute mappings do not
appear in the list, go to Step 2d . Otherwise, click Cancel and go to Step 3.

Click Add/Remove.

Click the directory connection that you want from the Available Members list,
and then click the right arrow.

Repeat Step 2f to add other directories.
Click OK.
Click Submit.

3. Repeat Steps 2a through 2h for any other policy domains on which you want to add
directory connections.

4. Add directory connections your application policy (EPM) with the following steps:

a.

b.

Click Policies, Application, Applications.

Click the edit icon of the application that protects your SharePoint web
applications.

The Modify Application: screen appears with the General tab selected.

If the user directories to which you defined the attribute mappings do not
appear in the list, go to Step 4d. Otherwise, click Cancel and go to Step 5.

Click Add/Remove.

Click the directory connection that you want from the Available Members list,
and then click the right arrow.

Repeat Step 4f to add other directories.
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g. Click OK.
h. Click Submit.

5. Repeat Steps 4a through 4h for any other application policies (EPM) on which you
want to add directory connections.

The directory connections are added. Have your agent owner continue with the
next step of running the SharePoint connection wizard.

Run the SharePoint Connection Wizard

As an agent owner who is responsible for running the server hosting the Agent for
SharePoint, run the SharePoint connection wizard to finish configuring multiple user
directories.
Follow these steps:
1. Login to the server that runs your Agent for SharePoint.
2. Navigate to the following directory:
Agent-for-SharePoint home/sharepoint connection wizard
3. Do the appropriate step for your operating environment:
m  Windows: Right-click the executable and then select Run as administrator.
m  Solaris: sh ./ca-spconnect-12.0-sp3-sol.bin
m Linux: sh ./ca-spconnect-12.0-sp3-rhel30.bin
The SharePoint Connection wizard starts.
4. Click Next.
The Login Details screen appears.
5. Enter the following login for the Policy Server.
Policy Server Name
Specifies the Policy Server name or IP address.
Username
Specifies the Policy Server administrator username.
Password
Specifies the Policy Server administrator password.
Agent Name

Specifies the Agent-4x. The connection with the Policy Server is established
using the details given in the Agent Name.
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10.
11.
12.

13.

14.
15.
16.
17.

18.

Shared Secret Key
Specifies the shared secret key that is associated with the Agent.

Click Next
The Select Action screen appears.
Select Edit a SharePoint Connection option.
Click Next.
The SharePoint Connection Properties screen appears.
Click through the wizard until you reach the Define Additional Claims screen.
Verify that Name Value Pair appears in the Attribute drop-down list.
Verify that User Attribute appears in the Claim Type drop-down list.

Click the Claim Name field. Type the name of the user attribute that is defined in
one of your directory connections in the Administrative Ul. For example, if your
policy administrator defined UID as a user attribute in the Administrative Ul, then
type UID as the Claim Name.

Type the alias name of the attribute from your directory that your policy
administrator defined in the Administrative Ul. For example, if the alias name for
the user attribute is userid then type userid as the directory attribute.

Click Add.

Repeat Steps 10 through 14 to add the attributes for your other directories.
Click through the wizard until the Commit Details screen appears.

Click Install.

The Save Complete screen appears.

Click Done.

The SharePoint connection wizard closes.
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Remove the Web Applications from the Trusted Identity Provider

A trusted identity provider cannot be removed from SharePoint while any web

appl

ications are using it. Before you remove the trusted identity provider itself, remove

the association between the SiteMinder trusted identity provider and any of your web
agents using it.

Follow these steps:

1.
2.

Log in to your SharePoint central administration server.

Click Start, Microsoft SharePoint 2010 Products, SharePoint 2010 Central
Administration.

The Central Administration home page opens.
Under Application Management, click Manage web applications.
The web application management page opens.

Click the line corresponding to the name of a web application using the SiteMinder
trusted identity provider.

The web application is selected.
On the ribbon, click Authentication Providers.
The Authentication Providers dialog appears.

In the Authentication Providers dialog, click the link that corresponds to the zone of
your web application. For example, if the web application using the SiteMinder
trusted identity provider is in the Intranet zone, click the Intranet link.

The Edit Authentication page appears.
Under Claims Authentication types, clear all Trusted Identity provider check boxes.
Click Save.

The SiteMinder trusted identity provider is removed from the web application in
the zone.

Repeat Steps 3 through 8 for all web applications and the zones using the
SiteMinder trusted identity provider.

The trusted identity provider is removed from all web applications and their
respective zones.
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Remove the Trusted Identity Provider

You can perform the following procedure to remove the trusted identity provider for
SharePoint using Windows PowerShell.

Follow these steps:

1.
2.

Log in to your SharePoint central administration server.

Select Start, All Programs, Microsoft SharePoint 2010 Products, SharePoint 2010
Management Shell.

The Microsoft PowerShell command prompt appears.
Enter the following command:
Remove-SPTrustedIdentityTokenIssuer -Identity
-ldentity
Specifies the name of the identity provider to remove.
Example: Remove-SPTrustedldentityTokenlssuer TestSTS

The trusted identity provider for SharePoint is removed.

Copy the Powershell Script to the SharePoint Central Administration Server

Extra configuration steps are required if you changed the value of an existing Claim
Name when you configured multiple user directories. The SharePoint connection wizard
creates a PowerShell script that contains the new Claim Name. Copy this PowerShell
script from your Agent for SharePoint host to your SharePoint central administration
server.

Follow these steps:

1.

Navigate to the following directory on the server running your Agent for
SharePoint:

Agent-for-SharePoint home\sharepoint connection wizard\

Locate the PowerShell script that the SharePoint connection wizard created. The
script uses the connection name that you chose while running the wizard as the file
name. For example, if your connection name was my_connection, the name of the
script is my_connection.ps1.

Copy the PowerShell script to a directory on your SharePoint central administration
server.
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Determine PowerShell Script Modifications

To create a trusted identity provider on your SharePoint central administration server,
edit the PowerShell script to include the following information about your SharePoint
environment:

m  The full path to the root certificate (typically from a third-party Certificate
Authority) that signed your certificate.

m  Create a trusted root authority in SharePoint for the certificate authority which
signed your certificate.

m  The full path to your signing certificate.

m  Friendly names for each of the claim mappings.

m  The SharePoint realm name (to identify the trusted identity provider).

Note: This value appears in SharePoint Central Administration under the list of

available trusted identity providers.

m  Afriendly description for the trusted identity provider.

The specific modifications to the PowerShell script vary according to the type of
certificates you want to use with your SiteMinder trusted identity provider.

Find the proper procedure for your situation in the following table:

If your certificates fit this situation:

Then use this procedure to modify your
script:

You are using a certificate that is signed by
an external certificate authority, and the
certificate authority is not trusted by your
SharePoint server.

Modify the script for an un-trusted
external certificate authority (see
page 249).

You are using a self-signed certificate and
the certificate authority is not trusted by
your SharePoint server.

Modify the script for an un—trusted
self-signed certificate (see page 251).

You are using a certificate, and the
certificate authority is trusted by your
SharePoint server. Verify with your
SharePoint administrator to confirm that
the proper certificate authority is trusted.

Modify the script for a trusted certificate
authority (see page 253).
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Modify the Script for an Un-Trusted External Certificate Authority

f your signing certificate is signed by an external certificate authority, modify the
PowerShell script to do the following tasks:

Import the certificate authority certificate (root certificate) into SharePoint.

Create a SharePoint trusted root authority that is based on the certificate authority
certificate.

Import the signing certificate.

Follow these steps:

1.
2.

Open the PowerShell script with any text editor.
Locate the following text:

"<full path to Root certificate file>"

Replace the previous text with the full path to your root certificate. For example, if
the full path to your certificate is
C:\certificates\sharepoint\certificate_authority_certificate.cer, the updated line
matches the following example:

"C:\certificates\sharepoint\certificate authority certificate.cer"

Locate the first occurrence of the following text:

<Trusted root authority name>

Replace the previous text with a friendly name for the new trusted root authority in
SharePoint. For example, if the name you want is SPCAAuth, the updated line
matches the following example:

"SPCAAuth"

Locate the following text:

"<full path to Signing certificate file>"

Replace the previous text with the full path to your Signing certificate. For example,
if the full path to your certificate is
C:\certificates\sharepoint\signing_certificate.cer, the updated line matches the
following example:

"C:\certificates\sharepoint\signing certificate.cer"
Locate the second occurrence of the following text:

<Trusted root authority name>

Replace the previous text with a friendly name for the new trusted root authority in
SharePoint. For example, if the name you want is SPSigningAuth, the updated line
matches the following example:

"SPSigningAuth"

10. Locate the following text:
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11.

12.

13.

14.

15.

16.

"<Name of the trusted identity provider>"

Replace the previous text with the name of your SharePoint realm (the realm name
follows Srealm = in the PowerShell script). For example, if the name of your
SharePoint realm is Srealm="urn:moss2010-wsfed1-casm", the updated line could
match the following example:

"moss2010-wsfedl-casm"

Locate the following text:
"<Description for the Trusted Identity Provider>"

Replace the previous text with a description for your trusted identity provider. For
example, if you want to describe the trusted identity provider as "SiteMinder
Provider," the updated line could match the following example:

"SiteMinder Provider"

If your certificate chain contains more than one certificate authority certificate, add
the other certificate authority certificates to the script (see page 254). If your script
contains one certificate authority certificate, go to the next step.

Save your changes and close your text editor.
The PowerShell script is modified.

Run the PowerShell script (see page 256).
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Modify the Script for an Un-Trusted Self-Signed Certificate

If you are using a self-signed certificate that is issued by a certificate authority which is
not explicitly trusted by your SharePoint server, modify the PowerShell script to do the
following tasks:

Import the certificate authority certificate (root certificate) into SharePoint.

Create a SharePoint trusted root authority that is based on the certificate authority
certificate.

Import the signing certificate.

Follow these steps:

1.
2.

Open the PowerShell script with any text editor.
Locate the following text:

"<full path to Root certificate file>"

Replace the previous text with the full path to your root certificate. For example, if
the full path to your certificate is
C:\certificates\sharepoint\certificate_authority_certificate.cer, the updated line
matches the following example:

"C:\certificates\sharepoint\certificate authority certificate.cer"

Locate the first occurrence of the following text:

<Trusted root authority name>

Replace the previous text with a friendly name for the new trusted root authority in
SharePoint. For example, if the name you want is SPCAAuth, the updated line
matches the following example:

"SPCAAuth"

Locate the following text:

"<full path to Signing certificate file>"

Replace the previous text with the full path to your Signing certificate. For example,
if the full path to your certificate is
C:\certificates\sharepoint\signing_certificate.cer, the updated line matches the
following example:

"C:\certificates\sharepoint\signing certificate.cer"
Locate the second occurrence of the following text:

<Trusted root authority name>

Replace the previous text with a friendly name for the new trusted root authority in
SharePoint. For example, if the name you want is SPSigningAuth, the updated line
matches the following example:

"SPSigningAuth"
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10.

11.

12.

13.

14.

15.

16.

Locate the following text:

"<Name of the trusted identity provider>"

Replace the previous text with the name of your SharePoint realm (the realm name
follows Srealm = in the PowerShell script). For example, if the name of your
SharePoint realm is Srealm="urn:moss2010-wsfed1-casm", the updated line could
match the following example:

"moss2010-wsfedl-casm"

Locate the following text:

"<Description for the Trusted Identity Provider>"

Replace the previous text with a description for your trusted identity provider. For
example, if you want to describe the trusted identity provider as "SiteMinder
Provider," the updated line could match the following example:

"SiteMinder Provider"

Note: The LDAP directory and Active Directory charts contain additional examples
of possible names.

If your certificate chain contains more than one certificate authority certificate, add
the other certificate authority certificates to the script (see page 254). If your script
contains one certificate authority certificate, go to the next step.

Save your changes and close your text editor.
The PowerShell script is modified.

Run the PowerShell script (see page 256).
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Modify the Script for a Trusted Certificate Authority

If you are using a certificate signed by a certificate authority that is trusted by the
SharePoint server, modify the PowerShell script to do the following tasks:

m  Skip the step to import the certificate authority certificate.
m  Skip the stop to create a new SharePoint trusted root authority.

m Import only the signing certificate.

Follow these steps:

1.
2.

Open the PowerShell script with any text editor.

Comment the first two lines in the PowerShell script, as shown in the following
example:

#$rootcert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2 ("<full
path to Root certificate file>")

#New-SPTrustedRootAuthority -Name "<Trusted root authority name>"
-Certificate $rootcert

Locate the following text:

"<full path to Signing certificate file>"

Replace the previous text with the full path to your Signing certificate. For example,
if the full path to your certificate is
C:\certificates\sharepoint\signing_certificate.cer, the updated line matches the
following example:

"C:\certificates\sharepoint\signing certificate.cer"

Locate the second occurrence of the following text:

<Trusted root authority name>

Replace the previous text with a friendly name for the new trusted root authority in
SharePoint. For example, if the name you want is SPSigningAuth, the updated line
matches the following example:

"SPSigningAuth"
Locate the following text:
"<Name of the trusted identity provider>"

Replace the previous text with the name of your SharePoint realm (the realm name
follows Srealm = in the PowerShell script). For example, if the name of your
SharePoint realm is Srealm="urn:moss2010-wsfed1-casm", the updated line could
match the following example:

"moss2010-wsfedl-casm"

Locate the following text:

"<Description for the Trusted Identity Provider>"
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10. Replace the previous text with a description for your trusted identity provider. For
example, if you want to describe the trusted identity provider as "SiteMinder
Provider," the updated line could match the following example:

"SiteMinder Provider"
11. Save your changes and close your text editor.
The PowerShell script is modified.

12. Run the PowerShell script (see page 256).

Add Additional Certificate Authority Certificates
he PowerShell script created by the SharePoint connection wizard accommodates the
following certificates:
m A certificate authority certificate (also named a root certificate)
m  One SSL certificate.
The trusted identity provider requires that all certificates in the certificate chain are

included. If an intermediate certificate authority signed your certificate instead, modify
the PowerShell script to include both certificate authority certificates.
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The following graphic describes the differences between the default PowerShell script,
and a PowerShell script that accommodates multiple certificate-authority certificates:

' A
Default PowerShell script created by SharePoint Connection wizard
using one root certificate authority certificate

ull path
Root Certificate Authority Certificate

Scert New-Object

System.Securi tography.X509Certificates.x508Certificate2 ("<full path
to Signing certiticate file>")

New-SPTrustedRoctAuthority -Name "<Trusted root authority name>" -
Certificate $cert

Your Certificate

(Signed by Root Certificate Authority)

Example of customized PowerShell script you edit to add one
additional certificate authority certificate
§ = New-Object
rity.Cryptography.X508Certificates.
"<full path to Root

Root Certificate Authority Certificate

or each |
additional N " y y . rity.Cryptography.¥509Certificates
Certificate Imem:ne:hate Certificate f_Aythonty Certllﬁcate Add these I|_nes o -ate? ("<full path to Intermediate |
Authority (Signed by Root Certificate Authority) toyourscript /' o tificate authority certificate file>*)
Certificate New-5PTrustedRootAuthority -Fame "<2™ Trusted|

root authority name>" -Certificate 5rootca:‘t2|

Scert = New-Chject

System.Security.Cryptography.X508Certificates.X509Certi
Your Certificate ¥ _ fp “;,.F y ! ifi 1 :,w
Signed by Intermediate Certificate Authority) ath to Stgning cerciric &
(Signed by ‘hority -Name "<Trusted raot

—Certificate $cert

Follow these steps:
1. Copy the following section from your PowerShell script:

$rootcert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2("<full path to

Root certificate file>")

New-SPTrustedRootAuthority -Name "<Trusted root authority name>" -Certificate

$rootcert

2. Copy the following section from your PowerShell script:

3. Add anew line after the section you copied, and then paste the copied into the new

line.

4. Edit the pasted section using the changes shown in the following table as a guide:

Change this value: To this value:

Srootcert Srootcert2
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<full path to Root certificate file> <full path to additional certificate
authority certificate file>

<Trusted root authority name> Name of the additional trusted root
authority

5. To add additional certificate authority certificates, repeat Steps 1 through 4.
6. Save your changes and close your text editor.
The additional certificate authority certificates are added.

7. Run the PowerShell script (see page 256).

Run the PowerShell Script

Run the PowerShell script that contains the updated Claim Name value on your
SharePoint central administration server.
Follow these steps:

1. Click Start, All Programs, Microsoft SharePoint 2010 Products, SharePoint 2010
Management Shell.

2. Navigate to the directory containing the modified PowerShell script.
3.  Run the script with the following command:

.\your _connection name.psl

For example, if you named your connection my_sharepoint when you ran the
connection wizard, the command would be \my_sharepoint.ps1.

The trusted identity provider is modified.
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Verify Trusted Identity Provider Registration

After running the PowerShell script to create your trusted identity provider, verify that it
is registered in your SharePoint central administration server.
Follow these steps:

1. From your SharePoint central administration server, click Start, All Programs,
Microsoft SharePoint 2010 Products, SharePoint 2010 Management Shell.

The Microsoft PowerShell command prompt appears.
2. Enter the following command:

Get-SPTrustedIdentityTokenIssuer

A list of the trusted identity providers that are configured on the SharePoint central
administration server appears.

Disable Client Loopback

If you do not need to add attributes using the SharePoint people picker before they exist
in your user directories, disable the client loopback feature. Leaving client loopback
enabled when the directory attributes exist returns duplicates in the SharePoint people
picker.

Follow these steps:

1. Login to your SharePoint central administration server.

2. Click Start, All Programs, Microsoft SharePoint 2010 Products, SharePoint 2010
Management Shell.

The management shell command-line window opens.
3. Navigate to the following directory:

C:\Program Files\CA\SharePointClaimsProvider\scripts
4. Enter the following command:

.\Set -SMClaimProviderConfiguration.psl -DisablelLoopBackSearch

Loopback search is disabled.
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Add Users to Your Web Applications

Add

your users to SharePoint and assign permission levels depending on their roles.

Permission levels allow users to perform a set of related tasks.

Follow these steps:

1.

10.
11.

12.
13.

From your SharePoint central administration server, click, Start SharePoint 2010
Central Administration from Start, Programs, Microsoft SharePoint 2010 Products.

The Central Administration home page appears.
Click Manage web applications, in the Application Management section.

The Web Applications Management page appears with a list of available web
applications.

Click the web application name for which you want to add users.

The buttons on the ribbon become available.

Click User Policy on the ribbon.

The Policy for Web Application dialog appears.

Click Add Users.

The Select Zone dialog appears.

Verify that the Zone you want appears in the drop-down list, and then Click Next.
The Add Users dialog appears.

Click the Browse button, in the Choose Users section, below the Users text box.
The Select People and Groups — Webpage Dialog appears.

Browse and select the user group to search for the user.

The right pane displays the search results with the list of users.

Select the user and click Add.

SharePoint adds the selected user.

(Optional) Repeat steps 8 and 9 to select additional users.

Click OK.

The Add Users dialog appears and displays the selected users.

Select the required permissions for the users, in the Choose Permissions section.
Click Finish.

SharePoint adds the selected users and assigns the selected permissions to the
users.
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How to Configure Sindgle Logout on SharePoint 2010

Users who visit multiple websites that the Agent for SharePoint protects have a Fedauth
browser cookie for each website. Configuring the single logout verifies that these
Fedauth cookies are removed from the browser of the user upon logout.

How to Configure Single Logout
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on SharePoint 2010

Follow these steps:

1.

Verify that the server hosting your Agent for SharePoint contains the proper files
(see page 260).

Edit the file of each web front-end (WFE) server in your SharePoint environment
(see page 261).

Open the Administrative Ul (see page 42), and then perform the following tasks:

a. Make your sessions persistent (see page 263).

b. Leave the cleanup URL unprotected (see page 264).

c. Leave the sign-out service URL unprotected.

d. Leave the confirmation page unprotected (see page 266).

Enable single logout by running the SharePoint Connection wizard (see page 267).

Verify the Server Hosting Your Agent for SharePoint Has the Proper Files

As an agent owner who is responsible for running the server hosting the Agent for
SharePoint, verify that the server contains the correct .jsp file. This step is the first step
in configuring the single log-out feature.

Follow these steps:

1.
2.

Log in to the system hosting your Agent for SharePoint.
Navigate to the following directory:

Agent-for-SharePoint Home\Tomcat\webapps\affwebservices
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

Verify that the following files exist:
m signoutconfirmurl.jsp
m  spsignoutconfirmurl.jsp

Note: If the previous file does not exist, verify that the proper version of the Agent
for SharePoint is installed on your server.

The presence of the proper file is verified. Have your SharePoint administrator
continue with the next step of editing the files on your web front-end (WFE)
servers.
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Edit the File of Each Web Front-End (WFE) Server in Your SharePoint Environment

As a SharePoint administrator who is responsible for running the SharePoint
environment, edit the Welcome.ascx file on your WFE servers. Editing the file replaces
the SharePoint signout URL with the URL of the <stmdnr> signout page. This step is the
next step in configuring the single logout feature.

Follow these steps:

1.
2.

10.
11.
12.

Log in to your WFE server.
Make a backup copy of the following file:

%ProgramFiles%\Common Files\Microsoft Shared\Web Server
Extensions\14\TEMPLATE\CONTROLTEMPLATES \Welcome.ascx

Open the original version of the Welcome.ascx file with a text editor:

Important! Do not use Notepad, Wordpad (or any other text editor with line-length
limitations) to edit the .config (XML) files. A text editor that is designed for writing
programming source code typically does not have such line-length limitations. For
more information, see the documentation or online help for your respective editor.

Locate the following line:

<SharePoint:MenuItemTemplate runat="server" id="ID Logout"

Change ID_Logout to ID_Logout2, as shown in the following example:

<SharePoint:MenuItemTemplate runat="server" id="ID Logout2"

Locate the following line:

UseShortID="true"
Add a line following the previous line (shown in Step 6).

Add the following settings to the new line:
ClientonClickNavigateurl="http://example. com/affwebservices/public/wsfedsigno
ut?wa=wsignoutl.0"

Replace the example.com text in the previous line with the domain of your
SharePoint web application. For example, if the domain of your SharePoint web
application is support.example.com, then the text in Step 8 would resemble the
following example:

ClientonClickNavigateurl="http://support.example.com/affwebservices/public/ws
fedsignout?wa=wsignoutl.0"

Save the file and close the text editor.
Restart the Internet Information Services (l1S) on your WFE server.
Repeat Steps 1 through 11 on all of your WFE servers.

The files of each WFE servers are edited. Have your policy administrator perform
the next steps by opening the Administrative UI.
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Open the Administrative UI to Changde Policy Server Objects

Change the objects on your Policy Server by opening the Administrative Ul.

Follow these steps:

1.

Open the following URL in a browser.
https://host _name:8443/iam/siteminder/adminui
host_name
Specifies the fully qualified Administrative Ul host system name.
Enter your SiteMinder superuser name in the User Name field.
Enter the SiteMinder superuser account password in the Password field.

Note: If your superuser account password contains one or more dollar-sign ($)
characters, replace each instance of the dollar-sign character with SDOLLARS in the
Password field. For example, if the SiteMinder superuser account password is
Spassword, enter SDOLLARSpassword in the Password field.

Verify that the proper server name or IP address appears in the Server drop-down
list.

Select Log In.
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Make Your Sessions Persistent

As a policy administrator who manages the polices on the Policy Server, the next step in
configuring single logout is making your sessions persistent.
Follow these steps:
1. Pick the appropriate procedure for your type of policy from the following list:
m If you use policy domains, go to Step 2.
m If you use application policies (EPM), go to Step 4.
2. Make the sessions in your policy domain persistent with the following steps:
a. Click Policies, Domain, Realms.
b. Click the edit icon of the realm that protects your SharePoint web applications.
c. Click the Persistent option button (in the Session section).
d. Click Submit.

3. Repeat Steps 2a through 2d for any other policy domains on which you want to
configure single logout.

4. Make the sessions in your application policy (EPM) persistent with the following
steps:

a. Click Policies, Application, Applications.

b. Click the edit icon of the application that protects your SharePoint web
applications.

c. Verify that the General tab is selected, and then click Advanced Settings...
d. Click the Persistent option button (in the Session section).

e. Click OK.

f.  Click Submit.

5. Repeat Steps 4a through 4f for any other policy applications (EPM) on which you
want to configure single logout.

The sessions are persistent. Have your policy administrator continue with the next
step of leaving the cleanup URL unprotected.
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Leave the Clean Up URL Unprotected

As a policy administrator who manages the polices on the Policy Server, the next step in
configuring single logout is leaving the cleanup URL unprotected.

Leaving the cleanup URL unprotected prevents a security challenge from appearing
during the single logout process.
Follow these steps:
1. Pick the appropriate procedure for your type of policy from the following list:
m If you use policy domains, go to Step 2.
m If you use application policies (EPM), go to Step 4.
2. Leave the cleanup URL unprotected in your policy domain with the following steps:
a. Click Policies, Domain, Realms.
b. Click Create Realm

c. Verify that the domain with your SharePoint web applications is selected and
then click Next.

d. Enter aname and optional description for the new realm.

e. Click the Lookup Agent/Agent Group button, and then add the agent object
that protects your SharePoint web applications.

f.  Click the resource filter field, and then add the following text:
_trust?wa=wsignoutcleanupl.®

g. Click the Unprotected option button.

h. Click Finish.

3. Repeat Steps 2a through 2h for each policy domain protecting your SharePoint web
applications.

4. Leave the cleanup URL unprotected in your application policy (EPM) with the
following steps:

a. Click Policies, Application, Applications.

b. Click the edit icon of the application that protects your SharePoint web
applications.

c. Verify that the General tab is selected, and then click Create Component.
d. Enter a name for the component.

e. Click the Lookup Agent/Agent Group button, and then add the agent object
that protects your SharePoint web applications.

f.  Click the resource filter field, and then add the following text:

_trust?wa=wsignoutcleanupl.0®
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g. Click the Unprotected option button.
h. Click OK.
i. Click Submit.

Repeat Steps 4a through 4i for each application policy (EPM) protecting your
SharePoint web applications.

The cleanup URLs are unprotected. Have your policy administrator continue with
the next step of leaving the sign-out service URL unprotected.

Leave the Sign-out Service URL Unprotected

As a policy administrator who manages the polices on the Policy Server, the next step in
configuring single logout is leaving the sign-out service URL unprotected.

Leaving the sign-out service URL unprotected prevents a security challenge from
appearing during the single logout process.

Follow these steps:

1.
2.

E

w e N o w

11.

12.
13.

Click Infrastructure, Agent, Agent Groups.

Select the FederationWebServicesAgentGroup name in the agent groups list and
click Modify.

Click Add/Remove.

Select the agent you want to add to the agent group from the list of Available
Members, and click the right-facing arrows.

Click OK, Submit.

Click Policies, Domain.

Select FederationWebServicesDomain, and click Modify.
Click Realms.

Select the public realm and click Modify.

. Ensure that the Unprotected option is selected in the Default Resource Protection

field. If not, select the Unprotected option.

Click the Resource Filter field and add the following text:
/affwebservices/public/wsfedsignout?wa=wsignoutl.0
Click Finish.

Repeat Steps 1 through 12 for each policy domain or application policy (EPM)
protecting your SharePoint web applications.

The sign-out service URLs are unprotected. Have your policy administrator continue
with the next step of leaving the confirmation URL unprotected.
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Leave the Confirmation Page Unprotected

As a policy administrator who manages the polices on the Policy Server, the next step in
configuring single logout is leaving the confirmation page unprotected.

Leaving the confirmation page unprotected prevents a security challenge from
appearing during the single logout process.

Follow these steps:

1. Pick the appropriate procedure for your type of policy from the following list:

If you use policy domains, go to Step 2.

If you use application policies (EPM), go to Step 4.

2. Leave the confirmation page unprotected in your policy domain with the following

steps:

a. Click Policies, Domain, Realms.

b. Click Create Realm

c. Verify that the domain with your SharePoint web applications is selected and
then click Next.

d. Enter a name and optional description for the new realm.

e. Click the Lookup Agent/Agent Group button, and then add the agent object
that protects your SharePoint web applications.

f.  Click the resource filter field, and then add the following text:
affwebservices/spsignoutconfirmurl. jsp

g. Click the Unprotected option button.

h. Click Finish.

3. Repeat Steps 2a through 2h for each policy domain protecting your SharePoint web
applications.

4. Leave the confirmation page unprotected in your application policy (EPM) with the
following steps:

a.

b.

Click Policies, Application, Applications.

Click the edit icon of the application that protects your SharePoint web
applications.

Verify that the General tab is selected, and then click Create Component.
Enter a name for the component.

Click the Lookup Agent/Agent Group button, and then add the agent object
that protects your SharePoint web applications.

Click the resource filter field, and then add the following text:

affwebservices/spsignoutconfirmurl. jsp
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g. Click the Unprotected option button.
h. Click OK.
i. Click Submit.

5. Repeat Steps 4a through 4i for each application policy (EPM) protecting your
SharePoint web applications.

The confirmation pages are unprotected. Have your SharePoint administrator
continue with the next step of enabling single logout by running the SharePoint
connection wizard.

Enable Single Logout by Running the SharePoint Connection Wizard

As an agent owner who is responsible for running the server hosting the Agent for
SharePoint, run the SharePoint connection wizard to finish enabling single logout.
Follow these steps:
1. Editthe existing connection using the Connection Wizard with the following steps:
a. Login to the server that runs your Agent for SharePoint.
b. Navigate to the following directory:
Agent-for-SharePoint home/sharepoint connection wizard
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

a. Do the appropriate step for your operating environment:
m  Windows: Right-click the executable and then pick Run as administrator.
m Solaris: sh ./ca-spconnect-version_number-sol.bin
m Linux: sh ./ca-spconnect-version_number-rhel30.bin
The SharePoint Connection wizard starts.
b. Click Next.

The Login Details screen appears.
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m.

Enter the following login for the Policy Server.
Policy Server Name

Specifies the Policy Server name or IP address.
Username

Specifies the Policy Server administrator username.
Password

Specifies the Policy Server administrator password.
Agent Name

Specifies the Agent-4x. The connection with the Policy Server is established
using the details given in the Agent Name.

Shared Secret Key
Specifies the shared secret key that is associated with the Agent.
Click Next
The Select Action screen appears.
Select Edit a SharePoint Connection option.
Click Next.
The SharePoint Connection Properties screen appears.
Click through the wizard until you reach the Single Logout Configuration screen.
Select the Enabled SignOut check box.

Click the CleanUp URL field and then type the cleanup URLs from all of your
protected web applications.

Note: Separate multiple URLs with semi-colons.

Click the Confirm URL field and type the confirmation pages (URLs) from all of
your protected web applications. Use the following examples as a guide:

http://SharePoint web application one page URL/affwebservices/spsignoutco
nfirmurl.jsp;

http://SharePoint web application two page URL/affwebservices/spsignoutco
nfirmurl.jsp

Note: Separate multiple URLs with semi-colons.

Click through the wizard until the Commit Details screen appears.
Click Install.

The Save Complete screen appears.

Click Done.

The SharePoint connection wizard closes. Single logout is enabled.
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How to Configure SLO for SharePoint 2013

Users visiting multiple web sites that the CA SiteMinder Agent for SharePoint protects
have a Fedauth cookie from each site in their browsers. The SLO feature removes these
Fedauth cookies when the users log out.

Configuring the single log-out feature of CA SiteMinder Agent for SharePoint for
SharePoint 2010 to support SharePoint 2013 involves several separate procedures.
This scenario assumes that the following prerequisites are met:

m  Atleast one Policy Server is installed, configured, and running.

m  An Administrative Ul installed, configured, and running.

m  The CA SiteMinder Agent for SharePoint is installed and configured.

m  Asession store is installed and configured.
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The following graphic describes how to configure SLO for SharePoint 2013:

How to Configure Single Logout for SharePoint 2013
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Follow these steps:

1. Configure the JSP file on the system running your CA SiteMinder Agent for
SharePoint (see page 272).

2. Edit the file of each Web Front-End (WFE) Server in Your SharePoint environment
(see page 273).

Open the Administrative Ul to change the Policy Server objects (see page 42).

Change the LogOffURI parameter value (see page 276).

Make your sessions persistent (see page 263).

Leave the cleanup URL unprotected (see page 278).

Leave the sign-out service URL unprotected (see page 279).

Leave the confirmation page unprotected (see page 266).

w0 N U kW

Enable single log-out by running the SharePoint connection wizard (see page 281).
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Configure the JSP file
SharePoint

on the system that is running your CA SiteMinder Agent for

As an agent owner who is responsible for running the server hosting the CA SiteMinder
Agent for SharePoint, configure the following file:

spsi

gnout.jsp

Follow these steps:

1.
2.

Log in to the system hosting your CA SiteMinder Agent for SharePoint.
Navigate to the following directory:

Agent - for-SharePoint Home\Tomcat\webapps\affwebservices
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

Open the following file with a text editor:
spsignout.jsp
Locate the following line:

<%response.sendRedirect("http://SharePointServerHostName>Port>/affwebservices
/public/wsfedsignout?wa=wsignoutl.0") ;%>

Replace the URL shown in the previous line URL of the protected SharePoint
application. If the URL of your protected SharePoint application is example.com,
then edit the line to match the following example:

<%response.sendRedirect("http://example.com/affwebservices/public/wsfedsignou
t?wa=wsignoutl.0") ;%>

Save the file and close the text editor.

The ISP file is configured.
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Edit the File of Each Web Front-End (WFE) Server in Your SharePoint Environment

As a SharePoint administrator who is responsible for running the SharePoint
environment, edit the Welcome.ascx file on your WFE servers to accommodate
SharePoint 2013. Editing the file replaces the SharePoint signout URL with the URL of
the SiteMinder signout page.

Follow these steps:
1. Login to your WFE server.
2.  Make a backup copy of the following file:

%ProgramFiles%\Common Files\Microsoft Shared\Web Server
Extensions\15\TEMPLATE\CONTROLTEMPLATES \Welcome.ascx

3. Open the original version of the Welcome.ascx file with a text editor:

Important! Do not use Notepad, Wordpad (or any other text editor with line-length
limitations) to edit the .config (XML) files. A text editor that is designed for writing
programming source code typically does not have such line-length limitations. For
more information, see the documentation or online help for your respective editor.
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10.

11.
12.
13.

Locate the following line:

<SharePoint:MenuItemTemplate runat="server" id="ID Logout"

Change ID_Logout to ID_Logout2, as shown in the following example:

<SharePoint:MenuItemTemplate runat="server" id="ID Logout2"

Locate the following line:

UseShortID="true"

Add a line following the previous line (shown in Step 6).

Add the following settings to the new line:
ClientonClickNavigateurl="http://example. com/affwebservices/spsignout.jsp"

Replace the example.com text in the previous line with the domain of your
SharePoint web application. For example, if the domain of your SharePoint web
application is support.example.com, then the text in Step 8 would resemble the
following example:

ClientonClickNavigateurl="http://support.example.com/affwebservices/spsignout
.jSp“
Note: If the realm or component protecting the directory of the spsignout.jsp page

is set to /*, create a realm (see page 57) or component to leave
/affwebservices/spsignout.jsp unprotected.

Verify that the edited Welcome.ascx file resembles the following example:
<SharePoint:MenuItemTemplate runat="server" id="ID Logout2"

Text="<%$Resources:wss,personalactions logout%s>"
Description="<%$Resource3s:wss,personalactions logutdescription%>"
MenuGroupID="100"

UseShortID="true"
ClientOnClickNavigateUrl="http://example.com/affwebservices/spsignout.jsp

Save the file and close the text editor.
Restart the Internet Information Services (IIS) on your WFE server.
Repeat Steps 1 through 12 on all of your WFE servers.

The files of each WFE servers are edited. Have your policy administrator perform
the next steps by opening the Administrative Ul.
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Open the Administrative UI to Changde Policy Server Objects

Change the objects on your Policy Server by opening the Administrative Ul.

Follow these steps:

1.

Open the following URL in a browser.
https://host _name:8443/iam/siteminder/adminui
host_name
Specifies the fully qualified Administrative Ul host system name.
Enter your SiteMinder superuser name in the User Name field.
Enter the SiteMinder superuser account password in the Password field.

Note: If your superuser account password contains one or more dollar-sign ($)
characters, replace each instance of the dollar-sign character with SDOLLARS in the
Password field. For example, if the SiteMinder superuser account password is
Spassword, enter SDOLLARSpassword in the Password field.

Verify that the proper server name or IP address appears in the Server drop-down
list.

Select Log In.
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Change the LogOffURi parameter value

The SLO feature requires the following value in the LogOffURi agent configuration
parameter:

/_layouts/15/SignOut .aspx

Follow these steps:

1. From the Administrative Ul, click Infrastructure, Agent, Agent Configuration
Objects.

2. Click the editicon in the line Agent Configuration Object that protects your
SharePoint 2010 resources.

Note: This agent configuration object must be based on the SharePoint 2010
default settings template.

3. Locate the following parameter:
LogOffUri

Enables full log-out and displays a confirmation page after users are
successfully logged off. Configure this page so that it cannot be stored in a
browser cache. If a cached page is used, session hijacking by unauthorized
users is possible.

When the SharePoint users click the Sign out link, the following URI is used:
m /_layouts/SignOut.aspx

When the SharePoint users click the Sign in as another user link, the following
URI is used:

m /_layouts/accessdenied.aspx?loginasanotheruser=true

If you have multiple SharePoint web sites below a top-level SharePoint website,
add the URIs of the lower-level sites to the LogOffURI parameter.

Note: When the CookiePath parameter is set, the value of the LogOffUri
parameter must point to the same cookie path. For example, if the value of
your CookiePath parameter is set to example.com, then your LogOffUri must
point to example.com/logoff.html

Default: /_layouts/SignOut.aspx,
/_layouts/accessdenied.aspx?loginasanotheruser=true

Limits: Multiple URI values permitted. Do not use a fully qualified URL. Use a
relative URI.

Example: (for a parent site of www.example.com with two lower-level sites
named finance and hr respectively) /finance/_layouts/SignOut.aspx,
finance/_layouts/accessdenied.aspx?loginasanotheruser=true
/hr/_layouts/SignOut.aspx,
/hr/_layouts/accessdenied.aspx?loginasanotheruser=true
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4. Click the edit icon next to the previous parameter, and then add the following
value:

/_layouts/15/SignOut.aspx
5. Click OK.
6. Click Submit.

The value of the LogOffURi parameter has changed.
Make Your Sessions Persistent

As a policy administrator who manages the polices on the Policy Server, the next step in
configuring single logout is making your sessions persistent.
Follow these steps:
1. Pick the appropriate procedure for your type of policy from the following list:
m If you use policy domains, go to Step 2.
m If you use application policies (EPM), go to Step 4.
2. Make the sessions in your policy domain persistent with the following steps:
a. Click Policies, Domain, Realms.
b. Click the edit icon of the realm that protects your SharePoint web applications.
c. Click the Persistent option button (in the Session section).
d. Click Submit.

3. Repeat Steps 2a through 2d for any other policy domains on which you want to
configure single logout.

4. Make the sessions in your application policy (EPM) persistent with the following
steps:

a. Click Policies, Application, Applications.

b. Click the edit icon of the application that protects your SharePoint web
applications.

c. Verify that the General tab is selected, and then click Advanced Settings...
d. Click the Persistent option button (in the Session section).

e. Click OK.

f.  Click Submit.

5. Repeat Steps 4a through 4f for any other policy applications (EPM) on which you
want to configure single logout.

The sessions are persistent. Have your policy administrator continue with the next
step of leaving the cleanup URL unprotected.
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Leave the Clean Up URL Unprotected

As a policy administrator who manages the policies on the Policy Server, leave the
cleanup URL unprotected.

Leaving the cleanup URL unprotected prevents a security challenge from appearing
during the single logout process.
Follow these steps:
1. Pick the appropriate procedure for your type of policy from the following list:
m If you use policy domains, go to Step 2.
m If you use application policies (EPM), go to Step 4.
2. Leave the cleanup URL unprotected in your policy domain with the following steps:
a. Click Policies, Domain, Realms.
b. Click Create Realm

c. Verify that the domain with your SharePoint web applications is selected and
then click Next.

d. Enter aname and optional description for the new realm.

e. Click the Lookup Agent/Agent Group button, and then add the agent object
that protects your SharePoint web applications.

f.  Click the resource filter field, and then add the following text:
_trust?wa=wsignoutcleanupl.0®

g. Click the Unprotected option button.

h. Click Finish.

3. Repeat Steps 2a through 2h for each policy domain protecting your SharePoint web
applications.

4. Leave the cleanup URL unprotected in your application policy (EPM) with the
following steps:

a. Click Policies, Application, Applications.

b. Click the edit icon of the application that protects your SharePoint web
applications.

c. Verify that the General tab is selected, and then click Create Component.
d. Enter a name for the component.

e. Click the Lookup Agent/Agent Group button, and then add the agent object
that protects your SharePoint web applications.

f.  Click the resource filter field, and then add the following text:

_trust?wa=wsignoutcleanupl.0®
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g. Click the Unprotected option button.
h. Click OK.
i. Click Submit.

Repeat Steps 4a through 4i for each application policy (EPM) protecting your
SharePoint web applications.

The cleanup URLs are unprotected. Have your policy administrator continue with
the next step of leaving the sign-out service URL unprotected.

Leave the Sign-out Service URL Unprotected

As a policy administrator who manages the polices on the Policy Server, leave the
sign-out service URL unprotected. Leaving the sign-out service URL unprotected
prevents a security challenge from appearing during the single logout process.

Follow these steps:

1.
2.

E

w P N W,

11.

12.
13.

Click Infrastructure, Agent, Agent Groups.

Select the FederationWebServicesAgentGroup name in the agent groups list and
click Modify.

Click Add/Remove.

Select the agent you want to add to the agent group from the list of Available
Members, and click the right-facing arrows.

Click OK, Submit.

Click Policies, Domain.

Select FederationWebServicesDomain, and click Modify.
Click Realms.

Select the public realm and click Modify.

. Ensure that the Unprotected option is selected in the Default Resource Protection

field. If not, select the Unprotected option.

Click the Resource Filter field and add the following text:
/affwebservices/spsignout.jsp

Click Finish.

Repeat Steps 1 through 12 for each policy domain or application policy (EPM)
protecting your SharePoint web applications.

The sign-out service URLs are unprotected. Continue with the next step of leaving
the confirmation URL unprotected.
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Leave the Confirmation Page Unprotected

As a policy administrator who manages the polices on the Policy Server, the next step in
configuring single logout is leaving the confirmation page unprotected.

Leaving the confirmation page unprotected prevents a security challenge from
appearing during the single logout process.

Follow these steps:

1. Pick the appropriate procedure for your type of policy from the following list:

If you use policy domains, go to Step 2.

If you use application policies (EPM), go to Step 4.

2. Leave the confirmation page unprotected in your policy domain with the following

steps:

a. Click Policies, Domain, Realms.

b. Click Create Realm

c. Verify that the domain with your SharePoint web applications is selected and
then click Next.

d. Enter a name and optional description for the new realm.

e. Click the Lookup Agent/Agent Group button, and then add the agent object
that protects your SharePoint web applications.

f.  Click the resource filter field, and then add the following text:
affwebservices/spsignoutconfirmurl. jsp

g. Click the Unprotected option button.

h. Click Finish.

3. Repeat Steps 2a through 2h for each policy domain protecting your SharePoint web
applications.

4. Leave the confirmation page unprotected in your application policy (EPM) with the
following steps:

a.

b.

Click Policies, Application, Applications.

Click the edit icon of the application that protects your SharePoint web
applications.

Verify that the General tab is selected, and then click Create Component.
Enter a name for the component.

Click the Lookup Agent/Agent Group button, and then add the agent object
that protects your SharePoint web applications.

Click the resource filter field, and then add the following text:

affwebservices/spsignoutconfirmurl. jsp
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g. Click the Unprotected option button.
h. Click OK.
i. Click Submit.

5. Repeat Steps 4a through 4i for each application policy (EPM) protecting your
SharePoint web applications.

The confirmation pages are unprotected. Have your SharePoint administrator
continue with the next step of enabling single logout by running the SharePoint
connection wizard.

Enable Single Logout by Running the SharePoint Connection Wizard

As an agent owner who is responsible for running the system that hosts the CA
SiteMinder Agent for SharePoint, run the SharePoint connection wizard to finish
enabling single logout.
Follow these steps:
1. Editthe existing connection using the Connection Wizard with the following steps:
a. Login to the server that runs your Agent for SharePoint.
b. Navigate to the following directory:
Agent-for-SharePoint home/sharepoint connection wizard
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

a. Do the appropriate step for your operating environment:
m  Windows: Right-click the executable and then pick Run as administrator.
m Solaris: sh ./ca-spconnect-version_number-sol.bin
m Linux: sh ./ca-spconnect-version_number-rhel30.bin
The SharePoint Connection wizard starts.
b. Click Next.

The Login Details screen appears.
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m.

Enter the following login for the Policy Server.
Policy Server Name

Specifies the Policy Server name or IP address.
Username

Specifies the Policy Server administrator username.
Password

Specifies the Policy Server administrator password.
Agent Name

Specifies the Agent-4x. The connection with the Policy Server is established
using the details given in the Agent Name.

Shared Secret Key
Specifies the shared secret key that is associated with the Agent.
Click Next
The Select Action screen appears.
Select Edit a SharePoint Connection option.
Click Next.
The SharePoint Connection Properties screen appears.
Click through the wizard until you reach the Single Logout Configuration screen.
Select the Enabled SignOut check box.

Click the CleanUp URL field and then type the cleanup URLs from all of your
protected web applications.

Note: Separate multiple URLs with semi-colons.

Click the Confirm URL field and type the confirmation pages (URLs) from all of
your protected web applications. Use the following examples as a guide:

http://marketing.example.com/affwebservices/spsignoutconfirmurl.jsp;
http://development.example.com/affwebservices/spsignoutconfirmurl.jsp

Note: Separate multiple URLs with semi-colons.

Click through the wizard until the Commit Details screen appears.
Click Install.

The Save Complete screen appears.

Click Done.

The SharePoint connection wizard closes. Single logout is enabled.
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How to Monitor Data with CA Introscope

CA Introscope® can monitor the following statistics of the server that hosts the Agent for
SharePoint:

The average response time for each of the following Agent for SharePoint

components:

m  Session Discovery

m Java Web Agent

m  Post Agent Session Writer
m  Proxy Rules Filter

m  Noodle Servlet

m  HTTP Client

The average response time for each backend server.

The wait times for the Agent for SharePoint requests.

Number of hits for each proxy rule.

The health data for the Agent for SharePoint framework instances.
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How to Monitor Data with CA Introscope®
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Follow these steps:

1. Configure your EPAgent (see page 285).

2. Modify the server.conf file (see page 287).

3. Open the Administrative Ul to change Policy Server objects (see page 42).

4. Update your Agent Configuration object (ACO) (see page 289).

5. Start the EPAgent using the appropriate procedure for your operating environment:
m Start your EPAgent on Windows operating environments (see page 290).
m Start your EPAgent on UNIX operating environments (see page 290).

6. Restart the Agent for SharePoint (see page 205).

Configure Your EPAdent

You can configure the following items on your EPAgent:

m  Properties (see page 285)

m  |ogging options (see page 286)

m  Plug-ins (see page 286)

m  Network data sources (see page 286)

Configure EPAdent Properties

The properties used by the EPAgent are the same as the properties that are used for the
Java agent.

Follow these steps:

1.

Configure the EPAgent settings in the IntroscopeEPAgent.properties file. The
settings for the EPAgent are the same type as found in the [assign the value for wisc
in your book] Agent profile.

Note: For more information about properties, see the [assign the value for wapm in
your book] Java Agent Implementation Guide.

If you change the name or location of the IntroscopeEPAgent.properties file, you
can set it with the Java system property:

-Dcom.wily.introscope.epagent. properties=filename

Note: This system property should immediately follow "java" in the command line.
If it is placed later on the command line—for example, after -jar—it will not work.
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Configure EPAgent Logging Options

By default, the EPAgent sends message and error output to the command console. You
can configure the EPAgent to send message and error output to a log file also.

Follow these steps:
1. Open the file <EPAgent_Home>/epagent/IntroscopeEPAgent.properties.
2. Modify the properties.

Configuring EPAgdent Plug-ins

To run EPAgent using the default plug-ins, you simply need to uncomment certain
properties in IntroscopeEPAgent.properties file.

However, you may want to remove plug-ins you don’t need from the default plug-ins in
the IntroscopeEPAgent.properties file, or add additional plug-ins.

EPAgent plug-ins are separated into two sections in the IntroscopeEPAgent.properties
file, stateful and stateless.

Configuring the EPAdent for Network Data Sources

You can configure the EPAgent to accept data from network sources.
m  Configure the EPAgent for simple or XML network input.
m  Configure the EPAgent for HTTP GET input.
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Modify the server.conf File

After the Introscope owner configures the EPAgent, the next step is modifying the
server.conf file of the server on which the Agent for SharePoint runs.

Follow these steps:

1.
2.

Log in to the server hosting your Agent for SharePoint.
Open the following file with a text editor:
Agent-for-SharePoint Home/proxy-engine/conf/server.conf
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

Locate the following section:

<metric-reporter name="WilyMetricReporter">

Change the value on the enabled line (in the previous section) to "yes", as shown in
the following example:

enabled="yes"
Save the file and close the text editor.

The server.conf file is modified. Continue with the next steps of having your policy
administrator open the Administrative Ul and update your Agent Configuration
object (ACO).

Open the Administrative UI to Change Policy Server Objects

Change the objects on your Policy Server by opening the Administrative Ul.

Follow these steps:

1.

Open the following URL in a browser.
https://host_name:8443/iam/siteminder/adminui
host_name

Specifies the fully qualified Administrative Ul host system name.
Enter your SiteMinder superuser name in the User Name field.

Enter the SiteMinder superuser account password in the Password field.
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Note: If your superuser account password contains one or more dollar-sign ($)
characters, replace each instance of the dollar-sign character with SDOLLARS in the
Password field. For example, if the SiteMinder superuser account password is
Spassword, enter SDOLLARSpassword in the Password field.

4. Verify that the proper server name or IP address appears in the Server drop-down
list.

5. Select Log In.
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Update Your Adgent Configuration Object (ACO)

The next step in monitoring data with CA Introscope® involves updating a configuration
parameter in your Agent Configuration Object (ACO).
Follow these steps:
1. Click Infrastructure, Agent, Agent Configuration Objects.
2. Click the edit icon in the line Agent Configuration Object you want.
3. Locate the following parameter:
EnablelntroscopeApiSupport

Collects information about the agent and sends it to CA Introscope® using a
plug-in. This parameter uses the following settings:

m  When set to yes, the plug-in calls an API to collect the data.
m  When set to no, the plug-in creates an HTTP header with the data.

m  When set to both, the plug-in calls the API to collect the data and creates
an HTTP header with the data.

m  When set to none, data not collected.
Default: No.
Limits: Yes, Both, No, None.

Example: (HTTP header) sm-wa-perf-counters =
server_name.example.com:6180,86117203,86118343,1,0,0,1,0,0,1,0,0,0,0,0,1,
0,0,0,0,0,0,0,1125,0,15,1,1,750,750,

4. Click the editicon next to the previous parameter, and then add the settings that
you want.

5. (Optional) To disable automatic monitoring of the agent instance metrics that are
configured with the Agent for SharePoint, change the value of the following
parameter to no:

EnableMonitoring
Specifies whether the agent sends monitoring information to the Policy Server.
Default: Yes.
6. Click OK.
7. Click Submit.

Your Agent Configuration object is updated. Continue with the next step of having
your Introscope administrator start the EPAgent.
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Start Your EPAgent on Windows Operating Environments
You can run the EPAgent as either a standalone .jar file, or a Java application.

To run the EPAgent as a standalone .jar file

®  Run aJava command-line with the appropriate -jar flag, as in the following
example:
java -jar <EPAgent Home>/epagent/lib/EPAgent.jar
-Dcom.wily.introscope.epagent.properties="<EPAgent Home>/epagent/IntroscopeEP
Agent.properties"

To run the EPAgent as a Java application

m  Add the EPAgent files to the appropriate classpath as in the following example:

java -classpath "<EPAgent Home>/epagent/lib/EPAgent.jar"
-Dcom.wily.introscope.epagent.properties="<EPAgent Home>/epagent/IntroscopeEP
Agent.properties"

Start Your EPAdent on UNIX Operating Environments

You can use a control script (shell script) to run the Introscope EPAgent on a UNIX
operating system.
Follow these steps:
1. Openacommand prompt.
2. Navigate to the directory that has the control script. For example:
cd Introscope<version number>/bin
3.  Run the command that corresponds to the action you want:
EPACtrl.sh start
Starts the EPAgent.
EPACtrl.sh status
Shows the status of EPAgent process whether it is running or stopped.
EPACtrl.sh stop
Stops the EPAgent process
EPACtrl.sh help

Displays the help menu.
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Restart the Agent for SharePoint

Starting or stopping the Agent for SharePoint involves the following separate
procedures:

1. Changing the value of EnableWebAgent in the WebAgent.conf file (see page 107).

2. Changing the state of the related services on the computer running the Agent for
SharePoint (see page 108).

Chande the Value of the EnableWebAdent Parameter
Change the value of the EnableWebAgent parameter to accomplish either of the
following tasks:
m  Start the Agent for SharePoint when the related services start.

m  Stop the Agent for SharePoint when the related services start.

Follow these steps:
1. Open the following file with a text editor:
Agent - for-SharePoint home\proxy-engine\conf\defaultagent\WebAgent.conf
2. Locate the following line:
EnableWebAgent="NO"
3. Change the value inside the quotation marks to one of the following values:

m  YES to start the Agent for SharePoint after the services start. Your resources are
protected.

m  NO to stop the Agent for SharePoint after the services start. Your resources are
not protected.

4. Change the state of the related services on your Agent for SharePoint (see
page 108).
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Change the States of the Services on your Agent for SharePoint

You

can change the states of the related services on your Agent for SharePoint.

Note: To start or stop your Agent for SharePoint, change the value of the
EnableWebAgent parameter first (see page 107).

Follow these steps:

1.

To change the states of the related services, select one of the following procedures:
m  For Windows operating environments, go to Step 2.

m  To start the Agent for SharePoint on UNIX operating environments, go to Step
3.

m To stop the Agent for SharePoint on UNIX operating environments, go to Step
4.

For Windows operating environments, do the following steps:
a. From the Windows Start menu navigate to Administrative Tools, Services.
The Services dialog appears.
b. Scroll down the list of services and select SiteMinder Agent for SharePoint.
c. From the Action menu, select All Tasks and select the command that you want.
d. Repeat Step b for SiteMinder Agent for SharePoint Proxy Engine.
The states of the services and Agent for SharePoint are changed.

To start the Agent for SharePoint on UNIX operating environments, do the following
steps.

a. Loginasarootuser.

b. Navigate to the following directory:
Agent-for-SharePoint home/proxy-engine

c. Run the following command:

./sps-ctl start

The service and the Agent for SharePoint start. The Agent for SharePoint stops
or starts according to the value you set in the EnableWebAgent parameter (see
page 107).

To stop the Agent for SharePoint on a system running UNIX, do the following steps:
a. Navigate to the following directory:

Agent-for-SharePoint home/proxy-engine
b. Run the following command:

./sps-ctl stop

The service and the Agent for SharePoint stop.
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How to Use the Session Linker

The SessionLinker synchronizes a SiteMinder session with a third-party application
session (such as SharePoint) for better security. If a user logs out from SiteMinder, the
SessionLinker invalidates the related session of the third-party application.

Part of this synchronization process uses cookies from the third-party application. The
SessionLinker requires certain information about these third-party cookies to link the

sessions.
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Follow these steps:
1. Enable the session linker.

2. Pick the procedure that matches your agent configuration method from the
following list:

m  For agents using an Agent Configuration object (ACO) on a Policy Server, follow
these steps:

a. Open the Administrative Ul (see page 42).

b. Setthe SessionlLinker parameter in an Agent Configuration object (see
page 295).

m  For agents using a local configuration file on the, set the Session parameter in a

local configuration file (see page 297).

Enable the SessionLinker
Because the SessionLinker operates on a server, enable it on the server first.

Follow these steps:

1. Login tothe server that runs your Agent for SharePoint.

2. Open the following file with a text editor:
Agent-for-SharePoint Home\proxy-engine\conf\defaultagent\WebAgent.conf
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

3. Locate the following line that applies to your operating environment::

(Windows)
#LoadPlugin="Agent- for-SharePoint Home\agentframework\bin\SessionLinkerPlugin
.du

(UNIX/Linux)
#LoadPlugin="Agent- for-SharePoint Home\agentframework\bin\LibSessionLinkerPlu
gin.so

4. Delete the # character at the beginning of the line.
5. Save the file and close the text editor.

The SessionLinker is enabled.
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Open the Administrative UI to Change Policy Server Objects

Change the objects on your Policy Server by opening the Administrative Ul.

Follow these steps:

1.

Open the following URL in a browser.
https://host _name:8443/iam/siteminder/adminui
host_name
Specifies the fully qualified Administrative Ul host system name.
Enter your SiteMinder superuser name in the User Name field.
Enter the SiteMinder superuser account password in the Password field.

Note: If your superuser account password contains one or more dollar-sign ($)
characters, replace each instance of the dollar-sign character with SDOLLARS in the
Password field. For example, if the SiteMinder superuser account password is
Spassword, enter SDOLLARSpassword in the Password field.

Verify that the proper server name or IP address appears in the Server drop-down
list.

Select Log In.

Set the SessionLinker Parameter in an Agent Configuration Object

A configuration parameter controls the SessionLinker. Add the SessionLinker parameter
to your Agent Configuration object (ACO) if the configuration settings for your agents
are centrally managed on a Policy Server.

Follow these steps:

1.
2.
3.

From the Administrative Ul, click the Infrastructure, Agent Configuration Objects.
Click the edit icon in the line Agent Configuration Object you want.

Click Add.

The Create Parameter dialog appears.

Type the following text in the Name field:

SessionLinker
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Click the Value field, and then add the following settings (on one line):

Important! Use semicolons (;) to separate each SessionLinker setting. For example,
Cookie=cookie_name;NOBLOT;URL=url_value;

COOKIE=cookie_name;

Specifies the name of the cookie from the third-party (foreign) application. If
cookie names change, use an asterisk as a wildcard character. For example, if
the cookies from your third party begin with APSESSION, use APPSESSION for
the value of this setting.

Examples: Cookie Names

m  COOKIE=APPSESSION;

m  COOKIE=APP¥;

m  COOKIE=APPLICATION*;
BLOT | NOBLOT;

(Optional) Specifies how the SessionLinker responds to invalid sessions. If the
value of this parameter is set to BLOT, the user is granted access. The third
party (foreign) session cookie is not passed through the web server to the
target page. If the value of this parameter is set to NOBLOT, the user is
redirected to URL specified in the URL setting. If the value of this setting is
NOBLOT, set the URL parameter.

Default: BLOT
Limits: BLOT, NOBLOT
URL=url_value;

Specifies a URL to where users are redirected when the value of the
SessionLinker parameter contains NOBLOT. Users are directed to this URL and
no the target page.

Example: URL=/InvaidSessionWarning.jsp
ORPHANTIMEOUT=seconds

Specifies the number of seconds that the SessionLinker maintains orphaned
sessions.

Default: 86400 (24 hours)

Limits: Cannot be /ess than the maximum number of seconds that cookies from
the third party (foreign) application are accepted.
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COOKIESCOPE=number_of_characters;

(Optional) Specifies the number of characters in a URL, so that cookies used in
more than area of a website can be distinguished. Suppose different
applications use the same 15-character URL string as a prefix for naming its
cookies. Use a larger value for the cookiescope setting. The larger number
distinguishes between specific resources in other locations.

Examples of URLs and corresponding values:

m /scripts/wgate/ (15-character prefix string)

m /scripts/wgate/abc (18-character string)

m /scripts/wgate/xyz (18-character string)
OPTIONS=USE_HOST_LINKS;

Instructs the SessionLinker to link sessions for each virtual host defined in the
server.conf file of your Agent for SharePoint.

Default: USE_HOST_LINKS

Example:
Cookie=cookie_value;BLOT;Orphantimeout=1440;0PTIONS=USE_HOST_LINKS;

Click OK.
Click Submit.

The SessionLinker parameter is added to your Agent Configuration Object.

Set the SessionLinker Parameter in a Local Configuration File

A configuration parameter controls the SessionLinker. Add the SessionLinker parameter
to your local configuration file If the configuration settings for your agents are stored on
each server.

Follow these steps:

1.
2.

Log in to the server that runs your Agent for SharePoint.

Open the following file with a text editor:

Agent-for-SharePoint Home\proxy-engine\conf\defaultagent\LocalConfig.conf
Locate the following line:

SessionGracePeriod="30"

Add line after the previous line.

Note: The order of the parameters in the LocalConfig.conf file does not matter, but
having then in alphabetical order makes them easier to find.

Type the following text:

SessionLinker="
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Add the following settings (on one line):

Important! Use semicolons (;) to separate each SessionLinker setting. For example,
Cookie=cookie_name;NOBLOT;URL=url_value;

COOKIE=cookie_name;

Specifies the name of the cookie from the third-party (foreign) application. If
cookie names change, use an asterisk as a wildcard character. For example, if
the cookies from your third party begin with APSESSION, use APPSESSION for
the value of this setting.

Examples: Cookie Names

m  COOKIE=APPSESSION;

m  COOKIE=APP¥;

m  COOKIE=APPLICATION*;
BLOT | NOBLOT;

(Optional) Specifies how the SessionLinker responds to invalid sessions. If the
value of this parameter is set to BLOT, the user is granted access. The third
party (foreign) session cookie is not passed through the web server to the
target page. If the value of this parameter is set to NOBLOT, the user is
redirected to URL specified in the URL setting. If the value of this setting is
NOBLOT, set the URL parameter.

Default: BLOT
Limits: BLOT, NOBLOT
URL=url_value;

Specifies a URL to where users are redirected when the value of the
SessionLinker parameter contains NOBLOT. Users are directed to this URL and
no the target page.

Example: URL=/InvaidSessionWarning.jsp
ORPHANTIMEOUT=seconds

Specifies the number of seconds that the SessionLinker maintains orphaned
sessions.

Default: 86400 (24 hours)

Limits: Cannot be /ess than the maximum number of seconds that cookies from
the third party (foreign) application are accepted.
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COOKIESCOPE=number_of_characters;

(Optional) Specifies the number of characters in a URL, so that cookies used in
more than area of a website can be distinguished. Suppose different
applications use the same 15-character URL string as a prefix for naming its
cookies. Use a larger value for the cookiescope setting. The larger number
distinguishes between specific resources in other locations.

Examples of URLs and corresponding values:

m /scripts/wgate/ (15-character prefix string)

m /scripts/wgate/abc (18-character string)

m /scripts/wgate/xyz (18-character string)
OPTIONS=USE_HOST_LINKS;

Instructs the SessionLinker to link sessions for each virtual host defined in the
server.conf file of your Agent for SharePoint.

Default: USE_HOST_LINKS

Example:
Cookie=cookie_value;BLOT;Orphantimeout=1440;0PTIONS=USE_HOST_LINKS;

7. Atthe end of the line, type a double-quotation mark (").
8. Save the file, and then close the text editor.
The SessionLinker parameter is added to your local configuration file.

9. Repeat Steps 1 through 8 on all servers running your Agent for SharePoint that use
local configuration.

How to Replace the Certificates for your SiteMinder Trusted
Identity Provider
SiteMinder trusted identity providers use the following SSL certificates to encrypt their
communications with the SiteMinder Policy Server:
m A certificate authority certificate (CA-certificate or root certificate).

®  Anx.509 certificate (signing certificate).

When any of the previous certificates expire, you can replace them with valid
certificates.
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The following illustration describes how to replace the certificates of your SiteMinder
trusted identity provider:

Replace the Certificates of a SiteMinder Trusted Identity Provider

System
Administrator

Identify your
Replace the SiteMInder
certificates on * trusted identity
your servers provider
v
Create a
Verify that your Windows
account has the PowerShell
reql_Jir_ed script to replace
permissions the certificates
h 4
Add the new
Open a g
. certificates to
Windows SiteMind
SharePoint 2010 |—I | YoU" >TieMinder
trusted identity
Management e
Shell st

Follow these steps:

1. Replace the certificates on your servers (see page 301).

2. Verify that your account has the required permissions (see page 302).

3. Open aSharePoint 2010 management shell window on your SharePoint central
administration server (see page 302).

4. |dentify your SiteMinder trusted identity provider (see page 302).

5. Create a Windows PowerShell script to update the certificates (see page 303).

6. Add the new certificates to your SiteMinder trusted identity provider (see
page 304).
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Replace the Certificates on your Servers

Replace the expired certificates on the following computers:

The computer hosting your SharePoint central administration server.

Any computers hosting a web front end (WFE) for your SharePoint
environment.

Follow these steps:

1.

Perform the following steps on the computer hosting your SharePoint central
administration server:

a.

b.

Remove the expired CA-certificate (root certificate) from the computer.
Copy your new CA-certificate (root certificate) to the computer.

Note: Record this information for future use in your Windows PowerShell
script.

Remove the expired signing certificate from the computer.
Copy your new signing certificate to the computer.

Note: Record this information for future use in your Windows PowerShell
script.

Perform the following steps on a computer hosting a web front end (WFE) server in
your SharePoint environment:

a.

b.

Remove the expired CA-certificate (root certificate) from the computer.
Copy your new CA-certificate (root certificate) to the computer.

Note: Record this information for future use in your Windows PowerShell
script.

Remove the expired signing certificate from the computer.
Copy your new signing certificate to the computer.

Note: Record this information for future use in your Windows PowerShell
script.

Repeat Step 2 for all web front end (WFE) servers in your SharePoint environment.

The certificates on your computers have been replaced.
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Verify that your Account has the Required Permissions

The user account with which you want to modify the SiteMinder trusted identity
provider requires certain permissions. Modify the permissions of your user account if it
does not meet the following conditions:

®  An Administrator account.

m A member of the Administrators group.

Add the following privileges to your account:
m  Local administrator on all SharePoint web front end (WFE) servers.

m  Read/Write access to the configuration database.

Open a SharePoint 2010 Management Shell Window on your SharePoint Central
Administration Server

Add claims to your SiteMinder trusted identity provider using the SharePoint 2010
Management shell.

Follow these steps:

1. Login to your SharePoint Central Administration server.

2. Click Start, All Programs, Microsoft SharePoint 2010 Products, SharePoint 2010
Management Shell.

A SharePoint 2010 management shell command-line window appears.

Identify your Trusted Identity Provider

A SharePoint 2010 environment can have multiple trusted identity providers. Identify
your SiteMinder trusted identity provider before modifying any claims that are
associated with it.
Follow these steps:
1. Enter the following command to list all of the trusted identity providers:
Get-SPTrustedIdentityTokenIssuer
A list of trusted identity providers appears.
2. Locate your SiteMinder trusted identity provider in the list.

Your SiteMinder trusted identity provider is identified.
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Create a PowerShell Script to Update the Certificates

Adding the new certificates to your SiteMinder trusted identity provider involves several
steps using the SharePoint 2010 Management shell.

We recommend using a PowerShell script that contains all of the commands, such as the
one shown in the following example:

Remove-SPTrustedRootAuthority CASigningRootCert
Remove-SPTrustedRootAuthority CASigningCert

$rootcert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2("full path to upda
ted certificate authority certificate.cer")

$cert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2("full path to sign
ing certificate.cer")

$tip = Get-SPTrustedIdentityTokenIssuer

name_of siteminder trusted identity provider

$tip.SigningCertificate = $cert

$tip.Update()

New-SPTrustedRootAuthority -Name "CASigningRootCert" -Certificate $cert
New-SPTrustedRootAuthority -Name "CASigningCert" -Certificate $cert
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Follow these steps:

1.

Copy the example script shown previous and save it on your SharePoint central
administration server as a .ps1 file.

Open the .ps1 file with a text editor.
Edit the .ps1 file to suit your environment with the following steps:
a. Locate the following text:

full path to updated certificate authority certificate

b. Replace the previous text with the full path to your new certificate authority
(root) certificate.

Example: C:\exampleserver\certificates\rootcertificate.cer
c. Locate the following text:
full path to signing certificate
d. Replace the previous text with the full path to your new signing certificate.

Example:
C:\exampleserver\certificates\signingcertificates\sharepointsigningcertificate.c
er

e. Locate the following text:

name of siteminder trusted identity provider

f.  Replace the previous text with the name of your SiteMinder trusted identity
provider.

Example: SiteMinder_TIP
Save the .psl file and close the text editor.

The Windows PowerShell script is created.

Add the New Certificates to your SiteMinder Trusted Identity Provider

Add
Pow

the new certificates to your SiteMinder trusted identity provider by running the
erShell script on your SharePoint Central administration server.

Follow these steps:

1.

Change the directory of your SharePoint 2010 Management shell window to the
directory that contains your .ps1 file.

Execute your .ps1 file with the following command.
\.name_of your .psl file.psl

The new certificates are added to the trusted identity provider.
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Virtual Hosts with the Agent for SharePoint

The following sections describe using virtual hosts with your Agent for SharePoint.

Virtual Host Configurations Supported by the Agent for SharePoint

The SiteMinder Agent for SharePoint supports virtual hosts. Virtual hosts conserve
hardware resources by operating different websites on a single server.

The Agent for SharePoint supports virtual hosts that use the following configuration
methods:
Port-based virtual hosts

Indicates a virtual host on your Agent for SharePoint server that operates on a
unigue port number.

Host-header-based virtual hosts

Indicates a virtual host on your Agent for SharePoint server that uses unique host
header values.

Path-based virtual hosts

Indicates a virtual host on your Agent for SharePoint server using unique URI values.
More information:

Set a Basic Proxy Rule for the Agent for SharePoint (see page 95)
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Define Virtual Hosts for each Web Application

Virtual hosts are required for each SharePoint web application you want to protect.
Define a virtual host for each SharePoint web application on the Agent for SharePoint
server. A single virtual host definition on the Agent for SharePoint server accommodates
the following types of proxy rules:

m  Port-based forwarding
m  Host-header-based forwarding

m  Path-based forwarding

Follow these steps:
1. Use atext editor to open the following file:

Agent-for-SharePoint home\proxy-engine\conf\server.conf

2. Locate the following line:
hostnames="default SharePoint URL"

3. Change the value of previous line to include a default URL to which you want to
forward any requests that are not for your web applications. Any requests that are
not for your web applications are forwarded to this default URL. For example, a
generic SharePoint page can appear to users who do not request a specific
resource.

4. Copy the following section:

<VirtualHost name="default">
#addresses="192.168.1.100"
hostnames="default SharePoint URL"
defaultsessionscheme="default"

# specify the block size for request and response in KBs
requestblocksize="4"
responseblocksize="4"

#The defaults can be overriden
#not only for the Virtual Host
#but for the WebAgent for that
#virtual host as well
#<WebAgent>
#</WebAgent>

</VirtualHost>

5. Addanew line below the </VirtualHost> tag.
6. Copy the section from Step 4 and paste it into the new line you created in Step 5.
7. Do the following steps:

a. Replace the word default in the <VirtualHost name= tag with a unique name
you want.
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b. Replace the URL in the <hostnames= tag with the URL of your web application.
8. Save your changes to the file.

9. Repeat Steps 5 through 8 until virtual hosts are defined for all your web
applications.

How to Configure Port-based Virtual Hosts

Configuring port-based virtual hosts on your Agent for SharePoint is a process that
involves several separate procedures. Some procedures involve different components in
your environment. To configure port-based virtual hosts on your Agent for SharePoint
server, use the following process:

1. Define avirtual host for each web application (see page 306).

2. Have your network administrator update your DNS server with the virtual host
settings (see page 307).

3. Create proxy rules for your port-based virtual hosts (see page 308).

4. On your SharePoint central administration server, do the following (see page 309):

a. Change the public URL of the web application to the virtual host defined in the
Agent for SharePoint.

b. Change the internal URL of the web application to the actual URL of your
SharePoint resource.

Update the DNS Tables with your Port-based Virtual Hosts

The virtual host names defined on your Agent for SharePoint require an association with
the IP address of the Agent for SharePoint in the DNS servers of your organization. Have
your network administrator update the DNS tables in your organization accordingly.
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Create Proxy Rules for your Port-based Virtual Hosts

Port-based virtual hosts require different settings than the default proxy rule file used
by the Agent for SharePoint. After defining virtual hosts for your web applications,
create proxy rules for your port-based virtual hosts.

Follow these steps:

1.

10.

To preserve your current proxy rules, rename your existing proxyrules.xml file in the
following directory:

Agent-for-SharePoint home\proxy-engine\conf

Open the following file with a text editor:

Agent-for-SharePoint home\proxy-engine\examples\proxyrules\proxyrules example
1.xml

Save a copy of the previous file using the following path and file name:

Agent-for-SharePoint home\proxy-engine\conf\proxyrules.xml

Locate the following line:

<nete:proxyrules xmlns:nete="http://www.company.com/">

Replace the http://www.company.com/ with the name of your virtual host, as
shown in the following example:

<nete:proxyrules xmlns:nete="http://www.example.com/">

Locate the following line:

<nete:case value="banking.company.com:80">

Replace the banking.company:com:80 with the domain name, suffix and port
number for your SharePoint web application, as shown in the following example:

sharepoint.example.com: 8606

Add your other web applications to the proxy rules file by repeating Steps 5 through
7 in the following section:

<!-- replace bondtrading.company.com with a virtual host defined in the
server.conf file -->
<nete:case value="bondtrading.company.com:80">
<!-- replace http://server2.company.com with the appropriate destination
server -->
<nete:forward>http://server2.company.com$l</nete: forward>
</nete:case>

Duplicate the previous section and modify it until all your port-based web
applications have proxy rules.

Locate the following line:

<nete:forward>http://home.company.com$l</nete: forward>
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11.

12.
13.

Replace the http://home.company.com in the previous line with the URL of a
default site you want to use for requests not matching your web applications.

Save the file and close the text editor.

Restart the Agent for SharePoint (see page 106).

Add Public and Internal URLs on your SharePoint Server for your Port-Based Hosts

Port-based proxy rules require the following alternate access mappings on your
SharePoint central administration server:

Set the public URL for the zone to the URL of your virtual host associated with the
web application.

Set the internal URL to the server to which the requests from the virtual host are
forwarded.

The following table describes an example of the alternate access mappings for
port-based proxy rules:

Internal URL Zone Public URL for Zone

http://www.sharepoint.example.com:86 Default http://sharepoint.example.com

06

Follow these steps:

1.
2.
3.

Open your SharePoint central administration site.
Click Application Management.
Under Web Applications, click Configure Alternate Access Mappings.

Use the examples in the previous table as a guide to edit your public URLs and Add
Internal URLs (see page 120).

Chapter 11: Advanced Options 309



Virtual Hosts with the Agent for SharePoint

How to Configure Host-Header-Based Virtual Hosts

Configuring host-header-based virtual hosts on your Agent for SharePoint is a process
that involves several separate procedures. Some procedures involve different
components in your environment. To configure host-header-based virtual hosts on your
Agent for SharePoint server, use the following process:

1. Define avirtual host for each web application (see page 306).

2. Have your network administrator update your DNS server with the virtual host
settings (see page 310).

3. Create proxy rules for your host-header-based virtual hosts (see page 311).

4. On your SharePoint central administration server, do the following (see page 312):

a. Change the public URL of the web application to the virtual host defined in the
Agent for SharePoint.

b. Change the internal URL of the web application to the actual URL of your
SharePoint resource.

Update the DNS Tables with your Host-Header-Based Virtual Hosts

The virtual host names defined on your Agent for SharePoint require an association with
the IP address of the Agent for SharePoint in the DNS servers of your organization. Have
your network administrator update the DNS tables in your organization accordingly.
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Create Proxy Rules for your Host-Header-Based Virtual Hosts

Host-header-based virtual hosts require different settings than the default proxy rule
file used by the Agent for SharePoint. After defining your virtual hosts for your web
applications, create proxy rules for your host-header-based virtual hosts.

Follow these steps:

1.

10.

11.

12.

To preserve your current proxy rules, rename your existing proxyrules.xml file in the
following directory:

Agent-for-SharePoint home\proxy-engine\conf

Open the following file with a text editor:

Agent-for-SharePoint home\proxy-engine\examples\proxyrules\proxyrules example
2.xml

Save a copy of the previous file using the following path and file name:

Agent-for-SharePoint home\proxy-engine\conf\proxyrules.xml

Locate the following line:

<nete:proxyrules xmlns:nete="http://www.company.com/">

Replace http://www.company.com/ in the previous line with the name of your
virtual host, as shown in the following example:

<nete:proxyrules xmlns:nete="http://www.example.com/">

Locate the following line:

<nete:cond type="header" criteria="equals" headername="HEADER">

Replace HEADER in the previous line with the following:

HOST

Locate the following line:

<nete:case value="valuel">

Replace valuel in the previous line with the value of a host header you want, as
shown in the following example:

<nete:case value="sharepoint.example.com">

Locate the following line:

<nete:forward>http://serverl.company.com</nete: forward>

Replace the http://serverl.company.com with the URL of the server to which you
want to forward requests that use the header value from Step 8. Use the following
example as a guide:

<nete:forward>http://sharepointserverl.example.com</nete:forward>

Add additional header values and destination servers by repeating Steps 8 through
11 on the following respective lines in the file:
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<nete:case value="value2">

<nete:forward>http://server2.company.com</nete: forward>
13. Locate the following line:

<nete:forward>http://home.company.com$l</nete: forward>

14. Replace the http://home.company.com in the previous line with the URL of a
default site you want to use for requests not matching your web applications.

15. Save the file and close the text editor.

16. Restart the Agent for SharePoint (see page 106).

Add Public and Internal URLs on your SharePoint server for your Host-Header-Based Hosts
Host-header-based proxy rules require the following alternate access mappings on your
SharePoint central administration server:

m  Setthe public URL for the zone to the URL of your virtual host associated with the
web application.

m  Setthe internal URL to the server to which the requests from the virtual host are

forwarded.

The following table describes an example of the alternate access mappings for
host-header-based proxy rules:

Internal URL Zone Public URL for Zone

http://www.sharepointserverl.example. Default http://sharepoint.example.com
com

Follow these steps:

1. Open your SharePoint central administration site.

2. Click Application Management.

3. Under Web Applications, click Configure Alternate Access Mappings.
4

Use the examples in the previous table as a guide to edit your public URLs and Add
Internal URLs (see page 120).
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How to Configure Path-based Virtual Hosts

If your web applications share the same ports and use host-header values to separate
traffic, you can configure path-based virtual hosts.

Configuring path-based virtual hosts on your Agent for SharePoint is a process that
involves several separate procedures. Some procedures involve different components in
your environment. To configure path-based virtual hosts on your Agent for SharePoint
server, use the following process:

1. Define avirtual host for each web application (see page 306).

2. Have your network administrator update your DNS server with the virtual host
settings (see page 313).

3. Create proxy rules for your path-based virtual hosts (see page 314).

4. Onyour SharePoint central administration server, do the following (see page 315):

a. Change the public URL of the web application to the virtual host defined in the
Agent for SharePoint.

b. Change the internal URL of the web application to the actual URL of your
SharePoint resource.

Update the DNS Tables with your Path-based Virtual Hosts

The virtual host names defined on your Agent for SharePoint require an association with
the IP address of the Agent for SharePoint in the DNS servers of your organization. Have
your network administrator update the DNS tables in your organization accordingly.
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Create Proxy Rules for your Path-based Virtual Hosts

Path-based virtual hosts require different settings than the default proxy rule file used
by the Agent for SharePoint. After defining your virtual hosts for your web applications,
create proxy rules for your path-based virtual hosts.

Follow these steps:

1.

10.

11.

To preserve your current proxy rules, rename your existing proxyrules.xml file in the
following directory:

Agent-for-SharePoint home\proxy-engine\conf

Open the following file with a text editor:

Agent-for-SharePoint home\proxy-engine\examples\proxyrules\proxyrules example
2.xml

Save a copy of the previous file using the following path and file name:

Agent-for-SharePoint home\proxy-engine\conf\proxyrules.xml

Locate the following line:

<nete:proxyrules xmlns:nete="http://www.netegrity.com/">

Replace http://www.netegrity.com/ in the previous line with the name of your
virtual host, as shown in the following example:

<nete:proxyrules xmlns:nete="http://www.example.com/">

Locate the following line:

<nete:case value="/dirl">

Replace the /dirl in the previous line with the path (URI) for which you want the
request redirected. For example, if the path is /sales, all URLs containing /sales are
redirected to the resource you specify.

Locate the following line:

<nete:forward>http://serverl.company.com$2</nete: forward>

Replace the http://serverl.company.com with the URL of the server to which you
want to forward requests that use the path (URI) value from Step 8. Use the
following example as a guide:

<nete:forward>http://sharepointserverl.example.com</nete: forward>

Add additional header values and destination servers by repeating Steps 6 through
9 on the following respective lines in the file:

<nete:case value="/dir2">

<nete:forward>http://server2.company.com$2</nete: forward>

Locate the following line:

<nete:forward>http://home.company.com$l</nete: forward>
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12. Replace the http://home.company.com in the previous line with the URL of a
default site you want to use for requests not matching your web applications.

13. Save the file and close the text editor.

14. Restart the Agent for SharePoint (see page 106).

Add Public and Internal URLs on your SharePoint server for Path-Based Virtual Hosts
Path-based proxy rules require the following alternate access mappings on your
SharePoint central administration server:

m  Setthe public URL for the zone to the URL of your virtual host associated with the
web application.

m  Setthe internal URL to the server to which the requests from the virtual host are

forwarded.

The following table describes an example of the alternate access mappings for
path-based proxy rules:

Internal URL Zone Public URL for Zone

http://www.sharepointserverl.example. Default http://sharepoint.example.com
com

Follow these steps:

1. Open your SharePoint central administration site.

2. Click Application Management.

3. Under Web Applications, click Configure Alternate Access Mappings.

4. Use the examples in the previous table as a guide to edit your public URLs and Add
Internal URLs (see page 120).
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How to Modify the Sign-In URL of your SiteMinder Trusted
Identity Provider

This

scenario describes changing the sign-in URL of your SiteMinder trusted identity

provider of an existing SiteMinder environment. For example, update the URL if you
change the protocol of your sign-in URL from HTTP to HTTPS.

The

following illustration describes the process of modifying the sign-in URL of your

SiteMinder trusted identity provider:

Modify the Sign-In URL of a SiteMinder Trusted Identity Provider

System
Administrator

Edit the Sign-in
URL for the
S X Identify your
Affiliate Domain h .
sgte " | [
SharePoint P
Connection
Wizard
i h J
Verify that your Change the
account has the Sign-in URL of
required your SiteMinder
permissions Trusted Identity
Provider
) 4
Qpen 2 Verify that the
indoes sign-in URL has
SharePoint 2010 — € e
Management e
Shell

To modify the sign-in URL of your SiteMinder identity provider, follow these steps:

1.

Edit the sign-in URL for the affiliate domain using the SharePoint connection wizard
(see page 317).

Verify that your account has the required permissions (see page 135).

Open a SharePoint 2010 Management Shell window on your SharePoint Central
Administration server (see page 135).

Identify your SiteMinder trusted identity provider (see page 135).

Change the sign-in URL of your SiteMinder trusted identity provider (see page 320).

Verify that the sign-in URL has changed (see page 320).
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Edit the Sign-In URL for the Affilliate Domain using the Sharepoint Connection

Wizard

You can update the affiliate domain with a new sign-in URL for your SiteMinder trusted
identity provider. This update requires running the SharePoint connection wizard on the
computer hosting your SiteMinder Agent for SharePoint.

This procedure adds the new sign-in URL of your SiteMinder trusted identity provider on
your SiteMinder Policy Server.

Follow these steps:

1. Navigate to the following directory:

Agent -for-SharePoint home/sharepoint connection wizard

2. Do one of the following procedures:

For Windows operating environments, right-click the executable and then
select Run as administrator.

For Solaris operating environments, enter the following command:

Solaris: sh ./ca-spconnect-version-sol.bin

For Linux operating environments, enter the following command:

Linux: sh ./ca-spconnect-version-rhel30.bin

The wizard starts.

3. Click Next.

The Login Details screen appears.

4. Complete the following fields with the information from your existing SiteMinder
settings:

Policy Server Name

Specifies the Policy Server name or IP address.

Username

Specifies the Policy Server administrator username.

Password

Specifies the Policy Server administrator password.

Agent Name

Specifies the Agent-4x. The connection with the Policy Server is established
using the details given in the Agent Name.
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10.
11.

12.

13.

Shared Secret Key
Specifies the shared secret key that is associated with the Agent.
Click Next
The Select Action screen appears.
Select Edit a SharePoint Connection option.
Click Next.
The SharePoint Connection Properties screen appears.
Click Next until the SharePoint Connection Properties screen appears.
Locate the following field:
Authentication URL

Specifies the port number that is associated with the predefined protected URL
which the SharePoint connection wizard adds automatically. When users try
accessing a protected SharePoint resource without a SiteMinder session, they
are redirected to the Authentication URL.

If you are using a default port number (such as 80 for HTTP or 443 for HTTPS),
delete the <port> setting from this field.

Note: We recommend using HTTPS on production environments and pages
which handle user credentials, such as login pages.

Change the protocol (such as HTTP or HTTPS) or the port number.
Click Next.

The attribute details are saved and the Commit Details screen appears.
Click Install in the Commit Details screen.

The Save Complete screen appears.

Click Done.

The partnership details are saved, the SharePoint Connection is modified, and the
wizard closes.
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Verify that your Account has the Required Permissions

The user account with which you want to modify the SiteMinder trusted identity
provider requires certain permissions. Modify the permissions of your user account if it
does not meet the following conditions:

®  An Administrator account.

® A member of the Administrators group.

Add the following privileges to your account:
m  Local administrator on all SharePoint web front end (WFE) servers.

m  Read/Write access to the configuration database.

Open a SharePoint 2010 Management Shell Window on your SharePoint Central
Administration Server

Add claims to your SiteMinder trusted identity provider using the SharePoint 2010
Management shell.

Follow these steps:

1. Login to your SharePoint Central Administration server.

2. Click Start, All Programs, Microsoft SharePoint 2010 Products, SharePoint 2010
Management Shell.

A SharePoint 2010 management shell command-line window appears.

Identify your Trusted Identity Provider

A SharePoint 2010 environment can have multiple trusted identity providers. Identify
your SiteMinder trusted identity provider before modifying any claims that are
associated with it.
Follow these steps:
1. Enter the following command to list all of the trusted identity providers:
Get-SPTrustedIdentityTokenIssuer
A list of trusted identity providers appears.
2. Locate your SiteMinder trusted identity provider in the list.

Your SiteMinder trusted identity provider is identified.
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Change the Sign-in URL of your SiteMinder Trusted Identity Provider

Use the SharePoint 2010 Management Console to Changing the sign-in URL of your
SiteMinder trusted identity provider.
Follow these steps:

1. Enter the following command to change the sign-in URL of your SiteMinder trusted
identity provider:

Set-SPTrustedIdentityTokenIssuer
"name_of your siteminder trusted identity provider" -SignInUrl new sign-in URL

Example: Changing Sign-in URL

This example shows how to change a sign-in URL for a trusted identity provider
named SMTIP.

Set-SPTrustedIdentityTokenIssuer "SMTIP" -SignInUrl
https://sharepoint.example.com

The sign-in URL is changed.

Verify that the Sign-in URL has Changed
You can verify the new sign-in URL for your SiteMinder trusted identity provider.

Follow these steps:

1. Enter the following command to verify the presence the new sign-in URL:
Get-SPTrustedIdentityTokenIssuer
A list of trusted identity providers and their respective settings appears.

2. Verify that the sign-in URL for your SiteMinder trusted identity provider is correct.
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Confidure the Adent for SharePoint for Web Applications That
Use NTLM Authentication

If the web server uses a connection-oriented authentication scheme, configure a
connection-oriented connection pool for secure forward request processing.

Important! We highly recommend that you do not configure a connection-oriented
connection pool.

Follow these steps:

1.

Verify that the value for the JK environment variable REMOTE_PORT is set in the
httpd.conf file.

Open server.conf and add the following lines in <Service name="forward"> section:

# Pool configuraiton for connection oriented authentication backend
# connections eg: NTLM.
<connection-pool name="connection oriented authentication">
connection-timeout="connection timeout value"
max-size="maximum_ connections"
enabled="yes|no"

</connection-pool>

connection_timeout_value

Defines the time in seconds the connection times out. We recommend that you
set a lower value.

Default: 5

maximum_connections
Defines the number of connections in the connection pool.
Default: 50

yes|no

Specifies the status of the connection-oriented connection pools. Set the value
to yes to enable the connection-oriented connection pools.

Default: yes
Open proxyrules.xml and add the connection-auth attribute to the forward rule.

Example: <nete:forward connection-auth="yes">hostname:port$l</nete:forward>
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Enable the DLP Plug-in

Enabling the DLP plug—in configures the agent to extract the resource information from
the protected document. The agent passes the information to the Policy Server as part
of the authorization process.

Important! A separate procedure is required in the application tier to enable the
integration. Do not modify the web agent configuration file before the SharePoint agent
configuration object is modified. The SiteMinder administrator is responsible for
completing the task.

Follow these steps:

1.
2.

Log in to the system hosting your CA SiteMinder Agent for SharePoint.

Go to the following location:

Agent-for-SharePoint Home\proxy-engine\conf\defaultagent
Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

Open the following file:
WebAgent.conf

Uncomment (remove the # sign to the left of) the line that loads the disambiguation
plug—in.

Example: (Windows [32-bit]) LoadPlugin="C:\Program
Files\CA\Agent-for-SharePoint\agentframework\bin\DisambiguatePlugin.dll"

Example: (Windows [64-bit])
LoadPlugin="C:\CA\Agent-for-SharePoint\agentframework\bin\DisambiguatePlugin
Al

Example: (UNIX/Linux)
LoadPlugin="/opt/CA/Agent-for-SharePoint/agentframework/bin/DisambiguatePlu
gin.so"
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5. Save the file.
6. Restartthe web server.

The CA SiteMinder Agent for SharePoint is configured for the CA DLP integration.
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Set the Proxy Rules for the Agent for SharePoint when using CA
DLP Content Classification Service with Multiple
Authentication

The CA SiteMinder Agent for SharePoint operates as a proxy-based solution. To protect
your SharePoint resources, edit the proxy rules file so that the Agent for SharePoint
forwards requests to one of the following destinations:

m  Ahardware load balancer that redirects incoming requests to multiple web front
ends associated with multiple SharePoint servers in a SharePoint server farm.

m  Asingle web front end that is associated with multiple SharePoint serversin a
SharePoint server farm.

When using the CA SiteMinder Agent for SharePoint, and the CA DLP content
classification services together with multiple authentication, specific proxy rules are
required for the proper protection of resources.

Important! Do not use any other proxy rule settings with the Agent for SharePoint, the
CA DLP content classification service, and multi—authentication. Resources that the CA
DLP content classification service classifies use an HTTP request header for proper
forwarding by the Agent for SharePoint. If the Agent for SharePoint does not properly
forward these requests using these rules (as they are shown here), unauthorized access
or disclosure is possible.

Follow these steps:
1. Locate the following file on your CA SiteMinder Agent for SharePoint:
Agent - for-SharePoint home\proxy-engine\conf\proxyrules.xml

Agent-for-SharePoint_Home

Indicates the directory where the CA SiteMinder Agent for SharePoint is
installed.

Default: (Windows) [32-bit] C:\Program Files\CA\Agent-for-SharePoint

Default: (Windows) [64-bit] C:\CA\Agent-for-SharePoint
Default: (UNIX/Linux) /opt/CA/Agent-for-SharePoint

2. Rename the previous file using a name similar to the following example:

proxyrules xml default.txt

3. Open the following file on your CA SiteMinder Agent for SharePoint with a text
editor:

Agent-for-SharePoint home\proxy-engine\examples\proxyrules\proxyrules example
2.xml

4. Save the previous file as a new file in the following location:

Agent-for-SharePoint home\proxy-engine\conf\proxyrules.xml
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10.

11.

12.

13.
14.

Locate the following text in the updated proxyrules.xml file:
:///$$PROXY RULES DTD$$"

Replace the previous text with the appropriate line for your operating environment:
m  For Windows use the following line:

:///C:\Program
Files\CA\Agent-for-SharePoint\proxy-engine\conf\dtd\proxyrules.dtd"

m  For UNIX/Linux, use the following line:
:////opt/CA/Agent-for-SharePoint/proxy-engine/conf/dtd/proxyrules.dtd"

Note: The previous examples indicate the default installation directory for the
product. If you installed the product in a different directory, edit the examples to
point to your installation directory instead.

Locate the following text:

http://www.company.com

Change the previous text to the domain of your organization. Use the following
example as a guide:

http://www.example.com

Locate the following line:

<nete:cond type="header" criteria="equals" headername="HEADER">

Edit the previous line so that it matches the following line:

<nete:cond type="header" criteria="equals" headername="SMSERVICETOKEN">
Locate the following line:

<nete:case value="valuel">

Edit the previous line so that it matches the following line:

<nete:case value="DLP">

Add a line after the previous line.

Copy and paste the following xml syntax onto the new line:

<nete:xprcond>
<nete:xpr>

<nete:rule>"/ login/default.aspx\?ReturnUrl=(.*)</nete:rule>
<nete:result>http://sharepoint.example. com:port number/ trust/default.aspx?tr
ust=name_of siteminder trusted identity provider&amp;ReturnUrl=$l</nete:resul
>

</nete:xpr>

<nete:xpr-default>
<nete:forward>http://sharepoint.example:port number$0</nete:forward>

</nete:xpr-default>
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15.

16.

17.

18.

19.

</nete:xprcond>

Replace both instances of the sharepoint.example:port_number in the previous
section with one of the following values:

The host name, domain, and port number of your hardware load balancer. This
hardware load balancer operates between your CA SiteMinder Agent for
SharePoint server and the SharePoint servers.

host name, domain, and port number of your single web front end. In this
context, this web front end (WFE) refers a web server that operates in front of
your "back end" SharePoint servers.

Replace the instance of name_of_siteminder_trusted_identity_provider in the
previous section with the name of your SiteMinder trusted identity provider.

Locate the following line in the file:

<nete:forward>http://home.company.com$0</nete: forward>

Replace the home.company.com in the previous line with one of the following
values:

The host name, domain, and port number of your hardware load balancer. This
hardware load balancer operates between your CA SiteMinder Agent for
SharePoint server and the SharePoint servers.

host name, domain, and port number of your single web front end. In this
context, this web front end (WFE) refers a web server that operates in front of
your "back end" SharePoint servers.

Save the file and close your text editor.

The proxy rules are set.
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Chapter 13: Log Files

This section contains the following topics:

logger.properties File Overview (see page 329)
Modifying the logger.properties File (see page 329)
Logging Settings (see page 330)

logger.properties File Overview

The CA SiteMinder Agent for SharePoint log settings are configured through the
logger.properties file. These settings in the file are groups of name/value pairs or
directives that the CA SiteMinder Agent for SharePoint reads at run time. You can
update the logger.properties file without restarting the CA SiteMinder Agent for
SharePoint.

The logger.properties file is located in the following (default) directory:

Agent - for-SharePoint home/Tomcat/properties

Modifying the logger.properties File

The log settings for the CA SiteMinder Agent for SharePoint are maintained in the
logger.properties file that is located in the following directory:

Agent-for-SharePoint home/Tomcat/properties

Follow these steps:

1. Open thefile in a text editor.

2. Edit the directives, as necessary.
3. Save thefile.

The log settings are changed.
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Lodding Settings

The logger.properties file contents are grouped into the following sections:

m  The SvrConsoleAppender settings

m  The SvrFileAppender settings

m  The Server log settings

m  The Server log rolling settings

The directives that are contained in this file follow the format name=value. Any lines

beginning with the # symbol are comments, and are not read when the CA SiteMinder
Agent for SharePoint loads configuration settings.

Note: Pathnames on Windows operating environments use double backslashes (\\).

SvrConsoleAppender Settings

The SvrConsoleAppender Settings section contains settings for logging events on to a
console. This section has the following format:

# SvrConsoleAppender is set to be a ConsoleAppender.

log4]j .appender.SvrConsoleAppender=org.apache.log4j .ConsoleAppender

log4]j .appender.SvrConsoleAppender.layout=org.apache.log4j.PatternLayout

log4]j .appender.SvrConsoleAppender.layout.ConversionPattern=<log message display f
ormat _on console>

log_message_display_format_on_console

Specifies the display format of a log message on the console. The CA SiteMinder
Agent for SharePoint supports all the log4j date pattern strings.

Default: [%d{dd/MMM/yyyy:HH:mm:ss-SSS}] [%p] - %m%n
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SvrFileAppender Settings

The SvrFileAppender Settings section contains settings for logging events in a file. This
section has the following format:

# SvrFileAppender is set to be a FileAppender.

log4]j .appender.SvrFileAppender=org.apache.log4]j .FileAppender

log4j .appender.SvrFileAppender.layout=org.apache.log4]j .PatternLayout

log4]j .appender.SvrFileAppender.layout.ConversionPattern=<log message display form
in file>

log_message_display_format_in_file

Specifies the display format of a log message in the file. The CA SiteMinder Agent
for SharePoint supports all the log4j date pattern strings.

Default: [%d{dd/MMM/yyyy:HH:mm:ss-SSS}] [%p] - %m%Bn

Server Log Settings

The server log settings section contains settings for enabling and disabling logging,
setting logging level, and setting the output format of the log messages. This section has
the following format:

# Server.conf settings:

# details of setting "log4j.rootCategory":

# For First attribute:

# Depending on the logging level needed, set the appropriate level

# Possible values : OFF, FATAL, ERROR, WARN, INFO, DEBUG, ALL

# For Second attribute:

# if you want to enable log console, then add SvrConsoleAppender, else don't add this.
# For Third attribute:

# if you want to enable logging into file, theb add SvrFileAppender, else don't add
this.

log4j .rootCategory=<log level>,<output format>
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log level

Specifies the log level of a message. The following list displays values in starting
with the lowest priority and moving to the highest:

m  OFF

m  FATAL
m  ERROR
m  WARN
= INFO

m DEBUG
m ALL

If the value is set to OFF, logging is disabled. If the value is set to any other value,
logging is enabled.

Default: INFO

output format

Specifies how a log message is displayed. You can display a log message on a
console, or can store it in a file, or both.

Default: SvrFileAppender

Example: The following command specifies the log level of INFO, and displays a log
message on the console and stores it in a file:

log4j . rootCategory=INFO, SvrConsoleAppender, SvrFileAppender

Server Log Rolling Settings

The server log rolling Settings section contains settings to enable the creation of a new
log file at certain intervals. You can enable the log rolling based on one of the following
mechanisms:

Log rolling based on the file size

Log rolling based on the age of the file
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Log Rolling Based on the File Size

The Log Rolling Based on the file size section contains settings for enabling the log
rolling based on afile size. This section has the following format:

# Enable the below setting only if file logging is enabled above. if not make it as
an comment by adding "#" at the begging of the line.

log4j .appender.SvrFileAppender.File=<logfile path>

# Enable this only if file logging is enabled above.

# set vale to "true" if messages are to be appended to the existing file. else set
to "false"

log4j .appender.SvrFileAppender.Append=true| false

#Configurations to rollover server log file based on file size

log4j .appender.SvrFileAppender=org.apache.log4j .RollingFileAppender

log4j .appender.SvrFileAppender.MaxFileSize=<maximum logfile size>

log4]j .appender.SvrFileAppender.MaxBackupIndex=<maximum number of logfile>

logfile path

Specifies the name and path of the log file.

Default Name: server.log

Default Path: Agent-for-SharePoint_home/secure-proxy/proxy-engine/logs/
true|false

Specifies how the CA SiteMinder Agent for SharePoint manages the log file. When
this value is set to true, the CA SiteMinder Agent for SharePoint appends new log
messages to the existing log file. When this value is set to false, the CA SiteMinder
Agent for SharePoint rolls over the existing log file by creating a log file for new
messages.

Default: true
MaxFileSize

Specifies the maximum size of the log file after which the CA SiteMinder Agent for
SharePoint creates a log file.

Default: 1 MB
MaxBackupindex

Specifies the maximum number of log files that the CA SiteMinder Agent for
SharePoint creates. When the number of log files exceeds this number, the CA
SiteMinder Agent for SharePoint deletes the oldest log file. The CA SiteMinder
Agent for SharePoint creates another log file.

Default: 10
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Log Rolling Based on the Age of the File

The Log Rolling Based on the file age section contains settings for enabling the log rolling
based on the age of a file. This section has the following format:

#Configurations to rollover server log file based on time
#log4j .appender.SvrFileAppender=org.apache. log4j.DailyRollingFileAppender
#log4j .appender.SvrFileAppender.DatePattern=<date pattern>

date_pattern
Specifies the date when the CA SiteMinder Agent for SharePoint creates a log file.
Default: yyyy-MM-dd

The CA SiteMinder Agent for SharePoint creates another logfile in the following format:

<logfile name>.<date format>
logfile_name
Specifies the name of the log file.
Default: server.log
date_format

Specifies the date when the CA SiteMinder Agent for SharePoint created a logfile.
The CA SiteMinder Agent for SharePoint supports all the log4j date pattern strings.

Default: yyyy-MM-dd
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Chapter 14: Troubleshooting

This section contains the following topics:

Attributes Appear Truncated in SharePoint (see page 336)

Log Files Show Access Denied Due to BadURLChars Settings (see page 337)

Log Files Show Access Denied Because of SPAuthorizeUserAgent Settings (see page 339)
Enable Search of Custom Object Classes in Your LDAP Directory (see page 340)

REST APl in Excel Services Does Not Work Due to CSSChecking ACO Parameter (see page
341)

Cannot Log Off Users from Sites and Subsites without Referring LogOffURI ACO (CQ
135854) (see page 342)

Enable Paging for Searches of Active Directory User Stores (32-bit systems) (see page
343)

Enable Paging for Searches of Active Directory User Stores (64-bit systems) (see page
344)

Users Cannot Access Office Applications in Internet Explorer 7 when Office Client
Integration Is Enabled (see page 345)

| Can Only View Read Only Copies of Documents on SharePoint Sites, but the Office
Client Integration Is Enabled (see page 347)

SharePoint FedAuth Cookies and Office Client Integration Behavior (see page 348)
Registration Failed with Unknown Error 127 (see page 348)

How to Reduce People Picker Timeouts with Large Databases on UNIX/Linux Operating
Environments (see page 349)

How to Reduce People Picker Timeouts with Large Databases on Windows Operating
Environments (see page 352)

Open the Windows Registry Editor (see page 352)

Add the Registry Key (see page 353)

Restart Your Policy Server (see page 354)

Non-english Input Characters Contain Junk Characters (see page 354)

New Claim in Trusted Identity Provider Returns Empty User List in People Picker (see
page 355)
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Attributes Appear Truncated in SharePoint

Symptom:

I have noticed the following problems occurring:

m My directory attributes appear truncated in SharePoint.
m | see the following message in my log files:

[WARNING: Response attribute will be trimmed. [attr = FMATTR:memberOf] [actual
attr len = number] [ response attr len = number]]

Solution:
Do the following tasks:
1. Open the following file on your Policy Server:
policy server home\config\properties\EntitlementGenerator.properties
2. Locate the following line:

com.netegrity.assertiongenerator.wsfed.MaxUserAttributeLength=1024

3. Change the value 1024 (at the end of the line) to a larger number. We recommend
using multiples of 1024.
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Log Files Show Access Denied Due to BadURLChars Settings

Symptom:
The log files of my Agent for SharePoint show users were denied access to resources
because of the settings in the BadURLChars parameter.

Solution:

Follow these steps:

1. Examine the request to determine which character from the URL appears in the list
of values for the following parameter:

BadUrlChars

Specifies the character sequences that cannot be used in URL requests. The
Agent for SharePoint examines the characters in the URL that occur before the
"?" character against those characters specified by this parameter. If any of the
specified characters are found, the Agent for SharePoint rejects the request.

You can specify the following characters:
m abackward slash (\)

m two forward slashes (//)

m period and a forward slash (./)

m forward slash and a period (/.)

m forward slash and an asterisk (/*)

m an asterisk and a period (*.)

m atilde ()
m %2D
. %20

m %00-%1f

m %25 (do not add this value to the list if the URLs of your protected
SharePoint resources contain blank spaces [%20])

Separate multiple characters with commas. Do not use spaces.

You can use the bad URL characters in CGI parameters if the question mark (?)
precedes the bad URL characters.

Default: (Agent for SharePoint) //,./,/.,/*,*.,~,\,%00-%1f

Limits:
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2.

The default hexadecimal numbers apply to English characters. For other
languages, remove any hexadecimal values that correspond to the
characters of the language that you want to allow. Examples of such
languages include (but are not limited to), Brazilian Portuguese, French,
Japanese, and Chinese.

You can specify characters literally. You can also enter the URL-encoded
form of that character. For example, you can enter the letter a, or you can
enter the encoded equivalent of %61.

You can specify a maximum number of 4096 characters (including commas
that are used for separating characters).

You can specify ranges of characters that are separated with hyphens. The
syntax is: starting_character-ending_character. For example, you can enter
a-z as a range of characters.

Specify any quotation marks (") with the URL-encoded equivalent of %22.
Do not use ASCII.

Remove the character in your URL from the list of values in the previous parameter.
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Log Files Show Access Denied Because of
SPAuthorizeUserAdgent Settings

Symptom:

The trace log files of my Agent for SharePoint show users were denied access to
resources because of the settings in the SPAuthorizeUserAgent parameter.

Solution:

Follow these steps:

1.

Examine the request shown in the trace log file to determine which User Agent
string value was denied access. The following example shows typical trace log file
results for this parameter:

spauthorizeuseragent=Microsoft Office Protocol Discovery
spauthorizeuseragent=Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64;
Trident/4.0; SLCC2; .NET CLR 2.0.50727; FDM; .NET CLR 3.5.30729; .NET CLR
3.0.30729; .NET4.0C; .NET4.0E)

spauthorizeuseragent=Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64;
Trident/4.0; SLCC2; .NET CLR 2.0.50727; FDM; .NET CLR 3.5.30729; .NET CLR
3.0.30729; .NET4.0C; .NET4.0E)

spauthorizeuseragent=Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US;
rv:1.9.2.13) Gecko/20101203 Firefox/3.6.13

spauthorizeuseragent=Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64;
Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729;
InfoPath.2; MS-RTC LM8; .NET4.0C)

spauthorizeuseragent=Microsoft Office/12.0

spauthorizeuseragent=Microsoft Office/12.0 (Windows NT 6.1; Microsoft Office
Word 12.0.6545; Pro)

spauthorizeuseragent=Microsoft Office Existence Discovery
spauthorizeuseragent=Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64;
Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729;
InfoPath.2; MS-RTC LM8; .NET4.0C; MSOffice 12)
spauthorizeuseragent=MSFrontPage/12.0

spauthorizeuseragent=Mozilla/4.0 (compatible; MS FrontPage 12.0)
spauthorizeuseragent=Microsoft-WebDAV-MiniRedir/6.1.7600

Add the user agent string from your trace log to the list of values in the following
parameter:

SPAuthorizeUserAgent

Specifies a list of Microsoft Office user-agent strings for which the Agent for
SharePoint allows access. This list is populated automatically with the default
values when the Agent for SharePoint starts. The user-agent strings in this
parameter act as a whitelist. Changes to this parameter override the default
settings. Access is denied to clients whose user-agent string does not appear in
the list.
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For example, setting the value to Microsoft Office allows access to all versions
of Microsoft Office products that are associated with that user-agent string.
Conversely, setting the value to Microsoft Office/12.0 allows access to only
those versions of Microsoft Office products that are associated with that
user-agent string.

Default: Microsoft Office, MS FrontPage, MSFrontPage, Microsoft Data Access
Internet Publishing Provider Protocol Discovery, Test for Web Form Existence,
Microsoft-WebDAV-MiniRedir

Limits: Multiple values are allowed.

Enable Search of Custom Object Classes in Your LDAP Directory

Symptom:

My LDAP directory contains custom object classes, but SiteMinder does not find them
during searches.

Solution:

Follow these steps:

Note: For UNIX and Linux environments, navigate to the /registry directory, and
then locate the previous setting in the sm.registry file.

Open the following registry location on each Policy Server:
HKLM\SOFTWARE\Netegrity\SiteMinder\CurrentVersion\Ds\GroupClassFilters
Locate the following key:

LDAP:

Change the value of the data to the following:

*

Navigate to the following key:

HKLM\ SOFTWARE\Netegrity\SiteMinder\CurrentVersion\
Ds\ClassFilters

Locate the following key:

LDAP:

Change the value of the data to the following:

*
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REST API in Excel Services Does Not Work Due to CSSChecking
ACO Parameter

Symptom:

REST APl in Excel Services does not work when a SharePoint web application using
Claims-based Authentication is protected with SiteMinder.

Solution:

The REST API in Excel Services does not work because the CSSChecking ACO parameter
is enabled by default. CSSChecking verifies URLs for escaped and unescaped characters
defined in the BadCSSChars parameter and returns with an Access Denied message.

Disable the CSSChecking ACO parameter. This change allows the REST API in Excel
Services to work when a SharePoint web application using Claims-based Authentication
is protected with SiteMinder.
Follow these steps:
1. Logon to the SiteMinder Administrative Ul.
The relevant tabs for your administrator privileges appear.
2. Click Infrastructure, Agents, Agent Configuration, Modify Agent Configuration.
The Modify Agent Configuration: Search screen opens.
3. Select the Agent Configuration object from the list and click Select.
The Modify Agent Configuration: ACO_Name dialog appears.
4. Click the Edit button on the CssChecking Parameter.
The Edit Parameter dialog appears.
5. Enter Noin the Value field and click OK.

The Modify Agent Configuration: ACO_Name dialog appears with the General and
Parameters group boxes.

6. Click Submit.

The Modify Agent Configuration Object task is submitted for processing and the
confirmation message appears.
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Cannot Log Off Users from Sites and Subsites without Referring
LogOffURI ACO (CQ 135854)

Symptom:

| cannot log off from a SharePoint site or a subsite.

Solution:

You cannot log off from a SharePoint site or a subsite because the actual logoff URL is
different. Verify the signoff URL for each of the sites and subsites and add them to the
LogOffURI ACO parameter.

For example, assume http://example.ca.com/ is the main site and
http://example.ca.com/hr and http://example.ca.com/finance are subsites. The logoff
URI is different for each of the sites and the subsites. Configure all of the sign-out pages
as logoff URIs in the LogOffURI ACO parameter.
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Enable Paging for Searches of Active Directory User Stores
(32-bit systems)

Valid for Policy Servers that are installed on Windows 32-bit operating environments
that are connected to Active Directory servers.
Symptom:

| cannot use the SharePoint people picker to search my Active Directory user store.
Solution:

The Active Directory namespace does not support paging, causing searches of more
than 1000 users to fail. To support searches of large numbers of users in the Active
Directory namespace, set the EnablePagingADNameSpace registry key to one.

To enable paging for searches on your Windows Policy Server:

1. Open the Windows registry editor.

2. Locate the following registry key:

HKEY LOCAL MACHINE\SOFTWARE\Netegrity\SiteMinder\CurrentVersion\Ds\LDAPProvid
er\EnablePagingADNameSpace

3. Setthe value of the key to 1.

To enable paging for searches on your UNIX Policy Server:

1. Navigate to policy_server_installation_directory/siteminder/registry
2. Open sm.registry in a text editor.

3. Locate the following text in the file:

HKEY LOCAL MACHINE\SOFTWARE\Netegrity\SiteMinder\CurrentVersion\Ds\LDAPProvid
er\EnablePagingADNameSpace

4. Setthe value of the key to 1.
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Enable Paging for Searches of Active Directory User Stores
(64-bit systems)

Valid for Policy Servers that are installed on Windows 64-bit operating environments
(using WoW64 mode) that are connected to Active Directory servers.
Symptom:

| cannot use the SharePoint people picker to search my Active Directory user store.
Solution:

The Active Directory namespace does not support paging, causing searches of more
than 1000 users to fail. To support searches of large numbers of users in the Active
Directory namespace, set the EnablePagingADNameSpace registry key to one.

To enable paging for searches on your Windows Policy Server:

1. Openthe Windows registry editor.

2. Locate the following registry key:

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Netegrity\SiteMinder\CurrentVersion\D
s\LDAPProvider\EnablePagingADNameSpace

3. Setthe value of the key to 1.
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Users Cannot Access Office Applications in Internet Explorer 7
when Office Client Integration Is Enabled

Valid for Windows Vista

Symptom:
| cannot access Office applications in Internet Explorer 7 when Office Client Integration
is enabled.

Solution:

This error is the result of a known Microsoft issue. Persistent cookies are not shared
between Internet Explorer 7 and Office applications in Windows Vista. Internet Explorer
7 has an isolated cache location where files saved by web pages and persistent cookies
are saved.

To access Office applications, add the SharePoint site to the list of trusted sites. This
change enables the Web to save persistent cookies and temporary files to the regular
cache. In this location, persistent cookies and temporary files are available to Office
applications.

The following procedure shows how to add the SharePoint site
(http://spagent.example:port) to the list of trusted sites in Internet Explorer 7.
Follow these steps:
1. Open Internet Explorer 7 browser.
2. Click Internet Options in the Tools menu.

The Tools menu opens.
3. Click on the Security tab.

The Security tab opens.
4. Click on Trusted Sites.

The Trusted Sites icon is selected and the description appears.
5. Click on the Sites button.

6. Type the SharePoint site http://spagent.example:port into the text box and click the
Add button.

7. (Optional) Clear the Require server verification (https://) option.

Note: Clear the Require server verification (https://) option to add sites to the zone
that do not use the https:// protocol. This setting protects your information while it
is being transferred to the server that the site is hosted on.

8. Click the Close button.

The Trusted Sites dialog opens.
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9. Click OK.

The Internet Options dialog opens.

Note: For more information about this issue, see the KB article 932118 on Microsoft
Support site.
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I Can Only View Read Only Copies of Documents on SharePoint
Sites, but the Office Client Integration Is Enabled

Symptom:

My SharePoint servers have the Office Client Integration feature enabled, but | cannot
open any of the documents for editing. | can only open read-only files.

Sometimes | also see the following error message:
An error (1502) occurred during the action Open File. File not found.

Solution:

Verify that the host names in the following Agent for SharePoint configuration
parameter do not contain port numbers:

SPClientIntegration

Specifies the hostnames of the SharePoint servers that the Agent for
SharePoint protects on which you want to permit Office Client Integration. The
default parameter is blank and listed as plain. If there are multiple host entries,
use the multivalue option button to add multiple hosts.

Add a port number to the value if the Agent for SharePoint operates on a
nondefault port (any port except 80 or 443).

To use this parameter, verify that the SharePoint resources that SiteMinder
protects also have their Office Client Integration enabled on the SharePoint
central administration server.

Because Office Client Integration requires a persistent FedAuth cookie, verify
that your SharePoint server is not configured to use session cookies. By default,
UseSessionCookies in SharePoint is set to NO.

Default: None

Limits: Multiple values are allowed. Use fully qualified domain names for all
values.

Example: agent_for_sharepoint_host_name.example.com (default ports of 80
or 443)

Example: agent_for_sharepoint_host_name.example.com:81 (with a
nondefault port number for HTTP)

Example: agent_for_sharepoint_host_name.example.com:4343 (with a
nondefault port number for HTTPS)
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SharePoint FedAuth Cookies and Office Client Integration
Behavior

Symptom:

SharePoint stores a persistent FedAuth cookie on the hard drives of authenticated
users. | do not want the SharePoint server to use these persistent cookies.

Solution:

You can configure SharePoint so a persistent FedAuth cookie is not stored. However,
disabling the persistent FedAuth cookie also disables the single-sign on function of
Office Client Integration. Users who try to open files on the SharePoint server are
challenged for their credentials.

Note: For more information about how to disable FedAuth cookies in SharePoint 2010,
go to the technet blogs website, and then search for the following phrase:

"Setting the Login Token Expiration Correctly for SharePoint 2010 SAML Claims Users"

Registration Failed with Unknown Error 127

Valid on Linux operating environments

Symptom:

| received the following error:
Registration Failed: Unknown Error 127

Solution:

Verify that your Linux operating environment meets the proper prerequisites.

More information:

Agent for SharePoint Prerequisites for Linux Operating Environments (see page 34)
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How to Reduce People Picker Timeouts with Larde Databases
on UNIX/Linux Operating Environments

Sometimes the SharePoint people picker times out if the user database is large. This
situation occurs because the CA SiteMinder Agent for SharePoint is searching a large
group of users in a database.

To reduce these timeouts, you can change a setting in the registry.

How to Reduce People Picker Time Outs with Large Databases

Open the
@ sm_r:gistry File ","dd the Seltting
— - = in the Registry
" with a Text X
Paolicy Server Editor File
Administrator
Restart Your
Policy Server

Follow these steps:

1.

2
3.
4

Open the sm.registry file with a text editor (see page 349).

Add the setting in the registry file (see page 350).

Restart Your Policy Server (see page 351).

Repeat Steps 1 through 4 for all your Policy Servers.

Open the sm.registry File with a Text Editor

Change this setting on UNIX or Linux operating environments by opening the sm.registry
file with a text editor. The sm.registry file is stored on your Policy Server.

Follow these steps:

1.

Navigate to the following directory:

Installation Directory/registry

installation_directory
Specifies the location in the file system where the Policy Server is installed.
Default: /opt/CA/siteminder

Open the following file with a text editor:

sm.registry

You can now change the settings.
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Add the Setting in the Registry File

The following registry key controls people picker sorting and reduces timeouts:
EnableSorting

Specifies the sorting method the product uses when searching your Active
Directory database. The following methods are available:

m Disabled. Set the value to 0.
m Enabled for unknown directories. Set the value to 1.
m Enabled for all directories. Set the value to 2.

Default: 2

Follow these steps:
1. Locate the following section of the sm.registry file:

HKEY_LOCAL_MACHINE\SOFTWARE\Netegrity\SiteMinder\CurrentVersion\Ds\LDAPProvid
er=

2. Add the following line in the LDAPProvider section:
EnableSorting= 0; REG_DWORD
3. Change the zero in the previous line to one of the following values:
m 1 (enables sorting for unknown directories)
m 2 (enables sorting for all directories)
4. Verify that the line in your sm.registry file matches one of the following examples:
EnableSorting= 1; REG_DWORD
EnableSorting= 2; REG_DWORD
5. Save the changes to the sm.registry file, and then close the text editor.

The setting is added to the registry file.
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Restart Your Policy Server

Apply the changes that you made previously by restarting your Policy Server.

Follow these steps:

1.

Log in to the system hosting the Policy Server with the same user account that
installed the Policy Server originally.

Stop all Policy Server processes, with one of the following actions:

m  Open the Management Console, click the Status tab, and then click the Stop
buttons.

m  Use the following script. This script also stops the UNIX executive so that the
processes do not restart automatically.

installation path/siteminder/stop-all

m The following script can stop the Policy Server processes. The UNIX executive
starts with the script (if it is not already running). The script can be invoked
using the command line with the following options:

installation path/siteminder/smpolsrv -stop

The Policy Server logs all UNIX executive activity in the
installation_directory/log/smexec.log file. Log entries are always appended to the
existing log file.

Start all Policy Server processes, with one of the following actions:

m  Open the Management Console, click the Status tab, and then click the Start
buttons.

m Use the following script. This script also starts the UNIX executive.

installation path/siteminder/start-all

m The following script can start the Policy Server processes. The UNIX executive
starts with the script (if it is not already running). The script can be invoked
using the command line with the following options:

installation_path/siteminder/smpolsrv -start

The Policy Server logs all UNIX executive activity in the
installation_directory/log/smexec.log file. Log entries are always appended to the
existing log file.
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How to Reduce People Picker Timeouts with Larde Databases
on Windows Operating Environments

Sometimes the SharePoint people picker times out if the user database is large. This
situation occurs because the CA SiteMinder Agent for SharePoint is searching a large
group of users in a database.

To reduce these timeouts, you can change a setting in the registry.

How to Reduce People Picker Time Outs with Large Databases

()

=) Open the

— % Windows > ReA?s(: thze
Palicy Server Registry Editor gistty ey
Administrator

’

Restart Your
Policy Server

Follow these steps:

1. Open the Windows registry editor (see page 352).

Add the registry key (see page 353).

2
3. Restart your Policy Server (see page 354).
4

Repeat Steps 1 through 4 for all your Policy Servers.

Open the Windows Registry Editor

Change this setting by opening the Windows registry editor on the system hosting your
Policy Server.
Follow these steps:
1. Click Start, Run.
2. Type the following text in the Open: Field.
regedit
3. Click OK.

The Windows registry editor opens.
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Add the Registry Key

The following registry key controls people picker sorting and reduces timeouts:
EnableSorting

Specifies the sorting method the product uses when searching your Active
Directory database. The following methods are available:

m Disabled. Set the value to 0.
m Enabled for unknown directories. Set the value to 1.
m Enabled for all directories. Set the value to 2.

Default: 2

Follow these steps:
1. Inthe registry editor, expand the following item:

HKEY LOCAL MACHINE
2. Click Software, Netegrity, SiteMinder, Currentversion, Ds, LDAPProvider.
3. Locate the following registry key:

EnableSorting
4. Right-click in the right pane, and then pick New, DWORD.

A new DWORD named NewValue #1 appears in the list.
5. Right-click the new DWORD, and then do the following steps:

a. Pick Rename.

b. Type the following text:

EnableSorting

6. Right-click the EnableSorting DWORD, and then pick Modify.

The Edit DWORD dialog appears. The Value data: field is selected.
7. Do one of the following tasks:

m Todisable sorting, type 0.

m To enable sorting for unknown directories, type 1.

m To enable sorting for all directories, type 2.
8. Click OK.
9. Close the registry editor.

The value of the EnableSorting registry key is changed.
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Restart Your Policy Server

For your new settings to take effect restart your Policy Server using the Management
Console. You do not need to restart the computer on which the Policy Server runs.
Follow these steps:

1. Click Start, All Programs, CA, SiteMinder, SiteMinder Policy Server Management
Console.

The console opens with the Status tab selected.
2. Click the following Stop buttons.
m  Policy Server
m  OneView Monitor Service.
3. The Policy Server stops.
4. Click the following Start buttons:
m  Policy Server
m  OneView Monitor Service.
The Policy Server starts.
5. Click OK.

The Policy Server is restarted.

Non-endlish Input Characters Contain Junk Characters

Symptom:

When | install or configure SiteMinder components in the console mode on UNIX
machines, few non-English input characters are not displayed correctly in the console
window.

Solution:

Verify terminal settings of your console window and confirm that the console does not
clear high (8th) bit of input characters by executing the following command:

stty —istrip
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New Claim in Trusted Identity Provider Returns Empty User List
in People Picker

Symptom:

| added a claim to my trusted identity provider. When | try to search for users, the
People Picker returns an empty user list.

Solution:

A blog entry from the Microsoft Technet site, describes this issue and offers possible
solutions.
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Appendix A: SessionLinker Reference

This section contains the following topics:

How the SessionLinker Works (see page 357)
Working with Cookies (see page 359)

Troubleshooting (see page 361)

How the SessionLinker Works

The SessionLinker synchronizes a SiteMinder session with a third-party application
session for better security. If a user logs out of SiteMinder, the SessionLinker invalidates
the related session of the third-party application.

When a user authenticates, SiteMinder assigns a unique session identifier to that user
session. The session identifier, called the SiteMinder Session ID, remains constant for
that user for the life of the user session. If the user logs out of SiteMinder through the
Logout URL, SiteMinder deletes the SMSESSION cookie that SiteMinder uses to track the
SiteMinder Session ID.

The SessionLinker module takes application session cookies and associates them, one by
one, with a SiteMinder session. Once associated, the application cookie (referred to
here as the foreign cookie) can only be used in conjunction with that particular
SiteMinder session. The SessionLinker prevents attempts by other SiteMinder sessions
to use the same foreign session.

To understand the SessionLinker operation, associate the SiteMinder session and
corresponding foreign cookies that SiteMinder tracks together in a table, as shown in
the following example:

SiteMinder Session ID Foreign Cookie
ONE ABCD

TWO LMNO

THREE PQRST

FOUR VWXY
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The SessionLinker uses the following process:
1. The SessionLinker receives a request from a web server.

2. The SessionLinker extracts the SiteMinder Session ID from the HTTP headers and
the Foreign Cookie from all the incoming HTTP cookies.

3. The Sessionlinker compares the values that are presented from the web server
against the contents of the table to determine whether the request must be
allowed, as shown in the following examples:

a. Ifthe Session ID is FIVE and the Foreign Cookie is RSTU, SessionLinker inserts
these values into the table.

b. If the Session ID is SIX and the Foreign Cookie is ABCD, SessionLinker blocks the
request because the Foreign Cookie ABCD is already associated with Session
ONE.

c. If the Session ID is ONE and the Foreign Cookie is HIJK, the old session is
orphaned and SessionLinker updates the table to associate Session ID ONE with
HIJK. When a session is orphaned, the Foreign Cookie can no longer be
presented by anyone. This feature allows the SessionLinker to support
applications that update the cookie during the user session.

The entire process is repeated for each Foreign Cookie. The resulting table may appear

as follows:

SiteMinder Session ID Foreign Cookie
***Orphaned*** ABCD

ONE HUJK

TWO LMNO

THREE PQRST

FOUR VWXY

FIVE RSTU

What the SessionLinker Does Not Support

The SessionLinker does not do any of the following tasks:

®m  Track cookies issued to the user throughout the SiteMinder environment. Doing so
would require a persistent data store that could be read from and written to by
every web server employing SessionLinker. The massive number of reads and writes
necessary to support this tracking would require substantial processing power and
bandwidth, and is thus unmanageable.
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Destroy the cookies of an existing user when the user logs out of SiteMinder.
Because the cookies are not being tracked centrally, no mechanism knows which
cookies to destroy. In addition, because of the way different web browsers handle
cookies, the logout page cannot always determine which cookies the user has
received. Finally, SessionLinker does not actually integrate with the SiteMinder
logout process.

Terminate the session of an underlying application. To support this function, the
SessionLinker would need to know how to terminate sessions in each of the
applications — many of which do not have an exposed APl to manage sessions.
Because applications can be configured to terminate sessions after some amount of
idle time, and there is little the overhead in leaving a session active, this function
has not been implemented.

SessionLinker accomplishes the linking by preventing the user from presenting an invalid
Foreign Session cookie.

Working with Cookies

Single Session Cookie Enforcement

In most cases, an application has a specific name that is always used for an associated
session cookie. In other cases, the name of the cookie begins with a known string, such
as ASPSESSIONID or MYAPPSESSION, and ends with a random or unpredictable suffix. In
such cases, the SessionLinker prevents users from presenting more than one of these
cookies and enforces the expected session linking.

If the SessionLinker detects multiple potential session cookies, it performs the following

steps:

1. Blocks access to sessions

2. Destroys all the cookies

3. Redirects the user to a URL that you specify. If you do not specify a URL, the internal

server error is displayed.
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Enable Wildcard Cookie Names

You
conf

can add the following parameters of the ACO configured on the Policy Server to the
iguration settings already selected:

COOKIE

Specifies that a cookies beginning with the specified name must be considered as a
potential foreign session cookie. The cookie value may end in an asterisk (*). If you
specify a cookie value other than a wildcard syntax, you must specify COOKIEPATH
and COOKIEDOMAIN values that determine how to destroy the incoming cookies.

COOKIEPATH

Specifies the cookie path. If you specified a wildcard syntax for the COOKIE
parameter, do not specify this parameter. The COOKIEPATH value depends on the
session cookie, and has the following format:

COOKIEPATH=<Path for outbound cookies or cookies>
Default Value: /
Example: COOKIEPATH=/

COOKIEDOMAIN

Specifies the cookie domain. If you specified a wildcard syntax for the COOKIE
parameter, you can specify this value in the following format:

COOKIEDOMAIN=<domain name for outbound cookie or cookies>
Default Value: Blank
Example: COOKIEDOMAIN=.ca.com

Maintain Links to Multiple Cookies

Som

e web applications use more than one cookie simultaneously within the same area

of the site. You can configure the SessionLinker to maintain links from a single
SiteMinder session to a number of cookies. A maximum of ten foreign session cookies
can be linked to a single SiteMinder session.

Follow these steps:

1.

Determine the correct configuration string for each cookie.

Note: Each configuration string requires at least a COOKIE directive, but any of the
directives can be combined.

Assign an integer from 0 through 9 to each cookie.
Append the selected number to the directive name.

Note: You can use any number for each set of directives but the settings for a single
cookie require the same number.
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4.

Troubleshooting

Concatenate the separate configuration strings into a single string.

If an error occurs, consider the following possibilities to troubleshoot the error:

Verify that the valid SMSESSION cookie and FOREIGN SESSION cookie are set at the
user and are passed to the SPS.

If you enabled the SessionLinker using the webagent.conf file, verify that the web
agent is enabled.

Verify that the SessionLinker ACO syntax is correct.

If agent tracing is enabled in the SessionLinker ACO, verify the logs and trace
messages in the agent logs and trace.

Verify that the SPS loaded the SessionLinker plug-in binary properly. Check the
agents.log file for log messages. If there are any errors, check if any dependent
libraries exist for the SessionLinker plug-in library on the SPS.

If arequest is rejected, verify that the session identifiers on SiteMinder Policy
Server (SMSESSION) and application web server (FOREIGN SESSION) are linked are
the same user.
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Chapter 15: Upgrade Your CA SiteMinder
Adent for SharePoint

How to Upgrade Your CA SiteMinder Adgent for SharePoint

Upgrading your CA SiteMinder Agent for SharePoint from a previous version to 12.51
involves installing the new version of the software on your existing components.

Note: The upgraded product uses any existing SharePoint connection and the trusted
identity provider from your previous version. You do not have to re-create these items.
Associate the upgraded claims provider with your existing trusted identity provider.

How to Upgrade Your CA SiteMinder Agent for SharePoint

. Install the New
D“'f‘q —— P Version of the
g Agent
Agent Owner
. Install the New Confirm the Name of Associate Your Verify the 550
E"“\ — = \ersion of the P ‘Your Existing Trusted P Existing Trusted P Settings After an
P O Claims Provider Identity Provider Identity Provider Upgrade

SharePoint
Administrator

Follow these steps:
1. Install the new version of the agent using one of the following procedures:

m Upgrade the agent on Windows operating environments (see page 364).

m Upgrade the agent on UNIX operating environments (see page 365).

2. Install the new version of the claims provider on your SharePoint central
administration servers (see page 366).

3. Confirm the name of your existing trusted identity provider (see page 367).

4. Associate your existing trusted identity provider with the new claims provider (see
page 367).

5. Verify the SSL settings after an upgrade (see page 368).

6. Repeat Steps 1 through 5 for any other components running the CA SiteMinder
Agent for SharePoint.

Chapter 15: Upgrade Your CA SiteMinder Adent for SharePoint 363



How to Upgrade Your CA SiteMinder Adent for SharePoint

Install the New Version of the Agent

The first step of the upgrade process is installing the new version of the Agent. Pick the
appropriate procedure for your operating environment from the following list:

m  Upgrade the agent on Windows operating environments (see page 364).

m  Upgrade the agent on UNIX operating environments (see page 365).

Updrade the agent on Windows Operating Environments
Installing a new version of the agent upgrades the product from the previous version.

The default installation location for the agent on 32-bit Windows operating
environments is: C:\Program Files\CA\Agent-for-SharePoint. On 64-bit Windows
operating environments, the default installation location is C:\CA\Agent-for-SharePoint.

Important! The Agent for SharePoint cannot be installed on a computer that hosts any
other web server. The Agent for SharePoint operates as a stand-alone proxy-based
solution.

To run the agent installer on Windows operating environments, you need local
Administrator privileges.

Note: We recommend installing the agent on an NTFS file-system partition.

Follow these steps:
1. Copy the installation program from the Download location on the CA Support site.
2. Right-click the following executable, and then select Run as administrator:
ca-sp2010agent-version-operating_environment.exe
The installation program starts.
3. Follow the instructions from the installation wizard.

Note: The installer displays all Java executables that are installed in the system. Pick
a Java component and version that is equal to or greater than the one shown by the
installer. If the installer does not detect any Java executables by default, then
browse and select the appropriate path. For more information about the required
Java executables or other third-party software requirements, see the platform
support matrix.

4. Restart your system after the installation finishes.

5. Continue with the next step of installing the new version of the claims provider (see
page 366).

364 Adent for SharePoint Guide



How to Upgrade Your CA SiteMinder Agent for SharePoint

Updrade the Agent on UNIX Operating Environments
Installing a new version of the agent upgrades the product from the previous version.

The default installation location is user_home/CA/Agent-for-SharePoint. The folder
where you install the agent requires sufficient permissions (755). Do not install the
agent under the /root folder, because its default permissions (750) are insufficient.

Important! The Agent for SharePoint cannot be installed on a computer that hosts any
other web server. The Agent for SharePoint operates as a stand-alone proxy-based
solution.

Note: On the Solaris or Linux operating environments, the agent runs under the
"nobody" user account. If you prefer not to run the agent under this user account,
create an alternate user and assign the necessary permissions. Do not run this program
as aroot user.

Follow these steps:

1. Copy the appropriate file for your operating environment from the download
location on the CA Support site to a temporary directory:

m  Solaris operating environment: ca-sp2010agent-version-sol.bin
m Linux operating environment: ca-sp2010agent-version-linux.exe

2. Enter the appropriate command for your operating environment from the following
list:

m Solaris: sh ./ca-sp2010agent-version-sol.bin
m Linux: sh ./ca-sp2010agent-version-linux.exe

3. Follow the prompts that the installation wizard provides.

Note: The installer displays all Java executables that are installed in the system. Pick
a Java component and version that is equal to or greater than the one shown by the
installer. If the installer does not detect any Java executables by default, then
browse and select the appropriate path. For more information about the required
Java executables or other third-party software requirements, see the platform
support matrix.

4. Continue with the next step of installing the new version of the claims provider (see
page 366).
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Install the New Version of the Claims Provider on Your SharePoint Central
Administration Servers

The next step of the upgrade process is installing a new version of the claims provider
on your SharePoint central administration server. This installation upgrades the claims
provider from the previous version.

If you are not the user who installed or configured SharePoint, you need one of the
following privileges to run the Claims Provider installer:
m  Administrator for the local server
m  Administrator for the group
®m  Farm Administrator (for any SharePoint farms)
If you are installing your Claims provider on a new SharePoint farm, install the claims
provider on your SharePoint central administration server. If you add any additional
SharePoint servers to your farm later, install the claims provider on each SharePoint
server you add.
Follow these steps:
1. Logon toyour SharePoint central administration server.
2. Copy the installation program from the download location on the CA Support site.
3. Locate the following executable:

ca-spclaims-version-win64.exe
4. Right-click the executable, and then select Run as administrator.

The installation program starts.
5. Follow the installation wizard.
6. Restart your system after the installation finishes.

The Claims provider is successfully installed.
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Confirm the Name of Your Existing Trusted Identity Provider

Confirm the name of your existing trusted identity provider before associating it with
your upgraded claims provider.

Follow these steps:

1. Logon to the computer hosting your SharePoint central administration server.

2. Click Start, All Programs, Microsoft SharePoint 2010 Products, the SharePoint 2010
Management Shell.

3. Enter the following command;

Get-SPTrustedIdentityTokenIssuer

The name of your existing trusted identity provider appears. This provider is the
one which you want to associate with your upgraded claims provider.

4. Continue with the next step of associating your existing trusted identity provider
with the upgraded claims provider (see page 367).

Associate Your Existing Trusted Identity Provider with the Upgraded Claims
Provider

The next step of upgrading is associating the trusted identity provider with the upgraded
claims provider.

Note: The upgraded product uses any existing SharePoint connection and the trusted
identity provider from your previous version. You do not have to re-create these items.
Associate the upgraded claims provider with your existing trusted identity provider.

The Update-SMTrustedldentityTokenlssuer command updates the claims provider of a
trusted identity token issuer to CASiteMinderClaimProvider.

Follow these steps:

1. Click Start, All Programs, Microsoft SharePoint 2010 Products, the SharePoint 2010
Management Shell.

The SharePoint 2010 Management Shell command prompt appears.
2. Navigate to the following directory:

C:\Program Files\CA\SharePointClaimsProvider\scripts
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Enter the update command. This command has the following format:

Update-SMTrustedIdentityTokenIssuer.psl —TrustedIdentityTokenIssuer
“Name_of Trusted Identity Provider registered with SharePoint”

TrustedldentityTokenlssuer

Specifies the name of the SiteMinder trusted identity token issuer (trusted
login provider) to update.

Example:

.\Update-SMTrustedIdentityTokenIssuer.psl —TrustedIdentityTokenIssuer
“SiteMinder Federation”

The SharePoint central administration server is updated with the new claims
provider of the trusted identity token issuer.

Verify the SSL Settings After an Upgrade

Verify your SSL settings after the upgrade. In some situations, the upgrade did not
always change the settings in the following file:

Agen

t-for-Sharepoint_home\httpd\conf\spsapachessl.properties

Follow these steps:

1.
2.

Open the spsapachessl.properties file in a text editor.

Search for the following line:

apache.ssl.enabled=

Do one of the following tasks:

m [f the previous line does not exist, add it to the file. Then go to step 4.
m If the previous line exists, go to Step 4.

Confirm that the value after the equal sigh matches the setting that you want. Use
the following examples:

apache.ssl.enabled=Y
apache.ssl.enabled=N

For example, if you were using SSL before your upgrade, verify that the value after
the equal signis Y.

Save the changes to the spsapachessl.properties file and close the text editor.

The SSL settings are verified.
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SharePoint

This section contains the following topics:

How to Remove the SiteMinder Agent for SharePoint (see page 369)

How to Remove the SiteMinder Agent for SharePoint

To remove the SiteMinder Agent for SharePoint, complete the following procedures:

1.
2.

Remove the Claims Provider from SharePoint (see page 369).

Run the SharePoint Connection wizard to delete your SharePoint Connection (see
page 370).

Perform the following steps on your SharePoint central administration server:

a. Remove the trusted identity provider from any web applications using it (see
page 372).

b. Remove the Trusted Identity Provider from SharePoint (see page 373).

Remove the Agent for SharePoint.

(Optional) Remove Policy Server Objects from the Policy Store (see page 374).

Remove Claims Provider

You can remove the Claims Provider from the computer hosting SharePoint Central
Administrative by completing the following procedure.

Follow these steps:

1.

2
3
4.
5

Select Start, Control Panel, Programs, Uninstall a program.
The Uninstall or change a program page appears.

Select CA SiteMinder Claims Provider for SharePoint.

Click Uninstall.

Read the confirmation information and click Uninstall.

Click Done.

The Claims Provider is removed from your system.
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Delete a SharePoint Connection

Follow these steps:

1.

Perform the following:
m  (Windows)

a. Navigate to the following directory:
Agent-for-SharePoint home/sharepoint connection wizard

b. Right-click the executable and select Run as administrator.
The SharePoint Connection wizard starts.
m  (Unix)

a. Navigate to the following directory:
Agent-for-SharePoint home/sharepoint connection wizard

b. Enter one of the following commands:

m  Solaris: sh ./ca-spconnect-12.0-sp3-sol.bin

m Linux: sh./ca-spconnect-12.0-sp3-rhel30.bin

The SharePoint Connection wizard starts.
Click Next.
The Login Details screen appears.
Enter the following login details to connect to the Policy Server.
Policy Server Name

Specifies the Policy Server name or IP address.
Username

Specifies the Policy Server administrator username.
Password

Specifies the Policy Server administrator password.
Agent Name

Specifies the Agent-4x. The connection with the Policy Server is established
using the details given in the Agent Name.

Shared Secret Key
Specifies the shared secret key associated with the Agent.
Click Next
The Select Action screen appears.
Select Delete a SharePoint connection option.

Click Next.
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The Delete from list screen appears.
7. Select the items from the list and click Delete.
8. Click Next.
The Commit details screen appears.
9. Click Install.
The Save complete screen appears.
10. Click Done.
The partnership details are saved, the SharePoint Connection is deleted, and the
wizard closes.

More information:

SharePoint Connection Wizard Information Worksheet (see page 378)
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Remove the Trusted Identity Provider from any Web Applications Using it

A trusted identity provider cannot be removed from SharePoint while any web

appl

ications are using it. Before you remove the trusted identity provider itself, remove

the association between the SiteMinder trusted identity provider and any of your web
agents using it.

Follow these steps:

1.
2.

Log in to your SharePoint central administration server.

Click Start, Microsoft SharePoint 2010 Products, SharePoint 2010 Central
Administration.

The Central Administration home page opens.
Under Application Management, click Manage web applications.
The web application management page opens.

Click the line corresponding to the name of a web application using the SiteMinder
trusted identity provider.

The web application is selected.
On the ribbon, click Authentication Providers.
The Authentication Providers dialog appears.

In the Authentication Providers dialog, click the link that corresponds to the zone of
your web application. For example, if the web application using the SiteMinder
trusted identity provider is in the Intranet zone, click the Intranet link.

The Edit Authentication page appears.
Under Claims Authentication types, clear all Trusted Identity provider check boxes.
Click Save.

The SiteMinder trusted identity provider is removed from the web application in
the zone.

Repeat Steps 3 through 8 for all web applications and the zones using the
SiteMinder trusted identity provider.

The trusted identity provider is removed from all web applications and their
respective zones.

More information:

Alternate Connection Wizard Method to Help Resolve Firewall Issues (see page 102)
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Remove Trusted Identity Provider

You can perform the following procedure to remove the trusted identity provider for
SharePoint using Windows PowerShell.
Follow these steps:

1. Select Start, All Programs, Microsoft SharePoint 2010 Products, SharePoint 2010
Management Shell.

The Microsoft PowerShell command prompt appears.
2. Enter following command:

Remove-SPTrustedIdentityTokenIssuer -Identity
-ldentity
Specifies the name of the identity provider to remove.
Example: Remove-SPTrustedldentityTokenlssuer TestSTS
The trusted identity provider for SharePoint is removed.
Note: If you re-create a Trusted Identity Provider, verify that a hash precedes the
'New-SPTrustedRootAuthority' line in the powershell script. As the certificates (signing,

root CA, and intermediate CA) are not removed, modify the powershell script by adding
hash to avoid certificate errors.

Remove the Adent for SharePoint from Windows

You can remove the Agent for SharePoint from your Windows system by performing the
following procedure.

Follow these steps:

1. Select Start, Control Panel.

2. Select Programs, Uninstall a program.

3. Select SiteMinder Agent for SharePoint version.

4. Click Uninstall/Change.
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5. Read the confirmation information and click Uninstall.
6. Click Finish.
The uninstall confirmation screen appears.
7. Select one of the following options:
m  Yes, restart my system
m  No, | will restart my system myself
8. Click Done.

Note: If you have modified any of the Agent for SharePoint files such as server.conf, the
uninstall program does not remove these files or their parent folders.

Remove the Adgent for SharePoint from UNIX

Use the following procedure to uninstall Agent for SharePoint from a UNIX system.

Follow these steps:

1. Open aconsole window.

2. Navigate to the root installation directory.

3. Run the following program at the command prompt:
./ca-spagent-uninstall.sh

Note: If you have modified any Agent for SharePoint files, such as server.conf, the

uninstall program does not remove these files or their parent folders automatically.
Remove any files and folders for files you have changed.

(Optional) Delete Policy Store Objects

If you do not intend to use the Policy Store objects after removing the agent, delete the
objects using the SiteMinder Administrative Ul.

Note: Your administrative privileges determine the objects you can access.

Follow these steps:
1. Click <tab>, <Policy Server category>.

Example: Click Infrastructure, Authentication.
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Click <Policy Server object>, Delete <Policy Server object>.

The Delete Object pane opens.

Example: Click Authentication Scheme, Delete Authentication Scheme.
The Delete Authentication Scheme pane opens.

Specify search criteria, and click Search.

A list of objects that match the search criteria opens.

Select an object from the list, and click Select.

A confirmation pane opens.

Note: You can select more than one object at a time.

Click Yes.

The Delete Object task is submitted for processing.
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Appendix B: Adent for SharePoint
Worksheets

This section contains the following topics:

Agent for SharePoint Configuration Wizard Information Worksheet (see page 377)
SharePoint Connection Wizard Information Worksheet (see page 378)
SharePoint 2010 Federation Worksheet (see page 379)

Adent for SharePoint Configuration Wizard Information
Worksheet

Use this worksheet to gather the required information to configure the Agent for
SharePoint.

Information Required Your Value

SiteMinder administrator name

SiteMinder administrator password

Trusted host name

Host Configuration Object

Agent Configuration Object

IP address of the Policy Server where the host is
registered

Host Configuration File name and location

Name and location of the Web Agent configuration
file

Email address of the Apache web server
administrator

Fully qualified host name of the server

Port number for HTTP requests

Port number for SSL requests

Port number for HTTP Claims web service

Port number for SSL Claims web service
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SharePoint Connection Wizard Information Worksheet

More information:

Run the Configuration Wizard (see page 92)

SharePoint Connection Wizard Information Worksheet

Use this worksheet to gather the required information to configure the SharePoint
Connection Wizard.

Important! The SharePoint connection wizard automatically creates federation objects
(resource partners) in your Policy Servers. Use only the SharePoint connection wizard to
create or manage these objects. If you have a Federation Security Services license, these
objects also appear in the FSS Administrative Ul. Advise your Federation Security
Services Administrator not to modify these objects with the FSS Administrative Ul unless
explicitly told to do so by CA support personnel.

Information Needed Your Value

Policy Server name

Policy Server administrator username

Policy Server administrator password

Agent-4x name

Shared Secret Key of the Agent-4x

Domain associated with the SharePoint connection

Name of the SharePoint connection

Authentication URL

SharePoint Realm Name

Skew Time

Validity Duration

Signing Alias

Protection level

Identifier Claim Name

Directory Attribute

Attribute (group-based claims) smusergroups
(role-based claims) userrole

Claim Type
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SharePoint 2010 Federation Worksheet

SharePoint 2010 Federation Worksheet

Use this worksheet to gather the required information to configure SharePoint for
SiteMinder.

Information Needed Your Value

Trusted Identity Provider name

Certificate authority certificate

Certificate-Authority Certificates

Claims Mappings

Claims Identifier

Realm

SigninUrl

UseWReply

Name ID

Account Partner ID

Signing Certificate

Security Token Consuming Service

More information:

Configure SharePoint (see page 111)

Chapter 17: Platform Support and
Installation Media
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Locate the SiteMinder Adent for SharePoint Platform Support Matrix

Locate the SiteMinder Agent for SharePoint Platform Support
Matrix

You can find a comprehensive list of the CA and third—party components supported by
SiteMinder on the Technical Support site.

Follow these steps:

1. Loginto the Technical Support site.

The Support home page appears.

2. Under Support, click Support By Product.

3. Inthe Select a Product Page field, enter SiteMinder and press Enter.
The SiteMinder product page appears.

4. Scroll to the Product Status section and click CA SiteMinder Family of Products
Platform Support Matrices.

The CA SiteMinder Platform Support Matrices section appears.
5. Under CA SiteMinder Agent for SharePoint, click the PDF link.

The CA SiteMinder Agent for SharePoint Platform Support Matrix opens in a new
tab.

Locate the Bookshelf

The SiteMinder Agent for SharePoint bookshelf is available on the Technical Support
site.

Follow these steps:

1. Loginto the Technical Support site.

The Support home page appears.
2. Under Support, Under Support, click Documentation.

3. Inthe Select a Bookshelf field select SiteMinder Agent for SharePoint version and
click Go.

The SiteMinder Agent for SharePoint bookshelf page appears.
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Locate the Installation Media

Locate the Installation Media

You can find a comprehensive list of the SiteMinder installation media on the Technical
Support site.

Follow these steps:

1.
2.

o v & w

Log in to the Technical Support site.

Under Support, click Download Center, Products.

The Download Center screen appears.

Enter SiteMinder Agent for SharePoint in the Select a Product field.
Select a release from the Select a Release list.

Select a service pack from the Select a Gen Level list.

Click Go.

The Product Downloads screen appears. All SiteMinder Agent for SharePoint
installation executables are listed.
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Agent for SharePoint Virtual Attribute Mappings
164

Agent for SharePoint Worksheets ¢ 377
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Approve a Certificate Request using Active Directory
Certificate Services ¢ 76

Assign Permissions for Log Files and Directories on
UNIX/Linux ¢ 97

Assign User Directories ® 57
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with the Upgraded Claims Provider ¢ 367

Attributes Appear Truncated in SharePoint ¢ 336

C

CA DLP Content Classification Service and the Agent
for SharePoint ¢ 323

CA Technologies Product References ¢ 3

Cannot Log Off Users from Sites and Subsites
without Referring LogOffURI ACO (CQ 135854)
342

Change How Directory Attributes Appear in the
SharePoint People Picker 184

Change the LogOffURi parameter value » 276

Change the Sign-in URL of your SiteMinder Trusted
Identity Provider ¢ 320

Change the States of the Services on your Agent for
SharePoint 108, 207, 224, 238, 292

Change the Value of the EnableWebAgent
Parameter ¢ 107, 206, 223, 237, 291

Claims ¢ 26

Claims Provider ¢ 28, 163

Claims Provider Searches and Results ¢ 163

Claims-based Authentication Overview ¢ 25

Complete Your Certificate Request » 77

Configure Clusters ¢ 43

Configure EPAgent Logging Options * 286

Configure EPAgent Properties ® 285

Configure Realms ¢ 57
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Configure SharePoint e 111

Configure the Agent for SharePoint for Web
Applications That Use NTLM Authentication ¢ 321

Configure the Authentication Providers 144

Configure the JSP file on the system that is running
your CA SiteMinder Agent for SharePoint e 272

Configure Your EPAgent e 285

Configuring EPAgent Plug-ins » 286

Configuring the EPAgent for Network Data Sources
286

Confirm that the Agent for SharePoint Is Functioning
©94

Confirm the Name of Your Existing Trusted Identity
Provider ¢ 367

Contact CA Technologies ¢ 3

Copy the Policy Server Signing certificate to the
SharePoint Central Administration Server ¢ 121

Copy the Powershell Script to the SharePoint Central
Administration Server ¢ 122, 247

Create a 4.x Agent Object for the SharePoint
Connection Wizard ¢ 46

Create a Certificate Request for a Server Certificate
on an lIS Web Server » 74

Create a Certificate Signing Request and Submit It to
a Certificate Authority 200

Create a Host Configuration Object » 42

Create a New Web Application with Claims based
Authentication ¢ 151

Create a Policy » 60

Create a Policy Domain ¢ 56

Create a PowerShell Script to Update the Certificates
* 303

Create a Rule for Web Agent Actions ¢ 59

Create a SharePoint Connection » 104

Create a SiteMinder Application to Protect
SharePoint Resources that CA DLP also Protects
63

Create A User Directory Connection e 51

Create a Virtual Attribute Mapping for your User
Claim e 52

Create Alternate Access Mappings for Your
Port-Based Virtual Sites ¢ 235

Create an Agent Configuration Object ¢ 47

Create an Agent Object » 44

Create an Attribute Mapping for a Role-based Claims
in Active Directory ¢ 178

Create an Attribute Mapping for a Role-based Claims
in LDAP Directories ® 177

Create an Attribute Mapping for User Claims in a
Microsoft Active Directory Server ¢ 54, 172

Create an Attribute Mapping for User Claims in an
LDAP Directory ¢ 53, 170

Create an Authentication Scheme for the Agent for
SharePoint ¢ 55

Create Attribute Mappings for Group-based Claims
in Active Directory ¢ 175

Create Attribute Mappings for Group-based Claims
in LDAP Directories 174

Create Proxy Rules for your Host-Header-Based
Virtual Hosts 311

Create Proxy Rules for your Path-based Virtual Hosts
¢ 314

Create Proxy Rules for your Port-based Virtual Hosts
* 308

Create SharePoint Policies with Placeholders for
Expected Directory Attributes ¢ 183

Create the JCEKS Key Store and Private Key 198

D

Define the KeyStore and the SSL Ports » 204

Define Virtual Attribute Mappings ¢ 241

Define Virtual Hosts for each Web Application ¢ 306

Delete a SharePoint Connection ¢ 370

Determine PowerShell Script Modifications ¢ 248

Determine the IANA Code for Your Language * 188

Determine your policy model 55

Disable Client Loopback * 148, 257

Documentation Changes ¢ 4

Download and Import the Certificate Chain ¢ 203

Download and Install the Certificates from your
Certificate Authority ¢ 230

E

Edit a SharePoint Connection using the SharePoint
Connection Wizard ¢ 105

Edit the File of Each Web Front-End (WFE) Server in
Your SharePoint Environment ¢ 261, 273

Edit the Sign-In URL for the Affilliate Domain using
the Sharepoint Connection Wizard « 317

Enable Paging for Searches of Active Directory User
Stores (32-bit systems) ¢ 69, 343

Enable Paging for Searches of Active Directory User
Stores (64-bit systems) o 70, 344

Enable Search of Custom Object Classes in Your
LDAP Directory ¢ 340
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Enable Single Logout by Running the SharePoint
Connection Wizard » 267, 281

Enable SSL for the Web Application ¢ 153

Enable SSL on IIS for the Web Application 152

Enable SSL on Your Agent for SharePoint 232

Enable Support for Dynamic Policy Server Clusters
for your Agent for SharePoint ® 96

Enable the DLP Plug—in « 323

Enable the SessionLinker 294

Enable Wildcard Cookie Names ¢ 360

Environment Variables ¢ 188
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Example SharePoint Farm Deployment with Multiple
Web Front Ends and Load Balancing ¢ 22

Example SharePoint Farm Deployment with Single
Web Front End ¢ 21

Export the Client Authentication Certificate from the
Current User Certificate Store ¢ 214
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CRAWL Service and Search Support » 186

F
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FIPS Support Overview ¢ 86

G
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Configuration Wizard Information ¢ 90
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Generate a Private Unencrypted RSA Server Key for
Each Virtual Site » 227

Generate an SSLConfig.properties File ® 205

Generate and Submit Certificate Signing Requests
229
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217
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