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Documentation Changes

The following documentation updates have been made since the third edition of this
documentation:

Restart the Report Server (see page 387)—Updated the value of the
LD_LIBRARY_PATH variable.

Edit the Policy Store Schema Files (see page 146)—Updated the command to edit
the policy store scheme file used for configuring a Novell eDirectory policy store.

Korn Shell (ksh) Package Required on Linux (see page 61)—Added to describe that
the package is required for the Policy Server installation.

Required Linux Libraries (see page 59)—Added a library that is required to install
Policy Server on Red Hat 6.x. Resolves to CQ: 180464 and STAR Issue: 21643250-1

The following documentation updates have been made since the last release of this
documentation:

Create the Audit Store Schema (see page 309)—Revised DB2 instructions. Remove
only the NULL keyword from each assertion, instead of the entire assertion itself.

Authentication Schemes Supporting MBCS URLs (see page 519)—Corrected
typographical error. This update resolves CQ171840.

Microsoft SQL Server Information (see page 37)—Added note stating that
credentials for an administrator with create privilege are not required if the CA
SiteMinder® schema is already present in the database.

How to Configure the Policy Store (MySQL)—Revised this topic and the topic,
Create the CA SiteMinder® Schema to include new schema files that support
Unicode characters. This update resolves CQ178545.

Required patches for the Java Cryptographic Extension (JCE) (see page 19)—This
item details the files that require updates to use the cryptographic algorithms
provided by Java. Resolves CQ 174929.

Required Linux Libraries (see page 59)—Added note stating that all the RPM
packages that are required for 64-bit Red Hat 6.x are 32-bit packages. This update
resolves CQ 177043.

Oracle Directory Server as a Policy Store (see page 170)—Made changes to
smldapsetup command definitions. This update resolves CQ 177321.

Configure an Oracle Policy Store (see page 266), Configure a MySQL Policy Store
(see page 240), and Configure a SQL Server Policy Store (see page 253)—Updated to
replace DataDirect 6.0 driver (no longer supported) instructions with instructions
for DataDirect 7.1 drivers. Resolves CQ 177973.




Microsoft SQL Server Information (see page 37)—Added note stating that if the CA
SiteMinder schema is already present in the database, the wizard does not require
the credentials of a database administrator with create permission. Resoves CQ
176984.

How to Configure Oracle Virtual Directory as a Policy Store—Added section
describing how to configure Oracle Virtual Directory as a Policy Store. Resolves CQ
174391.

How to Configure Oracle Unified Directory as a Policy Store—Added section
describing how to configure Oracle Unified Directory as a Policy Store. Resolves CQ
172420.

Create the Policy Store Schema (see page 109)—Added note that the Active
Directory is owned by the root domain. Resolves CQ 178192 and STAR issue
21568559-1.
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Chapter 1: Policy Server Installation
Requirements

Policy Server System Requirements

The following sections detail the minimum system requirements for installing a Policy
Server on a Windows and UNIX system.

Windows
The Windows system to which you are installing the Policy Server must meet the
following minimum system requirements:
m  CPU—x86 or x64.
m  Memory—2 GB of system RAM.

Note: We recommend 2 GB of RAM for Policy Server processing. We recommend at
least 4 GB of RAM be available to the Policy Server host system for additional
processing.

m  Available disk space:
- 4GB of free disk space in the install location.
- 3 GB of free space in temporary file location of the system.

Note: These requirements are based on a medium size policy database of
approximately 1,000 policies.

m  JDK—Be sure that the required JRE, which is shipped with the JDK, is installed on
the Policy Server host system.

m  LDAP directory server or relational database—Be sure that the LDAP directory

server or relational database you plan on using as a policy store is supported.

Note: For a list of supported CA and third-party components, refer to the CA
SiteMinder® 12.51 Platform Support Matrix on the Technical Support site.
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UNIX

The UNIX system to which you are installing the Policy Server must meet the following
minimum system requirements:

= CPU
—  Solaris—UltraSparc 440MHz or better.
- Red Hat—x86 or x64.

Note:The Red Hat 6 operating system relies on entropy for performance.
Increase entropy before installing the component. Without sufficient entropy,
the installation can take an exceedingly long time to complete. We recommend
that you use the following command to set a symbolic link:

mv /dev/random /dev/random.org
1n —s /dev/urandom /dev/random

m  Memory—2 GB of system RAM.

Note: We recommend 2 GB of RAM for Policy Server processing. We recommend at
least 4 GB of RAM be available to the Policy Server host system for additional
processing.

m  Available disk space:
- 4GB of free disk space.
- 3 GB of free disk space in /tmp.

Note: Typically, 10 MB of free disk space in /tmp is required for the daily
operation of the Policy Server. The Policy Server creates files and named pipes
under /tmp. The path to which these files and pipes are created cannot be
changed.

m  JRE—The required JRE version is installed on the system to which you are installing
the Policy Server.

m  LDAP directory server or relational database—Be sure that the LDAP directory
server or relational database you plan on using as a policy store is supported.

Note: For a list of supported CA and third-party components, refer to the CA
SiteMinder® 12.51 Platform Support Matrix on the Technical Support site.
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Requirements

System Requirements

The following sections detail the minimum system requirements for installing the
Administrative Ul using the stand-alone installation option.

Note: For a list of supported CA and third-party components, refer to the CA
SiteMinder® 12.51 Platform Support Matrix on the Technical Support site.

Verify the Windows UI Host System Requirements

A Windows Administrative Ul host system for a stand—alone installation must meet the
following minimum system requirements:

CPU—x86 or x64, 1.2 GHz or better.

Memory—1 GB of system RAM. We recommend 2 GB.
Available disk space—840 MB.

Temp directory space—3 GB.

Screen resolution—1024 x 768 or higher resolution with 256 colors or better to
view the Administrative Ul properly.

Use the Platform Support Matrix to verify that the operating environment and other
required third-party components are supported.
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Verify the UNIX UI Host System Requirements

A UNIX Administrative Ul host system for the stand—alone installation must meet the
following minimum system requirements::

= CPU
- Solaris—UltraSparc, 440 MHz or better.
— Red Hat Linux—x86 or x64, 700 MHz or better.

Note: The Red Hat 6 operating system relies on entropy for performance.
Before you install the component, increase entropy. Otherwise, the installation
takes an exceedingly long time, and the Administrative Ul responses slow down
during runtime.

Use the following commands:

mv /dev/random /dev/random.org
1n —s /dev/urandom /dev/random

m Memory—1 GB of system RAM. We recommend 2 GB.

m  Available disk space—840 MB.

m  Temp directory space—3 GB.

m  Screen resolution—1024 x 768 or higher resolution with 256 colors or better to

view the Administrative Ul properly.

Use the Platform Support Matrix to verify that the operating environment and other
required third-party components are supported.

Required Linux Libraries

Certain library files are required for components operating on Linux operating
environments. Failure to install the correct libraries can cause the following error:

java.lang.UnsatisfiedLinkError
If you are installing, configuring, or upgrading a Linux version of this component, the
following libraries are required on the host system:
Red Hat 5.x
compat—gcc-34-c++-3.4.6-patch_version.|386
Red Hat 6.x (32-bit)
libstdc++-4.4.6-3.€l6.i1686.rpm

To have the appropriate 32-bit C run—time library for your operating environment,
install the previous rpm.
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Red Hat 6.x (64-bit)
libXau-1.0.5-1.el6.i686.rpm
libxcb-1.5-1.el6.i686.rpm
libstdc++-4.4.6-4.€l6.i1686.rpm
compat-db42-4.2.52-15.el6.i686.rpm
compat-db43-4.3.29-15.el6.i686.rpm
libX11-1.3-2.€l6.i686.rpm
libXrender-0.9.5-1.el6.i686.rpm
libexpat.so.1 (provided by expat-2.0.1-11.el6_2.i686.rpm)
libfreetype.so.6 (provided by freetype-2.3.11-6.el6_2.9.i686.rpm)
libfontconfig.so.1 (provided by fontconfig-2.8.0-3.el6.i686.rpm)
libICE-1.0.6-1.€l6.i686.rpm
libuuid-2.17.2-12.7.€l6.i686.rpm
libSM-1.1.0-7.1.el6.i1686.rpm
libXext-1.1-3.el6.i686.rpm
compat-libstdc++-33-3.2.3-69.€16.i1686.rpm
compat-db-4.6.21-15.el6.i686.rpm
libXi-1.3-3.el6.i1686.rpm
libXtst-1.0.99.2-3.el6.i686.rpm
libXft-2.1.13-4.1.el6.i686.rpm
libXt-1.0.7-1.el6.i686.rpm
libXp-1.0.0-15.1.el6.i686.rpm
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Chapter 3: Report Server Installation
Requirements

System Requirements

The following sections detail the minimum system requirements for installing the Report
Server.

Note: For a list of supported CA and third-party components, refer to the CA
SiteMinder® 12.51 Platform Support Matrix on the Technical Support site.

Windows
The Windows system to which you are installing the Reports Server must meet the
following minimum system requirements:
m  CPU—Intel Pentium” 4—class processor, 2.0 GHz.
m Memory—2 GB of RAM.
m  Available disk space—10 GB.
Note: This requirement is the space that is required to install the Report Server.
This requirement does not account for the disk space that is required to store
reports.
m  Temp directory space—1 GB.
m  Screen resolution—1024 x 768 or higher resolution with 256 colors or better to
view reports properly in the Administrative Ul.
UNIX

The UNIX system to which you are installing the Reports Server must meet the following
minimum system requirements:

= CPU
—  (Solaris) SPARC v8plusSparc
- (Red Hat Linux) Intel Pentium 4—class processor, 2.0 GHz.

m Memory—2 GB of RAM.
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m  Available disk space—10 GB.

Note: This requirement is the space that is required to install the Report Server.
This requirement does not account for the disk space that is required to store
reports.

m  Temp directory space—1 GB.

m  Screen resolution—1024 x 768 or higher resolution with 256 colors or better to
view reports properly in the Administrative Ul.

Solaris Required Patch Clusters

The Report Server requires specific Solaris patch clusters. Update the Solaris system
before installing the Report Server.

Important! If you do not install the required patches, the Report Server installation fails.

Note: For more information about the Solaris patch clusters, see the Policy Server
Release Notes.

Red Hat Required Patch Clusters

The Report Server requires specific Red Hat patch clusters. Update the Red Hat system
before installing the Report Server.

Important! If you do not install the required patches, the Report Server installation fails.

Note: For more information about the Red Hat patch clusters, see the Policy Server
Release Notes.
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Report Database Requirements

The Report Server requires a report database to run reports. The Report Server installer
can install an embedded version of Sun Microsystems MySQL (MySQL) to function as
the report database.

If you do not install the embedded version of MySQL, a supported version of the
following can be used:

m  Microsoft sQL Server (SQL Server)

m  Oracle’

Important! The Report Server is a CA common component that CA products can share.
As such, the installer lets you configure the report database to database types and
versions that other products support, but CA SiteMinder® does not. For a list of

supported database types and versions, see the CA SiteMinder® 12.51 Platform Support
Matrix.

Connectivity Requirements

The Report Server requires a driver to communicate with the following:
m A SQL Server or Oracle report database

Note: If you use the embedded version of MySQL, there are no report database
connectivity requirements.

m A CASiteMinder® audit store

Be sure that a supported Microsoft SQL Server driver or Oracle Net client is installed on
the Report Server host system.

Note: For a list of supported CA and third-party components, refer to the CA
SiteMinder® 12.51 Platform Support Matrix on the Technical Support site.
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Chapter 4: Installing the Policy Server on
Windows Systems

This section contains the following topics:

Installation Road Map (see page 30)

Before You Install the Policy Server on Windows (see page 31)
How to Install the Policy Server on Windows (see page 31)
Unattended Policy Server Installation (see page 43)

Policy Server Configuration Wizard (see page 43)

Reinstall the Policy Server (see page 50)

How to Uninstall the Policy Server on Windows (see page 50)
Scripting Interface (see page 53)
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Installation Road Map

The following diagram illustrates a sample CA SiteMinder® installation and lists the
order in which you install and configure each component. Consider the following items:

m  Confirm that the Policy Server host system meets the minimum system
requirements. We recommend doing so before installing the Policy Server.

A dotted line surrounds the Policy Server. Install this component now.

Figure 1: Installation Roadmap
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More information:

Policy Server System Requirements (see page 19)
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Before You Install the Policy Server on Windows

Consider the following items before installing the Policy Server:

m  Administrator privileges—A Windows account with local administrator privileges is
required to install the Policy Server.

m  System path length—If the system path length exceeds 1024 characters, the Policy
Server installation fails. The limitation applies to both included or excluded CA
SiteMinder® added directories.

Note: We recommend trimming the pre—CA SiteMinder® system path to
approximately 700 characters for best results.

m  (Windows 2008) Firewall settings—If you are installing a Policy Server on Windows
2008, update the Windows firewall settings to allow inbound connections on the
following ports:

- 44441
- 44442
- 44443

These ports are the default Policy Server accounting, authentication, and
authorization ports. If you change these ports after installing the Policy Server, be
sure to allow inbound connections to the respective ports.

Note: For more information, see the Microsoft documentation.

m  Environment variables—The Policy Server installation modifies environment
variables.

How to Install the Policy Server on Windows

To install the Policy Server complete the following procedures:

1. Review the Policy Server component considerations.

2. Review the policy store considerations.

3. Review the FIPS considerations.

4. Gather information for the Policy Server installer.

5. Runthe Policy Server installer.

6. (Optional) If you configured SNMP, enable SNMP event trapping.

7. (Optional) If you do not use the Policy Server installer to configure a policy store,
manually configure the policy store.
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More information:

Reinstall the Policy Server (see page 50)

Policy Server Component Considerations

In addition to the Policy Server, the installer can install and configure the following
components. Review the following items before installing the Policy Server:

OneView Monitor
The OneView Monitor enables the monitoring of CA SiteMinder® components.

Note: A supported Java SDK and ServletExec/AS is required to configure the
OneView Monitor.

Policy store

Note: The key store and the certificate data store are automatically configured and
collocated with the policy store.

SNMP

Be sure that you have an SNMP Service (Master OS Agent) installed with your
Windows operating system before installing the Policy Server.

Note: For more information about installing the SNMP Service, see the Windows
online help system.

Audit Logs

You can store audit logs in either a relational database or a text file. After you install
the Policy Server, audit logging is set to a text file and not to ODBC by default.

Note: For a list of supported CA and third-party components, refer to the CA
SiteMinder® 12.51 Platform Support Matrix on the Technical Support site.

Policy Store Considerations

Consider the following items before running the Policy Server installer or the Policy
Server Configuration wizard:

The Policy Server installer and the Policy Server Configuration wizard can
automatically configure one of the following stores as a policy store:

- Microsoft Active Directory Lightweight Directory Services (AD LDS)

Note: Be sure that you have met the prerequisites for configuring AD LDS as a
policy store.
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- Oracle’ Directory Enterprise Edition (formerly Sun Java" System Directory
Server)

Important! The Policy Server installer and the Policy Server Configuration
wizard cannot automatically configure a policy store that is being connected to
using an SSL connection.

- MicrosoftSQLServer®
— Oracle RDBMS

m  (RDB policy store) The Policy Server installer or the Policy Server Configuration
Wizard use specific database information to create the policy store data source. The
Policy Server uses this data source to communicate with the policy store. Consider
the following items:

— The name of data source is CA CA SiteMinder® DSN.

— The installer saves the data source to the Microsoft ODBC Data Source
Administrator tool, under the System DSN tab.

m  (RDB policy store) Verify that the database server that is to host the policy store is
configured to store objects in UTF—8 form. This configuration avoids possible policy
store corruption.

- (Oracle) Be sure that the database is configured to store objects in UTF—8 form.
Oracle supports unicode within many of their character sets. For more
information about configuring your database to store objects in UTF-8 form,
see your vendor—specific documentation.

— (SQL Server) Be sure that the database is configured using the default collation
(SQL_Latin1_General_CP1_Cl_AS). Using a collation that is case—sensitive can
result in unexpected behaviors. For more information about configuring your
database to store objects using the default collation, see your vendor—specific
documentation.

m  The certificate data store is automatically collocated with the policy store.

®m  You manually configure any other supported directory server or relational database
as a policy store after installing the Policy Server. Configuring a policy store
manually is detailed in this document.

More information:

Configuring CA SiteMinder® Data Stores in a Relational Database (see page 233)
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FIPS Considerations

The Policy Server uses certified Federal Information Processing Standard (FIPS) 140-2
compliant cryptographic libraries. FIPS is a US government computer security standard
that is used to accredit cryptographic modules that meet the Advanced Encryption
Standard (AES). The libraries provide a FIPS mode of operation when a CA SiteMinder®
environment only uses FIPS-compliant algorithms to encrypt sensitive data.

You can install the Policy Server in one of the following FIPS modes of operation.

Note: The FIPS mode a Policy Server operates in is system-specific. For more
information, see the CA SiteMinder® 12.51 Platform Support Matrix on the Technical

Support site.

m  FIPS-compatibility mode—The default FIPS mode of operation during the
installation is FIPS-compatibility mode. In FIPS-compatibility mode, the environment
uses existing CA SiteMinder® algorithms to encrypt sensitive data and is compatible
with previous versions CA SiteMinder®:

—  The use of FIPS-compliant algorithms in your environment is optional.

- If your organization does not require the use of FIPS-compliant algorithms,
install the Policy Server in FIPS-compatibility mode. No further configuration is
required.

m  FIPS-migration mode—FIPS-migration mode lets you transition an 12.51
environment running in FIPS-compatibility mode to FIPS-only mode.

In FIPS-migration mode, the 12.51 Policy Server continues to use existing CA
SiteMinder® encryption algorithms as you migrate the 12.51 environment to use
only FIPS-compliant algorithms.

Install the Policy Server in FIPS-migration mode if you are in the process of
configuring the existing environment to use only FIPS-compliant algorithms.

®  FIPS-only mode—In FIPS-only mode, the environment only uses FIPS-compliant
algorithms to encrypt sensitive data.

Install the Policy Server in FIPS-only mode if the existing environment is upgraded
to 12.51 and the existing environment is configured to use only FIPS-compliant
algorithms.

Important! A 12.51 environment that is running in FIPS-only mode cannot operate
with versions of CA SiteMinder® that do not also fully support FIPS (that is, versions
before r12.0). This restriction applies to all agents, custom software using older
versions of the Agent API, and custom software using PM APIs or any other API that
the Policy Server exposes. Relink all such software with the 12.51 versions of the
respective SDKs to achieve the required FIPS support.

Note: For more information about migrating an environment to use only FIPS-compliant
algorithms, see the Upgrade Guide.
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Gather Information for the Installer

The Policy Server installer requires specific information to install the Policy Server and
any optional components.

Required Information

Gather the following required information before running the Policy Server installer or
the Configuration wizard.

Java version - Identify the supported Java Runtime Environment version for the
Policy Server to use. On UNIX, verify that the JAVA_HOME system variable is set to
the location of the JRE. The installer cannot locate the JRE if the JAVA_HOME
system variable is incorrectly set.

Policy Server installation location - Determine where the installer is to install the
Policy Server.

Default: C:\Program Files\CA

CA SiteMinder® Encryption key value - Determine the encryption key value. An
encryption key is a case—sensitive, alphanumeric key that secures the data sent
between the Policy Server and the policy store. All Policy Servers that share a policy
store are required to use the same encryption key. For stronger protection, define a
long encryption key.

Limits: 6 to 24 characters.

Active Directory LDS Server Information

Gather the following required information to configure Microsoft Active Directory LDS
as a policy store:

System IP address—Identify the IP address of the directory server host system.
Port number—Identify the port number on which the directory server is listening.

Root DN of the application partition—Identify the root DN location of the
application partition in the directory server where the policy store schema data
must be installed.

Example: dc=ca,dc=com

Administrator domain name—Identify the full domain name, including the guid
value, of the directory administrator.

Example: CN=user1,CN=people,CN=Configuration,CN=guid

Administrator password—Identify the password of the directory administrator.
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m  Alternate user account—By default, CA SiteMinder® uses the administrator account
to communicate with the directory server. However, you can use a different user
account to administer the policy store. Identify the complete administrator DN and
password to configure CA SiteMinder® to use an alternative user account to
administer the policy store.

Note: This user must have the necessary permissions to modify attributes and
change passwords.

m  CA SiteMinder® superuser password—The default CA SiteMinder® superuser
account has maximum permissions. Determine the password for the default
superuser account. The name of the default account is:

siteminder
Limits:

—  The password must contain at least six (6) characters and cannot exceed 24
characters.

- The password cannot include an ampersand (&) or an asterisk (*).
- If the password contains a space, enclose the passphrase with quotation marks.

Note: We recommend that you do not use the default superuser for day-to-day
operations. Rather, use the default superuser to access the Administrative Ul for
the first—time and then create an administrator with superuser permissions.

Oracle Directory Server Information
Gather the following required information to configure Oracle Directory Server to

function as a policy store:

m  System IP address—Determine the IP address of the Oracle Directory Server host
system.

m  Directory instance port number—Determine the port number for the Oracle
Directory Server instance.

Default: 389
m  Root DN—Identify the root DN of the Oracle Directory Server.
Example: o=yourorg.com

= Administrator account—Identify the user name (Bind DN) for the LDAP
administrator account.

Example: cn=Directory Manager

m  Administrator password—Identify the password for the Oracle Directory Server
administrator.
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m  Alternate LDAP administrator—By default, CA SiteMinder® uses the LDAP
administrator account to communicate with the LDAP server. However, you can use
a different LDAP user account to administer the policy store. Identify the complete
administrator DN and password to configure CA SiteMinder® in this way.

Note: This user must have the necessary permissions to modify attributes and
change passwords.

m  CASiteMinder® superuser password—The default CA SiteMinder® superuser
account has maximum permissions. Determine the password for the default
superuser account. The name of the default account is:

siteminder
Limits:

- The password must contain at least six (6) characters and cannot exceed 24
characters.

- The password cannot include an ampersand (&) or an asterisk (*).
- If the password contains a space, enclose the passphrase with quotation marks.

Note: We recommend that you do not use the default superuser for day-to-day
operations. Rather, use the default superuser to access the Administrative Ul for
the first—time and then create an administrator with superuser permissions.

Microsoft SQL Server Information
To configure Microsoft SQL Server as a policy store, gather the following required
information:
Database server name

Identify the IP address or name of the database host system.

Note: For more information about IPv6 support, see the CA SiteMinder® Platform
Support Matrix.

Database name

Identify the named instance or the name of the database that is to function as the
policy store.

Database port

Identify the port on which the database is listening.
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Database administrator user name and password

Identify the name and password of an administrator account with permission to do
the following operations:

— Create schema
- Create, read, modify, and delete objects.

Note: If the CA SiteMinder® schema is already present in the database, the wizard
does not require the credentials of a database administrator with create
permission. For more information, see Configure a SQL Server Policy Store (see
page 253).

CA SiteMinder® superuser password

The default CA SiteMinder® superuser account has maximum permissions.
Determine the password for the default superuser account. The name of the
default account is:

siteminder
Limits:

-  The password must contain at least six (6) characters and cannot exceed 24
characters.

—  The password cannot include an ampersand (&) or an asterisk (*).
- If the password contains a space, enclose the passphrase with quotation marks.

Note: We recommend that you do not use the default superuser for day-to-day
operations. Rather, use the default superuser to access the Administrative Ul for
the first—time and then create an administrator with superuser permissions.

Oracle RDBMS Information

Gather the following required information to configure Oracle RDBMS as a policy store.
Database server name
Identify the IP address or the name of the database host system.

Note: For more information about IPv6 support, see the CA SiteMinder® Platform
Support Matrix.

Database service name
Identify the service name of the database that is to function as the policy store.
Database port

Identify the port on which the database is listening.
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Database administrator user name

Identify the name of an administrator account with permission to do the following
operations:

— Create schema

- Create, read, modify, and delete objects.

Database administrator password

Identify the password of the administrator account.

CA SiteMinder® superuser password

The default CA SiteMinder® superuser account has maximum permissions.
Determine the password for the default superuser account. The name of the
default account is:

siteminder
Limits:

—  The password must contain at least six (6) characters and cannot exceed 24
characters.

-  The password cannot include an ampersand (&) or an asterisk (*).

- If the password contains a space, enclose the passphrase with quotation marks.

Note: We recommend that you do not use the default superuser for day-to-day
operations. Rather, use the default superuser to access the Administrative Ul for
the first—time and then create an administrator with superuser permissions.

OneView Monitor Information

You only have to gather OneView Monitor information if you plan on configuring the
OneView Monitor.

Gather the following required information to configure the OneView Monitor. You can
use the OneView Monitor Information Worksheet to record your values.

JDK path—Identify the path to the required JDK version.
ServletExec installation directory—Identify ServletExec installation directory.
Example: /usr/local/NewAtlanta/ServletExecAS

ServletExec port number—Determine the port number for the ServletExec
instance.

Sun Java System administrator directory—Determine the following information:
— The installed location of the Sun Java System.
— The installed location of the Sun Java System Web servers.

Example: /sunjavasystem _home/location
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sunjavasystem home
Specifies the installed location of the Sun Java System.
location
Specifies the installed location of the Sun Java System Web servers.

m  Multiple ServletExec instances—If you have multiple ServletExec instances,
determine the instance to which you want to configure the OneView Monitor GUI.

Run the Policy Server Installer
You install the Policy Server using the installation media on the Technical Support site.
Note: For a list of installation media names, see the Policy Server Release Notes.

Follow these steps:

1. Be sure that the system meets the windows requirements.
2. Exit all applications that are running.

3. Do the step appropriate for your version of Windows:

m  Windows 2008 and Windows 7: Right-click installation_media and select Run
as administrator.

m  Other Windows versions: Double—click installation_media.
installation_media
Specifies the name of the Policy Server installation executable.

The installer starts.

4. Use the gathered system and component information to install the Policy Server
and configure Policy Server components. Considering the following items when
running the installer:

m  You are prompted to select a FIPS mode of operation. For more information
about which FIPS mode to select, see FIPS Considerations (see page 34).

m  When the installer prompts you to select components, clear the Policy Store
check box if you are not configuring a policy store automatically. For more
information about which stores can be automatically configured as a policy
store, see Policy Store Considerations (see page 32).

m If you are initializing a policy store, you are prompted to enter a password for
the default CA SiteMinder® user account. The default account name is

siteminder

m  You are prompted to install the default certificate authority certificates to the
certificate data store. You can add additional certificates and private keys to
the certificate data store after installation.
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m If you are using IPv6 addresses, surround entries with brackets.
Example: [2001:db8::1428:57ab]
5. Review the installation settings and click Install.
The Policy Server and all selected components are installed and configured.
6. (Optional) If you did not use the installer to configure a policy store, manually

configure the policy store.

Note: If you experience problems during the installation, you can locate the installation
log file and the policy store details file in
siteminder_home\siteminder\install_config_info.

siteminder_home

Specifies the Policy Server installation path.

Troubleshoot the Policy Server Installation

Use the following files to troubleshoot the Policy Server installation:
m  CA_SiteMinder_Policy_Server_release_InstallLog.log

The installation log contains a summary section that lists the number of successes,
warnings, non—fatal errors, and errors that occurred during the installation.
Individual installation actions are listed with the respective status.

release
Specifies the Policy Server release.
Location: siteminder_home\siteminder\install_config_info
®m  ca-ps-details.log
The policy store log details the policy store status.
Location: siteminder_home\siteminder\install_config_info
m  smps.log

The smps.log is created when you start the Policy Server. This log contains the
following line if the Policy Server installed successfully:

[Info] Journaling thread started, will delete commands older than 60 minutes.
Location: siteminder_home\siteminder\log
siteminder_home

Specifies the Policy Server installation path.
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Enable SNMP Event Trapping

This is an optional step. You only have to enable SNMP trapping if you configured this
feature when installing the Policy Server.

Note: Before completing this procedure, ensure you have an SNMP Service installed on
the Windows systems.

To enable SNMP event trapping, use the XPSConfig utility to set the event handler
library (eventsnmp.dll) to the XPSAudit list. The default location of eventsnmp.dll is
policy_server_home\bin.

policy_server_home

Specifies the Policy Server installation location.

Note: More information on using the XPSConfig utility to set event handler libraries
exists in the Policy Server Administration Guide.

To finish configuring SNMP event trapping, configure the snmptrap.conf file. The
necessary SNMP prerequisites and procedures are detailed in SNMP Support.

More information:

SNMP Support Overview (see page 409)

Configure a Policy Store

If you did not use the Policy Server installer to configure a policy store automatically,
manually configure a supported LDAP directory server or relational database as a policy
store.
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Unattended Policy Server Installation

After the Policy Server is manually installed on one machine, you can reinstall it or install
it on a separate machine using an unattended installation mode. An unattended
installation lets you install or uninstall the Policy Server without any user interaction.

The installer provides a ca-ps-installer.properties template file that lets you define
installation variables. The default parameters, passwords, and paths in this file reflect
the information you entered during the initial Policy Server installation. In this file, you
can either store encrypted or plain text passwords. If you are using encrypted
passwords, for example, a shared secret and CA SiteMinder® Super User, you must use
the same ones that you entered during the initial installation since they are encrypted in
the file and cannot be modified. However, you can use plain text passwords by
modifying the file.

More information:

How to Run an Unattended Policy Server Install (see page 465)

Policy Server Configuration Wizard

Use the Policy Server Configuration wizard to configure or reconfigure the following
components after installing the Policy Server:

m  Apolicy store.

®  SNMP support.

m  The OneView Monitor Ul.

Note: You cannot change the Policy Server FIPS—mode of operation using the Policy

Server Configuration Wizard. For more information about changing the Policy Server
FIPS—mode of operation, see the CA SiteMinder® Upgrade Guide.

Important! If you configured an Oracle iPlanet web server instance for the OneView
Monitor Ul or SNMP, do not use the wizard to configure new instances. Configuring new
web server instances can cause the existing web server instance to fail.

More information:

Policy Store Considerations (see page 32)
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How to Use the Configuration Wizard

Complete the following procedures to use the Policy Server Configuration wizard:

1. Review the policy store considerations (see page 32).

2. If you are configuring the OneView Monitor Ul or one of the following stores as a
policy store, gather information for the wizard:

m  Active Directory LDS

m  Oracle Directory Server
m  SQL Server

m  Oracle RDBMS

3.  Run the wizard.

Gather Information for the Configuration Wizard

The Policy Server Configuration Wizard requires specific information to configure Policy
Server components.

Note: Installation worksheets are provided to help you gather and record information
prior to installing or configuring Policy Server components using the Policy Server
Installation Wizard or the Policy Server Configuration Wizard. You may want to print
these worksheets and use them to record required information prior to running either
wizard.

Active Directory LDS Server Information
Gather the following required information to configure Microsoft Active Directory LDS
as a policy store:
m  System IP address—Identify the IP address of the directory server host system.
m  Port number—Identify the port number on which the directory server is listening.

m  Root DN of the application partition—Identify the root DN location of the
application partition in the directory server where the policy store schema data
must be installed.

Example: dc=ca,dc=com

m  Administrator domain name—Ildentify the full domain name, including the guid
value, of the directory administrator.

Example: CN=user1,CN=people,CN=Configuration,CN=guid

m  Administrator password—Identify the password of the directory administrator.
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Alternate user account—By default, CA SiteMinder® uses the administrator account
to communicate with the directory server. However, you can use a different user
account to administer the policy store. Identify the complete administrator DN and
password to configure CA SiteMinder® to use an alternative user account to
administer the policy store.

Note: This user must have the necessary permissions to modify attributes and
change passwords.

CA SiteMinder® superuser password—The default CA SiteMinder® superuser
account has maximum permissions. Determine the password for the default
superuser account. The name of the default account is:

siteminder
Limits:

—  The password must contain at least six (6) characters and cannot exceed 24
characters.

- The password cannot include an ampersand (&) or an asterisk (*).
- If the password contains a space, enclose the passphrase with quotation marks.

Note: We recommend that you do not use the default superuser for day-to-day
operations. Rather, use the default superuser to access the Administrative Ul for
the first—time and then create an administrator with superuser permissions.

Oracle Directory Server Information

Gather the following required information to configure Oracle Directory Server to
function as a policy store:

System IP address—Determine the IP address of the Oracle Directory Server host
system.

Directory instance port number—Determine the port number for the Oracle
Directory Server instance.

Default: 389
Root DN—Identify the root DN of the Oracle Directory Server.
Example: o=yourorg.com

Administrator account—Identify the user name (Bind DN) for the LDAP
administrator account.

Example: cn=Directory Manager

Administrator password—Identify the password for the Oracle Directory Server
administrator.
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m  Alternate LDAP administrator—By default, CA SiteMinder® uses the LDAP
administrator account to communicate with the LDAP server. However, you can use
a different LDAP user account to administer the policy store. Identify the complete
administrator DN and password to configure CA SiteMinder® in this way.

Note: This user must have the necessary permissions to modify attributes and
change passwords.

m  CASiteMinder® superuser password—The default CA SiteMinder® superuser
account has maximum permissions. Determine the password for the default
superuser account. The name of the default account is:

siteminder
Limits:

- The password must contain at least six (6) characters and cannot exceed 24
characters.

- The password cannot include an ampersand (&) or an asterisk (*).
- If the password contains a space, enclose the passphrase with quotation marks.

Note: We recommend that you do not use the default superuser for day-to-day
operations. Rather, use the default superuser to access the Administrative Ul for
the first—time and then create an administrator with superuser permissions.

Microsoft SQL Server Information
To configure Microsoft SQL Server as a policy store, gather the following required
information:
Database server name

Identify the IP address or name of the database host system.

Note: For more information about IPv6 support, see the CA SiteMinder® Platform
Support Matrix.

Database name

Identify the named instance or the name of the database that is to function as the
policy store.

Database port

Identify the port on which the database is listening.
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Database administrator user name and password

Identify the name and password of an administrator account with permission to do
the following operations:

— Create schema
- Create, read, modify, and delete objects.

Note: If the CA SiteMinder® schema is already present in the database, the wizard
does not require the credentials of a database administrator with create
permission. For more information, see Configure a SQL Server Policy Store (see
page 253).

CA SiteMinder® superuser password

The default CA SiteMinder® superuser account has maximum permissions.
Determine the password for the default superuser account. The name of the
default account is:

siteminder
Limits:

-  The password must contain at least six (6) characters and cannot exceed 24
characters.

—  The password cannot include an ampersand (&) or an asterisk (*).
- If the password contains a space, enclose the passphrase with quotation marks.

Note: We recommend that you do not use the default superuser for day-to-day
operations. Rather, use the default superuser to access the Administrative Ul for
the first—time and then create an administrator with superuser permissions.

Oracle RDBMS Information

Gather the following required information to configure Oracle RDBMS as a policy store.
Database server name
Identify the IP address or the name of the database host system.

Note: For more information about IPv6 support, see the CA SiteMinder® Platform
Support Matrix.

Database service name
Identify the service name of the database that is to function as the policy store.
Database port

Identify the port on which the database is listening.
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Database administrator user name

Identify the name of an administrator account with permission to do the following
operations:

- Create schema

- Create, read, modify, and delete objects.
Database administrator password

Identify the password of the administrator account.
CA SiteMinder® superuser password

The default CA SiteMinder® superuser account has maximum permissions.
Determine the password for the default superuser account. The name of the
default account is:

siteminder
Limits:

—  The password must contain at least six (6) characters and cannot exceed 24
characters.

-  The password cannot include an ampersand (&) or an asterisk (*).
- If the password contains a space, enclose the passphrase with quotation marks.

Note: We recommend that you do not use the default superuser for day-to-day
operations. Rather, use the default superuser to access the Administrative Ul for
the first—time and then create an administrator with superuser permissions.

OneView Monitor Information

You only have to gather OneView Monitor information if you plan on configuring the
OneView Monitor.

Gather the following required information to configure the OneView Monitor. You can

use the OneView Monitor Information Worksheet to record your values.

m  JDK path—Identify the path to the required JDK version.

m  ServletExec installation directory—Identify ServletExec installation directory.
Example: /usr/local/NewAtlanta/ServletExecAS

m  ServletExec port number—Determine the port number for the ServletExec
instance.

®m  Sun Java System administrator directory—Determine the following information:
— The installed location of the Sun Java System.
— The installed location of the Sun Java System Web servers.

Example: /sunjavasystem _home/location
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sunjavasystem home
Specifies the installed location of the Sun Java System.
location
Specifies the installed location of the Sun Java System Web servers.

Multiple ServletExec instances—If you have multiple ServletExec instances,
determine the instance to which you want to configure the OneView Monitor GUI.

Run the Configuration Wizard

To run the configuration wizard

1.
2.

Exit all applications that are running.

Navigate to siteminder_home\siteminder\install_config_info and double-click
ca-ps-config.exe.

The Policy Server configuration wizard starts.
siteminder_home
Specifies the Policy Server installation path.

Important! If you are running this wizard on Windows Server 2008, run the
executable file with administrator permissions. Use these permissions even if you
are logged in to the system as an administrator. For more information, see the
release notes for your CA SiteMinder® component.

Use the system and component information you have gathered to configure a
policy store and individual components.

Note: When prompted to initialize the LDAP instance do so only to configure a new
policy store instance.

Review the installation settings and click Install.

The wizard configures the selected components to work with the Policy Server.
Note: This can take several minutes.

Click Done and reboot the system.

The components you selected are configured.

Note: If you experience problems, you can locate the Policy Server installation log file
and the policy store details file in siteminder_home\siteminder\install_config_info.

siteminder_home

Specifies the Policy Server installation path.

More information:

Troubleshoot the Policy Server Installation (see page 41)
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Reinstall the Policy Server

Reinstalling the Policy Server over an existing Policy Server of the same version lets you
restore lost application files or restore the Policy Server's default installation settings.
To reinstall the Policy Server

1. Stop the Policy Server using the Policy Server Management Console.

Note: More information on stopping and starting the Policy Server exists in the
Policy Server Administration Guide.

2. Close the Policy Server Management Console.
3. Install the Policy Server.

4. Start the Policy Server using the Policy Server Management Console.

How to Uninstall the Policy Server on Windows

To uninstall the Policy Server complete the following procedures:

1. Set the JRE in the Path System Variable.

2. Shut down all instances of the Policy Server Management Console.
3. Remove Policy Server References from Agent Host Files.

4. Uninstall the Policy Server.

Set the JRE in the Path Variable

You set the JRE in path variable when uninstalling the Policy Server, Web Agent and SDK
to prevent the uninstallation program from stopping and issuing one of the following
error messages:

m  “Could not find a valid Java virtual machine to load. You need to reinstall a
supported Java virtual machine.”

m  "No Java virtual machine could be found from your PATH environment variable. You
must install a VM prior to running this program."

To set the JRE in the path variable

1. Open the Windows Control Panel.

2. Double-click System.

3. Add the location of the JRE to the Path system variable in the Environment
Variables dialog.
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Remove Policy Server References from Adent Host Files

You remove the Policy Server reference from the SmHost.conf file to prevent
unexpected results from the Web Agent once the Policy Server is uninstalled.
To remove the Policy Server reference
1. Navigate to web_agent_home/config.

web_agent_home

Specifies the installation directory of the Web Agent.

2. Open the SmHost.conf file in a text editor.
3. Delete the line that begins with "policyserver=".

Note: This line contains the IP address and port numbers for the Policy Server you
are uninstalling.

4. Save SmHost.conf.

The SmHost.conf file no longer references the Policy Server you are uninstalling.

Stop All CA SiteMinder® Processes

Before you uninstall the Policy Server, stop all CA SiteMinder® processes so that Policy
Server files are safely removed.

Follow these steps:

1. Loginto the Windows system.

2. From the Administrative Tools, open the Services.

3. Scroll down to the SiteMinder Policy Server service and select Stop.

All CA SiteMinder® processes stop.

Uninstall the Policy Server
You uninstall the Policy Server when it is no longer required on the system.

Follow these steps:

1. Open the Windows Control Panel and go to the list of programs.
2. Right—click CA CA SiteMinder® Policy Server.

3. Click Uninstall/Change.
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4. Follow the instructions of the wizard.
Note: If you are prompted to remove a shared file, click No to All.
5. Ifrequested, reboot the system.

The Policy Server is uninstalled.

Remove Leftover Items
Manually remove the following folders, files, registry settings, and virtual directories
after uninstalling the Policy Server:
®  Windows system
- siteminder_home\bin
- siteminder_home\install_config_info
- C:\Program Files\ZeroG Registry\com.zerog.registry.xml
Important! Remove all items before reinstalling the Policy Server.

m  AdventNet software registry entry—Delete the AdventNet software registry entry
only if the software was not on the system before installing the Policy Server. This
registry entry is located in HKEY_LOCAL_MACHINE\SOFTWARE\Advent,Inc.

m  |IS virtual directories—Delete the following CA SiteMinder® virtual directories using
the IIS Microsoft Management Console

- 'CASiteMinder®'
- 'CASiteMinder®Cgi'
- 'CASiteMinder®Monitor"

- 'netegrity_docs'

Remove Leftover Services
After uninstalling the Policy Server and rebooting the machine, the following services
may not be removed:
m  CASiteMinder® Health Monitor Service
m  CASiteMinder® Policy Server
m SNMP Agent

To manually remove leftover services
1. Stop each service.
2. Remove the following Windows registry key, as necessary:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\<Registry Key Name>

52 Policy Server Installation Guide



Scripting Interface

Registry_Key_Name
Specifies the registry key name of the service that is to be removed:
m  SMServMon (CA SiteMinder® Health Monitor Service)
m  SMPolicySrv (CA SiteMinder® Policy Server)
m  Agent Service (SNMP Agent)

The leftover services are removed.

Scripting Interface

The Command Line Interface allows you to write Perl scripts to configure and manage
policy stores. The installation program installs a full version of Perl and puts the
interface files in the siteminder_installation/CLI directory.

siteminder_installation
Specifies the installed location of CA SiteMinder®.
Example: /home/smuser/siteminder/CLI
To use the Command Line Interface, make sure the following directory is in your

system’s PATH environment variable before any other Perl bin directories on your
machine.

For example: /home/smuser/siteminder/CLI/bin

Note: More information on the scripting interface exists in the Programming Guide for
Perl
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Chapter 5: Installing the Policy Server on
UNIX Systems

This section contains the following topics:

Installation Road Map (see page 56)

Solaris 10 Zone Support (see page 57)

How to Prepare for the Policy Server Installation (see page 59)
Before You Install the Policy Server on UNIX (see page 63)
How to Install the Policy Server on UNIX (see page 63)
Configure Auto Startup (see page 77)

Unattended Policy Server Installation (see page 78)

Policy Server Configuration Wizard (see page 79)

How to Uninstall the Policy Server on UNIX (see page 82)
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Installation Road Map

The following diagram illustrates a sample CA SiteMinder® installation and lists the
order in which you install and configure each component. Consider the following items:

m  Confirm that the Policy Server host system meets the minimum system
requirements. We recommend doing so before installing the Policy Server.

A dotted line surrounds the Policy Server. Install this component now.

Figure 2: Installation Roadmap
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More information:

Policy Server System Requirements (see page 19)
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Solaris 10 Zone Support

A CA SiteMinder® Policy Server is supported in the following zones:
m  Global zones

m  Sparse-root zones

®  Whole-root zones

Consider the following scenarios when planning to run one or more Policy Servers in a
Solaris 10 environment.

Global Zone Support
A global zone configuration limits the implementation to a single Policy Server instance
across all zones. Specifically:
m  Only a single Policy Server instance is supported on the global zone.

m A Policy Server instance is not supported on a sparse-root zone if there is another
Policy Server instance on the global zone.

m A Policy Server instance is not supported on a whole-root zone if there is another
Policy Server instance on the global zone.

Example: Global zone support

Sparse or Whole-root Zone 1 Sparse or Whole-root Zone 2 | Sparse or Whole-root Zone 3
(Policy Server not supported) | (Policy Server not supported) | (Policy Server not supported)

Global Zone
(Policy Server 1)

Note: Web Agents, however, may run concurrently in any zone.
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Sparse-root Zone Support

A sparse-root zone configuration supports multiple Policy Server instances running on
multiple sparse-root zones. Specifically:

Only one Policy Server instance is supported on each sparse-root zone.

Concurrent Policy Server instances are supported on sparse-root zones and
whole-root zones, so long as there is only one Policy Server instance on each
sparse-root or whole-root zone.

Policy Server instances are not supported running concurrently on the global zone
and on sparse-root zones.

Example: Sparse-root zone support

Sparse-root Zone 1 Sparse-root Zone 2 Sparse-root Zone 3 Whole-root Zone 1

(Policy Sever 1} (Policy Sever 2) (Policy Sever 3) (Policy Sever 4)

Global Zone
(Policy Server is not supported)

Note: Web Agents, however, may run concurrently in any zone.

Whole-root Zone Support

A whole-root zone configuration supports multiple Policy Server instances running on
multiple whole-root zones. Specifically:

Only one Policy Server instance is supported on each whole-root zone.

Concurrent Policy Server instances are supported on whole-root zones and
sparse-root zones, so long as there is only one Policy Server instance on each
whole-root zone or sparse-root zone.

Policy Server instances are not supported running concurrently on the global zone
and on whole-root zones.

Example: Whole-root zone support

Sparse-root Zone 1 Sparse-root Zone 2 Sparse-root Zone 3 Whole-root Zone 1

(Policy Sever 1} (Policy Sever 2) (Policy Sever 3) (Policy Sever 4)

Global Zone
(Policy Server is not supported)

Note: Web Agents, however, may run concurrently in any zone.
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How to Prepare for the Policy Server Installation

Before you install the Policy Server on a UNIX system, complete the following steps, if
applicable:

1. Determine if the Policy Server host system meets the minimum operating system
patch requirements. For more information, see the Policy Server Release Notes.

2. (Red Hat Linux) The Red Hat 6 operating system relies on entropy for performance.
Increase entropy before installing the component. Without sufficient entropy, the
installation can take an exceedingly long time to complete. We recommend that
you use the following command to set a symbolic link:

mv /dev/random /dev/random.org
1ln —s /dev/urandom /dev/random

3. (Linux) Be sure that the required Linux libraries are installed to the Policy Server
host system.

4. Create a New UNIX Account.
5. Modify the UNIX System Parameters.
6. Unset the Localization Variables.

7. Unset the LANG Environment Variable.

Required Linux Libraries

Certain library files are required for components operating on Linux operating
environments. Failure to install the correct libraries can cause the following error:

java.lang.UnsatisfiedLinkError

If you are installing, configuring, or upgrading a Linux version of this component, the
following packages are required on the host system:

Red Hat 5.x:

m  compat—gcc-34-c++-3.4.6-patch_version.1386

m  |ibstdc++-4.x.x-x.el5.i686.rpm

m  libidn.so.11.rpm

L ncurses
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Red Hat 6.x:

m  |ibstdc++-4.x.x-x.el6.i686.rpm
= |ibidn-1.18-2.€l6.i686

m  |ibXext.i686.rpm

m  |ibXrender.i686.rpm

m [inXtst.i686.rpm

m  libidn.so.11.rpm

®  ncurses

Additionally, for Red Hat 6.x (64-bit):

All the RPM packages that are required for 64-bit Red Hat 6.x are 32-bit packages.

libXau-1.0.5-1.el6.i686.rpm

libxcb-1.5-1.el6.i686.rpm
compat-db42-4.2.52-15.el6.i686.rpm
compat-db43-4.3.29-15.el6.i686.rpm
libX11-1.3-2.€l6.i686.rpm

libXrender-0.9.5-1.el6.i686.rpm

libexpat.so.1 (provided by expat-2.0.1-11.el6_2.i686.rpm)
libfreetype.so.6 (provided by freetype-2.3.11-6.el6_2.9.i686.rpm)
libfontconfig.so.1 (provided by fontconfig-2.8.0-3.el6.i686.rpm)
libICE-1.0.6-1.el6.i686.rpm
libuuid-2.17.2-12.7.el6.i686.rpm
libSM-1.1.0-7.1.el6.i1686.rpm

libXext-1.1-3.el6.i686.rpm
compat-libstdc++-33-3.2.3-69.€e16.i1686.rpm
compat-db-4.6.21-15.el6.i686.rpm
libXi-1.3-3.el6.i686.rpm

libXtst-1.0.99.2-3.el6.i686.rpm
libXft-2.1.13-4.1.el6.i686.rpm

libXt-1.0.7-1.el6.i686.rpm

libXp-1.0.0-15.1.el6.i686.rpm

libstdc++.i686.rpm

compat-libtermcap.rpm
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m  |ibidn.i686.rpm

L ncurses

Korn Shell (ksh) Package Required on Linux

The ksh Korn shell is required during Policy Server installation and upgrade on Linux
platforms. Verify that the appropriate version for your Linux environment is installed.
Red Hat 5.x 32-bit

ksh-20100621-12.el5.i386.rpm
Red Hat 5.x 64-bit

ksh-20100621-12.el5.x86_64.rpm
Red Hat 6.x 32-bit

ksh-20100621-16.el6.i686.rpm
Red Hat 6.x 64-bit

ksh-20100621-16.el6.x86_64.rpm

Create a New UNIX Account

Create a UNIX account with the default shell as ksh. Name the account as follows:

smuser

Important! Do not use the installer to configure the OneView Monitor Ul on the
following web servers:

m  OracleiPlanet

m  Apache on Linux

The installer modifies the configuration files of the web server. The new UNIX account
does not have the required root privileges.

After you install the Policy Server, use the Policy Server Configuration Wizard as root to
configure the OneView Monitor Ul.

Modify the UNIX System Parameters

When the Policy Server is placed under load, it opens a large number of sockets and
files. If the default limit parameters are not adequate for the load, a large number of
sockets and files can become a problem. Modify the default limit parameters to avoid
associated problems.
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To view the default limit parameters, type the following command in a shell window:
ulimit -a

The system displays a message similar to the following example:

$ ulimit -a

time(seconds) unlimited
file(blocks) unlimited
data(kbytes 2097148
stack(kbytes) 8192
coredump (blocks) unlimited
nofiles(descriptor 256

s)

vmemory (kbytes) unlimited

In the example, the nofiles parameter is set to 256. The parameter is the total number
of files (sockets + files descriptors) that this shell and its descendants have been
allocated. If this parameter is not set high enough, the Policy Server returns numerous
socket errors. The most common socket error is 10024, or too many open files.

Increase the nofiles parameter value for proper Policy Server operation under load. You
can change this value by running the following command:

ulimit -n

For example, to set the value to 1024, place the following command in the profile file of
the smuser account:

ulimit -n 1024

The Policy Server is bound by the nofiles parameter in the smuser account ulimit for the
number of connections to it.

Unset Localization Variables

The LC_* variables are sometimes set by default in the profile file of the smuser
account. Use of the LC_* environment variables are not permitted. Unset them before
installing the Policy Server.

To unset the LC_* environment variables, open the profile file of the smuser account
and unset them.
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Unset the LANG Environment Variable

The LANG environment variable is not permitted. Unset it before installing the Policy
Server.

To unset the variable, add the unset LANG command to the profile file of the smuser
account.

Before You Install the Policy Server on UNIX

Consider the following items before installing the Policy Server:

Free space in /tmp—The Policy Server installation requires 3 GB of free space in the
/tmp directory.

System path length—If the system path length exceeds 1024 characters, the Policy
Server installation fails. The limitation applies to both included or excluded CA
SiteMinder® added directories.

Note: For best results, we recommend that you install CA SiteMinder® to a location
such that the installation path does not exceed 700 characters.

Telnet or other terminal emulation software—If you are going to install the Policy
Server using Telnet or other terminal emulation software, complete the installation
using a console window. If you install in GUI Mode, a Java exception occurs and the
installer exits.

Exceed X-windows application—Running the Policy Server installer or the Policy
Server Configuration Wizard (ca-ps-config.bin) using an Exceed X-windows
application can truncate text in the window. The limitation is due to unavailable
fonts in Exceed and has no affect on the Policy Server installation or configuration.

Environment variables—The Policy Server installation modifies environment
variables.

How to Install the Policy Server on UNIX

To install the Policy Server, complete the following steps:

1.
2.
3.

Review the Policy Server component considerations.
Review the policy store considerations.

Review the FIPS considerations.

Gather information for the Policy Server installer.

Run the Policy Server installer.
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6. (Linux) If Security—Enhanced Linux is enabled, add CA SiteMinder®-specific
exceptions.

7. (Optional) If you configured SNMP, restart the SNMP daemon.

Policy Server Component Considerations
In addition to the Policy Server, the installer can install and configure the following
components. Review the following items before installing the Policy Server:
®  OneView Monitor Ul
The OneView Monitor enables the monitoring of CA SiteMinder® components.

Note: To use the OneView Monitor, you must have the supported Java SDK and
ServletExec/AS installed on the system.

= SNMP
You must have the following items to enable SNMP support:
— The password of the root user.
- A native SunSolstice Master Agent.

m  Policy store

Note: The key store and certificate data store are automatically configured and
collocated with the policy.

®  Audit logs
You can store audit logs in either a relational database or a text file. After you install

the Policy Server, audit logging is set to a text file and not to ODBC by default.

Note: For a list of supported CA and third-party components, refer to the CA
SiteMinder® 12.51 Platform Support Matrix on the Technical Support site.

Policy Store Considerations
Consider the following items before running the Policy Server installer or the Policy
Server Configuration wizard:

m  The Policy Server installer and the Policy Server Configuration wizard can
automatically configure one of the following stores as a policy store:

- Microsoft Active Directory Lightweight Directory Services (AD LDS)

Note: Be sure that you have met the prerequisites for configuring AD LDS as a
policy store.
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- Oracle’ Directory Enterprise Edition (formerly Sun Java" System Directory
Server)

Important! The Policy Server installer and the Policy Server Configuration
wizard cannot automatically configure a policy store that is being connected to
using an SSL connection.

- MicrosoftSQLServer®
— Oracle RDBMS

m  (RDB policy store) The Policy Server installer or the Policy Server Configuration
Wizard use specific database information to create the policy store data source. The
Policy Server uses this data source to communicate with the policy store. Consider
the following items:

— The name of data source is CA CA SiteMinder® DSN.

- The installer saves the data source to the system_odbc.ini file, which is located
in siteminder_home/db.

siteminder_home
Specifies the Policy Server installation path.

m  (RDB policy store) Verify that the database server that is to host the policy store is
configured to store objects in UTF—8 form. This configuration avoids possible policy
store corruption.

- (Oracle) Be sure that the database is configured to store objects in UTF—8 form.
Oracle supports unicode within many of their character sets. For more
information about configuring your database to store objects in UTF-8 form,
see your vendor—specific documentation.

—  (SQL Server) Be sure that the database is configured using the default collation
(SQL_Latin1_General_CP1_CI_AS). Using a collation that is case—sensitive can
result in unexpected behaviors. For more information about configuring your
database to store objects using the default collation, see your vendor—specific
documentation.

m  The certificate data store is automatically collocated with the policy store.

®  You manually configure any other supported directory server or relational database
as a policy store after installing the Policy Server. Configuring a policy store
manually is detailed in this document.

More information:

Configuring CA SiteMinder® Data Stores in a Relational Database (see page 233)
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FIPS Considerations

The Policy Server uses certified Federal Information Processing Standard (FIPS) 140-2
compliant cryptographic libraries. FIPS is a US government computer security standard
that is used to accredit cryptographic modules that meet the Advanced Encryption
Standard (AES). The libraries provide a FIPS mode of operation when a CA SiteMinder®
environment only uses FIPS-compliant algorithms to encrypt sensitive data.

You can install the Policy Server in one of the following FIPS modes of operation.

Note: The FIPS mode a Policy Server operates in is system-specific. For more
information, see the CA SiteMinder® 12.51 Platform Support Matrix on the Technical

Support site.

m  FIPS-compatibility mode—The default FIPS mode of operation during the
installation is FIPS-compatibility mode. In FIPS-compatibility mode, the environment
uses existing CA SiteMinder® algorithms to encrypt sensitive data and is compatible
with previous versions CA SiteMinder®:

—  The use of FIPS-compliant algorithms in your environment is optional.

- If your organization does not require the use of FIPS-compliant algorithms,
install the Policy Server in FIPS-compatibility mode. No further configuration is
required.

m  FIPS-migration mode—FIPS-migration mode lets you transition an 12.51
environment running in FIPS-compatibility mode to FIPS-only mode.

In FIPS-migration mode, the 12.51 Policy Server continues to use existing CA
SiteMinder® encryption algorithms as you migrate the 12.51 environment to use
only FIPS-compliant algorithms.

Install the Policy Server in FIPS-migration mode if you are in the process of
configuring the existing environment to use only FIPS-compliant algorithms.

®  FIPS-only mode—In FIPS-only mode, the environment only uses FIPS-compliant
algorithms to encrypt sensitive data.

Install the Policy Server in FIPS-only mode if the existing environment is upgraded
to 12.51 and the existing environment is configured to use only FIPS-compliant
algorithms.

Important! A 12.51 environment that is running in FIPS-only mode cannot operate
with versions of CA SiteMinder® that do not also fully support FIPS (that is, versions
before r12.0). This restriction applies to all agents, custom software using older
versions of the Agent API, and custom software using PM APIs or any other API that
the Policy Server exposes. Relink all such software with the 12.51 versions of the
respective SDKs to achieve the required FIPS support.

Note: For more information about migrating an environment to use only FIPS-compliant
algorithms, see the Upgrade Guide.
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Gather Information for the Installer

The Policy Server installer requires specific information to install the Policy Server and
any optional components.

Required Information

Gather the following required information before running the Policy Server installer or
the Configuration wizard.

JRE location—Identify the folder in which the installer can locate the supported JRE.
Verify that the JRE is set correctly in the PATH variable. If the JRE is not set correctly
in the PATH variable, the installer cannot locate it.

Policy Server Installation location—Determine where the installer must install the
Policy Server.

Encryption key value—Determine the encryption key value. An encryption key is a
case-sensitive, alphanumeric key that secures the data sent between the Policy
Server and the policy store. All Policy Servers that share a policy store are required
to use the same encryption key. For stronger protection, define a long encryption
key.

Limits: 6 to 24 characters.

Active Directory LDS Server Information

Gather the following required information to configure Microsoft Active Directory LDS
as a policy store:

System IP address—Identify the IP address of the directory server host system.
Port number—Identify the port number on which the directory server is listening.

Root DN of the application partition—Identify the root DN location of the
application partition in the directory server where the policy store schema data
must be installed.

Example: dc=ca,dc=com

Administrator domain name—Identify the full domain name, including the guid
value, of the directory administrator.

Example: CN=user1,CN=people,CN=Configuration,CN=guid

Administrator password—Identify the password of the directory administrator.
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m  Alternate user account—By default, CA SiteMinder® uses the administrator account
to communicate with the directory server. However, you can use a different user
account to administer the policy store. Identify the complete administrator DN and
password to configure CA SiteMinder® to use an alternative user account to
administer the policy store.

Note: This user must have the necessary permissions to modify attributes and
change passwords.

m  CASiteMinder® superuser password—The default CA SiteMinder® superuser
account has maximum permissions. Determine the password for the default
superuser account. The name of the default account is:

siteminder
Limits:

—  The password must contain at least six (6) characters and cannot exceed 24
characters.

- The password cannot include an ampersand (&) or an asterisk (*).
- If the password contains a space, enclose the passphrase with quotation marks.

Note: We recommend that you do not use the default superuser for day-to-day
operations. Rather, use the default superuser to access the Administrative Ul for
the first—time and then create an administrator with superuser permissions.

Oracle Directory Server Information
Gather the following required information to configure Oracle Directory Server to

function as a policy store:

m  System IP address—Determine the IP address of the Oracle Directory Server host
system.

m  Directory instance port number—Determine the port number for the Oracle
Directory Server instance.

Default: 389
m  Root DN—Identify the root DN of the Oracle Directory Server.
Example: o=yourorg.com

= Administrator account—Identify the user name (Bind DN) for the LDAP
administrator account.

Example: cn=Directory Manager

m  Administrator password—Identify the password for the Oracle Directory Server
administrator.
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m  Alternate LDAP administrator—By default, CA SiteMinder® uses the LDAP
administrator account to communicate with the LDAP server. However, you can use
a different LDAP user account to administer the policy store. Identify the complete
administrator DN and password to configure CA SiteMinder® in this way.

Note: This user must have the necessary permissions to modify attributes and
change passwords.

m  CASiteMinder® superuser password—The default CA SiteMinder® superuser
account has maximum permissions. Determine the password for the default
superuser account. The name of the default account is:

siteminder
Limits:

- The password must contain at least six (6) characters and cannot exceed 24
characters.

- The password cannot include an ampersand (&) or an asterisk (*).
- If the password contains a space, enclose the passphrase with quotation marks.

Note: We recommend that you do not use the default superuser for day-to-day
operations. Rather, use the default superuser to access the Administrative Ul for
the first—time and then create an administrator with superuser permissions.

Microsoft SQL Server Information
To configure Microsoft SQL Server as a policy store, gather the following required
information:
Database server name

Identify the IP address or name of the database host system.

Note: For more information about IPv6 support, see the CA SiteMinder® Platform
Support Matrix.

Database name

Identify the named instance or the name of the database that is to function as the
policy store.

Database port

Identify the port on which the database is listening.
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Database administrator user name and password

Identify the name and password of an administrator account with permission to do
the following operations:

— Create schema
- Create, read, modify, and delete objects.

Note: If the CA SiteMinder® schema is already present in the database, the wizard
does not require the credentials of a database administrator with create
permission. For more information, see Configure a SQL Server Policy Store (see
page 253).

CA SiteMinder® superuser password

The default CA SiteMinder® superuser account has maximum permissions.
Determine the password for the default superuser account. The name of the
default account is:

siteminder
Limits:

— The password must contain at least six (6) characters and cannot exceed 24
characters.

—  The password cannot include an ampersand (&) or an asterisk (*).
- If the password contains a space, enclose the passphrase with quotation marks.

Note: We recommend that you do not use the default superuser for day-to-day
operations. Rather, use the default superuser to access the Administrative Ul for
the first—time and then create an administrator with superuser permissions.

Oracle RDBMS Information

Gather the following required information to configure Oracle RDBMS as a policy store.
Database server name
Identify the IP address or the name of the database host system.

Note: For more information about IPv6 support, see the CA SiteMinder® Platform
Support Matrix.

Database service name
Identify the service name of the database that is to function as the policy store.
Database port

Identify the port on which the database is listening.
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Database administrator user name

Identify the name of an administrator account with permission to do the following
operations:

— Create schema

- Create, read, modify, and delete objects.

Database administrator password

Identify the password of the administrator account.

CA SiteMinder® superuser password

The default CA SiteMinder® superuser account has maximum permissions.
Determine the password for the default superuser account. The name of the
default account is:

siteminder
Limits:

—  The password must contain at least six (6) characters and cannot exceed 24
characters.

-  The password cannot include an ampersand (&) or an asterisk (*).

- If the password contains a space, enclose the passphrase with quotation marks.

Note: We recommend that you do not use the default superuser for day-to-day
operations. Rather, use the default superuser to access the Administrative Ul for
the first—time and then create an administrator with superuser permissions.

OneView Monitor Information

You only have to gather OneView Monitor information if you plan on configuring the
OneView Monitor.

Gather the following required information to configure the OneView Monitor. You can
use the OneView Monitor Information Worksheet to record your values.

JDK path—Identify the path to the required JDK version.
ServletExec installation directory—Identify ServletExec installation directory.
Example: /usr/local/NewAtlanta/ServletExecAS

ServletExec port number—Determine the port number for the ServletExec
instance.

Sun Java System administrator directory—Determine the following information:
— The installed location of the Sun Java System.
— The installed location of the Sun Java System Web servers.

Example: /sunjavasystem _home/location
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sunjavasystem home
Specifies the installed location of the Sun Java System.
location
Specifies the installed location of the Sun Java System Web servers.

m  Multiple ServletExec instances—If you have multiple ServletExec instances,
determine the instance to which you want to configure the OneView Monitor GUI.

Install the Policy Server in GUI Mode

Install the Policy Server using the installation media on the Technical Support site.
Consider the following items:

m  Be sure that you have executable permissions. To add executable permissions to
the installation media, run the following command:

chmod +x installation media
installation_media
Specifies the Policy Server installer executable.
m  If you execute the Policy Server installer across different subnets, it can crash.
Install the Policy Server directly on the host system to avoid the problem.
Follow these steps:
1. Exit all foreground applications.
2. Open a shell and navigate to the installation media.
3. Enter the following command:
./ca-ps-12.5-cr-unix _version
cr

Specifies the cumulative release number. The base r12.5 release does not
include a cumulative release number.

unix_version
Specifies the UNIX version: sol or linux.
The installer starts.
Note: For a list of installation media names, see the Policy Server Release Notes.

4. Use the system and component information you have gathered to install the Policy
Server.
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Consider the following items when running the installer:

If you are installing the Policy Server for the first—time on this system, do not
configure the OneView Monitor Ul. The installer modifies the configuration
files of the web server that is to host the Ul. The smuser account does not have
the required root privileges. After you install the Policy Server, use the Policy
Server Configuration Wizard as root to configure the OneView Monitor Ul.

The installer prompts you to select a FIPS mode of operation. For more
information about which FIPS mode to select, see FIPS Considerations (see
page 66).

If you are configuring a policy store manually, clear the Policy Store option
when selecting components. For more information about which stores can be
automatically configured as a policy store, see Policy Store Considerations (see
page 64).

If you are initializing a policy store, you are prompted to enter a password for
the default CA SiteMinder® user account. The default account name is:

siteminder

You are prompted to install the default certificate authority (CA) certificates to
the certificate data store. You can add additional certificates and private keys
to the certificate data store after installation.

If you are using IPv6 addresses, surround entries with brackets.
Example:
[2001:db8::1428:57ab]

If you cut and paste path information into the wizard, enter a character to
enable the Next button.

Review the installation settings and click Install.

The Policy Server and all selected components are installed and configured.

Note: The installation can take several minutes.

Click Done.

The installer closes.

(Optional) If you did not use the installer to configure a policy store, manually
configure the policy.

Note: If you experience problems during the installation, you can locate the installation
log file and the policy store details file in
siteminder_home/siteminder/install_config_info.

More information:

Troubleshoot the Policy Server Installation (see page 76)
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Install the Policy Server in Console Mode

Install the Policy Server using the installation media on the Technical Support site.
Consider the following items:

m  Besure that you have executable permissions. To add executable permissions to
the installation media, run the following command:

chmod +x installation media

installation_media

Specifies the Policy Server installer executable.

m  [f you execute the Policy Server installer across different subnets, it can crash.
Install the Policy Server directly on the host system to avoid the problem.

Follow these steps:

1. Exit all applications that are running.

2. Open a shell and navigate to the installation media.

3. Runthe following command:

./ca-ps-12.5-cr-unix version -i console

cr

Specifies the cumulative release number. The base r12.5 release does not
include a cumulative release number.

unix_version

Specifies the UNIX version: sol or linux.

The installer starts.

Note: For a list of installation media names, see the Policy Server Release Notes.

4. Use the system and component information you have gathered to install the Policy
Server.

Consider the following items when entering information:

If you are installing the Policy Server for the first—time on this system, do not
configure the OneView Monitor Ul. The installer modifies the configuration
files of the web server that is to host the Ul. The smuser account does not have
the required root privileges. After you install the Policy Server, use the Policy
Server Configuration Wizard as root to configure the OneView Monitor Ul.

The installer prompts you to select a FIPS mode of operation. For more
information about which FIPS mode to select, see FIPS Considerations (see
page 66).

The installer prompts you to select components you want to configure.
Separate entries with commas (,). To select none of the features, enter only a
comma.
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If you are configuring a policy store manually, do not select Policy Store. For
more information about which stores can be automatically configured as a
policy store, see Policy Store Considerations (see page 64).

If you are initializing a policy store, you are prompted to enter a password for
the default CA SiteMinder® user account. The default account name is:

siteminder

You are prompted to install the default certificate authority (CA) certificates to
the certificate data store. You can add additional certificates and private keys
to the certificate data store after installation.

If you are using IPv6 addresses, surround entries with brackets.
Example:
[2001:db8::1428:57ab]

Only initialize the policy store when configuring a new policy store instance.

5. Review the installation settings and press Enter.

The Policy Server and all selected components are installed and configured.

Note: The installation can take several minutes.

6. Press Enter.

The installer closes.

7. (Optional) If you did not use the installer to configure a policy store, manually
configure the policy.

Note: If you experience problems during the installation, you can locate the installation
log file and the policy store details file in
siteminder_home/siteminder/install_config_info.

More information:

Troubleshoot the Policy Server Installation (see page 76)
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Add Exceptions to Security-Enhanced Linux

If Security—Enhanced Linux is enabled on the Policy Server host system, add CA
SiteMinder®—exceptions to the environment. Adding the exceptions prevents
Security—Enhanced Linux text relocation denials.
Follow these steps:
1. Login to the Policy Sever host system.
2. Open a shell and run the following command:
chcon -t textrel shlib t /siteminder home/lib/*
siteminder_home
Specifies the Policy Server installation path.
3. Runthe following command:
chcon -t textrel shlib t /JDK home/1lib/i386/*
JDK_home
Specifies the required JDK installation path.
4. Run the following command:
chcon -t textrel shlib t /JDK home/lib/i386/server/*
JDK_home
Specifies the required JDK installation path.

CA SiteMinder®—specific exceptions have been added.

Troubleshoot the Policy Server Installation

Use the following files to troubleshoot the Policy Server installation:
m  CA_SiteMinder_Policy_Server_release_InstallLog.log

The installation log contains a summary section that lists the number of successes,
warnings, non—fatal errors, and errors that occurred during the installation.
Individual installation actions are listed with the respective status.

release
Specifies the Policy Server release.
Location: siteminder_home\siteminder\install_config_info
®m  ca-ps-details.log
The policy store log details the policy store status.

Location: siteminder_home\siteminder\install_config_info
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smps.log

The smps.log is created when you start the Policy Server. This log contains the
following line if the Policy Server installed successfully:

[Info] Journaling thread started, will delete commands older than 60 minutes.
Location: siteminder_home\siteminder\log
siteminder_home

Specifies the Policy Server installation path.

Restart the SNMP Daemon

You only have to restart the SNMP daemon if you configured SNMP during the Policy
Server installation.

To restart the SNMP daemon

1.

Enter S76snmpdx stop in /etc/rc3.d.
The SNMP daemon stops.
Enter S76snmpdx start in /etc/rc3.d.
The SNMP daemon starts.

Configure a Policy Store

If you did not use the Policy Server installer to configure a policy store automatically,
manually configure a supported LDAP directory server or relational database as a policy
store.

Configure Auto Startup

You configure auto startup to ensure that the Policy Server restarts automatically when
the UNIX system is rebooted.

Follow these steps:

1.

Modify the S98M script by replacing every instance of the string “nete_ps_root”
with an explicit path to the SiteMinder installation directory.

Example: /export/ca/siteminder

Change the directory to the siteminder installation directory.
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3. Entersuand press ENTER.
Note: Do not use the suse command.
You are prompted for a password.
4. Enter the root password and press ENTER.
5. Enter $ cp S98sm /etc/rc2.d and press ENTER.

s98sm automatically calls the stop-all and start-all executables, which stop and start
the Policy Server service when the UNIX system is rebooted.

Note: If you are using a local LDAP directory server as a policy store, you must configure
the LDAP directory to start automatically before starting the Policy Server automatically.

Unattended Policy Server Installation

After the Policy Server is manually installed on one machine, you can reinstall it or install
it on a separate machine using an unattended installation mode. An unattended
installation lets you install or uninstall the Policy Server without any user interaction.

The installer provides a ca-ps-installer.properties template file that lets you define
installation variables. The default parameters, passwords, and paths in this file reflect
the information you entered during the initial Policy Server installation. In this file, you
can either store encrypted or plain text passwords. If you are using encrypted
passwords, for example, a shared secret and CA SiteMinder® Super User, you must use
the same ones that you entered during the initial installation since they are encrypted in
the file and cannot be modified. However, you can use plain text passwords by
modifying the file.

More information:

How to Run an Unattended Policy Server Install (see page 465)
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Policy Server Configuration Wizard

Use the Policy Server Configuration wizard to configure or reconfigure the following
components after installing the Policy Server:

m  Apolicy store.

®  SNMP support.

m  The OneView Monitor Ul.

Note: You cannot change the Policy Server FIPS—-mode of operation using the Policy

Server Configuration Wizard. For more information about changing the Policy Server
FIPS—mode of operation, see the CA SiteMinder® Upgrade Guide.

Important! If you configured an Oracle iPlanet web server instance for the OneView
Monitor Ul or SNMP, do not use the wizard to configure new instances. Configuring new
web server instances can cause the existing web server instance to fail.

More information:

Policy Store Considerations (see page 32)

How to use the Configuration Wizard

Complete the following procedures to use the Policy Server Configuration wizard:
1. Review the configuration wizard requirements.

2. Review the policy store considerations (see page 64).

3. If you are configuring the OneView Monitor Ul or one of the following stores as a
policy store, gather information for the wizard (see page 44):

m  Active Directory LDS

m  Oracle Directory Server
m  SQL Server

m  Oracle RDBMS

4. Run the wizard.

Configuration Wizard Requirements

Meet the following requirements before using the Policy Server Configuration wizard:

m  The Policy Server Configuration wizard requires at least 150 MB of free space in
/tmp.

m  Run the wizard as a UNIX user with local administrator privileges.
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Run the Configuration Wizard in GUI Mode

You run the Policy Server Configuration wizard to configure individual Policy Server
components.

Follow these steps:

1.
2.

Exit all running applications.

Execute the following script in a ksh shell from the CA SiteMinder® installation
directory:

./ca_ps_env.ksh
Note: Be sure that there is a space between the periods (. .).
Open a shell and run the following command:
./ca-ps-config.bin gui
The Configuration wizard starts.

Use the system and component information you have gathered to configure a
policy store and individual components.

Note: Only initialize the policy store instance to configure a new policy store
instance.

Review the installation settings and click Install.

The wizard configures the selected components to work with the Policy Server.
Note: The installation can take several minutes.

Click Done.

The selected components are configured.

Note: If you experience problems, you can locate the installation log file and the policy
store details file in siteminder_home/siteminder/install_config_info.

More information:

Troubleshoot the Policy Server Installation (see page 76)
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Run the Configuration Wizard in Console Mode

You run the Policy Server Configuration wizard to configure individual Policy Server
components.

Follow these steps:

1.
2.

Exit all running applications.

Execute the following script in a ksh shell from the CA SiteMinder® installation
directory:

./ca_ps_env.ksh
Note: Be sure that there is a space between the periods (. .).
Open a shell and run the following command:
./ca-ps-config.bin -i console
The Configuration wizard starts.

Use the system and component information you have gathered to configure a
policy store and individual components.

Note: Only initialize the policy store instance to configure a new policy store
instance.

Review the installation settings and click Enter.

The wizard configures the selected components to work with the Policy Server.
Note: The installation can take several minutes.

Press Enter

The installer closes. The selected components are configured.

Note: If you experience problems, you can locate the installation log file and the policy
store details file in siteminder_home/siteminder/install_config_info.

More information:

Troubleshoot the Policy Server Installation (see page 76)
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How to Uninstall the Policy Server on UNIX

Complete the following procedures to uninstall the Policy Server:
1. Shut down all instances of the Policy Server Management Console.

Note: More information on shutting down the Policy Server Management Console
exists in the Policy Administration Guide.

2. Set the JRE in the path variable.

3. Remove Policy Server references from agent host files.

4. Stop all CA SiteMinder® processes.

5. Uninstall the Policy Server.

6. Remove CA SiteMinder® references from IWS.

7. Remove CA SiteMinder® references from ServletExec/AS.
8. Remove leftover items.

Remove Policy Server References from Adgent Host Files

You remove the Policy Server reference from the SmHost.conf file to prevent
unexpected results from the Web Agent once the Policy Server is uninstalled.
To remove the Policy Server reference
1. Navigate to web_agent_home/config.

web_agent_home

Specifies the installation directory of the Web Agent.

2. Open the SmHost.conf file in a text editor.
3. Delete the line that begins with "policyserver=".

Note: This line contains the IP address and port numbers for the Policy Server you
are uninstalling.

4. Save SmHost.conf.

The SmHost.conf file no longer references the Policy Server you are uninstalling.

Set the JRE in the PATH Variable

You set the JRE in the PATH variable when uninstalling the Policy Server, Web Agent,
SDK, or documentation to prevent the uninstallation program from stopping and issuing
error messages.
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To set the JRE in the PATH variable
1. Run the following command:

PATH=$PATH:<JRE>/bin

JRE

Specifies the location of the JRE.

2. Run the following command:

export PATH

The JRE is set in the PATH variable.

Stop all CA SiteMinder® Processes

You stop all CA SiteMinder® processes to ensure that Policy Server files are safely
removed.

To stop all CA SiteMinder® processes

1. Loginto the UNIX system with the smuser account.

2. Run stop-all, which is located in the /siteminder directory.

All CA SiteMinder® processes stop.

Uninstall the Policy Server
You uninstall the Policy Server when it is no longer required on the system.

Note:Do not manually remove the installation directories to uninstall this component.
Execute the uninstall shell script. If you only remove the installation directories, related
registries can be left behind. If you try to re—install this component on this host system,
the entries can prevent a successful installation.

Follow these steps:

1. Loginto the Policy Server host system as the user who installed the Policy Server.

Note: The user who installed the Policy Server should have the required CA
SiteMinder® scripts sourced. If the CA SiteMinder® scripts are not sourced at login,
or you logged in as another user, source the following scripts:

smprofile.ksh
ca_ps_env.ksh
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2. Change to the following directory in a console window:
siteminder home/siteminder/install config info/ca-ps-uninstall
siteminder_home
Specifies the Policy Server installation path.
3.  Run the following command:
./uninstall
The uninstallation program appears.
4. PressEnter.
A status indicator displays progress.
5. Change the directory to the one above the CA SiteMinder® installation directory.

Example: If the CA SiteMinder® installation directory is
/export/smuser/ca/siteminder, go to:

/export/smuser/ca
6. Enter the following command and press Enter.
$ rm -rf siteminder
The CA SiteMinder® installation directory is removed.
7. Open the following file from the HOME directory:
.profile
8. Locate and delete the line that contains smprofile.ksh.
Example:
./export/smuser/siteminder/smprofile.ksh
9. Save the file.

The Policy Server is uninstalled.

Remove CA SiteMinder® References from IWS

You manually remove CA SiteMinder® references from IWS after uninstalling the Policy
Server. CA SiteMinder® references are left in the obj.conf file and the magnus.conf file.
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To remove CA SiteMinder® references from IWS

1.

Log into an account that has privileges to access and modify the Web server's
configuration.

Go to the following at the Solaris command line.
<SunJavaSystem_home>/https-<hostname>/config

The obj.conf and magnus.conf files appear in the config folder.
Open obj.conf and remove the following lines:

NameTrans fn="assign-name" from="/servlet/*" name="<ServletExec instance name>"
NameTrans fn="assign-name" from="*.jsp*" name="<ServletExec instance name>"
NameTrans fn="pfx2dir" from="/sitemindermonitor"

dir="/<siteminder installation>/monitor"

NameTrans fn="pfx2dir" from="/sitemindercgi"

dir="/<siteminder installation>/admin" name="cgi"

NameTrans fn="pfx2dir" from="/siteminder"

dir="/<siteminder installation>/admin"

NameTrans fn="pfx2dir" from="/netegrity docs"

dir="/netegrity/netegrity documents"

<Object name="<ServletExec instance name>">

Service fn="ServletExecService" group="<ServletExec instance name>"
</0bject>

Save and close the obj.conf file.
Open magnus.conf and remove the following lines:

Init fn="init-cgi" SM_ADM UDP_PORT="44444" SM ADM TCP_PORT="44444"
Init fn="load-modules"

shlib="/<Servlet Exec Install>/bin/ServletExec Adapter.so"
funcs="ServletExecInit,ServletExecService"

Init fn="ServletExecInit" <ServletExec instance

name>. instances="<IP_Address>:<port number>"

Save and close magnus.conf.
Restart the Web server.
CA SiteMinder® references are removed from IWS.

The CA SiteMinder® references no longer appear in IWS.

Remove CA SiteMinder® References from StartServletExec

To remove references from StartServletExec

1.

Log in with an account that has privileges to access and modify the configuration of
ServletExec.

At the Solaris command line, go to the
Jusr/NewAtlanta/ServletExecAS/ServletExec_instance name folder.
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3. Remove the following lines from the StartServletExec script:

CLASSPATH=${NA LIB}/servlet-api.jar:${NA LIB}/jsp-

api.jar:${NA LIB}/ServletExec60.jar:${NA LIB}/ServletExecAdmin.jar:${NA LIB}/
el-

api.jar:${NA LIB}/jasper-el.jar:${JL}/tools.jar:${NA LIB}/jstl.jar:${NA LIB}/
appserv-

jstl.jar:${NA LIB}/activation.jar:${NA LIB}/mail.jar:${HOMEDIRPATH}/classes:/
siteminder home/monitor/

smmonui.jar:/siteminder home/lib/smconapi.jar:/siteminder home/lib/smmonclien
tapi.jar

$SENAME $HOMEDIR $MIMEFILE $DOCROOTDIR -allow 127.0.0.1 -port $PORT $SEOPTS"
$SENAME $HOMEDIR $MIMEFILE $DOCROOTDIR -allow 127.0.0.1 -port $PORT $SEOPTS -addl
"/sitemindermonitor=/siteminder home/monitor""

siteminder_home
Specifies the Policy Server installation path.
4. Save and close the StartServletExec script.
5. Restart ServletExec.

The uninstallation is complete.

Remove Leftover Items

The com.zerog.registry.xml file is left on the system after you uninstall the Policy Server.
Remove this file.

You can locate this file at one of the following:

m  SHOME/.com.zerog.registry.xml

m  /var/.com.zerog.registry.xml
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This section contains the following topics:

LDAP Directory Servers as a Policy or Key Store (see page 87)
Installation Road Map (see page 88)

Important Considerations (see page 88)

Default Policy Store Objects Consideration (see page 89)

CA Directory as a Policy Store (see page 90)

CA Directory as a Session Store (see page 102)

Active Directory as a Policy Store (see page 106)

Domino Directory Server as a Policy Store (see page 116)
IBM Tivoli Directory Server as a Policy Store (see page 126)
Microsoft Active Directory LDS as a Policy Store (see page 134)
Novell eDirectory as a Policy Store (see page 144)
OpenLDAP as a Policy Store (see page 155)

Oracle Directory Server as a Policy Store (see page 170)
Oracle Internet Directory as a Policy Store (see page 181)
Red Hat Directory Server as a Policy Store (see page 191)
Siemens DirX as a Policy Store (see page 199)

Configure a Separate Key Store (see page 209)

LDAP Directory Servers as a Policy or Key Store

The CA SiteMinder® policy store is the repository for all policy—related information. All
Policy Servers in a CA SiteMinder® installation must share policy store data, either
directly or through replication. CA SiteMinder® is installed with tools that let
administrators move policy store data from one storage facility to another.

When you install the Policy Server, you can automatically configure one of the following
directory servers as a policy store:
m  Microsoft Active Directory Lightweight Directory Services (AD LDS)

m  Oracle Directory Server (formerly Sun Java System Directory Server)

If you do not use the Policy Server to configure a policy store automatically, you can
manually configure a policy store after installing the Policy Server. Additionally, after
you install the Policy Server, you can use the Policy Server Management Console to
point the Policy Server to an existing policy store.

Note: For a list of supported CA and third-party components, refer to the CA
SiteMinder® 12.51 Platform Support Matrix on the Technical Support site.

Chapter 6: Configuring LDAP Directory Servers to Store CA SiteMinder® Data 87



Installation Road Map

Installation Road Map

The following diagram illustrates a sample CA SiteMinder® installation and lists the
order in which you install and configure each component.

m  Asolid line surrounds the Policy Server, which is required before configuring a
policy store. If a Policy Server is not part of your environment, install it before
continuing.

m  The dotted line surrounds the policy store. Configure this component now.

The following figure depicts a single policy/key store instance. Although not illustrated,
your environment can use separate instances for individual policy and key stores.

Equation 1: Installation Roadmap
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Important Considerations

To avoid possible policy store corruption, ensure that the server on which the policy
store will reside is configured to store objects in UTF-8 form. For more information on
configuring your server to store objects in UTF-8 form, see the documentation for that
server.
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Default Policy Store Objects Consideration

When you configure a policy store, the following default policy store object files are

available:
m  smpolicy.xml

m  smpolicy-secure.xml

Both files contain the default objects that the policy store requires.

- If you use the Policy Server Configuration Wizard to configure the policy store
automatically, the wizard only uses smpolicy.xml.

- If you want to use smpolicy—secure.xml, configure the policy store manually.

Both files provide default security settings. These settings are available in the default

Agent Configuration Object (ACO) templates that are available in the Administrative Ul.

The smpolicy-secure file provides more restrictive default security settings. Choosing

smpolicy.xml does not limit you from using the more restrictive default security settings.

You can modify the default ACO settings using the Administrative Ul.

The following table summarizes the security settings for both files:

Parameter Name

smpolicy Values

smpolicy-secure Values

BadCssChars No value <> (& + %00
BadQueryChars No value <> %506 & + %00
BadUrlChars /1, 1, 1% %, ™\, %00-%1f, smpolicy.smdif values plus:

%7f-%ff, %25

<I >I l’ ;I )I (I &I +

EnableCookieProvider

Yes

No

IgnoreExt

.class, .gif, .jpg, .jpeg, .png, .fcc, .scc, .sfcc,
.ccc, .ntc

All smpolicy values.

LimitCookieProvider

No

Yes

ValidTargetDomain

This file does not include this parameter.

This parameter does not have a default
value. Provide a valid redirection domain.
Example:
validtargetdomain=".example.com"
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CA Directory as a Policy Store

CA Directory can function as a policy store. A single directory server instance can
function as a:

m  Policy store

m  Key store

Using a single directory server simplifies administration tasks. The following sections
provide instruction on how to configure a single directory server instance to store policy

data and encryption keys. If your implementation requires, you can configure a separate
key store.

Gather Directory Server Information

Configuring a CA Directory as a policy store requires specific directory server
information. Gather the following information before configuring the policy store. You
can use the Policy Store Worksheets to record your values.

m  Host information—Determine the fully qualified host name or the IP address of the
system on which CA Directory is running.

m  DSA port number—Determine the port on which the DSA is to listen.

m  Base DN—Determine the distinguished name of the node in the LDAP tree in which
policy store objects are to be defined.

m  Administrative DN—Determine the LDAP user name of the account that CA
SiteMinder® is to use manage objects in the DSA.

m  Administrative password—Determine the password for the administrative user.

How to Configure the Policy Store

To configure CA Directory as a policy store, complete the following procedures:

1. Create a DSA for the policy store (see page 91).

2. Create the policy store schema (see page 91).

3. Open the DSA (see page 93).

4. Create the base tree structure for policy store data (see page 94).

5. Create a superuser administrator for the DSA (see page 95).

6. Point the Policy Server to the policy store (see page 95).

7. Set the CA SiteMinder® superuser password (see page 96).

8. Verify the CA Directory cache configuration (see page 97).
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9. Import the policy store data definitions (see page 98).

10. Import the default policy store objects (see page 98).

11. Prepare for the Administrative Ul registration (see page 99).

Create a DSA for the Policy Store

Create the DSA by running the following command:

dxnewdsa DSA Name port "o=DSA Name,c=country code"
DSA_Name

Specifies the name of the DSA.
port

Specifies the port on which the DSA is to listen.
0=DSA_Name,c=country_code

Specifies the DSA prefix.

Example: "o=psdsa,c=US"
The dxnewdsa utility starts the new DSA.

Note: If the DSA does not automatically start, run the following:

dxserver start DSA Name
Create the Policy Store Schema
You create the policy store schema so the directory server can function as a policy store.

Important! By default, CA Directory configuration files are read—only. Any CA Directory
files that you are instructed to modify, must be updated for write permission. Once the
files are updated, you can revert the permission to read—only. Also, all default.xxx files
provided by CA Directory are overwritten during a CA Directory upgrade. Use caution
when modifying any read-only files.
Follow these steps:
1. Copy the following files into the CA Directory DXHOME\config\schema directory:

m netegrity.dxc

m  etrust.dxc

DXHOME

Specifies the Directory Server installation path.
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Note: The netegrity.dxc file is installed with the Policy Server in
siteminder_home\eTrust. The etrust.dxc file is installed with the Policy Server in
siteminder_home\xps\db.

siteminder_home
Specifies the Policy Server installation path.
m  Windows %DXHOME%
m  Unix/Linux: SDXHOME

2. Create a CA SiteMinder® schema file by copying the default.dxg schema file and
renaming it.

Note: The default.dxg schema file is located in
DXHOME\config\schema\default.dxg.

Example: copy the default.dxg schema file and rename the copy to smdsa.dxg
3. Add the following lines to the bottom of the new CA SiteMinder® schema file:

#CA Schema

source "netegrity.dxc";

source "etrust.dxc";

4. Edit the DXI file of the DSA (DSA_Name.dxi) by changing the schema from
default.dxg to the new CA SiteMinder® schema file.

DSA_Name
Represents the name of the DSA you created for the policy store.
Note: The DXl file is located in DXHOME\config\servers.

5. Add the following lines to the end of the DXI file of the DSA:
m rl2

# cache configuration

set max-cache-size = 100;

set cache-attrs = all-attributes;
set cache-load-all = true;

set ignore-name-bindings = true;

Note: The max-cache-size entry is the total cache size in MB. Adjust this value
based on the total memory available on the CA Directory server and overall size
of the policy store.

m r12SP1orlater

# cache configuration
set ignore-name-bindings = true;
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Open the DSA

10.

Copy the default limits DXC file of the DSA (default.dxc) to create a CA SiteMinder®
DXC file.

Example: Copy the default DXC file and rename the copy smdsa.dxc.
Note: The default DXC file is located in DXHOME\dxserver\config\limits.
Edit the settings in the new DXC file to match the following:

# size limits

set max-users = 1000;

set credits = 5;

set max-local-ops = 1000;

set max-op-size = 4000;

set multi-write-queue = 20000;

Note: Editing the size limits settings prevents cache size errors from appearing in
your CA Directory log files.

Important! The multi-write-queue setting is for text—based configurations only. If
the DSA is set up with DXmanager, omit this setting.

Save the DXC file.

Edit the DXI file of the DSA (DSA_Name.dxi) by changing the limits configuration
from default.dxc to the new CA SiteMinder® limits file.

Example: change the limits configuration from default.dxc to smdsa.dxc.
DSA_Name
Represents the name of the DSA you created for the policy store.

Note: The DXl file of the DSA is located in DXHOME\config\servers.If you
created the DSA using DXmanager, the existing limits file is named
dxmanager.dxc.

As the DSA user, stop and restart the DSA using the following commands:

dxserver stop DSA Name
dxserver start DSA Name

DSA_Name
Specifies the name of the DSA.

The policy store schema is created.

You create a view into the directory server to manage objects.

Follow these steps:

1.
2.

Be sure that the database is configured for an anonymous login.

Launch the JXplorer GUI.
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3. Select the connect icon.
Connection settings appear.

4. Enter host_name_or_IP_address in the Host Name field.
host_name_or_IP_address

Specifies the host name or IP address of the system where CA Directory is
running.

5. Enter port_number in the Port number field.
port_number
Specifies the port on which the DSA is listening.
6. Enter 0=DSA_Name,c=country_code in the Base DN field.
Example: o=psdsa,c=US
7. Select Anonymous from the Level list and click Connect.

A view into DSA appears.

Create the Base Tree Structure for Policy Store Data

You create a base tree structure to hold policy store data. You use the JXplorer GUI to

create the organizational units.

Follow these steps:

1. Select the root element of your DSA.

2. Create an organizational unit under the root element called:
Netegrity

3. Create an organizational unit (root element) under Netegrity called:
SiteMinder

4. Create an organizational unit (root element) under CA SiteMinder® called:
PolicySvrd

5. Create an organizational unit (root element) under PolicySvr4 called:
XPS

The base tree structure is created.

94 Policy Server Installation Guide



CA Directory as a Policy Store

Create a Superuser Administrator for the DSA

You only have to create a superuser administrator if you do not have an administrator
account that CA SiteMinder® can use to access the DSA. The Policy Server requires this
information to connect to the policy store.

Follow these steps:

1. Use the JXplorer GUI to access the DSA.

2. Create an administrator that CA SiteMinder® can use to connect to the policy store.
Note: Create the user with the following object type:
inetOrgPerson

3. Note the administrator DN and password. You use the credentials when pointing
the Policy Server to the policy store.

Example:

dn:cn=admin, o=yourcompany, c=in

Point the Policy Server to the Policy Store

You point the Policy Server to the policy store so the Policy Server can access the policy
store.

Follow these steps:

1.

Open the Policy Server Management Console.

Important! If you are accessing this graphical user interface on Windows Server
2008, open the shortcut with Administrator permissions. Use Administrator
permissions even if you are logged in to the system as an Administrator. For more
information, see the release notes for your CA SiteMinder® component.

Click the Data tab.

Select the following value from the Database list:

Policy Store

Select the following value from the Storage list:

LDAP

Configure the following settings in the LDAP Policy Store group box.
m LDAP IP Address

m  Admin Username

m Password
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m Confirm Password
m  Root DN

Note: You can click Help for a description of fields, controls, and their respective
requirements.

6. Click Apply.

7. Click Test LDAP Connection to verify that the Policy Server can access the policy
store.

8. Select the following value from the Database list:
Key Store

9. Select the following value from the Storage list:
LDAP

10. Select the following option:
Use Policy Store database

11. Click OK.
Set the CA SiteMinder® Super User Password

The default CA SiteMinder® administrator account is named:

siteminder

The account has maximum permissions.

We recommend that you do not use the default superuser for day—to—day operations.
Use the default superuser to:

m  Access the Administrative Ul for the first—time.

m  Manage CA SiteMinder® utilities for the first—time.

m  Create another administrator with superuser permissions.

Follow these steps:
1. Copy the smreg utility to siteminder_home\bin.
siteminder_home
Specifies the Policy Server installation path.

Note: The utility is at the top level of the Policy Server installation kit.
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Run the following command:
smreg -su password
password
Specifies the password for the default CA SiteMinder® administrator.
Limits:

— The password must contain at least six (6) characters and cannot exceed 24
characters.

- The password cannot include an ampersand (&) or an asterisk (*).
- If the password contains a space, enclose the passphrase with quotation marks.

Note: If you are configuring an Oracle policy store, the password is case—sensitive.
The password is not case—sensitive for all other policy stores.

Delete smreg from siteminder_home\bin. Deleting smreg prevents someone from
changing the password without knowing the previous one.

The password for the default CA SiteMinder® administrator account is set.

Verify the CA Directory Cache Configuration

You can verify that the DXcache settings are enabled using the DXconsole.

Note: By default, the DxConsole is only accessible from localhost. For more about using
the set dsa command to let the DxConsole accept a connection from a remote system,
see the Directory Configuration Guide.

Follow these steps:

1.

From a command prompt, enter the following command to Telnet to the DSA
DXConsole port:

telnet DSA Host DXconsole Port
DSA_Host
Specifies the host name or IP address of the system hosting the DSA.

Note: If you are on the localhost, enter localhost. Entering a host name or IP
Address results in a failed connection.

DXConsole_Port

Specifies the port on which the DXconsole is listening. This value appears in the
console-port parameter of the following file:

DXHOME\config\knowledge\DSA_Name.dxc
Default: The DXconsole port is set to the value of the DSA port +1.
Example: If the DSA is running on port 19389, the DXconsole port is 19390.

The DSA Management Console appears.
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Enter the following command:

get cache;

The DSA Management Console displays the current DSA DXcache settings and
specifies the directory caching status.

Enter the following command:
logout;

Closes the DXconsole and returns to the system prompt.

Import the Policy Store Data Definitions

Importing the policy store data definitions defines the types of objects that can be
created and stored in the policy store.

Follow these steps:

1.

Open a command window and navigate to siteminder_home\xps\dd.
siteminder_home
Specifies the Policy Server installation path.
Run the following command:
XPSDDInstall SmMaster.xdd
XPSDDInstall

Imports the required data definitions.

Import the Default Policy Store Objects

Importing the default policy store objects configures the policy store for use with the
Administrative Ul and the Policy Server.

Consider the following items:

Be sure that you have write access to siteminder_home\bin. The import utility
requires this permission to import the policy store objects.

siteminder_home
Specifies the Policy Server installation path.

Before running a CA SiteMinder® utility or executable on Windows Server 2008,
open the command-line window with administrator permissions. Open the
command-line window this way, even if your account has administrator privileges.
For more information, see the release notes for your CA SiteMinder® component.
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Follow these steps:
1. Openacommand window and navigate to siteminder_home\db.
2. Import one of the following files:
m  To import smpolicy.xml, run the following command:
XPSImport smpolicy.xml -npass
m  To import smpolicy—secure.xml, run the following command:
XPSImport smpolicy—secure.xml -npass
npass

Specifies that no passphrase is required. The default policy store objects do
not contain encrypted data.

Both files include the default policy store objects. These objects include the
default security settings in the default Agent Configuration Object (ACO)
templates. The smpolicy—secure file provides more restrictive security settings.
For more information, see Default Policy Store Objects Consideration (see
page 89).

m  To import Option Pack functionality, run the following command:
XPSImport ampolicy.xml -npass
m  Toimport federation functionality, run the following command:
XPSImport fedpolicy-12.51.xml -npass
The policy store objects are imported.
Note: Importing smpolicy.xml| makes available legacy federation and Web Service
Variables functionality that is separately licensed from CA SiteMinder®. If you intend on

using the latter functionality, contact your CA account representative for licensing
information.

Prepare for the Administrative UI Registration

You use the default CA SiteMinder® super user account (siteminder) to log into the
Administrative Ul for the first—time. The initial login requires that you to register the
Administrative Ul with a Policy Server, which creates a trusted relationship between
both components.

You prepare for the registration by using the XPSRegClient utility to supply the super
user account name and password. The Policy Server uses these credentials to verify that
the registration request is valid and that the trusted relationship can be established.
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Consider the following items:

The time from which you supply the credentials to when the initial Administrative
Ul login occurs is limited to 24 hours. If you do not plan on installing the
Administrative Ul within one day, complete the following steps before installing the
Administrative Ul.

(UNIX) Be sure that the CA SiteMinder® environment variables are set before you
use XPSRegClient. If the environment variables are not set, set them manually (see
page 442).

Follow these steps:

1.
2.

Log in to the Policy Server host system.
Run the following command:

XPSRegClient siteminder[:passphrasel -adminui-setup -t timeout -r retries -c
comment -cp -1 log path -e error path -vT -vI -wW -vE -VvF

passphrase

Specifies the password for the default CA SiteMinder® super user account
(siteminder).

Note: If you do not specify the passphrase, XPSRegClient prompts you to enter
and confirm one.

-adminui-setup

Specifies that the Administrative Ul is being registered with a Policy Server for
the first—time.

-t timeout

(Optional) Specifies the allotted time from when you to install the
Administrative Ul to the time you log in and create a trusted relationship with a
Policy Server. The Policy Server denies the registration request when the
timeout value is exceeded.

Unit of measurement: minutes

Default: 240 (4 hours)

Minimum Limit: 15

Maximum Limit: 1440 (24 hours)
-r retries

(Optional) Specifies how many failed attempts are allowed when you are
registering the Administrative Ul. A failed attempt can result from submitting
incorrect CA SiteMinder® administrator credentials when logging in to the
Administrative Ul for the first time.

Default: 1

Maximum Limit: 5
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-c comment

(Optional) Inserts the specified comments into the registration log file for
informational purposes.

Note: Surround comments with quotes.

(Optional) Specifies that registration log file can contain multiple lines of
comments. The utility prompts for multiple lines of comments and inserts the
specified comments into the registration log file for informational purposes.

Note: Surround comments with quotes.
-l log path
(Optional) Specifies where the registration log file must be exported.
Default: siteminder_home\log
siteminder_home
Specifies the Policy Server installation path.
-e error_path
(Optional) Sends exceptions to the specified path.
Default: stderr
-vT
(Optional) Sets the verbosity level to TRACE.

(Optional) Sets the verbosity level to INFO.
-vW

(Optional) Sets the verbosity level to WARNING.
-vE

(Optional) Sets the verbosity level to ERROR.
-vF

(Optional) Sets the verbosity level to FATAL.
Press Enter.

XPSRegClient supplies the Policy Server with the administrator credentials. The
Policy Server uses these credentials to verify the registration request when you log
in to the Administrative Ul for the first—time.
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CA Directory as a Session Store

You can configure CA Directory as a session store.

Note: For more information about supported versions, see the 12.51 CA SiteMinder®
Platform Support Matrix.

How to Configure the Session Store

Complete the following tasks to configure CA Directory as a session store:
1. Obtain the session store schema files.

2. Create a DSA for the session store.

3. Add a session store administrative user and root DN.

4. Create the session store schema.

5

Point the Policy Server to the session store.
Request the Session Store Schema File

The session store schema file is installed with the Policy Server. Contact your CA
SiteMinder® Administrator and request the following file:

netegrity.dxc

The file is located in siteminder_home\eTrust.
siteminder_home

Specifies the Policy Server installation path.
Create a DSA for the Session Store

Create a DSA and dedicate its use to the session store only. A dedicated DSA helps to
maximize session store performance.
Follow these steps:
1. Loginto the CA Directory host system.
2. Create a data DSA by running the following command:
dxnewdsa dsa_name port prefix
dsa_name

Specifies the name of the session store DSA.

102 Policy Server Installation Guide



CA Directory as a Session Store

port
Specifies the port on which the session store must listen for requests.
prefix

Specifies the namespace prefix. Use LDAP syntax to specify the prefix.

Example: Create a data DSA for the session store.

dxnewdsa smsessionstore 1234 o=forwardinc, c=us

Note: Forward, Inc. is a fictitious company name that is used strictly for instructional
purposes only and is not meant to reference an existing company.

Add a Session Store Administrative User and Root DN

The Policy Server requires the following information to manage the session store:
m  The complete distinguished name (DN) and password of a user in the DSA

m  Aroot DN to which session information can be written

Follow these steps:

1. Access the DSA using anonymous authentication with one of the following
methods:

m  Use the JXplorer tool.

m  Use the CA Directory command-line interface.

2. Create a user that CA SiteMinder® can use to manage the session store.
- Besure to create the user with only the following OBJECT CLASS:
inetOrgPerson

— Note the credentials. The credentials are required to point the Policy Server to
the session store DSA.

3. Disconnect from JXplorer.

4. Start JXplorer.

5. Login to the DSA using the complete DN of the administrative user you created.
Example: cn=admin,o=forwardinc,c=us

6. Manually create an organizational unit for the root DN of the session store.
Example: ou=sessionstore

7. Disconnect from JXplorer.

Note: To prevent unauthorized access to the session store, we recommend that you
disable the anonymous authentication.
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Create the Session Store Schema

The DSA requires the schema to store and retrieve the session information of CA
SiteMinder® users.

Follow these steps:

1.
2.

Log in to the CA Directory host system.
Stop the DSA using the following command:

dxserver stop DSA Name

Go to DXHOME\config\schema. Add the CA SiteMinder® session store schema file
(netegrity.dxc).

Create the session store schema by copying the default schema file of the DSA
(default.dxg), removing the read—only attribute, and renaming it.

Example: Copy default.dxg and rename the copy to smsession.dxg.
Edit the session store schema file:
a. Add the following lines to the bottom of the file:

#CA Schema
source "netegrity.dxc";

b. Save the file.
c. Apply the read—only attribute.
Go to DXHOME\dxserver\config\limits.

Create a session store limits file by copying the default limits file (default.dxc),
removing the read—only attribute, and renaming it.

Example: Copy default.dxc and rename the copy smsession.dxc.

Edit the session store default limits file:

a. Edit the max—local-ops attribute to match the following value:
set max-local-ops = 1000;

The attribute is in the size limits section and represents a high limit. The session
store is not expected to return more than 1,000 objects per search query.

b. Save the file.
c. Apply the read—only attribute.

Go to DXHOME\config\servers. Open the session store initialization file
(DSA_name.dxi).

DSA_name

Specifies the name of the session store DSA.
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10. Edit the session store initialization file:

11.

a.

Edit the schema reference from default.dxg to the session store schema file.
The reference is in the schema section.

Example: Change default.dxg to smsession.dxg.

Edit the service limits reference from default.dxc to the session store limits file.
The reference is in the service limits section.

Example: Change default.dxc to smsession.dxc.

Edit the set—cache index attribute to match the following setting:

set cache-index—all-except = smVariableValue,smsessionblob;

Note: Be sure that the cache index all attribute is set before the following
attribute:

set lookup-cache = true;
The attribute is in the grid configuration section.

(Optional) Compress the following attribute to store more session objects in
memory:

smVariableValue
(Optional) Disable transaction logging to improve performance.

Important! Consider the effects disabling transaction logging has on data
recovery. For more information, see the CA Directory documentation.

Start the DSA using the following command:
dxserver start DSA Name

The session store schema is created.

Point the Policy Server to the Session Store

Point the Policy Server to the session store DSA to let CA SiteMinder® manage the
session store.

Follow these steps:

1.

Open the Policy Server Management Console.

Important! If you are accessing this graphical user interface on Windows Server
2008, open the shortcut with Administrator permissions. Use Administrator
permissions even if you are logged in to the system as an Administrator. For more
information, see the release notes for your CA SiteMinder® component.

Click the Data tab.

Select Session Store from the Database list.
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4. Select CA Directory from the Storage list.
5. Select the Session Store Enabled option.
6. Under LDAP Session Store section:
a. Enter the IP address and port of the session store DSA.
b. Enter the root DN of the session store DSA.
Example: ou=sessionstore,o=fowardinc,c=us
c. Enter the complete DN of an administrative user in the DSA.
Example: cn=admin,o=forwardinc,c=us
d. Enter the password of the administrative user.
7. Click Test LDAP Connection to verify the connection.
8. Click OK.

CA SiteMinder® is configured to manage the session store.

Active Directory as a Policy Store

Active Directory can function as a policy store. A single directory server instance can
function as a:

m  Policy store

m  Key store

Using a single directory server simplifies administration tasks. The following sections
provide instruction on how to configure a single directory server instance to store policy

data and encryption keys. If your implementation requires, you can configure a separate
key store.

Note: If Active Directory is to communicate with the Policy Serv