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Chapter 1: System Requirements 
 

The following requirements must be met or exceeded for CA SOA Security 

Manager to install and run correctly. 

This section contains the following topics: 

Operating System Support (see page 9) 

Platform Support (see page 9) 

Disk Space Requirements (see page 10) 

Memory Requirements (see page 11) 
 

Operating System Support 

Before you install any CA SOA Security Manager components, ensure that you 

are using a supported operating system and third-party software. 

For a complete list of supported operating systems, see the CA SOA Security 

Manager r12.1 Platform Support Matrix on the Technical Support site. 

To locate the support matrix from the Support site 

1. Click Technical Support. 

2. Click Support By Product or Solution. 
 

3. Select CA CA SOA Security Manager from the Select a Product or Solution 

Page list. 

Click Platform Support Matrices in the Product Status group box.. 
 

Platform Support 

For a complete list of supported web servers, application servers, databases, 

directories, web browsers, and CA interoperability requirements, see the CA SOA 

Security Manager r12.1 Platform Support Matrix available from the Technical 

Support site http://support.netegrity.com. 

To locate the support matrix from the Support site 

1. Click Technical Support. 

2. Click Support By Product or Solution. 
 

http://www.ca.com/support
http://support.netegrity.com/
http://support.netegrity.com/


Disk Space Requirements 

 

10  Release Notes 

 

3. Select CA CA SOA Security Manager from the Select a Product or Solution 

Page list. 

4. Click Platform Support Matrices in the Product Status group box. 
 

Disk Space Requirements 

The amount of disk space needed to install CA SOA Security Manager depends on 

the components that you install. The following table describes the requirements 

for each component. 

 

When You Install... CA SOA Security Manager installs... 

Minimum 

Requiremen

t (in MBs) 

Any option A temporary directory 200 

The CA SOA Security 

Manager uninstaller 

20 

Policy Server CA SOA Security Manager Policy Server 300 

SOA Security 

Gateway 

Configuration 

Manager 

SOA Security Gateway Configuration 

Manager  

140 

CA SOA Security 

Manager SDK 

CA SOA Security Manager SDK 60 

SOA Security 

Gateway 

SOA Security Gateway 140 

SOA Agent for Web 

Servers 

SOA Agent for Web Servers 192 

SOA Agent for BEA 

WebLogic 

 

SOA Agent for BEA WebLogic 10 

Optionally, SiteMinder Agent 

for BEA WebLogic (needs 

separate license) 

50 

SOA Agent for IBM 

WebSphere 

 

SOA Agent for IBM WebSphere 10 

Optionally, SiteMinder Agent 

for IBM WebSphere (needs 

separate license) 

50 
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When You Install... CA SOA Security Manager installs... 

Minimum 

Requiremen

t (in MBs) 

SOA Security 

Gateway 

Management 

Console 

SOA Security Gateway Management 

Console 

140 

Memory Requirements 

The amount of memory required for a CA SOA Security Manager system depends 

on the components that you plan to install. Minimum memory requirements: 

■ CA SOA Security Manager Policy Server—2GB 

■ SOA Agent—2GB 

■ SOA Security Gateway—4GB 

Note: Stated minimum memory requirements are not cumulative—if you install 

more than one component on a single system, you do not need to combine the 

minimum requirements for each component.  
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Chapter 2: Known Issues 
 

This section contains the following topics: 

General Issues (see page 13) 

Install Issues (see page 19) 

SOA Agent for IBM WebSphere Issues (see page 22) 

SOA Agent for BEA WebLogic Issues (see page 23) 

SOA Security Gateway Issues (see page 24) 
 

General Issues 

The following topics describe general known issues. 
 

SOA Security Manager R12.1 does not support FIPS-migration or FIPS-only mode 

(70457) 

SOA Security Manager R12.1 does not support FIPS-migration or FIPS-only 

mode. Only FIPS-compatibility mode is supported. 
 

Policy Server JVM Initialization Failure (61775) 

The JVM required for some Policy Server features (such as the Session Server 

and XML key database) can sometimes fail to launch because it attempts to 

allocate too much memory. 

Workaround 

1. Navigate to the soa_home/siteminder/config directory. 

soa_home 

Specifies the SOA Security Manager installation location. 
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2. Open the JVMOptions.txt file in a text editor and add the following two lines 

anywhere in the file: 

-Xms256M 

-Xmx256M 

Note: The numeric component of each entry (which specify a memory 

allocation value in Megabytes) can be adjusted to suit your environment; 

however, it is recommended that both settings be set to the same value. For 

example, if the JVM needs more memory, you could set both values to 512. 

3. Reboot the server. 

(If the settings are inappropriate, an error message will be generated in the 

smps.log indicating that the JVM could not be initialized.) 
 

SOA Agents and XML Agents Use Incompatible Algorithms for Signing SAML 

Assertions (60678) 

Due to differences between the encryption algorithms embedded within CA SOA 

Security Manager r12 SOA Agents (including the SOA Security Gateway) and 

earlier TransactionMinder XML Agents, SAML assertions (in both SAML Session 

Tickets and WS-Security SAML tokens) signed by XML Agents cannot be verified 

in CA SOA Security Manager and SAML assertions signed within CA SOA Security 

Manager cannot be verified by TransactionMinder. 
 

Normal XML signing does work between TransactionMinder and CA SOA Security 

Manager. 
 

Workaround 

Do not implement chain or multistep authentication service models using signed 

SAML assertions where all agents in the flow are not at the same product level 

(that is, all SOA Agents or all XML Agents). 
 

Authentication of Encrypyted Requests Intermittently Failing with Red Hat Policy 

Server (77348) 

Attempts by all SOA Agent types to connect to a RedHat Policy server to 

authenticate an encrypted request fail intermittently.  
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SOA Security Manager Fails To Generate WS-Security Headers Using RSA-OAEP 

Encryption (70408) 

SOA Security Manager fails to create an encrypted WS-Security token when a 

response is configured to use the RSA-OAEP algorithm to encrypt the symmetric 

encryption key, generating the following error in tmxmltoolkit.log: 

008-05-22 14:53:10,531 [INFO] handler.response.WSSecurityUsernameResponseHandler 

8A2ADA6E-3D9B-57FB-35E3-9CC05471E849 - Cannot do encryption: unsupported key algorithm provided: 

rsa_oaep 

Workaround 

Configure the WS-Security header generating response to use the default 

rsa-1_5 algorithm to encrypt the symmetric encryption key. 
 

Responses Configured to Generate Signed SAML Session Tickets Using Public Key 

Obtained from XML Digital Signature Authentication Produce Unsigned SAML 

Session Tickets (98865) 

Generation of signed SAML Session Tickets using the public key obtained from a 

digital signature by the XML Digital Signature authentication scheme results in 

the generation of an unsigned rather than signed SAML Session Ticket.  

That is, if a web service is protected by the XML Digital Signature authentication 

scheme and a SAML Session Ticket response is configured to extract the client's 

public key from the certificate and use it to sign the SAML assertion, the 

generated SAML Session Ticket is not signed as expected.  

Workaround 

Configure the policy to obtain the public key from a source other than the 

document with the digital certificate. For example, configure the response to 

obtain the public key from a client certificate sent over an SSL connection or from 

the user store. 
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WS-Security SAML 1.1 Holder of Key Assertion Not Accepted More Than Once 

(97266) 

SOA Security Manager does not accept a WS-Security SAML 1.1 holder of key 

assertion token more than once; SAML 1.1 holder of key tokens cannot therefore 

be used in use cases where replay is required.  

Workaround 

SAML 2.0 holder of key tokens work as expected and can be used in to 

implement use cases in which replay is required. 
 

Signing Not Working for SAML Session Tickets in SOAP Envelope (74036) 

If configured to generate signed SAML Session Tickets in the SOAP envelope, CA 

SOA Security Manager produces the SAML Session Ticket and places it in the 

SOAP envelope as expected, but the message is not signed. 

Signing works correctly for SAML Session Tickets placed in HTTP headers or HTTP 

cookies. 
 

"JVM - JNI code: -1(JNI_ERR)" Errors in Policy Server Log (68569) 

In some situations, the default JVM memory allocations can be insufficient on the 

Policy Server, preventing retrieval of certificates from the key store. If this 

happens, "JVM - JNI code: -1(JNI_ERR)" errors are  written to the Policy Server 

log.  
 

Workaround 

Add a line specifying appropriate the minimum and maximum JVM memory 

allocation pool sizes to the JVMOptions.txt file in SOA_HOME\siteminder\config 

using the following parameters: 

-Xms 

Specifies the minimum size of the JVM memory allocation pool. Set this value 

to a multiple of 1024 that is greater than 1MB. As a general rule, set 

minimum heap size (-Xms) equal to the maximum heap size (-Xmx). 
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-Xmx 

Specifies the maximum Java heap size. Set this value to a multiple of 1024 

that is greater than 1MB. 

For example: 

-Xms128m -Xmx128m 

Note: For complete information about the settings contained in the 

JVMOptions.txt file, see your Java documentation. 
 

SOA Agents Reject Messages Where Namespace is Defined Outside of Parent 

Element (72912) 

SOA Agents reject XML messages in which XML namespace (xmlns) attributes 

are not defined within the immediate parent of the element or elements in which 

they are referenced. For example, though well formed, the following XML 

message in which the xmlns attribute is defined in the SOAP envelope will fail 

authentication: 

<soapenv:Envelope 

 xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 

 xmlns:axis="http://axishello"> 

    <soapenv:Header/> 

    <soapenv:Body> 

       <axis:securedAdd> 

          <axis:name>superuser</axis:name> 

          <axis:password>pwd</axis:password> 

          <axis:x>3</axis:x> 

          <axis:y>5</axis:y> 

       </axis:securedAdd> 

    </soapenv:Body> 

 </soapenv:Envelope> 
 

In this case, the following error will be written in the SOA Agent log: 

XPath exception during achedXPathAPI.eval  

of: /axis:securedAdd/axis:password javax.xml.transform.TransformerException 

javax.xml.transform.TransformerException: Prefix must resolve to a namespace: axis 
 

Workaround 

To ensure successful authentication, a namespace attribute must be defined no 

further away than the immediate parent of the element or elements in which it is 

used, even when that namespace is defined earlier in an XML message (for 

example, in the SOAP envelope definition). 
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For example, the following reformed version of the previous XML message will be 

accepted by the SOA Agent: 

<soapenv:Envelope 

 xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 

 xmlns:axis="http://axishello"> 

    <soapenv:Header/> 

    <soapenv:Body> 

       <axis:securedAdd xmlns:axis="http://axishello"> 

          <axis:name>superuser</axis:name> 

          <axis:password>pwd</axis:password> 

          <axis:x>3</axis:x> 

          <axis:y>5</axis:y> 

       </axis:securedAdd> 

    </soapenv:Body> 

</soapenv:Envelope> 
 

Operation-Level Policy Changes Not Committed In Certain Situation When 

Configuring Application Policy From WSDL (69006) 

When creating an application policy from a WSDL file, operation-level policy 

changes  in the Define Web Service Protection Policy table are lost if you return 

to the top level by clicking the All Web Services link and then immediately click 

the Next button to proceed. 

Workaround 

After you have specified operation-level policy changes for a particular port, if 

you click the All Web Services to return to the top level of the Define Web Service 

Protection Policy table, click any other button or link (for example, the link for 

that port again) before clicking Next to ensure the operation-level changes are 

committed. 
 

Responses Defined When Creating an Application Within Secure Web Services 

from WSDL Operation Are Not Immediately Usable (70468) 

If you choose to create the application object that will define your security policy 

from within the Secure Web Services from WSDL wizard any Responses created 

from the Responses tab of the Create Application nested task are not displayed 

or available for assignment in the Define web service protection policy table.  

Workaround 

If you need to bind responses to web service ports and operations on the Define 

Policies page of the Secure Web Services from WSDL wizard, you must create the 

application and the required responses prior to running the wizard. 
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Clicking Back Button in Secure Web Services from WSDL Wizard Sometimes 

Causes "Array Index out of range error -1"  (72176) 

Clicking the Back button on the Secure Web Services from WSDL: Define Policies 

pane of the Secure Web Services from WSDL Wizard sometimes results in an 

"Array Index out of range error -1". This error is non-fatal and can be ignored. 
 

Install Issues 

The following topics describe known issues related to product installation and 

uninstallation. 
 

Error Logged During Administrative UI Install on WebLogic (74188) 

When you install the CA SOA Security Manager Administrative UI in console 

mode on a Weblogic Application server, a non-fatal error ―ERROR - Command 

failed: Installing Workflow Store Data ― is written to the install log. You can 

ignore this error. 
 

Back Option Not Supported During Console Mode Install (74339) 

The option to go back to reenter incorrectly supplied information is not supported 

during console mode installation on UNIX. 
 

Uninstaller Fails with Errors (66522) 

Attempting to uninstall any CA SOA Security Manager component without the 

prerequisite level of JVM installed and correctly referenced in the system path 

causes the uninstaller to fail with one of the following errors: 

■ ―Could not find a valid Java virtual machine to load. You need to reinstall a 

supported Java virtual machine.‖ 

■ "No Java virtual machine could be found from your PATH environment 

variable. You must install a VM prior to running this program." 

Workaround 

Make sure the JRE is in the PATH variable. 
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Incomplete Uninstall Incorrectly Removes Master Uninstaller on Windows (70411) 

On Windows, performing an incomplete uninstall (that is, removing some but not 

all installed components) can result in deletion of the CA SOA Security Manager 

uninstaller (SOA_HOME\install_config_info\soa-uninstall.cmd), preventing its 

use to remove other components. 

Workaround 

Use individual component uninstallers to remove them. 
 

Uninstall Incorrectly Reports that Some Files Could Not Be Removed When 

Uninstalling SOA Agent for WebLogic (70413) 

When uninstalling the SOA Agent for BEA WebLogic, the uninstaller incorrectly 

reports that it could not remove the files under 

C:\bea\weblogic92\server\lib\mbeantypes. All SOA Agent-related files are 

removed correctly. 
 

Uninstaller Not Removing Administrative UI Folders and Files (74112) 

The CA SOA Security Manager uninstaller fails to properly uninstall the CA SOA 

Security Manager Administrative UI and all its constituent components. The 

uninstaller does not remove the folders that were created under CA_install_dir 

during installation (soa-adminui, smwamui, IAM Suite) or deployed JAR files.  
 

Workaround 

To remove the SOA Admin UI and all it's constituent components, run the 

uninstallers for the individual components in the following order: 

Windows 

1. SOA_HOME\IAM Suite\siteminderWAM\iam-suite-uninstall.bat 

2. SOA_HOME\smwamui\install_config_info\smwam-ui-uninstall.bat 

3. SOA_HOME\soa-adminui\install_config_info\soa-adminui-uninstall.bat 

4. SOA_HOME\install_config_info\soa-uninstall.bat 
 

UNIX 

1. SOA_HOME/IAM Suite/siteminderWAM/iam-suite-uninstall.sh 

2. SOA_HOME/smwamui/install_config_info/smwam-ui-uninstall.sh 

3. SOA_HOME/soa-adminui/install_config_info/soa-adminui-uninstall.sh 

4. SOA_HOME/install_config_info/soa-uninstall.sh 
 



Install Issues 

 

Chapter 2: Known Issues  21  

 

Uninstall of SOA Security Gateway Fails With Errors on Linux (73957) 

Attempting to uninstall the SOA Security Gateway from a Linux system by 

running the uninstall.sh script in SOA_HOME/install_config_info fails, producing 

the following error message. 

Warning: -Xmx201326592 not understood. Ignoring. 

Warning: -Xms16777216 not understood. Ignoring. 

Invocation of this Java Application has caused an InvocationTargetException. This application will now exit. (LAX) 

soa_home 

Specifies the SOA Security Manager installation location. By default, this is 

~/CA/SOA_Security_Manager. 
 

Workaround 

1. Navigate to the SOA_HOME directory. 

2. Back up any files that you might need again (for example, entities.xml, 

license file, JMS jars, and so on). 

3. At the command prompt, execute the following command: 

rm –rf ./SOA Security Gateway  
 

Uninstaller Fails on Red Hat (71203) 

If you do not have the the required version of the JVM installed on Red Hat, 

attempting to uninstall SOA Security Manager components will fail.   

Workaround 

Ensure that the proper version of the JRE (a minimum of 1.5.0) is installed on the 

system. 

After installing the correct JRE, edit the 

soa_home/install_config_info/soa-uninstall/ uninstall.lax file,  updating the key 

lax.nl.current.vm entry so that it contains the correct java path. 

soa_home 

Is the installed location of CA SOA Security Manager. 

For example:  

lax.nl.current.vm=/opt/java-1.5.0_10/bin/java 
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SOA Agent for IBM WebSphere Issues 

The following topics describe known issues in the SOA Agent for IBM WebSphere. 
 

SOA Agent for IBM WebSphere Limitations 

The SOA Agent for IBM WebSphere has the following limitations: 

■ XML Digital Signature Authentication scheme is not supported 

■ WS-Security Signature and Encryption are not supported 

■ Message-based authorization using variables is not supported 

■ mustUnderstand attribute in WS-Security header is not supported 
 

SOA Agent and SiteMinder Agent for IBM WebSphere Coexistence Limitation 

(61190) 

The following use case for coexistence of SOA Agent for IBM WebSphere and 

SiteMinder Agent for IBM WebSphere is not supported: 

■ SOA Agent for IBM WebSphere and SiteMinder Agent for IBM WebSphere 

both configured in the same JVM instance (that is, in the same WebSphere 

profile) 
 

■ SOA Agent for IBM WebSphere and SiteMinder Agent for IBM WebSphere 

both configured to the have the same default Agent name. 

■ WebSphere Java 2 security and application security enabled 

If you do configure such an environment, the SiteMinder TAI Module will 

intercept web service requests that should be handled by the SOA Agent. 
 

mustUnderstand Attribute Limitation (61018, 60551) 

The SOA Agent for IBM WebSphere does not support generation of WS-Security 

mustUnderstand attributes.  

You should not therefore assign responses that generate mustUnderstand 

attributes to policies associated with resources protected by the SOA Agent for 

IBM WebSphere. 
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XML Digital Signature Authentication Fails for Certain Payloads on SOA Agent for 

IBM WebSphere (60619) 

For resources protected by the SOA Agent for IBM WebSphere, XML Digital 

Signature authentication is failing for certain XML payloads. 
 

SOA Agent for IBM WebSphere Fails Under Load on Windows 

Because of a memory leak in com/ibm/ws/security/auth/AuthCache, the SOA 

Agent for IBM WebSphere fails under load.  

An IBM support ticket (PMR 30393,756,000) is open for this issue. 
 

SOA Agent Configuration Wizard Cannot Unconfigure SOA Agent for WebSphere 

(66204) 

The SOA Agent Configuration Wizard does not allow you to unconfigure the SOA 

Agent for WebSphere as it does for the SOA Agent for Web Servers. 

Workaround 

To unconfigure s SOA Agent for WebSphere (that is, to stop it from protecting 

web service resources in the WebSphere container), perform the following steps: 

1. Back out all configuration changes you made to configure your web services 

to invoke the SOA Agent JAX-RPC Handler from deployment descriptors. For 

more information, see the SOA Agent Configuration Guide. 

2. Uninstall the SOA Agent. 

3. Restart WebSphere. 
 

SOA Agent for BEA WebLogic Issues 

The following topics describe known issues in the SOA Agent for BEA WebLogic. 
 

SOA Agent for BEA WebLogic Limitations 

The SOA Agent for BEA WebLogic has the following limitations: 

■ Message-based authorization using variables is not supported 

■ mustUnderstand attribute in WS-Security header is not supported 
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SOA Agent Configuration Wizard Cannot Unconfigure SOA Agent for WebLogic 

(66204) 

The SOA Agent Configuration Wizard does not allow you to unconfigure the SOA 

Agent for WebLogic as it does for the SOA Agent for Web Servers. 

Workaround 

To unconfigure s SOA Agent for WebLogic (that is, to stop it from protecting web 

service resources in the WebLogic container), perform the following steps: 

1. Back out all configuration changes you made to configure your web services 

to invoke the SOA Agent JAX-RPC Handler from deployment descriptors or 

handler chain configuration files, as applicable. For more information, see 

the SOA Agent Configuration Guide. 

2. Uninstall the SOA Agent. 

3. Restart WebLogic. 
 

SOA Security Gateway Issues 

The following topics describe known issues in the SOA Security Gateway. 
 

SOA Security Gateway Limitations 

The SOA Security Manager has the following limitations: 

■ SAML Assertion Variable is not supported 

■ XML Agent variable is not supported 
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SOA Security Gateway Management Console Crashes Creating a Self-Signed 

Certificate on Red Hat Enterprise Linux 5 

On Red Hat Enterprise Linux 5, attempting to create a self-signed certificate for 

a configured HTTPS Service causes the SOA Security Gateway Management 

Console to crash with the following error: 

"SOA Security Management Console (vshell): symbol lookup error: /usr/lib/libpangocairo-1.0.so.0: undefined 

symbol: cairo_scaled_font_get_font_options" 

… 

Workaround 

On Red Hat Enterprise Linux 5, start the SOA Security Gateway Management 

Console by entering the following in a command window: 

env 

LD_PRELOAD=/usr/lib/libcairo.so.2  SOA_HOME/SOASecurityGateway/posix/bin/soagatewaymanagementcons

ole & 

SOA_HOME 

Defines the installed location of SOA Security Manager. 
 

SOA Security Gateway Sign Message Filter Fails to Sign SOAP Messages on Solaris  

When a SOA Security Gateway on Solaris is configured to sign a SOAP message 

body with a valid Certificate (Signing Key) using the Sign Message filter, it fails to 

sign the SOAP message and the following error is written to the trace log: 

ERROR   18:56:32:934 [023d]     signature error: not specified/not specified, key is not found:   (source location 

xmldsig.c/900) 

ERROR   18:56:32:935 [023d]     signature error: xmlSecDSigCtxProcessKeyInfoNode/not specified, xmlsec library 

function failed:   (source location xmldsig.c/569) 
 

ERROR   18:56:32:935 [023d]     signature error: xmlSecDSigCtxSigantureProcessNode/not specified, xmlsec 

library function failed:   (source location xmldsig.c/306) 
 

ERROR   18:56:32:936 [023d] Filter that caused failure: Sign Message 
 

ERROR   18:56:32:936 [023d] Policy 'some { 

ERROR   18:56:32:936 [023d]     Filter 'Sign Message' Status:  ABORTED 

ERROR   18:56:32:936 [023d] } 

… 

This problem is caused by broken symbolic links in  

SOA_HOME/SOASecurityGateway/platform/lib. 
 



SOA Security Gateway Issues 

 

26  Release Notes 

 

Workaround 

A script that fixes the broken symbolic links is included in the CA SOA Security 

Manager r12.1 CR1 distribution. To fix the broken symbolic links, perform the 

following steps: 

1. Copy the GatewayLinks script from the top directory of the CA SOA Security 

Manager r12.1 CR1 distribution to the following location: 

SOA_HOME/SOASecurityGateway/platform/lib 

2. In a command window, navigate to the 

SOA_HOME/SOASecurityGateway/platform/lib directory. 
 

3. Verify that the GatewayLinks script is executable by typing the following 

command: 

chmod +x GatewayLinks 

4.  Run the GatewayLinks script by typing the following command: 

./GatewayLinks 

5.  Restart the SOA Security Gateway. 
 

Cannot Stop SOA Security Gateway from Windows Services Control Panel (70265)  

Presence of the Progress® SonicMQ® JMS provider can prevent the SOA Security 

Gateway service from being stopped from the Windows Services control panel. 

This is caused by failure of SonicMQ to shut down properly, leaving the SOA 

Security Gateway in a timeout state as it waits for its connection with SonicMQ to 

end properly. 

Workaround 

1. Stop the SonicMQ application completely (MgmtBroker and Sonic 

Management Console). 

2. Once SonicMQ completely stops, refresh the SOA Security Gateway server 

from the SOA Security Gateway Management Console. 

3. Stop the SOA Security Gateway service from the Windows Services control 

panel. 
 

SOA Security Gateway Does Not Pick Up Policy Changes (61177) 

When you make changes to policy objects (such as realms or polices) for 

resources protected by the SOA Security Gateway in the Administrative UI, the 

SOA Security Gateway does not pick up these changes dynamically. 
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Workaround 

Restart the SOA Security Gateway process after you make changes to policy 

objects for resources protected by the SOA Security Gateway. 
 

SOA Security Gateway Management Console Server Refresh Fails First Time on 

Linux (71498) 

After starting up the SOA Security Gateway and the SOA Security Gateway 

Management Console on Linux, the first attempt to run the Refresh Server 

command (Settings, Refresh Server) fails, resulting in an error message. 

Workaround 

Run the Refresh Server command again. 
 

SOA Security Gateway Components Fail to Start When Installed with space on 

Installation Path On Solaris 

If the path to the SOA Security Gateway installation directory on Solaris contains 

any spaces, SOA Security Gateway components fail to start. 

Workaround 

Ensure that the install path for the SOA Security Gateway contains no spaces on 

Solaris. 
 

SOA Security Gateway Configuration Guide Provides Wrong Location for 

smreghost on Solaris Systems 

Material relating to creating SmHost.conf files in the SOA Security Gateway 

Configuration Guide incorrectly states that the smreghost utility is located in 

/SunOS.sun4u-32/bin on Solaris. 

Workaround 

The smreghost utility is located in /SunOS.sun4u-32/lib on Solaris. 
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Chapter 3: Defects Fixed in CA SOA 

Security Manager Releases 
 

This section contains the following topics: 

Defects Fixed in r12.1 as of CR1 (see page 29) 
 

Defects Fixed in r12.1 as of CR1 

This CA SOA Security Manager r12.1 release contains the following fixes. 
 

Variables Created in Admin UI Containing Expression Keywords as Variable 

Name Substrings Being Resolved Incorrectly (71976) 

Symptom: 

Variables created in the CA SOA Security Manager Administrative UI which 

contain expression keywords (or, and, and so on) as substrings of the variable 

name are resolved incorrectly by the expression editor. For example a variable 

named "RandomVariableName" will be incorrectly converted to the name 

"R&omVariableName" causing the expression to be evaluated incorrectly. 

Solution: 

This is no longer an issue. 
 

SOA Agent Configuration Wizard Fails to Make Necessary Configuration File 

Changes for SOA Agent for Apache Web Server (78481) 

Symptom: 

The SOA Agent configuration wizard is not making required configuration 

changes in the httpd.conf file or creating the required webagent.conf file, 

preventing the SOA Agent from starting. 

Solution: 

This is no longer an issue. 
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Installer Properties File Used for Unattended Install Contains Bad Entries for SOA 

Admin UI on Windows (73363) 

Symptom: 

In the SOA installer property file created during install 

(SOA_HOME\install_config_info\ca-soasmr12-installer.properties), required 

double backslashes in pathnames in entries related to the SOA Admin UI are not 

present. For example, rather than the following expected entry: 

DEFAULT_NETE_JAVA_HOME = E:\\ProgramFiles\\Java\\jdk1.5.0_01 

The following incorrect entry is written in the file: 

DEFAULT_NETE_JAVA_HOME has value E:ProgramFilesJavajdk1.5.0_01 

Solution: 

This is no longer an issue. 
 

Uninstalling SOA Agent for IBM WebSphere Breaks the Application Server (72302) 

Symptom: 

When uninstalling the SOA Agent for IBM WebSphere, the CA SOA Security 

Manager uninstaller incorrectly deletes the WS_HOME/java/jre/lib/ext and 

WS_HOME/lib/ext directories, preventing the IBM WebSphere Application Server 

from running. 

Solution: 

This is no longer an issue. 
 

Uninstall Does Not Remove the ETPKI Folder (72027) 

Symptom: 

The SOA Security Manager r12.1 uninstaller does not removing the 

soa_home\siteminder\ETPKI folder.  

Solution: 

This is no longer an issue. 
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Uninstall Does Not Remove SDK (68885) 

Symptom: 

The CA SOA Security Manager does not uninstall files associated with the CA SOA 

Security Manager SDK. 

Solution 

This is no longer an issue. 
 

Failover to Second Policy Server in Cluster Fails for SOA Agent for Web Servers 

(73808) 

Symptom: 

The SOA Agent for Web Servers does not failover to a secondary Policy Server in 

a clustered environment when the primary Policy Server fails. 

Solution: 

This is no longer an issue. 
 

Documentation Install Does Not Remove Older Documentation in Upgrade 

Scenario (74629) 

Symptom: 

The CA SOA Security Manager r12.1 documentation install leaves all existing 

r12.0 documentation files in place when upgrading to r12.1.  

Solution: 

This is no longer an issue. 
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Chapter 4: Guidelines for SiteMinder 

Customers 
 

This section contains information for existing SiteMinder customers adding CA 

SOA Security Manager to their environments. 

You can upgrade an existing SiteMinder Policy Server to a SOA Security Manager 

Policy Server. A CA SOA Security Manager Policy Servers can perform the 

functions of both Policy Server types. 
 

You can upgrade an existing SiteMinder Web Agent to a SOA Agent for Web 

Servers. The SOA Agent can perform the functions of both agent types, handling 

authenticating and authorizing for both web access and web service requests. 
 

Note: After SiteMinder Policy Server and Web Agents are converted for CA SOA 

Security Manager use, you can apply CA SOA Security Manager and supported 

SiteMinder software updates. Before applying a SiteMinder software update to a 

CA SOA Security Manager Policy Server or SOA Agent, check the CA SOA 

Security Manager r12.1 Platform Support Matrix to confirm that it has been 

tested for compatibility with CA SOA Security Manager. 
 

More information: 

Platform Support (see page 9) 
 

Upgrade a SiteMinder Policy Server or Web Agent 

To upgrade a SiteMinder r12.x Policy Server or Web Agent to CA SOA Security 

Manager r12.1, run the CA SOA Security Manager r12.1 installer. The CA SOA 

Security Manager installer identifies the existing SiteMinder Policy Server or Web 

Agent software and upgrade it appropriately. (The r12.1 CA SOA Security 

Manager Policy Server and SOA Agent for Web Servers are SiteMinder r12 

SP1-based). For more information about running the installer, see the CA SOA 

Security Manager r12.1 Implementation Guide.  

To upgrade SiteMinder r6.x Policy Servers and Web Agents to CA SOA Security 

Manager r12.1, follow the procedures for migrating from CA SOA Security 

Manager r12.0 in the CA SOA Security Manager r12.1 Upgrade Guide.  (The 

r12.0 CA SOA Security Manager Policy Server and SOA Agent for Web Servers 

are SiteMinder r6.0 SP5-based.) 
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Apply SiteMinder Updates to a CA SOA Security Manager 

Policy Server 

After a SiteMinder Policy Server is converted for CA SOA Security Manager use, 

you can apply CA SOA Security Manager and supported SiteMinder software 

updates. Before applying a SiteMinder software update to a CA SOA Security 

Manager Policy Server, review the CA SOA Security Manager r12.1 Platform 

Support Matrix to confirm that it has been tested for compatibility with CA SOA 

Security Manager.  

To apply SiteMinder Policy Server software update to a CA SOA Security 

Manager Policy Server: 

1. Back up your Policy Server data, binaries, and configuration files. 

2. Install the latest supported SiteMinder Policy Server update.  

3. Reinstall the Policy Server using the CA SOA Security Manager r12.1 CR1 

installer. 
 

More information: 

Platform Support (see page 9) 
 

Apply SiteMinder Updates to a SOA Agent 

After a SiteMinder Web Agent is converted for CA SOA Security Manager use as 

a SOA Agent, you can apply CA SOA Security Manager and supported SiteMinder 

Web Agent software updates. Before applying a SiteMinder software update to a 

CA SOA Security Manager Policy Server, review the CA SOA Security Manager 

r12.1 Platform Support Matrix to confirm that it has been tested for compatibility 

with CA SOA Security Manager.  

To apply SiteMinder Web Agent software update to a SOA Agent 

1. Back up the SOA Agent executables. 

2. Back up the SOA Agent configuration file 

(SOA_HOME\webagent\config\conapi.conf). 

3. Install the latest supported Web Agent software update. 

4. Reinstall the SOA Agent using the CA SOA Security Manager r12.1 CR1 

installer. 
 

More information: 

Platform Support (see page 9) 
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Chapter 5: New Username and 

Password Digest Token Age Restriction 
 

To prevent replay attacks using WS-Security Username and Password Digest 

tokens, a configurable "freshness" restriction on the age of the token has been 

added to the WS-Security Authentication scheme. (The default token age 

restriction is 60 minutes.) 
 

As of SOA Security Manager r12.1 CR1, the default behavior of the WS-Security 

authentication scheme is therefore to reject authentication for any request 

whose Username and Password Digest token was created more than 60 minutes 

ago according to its <wsu:Created> timestamp. For more information, see the 

Policy Configuration Guide. 
 

You can change the token age restriction for Username and Password Digest 

tokens by modifying the XmlToolkit.properties file of each SOA Agent and SOA 

Security Gateway. For more information, see the SOA Agent Configuration Guide 

and the SOA Security Gateway Configuration Guide. 
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Chapter 6: International Support 
 

An internationalized product is an English product that runs correctly on local 

language versions of the required operating system and required third-party 

products, and supports local language data for input and output. 

Internationalized products also support the ability to specify local language 

conventions for date, time, currency and number formats. 
 

A translated product (sometimes referred to as a localized product) is an 

internationalized product that includes local language support for the product's 

user interface, online help and other documentation, as well as local language 

default settings for date, time, currency, and number formats. 
 

In addition to the English release of this product, CA supports only those 

languages listed in the following table. 

 

Language Internationalized Translated 

Brazilian-Portuguese* Yes No 

Chinese (Simplified) Yes No 

Chinese (Traditional) No No 

Czech Yes No 

Danish Yes No 

Dutch Yes No 

Finnish Yes No 

French Yes No 

German Yes No 

Greek Yes No 

Hungarian Yes No 

Italian Yes No 

Japanese Yes No 

Korean Yes No 

Norwegian Yes No 

Polish Yes No 

Russian Yes No 

Spanish Yes No 
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Language Internationalized Translated 

Swedish Yes No 

Turkish Yes No 

If you run the product in a language environment not listed in the table, you may 

experience problems. 
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Chapter 7: Documentation 
 

This section contains the following topics: 

CA SOA Security Manager Bookshelf (see page 39) 

Guide Names (see page 39) 
 

CA SOA Security Manager Bookshelf 

You can find complete information about CA SOA Security Manager by installing 

the CA SOA Security Manager bookshelf. The CA SOA Security Manager 

bookshelf lets you: 

■ Use a single console to view all documents published for SiteMinder. 

■ Use a single alphabetical index to find a topic in any document. 

■ Search all documents for one or more words. 
 

The CA SOA Security Manager bookshelf is installed using the software master 

installer. We recommend that you install the documentation before beginning 

the software installation process. Once installed, you can view the bookshelf by 

opening soa_home\documentation\bookshelf.html in a web browser. 

soa_home 

Specifies the installed location of CA SOA Security Manager. 

Documentation installation programs are available for download from the CA 

Technical Support site. 
 

Guide Names 

The names of the CA SOA Security Manager guides are as follows: 

 

Guide Name File Name 

Release Notes soasm_release_enu.pdf 

Implementation Guide soasm_impl_enu.pdf 

Policy Server Installation Guide soasm_ps_install_enu.pdf 

Upgrade Guide soasm_upgrade_enu.pdf 

SOA Security Gateway 

Configuration Guide 

soasm_gateway_config_enu.pdf 

http://support.ca.com/
http://support.ca.com/
http://support.ca.com/
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Policy Configuration Guide soasm_policy_config_enu.pdf 

Agent Configuration Guide soasm_agent_config_enu.pdf 

Policy Server Administration Guide soasm_ps_admin_enu.pdf 

Directory Configuration Guide soasm_dir_config_enu.pdf 

Programming Guide soasm_programming_enu.pdf 

To view PDF files, you must download and install Adobe Reader from the Adobe 

web site if it is not already installed on your computer. 
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Appendix A: Acknowledgements 
 

This section contains the following topics: 

AdvantNet (see page 41) 

Apache (see page 41) 

Compuware Corporation (see page 45) 

Eclipse Higgins v.1.0 (see page 45) 

Rhino (see page 50) 
 

AdvantNet 

This product contains copyright material licensed from AdventNet, Inc. 

http://www.adventnet.com. All rights to such copyright material rest with 

AdventNet. 
 

Apache 

Portions of this product include software developed by the Apache Software 

Foundation: 

■ Apache Commons Discovery v.0.2 

■ Apache XML Security 

■ Commons Chain 1.1 

■ Commons Logging 1.1.1 

■ JAX RPC 

■ wss4j 

The Apache software is distributed in accordance with the following license 

agreement. 

Apache License 

Version 2.0, January 2004 

http://www.apache.org/licenses/ 

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION 
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1. Definitions. 

"License" shall mean the terms and conditions for use, reproduction, and 

distribution as defined by Sections 1 through 9 of this document. 
 

"Licensor" shall mean the copyright owner or entity authorized by the copyright 

owner that is granting the License. 
 

"Legal Entity" shall mean the union of the acting entity and all other entities that 

control, are controlled by, or are under common control with that entity. For the 

purposes of this definition, "control" means (i) the power, direct or indirect, to 

cause the direction or management of such entity, whether by contract or 

otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding 

shares, or (iii) beneficial ownership of such entity. 
 

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions 

granted by this License. 
 

"Source" form shall mean the preferred form for making modifications, including 

but not limited to software source code, documentation source, and 

configuration files. 
 

"Object" form shall mean any form resulting from mechanical transformation or 

translation of a Source form, including but not limited to compiled object code, 

generated documentation, and conversions to other media types. 
 

"Work" shall mean the work of authorship, whether in Source or Object form, 

made available under the License, as indicated by a copyright notice that is 

included in or attached to the work (an example is provided in the Appendix 

below). 
 

"Derivative Works" shall mean any work, whether in Source or Object form, that 

is based on (or derived from) the Work and for which the editorial revisions, 

annotations, elaborations, or other modifications represent, as a whole, an 

original work of authorship. For the purposes of this License, Derivative Works 

shall not include works that remain separable from, or merely link (or bind by 

name) to the interfaces of, the Work and Derivative Works thereof. 
 



Apache 

 

Appendix A: Acknowledgements  43  

 

"Contribution" shall mean any work of authorship, including the original version 

of the Work and any modifications or additions to that Work or Derivative Works 

thereof, that is intentionally submitted to Licensor for inclusion in the Work by 

the copyright owner or by an individual or Legal Entity authorized to submit on 

behalf of the copyright owner. For the purposes of this definition, "submitted" 

means any form of electronic, verbal, or written communication sent to the 

Licensor or its representatives, including but not limited to communication on 

electronic mailing lists, source code control systems, and issue tracking systems 

that are managed by, or on behalf of, the Licensor for the purpose of discussing 

and improving the Work, but excluding communication that is conspicuously 

marked or otherwise designated in writing by the copyright owner as "Not a 

Contribution." 
 

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of 

whom a Contribution has been received by Licensor and subsequently 

incorporated within the Work. 
 

2. Grant of Copyright License. Subject to the terms and conditions of this 

License, each Contributor hereby grants to You a perpetual, worldwide, 

non-exclusive, no-charge, royalty-free, irrevocable copyright license to 

reproduce, prepare Derivative Works of, publicly display, publicly perform, 

sublicense, and distribute the Work and such Derivative Works in Source or 

Object form. 
 

3. Grant of Patent License. Subject to the terms and conditions of this License, 

each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, 

no-charge, royalty-free, irrevocable (except as stated in this section) patent 

license to make, have made, use, offer to sell, sell, import, and otherwise 

transfer the Work, where such license applies only to those patent claims 

licensable by such Contributor that are necessarily infringed by their 

Contribution(s) alone or by combination of their Contribution(s) with the Work to 

which such Contribution(s) was submitted. If You institute patent litigation 

against any entity (including a cross-claim or counterclaim in a lawsuit) alleging 

that the Work or a Contribution incorporated within the Work constitutes direct 

or contributory patent infringement, then any patent licenses granted to You 

under this License for that Work shall terminate as of the date such litigation is 

filed. 
 

4. Redistribution. You may reproduce and distribute copies of the Work or 

Derivative Works thereof in any medium, with or without modifications, and in 

Source or Object form, provided that You meet the following conditions: 

(a) You must give any other recipients of the Work or Derivative Works a copy of 

this License; and 

(b)You must cause any modified files to carry prominent notices stating that You 

changed the files; and 
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(c) You must retain, in the Source form of any Derivative Works that You 

distribute, all copyright, patent, trademark, and attribution notices from the 

Source form of the Work, excluding those notices that do not pertain to any part 

of the Derivative Works; and 

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any 

Derivative Works that You distribute must include a readable copy of the 

attribution notices contained within such NOTICE file, excluding those notices 

that do not pertain to any part of the Derivative Works, in at least one of the 

following places: within a NOTICE text file distributed as part of the Derivative 

Works; within the Source form or documentation, if provided along with the 

Derivative Works; or, within a display generated by the Derivative Works, if and 

wherever such third-party notices normally appear. The contents of the NOTICE 

file are for informational purposes only and do not modify the License. You may 

add Your own attribution notices within Derivative Works that You distribute, 

alongside or as an addendum to the NOTICE text from the Work, provided that 

such additional attribution notices cannot be construed as modifying the License. 
 

You may add Your own copyright statement to Your modifications and may 

provide additional or different license terms and conditions for use, reproduction, 

or distribution of Your modifications, or for any such Derivative Works as a 

whole, provided Your use, reproduction, and distribution of the Work otherwise 

complies with the conditions stated in this License. 
 

5. Submission of Contributions. Unless You explicitly state otherwise, any 

Contribution intentionally submitted for inclusion in the Work by You to the 

Licensor shall be under the terms and conditions of this License, without any 

additional terms or conditions. Notwithstanding the above, nothing herein shall 

supersede or modify the terms of any separate license agreement you may have 

executed with Licensor regarding such Contributions. 
 

6. Trademarks. This License does not grant permission to use the trade names, 

trademarks, service marks, or product names of the Licensor, except as required 

for reasonable and customary use in describing the origin of the Work and 

reproducing the content of the NOTICE file. 
 

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in 

writing, Licensor provides the Work (and each Contributor provides its 

Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS 

OF ANY KIND, either express or implied, including, without limitation, any 

warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or 

FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible for 

determining the appropriateness of using or redistributing the Work and assume 

any risks associated with Your exercise of permissions under this License. 
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8. Limitation of Liability. In no event and under no legal theory, whether in tort 

(including negligence), contract, or otherwise, unless required by applicable law 

(such as deliberate and grossly negligent acts) or agreed to in writing, shall any 

Contributor be liable to You for damages, including any direct, indirect, special, 

incidental, or consequential damages of any character arising as a result of this 

License or out of the use or inability to use the Work (including but not limited to 

damages for loss of goodwill, work stoppage, computer failure or malfunction, or 

any and all other commercial damages or losses), even if such Contributor has 

been advised of the possibility of such damages. 
 

9. Accepting Warranty or Additional Liability. While redistributing the Work or 

Derivative Works thereof, You may choose to offer, and charge a fee for, 

acceptance of support, warranty, indemnity, or other liability obligations and/or 

rights consistent with this License. However, in accepting such obligations, You 

may act only on Your own behalf and on Your sole responsibility, not on behalf of 

any other Contributor, and only if You agree to indemnify, defend, and hold each 

Contributor harmless for any liability incurred by, or claims asserted against, 

such Contributor by reason of your accepting any such warranty or additional 

liability. 

END OF TERMS AND CONDITIONS 
 

Compuware Corporation 

Portions copyright 1991-2000 Compuware Corporation. 
 

Eclipse Higgins v.1.0 

Eclipse Higgins v.1.0 was obtained under the Eclipse Public License v.1.0, the 

terms and conditions of which are set forth below. Eclipse Higgins is distributed 

by CA for use with this CA product in unmodified, object code form, under the CA 

End User License Agreement. Any provisions in the CA End User License 

Agreement that differ from the Eclipse Public License are offered by CA alone and 

not by any other party. CA makes the source code for Eclipse Higgins available at 

http://opensrcd.ca.com under the terms of the Eclipse Public License v.1.0.  
 

Eclipse Public License - v 1.0 

THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMS OF THIS 

ECLIPSE PUBLIC LICENSE ("AGREEMENT"). ANY USE, REPRODUCTION OR 

DISTRIBUTION OF THE PROGRAM CONSTITUTES RECIPIENT’S ACCEPTANCE OF 

THIS AGREEMENT. 
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1. DEFINITIONS 

"Contribution" means:  

a) in the case of the initial Contributor, the initial code and documentation 

distributed under this Agreement, and 

b) in the case of each subsequent Contributor:  

i)changes to the Program, and 

ii)additions to the Program; 
 

where such changes and/or additions to the Program originate from and are 

distributed by that particular Contributor. A Contribution 'originates' from a 

Contributor if it was added to the Program by such Contributor itself or anyone 

acting on such Contributor’s behalf. Contributions do not include additions to the 

Program which: (i) are separate modules of software distributed in conjunction 

with the Program under their own license agreement, and (ii) are not derivative 

works of the Program.  
 

"Contributor" means any person or entity that distributes the Program. 

"Licensed Patents " mean patent claims licensable by a Contributor which are 

necessarily infringed by the use or sale of its Contribution alone or when 

combined with the Program.  

"Program" means the Contributions distributed in accordance with this 

Agreement. 

"Recipient" means anyone who receives the Program under this Agreement, 

including all Contributors.  
 

2. GRANT OF RIGHTS  

a) Subject to the terms of this Agreement, each Contributor hereby grants 

Recipient a non-exclusive, worldwide, royalty-free copyright license to 

reproduce, prepare derivative works of, publicly display, publicly perform, 

distribute and sublicense the Contribution of such Contributor, if any, and such 

derivative works, in source code and object code form. 
 

b) Subject to the terms of this Agreement, each Contributor hereby grants 

Recipient a non-exclusive, worldwide, royalty-free patent license under Licensed 

Patents to make, use, sell, offer to sell, import and otherwise transfer the 

Contribution of such Contributor, if any, in source code and object code form. 

This patent license shall apply to the combination of the Contribution and the 

Program if, at the time the Contribution is added by the Contributor, such 

addition of the Contribution causes such combination to be covered by the 

Licensed Patents. The patent license shall not apply to any other combinations 

which include the Contribution. No hardware per se is licensed hereunder.  
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c) Recipient understands that although each Contributor grants the licenses to 

its Contributions set forth herein, no assurances are provided by any Contributor 

that the Program does not infringe the patent or other intellectual property rights 

of any other entity. Each Contributor disclaims any liability to Recipient for claims 

brought by any other entity based on infringement of intellectual property rights 

or otherwise. As a condition to exercising the rights and licenses granted 

hereunder, each Recipient hereby assumes sole responsibility to secure any 

other intellectual property rights needed, if any. For example, if a third party 

patent license is required to allow Recipient to distribute the Program, it is 

Recipient’s responsibility to acquire that license before distributing the Program. 

d) Each Contributor represents that to its knowledge it has sufficient copyright 

rights in its Contribution, if any, to grant the copyright license set forth in this 

Agreement.  
 

3. REQUIREMENTS  

A Contributor may choose to distribute the Program in object code form under its 

own license agreement, provided that:  

a) it complies with the terms and conditions of this Agreement; and 

b) its license agreement: 

i) effectively disclaims on behalf of all Contributors all warranties and conditions, 

express and implied, including warranties or conditions of title and 

non-infringement, and implied warranties or conditions of merchantability and 

fitness for a particular purpose;  
 

ii) effectively excludes on behalf of all Contributors all liability for damages, 

including direct, indirect, special, incidental and consequential damages, such as 

lost profits;  

iii) states that any provisions which differ from this Agreement are offered by 

that Contributor alone and not by any other party; and 

iv) states that source code for the Program is available from such Contributor, 

and informs licensees how to obtain it in a reasonable manner on or through a 

medium customarily used for software exchange. 
 

When the Program is made available in source code form: 

a) it must be made available under this Agreement; and  

b) a copy of this Agreement must be included with each copy of the Program.  
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Contributors may not remove or alter any copyright notices contained within the 

Program.  

Each Contributor must identify itself as the originator of its Contribution, if any, 

in a manner that reasonably allows subsequent Recipients to identify the 

originator of the Contribution.  
 

4. COMMERCIAL DISTRIBUTION 

Commercial distributors of software may accept certain responsibilities with 

respect to end users, business partners and the like. While this license is 

intended to facilitate the commercial use of the Program, the Contributor who 

includes the Program in a commercial product offering should do so in a manner 

which does not create potential liability for other Contributors. Therefore, if a 

Contributor includes the Program in a commercial product offering, such 

Contributor ("Commercial Contributor") hereby agrees to defend and indemnify 

every other Contributor ("Indemnified Contributor") against any losses, 

damages and costs (collectively "Losses") arising from claims, lawsuits and other 

legal actions brought by a third party against the Indemnified Contributor to the 

extent caused by the acts or omissions of such Commercial Contributor in 

connection with its distribution of the Program in a commercial product offering. 

The obligations in this section do not apply to any claims or Losses relating to any 

actual or alleged intellectual property infringement. In order to qualify, an 

Indemnified Contributor must: a) promptly notify the Commercial Contributor in 

writing of such claim, and b) allow the Commercial Contributor to control, and 

cooperate with the Commercial Contributor in, the defense and any related 

settlement negotiations. The Indemnified Contributor may participate in any 

such claim at its own expense. 
 

For example, a Contributor might include the Program in a commercial product 

offering, Product X. That Contributor is then a Commercial Contributor. If that 

Commercial Contributor then makes performance claims, or offers warranties 

related to Product X, those performance claims and warranties are such 

Commercial Contributor’s responsibility alone. Under this section, the 

Commercial Contributor would have to defend claims against the other 

Contributors related to those performance claims and warranties, and if a court 

requires any other Contributor to pay any damages as a result, the Commercial 

Contributor must pay those damages.  
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5. NO WARRANTY 

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, THE PROGRAM IS 

PROVIDED ON AN "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF 

ANY KIND, EITHER EXPRESS OR IMPLIED INCLUDING, WITHOUT LIMITATION, 

ANY WARRANTIES OR CONDITIONS OF TITLE, NON-INFRINGEMENT, 

MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Each Recipient is 

solely responsible for determining the appropriateness of using and distributing 

the Program and assumes all risks associated with its exercise of rights under 

this Agreement , including but not limited to the risks and costs of program 

errors, compliance with applicable laws, damage to or loss of data, programs or 

equipment, and unavailability or interruption of operations.  
 

6. DISCLAIMER OF LIABILITY 

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, NEITHER RECIPIENT 

NOR ANY CONTRIBUTORS SHALL HAVE ANY LIABILITY FOR ANY DIRECT, 

INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES 

(INCLUDING WITHOUT LIMITATION LOST PROFITS), HOWEVER CAUSED AND 

ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR 

TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF 

THE USE OR DISTRIBUTION OF THE PROGRAM OR THE EXERCISE OF ANY 

RIGHTS GRANTED HEREUNDER, EVEN IF ADVISED OF THE POSSIBILITY OF 

SUCH DAMAGES. 
 

7. GENERAL 

If any provision of this Agreement is invalid or unenforceable under applicable 

law, it shall not affect the validity or enforceability of the remainder of the terms 

of this Agreement, and without further action by the parties hereto, such 

provision shall be reformed to the minimum extent necessary to make such 

provision valid and enforceable. 
 

If Recipient institutes patent litigation against any entity (including a cross-claim 

or counterclaim in a lawsuit) alleging that the Program itself (excluding 

combinations of the Program with other software or hardware) infringes such 

Recipient’s patent(s), then such Recipient’s rights granted under Section 2(b) 

shall terminate as of the date such litigation is filed.  
 

All Recipient’s rights under this Agreement shall terminate if it fails to comply 

with any of the material terms or conditions of this Agreement and does not cure 

such failure in a reasonable period of time after becoming aware of such 

noncompliance. If all Recipient’s rights under this Agreement terminate, 

Recipient agrees to cease use and distribution of the Program as soon as 

reasonably practicable. However, Recipient’s obligations under this Agreement 

and any licenses granted by Recipient relating to the Program shall continue and 

survive.  
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Everyone is permitted to copy and distribute copies of this Agreement, but in 

order to avoid inconsistency the Agreement is copyrighted and may only be 

modified in the following manner. The Agreement Steward reserves the right to 

publish new versions (including revisions) of this Agreement from time to time. 

No one other than the Agreement Steward has the right to modify this 

Agreement. The Eclipse Foundation is the initial Agreement Steward. The Eclipse 

Foundation may assign the responsibility to serve as the Agreement Steward to 

a suitable separate entity. Each new version of the Agreement will be given a 

distinguishing version number. The Program (including Contributions) may 

always be distributed subject to the version of the Agreement under which it was 

received. In addition, after a new version of the Agreement is published, 

Contributor may elect to distribute the Program (including its Contributions) 

under the new version. Except as expressly stated in Sections 2(a) and 2(b) 

above, Recipient receives no rights or licenses to the intellectual property of any 

Contributor under this Agreement, whether expressly, by implication, estoppel 

or otherwise. All rights in the Program not expressly granted under this 

Agreement are reserved. 
 

This Agreement is governed by the laws of the State of New York and the 

intellectual property laws of the United States of America. No party to this 

Agreement will bring a legal action under this Agreement more than one year 

after the cause of action arose. Each party waives its rights to a jury trial in any 

resulting litigation.  
 

Rhino 

The source code version of Rhino 1.5 Release 4.1 is licensed under the Netscape 

Public License Version 1.1 which can be found at http://www.mozilla.org/NPL/ 

and is made available for download from http://opensrcd.ca.com/ips/3039_8/ 

AMENDMENTS  

The Netscape Public License Version 1.1 ("NPL") consists of the Mozilla Public 

License Version 1.1 with the following Amendments, including Exhibit 

A-Netscape Public License.  Files identified with "Exhibit A-Netscape Public 

License" are governed by the Netscape Public License Version 1.1. 
 

Additional Terms applicable to the Netscape Public License. 

I. Effect. 

These additional terms described in this Netscape Public License -- Amendments 

shall apply to the Mozilla Communicator client code and to all Covered Code 

under this License. 
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II. "Netscape's Branded Code" means Covered Code that Netscape distributes 

and/or permits others to distribute under one or more trademark(s) which are 

controlled by Netscape but which are not licensed for use under this License. 
 

III. Netscape and logo. 

This License does not grant any rights to use the trademarks "Netscape", the 

"Netscape N and horizon" logo or the "Netscape lighthouse" logo, "Netcenter", 

"Gecko", "Java" or "JavaScript", "Smart Browsing" even if such marks are 

included in the Original Code or Modifications. 
 

IV. Inability to Comply Due to Contractual Obligation. 

Prior to licensing the Original Code under this License, Netscape has licensed 

third party code for use in Netscape's Branded Code. To the extent that Netscape 

is limited contractually from making such third party code available under this 

License, Netscape may choose to reintegrate such code into Covered Code 

without being required to distribute such code in Source Code form, even if such 

code would otherwise be considered "Modifications" under this License. 
 

V. Use of Modifications and Covered Code by Initial Developer. 
 

V.1. In General. 

The obligations of Section 3 apply to Netscape, except to the extent specified in 

this Amendment, Section V.2 and V.3. 
 

V.2. Other Products. 

Netscape may include Covered Code in products other than the Netscape's 

Branded Code which are released by Netscape during the two (2) years following 

the release date of the Original Code, without such additional products becoming 

subject to the terms of this License, and may license such additional products on 

different terms from those contained in this License. 
 

V.3. Alternative Licensing. 

Netscape may license the Source Code of Netscape's Branded Code, including 

Modifications incorporated therein, without such Netscape Branded Code 

becoming subject to the terms of this License, and may license such Netscape 

Branded Code on different terms from those contained in this License. 
 

VI. Litigation. 

Notwithstanding the limitations of Section 11 above, the provisions regarding 

litigation in Section 11(a), (b) and (c) of the License shall apply to all disputes 

relating to this License. 
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EXHIBIT A-Netscape Public License. 

"The contents of this file are subject to the Netscape Public License Version 1.1 

(the "License"); you may not use this file except in compliance with the License. 

You may obtain a copy of the License at http://www.mozilla.org/NPL/ 
 

Software distributed under the License is distributed on an "AS IS" basis, 

WITHOUT WARRANTY OF ANY KIND, either express or implied. See the License 

for the specific language governing rights and limitations under the License. 
 

The Original Code is Mozilla Communicator client code, released March 31, 1998. 
 

The Initial Developer of the Original Code is Netscape Communications 

Corporation. Portions created by Netscape are Copyright (C) 1998-1999 

Netscape Communications Corporation. All Rights Reserved. 

Contributor(s): ______________________________________. 
 

Alternatively, the contents of this file may be used under the terms of the _____ 

license (the  "[___] License"), in which case the provisions of [______] License 

are applicable  instead of those above.  If you wish to allow use of your version 

of this file only under the terms of the [____] License and not to allow others to 

use your version of this file under the NPL, indicate your decision by deleting  the 

provisions above and replace  them with the notice and other provisions required 

by the [___] License.  If you do not delete the provisions above, a recipient may 

use your version of this file under either the NPL or the [___] License." 
 

MOZILLA PUBLIC LICENSE Version 1.1 --------------- 

1. Definitions.  

1.0.1. "Commercial Use" means distribution or otherwise making the Covered 

Code available to a third party. 

1.1. "Contributor" means each entity that creates or contributes to the creation 

of Modifications. 
 

1.2. "Contributor Version" means the combination of the Original Code, prior 

Modifications used by a Contributor, and the Modifications made by that 

particular Contributor. 
 

1.3. "Covered Code" means the Original Code or Modifications or the 

combination of the Original Code and Modifications, in each case including 

portions thereof. 
 

1.4. "Electronic Distribution Mechanism" means a mechanism generally accepted 

in the software development community for the electronic transfer of data. 
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1.5. "Executable" means Covered Code in any form other than Source Code. 
 

1.6. "Initial Developer" means the individual or entity identified as the Initial 

Developer in the Source Code notice required by Exhibit A. 
 

1.7. "Larger Work" means a work which combines Covered Code or portions 

thereof with code not governed by the terms of this License. 
  

1.8. "License" means this document. 
  

1.8.1. "Licensable" means having the right to grant, to the maximum extent 

possible, whether at the time of the initial grant or subsequently acquired, any 

and all of the rights conveyed herein. 
 

1.9. "Modifications" means any addition to or deletion from the substance or 

structure of either the Original Code or any previous Modifications. When 

Covered Code is released as a series of files, a Modification is: 

A. Any addition to or deletion from the contents of a file containing Original Code 

or previous Modifications. 

B. Any new file that contains any part of the Original Code or previous 

Modifications. 
 

1.10. "Original Code" means Source Code of computer software code which is 

described in the Source Code notice required by Exhibit A as Original Code, and 

which, at the time of its release under this License is not already Covered Code 

governed by this License. 
 

1.10.1. "Patent Claims" means any patent claim(s), now owned or hereafter 

acquired, including without limitation, method, process, and apparatus claims, in 

any patent Licensable by grantor. 
 

1.11. "Source Code" means the preferred form of the Covered Code for making 

modifications to it, including all modules it contains, plus any associated 

interface definition files, scripts used to control compilation and installation of an 

Executable, or source code differential comparisons against either the Original 

Code or another well known, available Covered Code of the Contributor's choice. 

The Source Code can be in a compressed or archival form, provided the 

appropriate decompression or de-archiving software is widely available for no 

charge. 
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1.12. "You" (or "Your") means an individual or a legal entity exercising rights 

under, and complying with all of the terms of, this License or a future version of 

this License issued under Section 6.1. For legal entities, "You" includes any entity 

which controls, is controlled by, or is under common control with You. For 

purposes of this definition, "control" means (a) the power, direct or indirect, to 

cause the direction or management of such entity, whether by contract or 

otherwise, or (b) ownership of more than fifty percent (50%) of the outstanding 

shares or beneficial ownership of such entity. 
 

2. Source Code License. 

2.1. The Initial Developer Grant. The Initial Developer hereby grants You a 

world-wide, royalty-free, non-exclusive license, subject to third party intellectual 

property claims: (a) under intellectual property rights (other than patent or 

trademark) Licensable by Initial Developer to use, reproduce, modify, display, 

perform, sublicense and distribute the Original Code (or portions thereof) with or 

without Modifications, and/or as part of a Larger Work; and (b) under Patents 

Claims infringed by the making, using or selling of Original Code, to make, have 

made, use, practice, sell, and offer for sale, and/or otherwise dispose of the 

Original Code (or portions thereof). (c) the licenses granted in this Section 2.1(a) 

and (b) are effective on the date Initial Developer first distributes Original Code 

under the terms of this License. (d) Notwithstanding Section 2.1(b) above, no 

patent license is granted: 1) for code that You delete from the Original Code; 2) 

separate from the Original Code; or 3) for infringements caused by: i) the 

modification of the Original Code or ii) the combination of the Original Code with 

other software or devices. 
  

2.2. Contributor Grant. Subject to third party intellectual property claims, each 

Contributor hereby grants You a world-wide, royalty-free, non-exclusive license 

(a) under intellectual property rights (other than patent or trademark) 

Licensable by Contributor, to use, reproduce, modify, display, perform, 

sublicense and distribute the Modifications created by such Contributor (or 

portions thereof) either on an unmodified basis, with other Modifications, as 

Covered Code and/or as part of a Larger Work; and (b) under Patent Claims 

infringed by the making, using, or selling of Modifications made by that 

Contributor either alone and/or in combination with its Contributor Version (or 

portions of such combination), to make, use, sell, offer for sale, have made, 

and/or otherwise dispose of: 1) Modifications made by that Contributor (or 

portions thereof); and 2) the combination of Modifications made by that 

Contributor with its Contributor Version (or portions of such combination). (c) 

the licenses granted in Sections 2.2(a) and 2.2(b) are effective on the date 

Contributor first makes Commercial Use of the Covered Code. (d) 

Notwithstanding Section 2.2(b) above, no patent license is granted: 1) for any 

code that Contributor has deleted from the Contributor Version; 2) separate 

from the Contributor Version; 3) for infringements caused by: i) third party 

modifications of Contributor Version or ii) the combination of Modifications made 

by that Contributor with other software (except as part of the Contributor 

Version) or other devices; or 4) under Patent Claims infringed by Covered Code 

in the absence of Modifications made by that Contributor. 
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3. Distribution Obligations. 

3.1. Application of License. The Modifications which You create or to which You 

contribute are governed by the terms of this License, including without limitation 

Section 2.2. The Source Code version of Covered Code may be distributed only 

under the terms of this License or a future version of this License released under 

Section 6.1, and You must include a copy of this License with every copy of the 

Source Code You distribute. You may not offer or impose any terms on any 

Source Code version that alters or restricts the applicable version of this License 

or the recipients' rights hereunder. However, You may include an additional 

document offering the additional rights described in Section 3.5. 
 

3.2. Availability of Source Code. Any Modification which You create or to which 

You contribute must be made available in Source Code form under the terms of 

this License either on the same media as an Executable version or via an 

accepted Electronic Distribution Mechanism to anyone to whom you made an 

Executable version available; and if made available via Electronic Distribution 

Mechanism, must remain available for at least twelve (12) months after the date 

it initially became available, or at least six (6) months after a subsequent version 

of that particular Modification has been made available to such recipients. You 

are responsible for ensuring that the Source Code version remains available 

even if the Electronic Distribution Mechanism is maintained by a third party. 
 

3.3. Description of Modifications. You must cause all Covered Code to which You 

contribute to contain a file documenting the changes You made to create that 

Covered Code and the date of any change. You must include a prominent 

statement that the Modification is derived, directly or indirectly, from Original 

Code provided by the Initial Developer and including the name of the Initial 

Developer in (a) the Source Code, and (b) in any notice in an Executable version 

or related documentation in which You describe the origin or ownership of the 

Covered Code. 
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3.4. Intellectual Property Matters (a) Third Party Claims. If Contributor has 

knowledge that a license under a third party's intellectual property rights is 

required to exercise the rights granted by such Contributor under Sections 2.1 or 

2.2, Contributor must include a text file with the Source Code distribution titled 

"LEGAL" which describes the claim and the party making the claim in sufficient 

detail that a recipient will know whom to contact. If Contributor obtains such 

knowledge after the Modification is made available as described in Section 3.2, 

Contributor shall promptly modify the LEGAL file in all copies Contributor makes 

available thereafter and shall take other steps (such as notifying appropriate 

mailing lists or newsgroups) reasonably calculated to inform those who received 

the Covered Code that new knowledge has been obtained. (b) Contributor APIs. 

If Contributor's Modifications include an application programming interface and 

Contributor has knowledge of patent licenses which are reasonably necessary to 

implement that API, Contributor must also include this information in the LEGAL 

file. (c) Representations. Contributor represents that, except as disclosed 

pursuant to Section 3.4(a) above, Contributor believes that Contributor's 

Modifications are Contributor's original creation(s) and/or Contributor has 

sufficient rights to grant the rights conveyed by this License. 
 

3.5. Required Notices. You must duplicate the notice in Exhibit A in each file of 

the Source Code. If it is not possible to put such notice in a particular Source 

Code file due to its structure, then You must include such notice in a location 

(such as a relevant directory) where a user would be likely to look for such a 

notice. If You created one or more Modification(s) You may add your name as a 

Contributor to the notice described in Exhibit A. You must also duplicate this 

License in any documentation for the Source Code where You describe recipients' 

rights or ownership rights relating to Covered Code. You may choose to offer, 

and to charge a fee for, warranty, support, indemnity or liability obligations to 

one or more recipients of Covered Code. However, You may do so only on Your 

own behalf, and not on behalf of the Initial Developer or any Contributor. You 

must make it absolutely clear than any such warranty, support, indemnity or 

liability obligation is offered by You alone, and You hereby agree to indemnify the 

Initial Developer and every Contributor for any liability incurred by the Initial 

Developer or such Contributor as a result of warranty, support, indemnity or 

liability terms You offer. 
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3.6. Distribution of Executable Versions. You may distribute Covered Code in 

Executable form only if the requirements of Section 3.1-3.5 have been met for 

that Covered Code, and if You include a notice stating that the Source Code 

version of the Covered Code is available under the terms of this License, 

including a description of how and where You have fulfilled the obligations of 

Section 3.2. The notice must be conspicuously included in any notice in an 

Executable version, related documentation or collateral in which You describe 

recipients' rights relating to the Covered Code. You may distribute the 

Executable version of Covered Code or ownership rights under a license of Your 

choice, which may contain terms different from this License, provided that You 

are in compliance with the terms of this License and that the license for the 

Executable version does not attempt to limit or alter the recipient's rights in the 

Source Code version from the rights set forth in this License. If You distribute the 

Executable version under a different license You must make it absolutely clear 

that any terms which differ from this License are offered by You alone, not by the 

Initial Developer or any Contributor. You hereby agree to indemnify the Initial 

Developer and every Contributor for any liability incurred by the Initial Developer 

or such Contributor as a result of any such terms You offer. 
 

3.7. Larger Works. You may create a Larger Work by combining Covered Code 

with other code not governed by the terms of this License and distribute the 

Larger Work as a single product. In such a case, You must make sure the 

requirements of this License are fulfilled for the Covered Code. 
  

4. Inability to Comply Due to Statute or Regulation. If it is impossible for You to 

comply with any of the terms of this License with respect to some or all of the 

Covered Code due to statute, judicial order, or regulation then You must: (a) 

comply with the terms of this License to the maximum extent possible; and (b) 

describe the limitations and the code they affect. Such description must be 

included in the LEGAL file described in Section 3.4 and must be included with all 

distributions of the Source Code. Except to the extent prohibited by statute or 

regulation, such description must be sufficiently detailed for a recipient of 

ordinary skill to be able to understand it. 
 

5. Application of this License. This License applies to code to which the Initial 

Developer has attached the notice in Exhibit A and to related Covered Code. 
  

6. Versions of the License. 

6.1. New Versions. Netscape Communications Corporation ("Netscape") may 

publish revised and/or new versions of the License from time to time. Each 

version will be given a distinguishing version number. 
 

6.2. Effect of New Versions. Once Covered Code has been published under a 

particular version of the License, You may always continue to use it under the 

terms of that version. You may also choose to use such Covered Code under the 

terms of any subsequent version of the License published by Netscape. No one 

other than Netscape has the right to modify the terms applicable to Covered 

Code created under this License. 
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6.3. Derivative Works. If You create or use a modified version of this License 

(which you may only do in order to apply it to code which is not already Covered 

Code governed by this License), You must (a) rename Your license so that the 

phrases "Mozilla", "MOZILLAPL", "MOZPL", "Netscape", "MPL", "NPL" or any 

confusingly similar phrase do not appear in your license (except to note that your 

license differs from this License) and (b) otherwise make it clear that Your 

version of the license contains terms which differ from the Mozilla Public License 

and Netscape Public License. (Filling in the name of the Initial Developer, 

Original Code or Contributor in the notice described in Exhibit A shall not of 

themselves be deemed to be modifications of this License.) 
  

7. DISCLAIMER OF WARRANTY. COVERED CODE IS PROVIDED UNDER THIS 

LICENSE ON AN "AS IS" BASIS, WITHOUT WARRANTY OF ANY KIND, EITHER 

EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, WARRANTIES 

THAT THE COVERED CODE IS FREE OF DEFECTS, MERCHANTABLE, FIT FOR A 

PARTICULAR PURPOSE OR NON-INFRINGING. THE ENTIRE RISK AS TO THE 

QUALITY AND PERFORMANCE OF THE COVERED CODE IS WITH YOU. SHOULD 

ANY COVERED CODE PROVE DEFECTIVE IN ANY RESPECT, YOU (NOT THE 

INITIAL DEVELOPER OR ANY OTHER CONTRIBUTOR) ASSUME THE COST OF ANY 

NECESSARY SERVICING, REPAIR OR CORRECTION. THIS DISCLAIMER OF 

WARRANTY CONSTITUTES AN ESSENTIAL PART OF THIS LICENSE. NO USE OF 

ANY COVERED CODE IS AUTHORIZED HEREUNDER EXCEPT UNDER THIS 

DISCLAIMER. 
 

8. TERMINATION. 

8.1. This License and the rights granted hereunder will terminate automatically if 

You fail to comply with terms herein and fail to cure such breach within 30 days 

of becoming aware of the breach. All sublicenses to the Covered Code which are 

properly granted shall survive any termination of this License. Provisions which, 

by their nature, must remain in effect beyond the termination of this License 

shall survive. 
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8.2. If You initiate litigation by asserting a patent infringement claim (excluding 

declatory judgment actions) against Initial Developer or a Contributor (the Initial 

Developer or Contributor against whom You file such action is referred to as 

"Participant") alleging that: (a) such Participant's Contributor Version directly or 

indirectly infringes any patent, then any and all rights granted by such 

Participant to You under Sections 2.1 and/or 2.2 of this License shall, upon 60 

days notice from Participant terminate prospectively, unless if within 60 days 

after receipt of notice You either: (i) agree in writing to pay Participant a 

mutually agreeable reasonable royalty for Your past and future use of 

Modifications made by such Participant, or (ii) withdraw Your litigation claim with 

respect to the Contributor Version against such Participant. If within 60 days of 

notice, a reasonable royalty and payment arrangement are not mutually agreed 

upon in writing by the parties or the litigation claim is not withdrawn, the rights 

granted by Participant to You under Sections 2.1 and/or 2.2 automatically 

terminate at the expiration of the 60 day notice period specified above. (b) any 

software, hardware, or device, other than such Participant's Contributor Version, 

directly or indirectly infringes any patent, then any rights granted to You by such 

Participant under Sections 2.1(b) and 2.2(b) are revoked effective as of the date 

You first made, used, sold, distributed, or had made, Modifications made by that 

Participant. 
 

8.3. If You assert a patent infringement claim against Participant alleging that 

such Participant's Contributor Version directly or indirectly infringes any patent 

where such claim is resolved (such as by license or settlement) prior to the 

initiation of patent infringement litigation, then the reasonable value of the 

licenses granted by such Participant under Sections 2.1 or 2.2 shall be taken into 

account in determining the amount or value of any payment or license. 
 

8.4. In the event of termination under Sections 8.1 or 8.2 above, all end user 

license agreements (excluding distributors and resellers) which have been 

validly granted by You or any distributor hereunder prior to termination shall 

survive termination. 
 

9. LIMITATION OF LIABILITY. UNDER NO CIRCUMSTANCES AND UNDER NO 

LEGAL THEORY, WHETHER TORT (INCLUDING NEGLIGENCE), CONTRACT, OR 

OTHERWISE, SHALL YOU, THE INITIAL DEVELOPER, ANY OTHER CONTRIBUTOR, 

OR ANY DISTRIBUTOR OF COVERED CODE, OR ANY SUPPLIER OF ANY OF SUCH 

PARTIES, BE LIABLE TO ANY PERSON FOR ANY INDIRECT, SPECIAL, 

INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY CHARACTER INCLUDING, 

WITHOUT LIMITATION, DAMAGES FOR LOSS OF GOODWILL, WORK STOPPAGE, 

COMPUTER FAILURE OR MALFUNCTION, OR ANY AND ALL OTHER COMMERCIAL 

DAMAGES OR LOSSES, EVEN IF SUCH PARTY SHALL HAVE BEEN INFORMED OF 

THE POSSIBILITY OF SUCH DAMAGES. THIS LIMITATION OF LIABILITY SHALL 

NOT APPLY TO LIABILITY FOR DEATH OR PERSONAL INJURY RESULTING FROM 

SUCH PARTY'S NEGLIGENCE TO THE EXTENT APPLICABLE LAW PROHIBITS 

SUCH LIMITATION. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR 

LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THIS 

EXCLUSION AND LIMITATION MAY NOT APPLY TO YOU. 
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10. U.S. GOVERNMENT END USERS. The Covered Code is a "commercial item," 

as that term is defined in 48 C.F.R. 2.101 (Oct. 1995), consisting of "commercial 

computer software" and "commercial computer software documentation," as 

such terms are used in 48 C.F.R. 12.212 (Sept. 1995). Consistent with 48 C.F.R. 

12.212 and 48 C.F.R. 227.7202-1 through 227.7202-4 (June 1995), all U.S. 

Government End Users acquire Covered Code with only those rights set forth 

herein. 
 

11. MISCELLANEOUS. This License represents the complete agreement 

concerning subject matter hereof. If any provision of this License is held to be 

unenforceable, such provision shall be reformed only to the extent necessary to 

make it enforceable. This License shall be governed by California law provisions 

(except to the extent applicable law, if any, provides otherwise), excluding its 

conflict-of-law provisions. With respect to disputes in which at least one party is 

a citizen of, or an entity chartered or registered to do business in the United 

States of America, any litigation relating to this License shall be subject to the 

jurisdiction of the Federal Courts of the Northern District of California, with venue 

lying in Santa Clara County, California, with the losing party responsible for 

costs, including without limitation, court costs and reasonable attorneys' fees 

and expenses. The application of the United Nations Convention on Contracts for 

the International Sale of Goods is expressly excluded. Any law or regulation 

which provides that the language of a contract shall be construed against the 

drafter shall not apply to this License. 
 

12. RESPONSIBILITY FOR CLAIMS. As between Initial Developer and the 

Contributors, each party is responsible for claims and damages arising, directly 

or indirectly, out of its utilization of rights under this License and You agree to 

work with Initial Developer and Contributors to distribute such responsibility on 

an equitable basis. Nothing herein is intended or shall be deemed to constitute 

any admission of liability. 
  

13. MULTIPLE-LICENSED CODE. Initial Developer may designate portions of the 

Covered Code as "Multiple-Licensed". "Multiple-Licensed" means that the Initial 

Developer permits you to utilize portions of the Covered Code under Your choice 

of the NPL or the alternative licenses, if any, specified by the Initial Developer in 

the file described in Exhibit A. 
  

EXHIBIT A -Mozilla Public License. 

``The contents of this file are subject to the Mozilla Public License Version 1.1 

(the "License"); you may not use this file except in compliance with the License. 

You may obtain a copy of the License at http://www.mozilla.org/MPL/ 
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Software distributed under the License is distributed on an "AS IS" basis, 

WITHOUT WARRANTY OF ANY KIND, either express or implied. See the License 

for the specific language governing rights and limitations under the License. 

The Original Code is ______________________________________. The Initial 

Developer of the Original Code is ________________________. Portions 

created by ______________________ are Copyright (C) ______ 

_______________________. All Rights Reserved. 

Contributor(s): ______________________________________. 

Alternatively, the contents of this file may be used under the terms of the _____ 

license (the "[___] License"), in which case the provisions of [______] License 

are applicable instead of those above. If you wish to allow use of your version of 

this file only under the terms of the [____] License and not to allow others to use 

your version of this file under the MPL, indicate your decision by deleting the 

provisions above and replace them with the notice and other provisions required 

by the [___] License. If you do not delete the provisions above, a recipient may 

use your version of this file under either the MPL or the [___] License." 

[NOTE: The text of this Exhibit A may differ slightly from the text of the notices 

in the Source Code files of the Original Code. You should use the text of this 

Exhibit A rather than the text found in the Original Code Source Code for Your 

Modifications.] 
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