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Chapter 1: Introduction

The ArcotID OTP Desktop Client is software that enables users to use ArcotID OTP
credentials. The users can generate all purpose secure software passcodes using the
ArcotID OTP Desktop Client, and then use the generated passcodes for authentication.
ArcotID OTP credentials are compliant to OATH standards and support both
counter-based (HOTP) and time-based (TOTP). ArcotID OTP also supports the
Transaction Signing feature in the Sign mode of passcode generation. This feature
conforms to the OATH Challenge-Response Algorithm (OCRA) defined by RFC 6287.

To generate the passcode, the user has to first add the account and set the password or
the PIN for the ArcotID OTP credential using the ArcotID OTP Desktop Client. A user can
have one or multiple accounts corresponding to the applications that they have access
to. See "User Self-Service Operations Using the ArcotID OTP Desktop Client" (see

page 21) for more information on using the ArcotID OTP Desktop Client.

Note: In this guide, the words device and desktop have been used to mean the
computer that is running an operating system supported by the ArcotID OTP Desktop
Client. To get a better understanding of how to integrate the SDK with your client
application, see the sample application shipped with the client package described in this
guide.

This guide provides information about installing, deploying and using CA ArcotID OTP
Desktop Client (later referred to as ArcotID OTP Desktop Client). This guide is intended
for administrators, system operators, and other users.

Note: CA ArcotID OTP Desktop Client still contains the terms Arcot, WebFort and
ArcotOTP in some of its code objects and other artifacts. Therefore, you will find
occurrences of Arcot, WebFort and ArcotOTP in all CA ArcotID OTP Desktop Client
documentation. In addition, some of the topics in this guide do not follow the standard
formatting guidelines. These inconsistencies will be fixed in a future release.

What’s New in Release 2.2

The ArcotID OTP Desktop Client now supports storage of the ArcotID OTP credential in a
central location on a device so that the credential can be used for device authentication.
Any user who logs in to the device has access to this shared credential and can use it for
device authentication.

The device-specific credentials are stored in a file called keys.dat. This file is stored in a
location that can be accessed by all users. See Default Location for Storing
Device-Specific Credentials (see page 39) for information about the file locations.
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Preparing to Install ArcotID OTP Desktop Client

Preparing to Install ArcotID OTP Desktop Client

This section lists the software requirements needed to install ArcotID OTP Desktop
Client and the configurations that must be performed in the middleware to use ArcotID
OTP Desktop Client. This section covers the following topics:

m  Software Requirements (see page 8)

m  Adding JSONP Support (see page 9)

Software Requirements

The following table lists the combinations of operating systems and web browsers that
are supported by ArcotID OTP Desktop Client.

Operating System Web Browser

Apple Macintosh OS X10.6
or higher

m  Apple Safari 5.0.5 or later
m  Google Chrome 18.0 or later

m Mozilla Firefox 12.0 or later

Microsoft Windows XP
Service Pack 3

m Internet Explorer 8.0 or later
m  Morzilla Firefox 12.0 or later
m  Google Chrome 18.0 or later

m  Apple Safari 5.0.5 or later

m Internet Explorer 9.0 (32-bit) or later

m  Mozilla Firefox 12.0 or later
Microsoft Windows 7.0
m  Google Chrome 18.0 or later

Ubuntu Linux 10.04 or later | g Mozilla Firefox 12.0 or later
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Preparing to Install ArcotID OTP Desktop Client

Adding JSONP Support

Sample Request

Sample Response

The provisioning application that issues ArcotID OTP credentials to the end user must
support JavaScript Object Notation with Padding (JSONP) responses. If you are using
Arcot Authentication Flow Manager (AFM) 2.2.8 in your middleware, then this feature is
supported by default. Otherwise, you must add JSONP support in your middleware, as
discussed in this section.

The ArcotID OTP Desktop Client in its HTTP requests indicates that a JSONP format
response is required by including the jsonp parameter in the query string. The value of
jsonp is the callback name used in the JSONP response. If jsonp is used, then the data
must be returned in JSONP format, instead of standard XML.

A typical JSONP response is as follows:

callback({"XML": "xml"});

In the snippet above:
m  callback is the jsonp parameter value.

m  xmlis the typical XML response. If you have any quotes in the response, then
ensure that you escape them appropriately.

https://otp.arcot.com/otp/cprov?jsonp=jsonpCallback&reqtype=softsync&version=2.0&
uid=HOTP&uids=00&language=en&device=desktop&ct r=8&opt=134642& =1335205997302

jsonpCallback ({"XML": "<?xml version=\"1.0\" encoding=\"UTF-8\" ?><response
xmlns=\"http://xs.arcot.com/Arcot0TPProtocolSvc/2.0\"><status>success</status><sy
ncvalue>0000</syncvalue></response>"}) ;
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Chapter 2: Installing ArcotID OTP Desktop
Client

This chapter guides you through the steps for installing ArcotID OTP Desktop Client on
the supported platforms.

Note: Before proceeding with the installation, ensure that your system meets the
prerequisite software described in "Introduction” (see page 7).

m  |nstalling ArcotID OTP Desktop Client (see page 11)

m  Performing the Silent Mode Installation (see page 16)

m  Directory Structure (see page 19)

Installing ArcotID OTP Desktop Client

This section provides the steps for installing ArcotID OTP Desktop Client on the following
supported platforms:

m  On Microsoft Windows (see page 11)

m  On Ubuntu Linux (see page 13)

m  On Apple Macintosh (see page 14)

On Microsoft Windows

Note: The Shared ArcotID feature is available only if the installation is performed from
an administrator account. Installation performed from a standard user account will not
show the option for enabling this feature.

To install ArcotID OTP Desktop Client on Microsoft Windows:

1. Extract the contents of the OTPDesktop-Web-2.2-package.zip file to a temporary
location. For example, <%System_Drive%>/temp.

2. Navigate to <%System_Drive%>/temp directory where the
OTPDesktop-Web-2.2-windows-installer.exe file is available.

Chapter 2: Installing ArcotID OTP Desktop Client 11



Installing ArcotID OTP Desktop Client

10.

Double-click the OTPDesktop-Web-2.2-windows-installer.exe installer file.

Note: If you have not logged in using the Administrator Account, then a warning
message appears indicating that the software application will be available for the
logged in account only. Click Yes to continue.

The Welcome screen appears.
Click Next to proceed.
The License Agreement screen appears.

Read the license agreement carefully, select the | accept the agreement option, and
click Next to accept the agreement.

The Installation Directory screen appears.
As directed on the screen, you can either:

m  Accept the default directory displayed by the installer. The default location
where the client is installed depends on the account that you use to run the
installer.

m For an Administrator Account, the client is installed in
%PROGRAMFILES%\CA\arcot.

m  For a Non-Administrator Account, the client is installed in
%USERPROFILE%\CA\arcot.

or
m Click the Browse Folder icon to navigate to and specify a different directory.

Note: The installation directory name that you specify must not contain any spaces.
Else, the installer might not function as intended.

Click Next to install in the specified directory.
The Shared ArcotID Support screen appears.

Click Yes if you want to use the Shared ArcotID feature or click No to return to the
install screen, and then click Next to continue.

The Ready to Install screen appears.
Click Next to begin the installation.

The Installing screen appears. This might take a few seconds. The Finish screen
appears after the installation is complete.

Select View Readme File to view the Read Me file and click Finish to exit the
installer.
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Installing ArcotID OTP Desktop Client

On Ubuntu Linux

Note: The Shared ArcotID feature is available only if the installation is performed from
an administrator account. Installation performed from a standard user account will not
show the option for enabling this feature.

To install ArcotID OTP Desktop Client on Ubuntu Linux:

1. Extract the contents of the OTPDesktop-Web-2.2-package.zip file to a temporary
location. For example, /tmp.

2. Open acommand-line session.

3. Change your working directory to the location where you extracted the
OTPDesktop-Web-1.0.4-package.zip file, for example, /tmp.

m  (For 32-bit) OTPDesktop-Web-2.2-linux-installer.run
m (For 64-bit) OTPDesktop-Web-2.2-linux-x64-installer.run

4. Ensure that you have the permissions that are required to run the installer. If not,
you must run the following command:

m (For 32-bit) chmod a=rx OTPDesktop-Web-2.2-linux-installer.run
m  (For 64-bit) chmod a=rx OTPDesktop-Web-2.2-linux-x64-installer.run
5. Run the installer by typing the following command and then pressing Enter:
m (For 32-bit) ./OTPDesktop-Web-2.2-linux-installer.run
m  (For 64-bit) ./OTPDesktop-Web-2.2-linux-x64-installer.run

Note: If you have not logged in using the Administrator Account, then a warning
message appears indicating that the software application will be available for the
logged in account only.

6. Click Yes to continue with the installation for the current account or click No to exit
the installer.

The Welcome screen appears.
7. Click Forward to continue.
The License Agreement screen appears.

8. Read the license agreement carefully, select the | accept the agreement option, and
click Forward to accept the agreement.

The screen to specify the install location appears.

Chapter 2: Installing ArcotID OTP Desktop Client 13



Installing ArcotID OTP Desktop Client

10.

11.

12.

On Apple Macintosh

As directed on the screen, you can either:

m  Specify the absolute path of the directory where you want to install the ArcotID
OTP Desktop Client and click Forward to continue.

Note: The installation directory name that you specify must not contain any
spaces. Else, the installer might not function as intended.

or

m  Click Forward to accept the default directory displayed by the installer. The
default location where the client is installed depends on the account that you
use to run the installer.

m  For an Administrator Account, the client is installed in /usr/lib/CA/arcot.

m For a Non-Administrator Account, the client is installed in
<login_account>/CA/arcot.

The Ready to Install screen appears.

Click Yes if you want to use the Shared ArcotID feature or click No to return to the
install screen, and then click Next to continue.

The Ready to Install screen appears.
Click Forward to continue with the installation.

The installer displays the screen to confirm that the ArcotID OTP Desktop Client has
been successfully installed.

Select View Readme File to view the Read Me file and click Finish to exit the
installer.

Note: The Shared ArcotlID feature is available only if the installation is performed from
an administrator account. Installation performed from a standard user account will not
show the option for enabling this feature.

To install ArcotID OTP Desktop Client on Apple Macintosh:

1.

Extract the contents of the OTPDesktop-Web-2.2-package.zip file to a temporary
location.

Navigate to the location where you have unzipped the
OTPDesktop-Web-2.2-package.zip file.

Untar the OTPDesktop-Web-2.2-osx-installer.tar file.
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Installing ArcotID OTP Desktop Client

10.

If you are performing the installation as an administrator, then run the following
command to start the installer:

sudo
0TPDesktop-Web-2.2-osx-installer.app/Contents/Mac0S/installbuil
der.sh

The Welcome screen appears.
If you are not using an administrator account to perform the installation, then:

a. Ensure that you have the permissions that are required to run the installer file,
OTPDesktop-Web-2.2-osx-installer.app. If not, you must run the following
command:
chmod —R a=rx OTPDesktop-Web-2.2-osx-installer.app

b. Double-click the OTPDesktop-Web-2.2-osx-installer.app file.

Note: If you have not logged in using the Administrator Account, then a
warning message appears indicating that the software application will be
available for the logged in account only. Click Yes to continue.

The Welcome screen appears.
Click Next to proceed.
The License Agreement screen appears.

Read the license agreement carefully, select the | accept the agreement option, and
click Next to accept the agreement.

The Installation Directory screen appears.
As directed on the screen, you can either:

m  Accept the default directory displayed by the installer. The default location
where the client is installed depends on the account that you use to run the
installer.

m  For an Administrator Account, the client is installed in
/Applications/CA/arcot.

m  For a Non-Administrator Account, the client is installed in
<login_account>/Library/CA/arcot.

or
m  Click the Browse Folder icon to navigate to and specify a different directory.

Note: The installation directory name that you specify must not contain any spaces.
Else, the installer might not function as intended.

Click Next to install in the specified directory.
The Shared ArcotlID Support screen appears.

Click Yes if you want to use the Shared ArcotID feature or click No to return to the
install screen, and then click Next to continue.

The Ready to Install screen appears.

Chapter 2: Installing ArcotID OTP Desktop Client 15



Performing the Silent Mode Installation

11. Click Next to begin the installation.

The Installing screen appears. This might take a few seconds. After some time the
Finish screen appears.

12. Select View Readme File to view the Read Me file and click Finish to exit the
installer.

Performing the Silent Mode Installation

The ArcotID OTP Desktop Client installer can be run in the silent mode, which does not
require any user interaction to install the application. To run the installer in the silent
mode, you must invoke the installer from the command line interface.

The following table lists the options that you must use to run the ArcotID OTP Desktop
Client in the silent mode:

M
Command arjldatory/ Description
Optional
--mode unattended Mandatory This option runs the installer in the
silent mode. The installer Graphical
User Interface (GUI) is not displayed to
the user.
Usage:
OTPDesktop-Web-2.2-windows-installe
r.exe --mode unattended
--installdir <install_location> | Optional This option specifies the location

where the ArcotID OTP Desktop Client
has to be installed.

This is an optional parameter. If you do
not specify this option, the client is
installed in the default location. See
"Directory Structure" (see page 19) for
the default installation directory.

Usage:

OTPDesktop-Web-2.2-windows-installe
r.exe --mode unattended --installdir
<installation directory>
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Performing the Silent Mode Installation

Mandatory/

Command Optional

Description

--unattendedmodeui <value> | Optional This option controls whether a minimal
progress window should be displayed
during the silent mode installation. The
value attribute determines whether
the progress window is displayed or
not. The possible values are:

m  none: Indicates that the
installation is completely in
silent-mode and the installer GUI
is not displayed during installation.

m  minimal: Indicates that the
minimal progress window is
displayed during installation.

Usage:
OTPDesktop-Web-2.2-windows-installe

r.exe --mode unattended
--unattendedmodeui minimal

--sharedArcotID <value> Optional This option controls the installation of
the Shared ArcotID feature during
silent mode installation. If you want to
enable this feature, set the value of
this option to true. Otherwise, set the
value to false.

Usage:
OTPDesktop-Web-2.2-windows-installe

r.exe --mode unattended
--sharedArcotID true

Silent Installation on Microsoft Windows

To perform the silent mode installation on Microsoft Windows:

1. Extract the contents of the OTPDesktop-Web-2.2-package.zip file to a temporary
location. For example, <%System_Drive%>/temp.

2. Open the command prompt window.

3. Change your working directory to <%System_Drive%>/temp where the
OTPDesktop-Web-2.2-windows-installer.exe file is available.

Chapter 2: Installing ArcotID OTP Desktop Client 17



Performing the Silent Mode Installation

At the prompt, enter the following command:
OTPDesktop-Web-2.2-windows-installer.exe --mode unattended
--installdir <install location>

Note: If you are using a Microsoft Windows version that is User Account Control
(UAC)-enabled, then it is strongly recommended that you use the Administrator
account to run the silent-mode installation. Otherwise, you will see the following
error:

Do you want to allow the following program to make changes to this computer?

The preceding command installs the ArcotID OTP Desktop Client in the specified
location. See the table in Performing the Silent Mode Installation (see page 16) for
information on additional silent mode install options.

Silent Installation on Ubuntu Linux

To perform silent mode installation on Ubuntu Linux:

1.

Extract the contents of the OTPDesktop-Web-2.2-package.zip file to a temporary
location. For example, /tmp.

Open a command-line session.

Change your working directory to /tmp where the following Ubuntu Linux installer
files are available:

m  (For 32-bit) OTPDesktop-Web-2.2-linux-installer.run
m (For 64-bit) OTPDesktop-Web-2.2-linux-x64-installer.run

Ensure that you have the permissions that are required to run the installer. If not,
you must run the following command:

m  (For 32-bit) chmod a=rx OTPDesktop-Web-2.2-linux-installer.run
m  (For 64-bit) chmod a=rx OTPDesktop-Web-2.2-linux-x64-installer.run

At the prompt, enter the following command:
OTPDesktop-Web-2.2.0.4-1inux-installer.run --mode unattended
--installdir <install location>

The preceding command installs the ArcotID OTP Desktop Client in the specified
location. See the table in Performing the Silent Mode Installation (see page 16) for
information on additional options.
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Directory Structure

Silent Installation on Apple Macintosh

To perform silent mode installation on Apple Macintosh:

1.

Extract the contents of the OTPDesktop-Web-2.2-package.zip file to a temporary
location.

Start the Terminal application.

Navigate to the location where you have unzipped the
OTPDesktop-Web-2.2-package.zip file.

Untar the OTPDesktop-Web-2.2-osx-installer.tar file.

Ensure that you have the permissions that are required to run the installer file,
OTPDesktop-Web-2.2-osx-installer.app. If not, you must run the following
command:

chmod —R a=rx OTPDesktop-Web-2.2-osx-installer.app

If you want to run the installation as an administrator, enter the following
command:

sudo
O0TPDesktop-Web-2.2-osx-installer.app/Contents/Mac0S/installbuil
der.sh --mode unattended --installdir <install location>

If you want to run the installation as a user (not an administrator), enter the
following command:
0TPDesktop-Web-2.2-osx-installer.app/Contents/Mac0S/installbuil
der.sh --mode unattended --installdir <install location>

The preceding command installs the ArcotID OTP Desktop Client in the specified
location. See the table in Performing the Silent Mode Installation (see page 16) for
information on additional options.

Directory Structure

The following table lists the location of the files that are installed by ArcotID OTP
Desktop Client:

Operating System

and Installation Default Directory Directory and Files

Type

On Microsoft %PROGRAMFILES%\ | o OTPDesktop

Wian}lVS using CA\arcot Contains the files required to launch
Administrator the ArcotID OTP Desktop Client Web
account application.
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Operating System
and Installation
Type

Default Directory

Directory and Files

On Microsoft
Windows using
Non-Administrator
account

%USERPROFILE%\C
A\arcot

On Ubuntu Linux
using
Administrator
account

Jusr/lib/CA/arcot

On Ubuntu Linux
using
Non-Administrator
account

<login_account>/CA
/arcot

On Apple
Macintosh using
Administrator
account

/Applications/CA/ar
cot

On Apple
Macintosh using
Non-Administrator
account

<login_account>/Lib
rary/CA/arcot

m  Plugins
Contains the following files:

m domains.txt and hosts.txt: Files that
contain the data supplied during
installation.

m  npAuthMinder.dll: The AuthMinder
plug-in library file.

m  broker.exe: The broker image used by
External Programs.

m installation properties: Contains the
client version information.

m uninstall.exe: File for uninstalling the
ArcotID OTP Desktop Client.
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Chapter 3: User Self-Service Operations
Using the ArcotID OTP Desktop Client

The ArcotID OTP Desktop Client enables end users to create new user accounts, edit
their accounts, and generate passcodes. This chapter explains the operations that users
can perform when ArcotID OTP Desktop Client is installed on their system:

m  Adding New User Accounts (see page 21)

m  Generating Passcodes (see page 22)

m  Generating Passcodes by Using Different Modes (see page 23)

m  Editing User Accounts (see page 24)

m  Deleting User Accounts (see page 24)

Adding New User Accounts

To access the applications or resources that are protected by using ArcotID OTP
credentials, the accounts must first be created for the users in the application. The
application must then communicate the user account information to the users. The
users will use this information to add their accounts using ArcotID OTP Desktop Client.
After successfully adding the accounts, the users can then generate the passcode using
the ArcotID OTP Desktop Client and use this passcode to authenticate to the protected
applications.

A user can have multiple accounts, which indicates that the user has access to multiple
protected resources. For example, a user JSmith can have access to MyBank.com and
Acme.com applications, and use the same ArcotID OTP Desktop Client to maintain both
the accounts.

Important! Adding an account is an online process, which means that the user must be
connected to the Internet to add a new account.
The user must perform the following steps to add a new account:

1. Ensure that they are connected to the Internet.

2. Launch the ArcotID OTP Desktop Client application by using any of the following
methods:

m  Navigate to Start, Programs, CA ArcotID OTP Desktop Client, and then CA OTP.
or
m  Double-click the CA OTP shortcut that is placed on the desktop.

The Web browser opens the Accounts screen to add new accounts.
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Click the Add button in the top-right corner to add a new account.
The Add Account screen opens.
Enter the following information in this screen:

Note: The user must have received this information from the protected application
that they will be accessing.

m  Server URL: The URL where the protected resource is available.

m  User Identifier: The unique name using which the account has been created in
the application.

m  Activation Code: The activation code that is received from the application.
Click Save.

Based on the configuration, the screen to set the password or PIN for the ArcotID
OTP opens.

Enter the new password or the PIN for the ArcotID OTP credential that is used to
generate passcodes in the Enter PIN and Confirm PIN fields.

Click OK.
The Success screen opens.
Click OK.

The Account screen with the newly added account opens.

The ArcotID OTP credential is now downloaded and locked to the user’s system. This
indicates that the credential will not work if it is copied to another system.

Generating Passcodes

To access the protected resource, the user must generate a passcode by using ArcotID
OTP Desktop Client and use this generated passcode for authenticating to the protected
resource.

The user must perform the following steps to generate passcodes:

1.

Launch the ArcotID OTP Desktop Client application by using any of the following
methods:

m  Navigates to Start, Programs, CA ArcotID OTP Desktop Client, and then CA OTP.
or
m  Double-clicks the CA OTP shortcut that is placed on the desktop.

The Web browser opens the Accounts screen.
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2. Click the account for which the passcode has to be generated.
The passcode generator screen opens.

3. Enter the ArcotID OTP PIN in the PIN field.

4. Click Generate Passcode.
The ArcotID OTP Desktop Client generates the passcode.

5. Save the passcode and click Done to return to the passcode generator screen.

Generating Passcodes by Using Different Modes

The ArcotID OTP Desktop Client supports different modes for generating passcodes,
which depends on the type of authentication. For example, you can generate the
passcodes for plain authentication or for signing the challenge.

The user has to perform the following steps to generate the passcode for different
modes:

1. Launch the ArcotID OTP Desktop Client application by using any of the following
methods:

m  Navigate to Start, Programs, CA ArcotID OTP Desktop Client, CA OTP.
or
m  Double-click the CA OTP shortcut that is placed on the desktop.
The Web browser open the Accounts screen.
2. Click the account for which the passcode has to be generated.
The passcode generator screen opens.
3. Click the Mode button in the top-right corner.
Based on the ArcotID OTP type, the Mode Selection screen opens.
4. Click the mode that you want to use for generating the passcode:

m Identify: This mode is used for generating the passcode that will be used for
plain password authentication.

m  Sign: This mode is used for generating the passcode that will be used for
signing the challenge in the challenge-response-based authentication.

The passcode generator screen opens.
5. Enter the ArcotID OTP PIN in the PIN field.

6. (Applicable for Sign mode only) Enter the authentication challenge in the Challenge
field.

Chapter 3: User Self-Service Operations Using the ArcotID OTP Desktop Client 23



Editing User Accounts

7.

8.

Click Generate Passcode to generate a passcode for the selected mode.
The ArcotID OTP Desktop Client generates the passcode.

Save the passcode and click Done to return to the passcode generator screen.

Editing User Accounts

The user must perform the following steps to update the account name:

1.

Launch the ArcotID OTP Desktop Client application by using any of the following
methods:

m  Navigate to Start, Programs, CA ArcotID OTP Desktop Client, and then CA OTP.
or

m  Double-click the CA OTP shortcut that is placed on the desktop.

The Web browser opens the Accounts screen.

Click the account that has to be edited.

The passcode generator screen opens.

Click the Settings button in the top-right corner.

The screen displays the account details.

Enter a new name for the account in the Display Name field.

Click Save to save the new changes.

If the account is saved successfully, then the "Account settings saved" message
appears.

Click OK to return to the passcode generator screen.

Deleting User Accounts

The user must perform the following steps to delete the accounts that they are not
using any longer:

1.

Launch the ArcotID OTP Desktop Client application by using any of the following
methods:

m  Navigate to Start, Programs, CA ArcotID OTP Desktop Client, and then CA OTP.
or
m  Double-click the CA OTP shortcut that is placed on the desktop.

The Web browser opens the Accounts screen.
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Click Delete in the top-right corner.
The Delete Accounts screen opens.

Select the check box corresponding to the account that they want to delete. User
can select multiple accounts.

Click Delete to delete the selected accounts.
The Confirm screen appears and prompts the user to confirm the account deletion.
Click OK to delete the account.

The Accounts screen opens.
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Chapter 4: Using Advanced Features

The ArcotID OTP Desktop Client ships with the Authminder plug-in component that
enables you extend the capabilities of ArcotID OTP Desktop Client. This chapter explains
the additional features that you can build into ArcotID OTP Desktop Client using this
plug-in:

m  Managing External Programs (see page 27)

m  Reading Remote Server Updates (see page 33)

m  |nvoking External Programs From Your Code (see page 35)

m  AuthMinder Plug-In Files (see page 37)

Managing External Programs

External Programs is a feature that enables you to build custom functionality and
integrate them with ArcotID OTP Desktop Client. These programs can be invoked
through the user interface (Ul) of ArcotIlD OTP Desktop Client. For example, you can
build the VPN login flow by forwarding the passcode generated by ArcotID OTP Desktop
Client to the VPN Client, which then authenticates the users based on the passcode
forwarded.

Management of the External Programs includes:

m  Configuring External Programs (see page 27)

m  Security Considerations (see page 31)

m  Using External Programs (see page 32)

Configuring External Programs

You must perform the following operations to integrate ArcotID OTP Desktop Client with
External Programs:

m  Setting Up the XML File (see page 28)

m  Creating the Script File (see page 30)

m  Script File Example (see page 31)

Chapter 4: Using Advanced Features 27



Managing External Programs

Setting Up the XML File

The External Programs, which are available to the users through their ArcotID OTP
Desktop Client must be defined in the ExternalPrograms.xml file. This file contains the
declaration of External Programs and the configuration settings that must be applied to
the External Programs.

The ArcotID OTP Desktop Client provides a default ExternalProgramsSample.xml file
located in the directory that contains the shared files listed in the "Default Location for
Shared Files (see page 37)" section. You can use this default file as a template to define
the External Programs that you plan to implement.

Important! After you change or modify the ExternalPrograms.xml file, you must restart
the browser for the changes to take effect.

For the ArcotID OTP Desktop Client to read the External Programs, the elements of the
External Program must be defined in the specific sections of the ExternalPrograms.xml
file. For example, the name of the External Program must be defined using the <name>
XML tag, and it must be within a <program> section. The following table lists the
sections that you must use to define the External Programs:

XML Tags Parent Tag Required? |Description

<programs> [NA Mandatory |Specifies the root element and contains
zero or more External Programs
(<program>).

<program> <programs> | Mandatory [Contains the definition of an External
Program.

<name> <program> Mandatory | Specifies the name by which the External
Program is identified. This name appears
on the OTP Generator screen.

<file> <program> Mandatory [ Specifies the name of the script file. See
"Creating the Script File" (see page 30) for
more information.

Note: Do not include the path of the file.

<hidden> <program> Optional Controls whether the window is visible or
hidden.

By default, this value is set to FALSE,
which means the script is rendered using
the UI.

Note: This command is always run from a
terminal window.
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XML Tags

Parent Tag

Required?

Description

<confirm>

<program>

Optional

Controls whether the user is prompted to
accept the External Program before
running it.

By default, this value is set to TRUE,
which means the user is prompted to
accept the External Program before
running it.

<domains>

<program>

Mandatory

Contains a list of <domain> tags.

<domain>

<domains>

Mandatory

Specifies a domain from where the
program can be run. You can provide
HTTPS and FILE schemes. If the scheme is
omitted then the value is considered as
HTTPS.

Note: The URL of the ArcotID OTP
Generator page must match the
<domain> tag, else the External Programs
cannot be executed.
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Creating the Script File

The script file defines an External Program that can be executed by using ArcotID OTP
Desktop Client. You must include these files in the directory where the
ExternalPrograms.xml file is located.

The script file is defined with the .bat extension on Microsoft Windows and as a shell
script on Apple Macintosh and Ubuntu Linux. The ArcotlD OTP Desktop Client provides a
sample script (ExternalProgramsSample), and it is available in the directory that contains

the shared files.

When you invoke the script file, it is passed as the environment variables, as discussed

in the following table:

Environment Variable

Dependent XML tag in
the externalprogram.xml
file

Description

CA_AUTH_CONFIRM

<confirm>

Prompts the user to accept the
External Programs before they
run them. If CA_AUTH_CONFIRM
is defined, then
CA_AUTH_PROP_confirm is used
to define the confirmation string.

The CA_AUTH_CONFIRM variable
is set if the <confirm> value in the
externalprograms.xml file is set
to TRUE.

CA_AUTH_HIDDEN

<hidden>

Used if the script is executed in
the hidden mode without the GUI
or a display window.

CA_AUTH_PROGRAM

<file>

Defines the file name of the
script that contains the External
Program to be invoked.

CA_AUTH_PROP_accou
nt

NA

Defines the name of the ArcotID
OTP account that must be used
to invoke External Programs.

CA_AUTH_PROP_cmdn
ame

<name>

Defines the name of the External
Program to be invoked.

CA_AUTH_PROP_confir
m

NA

Defines the confirmation
message that is displayed to the
user if CA_AUTH_CONFIRM
variable is TRUE.
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Script File Example

Dependent XML tag in
Environment Variable |the externalprogram.xml | Description
file

CA_AUTH_PROP_passw | NA Defines the generated ArcotID
ord OTP that has to be used by the
External Program.

The result of the script file is returned to ArcotID OTP Desktop Client, and then displayed
to the user through a pop-up dialog box.

The following sample code snippet demonstrates how to pass the ArcotID OTP account
name and the password of a user to log them in to the VPN Client.

REM

REM Invoke the VPN client.

REM

"C:\Program Files\Cisco Systems\VPN Client\vpnclient" *
connect QurProfile ©

user %CA AUTH PROP_account% *

pwd %CA AUTH PROP_passwordss

REM

REM 200 means success

REM if %errorlevels equ 200 exit 0
exit

Security Considerations

This section lists the security points that you must consider when External Programs are
invoked by users through ArcotID OTP Desktop Client installed on their systems:

m  Only the pre-defined External Programs on the user’s system can be invoked. The
user should not be able to invoke an arbitrary command or program through the
ArcotID OTP Desktop Client.

m By default, ArcotID OTP Desktop Client does not permit any External Programs.
They must be added to the configuration file before they can be used.

m  The ArcotID OTP Desktop Client must invoke the scripts stored in a specific location.
It cannot invoke any script file located anywhere on the user’s system.

m  The script files must be associated with the list of domains from where the script
can be executed. For example, if VPN.BAT script file is associated with the
www.acme.com domain, then only the web pages loaded from the www.acme.com
domain can invoke the VPN.BAT script.

m  Optionally, prompt the user to confirm if they want to run the External Programs.
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m  (For Microsoft Windows Vista and Later Versions Only) If Internet Explorer is used
to run the External Programs, then External Programs will run in Low Integrity
mode. Therefore, a broker mechanism is used to enable External Programs to run in
normal medium integrity mode.

See http://msdn.microsoft.com/en-us/library/bb250462%28v=vs.85%29.aspx for
more information.

Using External Programs

The AuthMinder plug-in component of ArcotID OTP Desktop Client provides the External
Programs functionality. Therefore, to use External Programs, the AuthMinder plug-in
must be successfully installed on the end user’s system.

The External Programs are available to your users through ArcotID OTP Desktop Client.
To access the External Programs, the users have to click the External Programs buttons
that are displayed on the Generator screen after the Generate Passcode button. The
text labels used for the External Programs buttons are derived from <name> tags in the
ExternalPrograms.xml file.
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Reading Remote Server Updates

Reading Remote Server Updates

The list of authorized domains that the AuthMinder plug-in must contact to are defined
during the installation. If this list changes, then the AuthMinder plug-in must update the
list for the current environment by contacting the remote servers.

It also fetches the version information of the ArcotID OTP Desktop Client and the
AuthMinder plug-in from the remote servers. This information is used by the ArcotID
OTP Desktop Client to inform users about the latest updates.

The remote servers that the AuthMinder plug-in can contact are configured in the
hosts.dat file. See the table in the "Shared Files (see page 38)" section for the location of
the hosts.dat file. The hosts.dat file contains a one-line entry per remote server, as
follows:

serverURL filename

In the preceding entry:

m  serverURL: Specifies the partial or the complete URL of the host from where the
remote data has to be obtained. If you specify the partial URL, such as
www.remoteserver.com, then the URL is resolved to
https://remoteserver.com/aid/authdomain.txt to create an absolute URL.

Note: It is mandatory that you specify the server name. Other objects of the URL
are optional.

m  filename: Specifies the file name in which the data received from serverURL is
recorded. The file is always stored in the User Data Area, therefore you must
specify only the file name and not the complete path. See the "Location for
User-Specific Files (see page 38)" section for the default location of the User Data
Area.

Return Data Format

This section discusses the formats in which the remote servers return data to the
AuthMinder plug-in. The AuthMinder plug-in supports the return data in the following
two formats:

m  Version 1.0 (see page 34)
m  Version 1.1 (see page 35)
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Version 1.0

The following code snippet provides the format for Version 1.0:

dataFormatVersion contentRevison updateFrequency
domainl
domain2

domainN

The following are the parameters used in the preceding code:

m  dataFormatVersion: Specifies the version number of the data format. This value is
1.0.

m  contentRevision: Specifies the revision number of the content. When the
AuthMinder plug-in receives the data, it compares this revision number with the
revision number of the data that is already stored on the system for the specified
remote server. If the revision number of the latest data is higher, then the data is
written to the system.

m  updateFrequency: Specifies the time interval (in seconds) at which the AuthMinder
plug-in must contact the remote server to download the data.

After the data is downloaded to the system, the updateFrequency parameter is
replaced with nextUpdateTime. The nextUpdateTime parameter specifies the time
(in seconds) when the next update must be performed. It is derived by adding
updateFrequency to the current time.

m  domain<n>: Specifies the authorized domains.

Version 1.0 Example

1.0 3 259200
domainl.com
domain2.com
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Version 1.1

Version 1.1 Example

The following code snippet provides the format for Version 1.1:

dataFormatVersion contentRevison updateFrequency
pluginVersion pluginURL

clientVersion clientURL

domainl

domain2

domainN

The data format for the version 1.1 is same as 1.0, except for the dataFormatVersion,
which is 1.1 and for the following additional parameters:

m  pluginVersion: Specifies the version number of the latest AuthMinder plug-in that is
available for download. If the updates are not available, then the pluginVersion is 0.

m  pluginURL: Specifies the URL from where the latest AuthMinder plug-in can be
downloaded. If there are no updates, then the pluginURL parameter is ignored.

m  clientVersion: Specifies the version number of the latest ArcotID OTP Desktop Client
that is available for download.

m  clientURL: Specifies the URL from where the latest ArcotID OTP Desktop Client can
be downloaded. If there are no updates, then the clientURL parameter is ignored.

1.1 5 259200
1.3.2 http://somehost.com/newPlugin.html
1.3.6 http://somehost.com/newClient.html
domainl.com
domain3.com

Invoking External Programs From Your Code

This section provides the commands that you must use to access the plug-in and invoke
the External Programs.

Where are these commands/APIs listed or explained?
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Accessing the AuthMinder Plug-In

You must use the getPlugin command to access the AuthMinder plug-in. Invoke the
command as follows:

var otpobj
var plugin

new OTP();
otpobj.getPlugin();

Obtaining the External Programs

You must use the GetExternalCommandList command to obtain a list of External
Programs that are available to the current user. Invoke the command as follows:

var commands = plugin.GetExternalCommandList();

Invoking an External Program

You must use the InvokeExternalCommand command to invoke an External Program.
The following code snippet provides a sample to invoke the External Program:

// Define callback to be invoked upon completion of

// External Program.

function cb(status, props) {

if (status != "0") {

// Something failed, check status for specifics

}

b

// Credentials are passed via the properties argument.

var props = {

account: "fred",

password: "flintstone"

b

// Invoke the VPN External Program.

var status = plugin.InvokeExternalCommand("VPN", props, cb);
if (status = 1000) {

// Program started. cb will be called when program completes.
}

else {

// Failed to initiate command, check status for specifics.

}
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AuthMinder Plug-In Files

The files that are used for invoking and using the AuthMinder plug-in can be broadly
classified into two categories based on access rights and usage. Some files are shared
across users and some are user-specific files.

m  Default Location for Shared Files (see page 37)

m  Shared Files (see page 38)

m | ocation for User-Specific Files (see page 38)

m  User-Specific Files (see page 38)

Default Location for Shared Files

The following table lists the default location for the shared files that are used by the
AuthMinder plug-in.

Operating Installation Type | External Programs Folders
System
Microsoft Using %PROGRAMDATA%\CA\arcot
Windows Vista Administrator
and later Account
Microsoft Using %USERPROFILE%\AppData\LocalLow\CA\arcot
Windows Vista Non-Administrat
and later or Account
Microsoft Using %ALLUSERSPROFILE%\Application
Windows XP and | Administrator Data\CA\arcot
earlier Account
Microsoft Using %USERPROFILE%\Local Settings\Application
Windows XP and | Non-Administrat | Data\CA\arcot
earlier or Account
Apple Macintosh | Using Jusr/lib/CA/arcot
and Ubuntu Linux | Administrator
Account
Apple Macintosh | Using ~/CA/arcot
and Ubuntu Linux | Non-Administrat
or Account
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Shared Files

The following table lists the files that are shared across users:

File Description

domains.dat Defines the list of domains that the AuthMinder
plug-in can access.

(For Microsoft Windows) A sample template file that demonstrates invoking
ExternalProgramsSample.bat | External Programs through ArcotlD OTP Desktop
(For Apple Macintosh and Client.

Ubuntu Linux)
ExternalProgramsSample.sh

ExternalProgramsSample.xml | A sample template file that demonstrates External
Program declaration.

hosts.dat Defines the list of remote servers, which the
AuthMinder plug-in contacts to fetch the updates.

Location for User-Specific Files

The following table lists the location for the user-specific files that are used by the
AuthMinder plug-in:

Operating System External Programs Folders

Microsoft Windows Vista | %USERPROFILE%\AppData\LocalLow\CA\arcot
and later

Microsoft Windows XP %USERPROFILE%\Local Settings\Application Data\CA\arcot
and earlier

Apple Macintosh and ~/CA/arcot
Linux

User-Specific Files

The following table lists the files that are specific to a user:

File Description

keys.dat This file is the data store for the AuthMinder plug-in
Application Programming Interface (API). The data that is
accessed by the AuthMinder plug-in API is sourced from this
file.
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File Description

hosts_SHA1.dat This file contains the information downloaded from a remote
server (see "Reading Remote Server Updates" (see page 33)).

If the hosts.dat file contains more than one entry, then a
corresponding hosts_SHA1.dat file is created for every entry in
the hosts.bat file.

Default Location for Storing Device-Specific Credentials

The following table lists the default location for storing device-specific credentials on
supported operating systems:

Operating System Default Location

Microsoft Windows XP | %ALLUSERSPROFILE%\Application Data\CA\ArcotLow\
and earlier

Microsoft Windows %PUBLIC%\CA\ArcotLow\
Vista and later

Ubuntu Linux Jusr/local/CA/arcot/Shared

Apple Macintosh /Applications/CA/arcot/Shared
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Device Locking With Extended Attributes

The device locking mechanism uses several configurable attributes to lock the OTP/PKI
credential for the end-user device.

Note: This mechanism is alternatively referred to as Extended Attributes (EA) device
locking. The enhancement is available from OTP Desktop Client 2.2 Release.

The device locking comprises of a MachinelD generation phase, which computes a
cryptographic key using device-specific hardware or firmware attributes. The MachinelD
is used for re-encrypt (double camouflage) user credential keys (OTP/PKI) before storing
in the disk. The legacy device locking mechanism (pre Desktop OTP Client 2.1) used a
single, non-configurable, device attribute(the primary MAC ID of the device) to derive a
device-specific key for the device locking.

This MachinelD generation mechanism is implemented at the AuthMinder Plugin layer
and supports Internet Explorer 64-bit version. This mechanism is a native layer. It has
ready access to system calls that return the required information for all the device
attributes under consideration.

Additionally, the OTP Desktop Client migrate pre-existing credentials on user devices for
a new scheme of device locking.

The enhanced Device Locking is supported on all the platforms which support OTP
Desktop Client.

Prerequisites for Device Locking With Extended Attributes

Before you run device locking mechanism, check the browser requirement:
m  Mac 10.7 or later

m  Internet Explorer 7 or later

m  Firefox 18 or later

m  Chrome 21 or later
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Supporting Machine Attributes

For OTP Desktop Client, the following machine attributes can be used for device locking:

More Information: For descriptions on attributes, see Client Reference Guide
7.1(Chapter 4: Machine PIN for Native Client).

Attribute

Description

mem

Displays physical memory size.

vol

Displays boot partition volume ID.

bios

Displays BIOS information such as, serial number and manufacturer name.
This information is not always present.

mac

Displays the MAC address of the primary network interface card.

moth

Displays the motherboard information such as, the serial number and
manufacturer name. This information is not always present.

hd

Displays Hard Disk (HD) information such as, model # and manufacturer
name. The removable HDs such as external USB, memory cards, are not
included. Only the fixed HDs are included.

proc

Displays Main Central Processing Unit (CPU) information such as, model
and clock speed. For, a multiprocessor machine the information from all
CPUs is included.

encl

Displays for some computers, such as those manufactured by Dell, have
their service tag that is encoded in the enclosure information.

Important! All attributes that are listed under machine attributes are not supported on
all platforms. Here is the attribute list for each platform:

Platform

Supporting Attribute

Windows

mem_vol_mac_moth_bios_hd_proc_encl

Mac

mem_vol_mac_moth_hd_pro

Linux

mem_vol_mac_moth_bios_proc

Note: We recommend that you do NOT specify devlock attributes; instead allow the
following defaults:

Platform

Default Attribute

Windows

vol_mac_moth_bios_encl

Mac

vol_mac_moth_proc

Linux

vol_mac_moth_bios_proc
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We have selected the default that is set on each platform based on the performance
and likelihood of the attribute, to remain constant.

Note: The Windows gathering information on hd and proc can be slow. Therefore we do
not recommend this process.

Supporting Configuration
DLAT Attribute

Define your own custom attribute settings via the DLAT and DLRQ card string
attributes for OTP credentials, if you do not want to use the default attributes.

For example, this attribute is used in the following format:
DLAT=vol mac_moth

To make use of all the supported attributes, set DLAT to “ALL".

Note: By default the device locking is enabled. To turn off the device locking,
set DLRQ=false in the OTP card string.
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Chapter 5: Uninstalling the ArcotID OTP
Desktop Client

This chapter guides you through the steps for uninstalling ArcotID OTP Desktop Client.
The chapter covers the following sections:

Uninstalling on Microsoft Windows (see page 43)

Uninstalling on Ubuntu Linux (see page 43)

Uninstalling on Apple Macintosh (see page 44)

Uninstalling on Microsoft Windows

To uninstall ArcotID OTP Desktop Client on Microsoft Windows:

1.

Access the uninstaller file by using any of the following methods:

m Navigate to Start, Programs, CA ArcotID OTP Desktop Client, and then Uninstall
CA ArcotID OTP Desktop Client.

or

m  Based on the operating system version that you are using, navigate to the
install location. See Directory Structure (see page 19) for more information on
the default install location.

The pop-up dialog appears to confirm uninstallation.
Click Yes to proceed with the uninstallation.

After successful uninstallation, the "Uninstallation completed" message appears.

Uninstalling on Ubuntu Linux

To uninstall ArcotID OTP Desktop Client on Ubuntu Linux:

1.

Change your working directory to the location where you have installed ArcotID
OTP Desktop Client. See Directory Structure (see page 19) for more information on
the default install location.

At the prompt, enter the following command:
./uninstall

The installer prompts you to confirm the uninstallation.
Click Yes to continue with the uninstallation.

After successful uninstallation, the "Uninstallation completed" message appears.
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Uninstalling on Apple Macintosh

Uninstalling on Apple Macintosh

To uninstall ArcotID OTP Desktop Client on Microsoft Windows:

1. Navigate to the install location where you have installed ArcotID OTP Desktop
Client. See Directory Structure (see page 19) for more information on the default
install location.

2. Double-click the uninstaller.
The pop-up dialog appears to confirm uninstallation.
3. Click Yes to proceed with the uninstallation.

After successful uninstallation, the "Uninstallation completed" message appears.
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Appendix A: Customizing the Installer

This chapter discusses topics which you should consider before deploying the Desktop
Client in your environment. It includes the following:

m  Setting Up the Provisioning URL (see page 45)

m  Multi-Byte Character Support (see page 45)

m  Encoding Settings into the Installer File Name (see page 46)

Setting Up the Provisioning URL

The provisioning URL is where the ArcotID OTP authentication service is hosted. The
user must specify this URL while adding ArcotID OTP accounts. The user authentication
requests are processed based on the URL that is configured for a specific account.

It is recommended that you consider the following points while setting up the
provisioning URL:

m  The provisioning URL must be in HTTPS scheme format.

m  To relieve users from typing the provisioning URL path, it is recommended of using
the default path of /otp/cprov. That way user has to enter the server name in the
Server URL field.

If the preceding points are not considered while setting up the provisioning URL, then
the following processing is performed on the provisioning URL that you specify:

m  [f the URL scheme is not specified, then the default HTTPS value is applied to the
URL.

m  |f the server name is followed by at least one forward slash (/), then the URL is used
as it is; otherwise the /otp/cprov string is appended. For example, if the user enters
www.foo.com as the provisioning server URL, then the
https://www.foo.com/otp/cprov URL is used as the actual provisioning server URL.

Multi-Byte Character Support

The ArcotID OTP Desktop Client supports UTF-8, which is the variable width 8-bit
encoding format of the universal Unicode encoding scheme. However, to run the
ArcotID OTP Desktop Client in the UTF-8 mode, the middleware applications that
interact with the ArcotID OTP Desktop Client must also support UTF-8 in the
provisioning protocol messages.
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Encoding Settings into the Installer File Name

The ArcotID OTP Desktop Client does the URL encoding of the Unicode characters when
it sends the provisioning request to middleware applications, for example,
Authentication Flow Manager, and the application must respond with the correct
response, as follows:

m  The server must include charset=UTF-8 in the Content type header if the XML
content is UTF-8 encoded.

m  Use of encoding=UTF-8 attribute in the XML header is optional, the ArcotID OTP
Desktop Client ignores this attribute.

m  The UTF-8 encoding in the XML must be a true UTF-8 encoding. For example,
%C3%A9 is two bytes and not six.

Encoding Settings into the Installer File Name

Some of the ArcotID OTP Desktop Client settings and the AuthMinder plug-in
component settings are customer-specific and can vary from customer to customer. For
example, the AuthMinder plug-in requires a list of domains that are allowed to use its
features. For example, the permitted domain list for ABCCorp might include the
www.abccorp.com domain and the list for ACME might include the www.acme.com
domain. To handle such settings, ArcotID OTP Desktop Client enables you to create
customized properties or settings and ship them with the ArcotID OTP Desktop Client to
your end users.

However, if the installer file is digitally signed, then the content cannot be modified,
which is the case with the Microsoft Windows ArcotID OTP Desktop Client installer. To
resolve such problems, you can encode such settings in the installer file name. During
installation, the installer decodes these settings and saves them to the configuration
files.

You can customize the following settings into the installer file name:

m  The authorized domain list containing the set of domains, which are allowed to use
the AuthMinder plug-in for storing the credentials.

m  The remote server, which is used to update the authorized domain list and to
obtain the information about new versions of the ArcotID OTP Desktop Client and
AuthMinder plug-in.

The setting that you want to encode must be appended to the file name as a
name-value pair in the base-64 encoded format. Each name-value pair is separated
using the underscore character to enable the installer to locate and parse them.
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The format of each name-value pair must be as follows:

_name_b64value

The following steps describe the process of appending the name-value pairs to the

installer file name:

1. Convert the value into the base-64 encoded format. You can use any open source
encoders, such as http://www.motobit.com/util/base64-decoder-encoder.asp to
perform this operation. For example, if you want to append a setting named foo
with the value bar, then convert bar into the base-64 encoded format, which will be

YmFy.

2. Construct the name-value pair. For example, _foo_YmFy_.

3. Append the installer file name with the name-value pair. For example, if you
append _foo_YmFy_ to the Microsoft Windows installer file name, then the file will
be OTPDesktop-Web-1.0.4-windows-installer_foo_YmFy_.exe.

Note: If you plan to encode multiple settings, then you must concatenate the base-64
encoded name-value pairs.

The following table lists the setting

s that you can encode:

Setting

Name

Value

Domain Name List

d

Specifies the domain names that the AuthMinder
plug-in can access.

The domain names must be separated with a
comma. If there are any whitespace characters in
between the domain names, then they are ignored.

Action:

The installer writes the authorized domains to the
domains.dat file that is stored in the Shared Data
Area.

Host

Specifies the URL of the remote host servers.

If you specify the partial URL, such as
www.foo.com, then the URL is resolved to
https://foo.com/aid/authdomain.txt to create an
absolute URL.

Note: It is mandatory that you specify the server
name. Other objects of the URL are optional.

Action:

The URL is included in the hosts.dat file stored in
the Shared Data Area during installation.
AuthMinder plug-in connects to the hosts.dat file
to fetch the URL of remote servers. See "Reading
Remote Server Updates" (see page 33) for more
information on remote servers.
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Encoding Settinds into the Installer File Name
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