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PREFACE Contact CA Technologies

For your convenience, CA Technologies provides one site where you can access the information you
need for your Home Office, Small Business, and Enterprise CA products. At http://ca.com/support,
you can access the following:

e Online and telephone contact information for technical assistance and customer services

e Information about user communities and forums

e Product and documentation downloads

e CA Technical Support policies and guidelines

e Other helpful resources appropriate for your product

If you have comments or questions about CA Technologies product documentation, you can send a
message to techpubs@ca.com.

If you want to provide feedback about CA Technologies product documentation, complete our short

customer survey, which is available on the CA Technical Support website at http://ca.com/docs.

NetVoyant 7.1 Administrator Guide vii


http://ca.com/support
http://ca.com/docs
http://ca.com/docs

Contact CA Technologies

viii NetVoyant 7.1 Administrator Guide



CHAPTER | NetVoyant System Setup

CA NetVoyant is a powerful performance analysis and reporting software package that automates the
collection, analysis, and reporting of critical device data. Using Simple Network Management
Protocol (SNMP), it automatically polls and correlates data from devices installed on your network.
Data from routers, switches, servers, RMON2 probes, frame relay circuits, logical segments, and wide
area links are collected and organized to give you real information about your network. You can easily
identify trends and issues before they become problems.

This chapter provides information about the initial installation and configuration of NetVoyant and
provides helpful tips and tricks for working in the NetVoyant console.

This chapter covers the following topics:
e “NetVoyant Architectural Overview and Licensing” on page 2
e “About the Master Server and Pollers” on page 6

e “Operational Requirements” on page 3

e “About NetVoyant Administration” on page 8
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NETVOYANT ARCHITECTURAL OVERVIEW AND LICENSING

NetVoyant can operate on a single server (standalone system) or on multiple servers (distributed
system). To determine which of these systems is best for your organization, you must consider the
overall structure of your network, the devices you want to discover, and the licensing requirements.

NetVoyant Standalone System

In a standalone configuration, you set up one NetVoyant server called the Master. All administration,
reporting, and polling takes place on the Master server. For a standalone NetVoyant system, there is
one license for the entire system.

NetVoyant Distributed System

In a distributed system, also known as NetVoyant Enterprise, you set up a central server for
administration and reporting called the Master. You then set up remote servers, called po/lers, from
which NetVoyant discovers and polls the devices on your network. In distributed systems, there is a
license for the Master and separate licenses for each poller. The Master has a poll instance license limit
of zero poll instances and each poller has a limit according to the number of poll instances that it is
licensed to poll.

Using remote pollers in a distributed system makes it possible to monitor several remote data centers
and their associated LANs while preserving bandwidth. These remote servers poll and aggregate data
on a local level, and the data is retrieved by the central station and a network operations view of the
entire network can be seen. Conversely, when an alarm is received from a remote location, network
operations staff has the capability to drill down from data maintained on the central server to poll-rate
data at the remote site.

NetVoyant

MNetVoyant
Peolling Station

Polling Statio
Q MetVoyant
Polling Station

, =3
=

NetVoyant
Central Console
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Operational Requirements

NetVoyant servers require 24-hour access to network devices. Do not turn off the servers during off
hours. For optimum performance, verify that the network devices are accessible through LAN rather
than WAN connections whenever possible.

Networking services must be configured and enabled for the software to operate correctly. This
includes TCP/IP and all configuration parameters. Access to a naming service, such as DNS, is
essential for the presentation of devices through the NetVoyant console.

Many routers and other network connectivity devices require that the address of the “Manager” nodes
that poll the device be entered into the device’s access list. The access list typically contains a list of
trusted hosts to which the device responds by SNMP. Configuration of the access list is typically
performed by a proprietary interface to the device. Contact your device manufacturer for questions
about adding the NetVoyant host to the access list.

e SNMP Profiles: SNMP profiles are used by SNMP Agents to verify the identity of requesting
managers. NetVoyant needs to know the read profiles supported by your network devices for these
devices to respond to discovery and polling. Both the read and write profiles are required for IP
SLA tests. NetVoyant supports authentication to devices that use SNMPv1, SNMPv2, and
SNMPv3.

e Network Addresses and Masks: You need to know about your network addresses and address
masks. It is important to “scope” the discovery process to the address spaces that you want to
manage. A network address (address space) is a network number such as 205.195.82.0. A network
mask for such an address might be 255.255.255.0. This example defines a Class C address space.
Normally, this example would be denoted as 205.195.82.0/24, with the /24 signifying the number
of bits dedicated to the network address.

e Seed Devices for WAN Discovery: To provide NetVoyant with a “seed” device, you need to know
the names or addresses of gateway or backbone routers or other connectivity devices to provide
NetVoyant with a “seed” device. Seed devices are necessary when discovering networks that are
separated from the NetVoyant host by a public network or when a gateway router is not
discoverable because of problems with access lists or profiles. In these cases, NetVoyant targets
the discovery of network nodes through these seed devices.

NetVoyant Licensing

Your NetVoyant license lets you enable a set number of poll instances. The number of poll instances
that you enable in NetVoyant affects the amount of data that you can collect from your devices.

In order to increase the number of poll instances that NetVoyant can poll, you must upgrade your
license. However, you can attempt other methods for managing your current license limit of poll
instances before requesting an upgrade. For more information, see “Data Organization by Poll
Instance” on page 44.

Some NetVoyant systems are licensed with a preconfigured USB HASP (Hardware Against Software
Piracy) according to the number of enabled poll instances in your environment. When you use
NetVoyant under a HASP license, plug in the HASP before you start the NetVoyant server for the
first time.
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Important: If you do not have the correct HASP or need an updated or upgraded license, contact CA
Technical Support.

Licensing Differences Between Standalone and Distributed Systems

For a standalone NetVoyant system, there is one license with a maximum number of poll instances for
the entire system; however, in larger distributed NetVoyant systems, there is a license for the Master
server and separate licenses for each poller. The Master has a license limit of O poll instances and each
poller has a limit according to the number of poll instances that it is licensed to poll.

Viewing Your License Information

If you are considering whether you need additional NetVoyant licensing, you can open the License
Information dialog to view the license information for your system. This dialog displays the number
of discovered poll instances that are enabled and also the number of instances for which you are
licensed on each server in your system. Using this dialog, you can track your licensing status and
requirements.

Follow these steps:
I. Click File, License Info.
The License Information dialog opens.

2. Select the “Show details” check box to view detailed information about how poll instances are
enabled and discovered by dataset.

For example, license information for Interface Statistics (ifstats) reported as “1,792/1,806”
indicates that there are 1806 discovered poll instances for this dataset, but only 1792 are enabled.

[
License Information for neidddistpoll {Remote Poller)
License limit: 10,000
Enahled: 3,229
Dizcovered: 3,261
Enabled Poll Instances by Dataset:
Device Availability(svail): 20
Cizco Memory Pool{ciscoMemPoal): 25125
Cizco Backplane Traffic(cizcoSwitch): 1M
Cizco System Resources(ciscoSystem): a9
D=1 15-Minute Statistics(dsxnear): 2017201
D=3 15 Minute Statistics(dsx3near): 2004200
Ethernet RMOM Statistics(etherstats): B9JE9
Frame Relay Circuit Statistics(froircuit): 2004200
Host Resource Device Tablelhrdevice): 39439
Host Resource Processar Tablethrprocessor): 1313
Host Resource Storagelhrstorage): 39439
Host Resource Software Performancelhrswrun: MBI2E
Interface Statistics(ifstats): 1,7924 806
Protocol Distribution (NBARI(nbarstats): 160MED
Protocaol Distribution (RMONZI(protodist): [ufn)
QoS Class Map Statistics(gosclass): 22§22
G0S Police Color Statistics(goscolar): 212
Q0% P Header Compression Statistics{gosiphc): [ufn) LI
V¥ Show license swarnings st startup i

If you view your license information for a distributed system, the dialog displays a 0 poll instance
license for the Master console and details about poll instance limits and usage for each of the remote
pollers.
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You can enable and disable poll instances to comply with your license agreement. For more
information, see “Managing Poll Instances” on page 5.

Note: It is possible to see a higher number of discovered poll instances than enabled poll instances
even when you did not disable any. In this situation, there is one or more discovered poll instances
that has no associated dataset and acts as a parent to one or more enabled poll instances. NetVoyant
does not collect data for these parent poll instances and does not count them towards your license
total. Therefore, they are discovered but not enabled.

Licensing by Poll Instance

Your NetVoyant license lets you enable a set number of poll instances in NetVoyant. The number of
poll instances that you enable affects the amount of data that you can collect from your devices.

In order to increase the number of poll instances that your system can handle, you can upgrade your
NetVoyant system and purchase a larger license. However, try other methods for managing your
current license limit of poll instances before requesting an upgrade.

For more information, see “Managing Poll Instances” on page 5.

If you need an upgraded license, contact CA Technical Support.

Disabling License Warnings

At startup, NetVoyant displays warnings when you are close to exceeding your license limit of poll
instances, or have exceeded it. You can disable this option when you do not want to see these
messages.

Follow these steps:
1. Click File, License Info.
The License Information dialog opens.

2. Clear the “Show license warnings at startup” check box.

3. Click Close.

Managing Poll Instances

Most datasets and device classes are enabled for polling. You can disable polling for the following
items to reduce the number of enabled poll instances in your NetVoyant system:

Disable polling for... More information

Datasets you do not want to display in reports.  “Enabling and Disabling Polling for Datasets” on
page 58

Groups you do not want to display in reports. “Configuring Polling for a Group” on page 87

An entire netwotrk that you do not want to “Configuring Polling for a Group” on page 87

display in reports.

Device classes or device models that you do not ~ “Configuring a Polling Group for a Network” on

want to display in reports. page 88
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Disable polling for...

More information

Individual devices that you do not want to
display in reports.

Interface types that you do not want to display
in reports.

Individual interfaces or poll instances that you
do not want to display in reports.

IP SLA operations that you do not want to
display in reports.

Non-operational interfaces.

Interfaces that do not have traffic.

“Changing the Polling Status for a Device” on page 107

“Performing Mass Operations by Interface Type” on

page 125

“Configuring Polling for Poll Instances and Interfaces”
on page 119

“Disabling Polling for an IP SLA Operation” on
page 209

“Disabling Polling for Non-Operational Interfaces” on
page 61

“Disabling Polling for Interfaces without Traffic” on

page 62

ABOUT THE MASTER SERVER AND POLLERS

The Master is the central NetVoyant server. In a standalone system, all administration, reporting, and
polling is done on and by the Master. In a distributed system, there is a central server for
administration and reporting called the Master and you set up remote servers called pollers, which
discover and poll your network.

Adding Remote Pollers to a NetVoyant Distributed System

After you configure the Master server in a distributed system, you must add and configure the remote
servers, called po/lers, that discover and poll the devices on your network.

Important: Many NetVoyant configuration tasks must take place on the Master server. Configuration
changes are synced from the Master to each connected poller. If configuration changes occur on the
Master when a poller is operationally down, the change is synced to the poller when communication
with the Master is restored.

Follow these steps:
I. Install NetVoyant on the poller server.
2. Open the NetVoyant console on the Master.
3. Click File, New, NetVoyant Poller.
The Add Poller dialog opens.

4. Complete the following parameters:

Parameter Description

The poller’s IP address or fully qualified DNS name.

NetVoyant server name
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Parameter Description

Username The user name used to log in to the NetVoyant console on the poller.

You can use the nvadmin user name, which is set as an administrator
user account by default.

Password The password used to log in for the user account on the poller.

When you use the nvadmin user account, the password is set to nv by
default.

5. Click OK.

Repeat this process for each poller that you want to add to the Master.

Configuring a Poller

After you add a poller to the NetVoyant Master server, you can assign devices to the poller from the

NetVoyant console on the Master. You can change the assigned poller for the existing items in the

discovery scopes and discovery seeds lists, or add new items and assign them to the new poller.

Important: Many NetVoyant configuration tasks must take place on the Master server. Configuration

changes are synced from the Master to each connected poller. If configuration changes occur on the

Master when a poller is operationally down, the change is synced to the poller when communication
with the Master is restored.

Follow these steps:

l.
2,

Click Tools, Configuration Wizard.

Step through the wizard and complete the steps to specify the poller assigned to each item in the
discovery scopes and discovery seeds.

For more information, see “Using the Configuration Wizard” on page 17.

Adding a Poller as Trusted Site

After you have configured the Master server and the pollers, you must add these servers as trusted
sites in Internet Explorer on the Master. This enables the NetVoyant console on the Master server to
display data from these servers.

Follow these steps:

l.
2.

Open the Internet Explorer browser on the Master.
Click Tools, Internet Options.

The Internet Options dialog opens.

Click the Security tab.

Click the Trusted sites icon.

Click Sites.

Clear the “Require server verification” check box.

Enter the IP address of the poller.

NetVoyant Administrator Guide 7
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8. Click Add.

9. Repeat steps 7 and 8 for each poller.

10. Click OK.

ABOUT NETVOYANT ADMINISTRATION

Most NetVoyant administrative tasks are performed in the NetVoyant console. Only user accounts

with the Administrator role can make configuration changes in the NetVoyant console. An

administrator typically performs the following tasks:

Task

Description

Page

Configure NetVoyant

Manage devices and networks

Manage MIBs

Manage events and alarms

Configure IP SLLA operations

Manage NetVoyant services

Administer reporting and
user accounts

When you first start the NetVoyant console, you must configure
how NetVoyant discovers and polls your devices and networks.
Use the Configuration Wizard to streamline this process.

NetVoyant automatically adds the devices and networks that it
discovers to the groups shown on the Group tab of the
NetVoyant console. However, you can manually add devices and
networks and implement custom groups to assist with
management and reporting.

NetVoyant uses SNMP Management Information Bases (MIBs)
to define the types of data it can collect from your devices and
how it collects that data. You can view these MIBs to assist in
creating event notifications or other administrative tasks or you
can compile new MIBs to add functionality to NetVoyant.

NetVoyant uses events and alarms to alert you to issues with
NetVoyant Services and missed SNMP polls, exceeded
utilization, or other configurable thresholds on critical devices.
As an administrator, you can set thresholds, create notifications
that are triggered in response to events, and view event and
alarm logs.

In the NetVoyant console, you can use the IP SLA Wizard to
configure Cisco IP SLLA operations for devices that support
them. These operations provide data for IP SLA reports in the
NetVoyant console and NetQoS Performance Center.

As an administrator, you can manage the processes generated by
NetVoyant to assist with troubleshooting. You can also
configure the alarm logging level for NetVoyant Services.

In the NetVoyant console, you can configure access to the
collected and stored data displayed in NetVoyant reports. You
can also control access to specific reports and create custom
views for NetVoyant data.

15

81

127

139

195

217

223
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Using the NetVoyant Console

The NetVoyant console is the central administrative interface for NetVoyant. Within the NetVoyant
console, you configure how NetVoyant discovers, polls, and groups your SNMP-enabled devices and
networks. In the NetVoyant console, you can also configure what type of data NetVoyant gathers and

how that data is stored in datasets.

Follow these steps:

I. Click Start, All Programs, NetVoyant, NetVoyant console.

2. Enter the user name (user account) and password.

When you first set up NetVoyant, you can log in to the NetVoyant console with the default login:

User name: nvadmin

Password: nv

The NetVoyant Console Interface

On the left side of the NetVoyant console is a tabbed panel called the tree-tab panel. On the right side
is a panel called the context panel. Selecting tabs and items in the tree-structures on the tree-tab panel
changes the information that appears in the context panel. For example, when you select a device on
the Group tab in the tree-tab panel, the context panel displays information about the selected device.

Neth‘nyant Console

File Edit Wiew Logs Took Help

[S[=] E3

|Slsmm |[?7]4D]

wm-test-MC1 (Master Console)
Devices

Tree-tab Panel ] Fremalls

1]

hp procurve switch 5308x!
tritnic-§50Smam
mimnic-catalystE509
garouter-6509-8

¥ qaswitch-3750

+] Leliall 3]
Context Panel

n Devices represent computers on your network

4
N Detais | s | reports | Waintsnance | interiaces | Show Al properties | customize |

~

ShIMP Timecut: =]

win-test-Mypoller -long not available
vin-tes-poll2 not availsble
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Polling Enakled: 1

et Profile: Fetqns -

1 |

Config | MIEs I Services

Group

DatesTime Severity

| set v

Device Alias: IdEV|581 1}
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sysDescr: Cisco Systems WS-C8509.Cisco Catalyst Operating System Softweare, Version 5
sya0bjectiD 13614189544
sysContact;

sysLocation:

Device Class Routers

Device Madel Cizco3640

Address 10.8.0.254
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Paoller: MWS3poller3
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The Tree-Tab Panel

The tree-tab panel on the left-hand side of the NetVoyant console is divided into four tabs:

Tab Description Page

Group Use this tab to view and configure your networks and devices, which are 83
organized according to default and customized groups.

Confi Use this tab to perform configuration tasks such as determining how 16
g p gu g
NetVoyant discovers and polls your devices and networks. You can also set
thresholds and notifications for your devices.

MIBs Use this tab to view the Management Information Bases (MIBs) compiled 127
into NetVoyant. These MIBs determine the type of data that can be
collected.

Services Use this tab to stop, start, and change the logging level for NetVoyant 217

Services, which are the processes that make up NetVoyant.

The Log Panels

You can choose to display the Event and Alarm Log panels at the bottom of the NetVoyant console.
These panels display current event and alarm logs as triggered by service logging, missed polls, and
database notifications of threshold events. For more information, see “Working with Event and
Alarm Logs” on page 156.

You can also view the Discovery Log window, which displays logs related to the discovery process.
For more information, see “Configuring Discovery” on page 28.

The Context Panel

You can customize the tabs that are shown in the context panel for an object in the NetVoyant
console. By displaying hidden tabs, you can view more information about the selected object. By
hiding tabs, you can restrict the tabs displayed in the context panel to only those that you need to

aCCesSS.

Follow these steps:
I. Select the object in the tree-tab panel to view the object’s details in the context panel.

For example, to set the properties for a router, expand the poller, expand Devices, Routers, and
select the router.

2. Click the Customize tab in the context panel.
3. You can perform the following actions:

e 'To display a hidden tab, select the Show/Hide check box for the Tab Panel Title.
e 'To hide a tab, clear the Show/Hide check box for the Tab Panel Title.
e To change the order of the displayed tabs, select a tab panel title and click Raise or Lower.

Note: You cannot hide the Customize tab.

10
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Configuring NetVoyant Console Properties

You can configure proxy server properties for the NetVoyant console, such as the proxy server for the
NetVoyant console to access HTML pages. This is an optional configuration setting.
Follow these steps:
I. Click File, Properties in the NetVoyant console.
The Properties dialog opens.

2. Edit the following parameters:

Parameter Description
Enable proxy configuration Select this check box to let NetVoyant access HTML files through
a Proxy setvet.
Proxy Hostname/IP Address The host name or IP addtess of the proxy server.
Proxy Port Number The port number of the proxy server.
3. Click OK.

Opening Reports from the NetVoyant Console

You can access NetVoyant reports for a selected group, device, poll instance, or interface directly
from the NetVoyant console. You can also open NetQoS Performance Center from the NetVoyant
console to view cross-product reports.

Follow these steps:
I. To open the NetVoyant reporting interface from the NetVoyant Console:

a. Click Tools, NetVoyant Reporting.

When NetVoyant is registered as a data source with NetQoS Performance Center, you can view
NetVoyant data and data from the other CA data sources in NetQoS Performance Center.

2. To open NetQoS Performance Center from the NetVoyant Console:

a. Click Tools, NetQoS Performance Center.
Viewing the Reports Available for an Object in the NetVoyant Console

In the NetVoyant console you can view a list of the NetVoyant reports that are available for a selected
device. Use this information to determine which reports are affected when you disable polling for a
device or make other changes to the device’s configuration in the NetVoyant console.
Follow these steps:
I. On the Groups tab, expand the tree structure to locate the object.
2. Select the object.
The object’s details appear in the context panel.
3. Click the Reports tab.

This tab displays a list of NetVoyant reports available for the selected object.
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Note: If the Reports tab does not appear in the context panel, click the Customize tab and select
the Reports tab for display.

4. To launch the reporting tool and view the report in the context of the selected object, select a
report in the list and click Display.

The NetVoyant console displays the selected report in a browser window.

Note: For groups, you can open additional reports from the NetVoyant console according to type. To
view these reports, click the tabs that correspond to the report menus in the NetVoyant console.
Select a report to see the report page for the selected group.

Scheduling Command Line Tasks from the NetVoyant Console

NetVoyant includes a scheduling feature so that various tasks can be performed on a repeated basis, at
specific times of the day and on a particular day of the week or month. It can also support daily tasks.

Note: Tasks that are required for NetVoyant system functioning are locked and cannot be modified.

Follow these steps:
I. Select the Schedules object on the Config tab.
The scheduled tasks appear in the context panel.

2. Do one of the following:

e 'To add a task, click Add.
e To change a task definition, select the task in the list and click Change.

The Schedule dialog opens.

3. Set the parameters to define the scheduled task:

Parameter Description
Enabled Select this check box to execute the task according to its schedule.
Day of Week Use this setting to specify a day for a weekly task. Leave the default (All) when

all days of the week are valid.
When both Day of the Week and Day of the Month are set to All, it specifies
a daily task.

Day of Month Use this setting to specify a date of the month for a monthly task. Leave the
default (All) when all dates in the month are valid.

Time of Day Use this setting to specify a time of day to execute the command line task.
This setting uses a HH:MM format. Click the HH in the field and use the
arrow buttons to adjust the specified hour up or down. Do the same for the

minutes (MM).

Command In this field, enter the command to execute.

4. Click OK.
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Installing a Remote NetVoyant Console

A remote NetVoyant console can be installed on a standard desktop or laptop. This utility lets you
remotely configure NetVoyant without using a terminal session to gain access to the NetVoyant
console on the main server. No additional licenses are required to use the remote NetVoyant console
application.

The installer for the NetVoyant console is located with your NetVoyant server as:

d:/NetVoyant/netvoyant-console-x.x.x-win32-i586. .exe

where d: is the drive on which NetVoyant is installed and x.x . x is the version number of the
NetVoyant console installer.

Follow these steps:

I. Copy the installer (the full executable) to the target workstation or laptop.

2. On the workstation or laptop, double-click the installer to start the installation process.
Cab files are expanded and an Install Shield window opens.

3. Click the Next button to step through the process.

4. At the DNS host name or IP address prompt, enter the fully qualified DNS name or the IP
address of the NetVoyant Master or standalone server.

Note: When you upgrade the main NetVoyant server, also update console-only desktops or laptops
with the installation kit copied to the main server during the upgrade.

Maintaining the NetVoyant Database

Back up the NetVoyant database once a month. The data storage location varies depending on your
version of NetVoyant:

e For a new installation of version 7.0 or later, all NetVoyant data is stored in the

D:\NetQoS\MySql51\data\nms2 directory.

e For versions earlier than 7.0, or for environments that were upgraded from version 6.x or earlier,
all NetVoyant data is stored in the D:\NetVoyant\db\nms2 directory.

Important: It is strongly recommended that you stop the web server and the NetVoyant services
when backing up or restoring the database to ensure data consistency. For more information, see
“Starting or Stopping All Services” on page 220.

NetQoS Database Tools Suite

The CA Technical Support team distributes and maintains the NetQoS Database Tools Suite on the
CA website. The NetQoS Database Tools Suite contains a bundle of small, efficient, and feature-rich
tools that interact with the MySQL databases on most CA products. These tools help ease the
administration overhead of database backups, optimization, and repairs, and provide a way to restore
an existing backup. The suite also includes a user administration tool for creating MySQL user
accounts with SELECT-only rights for accessing and exporting data.

To download and install the NetQoS Database Tools Suite, navigate to the CA Support website and

search for NetQoS Database Tools Suite: https://support.ca.com.
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CHAPTER 2 Configuring Your
NetVoyant System

NetVoyant includes a number of flexible configuration options that you can use to determine how it
discovers and polls your devices and networks. You can also configure how the NetVoyant database
stores related data and the display of data in NetVoyant reports. When you first start the NetVoyant
console, use the Configuration Wizard to streamline the initial configuration process.

Note: You can return to the Configuration Wizard or access the Config tab in the NetVoyant console
to update configuration options at any time.

This chapter covers the following topics:

e “NetVoyant Configuration Tasks” on page 16

e “Using the Configuration Wizard” on page 17

e “Performing Initial Configuration Tasks” on page 17
e “Configuring Discovery” on page 28

e “Configuring Device Classes and Models” on page 36

e “Troubleshooting NetVoyant Configuration” on page 42
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NETVOYANT CONFIGURATION TASKS

Before NetVoyant identifies the devices on your network, collects data for those devices, and provides

reports on the data, you must complete some initial configuration tasks. Additional configuration is

required only to ensure that the data you need is collected and displayed in reports according to your

organizational needs.

Configuring NetVoyant includes the following types of tasks:

Required?

Configuration task

More information

Yes

No

Configure discovery.

Define what NetVoyant discovers by configuring NetVoyant
discovery.

Note: The initial tasks that you perform in the
Configuration Wizard configure the NetVoyant discovery
process. For more information, see “Using the Configuration
Wizard” on page 17

Configure data collection and retention.

Configure overall data collection and retention by configuring
datasets.

If you do not complete this task type, NetVoyant collects data
based on default settings and the information from the
discovered devices.

Configure and manage polling;

Contfigure the polling frequency for a device by managing
polling,

If you do not complete this task type, NetVoyant collects data
based on default datasets and the information from the
discovered devices.

Configure user roles.

Control how users are able to use the NetVoyant reporting
tool and interact with your networks and devices by adding
and configuring NetVoyant user roles (performed in the

NetVoyant reporting tool or NetQoS Performance Center).

If you do not complete this task type, NetVoyant provides
access to administration and report data to the default roles
and settings.

Configure user accounts.

Manage access to the NetVoyant console and collected data
by creating and configuring NetVoyant user accounts
(petformed in the NetVoyant reporting tool or NetQoS
Performance Center).

If you do not complete this task type, NetVoyant provides
access to administration and report data to the default user
accounts and settings.

“Configuring Discovery” on
page 28

“Viewing and Configuring
Data by Poll Instance” on
page 45

“Configuring Data
Collection Frequency” on

page 64

“Adding and Editing Roles”
on page 229

“Adding or Editing a
NetVoyant User” on
page 231

16
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USING THE CONFIGURATION WIZARD

The first time you open the NetVoyant console in a standalone system, the Configuration Wizard
opens. Use this wizard to set up the initial configuration for NetVoyant and discover the devices on
your network. It continues to open until you configure discovery scopes and SNMP profiles.

Note: The Configuration Wizard does not display the first time that you open the NetVoyant console
on a distributed system. However, it is the most straightforward method for performing the initial
configuration on a distributed system from the Master console. For more information, see
“NetVoyant Architectural Overview and Licensing” on page 2.

Follow these steps:

I. Click Tools, Configuration Wizard in the NetVoyant console.

e Click Next to step through the wizard.
e Click Back to step backwards to a previous step.

2. Add the SNMP profiles.
For more information, see “Adding SNMP Profiles to the Console” on page 17.
3. Add discovery scopes.
For more information, see “Configuring the Discovery Scopes” on page 22.
4. (Optional) Add discovery seeds.
For more information, see “Adding Discovery Seeds” on page 24.
5. Select polled device classes.
For more information, see “Enabling or Disabling Polling for a Device Class” on page 25.
6. Start discovery.
For more information, see “Initiating Discovery” on page 20.

7. On the last page of the wizard, click Finish.

PERFORMING INITIAL CONFIGURATION TASKS

You can use the Configuration Wizard to perform the tasks described in this section. These tasks let
you complete a preliminary configuration of NetVoyant and initiate the discovery of your network.

Adding SNMP Profiles to the Console

The NetVoyant console uses SNMP profiles in order to establish access to the devices on your
network. In defining a profile, you create an identity used for authentication when performing SNMP

queries and sets. The NetVoyant console supports authentication to devices that use SNMPv1,
SNMPv2, and SNMPv3.

Note: For a distributed NetVoyant system, add or modify SNMP profiles on the Master server. If a
poller is not operational when the configuration change occurs on the Master, the change is
synchronized when communication with the poller is restored.
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Configuring the SNMP Profile List

You can configure these profiles directly in the Configuration Wizard or you can access and edit
SNMP Profiles from the Config tab in the NetVoyant console. NetVoyant requires at least one valid
SNMP profile for each device in order to retrieve polling data.

Follow these steps:

l.
2,

Click Tools, Configuration Wizard in the NetVoyant console.

Click Next to display the SNMP Profiles list.

Click Add.

The SNMP Profiles dialog opens.

Enter the parameters for the new SNMP profile and click OK.

For more information, see “Defining SNMP Profiles” on page 19.

To change the position of a profile in the list, select it and click Raise or Lower.

Note: When discovering a device, NetVoyant verifies each profile in list order to identify a valid
profile for that device. Re-ordering the SNMP profiles to make the most-used profiles highest in
the list can significantly reduce the amount of time required for discovery.

Click Next to continue through the rest of the Configuration Wizard.

On the last page of the wizard, click Finish.

Follow these steps:

Click the Config tab in the NetVoyant Master or standalone console.

2. Expand the Master server.
3. Expand Discovery and select SNMP Profiles.
The configured profiles appear in the context panel.
4
>ﬁ1r2s{andup (Master Console) ¥  Discovery Scopes I Discovery Seeds I Device Models I Device Classes | Interface Types  SNMP Profiles |
2] Poliing
A Matifications Profile Mame | SMMP Yersion | Security Level |
E‘g Discovery public SHNMPy1/SHMPY2C Mo-Authentication, Mo-Privacy
Discovery Scopes netgos SHNMPy1SMMPY2C Mo-Authentication, Mo-Privacy
Discovery Seeds redpt SHNMPy1SMMPY2C Mo-Authentication, Mo-Privacy
Device Models redpaint SHNMPy1SMMPY2C Mo-Authentication, Mo-Privacy
Device Clazzes ngSecure SHMPY3 Mo-Authentication, Mo-Privacy
S8 Irterface Types
|8 xBar2standupy2 (Paller)
Aclel Remave Chanoe | Raise | Lowver | Help |
w Config | MBs | Services
4. Click Add.

The SNMP Profiles dialog opens.

5. In the dialog, enter the parameters for the new user profile and click OK.

For more information, see “Defining SNMP Profiles” on page 19.
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6. To change the position of the profile in the list, select it and click Raise or Lower.

Note: When discovering a device, NetVoyant verifies each profile in list order to identify a valid
profile for that device. Re-ordering the SNMP profiles to make the most-used profiles highest in
the list can significantly reduce the amount of time required for discovery.

Defining SNMP Profiles

Establishing access to the devices on your network from the NetVoyant console depends upon
creating profiles that it can use for authentication. NetVoyant supports authentication to devices that
use SNMPv1, SNMPv2C, and SNMPv3. You can define multiple SNMP profiles in the NetVoyant
console so that you can accommodate multiple types of protocols and access credentials used across
your network.

SNMPvI and SNMPv2

For SNMPv1 or SNMPv2C, authentication consists of providing the correct community string for a
particular access level (get and set). If a device is assigned an SNMP profile with the correct
community strings, access is granted.

If you plan to configure IP SLLA operations for a device directly from the NetVoyant console by
SNMPv1 or SNMPv2C, you must create a profile to define both the read and write community
strings (the get and set community strings) for the device. For more information, see “Setting SNMP
Profiles for a Device” on page 108.

SNMPv3

Using SNMPv3 to establish contact is more complex. SNMPv3 employs a User-based Security Model
(USM). Before access is granted at a particular level, a security user (in this case, the NetVoyant
console) and a set of authentication and privacy keys must be verified by the device’s SNMP engine.
This set of authentication and privacy keys (called a ¢credential) is linked to an SNMP profile that the
NetVoyant console uses when contacting a device.

For more information, see “Using SNMPv3 Security Credentials” on page 20.

Follow these steps:
I. Open the SNMP Profiles dialog.
e From the Config tab, expand Discovery, select SNMP Profiles, and click Add or Change in the

context panel.

e From the Configuration Wizard, click Next to display the SNMP Profiles list and click Add or
Change.

2. In the Profile Name field, enter a unique name for the profile.

Note: Profile names must be unique and are not case-sensitive (for example, “Public” and
“public” are considered the same and not unique). The NetVoyant console validates the profile
when you save the settings.

3. Select or clear the “Enabled for Discovery” check box.

e If the profile is enabled (the default setting), NetVoyant tests the profile during discovery and
assigns it based on a successful match.
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4.

6.

7.

e If the profile is #of enabled for discovery, NetVoyant does not test the profile during discovery
when it attempts to determine a device’s SNMP version/profile. When the profile has
previously been assigned to a device and you disable the profile, NetVoyant attempts to assign
another profile during the next discovery cycle.

Choose the SNMP Version for the profile.

Profiles can be configured for SNMPv1, SNMPv2c, or SNMPv3. When either SNMPv1 or
SNMPv2c is selected, you specify the community string that is used to gain access. When SNMPv3
is selected, you can configure access levels based on authentication and privacy protocols.

Note: You cannot change the SNMP version for a profile after it was created.
Enter the port number in the Port field.

The default port for SNMP is port 161. However, if you use another port for SNMP polling,
specify that port number for the profile.

Enter the community/security information.

If either SNMPv1 or SNMPv2c is selected as the SNMP version, enter the community string in
the Community field and again in the Verify field.

Note: Each SNMPv1/v2 profile must use a unique community string. When you attempt to create
a profile with a community string used by an existing profile, the NetVoyant console does not
accept the profile.

For more information, see “Using SNMPv3 Security Credentials” on page 20.
Click OK.

Using SNMPv3 Security Credentials

SNMP Version 3 (SNMPv3) is an interoperable standards-based protocol for network management.

SNMPv3 provides secure access to devices that use a combination of authenticating and encrypting

frames over the network.

SNMPv3 provides for both security models and security levels. A security model is an authentication

strategy that is set up for a user and the role in which the user resides. A security level is the permitted

level of security within a security model. A combination of a security model and a security level

determines which security mechanism is employed when handling an SNMP packet.

Authentication: uses time-stamping and password hashing to reduce the chance of unauthorized
access of an SNMP-enabled device from a Network Management Station (NMS).

Privacy: provides encryption for SNMP messages sent across a network, ensuring message
integrity and preventing intercepted SNMP packets from being deciphered by unauthorized users.
This can be used only with authentication.

Follow these steps:

Open the SNMP Profiles dialog,
e FIrom the Config tab, expand Discovery, select SNMP Profiles, and click Add or Change in the

context panel.

e From the Configuration Wizard, click Next to display the SNMP Profiles list and click Add or
Change.
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2. In the Profile Name field, enter a unique name for the profile.

Note: Profile names must be unique and are not case-sensitive (for example, “Public” and
“public” are considered the same and not unique). The NetVoyant console validates the profile
when you save the profile settings.

3. Select or clear the “Enabled for Discovery” check box.

e If the profile is enabled (the default setting), NetVoyant tests the profile during discovery and
assigns it based on a successful match.

e If the profile is not enabled for discovery, NetVoyant does not test the profile during discovery
when it attempts to determine a device’s SNMP version/profile. When the profile has
previously been assigned to a device and you disable the profile, NetVoyant attempts to assign
another profile during the next discovery cycle.

4. Choose SNMPv3 as the SNMP Version for the profile.
5. Enter the port number in the Port field.

The default port for SNMP is port 161. However, if you use another port for SNMP polling,
specify that port number for the profile.

6. Enter the remaining parameters in the dialog to define the security and authentication.

Parameter Description

User Name This is the User Name used for device access.

Note: Each SNMPv3 profile must use a unique user name. When you
attempt to create a profile with the same user name as an existing profile, the
NetVoyant console does not accept the profile.

Context Name (Optional) For devices that support both switch and router interfaces, use this
setting to specify a keyword that applies to the particular context where this
profile is applied.

Note: You must create separate profiles for each context when a device
supports both router and switch contexts.

Security Level This specifies the security level to be used.The two security areas are grouped
together into a security level, allowing for three possible Security Levels:
® No Authentication, No Privacy
e Authentication, No Privacy
e Authentication, Privacy

Authentication If the selected security level applies authentication, select the authentication
type MD5 or SHA) and enter the password (between 1 and 64 characters in
length) used to determine Authentication and verify it.

If you change an existing password and the credential is used with a profile
that is applied to one or more devices, a confirmation dialog opens.

Privacy If the selected security level applies privacy, select DES56, AES128, or 3DES
from this list and enter a password (between 1 and 64 characters in length)
used to determine Privacy and verify it.

If you change an existing password and the credential is used with a profile
that is applied to one or more devices, a confirmation dialog opens.

7. Click OK.

NetVoyant Administrator Guide 21



Configuring Your NetVoyant System

SNMP Profiles in NetQoS Performance Center

When your installation of NetVoyant is bound to NetQoS Performance Center, the SNMP profiles
defined in the NetVoyant console are automatically added to NetQoS Performance Center. These
profiles are also distributed to other CA products that are bound to that NetQoS Performance Center
during the next synchronization cycle.

NetQoS Performance Center minimizes duplication of SNMP profiles by comparing the User
(SNMP v3) or Community String (SNMP v1 and v2) values to existing profiles when a new data
source is added. If a profile already exists with the same User or Community String, the profile with
the most recent change (based on the time stamp) is used as the master profile.

During synchronization, if NetQoS Performance Center encounters a new profile name that matches
an existing profile, but the User or Community String values do not match, it saves the newer profile
by appending a number to the duplicate name so that it is unique. For example, the first profile named
“Boston” retains this name, and “Boston(1)” is used as a unique name for the second profile. When
NetQoS Performance Center changes the profile name during this synchronization process, the name
change is also implemented in the data source product during the next synchronization.

If you or another administrator add or modify an SNMP profile in NetQoS Performance Center,
these changes are synchronized with all of the registered data source products, including NetVoyant.

Configuring the Discovery Scopes

When you specify discovery scopes, NetVoyant discovers only networks and devices included in your
discovery scope list. Although it can detect all networks and devices connected to your system, you
designate the items to include and exclude from the discovery process. It is highly recommended that
you add discovery scopes to limit the number of devices discovered, especially when connected to
large networks, such as the Internet.

Note: If you are running a distributed NetVoyant system, it is recommended that you configure
discovery scopes on the Master server and specify the appropriate poller for each scope. If a poller is
not operational when the configuration change is made on the Master, the change is synchronized
when communication with the poller is restored.

You can add, edit, and remove items in the Discovery Scopes list with the Configuration Wizard, or
from the Config tab in the NetVoyant console. You can also import a list of items from a standard
text file.

Adding Networks and Devices to the Discovery Scopes

The Discovery Scopes list is empty when NetVoyant is first installed. If the discovery process is
enabled and executed without scoping parameters, NetVoyant attempts to discover all networks that
are connected to the NetVoyant system. This can produce undesired results.

To ensure that NetVoyant discovers only those networks and devices that you want, add items to the
Discovery Scopes list to be explicitly included or excluded during discovery.

Note: You can explicitly exclude networks and devices. This may be necessary when you specify a
large network (such as a class B), but you want to exclude some of the smaller scopes (such as class C
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networks). The inclusion and exclusion of certain networks and devices is controlled by the Include
check box in the Discovery Scopes list.

Follow these steps:
I. Access the discovery scopes list in the NetVoyant console in one of two ways:

e C(lick Tools, Configuration Wizard and click Next until the Discovery Scopes dialog appears.
e Click the Config tab and click Discovery, Discovery Scopes.

2. Click Add.

Note: To import a scope file instead of entering the scope information, click Import. For more
information, see “Importing Discovery Scopes” on page 23.

3. Specity the discovery scope:
e To add a network, select Network and enter the Network IP Address and Network Mask.

e 'To add an individual device, select Device and enter the Device Name or IP Address.

4. Designate the scope as included or excluded:
¢ To include the network or device in discovery, select the “Include in Discovery” check box.

¢ To exclude the network or device from discovery, clear the “Include in Discovery” check box.
5. For a distributed system, use the Poller list to designate a poller.

This setting determines which poller “owns” the scoped item because pollers are typically
partitioned by network scopes. For a standalone system, this is automatically set to the local poller
(Master) and cannot be changed.

6. Click OK.

7. If you add or edit discovery scopes in the list with the Configuration Wizard, click Next to
continue to the last page of the wizard and then click Finish.

Importing Discovery Scopes

You can import a text file that contains your discovery scopes to simplify this process. The file must
contain a list of devices and networks that you want to include in your discovery scope. Each device
or network IP address must be on a separate line in the file.

The following is an example of a valid list of discovery scope entries:

192.168.123.1

192.168.123.2,255.255.255.255

192.168.123.3/32

192.168.123.0/24

192.168.124.0,255.255.255.0

Note: For a distributed NetVoyant system, specify a single poller for the imported discovery scope
list. If your list contains items for different pollers, you can create separate text files and import each

with an assignment to the correct poller. Or, you can import the scopes designating a single poller and
then use the Change button to re-assign items to the correct poller.
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Follow these steps:
I. Click the Config tab in the NetVoyant console.
2. Expand Discovery.
This provides access to discovery configuration.
3. Select Discovery Scopes.
The configured discovery scopes appear in the context panel.
4. Click Import.

If you are running a distributed NetVoyant system and are importing the scope on the Master, the
Select Poller dialog opens.

5. (Distributed only) Select a poller and click OK.
The Select Scope File dialog opens.
6. Browse for and select the text file that contains the discovery scopes.
7. Click Add.
A confirmation dialog opens.
8. Confirm the import by choosing to append or replace the existing discovery scopes list.

e Click Append/Merge to add the discovery scopes in the imported file to the current discovery
scopes. NetVoyant scans the imported file for valid scopes, ignores duplicate entries, and
displays the number of valid scopes that it finds.

e Click Replace to remove the current discovery scopes and add the discovery scopes in the
imported file. NetVoyant scans the imported file for valid scopes and displays the number of
valid scopes that it finds.

9. Click OK.

Adding Discovery Seeds

NetVoyant uses discovery seeds to provide starting points for the discovery process. Seeds are specific
devices or networks that it probes during the discovery process to find other devices and networks to
discover.

Adding discovery seeds is not required; however, in some situations it can be useful to provide these
“hints.” For example, when you want NetVoyant to discover networks that are separated from the
poller by a public network or when it cannot discover a gateway router because of problems with its
access list or SNMP profiles.

If you add a device as a discovery seed, the discovery process first PINGs, then scans the device and
starts discovery at that point. If you add a network as a discovery seed, a broadcast Ping is sent to that
subnet and all devices that respond are discovered.

Note: For a distributed NetVoyant system, configure discovery seeds on the Master and specify the
appropriate poller for each seed. If a poller is not operational when the configuration change is made
on the Master, the change is synchronized when communication with the poller is restored.
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Follow these steps:
I. Access the discovery seeds list in the NetVoyant console in one of two ways:

e From the Tools menu in the NetVoyant console, select Configuration Wizard and click Next
until the Discovery Seeds List appears.

e C(lick the Config tab and select Discovery, Discovery Seeds.
2. Click Add.

3. In the Discovery Seed dialog, specify a seed.
¢ To add a network as a discovery seed, select Network and enter the network IP address and
network mask.

e To add an individual device as a discovery seed, select Device and enter the device name or IP
address.

4. For a distributed system, use the Poller list to designate a poller.

This setting determines which poller owzs the seed item. For a standalone system, this is
automatically set to the local poller (Master) and cannot be changed.

5. Select or clear the “Extended Discovery” check box to include or omit the seed in extended
discovery.

When this option is selected, NetVoyant rediscovers the device’s characteristics during its
rediscovery process. It also uses information in the ARP cache and IP routing table for this device
to discover other devices. For more information, see “The NetVoyant Discovery Process” on

page 28.
6. Click OK.

7. If you add or edit discovery seeds in the list with the Configuration Wizard, click Next to continue
to the last page of the wizard and then click Finish.

Enabling or Disabling Polling for a Device Class

To control the types of devices from which a NetVoyant poller collects data, you can select which
device classes are automatically enabled for polling upon discovery.

NetVoyant discovers all devices within your discovery scope; however, it does not automatically
enable polling for those device classes that are excluded from polling, If it discovers a new device and
its class is not enabled for polling, it does not gather data from the new device unless you enable
polling for it after discovery.

In a distributed NetVoyant system, configuration of device classes must be done on the Master server.
If a poller is not operational when the configuration change is made on the Master, the change is
synchronized when communication with the poller is restored.

Note: Enabling or disabling polling for a device class does not affect polling for devices that are
already discovered.

Important: It is strongly recommended that you do not remove device classes from the NetVoyant
console. If you remove a device class, the NetVoyant console defines all devices of this class as part of
the “Other”’device class and continues to poll the devices. If you do not want to poll a particular
device class, disable that device class from polling,
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Follow these steps:
I. Access the Device Classes list in the NetVoyant console in one of two ways:

e Click Tools, Configuration Wizard, and click Next until the Device Classes page appears.
e Click the Config tab and select Discovery, Device Classes.

2. Enable or disable device classes.

e To turn off polling for a device class, select the device class and click Disable.

¢ To turn on polling for a device class that is disabled, select the device class and click Enable.

3. If you modify automatic polling for device classes with the Configuration Wizard, click Next to
continue to the last page of the wizard and then click Finish.

Initiating Discovery

After you complete configuration with the Configuration Wizard, start the discovery process so that
NetVoyant can begin to discover your networks and devices. It performs initial discovery when
triggered from the Configuration Wizard. From then on, it performs a partial rediscovery every night
at midnight to update device configuration information. You can change the time at which partial and
full rediscovery takes place on the Config tab. For more information, see “Configuring Discovery
Options” on page 31.

You can also initiate a rediscovery of an individual device, group of devices, or your entire network

manually. For more information, see “Rediscovering Devices and Groups” on page 109.

You can initiate discovery with the following methods.

Follow these steps:
I. Click Tools, Configuration Wizard in the NetVoyant console.
2. Click Next until the Discovery Log page appears.
For more information, see “Configuring Discovery Options” on page 31.
3. Click Start Full Discovery.
NetVoyant adds a discovery log to the list for each new device or network that it discovers.
4. Click Discovery Monitor to verify that NetVoyant discovers devices as expected.

For more information, see “Monitoring the Discovery Process” on page 27 and “Troubleshooting
NetVoyant Configuration” on page 42.

5. After discovery begins, click Next to review a summary of your configuration selections.

6. Click Finish.

Follow these steps:

I. In the NetVoyant console, click the Config tab.

2. Click Discovery.
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3. On the Discovery tab, click one of the start discovery buttons

e To start a full discovery of your entire network, click Start Full Discovery.

e To start a partial discovery of your entire network, click Start Partial Discovery.

For more information, see “Using Full and Partial Discovery” on page 28.

Monitoring the Discovery Process

The Discovery Monitor can help you troubleshoot and monitor the discovery process as it is
occurring, It provides information about what NetVoyant is discovering and when the next discovery

process is scheduled to occur.

Discovery Monitor for ¥ym-test-MC1

Mext discovery time at:

=10l x|

Periodic discovery dizabled

Firewalls  Hubs

Other Printers  Probes  Routers

Servers  Switches

kurrent tirne: Dec 11, 2007 11:13:28 &M, Discovery disabled st Master, Discovery gueue size (Master/Pollers) = 279

It is recommended that you use the Discovery Monitor to monitor the initial full discovery of your

network.

Note: For more information, see “Troubleshooting NetVoyant Configuration” on page 42.

Follow these steps:

1. Click Tools, Discovery Monitor in the NetVoyant console.

The Discovery Monitor opens.

The Discovery Queue Size at the bottom of the Discovery Monitor indicates the number of
devices that are queued for discovery. The graphical breakdown by device class indicates how
many devices of each class are discovered.

2. In the NetVoyant console, click the Services tab to force a stop of the discovery process.

3. Select the Topology service.
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4. Click Stop.
This stops the discovery process.

Note: For more information, see “Managing NetVoyant Services” on page 217.

Viewing the Discovery Log

In addition to the Discovery Monitor, you can use the discovery log window to monitor the discovery
process. This tool displays logs related to the discovery process. Discovered networks or devices are
added to the list as a separate log item.

Follow these steps:
» Click Tools menu, Discovery Log.

The discovery log window displays the following information:

Parameter Description

Timestamp The date and time at which NetVoyant discovered the network or device.
Discovery message A description of the type of discovery that was made.

Name The name of the network ot device that NetVoyant discovered.

CONFIGURING DISCOVERY

When NetVoyant discovers your network, it finds the SNMP-manageable devices in your discovery
scope. It also discovers which SNMP tables are supported by each discovered device. NetVoyant
discovery is based on SNMP and ICMP.

To enable NetVoyant to discover devices on your network and to control what it discovers, you must
configure the discovery process.

Note: You can perform all required steps to configure initial discovery in the Configuration Wizard.
For more information, see “Using the Configuration Wizard” on page 17.

The NetVoyant Discovery Process

The first discovery cycle that you initiate is a full discovery. This first discovery is required so that
NetVoyant can identify the devices on your network and determine what types of data it can collect
from each device. After this initial discovery, you can make numerous configuration customizations to
fine-tune rediscovery, polling, and data collection.

Using Full and Partial Discovery

NetVoyant can execute two different types of discovery: full and partial. As a NetVoyant
administrator, you can determine how often NetVoyant does a partial discovery of known devices and
how often it completes a full rediscovery of all devices on your network.

e Full Discovery: When NetVoyant performs a full discovery, it attempts to discover all enabled
datasets against each device. This is the required discovery process for initial discovery, and is also
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desirable for less frequent or manual rediscovery in order to capture new devices and dataset
changes, such as which devices and datasets are enabled for or disabled from polling.

Partial Discovery: When NetVoyant performs a partial discovery, it attempts to rediscover only
those datasets that were previously discovered on each device. This means that only new poll
instances for an existing dataset on a known device are discovered. Because most devices do not
change functionality regularly, a partial discovery is desirable for regular daily rediscovery of your
NetVoyant system. If you have a large number of devices, this can save a significant amount of
processing time.

Discovery Sequence of Events

NetVoyant automatically executes a full rediscovery on a weekly basis. You can change this setting in

the Discovery Options to be more or less frequent, and you can manually execute a full discovery at

any time. For more information, see “Configuring Periodic Discovery” on page 31.

NetVoyant completes the full discovery process in the following sequence of events:

Sends out a PING and queries with SNMP. NetVoyant sends a ping to each device within a
discovery scope. You can use the broadcast ping option so that it captures a wider range of
connected devices and networks. From the responses, it sends queries to determine the SNMP
version supported by the responding device and the SNMP profile that works with the device.

Queues responding devices. It then runs events 3 through 5 for devices in the queue. NetVoyant
queues additional devices that are discovered during these events.

Classifies devices based on a configurable database of device models and classes. Devices that it
recognizes as part of a known device class are added to the related NetVoyant group.

Polls devices with SNMP to discover poll instances. NetVoyant queries tables that are used by the
default datasets for poll instances. Poll instances correspond to the SNMP rows in these tables.

For example, it queries the frCircuitEntry MIB table for poll instances in the preconfigured Frame
Relay Circuit Statistics dataset. You can add custom datasets and compile new MIBs into the
NetVoyant console to extend what poll instances it discovers in this stage.

Queries the device’s ARP cache and IP routing table to discover further devices. NetVoyant
completes this stage only if a device is configured as a discovery seed or set to extended discovery.

It queries the internal tables to look for additional devices on the LAN segment or adjacent LAN
segments. This information is also used to map IP addresses to MAC addresses for devices that do
not respond to SNMP. This information is useful for RMON matrix reporting (the RMON data is
based on MAC address).

NetVoyant also queries the ipRouteEntry table (IP routing table) to find the “next hop”
networks. If these networks are in scope, it queries for discoverable devices.

Continues events 3 through 5 with each discovered device until the discovery queue is empty.

NetVoyant Administrator Guide 29



Configuring Your NetVoyant System

NetVoyant also executes a partial rediscovery on a daily basis (midnight). This partial discovery
process rediscovers only those datasets that were previously discovered on each known device. You
can modify the time of day and frequency of this automatic partial rediscovery, or manually execute a
partial rediscovery in the Discovery Options.

The sequence of events for a partial discovery is a sub-set of a full discovery:

I. Queues known devices that are enabled for polling,

2. Polls each device with SNMP to discover poll instances. NetVoyant queries tables that are used by
the current datasets for poll instances. Reachability, Availability, and Interface Statistics are always
queried.

Configuration Settings that Affect Discovery and Polling

You can configure how NetVoyant discovers your network and polls discovered devices by
performing the following administrative tasks:

Required? Description More information
No Set the discovery options. “Configuring Discovery
You can configure the following: Options” on page 31

® If and when periodic rediscoveries are performed
® How time-outs and retries are handled during discovery.
® How new devices are named upon discovery.

® The amount of system resources allocated to the
discovery process.

® The default “time-to-live” for unresponsive or out-of-
scope devices

® Hvent retention and system resource allocation

Yes Add SNMP profiles. “Adding SNMP Profiles to the

Establishing access to the devices on your network from Console” on page 17
the NetVoyant console depends on creating profiles that it

can use for access and authentication. NetVoyant supports

authentication to devices that use SNMPv1, SNMPv2 and

SNMPv3.

No Add discovery scopes. “Configuring the Discovery

NetVoyant discovers only networks and devices included in Scopes” on page 22
your discovery scope list.

We highly recommend that you add discovery scopes to

limit the number of devices discovered, especially when

connected to large networks (such as the Internet).

No Add discovery seeds. “Adding Discovery Seeds” on

Seeds are specific devices or networks that NetVoyant page 24
probes during the discovery process to find other devices
and networks to discovet.

You do not need to add discovery seeds; however, in some
situations it can be useful to provide these “hints.”
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Required?

Description

More information

No

No

Enable or disable polling for a device class.

To control the types of devices from which the NetVoyant
poller collects data, you can select which device classes are
automatically enabled for polling upon discovery.

Enable or disable polling for a device model.

To control the types of devices from which the NetVoyant
poller collects data, you can select which device models are
automatically enabled for polling upon discovery.

Conlfigure interface types.

To control how NetVoyant uses ifType to identify
interfaces, you can add, edit, or remove interface types in
the NetVoyant console.

Enable or disable discovery for a device.

You can remove individual devices from the nightly
rediscovery.

You can also set individual devices to extended discovery,
so that they provide further information during the
discovery process to aid NetVoyant in finding other devices
and networks to discovert.

Enable or disable discovery for a dataset.

You can remove datasets from the full rediscovery.

“Enabling or Disabling Polling
for a Device Class” on

page 25

“Enabling or Disabling Polling
for a Device Model” on

page 41

“Configuring Interface Types”
on page 36

“Editing Discovery Settings
for a Device” on page 109

“Managing Discovery for a
Dataset” on page 48

Configuring Discovery Options

When NetVoyant discovers your network, it finds the SNMP-manageable devices in your discovery

scope. It also discovers which SNMP tables are supported by the discovered devices. Discovery is
based on SNMP and ICMP.

You can configure when it performs rediscovery, how time-outs and retries are handled during

discovery, how it names new devices that it discovers, and the amount of system resources allocated

to the discovery process.

Configuring Periodic Discovery

Periodic discovery, or rediscovery, is enabled by default and configured to occur at a daily interval at

midnight. NetVoyant supports the scheduling of both full and partial rediscovery processes, with a

default configuration of a partial rediscovery daily and a full rediscovery weekly. For more

information, see “Using Full and Partial Discovery” on page 28.

You can enable or disable periodic rediscovery, and modify the interval and timing for both full and

partial rediscovery.

Follow these steps:

I. Click the Config tab in the NetVoyant Master or standalone console.

2. Expand the Master and select Discovery.
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The discovery options appear in the context panel.

3. Edit the following Periodic Discovery parameters as required:

Parameter Description
Periodic discovery To turn off automatic rediscovery of your network, clear this check box.
enabled

If you turn off rediscovery of your network, new devices or configuration
changes that you make to existing devices are not reflected in NetVoyant
unless you manually add them.

Interval Offset To configure the starting point for rediscovery intervals, select a time in hours,
minutes, and seconds for the Interval Offset.

If your NetVoyant system already performs periodic rediscovery (enabled),
you can change this setting (time in days, hours, and minutes) to shift the
current discovery interval up or down accordingly.

Interval To configure the frequency at which a partial rediscovery of your devices is
performed, select a time in days, hours, minutes, and seconds for the Interval.

NetVoyant performs a partial rediscovery daily (an interval of 1 day and
00:00).

Full Discovery Interval ~ To configure the frequency at which a full rediscovery of your devices is
performed, select the number of days for the interval.

NetVoyant performs a full rediscovery weekly (an interval of 7 days).

4. Click Set to save your changes.

Note: You can manually execute a full or partial rediscovery of your entire network. For a full
rediscovery, click Start Full Discovery. For a partial rediscovery, click Start Partial Discovery.

Configuring the Discovery Parameters

Use the Discovery Parameters to specify how rediscovery of your network is executed on your
NetVoyant system and how NetVoyant manages previously discovered devices that are unresponsive,
and devices that do not fully support SNMP polling or are out of scope.

Follow these steps:
I. Click the Config tab in the NetVoyant Master or standalone console.
2. Expand the Master console and select Discovery.

The discovery options appear in the context panel.

3. Complete the following fields, and then click Set.
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Parameter Description

Timeout (sec) The number of seconds that elapse before NetVoyant times out when
performing SNMP queries to your devices during discovery.

Longer time-outs significantly increase how long it takes to complete the
discovery process.

Note: You can also configure time-outs and retries for individual devices. For
more information, see “Editing Discovery Settings for a Device” on page 109.

Retries The number of times that you want to retry each device for each SNMP profile
when a timeout occurs.

More retries can significantly increase how long it takes to complete the

discovery process.

Note: You can also configure time-outs and retries for individual devices. For

more information, see “Editing Discovery Settings for a Device” on page 109.
Ping Sweep Indicates whether ping sweeps are petrformed during rediscovery.

If ping sweeps are disabled, NetVoyant uses directed broadcasts during

rediscovery to create a list of devices to discover.

Note: Because directed broadcast is often disabled in routers, it is
recommended that you use ping sweep for the initial discovery of your
network.

NPC Sync Indicates whether NetVoyant synchronizes data with ReporterAnalyzer and/or
SuperAgent. Valid only when NetVoyant and ReporterAnalyzer and/or
SuperAgent are registered as data sources in NetQoS Performance Center.

Note: If you enable this option, all devices that are reported on by
ReporterAnalyzer and SuperAgent are synchronized to NetVoyant as discovery
scopes during the next full synchronization between NetVoyant and NetQoS
Performance Center.

For more information, see “Configuring the Discovery Scopes” on page 22.

Device Expiration The number of days that a device remains in the system when it enters one of
(days) the states (Out-of-Scope, Does Not Resolve, or Unresponsive) that triggers a
“time-to-live”” expiration.
When the number of days has transpired, the device is automatically removed
at the next discovery process unless its state has changed.

For more information, see “Device Polling Status” on page 94.
bl g P g

Device Unresponsive ~ The number of consecutive, non-responsive days required for NetVoyant to set
(days) the device to an Unresponsive status, and trigger a “time-to-live” expiration.

If the device responds before the expiration period, it is returned to its previous
status.

For more information, see “Device Polling Status” on page 94.
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Parameter

Description

Ignore Non-SNMP
Devices

Detect Out-of-Scope
Devices

Indicates whether NetVoyant ignores all non-SNMP devices that are not
explicitly scoped.

NetVoyant discovers all devices in a scope. If a device is not SNMP-capable,
NetVoyant adds the device to the database and creates a Reachability poll table
(poll instance) to enable a PING of the device and to obtain latency
measurements.

To specifically add a non-SNMP device to the scope when this option is
selected, add the device address and mask, for example:

192.168.123.1 255.255.255.255
For more information, see “Configuring the Discovery Scopes” on page 22.
Indicates whether NetVoyant retests out-of-scope devices during the “time-to-
live” period.
If an out-of-scope device is determined to be in scope during that time,
NetVoyant returns the device to its previous status.

This check box is selected by default. However, if you do not want to
rediscover out-of-scope devices even if they are added to the discovery scope
configuration, you can clear this check box so that NetVoyant continues to
expire all out-of-scope devices according to the Device Expiration setting,

For more information, see “Configuring the Discovery Scopes” on page 22.

Configuring the Device Naming Parameters

Use the Device Naming Parameters to specify how NetVoyant names th e devices that it discovers on

your network. Setting the naming parameters determines how devices appear in the NetVoyant

console and in reports.

Follow these steps:

1.
2.

Expand the Master server on the Config tab in the NetVoyant Master or standalone console.

Select Discovery.

The discovery options appear in the context panel.

Parameter

. Change the following Device Naming Parameters as needed:

Description

Default device name

Use the menu to select a default device name for your discovered devices
based on the IP address, DNS name, or SNMP sysName OID.

Note: The device name is used to poll the device; therefore, this must be an
IP address or a name that resolves to an IP address. Before selecting the
SNMP Sysname option, ensure that your devices are set up so that the SNMP
sysName resolves in DNS to an IP address.
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Parameter Description

Default device alias Use the menu to select a default device alias for your discovered devices based
on the IP address, DNS name, or SNMP sysName OID.

This is for display purposes and is the device alias that you see in the
NetVoyant console and for reporting. If you use the sysName OID, the
NetVoyant console uses the device DNS name or IP address for devices that
do not have a sysName value.

DNS domain(s) to To remove the domain portion of a device name for display purposes in
remove from alias NetVoyant reports or in the console, enter a comma-separated list of domain
names in this field.

For example, you could enter a domain of example.com. If NetVoyant
discovers a device with a domain name of device5.example.com, it strips the
domain suffix (example.com) from the device name. In the NetVoyant
console, the device is named device5.

4. Click Set to save your changes.

Configuring the System Resources Parameters

Use the System Resources Parameters in the Discovery tab to specify how NetVoyant handles event
retention and system bandwidth during rediscovery.

Follow these steps:
I. In the NetVoyant console (Master or standalone), click the Config tab.
2. Expand the Master server and select Discovery.

The discovery options appear in the context panel.

3. Change the following System Resources parameters as required:

Parameter Description

Event Retention (days)  To control how long topology change logs are retained, set the number of
days in this field. In distributed systems, pollers retain polling changes for the
length of time indicated here.

If a poller loses connectivity with the Master, topology change logs enable it
to communicate topology changes that it discovers during this lapse in
connectivity.

Resource Usage To configure how many process threads and memory is allocated to the
discovery process, change the slide bar setting for Resource Usage.

Low (Slower) values are the minimum values for these resources
recommended for discovery to occur. A low value results in a slower
discovery process. A high value results in a faster discovery process, but could
impact reporting processes because of memory allocation.

Maximum Bandwidth To restrict the amount of bandwidth that is allocated for the discovery
process, select Limited and enter a maximum bandwidth in KB. Discovery is
not restricted by bandwidth.

4. Click Set to save your changes.
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Configuring Interface Types

NetVoyant has a preconfigured list of known interface types; however, you can add new interface
types, change the identifying value for existing interface types, or completely remove interface types.
To control how it identifies interfaces by ifType, you can add, edit, or remove interface types in the
NetVoyant console.

Follow these steps:

I. In the NetVoyant console (Master or standalone), click the Config tab.
2. Expand the Master server.

3. Expand Discovery and select Interface Types.

4. In the context panel, do one of the following:
e To add an interface type, click Add. This opens the Add Interface Type dialog.

e To edit an interface type, select the interface type and click Change. This opens the Change
Interface Type dialog.

e To remove an interface type, select the interface type and click Remove. Then click Yes in the
confirmation dialog.

5. Enter or edit the following parameters as required:

Parameter Description

Interface type For a new interface type, enter the name of the interface type in the Interface
type field.

Value Enter or edit the value for the Interface type. This is the value used in the

ifType OID (or similar).

6. Click OK.

NetVoyant discovers new devices interface type according to your changes.

CONFIGURING DEVICE CLASSES AND MODELS

NetVoyant determines the model of a device that it discovers by looking at the device’s sysObjectID.
It then determines the class of the device based on the device model.

As an administrator, you can configure how NetVoyant classifies discovered devices and enables
polling of newly-discovered devices by performing the following tasks:

Task Purpose More information
Add a device class. To control how NetVoyant identifies devices by ~ “Changing a Device’s
class. Classification” on page 38
Remove a device class. To control how NetVoyant identifies devices by ~ “Removing a Device Class”
class. on page 39

Add, edit, or remove a To control how NetVoyant identifies devices by ~ “Adding or Editing a Device
device model. model. Model” on page 40
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Task Purpose More information
Enable or disable To control the types of devices from which the  “Enabling or Disabling
polling for a device NetVoyant poller automatically collects data. Polling for a Device Class”
class. on page 25

Enable or disable To control the types of devices from which the ~ “Enabling or Disabling
polling for a device NetVoyant poller automatically collects data. Polling for a Device Model”
model. on page 41

NetVoyant Device Classifications

NetVoyant automatically classifies new devices it discovers according to device model and class.
Device classification helps determine the appropriate device group for each new device. For example,
it places a device identified as a router in the Routers group.

Device class and model information also determine whether NetVoyant automatically enables or
disables polling for new devices. You can disable polling for device classes or models to control how it
gathers information from your network. And you can select the device models or classes that it
automatically enables for polling upon discovery.

Default Device Classes

NetVoyant includes a preconfigured list of known device models and their related sysObjectIDs;
however, you can add new device models, change the class or sysObjectlD for device models, or
completely remove device models to control how NetVoyant classifies new devices that it discovers.

Default device classes include the following:

e Other

e Routers

e Hubs

e Probes

e Servers

® Workstations

e DPrinters

e Switches

o Network Termination

o Firewalls

The “Other” Device Class

NetVoyant places all devices that it does not recognize as an identified device class in the Other
device class. This happens when one of the following is true:

e The device is a model that it does not recognize.

e You removed the device class to which the device model belongs.

Warning: Do not remove the “Other” device class.
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To help NetVoyant classify devices better, you can:

e Add device classes and assign device models to that class. For more information, see “Changing a
Device’s Classification” on page 38.

e Add device models to the NetVoyant console and assign them to appropriate device classes. For
more information, see “Adding or Editing a Device Model” on page 40.

Changing a Device’s Classification

You can change the device class assigned by NetVoyant. For example, if it assigned a router in the
Other device class, you can manually reassign it to the correct Routers device class for that device
model.

Note: You cannot change the device class for a generic device model. Devices with a sysObjectID
such as 1.3.6.1.4.1.x, or with the term “generic” in the Device Model Name typically fall into this
category.

Follow these steps:

I. In the NetVoyant console (Master or standalone), click the Config tab.

2. Expand the Master server.

3. Expand Discovery and select Device Models.

4. Perform one of the following actions:
e To add a device model and assign it to a device class, click Add.

e To edit an existing device model and assign it to another device class, select the device model
and click Change.

Alternatively, you can select a misclassified device in the Group tab, right-click, and select Change
Classification.

The Device Classification dialog opens.

5. Enter or edit the following parameters:
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Parameter

Description

Device Model sysObjectID

Device Class

Device Model Name

Manufacturer’s Image File

For a new device model, enter the sysObjectID.
The device’s SNMP agent uses the sysObjectID to identify the device
model. See your device’s documentation to locate this number.

Select the new Device Class. For example, Routers.

The Device Model Name refers to the equipment model’s name. For
example, HP Laser]et Printer.

(Optional) Enter the name of the device manufacturer’s image file to
control the icon that the NetVoyant console displays for devices of this
model on the Group tab.

If you do not enter a custom image file, it displays the default icon for
the device class.

Note: Place the GIF image in the

D:\NetVoyant\classes\redpoint\images directory on the NetVoyant
server.

6. When you are finished defining or editing the device model, click OK.

This creates the new device class and assigns this device model to the device class.

7. Repeat step 3 through 5 to assign more device models to the device class.

After the initial device, when editing a device model, you can select the new device class from the

Device Class list.

8. To view the device class, click the Device Class tab.

Removing a Device Class

If you remove a device class, NetVoyant defines all devices of this class as part of the Other device

class and continues to poll devices in this device class that are not disabled from polling. Later, if you

want to add the device class back into NetVoyant you must manually recreate the device class by

adding a new device class and reassigning device models.

Warning: It is strongly recommended that you do not remove device classes from NetVoyant. If you

do not want NetVoyant to poll a device class, perform the following tasks instead of removing the

device class:

Task More Information

Disable the device class from polling so that new devices “Enabling or Disabling Polling for a Device
in this device class are disabled from polling, Class” on page 25

Disable polling of all datasets for the device group that “Configuring Polling for a Group” on page 87

contains this device class so that current devices in this
device class are disabled from polling;

Important: Before removing a device class, assign each device model in the class to a different device

class.
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Follow these steps:

2.

3.

In the NetVoyant console (Master or standalone), click the Config tab.
Expand the Master server.

Expand Discovery and select Device Classes.

In the list of device classes, select the device class and click Remove.

NetVoyant removes the device class and assigns all device models in this device class to the Other
device class.

Adding or Editing a Device Model

NetVoyant includes a preconfigured list of known device models; however, you can control how it

identifies devices by model. You can add, edit, or remove device models in the NetVoyant console by

performing the following tasks:

Add new device models. To add a device model, you must know the associated sysObjectlD. The
device SNMP agent uses the sysObjectID to identify the device model. See your device’s
documentation to locate this number.

Change the class or sysObjectID for device models.
Change how device models are placed into NetVoyant groups.

Remove device models. It is recommended that you do not remove device models from
NetVoyant. If you remove a device model, it defines all devices of this model as part of the Other
device class. If you later want to add the device model back into NetVoyant, you must manually
recreate the device model based on the sysObjectlID.

Follow these steps:

l.
2.
3.

In the NetVoyant console, click the Config tab.
Expand the Master console, expand Discovery, and select Device Models.

Perform one of the following actions:
e To add a device model, click Add.
e To edit a device model, select the device model and click Change.

The Device Classification dialog opens.

Enter or edit the following parameters:

Parameter Description

Device Model sysObjectID For a new device model, enter the sysObjectID.

The device’s SNMP agent uses the sysObjectID to identify the device
model. See your device’s documentation to locate this number.

Device Class Select the Device Class for this device model; for example, Routers.
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Parameter Description

Device Model Name The Device Model Name refers to the equipment model’s name; for
example, HP Laser]et Printer.

Manufacturer’s Image File (Optional) Enter the name of the device manufacturer’s image file to
control the icon that NetVoyant displays for devices of this model on
the Group tab.

If you do not enter a custom image file, it displays the default icon for
the device class.

Note: Place the GIF image file in the

D:\NetVoyant\classes\redpoint\images directory on the NetVoyant
server.

5. When you finish defining or editing the device model, click OK.

Warning: 1t is strongly recommended that you do not remove device models from Netl oyant. If you
remove a device model, NetVoyant defines all devices of this model as part of the “Other” device
class. If you later want to add the device model back into NetVoyant, you must manually recreate the
device model based on the sysObjectID.

Enabling or Disabling Polling for a Device Model

To control the types of devices from which NetVoyant collects data, you can select which device
classes and device models are automatically enabled for polling upon discovery. NetVoyant discovers
all devices within your discovery scope; however, it does not automatically enable polling for those
device classes or models that you choose to exclude from polling. It does not gather data from these
devices unless you specifically enable polling for them after discovery.

Note: Enabling or disabling polling for a device model does not affect polling for devices that
NetVoyant has already discovered. When you disable a device model, it disables polling for new
devices of this model when they are discovered. When you enable a device model, it enables polling
for new devices of this model when they are discovered.

Follow these steps:

I. Click the Config tab in the NetVoyant console.

2. Expand the Master server and select Discovery beneath it.
3. Select Device Models.

4. Perform the following tasks to designate which models are enabled for polling:
e To turn off polling, clear the Enabled check box next to the device model name.
e To turn on polling for a device model that is disabled, select the Enabled check box.
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TROUBLESHOOTING NETVOYANT CONFIGURATION

The following questions and answers address some of the issues that can arise during NetVoyant
configuration and discovery.

Q. NetVoyant did not discover devices. What’s wrong?
A. The following are some possible reasons why NetVoyant does not discover devices:

® You did not enter the correct SNMP profile information for your SNMP agents. For more
information, see “Adding SNMP Profiles to the Console” on page 17.

e Your devices require that SNMP pollers be added to their access control list. For more
information, see the next question and answer.

¢ You did not enter a correct discovery scope or the addresses and masks are too restrictive. For
more information, see “Configuring the Discovery Scopes” on page 22.

® You need to increase the timeout or retries for discovery. For more information, see “Configuring
Discovery Options” on page 31.

¢ You discovered devices, but did not enable them for polling, If you do not see all of your devices in

the NetVoyant console, is possible that some devices are disabled for polling. For more
information, see “Enabling and Disabling Polling” on page 57.

Q. What is a Device Access Control List?

A. Many routers and other network connectivity devices require that the address of SNMP pollers be
entered into the device’s access control list.

The access control list typically contains a list of trusted hosts that the device responds to with SNMP.
You might need to add the NetVoyant poller that polls a device (distributed) or the Master console
(standalone) to the access control list for the device. Configuration of the access control list is
typically performed with a proprietary interface to the router. Review your device’s documentation for
assistance with this task.

Q. | completed the Configuration Wizard. Why is there no data available in NetVoyant reports?

A. NetVoyant does not collect data until the first polling cycle is initiated. The rolled up data that is
presented in NetVoyant reports is generally not available until two rollup periods have passed (two
hours by default).

The following are additional possible reasons that you do not see data:

e All of your poll instances are disabled. NetVoyant only collects data for enabled poll instances. For
morte information, see “Configuring Polling for Poll Instances and Interfaces” on page 119.

® You need to increase the values for SNMP timeout and retries for certain devices, such as devices
across a slow WAN link. For more information, see “Editing Discovery Settings for a Device” on

page 109.
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CHAPTER 3

Configuring Data Collection
and Retention

NetVoyant organizes data that it collects from your devices and determines how it collects that data
according to datasets. Each dataset is based on exactly one MIB table, from which data for that
dataset is collected. In the NetVoyant console, you configure polling, data retention, and baselines by
dataset.

NetVoyant is preconfigured with many general-purpose datasets. These include Device Availability,
Interface Statistics, Frame Relay Circuit Statistics, T1, T3, Cisco System Resources, Host Resource
Storage, and others.

This section discusses the following topics:

“NetVoyant Data Collection and Storage” on page 44
“Managing Dataset Properties” on page 46

“Creating and Configuring Custom Datasets” on page 53
“Configuring Data Collection Frequency” on page 64
“Configuring Data Rollup and Retention” on page 69
“Configuring What Data to Gather” on page 72
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NETVOYANT DATA COLLECTION AND STORAGE

NetVoyant organizes data that it collects from your managed devices according to datasets. It
correlates each dataset with a MIB table, gathers data from the MIB table, and stores the data that it
gathers in a poll table in the correlated dataset.

For example, the NetVoyant Topology service obtains information for the Host Resource Storage
dataset from the hrStorageEntry table, which is defined in the Host Resources MIB. If it polls a server
for data stored in the hrStorageEntry MIB table, it stores the collected data in the Storage poll table in
the Host Resource Storage dataset.

Data Organization by Poll Instance

A MIB uses object identifiers (OIDs) to label each type of data that it describes. An OID is a
permanent, unique name assigned to an object for storage (persistence).

When the NetVoyant Topology service gathers data from a device, it correlates all OID-labeled data
for one managed object with one poll instance. If it gathers data from your server that supports the
Host Resources MIB, it correlates data for all OIDs in that MIB (hrStorgeSize, hrStorageUsed,
hrStorageAllocationFailures) for one hard drive with one poll instance. NetVoyant correlates all data
for all OIDs for another hard drive with a separate poll instance. If a device collects data for a polled
MIB table from four managed objects, it has four correlated poll instances.

The following diagram provides a visual representation of how NetVoyant gathers data from a MIB
table on a device and organizes it by poll instance, poll table, and dataset.

NetVoyant data is organized by dataset, poll table, and poll instance.

MNetVaoyant Managed Device

Poll Table
Poll Instance 1 Managed Object 1

SMMP ID
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Viewing and Configuring Data by Poll Instance

NetVoyant organizes poll instances and poll tables in the NetVoyant console so that you can view

your data organized by device, poll table, and poll instance. If a device supports a MIB table that is
correlated with a dataset, then it displays a poll table with poll instances for that dataset below the

device on the Group tab of the NetVoyant console.

For example, if a server supports the Host Resources MIB, the server displays a poll table called
Storage when you select the server in the Group tab of the NetVoyant console and expand it. This
poll table contains several poll instances, each representing the data collected from a managed object
on the server.

Poll instances in the Storage poll table for the ngmediastream server
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If you want to configure how NetVoyant collects a certain type of data for a managed object on a
device, you can configure settings for the related poll instance. For example, you could apply a polling
group with a five minute polling rate to the Virtual Memory poll instance shown in the preceding
tigure. NetVoyant then gathers data about Virtual Memory from the hrStorageEntry MIB table on the
ngmediastream server every five minutes.

In NetVoyant, you configure polling, data retention, baselines, and data validation by dataset. To
configure how it gathers and stores data, perform the following tasks:

Task type Task specifics More information

Edit an existing dataset. Edit configuration options for an existing “Managing Dataset
dataset. Properties” on page 46

Create a custom dataset To add functionality by compiling additional “Creating and Configuring
MIBs into NetVoyant, you must also create Custom Datasets” on
custom datasets in the NetVoyant console page 53

based on the MIB tables from which you want
to gather data.
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Task type Task specifics More information
Configure what data Create or edit the expressions that are gathered ~ “Creating or Editing a
NetVoyant gathers for a from the MIB table for the dataset. Dataset Expression” on
dataset. page 73

Add or edit baselines for the expressions in the ~ “Adding and Editing
dataset. Baselines in the NetVoyant
Console” on page 76

Create data validation rules to ensure the “Using Data Validation
integrity of the data. Rules” on page 79
Configure the frequency  Create or edit polling groups that can be “Creating or Editing a
for gathering the data for  applied to poll instances in the dataset. Polling Group” on page 64
a dataset. Set a default polling group for the dataset. “Changing the Default
Polling Group for a Dataset”
on page 66
Modity the polling intervals used by the poll “Configuring the Frequency
instances in the dataset. for Polling and Rollups” on
page 64

Configure how long the Editing the rollup frequency or retention time “Configuring Data Rollup
NetVoyant database for data in the dataset by editing the rollup and Retention” on page 69
retains data for a dataset.  settings for the dataset’s polling groups.

MANAGING DATASET PROPERTIES

You can configure basic parameters for a dataset such as the description of the dataset that is visible in
the NetVoyant console. You can also enable or disable discovery for a dataset and configure how
NetVoyant discovers and names poll instances in a dataset.

View the list of existing datasets on the Master server (or a standalone) by selecting the Config tab and
expanding Polling, Datasets.

Note: In a distributed NetVoyant system, all changes to datasets must be done on the Master.

Editing Dataset Details

The Dataset panel contains a number of settings for the dataset. These settings determine whether
NetVoyant polls for the dataset, how it discovers and enables new poll instances for the dataset, and
handling of polling events associated with the dataset. You can modify the settings for a default
dataset or for custom datasets that you created.

Follow these steps:
I. Expand the Master server in the Config tab of the NetVoyant Master or standalone console.
2. Expand Polling, Datasets and select the dataset.

The dataset details appear in the context panel.
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3. Enter or edit the following parameters, and then click Set:

Parameter Description
Description (Optional) Enter or edit the description of the dataset.
Polling Enabled Select this check box to enable polling for the dataset.

Periodic discovery enabled

Model

Poll Event Severity

Poll Event Category

Data Validation Severity

Polling Notification Limit

Auto-Enable Rule

For more information, see “Enabling and Disabling Polling for
Datasets” on page 58.

Select this check box to enable discovery for the dataset.

For more information, see “Managing Discovery for a Dataset” on

page 48.

(Optional) Use this parameter to specify a string for selective discovery
of poll instances. When specified, only devices with a matching
sysObjectID are queried by NetVoyant to discover new poll instances.

For more information, see “Selective Discovery by Device ID” on

page 49.

Note: Some standard datasets do not honer this setting and others have
a required setting. In these cases, the string cannot be specified or
changed.

Select a severity level from the list to control the severity that is assigned
to polling failures for this dataset. The default setting for most datasets is
Unavailable, to indicate that the device was unavailable for polling;

Choose from the following severities: None, Warning, Minor, Major,
Critical, Unavailable.

If NetVoyant is unable to poll a device that supports the data in this
dataset, it assigns the poll event severity for the dataset to this event and
sends notifications that you have configured for poll events of this
severity level.

Note: If NetVoyant is registered with NetQoS Performance Center as a
data source, this severity level is reported in the Map and Map Event
List.

Assign a category for a missed poll event for the poll instance or
interface.

This information is used to categorize events in the Event Manager
when NetVoyant is registered with NetQoS Performance Center as a
data source.

Choose from Unknown, Status, Threshold, Configuration, Performance.

For more information, see “Viewing and Editing Poll Instance and
Interface Details” on page 117.

Assign a severity for a data validation rule. Choose from None, Normal,
Warning, Major.

For more information, see “Using Data Validation Rules” on page 79.
Select the number of polling cycles over which NetVoyant sends

notifications for polling events on the dataset. For more information, see
“Using Polling Notification Limits” on page 190.

Select whether to enable or disable polling for poll instances that
NetVoyant discovers in a dataset. For more information, see “Using
Auto-Enable Polling” on page 60.
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Parameter Description

Discovery Rule (Optional) Set this option to restrict discovery of poll instances for the
dataset based on a discovery rule. The default setting, All, indicates that
no discovery rules are applied and all poll instances are discovered.

This option is only configurable if you have created discovery rules for
the dataset. For more information, see “Selective Discovery by Poll
Instance” on page 50.

Storage Requirement (Optional) Enter an expression to dynamically restrict database storage
for poll instances in the dataset.

For more information, see “Restricting Database Storage” on page 71.

Poll Instance Name (Optional) Enter the default name for poll instances in this dataset. You
can use any OID in the MIB table for the dataset to create dynamically
generated poll instance names.

For more information, see “Naming Poll Instances and Interfaces” on
page 51.

Poll Instance Description (Optional) Enter the default description for poll instances in this dataset.
You can use any OID in the MIB table for the dataset to create
dynamically generated poll instance descriptions.

This description includes the Match Statement. By including the Match

Statement in the poll instance description, each Match Statement poll
instance is unique.

For more information, see “Naming Poll Instances and Interfaces” on

page 51.
Poll Instance Expiration Modity this setting to change the number of days that a poll instance for
(days) the dataset remains in the system when it is scheduled to be deleted

(“time-to-live” expiration).When the number of days has transpired, the
poll instance is automatically removed at the next discovery cycle unless
its state has changed.

For more information, see “Polling Status and Expiration” on page 116.

Managing Discovery for a Dataset

All datasets are included in rediscovery. If you do not want to discover new poll instances for a
dataset, you can disable discovery for that dataset. If you do not want to gather data associated with a
particular dataset, including existing poll instances, you can also disable polling of the dataset. For
more information, see “Enabling and Disabling Polling for Datasets” on page 58.

When a dataset is enabled for discovery, NetVoyant discovers all poll instances and interfaces on all
discovered devices. However, you can implement selective discovery to control which datasets are
tested against a device during discovery.

In the NetVoyant console, you can control how NetVoyant assigns names to the discovered poll
instances and interfaces.
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Enabling and Disabling Dataset Discovery

To remove a dataset from automatic discovery, you can disable discovery on the dataset’s Details tab.
When you disable discovery, NetVoyant does not queue or update information related to this dataset
during periodic discovery.

Note: Poll instances for all QoS-related datasets are discovered on devices on which you have
configured them. However, the discovery status of the QoS Class Map Statistics dataset controls the
discovery status of the other QoS-related datasets. Therefore, if you disable discovery for the QoS
Class Map Statistics dataset, then, by default, you also disable discovery for all QoS-related datasets.

Follow these steps:
I. Expand the Master console in the Config tab of the NetVoyant console.
2. Expand Polling, Datasets and select the dataset.

The dataset details appear in the context panel.

3. Change the option selection to enable or disable periodic discovery:
e To disable the dataset for discovery, clear the “Periodic discovery enabled” check box.

e To enable the dataset for discovery, select the “Periodic discovery enabled” check box.

4. Click Set to apply your changes.

Selective Discovery by Device ID

In the NetVoyant console, the Dataset tab for a selected dataset displays a Model parameter. This
parameter controls which devices are tested against the dataset during discovery. When this parameter
contains a specified string, only those devices with a matching sysObjectID are queried for poll
instances for the dataset.

This parameter takes a single entry (multiple entries cannot be specified) as a free-format string and
the NetVoyant console does not perform specific data validation. If the specified string does not
match the device’s sysObjectID, or the beginning of its sysObjectID, the discovery of the dataset is
skipped for that device.

Some of the more global datasets, such as Device Availability, Reachability, and Interface Statistics, do
not honor this setting and a string cannot be specified. For other datasets where NetVoyant uses
custom discovery code, such as NBAR and Cisco CB QoS, this parameter is ignored.

For some standard datasets that are specific to Cisco MIBs (IPSLA, Memory Pool, System, and
Backplane), the model is already specified and cannot be modified. For example, in the Cisco
Backplane Traffic dataset, only devices that have a sysObjectID starting with 1.3.6.1.4.1.9 are queried
for sysTrafficMeterEntry poll instances. The result is that non-Cisco devices are not tested for this
dataset.
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Aytn-Frahle Rules | Properties | Data Yalidation I Dizcovery Rules
Dataset [ Expressions Pallifg Baselines Retertion
Matme: ciscoswwitch =
Description: ICisc:n:n Backplane Traffic

¥ Palling Enabled:

¥ Periodic dizcovery enabled:  CISC0_STACK MIE sysTrafficheterEntry

Use this parameter to optimize the discovery process, particularly for custom datasets (MIBs) built for
specific types of devices (such as F5, Nortel, and so on).

Important: Exercise caution when specifying a Model ID for common datasets. For example, it does
not make sense to define an ID for the Frame Relay Circuit Statistics dataset because many different
vendors support the standard Frame Relay MIB. However, the NetVoyant console does allow an ID
specification for this dataset, and uses it, if specified.

Selective Discovery by Poll Instance

In the NetVoyant console, you can configure discovery rules for a dataset to control which poll
instances are discovered based on OID variables. These discovery rules take the form of a “where”
clause; for example, you could add the following clause as a discovery rule for the Interface Statistics
(ifstats) dataset to limit discovery to certain types of interfaces:

ifType in (6, 20, 18, 45)
Adding a Discovery Rule

You can add multiple discovery rules for a dataset on the Discovery Rules tab. Each rule is comprised
of an SNMP requirement as an expression.

Follow these steps:
I. Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
2. Expand Polling, Datasets and select the dataset.
The details for the dataset appear in the context panel.
3. Click the Discovery Rules tab.
4. Click Add to add a rule for discovering poll instances or interfaces for that dataset.
This opens the Add Expression dialog,
5. In the Name field, enter a descriptive name for the rule.

6. In the SNMP Requirement field, enter an expression that defines the discovery rule where the
expression evaluates as true or false.

When the discovery rule is applied to the dataset, the NetVoyant console limits discovery to those
poll instances and interfaces for which the rule evaluates to true. For more information, see
“Constructing Discovery Rules” on page 51.

7. Click OK to add the rule name and expression to the Discovery Rules list for the dataset.

8. Click the Datasets tab to view the dataset details in the context panel.

50

NetVoyant Administrator Guide



Configuring Data Collection and Retention

9. From the Discovery Rule list, select the discovery rule.
10. Click Set to save your changes.
Note: A discovery rule that you want to delete cannot be specifically selected (applied) in the Dataset

tab for a dataset.

Constructing Discovery Rules

When constructing an SNMP requirement expression for a discovery rule, you are restricted to using
the dataset OIDs as variables. This restriction is based on the tables that are queried during discovery
for each dataset. For more information, see “Creating or Editing a Dataset Expression” on page 73.

Note: If the dataset is part of a parent/child relationship (such as CBQoS), child poll instances are
added even when the parent was skipped because of a discovery rule. However, this is not the case for
interface types, such as T1 subinterfaces and DSX1/DSX3 poll instances.

The following is an expression for a Loopback discovery rule created for the Interface Statistics
(ifstats) dataset:

ifType NOT IN ('24','0') AND ifSpeed > 0

Datazet | Expressions | Falling I Easelines | Retentinn
Auto-Enable Rules Properties I Data Yalidation Discovery Rules
Dizcovery Rules for Dataset: ifstats
Rule Mame | Rule Expression
ifSpeed ifSpeed = 0 AND ifDescr NOT LIKE "*Loophack® OR ifDescr MOT LIKE "*hull*

iType MOT IN ('24'/0% AND ifSpeed = 0

This rule evaluates as true for interfaces that are not loopbacks and have valid interface type values. If
you apply this discovery rule to the Interface Statistics dataset, NetVoyant discovers or rediscovers
only those interfaces that satisfy these requirements.

Important: This must result in a valid SnmpQL query. When the query is not valid, no poll instances
are discovered for that particular dataset. When the logging level is set to 4 or higher, you can use the
Test button on the Add Expression or Change Expression dialog validate the query before you apply
the discovery rule to a dataset.

Naming Poll Instances and Interfaces

NetVoyant reports display the names of poll instances and interfaces and the NetVoyant console tree-
tab panel displays the descriptions. Both name and description appear on the NetVoyant console
Details tab for each poll instance and interface.

The name and description for a poll instance or interface is populated upon discovery with the name
and description templates specified for the dataset. You can manually change the name or description
for a specific poll instance or interface in the Details tab.

Important: If you manually change the contents of the Name or Description fields of a poll instance
or interface, the name and description templates specified in the dataset are not applied to that poll
instance or interface. To re-enable the name and description templates, delete the entries in these
fields (blank) and save the poll instance or interface, then rediscover the device.
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Using the Poll Instance Name and Description Templates

The name and description for a poll instance or interface is populated upon discovery with the name
and description templates specified for the dataset. For more information, see “Editing Dataset
Details” on page 46.

Faoll Instance Matne: I[Device.ﬂ\liaa]

Poll Instance Description: I[$RFC1 213_MIB zysDescrDeviceAliaz]

i

When defining the name or description for poll instances and interfaces, you can use the OIDs
defined in the MIB table upon which a dataset is based. You can also use two internal NetVoyant
variables, DeviceAlias and DeviceName, which dynamically map to the device’s alias and name
respectively upon discovery.

A parameter/variable is specified by enclosing it in brackets, such as [DeviceAlias].

You can specify alternate parameters/variables by specifying them in order of priority, separated by
pipes within the brackets, such as [portname |ifAlias | ifName]. In this example, the property uses the
first parameter that has a populated value.

Note: When you specify the template for the Poll Instance Description in the Interface Statistics
dataset, it determines the naming of interfaces for NetVoyant reports and for cross-product reporting
in NetQoS Performance Center. For more information, see “Cross-Product Interface Naming” on

page 52.

Cross-Product Interface Naming

When NetVoyant is bound to NetQoS Performance Center as a data source, the description
information for poll instances and interfaces is also displayed in NetQoS Performance Center views.

When NetQoS Performance Center has multiple product data sources, it can display views with
aggregated information. NetVoyant and ReporterAnalyzer both provide data for interfaces. These
products use the same interface naming templates so that NetQoS Performance Center can recognize
when data applies to the same interface and can be aggregated.

Aggregate interface information and population of views in NetQoS Performance Center are based
on the template specified in the Poll Instance Name field for the Interface Statistics dataset. The
default template is as follows:

[DeviceAlias] :: [1fName|ifDescr] - [portName|ifAlias]

Other NetVoyant reporting views are based on the template specified in the Poll Instance Description
tield for the Interface Statistics dataset. The default template is as follows:

[ifName|ifDescr] - [portName|ifAlias]

If you run NetVoyant and ReporterAnalyzer installations that are registered in NetQoS Performance
Center, make identical changes to the templates for interfaces. When the product data sources use
different templates, NetQoS Performance Center cannot propetly aggregate and report data for
interfaces.
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CREATING AND CONFIGURING CUSTOM DATASETS

To add functionality to NetVoyant by compiling additional MIBs, create custom datasets in the

NetVoyant console based on the MIB tables from which you want to gather data.

Using the Dataset Wizard to Create a New Dataset

The Dataset Wizard streamlines the process of configuring the basic properties of a custom dataset. It

also lets you add expressions upon which the NetVoyant reporting tool generates reports for the

dataset. You add the expressions to specify the data collected and customize the calculations used for

reporting, thresholds, alarms, and notifications. Finally, the Dataset Wizard lets you change the

frequency for polling and rolling up data for the new dataset.

Follow these steps:

Click File, New, Dataset in the NetVoyant console.

The Dataset Wizard opens.

Click Next to display the MIBs panel and select a MIB upon which to base the dataset.
For more information, see “Selecting a MIB in the Dataset Wizard” on page 54.

Click Next to display the Data Set panel and configure the dataset and select a table from the MIB
you selected in step 2.

For more information, see “Managing Dataset Properties” on page 40.

Note: You can edit configuration options after you exit the Dataset Wizard. However, you cannot
change the MIB table upon which a dataset is based after the dataset was created.

Click Next to display the Expressions panel and add expressions for the dataset based upon the
OIDs in the MIB table you selected in step 3.

For more information, see “Adding Expressions in the Dataset Wizard” on page 55.

Note: You can add expressions after you exit the Dataset Wizard. For more information, see
“Creating or Editing a Dataset Expression” on page 73.

Click Next to display the Poll Group List panel and add polling groups and set a default polling
group to define the frequency for polling and rolling up data for the dataset.

For more information, see “Adding Polling Groups in the Dataset Wizard” on page 56.

Note: You can add and configure polling groups after you exit the Dataset Wizard. For more
information, see “Creating or Editing a Polling Group” on page 64.

Click Next to display the Summary panel and review the settings for the new dataset.

Click Finish to add the dataset and exit the wizard.
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Selecting a MIB in the Dataset Wizard

When creating a custom dataset, you can select a MIB that has already been compiled or add a MIB to
your NetVoyant system.

Some MIBs have dependencies on other MIB modules. If you add a MIB to NetVoyant, you must
first compile its dependent MIBs. For more information, see “Adding MIBs to NetVoyant” on
page 134.

On a distributed system, datasets are synched from the Master server to the pollers, but only when the
pollers are connected and running at the time a dataset is added or modified. If a poller is not
operational when the configuration change is made on the Master, the change is synchronized when
communication with the poller is restored.

Follow these steps:
I. Start the Dataset Wizard and click Next to display the MIBs panel.

2. Perform one of the following actions:

e Select one of the preloaded MIBs from the list and skip to step 7.
e C(lick Add to add a MIB in the MIB Compiler and continue to step 3.

3. In the MIB Compiler, click Add.
4. Browse for and select the MIB source file and click Add.
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The MIB source file is added to the list in the MIB Compiler.
5. Select the MIB source file and click OK.

The new MIB is compiled and added to the list of MIB modules in the Dataset Wizard.
6. Select the new MIB in the list of MIB Modules.
7. Click Next to continue through the rest of the Dataset Wizard.

8. On the last page of the wizard, click Finish.
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Adding Expressions in the Dataset Wizard

NetVoyant uses expressions in a dataset to create reportable data based upon the raw data collected

from your devices. You can use the default expressions or create your own. If you create a custom

dataset, you must also create the expressions used to render NetVoyant report views for the new

dataset.

Note: There must be at least one expression in each dataset.

On a distributed system, datasets are synched from the Master server to the pollers, but only when the

pollers are connected and running at the time a dataset is added or modified. If a poller is not

operational when the configuration change is made on the Master, the change is synchronized when

communication with the poller is restored.

Follow these steps:

l.
2,
3.

Click File, New, Dataset to start the Dataset Wizard (Master or standalone).
Complete the steps until you reach the Expressions page.

Perform one of the following tasks:
e To add an expression, click Add.

e To edit an expression, select the expression and click Change.
The Expression editor opens.

Enter or edit the following parameters:

Parameter Description

Name For a new expression, enter a name. The name is used to identify the expression in
NetVoyant.

Description Enter or edit the description for the expression. The description can help you

identify what type of data an expression gathers.
Expression Enter the expression in this field.

Definition ¢ To enter an OID, double-click the OID in the list or enter the OID name in the
Expression Definition field. This list includes all the OIDs in the MIB table upon
which the dataset is based.

® To enter an operator, click the operator button. You can also use the Operators
listed in the Expression Editor. For more information, see “Changing Advanced
Calculations for an Expression” on page 75.

® To add a property, enter the name of the property preceded by a § symbol in the
Expression Definition as in the following example: $PropertyName. For more
information, see “Working with NetVoyant Properties” on page 236.

Note: Expressions can use the OIDs listed in the OID table at the right of the Expression editor.
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oIDs | SYINTAX

availability Expression
availability _bl Expression
reboots: Expression
sysDescr DisplayString
sysContact DisplayString
syshlame DisplayString
sysLocation DisplayString
sysServices INTEGER:

(Optional) To configure what types of calculations NetVoyant performs on the expression for use
in NetVoyant report views, click Advanced.

a. Select the types of calculations you want performed. For more information, see “Changing
Advanced Calculations for an Expression” on page 75.

b. Click OK.

Click Apply to add the expression to the dataset and enter another expression.
Click OK to exit the Expression Editor.

Click Next to continue through the rest of the Dataset Wizard.

On the last page of the wizard, click Finish.

Adding Polling Groups in the Dataset Wizard

In NetVoyant, a polling group defines the frequency for polling devices for a particular type of data,

the intervals used for rolling up that data for reports, and how long to retain that data. By creating and

editing polling groups, you can control the frequency of polls on your network, the relative granularity

of your report data, and data retention time for your reports.

On a distributed system, polling groups are synched from the Master server to the pollers, but only

when the pollers are connected and running at the time that polling groups are modified. If a poller is

not operational when the configuration change is made on the Master, the change is synchronized

when communication with the poller is restored.

Follow these steps:

l.
2,
3.

Start the Dataset Wizard (Master or standalone).
Complete the steps until you reach the Polling Group List panel.
Perform one of the following actions:

e To add a polling group, click Add.
e To edit an polling group, select the polling group and click Change.

In the Add Poll Group or Edit Poll Group dialog, configure or edit the polling group.
For more information, see “Creating or Editing a Polling Group” on page 64.

Click OK.

(Optional) Repeat steps 3 through 5 to add additional polling groups.

Note: You can add and edit polling groups for the dataset after you exit the Dataset Wizard. For
more information, see “Creating or Editing a Polling Group” on page 64.

Click Next to continue through the rest of the Dataset Wizard.
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8. On the last page of the wizard, click Finish.

ENABLING AND DISABLING POLLING

Within your discovery scope, NetVoyant polls all the SNMP devices that are enabled for polling. The
NetVoyant console provides a number of settings and features that you can use to determine what

datasets and devices are enabled or disabled for polling and to monitor polling,

Disabling Polling for Devices

To stop polling a device or subset of devices, perform any of the following tasks:

Task

More information

Disable or enable polling by interface or poll instance
on a device

Disable polling for a device.

Disable polling for datasets that gather data from a
device

Disable polling for selected datasets in the network to
which the device belongs

Disable polling for selected datasets in the group to
which the device belongs

Disable polling for a device class. NetVoyant
automatically disables polling for new devices of this
class that it discovers.

Disable polling for a device model. NetVoyant
automatically disables polling for new devices of this
model that it discovers.

Disable all polling.

“Configuring Polling for Poll Instances and
Interfaces” on page 119

“Changing the Polling Status for a Device” on
page 107

“Enabling and Disabling Polling for Datasets” on
page 58

“Configuring a Polling Group for a Network™ on
page 88

“Configuring Polling for a Group” on page 87

“Enabling or Disabling Polling for a Device Class”
on page 25

“Enabling or Disabling Polling for a Device
Model” on page 41

“Configuring Polling Settings” on page 57

Note: To hide devices, poll instances, and interfaces that are disabled for polling in the NetVoyant

console, click the View menu, and clear the “Show Disabled from Polling” option.

Configuring Polling Settings

You can turn off all polling, reduce the bandwidth dedicated to polling, and configure how NetVoyant

interpolates data for missed polls on the Polling tab.

On a distributed system, dataset polling settings are synched from the Master server to the pollers, but

only when the pollers are connected and running at the time that polling settings are modified. If a

poller is not operational when the configuration change is made on the Master, the change is

synchronized when communication with the poller is restored.
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Follow these steps:
I. Expand the Master server in the Config tab of the NetVoyant Master or standalone console.
2. Select Polling.

The Polling options appear in the context panel.

3. Edit the following parameters:

Parameter Description

Polling enabled To disable polling for all datasets, clear this check box. This disables all
gathering of data.

Polling bandwidth To restrict the amount of bandwidth allocated for polling, select this check

box and enter a bandwidth in bps. Polling is not restricted by bandwidth.

Interpolate missed polls To enable NetVoyant to interpolate data for missed polls based on data
before and after the missed polls, select this check box and enter the
maximum interval in seconds for which you want to interpolate data.

Note: If you enter too large an interval for interpolation, the interpolated
data begins to lose reliability and accuracy.

4. Click Set to save your changes.

Enabling and Disabling Polling for Datasets

To turn data collection for a dataset on or off, you can enable or disable polling for the entire dataset
so that it applies to all poll instances. You can also enable or disable polling for a dataset within a
specific device group so that is applies only to the poll instances within that group.

Enabling and Disabling Polling Across Groups

You can turn data collection on or off for a dataset so that it applies to all devices. Disabling polling
for a dataset that you do not need is one way to make poll instance licenses available to other datasets
that are of higher priority to your organization.

On a distributed system, dataset polling settings are synched from the Master server to the pollers, but
only when the pollers are connected and running at the time that polling settings are modified. If a
poller is not operational when the configuration change is made on the Master, the change is
synchronized when communication with the poller is restored.

Follow these steps:
I. Expand the Master server in the NetVoyant Master or standalone console.
2. Expand Polling, Datasets and select the dataset.
The details for the dataset appear in the context panel.
3. Click the Polling tab.

4. Perform one of the following tasks:
e To disable polling for a dataset, clear the “Polling Enabled” check box.
e To enable polling for a dataset, select the “Polling Enabled” check box.

5. Click Change.
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Changing Polling for a Dataset by Group

On the Group tab in the NetVoyant console, you can turn data collection on or off for a specific
dataset so that it applies to the devices in the group. Disabling polling by group for datasets that you
do not need is one way to make poll instance licenses available to other datasets that are a higher
priority to your organization.

On a distributed system, dataset polling settings are synched from the Master server to the pollers, but
only when the pollers are connected and running at the time that polling settings are modified. If a
poller is not operational when the configuration change is made on the Master, the change is
synchronized when communication with the poller is restored.

Follow these steps:
I. In the NetVoyant console (Master or standalone), expand the group tree in the Group tab.
2. Select the group for which you want to change polling by dataset.
The details for the group appear in the context panel.
3. Click the Polling tab.

The context panel displays a list of all datasets with poll instances for the devices within the
selected group.

L nvmaster / Nettoyant : Detaits | Maintensnce | Membershin | alarm Broties | wy Pages | Mansgement Reports | Capacity Planving
-] Devices Service Level Reporting I Operations Palling | Metmbers I Show Al Properties I Custarize
(1 Firewalls
a EnahleDisable poling by DataSets
[Marne | Description | Default Poll Group |
€ avail Device Availability Fast (5 Mirutes) =~
ﬁ ciscobemPoal Cisco Memary Poal Faszt (5 Minutes) |
ﬁ ciscoSwitch Cisco Backplane Traffic Faszt (5 Minutes) |
ﬁ ciscoSystem Cisco Systemn Resources Faszt (5 Minutes) |
ﬁ dsxlnear D51 158-Minute Statistics Mormal (15 Minutes) |
ﬁ dsx3near D53 15 Minute Statistics Mormal (15 Minutes) |
ﬁ etherstats Ethernet RMOM Statistics Faszt (5 Minutes) |
ﬁ freircuit Frame Relay Circuit Statistics Faszt (5 Minutes) |
€ hrdevice Host Resource Device Tahle Dizabled |
ﬁ hrprocessar Host Resource Processar Table Faszt (5 Minutes) |
ﬁ hrstarage Host Resource Storage Faszt (5 Minutes) |
L] Networks € hrawrun Host Resource Software Performa...  Disabled hd
@ rrvpolier f Metvoyant € ifstats Interface Statistics Fast (5 Minutes) hd
ﬁ nharstats FProtocol Distribution (NBAR) Dizabled |
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Group I Configl MlBSI Servicesl

4. In the context panel, select a dataset to be modified.

5. Click the arrow next to the default poll group for the selected dataset and choose a poll group
setting:
¢ To enable polling for a dataset, choose a polling group.
e To disable polling for a dataset, select Disabled.

[Marne Description Default Poll Group |
Der ability

[Fast (5 Minutes) |

€ ciscoMemPaol Cisco Memory Poal Disabled k

€ ciscoSwitch Cisco Backplane Traffic Fast (5 Minutes)

ﬁ ciscoSystem Cisco Systemn Resources Mormal (15 Minutes)

€ daxlnear D51 15-Minute Statistics Slow (30 Minutes)

g_; dsx3near D53 15 Minute Statistics RGP LTS il

6. Click Set Selected Dataset’s Polling,
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Using Auto-Enable Polling

Use the auto-enable polling feature to dynamically enable or disable polling for poll instances that
NetVoyant discovers in a dataset based on the criteria that you set. For example, the following is an
auto-enable rule that is created by default for the Interface Statistics dataset:

(1fInOctets+ifOutOctets) <>0

This rule verifies interfaces for traffic and is named “Traffic Present.” If you apply this rule to the
Interface Statistics dataset, when NetVoyant discovers or rediscovers interfaces, it only enables polling
of the interface if the interface had traffic at any time.

Auto-enable polling rules are defined for the Interface Statistics dataset. However, you must activate
auto-enabled polling for the Interface Statistics dataset in the Dataset tab for it to be applied. For all
other datasets, you must create and name auto-enable polling rules before you can apply them to a
dataset.

Important: When you modify an auto-enable rule that is applied to a dataset, open the dataset, select
the Auto-Enable Rules tab, and click Set to apply the change to the dataset.

Creating and Applying Auto-Enable Rules

In a distributed system, auto-enabled polling and auto-enable rules are automatically synched from
the Master server to the pollers, but only when the pollers are connected and running at the time a
rule is applied, added, or modified. If a poller is not operational when the configuration change is
made on the Master, the change is synchronized when communication with the poller is restored.

Note: Creating auto-enable polling rules for a dataset is an advanced configuration task. If an auto-
enable rule is constructed improperly, it can result in all poll instances of a specified type being
disabled. It is recommended that you contact CA Technical Support for assistance with this task.

Follow these steps:
I. Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
2. Expand Polling, Datasets and select the dataset.
The details for the dataset appear in the context panel.
3. Click the Auto-Enable Rules tab.
4. Click Add to add a rule for automatically enabling polling for that dataset.
The Add Expression dialog opens.
5. In the Name field, enter a descriptive name for the rule.

6. In the SNMP Requirement or Properties Requirement field, enter an expression that defines the
auto-enable polling rule where the expression evaluates as true or false. When the auto-enable rule
is activated for the dataset, the NetVoyant console automatically enables polling for those poll
instances for which the rule evaluates to true.

Note: When creating SNMP requirements for auto-enable polling rules, you can use object
identifiers (OIDs) in the MIB table for the dataset. When creating property requirements for auto-
enable polling, you can use properties defined for the dataset on the Properties tab. For more
information, see “Creating or Editing a Dataset Expression” on page 73.
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Example of SNMP Requirement: The following is the expression for the Operationally Up rule
that is created by default for the Interface Statistics dataset:

(ifAdminStatus+ifOperStatus) =2

This rule is identified as ifstatsOpStatus and evaluates as true for interfaces that are operational. If
you apply this rule to the Interface Statistics dataset, when NetVoyant discovers or rediscovers
interfaces, it enables polling of the interface only if the interface is operational.

Example of Property Requirement: For Property Requirement expressions, always place a
dollar sign (§) before a property name. You can use the asterisk (¥) as a wildcard. Enclose your
matching text string in single quote marks. If the following rule were applied to the Interface
Statistics dataset, NetVoyant would automatically enable polling for operational interfaces with a
description that begins with the letters Gi. In addition, NetVoyant would disable interfaces with a
description that does not begin with the letters Gi.

$Description like ‘Gi*’
7. Click OK.
The rule name and expression appear in the Auto-Enable Rules list for the dataset.
8. Click the Dataset tab to view details for the dataset.
9. From the Auto-Enable Rule list, select the auto-enable rule you created.

10. Click Set to save your changes.

Note: You cannot delete an auto-enable rule for the dataset when the rule is selected (applied) in the
Dataset tab.

Disabling Polling for Non-Operational Interfaces

You can use an interface’s operational status (ifOperStatus) to dynamically disable polling in
NetVoyant for non-operational interfaces. This lets you restrict poll instance usage and data storage
for interfaces that are not in use.

You can disable polling for non-operational interfaces. Auto-enable polling lets you dynamically
enable polling for poll instances that are discovered in a dataset based on the criteria that you set.

Auto-enable polling rules based on ifOperStatus are created for the Interface Statistics dataset. You
must set an auto-enable polling rule for the dataset to disable polling for non-operational interfaces.

Note: When an auto-enable rule disables an interface from polling, NetVoyant does not automatically
disable the child interfaces, which can result in “false alarms.” You must manually disable both parent
and child interfaces to resolve this.

For more information, see “Using Auto-Enable Polling” on page 60.

Follow these steps:
I. Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
2. Expand Polling, Datasets and select the Interface Statistics dataset.
The details for the dataset appear in the context panel.
3. Click the Dataset tab.
4. From the Auto-Enable Rule list, select Operationally Up.
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5. Click Set to save your changes.

When NetVoyant discovers or rediscovers interfaces, it disables polling of the interface if the
interface has an ifOperStatus of “down.”

Disabling Polling for Interfaces without Traffic

You can dynamically disable polling in NetVoyant for interfaces that have not seen network traffic at

any time. This lets you restrict poll instance usage and data storage for interfaces that are not in use.

You can disable polling for interfaces without traffic. Auto-enable polling lets you dynamically enable
polling for poll instances that are discovered in a dataset based on the criteria that you set.

An auto-enable polling rule based on traffic is created for the Interface Statistics dataset. You must set
an auto-enable polling rule for the dataset to disable polling for interfaces without traffic.

For more information, see “Using Auto-Enable Polling” on page 60.

Follow these steps:

l.
2.

Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
Expand Polling, Datasets and select the Interface Statistics dataset.

The details for the dataset appear in the context panel.

Click the Dataset tab.

From the Auto-Enable Rule list, select Traffic Present.

Click Set to save your changes.

When interfaces are discovered or rediscovered, NetVoyant disables polling of the interface if the
interface has had no network traffic.

Monitoring Polling

The Polling Monitor provides the following information about NetVoyant polling activity:

Date and time of the next scheduled poll

Polls completed and missed in the most recent poll by dataset
Polls pending in a poll that occurs by dataset

Number of retries required for the most recent poll by dataset

How much bandwidth is being used for polling overall and by dataset
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The Polling Monitor during an active polling cycle
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The clock in the upper-left corner of the Polling Monitor shows the next scheduled polling period.
This polling period does not apply to all poll instances, depending on how polling groups are assigned
to each poll instance. The real-time graph at the bottom shows traffic usage generated by the polling
process with values shown in Kbps. Watching this graph, you can view the traffic peaks caused by the
polling process. You can also enable or disable polling for an entire dataset in the Polling Monitor.

Follow these steps:

» Click Tools, Polling Monitor in the NetVoyant console.

Note: In a distributed system, the Master server has no polling duties. When you view the polling
monitor from the Master, it displays information for the last selected poller. If the last selected is the
Master, it indicates that there is no polling information and Nothing scheduled.
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CONFIGURING DATA COLLECTION FREQUENCY

NetVoyant gathers network, device, and application performance statistics through SNMP-based
polling of hosts, routers, probes, and other connection devices. These statistics are collected, rolled
up, saved, and presented in reports.

Configuring the Frequency for Polling and Rollups

NetVoyant gathers data by poll instance. For each poll instance, you can assign a polling group to
change the frequency of polling and data rollups. Polling groups are created and defined at the dataset
level.

To configure polling groups in the NetVoyant console, you can do the following:

Task More information

Create a new polling group or edit one of the “Creating or Editing a Polling Group” on page 64

existing polling groups

Set a default polling group for a dataset “Changing the Default Polling Group for a Dataset” on
page 66

Apply a polling group to a poll instance or “Configuring Polling for Poll Instances and Interfaces”

interface on page 119

Apply a polling group to all interfaces of a “Performing Mass Operations by Interface Type” on

particular type page 125

Apply a polling group to all poll instances in a “Configuring a Polling Group for a Network™ on

dataset in a network page 88

Apply a polling group to all poll instances in a “Configuring Polling for a Group” on page 87

dataset in a device group

Creating or Editing a Polling Group

In NetVoyant, a polling group defines the polling frequency for a particular type of data, the intervals
used to roll up that data for reports, and how long it retains that data. By creating and editing polling
groups, you can control how often the NetVoyant poller sends polls on your network, how granular
your report data is, and how long the data is available for reports.

Polling groups are created and defined by dataset. When you create a polling group for a dataset, you
then set poll instances in that dataset to the new polling group. When you edit a polling group,
NetVoyant uses the new settings to poll those poll instances in the dataset that are in the polling
group. You can also set a default polling group for new poll instances in a dataset.

Note: A poll instance can belong to only one polling group, and can be polled at one poll rate.

On a distributed system, dataset polling groups are synched from the Master server to the pollers, but
only when the pollers are connected and running at the time a polling group is added or modified. If
a poller is not operational when the configuration change is made on the Master, the change is
synchronized when communication with the poller is restored.
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Follow these steps:
I. Expand the Master server in the Config tab of the NetVoyant Master or standalone console.
2. Expand Polling, Datasets and select the dataset.
The context panel displays the details for the dataset.
3. Click the Polling tab.
The tab lists the polling groups for the dataset.

4. Perform one of the following tasks:
e To edit a polling group, select the polling group and click Change.
e To add a polling group, click Add.

5. In the Change Poll Group or Add Poll Group dialog, enter or edit the following parameters:

Parameter Description

Name If you are creating a new polling group, enter a name.

When you apply a polling group, you select it by name. Use a name that is

descriptive of the type of polling group. For example, you could enter a name of

“Very Fast” for a polling rate that is faster than the default polling group “Fast.”
Desctiption (Optional) Enter or edit the desctiption.

The description can help you identify a polling group’s properties.

Polling Interval Select a time interval from the list. This is the frequency for polling devices for
this type of data.

For example, if you select 1 Min, NetVoyant polls devices for data in this polling
group each minute.

You can add or edit the intervals that are available. For more information, see
“Creating or Editing an Interval” on page 67.

Rollup Interval Select a time interval from the list. NetVoyant rolls up the raw data for this
polling group for this length of time before discarding it.

For more information, see “Configuring Data Collection Frequency” on
page 64.

Poll Instances To make this polling group the default polling group for all new poll instances in
this data set, select Enable on Discovery. Otherwise, leave “Enable Manually”
selected.

For more information, see “Changing the Default Polling Group for a Dataset”
on page 66.

Poll Enabled To disable polling for this polling group, clear this check box. You can use this

option to disable polling for poll instances in this polling group.

For more information, see “Enabling and Disabling Polling for Datasets” on

page 58.

NetVoyant Administrator Guide 65



Configuring Data Collection and Retention

Parameter Description

Poll Concurrency (Optional) Set this as a percentage between zero and 100.

If a device does not support a get-bulk SNMP request, NetVoyant must submit
multiple requests for polling data as get-next requests. Poll concurrency indicates
how many get-next requests (as a percentage of the total requests) it sends to a
device at one time.

For example, if the NetVoyant poller is polling a router that does not support
get-bulk requests and the router has 15 interfaces, it must perform 15 get-next
requests. If the poll concurrency is set to zero, it sends each request individually.
If the poll concurrency is set to 100, it sends all 15 requests at one time.

6. Click OK.

You can apply this polling group to poll instances in this dataset to configure polling frequency
and data retention for this dataset. For more information, see “Configuring the Frequency for
Polling and Rollups” on page 64 and “Configuring Data Rollup and Retention” on page 69.

Changing the Default Polling Group for a Dataset

NetVoyant automatically sets poll instances for new devices to the default polling group for the
related dataset. However, you can designate a different default polling group for a dataset.

For example, if you set the default polling group to “Slow” for the Device Availability dataset,
NetVoyant sets poll instances in the Availability dataset to Slow for new devices.

On a distributed system, dataset polling groups are synched from the Master server to the pollers, but
only when the pollers are connected and running at the time a polling group is added or modified. If
a poller is not operational when the configuration change is made on the Master, the change is
synchronized when communication with the poller is restored.

Follow these steps:
I. Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
2. Expand Polling, Datasets and select the dataset.
The dataset details appear in the context panel.
3. Click the Polling tab.

The tab lists the polling groups for the dataset. You can create new polling groups or edit these
polling groups for this dataset.

4. Select the polling group that you want to use as the default for poll instances in this dataset and
click Change.

The Change Poll Group dialog opens.
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5. Select “Enable on Discovery” to make this the default polling group for the dataset.
6. Click OK.

On the Polling tab, the NetVoyant console selects “Auto-enable Poll Instances” for the polling
group, which indicates that it automatically assigns this polling group to new poll instances in the
dataset.

Creating or Editing an Interval

By creating or editing intervals, you can define the time intervals (in seconds) that are available for
polling rates and rollups when configuring polling groups. For more information, see “Creating or
Editing a Polling Group” on page 64.

For example, you could create an interval called “4 weeks,” with a value of 2,419,200 seconds. You

could apply this interval to a rollup in a polling group so that NetVoyant performs the rollup every
four weeks.

On a distributed system, dataset polling intervals are synched from the Master server to the pollers,
but only when the pollers are connected and running at the time a polling interval is added or
modified. If a poller is not operational when the configuration change is made on the Master, the
change is synchronized when communication with the poller is restored.

Follow these steps:
I. Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
2. Expand Polling and select Intervals.
The tab lists the configured intervals in the context panel.
3. Perform one of the following tasks:

e To add an interval, click Add. The Add Interval dialog opens.

e To edit an interval, select the interval and click Change. The Change Interval dialog opens.
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4. Enter or edit the following parameters:

Parameter Description

Interval For a new interval, enter a name. This is the name that is used to identify the interval
in the NetVoyant console.

It is helpful if the name of the interval is the same as the amount of time that it
represents, for example “30 Days.”

Value Enter or edit the value of the interval in seconds.
For example, a one-minute interval has a value of 60 seconds.

Use a value of less than 60 seconds only within recommended guidelines. For more
information, see “Using Short Polling Intervals” on page 68.

5. Click OK.

Using Short Polling Intervals

Polling intervals of less than 60 seconds should be used cauntiously and prudently.

Polling this frequently produces a large number of poll cycles for a dataset, and its corresponding
tables in the database can grow quite large. Because raw data is retained for one week, extraordinary
amounts of disk space are required to store the data polled at this frequency. Additionally, when the
Poll Rate tables in the database grow exceptionally large, performance degradation can result.

Warning: NetVoyant fails to operate in its normal capacity when the NetVoyant disk array becomes
completely full. Loss of data occurs.

It is recommended that you apply short polling intervals to on/ly those poll instances or interfaces that
are most critical or require it during troubleshooting. To mitigate the risk of overloading the disk array,
implement the following recommendations:

e Reduce Rate Data retention. For datasets that use short polling intervals, change the Poll Rate
retention period to less than one week, such as 3 Days or 1 Day. For more information, see
“Configuring Data Rollup and Retention” on page 69.

e Upgrade disk space. Disk space is required for storing many types of NetVoyant data. Upgrading
to a larger hard drive can protect against premature overloading of smaller disk drives. Contact
your CA Account Manager or Technical Support to inquire about purchasing larger hard drives.
Hard drive upgrades are not included in the ClientConnection maintenance program.

Note: The CA NetQoS Netloyant Release Notes contain more information about factors that affect
performance.
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Configuring Data Rollup and Retention

NetVoyant aggregates polling data into short-term and long-term rollups. Rollups are collections of
reduced data optimized for database storage and NetVoyant reports.

For each polling group, the polling interval determines the granularity of the reportable raw data (rate
records used for detailed trend reports). The rollup interval determines the intervals at which the raw
data is aggregated for reporting. For the dataset, the rollup retention settings determines how long the
rollup data is retained in the NetVoyant database.

You can configure how NetVoyant performs these data rollups according to polling groups, which are
created and defined at the dataset level. For each polling group, you can configure the following:

e How often short-term rollups are performed (the rollup interval)

e How long each type of rollup is retained (rollup retention)

On a distributed system, polling groups are synched from the Master server to the pollers, but only
when the pollers are connected and running at the time a polling group is added or modified. If a
poller is not operational when the configuration change is made on the Master, the change is
synchronized when communication with the poller is restored.

For more information, see “Creating or Editing a Polling Group” on page 64.

Follow these steps:

I. Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
2. Expand Polling, Datasets and select the dataset.

3. Select the Polling tab.

4. Select the poll group that you want to change.

To select the default poll group, select the poll group that has the Auto-enable Polling option
selected.

5. Click Change.
The Change Poll Group dialog opens.
6. Change the Rollup Interval setting,

NetVoyant rolls up the raw data for this polling group for this length of time before discarding it.
You can create or edit intervals to use as rollup intervals.

Mame: Mormal

Description: Cizco Memary Pool

Polling Interval: 15 Minz I
Rollup Interval: 1 Hour I

Poll Instances: 5 Minzs Lilly
Poll Enabled: 12 x::z

Poll Concurrency % (0-1007;

Ok I Cancel | Help |

7. Click OK.
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Follow these steps:
I. On the Config tab in the NetVoyant console, expand the Master console.
2. Expand Polling, Datasets.
3. Select the dataset and click the Retention tab.
This tabbed panel lists four rollup intervals:
e Poll Rate
e Houtly Rollups
¢ Daily Rollups
e JLong Term Rollups
4. Select a rollup interval and click Change Retention.
The Retention dialog opens.
5. Select a new retention interval from the list.
This length of time determines how long rollup data is retained after the data is collected.

6. Click OK.

Configuring Time Filter Definitions

The NetVoyant polling configuration options allow for the definition of flexible time-period filters to
be used for rollup intervals. These time filters affect the daily and long-term rollups, not the raw poll
rate data or short-term (hourly) rollups.

For example, you can use hours of the day and days of the week to eliminate non-working hours or
you can generate shift-based rollups if that is needed. These two settings specify the hours of the day
(for daily rollups or longer) and days of the week (for weekly rollups and longer) included in the
rollup.

When defining time filters, you can also apply a time-zone to the rollups. For example, you can specify
that the valid time frame for rollups is Monday through Friday, 8:00 AM to 6:00 PM, CST. If you add
another time-zone, such as PST, NetVoyant creates two separate rollups: one for Central Standard
and one for Pacific Standard.

Note: While you can configure different working hours, days of the week, and timezones, adding
additional time filters/time zones greatly increases the amount of storage required to maintain rollup
data. It is recommended that you do not use additional filters/time zones without a significant need
or purpose.

On a distributed system, time filter definitions are synched from the Master server to the pollers, but
only when the pollers are connected and running when a time filter is added or modified. If a poller is
not operational when the configuration change is made on the Master, the change is synchronized
when communication with the poller is restored.

Follow these steps:
I. Expand the Master server on the Config tab in the NetVoyant Master or standalone console.

2. Expand Polling and select Time Filters.
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The context panel displays the time filter definition: All Hours and Workdays. You can change
these default time filters or add time filters to the list.

To modify a time filter, such as Workdays, select it and click Change.
The Time Filter dialog opens.
(Optional) Select the Working Hours of the Day and the Working Days of the Week for which you

want to aggregate data.

If you clear the check box for an hour or day, data from this time period is not included in long-

term rollups.

5. (Optional) Add or delete time zone definitions for long-term rollups.

e (lick Add to add a time zone definition.

e In the Time Zones dialog, select the item corresponding to the desired time zone.

e Select a time zone definition and click Remove to delete it from the time filter.

(Optional) To use the time zone as set on the system of the poller machine, select Use Poller Time

Warning: When you use the time zone set on the poller and an administrator changes the time zone
on that system, the change affects the historical data and report views displaying the long term
rollups. When a time zone change occurs, the NetVoyant database stores subsequent long term
rollup data separately, resulting in two line items until a full 90-day rollup window has passed since

6.

Zone.

the time zone change.
7. Click OK.

NetVoyant begins to rollup data according to your settings.

Restricting Database Storage

The storage requirement expression in the Dataset tab lets you dynamically restrict database storage

for poll instances in a dataset based on the criteria that you set in an expression. NetVoyant does not

store data for poll instances that do not meet the criteria in the storage requirement expression.

If it exists, it evaluates the storage requirement expression during every polling cycle. It stores data for

poll instances in the dataset for which the storage requirement expression evaluates to a positive

number. It does not store data for poll instances in the dataset for which the storage requirement

expression evaluates to zero or a negative number.
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When creating your expression for storage requirement, you can use OIDs in the MIB table for the
dataset and default or customized properties. For more information, see “Creating or Editing a
Dataset Expression” on page 73 and “Using Properties in Dataset Expressions” on page 230.

On a distributed system, dataset parameters are synched from the Master server to the pollers, but
only when the pollers are connected and running at the time a dataset is added or modified. If a poller
is not operational when the configuration change is made on the Master, the change is synchronized
when communication with the poller is restored.

CONFIGURING WHAT DATA TO GATHER

NetVoyant uses expressions in a dataset to create reportable data based on the raw data on your
devices. You can use the default expressions or create your own. If you create a custom dataset, you
must create the expressions used to generate NetVoyant reports for the new dataset.

To configure what data is collected for a selected dataset, you can perform the following tasks:

Task More information

Create or edit expressions “Creating or Editing a Dataset Expression” on page 73
Add and set values for dataset properties “Using Dataset Properties” on page 78

Add data validation rules “Using Data Validation Rules” on page 79

Add, edit, or remove the basclines for an “Adding and Editing Baselines in the NetVoyant
expression Console” on page 76

Using Expressions to Gather Data

NetVoyant reports are based on expressions. Expressions are formulas applied to one or more OIDs
from a MIB table. Expressions can be based on any combination of OIDs, other expressions, and
properties.

The computed values are the basis of NetVoyant thresholds and reports.

In some cases, expressions are based on a single OID, such as the expression “fails” in the figure
where its value is simply the value of an OID. Other expressions are more complicated and involve
some sort of calculation. For example, the “fails” expression could be turned into a “failures per
second” expression by creating the following expression:

hrStorageAllocationFailures/duration

Preconfigured expressions in the Host Resource Storage dataset

Expressions for Dataset: hrstorage
Mame I Expres=ion
capacity hrStorageSize * ChrStorageAllocationUnitzM 024
used hr3toragelsed * (hrstorageslocationUnits M 0243
perctuzed rhrStoragelsed ! hrStorageSize) * 1000
perctuzed_hl BASELINE perctused)
perctused_idx WEIGHTIBASELIMEperctused) perctused THRESHOLD(perctused) 1)
tailz hrStorage &llocationF ailures
Bl | 2
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Expressions provide incredible flexibility for other situations in which a single OID is not meaningful
by itself. For example, the hrStorageSize OID is meaningless unless you know the value for the OID
hrStorageAllocationUnits. The expression “capacity” in the figure takes both of these OIDs into
account to create an expression that is meaningful when used for reporting or calculating an alarm

threshold.

In complex datasets, expressions can be chained to simplify them further. For example, the expression
“perctused” could be changed to the following:

(used / capacity) * 100

You can set thresholds for expressions in the NetVoyant alarm profiles. If the value for an expression
crosses a threshold, it generates a threshold event. For more information, see “Using Thresholds to
Trigger Events” on page 152.

Creating or Editing a Dataset Expression

Dataset expressions are equations that define how NetVoyant gathers data from the OIDs in the MIB
table upon which a dataset is based. You can use the default expressions in the NetVoyant console or

create your own.

Expressions consist of the OIDs in the dataset’s MIB table, operators, and properties. For more
information, see “NetVoyant Properties and Operators” on page 235.

On a distributed system, dataset expressions are synched from the Master server to the pollers, but
only when the pollers are connected and running at the time an expression is added or modified. If a
poller is not operational when the configuration change is made on the Master, the change is
synchronized when communication with the poller is restored.

Follow these steps:
I. Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
2. Expand Polling, Datasets and select the dataset.
The context panel lists the details for the dataset.
3. Click the Expressions tab.

4. Perform one of the following tasks:
e Click Add to open the Add Expression dialog.
e Select the expression and click Change to open the Change Expression dialog,

5. Enter or edit the following parameters:

Parameter Description

Name For a new expression, enter a name for the expression. The name is used to
identify the expression in the NetVoyant console.

Description Enter or edit the description for the expression. The description can help you
identify what type of data an expression gathets.
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Parameter

Description

Expression Definition

Enter the expression in this field.

® To enter an OID, double-click the OID in the list on the right or enter the
OID name in the field. This list includes all the OIDs in the MIB table upon
which the dataset is based. For more information, see “Working with
Management Information Bases” on page 127.

e To enter an operator, click one of the operator buttons. For more
information, see “Using NetVoyant Operators in Expressions” on page 246.

® To add a property, enter the name of the property preceded by a § symbol.
For example: $PropertyName. For more information, see “Using Dataset
Expressions in Thresholds” on page 154.

Note: NetVoyant does not set values for properties you add to expressions. If
you cteate a property in an expression, we recommend that you use a VALUE
function, which evaluates to another default value if the property itself has not
been set for a poll instance. For example, you could create a property called
PropertyName in an expression with the following VALUE function:

VALUE ($PropertyName, 50)

In this example, the VALUE function evaluates to the §PropertyName value if
the property value was set for an object, otherwise it evaluates to 50.

Note: Expressions can use the OIDs listed in the OID table at the right of the Expression editor.

Ehange Expression [ %]
— =
Mame: perctused_kl / QiD= | SYRT AN I\
Description’ by cent Used Baseline capacity Expression
Lsed Expression
Expression
Cperators: DizplayString
+ - * I [ ] hrStorage AllocationUnits INTEGER
hrStorageSize INTEGER
B 3 £ B AND OR | hestoragelsed INTEGER
IF THEM ELSE BAINE &K BASELIN hrtoragesllocationFail.. Counter
THRESHOLDY, SALLE( WWEIGHT
Al v
vahced == | \\. /

Expression Definition:

6. (Optional) To configure what types of calculations are performed on the expression for use in
NetVoyant report views, click Advanced.

a. Select the types of calculations you want to perform.

b. Click OK.

For more information, see “Changing Advanced Calculations for an Expression” on page 75.

7. Click Apply after creating an expression to add that expression to the dataset and enter another

expression.

8. Click OK to exit the dialog;

Important: Your expression must result in a valid SnmpQL query. If the query is not valid, #o data is
associated with that expression. If the logging level is set to 4 or higher, click Test in the Add
Expression or Change Expression dialog to test the validity before you save the expression for the

dataset.
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Changing Advanced Calculations for an Expression

Advanced calculations are calculations that NetVoyant performs on data gathered for an expression.

It performs these calculations during rollups for the data. These calculations are then available for use

in NetVoyant reports.

To configure what types of calculations are performed on an expression, you can configure the

advanced calculations while editing the expression. For more information, see “Creating or Editing a

Dataset Expression” on page 73.

The following advanced calculations are available in NetVoyant:

Calculation

Description

Minimum

Maximum

Average

Standard Deviation
Coefficient of Variation

Percentile

The minimum value for expression data during the rollup period.

The maximum value for expression data during the rollup period.

The average value for expression data during the rollup period.

The standard deviation of expression data during the rollup period.

The coefficient of variation for expression data during the rollup petiod.

The Nth percentile for expression data during the rollup period where N is a
whole number less than 100 that you enter.

For example, you could enter 95 for this calculation. NetVoyant would then
calculate the 95th percentile, for which 95% of data for the rollup fell below
this value.

Follow these steps:

I. While editing the expression in the Add Expression or Change Expression dialog, click Advanced.

The Expression Options dialog opens.

e Select the types of calculations you want to perform.

e C(lear those calculations that you do not want to perform.

Warning: Although removing an advanced calculation for an expression does save database space,

it also eliminates your ability to create many types of reports. It is strongly recommended that you

not remove advanced calculations that are configured by default.

2. To add a percentile calculation, select Percentile and enter a whole number less than 100.

3. When you finish selecting the calculations that you want NetVoyant to perform, click OK.
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Using Baselines

Baselines are an average measurement of an expression over a period of time. By comparing to the
baseline, you can determine whether values are normal for a selected period of time. NetVoyant
calculates hourly and monthly baselines for many expressions with a default 30-day moving baseline
for each hour of the day.

Users can view baseline data on Trend views in NetVoyant and NetQoS Performance Center report

pages.

= Cisco CPU Utilization Trend 15 May 2008 14:00 - 16 May 2008 14:00 CDT

Router: mnrouter1.redpt.com

B CPU WHilization (%) O Baseline * 1.0 Std Dev

T T T T T T T T T T T 1
14:.00 16:00 18:00 20:00 2200 00:00 0200 04:00 0600 05:00 10:00 12:00 14:.00
0315 0315 0315 0315 0315 0316 0316 0316 0316 0316 0316 0316 0316
Threshold: 90.000

Reszolution: Hourly

Adding and Editing Baselines in the NetVoyant Console

The NetVoyant console provides the ability to add baselines for the expressions in a dataset, and to
edit the intervals and duration for which baselines are calculated.

On a distributed system, dataset parameters are synched from the Master server to the pollers, but
only when the pollers are connected and running at the time a dataset is added or modified. If a poller
is not operational when the configuration change is made on the Master, the change is synchronized
when communication with the poller is restored.

Follow these steps:
I. Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
2. Expand Polling, Datasets and select the dataset.
The dataset’s details appear in the context panel.
3. Click the Baselines tab.
The configured baselines appear in the context panel.
4. Perform one of the following actions:

e To create a new baseline, click Add. This opens the Calculate Baseline dialog,

e To edit an existing baseline, select the baseline and click Change. This opens the Change
Baseline Start/Stop Dates dialog;

5. Edit the following parameters:

Parameter Description

Source Interval Select the interval over which you want NetVoyant to calculate the baseline.

For example, if you want an houtly average, select 1 Hour.
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Parameter Description

Duration Select the length of time that you want NetVoyant to store each baseline
calculation. This is also the length of time over which it uses each baseline
calculation as a means for comparison in a baseline report.

For example, if you select 30 Days for the Duration on a baseline calculated
houtly, it stores each houtly calculation for the expression for 30 days.

If you then compare a value for the expression for 8:00 AM to the baseline, it
compares the expression to the average baseline calculated at 8:00 AM for the
past 30 days.

Start date If you want to specify a fixed duration, select the date on which you want
NetVoyant to start calculating this baseline for the expression.

Note: This option is available only when the Duration is set to None.

Stop date If you want to specify a fixed duration, select the date on which you want
NetVoyant to stop calculating this baseline for the expression.

Note: This option is available only when the Duration is set to None.

Include Weekends Select this check box to let NetVoyant include values for the expression on
Saturdays and Sundays in baseline calculations.

6. From the list of expressions at the bottom of the dialog, select the expression for which you want
to calculate a baseline.

This list is populated with the expressions for the dataset.
7. Click Calculate.

This adds the baseline calculation to the list of baselines and NetVoyant begins calculating and
storing baselines for the expression as indicated.

Removing Baselines from a Dataset

When NetVoyant calculates and stores baseline data for a dataset, it requires additional space in the
NetVoyant database. If you added custom baselines and do not require the information for reporting
purposes, you can remove these baselines from the dataset.

Warning: If you remove a baseline, you lose all baseline data for the expression. It is strongly
recommended that you do not remove the default baselines for a dataset.

On a distributed system, dataset parameters are synched from the Master server to the pollers, but
only when the pollers are connected and running at the time a polling group is added or modified. If
a poller is not operational when the configuration change is made on the Master, the change is
synchronized when communication with the poller is restored.

Follow these steps:
I. Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
2. Expand Polling, Datasets and select the dataset.
The dataset’s details appear in the context panel.
3. Click the Baselines tab.

The configured baselines appear in the context panel.
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4. To remove a baseline, select the baseline and click Remove.

5. Click Yes to verify.

Using Dataset Properties

Properties are variables used to customize the definition of objects, such as datasets, devices, or poll
instances. You can use properties in expressions, thresholds, notifications, and reports.

On a distributed system, dataset properties are synched from the Master server to the pollers, but only
when the pollers are connected and running at the time a dataset property is added or modified. If a
poller is not operational when the configuration change is made on the Master, the change is
synchronized when communication with the poller is restored.

Warning: Altering dataset properties can significantly affect polling and data collection. We
recommend that you modify these properties only under the supervision of CA Technical Support or
Professional Services staff.

Follow these steps:
I. Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
2. Expand Polling, Datasets and select the dataset.
The dataset’s details appear in the context panel.
3. Click the Properties tab.

The configured dataset properties appear in the context panel with the following parameters for

each property:
Parameter Description
Property Name The name of the property used to identify it.
Property Value The value of the property for this dataset; for example, for a Protocol
Distribution dataset, the PollEventLimit property could have a value of 1.
Property Mode The property mode of a property indicates whether you can edit the value
for a property. The property mode can be set to one of the following:
e Normal: You can edit the value of a dataset property with a normal
property mode.
® Read-only: You cannot edit the value of a dataset property with a read-
only property mode.
System Mode The system mode of a property indicates whether the value for a property

can be modified by the system at discovery. The system mode can be set to
one of the following

¢ Normal: All default NetVoyant properties are initially set to Normal,
indicating that it can edit the property value during rediscovery.

® Read-Only: All properties that you create are initially set to Read-Only,
indicating that it cannot edit the property value during rediscovery. If you
manually edit the value for a property, NetVoyant changes the system
mode to read-only so that it does not overwrite your entry.
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4. Perform one of the following actions:
e To create a new property for the dataset, click Add. This opens the Add Property dialog,

e To edit an existing property, select the property and click Change. This opens the Change
Property dialog;

5. Ifitis a new property, enter a name for the property in the Name field.
6. In the Value field, enter a value for the property.
7. Click OK to close the dialog

Using Data Validation Rules

Many of the default datasets have data validation rules that verify the integrity of the data. When
NetVoyant polls a device, each row retrieved for the dataset must pass these rules (evaluate to true/
non-zero) in order for the data to be processed. Use these rules to validate the data, such as having
enough packets for the octets received, or making sure that the RTT is less than the timeout.

On a distributed system, data validation rules are synched from the Master console to the pollers, but
only when the pollers are connected and running at the time a data validation rule is added or
modified. If a poller is not operational when the configuration change is made on the Master, the
change is synchronized when communication with the poller is restored.

Adding, changing, or deleting data validation rules requires that the poll service be restarted. For more
information, see “Starting and Stopping Individual Services on the Services Tab” on page 219.

Warning: Altering data validation rules can significantly affect polling and data collection. It is
recommended that you modify data validation rules only under the supervision of CA Technical
Support or Professional Services staff.

Follow these steps:
I. Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
2. Expand Polling, Datasets and select the dataset.
The dataset’s details appear in the context panel.
3. Click the Data Validation tab.
The configured data validation rules appear in the context panel.
4. Perform one of the following actions:

e To create a new data validation rule, click Add. This opens the Add Expression dialog,

e To edit an existing data validation rule, select the rule and click Change. This opens the Change
Expression dialog.

5. In the Description field, enter a description for the rule that makes it easy to identify the validity
test.

6. In the Expression Definition field, enter the expression.

You must write the expression so that it evaluates to true or a non-zero value when the data is
valid. You can use the OIDs available for the dataset. For more information, see “Creating or
Editing a Dataset Expression” on page 73.

7. Click OK to close the Expression editor and save your changes.
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Important: This must result in a valid SnmpQL query. When the query is not valid, a data validation
rule is not applied. When you have the logging level set to 4 or higher, use the Test button at the
bottom of the Add Expression or Change Expression dialog to test the validity before you save the

expression for the validation rule.
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CHAPTER 4

Managing Devices and
Networks

After you complete the initial configuration of NetVoyant and discover your network, you can begin
to manage and organize the devices and networks. Device and network management tasks take place
in the NetVoyant console on the Groups tab.

If NetVoyant is bound to NetQoS Performance Center as a data source, the devices and networks
discovered by NetVoyant are also displayed in NetQoS Performance Center. Managed objects and
groups that are reported to NetVoyant by NetQoS Performance Center are visible in the NetVoyant
console, but can be modified only in NetQoS Performance Center or the underlying data sources.

This chapter covers the following topics:

“Manually Adding Networks and Devices” on page 82
“Working with NetVoyant Groups” on page 83
“Managing Devices In NetVoyant” on page 93
“Configuring Protocol Data” on page 113

“Working with Poll Instances and Interfaces” on page 115
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MANUALLY ADDING NETWORKS AND DEVICES

During initial discovery, NetVoyant detects devices on your network automatically. However, you can
also add devices and networks to the NetVoyant console manually. Although it typically picks up new
devices or networks during the nightly rediscovery, you can add one manually so that you can modify
its configuration options.

Adding a Network

Adding a network is a very straightforward task. NetVoyant can detect and add a network based on its
IP address.

On a distributed system, networks are synchronized from the Master server to the pollers, but only
when the pollers are connected and running at the time that polling settings are modified. If a poller is
not operational when the network is added on the Master, the change is synchronized when
communication with the poller is restored.

Follow these steps:

I. Click File, New, Network in the NetVoyant console.

2. Enter the network as the IP address/network prefix. For example:
111.222.123.0/24

3. For a distributed system, designate a poller for the network.

4. Click OK.

Adding a Device

Use the Device Wizard to add an individual device to the discovery scope and immediately discover
the device. This tool guides you through the process of adding a new device and setting discovery
options.

Note: On a distributed NetVoyant system, it is recommended that you add devices on the Master and
specify the appropriate poller. If a poller is not operational when the change is made on the Master,
the change is synchronized when communication with the poller is restored.

Follow these steps:
I. Click File, New, Device in the NetVoyant console.
The Device Wizard opens.

e Click Next to step through the wizard.
e C(Click Back to step back to a previous step.

2. Enter the device name or IP address.
3. Ifitis a distributed NetVoyant system, assign a poller for the new device.

Note: When you add the device, NetVoyant verifies existing scopes for the device. If it finds one,

the poller specified here is discarded.

4. In the SNMP Discovery options, choose to do one of the following:
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e Choose the first option to set the device for normal discovery.

e Choose the second option to set the device for Extended Discovery.

If you configure a device for extended discovery, NetVoyant discovers this device and other
devices in the ARP cache for this device.

5. Click Next.
6. Review and confirm the device configuration.
7. Click Finish.
NetVoyant discovers the device and adds it to the tree in the Group tab according to device class.

Note: If you cannot locate a device after NetVoyant has discovered it, review the Other device class.
If it does not recognize a device model or if the device does not respond to SNMP requests, the
NetVoyant console places the device in the Other device class. For more information, see
“Configuring Device Classes and Models” on page 36 and “Working with NetVoyant Groups” on
page 83.

WORKING WITH NETVOYANT GROUPS

NetVoyant groups let you logically organize your devices and networks. Groups function similar to a
tree file structure, with each group containing subgroups, networks, or devices.

Propetly organizing your devices and networks according to groups lets you better manage and
organize your NetVoyant reports, assign user permissions appropriately, and create events and alarms
according to meaningful groups.

On a distributed system, groups are synchronized from the Master server to the pollers, but only
when the pollers are connected and running at the time of the modification. If a poller is not
operational when the group change is made on the Master, the change is synchronized when
communication with the poller is restored.

Default NetVoyant Groups

NetVoyant includes two default high-level groups, which provide a functional grouping of devices:

e Devices group: Provides sub-groupings of devices according to device class. For example, it places
servers in the Servers subgroup, and places routers in the Routers subgroup. For more
information, see “Configuring Device Classes and Models” on page 36.

e Networks group: Provides groups of devices according to network connectivity. Each network
that is discovered has a subgroup under Networks. NetVoyant includes devices that are connected
to a network in the network’s subgroup. It includes devices with interfaces on more than one
network in multiple network subgroups.

During discovery, NetVoyant places devices that it discovers in these default groups, according to the
device’s characteristics. For more information, see “Configuring Discovery” on page 28.
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Groups in the NetVoyant Console

The Groups tab in the NetVoyant console displays your groups in a familiar file folder structure,
similar to a disk’s directory structure.

In a standalone configuration, the NetVoyant Master server is at the top level of the Group tree. In a
distributed configuration, the NetVoyant Master server and pollers are at the top level of the Group
tree. Underneath each of these servers, there is a group tree structure.

Important: The devices underneath a poller are polled by that poller. You cannot copy and paste devices
between pollers.

Group tree structure in the NetVoyant console

#] TLABS! g Master server
=[] Devices <4————— Devices group
{1 Firewalls

Hubs
_| Netwiork Termination
Cther
Prirters % Device classes
Prokbes
Routers
Servers
Switches -
¥R 10.0.7 249
7] HP ProCurve Switch 5308x] ) )
) Procurve Switch 2810-24G Switches in the
S 0t Suvitch3750 Switches group
Riouter
Wi killians recpt.com
TestRouters
Workstations
+_) Networks -———— Networks group
Eﬂ—\j WYI Corp - Custom group
gl techcom3 -—————————— Poller

You can configure devices and their related poll instances or interfaces according to group. For more
information, see “Adding a New Custom Group” on page 86.

On a distributed system, groups and group membership are synchronized from the Master server to
the pollers, but only when the pollers are connected and running at the time of the modification. If a
poller is not operational when the group change is made on the Master, the change is synchronized
when communication with the poller is restored.
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Groups in the Reporting Interface

The Group menu in the NetVoyant reporting tool displays groups in a list menu. You can click the

group selector () Group: ) at the top of a report page to select a group from an expandible tree.

v | rwensfrash
¥ i Devices

'&FWEWEHS
1§ Hubs
1§ Metwork Terminstian
18 other
18 Printers
15 Probes
18 Routers
18 servers
1§ switches
15 workstations

> Metworks

When you select a group on a report page, the views on that page reflect only the devices and poll
instances in that group.

You can also use the search page to display a list of groups.

Group list in the NetVoyant reporting interface

Selected Groups
u Group List
Path Members Description
Devices o
Devices/Firewalls o
DevicesHubz o
DevicesMetwork Termination 1
DevicesiOther )
Devices/Printers 1
Devices/Probes 2
DevicesRouters g
DevicesiServers T
Devices!Switches 4
1234 Wk Per Page: | 10 [w]

Managing Groups in NetQoS Performance Center

If NetVoyant is bound to NetQoS Performance Center as a data source, the groups created in the
NetVoyant console are available and can be edited in NetQoS Performance Center. Groups created in
NetQoS Performance Center are visible in the NetVoyant console, but can be edited or deleted only
in NetQoS Performance Centert.
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Group Membership

Devices, networks, poll instances, and interfaces can be members of more than one group.

If a device belongs to a group, you can exclude or include its poll instances and interfaces from the
group. If you exclude a poll instance from a device in a group, the device is shown as a member of
that group even if not all poll instances from that device are members of the group.

For example, if a device has two interfaces, interface 1 and 2, the interfaces do not have to be in the
same group. Interface 1 can be in group A, but not in group B. Interface 2 can be in group B, but not
in group A. The device is a member of both groups, but its interfaces are members of only the groups
in which they are included.

For more information, see “Adding Devices, Poll Instances, or Interfaces to Groups” on page 89 and
“Including and Excluding Poll Instance or Interface Data” on page 92.

In the NetVoyant console, you can also define rules for automatically grouping devices during
discovery. For more information, see “Automatic Grouping” on page 89.

Adding a New Custom Group

Create custom groups to organize your networks and devices. This enables administrators to control
access to the data within your organization and enables users to view report data that is appropriate
and meaningful.

On a distributed system, groups and group membership are synchronized from the Master server to
the pollers, but only when the pollers are connected and running at the time of the modification. If a
poller is not operational when the group change is made on the Master, the change is synchronized
when communication with the poller is restored.

Follow these steps:

I. On the Group tab in the NetVoyant console, select the level in the group tree at which you want to
add the group.

2. Click File, New, Group.
The new group’s details appear in the context panel.
3. On the Details tab, enter the Name for the new group.
4. Enter a description of the group in the Descr field.
5. Click Set.
6. Populate the group with networks or devices.

For more information, see “Adding Devices, Poll Instances, or Interfaces to Groups” on page 89.

Adding and Modifying Group Settings

When you use custom groups to manage your networks and devices in the NetVoyant console, you
work with the group settings to configure how data is collected, aggregated, and reported.

Note: If NetVoyant is bound to NetQoS Performance Center as a data source, the groups created in
the NetVoyant console are available and can be edited in NetQoS Performance Center. Groups
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created in NetQoS Performance Center are visible in the NetVoyant console, but can be edited or
deleted only in NetQoS Performance Center. For more information about managing reporting
groups for data sources in NetQoS Performance Center, see the CA NezQoS Performance Center
Administrator and User Guide.

Editing the Name and Description of a Custom Group

You can modify the name and description information for a custom group in the group’s Details tab.
This information helps you to identify the group for management and reporting purposes.

Note: On a distributed system, group details and group membership are synchronized from the
Master server to the pollers, but only when the pollers are connected and running at the time of the
modification. If a poller is not operational when the group change is made on the Master, the change
is synchronized when communication with the poller is restored.

Follow these steps:
I. On the Group tab in the NetVoyant console, select the group.
The group details appear in the context panel.
2. On the Details tab in the context panel, change the Name for the new group.
3. Edit the description of the group in the Descr field.
4. Click Set.

Configuring Polling for a Group

A poll group determines the polling rate and the short-term roll-ups (less than a day). To configure
these for a group of devices, you can modify the poll group to which the poll instance belongs.

For example, you can apply a polling group with a polling rate of five minutes to the Device
Availability dataset in the Routers group. NetVoyant then polls devices in the Routers group for data
about Device Availability every five minutes.

Note: In a distributed system, if you make a group-level polling modification on a poller, only those
devices assigned to that poller are affected by the change. So, for example, if you change the poll
group for the Routers group on a poller, only those routers polled by that poller are changed. To
ensure that all devices within a group are modified, make group level changes on the Master server.

You can also enable or disable polling by dataset for a group on the group’s Polling tab.

Follow these steps:

I. On the Group tab in the NetVoyant console, expand the Master console and group structure to
locate the group.

The group details appear in the context panel.
2. In the context panel for the group, select the Polling tab.

3. To disable polling for a dataset, under the Default Poll Group column for the dataset, select
Disabled from the menu.
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4. To set the polling rate for a dataset, under Default Poll Group column for the dataset, select a
polling group from the list.

5. Click Set Polling.

Configuring a Polling Group for a Network

To configure polling for a network, you can apply a different polling group to the datasets in that
network on the network’s Polling tab. This sets how often NetVoyant polls devices in this network for
data relating to each dataset.

For example, you can apply a polling group with a polling rate of five minutes to the Device
Availability dataset in a network. It then polls devices in that network for data about Device
Availability every five minutes.

Note: In a distributed system, if you make a group-level polling modification on a poller, only those
devices assigned to that poller are affected by the change. So, for example, if you change the poll
group for the a network on a poller, only those devices within the network that are polled by that
poller are changed. To ensure that all devices within a network are modified, make network-level

changes on the Master server.

Follow these steps:

I. On the Group tab in the NetVoyant console, expand the Master console and locate the network.
The network details appear in the context panel.

2. In the context panel for the network, select the Polling tab.

e To disable polling for a dataset, under the Default Poll Group column for the dataset, select
Disabled from the list.

e To set the polling rate for a dataset, under the Default Poll Group column for the dataset, select
a polling group from the list.
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3. Click Set Polling;

Adding Devices, Poll Instances, or Interfaces to Groups

After you create a custom group, you can populate it with devices and configure the poll instances
that you need to manage the group. In a distributed configuration, you create or populate groups
from the NetVoyant console on the Master server.

Note: You can create and modify only NetVoyant groups in the NetVoyant console. If NetVoyant is
registered in NetQoS Performance Center as a data source, the NetVoyant console displays the
groups created there, but you cannot modify them.

There are three methods for adding devices, poll instances, and interfaces to groups in the NetVoyant

console:

e Automatic grouping by device class or membership rules
e Copy and paste method (devices only)

e Including an individual poll instance or interface in a group

Automatic Grouping

NetVoyant automatically classifies new devices it discovers according to device model and class. It
uses this classification to determine which device group to place new devices in. For example, it places
a device identified as a router in the Routers group. You can define membership rules for automatic
group population during discovery and manually change a device’s classification and model

To configure how NetVoyant groups new devices that it discovers, you can edit or add device classes
and models. For example, you can add a device class called Linux Servers. You can then edit server
device models that are Linux servers in your network to be in the Linux Server device class. When
NetVoyant discovers new servers of this model, it automatically places them in the Linux Server
group. For more information, see “Changing a Device’s Classification” on page 38 and “Adding or
Editing a Device Model” on page 40.
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On a distributed system, groups and group membership are synchronized from the Master server to
the pollers, but only when the pollers are connected and running at the time of the modification. If a
poller is not operational when the group change is made on the Master, the change is synchronized
when communication with the poller is restored.

Note: You can use automatic group membership for NetVoyant groups only. When NetVoyant is
bound to NetQoS Performance Center as a data source, you can view the NetQoS Performance
Center groups in the NetVoyant console, but you cannot modify them.

You can also use expressions to define rules for automated grouping. NetVoyant evaluates these rules
during discovery. When a “match” is found, it adds the poll instance or network to the group. You can
use the following attributes to define auto-include expressions:

e Device Name

e Device Alias

e Device Class

e Device Model

o SNMP sysName

e SNMP sysDescr

e SNMP sysContact

e SNMP sysObjectld

e SNMP sysLocation

e Poller (for distributed systems)

e Poll-Instance Name

e Poll-Instance Description

e Device Property (any defined device property)

e Poll-Instance Property (any defined pollinst property)

Note: If automated population rule definitions are modified after a group is automatically populated

during discovery, NetVoyant does not remove those devices that do not match during the next
discovery. You must remove them manually to omit them from the group.

Follow these steps:

I. Select the group on the Group tab in the NetVoyant Master or standalone console.
2. Click the Membership tab in the details panel.

3. Select Enable Membership Matching,

This enables the auto-population of groups based on the defined criteria. Clear this check box to
disable automated membership without deleting your definitions. This is useful when a group is
populated and device matching is not required during discovery.

4. Use the Condition list to set the conditional type for the Auto-Include rules.

e Seclect OR (any item matches) to include devices where the auto-include expression evaluates to
true.

e Select AND (every item must match) to include only those devices where all auto-include
expressions evaluate to true.
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5. Click Add to define the first auto-include expression.
The Auto-Include Expression dialog opens.

6. Use the options at the top of the dialog to build an auto-include expression (an attribute, an
operator, and a value):
e Use the first list to select an attribute.
e Use the second list to choose an operator.

Operators are case sensitive except for the LIKE and NOT LIKE operators. For more information,
see “Using NetVoyant Operators in Expressions” on page 240.

e Use the box on the top-right to enter a value.

This field supports wild card values with the * symbol. For example, an expression where Device
Name = *alt would evaluate to true for any device where the name ends with alt.

If you choose Device Property or Poll-Instance Property as the attribute, you must enter the name
of the defined property in the Property Name field. For other attributes, this field remains empty.

7. Click OK to add the expression to the list in the Membership tab.

8. If you want to define additional auto-include expressions, click Add again to define another
expression.

9. During the process of constructing a list of expressions, click Remove to delete an expression
from the list or Change to change the expression.

Note: Having group membership enabled with auto-include expressions does #o# prevent you from
manually modifying a group. Devices that do not match the criteria can be manually added to a group.

Copying and Pasting a Device into a Group

You can move devices from one group into another. When you copy and paste a device from one
group into the other, the device becomes a member of both groups.

On a distributed system, groups and group membership are synchronized from the Master server to
the pollers, but only when the pollers are connected and running at the time of the modification. If a
poller is not operational when the group change is made on the Master, the change is synchronized
when communication with the poller is restored.

Follow these steps:
I. On the Group tab in the NetVoyant console (Master or standalone), select the device.
2. From the Edit menu, select Copy.
3. Select the group or subgroup to which you want to add the device.
4. From the Edit menu, select Paste.
This adds the device to the selected group.

Note: If NetVoyant is registered in NetQoS Performance Center as a data source, the groups created
in the NetVoyant console are available and can be edited in NetQoS Performance Center. Groups
created in NetQoS Performance Center are visible in the NetVoyant console, but can be edited or
deleted only in NetQoS Performance Center. For more information about managing reporting
groups for data sources in NetQoS Performance Center, see the CA NetQoS Performance Center
Administrator and User Guide.
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Removing a Device From a Group

As you manage reporting groups for your organization, you remove devices from groups for reasons
such as the following:

e the device is taken out of service

e the device is re-deployed in another capacity

On a distributed system, groups and group membership are synchronized from the Master server to
the pollers, but only when the pollers are connected and running at the time of the modification. If a

poller is not operational when the group change is made on the Master, the change is synchronized
when communication with the poller is restored.

Warning: Do not delete a device to remove it from a group because this deletes the device and all
related data from NetVoyant.
Follow these steps:

» On the Group tab in the NetVoyant console (Master or standalone), right-click the device and
choose Remove from Group.

=H_] Minnesota
W hpblade
KA mnrouter redpt.com

wmdest Paste
tes- Remowe From Group

Delete

Note: If NetVoyant is registered in NetQoS Performance Center as a data source, the groups created
in the NetVoyant console are available and can be edited in NetQoS Performance Center. Groups
created in NetQoS Performance Center are visible in the NetVoyant console, but can be edited or
deleted only in NetQoS Performance Center. For more information about managing reporting
groups for data sources in NetQoS Performance Center, see the CA NetQoS Performance Center
Administrator and User Guide.

Including and Excluding Poll Instance or Interface Data

Including a device’s poll instances or interfaces in a custom group to which the device belongs makes
the associated data available in reports generated for that custom group. If you do not include a poll
instance or interface in a custom group, the poll instance or interface is not included in the group’s
reports and is not accessible by users who are limited to viewing only devices or poll instances for that

group.
An administrator with the proper group permissions can exclude a device’s poll instances or interfaces

from a group to which the device belongs. Excluded poll instances or interfaces are omitted from the
group’s reports and are not accessible by users limited to viewing data for that group.
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Follow these steps:

I. On the Group tab in the NetVoyant console, select one poll instance or interface or select multiple
items from a common parent within a custom group.

2. Right-click the selection and clear “Included in Group” to exclude the selected objects in group-
based reporting;

3. Right-click the selection and select “Included in Group” to include the selected objects in group-
based reporting.

MANAGING DEVICES IN NETVOYANT

The NetVoyant console provides a number of ways to view information about your devices. While
managing your devices you can access many types of useful information:

e View the details for a device, including polling and discovery configuration settings.

e View the alarms for a device.

e View reports about the device.

e View the interfaces on a device.

e View the poll tables for a device.

e View real-time graphs of data on a device.

Managing Device Polling and Maintenance

Managing the polling status for devices provides the ability to exclude devices or groups of devices
from impacting reporting (such as availability and reachability), and event and alarm conditions.
Administrators often service equipment with little notice, taking the device offline, preventing SNMP
polling tools from communicating with these devices. When this occurs and the device is part of the
polling pool, the device appears as unavailable or in a distressed state and falsely sends alarms and
tracks negative statistics that invalidate reports.

The NetVoyant console provides both automated and manual mechanisms for managing the polling
of devices and groups of devices so that servicing and other conditions do not interrupt the collection
and display of accurate and useful data. By applying a Maintenance-Auto or Maintenance-Manual
status, service/availability reporting is not impacted with “bad” data during known petiods when
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devices are taken down for servicing, reconfiguring, moving, or other occurrences. This also ensures

that alarms are not logged and notifications are not sent for devices that are known to be out of

normal service.

Device Polling Status

Devices can fall into one of these polling states, which dictates whether NetVoyant polls the device:

Polling status

Description

Enabled

Disabled

Maintenance-Manual

Maintenance-Auto

Out-of-Scope

Does-Not-Resolve

Unresponsive

In this state, the device is enabled for polling. All poll instances that are enabled
are polled by NetVoyant according to the configuration settings. This is the
normal, default state for devices.

For more information, see “Changing the Polling Status for a Device” on

page 107.

In this state, the device is disabled from polling, All poll instances are disabled
and poll instance licenses are not used and made available. A device can be
disabled on an individual basis or as part of a disabled device class.

For more information, see “Changing the Polling Status for a Device” on

page 107.

In this state, the device is disabled from polling; however, poll instances remain in
their premaintenance state. Poll instance licenses remain intact so that they
cannot be used by other devices and polling can resume when the device is
enabled. This state must be applied manually in the NetVoyant console and have
polling enabled manually when it does not need exclusion.

For more information, see “Applying a Manual Maintenance Exclusion” on
page 97.

This state is identical to the Maintenance-Manual state, except that it occurs only
as a result of a maintenance window schedule for the device. NetVoyant

automatically excludes the device from polling and enables it based on the
schedule.

For more information, see “Using Maintenance Schedules” on page 95.
This state is applied by the NetVoyant console automatically when it is

determined at discovery that the device is not in scope. When a device enters this
state, its “time-to-live”” clock starts and it is scheduled for removal.

For more information, see “Configuring Discovery Options” on page 31.
This state is applied by the NetVoyant console automatically when it is

determined at discovery that the device does not resolve. When a device enters
this state, its “time-to-live” clock starts and it is scheduled for remowval.

For more information, see “Configuring Discovery Options” on page 31.
This state is applied by the NetVoyant console when a device does not respond to

discovery queries over an established period of time. When a device enters this
state, its “time-to-live” clock starts and it is scheduled for removal.

For more information, see “Configuring Discovery Options” on page 31.
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Polling status Description

Offline In this state, device expiration is stopped. This state must be applied manually,
and it can be changed to Enabled or the device can be manually deleted by an
administrator.

For more information, see “Configuring Discovery Options” on page 31.
> guring ) g

Using Maintenance Schedules

NetVoyant polling data is used to calculate aggregations for reporting purposes. These aggregations
are only as accurate as the underlying data. If NetVoyant is polling devices that should not be included
in reporting aggregations, high-level management reports are much less useful.

When you set a maintenance schedule window for a device or group, the NetVoyant console
automatically suppresses polling, alarms, and event notifications for the device according to the start
and stop times of the window.

Note: In a distributed NetVoyant system, maintenance schedules are defined and applied only on the
Master server. You cannot add or change maintenance schedules on a poller.

Follow these steps:

I. On the Group tab in the NetVoyant console (Master or standalone), select the group or the
individual device.

2. Click the Maintenance tab.

The tab panel displays details for maintenance schedule items:

Parameter Description

Type This is the type of schedule, based on the recurrence. NetVoyant supports
Monthly, Weekly, Daily and One-time maintenance window types.

Date If the Type is One-time, this indicates the scheduled date for the start of the
maintenance window.

Time of Day This indicates the start time for maintenance window

Day of Week If the Type is Weekly, this indicates the day of week when the maintenance

window is scheduled to start.

Day of Month If the Type is Monthly, this indicates the date in the month when the
maintenance window is scheduled to start.

Duration This indicates the duration of the maintenance window in hours.

Adding and Editing Maintenance Schedules

You can add a maintenance schedule item for a selected device or group in the NetVoyant console.
When the scheduled time period occurs, the device or group of devices is automatically changed to a
Maintenance-Auto polling status. When the time period ends, the device or devices within the group
are returned to their previous state.

Note: In a distributed NetVoyant system, maintenance schedules are defined and applied only on the
Master server. You cannot add or change maintenance schedules on a poller.
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Follow these steps:

I. On the Group tab in the NetVoyant console, select the group or the individual device.

2. Click the Maintenance tab.

3. Perform one of the following:

e To add a maintenance window, click Add.

e To edit a maintenance window, select the item in the list and click Change.

This opens the Maintenance Schedule dialog;

4. Set the options for the type of schedule you want:

Frequency

Option settings

One-time

Daily

Weekly

Monthly

Set these options to schedule a one-time maintenance window:

® Under Schedule Type, select Once and click the date button to select the date
from the Select Date dialog;

® Set the Start Time.

® Set the Duration to specify the length of the window. This can be any number
of days and hours. To specify a window of 24 hours, simply set the Days to 1

and leave the HH:MM at 00:00. To specify a 36-hour window, set the Days to 1
and the HH:MM to 12:00.

Set these options to schedule a daily maintenance window:
® Under Schedule Type, select Daily.
® Set the Start Time.

® Sect the Duration to specify the length of the window. This can be any number
of days and hours. To specify a window of 12 hours, simply set the Days to 0
and set the HH:MM to 12:00.

Set these options to schedule a weekly maintenance window:

® Under Schedule Type, select Day of Week and choose the day of the week to
start the window from the list.

® Set the Start Time.

® Sect the Duration to specify the length of the window. This can be any number
of days and hours. To specify a window of 24 hours, simply set the Days to 1

and leave the HH:MM at 00:00. To specify a 36-hour window, set the Days to 1
and the HH:MM to 12:00.

Set these options to schedule a monthly maintenance window:

® Under Schedule Type, select Day of Month and choose the date of the month
to start the window from the list.

® Set the Start Time.

® Set the Duration to specify the length of the window. This can be any number
of days and hours. To specify a window of 24 hours, simply set the Days to 1

and leave the HH:MM at 00:00. To specify a 36-hour window, set the Days to 1
and the HH:MM to 12:00.

5. Click OK to close the dialog.
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Applying a Manual Maintenance Exclusion

Scheduling a maintenance window is an automated way to place devices or groups into a maintenance

state so that polling and alarming are temporarily suppressed. However, in the event that a

maintenance or disruptive event occurs without planning or warning, you can manually apply a

maintenance status to a device. When you are ready to resume polling and alarming, you must then

manually change the polling status back.

Follow these steps:

I. On the Group tab in the NetVoyant console, select the individual device.

2. In the context panel for the device, select the Details tab.

3. For the Polling Enabled setting, select Maintenance-Manual.

Poling Enabled:  [Enabled e l

Get Profile: Disahled
Enabled

Maintenance-tanual

Set Profile:

hiaintenance-Auto
(Cut-of-Scope
[Cioes Mot Resalve
Linresponsive
(Off-line

Note: Maintenance-Auto, Unresponsive, Out-of-Scope, and Does Not Resolve are states applied

automatically by NetVoyant according to maintenance schedules and occurrences at discovery.

You cannot manually apply one of these states.

4. Click Set.

Configuring Details for a Device

When a device is selected, the Details tab in the NetVoyant console provides access to its basic

configuration information. You can modify some of this information directly in this tab, and access

other device-specific information.

Follow these steps:
I. On the Group tab in the NetVoyant console, select the device.
The device’s details appear in the context panel.

2. On the Details tab, you can view the following details for a device:

Parameter

Description

Device Alias

sysName

sysDesct

The device DNS name or IP address.

You can also edit the device alias to another value on the device’s Details tab. For
more information, see “Editing a Device Alias” on page 100.

The device name as identified in the sysName OID on the device.

You can configure NetVoyant to apply names to your discovered devices based
on the sysName OID. For more information, see “Configuring Discovery
Options” on page 31.

The device description as identified in the sysDescr OID on the device.
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Parameter Description

sysObjectID The device SNMP agent uniquely identifies the device model based on the
sysObjectID.

sysContact The device contact person as identified in the sysContact OID on the device.

sysLocation The device location as identified in the sysLocation OID on the device.

Device Class

Device Model

Address

Device Name

Poller

SNMP Version
SNMP Timeout

SNMP Retries

SNMP Discovery

Polling Enabled

The device class as identified by NetVoyant during discovery. For more
information, see “Configuring Device Classes and Models” on page 36.

The device model as identified by NetVoyant during discovery. For more
information, see “Configuring Device Classes and Models” on page 36.

The device IP address.
The device DNS name or, for unresolvable names, the device’s IP address.

Note: If you change the IP address for the device, you must also add the
updated address to the discovery scope. Otherwise, the device is assigned an
Out-of-Scope status during the next rediscovery and polling for the device is
suspended.

The NetVoyant server that polls the device for SNMP statistics. In a distributed
configuration, the poller is the NetVoyant server that polls the device. In a
standalone configuration, the poller is always the Master server.

The SNMP version used for polling the device.

The length of time in seconds that NetVoyant waits for an SNMP reply from the
device before it considers the request to have timed out. Longer timeouts
significantly increase how long it takes to complete the discovery process.

The number of times NetVoyant retries the device for each SNMP profile if an
SNMP request times out. More retties significantly increase how long it takes to
complete the discovery process.

Indicates how the device is configured for discovery. For more information, see
“The NetVoyant Discovery Process” on page 28.

The following are possible values for SNMP Discovery:

o Extended indicates that the device is set to extended discovery. NetVoyant
rediscovers this device’s characteristics during its rediscovery process. It also
uses information in the ARP cache and IP routing table for this device to
discover other devices to discover.

® Enabled indicates that the device is enabled normally for discovery.
NetVoyant rediscovers this device’s characteristics during its rediscovery
process.

® Disabled indicates that discovery is disabled for the device. NetVoyant does
not rediscover this device’s characteristics during its rediscovery process.

Indicates the polling status for the device.

You can use this list to change the device’s polling status.

If polling is Enabled, NetVoyant is gathering data for the device. If polling is

Disabled, all poll instances are disabled and are not using poll instance licensing.

Other polling status options are used for device maintenance exclusions and

discovery issues with the device.

For more information, see “Device Polling Status” on page 94.
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Parameter Description

Get Profile The profile that NetVoyant uses for SNMP get (read) operations on the device.

Profiles are used by SNMP-enabled devices to verify the identity of requesting
managers. NetVoyant uses the profiles supported by your devices for these
devices to respond to discovery and polling SNMP requests. 1f you do not want
to use a profile, you can simply enter a valid community string in this text box
(no verification).

For more information, see “Setting SNMP Profiles for a Device” on page 108.
Set Profile The profile that NetVoyant uses for SNMP set (write) operations on the device.

Profiles are used by SNMP-enabled devices to verify the identity of requesting
managers. If you do not want to use a profile, you can simply enter a valid
community string in this text box (no verification).

If you plan to configure IP SLA operations for a device directly from the
NetVoyant console, you must enter the set profile for the device. For more
information, see “Setting SNMP Profiles for a Device” on page 108.

Viewing the Alarms for a Device

View the alarms related to a device and all of its poll instances and interfaces on the Alarms tab for
the device. This tab also lets you acknowledge alarms that were remedied, which is similar to
acknowledging alarms in the alarm log panel.

The Alarms tab displays information in a color-coded list. To change the colors used to display this
list, select Event Severity in the Logs menu.

For more information, see “Using Events and Alarms” on page 140.

Follow these steps:
I. Select the device on the Group tab in the NetVoyant console.
The device’s details appear in the context panel.

Note: If the Alarms tab does not appear in the context panel, click the Customize tab to select the
Alarms tab for display.

2. Click the Alarms tab.

This tab displays a color-coded list of alarms for the selected device with the following details for

each alarm:

Parameter Description

Ack This check box lets you acknowledge an alarm event that you already addressed.

Date/Time The server date and time at which the alarm occurred.

Description A description of the alarm that occurred.

Source The service or device that initiated the alarm.

Severity The severity level of the alarm. Alarms can be one of the following severity levels:
Warning, Minor, Major, or Critical. NetVoyant labels alarm logs by color
according to their severity. It also labels the device and group that was the source
of the alarm log in the Group tab of the tree-tab panel.

Type The type of alarm. Possible alarm types include threshold, polling, and trap.
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Parameter Description

Category The event category. Possible categoties are status, threshold, petformance, or
configuration.

Error code A code to assist technical support in diagnosing issues.

Server The server on which the service that initiated the alarm resides.

Viewing the Interfaces for a Device

The Interfaces tab in the context panel provides a list of the interfaces that are on a selected device.
For more information, see “Working with Poll Instances and Interfaces” on page 115.

Follow these steps:

I. On the Group tab in the NetVoyant console, select the device.
The device’s details appear in the context panel.

2. Click the Interfaces tab.

Note: If the Interfaces tab does not appear in the context panel, click the Customize tab to select
the Interfaces tab for display.

The Interfaces tab displays a list of interfaces on the selected device and their details. Click Reload
to reload the details on this tab. The following details are shown for each interface:

Parameter Description

ifIndex The index for an interface SNMP ifEntry table.

Description The description for an interface as configured in NetVoyant.

% Utilization The average usage of an interface over the past 24 hours as a percent of total
bandwidth.

%Peak The peak usage of an interface over the past 24 hours as a percent of total
bandwidth.

Error Rate The average error rate for an interface over the past 24 hours.

Type An interface type as defined by the ifType field in the SNMP ifEntry table.

Speed An interface speed as defined by the ifSpeed field in the SNMP ifEntry table.

Note: You can configure an interface’s speed by double-clicking the this field for
the interface.

For more information, see “Editing the Interface Speeds” on page 123.
ifOperStatus The physical status of an interface, which can be one of the following values:

® Up - The interface is operational.

® Down - The interface is not operational.

You can use an interface’s operational status (1fOperStatus) to dynamically disable
polling for non-operational interfaces. This lets you restrict poll instance usage
and data storage for interfaces that are not in use.

For more information, see “Disabling Polling for Non-Operational Interfaces”

on page 61.
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Parameter Description

ifAdminStatus The configured status of an interface, which can be one of the following values:
® Up: The interface is operational.
® Down: The interface is not operational.

Physical Address The physical address of an interface according to the SNMP ifEntry table.

Viewing Poll Tables for a Device

NetVoyant organizes poll instances into poll tables referenced and defined by dataset. If a device
supports the MIB table upon which a dataset is based, it creates a poll table for the device in the
dataset. It then places poll instances for that device in the correlated poll table.

If a device supports a dataset, it has a poll table and poll instances representing the data collected for
that dataset. For example if a device supports the Device Availability dataset based on a table defined
in the RFC1213 MIB, NetVoyant creates an Availability poll table for the device and places poll
instance representing availability data in this poll table.

f—]—ﬂ LS _SE_AL_BMG_DHCPServer
==l bsailakili
ver in Birminghatn AL Hub I:Z:lffi-:
Interfaces

Device Status/Errors
Processors

Software Performance
Storage

Note: For more information, see “Working with Poll Instances and Interfaces” on page 115.

Follow these steps:
I. On the Group tab in the NetVoyant console, locate the device.
2. Expand the device by clicking the + sign next to it.

3. To view the poll instances in a poll table, expand the poll table by clicking the + symbol next to it.

Poll Instance and Interface Icons

In the NetVoyant console, poll instances and interfaces appear under devices in poll tables. Each poll
instance and interface in a poll table has an icon next to it to indicate its type and status.

The icons for a poll instance or interface indicate the following:

The poll instance is included in the group under which it appears in the NetVoyant console and
ﬂ polling is enabled on the poll instance.

Polling is disabled for the poll instance. If polling is disabled for a poll instance, the NetVoyant
poller does not gather data for the poll instance. For more information, see “Configuring
Polling for Poll Instances and Interfaces” on page 119.

The interface is included in the group under which it appears in the NetVoyant console and
Hﬁ polling is enabled on the interface.
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Polling is disabled for the interface. If polling is disabled for an interface, NetVoyant does not
gather data for the interface. For more information, see “Configuring Polling for Poll Instances
and Interfaces” on page 119.

The poll instance or interface has triggered an alarm. This icon can also be red or cyan,
I::E_-::I depending on the severity level of the alarm. For more information, see “Viewing and
Acknowledging Alarms” on page 121.

Showing and Hiding Disabled Poll Instances

In the NetVoyant console, you can choose to show or hide disabled devices, poll instances, and
interfaces. Hiding those items that are disabled removes the extraneous items from the NetVoyant
workspace, making it easier to locate the devices, interfaces, and poll instances that are of importance
to you.

Follow these steps:

» Select View, Show Disabled from Polling in the main menu.

Wigt

v Show Disabled from Paolling

Show Alarm Stakus

v Show Event Log
v Show alarm Log

Refresh

A check mark appears next to this menu command when the setting is selected (active), indicating
that disabled objects are visible.

When the setting is not selected (inactive), it does not have a check mark, indicating that disabled
objects are not visible.

Note: Some poll instances act as a parent container to child poll instances. In this situation, the parent
poll instance can be disabled even when one or more of the child poll instances are enabled. If the
“Show Disabled from Polling” option is not selected, these child poll instances do not appear even
though they are enabled.

Viewing the MIBs Supported by a Device

The MIB Browser lets you browse the SNMP Management Information Bases (MIBs) that are
recognized by your NetVoyant system. You can also use the MIB Browser to view all the MIBs that
are compiled into NetVoyant.

For more information, see “Working with Management Information Bases” on page 127.
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Follow these steps:
» Right-click a device and select MIB Browser on the Group tab in the NetVoyant console.
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The MIB Browser displays all MIBs that are compiled into NetVoyant.

Viewing Real-Time Graphs for a Device

To troubleshoot whether NetVoyant can get data relating to a selected MIB for a device, you can use
real-time graphs in the MIB browser.

You can also view the following real-time graphs for MIB values:

e Real-time graphs for an interface. For more information, see “Viewing a Real-Time Graph for an
Interface” on page 124.

e Real-time graphs for a selected OID in a MIB by device. For more information, see “Performing

an SNMP Query on a Device” on page 104.

Follow these steps:
I. On the Group tab in the NetVoyant console, browse for and locate the device.
2. Right-click the device and select MIB Browser.
The MIB browser opens and displays the selected device as the Host.
3. Browse for and select the MIB in the MIB tree.
The OIDs for the selected MIB appear in the OID panel.

4. Click the graph icon ([##]) at the top of the MIB browser to display a real-time graph for data in
the tables for the selected MIB on the device.

A real-time graph displays data for each OID plotted as separate lines on the graph.
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5. (Optional) To configure the frequency for adding plot points to the graph, change the Polling

interval.

You can lower the polling interval to as low as 1 second for a real-time graph.

6. (Optional) To print the graph, click the printer icon.

Printing the real-time graph is only possible if there is a printer installed for the NetVoyant server

where you are accessing the MIB browser.

Troubleshooting a Real-time Graph. If a real-time graph displays no data after a few seconds, then

one of the following can be true:

Problem

Solution

The device does not support the selected
MIB.

The device is not configured for SNMP or is
not SNMP capable.

The device is not available to NetVoyant.

The polling interval for the real-time graph is
too high.

You have stopped polling for the real-time
graph.

Review your device vendor’s documentation for more
information on which MIBs the device supports.

Review your device vendor’s documentation for more
information on SNMP support.

Verify network connectivity for the NetVoyant Master
console and the device.

You can lower the polling interval to as low as 1 second
for a real-time graph.

You can stop polling on a real-time graph by clicking the
red stop button @@. To restart polling, click the green go

button ().

Performing an SNMP Query on a Device

To view data relating to a selected MIB for a device, use the querying feature in the MIB browser.

This sends a specific query for the MIB so that you can determine how it is supported on the device.

Follow these steps:

I. On the Group tab in the NetVoyant console, browse for and locate the device.

2. Right-click the device and select MIB Browser.

The MIB browser displays with the device selected as the Host.
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3. Perform one of the following:

e From the Query menu, select one of the preconfigured queries and skip to step 5.

The query window opens.

e To perform a custom query on a MIB, browse for and select the MIB.
The OIDs for the selected MIB appear in the OID panel.

4. Click the query icon at the top of the MIB browser to display data in the tables for the selected

MIB on the device.

The query window opens and displays data for each OID entered in a separate field.

5. Perform the following tasks in the query window:

Task

Description

Query real-time data from the
device

Edit a value for an OID

Print the query information

View a real-time graph of the
values for a selected OID

To get real-time data in the query table, enable polling for the data.
This updates the data in the query window according to the Polling
Interval.

® Click the green go button O

® Stop polling on a real-time graph by clicking the red stop button

® Change the Polling Interval to configure the frequency for updating
the query data.

To edit a value for an OID in the query window:
® Double-click the field and enter the new value.
® Click the update icon P o update the selected field on the device.

An error message appears at the bottom of the query window if
NetVoyant cannot make the change.

® Click the reload icon @ to verify that NetVoyant updated the

information on the device.

To print the query information, click the printer icon .

You must have a printer installed on the NetVoyant server on which
you are accessing the MIB browser to print the real-time graph.

To display a real-time graph for values for an OID on the selected
device:

Select the cell that contains the OID value in the query window and
click the graph icon .

For more information, see “Viewing Real-Time Graphs for a Device”
on page 103.

Note: If no data appears in a query after a few seconds, see ““Troubleshooting a Real-time Graph” on

page 104 for possible issues with the query.
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Configuring Devices in the NetVoyant Console

Perform the following tasks to configure how NetVoyant displays and collects information for your
devices:

e Hdit the device class.

e FEdit the device alias.

e Configure the discovery settings for the device.

e Enable or disable polling for a device.

e Enter or edit the SNMP profiles for the device.

e Add or set values for properties for a device.

e Configure the default poll instance and interface names (by dataset).
e Rediscover a device.

e Start a Telnet session with a device.

e Disable polling for non-operational interfaces.

e Disable polling for interfaces without traffic.

Classifying Devices

The class and model of a device determine what group NetVoyant places the device in upon
discovery. The device class and model is determined from the sysObjectID of the device, which is
determined during the discovery process.

You can add or edit the device class for the sysObjectID for a device to configure what device class
and model NetVoyant considers the device to be. For more information, see “Configuring Device
Classes and Models” on page 36.

You can view a device’s sysObjectID on the Details tab for the device in the NetVoyant console. For
more information, see “Configuring Details for a Device” on page 97.

Details | Alarms I Reparts I Maintenance I Interfaces I Show &Il Properties I Custamize I
ii[rﬂm Devices represent computers on your netwaork
Device Alias: IQARDLner-2B2D-4.QA.IocaI
syshlame: GARouter-2620-4 .08 local
sysDescr: Cizco Internetwork Cpersting System Softweare 105 (tm) C2600 Software (C2E00-1-M),
( sysOhjectiD 13614191209
sysContact: MattChips
syslocation: SysEnglLab
Device Clazs Routers

Editing a Device Alias

The device alias is the name used for the device in NetVoyant. It names devices based on the DNS
name for the device ofr, for untresolvable names, the device’s IP address. You can edit the device alias
that it sets for a device on the Details tab for the device.

Note: You can also configure NetVoyant to set aliases for your devices based on the IP address or
sysName OID, or to automatically strip the domain name from the device alias. For more
information, see “Configuring the Device Naming Parameters” on page 34.
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Follow these steps:

I. In the Group tab of the NetVoyant console, expand the group structure to locate and select the
device.

The device details appear in the context panel.
2. In the context panel for the device, select the Details tab.
3. Edit the Device Alias.
4. Click Set.

Changing the Polling Status for a Device

In the Details tab, you can change the polling for a device. If you disable polling for a device,
NetVoyant does not gather information from the device. Used poll instance licenses are returned to
the pool so that they are available to other enabled devices. There are additional polling states that are
used for suppressing polling and alarming for devices.

For more information, see “Managing Device Polling and Maintenance” on page 93.

Follow these steps:
I. On the Group tab in the NetVoyant console, browse for and locate the device.
2. In the context panel for the device, select the Details tab.

3. For the Polling Enabled setting, do one of the following:
e To enable polling for the device, select Enabled.
e To disable polling for the device, select Disabled.
¢ To manually apply a maintenance exclusion to the device, select Maintenance-Manual.

e If the device is in an Unresponsive, Out-of-Scope, or Does Not Resolve state and you want to
keep it from being automatically removed, select Off-line.

Polling Enakled: IEnabIed e l

Get Profile:

Enabled

A hairtenance-tanual

hiaintenance-Auto
(Cut-of-Scope
[Cioes Mot Resalve
Linresponsive
(Off-line

Note: Maintenance-Auto, Unresponsive, Out-of-Scope, and Does Not Resolve are states applied
automatically by NetVoyant according to maintenance schedules and occurrences at discovery.
You cannot manually apply one of these states.

4. Click Set.

Note: To hide devices, poll instances, and interfaces that are disabled for polling in the NetVoyant
console, clear the “Show Disabled from Polling” option in the View menu.
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Setting SNMP Profiles for a Device

NetVoyant uses profiles in order to establish access to the devices on your network. In defining a
profile, you create an identity used for authentication when performing SNMP queries and sets. The
NetVoyant console supports authentication to devices that use SNMPv1, SNMPv2C, and SNMPv3.

NetVoyant needs to know the read profile (the get profile) supported by your devices in order for
them to respond to discovery and SNMP polling requests. If you plan to configure IP SLLA tests for a
device from the NetVoyant console, you must enter the read and write profiles (the get and set
profiles) for the device. Configure these profiles directly in the Configuration Wizard or Config tab,
and set them manually for a device in the Details tab.

During initial discovery, NetVoyant attempts to discover devices with the profiles in the SNMP
profiles list, testing them according to their priority order in the list and assigning the first successful
match. If you want to change a device to a profile with another SNMP version after initial discovery,
you can remove the assigned SNMP version by setting it to Unknown/Not capable, and then
rediscover the device. You can also manually change the get and set profiles to the known SNMP
profile and then rediscover the device.

Follow these steps:

I. On the Group tab in the NetVoyant console, browse for and locate the device.

2. In the context panel for the device, select the Details tab.

3. Use the SNMP Version setting to specify the SNMP version used to access the device.

If you want NetVoyant to automatically determine the SNMP version and profile based on the
priority order of the SNMP Profiles list, select Unknown/Not capable.

4. Enter or edit the following parameters:

Parameter Description

Get Profile The profile to use for SNMP get (read) operations on the device.

Select a defined SNMP profile or select the “blank” item at the top of the list so that
NetVoyant automatically assigns a profile at discovery based on the priority order of
the SNMP profile list.

Set Profile The profile to use for SNMP set (write) operations on the device.

Select a defined SNMP profile or select the “blank” item at the top of the list so that

NetVoyant automatically assigns a profile at discovery based on the priority order of
the SNMP profile list.

If you plan to configure IP SLA operations for a device directly from the NetVoyant
console, there must be a set profile for the device.

5. Click Set.

For more information, see “Defining SNMP Profiles” on page 19.
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Managing Device Discovery

NetVoyant performs a nightly rediscovery. When you change discovery settings for devices, you can
control the discovery process and which devices it includes in discovery.

Editing Discovery Settings for a Device

To remove a device from the scheduled rediscovery, you can disable discovery for the device.
NetVoyant does not update information from devices that are disabled for discovery.

You can also edit the SNMP timeouts and retries for a device to change how sensitive NetVoyant is to
timeouts and retries for this device during the discovery process.

Note: During rediscovery, NetVoyant does not queue or update information for a disabled device. It
uses information in the ARP cache and IP routing tables of devices set to extended discovery. For
more information, see ““I'he NetVoyant Discovery Process” on page 28.

Follow these steps:
I. On the Group tab in the NetVoyant console, browse for and locate the device.
2. In the context panel for the device, select the Details tab.
The details for the device appear in the context panel.
3. Scroll down to view the discovery settings for the device.

4. Edit the following parameters:

Parameter Description
SNMP Version Set the SNMP version to be used to query the device.
SNMP Timeout Enter a length of time in seconds to configure how sensitive NetVoyant is to

timeouts when performing SNMP queries to this device. Longer timeouts
significantly increase how long it takes to complete the discovery process.

SNMP Retries Enter the number of times that you want NetVoyant to retry the device for
each SNMP profile when performing SNMP queries to this device. More
retries significantly increase how long it takes to complete the discovery
process.

SNMP Discovery Select one of the following for SNMP Discovery:
® To set the device to extended discovery, select Extended.
® To set the discovery as enabled normally for discovery, select Enabled.

® To disable discovery for the device, select Disabled.

5. Click Set to apply your changes.

Rediscovering Devices and Groups

NetVoyant performs initial discovery of a device when a full discovery is initiated from the
Configuration Wizard or when you add the device with the Device Wizard.

For more information, see “Using the Configuration Wizard” on page 17.
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From then on, NetVoyant performs a partial rediscovery nightly (midnight by default) and a periodic

full rediscovery (once a week by default) to update device configuration information. It also performs

a full rediscovery for a device when it detects a reset (based on sysUpTime) or when an IP SLA test is

added or removed. You can also manually initiate a full rediscovery of an individual device or group of

devices.

Follow these steps:

To initiate a full rediscovery of an individual device, on the Group tab of the NetVoyant console,
right-click a device and select Rediscover.

To initiate a full rediscovery for a group of devices, on the Group tab, right-click a group and select
Rediscover.

Removing a Device from the Discovery Scope

If you have removed a device and do not want to discover that device again during the periodic full

rediscovery, make sure to remove the device from the discovery scope.

Follow these steps:

l.
2,

Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
Expand Discovery and select Discovery Scopes.

The configured discovery scopes appear in the context panel.

. Select the device in the list.

Click Remove.

Click Yes to confirm.

Deleting a Device

If you want to omit a device from discovery, disable the device from discovery while keeping the

device with its definitions and data in the NetVoyant system. If you want to completely remove a

device, you can delete it.

Warning: Deleting a device deletes the device and all related data from the NetVoyant system.

Follow these steps:

1.
2.

3.

On the Group tab in the NetVoyant console, browse for and locate the device.
Right-click the device and select Delete.

Click Yes to confirm.
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Using the Find Utility to Locate Devices

The NetVoyant console includes a Find utility that you can use to locate a particular device name or
IP address in the tree-tab panel. This utility displays a list of location path names. Double-click the
found item to display the group/device.

Follow these steps:

I. Click Tools, Find in the NetVoyant console.
The Find Utility opens.

2. In the Named field, enter the search string,

This field supports wild card values with the * symbol. For example, a search string HP* would
tind a match for any device where the name begins with HP.

3. Click Find Now to search for devices.
4. Double-click an item to locate it and select it with the tree-tab panel in the NetVoyant console.

5. Click Clear to clear the current search string and listed devices before you begin a new search or
click Close to close the utility.

Starting a Telnet Session with a Device

Telnet, which is a login and terminal emulation program for Transmission Control Protocol/Internet
Protocol (TCP/IP) networks, is a common way to communicate with an individual device. You can
start a Telnet session with a device from the NetVoyant console.

Note: Telnet is not automatically installed with Microsoft Windows Server 2008. On that platform,
you must manually install Telnet from the “Turn Windows features on or off”” option of the Control
Panel.

Follow these steps:
I. In the NetVoyant console in the Group tab, expand the tree structure to locate the device.
2. Right-click the device and select Telnet.

NetVoyant starts a Telnet session with the device.

Performing a Ping or Traceroute

An ICMP (Internet Control Message Protocol) ping is an Internet utility used to determine whether a
particular IP address is reachable online by sending out a packet and waiting for a response. An ICMP
traceroute is an Internet utility that describes the path that a packet follows in real-time from the client
computer to the remote host computer being contacted. A traceroute reports the IP addresses of all
the routers in between the source and destination computers.

Follow these steps:
I. On the Group tab in the NetVoyant console, browse for and locate the device.

2. Right-click the device and select Ping/Traceroute.
The Ping/Traceroute Utility opens.
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3. Perform one of the following actions:
e To perform a ping, remain on the Ping tab.

e To perform a traceroute, click the Traceroute tab.

4. Enter or change the following parameters:

Parameter Description

Host or Address Enter the host name or IP address to which you want to ping or
perform a traceroute.

Delay (ping only) Enter the time between successive pings in milliseconds.

Number of Pings (ping only) Enter the number of pings that you want to send.

Packet Size (ping only) Enter the size of the ICMP data field that you want to send in the
ping.

Timeout (traceroute only) Enter the time in milliseconds that you want to wait for a
response from each host before considering the request to be
failed.

Maximum Hops (traceronte only) Enter the maximum number of hops that you want to perform

for a traceroute.

Start From Hop (zraceronte only) Enter the hop number on which you want to begin displaying
traceroute information in the response table. NetVoyant
petforms hops before the Start From Hop number, but does not
display these hops in the response table.

Resolve IP Addresses Select this check box to let NetVoyant perform a host name
lookup and enter values in the Hostname field.

5. Click Start.

The responses appear in the response table with the following fields:

Field Description

# The ping or traceroute hop number. This indicates the order in which the ping or
traceroute request was sent. If a ping number is repeated, NetVoyant resent the ping
because of a slow or timed-out response from the host.

Address The IP address of the host.

Hostname The host name of the host as determined by a host name lookup. NetVoyant does
not enter a value for the host name if you do not select the “Resolve IP Addresses”
check box.

Response The response time for the ping or traceroute hop.

6. You can perform the following actions after performing a ping or traceroute:
e To cancel the ping or traceroute after you have started it, click Stop.

e To clear the responses in the response table, click Clear.

7. When you are finished, click Close to close the Ping/Traceroute Utility.
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CONFIGURING PROTOCOL DATA

If your network has an RMON2 probe and you include this device in discovery, NetVoyant gathers

protocol data from the probe and displays it in Protocol views in the reporting interface. NetVoyant

Protocol views also display data collected with Cisco’s Network Based Application Recognition
(NBAR).

Adding an RMONZ2 Probe

To view Protocol Distribution views, like the ones included in the Protocol Summary (RMON2)
report, you must have a Remote Monitoring (RMONZ2) probe in place in your network that
NetVoyant can discover with SNMP.

You can add an RMONZ2 probe to your network with one of the following methods:

Add the probe to your discovery scope and initiate rediscovery. For more information, see
“Configuring the Discovery Scopes” on page 22.

Use the Device Wizard to manually add the probe. For more information, see “Manually Adding
Networks and Devices” on page 82.

Viewing Details for an RMON Protocol Distribution

Each poll instance in an RMON Protocol Distribution poll table represents an interface or channel
that a Remote Monitoring (RMONZ2) probe is monitoring.

Follow these steps:

l.
2.
3.

On the Group tab in the NetVoyant console, expand the RMON2 probe to view its poll tables.
Expand the Protocol Distribution poll table.

Select the poll instance.

Details for the poll instance appear in the context panel.

On the Details tab you can view the following information for a poll instance:

Parameter Description
Display Name The name of the poll instance.
Description A description of the poll instance, which is used to reference the poll

instance in the NetVoyant console.
Polling rate The polling group to which the poll instance belongs.

The polling group determines how often the poll instance data is
gathered and rolled up.

For more information, see “Configuring Polling for Poll Instances and
Interfaces” on page 119.
Poller The NetVoyant server that gathers data for the poll instance.

In a standalone configuration, the poller is always the Master server. In a
distributed configuration, the poller is the NetVoyant server that polls the
device to which the poll instance belongs.
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Parameter Description

Poll event severity The severity of a missed poll event for the poll instance.

You can configure the severity used for missed poll events for a poll
instance. For more information, see “Setting the Event Severity for a Poll
Instance or Interface” on page 120.

Threshold event severity The severity of a threshold event for the poll instance.
If the polled data exceeds the threshold exceeded value for an expression,
it triggers a threshold event. You can configure the severity used for

threshold events for a poll instance. For more information, see “Setting
the Event Severity for a Poll Instance or Interface” on page 120.

ifSpeed The speed of an interface as defined by the ifSpeed field in the SNMP
ifEntry table.

You can configure the speed of an interface by editing the ifSpeed field
for the interface. For more information, see “Editing the Interface
Speeds” on page 123

PacketOverhead A variable used to add precision to usage calculations by capturing the
mandatory “down time” in between packets in the physical layer.

This is typically a 12 octet interframe gap, a 7 octet “preamble,” and a 1
octet “start frame,” equalling total default value of 20.

Editing an Application Group or Protocol Group

In the NetVoyant console, you can edit the RMON protocol groups used to generate Protocol

Distribution views in NetVoyant reports. For example, you can edit what applications are considered

IPX applications or even add another application type.

Follow these steps:

l.
2,
3.

On the Group tab in the NetVoyant console, expand the RMON2 probe to view its poll tables.
Select the Protocol Distribution poll table.
In the context panel, select the Protocol Groups tab.

This tab displays the list of protocol reporting groups. The first level of the tree contains the
protocol group types. The second level of the tree contains the protocol groups. The third level
displays the protocols (from the Protocol Directory), which are enabled for the protocol group.

Note: If the Protocol Groups tab does not appear in the context panel, click the Customize tab to
select the Protocol Groups tab for display.

To change the name of an application type or protocol group, double-click the group name and
enter the new name.

To add a application type, right-click the root directory and select New Group.

a. In the Input dialog, enter a name for the application type.
b. Click OK.

To add a protocol group, right-click the application type and select New Group.

a. In the Input dialog, enter a name for the group.
b. Click OK.
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After you create a new protocol group you can add protocols or protocol groups to it.

Adding or Removing a Protocol from a Protocol Group

In the NetVoyant console, you can add or remove protocols from RMON protocol groups. For
example, you can add a protocol to the Database protocol group in the IPX application group.

Follow these steps:

I. On the Group tab in the NetVoyant console, expand the RMON2 probe to view its poll tables.
2. Select the Protocol Distribution poll table.

3. In the context panel, select the Protocol Groups tab.

4. Expand the Applications group.

5. Select the protocol group where you want to add or remove a protocol.
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6. To add a protocol, right-click the protocol group and select Add Protocols.
The Add Protocol dialog opens and displays all the supported protocols on the selected probe.
7. 'To remove a protocol, expand the application group structure, select a protocol, and click Remove.

8. Click OK to add the protocol to the protocol group.

WORKING WITH POLL INSTANCES AND INTERFACES

Each poll instance represents a row of SNMP data in a MIB table on a device. NetVoyant organizes
poll instances into poll tables referenced and defined by dataset. If a device supports the MIB table
upon which a dataset is based, it creates a poll table for the device in the dataset and places poll
instances for that device in the correlated poll table.

Note: For more information, see “Data Organization by Poll Instance” on page 44.

In NetVoyant, an interface is a specific type of poll instance that also represents a physical connection
of a device to a network. When you expand a device or network in the Group tab of the NetVoyant
console, the poll instances and interfaces are listed under it in the tree.
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Polling Status and Expiration

During discovery, NetVoyant uses the discovery scope to poll all eligible devices and determine what
poll instances and interfaces are available for data collection and reporting, At this time, it can change
the status of a previously discovered poll instance or interface. A poll instance or interface can be in
any of the following states:

Status Description

Enabled Indicates that the poll instance or interface is enabled for polling.
For more information, see Configuring Polling for Poll Instances and Interfaces.
Disabled This is an initial state during discovery or when polling is disabled on the dataset or
polling group.
For more information, see “Editing Dataset Details” on page 46 and “Creating or
Editing a Polling Group” on page 64.

Manually Disabled Indicates that the poll instance or interface polling was manually disabled.
For more information, see “Configuring Polling for Poll Instances and Interfaces”
on page 119.

Auto-Disabled Indicates that the poll instance or interface or its parent was disabled by an Auto-

enable rule at the dataset level.

For more information, see “Using Auto-Enable Polling” on page 60.

Expiring Each dataset has a setting for poll instance expiration. If NetVoyant determines
that a poll instance or interface is out-of-scope or unresponsive, its expiration clock
starts and elapses according to the number of days indicated in the dataset. When it
expires, the poll instance or interface does not exist for that device.

For example, you can delete an IP SLA test. The poll instance and data for this test
is maintained during the expiration (“time-to-live”) period, but deleted when the
poll instance is expired.

For more information, see “Editing Dataset Details” on page 46.
Off-line Indicates that the poll instance or interface was manually removed from the
automatic expiration schedule, disabling its “time-to-live” removal.

For more information, see “Configuring Polling for Poll Instances and Interfaces”
on page 119.
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Viewing and Editing Poll Instance and Interface Details

When you select a poll instance or interface in the Group tab of the NetVoyant console, the Details

tab appears in the context panel. This tab provides detailed information about the selected poll

instance or interface. Some of these settings can be changed in the Details tab.

Follow these steps:

I. On the Group tab in the NetVoyant console, expand the device or network to view its poll and

interface tables.

2. Expand the table and select the poll instance or interface.

The details appear in the context panel.

3. On the Details tab you can view the following details for a poll instance:

Parameter

Description

Display Name/Name

Description

Polling Status

Polling rate

Poller

ifIndex

ifDescr

ifType

ifPhysAddress

The name of the poll instance or interface, which is used to reference it in
repotts.

You can dynamically name and apply descriptions to poll instances and
interfaces by dataset upon discovery. For more information, see “Naming Poll
Instances and Interfaces” on page 51.

A description of the poll instance or interface, which is used to reference it in
the NetVoyant console.

You can dynamically name and apply descriptions to poll instances and
interfaces by dataset upon discovery. For more information, see “Naming Poll
Instances and Interfaces” on page 51.

The polling status for the poll instance or interface.

For more information, see “Configuring Polling for Poll Instances and
Interfaces” on page 119.

The polling group to which the poll instance or interface belongs. The polling
group determines how often data is gathered and rolled up.

For more information, see “Configuring Polling for Poll Instances and
Interfaces” on page 119.

The NetVoyant server that gathers data for the poll instance or interface.

In a standalone configuration, this is always the Master server. In a distributed
configuration, the poller is the NetVoyant server that polls the device to which
the poll instance or interface belongs.

(Interfaces and Frame Relay circuits only) The index for the interface’s SNMP
ifEntry table.

(Interfaces and Frame Relay circuits only) The description of the interface as
defined in the SNMP ifEntry table. You can use ifDesct to dynamically name
and apply descriptions to new interfaces or circuits.

For more information, see “Naming Poll Instances and Interfaces” on

page 51.

(Interfaces and Frame Relay circuits only) An interface’s type as defined by the
ifType field in the SNMP ifEntry table; for example, frame-relay.

(Interfaces and Frame Relay circuits only) The physical address of an interface
according to the SNMP ifEntry table.
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Parameter

Description

Addresses

Poll event severity

Poll event category

ifType

ifSpeed_in

ifSpeed_out

IP SLA Parameters

CirOut

Cirln

Eirln

EirOut

(Interfaces and Frame Relay circuits only) The IP addresses assigned to the
interface.

The severity of a missed poll event for the poll instance or interface. You can
configure the severity used for missed poll events for a specific poll instance or
interface.

For more information, see “Setting the Event Severity for a Poll Instance or
Interface” on page 120.
The assigned category for a missed poll event for the poll instance or interface.

This information is used to categorize events in the Event Manager when
NetVoyant is registered with NetQoS Performance Center as a data source.

You can also use the poll event category to filter events when creating
notifications. For more information, see “Writing an Event Filter Expression”
on page 183.

(Interfaces only) An interface’s type as defined by the if Type field in the SNMP
ifEntry table.

(Interfaces only) An interface’s inbound speed as defined by the ifSpeed_in
field in the SNMP ifEntry table. This setting can be used to calculate usage for
the inbound direction.

For more information, see “Editing the Interface Speeds” on page 123.

(Interfaces only) An interface’s outbound speed as defined by the ifSpeed_out
field in the SNMP ifEntry table. This setting can be used to calculate usage for
the outbound direction.

For more information, see “Editing the Interface Speeds” on page 123.

(IP S1.A only) Provides details about poll instances that are part of IP SLA
operations.

For more information, see “Data Organization by Poll Instance” on page 44.
(Frame Relay circuits only) This is a built-in property for Frame Relay circuit
poll instances used for the Input Committed Information Rate for the DLCI.

(Erame Relay circuits only) This is a built-in property for Frame Relay circuit
poll instances used for the Output Committed Information Rate for the
DLCI.

(Erame Relay circuits only) This is a built-in property for Frame Relay circuit
poll instances used for the Input Excess Information Rate for the DLCI.

(Frame Relay circuits only) This is a built-in property for Frame Relay circuit
poll instances used for the Output Excess Information Rate for the DLCI.

page 51.

Editing Names and Descriptions for Poll Instances or Interfaces

You can edit the name and description on the Details tab for each poll instance or interface.
NetVoyant reports display names of poll instances and interfaces and the NetVoyant console tree-tab
panel displays the descriptions.

Note: NetVoyant lets you dynamically name and apply descriptions to poll instances and interfaces by
dataset upon discovery. For more information, see “Naming Poll Instances and Interfaces” on
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Follow these steps:

I. On the Group tab in the NetVoyant console, expand the device to view its poll and interface
tables.

2. Expand the table that contains the poll instance or interface.
3. Select the poll instance or interface.
The details appear in the context panel.

4. Edit the following parameters in the Details tab:

Parameter Description

Display Name Enter the name for the poll instance or interface, which is used to reference it
in NetVoyant console.

Description Edit the description for the poll instance or interface, which is used to
reference it in the NetVoyant reports.

5. Click Set.

Configuring Polling for Poll Instances and Interfaces

To configure polling for a specific poll instance, you can apply a different polling group to that poll
instance on its Details panel. The assigned polling group determines how often NetVoyant polls this
device for the data in this poll instance.

For example, you can apply a polling group with a polling rate of five minutes to a poll instance for a
Jitter IP SLLA test on a router. It then polls this router for data relating to this IP SLLA test every five
minutes.

As another example, if you apply a polling group with a polling rate of five minutes to a Fast Ethernet
interface on a router, it polls this router for statistics about this interface every five minutes.

You can also enable or disable polling for the poll instance or interface.

Follow these steps:

I. On the Group tab in the NetVoyant console, expand the device to view its poll and interface
tables.

2. Expand the table and select the poll instance or interface.
The poll instance details appear in the context panel.
3. Change the Polling Status to disable or enable polling.

Select Enabled to enable polling, or Manually Disabled to disable polling, For more information,
see “Polling Status and Expiration” on page 116.
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5. Click Set.

Note: To hide devices, poll instances, and interfaces that are disabled for polling in the NetVoyant
console, clear the “Show Disabled from Polling” option in the View menu.

Setting the Event Severity for a Poll Instance or Interface

You can configure the severity used for missed poll events and threshold events for poll instances and
interfaces. A missed poll event occurs when NetVoyant cannot poll a device for a poll instance or on
an interface. A threshold event occurs when an expression value for the polled data on a poll instance
or interface meets the threshold trigger value within an alarm profile that is applied to the device.

The event severity that you set for these event types determines what type of alarm event is triggered
for exceptions on the poll instance or interface.

Note: Events can be one of the following event severities: normal, warning, minor, major, or critical.
For more information, see “Configuring Event Severities” on page 168.

Follow these steps:

I. On the Group tab in the NetVoyant console, expand the device to view its poll and interface
tables.

2. Expand the table and select the poll instance or interface.
The details appear in the context panel.
3. Select a severity level from the “Poll event severity” list.

This determines the severity level for a missed poll event for the poll instance or interface
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Viewing and Acknowledging Alarms

You can view the alarms related to a poll instance or interface on the Alarms tab for the poll instance

or interface. You can also acknowledge alarms remedied on this tab like you can in the alarm log

panel.

Note: For more information, see “Using Events and Alarms” on page 140.

Follow these steps:

I. On the Group tab in the NetVoyant console, expand the device to view its poll tables.

2. Expand the poll instance or interface table and select the poll instance or interface.

3. Click the Alarms tab.

This tab displays a color-coded list of alarms for the selected poll instance or interface. You can

configure the colors for alarms from the Logs menu.

Note: If the Alarms tab does not appear in the context panel, click the Customize tab to select the
Alarms tab for display.

The Alarms tab provides the following details for each alarm:

Field

Description

Ack
Date/Time
Description
Soutce

Severity

Type
Category

Error code

Server

This check box lets you acknowledge an alarm that you already addressed.
The server date and time at which the alarm occurred.

A description of the alarm that occurred.

The setvice or device that initiated the alarm.

The severity level of the alarm. Alarms can be one of the following severity levels:
Warning, Minor, Major, or Critical. NetVoyant labels alarm logs by color according
to their severity. It also labels the device and group that was the source of the alarm
log in the Group tab of the tree-tab panel.

The type of alarm. Possible alarm types include threshold, polling, and trap.

The event category. Possible categoties are Status, Threshold, Configuration, ot
Performance.

A code to assist technical support in diagnosing issues.

The server on which the service that initiated the alarm resides. To acknowledge an
alarm, select the Ack check box next to the alarm. This cleats the alarm.

NetVoyant Administrator Guide

121



Managing Devices and Networks

Deleting All Data for a Poll Instance or Interface

Deleting a poll instance or interface removes all the historical data for it. When NetVoyant rediscovers
the device, it recreates the poll instance or interface for the device with no existing data.

Note: If you do not want to continue to collect data for a poll instance or interface, do not delete it.
Instead, disable polling for it. For more information, see “Configuring Polling for Poll Instances and
Interfaces” on page 119. If you do not want to include data for a poll instance or interface in a report,
exclude it from the group. For more information, see “Including and Excluding Poll Instance or
Interface Data” on page 92.

Follow these steps:

I. On the Group tab in the NetVoyant console, right-click the poll instance or interface and select
Delete.

2. Click Yes to confirm.

This deletes the poll instance or interface and all related data. If the device is rediscovered,
NetVoyant recreates the poll instance or interface for the device, with no existing data.

Managing Device Interfaces

An interface is a specific type of poll instance that also represents a physical connection of a device to
a network. When you expand a device in the Group tab, select the Interfaces poll table to view the
interfaces discovered for the device and the parameters for each interface.

L
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AT B3 ifindex.3 ATMZI0 0% 0% 014 ethernet-c...
edye network BB ifindex.d ATMZI0-at. 0% 0% 0.1 ethernet-c...
AThID-atrm layer BB ifindex.4 FastEther.. 0% 0% 50.11 ethernet-c...
cizco l=1010 BB ifindex6 ATM1/0.0-. 0% 0% 0.1 ethernet-c...
ATH1D-5815 layer BB ifindex.? ATM1/0-aa.. 0% 0% 0.1 ethernet-c...
cizco l=1010 BB ifindex.. ATM1/01-. 0% 0% 0.1 ethernet-c...
ATM2/0-atrm layer BB ifindex.® ATM1/0.0-. 0% 0% 0.1 ethernet-c...
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ATM2/0-5al5 layer BB ifindex.. ATMZ/0-aa.. 0.01% 0.01% 0.1 ethernet-c...
ATM2/0.0-5315 layer BB ifindex.. ATMZI0.0-. 0% 0% 0.1 ethernet-c...
Tulld BE ifindex.. Mulld 0% 0% 0.07 ethernet-c...
el BB ifindex.. ATM1/01-. 0% 0% n.08 ethernet-c...
el B3 ifindex.. 1 0% 0% 0.1 ethernet-c.
1 4 | v
5
- i ? LI Reload |
Group I Configl MlBSI Servicesl

Because interfaces represent a physical connection, there are additional settings to use for managing
data collection and alarming for interfaces.
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Editing the Interface Speeds

NetVoyant automatically discovers and sets the interface speed when it discovers an interface;
however, you can edit the overall interface speed, and the inbound and outbound speeds, in the
NetVoyant console. These speed values are used in NetVoyant calculations and are included in many
interface reports.

Note: The ifSpeed property is reported to NetQoS Performance Center when NetVoyant is
registered as a data source. The ifSpeed_in and ifSpeed_out values are used in the ifstat
expressions for calculating usage. Use different inbound and outbound values to support interfaces
such as ADSL, which have different inbound and outbound speeds.

Follow these steps:
I. On the Groups tab in the NetVoyant console, expand the device to view its poll tables.
2. Expand the Interfaces poll table and select the interface.
The interface details appear in the context panel.
3. Enter the updated ifSpeed_in or ifSpeed_out.

Note: If you want to use differing speeds for inbound and outbound traffic on the interface, set
the ifSpeed_in and ifSpeed_out values accordingly.

If you do not enter a unit for the speed, the default unit of bps (bits per second) is used.
NetVoyant recognizes the following units for interface speed:

Unit Description

bps Bits per second.

Kbps Kilobits per second. Thousand bits per second.
Mbps Megabits per second. Million bits per second.
Gbps Gigabits per second. Billion bits per second.
Tbps Trillion bits per second.

Pbps Quadrillion bits per second.

Qbps Quintillion bits per second.

Zbps Sextillion bits per second.

Ybps Septillion bits per second.

Although several of these units seem high, a device can erroneously enter an exaggerated interface
speed. If this is the case, these units are used for interface speed.

4. Click Set.

NetVoyant uses the new values in its calculations.
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Resetting an Interface Speed

After you edit an interface’s speed, if you want to reset the interface speed according to the device’s
interface statistics table (ifstats), you must reset the property’s system mode to Normal so that the
property can be modified. For more information, see “Adding, Viewing, or Setting Values for
Properties” on page 244.

Note: If you have not edited the interface speed property, you cannot and do not need to reset the
system mode.

Follow these steps:
I. On the Groups tab in the NetVoyant console, expand the device to view its poll tables.
2. Expand the Interfaces poll table and select the interface.
The interface details appear in the context panel.
3. Click the Show All Properties tab.
This tab shows existing properties for the interface.

Note: If the Show All Properties tab does not appear in the context panel, click the Customize tab
and select the Show All Properties tab for display.

4. Select the ifSpeed property.

5. Click Reset System Mode to set the property’s system mode to Normal.

Viewing a Real-Time Graph for an Interface

To troubleshoot an interface in the NetVoyant console, display real-time graphs for selected
expressions on the interface’s Real-time Graphs tab.

Note: You can also view the following real-time graphs for MIB values. For more information, see
“Viewing Real-Time Graphs for a Device” on page 103 and “Performing an SNMP Query on a
Device” on page 104.

Follow these steps:
I. On the Group tab in the NetVoyant console, expand the device to view its poll tables.
2. Expand the Interfaces poll table, and select the interface.

3. Click the Real-time Graphs tab.

Note: If the Real-time Graphs tab does not appear in the context panel, click the Customize tab to
display the Real-time Graphs tab.

4. Select one of the following real-time graphs:

Graph Description

In vs Out Utilization Plots the interface incoming usage (in_ifutil) and outgoing usage (out_ifutil)
as a percent of total bandwidth.

In vs Out Volume Plots the interface incoming and outgoing volume as octets per second.

Errors Plots the interface errors for incoming and outgoing traffic.
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Graph Description
Discards Plots the interface discards for incoming and outgoing traffic.
Unknown Protocols Plots packets that were discarded on the interface because the packets are a

protocol that is unknown to the device.

5. Click Display.

This displays the selected real-time graph for the interface.

qaswitch—375l] - Router's Subnet on 10.0.8.1 M= E3
Data Help

|POIIing interval (sec): I 3: | . % ?

gaswitch-3750 - Router's Subnetl ®in_ti

out_ifutil

%ltilization

Note: If no data appears in a real-time graph after a few seconds, see “Troubleshooting a Real-
time Graph” on page 104 for possible solutions.

6. (Optional) To contigure the frequency for adding plot points to the graph, change the Polling

interval.
You can reduce the polling interval to as low as one second for a real-time graph.
7. (Optional) To print the graph, click the printer icon.

Note: This requires that the NetVoyant server on which you are accessing the NetVoyant console
has a printer installed.

Performing Mass Operations by Interface Type

To configure large groups of interfaces at one time, you can use the Mass Operation tool to configure
interfaces by interface type (IFType). The tool lets you make configuration changes to all interfaces of
a selected type in your entire network, in a group, or on an individual device.

For example, if you apply a polling group with a polling rate of five minutes to all Gigabit Ethernet
interfaces in the Routers group, NetVoyant polls Gigabit Ethernet interfaces on all routers in the
Routers group for interface statistics every five minutes.

Follow these steps:
I. On the Groups tab in the NetVoyant console, expand the device to view its poll tables.
2. Expand the Interfaces poll table and select the interface.

The interface’s details appear in the context panel.

3. Right-click the interface and select “Mass Configure (by IFType).”
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The Mass Operations dialog opens.

4. Select one of the following operation options:

Option

Description

Interfaces on this Device

Interfaces in this Group

All Interfaces

Applies the configuration changes to interfaces of the selected type on
the same device as the selected interface

Applies the configuration changes to interfaces of the selected type in the
same group as the selected interface.

In a distributed configuration, this applies the configuration changes to
interfaces of the selected type on the same poller as the selected interface.

In a standalone configuration, this applies the configuration changes to
interfaces of the selected type.

5. Configure the following parameters:

Parameter

Description

Polling Rate

Poll Event Severity

Interface Speed

® To disable polling for the selected interfaces, select Disable.

® To set the polling rate for the selected interfaces, select a polling group
from the list.

This list is populated with the polling groups defined for the Interface
Statistics dataset. For more information, see “Configuring Polling for Poll
Instances and Interfaces” on page 119.

Select the severity of a missed poll event for the interfaces.

A missed poll event occurs when NetVoyant cannot poll the interface.
The severity level that you set determines what type of alarm events are
triggered for missed polls on the selected interfaces.

Events can be one of the following severity levels: normal, warning, minor,
major, critical, or a custom severity level. For more information, see
“Setting the Event Severity for a Poll Instance or Interface” on page 120.

Enter an interface speed including a unit.

If you do not enter a unit for the speed, the default unit of bps (bits per
second) is used.

NetVoyant automatically discovers and sets the interface speed when it
discovers an interface; however, you can edit the interface speed (ifSpeed)
for your interfaces. This speed is used in NetVoyant calculations and is
included in reports. For more information, see “Editing the Interface

Speeds” on page 123.

6. Click OK.

NetVoyant applies the configuration changes to the selected interfaces.
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CHAPTER 5 Working with Management
Information Bases

A Management Information Base (MIB) is a file that describes types of data that SNMP pollers (like
NetVoyant) can gather from a device. A MIB contains o4jects (units of management information)
divided into scalars and tables, which are identified by object identifiers (OIDs). NetVoyant
recognizes many MIBs at installation.

Note: MIB management tasks take place in the NetVoyant console on the MIBs tab and in the MIB
Browser.

This chapter covers the following topics:

e “Using MIBs for Data Collection” on page 128
e “Using the MIB Browser” on page 131
e “Adding MIBs to NetVoyant” on page 134
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USING MIBsS FOR DATA COLLECTION

A Management Information Base (MIB) is an SNMP structure that describes a type of data that an

SNMP agent can monitor. NetVoyant uses MIBs to determine what type of data it can collect from

your devices.

An SNMP-enabled device supports a selection of MIBs, and this selection is determined by how the

device manufacturer has implemented SNMP support on the device. In the NetVoyant console, you

use the MIB browser to view the MIBs that a selected device supports. For more information, see

“Opening the MIB Browser” on page 131.

MIB Structure

An SNMP MIB defines a tree structure, in which each node is assigned a unique name and object

identifier. Managed objects or data variables occur at the leaf nodes of the tree. The following

example is from RFC1213. The nodes represented in italics correspond to actual data items.

iso(1)
org(3)
dod (6)
internet (1)

directory (1)

sysDescr (1)
sysObjectID(2)

sysUpTime (3)

|

|

|

| sysContact (4)
| sysName (5)

| sysLocation(6)
|

sysServices (7)

i1fNumber (1)
ifTable (2)

ifEntry (1)

ifDescr(2)
1fType(3)

i1fMtu(4)

|

|

|

|

|

|

|

|

|

| interfaces (2)
| |

| |

| |

| | ifIndex (1)
| |

| |

| |

| |

|

experimental (3)

private (4)
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The node ifNumber is an example of a scalar value. While it is not apparent from this representation,
the nodes under ifEntry actually represent a table structure within the MIB. Each of the child nodes
of ifEntry define a column of the table.

MIB Object Identifiers

A MIB uses object identifiers (OIDs) to label each type of data that it describes. An OID is a
permanent, unique name assigned to a type of data for storage (persistence). A MIB file defines:

e The types of data and their OIDs.
e The tables where SNMP agents store data.

When a device gathers data, it stores it in associated MIB tables as data labeled with the appropriate
OIDs. SNMP pollers (like NetVoyant) use the OID to search for, gather, and sort data from many
devices.

For example, the Host Resources MIB defines a type of data with the hrStorageSize OID, which
stores the storage size of a host resource. If a server supports the Host Resources MIB, it stores the
size of each of its resources labeled with the OID hrStorageSize. NetVoyant can poll this device for
data labeled as hrStorageSize and compare this data with other devices that support this MIB.

Viewing MIBs in the NetVoyant Console

You can view all MIBs added to the NetVoyant system on the MIBs tab in the NetVoyant console.
The tree structure that appears in the tab lists MIB modules, which are collections of managed objects
and trap definitions that describe an SNMP-manageable entity. Each module contains one or more
tables. On the MIBs tab, you can also view the details of a selected MIB table or an OID.

= BRIDGE_MIE
= topology ChangeSpecific
neswRoot
topology Change
dot dBase

E dot] dBaseBridyeAddress

dot! dBaseMumPorts
dot! dBaseType
dot! dBasePort Table
dot dBasePortErtry
dot] dstp
ot dStpPortErtry
dat1dTp

Viewing the Details of a MIB Table

Each dataset in NetVoyant is based on a table defined in a MIB. By browsing the definitions in the
MIB, you can view information about how each MIB table is defined. You can also view details about
how a selected table is defined in a MIB on the MIBs tab in the NetVoyant console.

SNMP agents residing on your devices store SNMP data in MIB tables. NetVoyant creates poll tables
to store SNMP data from MIB tables.
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Follow these steps:
I. Click the MIBs tab in the NetVoyant Master or standalone console.
2. Expand the Master server item.
All recognized MIBs appear.
3. Browse for and expand the MIB module in which the table is defined.
4. Select the MIB table.
This displays the details for the MIB table in the context panel.
This panel displays the following details:

Parameter Description
Name The name of the MIB table.
Identifier The text identifier for the table in the form:
MIB.TableName
where MIB is the name of the MIB and TableName is the name of the
table.
OID The object identifier for the table.
Indices The OID that is used as an index to the table.
Enabled for Indicates whether NetVoyant discovers the MIB table on those devices that
Discovery support the MIB.

If the table is tied to a dataset, this check box is selected.

If the table is not tied to an existing dataset, this check box is not selected.

Viewing the Details of an OID

A MIB uses OIDs to label each type of data that it describes. An OID is a permanent, unique name
assigned to an object for storage (persistence).

When a device gathers SNMP data, it stores its data in its associated MIBs in fields labeled with the
appropriate OIDs. NetVoyant uses the OID to search for, gather, and sort data from many devices.

By browsing the definitions in a MIB, you can view information about how each OID is defined. You
can also view details about how a selected OID is defined in a MIB on the MIBs tab in the NetVoyant
console.

Follow these steps:
I. In the NetVoyant console (Master or standalone), select the MIBs tab.
2. Expand the Master server.
All recognized MIBs are listed.
3. Browse for and expand the MIB and table in which the OID is defined.
The OIDs stored in the MIB table are listed.
4. Select the OID.
This displays the details of the OID in the context panel.
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This tab displays the following details:

Parameter Description

Module The MIB in which the OID is defined.

Parent The object identifier of the parent object, which is either the MIB or the MIB table.

Name The name of the OID.

Type The type of data that the field holds.

Field The name that NetVoyant gives to the field in the objects table associated with the
OID.

USING THE MIB BROWSER

Use the MIB Browser to browse the SNMP MIBs that are recognized by your NetVoyant system. In
this tool you can select MIB tables and OIDs to be queried or graphed.

Opening the MIB Browser

Perform one of the following to open the MIB Browser from the NetVoyant console:

e On the Groups tab, right-click a device and select MIB Browser.

The MIB Browser opens, displays only those recognized MIBs that are supported by the SNMP
agent on the selected device.

e From the Tools menu, select MIB Browser.
The MIB Browser displays all MIBs that are recognized by NetVoyant.

The main portion of the MIB Browser is organized into two panels:

Panel Description

MIB tree panel Displays a hierarchical view of all MIBs and MIB tables.
Select a MIB to view the tables that it contains in the context panel. Select a MIB table

to view the OIDs that it contains in the context panel.

Context panel Displays information about the tables or OID in the MIB or MIB table selected in the
MIB tree panel.
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SnmeL Explorer MIB Browser !E[ E
Data Source  Query  Help
@ Host: Ilocalhost ProfilefCammunity: Ipublic Timeout: IS ﬂ Retries: |1 ﬂ Wersion: |2 ﬂ
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MIB Tree Panel Context Panel

The following parameters are defined in the MIB Browser context panel:

Parameter Description

Name The name of the table or OID.

Object Identifier The object identifier number for the table or OID.

Syntax The type of data stored in an OID. For a table or identifier OID, this is OBJECT
IDENTIFIER.

Access How the field is configured by the MIB to be accessed.

Defval The default value of the field if it exists. The SNMP agent populates a field with

the default value when the device is restarted or when a new row is created in the
MIB table and a value for the field is not specified.

Description A textual description of the type of data that is stored in an OID.
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Configuring What the MIB Browser Displays

In the toolbar at the top of the MIB Browser are several options that customize how data appears in

the MIB Browser.

@ Host: I|DCa|hDS‘t

ProfilefCommunity: Ipublic Titneaut: IS i’ Retries: |1 i’ “ersion: P i’

The following options are available:

Option

Description

Host

Profile/

Community

Timeout

Retries

Vetsion

The device queried for SNMP information that appears in the MIB Browser. This
information is automatically entered depending upon how you launch the MIB browser,
or you can enter it manually:

Enter a device name or IP address to query the device for its supported MIBs. If a table
is not supported by the device, data is not displayed for the query.

If the SNMP agent is running on a UDP port other than the SNMP default of 161,
enter the host with the following syntax:

<host>:<port numbers>
For example:
192.168.0.80:3000

The SNMP profile used to query the host. For SNMPv1/v2, you can simply specify a
community string instead of a defined profile.

For more information, see “Defining SNMP Profiles” on page 19.

The length of time in seconds to wait for a reply to an SNMP query from the host
before considering the query to have failed.

The number of attempts made to a host for failed SNMP queries.

The SNMP version used to query the host.

Performing an SNMP Query in the MIB Browser

Perform an SNMP query for a MIB to determine the OIDs contained within the MIB and the type of
data available. This is also a good way to test a custom MIB after you have loaded and compiled it into

NetVoyant.

Follow these steps:

» Click the query button ( 7 ) on the toolbar.

For more information, see “Performing an SNMP Query on a Device” on page 104.

If no data appears in a query after a couple seconds, then one of the following can be true:

Problem

Solution

The device does not support the  Review your device vendor’s documentation for more information

selected MIB.

on which MIBs the device supports.
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Problem Solution

The device is not configured for ~ Review your device vendor’s documentation for more information
SNMP or is not SNMP capable. on SNMP support.

The device is not available to Verify network connectivity for the NetVoyant Master console and
NetVoyant the device.

Viewing a Real-Time Graph

The real-time graphing feature available in the MIB Browser provides a graphical view of the data for
the selected MIB or OID as it is processed for the device. Real-time graphs are useful troubleshooting
tools that you can use to view poll processes on a specific device.

Follow these steps:

» Click the graph button ( # ) on the toolbat.

[A105T_RESOURCES_MIB.htProcessorFrwID on 192.168.0.26 M= E3
Data Help

|POIIing interval (sec): I 3: | . % ?
HOST_RESOURCES_MIB.hrProcesso;®"racessortoss

hrProcessarload.2
e hrProcessorLoad 3
hrProcessarload 4

55088000
09:27:40  09:28:00 09:28:20 09:28:40 09:29:00 09:29:20 09:29:40

For more information, see “Viewing Real-Time Graphs for a Device” on page 103.

ADDING MIBS TO NETVOYANT

As manufacturers continue to produce new device models, new MIBs are created. In addition to the
numerous standard MIBs that install with NetVoyant, administrators can compile new MIBs and
build datasets to poll devices that support those MIBs. This lets it poll devices that support the
compiled MIB.

For NetVoyant to poll and transform data from a MIB that is not configured, three main steps must
be performed:

e The MIB must be compiled: this provides the definition of the MIB, where to find particular
pieces of data, what data-type the data uses, and so on.

e At least one dataset must be created: the datasets actually tell NetVoyant what to poll, how to
mathematically or logically transform the data, and also contain other configuration information
about the polling of the MIB.
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e Atleast one view must be created: the views are the graphs and tables that display the data in the
web reporting tool. Without a view that uses a dataset based on the compiled MIB, NetVoyant
collects the data but there is no way of displaying it.

Private MIBs can usually be obtained from the manufacturer, downloadable from their Website. To
add a MIB, the MIB file must be stored in a location that makes it available from the NetVoyant
console.

Note: In a distributed NetVoyant system, you must add MIB files on the Master server and these
changes are synchronized to the pollers.

Determining MIB Dependencies

In order for NetVoyant to utilize an OID, every element to which it refers must be specifically called
out and identified in that MIB or reside within another MIB that already resides in the NetVoyant
system. When you compile a MIB file in NetVoyant, you must supply the OIDs defined by the device
manufacturer and the OIDs for public entities (such as iso, org, dod, internet, and so on) that are
required by OIDs within the MIB.

Before adding a new MIB to NetVoyant, you can preview the contents of the MIB to determine
whether it has dependencies. MIBs upon which another MIB is dependent must be compiled into
NetVoyant before compiling the dependent MIB.

Follow these steps:

I. Open the MIB file with a text editor, such as Notepad.
2. Browse the beginning of the MIB for the IMPORTS section.

The IMPORTS section of a MIB lists the variables that the MIB imports from other MIBs. These
other MIBs are the dependencies of the MIB.

B CISCO-NETFLOW-MIB.my - Motepad M= E3
File Edit Format Wiew Help

_ \u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\u\uwwwwwwwwwwwwwwwwwwwwwwwﬂ
—— CISCO-METFLOW-MIE. My

—- January 2004, Nitish kundu and Paul aitken.

- Coﬁuyright (c) 2004, 2005 by Cisco Systems, Inc.
A1l rights reserved.
B T T T R Rl R R R

(CISCO-NETFLOW-MIE DEFIMITIOMS ::= BEGIM

IMPORTS
MODULE-IDENTITY,
QBIECT-TY¥PE,
Countersz,
unsignedsz,
Integersiz,
Gaugesz,
Counterad
FROM SHMPwW2-SMI
InetaddressType,
Inetaddress,
Inetaddressprefixiength,
InetPorthumber,
INetAUTONOMOUS SysT emNumber
FROM IMET-ADDRESS-MIE
RowStatus,
Truthwvalue,
Timestamp,
Displaystring,
TEXTUAL-CONVENTION
FROM SMNMPwW2-TC
MODULE-COMPLIAMCE,
OBEJECT-GROUP
FROM SNMPwW2 —CONF

4 | vz
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3. View each MIB dependency, which is listed after FROM.

In the preceding figure, the InetAddress variable is imported from the SNMPv2-SMI MIB. The
SNMPv2-SMI MIB is a dependency of this MIB.

Inspecting the OIDs

At the beginning of the MIB file is an IMPORTS line, which calls out the terms used in the MIB and
the RFC MIB that defines those terms.

The upper levels of the OID tree define the general OID structure with a series of standard reference
MIB files called RFCs (Request for Comment).

An RFC MIB defines a basic dictionary of terms that manufacturers use to write their own
equipment-specific MIBs. By using these standard building blocks, a private MIB (created by the
manufacturer) does not need to define the entire OID tree. It only has to define the unique OIDs that
describe the manufacturer’s device.

ccite(0) @ @ iso-ccitt(3)

member(2) (Y

sed(0) (™ LDAPv3(1)() org(3) W2

OID TREE

000000000000000000000

Compiling New MIBs into NetVoyant

Before adding a MIB to NetVoyant, preview the contents of the MIB to determine whether it has
dependencies. MIBs upon which another MIB is dependent must be compiled into NetVoyant before
compiling the MIB. For more information, see “Determining MIB Dependencies” on page 135.

Note: In a distributed NetVoyant system, you must add and compile MIB files on the Master server
and these changes are automatically synched to the pollers.

Follow these steps:

I. Click File, New, MIB in the NetVoyant console.
The MIB Compiler opens.

2. Click Add to add a MIB.
The Add MIB File dialog opens.

3. Browse for and select the MIB file.
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4. Click Add.
This adds the MIB to the list of MIB Source Files.

5. Repeat steps 2 through 4 for each MIB that you want to add to NetVoyant.

6. Click OK.
NetVoyant compiles the MIB. You can verify the addition of the MIB by locating the MIB on the
MIBs tab.

Creating a Custom Dataset

To begin gathering data defined in a MIB after you add it, you must create a custom dataset based on
a MIB table from which you want to gather data. You can create a new dataset with the Dataset
Wizard. For more information, see “Creating and Configuring Custom Datasets” on page 53.
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CHAPTER 6 Managing NetVoyant
Events and Alarms

Events are actions, changes, or other occurrences that NetVoyant tracks in event logs. Each event has
an event severity assigned to it, which is one of the following: normal, warning, minor, major, critical
or a custom severity level.

Alarms are events that have an elevated event severity (not normal), which includes warning, minor,
major, and critical, and unavailable, which indicates a polling failure.

You can use the NetVoyant console to configure the triggering and automated clearing of threshold
event alarms. All alarms can be viewed and managed in the Alarm Log or in the Event Manager when
NetVoyant is registered as a data source in NetQoS Performance Center.

This chapter covers the following topics:

e “Using Events and Alarms” on page 140
o “Working with Event and Alarm Logs” on page 156

e “Configuring Event Severities” on page 168
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USING EVENTS AND ALARMS

Events are actions, changes, or other occurrences that NetVoyant tracks with event logs. This includes

the following types of events:

e Log events: Result from the actions that it performs or changes in your network that it detects.
Log events track actions that NetVoyant services perform along with topology changes in your

network or devices. You can configure the logging level of the NetVoyant services. For more

information, see “Configuring a Service’s Start Mode or Logging Level” on page 220.

e Polling events: Result from the SNMP polls performed by NetVoyant. Polling events track the

SNMP polls sent to your devices.

e Trap events: Result from incoming SNMP traps. Trap events track incoming SNMP traps. You can
configure new trap events for the types of SNMP traps that you expect NetVoyant to receive. For
more information, see “Adding or Editing an SNMP Trap Event” on page 251.

e Threshold events: Result from threshold violations. Threshold events track threshold violations on
your devices. A threshold event occurs when a value for an expression goes beyond a threshold

limitation value that you set for the alarm rule. You can configure threshold events by specifying
threshold triggered and cleared values in an alarm rule. For more information, see “Defining

Thresholds for Alarm Rules” on page 149.

Event and Alarm Tasks

You can perform the following actions to configure how NetVoyant identifies and responds to events

and alarms:

Task

More information

Manage event and alarm logs.

Create alarm profiles

Specify alarm rules and threshold event severity.
Set or edit the thresholds for alarm rules.

Configure the event severity applied to events for a
selected poll instance.

Configure the event severity applied to events for a
selected interface.

Configure event severities to facilitate notifications
and reporting.

Add or edit the SNMP trap events defined in
NetVoyant.

Create notifications to alert you and yout team about
selected events and alarms.

Configure the logging performed by NetVoyant
services.

“Working with Event and Alarm LLogs” on page 156
“Creating a New Alarm Profile” on page 144
“Defining an Alarm Rule” on page 148

“Using Thresholds to Trigger Events” on page 152

“Setting the Event Severity for a Poll Instance or
Interface” on page 120

“Setting the Event Severity for a Poll Instance or
Interface” on page 120

“Configuring Event Severities” on page 168

“Adding or Editing an SNMP Trap Event” on
page 251

“Creating a Notification” on page 171

“Configuring a Service’s Start Mode or Logging
Level” on page 220
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Using Alarm Profiles

An alarm profile is a set of rules that define when a polling event generates an alarm. A profile is
assigned to a group of devices. When polling events and their resulting data for a device within the
group meets conditions of the profile, an alarm is generated.

Using alarm profiles is a convenient way to group alarm rules into a functional set for a specific
purpose. For example, an alarm profile named “Phoenix Servers” would consist of alarm rules for
disk space, processor usage, and device availability with thresholds set specifically for an operational
region within the wider network.

You can access the alarm profiles in the Config tab in the NetVoyant console, in the Polling item of

the tree.
4
nvE0afresh (Master Console) M Datasets | Time Fitters I Intervals ~&larm Profies
[Marne | Description Status
Routers Enabled
Switches Enabled
Servers Enabled
Generic Enabled
Metvayant System Disabled
@ nvB03paller (Remote Paoller)
A | Chanoe | Remove | Copy | Help |
Group  Config I MlBSI Servicesl

Note: In a distributed system, alarm profiles are defined and applied only on the Master server. You
cannot add alarm profiles or change the alarm rules for an alarm profile on a poller. However, in the
event that the Master server is down, you can restart the services on the poller and then add or modify
alarm profiles locally. This provides a backup in the case that the Master server is down for an
extended period of time. But be aware that when the Master server returns to service, it overwrites the
rules configured locally on the poller.

Default Alarm Profiles

The NetVoyant console includes five preconfigured alarm profiles. These profiles contain standard
rules typically used for alarm generation by device class and are assigned to the default NetVoyant
groups. These profiles can be modified or deleted. However, it is recommended that you remove or
modify them only after careful consideration.

Note: In a distributed NetVoyant system, alarm profiles are defined and applied only on the Master
server.
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Routers

The Routers alarm profile generates threshold events for routers. This profile is automatically

assigned to the default Routers group and defines the following alarm rules and severities:

Alarm rules

Severity

Availability < 100%

Availability < 100% for 10 minutes

Interface Availability < 100%

Interface Availability < 100% for 10 minutes
Inbound Utilization >= 90% for 10 minutes
Inbound Utilization >= 95% for 10 minutes
Outbound Utilization >= 90% for 10 minutes
Outbound Utilization >= 95% for 10 minutes
Inbound Error rate > 2%

Inbound Error rate > 5%

Outbound Error rate > 2%

Outbound Error rate > 5%

CPU Utilization > 50% for 10 minutes

Minor
Critical
Minor
Critical
Minor
Major
Minor
Major
Minor
Major
Minor
Major
Minor

Switches

The Switches alarm profile generates threshold events for switches. This profile is automatically

assigned to the default Switches group and defines the following alarm rules and severities:

Alarm rules

Severity

Availability < 100%

Availability < 100% for 10 minutes

Interface Availability < 100% for 10 minutes
Inbound Utilization >= 50% for 10 minutes
Inbound Utilization >= 75% for 10 minutes
Outbound Utilization >= 50% for 10 minutes
Outbound Utilization >= 75% for 10 minutes
Inbound Error rate >= 2%

Inbound Error rate >= 5%

Outbound Error rate >= 2%

Outbound Error rate >= 5%

CPU Utilization >= 50% for 10 minutes

Minor
Critical
Critical
Minor
Major
Minor
Major
Minor
Major
Minor
Major

Minor
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Servers

The Servers alarm profile generates threshold events for servers. This profile is automatically assigned
to the default Servers group and defines the following alarm rules and severities:

Alarm rules Severity
Availability < 100% Minor
Availability < 100% for 10 minutes Critical
Inbound Interface Utilization >= 90% for 10 minutes Minor
Inbound Interface Utilization >= 95% for 10 minutes Major

Outbound Interface Utilization >= 90% for 10 minutes Minor

Outbound Interface Utilization >= 95% for 10 minutes Major

Inbound Error Rate >= 2% Minor

Inbound Error Rate >= 5% Major

CPU Utilization >= 20% for 10 minutes Minor

CPU Utilization >= 50% for 15 minutes Major

Disk Storage Used >= 95% for 1 hour Minor

Disk Storage Used >= 99% for 1 hour Major
Generic

The Generic alarm profile generates threshold events for devices that are not routers, switches, or
servers. This profile is automatically assigned to the default Firewalls, Hubs, Network Termination,
Printers, Probes, and Workstations groups. It defines the following alarm rules and severities:

Alarm rules Severity
Availability < 100% Minor
Availability < 100% for 10 minutes Critical
Interface Availability < 100% for 10 minutes Critical
Inbound Interface Utilization >= 90% for 10 minutes Minor
Inbound Interface Utilization >= 95% for 10 minutes Major

Outbound Interface Utilization >= 90% for 10 minutes Minor

Outbound Interface Utilization >= 95% for 10 minutes Major

Inbound Error Rate >= 2% Minor
Inbound Error Rate >= 5% Major
Outbound Error Rate >= 2% Minor
Outbound Error Rate >= 5% Major
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NetVoyant System

The NetVoyant System alarm profile generates standard threshold events for devices. It is not
assigned to a group, but contains a number of standard threshold definitions used in device
management. Rather than creating a new, empty alarm profile and defining alarm rules from scratch,
you can copy this profile to create new custom alarm profiles and modify the alarm rules according to

your needs.
For more information, see “Duplicating an Alarm Profile” on page 145.

The NetVoyant System alarm profile defines the following alarm rules and severities:

Alarm rules Severity
Availability < 100% Minor
Availability < 100% for 10 minutes Critical
Interface Availability < 100% for 10 minutes Critical

Outbound Interface Utilization >= 90% for 10 minutes Minor

Outbound Interface Utilization >= 95% for 10 minutes Major

Inbound Error Rate >= 2% Minor
Inbound Error Rate >= 5% Major
Outbound Error rate >= 2% Minor
Outbound Error rate >= 5% Major
CPU Utilization >= 20% for 10 minutes Minor
CPU Utilization >= 50% for 15 minutes Major
Disk Storage Used >= 95% for 1 hour Minor
Disk Storage Used >= 99% for 1 hour Major

Creating a New Alarm Profile

NetVoyant installs with some predefined alarm profiles. However, you can create your own custom
alarm profiles to use instead of the default profiles or in addition to them. When you create a new
profile, you add the alarm rules that you want to include in the profile. Each alarm rule defines one or
more thresholds for triggering and clearing a threshold event.

Note: In a distributed NetVoyant system, alarm profiles are defined and applied only on the Master

Server.

Follow these steps:
I. Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
2. Select Alarm Profiles.
A list of the existing alarm profiles appears in the context panel.
3. In the Alarm Profiles tab of the context panel, click Add.

The NetVoyant console automatically creates a new, empty alarm profile with a “New Profile #”
naming scheme.
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Enter a name for the alarm profile in the Name field.
Enter descriptive text in the Description field.
Add a rule to the Alarm Rules list by clicking Add at the bottom of the panel.

This opens the Alarm Rule Definition dialog. Click OK when you are finished defining the alarm
rule. For more information, see “Defining an Alarm Rule” on page 148.

Repeat this step for as many rules as you need to add to the profile.

To enable the alarm profile so that alarms are generated according to the rules for all assigned
groups, select the Enabled check box.

For more information, see “Assigning an Alarm Profile to One or More Groups” on page 146.

Click Save.

Duplicating an Alarm Profile

If you have existing alarm profiles and alarm rules with defined thresholds, duplicating a profile and

then modifying it can be a quicker and easier way to create specific alarm profiles to assign to the

various groups of devices. This is especially time-saving if you use the same expressions for defining

thresholds, but you want to use different severity settings or specify different threshold trigger or clear

values.

Note: In a distributed NetVoyant system, alarm profiles are defined and applied only on the Master

Server.

Follow these steps:

l.
2,

Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
Select Alarm Profiles.

A list of the existing alarm profiles appears in the context panel.

Select the alarm profile in the list that you want to duplicate.

Click Copy.

NetVoyant automatically generates a duplicate of the selected profile, including its alarm rules, and
names it with a “Copy of Profile Name” naming scheme. This new profile is automatically selected
and its profile settings appear in the context panel.

4
D-JJR-MY-1 (Master Console) N ssighed Groups I
=& Paling ~Profile
=) Datasets
Time Fitters
\rtervals [arne: ICopy of Servers [ Enabled
= Alarm Profiles Description: I
(B
Save |
Alarm Rule
[Marne Severity Winclowy (Minutes) Status |
Ayvailability Minar Poll Rate Enabled ﬂ
Ayvailability Critical 10 Enabled
D-JJR-NY-2 (Reficte Poler) P zaten Hner " Enabled =
D-JJR-MY-5 (Remote Paoller)
A | Chanoe | Remove |
Group  Config | MlBSI Servicesl
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5.

6.

Change the name for the alarm profile in the Name field.

Make the additional modifications to the profile settings and alarm rules to customize the profile
according to your needs and click Save.

Note: When you copy an alarm profile, it does not automatically include the assigned group
settings. After you save the new profile version, click the Assigned Groups tab to assign the

profile. For more information, see “Assigning an Alarm Profile to One or More Groups” on
page 146.

For more information, see “Editing an Alarm Profile” on page 146 and “Defining an Alarm Rule” on

page 148.

Editing an Alarm Profile

You can easily change the settings for an existing alarm profile. This includes disabling/enabling the

profile, and adding, editing, and removing alarm rules for the profile.

Note: In a distributed NetVoyant system, alarm profiles are defined and applied only on the Master

server.

Follow these steps:

l.
2,

Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
Select Alarm Profiles.

A list of the existing alarm profiles appears in the context panel.

You can also select the alarm profile from the tree in the Config tab.

Select the alarm profile from the list in the context panel and click Change.

Make required changes to the Profile Settings:

e Change the text in the Name or Description fields.
e C(lick the Enabled check box to enable or disable the profile.

e Add or change the Alarm Rules. For more information, see “Defining an Alarm Rule” on
page 148.

Click Save to save your changes
Click the Assigned Groups tab and select or clear groups for the profile as needed.

Click Save to save your changes.

Assigning an Alarm Profile to One or More Groups

When you assign an alarm profile to a NetVoyant group, the alarm rules and threshold values are used

to generate alarm events for the devices within the group. You can assign a profile to more than one

group and a group can have more than one alarm profile assigned to it.

Note: In a distributed NetVoyant system, alarm profiles are defined and applied only on the Master

Server.
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Follow these steps:

2,

Expand the Master server on the Config tab in the NetVoyant Master or standalone console.
Expand Alarm Profiles and navigate to the alarm profile you want to assign.

The Profile Settings for the selected alarm profile appear in the context panel.

Click the Assigned Groups tab.

In the context panel, expand folders so that groups and sub-groups are visible.

e All checked items are groups to which the alarm profile is assigned.

e A gray box next to an item indicates that there is one or more subgroups assigned, but not all

subgroups.

Note: If NetVoyant is registered with NetQoS Performance Center as a data source, only groups
created in the NetVoyant console are available for assigning alarm profiles. Groups populated
from NPC synchronization do not appear in the Assigned Groups tab.

Select and clear the check boxes so that the alarm profile is assigned to the groups that you want.
When you select a group check box, all child objects in the group are selected, but not subgroups.

To make selections for groups containing many subgroups and child objects, you can right-click a
group and choose “Select All Subgroups” (to make a recursive selection) or “Select Only Direct

Subgroups.”
a mm-nvE1 netgos local f NetVovant

- [:I Devices
¥ [ Florida
= Sl

CC
CE
e

Select All Subgroups
Select Only Direct Subg

Help

[~ Crromsm
[ [ san Antonio

You can also clear selections by choosing “Deselect All Subgroups” (to recursively clear the
selections) or “Deselect Only Direct Subgroups.”

Click Save to save your changes.
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Working with Alarm Rules

The alarm rules that you add to an alarm profile define how an alarm and the threshold values are
generated. A rule is a set of conditions for a single dataset that trigger an alarm when they evaluate to
true. All of the conditions (thresholds) in the rule must be met in order for the rule to generate an
alarm. A profile can contain multiple rules. Each rule designates the severity of the alarm condition,
which expressions are tested, and the exceeded and cleared values.

Defining an Alarm Rule

You must have at least one alarm rule in an alarm profile. Most alarm profiles contain multiple rules.
Some profiles have duplicate rule types that use different severity levels and threshold values so that

notifications are sent based on the severity level of the threshold violation. For more information, see
“Triggering Notifications for a Threshold Event” on page 185.

Note: In a distributed NetVoyant system, alarm profiles are defined and applied only on the Master
server.
Follow these steps:

I. Navigate to the profile settings for an alarm profile by expanding Master server, Polling, Alarm
Profiles in the Config tab and selecting the alarm profile where you want to add a rule.

B1masterup (Master Console) : Profile Settings | Assigned Groupsl
7 ling ~Profile
E. =) Datasets
g Time Fiters Mame: IRouters ¥ Enabled
Intervals
=[] alarm Profiles Descrigtion: |

A‘:-.u_u_r:er = Save
Swrtches

Yy Servers

Yy Generic Al Rue
A Metvoyant System , n
A Notifications [Marne Severity | Winclowy (Minutes) | Category Status |
I_% Database Availability Minar Pall Rate Perfarmance Enabled ﬂ
E;E'_ Discovery Ayvailability Unarvailable 10 Performance Enabled
ﬁ Schedules Interface Availabilty  binar Pall Rate Status Enabled
D Traps Interface Availahilty  Unavailable 10 Status Enabled LI
MvE1testp2 (Poller)
% nvEltestp (Poller) Add | Change | Remaove |

Group  Config | MlBSI Servicesl

2. In the Profile Settings, click Add at the bottom of the panel.
The Alarm Rule Definition dialog opens.

3. Enter a name for the rule in the Name field.

4. Use the Dataset list to select a dataset for the rule.

This is the dataset used for defining thresholds for the rule. A threshold is specified by the value
for an expression in the dataset. After a threshold is defined for the rule, you cannot change the
dataset.

For more information, see “Creating or Editing a Dataset Expression” on page 73.
5. Use the Category list to assign an event category for the alarm rule.

An event can be one of the following categories: Status, Threshold, Configuration, Performance,
or Unknown.
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Note: If NetVoyant is registered with NetQoS Performance Center as a data source, this category
is used to filter events in the Map and Map Event List.

6. Use the Severity list to designate the severity level of the alarm that is generated when the rule’s
threshold condition is met, or if multiple conditions are all met.

For more information, see “Configuring Event Severities” on page 168.

7. In the Alarm Window section of the dialog, choose the alarm window type for the rule:

e At poll rate: Use this option to test the rule at every polling interval. The newest value is
compared with the threshold definitions and triggers immediately when the value meets all
threshold definitions.

e Over window of __ minutes: Use this option to specify an interval for testing the expression
values (rate values) taken over that interval. These values are compared with the threshold
definitions and triggers immediately when the values meet all threshold definitions.

Note: When you use the availability expression in the Device Availability dataset to create an alarm
rule, availability is determined by a successful or unsuccessful poll. For more information, see
“Availability Threshold Events” on page 153.

8. In the Thresholds section of the dialog, click Add to add a threshold (condition) for the rule.

This opens the Threshold Definition dialog. The defined threshold is a limit on the values for the
specified expressions that you see as acceptable. A threshold is composed of a threshold exceeded
and a threshold cleared limit. For more information, see “Defining Thresholds for Alarm Rules”
on page 149.

9. Click OK to add the threshold to the list and repeat this step for as many threshold definitions
(conditions) that you want for the rule.

10. Click OK when you finish defining the alarm rule.

You can repeat this process for as many rules as you need to add to the profile.

Defining Thresholds for Alarm Rules

NetVoyant generates alarms and sends notifications based upon the thresholds that you set for the
rules within the assigned alarm profile. These thresholds are the limits on the values for these
expressions that you see as acceptable. Fach threshold is composed of a threshold exceeded and a
threshold cleared limit. For more information, see “Using Thresholds to Trigger Events” on

page 152.

Note: You can create thresholds that change according to the baseline value for an expression or
according to property values set at the poll instance level. For more information, see “Creating
Dynamic Thresholds and Expressions” on page 155.

Follow these steps:

I. Expand Master server, Polling, Alarm Profiles in the Config tab and select the alarm profile where
you want to add or modify a rule.

2. In the Profile Settings, click Add to create a new rule or select a rule and click Change.

This opens the Alarm Rule Definition dialog. For information, see “Defining an Alarm Rule” on

page 148.
3. In the Thresholds section of the dialog, click Add to add a threshold to the rule.
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This opens the Threshold Definition dialog,

4. If the alarm detection window is a specified number of minutes in the Alarm Rule Definition
dialog, choose an Event Detection option:

e Alarm when condition exists for entire interval: Select this option to trigger an alarm when
the condition is met for the entire interval.

e Alarm when condition occurs for ... during the window: Select this option to trigger an
alarm when the condition is met for a specified number of minutes within the alarm detection

window. Set these values in increments of the poll rate if possible: 5, 10, 15, 20 minutes, and so
on.

Note: If the alarm detection window is set to the poll rate for the alarm rule, this option is not
available.

5. Define an Expression for the threshold by type:

e Constant - Use this threshold expression type to generate an alarm event based on the raw value
of a dataset expression.

The “Alarm when” setting specifies the point at which an alarm event is triggered — when that
value is above, above or equal, below, below or equal, not equal, or equal to the specified
threshold value.

Set the “Clear when” value to specify the point at which the alarm event is marked as over or
“cleared.” This enables the expression to remain in the threshold event state until it returns to
an acceptable value.

Expression

Constant | Percent of Baseline I Basline +/- Std Dev I

Expression: Iavailabil'rty 'l
Alarm when: IBeIoW LI “alue of: |1 oo.o Clear when: [Ahove or Equal] |1 oo.o

e Percent of Baseline - Use this threshold expression type to specify a calculated percentage over
or under the baseline value for the dataset expression to trigger an alarm event.

For each poll instance, NetVoyant evaluates the function as the current baseline calculation of
the expression for a poll instance. It typically calculates baselines on an hourly basis.

Note: To use this function, the value must be defined in the Baselines tab of the dataset so that
a baseline is calculated. If the baseline is not in this list, it uses the actual value of the expression
for the baseline value. For more information, see “Using Baselines™ on page 76

The “Alarm when” setting specifies the point at which an alarm event is triggered— when the
dataset expression value is above, above or equal, below, below or equal, not equal, or equal to
the specified baseline percentage value.

The “Clear when” setting specifies the point at which an alarm event is marked as over or
“cleared”— when the dataset expression value is above, above or equal, below, below or equal,
not equal, or equal to the specified baseline percentage value. This enables the expression to
remain in the threshold event state until it returns to an acceptable value.

Expression

Constant Percent of Baseling | Bazeling +i- Std Dey I

Exprezsian: [in_ifutil LI
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e Baseline +/- Std Dev - Use this expression type to trigger the threshold when the value exceeds
the baseline plus x number of standard deviations. For example, if the interface usage baseline is
25% with a standard deviation of 5%, configuring the threshold to trigger when the interface

usage exceeds 3 standard deviations above the baseline would result in a trigger when the usage
exceeds 40%.

The “Alarm when” setting specifies the point at which an alarm event is triggered — when the
dataset expression value is the specified number of standard deviations above, above or equal
to, below, below or equal to, not equal to, or equal to the baseline value.

The “Clear when” setting specifies the point at which an alarm event is marked as over or
“cleared”— when the dataset expression value is above, above or equal to, below, below or
equal to, not equal to, or equal to the specified number of standard deviations away from the
baseline value. This enables the expression to remain in the threshold event state until it returns
to an acceptable value.

Expression

Constant I Percent of Baseline Basling +i- Std Dev |

Expression: Iavailabil'rty 'l
Alarm when: IAbove 'l baseline and I 3: StedDevs Clear when:  [Below or Equal]  baszeline and F 3:

Note: Ensure that the tab for expression type you want to use is the active tab before you save
your changes.

6. Click OK.

Using Thresholds in Reporting

Some of the NetVoyant trend plot views display the threshold for a metric. Many of these views

include the threshold information in the footer, and some of these calculate the projected number of
days until the threshold is reached.

s Error Rate Out Trend Fri19 Jun 2009 - Thu 25 Jun 2009 COT

Interface: Mimic2DevE7 - 211

= Error Rate Out = Error Rate Out Projection — Error Rate Out Threshold
54
ey — — —_— — —
£
2 34
&
- 2
2
5 1
o T T T T T T 1
00:00 00:00 0000 o000 0000 oooo 00:00 o000
0sMe 06720 06/21 06722 06723 06124 06725 08126

Error Rate Out Threshold: 2.0%, Days urtil below threshold: 1268
Interface Speed Out: 10.00 Mbps, Resolution: Hourly

If there is more than one threshold defined for the dataset expression (reporting metric) in alarm
profiles assigned to the selected group containing the device, the NetVoyant reporting tool uses the

strictest threshold definition (higher severity/lower threshold) to generate a threshold value for the
view.
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Using Thresholds to Trigger Events

A threshold is the limit on the values you see as acceptable for an expression. Each threshold is
composed of a threshold triggered and a threshold cleared limit.

You can create thresholds that change according to the baseline value for an expression or property
values set at the poll instance level. For more information, see “Defining Thresholds for Alarm
Rules” on page 149.

Threshold Triggered. If NetVoyant polls data that exceeds the threshold exceeded value, it triggers a
threshold event.

For example, you can set a threshold exceeded value of 50.0 for the interface usage (ifutil)
expression. If it polls usage data from an interface that is greater than 50.0, it triggers a threshold
event.

Threshold Cleared. After a threshold event is triggered for a poll instance, when it polls data from
the poll instance that is less than the threshold cleared value, NetVoyant marks the threshold event as
over or “cleared.”

For example, you can set a threshold cleared value of 30.0 for the interface usage (ifutil)
expression. After a threshold event is triggered for a poll instance, if NetVoyant polls usage data from
an interface that is less than 30.0, it clears the threshold event.

Note: When the alarm occurs because of a value exceeding the threshold trigger value (threshold
exceeded), the threshold cleared values are often lower than threshold trigger value to require
expressions to return to a level that is closer to normal before it considers the threshold event to be
cleared.

A threshold event starts where the threshold is triggered and ends when it crosses the threshold cleared value.

Threshold Event

i /\
vV

Threshaold Triggered

\//\Threshold Cleared
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Using Event Severities. You can set the event severity for each alarm rule as shown in the following
figure. This is the severity assigned to the threshold event when a threshold is triggered. You can
create multiple versions of the same rule with different levels of severity in order to create escalated
alarms and notifications.

The alarm rule severity for the rules in an alarm profile

Alarm Rules

CPU Litilization

Errorrate (In) Enabled
Errorrate (In) Roll Rate Enabled
Errorrate (Cut) Roll Rate Enabled
Errorrate (Cut) Roll Rate Enabled
Litilization (n) 0 Enabled
Litilization (n) 0 Enabled
Litilization (Cut) 1] Enabled LI
Change | Remaove |

Notifications. When an alarm rule is set, a threshold event occurs when an expression meets the
threshold trigger value. Threshold events (except those where the alarm rule severity is set to None)
create alarm log entries in the NetVoyant database, but, notifications are not sent. If you want to
receive notifications, such as emails, SNMP traps, or others in response to alarm events, you must
configure a notification for the threshold event.

For more information, see “Creating a Notification” on page 171.

Availability Threshold Events. If you create an alarm rule for the Device Availability dataset that sets
an alarm condition when the availability expression falls below a specified level (threshold) over an
entire window, the alarm might not be triggered. The reason for this is that the default availability
expression is calculated with the sysUpTime OID, and this information is available only when there is
a successful poll.

if ((sysUpTime/100.0) < duration) then (sysUpTime/duration) else 100.0

When there is a successful poll, NetVoyant looks at the sysUpTime information in the current poll
and previous polls over the event duration window and uses this to calculate the value for the
expression.

The default alarm profiles include an Availability alarm rule over a 10-minute window with a 100
threshold value. You can lower this value to make the condition less sensitive, but the lower the
threshold value, the more likely it is that NetVoyant does not trigger an event when an unsuccessful
poll occurs during the event duration window.
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Using Dataset Expressions in Thresholds

Many of the default datasets in the NetVoyant console have existing expressions that capture and
calculate useful metrics. To create a threshold expression that generates and clears an alarm, you must
specify an expression that is associated with the dataset specified in the alarm rule.

For example, the Interface Statistics dataset has an expression named in_discardrate. This expression
calculates the input discard rate by multiplying the value of the inbound interface discards
(ifinDiscards) by 100 and dividing it by the value of the total number of interface’s inbound packets
(intotalpkts)

This expression is used to create thresholds for the Utilization (in) alarm rules within the default
Routers alarm profile.

For more information, see “Creating or Editing a Dataset Expression” on page 73.

Important: When you add, delete, or modify a dataset expression, the system modifies the rollup
tables. This can affect historical data.

About Threshold Levels and Escalated Notifications. You can configure NetVoyant to send
escalated notifications for an expression based on increasing thresholds. To configure an escalated
notification, you must create multiple alarm rules for the same expression and then assign each rule a
different event severity. When you create notifications for each level, you can trigger the notification
based on the threshold level expression name.

For example, the default Routers alarm profile contains two alarm rules named Utilization (in) that are
associated with the Interface Statistics dataset. One rule has a severity setting of Minor and the other
has an event severity of Major. These two rules are designed so that the same metric is used to trigger
alarm events of differing severity.

The first Utilization (in) rule contains a single threshold expression that triggers the alarm event when
the value of in_ifutil is greater than or equal to 90.0 for the entire polling interval. It clears the alarm
event when this value is less than 90.0 for an entire polling interval. In the alarm rule, this is assigned
a Minor event severity.

Alarm Rule Definition 3
r-Rule Definition

[arne: IUtiIization ()] [V Enabled

Datazet: Ilnterfac:e Statistics LI Severity: IMinor =~ l

- Alarm Window:

Threshold Definition [ %]

Event Detection

At poll rate
Alarm detection windowe is: 10 minutes

& over window 0. | g e

' Alarm when condition ocoures for: I:I aminute(s) during interyval

rThreshalds

Expression

Constant | Percent of Baseline I Basline +/- Std Dev I

Expression: Iin_ifutil 'l
Alarm when: IAbove ar EqualLI “alue of: IQD.D Clear when:  [Below] IQD.D

Ok | Cancel | Help |
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The second Utilization (in) rule contains a single threshold expression that triggers the alarm event
when the value of in_ifutil is more than or equal to 95.0 for the entire polling interval. It clears the
alarm event when this value is less than 95.0 for an entire polling interval. In the alarm rule, this is

assigned a Major event severity.

These two rules function to generate the same type of threshold event, but with different severities.
The event with the Minor severity appears in the alarm log. A NetVoyant administrator can set up a
notification for the event with the Major event severity because it is a more serious violation.

Creating Dynamic Thresholds and Expressions

The following are some examples for how to threshold expressions to create dynamic thresholds for
which NetVoyant can generate alarms or send notifications.

Example I: Constant Value Threshold. The following is an example of a fixed-value (Constant)
threshold definition with the availability (availability) expression in the Device Availability dataset.

A fixed value threshold for availability

Expression

Constant | Percent of Baseline I Basline +/- Std Dev I

Expression: Iavailabil'rty 'l
Alarm when: IBeIoW LI “alue of: |1 oo.o Clear when: [Ahove or Equal] |1 oo.o

This threshold uses a fixed value of 100 as the threshold trigger for the availability expression. A value
less than 100 triggers an alarm event. A value equal to or more than 100 clears the event.

Example 2: Setting Thresholds as a Percent of Baseline. The following is an example of a threshold
definition based on the inbound interface usage (in_ifutil) by a percentage of the 30-day moving
baseline for the expression.

A percent of baseline threshold for interface usage

Expression

Constant Percent of Bazeline | Baseline +1- Std Dev

Expression: Iin_ifutil 'l
Alarm when: IAbove =~ l I titmes the haseline Clear wwhen:  [Below or Egual] [1.25  fimes the baseline

This threshold is crossed when in_ifutil exceeds a value that is two times (200%) the current 30-day
moving baseline.
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Example 3: Removing False Positives with a Combination Threshold. The following example of
two threshold definitions that use a constant and a baseline to create a less erroneously sensitive
threshold trigger for interfaces that generally have a low usage baseline (for example, GigE or LAN
switch ports).

Use two threshold definitions to create a more sensitive alarm trigger

Threshalds

Alarm Condition Interval
ifutil = 50.0 Ertire window
ifutil Above 200% of haseline Ertire window
Al | Change | Remove |

The threshold is triggered only when ifutil exceeds a value that is more than 50% and is at least two
times the current 30-day moving baseline for ifutil as described in Example 3.

WORKING WITH EVENT AND ALARM LOGS

The NetVoyant console includes logs for event and alarms. You can display these as log panels in the

main console window or you can view the contents of a log in a separate log window.
Events can be one of the following types:

e Log: These events track actions that NetVoyant services perform along with topology changes in
your network or devices. You can configure the logging level of the NetVoyant services. For more
information, see “Configuring a Service’s Start Mode or Logging Level” on page 220.

e Polling: These events track the SNMP polls sent to your devices. A polling event occurs when a
device does not respond to an SNMP request from NetVoyant during a scheduled polling cycle.

e Trap: These events track incoming SNMP traps. You can configure new trap events for the types
of SNMP traps that you expect NetVoyant to receive. For more information, see “Adding or
Editing an SNMP Trap Event” on page 251.

e Threshold - These events track threshold violations on your devices. A threshold event occurs
when a polled value for an expression goes beyond the threshold exceeded value that you set for
the expression in an alarm profile. For more information, see “Defining Thresholds for Alarm
Rules” on page 149.

Viewing the Log Panels

You can choose to display the event and alarm log panels at the bottom of the NetVoyant console or
in separate windows. These panels display current event logs as triggered by service logging, polling
events, SNMP traps, and database notifications for threshold events.

To view the event log panel, perform one of the following actions:

e To view the log panel within the NetVoyant console main window, click View, Show Event Log,

e To view the log panel in a separate window, click Tools, Event Log,
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Event Log for ¥ym-test-MC1 =] E3

File Actions Edit Help
DatedTime | Severity | Description | Source | EZ
Fri Mov 16 10:20:44 CET ... Mormal ifstatz(Fast) rollups(300-=3600) for 11M6/2007 10:20 completed in 1 secs Palls o &
Fri Mov 16 10:20:43 CET ... Mormal ifstatz(Fast) 6641 pollz converted to 3145 deltas in 5 seconds Pollz 0 ==
Fri Mov 16 10:20:42 CET ... Mormal ritstatsiMaormal): rollups(300-=900) for 11462007 10:20 completed in 0 secs Palls o
Fri Mov 16 10:20:41 CET ... Mormal ritstats(Marmal): 187 polls completed and 14 missed in 40 seconds Pollz u]
Fri Mov 16 10:20:41 CET ... Mormal ritstats: polling failed for garouter-2621-4 galocal - GalcmpEchol: Mo data retur... Polls u]
Fri Mov 16 10:20:40 CET ... Mormal rithitpiMormal): rollups(300-=900) for 11462007 10:20 completed in 0 secs Palls o
Fri Mov 16 10:20:40 CET ... Mormal rthittpiMormal): 5 polls completed and 0 missed in 39 seconds Pollz u]
Fri Mov 16 10:20:38 CET ... Mormal ifstatz(Fast) 3245 pollz completed and 267 miszed in 37 seconds Pollz u]
Fri Moy 16 02:28:46 CST ... Warning availlMormal): 9 pollz converted to 6 deftas in 153 seconds Pollz u]
Fri Moy 16 00:09:32 CST ... Warning Interface mapping disabled for device: 192.168.123.44 due to duplicate interfac... Topology u]
Fri Moy 16 00:09:24 CST ... Warning Unable to overwrite manually specified ifSpeed for wansuite test box - Supervi... Topology u]
Fri Moy 16 00:07:08 CST ... Warning Unable to overwrite manually specified ifSpeed for npic342{4 - HP ETHERMET M... Topology u]
Fri Moy 16 00:06:28 CST ... Warning Unable to overwrite manually specified ifSpeed for altisys - MS TCP Loophack in... Topolocgy u]
Fri Moy 16 00:03:45 CST ... Warning Unable to overwrite manually specified ifSpeed for ngoz - MS TCP Loophack int... Topolocgy u]
Fri Moy 16 00:03:45 CST ... Warning Unable to overwrite manually specified ifSpeed for ngoz - IntelfR) PRCA 000 MT ... Topaolocgy u]
Fri Moy 16 00:03:45 CST ... Warning Unable to overwrite manually specified ifSpeed for ngoz - IntelfR) PRCA 000 MT ... Topaolocgy u]
Thu Mow 15 11:11:07 C5... Mormal Topology Service Starting Topolocgy 0 =
1| | 3
000 events |

The event log panel provides the following information:

Field Description
Date/Time The server date and time at which the event occurred.
Severity The severity of the event. Logs in the event log panel can be one of the following

severities: normal, warning, minor, major, critical, or a custom event severity.

Description A description of the event that occurred.

Source The service or device that initiated the event.

Error code A code to assist technical support in diagnosing issues.

Server The Master console or remote poller on which the service that initiated the event resides.

For standalone configurations, the server is always the Master console.

Note: You can double-click an event to see all information recorded in the event log in an Event
Details window. For more information, see “Viewing Details for an Event or Alarm” on page 158.
Viewing the Alarm Log Panel

The alarm log panel displays event logs for threshold events, missed polls, and incoming SNMP traps.

Follow these steps:

e To view the log panel within the NetVoyant console main window;, click View, Show Alarm Log.

e To view the log panel in a separate window, click Tools, Alarm Log.
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e e |

-

| DatedTime | Type | Source |Severrty| Description | Category | Error code &
______ﬁj‘
[Thu MNov 15 11:00:16 CST 2007 [Palling |[npigeferf | Major | avail: palling failed for npiSefe7f.... Status ~ [108 |
[Thu Moy 15 11:00:16 CST 2007 [Palling |

Thu Moy 15 10:55:00 CST 2007 Threshold garouter-2621-4.ga.local - DHC...  Minor Threshold exceeded for garouter... Threshald 0

Thu Mov 15 10:30:00 CST 2007 Threshold garouter-2621-4.ga.local - DHC...  Minor Threshold exceeded for garouter... Threshald 0

Thu Mov 15 10:25:00 CST 2007 Threshold garouter-2621-4.ga.local - DHC...  Minor Threshold exceeded for garouter... Threshald 0

Thu Mov 15 10:10:00 CST 2007 Threshold  garouter-2621-4.ga.local - DHC...  Minor Threshold exceeded for garouter... Threshald 0

Thu Moy 15 10:00:00 CST 2007 Threshold garouter-2621-4.ga.local - DHC...  Minor Threshold exceeded for garouter... Threshald 0 |

_Iﬂi‘

The alarm log panel displays the following information:

Field Description
Ack This check box lets you acknowledge an alarm that you already addressed.
Date/Time The server date and time at which the alarm occurred.
Type The type of alarm. Possible alarm types include threshold, polling, and trap.
Source The service or device that initiated the alarm.
Severity The severity level of the alarm. Alarms can be one of the following severity levels:
Warning, Minor, Major, or Critical.
NetVoyant labels alarm logs by color according to their severity. It also labels the device
and group that was the source of the alarm log in the Group tab of the tree-tab panel.
Description A description of the alarm that occurred.
Category The category of the event, which can be one the following:
® Status - Indicates that the a status change occurred. Polling events are in the status
category.
® Threshold - Indicates that a threshold event occurred.
® Configuration - Indicates that a configuration change occurred.
® Performance - Indicates an issue with usage or availability.
Error code A code to assist technical support in diagnosing issues.
Server The server on which the service that initiated the alarm resides.

Note: You can double-click an event to view all information recorded in the event log in an Event

Details window. For more information, see “Viewing Details for an Event or Alarm” on page 158.

Viewing Details for an Event or Alarm

As you review the event or alarm logs, you see items that you want to investigate so that you can

determine if further action is needed. You can access details for an individual event or alarm from the

log and alarm windows or panels.

Follow these steps:

I. Double-click the event in the log panel or the alarm in the alarm panel on the NetVoyant console.

The Event Details dialog opens.
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This dialog displays the following details for the event or alarm:

e Standard Event Properties
e Log Properties
e Alarm Properties
e Poll Properties
e Trap Bindings
2. Click Close to close the dialog.

Standard Event Properties

The Event Details dialog displays the Standard Event properties for all events and alarms.

Field Description
Date/Time The server date and time at which the event occurred.
Description A description of the event that occurred.

Log Properties

The Event Details dialog displays the Log Properties for all logged events.

Field Description

Date/Time The server date and time at which the event occurred.
Description A description of the event that occurred.

EventType The type of event that occurred.

EventTimestamp The date and time at which the event occurred.
EventSource The service or device that initiated the event.
EventSeverity The severity of the event.

Events can be one of the following severities: normal, warning, minor, major,
critical, or a custom event severity.

EventCategory The category of the event. An event can be one the following categories:

® Status - Indicates that a status change has occurred. Polling events are in the
status category.

® Threshold - Indicates that a threshold event occurred.
e Configuration - Indicates that a configuration change occurred.
® Performance - Indicates an issue with usage or availability.

ErrorCode A code to assist Technical Support in diagnosing issues.

EventSupplier The NetVoyant service that supplied the event.
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Alarm Properties

The Event Details dialog displays the Alarm Properties for alarms, which are triggered by threshold
and polling events.

Field Description

EventCleared Indicates whether the alarm is cleated.

EventDuration The duration of the event in seconds.

EventDevice The numeric identifier for the device that initiated the event.
EventPolllnstance The numeric identifier for the poll instance that initiated the event.
Device The device that initiated the event.

Polllnstance The poll instance that initiated the event.

Poll Properties

The Event Details dialog displays the Poll Properties for all polling and threshold events. Some of the
information is available only for threshold events.

Field Description

Dataset The dataset for the poll instance that generated the polling or threshold event.

ExpressionName The name of the expression used to evaluate the alarm rule.

ExpressionValue The value for the expression that triggered the alarm.

Address The IP address of the device or interface that generated the alarm.

Rule The name of the alarm rule that generated the threshold event.

Profile The name of the alarm profile that contains the alarm rule.

URL Use this URL to open the NetVoyant reporting tool and view a summary
report for the device or interface that generated the event.

Expression The threshold trigger value for the alarm rule that generated the alarm.

Threshold

Trap Bindings
The Event Details dialog displays the Trap Bindings for trap events (incoming SNMP traps) only.

Field Description

Variable bindings Fields supplied by the SNMP agent that initiated the trap that are unique to the
SNMP trap or SNMP agent type. For more information, see “Using Variable
Bindings” on page 254.

TrapCommunity The SNMP profile that NetVoyant used to authenticate the trap sender.
TrapName The name of the trap event.
TrapType The type of SNMP trap as indicated by the SNMP agent’s MIB definition. The

TrapType defines what variables are sent as variable bindings in the MIB-
specific bindings and the purpose of the trap.
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Field Description

TrapUpTime The time at which the SNMP agent sent the trap.
SNMPEnterpriselD ~ SNMP Enterprise ID of the SNMP agent that sent the trap.
Trap Version The version number of the trap.

Viewing the Source of an Event or Alarm

The source of an event or alarm is the poll instance or interface that NetVoyant identifies as the cause

of the event or alarm.

Follow these steps:

I. View the alarm or event log panel in the NetVoyant console.

For more information, see “Viewing the Log Panels” on page 156.
2. Select the event or alarm in the log panel.

3. Select one of the following from the Logs menu:
e For an event, select Event Log, Actions, Highlight Source in Tree.

e For an alarm, select Alarm Log, Actions, Highlight Source in Tree.

Net\l'oyant Console M= E3
File Edit Wew Logs Tools Help
||Slsmml|[7]

] Devices
{1 Firewalls

| D-JJR-MY-1 (Master Conzale)

j Devicel1
j Mimic2Dew109
§ Mirmic2Dew11
| Minic2Dey 2
| QARouter-2620-4.04 local
{1 Servers
(1 Switches
{1 workstations
FH Metwarks
% D-JJR-MY'-2 (Rermote Paoller)
D-JJR-MY-5 (Remote Paoller)

| Group I Configl MlBSI Servicesl

4
y  Details | Alarms I Repaorts I Mairtenance | Interfaces | Show Al Properties | Customize
‘ﬁrﬂm Devices represent computers on your netwaork

-
Device Alias: INAM —
syshlame: AR
sysDescr: Cizco MNetwork Analysis Module (WS-SVC-MAM-2), Yersion 4.0(1-Eng)Compiled Dec § 2008 23:3
aysOhjectiD 1.361.419513511.2291
sysContact:
syslocation: RMON Lak
Device Clazs Prohes
Device Madel Cizco MNetwork Analysis Module (WS-SVC-MAM-2)
Address 10077
Device hame: 10077
Faller: D-JJR-Rf-2
ShiP Yersion ShibdPyY2C 7 l
ShbP Timeout: 5]
ShihdP Retries: 1
SNMP Discovery: { Extended (% Enabled ¢ Disabled

-
4 | _’I_I

Set | Help |

Ay

-y
Ack | DatedTime | Type | Source | Severity | Description | Category | Errorcodel Server |
© MonFebO.. Poling  NAM-ALL.. Major  fstats:poling failed for NAM-ALLSPAN.. Staus 108 DRNV-Z

1

.

i

K1

Thu Feb 0...
Thu Feb 0...
Thu Feb 0...
Thu Feb 0...
Thu Feb 0...
Thu Feb 0...

Threshold
Threshold
Threshold
Threshold
Threshold
Threshold
Threshold

Mimic2De...
Mimic2De...
Mimic2De...
Mimic2De...
Mimic2De...
Mimic2De...

Warning
Warning
Warning
Warning
Warning
Warnino

Threshold exceeded:
Threshold exceeded:
Threshold exceeded:
Threshold exceeded:
Threshold exceeded:
Threshold exceeded:

avgbusy far Mimic2...
pool util for Mimic2...
pool util for Mimic2...
pool util for Mimic2...
pool util for Mimic2...
avo it delav for Mi...

.| Perfarman...
Ferforman...
Ferforman...
Ferforman...
Ferforman...
Ferforman...
Ferforman...

D-JJR-MY-2
D-JJR-MY-2
D-JJR-MY-2
D-JJR-MY-2
D-JJR-MY-2

D-JJR-NY-2 _ILI
»

9 Events - Critical:0 Major: 18 Minor:1 Warning: 0 Mormal0 Mone:0 | event_device=157, Ackn=falze
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The NetVoyant console highlights the source of the event or alarm in the tree-tab panel on the
Group tab.

Note: You can also view the name of the source of an event or alarm by double-clicking the log in

the log panel to view the details of the event or alarm.

Saving Log Files to a CSV File

You can save the event or alarm logs that appear in the log panels to a comma-separated values (CSV)

file. When you save logs to a CSV file, each event or alarm occupies a separate line with event

properties separated by commas.

For example:

Fri May 11 13:27:02 CDT 2007,Major,PING: Could not resolve device
slab03,Ping, 0, TLAB51

Fri May 11 13:26:50 CDT 2007,Normal,Notification Service Starting,Notify, 0,TLAB51

Follow these steps:

View the alarm or event log panel in the NetVoyant console.

For more information, see “Viewing the Log Panels” on page 156.

To save one event or alarm to a CSV file:

a
b
c

d

e.

f.

V)

o

e.

. Select the event or alarm in the log panel.

. To save an event, click Logs, Event Log, Save, Selected.
. To save an alarm, click Logs, Alarm Log, Save, Selected.
. Select a location to which to save the file.

Enter a file name.

Click Save.

. To save all events or alarms from the log panels to a CSV file:

. To save all events, click Logs, Event Log, Save, All Events.
. To save all alarms, click Logs, Alarm Log, Save, All Alarms.
Select a location to which to save the file.

. Enter a file name.

Click Save.

To save all filtered events or alarms to a CSV file:

a.

0

Apply an event log filter to limit the events or alarms that appear in the log panels.

For more information, see “Filtering the Events and Alarms in the Log Panels” on page 166.

. To save the filtered events, click Logs, Event Log, Save, Filtered.
To save the filtered alarms, click Logs, Alarm Log, Save, Filtered.
Select a location to which to save the file.

. Enter a file name.

. Click Save.
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Editing the Alarm Log Colors

NetVoyant color codes alarm logs and source devices in the NetVoyant console according to each
event’s severity. You can adjust the alarm log colors that it uses for each event severity to help you
identify the severity and source of events.

Note: Changing the color for an event severity affects only the alarm logs in the NetVoyant console.
Events displayed in the NetVoyant reporting tool and NetQoS Performance Center always use the
default color indicators associated with the event severity.

Follow these steps:
I. Click Logs, Event Severity in the NetVoyant console.
2. Select the Color from the list next to the event severity that you want to adjust.

3. Click OK.

Note: If you do not see the colors change immediately in the alarm log panel, close and reopen the
panel from the View menu.

Acknowledging an Alarm

You can manually mark an alarm as over after you remedy the underlying fault by acknowledging the
alarm. When you acknowledge an alarm, NetVoyant removes the alarm from the alarm log on the
next polling cycle and immediately removes alarm log colors from the source device and poll
instances in the tree-tab panel on the Group tab.

Important: Acknowledging an alarm does not delete the alarm from the database.

Automatic Acknowledgement. NetVoyant automatically acknowledges and clears threshold, polling,
and SNMP trap alarms according to the following rules:

e A threshold alarm is cleared when the expression value falls below the threshold-cleared value.

e A polling alarm is cleared on the next successful polling cycle.

e An SNMP trap alarm is cleared when the clear filter for the trap event is met.

Follow these steps:
I. View the alarm or event log panel in the NetVoyant console.
For more information, see “Viewing the L.og Panels” on page 156.
2. Select the Ack check box next to the alarm that you want to acknowledge.

NetVoyant clears the alarm log colors for the alarm and clears the alarm from the alarm log panel
on the next polling cycle. You can also manually clear all acknowledged alarms from the alarm log
panel.

Note: In a distributed NetVoyant system, you can acknowledge an alarm on either the Master or the
poller. However, if you acknowledge an alarm on the Master server when the poller is down, the
change is not synched when communication with the poller is restored. In this situation, you must
also acknowledge the alarm on the poller.
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Clearing an Event or Alarm from the Log Panel

You can manually clear an event to remove the event from the event or alarm log and to mark the
event as over. When you clear an event, NetVoyant removes the item from the event or alarm log, but
does not delete the event from the database.

Note: Clearing an alarm does not remove the color designation from the source device and poll
instances on the Groups tab. To remove the alarm color indicators, you must acknowledge the alarms.

NetVoyant automatically acknowledges and clears threshold, polling, and SNMP trap events
according to the following rules:

e A threshold event is cleared when the expression value falls below the threshold-cleared value.

e A polling event is cleared on the next successful polling cycle.

e An SNMP trap event is cleared when the clear filter for the trap event is met.

Follow these steps:
I. View the alarm or event log panel in the NetVoyant console.

For more information, see “Viewing the Log Panels” on page 156.
2. To clear one event or alarm:

a. Select the event or alarm in the log panel.
b. To clear an event, click Logs, Event Log, Actions, Clear, Selected.

c. To clear an alarm, click Logs, Alarm Log, Actions, Clear, Selected.
3. To clear all events or alarms from the log panels:

a. To clear all events, click Logs, Event Log, Actions, Clear, All Events.
b. To clear all alarms, click Logs, Alarm Log, Actions, Clear, All Alarms.

4. To clear all acknowledged alarms from the log panels:

a. Acknowledge the alarms.
b. Click Logs, Alarm Log, Actions, Clear, Acknowledged.

Viewing Cleared Events or Alarms
After you clear events or alarms from the log panels, you can update their display in the log panels.

Follow these steps:
I. View the alarm or event log panel in the NetVoyant console.
For more information, see “Viewing the Log Panels” on page 156.
2. To refresh the event log panel, click Logs, Event Log, Actions, Refresh.

3. To refresh the alarm log panel, click Logs, Alarm LLog, Actions, Refresh.
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Deleting Events or Alarms from the Database

If you delete an event or alarm from the database, you can recover the event or alarm only from a
database backup. Instead of deleting an event or alarm, you can clear the events or alarms from the
log panels to remove them from the NetVoyant console. For more information, see “Clearing an
Event or Alarm from the Log Panel” on page 164.

You can also acknowledge alarms to clear the alarm log colors on the Groups tab in the NetVoyant
console. For more information, see “Acknowledging an Alarm” on page 163.

Follow these steps:
I. View the alarm or event log panel in the NetVoyant console.

For more information, see “Viewing the Log Panels” on page 156.
2. To delete one event or alarm:

a. Select the event or alarm in the log panel for which you want to delete an event or alarm.
b. To delete an event, click Logs, Event Log, Actions, Delete, Selected.

c. To delete an alarm, click Logs, Alarm Log, Actions, Delete, Selected.

d. Click Yes to confirm.

3. To delete all events or alarms:

a. To delete all events, click Logs, Event Log, Actions, Delete, All Events. Click Yes to confirm.
b. To delete all alarms, click Logs, Alarm Log, Actions, Delete, All Alarms. Click Yes to confirm.

4. To delete the events or alarms from a filtered list in the log panels.

a. Apply an event log filter to limit the events or alarms that appear in the log panels.

b. To delete the filtered events, select Logs, Event Log, Actions, Delete, Filtered. Click Yes to
confirm.

e To delete the filtered alarms, select Logs, Alarm Log, Actions, Delete, Filtered. Click Yes to
confirm.

Displaying Fewer Logs in the Log Panels

In order to make the number of displayed items more manageable, you can limit the number of event
and alarm logs that appear in the log panels of the NetVoyant console.

Note: You can also limit the event or alarm logs that appear by applying an event log filter to the

event or alarm log panel.

Follow these steps:
I. Click Logs, Event Log, Edit, Set Max Logs.
The Max Log dialog opens.
2. Enter the number of logs that you want to display in the log panel.
3. Click OK.
4. For the Events panel, click Logs, Event Log, Actions, Refresh.
5. For the Alarms panel, click Logs, Alarm Log, Actions, Refresh.
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Filtering the Events and Alarms in the Log Panels

You can limit the events or alarms that are visible in the log panels to those that meet the criteria in an
event filter. This makes it easier to scan for the events and alarms that you want to see.

Follow these steps:
I. View the alarm or event log panel in the NetVoyant console.

For more information, see “Viewing the Log Panels” on page 156.
2. Select one of the following from the Logs menu:

e To filter events in the event log panel, click Event Log, Edit, Set Filters.
e To filter alarms in the alarm log panel, click Alarm Log, Edit, Set Filters.

The Event Filter dialog opens.

3. In the dialog, apply an event log filter to the log panel by editing the settings on the following tabs:

Tab Description

Severity & Ackn You can perform the following actions:

® Seclect an “Event Severity” check box to include events with the selected event
severity on the log panel.

® Select the Acknowledged check box to include acknowledged alarms on the
log panel. Clear this check box to remove them. (Alarms only)

® Select the Unacknowledged check box to include unacknowledged alarms on
the log panel. Clear this check box to remove them. (A/arms only)

Message & Time Use this tab to restrict the displayed event logs to only those that have a selected
message in the Description field or only those that occurred during a selected
time period.
® Seclect the “Match message” check box and enter a message to view all events

that have event descriptions that contain the entered text.

® Select the “Start Date” check box to restrict the event logs shown to only
those occurring after the entered date. Click the part of the date that you want
to edit. Click the up or down arrows to edit that section of the date.

® Seclect the “End Date” check box to restrict the event logs shown to only those
occurring before the entered date. Click the part of the date that you want to
edit. Click the up or down arrows to edit that section of the date.
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Tab Description
Type Select or clear a Type check box to include or clear events of that event type on
the log panel:

¢ Polling: Polling events track the SNMP polls that are sent to your devices. A
polling alarm occurs when a device does not respond to an SNMP request
during a scheduled polling cycle.

® Trap: Trap events track incoming SNMP traps. You can configure new trap
events for the types of SNMP traps that you expect NetVoyant to receive. For
more information, see “Adding or Editing an SNMP Trap Event” on
page 251.

® Threshold: Threshold events track threshold violations on your devices. A
threshold event occurs when a value for an expression exceeds the threshold
that you set for the expression.

Source Select a Source check box to include events generated by that NetVoyant service
on the log panel. Clear the check box to remove them.

For more information, see “About the NetVoyant Services” on page 218.

4. Click OK.

This restricts the displayed event or alarm logs in the log panel to only those that match the event
log filter that you defined.
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CONFIGURING EVENT SEVERITIES

NetVoyant assigns each event a severity that indicates the degree of seriousness of the underlying fault
or action. The following are possible event severities:

Severity Description

None Events that are not recorded in the event or alarm logs.

Normal Normal NetVoyant actions, including: services starting normally, successful
SNMP polls, threshold events that you have assigned a normal event severity,
and others.

Warning Events with a slightly elevated severity above normal.

Minor Events with a slightly elevated severity above warning;

Major Events with a an elevated severity above minor.

Critical Events with the highest severity.

Unavailable Events resulting from polling failure due to unavailability. This is the default
severity for polling events, which ate triggered when a device is unavailable for
polling,

Alarms are events that have an event severity that is not normal, which includes warning, minor,
major, critical, and custom event severities. You can configure event severities to manage how you
manage your NetVoyant events and alarms.

Configuring Severities for Threshold Events

You can configure the event severity that is assigned to a threshold event and generate notifications
based on the event severity by performing the following tasks:

Task More information
Configure the event severity for an alarm rule. “Defining an Alarm Rule” on page 148
Create notifications based on event severity. “Triggering Notifications by Event Severity” on page 188

You can create notifications that are triggered based on the severity of an event. For example, you can
send an email notification for a minor threshold event and send a numeric page for a major threshold
event. For more information, see “Creating a Notification” on page 171.
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Notifications let you notify yourself or team members of events that occur in your network.
NetVoyant delivers notifications according to the event filters you configure in the NetVoyant
console, so that NetVoyant sends a selected notification only when events that meet your criteria
occur. For example, you can create an event filter for an email notification where it sends you an email
if usage for an interface is over threshold for more than four hours.

Notification configuration and management tasks take place in the NetVoyant console on the Config

tab.
This chapter covers the following topics:

e “Using NetVoyant Notifications” on page 170
e “Selecting the Events that Trigger a Notification” on page 182

e “Triggering Notifications for Sustained Events” on page 189
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USING NETVOYANT NOTIFICATIONS

To configure and manage notifications, click the Config tab in the NetVoyant console. Expand

Notifications to view the notification items added, configure or remove existing notifications, or add

new ones.

L Traps
@ nvB0Gpaller (Remote Poller)

4
M Paling Motifications | Discoveryl Schedulesl Trapsl

[Marne | Description |
Database  Database .
Email Email
Command  Command
Fage Fage

Remaove | Help |

Group  Config I MlBSI Servicesl

Notification Types

NetVoyant can deliver the following types of notifications:

Type Description More information
Database logging Database notifications are configured by default. “Database Notifications”
The default database notification logs all non-normal on page 171
events to the database enabling you to view them in
the event and alarm logs and in service exception
repotts.
Email When an event occurs that matches your filtering “Configuring Email

Numeric pages

SNMP traps

Command line
commands

criteria, an email is sent according to your
specifications.

When an event occurs that matches your filtering
criteria, a numeric page is sent according to your
specifications.

When an event occurs that matches your filtering
criteria, an SNMP trap is sent according to your
specifications.

When an event occurs that matches your filtering
criteria, the command is executed according to your
specifications.

Notifications” on page 174

“Configuring Numeric Page
Notifications” on page 175

“Configuring SNMP Trap
Notifications” on page 176

“Configuring Command
Line Notifications” on

page 178
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Database Notifications

The default database notification logs all non-normal events to the database enabling you to view

them in the event and alarm logs and in exception reports.

Warning: We recommend that you do not remove, edit, or add database notifications.

The database notification is configured with the following event filter expression:

SEventSeverity != ‘Normal’

This event filter logs all non-normal events to the database.

Creating a Notification

Creating a new notification involves specifying the notification type and using an expression to

further define the event that triggers the notification.

Follow these steps:

l.
2.

On the Config tab in the NetVoyant console, expand the Master server or poller.
Click Notifications.

The list of existing notifications appears in the context panel.

Click Add in the context panel.

The Notification Add dialog opens.

Enter the following parameters:

Parameter  Description

Type Select one of the following types:

o Command

® Email

® Page

® Trap

For more information, see “Using NetVoyant Notifications” on page 170.
Name Enter a name to help you identify the notification.
Description Enter a description to help you identify the purpose of the notification.

Click OK.

This adds the notification to the list of existing notifications.

In the tree tab panel, expand Notifications and select the new notification.

The properties for the notification appear in the context panel.

On the Properties tab of the context panel, edit the configuration parameters for the notification.
For more information, see “Notification Configuration Parameters” on page 173.

Click Set.

Click the Events tab in the context panel.
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The event filters display. For a new notification, no event filters are defined.
10. Select Subscribed next to the type of events for which you want to trigger a notification.

You can select one or more of the following event types for an event filter:

Event type Description

Log Log events track actions that NetVoyant services perform along with topology
changes in your network or devices.

Configure an event filter for the Log event type to trigger a notification when
NetVoyant experiences an event of a selected event severity.

Trap Trap events track incoming SNMP traps.

Conlfigure an event filter for the Trap event type to trigger a notification when an
SNMP trap of a selected type is received.

Threshold Threshold events track threshold violations on your devices. A threshold event
occurs when a value for an expression goes beyond a limit defined in an alarm rule
associated with the device.

Configure an event filter for the Threshold event type to trigger a notification when
an expression value triggers a defined threshold in an alarm profile assigned to the
device. For example, you can trigger a notification when interface usage (ifutil)
exceeds a 75% threshold.

Polling Polling events track the SNMP polls sent to your devices. Polling alarms indicate
that a device did not respond to an SNMP request during a scheduled polling cycle.

Configure an event filter for the Polling event type to trigger a notification when
NetVoyant fails to poll a device because it is unavailable.

I'1.Select a subscribed event type and click Change to edit the event filter expression.
The Filter Definition dialog opens.
12. Enter the Filter Expression.

You can use expression names, NetVoyant operators, or notification or event properties in your
event filters.

For more information, see “Writing an Event Filter Expression” on page 183 and “Examples for
Using Notifications” on page 