CA Identity Governance

Client Tools Guide
12.6.02a



This Documentation, which includes embedded help systems and electronically distributed materials, (hereinafter referred to
as the “Documentation”) is for your informational purposes only and is subject to change or withdrawal by CA at any time.

This Documentation may not be copied, transferred, reproduced, disclosed, modified or duplicated, in whole or in part, without
the prior written consent of CA. This Documentation is confidential and proprietary information of CA and may not be disclosed
by you or used for any purpose other than as may be permitted in (i) a separate agreement between you and CA governing
your use of the CA software to which the Documentation relates; or (ii) a separate confidentiality agreement between you and
CA.

Notwithstanding the foregoing, if you are a licensed user of the software product(s) addressed in the Documentation, you may
print or otherwise make available a reasonable number of copies of the Documentation for internal use by you and your
employees in connection with that software, provided that all CA copyright notices and legends are affixed to each reproduced
copy.

The right to print or otherwise make available copies of the Documentation is limited to the period during which the applicable
license for such software remains in full force and effect. Should the license terminate for any reason, it is your responsibility to
certify in writing to CA that all copies and partial copies of the Documentation have been returned to CA or destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, CA PROVIDES THIS DOCUMENTATION “AS IS” WITHOUT WARRANTY OF ANY
KIND, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, OR NONINFRINGEMENT. IN NO EVENT WILL CA BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE,
DIRECT OR INDIRECT, FROM THE USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION, LOST PROFITS, LOST
INVESTMENT, BUSINESS INTERRUPTION, GOODWILL, OR LOST DATA, EVEN IF CA IS EXPRESSLY ADVISED IN ADVANCE OF THE
POSSIBILITY OF SUCH LOSS OR DAMAGE.

The use of any software product referenced in the Documentation is governed by the applicable license agreement and such
license agreement is not modified in any way by the terms of this notice.

The manufacturer of this Documentation is CA.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States Government is subject to the restrictions
set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section 252.227-7014(b)(3), as applicable, or
their successors.

Copyright © 2014 CA. All rights reserved. All trademarks, trade names, service marks, and logos referenced herein belong to
their respective companies.



CA Technologies Product References

m  This document references the following CA Technologies products:
m  CA ldentity Governance

m  CA Identity Manager

m  CASiteMinder®

m  CA User Activity Reporting

= CASDM

m  [assign the value for iamcs in your book]

Contact CA Technologies

Contact CA Support

For your convenience, CA Technologies provides one site where you can access the
information that you need for your Home Office, Small Business, and Enterprise CA
Technologies products. At http://ca.com/support, you can access the following
resources:

m  Online and telephone contact information for technical assistance and customer
services

m  Information about user communities and forums
®  Product and documentation downloads
m  CA Support policies and guidelines

m  Other helpful resources appropriate for your product
Providing Feedback About Product Documentation

If you have comments or questions about CA Technologies product documentation, you
can send a message to techpubs@ca.com.

To provide feedback about CA Technologies product documentation, complete our
short customer survey which is available on the CA Support website at
http://ca.com/docs.



http://www.ca.com/support
mailto:techpubs@ca.com
http://ca.com/docs
http://ca.com/docs




Contents

Chapter 1: Introduction 13
Y Lo [T o ol I PSSP 13
Role Based AcCesS CONTIOI (RBAC) ...cc.uiieieiieieciiiee e ciieeeette e e ettt e e e sttt e e e ette e e seasaeeesasaeeeastaeesnssaeesssseeeanssaeeeannsaeesnssenaans 14
Basic CONCEPLS AN ArChITECIUIE. ... .iiiiieeii ettt sttt s it e e sbe e e sab e e ae e e saressneeesnneenees 15
CA Identity GOVErnance TECNOIOZY ......ccocuiiiiiiiiiiiiiee ettt et ettt b e s b e e b e s abeeesaeesbeeeneeeane 16
BT ot I ad o ol Ty Y TSRS 17
Chapter 2: CA Identity Governance Client Tools 19
File TYPES iN CA IAENTILY GOVEINANCE . .iiiiiiiiierieeiieeete e st e st e steesteesiteesteeessbeessseessbeesaseessbeensseesaseesaseesasesssseessseensees 19
(U ET=T Y=Y = o USRS 21
IVIBINU Bl . ittt et e e e e e e e e e e e e e e e e e e e e e e e e e e e et e e et e e et e e e e e e e e et e e aaaaatanans 22

[T AV, =Y o T PSS 22

VIEW IMIBINU ..ttt ettt ettt ettt e e e e et et e e e e e s s abe b e e e e e e e s absbeaeeeeesaaanbaaaeeeesasnsbebaaeeeeesaassssbaaeesssasnsnrees 22

1Y Ta = Tq=T 0 g =] o 1Y LT o T PO OON 23

Y0 Lo [ TSRS 23
Tool Bar and Shortcut K&y CombBINGtiONS. ......ccouiiiiiiiiiiiieeiee ettt sttt s sbte s bt e saneesse e e saeeennees 23
CONFIGUIAtION WINTGOW ..ttt ettt ettt et e st e b e s b et s bt e sabe e ebeesabeeeaseesabeeebeesabeeeneesabeeeneenane 24

USErS, RESOUICES, ROIES PANEIS ..uuuuuruiiriieiiiiiiieieisieierereseresererereresererersrsrarererersrerarsrsrssssssssssasssssssssssssssssssssnsesssssasnne 24

CONETEXE IMIENUS ...ttt ettt e e e ettt e e e e e e bbb et e e e e e s anbe e et e e e e e s nsbe b et et e e e saansnbeteeeeesaaannbabeeeeeeesannsnnneeeens 25
BUSiNess POliCy RUIES - CONTEXE IMIBNU....uuiiiiiiiiiiiiieee ettt e e eecttee e e e e e e sttt e e e e e e e sesbaareeeeeesessataesseasseasntraneeasaannes 33
AUITCArd = CONTEXE IMIENU ..ceiuiiiiiiieitie ettt ettt et e sttt e sa e sttt e s bt e s at e e sab e e sab e e sabeesabeesabeesabeesabeesaseesabeennseesaseenaneess 34
Drag and Drop CUISOT SYMDOIS ......coiiiiieiciir et e e st e e ettt e e ettt e e e st aeeessateeesenaeeeesnsaeeeesteeesnsnneesssseenans 34
Y] =T A | OO PO TP PSP P TP PUPPRPP 35
Chapter 3: Working with Privileges Data 37
WV OTKEIOW 1.ttt sttt s e e sa e e st e s e teesateesa b e e saaeesa b e e ssseesabeesateesateesabeesabeassseesabeenaseesabaanaseesaseennsnenn 38
IMPOItING SOUICE Data oo e e e e e e e e e e e e e e ae e 39
DiISCOVEIY OF ROIES ..veiiiiiiiiietiie ettt e et ettt e sttt e e st e e e st e e e e sateeeeaasseeessseeeesnsaeeeasseeessseeeesnsaeeeasseeesansnneesnsseaaans 39
L =T o B o T 1 =T X E o [T =S 40
[Lo] 1o\ A @oT 0 4o 1= Vol cI @ o =T o S 41
EXPOrting CoONfIGUIAtioN Data......c.uceieiiiieeeiiiie et ettt e eectt e e ettt e e e ettt e e e estbeeeeeabaeeesbaeeeesasseeeeasaeaesnbsseeansteeeeassasaeasseaaans 41
Chapter 4: File Menu 43
N B ettt ettt ettt e e e e ettt et e e e e e e e ahb et e e ee e e e e aaat et e eeeeea e anbeeeeeeeeeaanhee et eeeeeaanbeateeeeeeeaannreeeeeeeaeannbreeeeeeaaaann 43

NEW CONTIGUIATION ...ttt ettt et e e et e e e et e e e eetbeeeesabeeeeeabaeeeetbeeeeastaeaeensaeaeansseaeassaeeennsenas 43

Contents 5



IS A U= g D) &= o I <IN 44

[ A oo TN ol o D - o - 1] T PSPPSR 45
N LT XU Lo [ 6 o OO OO PT PSP 45
NEW BUSINESS POIICY ..tiieiiiiiieiieee ettt e ettt ettt e st e e et e e ettt e e e s ta e e e eataeeeassaaeesasseeeastaeeeanssaeesssaeeeasseeeeasssneennnsnens 45
(0] oY= 0T e Yo 0T =11 =SSR 46
OPEN frOM Database ....c..eiiiiieiie ettt et s bt e sb e s bt e s bt e s bt e bt e s be e e bt e s b e e e naeenaee 46
YA T D ) -] o - 1Y ISR 47
EXECULE BAtCN FIl c.neveiniieeeiieeciee ettt et sttt s e s b e st e s be e s aba e s bt e e be e s bae e beeensbeenbteesabeenneas 48
PIINT SETUD ittt ettt et et e e et et et et et e te e et et et et et e e et et et et et etetereteterereretereretetererereterererererererererererens 48
GENEIAL SETEINES ..ttt ettt ettt s bt e bt e s bt et e e s bt e s bt e s be e e bt e sab et e bt e sabee e bt e s beeenneesbeeenee et 49
(o == 4 T~ PO O PP OPORPP 49
Configure Database CoONNECLION DETAilS.......ooiuiiiiiiiiiieii ettt sttt s e e e e s b e s bt e st e e e saeesbeeenneenane 50
Configure Direct Client Connection t0 Databases........cccuuiiiiiiii et e et e s bre e e sbre e e eanes 50
Configure Bulk INSertion 0f SQL Data.......cc.ueieiciiieieiiieeeciiee e citeeeeste e e eetee e e st e e eestteeestbaeessstaeesessaeessseeeessseseannes 52
CoNFIGUIAtioN PrESENTAtioN .....coiuiiiiiiiiie ettt sttt e s bt e e bt e s bt e e bt e sabee e bt e sabeesbeesabeesneenane 53
Configuration View (Configuration ONIY)......ccceoriiiiiiinieneeeee ettt et sttt ettt s saee e 54
o T A o | £ PP PP PPPTRROt 56
DiISCOVEIY & AUt .. ueiiiiiiieiiiiiiie e ceccit e e e st e e e e e s ettt e e e e e e e seaaataaeeeeeseassetaaeeaeesassstaaseaessasanssaaaeesesessasssssnneeessnnssnsnnn 56
R T<Tot =T N T USSR 57
SEArCh AdVANCE OPLIONS ..ueeiiiiiiiieette ettt ettt et sttt e st e e bt e s bt e bt e s bt e s bt e sab e e s bt e sabeeeseesabaeenseesabeeeneenane 58
Chapter 5: Edit 61
D=1 1= OO OO PO PR PP 61
Deleting Records from @ CoNfigUIation........cc.ueiiiiiiieiiii et s e e st e e e e are e e sneneas 62
Deleting Records from an AUGITCArd ...........ccuueiiiiiieieiiii ettt e e e et e e e etb e e e eabeeeeeataeeeesraeeennsaeas 62
(6] o 3Vt 63
= ] TP PPPP O UPPPPPPPTRRPPR: 63
(O ol e Ta A I @ ol = {0 = 4 o) o S 64
(@Y ol ST LT =T I @oT ) = U] =1 d o [ S 65
Regular Expressions in CA Identity GOVEINANCE ........uceiiiiiiiiiiieiiee ettt ee e e eeseirtree e e e e seabaereeeseessssssreeeseesesssnsnns 67
[ AT gl aUe] [l o T =T = el o 1Y U PURRRNS 68
Create a Role (CoNIUIAtion ONIY) ...icceeiiiiecieeies ettt e e e rte e e te e e aee e ta e e saaesbaeeseesnsaeenseeesaeensneesaeensnennes 69
EXQMINING @ NEW RO ....ueeiiiiiiiiie ettt e ettt e ette e st e e e e st e e e s enaae e e saaeeeessteeeeenseeeessseaeesnseeesansseeesnnsneas 71
Assign Users USING RUIE-DASEA ROIES.........oiiiuiiieiiiiieceier ettt st e et e et e e st e e e e ate e e ssaeaeeesasaeeeennsaeesnnneeas 73
Edit RUIE-BASEA ROIE ....eeieeiiee ettt ettt ettt et e ettt e e s et e e s bt e e e e s beeeseasteeesabbeeeeanbaeeseasbeeesnbeeessnbaeesnnns 74
Edit Users, Roles, or Resources in @ CoNfigUration ............coiiiiiiiiiiiiiii et e e et e e e e e eaarae e e e e e e e eannnaes 74
oL U Y=Y PO P PP OTPTOPPO 75
BT ROIE .ttt sttt sttt st e st e s a b e e e bt e sttt e bt e e b et e be e e be e e h e e e be e e ehbe e bt e e nateenbbeenareenees 76
BT RESOUICE .ottt sttt et s e e st s b e st e st e e s abeesabe e s bt e sabe e s bt e sabeeestesabeeebee s baeennteensbeesnseennes 79
IVIANAEE LINKS. .. eeeiiieieie e ettt e ettt e e e e e ettt e e e e e e e ee et bateeeeeeeseabataeeeaeeeeassstaasaaaesesastaaseaassaaasssaaneaaseesanssstsnnaaeesansanrens 80
REMOVE REAUNAANT LINKS...ciiiiiiiiiiiee ettt st e e sttt e e et e e s sabbe e e sbbeeessabbeeseasbeeesneaeas 80

6 Client Tools Guide



[ e (Y =N T =T A LY RN 80

Remove ReEMaiNiNg DIFr@CE LINKS.....c..uiiiiieiiiieiieiee ettt ettt e sbee st esareesne e e saneennees 80

REMOVE Al LINKS ©.eeiveeiieeiieesiiee st site et ste e st e st e st e sabe e sbee st e e ebeesabeessbaesabeesabaesabaesbaeeabeesbaeenbeeensseensseesaseeses 81
Add User (Users Database ONlY) ......ueee ittt e ettt e e sttt e e e ta e e s atae e e sataeeeansteeesrasaeeesasaeeeanssaeesnsneas 81
Edit User (Users Database ONIY) ...cccc.uiieieiiiei et eetes e ste e e ettt e e s tae e e savee e e ataeeeeasaaeesassaeaestaeesanssesessseeeenssseennnnns 82
oY N A T o TV =TSP UPTPPRRN 83

(B2 T Yo o] QAN ] TU YU 84

ASSIZN LINK ATEFIDULE VAIUEBS....eii ettt ettt e st e e et e e e et e e e stt e e e estaeeseasaeeesnsseeeanssaeesnnsaeeesnsaneaans 85
New Resource (Resources Database ONIY) .......eeeeceiiie ittt e et e e e e e s re e e e ata e e s esreeesnbeeeesnsseeeannns 85
Edit Resource (Resources Database ONIY) .....ccccuvicceeiiieiiie ettt ettt e et e e e et e e eaeeba e e aaeebeeessaeessaeessseenneas 87
Change Resource Attributes (Resources Database ONIY).......cc.eeierierieiieiieneere ettt sttt 88
AuditCard Properties (AUAITCArd ONY) ......cuieiirieieeieee ettt et ettt et e st e b e tesatesatesaeesaeeeeenteenteeneesseenseensenn 88

(D= 1= OO OO SUPTTR 88

YU o [ {0 T o I o oY oY= q d 1= SRR USURROt 89
Add BPR ENTIY (BPR ONIY) 1ttt sttt ettt ettt st sttt et et eatesaeesb e e beenbeemtesatesaeesaeesaeenseeneeentesaeenseenseensenn 89
Delete BPR ENTIY (BPR ONIY) .oouiiiieiieiieieciie sttt ettt sttt ettt et st st et e saeeteenteeatesaeesseebeenbeenbesnsesneesaeesas 89
Edit BPR ENTIY (BPR ONIY)..eiiiiiieiieieeieeie ettt sttt ettt sae et e bt esbesntesatesaee s et e saeenaeemsesaaesaeesseenbeenbesnbesnsesnsesanesas 89
Chapter 6: View Menu 91
e Yo ] - OO OO PP TP 91
= AU L= 1= | PP U PTPUPPRRRPIR 92
RV A=V o Y= OSSPSR 92
K)o ] o PP PP SR OOPPPPP 93
[T Vo P OO PP PR PP 93
Users Database (CoNfiguration ONIY) .......cccuii oottt ettt e e e st e e e et e e e eeabaae e sabbeeeeesbaeeeensaaeessreaaans 94
Resources Database (CoNfiguration ONIY) .........ooo ittt ee e e st e e et a e e e eteee e seabeeeeenbseeeennns 94
Configuration Properties (Configuration ONIY) .......oooiuiiiieiiie et e e e st e e e tae e e e eatee e e st ae e e enabaeeeeaneeas 95
SNOW LINKEA ENTILIES ..uveieiieeiiieiie ettt ettt ettt ettt ettt ettt e sae e st e bt e s bt e s bt e s bt e s st e sabeeeaseesabeesabeesabeeeneesabaeeneenane 97
REFrESh CUITENT WINTOW ... .eiiiiiiiiiiieecieeeee ettt sttt sttt s bt e bt e s bt s bt e s be e e btesabeeeaeeebeeesstesbeeennseennees 98
View OVerlaps iN @ CONTIGUIATION . .....iiiciiie ettt e et e et te e e et e e e e tte e e eeabaeeesbaeeeestseseeasaaeesasbeeeannsaeesnnsanas 98

Roles Overlap — Choose WHEThEr t0 IMIEIEE ....cocueeiiiiieee ettt et e e e e s e e e e e e s eaaatr e e e e e e sennnnans 99

Users Overlap — Choose WhETher t0 IMIBIEE .....ciiiuiiiiiiiee sttt e st e et e st e e e st e e s snte e s snaeeeesnsaeesennns 100
Business Policy Properties (POIICY ONIY).....cccueiiiieeiie ettt ettt e e te e s te e s ae e s te e ereesataeeveesataeeaeesnsaeeneennns 101
Set Print FONTS (AUAITCArd ONIY) ...covii ettt sttt et e et e st e et e e st e e e aaeesateeeasaesataesnseesnseesnseesnsaeanseens 102
Chapter 7: Role Discovery 103
BaSIC ROIES ...eeieieeeieee ittt sttt st s e st e s a b e e et esa bt e e bt e s a b e e e be e s bt e e bt e s beeebee s beeebee e beeebee s baeenneenate 104
=] L =T BY=T: [ ol o B OO O PO P PO P RO PPPTPUON 105
Discovering CharacteriStiC ROIES ........uuiiiiii ittt e e e e e st e e e e e e s bataeeeeeeeeabaaaeeeeaesenssstseeeeassennnnrnns 106
DiscOVEring RUIE-BASEA ROIES ......cciiuiiieieiiii e ceee et tee et e et e e e e e e st e e e s te e e e enteeesanseaeesnsaeaeenstaeesansneeessreenans 107
DiSCOVErY — STrUCTUIEA SEAICH ....eeeiiee et e et e e e st e e e e n e e e e ssaeeeeesnseeeeestaeesansneeesnreeaans 108

Contents 7



(0] 01V U I3 (e ] [T 110

Discovering Modeled-AftEr ROIES ........coiiiiiiieieee ettt st b e st e e bt e s beeebeesbeeesneenane 110
Defining Roles Manually and for a Select Group of USers/RESOUICES. ......c.veccueeivieeeireeeitieeiteeeteeeireeeeteeenseesraesnseeenns 111
Identify AIMOSt PEIrfECt IMATCNES.........oiiieiee e e rre e s e e et e e e s eavaeeestaeeeestaeesensaeeesnnreeaans 111
Propose ClOSElY MatChing USEIS .......iiicuiiiiiiiiieeeiee e cciee ettt e te e st e e et e e s eaete e e s taeeeestaeeeensseeesnssaeeanntaeesnnnneas 112
Propose Closely MatChing RESOUICES ......c...eiiiiiiiiiiiieiite ettt ettt ettt ettt ebe e sab e s bt e sabe e eneesbeesnneenane 113
Propose Closely MatChing ROIES ........coouiiiiiiiiieiiieete ettt sttt sttt e st e bt e s e e sneesbeesneesane 114
o TN o AV 2 0o T o [T=T = ol V7SS 117
[T o To YT Y U1 o1 2T ] 1= SRS 117
PropoSe Par@nt ROIES .....coueiiiiiieiieeietee ettt sttt ettt st e et e st e e e bt e st e e e bt e sabeeeneesabeeeneenane 118
PropoSse REIATEA ROIES ......ueiiiiiiieeee ettt ettt e bt e st e e bt e st e e bt e s beeeneesabeesneesane 119
REJECE DISCOVEIEA ROIES ..ottt ettt sttt st e et e st e st e s bt e e bt e s beeeabeesabeesnseesabaeeneesane 119
Selecting a Specific *.cfg file to House REJECLEA ROIES ........eiiviiiiieiiiie ettt e 120
o TN 2= oo o T TSP 120
[ ) AV 0= oo o TSP PP PUPPOP 121
ROIE ANGIYSIS REPOIT ...veteeiieeiiteetee sttt sttt e et e st e et e st e e bt e sabe e s bt e sabeesabeesabeeeabeesabeesneesabeesneesane 122
FAX0 e [ {6 T o I 3Y=T o Lo o R TP T PP PP PP PU PP 123
Chapter 8: Audit Menu 125
To TYaN o} AV o1 =Yg A F= 1 I 0o | F=Tol o T USRS 125
IdeNtify SUSPECTEA RESOUICES .....eeeiiiiiieieiiee e ettt e ettt e ee e e ettt e e e s baeeeettaeeseabaeeesataeeeessaeasassaseeantaeasanssaeesassseeesnsseaaans 127
Identify SUSPECT ROIE DEFINITIONS ...cc..viiieeiiie e et etee e e st e e e e tt e e e e eabaaessbbeeeenataeeeeasaaeesnsreeaans 128
o Ty AV o (ol T V1 Y=L SR 129
Propose POtENtially EXCESS USEIS .....uiiiiiiiieiiieeeeiieeesiieeeesieeeeetteeesteesesateeessnaaeeessaeeeasteeesnsseeeesnsseesannseeesnnnnes 130
Propose Potentially EXCESS ROIES .....eieiiieiiiiiiiee ettt e e ettt e e e e e s e st a e e e e e e e s abstaeeeaaeeeannntaanaeaseennns 131
Propose Potentially EXCESS RESOUICES ........uuiiieiiieiiiiiiiieeeeeeeiiitteeeesesesistaaeeeeesessstassaeeesesansssssnsseessesssssseneesssennns 132
ProPOSE NEW ROIES ...ttt e e e e e s e tr e e e e e e s e st taaeeeeesesaasbbaseeeeeesassetaeeeeessanssstaaneeaesannes 132
PrOPOSE NEW RESOUICES...cciiiiiiiiiiiiiiiiiiiiittieeeeeteeeteeeteeeeetet ittt reteteteteterereteteretetererererereraretereretererererererererererererererens 133
SNOW SIMIIAE USEIS ..ttt ettt ettt et s bt e st e st e e bt e st e e e bt e sabeeeabeesabeeeaseesabeesaseesabeenaseesabaesaneens 133
Generate and Manage AUdItCArdS . ......ccccuiiiiiee et e e st e e e e e e e et ta e e e e e e s e s aetbeeeeeesessastaareeaeeesnnsrerneaens 134
Pattern-Based AUt .......c.uiiiiiiiieeie ettt ettt e st e e et e st e e e s bt e e e e bttt e s eabt e e e s bbeeeeabeeeseaneeas 135
YU I o =To ol =1 o) A1 =P PPPT RPN 136
YU I o =To f o] o1 =T o o 1= TP PPP RPN 137
Similar Roles and ROIE HIBIarCRY .........iii ittt e st e e et e e e aae e e sba e e sssteeessnneeeesnneeeens 138
SIMIIAI RESOUICES ....tieiiiiieeeitee ettt ettt ettt e e ettt e s ettt e e s bbt e e e sa bt e e e eabbeeessbteeeaabaeesesbeeesnbaeesaabeeesenbaeesnnnaens 139
[N/OUL OF Pattern ENEITIES . ..eiiiveieieceiii et e ettt ettt e e e sttt e e e e te e e e st e e e s sabe s e seaabeeesabaeessbaeeesssseeessabeeesssbeseseseneas 140
Entities With Many/FEW CONNECLIONS ......cccveeeiieeiieeeiieireeeiteesteeeiteesteeeseesbaeeseesbeeeseesataseseesaseseseesseeenseennes 140
GeNErating an AUITCArd .......oiiiciiee e e e e s e e e et e e e s eae e e s aaeeeestaee s nseeeesnsseaeanstaeesanseeeessaeenans 142
Y Y Lo L @ T o Y 1T @ oo SR 144

8 Client Tools Guide



Chapter 9: Check Policy Compliance 149

Manage BUSINESS POIICY RUIES.......coiuiiiiiieiiieeee et sttt et ettt s b e e snee s beeeneesane 149
Create a Business Policy File with New Business Process RUIES ..........ccceiiicieeeeiiiieeciee e 155
Open an Existing Business POLCY File (LDPI) weiiiuiieeeiee ettt e e e e et eaaa e e e saneeeens 157
Modify EXisting BUSINESS POIICY RUIES ......cccuiiiieeiiie ettt e e e e e ttr e e eata e e e s tb e e e entaeeernnneas 157
Running Business Policy Compliance CheCKsS .........ooiiiiiiiii et s 157
Generate an AuditCard with the Compliance Module..........c.cooiiiiiiiiii e 158
Chapter 10: Import and Export 161
Supported Import and EXPOrt PIatfOorms.......coc.uiiiiiiiieee e 161
(O S FoT @o ] V=T o =Y O ORI 162
TogT oo a di goT o o T OV 11T SRS 162
EXPOIE 10 CSV FIlS ..ttt ettt st e e st e s bt e st e e et esab e e eabeesabeeeabeesabeesneesabeeeneenane 168
CSV MAPPEE ULITILY oottt ettt et s bt e et e st e et esab e e eabeesabeesaseesabeesaseesabaesaneenn 169
Generic LDIF to CA Identity GOVEIrNance CONVEITEN ......c.uiiuiiiiieeiteeeiteeiee st et et e et e st e s bt st e sbeesabeesareesareesanee s 170
PAYo 1Y =R DT = Toi o] VA 6o T 0 V7] o =Y OSSP OTPON 171
IMPOIT FrOM ACHIVE DIFECLOIY ..vviieiiiiie et e ectee e eete e e et e e e sttt e e e et e e e sateeeesataeeeesaeeesataaeeastaeesansseeesnssaeeanssasesansaeas 171
EXPOIt ACTIVE DIFECEOIY ..ueeiiiiiiiieicitee ettt e e et e s et e e s b e e e s e mr et e snse e e s sareeesenreeesnnnees 174
RACE CONMVEIERT .. s s s e s s s s s s e s s s e s e s e s e sasasasasasasasasasasss 175
IMPOIT FrOM RACF ...ttt ettt st e et e st e s bt e st e e e bt e sabeeeabeesabe e e bt e sabeesaseesabeeeneesabeeeseenane 175
(o To T o o I A G PPNt 176
T g oTo T a di doT o 0 T 1T YRR SRR 177
[T g oo T o 0 TLU 1AV G R 178
SAP to CA Identity GOVEIrNANCE CONVEITEN .....cciiiiieeeeieieeeeiieeeestieeeeteeestaeeeesateeesesaeeessaeeeanssaeesasseeeesnsseessnsseeessnsenes 179
Mapping SAP Data to CA Identity GOVEINANCE ........uuviiieieeieciiiiieeee e cectrte e e e e e e ssirer e e e e e e seabraaeeeeeeseaaantaenaeeesennns 179
Running the SAP to CA Identity GOVErnance CONVEITEN ......ccuuiiiiieeiieiiiiieeee e eecertree e e e e seirtree e e e e s e e antreneeaeeennes 182
IMPOrt WindowWs SHared FOIN .........uviiiii ittt e e e e sttt e e e e e s bb e e e e e e e e senabataeaeeaesenssstneeeaessnnnnrnns 183
Mapping Windows Share Data to CA ldentity GOVEINANCE ......c.eeveiiviieeiriiee e cteeeeriee e eeaee e svaee e s seee e ssnneeas 183
TIM2CA Identity GOVEINANCE CONVEITET .....uiieeiiereiiieeeesiereeeteeeesiuteeeessteeessseeeessseesassseeesassesssnsseesssssseesasssseesnseesans 184
T =To LU TPt 185
ToaTo Yo auTaT=d i deTs ol I 1Y/ USSP 185
(o Yol u T T=d (o TN I 1\ PPNt 186
BMC Identity Manager OPEN SEIVICES ....ccuuiiiiiuiieiiiieeieiieteeeteeeestteeessateeesssseeeesseeeesssseeesaseeessnsseesssssseessssseessnseesens 188
Importing from BMC Identity ManagemMENTt .......c.ueieiciieeeiiiie e stee e ettt e e ete e s ae e e e nte e e e eanee e e snnaeeeenreeesnnneas 188
Exporting to BMC Identity ManagemeNt ........ceeiiiiiiiiiieie et ee e eerctve e e e e e e e st e e e e e e e s abssaeeeeeesenanntaeeaaaesennns 189
Chapter 11: Management Menu 191
ENFICH USEIS Database. ..ccccuuiiiiiiiieieiee ettt ettt s bt e e sttt e sttt e e e sa b b e e e s abe e e saabaeessabbeeeesbaeesaasaeeesasbeeanas 191
ENFiCh RESOUICE Database . ....coiuiiiiiiiiieiee ettt sttt e sttt e e st et e s sabbe e s sabbeeessbaeeseasaeessnbeeaeas 192
Preserving Columns DUriNg ENFICAMENT .....cooiiiiiri et e e e s e e e e sta e e s e neeeesnreeeeas 193

Contents 9



Configuration Management OPEratioNs ........c.eeiiiiiiieriieeiee ettt e st e et s b e s bt e st e e s bt e sabeesabeesabeesaneens 194

EVAlUGLE USEIS Database....ciiuiiiiiiiiiii ettt ettt e et e st e e e s bae e e sabe e e seatte e e s nbeeeeeabeeesanaeas 195
[V =Y o o} = {0 T = T T o LSRR 195
=Y VT G B E Y -] o T Y Y-SR 196
MErge RESOUICE Databases......uueicciiiieiiiiieeiiieeeete e st e e ettt e e e e te e e e st e e e e sateeeesasseeestaeeeastaeesansseeessssaesasteeesnnsnes 197
MEIEE AUIL CArAS ...eeeetieiieeiitte ettt ettt et s e et e st e et e s bt e e bt e s ke e e bt e sabe e e bt e sabeeeabeesabeeeneesabeeeneenane 197
TrIM CONTIGUIATION ..t ettt et s bt e et e s bt e e bt e st e e e bt e sabeeebeesabeeenneenane 198
(0foT ] o =l Oe] o} T T 4 Lo o SRR 198
[ =T =T Vol T 2 T=T o Yo o SRS 200
UPALES LOB cnuteeiitieiitie it ettt ettt et e et e b e et b e e e bt e bb e e bt e e bt e e bt e e bt e e bt e e shb e e bt e e sa b e e e ht e e sab e e ene e e s beeeabeesbeeeanee s 201
ANAIYZING DIffEIENCES ...ce ittt ettt e sae e bt e st e e bt e e s he e e bt e e s ae e e bt e e sateenne e e naneenneas 202
CoMPAre USErs DAtabases ......eiouieiiiiiiieetee ettt sttt sttt st e e bt e st e st esab e e e bt e sabeeeabeesabeesaseesabeesanee s 204
Users Database Differences Report and LOG FileS........c.uieiiiiiiieiiii ettt e et evae e e eareeeeaens 205
COMPAre RESOUICES Databases ......uuiieeiiiieiiiiee et ettt e ettt e e e st e e e et e e e stbe e e e ttaeeseasaseesabbeseastaeesasssaeesntaeeeassaeesnnseens 206
Resource Database Report and LOE FIlES .....cccuiiiieieiieiiieeiee ettt sttt sttt sttt s e s nee s e e nee e 207
Chapter 12: Unique User ID (UUID) Menu 209
TRE UUID TOOI ..ttt e e e e ettt e e e e e s e tareeeeeeesesaaaraaseeeeeeaasbasaeaeeeesassassaaeeeesannsssaaaeeeseenansssaneeeseanes 209
L8 0 T Y e 4 [ 2 o Yol Y] SRR 210
Prepare Company HR and SystemMS Data.......c.uuviiiiiiiiiiiiiiiee ettt stre e e s e st e e e e e s seabaaa e e e e e e sennenaaeeeassennnnnnns 211
N N R (o TR DT =Tot o] o USRSt 211
WWOTKING DIFECLOTIES ..uvveeeeiieieeiiieeeiitee e ettt e eetteeestaeeeestteeesatbaeeeasteeeeasssaeeaassaaeaatsaeaanssaseassaeeaastseseanssaeesassanesanssesennne 212
Create and AsSiZN WOTIKING Dir@CLOTIES. ....uuiiiiciieeeeiieeeeetee e siteeeeste e e e eaee e e staeeeessteeesssseeeessseeesssseeessseeeesssseeeens 213
User Databases in the UUID TOOI ......iiiiiiieiiiieiieett ettt ettt ettt e et e st e sateesabeesateesabeesaseesabaesaneens 213
MaStEr VS. OTNEr Databases .....cceieuiiieiiiieieiiiee ettt ettt ettt e e s st e e st b e e e s be e e e sabeeeseabbeeesabbeeesabeeesannaeas 214
AddiNG NEW Databases ...cceeeiiiiiiiiiee ittt e e e e e e e e e e st e e e e e e e e sestaaaeeeesesanstaaseeeeeesanssstreeeesesnnsnnnns 217
Adding Databases fromM XIVIL FIlES......c.uiii i ciiee ettt ettt e st e e e e tte e e s etae e e e e abaeeeetbaeeeabaaeesnsbeeeensaeesnnsaens 218
Editing Database UUID-FIEIAS .......c.uiiiiiiiiieiiie ettt st e e et e e s e e s tae e e eate e e eennaeeesnsteeeennsaeesnnneeas 218
REMOVING DAtabases....cuuviiiiiiiieeciee ettt s e e et e e e et e e sttt e e e sate e e seasteeesnbaeeeasteeeensseeeesnseneeanteeeennnneas 220
TaTo LT Y= d o[l D - | =Y o Y= U UUUPURN 220
UUID MAAPPING FIlB «.uvviieiieiiiiiiiieee ettt e e ettt e e e e e e sttt e e e e e e e st baaeeeeeeesassbaaaaaeeeesaassstsaaaaessanssssansaaassennnssraneanesanes 221
IMIAECR PrOCESS ..eineteiiiteit ettt ettt ettt st e st e s a b e s ab e e su bt e s ab e e sa b e e sabeesab e e eabeesabeeeaseesabeeenseesabaeenseesabaeanneenane 221
VLB PrOCESS . e e s s s s s e s s s s e s s s e s e anaea e e e aeaeseaaaasasaaeaaaeseanns 223
L8100  [aTo [ q g~ 28 U g T oo 1SR 224
UDB Fields REfEIENCING ....uviiiieeiieiiiiiieee ettt e e et e e e e e e et e e e e e s s e abtaeeeeeeseaastaeeeeeesessstaaseaeesensstanneaaesennas 224
[T o] WY o JN SIU] o Tl 4 (o] o L3S UUSURN 224
) 1 g Ta Y= =1 U] o Vot i o o 1 PP PR PR 224
Telephone NUMBEr FUNCHIONS. ......cciiiiiiiee ettt e e ee s e st e e e et e e s eae e e snaeeeesteeeeennteeesnseeeesnsseesannes 227
N T T o U g T 6 o] o PSPPSR PPPPP 228
EMAil ADArESS FUNCLIONS ..eeiiiiiiiiieiiiie ettt ettt ettt e e ettt e e sttt e e s sabe e e s sabte e e sabbeeesabaeessasteeesabaeeeaabaeesnsaeas 229
Fi¥o Lo [ =T WY ot i o o L3OO PP 230

10 Client Tools Guide



COMBINING FUNCEIONS ..ottt ettt ettt e bt e st e et esa b e e e bt e s bt e eabeesabeesaseesabeeenneess 231

USEr-DefiNed FUNCHIONS. ... .eiiiiiieeeeiee ettt ettt e ettt e st e e e st e e e sate e e sateeeesabaeessanteessnsaeesnabaeesnnnns 232
Chapter 13: Troubleshooting 235
Restoring/INStantiating ROIE LINKS ......ecuiiiiiiiiiieieee ettt ettt ettt sttt te st e besaesbesneeneeneens 235
Copying Roles from One Configuration t0 ANOTNET ........cociiii i et e st e e et e e e aneeas 236
e ol \Y [T T PP PP P PP PPPPPPPPPPPTPRE 238
Chapter 14: File Formats in CA Identity Governance 241
USEIS DAtabase File ..ccuuiiiiiiiiieiiei ettt ettt et et ae e e te e e s bt e e bt e e s bt e e naeeesateenaeeesabeessaeesateesabeesabaenaree s 242
e U oI D 1 o < o | L= RS 243
CONFIGUIALION FIlE ..ttt sttt ettt s bt e st eeab e s bt e eabeesabeeeabeesabeesabeesabeesaseesabeenaneenn 243

Reference to Static Users and ReSOUrce Databases......cueiiiiiieieiiiieiiiieeeriieeeetee e setee e stee e s e e ssaaeeesbaeeeenees 244

[ gL A= PPPT RPN 244

(0= Lo Ta T o1 oL RS UUPT RSOt 245

Contents 11






Chapter 1: Introduction

Audience

Implementing role-based systems on an enterprise level is a significant undertaking.
Creating a role specification from scratch is complex. Porting various legacy
specifications from existing systems is difficult due to different and incompatible
environments and conventions. Dynamic corporate environments replete with periodic
restructuring, mergers, relocation and flexible employee mobility all contribute to the
problematic nature of maintaining a coherent role model.

This section contains the following topics:

Audience (see page 13)

Role Based Access Control (RBAC) (see page 14)
Basic Concepts and Architecture (see page 15)
CA Identity Governance Technology (see page 16)

Typical Processes (see page 17)

This guide is intended for Role Engineers who are responsible for the installation of CA
Identity Governance software, downloading and uploading of users and resources
databases, and role discovery and audit operations. Role Engineers are typically
well-trained professionals who are familiar with the target organization. This guide
assumes that the Role Engineer has had professional training on a CA Identity
Governance system and is familiar with the CA Identity Governance documentation that
accompanied the CA Identity Governance installation package.
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Role Based Access Control (RBAC)

Role Based Access Control (RBAC)

Role Based Access Control (RBAC) is a project of the National Institute of Standards and
Technology (NIST) and is intended to create a comprehensive access security model for
the structure and operation of enterprise-level organizations in a high technology
environment. RBAC has now reached maturity and has been mandated or
recommended for implementation by industry regulations worldwide.

In RBAC, users have roles that provide them with permissions to perform defined
operations, such as read/write, and on objects, such as computer files. RBAC
incorporates the principles of separation of duties and organizational hierarchy into its
model. Separation of duties prohibits a user with a certain job function to serve in
another job function at the same time. Hierarchy reflects the layered role structure of
large organizations but also facilitates administration and role creation by allowing
rights to flow down from senior to junior roles. The following diagram describes the
RBAC model:

Permissions

e
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Basic Concepts and Architecture

Basic Concepts and Architecture

CA Identity Governance implements RBAC standards without affecting an organization's
on-going operation. CA Identity Governance implements the concept of a sandbox to
separate CA Identity Governance's operation from the organization's on-going security
environment (production server). The assumption is that when working with CA Identity
Governance, existing access definitions must first be imported into a sandbox. A
sandbox is an offline PC computer on which CA Identity Governance is installed where
role discovery and audit activities are performed without affecting current operations of
the organization. All work on discovering new or refining existing access definitions is
performed in the CA Identity Governance environment.

CA Identity Governance defines roles as a group of users that have a common set of
privileges. By users, CA Identity Governance refers to people or functions: employees,
customers, suppliers, representatives, and so on. A resource is a specific right of access
that may be an operation or object in formal RBAC terms. Thus, a resource can be as
specific as a particular access right (Read/Write/Execute) to a specific file in a specific
file system on a specific system, and it can also be used to provide a model for access to
a computer system (such as, a user group on that system). A privilege is a connection
between a user and a resource, indicating that this user possesses a specific access right.
A role can include a set of users and a set of resources, with the semantics being that all
users in the user set are allowed access to all resources in the resource set.

Most of CA Identity Governance's work is performed within a CA Identity Governance
configuration that is automatically created when access data is imported into CA
Identity Governance. By configuration, CA Identity Governance means a data structure
that holds a snapshot of the definition of users, resources and roles (if already defined)
and the relevant relationships (privileges) between them.
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CA Identity Governance Technology

The following shows the CA Identity Governance architecture and how it relates to
existing systems in your enterprise:

m Windows w .

[ Import/Export Scripts and Interfaces L—_’_\“—’//
1%
Graphical Configura S
raphica onfiguration L. Sandbox
User Interface Manager

Pattern Recognition Engine —

Sage

CA Identity Governance Technology

CA Identity Governance is based on advanced pattern recognition technology. CA
Identity Governance provides a comprehensive set of highly sophisticated solutions to
the challenges that organizations face when implementing and maintaining role-based
management.

Core Technology

An important innovation of CA Identity Governance lies in the observation that
role-based management revolves around patterns of privileges and access. As such,
even in an organization where privileges are not currently managed by roles, the actual
assignment of privileges roughly follows role-based patterns. Similarly, deviations and
exceptions must be detectable when they do not follow the same patterns.

CA Identity Governance's technology is designed to uncover the patterns that are
hidden in existing sets of privileges. These patterns are not trivial, because the number
of excessive privileges can sometimes reach 50 percent of the total number of
privileges. Many users can also be under-privileged or wrongly-privileged. Furthermore,
the problem is complex due to the sheer number of user accounts typical of large
enterprises. CA Identity Governance combines a set of pattern recognition techniques
and other advanced algorithms and applies them to the special challenges of roles
management.
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Typical Processes

Other Technology Components

In addition to this core technology, CA has developed substantial additional technology
that is required to deploy a full solution:

m  CA Identity Governance products use sophisticated algorithms that help the user
make intelligent decisions, while hiding most of the complexity of the problems
they address.

m  CA Identity Governance products use sophisticated data structures and algorithms
to reduce the CPU and memory load to the point where a CA Identity Governance
project can be fully implemented on a single system.

m  CA ldentity Governance architecture is designed to allow easy mapping of privileges
data from virtually any ACL-based platform/application, including most operating
systems, databases, directories, applications, and identity management and
provisioning systems.

m  CA Identity Governance's user-friendly interface facilitates importing privilege data
from a common or proprietary operating environment and exporting processed
data and role definitions to this or another target operating environment.

Typical Processes

The following are the main processes when working with CA Identity Governance:
Import

In a typical implementation, the Role Engineer first imports current access data
from the security administration server. Source documents would include a users
database file, resources database file, roles file (if existing) and possibly one or
more files describing the relationship between one or more entities (users,
resources, roles). Using a direct communications link to the production server, CA
Identity Governance enables the importing of data from many formats including:
CSV, SQL, and RACF. CA Identity Governance creates its own CA Identity
Governance “configuration” document, which contains the known user, role, and
resource information.

Role Discovery

The role discovery process enables the discovery of roles that were not explicitly
defined in the source data and the refining of existing roles. CA Identity
Governance's role discovery tools include searching for and proposing basic roles,
obvious roles, roles that are almost perfect matches of other roles, and identifying
role hierarchy. These options contain sub-menus that enable fine-tuning CA Identity
Governance's discovery algorithm to adapt it to the specific configuration that is
being analyzed. The results of running these CA Identity Governance options are CA
Identity Governance's proposals for role definitions. These roles are individually
examined to determine their appropriateness and validity for the organization.
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Typical Processes

Audit

CA Identity Governance's basic auditing tools apply CA Identity Governance's
internal logic and built-in algorithms to an existing configuration to analyze and
identify many types of non-conformities or suspicions related to users, roles, and
resources. The Role Engineer can apply individual tools to analyze a configuration or
can run a comprehensive audit. The output of an audit is the AuditCard, which
contains a list of all suspicious records and the type of suspicion involved (currently
about 50 different types). The AuditCard also contains a built-in mechanism for
tracking progress until resolution is achieved.

CA Identity Governance Policy Compliance

The CA Identity Governance Policy Compliance module is an additional audit tool
that enables formulating a unique set of Business Process Rules (BPR) that
represent various constraints on privileges. These rules are formulated
independently of a specific CA Identity Governance configuration and can then be
applied to different configurations.

Export

Before uploading a processed CA Identity Governance configuration to the
organization's production server, the differences between the original source data
and processed CA Identity Governance configuration are examined using a built-in
CA Identity Governance option. After verifying the differences and making any
necessary changes, the configuration data is directly exported from the CA Identity
Governance interface to the production computer's format. The export eliminates
cross-platform conversion problems.
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Chapter 2: CA Identity Governance Client
Tools

This chapter provides an overview of the CA Identity Governance client tool interface.

This section contains the following topics:

File Types in CA Identity Governance (see page 19)
User Interface (see page 21)

Menu Bar (see page 22)

Tool Bar and Shortcut Key Combinations (see page 23)
Configuration Window (see page 24)

Business Policy Rules - Context Menu (see page 33)
AuditCard - Context Menu (see page 34)

Drag and Drop Cursor Symbols (see page 34)

Select All (see page 35)

File Types in CA Identity Governance

CA Identity Governance uses the following file types, as illustrated in the following
diagram:

aud
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File Types in CA Identity Governance

Users database file (udb)

Contains one entry for each user that participates in any of our analyses. This entry
usually contains such information as the user name, organizational unit (possibly in
various levels), job description/code, status (internal/external, current/past
employee), and so on), reporting structure, location (also possibly hierarchical, and
so on). Typically, much of this information is brought from an HR system of some
sort. Each user is identified by a unique ID called PersonID. The users database does
not contain information about the user's privileges - this is the subject of our
analyses and possible restructuring, and is therefore part of the configuration.

Resources database file (rdb)

Complements the udb file, and contains one entry for each resource. A resource
can be anything that a user may need access to, for example, a user group on a
specific operating environment or application, access level to a certain file or share,
permission to perform a transaction, and so on. The granularity in which resources
are analyzed is up to the role engineer, and may vary. Furthermore, it is possible to
perform different levels of analysis on the same set of systems.

The udb and rdb are relatively static and serve as the basis for possibly many
configurations.

Configuration file (cfg)

Represents a snapshot of privileges and role definitions. As such, the configuration
includes information about roles — the third type of CA Identity Governance entity,
and also about the four types of CA Identity Governance connections:

user to resource
Represents a direct privilege of a user on a resource
user to role
Represents a user's membership in the role
role to resource
Represents the permission of all of the role's users to the given resources
role to role

Represents a role hierarchy relationship, whereby users who are members of a
parent role are automatically members of the sub-role, and therefore
privileged to all of the sub-role's privileges.

Note: A configuration depends on its udb and rdb, but not all users/resources in the
udb/rdb are necessarily included in a given configuration. Configurations that
contain only a portion of the users/resources, for example, only the users of a
certain organizational unit, are called partial configurations. There can be many
configurations, representing various views, and using same udb and rdb.
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User Interface

AuditCard file (aud)

Contains a set of alerts that were generated for a specific configuration at a specific
time. The alerts can be generated using any of the CA Identity Governance auditing
mechanisms. The AuditCard can then be updated and modified as part of the alert
tracking process.

Policy file (bpr)

Contains a set of business process rules that can be used to audit one or more
configurations. Each rule is typically a business constraint, such as "people that do X
cannot do Y", or "only people that have a skill A can do B". Another common
example of business process rules is segregation of duty principles, which restrict
the ability of users to perform sensitive and critical tasks on their own without the
involvement of other users. Policies are loosely tied to configurations, because
same policy can be applied to multiple configurations and multiple policies can be
applied to a single configuration. The result of applying one or more policies to a
configuration is an AuditCard with the relevant violations as alerts.

User Interface

Use Client Tools to perform discovery and analysis operations on CA Identity
Governance data. To view the sample data files in Client Tools, open the sample
configuration file included with your installation.

Follow these steps:

1. Start the CA Identity Governance Client Tools by clicking the Client Tools icon on
your desktop.

2. Go to File, Open from File.

3. Browse to the \Sage Demo folder under the installation directory. Select the
ConfigWithRoles.cfg file.

The program opens the.cfg file in the configuration window. When a configuration
file is open, three panels are displayed. Each panel shows a different part of the
data that comprises a configuration: Users (left panel), Roles (middle panel), and
Resources (right panel).

Note: By default, the configuration window displays three vertical panels. You can
change the display mode to vertical panels, tabs, or horizontal panels using the
View menu.

4. You can open several files simultaneously in the main window: configuration files
(.cfg), users database (.udb), resources database (.rdb), auditing cards (.aud) and
policies (.bpr). The menu bar and toolbar expand to include available options
relevant to the type of data files that is active.
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Menu Bar

Menu Bar
The menu bar provides access to most client tools options. The menu bar is functionally
organized and includes the following main items:
m  File
= View
®  Import
m  Export
® Management
m  Help
Some menu bar items contain submenus with additional options. To avoid navigating
complex menu systems, the most commonly-used options are represented by icons on
the toolbar. However, not all options are included on the menu bar or toolbar. Some
options can only be accessed by activating the right-click menu controls.
More information:
Tool Bar and Shortcut Key Combinations (see page 23)
Context Menus (see page 25)
File Menu
The File menu contains the options for file handling as well as connecting to external
systems and peripheral equipment.
View Menu

The View menu provides the following functions:
m  Determine how data is displayed in the active document window

m  Review the log file generated by the client tools, to look for possible errors that
were encountered during operation

m  Review properties and statistics for the active document window
m  Switch view to a related document, such as, the udb of the current configuration

m  Explore connections of a select set of entities
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Tool Bar and Shortcut Key Combinations

Manadgement Menu

The Management menu provides the main role engineering options. This menu is
available only when the active document is a configuration. Role discovery and refining
are the main tasks that the Role Engineer performs once the configuration is ready for
analysis. The main functions available here are:

m  Various methodologies for bottom-up and top-down role engineering

®m  Functions for refinement of new role definitions and/or of existing ones

Audit

The Audit menu provides review and auditing functions:

Pattern-based auditing
m  Compliance auditing, based on policies (BPR)

m  Review of current roles

Search for suspected users, resources, and role definitions

Tool Bar and Shortcut Key Combinations

Toolbar icons and shortcut key combinations are available for performing
frequently-used activities. Their option is the same as their corresponding menu bar

counterparts.

Icon Description Shortcut
[ New file Ctrl+ N
= Open file Ctrl+0
(= Save current file Ctrl +S
Ep Copy Ctrl+C
i) Paste Ctrl +V
&h Print file Ctrl +P

?l Print Preview -

% Audit Cards -
L | Users Database Ctrl+U
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Configuration Window

Icon

Description

Shortcut

Resources Database

Ctrl +R

About Discovery

- Compare Configurations

Ctrl+D

- Undo

Ctrl+2Z

- Audit Card Generation and

Management

Ctrl+T

- Policy Compliance Check

Ctrl+B

- Select All

Ctrl+ A

Configuration Window

When a configuration is opened, a three-panel window appears containing individual
user data in the Users Panel, physical resources data in the Resources Panel and roles
data; that is, the link between users and resources, in the Roles Panel.

Users, Resources, Roles Panels

The following graphic shows a typical Configuration window.
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84774660 Cooper Ro...  FithAveB... Branches 22 2 2 1 5vS5UB2 Ctisa aritst NTSAYE  WinhT 22 0
4047310 Violing Wiliam  Humen Res... Corporate 23 i 0 1 V5151 cUsA
84848110 StarlngBob  Operations  Corporate 24 3 3 1 1517611 Ctisa
86023090 Stephan Kent  HumanRes... Corporate 25 0 il o TSSTAMIL Ctisa
86120050 Edwards Mi... HumanRes... Corporate 26 i il o TESIVAL CHsA
86446130 Snith Michellz  Application ... | Corporate 27 0 i o TSFIN ctisa
6544420 Peters John  SystemMa... Corporate 28 ] ] 2 I |TSFINMGR CUsA
87347830 Miler Pamela  Application ... Corporate 29 o il o TSSEC CHsA
87368000 Ful Jim StamfordB... | Eranches 30 2 2 1
74732200 Russell Wer.,. Fifth Ave ... Eranches 3l 2 2 1
87487760 De-Largo Is... StamfordB...  Eranches S 3 3 z
7623450 Mies Steve  HumenRes... Corporate 33 i 0 a
87623400 DavisRogers  Fifth AveB...  Eranches 34 2 2 1
87635420 ol Kim Marketing_.. Corporate 35 o i o
88261730 BrownRich... HUmanRes... Corporate 36 [ il o
6311150 DaleBruce  Marketing ... Corporate 37 i 0 o
88382990 viler Roger  Marketing_.. Corporate 38 0 i o
88490390 BergigiDave  StamfordB...  Eranches ] 2 2 1
89123140 Bond Dan ITSecurty  Corporate 40 i i o
89123470 Ron Johnson  Fifth AveB...  Branches 4 2 2 1
89213476 James Sitver  Fifth AveB...  Eranches 42 2 2 1
852137200 RonTalr  ITSecurty  Corporate 43 o i o
<

66 Users (1 Selected); 30 Roles (1 Selected); 23 Resources (1 Selected)
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Configuration Window

Context Menus

The data displayed in the User and Resources Panels are taken from the respective users
and resources databases. The type of data (fields) displayed are determined by the Role
Engineer. Similarly, roles data in the Roles Panel are also determined by the Role
Engineer. Each panel enables scrolling horizontally to view attributes and counters,
which are used in the role engineering and role audit process. Some attributes are
self-configured by the user. Each column can be used to sort the panel.

To access role engineering controls quickly in the configuration windows, each of the
panels has its own context menu that shows the most most common options relevant to
that panel.

To view a context menu, use the right-click mouse operation.
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Configuration Window

Roles Panel

The following Roles Panel context menu controls are available:

Delete Del
Copy Chrl+C
Baste Zhr[ Y
Mew Rale ...

Edit Role ...

Mew Rule-based Role ...
Edit Rule-Based Rale ...

Reject

Shows All Linked Entities Chrl4L

inked Enkiti

Create Partial Configuration

Direct

Indirect

Dual

Cammon

Expired Foles
Approved Roles
Mok Approved Roles

Instantiake Direck Links
Remove All Links
Remove Redundant Links
Remove Links ...

Propose Almaost Matching Users

Propose Almost Matching Resources

Propose Potentially Excess Users

Propose Potentially Excess Resources

Propose Wsers that [Match the Hole's Rule

Tdentify Current Users that do NOT Mateh the Role's Rule

Propose Sub Roles

Propose Parent Roles

Propose Related Roles

Yiew Roles Overlap and Chaose Whether bo Merge

Role Repart ...

Role Report Preview ...

Role Analysis Repart ...

Role Analysis Report Preview ...

Change Role Approval Status | Expiration Date ...
Change Role Attributes ..,

Add Conditions ko Rules ...

Remave Direct Links ko Users
Remaove Dual Links ko Users
Remaove Direct Links ko Resources
Remove Dual Links to Resources
Remave Direct Links ko Sub Roles
Remove Dual Links to Sub Roles
Remave Direct Links ko Parent Raoles
Remove Dual Links to Parent Roles

The following table provides a brief description of each control as well as a reference to
a more detailed discussion below in this guide. Note that some items do not have menu
bar counterparts.

Roles Panel Context Menu Menu Bar Location Shortcut Description in Section
Delete Edit Del Delete (see page 61)
Copy Edit Ctrl+C Copy (see page 63)
Paste Edit Ctrl+V Paste (see page 63)
New Role... Edit New Role (Configuration

Only) (see page 69)
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Configuration Window

Roles Panel Context Menu Menu Bar Location Shortcut Description in Section

Edit Role... Edit Edit Role (see page 76)

New Rule-based Role... Edit New Rule-Based Role
(see page 73)

Edit Rule-based Role... Edit - Edit Rule-Based Role (see
page 74)

Reject Discovery - Rejecting Discovered
Roles (see page 119)

Show All Linked Entries View Ctrl +L

Show Linked Entries: View - Show Linked Entities (see

Direct, Indirect, Dual, Common, Expired page 97)

Roles, Approved Roles, Not Approved

Roles.

Create Partial Configuration Edit - Create Partial

Configuration (see
page 64)

Instantiate Direct Links

Edit, Manage Links

Instantiate Direct Links
(see page 80)

Remove All Links

Edit, Manage Links

Remove All Links (see
page 81)

Remove Redundant Links

Edit, Manage Links

Remove Redundant Links
(see page 80)

Remove Links...

Remove Direct Links to Users

Remove Dual Links to Users

Remove Direct Links to Resources
Remove Dual Links to Resources
Remove Direct Links to Sub Roles
Remove Dual Links to Sub Roles
Remove Direct Links to Parent Roles
Remove Dual Links to Parent Roles

Edit>Manage Links

Manage Links
(Configuration Only) (see

page 80)

Propose Almost Matching Users

Discovery,
Identify Almost Perfect
Matches

Propose Closely
Matching Users (see
page 112)

Propose Almost Matching Resources

Discovery,
Identify Almost Perfect
Matches

Propose Closely
Matching Resources (see

page 113)

Propose Potentially Excess Users

Audit,
Identify Excess Privileges

Propose Potentially
Excess Users (see
page 130)
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Configuration Window

Roles Panel Context Menu Menu Bar Location Shortcut Description in Section
Propose Potentially Excess Resources  Audit, - Propose Potentially
Identify Excess Privileges Excess Resources (see
page 132)
Propose Users that Match the Role's -
Rule
Identify Current Users that do Not -
Match the Role's Rule
Propose Sub Roles Discovery, - Propose Sub Roles (see
Identify Role Hierarchy page 117)
Propose Parent Roles Discovery, - Propose Parent Roles
Identify Role Hierarchy (see page 99)
Propose Related Roles Discovery, - Propose Related Roles
Identify Role Hierarchy (see page 119)
View Roles Overlap and Choose - - View Roles Overlap
Whether to Merge (Configuration Only) (see
page 98)
Role Report Entity Report - Role Analysis Report (see
page 122)
Role Report Preview Entity Report Preview -
Role Analysis Report Role Analysis Report -
Role Analysis Report Preview Role Analysis Report -
Preview
Change Role Approval -
Status/Expiration Date...
Change Role Attributes -
Add Conditions to Rules -
Select All - Ctrl+ A Select All (see page 35)
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Configuration Window

Users Panel

The following Users Panel context menu controls are available.

Dl
Chrl4-C
Zhrl

Delete
Copy
Paske

Edit User ...

Show &l Linked Enkities
Show Linked Entities
Create Partial Configuration

Chrl+L

Direct

Indirect

Dual

Zarmmon

Expired Roles
Approved Roles
Mot Approved Rales

Instantiate Direct Links
Remove All Links
Remove Redundant Links
Remove Links ...

Propose Almost Matching Roles

Propose Patentially Excess Resources

Propose Pokentially Excess Roles

Propose Mew Roles with Matching Fule

Identify Current Roles that User Does Mot Match Their Rule

Remove Direct Links to Roles
Remove Dual Links to Roles
Remove Direct Links to Resources
Remove Dual Links to Resources

Propose Mew Roles

Propose Mew Resources

Show Similar Users

Wiew Users @vetlap and Choose Whether ta Merge

Modeled-After Roles By Users
Mew Role By Users

Prink ...
Prinkt Preswiew ...

Select Al Chrl+8

The following table provides a brief description of each control as well as a reference to
a more detailed discussion later in this guide. Some items do not have menu bar

counterparts.

Users Panel Context Menu Option Menu Bar Location Shortcut Refer to

Delete Edit Del Delete (see page 61)
Copy Edit Ctrl+ C Copy (see page 63)
Paste Edit Ctrl +V Paste (see page 63)
Edit User Edit - Edit User (see

page 75)
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Configuration Window

Users Panel Context Menu Option

Menu Bar Location

Shortcut

Refer to

Show All Linked Entries View Show Linked Entities
(see page 97)

Show Linked Entries: View - View Roles Overlap

Direct, Indirect, Dual, Common, Expired (Configuration Only)

Roles, Approved Roles, Not Approved (see page 98)

Roles.

Create Partial Configuration Edit - Create Partial

Configuration (see
page 64)

Instantiate Direct Links

Edit, Manage Links

Instantiate Direct
Links (see page 80)

Remove All Links

Edit, Manage Links

Remove All Links
(see page 81)

Remove Redundant Links

Edit, Manage Links

Remove Redundant
Links (see page 80)

Remove Links:

Remove Direct Links to Roles
Remove Dual Links to Roles
Remove Direct Links to Resources
Remove Dual Links to Resources.

Edit, Manage Links

Manage Links
(Configuration Only)

(see page 80)

Propose Almost Matching Roles

Discovery,
Identify Almost Perfect
Matches

Identify Almost
Perfect Matches

(see page 111)

Propose Potentially Excess Resources

Audit,
Identify Excess Privileges

Propose Potentially
Excess Resources
(see page 132)

Propose Potentially Excess Roles

Audit,
Identify Excess Privileges

Propose Potentially
Excess Roles (see
page 131)

Propose New Roles with Matching Rule

Discovery

Identify Current Roles that User Does Not
Match Their Rule

Discovery

Propose New Roles

Propose New Roles
(see page 132)

Propose New Resources

Propose New
Resources (see

page 133)

Show Similar Users

Show Similar Users
(see page 133)
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Configuration Window

Users Panel Context Menu Option

Menu Bar Location Shortcut Refer to

View Users Overlap and Choose Whether
to Merge

- View Resources
Overlap — Choose
Whether to Merge
(see page 101)

Modeled After Roles by Users

Discovery - Discovering

Characteristic Roles
(see page 106)

New Role by Users

Print

File

- Printing Reports (see
page 120)

Print Preview

File

- Print Preview (see
page 121)

Select All

Ctrl+ A Select All (see
page 35)

Resources Panel

The following Resources Panel context menu controls are available.

Delete Del
Copy Chrl+iC
Paste Zhel -

Edit Resource ..,

Shaw All Linked Entities Chrl+L
Show Linked Entities r
Create Partial Configuration

Instantiate Direck Links

Remove &l Links

Remove Redundant Links

Remove Links ... ]

Propose almaost Matching Roles
Propose Potentially Excess Users
Propose Potentially Excess Roles

Primk ...
Print Preview ...

Wiew Resources Owerlap and Choose Whether bo Merge

Modeled-After Roles By Resouroes
Mew Fole By Resources

Select all Chrl+5
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Configuration Window

The following table provides a brief description of each control as well as a reference to
a more detailed discussion below in this guide.

Resources Panel Context Menu Option  Menu Bar Location Shortcut Description in Section

Delete Edit Ctrl+ X Delete (see page 61)

Copy Edit Ctrl+C Copy (see page 63)

Paste Edit Ctrl+V Paste (see page 63)

Edit Resource... Edit - Edit Resource (see
page 79)

Show All Linked Entities Ctrl+L

Show Linked Entries View - Show Linked Entities (see
page 97)

Create Partial Configuration Edit - Create Partial
Configuration (see
page 64)

Instantiate Direct Links Edit, - Instantiate Direct Links

Manage Links

(see page 80)

Remove All Links

Edit,
Manage Links

Remove All Links (see
page 81)

Remove Redundant Links

Edit,
Manage Links

Remove Redundant Links
(see page 80)

Remove Links

Edit,
Manage Links

Manage Links
(Configuration Only) (see

page 80)

Propose Almost Matching Roles

Discovery,
Identify Almost
Perfect Matches

Propose Potentially Excess Users Audit, - Propose Potentially Excess
Identify Excess Users (see page 130)
Privileges

Propose Potentially Excess Roles Audit, - Propose Potentially Excess
Identify Excess Roles (see page 131)
Privileges

Print

Printing Reports (see
page 120)

Print Preview

Print Preview (see
page 121)
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Business Policy Rules - Context Menu

Resources Panel Context Menu Option  Menu Bar Location Shortcut Description in Section
View Resources Overlap and Choose - - View Resources Overlap —
Whether to Merge Choose Whether to Merge

(see page 101)

Modeled-After Roles By Resources Discovery - Discovering Modeled-After
Roles (see page 110)

New Role By Resources

Select All - Ctrl+ A Select All (see page 79)

Business Policy Rules - Context Menu

The following is a sample of the context menu in the business Policy document window
(working with Policy windows is described in chapter 10).

Insert BPR Entry ... Ins
Delete BPR Entries Del

Edit EFE ERCEY .. Enter
Zhange BPR. Entry Type ko k

The following right-click controls enable you to edit BPR entries:

BPR Panel Context Menu Options Menu Bar Shortcut Description in Section
Location
Insert BPR Entry Edit Ins Add BPR Entry (BPR Only) (see page 89)
Delete BPR Entry Edit Del Delete BPR Entry (BPR Only) (see
page 89)
Edit BPR Entry Edit Enter Edit BPR Entry (BPR Only) (see page 89)

Change BPR Entry Type to - -
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AuditCard - Context Menu

AuditCard - Context Menu

The following is a sample AuditCard with the context menu open. The displayed options
may vary slightly depending on the highlighted AuditCard record.

Set Enkry Status ko .. b
Create a Mew duditCard with the Selected alerts

Print Selecked ..,
Print Selecked Preview ...

Remove Resource From Role Definition

Details of BRTSI1
Details of LGTELSAYE, TSSCREDIT, TS350

The following context menu options enable you to edit AuditCard records and print
selected records:

AuditCard Context Menu Options Menu Bar Location Shortcut Description in Section
Set Entry Status To - - Set Entry Status To (see
page 145)

Create a New AuditCard with the Create a New AuditCard
Selected Alerts with the Selected Alerts
(see page 145)

Print Selected - - Print Selected (see
page 123)

Print Selected Preview - - Print Selected Preview (see
page 123)

Drag and Drop Cursor Symbols

When moving records between windows, the cursor changes shape to indicate the type
of activity being performed. For example, when a configuration record is being dragged
from one configuration window to another, the cursor changes from © (indicating the
record is being moved) to LINK (indicating the record has left its location) to ADD
(before the record is actually dropped in its new location).

You are prompted for user confirmation to complete the action.
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Select All

Select All

The configuration panels contain long lists of entities, users, roles and resources. When
it is necessary to perform an activity that involves all records in the panel, the Select All
option is useful for selecting the entire panel. This option is activated by right-clicking

the mouse on the desired panel and selecting Select All or by using the Ctrl+A shortcut
key combination.
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Chapter 3: Working with Priviledes Data

You can generate comprehensive printed reports at each stage of the workflow. Options
are functionally organized on the menu bar, and right-click control menus enable the
selection of context-sensitive options.

This is an overview of the typical workflow processes, with a description of the entire
process, from importing data, through role discovery and audit to exporting processed
data back to the production server. Appropriate reference is provided, where necessary,
to more detailed descriptions of key processes in this guide. For example, the import
and export processes is described here in a general way, but these procedures are
described in detail in the appendixes, depending on specific production servers.

This section contains the following topics:

Workflow (see page 38)

Importing Source Data (see page 39)
Discovery of Roles (see page 39)
Pattern-based Auditing (see page 40)
Policy Compliance Check (see page 41)
Exporting Configuration Data (see page 41)
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Workflow

Workflow

The following diagram describes a typical installation:

Differences

Report

Production Server

Compare

Configurations

Configuration

Entity
Report

AuditCard

BaszicAudit & BPR

Role Discovery

AuditCard

Report
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Importing Source Data

Importing Source Data

You can import production files using the Import option on the menu bar. This option
enables you to import Active Directory, CSV, RACF, or SQL files by creating a
communication link to the downloading (production) server. CA Identity Governance
database files are simple text files. Converters verify that imported files adhere to CA
Identity Governance file format rules.

Typically, source documents include a users database file, a resources database file, a
roles file (if existing), and possibly one or more files describing the relationship between
one or more entities (users, resources, roles). These relationships can be any or all of
the following: user-resource, role-resource, user-role, role-role. Sometimes, it is
necessary for the Role Engineer to manipulate or extend the source files using a tool
such as Excel.

The output of the conversion process is a CA Identity Governance configuration
document (CFG file), which is the basis for the role discovery process.

Discovery of Roles

When user, resource, and roles data (if available) is imported into CA Identity
Governance, it is converted into a configuration document. Then, CA Identity
Governance can analyze the data and implied relationships (connections) in the
downloaded data to determine roles. A role defines a relationship that exists between
users, resources, or other roles. Certain roles can imply access to resources that are not
immediately apparent. For example, a hierarchical relationship can mean that a user
possessing a certain role can access resources that are not defined as belonging to
them, or not even in their own physical area of operation. In addition, because of
employment circumstances, some employees (users) may acquire too many resources,
or some resources may be improperly allocated to them. The client tools analyze and
propose roles identify both a specific role phenomenon or many role phenomena at the
same time.

These role discovery tools are contained in the Discovery menu option on the menu bar.

Role discovery options include searching for and proposing basic roles, obvious roles,
roles that are almost perfect matches of other roles, and identifying role hierarchy.
These options contain sub-menus that enable fine-tuning the discovery algorithm to
adapt it to the specific configuration that is being analyzed. The user should experiment
with these tools and the thresholds that they contain to determine the best tools for the
particular configuration. The results of running these options are only proposals for role
definitions. These roles must be examined by the Role Engineer to determine their
appropriateness and validity for the organization.
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Pattern-based Auditing

An Entity Report is generated from the Management menu when a configuration
window is active. It shows basic data including direct resources, sub-roles and parent
roles. A report of any single or several highlighted entities can be printed in report form.
These printed reports can be sent to other company officials to obtain their comments
on the discovered roles or as part of on-going organizational activities.

More information:

Entity Report (see page 121)

Pattern-based Auditing

Auditing is a process performed on an existing configuration to locate erroneous
privileges and other deviations from policies. The client tools contains two auditing
modules: a basic role-based auditing module and a policy compliance module. This
section discussed basic role-based auditing; policy compliance is discussed afterward.

Basic auditing tools apply internal logic and in-built algorithms to an existing
configuration to analyze and identify many types of non-conformities or suspicions
related to users, roles, and resources (currently about 50 different types). These tools
can be individually applied to produce a limited number of suspicion types such as:
collectors (users with too many resources), collectibles (resources with too many users),
suspect roles, excess privileges for an individual entity. After identifying problematic
entities, the Role Engineer can correct them and run the tool again to verify that the
problem has been solved. In this manner, individual tools can be used “interactively”
during the audit process.

In addition, an audit can be comprehensive and include many types of suspicions for
many configuration records. In this case, an AuditCard is generated listing all suspicious
records and the type of suspicion involved. The AuditCard contains a built-in mechanism
for tracking progress in resolving the suspicion until resolution is achieved. In addition,
this AuditCard can be printed.

Note: Role discovery tools can also be used as auditing tools and role discovery results
can be the basis for determining comprehensive audits. Auditing tools can be run
immediately after role discovery and verification has been performed to double-check,
or periodically after inevitable changes on the production server (after downloading
updated data), or as part of a comprehensive audit of the organization.

More information:

Audit Menu (see page 125)
AuditCard Report (see page 123)
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Policy Compliance Check

Policy Compliance Check

The Policy Compliance module enables system administrators, business managers, and
auditors to formulate sets of business constraints and segregation of duty principles
using Business Policy Rules (BPRs). These rules are formulated independently of a
specific configuration and can then be applied to different configurations. Thus, the
Policy Compliance module augments the Pattern-Based Auditing capabilities with a new
and powerful compliance verification and documentation tool.

The BPR Compliance module is accessed from the Audit menu option on the menu bar.
More information:

Check Policy Compliance (see page 149)

Exporting Configuration Data

After applying role discovery and auditing tools to users, roles and resources data and
verification and correction where necessary, the data is almost ready for uploading
(export) to the production server.

As mentioned, a typical process involves downloading resource, role, and user data from
the external computer of an organization and performing role discovery and audit on
those files using the client tools. The Compare Configurations option in the
Management menu compares the original configuration imported from the external
computer to the post-role discovery and audit configuration. The Role Engineer then
examines the differences to verify that any changes to the databases are indeed correct
and meet requirements. The Compare Configurations option is located in File, Compare
Configurations on the menu bar.

Finally, the new users and resources databases are uploaded to the external computer
and the original databases of the external computer are updated.
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Chapter 4: File Menu

New

New Configuration

The File menu includes basic file handling options as well as options for connectivity
with external systems and peripherals (printers). Connection with external systems is
important for downloading and uploading access data and for backup purposes.

This section contains the following topics:

New (see page 43)
Open From File (see page 46)

General Settings (see page 49)
Configure Database Connection Details (see page 50)

Configuration Presentation (see page 53)
Discovery & Audit (see page 56)

You can create a new file of one of the following types: configuration (.cfg), user
database (.udb), resource database (.rdb), AuditCard (.aud), Business Policy (.bpr).

To create a new file, click File, New, select the appropriate radio button, and click OK.

It is customary to import external users and resources information, from which CA
Identity Governance builds a configuration file, by downloading it from an external
computer. However, you can also open a new configuration file from scratch. This
option creates a new configuration containing users and resources (all users and
resources, if the option is selected) without the links between them.

Note: To build a new configuration file, it is first necessary to prepare a Users Database
and Resources Database in the appropriate formats.
To create a new configuration

1. Activate the appropriate radio button in the Choose Open File Type window, and
click OK.

The New Configuration window appears.
2. Insert the following data in the fields:
Users Database File

Defines the pathname of the users database file. Use the Browse button to
locate the file.

Chapter 4: File Menu 43



New

Resources Database File

Defines the pathname of the resources database file. Use the Browse button to
locate the file.

Include All Users

Check this option to insert all records in the users database into the new
configuration. Uncheck this option to create the configuration without any
users, and add a selected subset of users to the configuration later.

Include All Resources

Check this option to insert all records in the resources database into the new
configuration. Uncheck this option to create the configuration without any
resources, and add a selected subset of resources to the configuration later.

The Open button becomes active after the path to the Users Database and
Resources Database files are filled in.

3. Click Open to create the configuration file.

A new configuration is generated in a new window. The Roles panel of the
configuration is empty.

CA Identity Governance designates the new configuration with a new default name.
Note that the Users Panel and the Resources Panel contain data, and the columns
contain the appropriate titles. The Roles Panel is empty. The Role Engineer can
implement discovery and audit procedures to generate roles.

More information:

Role Discovery (see page 103)
Audit Menu (see page 125)

New Users Database (see page 44)
New Resources Database (see page 45)

New Users Database

This option enables the Role Engineer to create a new users database from scratch. To
create a new users database, activate the appropriate radio button in the Choose Open
File Type window, and click OK.

CA Identity Governance creates the new users database with default field names. Note
that the typical Users Database contains one key field (Person ID) and a User ID field
which is generated by CA Identity Governance. The other fields are optional and the
names of the fields can be changed by the Role Engineer.

44 Client Tools Guide



New

New Resources Database

This option enables the Role Engineer to create a new resources database from scratch.
To create a new resources database, activate the appropriate radio button in the
Choose Open File Type window, and click OK.

CA Identity Governance creates the new resources database with default field names.
Note that the typical Resources Database contains three key fields (Res Name 1, 2, 3),
which together comprise a unique key of the specific resource. The Res ID field is
generated by CA ldentity Governance. The other fields are optional, and the names of
the fields can be changed by the Role Engineer.

New AuditCard

This option enables the Role Engineer to create a new resources database from scratch.
Since AuditCards are based on configurations, it is necessary for a configuration to be
open before a new (blank) AuditCard can be created.

To create a new AuditCard

1. Open the configuration on which to base the AuditCard.

2. Activate the appropriate radio button in the Choose Open File Type window.

3. Click OK.

An audit card window appears.
More information:

Generate and Manage AuditCards (see page 134)

New Business Policy

This option opens a new blank Business Policy document, which is the first step in
creating a Business Policy document, consisting of Business Policy Rules (BPR). The
Business Policy Compliance module enables running a defined set of business
constraints and segregation of duty rules against one or more configurations. This
feature contrasts with the Audit engine, which runs pre-determined rules on the current
configuration.

More information:

Audit Menu (see page 125)
Check Policy Compliance (see page 149)
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Open From File

Open From File

You may often need to open a configuration file (.cfg) for discovery and audit purposes.
In addition, you can open other file types: user database files (.udb), resource database
files (.rdb), AuditCards (.aud) and policy files (.bpr).

Click File, Open from File and specify the file type you want to open. By default, files of
that type that are located in the default (installation) folder appear. Select the file you
want to open (file name will be displayed in the File Name field). Click Open to continue.

Open from Database

This option enables modification of database files directly on the production server
without the need to create intermediary files or to import database files, which would
otherwise involve the stages of import, processing, and export back to the production
computer. This option is useful for implementing simple changes on the production
server.

It can be used only after files had been imported and exported back to the production
server. It is only after export of files to the production server that required files are
created on the target server.

By working on the production server, the Role Engineer has essentially waived the
inherent protection of the sandbox principle. Extreme care should be taken when
working directly on a production server. Only minor changes should be performed using
this option.

Note: Before attempting to run the CA Identity Governance Database Wizard, verify that
your connection to the remote computer is working.
To open from a database
1. Select Open from Database on the menu bar.
The Database Wizard appears.
2. Fillin the following information in the Database Wizard window.
Type
Specifies the type of database data that you are downloading.
Server
Defines the remote server's IP address.
Database

Defines the database file name on the remote computer
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Open From File

Windows Authentication

Select this option to access the MS SQL server using the current user's
Username and Password that is associated with Windows operating system.

User Name, Password
Defines credentials to access the database host
3. Click Next to continue to the next screen in the wizard.

4. Choose the file type from the list and file name from the list of files. If you have
saved a configuration on the production server, you can work directly in that
configuration.

5. Click Next to finish the procedure and begin working.
More information:

File Formats in CA Identity Governance (see page 241)

Review a Database

Each CA Identity Governance data Universe can contain various files that include:
Configuration files, User Database files, Resource Database files, Audit Card files, and
Business Policy files.
To review and manage the database files
1. Click File, Review Database.

The Database wizard opens.

2. Click Source Database and fill in the fields as described in section Open from
Database (see page 46).

3. Click Next.
The Choose a Document to Open window appears.

4. Select a Database file type from the Document Type drop-down list.
Database files of the selected type are listed in the file list.

5. Select the file that you want to review.

6. (Optional) Check the Logged checkbox.

Changes to data entities in the file are recorded in the Transaction log on the CA
Identity Governance server.
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7. (Optional) Check the Write Protected checkbox.

You cannot make changes to the file using CA Identity Governance client
applications.

Note: The file can still be modified by CA Identity Governance web services and by
processes of the CA Identity Governance portal.

8. Click Open, Rename, or Delete.

Execute Batch File

When importing a large volume of data (which could involve several gigabytes in several
source files), processing can take many hours. Therefore, a batch processing option
enables processing during off-hours in accordance with a predetermined order defined
by the Role Engineer.

The following list shows the typical order of commands in a batch file:
1. IMPORT RACF
2. IMPORT CSV

3. MERGE CFG
4. ENRICH UDB
5. ENRICH RDB
6. FILTER CFG

The format for batch file executions is an XML file format, which must follow XML file
rules. The file extension must be .sbt.

To run the batch file from a Microsoft Windows command prompt, execute the file
using the following format:

EurekifySageDNA-V32.exe SBT file name
For example, EurekifySageDNA-V32.exe merge.sbt.

Alternatively, you can run the batch file by selecting Execute Batch File from the File
menu.

Note: For more information about running batch files, see the Programming Guide.

Print Setup

The File menu contains a number of Print and Printer Options.
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General Settings

Logging

More information:

Print Reports (see page 120)

At the beginning of your project, you can set a variety of general settings.

Click File, General Settings to open a pane with the following tabs:

Logging

SQL Connectivity
Presentation
Print Fonts

Files

Discovery & Audit

Parameters set on the Logging tab allow you to assign the destination in which to save
the log files. You choose to save the log files to a specific folder, the SQL Database or
both. If you do not specify any destination for saving the log files then CA Identity
Governance does not save the log file data at all.

To set logging options

1.

Click File, General Settings.

The Discover and Audit Settings window opens.

Select the Logging tab.

In the Logging Options section, specify the events that are logged.

In the Logging Directory section, browse to specify the pathname for log files.
(Optional) Select the Remove Logs Older Than option and specify a time period.

Older log files are automatically purged.
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Configure Database Connection Details

Use the SQL Connectivity tab to configure the connection to the CA Identity Governance
databases. You must connect to these databases to use the Open from Database and
Save to Database functions.

Note: Use this tab even when an Oracle server hosts CA Identity Governance databases.

To configure database connection details

1.

From the main menu, click File, General Settings.
The Settings dialog appears.

Click the SQL Connectivity tab.

Select a connectivity mode:

m Inimplementations that include a CA Identity Governance server that also
interacts with the CA ldentity Governance databases, select the Request SQL
Credentials from a server option.

Note: When a CA Identity Governance server instance is in your environment,
you must select this option.

m Inimplementations without a CA Identity Governance server, select the Use
static SQL credentials (see page 50) option.

Enter values in the fields as indicated.

(Optional) Select the Bulk Insert option (see page 52) to write data to a temporary
SQL file. This option speeds the save process.

Click Apply.

Configure Direct Client Connection to Databases

In implementations that do not include a CA Identity Governance server, configure your
client applications to work directly with the database server.

Follow these steps:

1.

2.

Verify that the database server is running.

Run the Data Management application.

The Enter Server Credentials dialog appears.

Click Cancel. Then click File, General Settings from the main menu.
The Data Management Settings dialog appears.

Click the SQL Connectivity tab.
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Select the Use Static SQL Credentials option.
Configure the following fields and options:
SQL Server Type

Specifies whether a Microsoft SQL Server or Oracle Server hosts CA Identity
Governance databases.

Server
Defines the target on the database server:

m  For a Microsoft SQL Server, this field specifies the host name of the
database server instance.

m  For an Oracle database server, this field specifies the Oracle service name,
as defined in the tnsnames.ora file in the Oracle service directory.

Database

(Microsoft SQL Server only) Defines the main CA Identity Governance database.
Username, Password

Define the login credentials of the database user or schema owner.
Windows Authentication

(Microsoft SQL Server only) When the database user is mapped to a general
Windows user account in the environment, specifies whether the Windows
user is used to log in to the database server.

Click Apply.

A message confirming SQL connectivity appears. The application is now connected
to the database.

Close the dialog.
Repeat this procedure in the DNA application.

The client applications are configured and ready for use.
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Configure Bulk Insertion of SQL Data

The Bulk Insert option writes data to a temporary SQL file. This option speeds the
process of saving data, and allows you to continue working while the SQL database
reads data from the file.

The SQL Server must have read access to the shared folder in which the temporary file is
stored during the save process.

Note the following:

m  Touse bulk import when Microsoft SQL Server hosts CA Identity Governance
databases, assign bulkadmin or sysadmin privileges to the CA Identity
Governance database user.

m  The CA Identity Governance server and the Microsoft SQL Server must be in the
same domain.

To configure bulk insertion of SQL data

1.

In a CA Identity Governance client application window, click File, General Settings.
The Settings dialog appears.

Click the SQL Connectivity tab.

Select the Bulk Insert option.

Select one of the following options:

m  When the SQL Server is located on a local computer, select the Create local
share for temporary files option and define the pathname of the shared file on
the local computer.

Note: When you specify this option, the SQL database looks for the shared file
locally on its own server under the specified pathname.

m  When the SQL Server is located on a remote computer, select the Use Remote
Share directory option and define the full network address of the shared file,
including the hostname of the target computer.

Specify values for the following fields to define the file structure of the CA Identity
Governance databases:

Field Delimiter

Specifies the character that separates field values in the shared folder.
Line Delimiter

Specifies the end-of-line character in the shared folder.

Note: The characters you specify cannot appear in the data content of the folder.
When these characters appear in data fields, the file is parsed incorrectly and bulk
insert fails. Similarly, when data strings are longer than their legal length, bulk insert
fails.
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Confiduration Presentation

Use the Presentation tab to set how data is treated when it is being loaded from files
into CA Identity Governance, and how the data is presented when displayed.

To set presentation parameters

1.

Click File, General Settings.
The Discover and Audit Settings window opens.
Select the Presentation tab.

In the Configuration View section, specify how the user, role, and resource sections
are displayed in a configuration file window.

(Optional) To display the user panel of configuration files in a hierarchical tree:
a. Select the Show User Tree View option in the Configuration View section.

b. Inthe User Hierarchy Order section, click and drag user attributes to define the
structure of the user tree.

In the Fields to Show section, select the default attribute fields to display for each
section of a configuration file.
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Confiduration View (Configuration Only)

View Mode enables the display of configuration data in three types of Configuration
windows: horizontal panels, tabbed panels, vertical panels. Panels can be sorted by any
column by clicking on the column name. Clicking the column toggles between
ascending/descending sorts. Scrolling through records in the panel is performed by
dragging the scroll bars.

When Tab Mode is selected, a typical Configuration window will look like this:

_loi x|
Users | Roles | Resources I

Person ID | Name | Qrganization | Qrganizatio,.. | Lser ID | Resourcesl Total Resources | Raoles | Counkr | Location | =
45439940 Milgrarn Pat System Ma...  Corporake o g g 2 us Pennsylvania
47868650 Calins Eill Syskem Ma, Corparate 1 o 1} 1} us Pennsylvania
52656727 Ford Adam Syskem Ma,.. | Corporate 2 o a a us Pennsylvania
S4672910 Skl Amnws IT Securily Curpurale 3 1 1 1 us Perinsylvaia
57644540 Herman Pat... | Application ... | Caorporate 4 a a a us Pennsylvania
58723810 Ola Buyer Purchasing Corporate s a a a us Mew Jersey
E4646410 Toor Barbara | Operations Corporate [ 3 3 1 us M Jersey
65656540 Kuli ‘william Application ... | Carporate 7 1] 0 i} us Pennsylvania
67283470 Lewis Ben System Ma...  Corporabte g g g 2 us Mew Jersey
67365350 Miles Barry Human Res...  Corporate 9 a a a us Mew Jersey
67762440 Libkind Mary  Fifth A&ve B... Branches 10 2 2 2 us ew York
74733340 Grant Peter Stamford B Branches 11 3 3 2 us Connecticut
7o464420 Lewi Steve System Ma,..  Corporabte 12 o a a us Pennsylvania
7I675330 Keren Brett Database A...  Corporate 13 a a a us Pennsylvania
FE67A560 Colman Sergio | Database A...  Corporate 14 1] a a us Pennsylvania
76329130 Gordon Ric... | Fifth Ave B... | Branches 15 3 3 3 us e York
7FE342580 Green Richard | System Ma... | Caorporate 16 o 1} 1} us Pennsylvania
77292450 Dar Cindy application ... | Corporate 17 o 1} 1} us Pennsylvania
771120 Meckelly Jim  Marketing_. Corparate 18 1] i} i} s Mew Jersey
52653450 Gold Gary Fifth Ave B Branches 19 3 3 2 us e Yark
52922230 Meale Jay Starnford B Branches 20 4 4 3 us Connecticuk
83835380 Lear Howard | Marketing_, Corporake z1 o 1} 1} us Mew Jersey
G4774660 Cooper Ro...  Fifth Ave B Branches 22 2 z 1 us e Yark
84847310 Violina Wiliam | Human Res...  Carporate 23 a a a us MNew Jersey
G4545110 Starling Bob Dperations Corporate 24 3 3 1 us Mew Jersey
86023090 Stephan Kent | Human Res,.. | Corporate 25 0 1] 1] us M Jersey =
A Annen e FETOEr Ve P s n " - e Y

1 | |

Click on column headers to sort the column.

When Vertical Mode is selected, a typical Configuration window will look like this:

o
Person ID Role Name Descriptian Reshame! |ResMame2 |ResMame3 | ResID | Users | TobalUsers
45459940 MigramPat  SystemMa.. Corperste @ BSAYEDL cHsh Domain Users | HTSAYE WinT [ 2 2
47BEBES0 Colins Bill System Ma. Corporate 1 BSAWELAN CHSA Domain Users  NTSTAM WinMT 1 2 Z
52656727 Ford Adam  SystemMa.. Corporste 2 BSAYEMGR ctish Domain Users  HTSILY WinT 2 1 2
4672910 Smith Amos 1T Secwrity  Corporste 3 BSAWESPRIV | CHSA UGSAVEGEM | HTSAVE WinT 3 non
57644540 Herman Pat... Application ...  Carporate 4 BSAYESYS cHsA UGSAVELAN MNTSAVE WinMT 4 13 13
53723610 ClaBuysr  Purchasing  Corporste 5 BSTAMIL cH5h UGSAYEMGR | NTSAVE WinT 5 ] o
4646410 Toor Barbara | Operaions  Corporste 6 BSTAMLAH cHlsh UGSAVESYS | NTSAVE WinT 3 & &
65656540 Kul Wil .. Corporats 7 BSTAMMGR  CH5A UGSTAMGEM | HTSTAM WinT 7 5 &
67283470 Lews Ben Corporste & BSTAMSPRIV | CHISA UGSTAMLAN | HTSTAM WinT ] 8 ]
67565330 Miles Barry . Corporate S BSTAMSYS CH5A UGSTAMMGR. NTSTAM WinMT 9 z z
67762440 Libkind Mary  Fifth Awe B...  Branches 10 BSILYIL ctish UGSTAMSYS | HTSTAM WinT 10 5 6
TATIIHO Grant Peter  StamfordB...  Branches 1 BSILYLAN cHlsh UGSILVGEN  MTSILY WinT 1 3 3
75464420 leviStave  SystemMa.. Corporate 12 BSILYMGR. ctish UGSILYLAN  MTSILY WinT 12 & 6
75675330 KerenBrett  DatabascA.. Corporate 13 BSILWSPRIV  CHISA UGSILYMGR,  MTSILY WinhT 13 z z
FEE7ESE0 Colman Sergio  Database A... Corporate 14 BSILYSVS CHSA UGSILYSYS MTSILY WinMT 14 & &
76329130 GordonRic... | Fifth AwsB... Branches 15 BALLIL ctish UGFINE TSSCREDIT 13550 [ 8 s
76342580 Green Richard . Coporate 16 BALLLAN cHlsh UGFINMGR | TSSCREDIT 15550 16 1 7
77232450 Dar Cindly Corporate 17 BALLSYS ctish UGSEC TSSCREDIT 13550 17 1 1
7raTiL20 Meckelly Jim Corporate 18 BRTSI i uGaYs TSSCREDIT 15550 18 3 E]
B2653450 Gold Gary EBranches 19 DEV-PC CHSA UGTELSAVE TSSCREDIT T5550 19 5 )
82322230 Meale Jay Branches 20 GPERJL ctish UGTELSTAM | T33CREDIT  T5550 20 5 5
3835390 Lear Howard Corporate 21 SYSMGR cHlsh UGIELSILY  TSSCREDIT 15550 21 5 &
84774660 Cooper Ro... . Branches 22 S5YS5UBZ CHsA aritst NTSAVE WinMT 22 o o
24847310 Violin Ywilam  HumanRes... Carporate 23 55T cH5h
4848110 StaringBob  Operations  Corporate 24 1517611 cHlsh
86023090 Stephankent HumanRes.. Corporate 25 TSSTAMIL ctish -

86129030 Edwards Mi... HumanRes.. Corporate 28 TSEILYIL cHlsh
85446130 Smith Michelle  Application Corporate 27 | | TSFINL CHSA g
| _>l_I S| _»l_I 4 | >l
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In Vertical Mode, Users will always be in the left panel, Roles in the middle panel and
Resources in the right panel.

When Horizontal Mode is selected, a typical Configuration window will look like this:

EElcfg3.cfg ¥ i =] 4]
Person [D Marne Qrganization Qrganizatio.., | User 1D ResoUrces Total Resa,.. | Roles Counkr | Location I ﬂ
45489940 Milgrarn Pat System Ma,,,  Corporate o 8 8 2 us Pennsyhvania [y
47565650 Calins Bill System Ma...  Corporate i 1] 1] 1] us Pennsylvania
S2656727 Ford Adam System Ma... | Corporate 2 0 0 0 us Pennsylvania
54672810 Smith Amos IT Security Corporate ) 1 1 1 us Pennsylvania
Creaacan Harrnan Dak Anrliestinn Cewnovata a n n n i Danncul kaanin 3
4 ‘i L3
Role Marne I Description I Organization | Owner | Role ID I LUsers I Resources | Sub Roles | Parent Roles I ﬁ
BSAVETL cLisA 6 10 2 [ 1 -
ESAVELAN ctlsa 7 o 1 o 1

BSAVEMGR CHSA 8 2 1 a 1} j
Res Name 1 Res MName 2 Res MName 3 Res ID Users | Total Users | Roles Cwner | Organization | Location |ﬁ
Domain Users  MTSAYE WinhT 0 2 2 1 BRANCHSAYE _I
Daomain Users  NTSTAM WWiNNT 1 2 2 1 BRAMCHSTAM

Domain Users | MTSILY inhT 2 1 2 1 BRAMCHSILY

UGSAVEGEN MTSAYE WinMT 3 11 11 2 BRANCHSAYE

UIGSAVELAN MTSAYE WinhT 4 13 13 2 BRANCHSAYE

UGSAVEMGR. MTSAYE WinMT 5 0 0 0 BRAMCHSAYE ﬂ

In Horizontal Mode, the Users Panel will always be on top, the Roles Panel in the middle
and the Resources Panel on bottom.

Note: The view mode can only be changed if an AuditCard window is not open. If the
Role Engineer tries to change the view mode when an AuditCard window is open on the
desktop, the client tools prompts to close the window.

More information:

Assign Users using Rule-based Roles (see page 73)
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Discovery & Audit

Print Fonts

At various points throughout the lifecycle of a project you may find it useful to generate
and print reports such as Entity Reports, Role Analysis Reports and AuditCard Reports
that contain details such as Users, Roles and Resources. While the content of the
reports may vary according to the type of report that you generate, the Font format
used for various report elements is maintained across all report types. The elements
include report titles, text, headers, and footers. Once the report font characteristics are
set you only need to deal with generating reports. This section deals with setting the
font format and characteristics used in the reports.
To set the fonts used in reports
1. Click File, General Settings.

The Discover and Audit Settings window opens
2. Select the Print Fonts tab.

A window opens previewing the font formatting used for the Header, Footer, Title
and Text report elements.

3. For each print font element click Set.
The Font window opens.
4. Make your font selections.

5. Click OK and your choices are shown in the Set Print Fonts window.

Note that four types of fonts can be determined for different parts of the report:
header, footer, title and text.

Note: These font choices become the print default used in all subsequent print jobs until
they are changed.

More information:

Print Reports (see page 120)
Print Preview (see page 121)

Discovery & Audit

The following section describes the Discovery & Audit tab.
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Discovery & Audit

Rejected File

As a result of performing the Discovery process, the client tools identify and lists roles as
part of a configuration file. The process may identify roles that you decide are
redundant, old or that already exist. To prevent the configuration file from displaying
roles that are no longer needed you can select such roles and reject them from your
active configuration.

By default, rejected roles are removed from the working configuration and saved to a
special configuration file called Rejected.cfg. The rejected.cfg file is stored in a
predefined path and folder.

The Rejected File option in the General Settings Discovery tab gives you the capability to
assign a specific configuration file to collect and house Roles that are rejected from the
active configuration file.
To assign a specific configuration to act as the Rejected.cfg file
1. Click File, General Settings.

The Discover and Audit Settings window opens.
2. Select the Discovery tab.

3. Inthe Rejected File section click Browse and navigate to the directory that houses
your configuration files.

4. Enter a name for your specific file, such as <MyRejected>.cfg, in the File Name edit
field.

5. Click Save.
The Path and File name are listed in the Rejected File edit field.
6. Click Apply.

The new <rejected>.cfg file is created.
More information:

Reject Discovered Roles (see page 119)
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Search Advanced Options

During the Discovery process, the client tools use the values set in the Search Advanced
Options window to fine tune the process. The option values are set by default and
should not be modified.

To view the default search advanced options
1. Click File, General Settings.
The Discover and Audit Settings window opens.

2. Select the Discovery tab and click the Advanced Options.

The Search Advanced Options window opens and displays the default settings.

Search Advanced Options |
~Search

M axirmurn Murnber of Wodes Searched W
M aximurn Murnber of Ursuccesstul Tries W
M axirmurn Mumnber of Successful Tres ISSSQ—
Depth of Search IE!

— Evaluation of Resources Meights]
Homogeneity |3—
Res Name 3 IUE—
Res Name 2 IDE—
Mumber of Rezources (K] |D1—

Mumber of Resources [L] 0.25

— Ewaluation of Ugzers Mwieights)

Huomogeneity |2
Mumber of Llzers (K] IEI.'I
Murnber of Lsers (L] 0.25

Organization

|3—

Organization Type |3—

Details Fields 1 oz
4t s5[1 B

r— Ewaluation of Permizsions

Coverage Preference |3
Cancel | Ok I
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Chapter 5: Edit

Delete

The Edit menu includes options to edit all the types of files used by CA Identity
Governance: configuration files, databases (users and resources), audit (AuditCard),
BPR. When a document is active, only edit options that apply to that type of document
are displayed in the Edit menu.

This section contains the following topics:

Delete (see page 61)

Copy (see page 63)

Paste (see page 63)

Create Partial Configuration (see page 64)

Create Filtered Configuration (see page 65)

Flatten Role Hierarchy (see page 68)

Create a Role (Configuration Only) (see page 69)

Assign Users using Rule-based Roles (see page 73)

Edit Rule-Based Role (see page 74)

Edit Users, Roles, or Resources in a Configuration (see page 74)
Manage Links (see page 80)

Add User (Users Database Only) (see page 81)

Edit User (Users Database Only) (see page 82)

Link Attributes (see page 83)

New Resource (Resources Database Only) (see page 85)
Edit Resource (Resources Database Only) (see page 87)
Change Resource Attributes (Resources Database Only) (see page 88)
AuditCard Properties (AuditCard Only) (see page 88)
Add BPR Entry (BPR Only) (see page 89)

Delete BPR Entry (BPR Only) (see page 89)

Edit BPR Entry (BPR Only) (see page 89)

The Delete operation can only be performed on records in a Configuration file or in an
Audit Card. As such the Delete option only appears in the Edit menu within the context
of a Configuration file and Audit Card.
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Deleting Records from a Configuration

This feature enables deleting one or more users, roles or resources records (depending
how many are highlighted) from the Users Panel, Roles Panel or Resources Panel of a
configuration. A message such as the following is displayed for each record:

Add/Remove Entities with Links ) x|

User Milgram Pat Has Links. Remove &nyway?

Yes No Yes for all Cancel

If more than one record is highlighted, CA Identity Governance requests individual
confirmation for each record to be removed from the original configuration. Note that
all direct and indirect links to the highlighted record are removed along with the record.
The Role Engineer can choose whether or not to delete the highlighted records all at
once by clicking Yes to All.

Note: A deletion is not saved to memory. To perform a “Cut and Paste” action, first copy
the desired item to its intended location and then delete it from its original location.

Note: Modifications to a configuration document are only final after a configuration file
has been saved. If exited without saving, the configuration document reverts to its
original state as before the deletion.

Deleting Records from an AuditCard

When an AuditCard is open, you can delete highlighted records from the list of
suspicious records. Use this option with care as no confirmation message is displayed
before deletion.
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Copy

Paste

The Copy operation can only be performed on records listed in either Configuration files
or Databases. As such the Copy option only appears in the Edit menu within the context
of Configuration files and Databases.

This feature enables you to copy any number of highlighted (into memory) users, roles
or resource records from the Users Panel, Roles Panel or Resources Panel of a
configuration file into memory. You Copy records to memory in preparation for pasting
them into another configuration file.

When a users database (*.udb) document is active or when a resources (.rdb) document
is active, then those records can be copied into a Users Panel or Resources Panel of a
configuration. Pasting such records into a different resources or users database, or into
a configuration file that is not related to the databases from which the records were
copied is prohibited.

All direct and indirect links to the highlighted record are copied along with the record.

The Paste operation can only be performed on records listed in Configuration files. As
such the Paste option only appears in the Edit menu within the context of Configuration
files.

This feature enables one or more users, roles or resources records, which were copied
from one configuration using the copy option, to be pasted into another configuration's
Users Panel, Roles Panel or Resources Panel, respectively.

In addition, when a users database (.udb) document is active or when a resources (.rdb)
document is active, then those records can be copied and pasted into a Users Panel or
Resources Panel of a configuration. Pasting records into a different resources or users
database or into a configuration that is not related to the databases from which the
records were copied is prohibited.

When a paste operation is performed, a confirmation message appears. If more than
one record is highlighted, CA Identity Governance requests confirmation for each record
to be pasted. Note that for each pasted record a prompt appears to confirm establishing
linkage (direct and indirect) to other records in the target configuration, if applicable.
The Role Engineer can choose to confirm linkage of all the highlighted records by
clicking Yes or Yes to All.

Note: Modifications to a configuration document are final only after the configuration
file is saved. If you exit the file without saving, the configuration document reverts to its
original state as before performing the copy and paste action.
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More information:

Copy (see page 63)

Create Partial Configuration

|n

This option creates a new, “partial” configuration from highlighted records of a current
configuration. This option is useful when a Role Engineer designates a particular
segment of the current configuration for further operations such as verification of those
records by other officials of the organization or to handle certain criteria from the
current configuration

The Create Partial Configuration operation can only be performed on records listed in
Configuration files. As such the option only appears in the Edit menu within the context
of Configuration documents.

To create a partial configuration

1. Place the focus on the configuration document from which the partial configuration
is to be extracted.

2. From within the current configuration select the records to include in the partial
configuration.

3. Click Edit, Create Partial Configuration or right-mouse click in the selection and
choose Create Partial Configuration from the menu. A new configuration document
is displayed that only contains the previously selected records and all their links.

4. Save the newly created configuration document under an appropriate name.
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The first window is the current configuration. The second window is a partial
configuration:

Person 1D IName Organization T Organizatio... | | | Role Name Desc

Org
45489940 Milgram Pat Syskern Management | Corporate BSAVEIL CHSA Daomain Users
47868650 Colins Bill System Management  Corporate BSAYELAN CHSa Domain Users
52656727 Ford Adarn System Management  Corporate BSAYEMGR. CHSa Domain Users
B7283470 Lewis Ben Systemn Management  Corporate | | BSAVESPRIV CHSA UGSAYEGEMN
7o464420 Levi Steve System Management  Corporate ESAVESYS CHSaA UIGSAYELAN
76342580 Green Richard | System Management  Corporate BSTAMIL CHSa UGSAYEMGR
86544420 Peters John System Management  Corporate BSTAMLAN CHSA LUIGSAYESYS
74733340 Grant Peter Stamford Branch Branches BSTAMMGR, Ctlsa UGSTAMGEN
82922230 Meale Jay Stamford Branch Branches BSTAMSPRIV CHSA UGSTAMLAN
87368000 Fulk Jim StamFord Branch Branches BSTAMSYS CHisA T | UGSTAMMER
87487780 De-Larga Is... Stamford Branch Branches BSILWIL CHSa UGSTAMSYS
85490390 Bergigi Dave  Stamford Branch Branches BSILVLAN CHSa UGSILYGEN
90873220 Sigal Chris Stamford Branch Branches BSILVMGR. CHSa UGSILYLAMN
98662230 Masters Dan Stamford Branch Branches BSILYSPRIY Ctlsa UGSILYMGR
935872110 Lerman Anne  Silicon Valley Branch | Branches BSILVSYS CHSA UGSILYSYS
93985710 Stein Steve Silicon Yalley Branch | Branches BALLIL CHSA UGFINL
973330 Goldberg M...  Silicon Yalley Branch | Branches BALLLAN CHSA UGFINMGR:
Wﬁd?‘ n Hnffman rnh Silicnn Mallew Franch  Rranches _rl F\jl (- HEA _Iﬂ | |r[:rr
4 4 4

=101

Person I I Mame I Organization | Grganizati Raole Mame I Descnét n_ | Res Mame 1 Res Nams 2 Res Mame 3
T4733340 iGrant Peter Stamford B...  Branches BSAVED: CtsA UGESAYEGEM MTSAYE WinhT
82922230 Meale Jay Stamford B, Branches BaTAMIL Ctlsa LIGSAVELAR MTSAYE WAnRT
87363000 Fulk Jim Stamford E. Branches BSTAMMGR tlsa UGSTAMGEN MTSTAM WAnNT
87487780 De-largo Is...  Stamford B, Branches BSTAMZPRIY CHSA UGSTAMLAN MNTSTAM WinMT
S5490390 Bergigi Dave  Stamford B, Branches TSSTAMIL CHisA UGSTAMMGR, | NTSTAM WiNMT
Q0E73220 Sigal Chris Stamford B, Branches UGSTAMSYS NTSTAM WiNMWT
FBE62230 Masters Dan Stamford B...  Branches UGTELSTAM TSSCREDIT T5550

|| ee— L3 | K 3 | N 3|

Create Filtered Confidguration

You can apply one or more filters to the User, Role or Resource entities of a
configuration. Filters are expressions that select entities based on the content of
attribute fields. When you define several filters, they are applied with a logical AND
operation, and the result is a set of entities that satisfy all the filters.
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Create Filtered Configuration

For example, you can define a filter that selects user entities with the string "Bob" in
their UserName field. The following screen displays the resulting configuration file after
the applying this filter. Two users are identified that contain the string "Bob" as part of
their User Names.

-ioix
I Person ID I User Marm I Organizatiol | Role Mame I Description Res Mame 1 Res Mame 2 | R
| Gasastio | iy e | BASIC ROLE Mew Role BRLIMSYS RACFPROD RE
97A47110 Tasknni Rnh Silirnn Yallew | Organizatinn - Operatinons | Characteristic |1 IGSAYFSYS MTSAYF i

Crganization - Silicon Vall. .. Characteristic | UGSTAMSYS NTSTAM Wi

LIGSILYLAN Automation d | UGSILYGER MTSILY Wi

LIGSAYESYS Automation d | UGSILYLAN MTSILY i

LIGSTAMIYS Automation d | UGSILYSYS MTSILY i

LIGSILYSYS Automation d | USADMGR Admin,, . NOYELADM M

BRLIMSYS Automation d | UGMPER RACFPROD R

To5IYIL Sage Role LIGMPORR RACFPROD RE

OPERIL Sage Role LIGMTORR RACFTEST RE

BSILWSPRIY Sage Role LIGTELSILY TSSCREDIT T3

BSILYIL Sage Rals unizopot UNEMARKT So

e-mail outloak Wi

office2003 2003 i

| | KT | 2

CA Identity Governance saves the results in a new configuration file, which is
automatically given a name. You can save the configuration under another name.

You can only apply filters to one entity at a time. You can filter the resulting
configuration by another entity to refine the results.

The following table lists the Filter Criteria and their descriptions.

Filter Criteria Description

Entity Sets the entity to filter.

Field Displays the available Fields for the selected entity that can be
used as a filter.

From Sets the upper limit of the filter range for the selected Field.

To Sets the lower limit of the filter range for the selected Field.

Pattern Any alphanumeric string that can be used to fine-tune the filter

operation. For example, the first name of any User, such as Bob.

Regular Expression Select this option to indicate that the Pattern contains recognized
regular expression (see page 67) characters.
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Filter Criteria Description
Filter Only Select to retain entities of other types, even if they are not linked
Specified Entity to the entities selected by the filter. For example, when a filter

selects a subset of users, the roles and resources are unaffected.

Unselect to retain only entities that link to the filtered entities.
For example, when a filter selects a subset of users, the results
contains only roles and resources linked to those users.

To filter a configuration:
1. Inthe client tools, open the configuration document you want to filter.
2. Click Edit, Create Filtered Configuration.
The Filter window appears.
3. Set the range for any or all of the filter options in the Criteria section of the window.
4. Click Add.
The filter ranges are listed in the Filter list on the right side of the Filter window.
5. Click OK to filter the configuration using the select filter ranges.
A new configuration document is displayed.

6. Save the newly created configuration document under an appropriate name.

Redular Expressions in CA Identity Governance

CA Identity Governance uses regular expressions to define patterns for various match or
filter operations, such as business process rules (BPRs). CA Identity Governance supports
most standard regular expression syntax. The following table lists commonly used
special characters.

Character Usage

* Matches any string of zero or more characters. For example, the
following pattern matches both Maureen and Green:

*reen

Matches any single character. For example, the following pattern
finds the names Dean, Sean, and Jean:

.ean
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Character Usage

[] Matches any single character within the specified range. For
example, the following pattern matches Larsen and Karsen but not
Carsen:
[K-P]arsen

Matches any one of the concatenated regular expressions. For
example, the following pattern matches Jerrold, Jorge, or
Jurgenson.

(Jer*)| (Jor*)| (Jur*)

" Matches any single character not within the specified range. For
example the following pattern finds Delano but not Desiree.

De[s]

Flatten Role Hierarchy

If the hierarchic relationship between roles in an organization reaches a level of
complication that prevents you from assigning roles and providing access permissions to
resources in a clear and manageable fashion you may want to reassess the role
relationships. You can flatten the role hierarchy in a configuration file, by removing the
links between roles. The result is that all roles that previously had access to a resource
via an intermediate role are given direct access to those resources. The configuration
file that results from this treatment can then be reassessed. Using the flattened
configuration file as base platform, you can then streamline the role hierarchy in your
organization, remove redundant roles, and establish new relationships between
subordinate and parental roles that accurately reflect the current use of resources in
your organization.

To flatten a configurations role hierarchy
1. From the client tools, open or select the configuration file to be flattened.

2. Click Edit, Flatten Role Hierarchy.

The client tools scan the configuration file and opens a new configuration file that
reflects the role hierarchy treatment. The previous configuration file is maintained
without any changes.

3. Save the new configuration file under a new name.
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Create a Role (Configuration Only)

In the course of the Discovery process, new relationships may be discovered, which
were previously unknown, and you may need to create new roles to support these
relationships.

Follow these steps:

1. Click Edit, New Role.

The Role window opens. CA Identity Governance automatically provides a numeric
Role ID.

2. Use the options in the drop-down lists to set the values for Owner, Type,
Organization, Organization 2 and Organization 3 fields.

3. Enter descriptive text in each of the Rule and Description edit fields.

4. The New Role window contains the following fields:

Field Description

Role ID By default, CA Identity Governance increments the role ID by 1
digit each time a new role is added. This field is a key field and
is non-modifiable by the Role Engineer.

Name By default, CA Identity Governance inserts the name “Role
nnnn”, where “nnnn” is an incremented number. This is a text
field intended for a relevant mnemonic name of the new role.
The default data can be modified by the Role Engineer.

Owner Owner of the role. The default data can be modified by the
Role Engineer.

Type Type of role. An arbitrary description that can be modified by
the Role Engineer.

Organization Text field for naming the organization to which the role
belongs. This field is especially useful for large organizations.
The default data can be modified by Role Engineer .

Rule Text field is supplied for descriptive purposes only.

Description Text description of the role. The default data can be modified
by the Role Engineer.

These data contain the identifying details of the new role. However, none or the
user or resources data have, as yet, been associated with the new role.
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5. Click Save to include the new role in the configuration. A new configuration window
opens and the new role is listed in the Roles Panel.

New role added to Roles panel are highlighted:

_ioix]
Person ID User Name Organization 4| | Role Name I Description AI Res Name 1 Res Name 2 I Res Name 3 4
45489940 Steiven Pat MARKEBP Ctisa APPLDEY RACFTEST RACF22 I
47868650 Moris Bill MARKMGR Ctsa BRLIMSYS RACFPROD RACF22
52656727 Rodman Ad... System Ma... MARKPR CHSA DEVELOP RACFPROD RACF22
54672910 Cooper Amos  IT Security MARKSYS CtsA DEVELOP RACFTEST RACF22
S7R4454N Aley Patrirk Anplicatinn ... OPFR11 CHSA Dnmain | lsers NTSAYF WinNT
58723810 Miles Buyer Purchasing OPERJ12 CHSA Domain Users  NTSTAM WInNT
64646410 Herman Bar... Operations S 3 J Domain Users  NTSILY WinNT
65656540 Pheonix Wil... Application ... SAPHR Ctsa PUBLIC RACFPROD RACF22
67283470 Angel Ben System Ma... SAPPUR CHSA PUBLIC RACFTEST RACF22
67565330 Schwarts B...  Human Res... SECMGR CtsA SYs1 RACFPROD RACF22
67762440 Purple Mary Fifth Ave B... Y| |SYSGNRL CHSA vI SYS1 RACFTEST RACF22 vI
4 » 4 » 4 » 4

6. Add users, roles, and resources to the new role by dragging and dropping them on
the new role.

The following screen displays the link between the two highlighted fields using drag

and drop:

Organization 4

521

z ]
57644540
58723810
64646410
65656540
67283470
67565330
67762440

4

Person ID User Name
45489940 Steiven Pat
47868650 Moris Bill

Alex Patrick
Miles Buyer
Herman Bar...
Pheonix Wil...
Angel Ben
Schwarts B...
Purple Mary

Application ...
Purchasing

Operations

Application ...
System Ma...
Human Res..
Fifth Ave B..

¥/ ConfigWithRoles1.cfg i

= (3]
Role Mame I Description AI Res Name 1 Res Name 2 I Res Mame 3 4
MARKEP Ctlsa APPLDEY RACFTEST RACF22
MARKMGR Ctlsa BRLIMSYS RACFPROD  RACF22
MARKPR CtsA DEVELOP RACFPROD RACF22
MARKSYS CtsA DEVELOP RACFTEST RACF22
OPERJ1 Ctisa Domain Users  NTSAVE WinNT
OPERJ2 CtsA Domain Users  NTSTAM WiINMT
Sage Role 1001 Mew Role De._] Domain Users  NTSILY WinhT
SAPHR CHSA PUBLIC RACFPROD RACF22
SAPPUR CHSA PUBLIC RACFTEST RACF22
SECMGR CHSA SYS1 RACFPROD RACF22
SYSGNRL CHSA >1|svst RACFTEST RACF22 >
: L3 ) K — 2

Note: When an item is dragged and dropped, the cursor changes from © to LINK before

it is dropped.
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Examining a New Role

The Role window is divided into an upper section listing the role fields as entered when
the role was created. The lower section is divided into tabs that list additional
information relating to Users, Resources, Parent Roles, Sub Roles and the Role Status.

Upper Section

Displays the field information as entered for the new role

Lower Section

Is divided into tabs displaying specific data relating to the subject of each tab

The following table describes the fields and information included on the tabs in the
lower section of the Role window. The content of these fields is taken from the records
that were dragged and dropped on the new role:

Field

Description

Users tab fields

The default fields are: Person ID, Organization, Organization
Type, Country, Location, Title, and Cost Center. The field names
can be changed by the Role Engineer.

Users - Show

The drop-down menu includes the options to show the
following: Direct Links Only, Covered by Parent-Roles only,
Covered by Both Parent-Roles and Direct Links, and All.

Resources tab fields

The default fields are: Resource Name 1, Resource Name 2,
Resource Name 3, Owner, Organization, and Location. The field
names can be changed by the Role Engineer.

Resources - Show

The drop-down menu includes options to show the following:
Direct Links Only, Covered by Sub-Roles only, Covered by Both
Sub-Roles and Direct Links, and All.

Parent Roles tab
fields

The proposed role is a parent of the indicated roles. The default
fields are: Role Name, Description, Organization, Owner, Role ID,
Type, Create Date, Reviewer, Approval Code, Approval Date,
Rule, Organization 2, and Organization 3. The field names can be
changed by the Role Engineer.

Parent Roles - Show

The drop-down menu includes options to show the following:
Parent Roles Linked Directly, Parent Roles Linked Indirectly,
Parent Roles Linked Both Directly & Indirectly, and All.

Sub-Roles fields

The proposed role is a sub-role of the indicated roles. The
default fields are: Role Name, Description, Organization, Owner,
Role ID, Type, Create Date, Reviewer, Approval Code, Approval
Date, Rule, Organization 2, and Organization 3. The fields names
can be changed by the Role Engineer .
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Field Description

Sub-Roles - Show The drop-down menu includes the options to show following:

Sub Roles Linked Directly, Sub Roles Linked Indirectly, Sub-Roles
linked Both Directly and Indirectly, and All.

Status The Status tab includes fields that can be used to track the role

development. These fields include Create Date, Approve Role.
Set Approve Role to set the Approval Date and activate the
Reviewer and Approval Status drop-down menu. Set the
Expiration Date check box to activate a calendar and define the
date beyond which the Role is no longer valid.

To examine a new role

1.

From within the configuration window double-click the new role in the Roles Panel.
The Role window opens listing the Role field information in the upper section of the
window, and displaying a series of tabs in the lower section of the window.

After verifying the correctness of a new role, click Apply. Changes to the
configuration are only permanently saved after the configuration is saved.

To remove items from a role

1.

From within the Role window select the tab that contains data that you want to
remove.

Select the item you want to remove from the list.
Click Remove.

The item is removed from the list.

Click Apply.

Changes to the configuration are only permanently saved after the configuration is
saved.
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Assign Users using Rule-based Roles

Rule-Based roles employ a set of organizational, functional, and hierarchical based
characteristics to define a rule that is then used to assign users with matching
characteristics to the role. Using a rule-based role, you can scan the entire configuration
and identify all users that conform to the role in one single action. Rules-based roles are
constructed and added to the configuration through the Rule-based Role window.

Rules are made up of a series of Field and Value pairs, selected and then set in the Rule
group box in the right side of the Rule-based Role window.

Rule-based Role x|
—Fields : —Rule :

Role 1D ¢ 1151 Field: | Organization = et |

Mame :

|
Type: |
Owiner: |
Organization : |
Cirganization 2: |

Organizakion 3: I

Descripkion :

Value : I j Remove |

Field | Value |

L L L L L

IV add Matching Users ™| Remaoye Mon-Matching Users

¥ &dd Comman Resources ™| Remmoyve Man-Cammon Resources Cancel |

Follow these steps:

1.

Click Edit, New Rule-based Role.

The Rule-based Role window appears. The Role ID appears and is incremented by a
value of 1 from the ID given to the previously created role.

Enter a Name for the role in the Name text field.

Populate the remaining edit fields in the Fields group box in the left part of the
window. The operation is identical to that described for creating a regular role.

In the Rule group box, select a field type from the Field drop-down.
Select a corresponding value from the Value drop-down.

Click Set.

The Field and Value pair are placed in the Rule list.

Repeat steps 4-6 to add another Field/Value pair to the rule.

Select the Add Matching Users check box to populate the role with all users that
match the rule. The check box is selected by default.
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10.

Select the Add Common Resources to populate the role with all resources that
match the rule.

The check box is selected by default.
Click OK to save the Rule-based role.

The role is added to the configuration file and is listed at the bottom of the
configuration file Role Panel.

Edit Rule-Based Role

The rules that are assigned to a Rule-Based Role can be edited from within the
Rule-Based Role window. You may need to append or remove Field/Value pairs to or
from a rule. Reset the accompanying role information, or add or remove users and
resources that match the role.

To edit a rule-based role

1.
2.

Select a rule-based role from the role panel in the active configuration window.

Either from the Edit menu, or from the right mouse button menu, select Edit
Rule-Based Role.

The Rule-based Role window opens, displaying the content of the selected rule.

Make changes to the rule as required. Operations within the window are performed
the same as described for creating a new rule-based role.

Click OK to save changes and return to the configuration window.

More information:

Assign Users using Rule-based Roles (see page 73)

Edit Users, Roles, or Resources in a Configuration

You can edit a User, Role or Resource record from within the active configuration by
removing direct links that are assigned to the record. The links that can be removed
depend on the type of record selected The Edit Item menu item is context sensitive

depending whether a User, Role or Resource record is selected in the configuration

window. Access to this functionality is provided either via the right mouse menu, or
from the Edit menu.

The content of the Edit User, Edit Role and Edit Resource windows are reviewed in the
following sections.
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Edit User

This option enables removal of direct links to resources and roles from a user record.
There are three types of data in a typical User Edit window: users, resources, roles.

The following is a typical User Edit window:

Note: Double-clicking on a role area record opens the Role Edit window for that record,
which enables the removal of direct links of roles. Double-clicking on a resources area
record opens the Resources Edit window for that record, which enables the removal of
direct links of resources.

User fields include the default fields: Person ID, User Name, Organization, Organization
Type, User ID, Country, Location, Title, Cost Center. These fields are grayed out and
cannot be changed in the Edit Item window. However, they can be changed when the
users database (.udb file) is open.

The Resources Tab of the User Edit window includes statistical data on the user's
resources (direct, indirect and both together) as well as the following fields: Resource
Name 1, Resource Name 2, Resource Name 3, Owner, Organization, Location.

The Show drop-down menu enables display of the following combinations: Direct Links
Only, Covered by Roles Only, Covered by Both Roles and Direct Links, All. All is the
default.

The Role Tab of the User Edit window includes statistical data on the user's roles (direct,
indirect and both together) as well as the following: Role Name, Description,
Organization, Owner, Role ID, Type, Create Date, Reviewer, Approval Code, Approval
Date, Rule, Organization 2, Organization 3, Expiration Date.

The Show drop-down menu enables display of the following combinations: Roles Linked
Directly, Roles Linked Indirectly, Roles Linked Both Directly and Indirectly, All. All is the
default.

To remove a direct link

1. Highlight the users, resources or sub-roles from which to remove a direct link.

2. Click Remove. The row disappears from the list.

3. Click Apply to confirm the changes and return to the configuration window.

Note: No confirmation message appears before removing the link. Indirect links cannot

be removed directly. An attempt to remove indirect links generates an error message.
An indirect link is removed automatically after removing its direct link.

More information:

Add User (Users Database Only) (see page 81)
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Edit Role

This option enables editing role fields as well as removal of direct links to users,
resources parent roles and sub-roles. The following types of data appear in a typical
Role Edit window: Roles, Users, Resources, Parent Roles Sub-Roles and Status and is
divided between various tabs by the same name.

Note: Double-clicking on a users area record opens the Users Edit window for that
record. Double-clicking on a role area record (parent role or sub-role) opens the Role
Edit window for that record. Double-clicking on a resources area record opens the
Resources Edit window for that record.

Role data includes the following fields:

Field Description

Role ID The role ID is assigned by the system when the role is originally
created. It is a non-modifiable field and is grayed out.

Name Role name is set when the role is first created. The name can be
modified.

Owner To edit the role owner, select a new owner from the Owner
drop-down.

Type To edit the role Type, select a new type from the Type drop-down.

Organization To edit the role Organization value, select a new organization

value from the Organization drop-down.

Organization 2 To edit the role Organization 2 value, select a new organization 2
value from the Organization drop-down.

Organization 3 To edit the role Organization 3 value, select a new organization 3
value from the Organization drop-down.

Rule The rule edit field displays a rule when the role is a rule-based
role.

Description Displays a textual description of the role. The description can be
modified.
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The

The

The

The

The

Users Tab

Includes statistical data about the user's roles (direct, indirect and both together) as
well as the following fields: Person ID, User Name, Organization, Organization Type,
Country, Location, Title, Cost Center.

The Show drop-down menu enables showing the following combinations: Direct
Links Only, Covered by Sub-roles Only, Covered by Both Sub-roles and Direct Links,
All. All is the default.

Resources Tab

Includes statistical data on the user's resources (direct, indirect and both together)
as well as the following fields: Resource Name 1, Resource Name 2, Resource Name
3, Owner, Organization, Location.

The Show drop-down menu enables showing the following combinations: Direct
Links Only, Covered by Sub-roles Only, Covered by Both Sub-roles and Direct Links,
All. All is the default.

Parent Roles Tab

Includes statistical data (direct, indirect and both together) as well as the following
fields: Role Name, Description, Organization, Owner, Role ID, Type, Create Date,
Reviewer, Approval Code, Approval Date, Rule, Organization 2, Organization 3.
These fields cannot be removed and are included for information purposes only.

The Show drop-down menu enables showing the following combinations: Parent
Roles Linked Directly, Parent Roles Linked Indirectly, Parent Roles Linked Both
Directly And Indirectly, All. All is the default.

Sub Roles Tab

Includes statistical data on the user's roles (direct, indirect and both together) as
well as the following: Role Name, Description, Organization, Owner, Role ID Type,
Create Date, Reviewer, Approval Code, Approval Date, Rule, Organization 2,
Organization 3.

The Show drop-down menu enables showing the following combinations: Sub-role
Linked Directly, Sub-role Linked Indirectly, Sub-role Linked Both Directly and
Indirectly, All. All is the default.

Status Tab

Provides a location to view the role creation date, role approval date, view and edit
approval status, set an expiration date for the role.
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To remove a direct link

1. Select the Users, Resources Parent Roles, or Sub-Roles tab from which to remove a
direct link.

2. Select the record in the list that you want to remove.

3. Click Remove. The row disappears from the list.

4. Click Apply to confirm the changes and return to the configuration window.

Note: No confirmation message appears before removing the link. Indirect links cannot

be removed directly. An attempt to remove indirect links generates an error message.
An indirect link is automatically removed after removing its direct link.
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Edit Resource

This option enables removal of direct links to users and roles. There are three types of
data in a typical Resources Edit window: resources, users, roles.

Note: Double-clicking on a users area record opens the Users Edit window for that
record. Double-clicking on a role area record opens the Role Edit window for that
record.

Resource fields

Include the default fields: Res ID, Res Name 1, Res Name 2, Res Name 3, Owner,
Organization, Location. These fields are grayed out and cannot be changed in the
Edit Item window. However, they can be changed when the resources database
(.rdb file) is open.

The Users Tab

Includes statistical data about the user's roles (direct, indirect and both together) as
well as the following fields: Person ID, User Name, Organization, Organization Type,
Country, Location, Business Unit, Special Field.

The Show drop-down menu enables showing the following combinations: Direct
Links Only, Covered by Roles Only, Covered by Both Roles and Direct Links, All. All is
the default.

The Roles Tab

Includes statistical data on the user's roles (direct, indirect and both together) as
well as typical resource database fields: Role Name, Description, Organization,
Owner, Role ID.

The Show drop-down menu enables showing the following combinations: Roles
Linked Directly, Roles Linked Indirectly, Roles Linked Both Directly and Indirectly,
All. All is the default.

To remove a direct link

1. Select the Users or Roles tab from which to remove a direct link.

2. Select the record in the list that you want to remove.

3. Click Remove.
The row disappears from the list.

4. Click Apply to confirm the changes and return to the configuration window.

Note: No confirmation message appears before removing the link. Indirect links cannot

be removed directly. An attempt to remove indirect links generates an error message.
An indirect link is removed automatically after removing its direct link.
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More information:

New Resource (Resources Database Only) (see page 85)
Edit Resource (Resources Database Only) (see page 87)

Manage Links

This option performs cleanup of direct and indirect links associated with users, roles and
resources typically resulting from the Role Discovery process. To activate this option,
highlight a record or group of records in the Users, Roles or Resources Panel. Go to Edit,
Manage Links on the menu bar and choose the appropriate option. You are prompted to
confirm with each record. Choose Yes for All to avoid confirming separate records.

More information:

Role Discovery (see page 103)

Remove Redundant Links
Redundant links are direct relationships between a users and resources that exist in
addition to indirect links such as through a role. Typically, Role Engineers prefer to
remove redundant links, so that user access to a resource depends on continued

membership in a role.

To remove redundant links, select the relevant entities and run this option.

Instantiate Direct Links

This option establishes direct user-resource links. Links that were removed due to the
introduction of a role or were added to a role but not to the individual users (indirect
links) can be established as direct links using this option.

Remove Remaining Direct Links

This option removes any user links, which are not associated with any of that user's
roles. This option is useful for cleanup purposes after all roles have been defined.
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Remove All Links

This option enables removing all links (direct and indirect) associated with a user, role or
resource.

Add User (Users Database Only)

On some occasions you may need to add a new user to the User Database but do not
want to import data using the import process provided by the client tools. This may
arise in the case where you want to add a single user only. The client tools provide you
with the means to manually add users and their details to the Users database.

User details include the following mandatory and default fields:

Field Description

User ID CA Identity Governance automatically assigns the new usera
User ID. This is a key field. It is a non-modifiable field and is
grayed out.

Person ID Person ID should correspond to the format of other users in

the User Database. Person ID is a key field together with the
User ID. Its length can be a maximum of 128 characters.
Subsequently, if the user record has to be edited in the Edit
User - User Database window, this record will be grayed out.

User Name An optional 128 character text field. This field is provided by
default and includes critical data.

Organization An optional 128 character text field. This field is provided by
default and includes critical data.

Organization Type This field is provided by default and includes critical data.

All other fields are optional 128 character text fields and appear as a consequence of the
Database definitions that were set when the Database was first created.

To manually add a user to the UsersDB database

1. Open or make active the configuration file that is associated with the Users
database to which you want to add a user.

2. From the Configuration files toolbar click the UsersDB icon. The Users window
opens.
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3. Click Edit Add User.
The User Details window opens.

The User ID field is updated automatically when the newly added user is included in
the configuration file.

4. Enter a unique ID number in the Person ID field. This is mandatory. The Person ID is
converted into an additional and non-modifiable key field in the User Database.

5. For each Field, click in the associated Value edit box and enter a suitable value.
6. Click OK.
The new user is added to the User database and appears in the UsersDB window.

7. Add the new user to a configuration file by dragging it onto a configuration window.

Edit User (Users Database Only)

This option enables you to manually modify user data in the User Database. This feature
is only available when a User Database is active.
To manually edit user details in the users database

1. Open or make active the configuration file that is associated with the Users
database for which you want to edit user details.

From the Configuration files toolbar click the UsersDB icon.
The Users database window opens.

Select a User from within the Database.

vk W

Click Edit, Edit User.

The User Details window opens.

6. Edit the details in the Value edit boxes as required.

7. Click OK to save the changes and return to the Users Database window.

The changes to the User Details are reflected in the Users Database and the
Configuration window.
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Link Attributes

You can create attributes and attribute values between linked entities in the CA Identity
Governance Discovery & Audit client tool. This is useful when you manage relationship
links and assign descriptive labels, such as listing and recording resource expiration
dates.

Entities must be listed in a specific order. For example, in a User-Res declaration, the
first entity is a user record, and the second entity is a resource record. In a Role-Role
link, the first entity is the role ID of the parent role, and the second entity is the role ID
of the child role.

To create and manage these links, you must edit the configuration file (*.cfg) header
field to enable the Attributes button option where it appears when editing a resource
(see page 79).

You can edit the following attribute type declarations for link attributes:
m  User-Resource: User-resource link.
For user-resource link attributes, consider the following header:
User-Res-Field-Names, "<Attl>", "<Att2>"
Where "<Att1>" is "Expiration Date" and "<Att2>" is "Printer".
m  User-Role: User-role link.
For user-role resource link attributes, consider the following header:
User-Role-Field-Names, "<Att3>"
Where "<Att3>" is "Manager".
= Role-Role: Role-role link.
For role-role resource link attributes, consider the following header:
Role-Role-Field-Names, "<Att4>", "<Att5>"
Where "<Att4>" is "Address" and "<Att5>" is "Email".
m  Role-Resource: Role-resource link.
For role-resource link attributes, consider the following header:
Role-Res-Field-Names "<Att6>", "<Att7>", "<Att8>"

Where "<Att6>" is "Site Manager", "<Att7>" is "Printer" and "<Att8>" is "Scanner".

More information:

Define Link Attributes (see page 84)
Assign Link Attribute Values (see page 85)
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Define Link Attributes

Define link attributes by adding headers to the CA Identity Governance Discovery and
Audit configuration file for linking members, roles and resources.

Important: The initial three lines in the configuration file are reserved for user and
resource database files. Do not insert headers in these areas.

Note: You must edit the configuration file (*.cfg) header field to enable the Attributes
button option where it appears when editing a resource (see page 79).

To edit the configuration file

1. Locate and open the applicable configuration file and add an attribute type
declaration.

Configuration files are usually located in the Sage Demo folder in the installation
directory (C:\Program Files\CA\RCM\Client Tools\Sage Demo).

2. Insert and edit headers for the desired link attributes.
For example, for a user-resource link use the following header:
User-Res-Field-Names,"Attl", "Att2"
Where "Att1" is the expiration date, and "Att2" is printer.
For example, for a user-role link, use the following header:
User-Role-Field-Names, "Att3"
Where "<Att3>" is "Manager".

3. Save and close the configuration file.
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New Resource (Resources Database Only)

Assign Link Attribute Values

Assign link attribute values between the selected entities once you edit a configuration
file and add the applicable headers.

To assign and view attributes

1. Navigate to and open the configuration file.
The filename.cfg window appears.

2. Select an entity and select Edit, Edit entity.

The entity window appears.

3. Inthe entity Resources, Users or Roles tab, select a resource, user or role and click
Attributes.

The Link Attributes window appears listing the entity, the linked entity resource,
and attributes linking them.

4. Assign a value to the attribute in the Value column and click OK.

The attributes are assigned to the selected values.

New Resource (Resources Database Only)

On some occasions you may need to add a new resource to the Resource Database but
do not want to import data using the import process provided by the client tools. This
may arise in the case where you want to add a single resource only. The client tools
provide you with the means to manually add resources and their details to the
Resources database.

The Resources Database contains several fields, the exact number and name of those
fields depends on the mapping that was performed when the data base was first
imported and created. Three of the fields, Res Name 1, Res Name 2 and Res Name 3 will
appear by default. When adding a new resource, a value must be supplied for at least
one of those three fields. In any case the combination of values provided for the three
Res Name fields must be unique amongst all the resources present in the database. The
Res ID field is a key field and is non-modifiable in this window. The remaining fields can
contain data filled in by the Role Engineer.

Resource details include the following fields:

Field Description

Res ID CA ldentity Governance automatically designates the new
resource with a Res ID. This is a key field. It is a non-modifiable
field and is grayed out.
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New Resource (Resources Database Only)

Field Description

Res Name 1 Res (resource) Name 1 should correspond to the format of
other resources in the Resources Database. Res Name 1, Res 2
and Res Name 3 become key fields together with Res ID. Its
length can be a maximum of 128 characters. Subsequently, it is
grayed out in the Edit Resource window.

Res Name 2 Res (resource) Name 2 should correspond to the format of
other resources in the Resources Database. Res Name 1, Res
Name 2 and Res Name 3 become key fields together with Res
ID. Its length can be a maximum of 128 characters.
Subsequently, it is grayed out in the Edit Resource window.

Res Name 3 Res (resource) Name 3 should correspond to the format of
other resources in the Resources Database. Res Name 1, Res
Name 2 and Res Name 3 become key fields together with Res
ID. The length can be a maximum of 128 characters.
Subsequently, it is grayed out in the Edit Resource window.

Owner An optional 128 character text field.
Organization An optional 128 character text field.
Location An optional 128 character text field.

All other fields are optional 128 character text fields and appear as a consequence of the
Database definitions that were set when the Database was first created.
To manually add a resource to the resource database

1. Open or make active the configuration file that is associated with the Resource
database to which you want to add a resource.

2. From the Configuration files toolbar click the Resource Database icon.
The Resource Database window opens.

3. Click Edit, New Resource.
The Resource Details window opens.

The Res ID field is updated automatically when the newly added resource is
included in the configuration file.
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Edit Resource (Resources Database Only)

Enter a value for at least one of the three Res Name fields. This is mandatory.

For each of the remaining fields, select a suitable value from the drop-down list
boxes as required.

Click OK.

The new resource is added to the Resource database and appears in the Resources
Database window.

Add the new resource to the configuration file by dragging it onto resource panel in
the configuration window.

Modifiable fields are equipped with drop-down menus that include all current
database definitions for the field.

To change a field definition, choose the new definition, and click OK.

Edit Resource (Resources Database Only)

This option enables you to modify resource data in the Resources Database for a single
record. It is only available when a Resources Database is active.

To manually edit user details in the users database

1.

Open or make active the configuration file that is associated with the Resource
database for which you want to edit resource details.

From the Configuration files toolbar click the Resource Database icon.
The Resource database window opens.

Select a Resource from within the Database.

Click Edit, Edit Resource.

The Resource Details window opens.

The Res ID, Res Name 1, Res Name 2 and Res Name 3 are key fields and are cannot
be modified.

Select a new value for any of the modifiable fields from the drop-down lists. These
include all current database definitions for the field.

Click OK to save the changes and return to the Resource Database window.

The changes to the Resource Details are reflected in the Resource Database and the
Configuration window.
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Change Resource Attributes (Resources Database Only)

Chande Resource Attributes (Resources Database Only)

This option enables you to modify resource data in the Resources Database for a
selection of records. It is only available when a Resources Database is active.
Functionally it is similar to Editing Resource data.

To change resource attributes for several records

1. Open or make active the configuration file that is associated with the Resource
database for which you want to change resource attributes.

2. From the Configuration file's toolbar click the Resource Database icon. The
Resource database window opens.

3. Select several Resources from within the Database.
4. Click Edit, Change Resource Attributes.
The Resource Details window opens.

The Res ID, Res Name 1, Res Name 2 and Res Name 3 are key fields and are cannot
be modified.

5. Select a new value for any of the modifiable fields from the drop-down lists. These
include all current database definitions for the field.

6. Click OK to save the changes and return to the Resource Database window.

The changes to the Resource Details are reflected in each of the previously selected
records in the Resource Database and the Configuration window.

More information:

Edit Resource (Resources Database Only) (see page 87)

AuditCard Properties (AuditCard Only)

This menu includes one auditing option: deleting a record designated as suspicious from
the AuditCard.

Delete

You can delete records designated as suspicious when an AuditCard is open. To remove
a record simply press the Delete key. No confirmation message is displayed, so caution
is recommended before doing this.

88 Client Tools Guide



Add BPR Entry (BPR Only)

AuditCard Properties

To view a statistical report on the suspicion types and progress in handling the
suspicion, click View, AuditCard Properties when an AuditCard is open.

For each suspicion type, the following statistics are displayed:

Field Description
Suspected The number of suspected records for the specific type of suspicion.
OK The number of suspected records of the specific type of suspicion

that have been found to be OK after the suspicion was examined.

Addressed The number of suspected records of the specific type of suspicion
that have already been handled.

In Progress The number of suspected records of the specific type that are
currently being handled.

Total The total number of suspected records of the specific type that are
being handled plus those whose handling has been completed.

More information:

Audit Codes (see page 143)

Add BPR Entry (BPR Only)

See Modify Existing Business Process Rules (see page 157).

Delete BPR Entry (BPR Only)

See Modify Existing Business Process Rules (see page 157).

Edit BPR Entry (BPR Only)

See Modify Existing Business Process Rules (see page 157).
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Chapter 6: View Menu

Toolbar

The View menu includes options that enable setting the display of information for the

Role Engineer’s convenience.

This section contains the following topics:

Toolbar (see page 91)

Status Bar (see page 92)

View Log (see page 92)

Sort (see page 93)

Find (see page 93)

Users Database (Configuration Only) (see page 94)
Resources Database (Configuration Only) (see page 94)
Configuration Properties (Configuration Only) (see page 95)
Show Linked Entities (see page 97)

Refresh Current Window (see page 98)

View Overlaps in a Configuration (see page 98)
Business Policy Properties (Policy Only) (see page 101)
Set Print Fonts (AuditCard Only) (see page 102)

When this option is marked, the toolbar is displayed in the main window. When the
option is not marked, the toolbar is not displayed in the main window. Some Role
Engineers may prefer to turn off the toolbar to enable more screen space to perform

complex activities with many windows.
More information:

Tool Bar and Shortcut Key Combinations (see page 23)
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Status Bar

View Log

The status bar is located at the bottom of the main window and provides general
information regarding the currently active window. As with the menu bar, some Role
Engineers may prefer to turn off the status bar to enable more screen space to perform
complex activities with many windows.

The following table shows typical information that is displayed on the status bar for
each type of window:

Window Sample Displayed Data

Configuration “66 users (1 selected); 30 roles (1
selected); 23 resources (0 selected)”

Users database “66 users”

Resource database “23 resources”

Audit card “766 Suspected; 0 OK; 0 Addressed; 0 In
Progress”

Policy “Ready”

To activate the Log window, choose View, Log on the menu bar. A window such as the
following opens:

B SogeLog_maini_20040729_09285510g -Noteped -lolx
File Edit Format Yiew Help

2970772004 09:29:08 OPEN—CFG,F:\0DOCUMEN\Eurek"|f¥\FrDm Michael wersion 2—?\cf§3.cf§ d
29/07,/20010 09:29:11 CLOSE-CFG, F:Y0DOCUMENSEurekity From michael wersion 2-7hcfg3.cfg
29/07/2004 09:29:49 OPEN-CFG, F:NODOCUMENYEUrek iy From Michael version 2-7"hcfgs3. cfg

-

q i

The log is opened in a Microsoft Windows Notepad document. The log records CA
Identity Governance events and provides the following data:

m  Date
m Time
m  Type of activity
m  Activity’s path.

In addition, if unusual events or errors occur, these too are listed. This window is
generally used for performing software troubleshooting activities.
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Sort

Use the Sort operation to arrange the way a configuration file's data is presented on
screen in a configuration document. You can arrange the presentation for the Users
panel, Roles panel and Resources panel independently of each other. Information can
be arranged sequentially in either Ascending or Descending order for any three
parameters listed in the configuration file.

The Sort operation can only be performed on records listed in Configuration files. As
such the Sort option only appears in the Edit menu within the context of Configuration
files.

To sort information in a configuration window
1. Select a Configuration window and place the focus on any one of the panels.
2. Click Edit, Sort.

The Sort dialog opens.

3. From the Sort List drop-down list select the configuration panel on which to
perform the sort operation. You can choose from either, Users, Roles, or Resources.

4. From the Sort By drop-down list select the parameter to function as the primary
sort parameter.

5. Select the associated Ascending or Descending option to indicate the vertical order
in which to display the data.

6. From the remaining two Then By secondary sort lists select additional parameters
by which to sort the display.

7. For each secondary Then By sort parameter chosen select whether to display the
information either in Ascending or Descending order.

8. Click OK to run the sort process. Information in the configuration window is
rearranged according to your selections.

This option enables searching a configuration document to locate any record in a
specific panel. The Role Engineer specifies the column name in the Search Column field
of the Find window. The desired text is specified in the Search Text field. Any
combination of alphanumeric characters can be specified (maximum 32 characters).
However, Boolean or logical searches (for example, “>n” where n is any number) cannot
be performed.

Records that corresponds to the search string, it is highlighted in gray. A search for more
records containing the same string can be performed by clicking Find Next.

Drag scroll bar to view all the data types of a specific panel.
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Users Database (Configuration Only)

To view the Users Database choose View, Users Database from the menu bar or use the
Ctrl + U keystroke shortcut. A description of each field is provided in the following table:

Field Description

Person ID Required field.
User Name Required field.
Organization ID Required field.

Organization type Required field.

User ID Required field.
Field 1 Optional field.
Field 2 Optional field.
Field 3 Optional field.
Field 4 Optional field.
Field 5 Optional field.
Field 6 Optional field.

Double-clicking a user record opens the User Details window for editing.

Resources Database (Configuration Only)

To view the Resources Database choose View, Resources Database from the menu bar
or use the Ctrl+R keystroke shortcut. A description of each field is provided in the
following table:

Field Description

Res Name 1 Res Name 1, 2, 3 comprise a unique resources key. Mandatory.
Res Name 2 Res Name 1, 2, 3 comprise a unique resources key. Mandatory.
Res Name 3 Res Name 1, 2, 3 comprise a unique resources key. Mandatory.
Res ID Automatically-generated unique ID.

Users Automatically-generated unique ID.

Total Users Number of direct links counted by CA Identity Governance.
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Configuration Properties (Configuration Only)

Field Description

Roles Number of direct and indirect links counted by CA Identity
Governance.

Owner Number of links to roles.

Field 1 Intended for country. Field name is user configurable.

Field 2 Intended for location. Field name is user configurable.

Field 3 Intended to indicate business unit. Field name is user configurable.

Field 4 Optional for free text.

Field 5 Optional for free text.

Field 6 Optional for free text.

Double-clicking a resource record opens the Resources Details window for editing .

Configuration Properties (Configuration Only)

Configuration Properties displays general statistics regarding the active configuration.
This includes information that refers to the following:

m  Users Database

m  Resource Database
m  Configuration File
m  Statistics

m  Properties

To view the configuration properties window, click View, Configuration Properties from
the menu bar.

The Configuration Properties window appears.

The Properties group box in the Configuration Properties window contains a number of
fields that are either updated by the system or for which the contents can be edited and
saved for your own purposes. The following table lists the fields and provides a brief
description as of their use.

Field Description
Create Date The date and time when the configuration file was created.
Modify Date The date and time when the configuration file was last modified.
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Field Description

Owner 1 By default this field displays the login name for the machine on
which the configuration file was created.

Owner 2 Optional field for free text.

Organization 1

Optional field for free text.

Organization 2

Optional field for free text.

Operation 1 If the file was created as a partial configuration of a pre-existing
file, then the field indicates the operation used to create the
current configuration file.

Operation 2 Optional field for free text.

Operation 3 Optional field for free text.

Status Optional field for free text.

Status Date

List the date and time when the Status field was last updated.

Parent
Configuration

List the name of the configuration file from which the current
configuration file was extracted.
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Show Linked Entities

This option shows all directly and indirectly linked entities. The entity types that you can
view include:

m  Direct links

m  Indirect links

m  Dual links

m Common links
m  Expired roles

m  Approved roles

m  Not approved roles

To view linked entities
1. Select an entity from the Users Panel.

2. Click View, Show Linked Entities or right-click the selected panel and choose Show
Linked Entities from the right-click menu.

3. A window similar to the following appears.

| ConfigWithRoles.cfg

Lser Name

§ o A

57644540 Alex Patrick, Application

77292450 Keren Cindy Application

94362210 poster Jlian | Application

93353630 Capel Linda Application

67565330 Schwarks Barry  Human Re UCISUSER Mew Role (Tker, UGAPPLDEY.... MOYELADM
B5A5E540 Phearis: Williarn | Application Qrganization -... Characteristic | DEYELOP RACFPROD R
58311130 Goodman Bruce Marketing (rganization -... Characteristic | DEVELOP RACFTEST RAL
ToE7EIE0 Davis Brett Database Organization -, Characteristic f TESTDEY RACFPROD Rac_ |
39653230 Doll Charles Database Qrganization -... Characteristic F TESTDEY RACFTEST R
45459940 Steiven Pat Swskenn M. Crganization -... Characteristic | ugrkdba LINXMARKT Sale
B4646410 Hetman Barb... Operation | Organization -... Characteristic f LUGSAYESYS MTSAVE A
67283470 angel Ben Syskem M. Qrganization -,.. Characteristic | PUBLIC RACFTEST RAC
345458110 Fidelity Bob Operation Qrganization -... Characteristic F UGFINL T3SCREDIT T5%
86544420 Fred John Svskern M. (rganization -... Characteristic | UGADGENZ.... MOVYELADM Moy
94738470 German Tom  Fifth Ave Organization -,.. Characteristic | public UNXMARKT Sl
7347630 Mike Pamela Application Qrganization -... Characteristic | ucisust LINXMARKT S0l
6446130 Bizrnan Michelle  Application Title - Product .. Characteristic F APPLDEY RACFTEST R
95752770 Erazil Eill Application Title - Operatcr | Characteristic F BRLIMSYS RACFPROD Rt
753140 Cherry Jay Finance Title - DB Dev...  Characteristic | Domain Users  MTSAVE Wi
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Refresh Current Window

Links are displayed using the following color coding:
Green

Indirect Links

Purple

Direct links
Red

Dual links
Blue

Expired roles, Approved roles, Not Approved Roles

This option also works for a selected group of entities. For example, if several entities
are selected, Show Linked Entities will display all of a group’s directly and indirectly
linked entities.

Refresh Current Window

Refresh the current window after performing operations that may have affected the
display. For example, to eliminate highlights or grayed rows that remain on-screen from
a previous activity.

View Overlaps in a Configuration

CA Identity Governance provides a special tool for handling situations in which two very
similar roles or resources have been discovered that is available when a configuration
file is open.
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View Overlaps in a Configuration

Roles Overlap - Choose Whether to Merge

Two roles that are presumed to be very similar can be examined using the View Roles
Overlap option and, if judged to be worthy of being designated as the same role, can be
automatically merged. This option is only available from the right-click menu.

To activate the View Roles Overlap option

1. Highlight the two roles in a configuration menu.

2. Right-click on the highlighted roles.

3. Select View Roles Overlap and Choose Whether to Merge from the right-click
controls menu.

The Merge Role Definitions window opens.

The Merge Roles Definition window provides statistics on the users, resources,
sub-roles and parent roles of each of the two roles and shows statistics on the
degree to which they are the same.

The following options are available:
Merge Into

Merges one role into the other.
Empty

Deletes selected items from the role.
Make Alias (Parent)

Makes the selected role a parent.
Leave As-Is

Does not make any changes to the roles.
Merge Users

Select this option to merge users.
Merge Resources

Select this option to merge resources.
Merge Sub-roles

Select this option to merge sub-roles.
Merge Parent Roles

Select this option to merge parent roles.
Select the options you want.

4. Click OK to make the selected changes.
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View Overlaps in a Configuration

Users Overlap - Choose Whether to Merge

Two users that are presumed to be very similar can be examined using the View Users
Overlap option. The Merge Users window provides statistics on roles and resources for
each of the two highlighted users and shows statistics on the degree of overlap. This
option is only available from the right-click menu.

To activate the view users overlap option

1.
2.
3.

Highlight the relevant users in a configuration menu.
Right-click on the highlighted users.
Click View Users Overlap and Choose Whether to Merge from the right-click menu.
The Merge User Definitions window opens.
The following options are available:
Merge Into
Merges one user into the other.
Empty
Deletes all roles and resources of the selected users.
Leave As-Is
Does not make any changes to the users.
Merge Resources
Select this option to merge resources.
Merge Roles
Select this option to merge roles.
Select the options you want.

Click OK to make the selected changes.
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Business Policy Properties (Policy Only)

View Resources Overlap - Choose Whether to Merge

Two resources that are presumed to be very similar can be examined using the View
Resources Overlap option and, if judged to be worthy of being designated as the same
resource, can be automatically merged.

To activate the View Resources Overlap option

1.
2.
3.

Highlight the relevant resources in a configuration menu.
Right-click on the highlighted resources.

Select View Resources Overlap, Choose Whether to Merge from the right-click
menu.

The Merge Resources window opens.

The Merge Resources window provides statistics on users’ roles for each of the two
highlighted entities and shows statistics on the degree of overlap.

The following options are available:
Merge Into
Merges one user into the other.
Empty Users
Deletes all roles and resources of the selected users.
Leave As-Is
Does not make any changes to the users.
Merge Users
Select this option to merge users.
Merge Roles
Select this option to merge roles.
Select the options you want.

Click OK to make the selected changes.

Business Policy Properties (Policy Only)

When a Business Policy (BPR) window is open, basic policy statistics are displayed using
this option.

More information:

Check Policy Compliance (see page 149)
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Set Print Fonts (AuditCard Only)

Set Print Fonts (AuditCard Only)

When an AuditCard window is open, this option appears in the View menu.
More information:

Print Reports (see page 120)
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Chapter 7: Role Discovery

A role is a common set of privileges shared by a group of users within an organization.
These privileges usually include resources that are integral to users’ performance of
their role. The Discovery menu provides a set of tools for examining imported user and
resources data in order to distinguish roles embedded in long lists of users and
resources data. Client tools implement internal algorithms to “discover” and “propose”
role candidates. The Role Engineer provides input during the discovery process by
determining criteria and thresholds.

These discovery tools represent different strategies that can be implemented in the role
discovery process. The Role Engineer can use one, some or all the strategies in the
course of the role discovery process, depending on the nature of the specific
organization under examination.

Users can have different sets of privileges that are presumably related to several
different roles that they perform. Therefore, roles proposed must be carefully examined
and refined to establish conformance with the existing situation within the organization.

This section contains the following topics:

Basic Roles (see page 104)

Iterated Search (see page 105)

Discovering Characteristic Roles (see page 106)
Discovering Rule-Based Roles (see page 107)
Discovery — Structured Search (see page 108)
Obvious Roles (see page 110)

Discovering Modeled-After Roles (see page 110)
Defining Roles Manually and for a Select Group of Users/Resources (see page 111)
Identify Almost Perfect Matches (see page 111)
Identify Role Hierarchy (see page 117)

Reject Discovered Roles (see page 119)

Print Reports (see page 120)
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Basic Roles

Basic Roles

This option applies to the currently selected CA Identity Governance configuration and
identifies possible roles that do not seem to fit into previously defined roles. It is
generally recommended to generate a limited set of 3 —5 candidates, review and select
a single candidate, and refine the role. The first set that meet the search criteria will be
identified and displayed. The run time to discover roles depends mainly on the
parameters specified. If necessary, Basic Roles can be run again with the new role (refer
to Iterated Search in the following section).

The following table describes the available fields:

Field Description

Default Description A textual description used for your own purposes that
later appears as the role’s description in the
configuration file. This description is different from the
actual name of the role candidate, which is assigned by
CA Identity Governance. The user can rename each
candidate and change its description later. Sometimes it
is convenient to fill in a name and/or date in this field.
However, do not leave it blank.

Role Name Prefix Set a prefix that is added to the role name for each role
that is discovered.

Minimum number of users Minimum number of users that should be included in a
role candidate

Minimum number of Minimum number of resources that should be included
resources in role candidate

Maximum number of role Maximum number of role candidates to be proposed in
candidates to propose this run. We recommend generating no more than 10

new role candidates in each session. Roles proposed in
a single session may have significant overlap with one
another thereby increasing the work load on the Role
Engineer to distinguish among them.

Minimum newly covered Minimum number of Users, Resources, and

connections User-Resource connections that must be covered by a
role candidate and that were not covered by existing
and previously discovered roles. This feature is useful to
discover roles that are as disjointed from previously
discovered roles as possible. If not relevant, use 0.
Values can be entered as whole numbers or as a
percentage of newly covered connections.
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Iterated Search

Field Description

Minimum Users not Covered Sets the minimum number of Users or the minimum
percentage of Users that are not previously discovered

by a role.
Minimum Resources not Sets the minimum number of Resources or the
Covered minimum percentage of Resources that are not

previously discovered by a role.

The results of a typical Basic Role Discovery run are displayed in a new configuration.

The role name is automatically incremented with each run and is viewable in the Person
ID column.

The Default role description is viewable in the User Name column.

Iterated Search

This option repeatedly invokes the Basic Roles search function (refer to previous
section). However, to implement different search strategies, e.g., search for roles with
maximal number of users, the iterated search may require tens and even hundreds of
iterations of Basic Search. In each iteration, search parameters are adjusted according to
the results of the previous search. If the search is successful, CA Identity Governance
retains the top role candidate, and proceeds to the next search.

Note: Since iterated searches are extensive and can take a long time, we recommend
using the Basic search for interactive analysis and schedule iterated searches to run
during periods of low activity such as over night.

One of three types of maximizing strategies can be selected in the Preferred Search
Mode drop-down menu:
Prefer many users

Many users will be proposed who have the same set of resources.
Prefer many resources

Many resources will be proposed that have the same users associated with them.
Prefer many user-resource connections

Each discovered role will have many users and resources associated with it.
More information:

Basic Roles (see page 104)
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Discovering Characteristic Roles

Discovering Characteristic Roles

It is often preferable to create roles around organizational units, functions, locations,
reporting structure, etc. The characteristic roles function help automate this process.

You can seek roles that are characteristic to each organizational unit by selecting the
organizational unit attribute of a user, and running a search with the preferred

parameters.

The following table describes the specific fields of the characteristic search:

Field Description

Role Name Prefix Set a prefix to be included as part of each role
discovered.

User Attribute You set one of the users attributes to serve as the basis

for the characteristic role search. CA Identity
Governance will create roles for each group of users
that have same value in the selected attribute. Thus, if
you select the organization field, CA Identity
Governance will create organizational roles.

Resource Attribute You set one of the resource attributes to serve as the
basis for the characteristic role search. CA Identity
Governance will create roles for each group of
resources that have same value in the selected
attribute. Thus, if you select the Res Name 1 field, CA
Identity Governance creates roles based on values
belonging to Res Name 1.

From/To Attribute Value Specify the range of values for which roles will be
searched. This is useful in case you wish to search for a
single role, or for a part of a hierarchy.

Minimum Percent of Specify the threshold for creating a characteristic role.

Sub-Group Users For example, you may require a role that characterizes
at least 90% of the users in each of the sub-groups. If
you specify a high value, CA Identity Governance may
not find a role for all selected groups. In any case, CA
Identity Governance will only associate with the role
users that have the role's resources. Use "almost
matching" search to identify users that almost match.

Preferred Search Mode Indicates whether to make the Users, Resources or
User-Resource Connections the focus of the roles
created by the rule.

The rest of the parameters of the Characteristic Roles Search are similar to the ones that
you have already seen in the Basic and Iterated Searches.
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Discovering Rule-Based Roles

More information:

Iterated Search (see page 105)

Discovering Rule-Based Roles

Client tools provide you with the capability to establish Rule-Based Roles during the
discovery process. By assigning a set of User attributes that defines a rule. Client tools
search the configuration to identify and establish roles that include users that match the
rule. Roles that are created using this mechanism are identified as rule based roles and
the roles are added to configuration. You can set several parameters to refine the
process by which rule based roles are identified.

To assign rules for the discovery process

1.

From the Discovery menu, select Rule-Based Roles.
The Discover Rule-Based Roles window opens.
Set the Search Parameters as described for Basic Roles.

In the Rules Parameters group, specify Rule Parameters to create rule-based roles
during discovery. The following options are available:

Role Name Prefix
Defines a prefix to be included as part of each role discovered.
User Attributes to Search

You can set several Users Attributes to serve as the basis for the rules-based
role search. CA Identity Governance creates roles for each group of users that
match the attributes added to the Attributes to Search list. Thus, if you select
the Organization and organization Type attributes, client tools create roles for
groups of Users that match the selection and that have common resources.

Ignore Null Value

Select this option to prevent rules being created where an attribute does not
contain any values.

Min. Percent within Group

Specify the range of values for which roles will be searched. This is useful in
case you wish to search for a single role, or for a part of a hierarchy.

Chapter 7: Role Discovery 107



Discovery - Structured Search

Max. Rules per Group

Specify the threshold for creating a characteristic role. For example, you may
require a role that characterizes at least 90% of the users in each of the
sub-groups. If you specify a high value, CA Identity Governance may not find a
role for all selected groups. In any case, CA Identity Governance will only
associate with the role users that have the role's resources. Use "almost
matching" search to identify users that almost match.

Preferred Search Mode

Indicates whether to discover roles with a preference to Users, Resources or
User-Resource Connections as the focus of the roles created by the rule.

4. Click Search to start the discovery process.

Newly created roles are listed in a new configuration file.
More information:

Basic Roles (see page 104)

Discovery - Structured Search

The Structured Search supported by the Discovery process that the client tools provide
extends the Rule-Based search process. The rule-based role search process finds roles
that match each attribute chosen in a flat manner. The Structured Search creates roles
that reflect the hierarchic structure of the search attributes that you choose. Roles that
are created using this mechanism are provided with the text Structured at the beginning
of the role name. Roles discovered via a Structured Search are provided with a rule that
reflects the hierarchic path of the search, and are added to the configuration. You can
set several parameters to refine the process by which rule based roles are identified.

To assign attributes for the Structured Search process

1. From the Discovery menu, select Structured Search.
The Structured Search window opens.

2. Set the Search Parameters as described for Basic Roles.

3. Inthe Rules Parameters group, specify Rule Parameters to create rule-based roles
during discovery. The following options are available:

Role Name Prefix

Defines a prefix to be included as part of each role discovered.
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Discovery - Structured Search

User Attributes to Search

You can set several Users Attributes to serve as the basis for the rules-based
role search. CA Identity Governance creates roles for each group of users that
match the attributes added to the Attributes to Search list. Thus, if you select
the Organization and organization Type attributes, the client tools create roles
for groups of Users that match the selection and that have common resources.

Select All Attributes

When selected, the client tools override all previously selected user attributes
and takes all the configuration’s User Attributes into consideration when
conducting the search.

Let DNA Order Attributes

When selected, Client Tools override the Search order as listed in the User
Attributes list.

Ignore Null Value

Select this option to prevent rules being created where an attribute does not
contain any values.

Min. Percent within Group

Specify the range of values for which roles will be searched. This is useful in
case you wish to search for a single role, or for a part of a hierarchy.

Max. Rules per Group

Specify the threshold for creating a characteristic role. For example, you may
require a role that characterizes at least 90% of the users in each of the
sub-groups. If you specify a high value, CA Identity Governance may not find a
role for all selected groups. In any case, CA Identity Governance will only
associate with the role users that have the role's resources. Use "almost
matching" search to identify users that almost match.

Preferred Search Mode

Indicates whether to discover roles with a preference to Users, Resources or
User-Resource Connections as the focus of the roles created by the rule.

4. Click Search, to start the discovery process.

Newly created roles are listed in a new configuration file.
More information:

Basic Roles (see page 104)
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Obvious Roles

Obvious Roles

Obvious role candidates are a group of users that share exactly the same resources or a
set of resources that have exactly the same users.

One of two strategies can be selected in the Preferred Search Mode menu:

Users with exactly the same resources

Roles will be proposed, the members of which are users that possess links to exactly
the same resources.

Resources with exactly the same users

Roles will be proposed, the members of which are resources that possess links to
exactly the same users.

Discovering Modeled-After Roles

CA Identity Governancesupports two types of modeled-after roles:
By users

In this type, CA Identity Governancecreates a role that is exemplified by a select
group of users. CA ldentity Governance will complete the role with the relevant
resource, and other users that have not been explicitly selected but that share the
role's resources. Use this form to create a role for the organizational unit, function,
or any other feature that is common to the selected group of users.

By resources

In this type, CA Identity Governance creates a role that is exemplified by a select
group of resources. CA Identity Governance will complete the role with the relevant
users, and will add other resources that have not been explicitly selected but that
are shared by the role's users. Use this form to create a role for a project or
application.

When searching for roles that are modeled after a group of users, CA Identity
Governance identifies the resources that are common to the selected users, and then
completes the role with additional users. The result of running Define Modeled-After
Roles by Users is a new CA Identity Governance configuration that includes the “mode
users and any other users that possess the same resources as the “modeled-after”
users.

III

110 Client Tools Guide



Defining Roles Manually and for a Select Group of Users/Resources

To activate modeled-after search by users, select the model users, then use either the
Discovery menu or the context menu (right click).

When searching for roles that are modeled after a group of resources, the client tools
identify the users that are common to the selected resources, and then completes the
role with additional resources. The result of running Define Modeled-After Roles by
Resources is a new CA Identity Governance configuration that includes the “model”
resources and any other resources that are accessible to the same users as the
“modeled-after” resources.

To activate modeled-after search by resources, select the model resources, then use
either the Discovery menu or the context menu (right-click).

Defining Roles Manually and for a Select Group of
Users/Resources

You can define roles manually, as well as for a selected set of users or resources.

To create a role manually, select the New Role feature from the Edit Menu. Roles
created that way are initially not associated with any users or resources. To add those,
you drag and drop within the configuration.

You can also create roles for a select set of users or alternatively for a select group of
resources. To do so, select the resources and choose New Role By Users/Resources from
the context menu (right click). A new role will be created in the configuration with the
selected users/resources and all resources/users that are common to all of them.

More information:

Create a Role (Configuration Only) (see page 69)

Identify Almost Perfect Matches

This option enables finding almost perfect matches based on users, resources or roles
criteria determined by the Role Engineer. The intention here is to find matches that
differ slightly from one another for the purpose of verifying the appropriateness of their
qualifications (users, roles or resources) to the role that they possess. This option is
useful to identify situations in which slight differences have resulted, for example, due
to shifting job functions.
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Identify Almost Perfect Matches

Propose Closely Matching Users

To find closely matching users
1. Choose a single role from the Roles Panel.

Click Discovery, Identify Almost Perfect Matches, Closely Matching Users or
right-click the Roles Panel and select Closely Matching Users.

It is now necessary to determine the extent of matching resources; the client tools

display default values. The following variables can be set when searching for closely

matching users:
Minimum Number of Matching Resources

An absolute number of resources that match that of the role to match.
Minimum Percent of Matching Resources

On a scale of 1 to 100 percent. The result is determined by an internal
algorithm.

2. Afterfilling in the values, click OK to generate the results.

The following is a typical results window. Closely matching user are marked in Gray.
Selected role on which results are based is highlighted.

Sage Discovery and Audit 2.7 - [ConfigWithRoles.cfg] i D|5|
@ File Edit View Discovery Audit MWindow Help -8l x|

DSE % RE S P EME

|2

Person ID | User ame | Organiz 4 | | Role Name Description Organizati«| | ResMame 1 | ResMame2 | ResMame3 | Res 4
45489940 Steiven Pat System ADMGNRL Sage Role IT APPLDEV RACFTEST RACF22 0
64646410 Herman Bar... Operati ADMHR Sage Role T BRLIMSYS RACFPROD RACF22 1
67283470 Angel Ben System ADMMMGR Sage Role T DEVELOP RACFPROD RACF22 2
84848110 Fidelity Bob Operati ADMNSYS Sage Role IT DEVELOP RACFTEST RACF22 3
86544420 Fred John System ADMPUR Sage Role T Domain Users  NTSAVE WinNT 4
97847110 TaskoniBob  Silicon ¥ APPLDEY Sage Role T Domain Users  NTSTAM WANNT s
98662230 Tortia Dan Stamfor BSAYEIL Sage Role IT Domain Users  MTSILY WinhT 6
47868650 Moris Bill System BSAYELAN Sage Role IT PUBLIC RACFPROD RACF22 7
52656727 Rodman Ad...  System BSAVEMGR. IT PUBLIC RACFTEST RACF22 8
54672910 Cooper Amos  IT Secul BSAVESPRIY : 3 S¥S1 RACFPROD RACF22 9
57644540 Alex Patrick Applicat BSAVESYS Sage Role IT S¥51 RACFTEST RACF22 10
58723810 Miles Buyer Purchas BSTAMI1L Sage Role T 5Ys2 RACFPROD RACF22 11
65656540 Pheonix Wil... = Applicat BSTAMLAN Sage Role T TESTDEY RACFPROD RACF22 12
67565330 Schwarts B...  Human 7 | BSTAMMGR. Sage Role m TESTDEV RACFTEST RACF22 13
67762440 Purple Mary Fifth Av BSTAMSPRIY Sage Role T UGSAVEGEN MNTSAVE WinNT 14
74733340 Lu-marry P...  Stamfor BSTAMSYS Sage Role T UGSAVELAN NTSAVE WinNT 15
75464420 Cohen Steve  System BSILVIL Sage Role IT UGSAVEMGR MNTSAVE WinhT 16
75675330 Davis Brett Databas BSILVLAN Sage Role IT UGSAVESYS MNTSAVE WinMT 17
75676560 Rodney Ser... Databas BSILYMGR Sage Role T UGSTAMGEN  NTSTAM WinNT 18
76329130 Eagle Richard  Fifth Av BSILYSPRIV Sage Role IT UGSTAMLAN NTSTAM WinNT 19
76342580 Redhead Ri...  System BSILVSYS Sage Role IT UGSTAMMGR ~ NTSTAM WinMT 20
77292450 Keren Cindy Applicat BALLIL Sage Role T UGSTAMSYS NTSTAM WinNT 21
77371120 Garr Jim Marketir BALLLAN Sage Role T UGSILYGEN MNTSILY WinNT 22
82653450 Hill Gary Fifth &v BALLSYS Sage Role IT UGSILYLAN MNTSILY WinNT 23
82922230 Levi Jay Stamfor BRTS]1 Sage Role T UGSILYMGR MNTSILY WinNT 24
83838380 Helmuth Ho... ~ Marketir DBAGMNRL Sage Role T UGSILYSYS NTSILY WinNT 25
84774660 Mills Robert: Fifth &v DBAMGR Sage Role T UGADGEMI.... NOVELADM Novell4 26
84847310 Goid Wiliam Human | DBAUNIX Sage Role IT UGADGEMZ.... NOVELADM MNovell4 27
86023090 Sterling Kent  Human | DEY-MF Sage Role T UGADMGR.A.., NOYELADM Movell4 28
86129030 Stahlman M... Human | DEY-PC Sage Role T UGADSYS.A... MNOVELADM MNovell4 29
26446130 Bizman Mic.., ADDIii)a_i:J [‘)jV-UX Sace Role IT LILI ejAPPLDEV. . NOVELADM Novelld 30} b

66 Users (7 Selected); 59 Roles (1 Selected); 81 Resources (0 Selected)

[ | 7

The role to which users are to be matched remains highlighted. The closely matching
users that meet the search criteria are marked in gray in the Users Panel.
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Identify Almost Perfect Matches

Propose Closely Matching Resources

To find closely matching resources
1. Choose a single role from the Roles Panel.

2. Go to Discovery, Identify Almost Perfect Matches on the menu bar and select
Closely Matching Resources, or right-click on the Roles Panel and select Closely
Matching Resources.

At this point, it is necessary to determine the extent of matching users; CA Identity
Governance will display default values. The following variables can be set when
searching for closely matching resources:

Minimum Number of Matching Users
An absolute number of users that match that of the role to match.
Minimum Percent of Matching Users

On a scale of 1 to 100 percent. The result is determined by an internal
algorithm.

3. Afterfilling in the values, click OK to generate the results.

The following is a typical results window: Selected role on which results are based are
highlighted. Closely matching resources are marked in Gray.

B4 5age Discovery and Audit 2.7 - [ConfigWithRoles.cfg] [ = 9]
[F3 Fle Edit View Discovery Audit Window Help -8 x|
DEH $Be(Sp =M@ 2

Person ID User Name. Organiz 4 | | Role Name Descripti 4| | Res Name 1 Res Name 2 Res Name 3 Res ID Direct L &
45489940 Steiven Pat System ADMGNRL Sage Rol UGSAVEGEN NTSAVE WinNT 14 o
47868650 Moris Bill System ADMHR Sage Rol UGSAVELAN NTSAYE WInNT 15 o
52656727 Rodman Ad... System ADMNMGR Sage Rol UGMPBR RACFPROD RACF22 38 i}
54672910 Cooper Amos  IT Secul ADMNSYS Sage Rol APPLDEY RACFTEST RACF22 o o
57644540 Alex Patrick Applicat ADMPUR Sage Rol BRLIMSYS RACFPROD RACF22 1 1]
58723810 Miles Buyer Purchas APPLDEY Sage Rol DEVELOP RACFPROD RACF22 g 0
64646410 Herman Bar... Operati BSAVEJL Sage Rol DEVELOP RACFTEST RACF22 3 1]
65656540 Pheonix Wil...  Applicat BSAVELAN Sage Rol Domain Users  NTSAVE WinNT 6} 0
67283470 Angel Ben System BSAVEMGR. Sage Rol Domain Users  NTSTAM WinNT - 0
67565330 Schwarts B...  Human | Domain Users  NTSILY WinNT 6 0
67762440 Purple Mary Fifth Av. PUBLIC RACFPROD RACF22 74 o =
74733340 Lu-marry P...  Stamfor BSTAMIL Sage Rol PUBLIC RACFTEST RACF22 8 0
75464420 Cohen Steve  System BSTAMLAN Sage Rol SY51 RACFPROD RACF22 9 o
75675330 Davis Brett Databas— | BSTAMMGR. Sage Rol SYs1 RACFTEST RACF22 10 o
75676560 Rodney Ser... Databa: BSTAMSPRIY Sage Rol_| | 552 RACFPROD RACF22 11 a
76329130 Eagle Richard  Fifth Av BSTAMSYS Sage Rol TESTDEY RACFPROD RACF22 12 0
76342580 Redhead Ri... System BSILYIL Sage Rol TESTDEY RACFTEST RACF22 13 1]
77292450 Keren Cindy Applicat BSILYLAN Sage Rol UGSAVEMGR NTSAVE WinNT 16 0
77371120 Garr Jim Marketir BSILVMGR. Sage Rol UGSAVESYS NTSAYE WInNT 17 o
82653450 Hill Gary Fifth Ay BSILYSPRIV Sage Rol UGSTAMGEN NTSTAM WinNT 18 1]
52922230 Levi Jay Stamfor BSILYSYS Sage Rol UGSTAMLAN NTSTAM WInNT 19 0
83838380 Helmuth Ho...  Marketir BALLIL Sage Rol UGSTAMMGR  NTSTAM WInNT 20 o
84774660 Mills Robert Fifth Av BALLLAN Sage Rol UGSTAMSYS NTSTAM WinNT 21 o
84847310 Goid Wiliam Human | BALLSYS Sage Rol UGSILYGEN NTSILY WInNT 22 a
84848110 Fidelity Bob Operatii BRTSJ1 Sage Rol UGSILYLAN NTSILY WinNT 23 0
86023090 Sterling Kent  Human | DBAGHRL Sage Rol UGSILYMGR NTSILY WInNT 24 o
86129030 Stahlman M...  Human | DBAMGR Sage Rol UGSILYSYS NTSILY WinNT 25 0
86446130 Bizman Mic...  Applicat DBAUNIX Sage Rol UGADGEMI.... NOVELADM Movell4 26 o
86544420 Fred John System DEY-MF Sage Rol Novell4 27 1]
87347830 Mike Pamela Applicat DEY-PC Sage Rol Movell4 28 1]
87368000 Tooer Jim Stamf‘or'L‘ DEY-Ux Saaef‘.ﬂ 29 0 —J.'J
< » < » < »

66 Users (0 Selected); 59 Roles (1 Selected); 81 Resources (3 Selected) =i 7

The role to which resources are to be matched remains highlighted. The closely
matching resources that meet the search criteria are marked in gray in the Resources
Panel.
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Identify Almost Perfect Matches

Propose Closely Matching Roles

CA Identity Governance enables finding closely matching roles based on either a user or
resource.

More information:

Propose Closely Matching Users (see page 112)
Propose Closely Matching Resources (see page 113)
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Identify Almost Perfect Matches

Based on User

To find closely matching roles based on a user

1.
2.

4.

Select the user in the Users Panel.

Go to Discovery, ldentify AlImost Perfect Matches on the menu bar and select
Closely Matching Roles, or right-click on the users record in the Users Panel and
select Almost Matching Roles from the right-click controls menu.

The Almost Matching Roles window opens .

At this point, it is necessary to determine the extent of matching resources; CA
Identity Governance will display default values. The following variables can be set
when searching for closely matching users:

Minimum Number of Matching Resources
An absolute number of resources that match that of the role to match.
Minimum Percent of Matching Resources

On a scale of 1 to 100 percent. The result is determined by an internal
algorithm.

After filling in the values, click OK to generate the results.

The following is a typical results window. User on which results are based are
highlighted. Closely matching roles are in gray.

Sage Discovery and Audit 2.7 - [ConfigWithRoles.cfg] = DI_X_]
File Edit View Discovery Audit Window Help =18] x|
DedE 2R &P |Em 2|
Person ID l User Name l Organiz 4 | | Role Name Descripti « | | Res Mame 1 Res hame 2 Res Name 3 Res ID Direct | ~
45489940 Steiven Pat System ADMNMGR Sage Rol UGSAVEGEN MNTSAVE WinNT 14 1)
47868650 Moris Bill System FINMGR Sage Rol UGSAVELAN NTSAVE WinNT 15 a
52656727 Rodman Ad... System FINAP Sage Rol UGMPBR. RACFPROD RACF22 38 0 =
54672910 Cooper Amos  IT Secus ADMPLIR Sage Rol APPLDEY RACFTEST RACF22 1] 1)
57644540 Alex Patrick Applicat FINAR SageRol | BRLIMSYS RACFPROD RACF22 1 1]
58723810 Miles Buyer Purchas FINGL Sage Rol DEVELOP RACFPROD RACF22 2 0
64646410 Herman Bar... Operatii MARCIS Sage Rol DEVYELOP RACFTEST RACF22 3 0
65656540 Pheonix Wil... ~Applicat MARKEBP Sage Rol Domain Users  NTSAVE WinNT 4 a
Angel Ben System MARKPR Sage Rol Domain Users  NTSTAM WinNT S 1]
6 ] OPERJL SageRol | DomainUsers  NTSILY WInNT 6 0
67762440 Purple Mary Fifth Av OPERJ2 Sage Rol PUBLIC RACFPROD RACF22 7 1)
74733340 Lu-marry P...  Stamfor SAPHR. Sage Rol PUBLIC RACFTEST RACF22 8 1]
75464420 Cohen Steve  System SECMGR Sage Rol S¥51 RACFPROD RACF22 £) 0
75675330 Davis Brett Databas SYSMGR Sage Rol SYS1 RACFTEST RACF22 10 0
75676560 Rodney Ser... Databat SYSUNIX Sage Rol 5Ys2 RACFPROD RACF22 11 a
76329130 Eagle Richard  Fifth Av ADMGNRL Sage Rol TESTDEV RACFPROD RACF22 12 0
76342580 Redhead Ri... = System 'I ADMHR Sage Rol 'I TESTDEY RACFTEST RACF22 13 1) =
» 4 » 4 »
66 Users (1 Selected); 59 Roles (15 Selected); 81 Resources (1 Selected) [E= 7

Chapter 7: Role Discovery 115



Identify Almost Perfect Matches

Based on Resource

To find closely matching roles based on a resource
1. Select the resource in the Resources Panel.

2. Go to Discovery, Identify Almost Perfect Matches on the menu bar and select
Closely Matching Roles, or right-click on the resources record in the Resources
Panel and select AlImost Matching Roles from the right-click controls menu. The
Almost Matching Roles window opens.

At this point, it is necessary to determine the extent of matching users. CA Identity
Governance will display default values. The following variables can be set when
searching for closely matching resources:

Minimum Number of Matching Users
An absolute number of users that match that of the role to match.
Minimum Percent of Matching Users

On a scale of 1 to 100 percent. The result is determined by an internal
algorithm.

3. Afterfilling in the values, click OK to generate the results.

The following is a typical results window. Selected resource on which results are
highlighted. Closely matching roles are marked in Gray.

Sage Discovery and Audit 2.7 - [ConfigWithRoles.cfg] = |E!|1|
File Edit View Discovery Audit Window Help -8 Iﬁ]
DEE| e &P EZHE 2

Person ID I User Mame I Organiz 4 | | Role Name Descripti « | | Res Name 1 Res Mame 2 Res Name 3 Res ID. Direct | ~
45489940 Steiven Pat System BSAVESYS Sage Rol MTSAVE inT 14 0
47868650 Maris Bill System BSTAMLAN Sage Rol A INTSAVE  [MinbNT 115 |0 |
52656727 Rodman Ad...  System BSTAMSYS Sage Rol UGMPBR RACFPROD RACFz2 38 0 p—
54672910 Cooper Amos  IT Secu BSILVLAN Sage Rol_| | APPLDEY RACFTEST RACF22 0 0
57644540 Alex Patrick Applicat BSILYSYS Sage Rol BRLIMSYS RACFPROD RACF22 1 1]
58723810 Miles Buyer Purchas BALLSYS Sage Rol DEVELOP RACFPROD RACF22 2 1]
64646410 Herman Bar...  Operati SYSGNRL Sage Rol DEVELOP RACFTEST RACF22 3 0
65656540 Pheonix Wil... Applicat S¥STS] Sage Rol Domain Users  NTSAYE WinhT 4 1]
67283470 Angel Ben System T517611 Sage Rol Domain Users  NTSTAM WinNT S 0
67565330 Schwarts B..,  Human | SYSUNIX Sage Rol Domain Users  NTSILY WinNT 6 0
67762440 Purple Mary Fifth Av BSAVEMGR Sage Rol PUBLIC RACFPROD RACF22 7 1]
74733340 Lu-marry P...  Stamfor BSAVESPRIV Sage Rol PUBLIC RACFTEST RACF22 g 1]
75464420 Cohen Steve  System S¥YSSUB1L Sage Rol S¥51 RACFPROD RACF22 9 0
75675330 Davis Brett Databa: STAMFORD People w S¥51 RACFTEST RACF22 10 0
75676560 Rodney Ser... Databa¢ ADMNMGR Sage Rol 5Y52 RACFPROD RACF22 11 0
76329130 Eagle Richard  Fifth Av | | FINMGR Sage Rol » | | TESTDEY RACFPROD RACF22 12 0 3
<« | » <1 » <] | »

66 Users (1 Selected); 59 Roles (14 Selected); 81 Resources (1 Selected) l; ]7 4
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Identify Role Hierarchy

Identify Role Hierarchy

This option identifies possible family relationships between roles: sub-roles (children) or
parent roles (parents) or other possibly related roles This option is activated by
highlighting a role and going to Discovery, Identify Role Hierarchy on the menu bar and
choosing one of the following options: propose sub-role, propose parent role, propose
related role. The proposed roles will be highlighted. Drag and drop the highlighted roles
onto the role in question to confirm the relationship.

Note: Role hierarchy can only be determined after roles have been determined for a
given configuration. If only users and resources data were imported and no possible
roles have yet been discovered and confirmed, the strategies in earlier in this chapter
before hierarchy can be discovered.

More information:

Basic Roles (see page 104)
Defining Roles Manually and for a Select Group of Users/Resources (see page 111)

Propose Sub Roles

This option displays roles that can possibly be sub-roles (children) of a highlighted role.
CA Identity Governance finds possible sub-roles by examining other existing roles in the
configuration to determine whether the highlighted role includes resources of other
roles in the configuration. If so, those roles are designated as sub-roles of the
highlighted role.

Highlight the role for which sub-roles are to be identified. The option will highlight the
possible sub-roles of the indicated role.

Note: Original role jumps to top of Roles Panel and sub-role is highlighted under it.

The Role Engineer would then individually examine each proposed sub-role. If a
parent-sub-role (child) relationship exists, then the sub-roles would be dragged to the
parent role, which would then show the new roles as sub-roles of the original role
(parent).

Chapter 7: Role Discovery 117



Identify Role Hierarchy

Propose Parent Roles

This option displays roles that can possibly be parents of a highlighted role. CA Identity
Governance finds possible parent roles by examining other existing roles in the
configuration to determine whether the resources of the highlighted role are already
included as resources in other roles. If so, they are designated as possible parent roles.

Highlight the role for which parent roles are to be identified. The option will highlight
the possible parent roles of the indicated role.

Original highlighted role is highlighted.

1o/
Person ID User Name Organiz « Role Narne Res Name 1 I Res Mame 2 ] :l
45489940 Steiven Pat System Sage Role APPLDEY RACFTEST R—-I
47868650 Moris Bill System ADMNMGR Sage Role BRLIMSYS RACFPROD R
52656727 Rodman Ad...  System FINAP Sage Role DEYELOP RACFPROD R
S4AR7291N Conper Amns 1T Serin FINAR Sage Rnle NFYFI OP RACFTFST R
57644540 Alex Patrick Applicat FINGL Sage Role Domain Users  NTSAVE W
58723810 Miles Buyer Purchas FINMGR Sage Role Domain Users  NTSTAM W
64646410 Herman Bar... Operati ADMHR Sage Role Domain Users  NTSILY W
65656540 Pheonix Wil... Applicat ADMNSYS Sage Role PUBLIC RACFPROD R
67283470 Angel Ben System v | | ADMPUR Sage Role  w| | PUBLIC RACFTEST R¥

| 4y K5 of || r

Possible parent- roles of the original role are highlighted as follows:

101 x]
Person ID User Name QOrganiz Role Name Res Name 1 | Res Name 2 I __I
45489940 SteivenPat  System _| ] APPLDEY RACFTEST Rl
47868650 Maris Bill System BRLIMSYS RACFPROD R
52656727 Rodman Ad... System DEVELOP RACFPROD R
54672910 Cooper Amos  IT Secu DEVELOP RACFTEST R
57644540 Alex Patrick Applicat Domain Users  NTSAYE W
58723810 Miles Buyer Purchas g 5 Domain Users  NTSTAM W
64646410 Herman Bar... Operatii Sage Role Domain Users  NTSILY W
65656540 Pheonix Wil... applicat ADMNSYS Sage Role PUBLIC RACFPROD R
67283470 Angel Ben System | | ADMPUR Sage Role  w| | PUBLIC RACFTEST Rw

| 4 » 4 l I » 4 | I » 4

The Role Engineer would then individually examine each proposed parent role. If a
parent-sub-role (child) relationship exists, then the sub role would be dragged to the
parent role, which would then show the original role as one of its sub-roles.
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Reject Discovered Roles

Propose Related Roles

A related role is a role that shares users and/or resources with a selected role but is
neither its parent role nor its sub-role. To run this option, it is necessary to provide a
minimum number of users and resources.

Highlight the role for which related roles are to be identified. Go to Discovery, ldentify
Role Hierarchy on the menu bar and choose Propose Related Role.

Modify the default values as necessary and click OK. Related roles appear. The Role
Engineer then individually examines each proposed related role.

Reject Discovered Roles

The Reject option is useful in order to prevent display of roles that were discovered but
are no longer needed. Roles that are outdated or that are unused can be rejected from
the configuration file. Rejected roles are collected and stored in a special configuration
file called Rejected.cfg. The file, Rejected.cfg, is automatically created when the first
role candidate is rejected and is usually located in the same folder as the other *.cfg
files.

To reject a role, highlight the role to be rejected, go to Discovery on the menu bar and
choose Reject. A confirmation prompt is displayed before the reject activity is
performed.

This configuration can be opened for viewing. The configuration can be manipulated as
for any other CA Identity Governance configuration, including dragging roles to and
from it. At any point roles that need to returned to general use can be returned to the
active configuration file by simply removing them from the Rejected configuration file.
In this way they are returned to general use.
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Print Reports

Selecting a Specific *.cfg file to House Rejected Roles

Print Reports

You can create a new configuration file or select any pre-existing *.cfg file to function as
the Rejected roles configuration file. Once this is done then the newly assigned file
assumes the function of collecting rejected roles instead of the default Rejected.cfg file.
To select a specific configuration file to house Rejected roles

1. Click File, Select Rejected Roles File.

The Save As dialog box opens to the directory that houses the projects pre-existing
configuration files.

2. Select a file from the list or type a new name into the File name field.
3. Click Save.

The newly selected file functions to house rejected roles from that point on.

You can make basic font and format changes to reports before publishing. This avoids
the problems inherent in exporting report data to another application for formatting
and printing purposes.

An Entity Report and Role Analysis Report are generated when a configuration
document is open. An AuditCard Report is generated when an AuditCard is open.

Note: In addition to the Entity Report and Role Analysis Report, CA Identity Governance
enables printing the Users Database and the Resources Database. Printing these
documents is performed by the standard Windows method using the File, Print option
on the menu bar.

More information:

Entity Report (see page 121)
Role Analysis Report (see page 122)
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Print Reports

Entity Report

Print Preview

An Entity Report is generated when a configuration window is active. This feature
enables printing a report of any single or several highlighted entities in report format.
Entity types are users, roles and resources. Only one type of entity report can be printed
at a time. For example, a role report would include unique data of the role as well as
direct users, direct resources, sub-roles and parent roles.

This section will describe how Role Engineers can adjust the print parameters to obtain
a printed report that is suitable to their needs.

To print an Entity Analysis Report

1.
2.

Open the configuration that contains the desired entities.

Highlight the entity (or entities) to be printed. If a report that includes more than
one entity of a certain type is being generated, the Ctrl + mouse click or Shift +
mouse combination can be used to highlight them.

Go to Discovery, Entity Analysis Report on the menu bar and choose Print Preview.

The following options are available from the Preview Print button bar:

Button Description

Print Prints the document as it appears on screen.
Next Page Displays the next page of the report.

Prev Page Displays the previous page of the report.

One Page / Two Page

Toggles between displaying one page or two pages of the document.

Zoom In

When the pointing device is held on a page of the report, the pointer changes
from its normal appearance (usually an arrowhead) to a magnifying glass
icon. This signifies that by clicking on the document zoom-in will be
performed. Usually, it is possible to zoom in two orders of magnitude (clicking
each time to do so). Clicking a third time will return the document image to
its original size.

Zoom Out

After zoom-in is performed (by clicking on the document image), the Zoom
Out button becomes active. Click the Zoom Out button to return the
document image to its original size.

Close

Closes the Preview window and returns to the previous window.
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Print Reports

Print Fonts

Print Setup

The report fonts can be set from inside the Set Print Fonts window.

To set the report print fonts

1. From the menu bar select Print, Set Print Fonts.

2. For each print font element click the Set button. The Font window opens.
3. Make your font selections.

4. Click OK and your choices are shown in the Set Print Fonts window

Note that four types of fonts can be determined for different parts of the report:
header, footer, title and text.

Note: These font choices become the print default for all subsequent print jobs until
they are changed.

To print, choose Print Setup from the menu bar. Verify that the printer is connected and
in proper working order. Verify that the name of the printer in the print setup window
matches the printer to which you are printing, size of the paper is correct and portrait or
landscape printing has been chosen, as appropriate for the print job.

Role Analysis Report

A Role Analysis Report is generated when a configuration window is active. This feature
enables printing a report of any single or several roles plus an analysis.

A Role Analysis Report includes the data in a Role Entity Report as well as almost
matching users, almost matching resources, potential sub-roles, potential parent roles,
and related roles. The thresholds of these parameters are determined in the Discovery
menu.

More information:

Role Discovery (see page 103)
Print Reports (see page 120)
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Print Reports

AuditCard Report

CA Identity Governance enables printing an entire AuditCard or selected records as
designated by the Role Engineer. An AuditCard report is generated when an AuditCard is
active. Large systems may generate long and unwieldy lists of alerts, so it may be
advisable to print only selected parts for further examination. This subject is covered
below.

Print Selected Preview

Print Selected

To print selected parts of an AuditCard, highlight those specific alerts in the AuditCard.
Use the Windows Ctrl + Mouse click and Shift + Mouse click to mark the desired alerts.
This option opens the preview window where the print job can be reviewed before
printing.

Opens the Microsoft Windows Print Setup window to print the selected alerts. The
report can be printed directly without previewing.
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Chapter 8: Audit Menu

The Audit menu provides review and auditing functions:
m  Pattern-based auditing

m  Compliance auditing, based on policies (BPR)

m  Review of current roles

m  Search for suspected users, resources, and role definitions

Some audit options, which focus on specific types of problems, can be run separately
from dedicated windows: identify potential collectors, suspected resources, suspect role
definitions or excess privileges (see below). Alternatively, a comprehensive audit can be
performed, which includes a wide variety of variables. Output is displayed in the
AuditCard window as a list of suspicious records showing the type of problem detected
for each record and other relevant data.

Suspicions are handled and managed from the Edit menu.

In addition to in-built pattern-based audit tools, CA Identity Governance enables the
creation of policies using sets of Business Process Rules (BPR).

This section contains the following topics:

Identify Potential Collectors (see page 125)
Identify Suspected Resources (see page 127)
Identify Suspect Role Definitions (see page 128)
Identify Excess Privileges (see page 129)
Generate and Manage AuditCards (see page 134)
Check Policy Compliance (see page 149)

Identify Potential Collectors

This option identifies users that have apparently accumulated excessive privileges
(access to resources), i.e., they are potential collectors. This phenomenon often occurs
when veteran employees move from job to job within an organization and accumulate
privileges without relinquishing their previous ones.

Proprietary algorithms identify the suspected users based on the criteria and weighted
values that the Role Engineer enters in the Identify Potential Collectors window.
Generally, identification is based on a user who seems to be an exception among similar
users who also possess many resources. Note that this option can be used even before
any roles are defined, for example, to clean up an imported database.

Use the Details toggle button to show the whole Identify Potential Collectors window.
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Identify Potential Collectors

The following table describes the fields in the window:

Criteria Description

Criteria Maximum number of users to propose Limits the maximum number of users displayed to no
more than the indicated absolute number thereby
preventing display of an unmanageable number of
suspects.

Maximum percent of users to propose The percentage of users to display out of all those
who meet the criteria.

Minimum number of resources per user Each displayed user will have at least the indicated
number of resources.

Evaluation Organization Enter a value on a scale of 1 to 10 where 10 is the
Weights greatest value.
Organization Type Enter a value on a scale of 1 to 10 where 10 is the

greatest value.

Country Enter a value on a scale of 1 to 10 where 10 is the
greatest value.

Location Enter a value on a scale of 1 to 10 where 10 is the
greatest value.

Title Enter a value on a scale of 1 to 10 where 10 is the
greatest value.

Cost Center Enter a value on a scale of 1 to 10 where 10 is the
greatest value.

The following is a typical configuration window showing results after running this

option.

Sage Discovery and Audit 2.7 - [ConfigWithRoles1.cfg] ) = D[zj

File Edit View Discovery Audit Window Help =18 x|

DEH e (8p =0 2

Person ID User Name Organiz 4 | | Role Name: Descripti 4 || Res Name 1 Res Name 2 Res Name 3 Res ID Direct |
ADMGNRL Ctlsa APPLDEY RACFTEST RACF22 0 0
ADMHR Ctlsa BRLIMSYS RACFPROD RACF22 1 3 |
ADMNMGR CtlsA || DEVELOP RACFPROD RACF22 2 4
ADMNSYS Ctlsa DEVELOP RACFTEST RACF22 3 4
ADMPUR Ctlsa Domain Users  NTSAVE WinNT 4 2
APPLDEY Ctlsa Domain Users ~ NTSTAM WinNT S 2
BSAVEJL Ctlsa Domain Users  NTSILY WinMT 6 1
BSAVELAN Ctlsa PUBLIC RACFPROD RACF22 7 S
BSAVEMGR Ctlsa PUBLIC RACFTEST RACF22 8 6
BSAVESPRIY Ctlsa S¥51 RACFPROD RACF22 9 1]

94738470 German Tom  Fifth Av BSAVESYS Ctlsa SYS1 RACFTEST RACF22 10 1)

65656540 Pheonix Wil... Applicat BSTAMIL Ctlsa SYs2 RACFPROD RACF22 11 0

45489940 Steiven Pat System BSTAMLAN Ctlsa TESTDEVY RACFPROD RACF22 12 4

91724340 Hope Collin Finance v | | BSTAMMGR CtisA || TESTDEY RACFTEST RACF22 13 % v

» o | » < | »
66 Users (10 Selected); 57 Roles (0 Selected); 81 Resources (0 Selected) 4
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Identify Suspected Resources

The Role Engineer can now examine each user one-by-one to determine if in fact any
users are collectors of privileges (resources).

Identify Suspected Resources

This option identifies resources that are owned by many types of users.

The following table describes the fields in the window:

Criteria Description
Criteria Maximum number of resources to Limits the maximum number of resources displayed
propose to no more than the indicated absolute number
thereby preventing display of an unmanageable
number of suspects.
Maximum percent of resources to The percentage of resources to display out of all
propose those who meet the criteria.
Minimum number of users per resource Each resource will have at least the indicated number
of users.
Evaluation Organization Enter a value on a scale of 1 to 10 where 10 is the
Weights greatest value.

Organization Type

Enter a value on a scale of 1 to 10 where 10 is the
greatest value.

Country Enter a value on a scale of 1 to 10 where 10 is the
greatest value.

Location Enter a value on a scale of 1 to 10 where 10 is the
greatest value.

Title Enter a value on a scale of 1 to 10 where 10 is the

greatest value.

Cost Center

Enter a value on a scale of 1 to 10 where 10 is the
greatest value.
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Identify Suspect Role Definitions

The following is a typical configuration window showing results window after running
this option.

_iox!
File Edit Yiew Discovery Audt Window Help =12 %]
DEd s SP ENE 2
Person ID l User Mame I Organiz AI Role Name Descripti «
87347830 Mike Pamela Applicat ADMHR Ctlsa
87368000 Toper Jim Stamfor ADMNMGR Ctisa
98383840 Maor Kathy Finance ADMNSYS CHSA
89753140 Cherry Jay Finance ADMPUR CHsA LA
943A2210 paster Tilian  Applicak APPI DFY CHSA lliGSavFI AN  [WTSAVF  [WishT (15 |13 |
97847110 Taskoni Bob Silicon ¥ BSAVEJL Ctisa APPLDEY RACFTEST RACF22 1]
83838380 Helmuth Ho...  Marketir BSAVELAN Ctlsa BRLIMSYS RACFPROD RACF22 1 3
88311130 Goodman B...  Marketir BSAVEMGR Ctlsa DEVELOP RACFPROD RACF22 2 4
98662230 Tortia Dan Stamfor BSAYESPRIY Ctlsa DEVELOP RACFTEST RACF22 3 4
94738470 German Tom  Fifth Av BSAVESYS Ctlsa Domain Users  NTSAVE WinNT 4 2
65656540 Pheonix Wil... = Applicat BSTAMI1L Ctisa Domain Users  NTSTAM WinhT S 2
45489940 Steiven Pat System BSTAMLAN CHSA Domain Users  NTSILY WinNT 6 1
91724340 Hope Collin Finance ¥ | | BSTAMMGR Ctlsa i | PUBLIC RACFPROD RACF22 7 S Y.
<« | » LI | » < | »
66 Users (1 Selected); 57 Roles (1 Selected); 81 Resources (5 Selected) [ 4

The Role Engineer can now examine each resource one-by-one to determine if in fact
any suspected resource is not in compliance.

Identify Suspect Role Definitions

This option identifies roles that are owned by many types of users or suspected users;
that is, users possess roles but do not seem to comprise a homogeneous group.

The following table describes the fields in the window:

Criteria

Description

Criteria Maximum number of roles to propose

Limits the maximum number of roles displayed to no
more than the absolute indicated number, preventing
display of an unmanageable number of suspects.

Maximum percent of roles to propose

The percentage of roles to display out of all that meet
the criteria.

Minimum number of users per role

Indicates the minimum number of users for each
suspect role.

Minimum number of resources per role

Each role has at least the indicated number of
resources.

Evaluation
Weights

Organization

Enter a value on a scale of 1 to 10 where 10 is the
greatest value.

Organization Type

Enter a value on a scale of 1 to 10 where 10 is the
greatest value.

Country

Enter a value on a scale of 1 to 10 where 10 is the
greatest value.
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Identify Excess Privileges

Criteria Description

Location Enter a value on a scale of 1 to 10 where 10 is the
greatest value.

Title Enter a value on a scale of 1 to 10 where 10 is the
greatest value.

Cost Center Enter a value on a scale of 1 to 10 where 10 is the
greatest value.

The following is a typical configuration window showing results after running this

option.
Sage Discovery and Audit 2.7 - [ConfigWithRoles1.cfg] = D[ﬂ
[F3 File Edit View Discovery Audit Window Help =18 x|
DEE s Sp ERHE 2

PersonID | User Name | Organiz & | [ Role Mame Descripti « |[Resmame1 [ ResMame2 [ReshMame3 [ ResID Direct L &
87347830 Mike Pamela Applicat SYSMGR Ctlsa UGADGEMI.... NOVELADM Novell4 26 19
87363000 Toper Jim Stamfor SYSSUBL Ctlsa ugrkgen1 UNXMARKT Solaris26 73 9 ]
98363840 Maor Kathy Finance SYSSUB2 CtSa public UNXMARKT Solaris26 65 12
89753140 Cherry Jay Finance SYSTS] Ctlsa UGMPBR RACFPROD RACF22 38 21
94362210 poster Jilian Applicat SYSUNIX Ctlsa UGSAVELAN MNTSAVE WinNT 15 13
97847110 Taskoni Bob Silicon ¥ T517611 Ctisa APPLDEY RACFTEST RACF22 0 0
83838380 Helmuth Ho... ~ Marketir TSSTAMIL Ctisa BRLIMSYS RACFPROD RACF22 1 3
88311130 Goodman B...  Marketir TSSILYIL Ctlsa DEVELOP RACFPROD RACF22 2 4
98662230 Tortia Dan Stamfor TSFIMN1 Ctlsa DEVYELOP RACFTEST RACF22 3 4
94738470 German Tom  Fifth Av TSFINMGR CtisA Domain Users  NTSAVE WInNT 4 2
65656540 Pheonix Wil... Applicat TSSEC CHSA Domain Users  NTSTAM WinhT S 2
45489940 Steiven Pat System 2 A Domain Users  NTSILY WinNT 6 1
91724340 Hope Collin Finance PUBLIC RACFPROD RACF22 7 5
86544420 Fred John System PUBLIC RACFTEST RACF22 8 6 =
cacacas Howrson O | Ao cuct nacEAnAn  nacean A n

< I » <] | _>|_‘
66 Users (1 Selected); 57 Roles (3 Selected); 81 Resources {1 Selected) 4

The Role Engineer can now examine each role one-by-one to determine if in fact any
suspected role is not in compliance.

Identify Excess Privileges

These options identify potentially excessive links for individual users, resources and
roles.

This section contains the following topics:

Propose Potentially Excess Users (see page 130)
Propose Potentially Excess Roles (see page 131)
Propose Potentially Excess Resources (see page 132)
Propose New Roles (see page 132)

Propose New Resources (see page 133)

Show Similar Users (see page 133)
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Identify Excess Privileges

Propose Potentially Excess Users

This option proposes roles or resources that seem to have too many users.

To activate this option, highlight a role or resource in a configuration. Then on the menu
bar, go to Audit, Identify Excess Privileges, and select Propose Potentially Excess Users.

The criteria (Minimum Degree of Mismatch) is determined by the Role Engineer on a
scale of 0 to 100. If too many or too few users are identified then the scale should be
changed appropriately. The evaluation weights are similar to those described earlier in
this chapter.

Refer to the following window. Excess users proposed are highlighted in gray. The
resource is highlighted.

Person I Lser Marme Organiz ~
94735470 Silwer Tom Fifth
45459940 Iilgram Pat System
E1846110 Toor Barbara  Operati
4845110 Starling Bob Operati
86544420 Peters John System
87365000 Fulk. Jim Stamfor
47568650 Colins Bill System
SZB5672T7 Ford Adamn Syskem
54672910 Snnith &mos IT Secu
57644540 Herman Pat... Applicat
S§723510 Ola Buyer Purchas
67253470 Lewis Ben System
57565330 Miles Barry Hurnan |
B7762440 Libkind Mary  Fifth Aw
74733340 iarant Peter Stamfor
75464420 Lewi Stewve Syskem
759675330 Keren Brett Databa:
TS67E560 Colman Sercio | Databa: -
4 I I 3

Rale Marne
ESAVELAN
ESAVEMGR
BEAVESPRIY
E5TAMIL
ESTAMLAN
ESTAMMGR
BSTAMSPRIY
BSTAMSYS
BSILYI1
BSILVLAN
BSILYMGR
BSILWSPRIV
BSILWSYS
BALLIL
BALLLAN
BALLSYS
BRTS1L
DEV-PC

4] |

CHsA
CHsA
CHEA
CHsA
CHsA
CHSA
CHSA
CHSA
CHSA
CHSA
CHSA
CHSA
CHSA
CHSA
CHSA
CHSA
CHSA

CHsa -
4

=101 x|
Res Mame 1 Res Name 2 Res b+
Domain Users  NTSAVE Nk
Domain Users | NTSTAM Nk
Dromain scrs MTSILY Wfinld”
LIGSAYEGEM NTSAYE i’
LIGSAYEMGI NTSAYE in®
UGEAVESYS iy
UGSTAMGE MTSTAM SR
UGSTAMLAM  NTSTAM SR
UGSTAMMGR  NTSTAM SR
LIGSTAMSYS MTSTAM SinM
LIGSILYEEN MTSILY Sinh
LIGSILYLAN MTSILY inh
LIGSILYMGR MTSILY inh
LIGSILYSYS MTSILY Sinh__
LIGFIN1 TSSCREDIT T555L
LIGFIMMGR. TSSCREDIT T555(
LUGSEC TS5CREDIT T555(
LG5YS TSSCREDIT T5550 =
KN — H
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Identify Excess Privileges

Propose Potentially Excess Roles
This option proposes users or resources that seem to have too many roles.

To activate this option, highlight a user or resource in a configuration. Then on the menu
bar, go to Audit, Identify Excess Privileges, and select Propose Potentially Excess Roles.

The criteria (Minimum Degree of Mismatch) is determined by the Role Engineer on a
scale of 0 to 100. If too many or too few users are identified then the scale should be
changed appropriately. The evaluation weights are similar to those described earlier in
this chapter.

Refer to the following window. Excess roles proposed are highlighted in gray for the
highlighted resource.

_Ioix]
Person ID [Marie Organiz ~ | | Role Mame I Descripti | | Res Mame 1 | Res Name 2 | Res M =
45459940 Milgram Pat System ESAVELAN CElsa Domain Users  NTSAYE Wini"
47368650 Colins Bill System BSTAMLAN CHSA Daomain Users | MTSTAM Winh®
SZRSATET Fard Adam System BSTAMSYS CHSA Dornain Usars  NTSILY Winl
S4672910 Smith Amos IT Secu BSILYLAMN CHSA LIGSAVEGEN MTSAYE Winh
57644540 Herman Pat...  Applicat BSILYSYS CHSA LIGSAVELAN MTSAYE inh
58723510 Ola Buyer Purchas BALLLAN CHSA LIGSAVEMGR MTSAYE finh
64646410 Toor Barbara | Operati SY5TS] CHSA SYS MTSANE finh
05656540 Kuli william Applicat BS&VEIL CHsa LIGSTAMGEN MNTSTAM eini
67283470 Lewis Ben Syskem BSAYEMGR CHSA LGSTAMLAN MTSTAM inh
67565330 Miles Barry Hurnan | BSAVESPRIV CHsa LIGSTAMMGE. NTSTAM iini
57762440 Liblind rary Fifth A BSAVESYS CHsa LIGSTAMSYS NTSTAM Wini
74733340 Grant Peter Stamnfor E=ZTAMIL CHsa LIGSILYGEEN MTSILY Winh_ |
Fode4420 Levwi Shewve System BSTAMMGR, CHSA LIGSILVLAN MTSILY Winh®
Fo6F5330 keren Brett Databa: BSTAMSPRIV CHSA LIGSILYMGR. MTSILY Winh®
Fo67E560 Colman Sergio  Databa: BSILYIL CHSA LIGSILYSYS MTSILY Winh®
FE329130 Gordon Ric... | Fifth & BSILYMGR. CHSA LIGFIM1 TS5CREDIT TS55L0
FE342580 Green Richerd | Swstem = BSILWSPRIV CHSA = LIGFIMMGR, TS5CREDIT TS550 =
FI07AE Frar Tinduw Armlicak Feoll 11 THaA I IFZSF ™ TESTDFELTT TESEL
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Identify Excess Privileges

Propose Potentially Excess Resources

This option proposes users or roles that seem to have too many resources.

To activate this option, highlight a user or role in a configuration. Then on the menu bar,
go to Audit, Identify Excess Privileges, and select Propose Potentially Excess Resources.

The criterion (Minimum Degree of Mismatch) is determined by the Role Engineer on a
scale of 0 to 100. If too many or too few resources are identified then the scale should
be changed appropriately. The evaluation weights are similar to those described in
earlier in this chapter.

Excess resources are displayed in the Resources Panel. Refer to the following window.
User is highlighted and the excess resources proposed are highlighted in gray.

=10l x|

W Role Mame I Descripti | | Res Name 1 I Res Mame 2 I Res [ «
S N BSAVE]L Ctisa Domain Users  NTSAVE Winh®
Toor Barbara  Operatis BSAVELAMN CtlSa Domain Users | NTSTAM Winh”
84848110 StarlingBob  Operatis BSAVEMGR CHSa Domain Users  NTSILY Winh
86544420 Peters John  System BSAYESPRIY Ctlsa UGSAVEGEN  NTSAYE Wi
87368000 Fulk Jim Stamfor BSTAMIL Ctisa UGSAVEMGR MNTSAVE Winh®
47868650 Colins Bill System BSTAMLAN Ctisa UGSAYESYS MNTSAVE Wi
52656727 Ford Adam System BSTAMMGR. Ctisa UGSTAMGEN  NTSTAM Winh"
54672910 Smith Amos IT Secul BSTAMSPRIY Ctlsa UGSTAMLAN ~ NTSTAM Winh®
57644540 Herman Pat... Applicat BSTAMSYS Ctlsa UGSTAMMGR  NTSTAM Winh”
58723810 Ola Buyer Purchas BSILYIL CtISA UGSTAMSYS ~ NTSTAM Winh®
67283470 Lewis Ben System BSILVLAN Ctlsa UGSILYGEN NTSILY Winh”
67565330 Miles Barry Hurnan | BSILYMGR CtsA  —d |UGSILYLAN MTSILY Winh®
67762440 Libkind Mary  Fifth Av BSILVSPRIY Ctlsa UGSILYMGR NTSILY Winh”
74733340 Grant Peter Stamfor BSILYSYS CHISA UGSILYSYS MNTSILY Winh®
75464420 Levi Steve System BALLIL Ctsa UGFINT TSSCREDIT TSSS0

75675330 Keren Brett Databa: BALLLAN CtISA UGFINMGR. TSSCREDIT TS550—
75676560 Colman Sercio  Databat BALLSYS Ctlsa UGSEC TSSCREDIT TSS5C
76329130 Gordon Ric...  Fifth Av BRTSI1 Ctisa UGSYS TSSCREDIT TS55C

76342580 Green Richad ~ System ¥ | | DEV-PC Ctsa | | UGTELSAVE TSSCREDIT TSSSCY
4 | | » 4 | | » 4 | l 2V

Propose New Roles

This option identifies roles of which a user is not part, but which may be relevant to this
user.

To activate this option, highlight a user in a configuration. Note that new roles can be
proposed for only one user at a time. Right-click with the mouse to open the right-click
controls menu, and select Propose New Roles.

The Propose New Roles window opens.
Click Details to open the whole window. Set the thresholds. CA Identity Governance

searches for roles that include other users that are “similar” to the selected user.
Proposed roles are highlighted in the Roles Panel.
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Identify Excess Privileges

More information:

Propose Potentially Excess Resources (see page 132)

Propose New Resources

This option identifies resources of which a user is not part, but which may be relevant to
the highlighted user.

To activate this option, highlight a user in a configuration. Note that new resources can
be proposed for only one user at a time. Right-click with the mouse to open the
right-click controls menu, and select Propose New Resources.

The Propose New Resources window opens.

Click Details to open the whole window. Set the thresholds. CA Identity Governance
searches for resources that are accessible to users similar to the current user. Proposed
resources will be highlighted in the Resources Panel.

More information:

Propose Potentially Excess Resources (see page 132)

Show Similar Users
The Show Similar Users option identifies users that are similar to the highlighted user.
To activate this option, highlight a user in a configuration. Right-click with the mouse to
open the right-click controls menu, and select Show Similar Users. Note that this option
can also be applied to a set of users (all users in the set have to be highlighted).

The Show Similar Users window opens.

Click Details to open the whole window. Set the thresholds. Proposed similar users are
highlighted in the Users Panel.
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Generate and Manade AuditCards

Generate and Manage AuditCards

CA Identity Governance provides a mechanism to identify and list suspicious users,
roles, and resources in the following categories:

m  Suspect Entities

m  Suspect Connections

m  Similar Roles and Role Hierarchy

m  Similar Resources

®  In/Out Of Pattern Entities

m  Entities with Many/Few Connections

Parameters are selected in the Audit Parameters window using tabs, one tab for each
category. Within each tab, you can set various parameters (refer to the following
sections). After processing the selections listed in the Audit Parameters window, the
Client Tools produce an AuditCard that lists an alert for each suspected entity. You can

then review each alert to determine if it warrants attention. Each alert or suspected
entity is listed as a separate record in the generated AuditCard.

In addition to providing a comprehensive list of suspected entities (see more below),
handling of suspicious records can be tracked until they are properly addressed and
comments can be added to each record of the AuditCard for reference.
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Generate and Manage AuditCards

Pattern-Based Audit

To open the Audit Parameters window, click Audit, Pattern-Based Audit.

The Audit Parameters window appears:

Sage Audit Parameters T
—Open Audit Card :
@ New ( Existing: | =l ‘ Run !
‘ Close
Similar Resources ] InfOut OF Pattern Entities l Entities with Many/Few Connections
Suspect Entities I Suspect Connections I Similar Roles and Role Hierarchy l Evaluation
Weights ...
IV Users (Collectors) Max Mumber I 20 | 5 %
Audit Alert
Resources Settings ...
20 S |59
o {Collectibles) b bt I | t

V' Suspect Roles Max Mumber | 20 | 5 %

Check Page

Uncheck Page

Check all

ERE B b

Uncheck all I

The following options are available from the main Audit Parameters window.

Option Description

Run! Runs the AuditCard generation module and produces an AuditCard based on
the marked parameters.

Close Closes the Audit Parameters window.

Evaluation Weights Opens the Evaluation Weights window for setting the relative weight of the
following parameters: organization, organization type country, location, title,
and cost center. Other fields in this window are currently reserved for system
use only.

Audit Alert Settings Opens the Audit Card Alert Settings window to set the following parameters:
Total number of alerts of the same category, Limit number of alerts of same
category, Limit total number of alerts for same entity, and Limit number of
alerts of same category and for same entity. In general, these numbers should
be kept low in order to facilitate analysis of a suspicious record. Oftentimes,
one alert can be responsible for many other alerts. Solving one alert can
significantly reduce the number of generated alerts on subsequent runs.

Check Page Marks all the check boxes in the current tab.
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Generate and Manage AuditCards

Option

Description

Uncheck Page

Clears all the check boxes in the current tab.

Check All Marks all the check boxes in all the six tabs. This option produces the full range
of suspicious records.

Uncheck all Clears all the check boxes in all the six tabs. This option is used when the Role
Engineer wants to start marking parameters without any default parameters
already marked.

Open AuditCard radio button New - opens a new Audit Card with the indicated parameters.

Existing - opens an existing Audit Card, usually for continued work or follow up.
A pull-down menu lists all existing Audit Cards. An existing Audit Card can be
only opened if a configuration to which it is attached is already active.
Otherwise, this option will be grayed out.

Suspect Entities

This tab is used to set the client tools to identify suspect entities. In the case of users
these are users that have an extraordinarily different access to resources relative to
their peers. In the case of resources or roles, these are resources or roles for which
there is no clear pattern by which they are connected to users. To identify such
exceptions to the rule you must enter a value for the conditions used to list the
exceptions.

Using the minimum standard deviation (Min STD) condition on the tab you set a
boundary that is used as the minimum threshold for identifying the exceptional cases.

Any entity that lies above the threshold is considered as an exception.

Using the Max % condition you set a boundary that is used to set an upper threshold
that lists to upper X% of all exceptions identified.

You can use each condition exclusively or in combination. In any case the client tools list
the alerts in the audit card according to the condition that provides the fewest alerts.

The fields are described in the following table:

Option

Description

Users (Collectors)

Mark users to include users in the output.
Unmark users not to include users in the output.

Min STD - Limits the maximum number of users displayed to no more than the
indicated absolute number thereby preventing the display of an unmanageable
number of suspects.

Max % - The maximum percentage of users to display out of all those who
meet the criteria.
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Option

Description

Resources (Collectibles)

Mark resources to include users in the output.
Unmark resources not to include users in the output.

Min STD - Limits the maximum number of resources displayed to no more than
the indicated absolute number thereby preventing the display of an
unmanageable number of suspects.

Max % - The maximum percentage of resources to display out of all those who
meet the criteria.

Suspect Roles

Mark roles to include users in the output.
Unmark roles not to include users in the output.

Min STD - Limits the maximum number of roles displayed to no more than the
indicated absolute number thereby preventing the display of an unmanageable
number of suspects.

Max % - The maximum percentage of suspect roles to display out of all those
who meet the criteria.

Suspect Connections

This tab enables you to identify suspect connections. These are connections between
entities that are most suspect of being exceptions, compared to all other connections.

Note that dual (redundant) links includes instances in which the user and resource are
connected both directly and indirectly through a role.

The fields are described in the following table:

Option

Description

User-Resource
Connections by HR

User-Resource connections based on Human Resource attributes.

Mark to include user-resource connections in the output.

Unmark not to include user-resource connections in the output.

Min mismatch - Set the minimum mismatch threshold to trigger an alert.

Direct-Only Connections - Mark to only include connections for which the
User-Resource relationship is described by a direct connection.

User-Resource
Connections by
Privileges

User-Resource connections based on access privilege attributes.

Mark to include user-resource connections in the output.

Unmark not to include user-resource connections in the output.

Min mismatch - Set the minimum mismatch threshold to trigger an alert.

Direct-Only Connections - Mark to only include connections for which the
User-Resource relationship is described by a direct connection.
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Option Description

User-Role Connections  User-Role connections based on Human Resource attributes.
by HR Mark to include user-role connections in the output.
Unmark not to include user- role connections in the output.

Min mismatch - Set the minimum mismatch threshold to trigger an alert.

User-Role Connections  User-Role connections based on access privilege attributes.
by Privileges Mark to include user-role connections in the output.
Unmark not to include user- role connections in the output.

Min mismatch - Set the minimum mismatch threshold to trigger an alert.

Role-Resource Mark to include role-resource connections in the output.

Connections Unmark not to include role-resource connections in the output.

Min mismatch - Set the minimum mismatch threshold to trigger an alert.

User-Resource Dual Mark to include user-resource dual links in the output.

Links Unmark not to include user-resource dual links in the output.

User-Role Dual Links Mark to include user-resource dual links in the output.

Unmark not to include user-resource dual links in the output.

Role-Resource Dual Mark to include role-resource dual links in the output.

Links Unmark not to include role resource dual links in the output.

Role- Role Dual Links Mark to include role-role dual links in the output.

Unmark not to include role-role dual links in the output.

Similar Roles and Role Hierarchy

This tab identifies related roles/resources and hierarchy opportunities. In this tab, the
intention is to identify role definitions that are related (very close to one another
indicating that perhaps they should be unified), as well as opportunities for role
hierarchies (simplifying the definition of a role if it is a superset of another role).
Similarly, resources can be identified that contain a high degree of overlap.

The fields are described in the following table:

Option Description
Roles Covering Same % of Each Role Users Covered by Other Role. Insert a percentage.
Users

Mark to include roles covering same users in the output.

Unmark not to include roles covering same users in the output.
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Option

Description

Roles Covering Same
Resources

% of Each Role Resources Covered by Other Role. Insert a percentage.
Mark to include roles covering same resource in the output.

Unmark not to include roles covering same resource in the output.

Role with % of Users Covered by Another Role. Insert a percentage.
Mark to include in the output.
Unmark not to include in the output.

Role with % of Resources Covered by Another Role. Insert a percentage.

Mark to include in the output.

Unmark not to include in the output.

Roles Potentially
Subsumed

% of Users and All Resources Covered. Insert a percentage.
Mark to include in the output.

Unmark not to include in the output.

Roles Potentially
Subsumed

% of Resources and All Users Covered. Insert a percentage.
Mark to include in the output.

Unmark not to include in the output.

Roles with At Least

% of Users and % of Resource overlap. Insert a percentage for Users and for Resource
overlap.

Mark to include in the output.

Unmark not to include in the output.

Roles Hierarchy
Opportunities

Mark to include roles hierarchy opportunities in the output.

Unmark not to include roles hierarchy opportunities in the output.

Similar Resources

This tab identifies almost matching users and resources and then identifies
users/resources that almost match a role according to the threshold percentage. For
each user, this option also identifies other roles that are populated by users with similar
attributes.

The fields are described in the following table:

Option Description

Resources with >= % of Common Users. Insert a percentage.
Mark to include in the output.

Unmark not to include in the output.
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Option Description
Resources % of Common Users. Insert a percentage.
Hierarchy Mark to include in the output.

Opportunities . .
PP Unmark not to include in the output.

In/0ut of Pattern Entities

This tab checks whether entities are within or outside the designated pattern,
depending on which check boxes are marked.

The fields are described in the following table:

Option Description

Users Matching % of a Role's Resources. Insert threshold.
Mark to include users matching in the output.

Unmark not to include users matching in the output.

Resources Matching % of Role's Users. Insert threshold.
Mark to include resources matching in the output.

Unmark not to include resources matching in the output.

Propose New Roles for Mismatch level. Insert threshold.
Users Mark to propose new roles for users in the output.

Unmark not to propose new roles for users in the output.

Propose New Resources for Mismatch level. Insert threshold.

Users Mark to propose new resources for users in the output.
Unmark not to propose new resources for users in the output.
Identify Users Matching Mark to propose new resources for users in the output.

Rule Based Roles Unmark not to propose new resources for users in the output.

Identify Users Not Matching Mark to propose new resources for users in the output.

Rule Based Roles Unmark not to propose new resources for users in the output.

Entities with Many/Few Connections

This tab identifies users and resources with very few or very many connections,
depending on which check boxes are marked.
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The fields are described in the following table:

Option Description

Users with >= Direct Resources, Total Resources, Roles. Insert threshold.
<= Direct Resources, Total Resources, Roles. Insert threshold.
Mark to include in the output.

Unmark not to include in the output.

Resources with >= Direct Users, Total Users, Roles. Insert threshold.
<= Direct Users, Total Users, Roles. Insert threshold.
Mark to include in the output.

Unmark not to include in the output.

Roles with >= Direct Resources, Total Resources, Sub-roles. Insert threshold.
>= Direct Users, Total Users, Parent Roles. Insert threshold.
<= Direct Resources, Total Resources, Sub-roles. Insert threshold.
<= Direct Users, Total Users, Parent Roles. Insert threshold.
Mark to include in the output.

Unmark not to include in the output.

Chapter 8: Audit Menu 141



Generate and Manage AuditCards

Generating an AuditCard

After parameters have been filled in, click Run! in the Audit Parameters window. A
progress bar will be displayed during the generation process. If many parameters were
selected, then generating the AuditCard may take a long time. In this circumstance,
consider whether to perform the run during off-peak hours. For large and complex
configurations, consider running the AuditCard option in separate parts. The run can be
stopped at any time without losing work. The accumulated records will be displayed in a
new AuditCard.

Each record in the audit card reflects a separate alert and all records contain a
date/time stamp and their tracking status (new records are marked as suspected). An
existing AuditCard can be re-run to check the status of alerts that have already been
addressed. The AuditCard's description field can be used to annotate alerts with
clarifications or explanations for reference purposes at a later date (for example, if the
record needs to be re-checked in the future or if it was found to be OK even though it
continues to be generated).

AuditCards are saved as special documents (.aud files) and enable subsequent tracking
of alert status. It is also possible to add new alerts to existing alerts by activating the
Open AuditCard radio button and performing a new run (Run!). The following window

shows a typical AuditCard generated from an existing configuration.

Comments can be added in the Description field.

db - ConfigWithRolesAudit1.aud [Configuration : SOL: ..sdb - Configh¥itl =13l
Base Configuration SOL:). sdbfConfigWithRoles. cfg h
Status |1 | DatefTime | Audit Code | First Entit | Second Entit |~
" Suspected 1 Sun Jun 10...  Suspect User-Res Connection by HR zerman Tom [94735470] UGSAVESYS, NTSAYE, WinNT -
? Suspected 2 Sun Jun 10..,  Suspect User-Res Connection by HR. Tortia Dan [95662230] UGSTAMSYS, NTSTAM, WinhT
? Suspected 3 Sun Jun 10, Suspect User-Res Connection by HR. Taskoni Bob [97847110] UGSILYSYS, MTSILY, WinlT
? Suspected 4 Sun Jun 10 ... Suspect User-Res Connection by HR. Allen Sherman [99883135] UGMPBR, RACFPROD, RACF22
? Suspected | 5 Sun Jun 10...  Suspect User-Res Connection by HR Joe Dassin [99883136] UGMPER, RACFPROD, RACFZZ
? Suspected & Sun Jun 10...  Suspect User-Res Connection by HR Mike Pamela [§7347530] public, UNXMARKT, Solaris2é
? Suspected 7 Sun Jun 10..,  Suspect User-Res Connection by HR. foham Anne [93572110] e-mail, outlook, \WinhT
? Suspected 8 Sun Jun 10, Suspect User-Res Connection by HR. Kistor Steve [93988710] e-mail, outlook, \WinlT
? Suspected 9 Sun Jun 10 ... Suspect User-Res Connection by HR. Taskoni Bob [97847110] e-mail, outlaok, \WinlT
? Sneperted 10 Son Ton 10 Suspert | lser-Res Cannectinn by HR |1 -marry Peter [74733340] e-mail, rnkinok, WinkT
? Suspected 11 Sun Jun 10 ... Suspect User-Res Connection by HR. ‘Wear Isabelle [87487780] e-mail, outlaok, \WinlT
? Suspected | 12 Sun Jun 10...  Suspect User-Res Connection by HR Rojer Dave [§5490390] e-mail, outlook, WinNT
? Suspected 13 Sun Jun 10..,  Suspect User-Res Connection by HR. Moses Chris [90873220] e-mail, outlook, \WinhT
? Suspected 14 Sun Jun 10, Suspect User-Res Connection by HR. Tortia Dan [98662230] e-mail, outlook, \WinlT
? Suspected 15 Sun Jun 10 .., Suspect User-Res Connection by HR. ‘foham Anne [93572110] office2003, 2003, WinNT
? Suspected 16 Sun Jun 10 ... Suspect User-Res Connection by HR. Kistor Steve [33985710] office2003, 2003, WinMNT
? Suspected | 17 Sun Jun 10...  Suspect User-Res Connection by HR Taskoni Bob [97847110] office003, 2003, WinNT
? Suspected 18 Sun Jun 10..,  Suspect User-Res Connection by HR. Lu-marty Peter [74733340] officez003, 2003, WinNT
? Suspected 19 Sun Jun 10, Suspect User-Res Connection by HR. ‘Wear [sabelle [87487780] office2003, 2003, WinNT
? Suspected 20 Sun Jun 10, Suspect User-Res Connection by HR. Rojer Dave [85490390] office2003, 2003, WinNT
? Suspected 21 Sun Jun 10 ... Suspect User-Res Connection by HR. Moses Chris [30673220] office2003, 2003, WinMNT
?I Suspected 22 Sun Jun 10...  Suspect User-Res Connection by HR Tortia Dan [966622350] office003, 2003, WinMNT hd
4 Mo

The fields are described in the following table:

Name

Description

Base Configuration

Displays the Configuration file path and name on which the AuditCard is built.
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Name Description

Status The AuditCard provides a list of “suspected” violations of internal logic as applied to
the specific configuration.

ID An incremented number showing the number of suspected records within the
“suspected” list generated in the AuditCard.

Date/Time Date and time that record was generated.

Audit Code Lists a text description of the type of the suspicion detected.

First Entity First entity involved in the alert.

Second Entity

Second entity involved in the alert.

Third Entity Third entity involved in the alert.

Score Not relevant for AuditCard.

Description Comments can be inserted by the Role Engineer.
More information:
Pattern-Based Audit (see page 135)

Audit Codes

Audit codes explain the reason that the system has designated the record as suspicious.
The following are the audit codes that currently exist in CA Identity Governance:

Audit Code Text Audit  Audit Code Text Audit
Code Code
No. No.
"Suspect Role Definition" 101 "User with Few Direct Resources" 804
"Suspect Role Def (User)" 102 "User with Few Total Resources" 805
"Suspected Collector" 201 "User is Member of Few Roles" 806
"Suspected Collector (Res)" 202 "Resource with Many Direct Users" 807
"Suspected Collectible" 301 "Resource with Many Total Users" 809
"Suspected Collectible (User)" 302 "Resource Used by Many Roles" 810
"Suspect User-Res Connection" 401 "Resource with Few Direct Users" 811
"Suspect User-Role Connection" 402 "Role with Many Users" 814
"Suspect Role-Res Connection" 403 "Role with Many Total Users" 815
"Roles For Almost Same Resources" 501 "Role with Many Resources" 816
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Audit Code Text Audit  Audit Code Text Audit

Code Code

No. No.
"Roles For Almost Same Users" 502 "Role with Many Total Resources" 817
"Role Resources Covered By Another" 503 "Role with Many Sub Roles" 818
"Role Users Covered By Another" 504 "Role with Many Parent Roles" 819
"Role Subsumed By Another (Same Resources)" 505 "Role with Few Users" 820
"Role Subsumed By Another (Same Users)" 506 "Role with Few Total Users" 821
"Hierarchy Opportunity (Parent Child)" 507 "Role with Few Resources" 822
"Overlapping Resources (Users)" 508 "Role with Few Total Resources" 823
"Resources Hierarchy Opportunity (Fuller Partial)" 509 "Role with Few Sub Roles" 824
"User Almost Matches a Role" 601 "Role with Few Parent Roles" 825
"Resource Almost Matches a Role" 602 "Dual User-Resource Link" 826
"User with Many Direct Resources" 801 "Dual Role-Resource Link" 827
"User with Many Total Resources" 802 "Dual Role-Role Link" 828
"User is Member of Many Roles" 803

Set AuditCard Alert Options

The primary audit alerts management options are accessed by highlighting one or more
AuditCard records and activating the right-click control menu.

View Roles Overlap and Choose Whether to Merge

Activate entity window for more details about problematic entity.

Details of ADMNMGR

The CA Identity Governance suggestion for handling specific alert.

Sek Enkry Stakus ko ...

Create a Mew AuditCard with the Selected alerts

Print Selecked ..,

Print Selected Preview

‘Wiew Roles Overlap and Choose Whether to Merge

Details of ADMNMGR
Details of ADMGEHRL
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Set Entry Status To

This is the main tool for tracking progress of alert handling. Four options are available:

Status Name

Icon  Description

Suspected

? Initial designation of a record as suspicious.

OK

The alert was examined and found to be in compliance.

Addressed

personnel and is no longer a problem.

In Progress

g
v The problem detected has been handled by audit
x

The problem is in the process of being handled by audit

personnel.

Audit status appears in the far left-hand column of the AuditCard. If status has been
changed by the Role Engineer, then the status name and icon in the left-hand column

will also change.

Create a New AuditCard with the Selected Alerts

To use this option, highlight alerts in the AuditCard. Then, right-click on the highlighted
records, and choose Create a New AuditCard with the Selected Alerts. A new AuditCard
window will open containing the selected alerts only.

Alert Handling Suggestions

CA Identity Governance generally offers “intelligent” suggestions for handling an alert
based on its analysis of each generated alert. The range of suggestions is very wide and
corresponds to the type of alert. If the Role Engineer clicks on the suggestion, a relevant
follow-up window often opens to continue handling the problem as suggested. In some
cases, CA ldentity Governance does not make any suggestions for handling the alert but
does give direct access to the entity details window (refer to the following section).

The following are some examples of suggestions from an actual AuditCard:

Audit Code

Suggestion

Action

Suspected
Collector

Review User Definition

Opens User window

Suspected
Collectible

Review Resource Definition

Opens Resource window

Suspect Role
Definition

Review Role Definition

Opens Role window
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Details

Audit Code

Suggestion

Action

Suspect Role-Res

Remove privilege to “SYS1,

Privilege will be removed and alert

Connection RACFPROD, RACF22” from  will be marked as “Addressed”.
Role “ADMHR”
Suspect Remove privilege to “SYS1, Privilege will be removed and alert
User-Role RACFPROD, RACF22” from  will be marked as “Addressed”.
Connection User “John Doe [ID NO.
NNN]J”
Suspect Remove privilege to Privilege will be removed and alert
User-Resource “BRLIMSYS, RACFPROD, will be marked as “Addressed”.
Connection RACF22” from user “John

Doe [ID NO. NNNJ”

Roles for Almost

View overlap and choose

Merge Role Definitions window will

Same Users whether to merge open. If OK is pressed a merge occurs,
and the alert is marked as
“addressed”.

Roles Users View overlap and choose Merge Role Definitions window will

Covered by whether to merge open. If OK is pressed a merge occurs,

Another and the alert is marked as

“addressed”.

Roles Resources

View overlap and choose

Merge Role Definitions window will

Covered by whether to merge open. If OK is pressed a merge occurs,

Another and the alert is marked as
“addressed”.

User Almost Add privilege to “FINAR” Privilege will be added and alert will

Matches a Role

for User “John Smith [ID
NO. NNNJ”

be marked as “Addressed”.

New Role
Proposal

Add privilege to “FINAR”

for User “Jim Jones [ID NO.

NNN]J”

Privilege will be added and alert will
be marked as “Addressed”.

User with Few
total Resources

Review User Definition

Opens User window.

This option appears among the options listed for the AuditCard right-click menu. It is a
sort of short cut that directly accesses the indicated entity window and is provided to
facilitate examination of the relevant problematic entity.
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More information:
Edit User (see page 75)
Edit Role (see page 76)
Edit Resource (see page 79)
Print Selected
Opens the Microsoft Windows Print window to print the selected alerts.

More information:

Print Reports (see page 120)

Print Selected Preview
This option shows a print preview of the selected alerts.
More information:

AuditCard Report (see page 123)
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Chapter 9: Check Policy Compliance

Unlike the role-based auditing options, which involve the application of internal logic to
a specific configuration, this chapter introduces CA Identity Governance's Compliance
module. The Compliance module enables a system administrator, business manager,
auditor, or any other actor to formulate a unique set of Business Process Rules (BPRs),
which represent various constraints on privileges. These rules are formulated
independently of a specific CA Identity Governance configuration and can then be
applied to different configurations. Thus, the Compliance module augments CA Identity
Governance auditing capabilities with a new and powerful compliance verification and
documentation tool.

This section contains the following topics:

Manage Business Policy Rules (see page 149)

Create a Business Policy File with New Business Process Rules (see page 155)
Open an Existing Business Policy File (.bpr) (see page 157)

Modify Existing Business Policy Rules (see page 157)

Running Business Policy Compliance Checks (see page 157)

Generate an AuditCard with the Compliance Module (see page 158)

Managde Business Policy Rules

A Business Policy Rule (BPR) expresses business, provisioning, or security constraints as
a logical condition that can be applied to the entities and links in a CA Identity
Governance configuration. For example:

<Purchasing> forbidden to be <Subcontractor Payments>

You can apply this rule to a CA Identity Governance configuration to ensure that
workers who have privileges to order stock from subcontractors do not have privileges
to authorize payments to those subcontractors.
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Rule Restrictions

Typically a BPR is defined by specifying the following information:

The type of rule—CA Identity Governance provides a broad range of rules that let
you examine and compare various entity values. The rule type that is used in the
previous example is Restrict access of users to roles by role access. This type of rule
restricts the roles that a user can have based on other roles they already have.

The logical condition—in our example, users with certain roles are forbidden from
having other roles. You can also use this type of rule to allow or require users with
certain roles to have other roles.

Data sets and limit values—in our example, we specify a set of roles that are related
to purchasing functions, and another set of roles that grant payment privileges.

A Business Policy is a set of BPRs. This policy (saved as a BPR file) exists independently of
any specific configuration. The rules that comprise the policy can be adapted and
applied to any CA Identity Governance configuration to verify its logic, integrity, and
compliance with policy.

Most rules describe a relationship between two groups of entities. You specify the
members of these groups when you create a rule. These groups are identified as Left
and Right in BPR editing screens. The following table lists the rule types and the
restrictions available for each rule type.

Role — Role (by Users)

Only <L> May Have <R>
Only users that have roles on the left may have roles on the right side.
<L> Must Have <R>
Users that have roles on the left must have roles on the right.
<L> Forbidden to Have <R>
Users that have roles on the left must not have roles on the right.
<L> Only Allowed to Have <R>

Users that have roles on the left can only have roles on the right, and no
others.

Role - Role (by Roles)

Only <L> May Have <R>

Only roles that have child roles on the left may have roles on the right as
children

<L> Must Have <R>

Roles that have child roles on the left must have roles on the right as children.
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<L> Forbidden to Have <R>

Roles that have child roles on the left must not have roles on the right as
children.

<L> Only Allowed to Have <R>

Roles that have child roles on the left can only have roles on the right as
children, and no others.

Role — Resource (by Users)
Only <L> May Have <R>
Only users that have roles on the left may access resources on the right.
<L> Must Have <R>
Users that have roles on the left must access resources on the right.
<L> Forbidden to Have <R>
Users that have roles on the left are must not access resources on the right.
<L> Only Allowed to Have <R>

Users that have roles on the left can only access resources on the right, and no
others.

Role — Resource (by Roles)
Only <L> May Have <R>

Only roles that are parents of roles on the left may access resources on the
right.

<L> Must Have <R>
Roles that are parents of roles on the left must access resources on the right.
<L> Forbidden to Have <R>

Roles that are parents of roles on the left must not access resources on the
right.

<L> Only Allowed to Have <R>

Roles that are parents of roles on the left can access only resources on the
right, and no others.

Resource — Resource (by Users)
Only <L> May Have <R>

Only users that can access resources on the left may access resources on the
right.

<L> Must Have <R>

Users that can access resources on the left must access resources on the right.
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<L> Forbidden to Have <R>

Users that can access resources on the left must not access resources on the
right.

<L> Only Allowed to Have <R>

Users that can access resources on the left can access only resources on the
right, and no others.

Resource — Resource (by Roles)
Only <L> May have <R>
Only roles that include resources on the left may include resources on the right.
<L> Must have <R>
Roles that include resources on the left must include resources on the right.
<L> Forbidden to have <R>

Roles that include resources on the left must not include resources on the
right.

<L> Only allowed to have <R>

Roles that include resources on the left can include only resources on the right,
and no others.

User Attribute - Role
Only <L> May have <R>
Only users with user attributes on the left may have roles on the right.
<L> Must have <R>
Users with user attributes on the left must have roles on the right.
<L> Forbidden to have <R>
Users with user attributes on the left are forbidden to have roles on the right.
<L> Only allowed to have <R>

Users with user attributes on the left can have only roles on the right, and no
others.

User Attribute - Role Attribute
Only <L> May have <R>

Only users with attributes on the left may have roles with attributes on the
right.

<L> Must have <R>

Users with attributes on the left must have roles with attributes on the right.
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<L> Forbidden to have <R>

Users with attributes on the left are forbidden to have roles with attributes on
the right.

<L> Only allowed to have <R>

Users with attributes on the left can have only roles with attributes on the
right, and no others.

User Attribute - Resource
Only <L> May have <R>
Only users with user attributes on the left may access resources on the right.
<L> Must have <R>
Users with user attributes on the left must access resources on the right.
<L> Forbidden to have <R>

Users with user attributes on the left are forbidden to access resources on the
right.

<L> Only allowed to have <R>

Users with attributes on the left can access only resources on the right, and no
others.

Segregation of Duty Roles
Should have no more than <R> of <L>
Users should have no more than number (on right) of the roles on the left.
Should have at least <R> of <L>
Users should have at least number (on right) of the roles on the left.
Should have exactly <R> of <L>

Users must have exactly number (on right) of the roles on the left.

Segregation of Duty Resources
Should have no more than <R> of <L>
Users should have no more than number (on right) of the resources on the left.
Should have at least <R> of <L>
Users should have at least number (on right) of the resources on the left.
Should have exactly <R> of <L>

Users must have exactly number (on right) of the resources on the left.
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User Counter of Roles
Should have no more than <R> Users
Roles on the left should have no more than number (on right) users.
Should have at least <R> Users
Roles on the left should have at least number (on right) users.
Should have exactly <R> Users
Roles on the left must have exactly number (on right) users.
User Counter of Resources
Should have no more than <R> Users
Resources on the left should have no more than number (on right) users.
Should have at least <R> Users
Resources on the left should have at least number (on right) users.
Should have exactly <R> Users
Resources on the left must have exactly number (on right) users.
User Attribute Value
Number <L> must be greater than <R>

The numeric value of the user attribute on the left must have a greater value
than the numeric value on the right.

Number <L> must be less than <R>

The numeric value of the user attribute on the left must be less than the
numeric value on the right.

Number <L> must be equal to <R>

The numeric value of the user attribute on the left must be equal to the
numeric value on the right.

Date <L> must be earlier than <R>

The date for the user attribute on the left must be earlier than the date on the
right.

Date <L> must be later than <R>

The date for the user attribute on the left must be later than the date listed on
the right.

<L> Must match regular expression (see page 67) <R>

The value for the user attribute on the left must match the value defined by the
regular expression on the right.

154 Client Tools Guide



Generate and Manage AuditCards

<L> Must not match regular expression (see page 67) <R>

The value for the user attribute on the left must not match the value defined
by the regular expression on the right.

<L> Should be empty
The value for the user attribute on the left should be empty.
<L> Should not be empty

The value for the user attribute selected on the left should not be empty.

Create a Business Policy File with New Business Process Rules

Business Policy documents are constructed either manually by entering text directly into
the Edit Business Policy Business Process Rule window one entry a time, or in a group
wise manner by selecting a group of entities and dragging them onto the BPR window.

Entering Entities - Manual Method

You can add roles and resources for new or complex BPR rules by manually typing using
the Edit window.

Follow these steps:

1.
2.

Open the Configuration and Business Policy documents.

Right-click in the BPR window, and select Add Business Process Rule (or click the
Insert shortcut key).

The Edit Business Policy Business Process Rule window opens.

Enter identifying text in the Rule ID field.

Select a Rule Type from the Rule Type drop-down list.

Select a Restriction for the rule from the Restriction drop-down list.

Enter values for the Left and Right entities in the Left and Right Entities edit boxes.

This method is acceptable when editing or adding occasional records to an existing
policy document. If you have selected a Default Configuration then you can select
entities from the drop-down list.

Click Add to add the Entity values to their respective lists.
Click OK.

The rule is added to the Business Policy Document.
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Entering Entities - Group Method

When adding roles and resources for new or complex BPR rules, manual typing can be
tedious and prone to errors. In this case, it is preferable to use the drag-and-drop copy
method and add entities as a group. When adding the entities as a group you select
them from a pre-existing configuration file and drag them to the respective left or right
entities for a rule you have set up in a Business Policy document.

Follow these steps:

1. Open the Configuration and Business Policy documents.

2. Right-click in the Business Policy document and select Add Business Process Rule.

The Edit Business Process Rule window opens.

3. Inthe Edit Business Process Rule window enter values for the Rule ID, Rule Type
and Restriction.

4. Click OK, and the rule is added the Business Policy document. The rule is only
partially complete as it is missing values for the Left and Right entities.

5. Select the Configuration file that is open on the desktop and that functions as the
source of the rule entities.

According to the rule created, select a group of values from the configuration that
match the Left entity for the rule that was only created. Assuming the rule was of
type Role-Resource select a group of roles from the Role Name column in the
configuration file.

6. Drag-and-drop the group into the Left Entities field of the new rule in the Business
Policy window. A name now appears in the Left Entities field for the rule.

7. Select a group of values from the column in the configuration file that matches the
Right entity of the rule.

8. Drag-and-drop the group into the Right Entities field of the new rule in the Business
Policy window.

A name now appears in the Right Entities field for the rule.

9. Click the rule in the Business Policy window and the Edit Business Process Rule
window opens. The values selected for the entities now appear in the Left and Right
Entities list.

10. Edit the contents of the list by removing entries as required. Add more entries as
required.

11. Save your changes.

12. Select a configuration file from the Default configuration drop-down.
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As the entities are being dragged, the cursor pointer symbol changes from LINK
(indicating the record is in memory) to © (indicating the record is being dragged) to
ADD, before actually being “dropped” into the appropriate column.

Note: Roles and resources cannot be dropped on an empty record. The record must first
be created before performing drag-and-drop of roles and resources.

Open an Existing Business Policy File (.bpr)

To open an Existing Business Policy File, click File, Open and select the existing business

policy document and click Open.

Modify Existing Business Policy Rules

To edit an existing BPR rule, highlight the intended record and right-click the mouse.

Select an option from the menu.

Menu Option

Description

Add BPR

Right click on the first empty BPR line in the open policy
document, and select Add BPR Entries, an empty Edit
Business Process Rule window. Create the new rule and click
OK. The new rule is added t the Policy document.

Delete BPR

Highlight a BPR record, and select Delete BPR Entries. A
delete confirmation message will be generated. Press Yes to
delete or No to cancel the delete operation.

Edit BPR

The Edit Business Process Rule window opens displaying the
values for the selected rule. Make changes and save the
edited rule.

Change BPR Type

Running Business Policy Compliance Checks

To run a Compliance check

1. Open the relevant configuration file and choose Audit, Business Policy Compliance
Check from the menu bar or use the Ctrl + B keyboard shortcut.

The Business Policy Compliance Check window opens.
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2. The following options can be implemented from this window:

BPR Files check box

Mark only the Business Policy file(s) that will be run in the BPR Files list.

Test BPR Consistency

Tests the BPR rules of the policy file for errors before performing the run.
However, even if a policy file is run without first performing this check,
verification will be performed during the run process (when the Test for
Violations button is pressed), and any errors will be displayed for handling.

Add Policy

Enables adding a policy file not already on the list.

Remove Policy

Enables removing a policy file currently on the list.

Test for Violations

Runs the marked policy file(s) on the currently selected CA Identity Governance
configuration. Verification is performed before the actual run, and any errors
are displayed for handling.

Maximum number of alerts generated for each Rule

Limits the number of alerts generated per BPR rule. An “alert” is a record that
is designated as “suspected” in the resulting AuditCard (Figure 146).
Sometimes, an alert generates other alerts that are dependent on it. Putting a
limit on the number of alerts restricts the number of total alerts generated and
enables the Role Engineer to focus on basic alerts or suspected records.

Maximum number of alerts generated for each Entity

Limits the number of alerts generated for each entity.

Generate an AuditCard with the Compliance Module

Compliance BPR rules are written to find exceptions, which can then be examined by
the relevant administrator or auditor to determine their validity in the context of the
audited system. After determining and verifying Business Process rules in the selected
Business policy files, click Test for Violations in the Business Policy Compliance Check

window.

An AuditCard is generated.

The AuditCard provides a list of “suspected” violations of the policy-defined rules as
applied to the specific configuration. The format of the Compliance AuditCard is similar
to the format of the AuditCard generated by running pattern-based audit functions.
However, there are differences.
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Refer to the following table:

Name Description

Status The AuditCard provides a list of “suspected” violations of the Role Engineer -defined
rules as applied to the specific configuration.

ID An incremented number that shows the number of the suspected records within the
“suspected” list generated in the Compliance AuditCard.

Date/Time Date and time that the record was generated.

Audit Code The Audit Code column lists the group and specific restriction of the record.
First Entity The user detected by the Compliance module to whom the rule applies.
Second Entity The left entity as recorded in the Compliance window.

Third Entity The right entity as recorded in the Compliance window.

Score Not relevant for Compliance AuditCard.

Description Description of rule as recorded by the Role Engineer when rule was created.

More information:

Running Business Policy Compliance Checks (see page 157)
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Chapter 10: Import and Export

The import process transfers user information into CA Identity Governance from the
native systems on which it resides. The export process returns the information to the
native systems after creating and modifying roles with CA Identity Governance.

Data Management provides a number of converters through which user information is
processed. These import and export facilities represent the most common operating
systems used on the native security systems.

The converters are located in the Import and Export menus.

This section contains the following topics:

Supported Import and Export Platforms (see page 161)
CSV Files Converter (see page 162)

Generic LDIF to CA Identity Governance Converter (see page 170)
Active Directory Converter (see page 171)

RACF Converter (see page 175)

Import from TSS (see page 177)

Import from UNIX (see page 178)

SAP to CA Identity Governance Converter (see page 179)
Import Windows Shared Folder (see page 183)

TIM2CA Identity Governance Converter (see page 184)
BMC Identity Manager Open Services (see page 188)

Supported Import and Export Platforms

The Import and Export menus provide support for importing and exporting user and
user privilege information to and from CA Identity Governance.
To access either the CA Identity Governance Import or Export converters
1. From the menu bar, select either Import or Export.
The menu opens and lists the Import/Export converters.
2. Select the converter that you want to use.

The selected converter opens.

The Import menu provides support for importing from the following file types and

platforms:
m CSVfiles
m  LDIF files
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m  Active Directory

m  RACF
mTSS

® Unix
m SAP

m  Windows Shared Folder
= |TIMV4.5and V4.6

= Control SA

The Export menu provides support for exporting to the following file types and
platforms:

®  Active Directory

m  RACF

m  SQL Database

m CSVfiles

m  |TIMVA4.5and V4.6

= Control SA

CSV Files Converter

Import from CSV Files

It is often convenient to convert information about users and privileges from native
security systems into simple CSV files. The CSV (Comma Separated Values) format is the
most common import and export format for spreadsheets and databases. CSV files can
then be manipulated and extended using simple tools such as Excel, if necessary. CA
Identity Governance has its own converter that takes several CSV files as input and
creates a CA Identity Governance configuration.

Typically, the CA Identity Governance CSV converter uses several CSV files as input, with
each individual file representing one entity type (such as users and resources databases)
or one relation between two entity types (roles). Some of the files are optional and if
not specified at the time of import will be assumed to be empty. The converter
produces one output file, which is the CA Identity Governance configuration file.

Note: The UsersDB and ResDB files are not created and are assumed to be provided in
the same CSV format as used in a CA Identity Governance configuration.
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Entity Files
Users database

The first row in the entity file must be a header row. Each subsequent row
represents a single user, where the row contains the following fields:

m  PersonlD—the key, and must be unique
m  UserName

m  Organization

m  Organization Type

m Field 1 to Field n (optional)

File Edit Format VYiew Help

Fersonll, Userhame,orghame, orgType, Country, Location, Title, Cost Center
"45480040" "sssssteiven Pat" "System management’ Curpurate ,us”, "pennsylvania”, "Security Admin Manager" "2
"47868650", "mMoris Bi11", ”System Management Cm‘pnr‘ate ‘us”, "Pennsy1van1a Deve'luper 24123, v, v,
"52656727", "Rodman Adam","system Mana ement","cnr‘ Dr‘ate "ust Pennsy'l\.'an"la Deve'lo er" 24123” e
"54672910", "Cooper Amos”, "IT security”, "corpaorate”, "us”, "PennsyTvama 'IT Manager 26266 11234" nhpm
v talex Patrwck” “App11cat10n Deve Upment Cor‘por‘ate us”, "Pennsy'lvama Deve'loper" "30111" e
"purchasing" "Cﬂr"pnrate" ST e Jer‘sey B Durchas'mg Manager '32444,112 34”,”","”
" ”Operatwuns Curpurate', US" "New Jersey","coo", 31222, 11224” e T e

"65656540" App'\'lcat'mn pevelopment”,” Cnr‘pm‘ate Ush, "penns 'I\.'ama Deve'loper‘” ”30111” "
"67283470" ,"System management”, "corporate”, "Us”, "new Jer‘sey","Deve oper’ ”24123” ”",
"BY565330" WarTs Eiar‘ry” "Human Resources ‘car Dr‘ate" "us","New Jer‘sey', HR Manager‘ 27111 11234” ne
"67762440", "Purple mary", Fifrh ave Branch", “&ranches", "u5" , 'mew vork","Branch manager 22321 11234"
"F4T33340", "Lu-marry Peter‘” "stamford En"anch","Branches","us' “Comnectdcut” Eir‘anch O'Ff'lcer‘/c'lerk” 21331” "
"F5464420"

"Cohen Steve" System Management”, "Corporate”, "Us", 'Pennsy'lvama "Devaloper”, "24123", ", "0, ML N
"F5675330", "Davis Br‘ett", "Database administrators", "Corporate”, "us Pennsy'lvama 'DE Admin Manager" "29333
<

b3

Resources database

The first row in the entity file must be a header row. Each subsequent row
represents a single resource and contains the following fields, where a combination
of Resource Name 1, 2, and 3 is the key and is assumed to be unique:

m Resource Name 1
m  Resource Name 2
m  Resource Name 3

m Field 1 to Field n (optional)

B ResDB.rdb - Notepad

File Edit Format VYiew Help

Restamel, Reshamea?, Restames, owner, organization,Location A
" APPLDE HRACFTEST.. Lryeast ittt

"BRLIMSYS" RACFPROD“ "RacCF22", "MVSF‘ROD" "production RACF","Pr"DdUCt"\Dn RACF"

"DEVELOP", "RACFPROD" "RAcCF22", "MVSPROD" “production Racr' “Proguction RACF”

"DEVELOP", "RACFTEST", "RACF22", "MVSTEST " "Test RACF"
"bomain UZars "NTSAVE“ “w-mNT" "BRANCHEAVE"
Dnma-\n uUsars NTSTAM“, Mg nNT", "BRANCHST Ap"
'NTSTLV!, "winnT", "
ACFPROD', TRACF22" RACF", "Pmductw‘un RACF"
ACFTEST", "RACF "T TR ACF"

RACF22

ACF", "Production RACF"
TESt RACF"

"sys2", "RACFPROD", “RACFZZ","MVSPROD Pmductw‘on RACF" Pmductwn RACF"
TESTDEV“ "RACFPROD" ,"RACFZZ“,"MVSPROD" "production RACF F'r‘DduCt‘an RACF"
"TESTDEV', "RACFTEST", "RACF22", "MVSTEST", "Test RACF", "Test RACF"
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Roles

The Roles entity file does not require a header row. The file has one row per role

definition, each with the following fields:
m  Role Name - must be unique
m  Description

m  Organization

m Owner

m  Type

m  Creation Date

m  Reviewer

m  Approval Status

m  Approval Date

m  Rule

m  Organization 2

m  Organization 3

m  Expiration Date

B roles.txt - Notepad
File Edit Format Yiew Help

"BASIC ROLE", "Mew Role’, Enterpmse 3 LEV'\ Jay", Org role”, "16/01/2006 09:31"
Orgamzat‘lnn - batabase administrators", "http: /ﬂuca?hust/temp/ru'le database. _a
"arganization Fifth Ave Branch", "Characteristic RD'IE (80%)", "rifth ave Branc

"organization - Finance" Char‘acterwst'lc role (80%)","Finance”, "Hope collin”
“Organ"lzat"lon - Human Resour‘ces "characteristic role (80%) , "Human Resources'
Orgamzatwn - IT security", char‘acterwst'lc role (BO%)","IT Secur"lty "amos CODper"
"organization - Marketing] Dept "Characteristic role (80%) y Mar‘ketmg Dept.
orgamzatwn - operations ‘Characteristic Role ¢80%) ", operatwns , '"Herman Bar’bara ,"
"organization - Purchasing,"Characteristic Role (80%)","Purchasing’, 'miles Euﬁ/ "
orgamzatwn - silicon Vaﬂey Branch , '"Characteristic RDWe (80%) Sﬂ'lcon wva
Orgamzatwn - stamford Branch" Characterwsﬂc rRole (B0x)", Stamfurd Branch"

"organization - Application DEVE'Imeent Characteristic role (80%)
"Title - pProduct manager ‘Characteristic rRole (_50%) ,'Title - F'r‘DduCt Manager
"Title - operator","c arafteristic role ¢s50%)","Title - operator”, "Tailor PR

<.

L, Levi Jay', Apprclved
dm‘lmstratnrs htm1"
"Eagle richard", ”Org role",
16/01/2006 09 31

5/
16/01/2006 09:31"

16/01/2006 09 31
1ey Branch B Yoham Anne"

Orgamzat‘lnn - System Management "Characteristic role (80%) "System Management
App'l‘lcat‘l:m Deve'lnpment

16/01/2006 09 3L

Relations Files

User-Resource Connections

The User-Resource Connections entity file does not require a header row. The file
requires one row per connection, each with the following fields:

m  PersonlD

m  Resource Name 1
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m Resource Name 2

m  Resource Name 3

B user_res_links.txt - Notepad
File Edit Formak Yiew Help

"454890940", "UGSAVELAN", "NTSAVE", "winnT" -
"45489940", "UGSAVESYS", "NTSAVE", "winnT' =
“45489940“,“UGSTAMLAN”,“NTSTAM“ M T
"45489940", "UGSTAMSYS", "NTSTAM",
"45489940",”UGSILVLAN",”NTSILV",
"4 5450040", "UGSILWVSYS", "NTSILY"
"45480940", "UGFINL", "TSSCREDIT",
"45459940", "UGMPSYS", "RACFPROD",
"45489940", "UGSYS", "TSSCREDIT", "T5550"
"45489940", "public”, UNXMARKT”,“SD1ari526“
"45459940", "ugrks%/s 'UNMARKT ", "Solarisza”
"45489940", "e-mai "outlook" W1nNT
"45489940", "offi ce2003" "2003" "winNT "
“4?868650“,“UGMPSYS“,”RACFPROD“ "RACFZ22"
"47868650", "e-mail", "outlook", "W"l ANT "

< | 2

Role-Resource Connections

The Role-Resource Connections entity file does not require a header row. The file
requires one row per connection, each with the following fields:

m RolelD
m Resource Name 1
m Resource Name 2

m Resource Name 3

B role_res_links.txt - Notepad
File Edit Format Wiew Help

"BASIC ROLE e-mail”, "outlook", "winnt" e
"BASIC ROLE", "officez003","2003", "winnT" =

"Organ"lzat"lon - Datahase Adm"m"lstr‘ator‘s UGAPPLDEV Adm'lmstr‘a‘mon [rOOT]", "NOVELADM", "Movella"
"organization - Fifth ave Branch”, UGSAVEGEN UHTSAVE", MwWinnT "

"organization - Finance", "PUBLIC", "RACFTEST" "RacF2z"

"organization Finance", UGADGENl administrition. [ROOT] "L UNOVELADM!Y, "Novella "

"organization - Finance", "UGFINL","TSSCREDIT", "T5550"

"organization - Human Resources”, "PUBLIC" RACFPROD' "RACF22"

Human Resources' “UGADGENL. Administration. [ROOTI", "HOVELADM", "Novell4"

"organization
" MNowELADM", "Novel14"

"organization - Human Resources', UGADMGR Adm'ln'lstrat'lon [ROOT]

"organization Human Resources', UGHR" RACFPROD "RACFzZZ"

"organization - Human Resources’ pub'l'lc UN><MARKT" "solarisz2g”

"organjzation - IT security’, “UGADGENL, Adm1n1strat10n [ROOT]", "NOVELADM", "Novell4"
"organization - IT Security", 'secmgr" "UNXMARKT", "Solariszge”

"organization Marketing_|l Dept 'JGADGENL. Adm'lmstratwn [ROOT]", "NOVELADM", "Novell4"
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User-Role Connections

The User-Role Connections entity file does not require a header row. The file
requires one row per connection, each with the following fields:

m PersonlD

m Role Name

B user_roles_links.txt - Notepad
File Edit Faormat Yiew Help

['45488940", "BASIC ROLE" -
"45489940", "organization - System Management” =
"45489940", "UGSILVLAMN"

"45485040", "USSAVESYS"

"45488040", "UGSTAMSYS"

"45489940", "UGSILYSYS"

"4 5485940", "UGFTRLK"

"45489940", "UGRKSYS"

"45485940", "UGMPSYS"

"45488040", "SYSTS1"

"4 5488040", " SV SMGR"

"4 54800940", "SySGNRL"

"47868650", "BASIC ROLE"

"47868650", "organization - System Management"
"478EBA50", "UGMPSYS"

Role-Role Connections

The Role-Role Connections entity file does not require a header row. The file
requires one row per connection, each with the following fields:

m  Role Name (parent)

m  Role Name (child)

B role_role links.txt - ... [Z]IEI[S_TI

File Edit Format View Help

—
L
T
H
=
=
[
-
m |
o
— |
L
I—l:
i
[

"syssiUB2 ", "BALLSYS"
"syssug2”, "BALLLAN"
"SysMGER", MSYSUNIXK"

L
"SysMER", "sYssue2 !
"sysmMcEr", Ysyssuel”
"SECMGR", "ADMGHRL"
"FIMMGR", "FINGL"
"FIMMGR", "FIMAR"
"FIMMGR", "FINAR"
"DEAMGR", "DBALNI X"

"DEAMGR", "DEAGHRL"

"BALLSYS", "BSILYSYS'
"BALLSYS", "BSTAMSYS"
"BaLLSYS", "BIAVESYS"

|
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Import a CSV File

To import a CA Identity Governance Configuration from a CSV file

1.

Click Import, Import from CSV file from the main menu.

The Importing to CA Identity Governance Configuration from CSV Files dialog
appears.

Specify the pathname of the configuration file that receives imported data.
Specify the pathnames of the CSV files containing entity and link information.
Specify the character used to separate values in the CSV file set.

Note: Some of the inputs may remain empty. For example, if you import from a
system that does not yet have roles, then you leave the roles file and all the role
connections files fields clear. The output is a CA Identity Governance configuration
file that can then be opened to perform role discovery and audit activities.

During the import process, CA Identity Governance creates a log file in the CA
Identity Governance Logs folder. This log file is separate from the CA Identity
Governance main log file, and is named according to CA Identity Governance's
naming convention, which follows:
eurekifyCSVConverter_<username>_<date>_<time>.log. This log file contains all the
errors and misconfigurations that CA Identity Governance has encountered. CA
Identity Governance will prompt you to view this log file when the import is
finished.

At the end of the conversion process, a message is displayed that indicates whether
errors were detected.

Important! In case of errors, review the log file to ensure that it does not contain
material warnings. The configuration file does not automatically open.

To open the configuration file from the File menu select Open from File, and
navigate to the target folder to open it.
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Prevent Role-Role Cyclical Dependencies in CSV File Import

Symptom:

| tried to run an import in the portal using CSV files with cyclical links. After the import
completes, | cannot open the Model or Master configurations.

Solution:

When importing data into CA Identity Governance using CSV file format, CA Identity
Governance can detect and prevent role-role cyclic dependencies.

Set the following properties:
m  import.csv.shouldCheckRoleRoleCyclicLinks=true

m  import.csv.shouldCheckRoleRoleCyclicLinks.shouldFailOnRoleCyclic=true

Note: The second property is relevant only if the first property is set to true.

CSV File Import Generation

Symptom:

When | import data in a CSV file from Microsoft Excel, the file is corrupted after porting
to CA Identity Governance. Upon looking at the resultant CSV file, it is seen that the
backslash ("\") character is removed under certain circumstances.

Solution:

When importing CSV files into CA Identity Governance, use the following property
setting:

import.csv.reader.escape

Description: Changes the escape character to a specific character not included in the
CSV font set when the backslash character ("\") is included.

Export to CSV Files

CA Identity Governance can convert a configuration file to CSV files for uploading to an
external security system.

To export a configuration to CSV files

1. Click Export, Export to CSV Files.

The Exporting from CA Identity Governance Configuration to CSV Files window
opens.
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CSV Mapper Utility

Specify the pathname of the source configuration file.
Specify the pathnames of the exported data files.

The following field is not self-explanatory:

Role ID as Number

This option is available for compatibility with previous versions of CA Identity
Governance where a role was identified by a Role ID (number). Otherwise, it
should be unchecked.

Click Export.

During the export process, CA Identity Governance creates a log file in the CA
Identity Governance Logs folder. This log file is separate from the CA Identity
Governance main log file, and is named according to CA Identity Governance's
naming convention eurekfiyCSVConverter_<username>_<date>_<time>.log. This
log file contains all the errors and mis-configurations that CA Identity Governance
has encountered. CA Identity Governance prompts you to view this log file when
the export is finished.

At the end of the conversion process, a message is displayed that indicates whether
errors were detected.

Important! Review the log file to ensure that it does not contain material warnings.

The CSV Mapper Utility allows you to extract user and resource data from any CSV file
and map that data to create CA Identity Governance Configuration files, and User and
Resource databases. The utility does not identify any role relationship that may exist
between the Users and Resources in CSV file.

To map a CSV file to CA Identity Governance entities

1.

Click Import, CSV Mapper Utility.
The CSV Mapper window opens.

In the Files section, specify the pathnames of source and target data files, and
specify the character used to separate data values in the source CSV file.

In the Source CSV to DNA Mapping section, specify the columns in the source CSV
file that correspond to mandatory user and resource fields.

Click Convert.

The CSV Mapper Utility creates each of the CFG, UDB, RDB files and locates them as
indicated in the CSV Mapper Utility.
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Generic LDIF to CA Identity Governance Converter

This converter is provided by CA Identity Governance, and retrieves data from a given
LDIF file. The converter allows mapping different attributes of LDIF objects to CA
Identity Governance fields. Once a map was designed it can be easily rerun on the same
file or on other LDIF files to produce CA Identity Governance configurations.

To start an LDIF conversion

1.

Click File, Import From External Sources, Import from LDIF File.
The Import LDIF dialog appears.

Specify the LDIF file to convert and the target CA Identity Governance configuration
files to be created.

If you have an LDIF-CA Identity Governance map xml file you may specify it and
continue with Step 6.

Click Edit Mapping.

The SET LDIF Mapping dialog appears.

The mapping allows 3 views of LDIF objects.

Map an LDIF object to a CA Identity Governance entity

The object may either be a user, a role or a resource. In order to perform the
mapping, choose both object and entity and click “Add”. After choosing a CA
Identity Governance entity for a specific object an attribute mapping is
required. Select attributes for the relevant CA Identity Governance fields and
click “Set” to add them to the mapping list. You may also map CA Identity
Governance fields to an OU of the object or to a constant text.

Link CA Identity Governance entities based on LDIF object attributes

When an LDIF object has an attribute pointing to another object this link may
be reflected in the CA Identity Governance configuration. Select the source and
destination objects and choose the attributes of the objects that should match.
Click “Add / Set” to add the selected mapping to the list.

Link CA Identity Governance entities based on attributes of an LDIF object

When an LDIF object represents a link between two other objects this link may
be reflected in the CA Identity Governance configuration. Choose the object
representing the link and select the source and destination attributes from the
object attributes. For both source and destination attributes select which field
of which entity they should match. Click “Add / Set” to add the selected
mapping to the list.

In any stage of the mapping click Show Example to view an example of the
attributes of the selected object. This is designed to assist you when choosing
attribute mappings.
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5. After you finish mapping all relevant data click Save to save the mapping to an xml
file and return to the conversion window. This mapping may be edited in the
future.

6. When you are pleased with the mapping click Start to perform the actual data
conversion and open the generated CA ldentity Governance configuration.

Active Directory Converter

Active Directory (AD) is a Microsoft directory service for storing information about
network-based entities, such as users, groups, applications, files, and printers. It is the
central authority that manages the identities and brokers the relationships between
these distributed resources, thereby enabling them to work together. It is a mechanism
for managing the identities and relationships of the distributed resources that make up
network environments. Since Active Directory is the central authority for network
security, enabling the operating system to verify a user's identity and control access to
network resources, it is the natural point from which to download users, groups and
resources information into CA Identity Governance.

After performing role discovery, analysis, definition and audit in CA Identity Governance,
you can export the new roles, and other changes that were made in the configuration,
back into Active Directory.

Import from Active Directory

The product enables import from one or more AD servers. Importing from multiple
servers is useful when there are frequent cross-links between them. Currently, the
product can export to only a single AD server.

Follow these steps:

1. Click Import, Import from Active Directory.

The Active Directory Wizard - Step 1 dialog appears.

2. Inthe Credentials section, specify the servers from which data is imported. For each
AD server from which you want to import, provide the IP/Domain Name, and port
and login credentials.

The following option is available:
Secure Authentication
Specifies that the Windows login is used to access target servers.

Note: Passwords are not saved in the registry, so when returning to an AD import
page, most values are kept, but not the password. Reset passwords each time you
run the connector.
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3. Inthe Output Files section, browse to set the pathnames of the data files that
receive imported data.

4. Specify the pathname of the mapping file—an XML file that describes the mapping of
AD attributes to CA Identity Governance entities. This file is saved after the first
time a new mapping is provided.

5. Click Next to continue.
The Active Directory Wizard - Step 2 dialog appears.

6. Under Search Area, select the points in the directory from which information is
imported (the bases), in this case the respective “DC”. You can import specific
containers from each of the imported AD servers.

7. Specify what to import. The following options are not self-explanatory:
Identify Roles By

Specifies how Active Directory entities are mapped to CA Identity Governance
roles. You can select more than one option. Valid values include:

CA Identity Governance Roles

Native CA Identity Governance roles are marked as such during a
preceding export.

Nested Groups

Primitive groups (meaninig that they are not the parent of other groups),
are imported as resources, and parent groups are imported as CA Identity
Governance roles.

Distribution Groups/Security Groups/Universal Groups/Global
Groups/domain Local Groups/Local Groups

Specified types of Active Directory groups are imported as roles.
8. Click Next to continue.
The Active Directory Wizard - Step 3 dialog appears.

9. A mapping window for Users attributes appears. Similar windows for Roles and
Resources appear in subsequent steps.

In these windows, fields of each entity type (users, roles and resources) may be
associated with their corresponding Active Directory attribute. The result of each
mapping operation is displayed in the mapping window.

To activate the mapping, select the line that is associated with the CA Identity

Governance attribute in the mapping table on the right.

When you map AD attributes to CA Identity Governance entities, take special care
to import unique values into CA Identity Governance keys, including users'
PersonlD, roles' Role Name, and resources' combination of ResNamel, 2, and 3.
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10.

To enable proper mapping of imported attributes back into AD in an export process,
import the CN and DN. Use the Object Name attributes.

Note: CA Identity Governance imports up to 127 characters for each field, and logs
alerts for objects that exceed such limitation.

The following fields are not self-explanatory:

Object Name
Chooses specific predesignated schema attributes ad/or combinations thereof.
CN and DN map to the respective schema attributes.

CNi maps to the i-th part of the object's DN, from right to left (meaniing that it
is based on the hierarchy), and beginning from the first container after the DC
values.

DNi maps to the i-th part of the object's DCs.
Constant Field

You can map a constant field into a CA Identity Governance field. For example,
it is often preferred to map the string "Active Directory" to Res Name 3.

Empty Field

This field enables you to leave a CA Identity Governance field blank.
Configuration Entity Field Name

Specifies a name for a CA Identity Governance attribute field

After you have mapped the fields of all entities, the product prompts you to save
the mapping into a reusable XML file.

A similar window displays to enable you to map roles.

When completed, the product starts the import, and displays the import process
progress. The following are steps to the import process:

m Import of objects — in this pass, the product imports all users, roles, and
resources objects

m  Import of links — in this pass, the product imports all links between objects

m  Verify links — in this pass, the product complements the configuration with
external objects that are linked to configuration objects. the product creates a
"stub" for each external object.

When the import process is completed, a message appears that provides statistics
on the imported data.
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11. Click OK.

During the import process, the product creates a log file in the CA Identity
Governance Logs folder. This log file is separate from the product main log file, and
is named according to CA Identity Governance's naming convention
eurekifyADConverter_<username>_<date>_<time>.log. This log file contains all the
errors and mis-configurations that the product has encountered. The product
prompts you to view this log file when the import is finished.

Important! Review the log file to ensure that it does not contain material warnings.

Export Active Directory

The process for exporting your modified CA Identity Governance configuration data to
your Active Directory server is similar to the process for importing Active Directory
information into CA Identity Governance. The process differs in the following ways:

Only the differences between the imported configuration and the modified
configuration are exported to the Active Directory server. Compare the two
configurations and generate a Differences Report file. You use the Differences Log
file as input for the Export process.

You can export to only a single Active Directory server at a time.

To export data to an Active Directory server

1.

Click Management, Compare Configurations.
The Compare Configurations window opens.

Compare your original configuration file to your updated configuration file and
generate a Differences Log file.

From the Export menu select Export to Active Directory.
The Active Directory Wizard Step 1 dialog appears.
Fill in the Credentials as described for the Import from Active Directory process.

Note: The export process only supports exporting to a single Active Directory server
at a time.

In the Input Files group field, enter the path and file name of the Differences Log
File containing the data to export to the Active Directory server.

Click Next.
The Active Directory Wizard Step 2 dialog appears.

In the Options area, select the options that are relevant to your configuration, and
click Next.

The Active Directory Wizard Step 4 dialog appears.
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8. On each of the Users, Roles and Resources tabs, map the CA Identity Governance
Entities to the appropriate Active Directory Attributes.

9. On each of the Users, Roles, and Resources tabs select the location in the Active
Directory to house new Users, Roles and Resources.

10. When appropriate, select the correct DN and CN values for the target Active
Directory from the DN and CN drop-down lists.

11. Click Finish to export the modified data to the Active Directory server.

Data is exported to an Active Directory server.
More information:

Import from Active Directory (see page 171)

RACF Converter

The Resource Access Control Facility (RACF) is a security component for IBM mainframe
computers that works together with the existing operating system to provide system
security, resource access control, auditability, accountability and administrative control.
As such, it is the main repository for users, roles and resources data on mainframe
computers.

The main input to the RACF import option requires downloading access data from RACF
using the IRRDBUOO unload utility. This generated text file should then be segmented
according to various line types, each representing a different type of entity and/or
connections. You can add enriched data about users attributes (for example, from the
human resources department database).

The output is a CA Identity Governance configuration, with RACF groups appearing as CA
Identity Governance roles and with RACF profiles as CA Identity Governance resources.

Import from RACF

To import data from RACF into CA Identity Governance
1. Click Import, Import from RACF.
The Importing from RACF Files window appears.

2. Inthe Resulting Configuration section, browse to set the pathnames of the data
files that receive imported data.
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Export to RACF

In the Options section, specify import options. The following fields are not
self-explanatory:

Add ACL Entities

Specifies if CA Identity Governance processes Application Control Language
(ACL) scripts during import.

Input HR file
Specifies the pathname of the file containing supplementary user data, if any.
Input RACF Download File

Specifies the text file that is generated by running the IRRDBUOO Unload utility.
The file contains lines that refer to the Users, Groups, Data Set Profiles and
General Resource Profiles. These lines are converted into CA Identity
Governance users, roles, and resources. All input types can be located in the
same file name, or input can be divided into separate files depending on line
types. This is done mainly for performance purposes.

Click Convert to import.

The configuration is created in the target folder but is not automatically opened by
CA Identity Governance.

To open the file, on the menu bar, select File, Open From File.

If any errors result from the import process, a CA Identity Governance message
appears. Check any errors in the eurekifyRACFConverterXXX.log file located in the
CA Identity Governance Logs folder.

Exporting involves the reverse process of importing.

To export data from CA Identity Governance into RACF

1.

Click Export, Export to RACF.
The Export to RACF window opens.
In the Files section, specify the pathnames of output files.

Note: If a differences file is being used when exporting to RACF, then it will first
have to be generated.

In the Options section, specify the entities and links to export.

Note: Either the Add or Remove check box must selected for each entity or link
type, but not both.
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4. Click Convert to export.

Note: In some cases the Export to RACF process only creates partial commands.
This occurs primarily for commands that require the creation of new accounts. The
output cannot be used as is and you must then complete the missing details in the
exported file.

Import from TSS

CA Top Secret (TSS) is a security component for IBM mainframe computers that works
together with the existing operating system to provide system security, resource access
control, auditability, accountability and administrative control. As such, it is the main
repository for users, roles and resources data on mainframe computers.

The main input to the CA Identity Governance TSS import option requires downloading
access data from TSS using the by generating a TSS List File, and transferring the
generated text file to a location on the Windows system to which CA Identity
Governance has access. There is also a possibility to add enriched data about users
attributes (for example, from the human resources department database).

The output is a CA Identity Governance configuration, with TSS profiles appearing as CA
Identity Governance roles and with TSS groups appearing as CA Identity Governance
resources.

To import data from TSS into CA Identity Governance

1. Create a TSS List File on the mainframe and transfer the file to a location that can
be accessed by your Windows system.

2. Click Import, Import from TSS.

3. Inthe Files section, browse to set the pathnames of the data files that receive
imported data.

4. Inthe Options section, specify import options. The following fields are not
self-explanatory:

Add ACL Entities

Specifies if CA Identity Governance processes Application Control Language
(ACL) scripts during import.

Input HR file

Specifies the pathname of the file containing supplementary user data, if any.
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5. Click Convert to import.

If any errors result from the import process, then a CA Identity Governance
message appears.

6. Check any errors in the SageTSSConverterXXX.log file located in the CA Identity
Governance Logs folder.

The configuration is created in the target folder but is not automatically opened by
CA Identity Governance.

Import from UNIX

The UNIX to CA Identity Governance converter accepts UNIX IDM files and converts
them into CA Identity Governance formatted CSV files which can then be transformed
into or incorporated in a CA Identity Governance configuration. The UNIX Group and
Password files serve as input for the conversion process. You must transfer these source
files to a location on your Windows system that can be accessed by CA Identity
Governance.

To import data from UNIX into CA Identity Governance
1. Transfer the UNIX Group and Password files to a location on the Windows system.
2. Click Import, Import from UNIX.

The Unix Converter window opens.

3. Inthe Source Unix Files section, enter the location of the UNIX password and group
files.

4. Inthe Target Files section click Browse to select the target CA Identity Governance
files to be generated. You must generate a Configuration file, Users file and
Resources file.

5. To treat the UNIX groups as CA Identity Governance resources select the Groups as
Resources check box.

6. Click Convert to initiate the conversion process and create the CA Identity

Governance configuration files.

The configuration is created in the target folder but is not automatically opened by CA
Identity Governance.
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SAP to CA Identity Governance Converter

The SAP to CA Identity Governance converter extracts data that is housed in SAP tables
and deposits the data in the various CA Identity Governance Databases according to the
Mapping scheme that you select in the SAP to CA Identity Governance Converter.

Note: This data connector is not included with the standard Role & Compliance
Manager package. Contact CA Technical Support to install this connector.

Mapping SAP Data to CA Identity Governance

The SAP tables and fields used by the SAP to CA Identity Governance converter are

listed:

SAP Table SAP Fields

USRO02 mandt, bname

AGR_AGRS mandt, agr_name, agr_child

AGR_USERS mandt, agr_name, bname, to_dat, col_flag

AGR_1251 mandt, agr_name, object, auth, field, low, high,
deleted

AGR_1252 mandt, agr_name, varbl, low, high

Note: Low values in the AGR_1251 table can be represented by variables. In such
instances the variable references Low and High values that are contained in the
AGR_1252 table.

We recommend that you do not trim the tables to remove fields that are not necessary,
since additional fields may be needed in future versions.

The current converter supports several mapping schemes. These are:

m  Map roles to resources

m  Map field values to resources

®  Map authorization objects as resources

m  Map object as roles, field values as resources
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Map Roles to Resources

The Map Roles to Resources mapping scheme takes SAP Roles and maps them to CA
Identity Governance resources. The SAP role information is taken from the following
SAP tables:

m  USRO2 - holds a list of system users
m  AGR_AGRS - links composite roles to their child simple roles
m  AGR_USERS - links users to roles (both composite and simple)

This table shows the relationship between CA Identity Governance Database entities
and their respective source Table and Fields in a generic SAP database.

CA Identity Governance SAP Table SAP Fields

Entities and Links

Users USR02 bname

Resources AGR_AGRS agr_child

Roles AGR_AGRS agr_name

User-Role links AGR_USERS bname, agr_name
Role-Resource links AGR_AGRS agr_name, agr_child
User-Resource links AGR_USERS bname, agr_name (only

simple roles)

Map Field Values to Resources

The Map Field Values to Resources mapping scheme takes SAP Objects and Fields and
maps them to CA Identity Governance resources. The SAP role information is taken from
the following SAP tables.

CA Identity Governance SAP Table SAP Fields

Entities and Links

Users USR02 bname

Resources AGR_1251 object, field, low, high

Roles AGR_AGRS agr_name

User-Role links AGR_USERS bname, agr_name

Role-Resource links AGR_1251 agr_name, object, field, low,
high

Role-Role links (Hierarchy) AGR_AGRS agr_name, agr_child
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Map Authorizaton Objects as Resources

The Map Authorization Objects as Resources mapping scheme takes SAP Authorization
Objects and maps them to CA Identity Governance resources. The Mapping scheme only
imports to fields that are selected in the FieldsForm window in the SAP to CA Identity

Governance converter.

CA Identity Governance SAP Table SAP Fields

Entities and Links

Users USR02 bname

Resources AGR_1251 auth, object, field, low, high

Roles AGR_AGRS agr_name

User-Role links AGR_USERS bname, agr_name

Role-Resource links AGR_1251 agr_name, auth, object,
field, low, high

Role-Role links (Hierarchy) AGR_AGRS agr_name, agr_child

AGR_1251 specifies role Authorization Objects with fields and values.

Map Object as Roles and Fields as Resources

The Map Object as Roles and Fields as Resources mapping scheme maps SAP Objects to
CA Identity Governance Roles, and maps SAP fields as CA Identity Governance

Resources.

CA Identity Governance SAP Table SAP Fields

Entities and Links

Users USR02 bname

Resources AGR_1251 Combinations of field, low,
high values

Roles AGR_1251 object

User-Role links

AGR_USERS, AGR_1251

bname, object

Role-Resource links

AGR_1251

object, mixed field, low, high

AGR_1251 specifies role Authorization Objects with fields and values.
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Running the SAP to CA Identity Governance Converter

Note: This data connector is not included with the standard Role & Compliance
Manager package. Contact CA Technical Support to install this connector.

To load SAP privileges data into a CA Identity Governance configuration

1.

10.
11.

12.

13.

Create a new database in your MS-SQL Server for the purpose of importing SAP
authorization information into CA ldentity Governance.

Import the SAP tables into the new database.

The relevant tables are: USR02, AGR_AGRS, AGR_USERS, AGR_1251, AGR_1252 and
their names must be identical to those written here.

Click Import, Import from SAP.
The Importing from SAP dialog appears.
In the Server Name Text field Insert the name of the MS-SQL server you are using.

In the DataBase Name text field, insert the name of the database you are using for
the SAP data.

Click Test Connection to verify that the connection details are valid.

In the MANDT Value text field, enter the MANDT identifier value for the SAP
environment that you wish to convert. If you do not know the value contact your
SAP administrator.

Choose the type of Mapping to use from the available mapping scheme options.
If you select Map authorization objects as resources click Choose Fields.

The FieldsForm window opens.

Select which fields should be used to generate CA Identity Governance resources.

If you have separate tables in the database that contain the lists of simple and/or
composite roles then enter their names in the respective Simple Role Table and
Composite Role Table text fields. The table must only contain the role name as its
data.

Select the respective check box if you have roles linked to either Users or
Authorization Objects (AO) that do not appear in the role hierarchy.

In these cases, the converter will not be able to tell whether they are simple or
composite. You may choose how to treat them. The default is to treat them as
simple roles.

In the Target Configuration field enter the Path and Filename to be used for the
Target CA ldentity Governance configuration file. Click Browse locate the Path.
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14. In the Target Users DB field enter the Path and Filename to be used for the Target
CA Identity Governance Users Database file. Click Browse to locate the Path.

15. In the Target Resource DB field enter the Path and Filename to be used for the
Target CA ldentity Governance Resource Database file. Click Browse to locate the
Path.

16. Click “Convert” and wait for the completion message (it may take a while).

Import Windows Shared Folder

CA Identity Governance's customers are often interested in mapping privileges at a finer
level of granularity than that provided by most IdM tools. That is below the level of
groups and or profiles. This converter provides this granularity for Windows
environments by scanning Windows servers for shared folders, and mapping access
rights for those shares to the relevant domain groups and users.

The converter relies on CA Identity Governance's Active Directory (AD) converter to
bring in AD groups, possibly from multiple AD servers and domains, and users. The
converter uses agent-less Windows WMI technology to scan a range of Windows
computers and import their shares as resources. It then links them to the above AD
users and AD groups (imported as CA Identity Governance roles).

Mapping Windows Share Data to CA Identity Governance

The scanner connects with each of the machines defined by the user and queries it for
shares. All the acquired shares are translated to CA Identity Governance resources,
detailing computer name, share name, and access level. For each share, all permissions
are obtained and are translated to CA Identity Governance user and role links with
resources (the resources being shares). Different access levels of different users are
reflected as separate resources.

To import data from Windows Shared Directories into CA Identity Governance
1. Click Import, Import from Active Directory.
The Connect Active Directory window opens.
2. Set the Credentials and Output Files fields.
3. Click Next to advance to the next step in the wizard.

4. Inthe Search Active Directory Objects step, select the All Groups as Roles option
from the Groups as Roles section.

5. Complete the Wizard and generate an Active Directory configuration. This will serve
as CA ldentity Governance Configuration input in the Windows to CA Identity
Governance converter.
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10.

11.

12.

13.

14.

15.

From the Import menu select Import Windows Shared Directory.
The Windows to Sage Converter opens.

In the Original Sage AD Configuration section enter the Path and File name for the
Active Directory configuration that you created.

From the Windows Share Scan section, click Scan Shares.
The Scan Windows Shares window opens.

In the Credentials section enter domain administrator User Name and Password.
You can enter the credentials for any other user that have permissions to use WMI
on the target systems.

In the Machines to Scan section, enter the IP ranges to be scanned, by entering the
IP address range and clicking Add. Alternatively you can add pattern based
computer names by selecting the Computer Name by AD filter checkbox and
entering a filter and an AD Server in the respective text boxes.

In the Target Share Files section, enter file names for the Shares Resource File and
Shares Links File text boxes.

Click Scan to perform the scan.
A progress bar appears, wait for it to reach finish.

Click Close and return to the Windows to CA Identity Governance Converter
window.

In the Target Configuration section, enter the Path and File name for the Target
Configuration file.

Click Merge and wait until the Done message appears.

The new CA Identity Governance configuration is then ready for use.

More information:

Export Active Directory (see page 174)

TIM2CA Identity Governance Converter

This converter is provided by CA Identity Governance, and uses the TIM Java-based API
to convert TIM privileges data into CA Identity Governance configurations. The
converter maps TIM users, roles, accounts, provisioning policies, services, and groups,
into CA Identity Governance. It allows mapping different TIM fields to CA Identity
Governance fields. Once the initial mapping setup is complete, re-running this interface
requires only a few clicks.

Note: This data connector is not included with the standard Role & Compliance
Manager package. Contact CA Technical Support to install this connector.
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Prerequisites

This converter supports the following:

Importing from ITIM

IBM TIM versions 4.5 and 4.6
WebSphere application server version 5.1 and Java version 1.4.2

Run on Windows OS

Note: This data connector is not included with the standard Role & Compliance
Manager package. Contact CA Technical Support to install this connector.

Importing from ITIM to CA Identity Governance requires the following steps:

1.

Provide information about the TIM and WebSphere environments (kept in TIM
configuration format)

Map TIM fields to CA Identity Governance fields (kept in XML configuration format)

Convert to CA Identity Governance's standard CSV format and then to a CA Identity
Governance configuration

The process for importing from ITIM V4.5 and ITIM V4.6 is identical. However you must
use the import option that is suitable for each version. The following description uses
ITIM V4.5. You may also use ready connection and mapping xml files, and run a
conversion by clicking the “Convert” button.

To import from ITIM V4.5

1.

Click Import, Import from ITIM V4.5.

The ITIM to CA Identity Governance Converter window opens.

In the Connection group box, click “Edit” to set the ITIM connection details.
Provide TIM credentials.

Provide the application server home directory (for example
“C:\IBM\WebSphere\AppServer”).

Provide the TIM home directory (for example “C:\IBM\itim”).

Provide the location of the file called “jaas_login_was.conf” which is located under
“%itim home%\extensions\examples\apps\bin”.

Provide the location of the java executable files (the jar and batch files received
with the converter).

Save these parameters in an XML file for reuse.

Click Done, then save changes to return to the converter window.
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10. Click Test Connection to test the TIM connection.

11.

12.

13.

Map fields.

m Inthe Mapping group box click Edit to set the mapping details.
m  The Field Mapping window appears.

m Inthe Properties file filed, specify the xml properties file.

m  Map TIM attributes to CA Identity Governance fields. Save these settings for
reuse.

Provide the location of the CA Identity Governance executable file and a directory
for temporary files.

Click Done to return the converter window, and then click Convert to create CA
Identity Governance configuration.

Load Previously Stored ITIM Credentials

Exporting to ITIM

To load previously stored ITIM Credentials

1.
2.

Click Itim Connection file, Open.
Select the XML file that contains the previously stored ITIM credentials information:
All Credentials information is reloaded.

Click Done, then Save to return to the converter window.

Note: This data connector is not included with the standard Role & Compliance
Manager package. Contact CA Technical Support to install this connector.

The client tools support exporting to ITIM Versions 4.5 and 4.6. Input for the export
process is similar to that described for Importing from ITIM. Exporting to V4.5 and V4.6
is identical other than choosing the appropriate item from the Export to ITIM menu
item. This section uses ITIM V4.5 to illustrate the export process.

Exporting to ITIM requires the following:

Provide information about the TIM and WebSphere environments (kept in TIM
configuration format)

Map TIM fields into CA Identity Governance fields (kept in XML configuration
format)

Create a CA Identity Governance Differences file by comparing configuration
original to the modified configuration.
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To export to ITIM V4.5

1.

10.

Compare the original configuration created from the import ITIM to CA Identity
Governance process, to the modified configuration and created a Differences file.
You will need the Differences file lists the differences in a form that can be accepted
by ITIM.

Click Export, Export to ITIM V4.5.
The CA Identity Governance to ITIM converter opens.

A Connection Details File was created as part of the Import from ITIM process. In
the ITIM Connection section of the window, enter the Path and Name of the
Connection Details File if it exists.

If the Connection Details File is missing then click Edit.
The ITIM to CA Identity Governance Converter window opens.
Enter the ITIM Login Details and Java Configuration details.

In the Field Mapping section, enter the Path and Name of the Mapping Details file if
it exists. If you do not have a current Mapping Details File, click Edit.

The Attribute Mapping window opens.

The Entities Mapping section contains several tabs; Person, Role, Service and Policy.
On each tab map the CA Identity Governance User Fields to the appropriate TIM
Person Attribute by selecting entries from the TIM Person Attribute and CA Identity
Governance User Field drop down lists.

Click Add to add the selections to the list.

On the Policy tab, do the following:

a. Set the Scope from the Scope drop down list

b. Set the Priority level in the Priority edit field.

c. Select the Policy Enabled check box to indicate that the Policy is enabled.

From the Actions to Perform section select the check box for each action you want
to perform during the export process.

In the Addition Options section select the checkboxes for any of the options you
want to perform. These include:

m  Force service removal from policies
m  Force removal of linked entities
m  Map app-roles to provisioning policies.

In the Map XML File section provide a name for the mapping file and save the file
for future use.

Click Done.

You return to the CA Identity Governance to ITIM converter.
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11. In the Source CA Identity Governance Difference Log section enter the Path and
Name of the Differences Log file created as a result of Compare Configurations
process.

12. Click Convert.

A command line window opens and provides information on the converters
progress.

BMC Identity Manager Open Services

This converter maps ESS Persons, Profiles (job codes), Groups and Accounts, into CA
Identity Governance Users, Roles, Resources and Links.

Note: This data connector is not included with the standard Role & Compliance
Manager package. Contact CA Technical Support to install this connector.

Importing from BMC Identity Management

Note: This data connector is not included with the standard Role & Compliance
Manager package. Contact CA Technical Support to install this connector.

To import from BMC Identity Management to CA Identity Governance

1. Click Import, Import from BMC Identity Manager(OpenServices).

2. Fillin the BMC Identity Management convert (Import) Window.

m If the files: defaultConnection.xml, defaultMapping.xml exist in the CA Identity
Governance home directory, Form values will automatically be loaded from the
xml file.

m XML files must be saved before the import process can be performed.
3. Inthe Input Details group provide the JBoss Input Detail connection parameters.
4. Click Test Connection to test the connection parameters.

5. Pre saved parameters can be loaded from an XML file. If file defaultConnection.xml
exists in the CA Identity Governance home directory, connection values will
automatically be loaded from the xml file.

6. Inthe Map Fields group enter the map xml file path and directory if it exists, in the
Map XML File text field.

Pre-saved parameters can be loaded from an XML file. If file defaultMapping.xml
exists in the CA Identity Governance home directory, mapping values will
automatically be loaded from the xml file.

7. If the file does not exist click Edit in the Map Fields group.

The Field Mapping window opens.
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10.

11.

12.

Fill in the Field Mapping window as indicated.

If the Input details were inserted correctly then the drop down list values is
available.

Save your changes and click Done.
The window closes and you return to the BMC Identity Manager window.

In the Output Files group enter the target address for the CA Identity Governance
output configuration files. These include the configuration, Users Database and
Resources Database (cfg, udb and rdb).

In the Executable group enter the directory and path to the client tool executable
file.

Click Start Import to initiate the import process.

Exporting to BMC Identity Management

The client tools support exporting to BMC Identity Management.

Note: This data connector is not included with the standard Role & Compliance
Manager package. Contact CA Technical Support to install this connector.

Exporting to BMC Identity Management requires the following:

Generate a CA ldentity Governance diff log file by comparing two CA Identity
Governance configurations. This diff log should contain all the operations which will
be reflected in ESS.

Use the BMC Identity Manager convert (Export) application to perform the changes.

To export to BMC Identity Management

1.

Compare the original configuration created from the import BMC Identity
Management to CA Identity Governance process, to the modified configuration and
create a Differences file.

Click Export, Export to BMC Identity Manager (OpenServices).
The BMC Identity Management Convert (Export) window opens:

In the Input Details group enter the connection details. We recommend that you
use the connection XML file that was used during the import process.

In the Map Fields group enter the mapping field details. If you use the Map XML File
that was used for the import process the details will be extracted from the file and
the relevant fields in the Map Fields window will be automatically populated.
Otherwise click Edit button and enter the details manually.
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5. In the Diff Log group enter the directory and path to the CA Identity Governance
Diff log file that you created.

6. Click Start Export to start the export process.

A Done message appears to report the completion of the convert process.
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Changes to users data occur in an ongoing manner on the HR system and to maintain
the Users, Roles and Resources relationship you can enrich the CA Identity Governance
User and Resource databases by incorporating the latest HR Users and Resource
data.The HR data is used as input for CA Identity Governance pattern-based audits, role
engineering, and compliance review certifications.

This section contains the following topics:

Enrich Users Database (see page 191)

Enrich Resource Database (see page 192)

Preserving Columns During Enrichment (see page 193)
Configuration Management Operations (see page 194)
Compare Configurations (see page 198)

Compare Users Databases (see page 204)

Compare Resources Databases (see page 206)

Enrich Users Database

The client tools expect to receive the supplementary HR data to be merged with the
existing users database as a CSV formatted file. The first column of the Supplementary
HR data file must contain the unique Person ID. This type of Person ID used in the HR file
must match the type of Person ID used in the CA Identity Governance users.UDB file. For
example if the value for the Person ID in the UDB file is taken from the Users Login
Account then the HR file should also take the Person ID from the Users Login Account.

m  For every Person ID in the CA Identity Governance UDB file that has a matching
Person ID in the HR file, CA Identity Governance replaces the record in the UDB file
with the record taken from the HR file.

m  The resulting Output Users Database contains the same number of records,
arranged in the same order, as that for the original CA Identity Governance UDB
file.

To enrich a users database

1. Click Management, Enrich Users DB.

The HR Data Merge Converter window opens.

2. Inthe Users Database text field, enter the path and name of the CA Identity
Governance Users database that is to receive the supplementary HR data.

3. Inthe Supplementary HR File text field, enter the path and name of the file
containing the supplementary HR data.
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In the Output Users Database text field , enter the path and name of the resulting
database file that contains the merged output.

From the Options group box, select any of the options that are relevant.
The following options are not self-explanatory:
Clear Fields that are empty in the HR file

Select this option to omit imported data for a field if the corresopnding entry in
the enrichment file is blank. Clear the option to disregard empty fields in the
HR file and keep the existing content in the UDB.

Clear Fields of the UDB users that were not found in the HR file

Select this option to omit user data if no corresponding user record is found in
the enrichment file. Clear the option keep user information in the UDB even if
the User does not exist in the HR file

Click Enrich.

A new CA Identity Governance users database is generated and saved in the
specified location.

Enrich Resource Database

For each set of resources, R1, R2, R3 in the CA Identity Governance RDB file that has a
matching set of resources in the supplementary resource database file, CA Identity
Governance replaces the record in the RDB file with the record taken from the
supplementary resource database file.

To enrich a resource database

1.

Click Management, Enrich Resource DB.
The Resource Data Merge Converter window opens.

In the Resource Database text field, enter the path and name of the CA Identity
Governance Users database that is to receive the supplementary HR data.

In the Supplementary Resource DB File text field, enter the path and name of the
file containing the supplementary HR data.

In the Output Resource Database text field , enter the path and name of the
resulting database file that contains the merged output.

Click Enrich.

A new CA Identity Governance Resource database is generated and saved in the
specified location.
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Preserving Columns During Enrichment

During the enrichment process, the original records in both the CA Identity Governance
Users databases and Resource databases are overwritten with the data from the
Supplementary HR files. The order in which data is arranged in the CA Identity
Governance databases is lost if the order of data arrangement in the supplementary HR
files differs from those in CA Identity Governance database.

Important! CA Identity Governance Users and Resource database headers are
location-based and must have the same number of characters to verify correct database
structure.

If need be, you can preserve the arrangement and content of any column in the source

file by modifying the supplementary HR file before performing the enrichment process.
To prevent any column from being overwritten, you must place an empty column in the
parallel position in the supplementary HR file.

The following illustration represents the arrangement and content of a CA Identity
Governance Users Database:

A B | C |
1 |PersonlD  |Userflarme Title
2 | 45489940 Steiven Pat security Admin Manage
3 | 47868650 Moris Bill Developer
4 | 52656727 Rodman Adam Developer

The following illustration represents the arrangement and content of the
Supplementary HR File.

PersonlD, UserMame, drghame, orgType, Country, Location,”
"45489940", "stejven Pat",|'System Management", "Corpo
"qFBEEE50", "Moris Di11", "System Management”, "Corpor.
"R2658a727", "Rodman adam”, "Swystem Management", "Corpol
"n4672910", "Cooper amos", "IT Security’, "Corporate”,

Notice the following:

m  The column order in the CA Identity Governance User Database is Person ID,
UserName, and Title.

m  The column order in the supplementary file is Person ID, UserName, OrgName,
OrgType, ...
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In this scenario when the two files are merged, the Title entry for each record in the CA
Identity Governance User Database would be overwritten by the OrgName entry from
each record in the Supplementary HR File. The Title column is the 3rd column in the CA
Identity Governance Users Database.

To prevent the Title column from being overwritten, a empty column must be placed in
the 3rd position in the Supplementary HR file. This is done by placing an additional
comma as a place holder in each record of the supplementary file at the position you
want to preserve in the CA Identity Governance Users Database.

The following illustrates how the Supplementary HR File in the above scenario is
modified to prevent the entries in 3rd column of the CA Identity Governance Users
Database from being overwritten.

Personlh, UserMameffor guame, or gType, Country,
"45489940", "stefven Pat",, "System Managemer

“4?868650”:”Muri5 Bi11“,:”5y5tem Managemeant
"0265A7Z7", "Rodman adam”, , "System Managemer
"84572510", "Cooper Amos",,"IT Security’, "Ct

In the figure two commas signifying and empty column now appear in each record
between the original 2nd and 3rd columns, UserName and OrgName respectively.

Configuration Management Operations

Configuration management operations are used when you must combine configurations
and their underlying databases. Such a need may occur when you want to combine
configuration files that were created for different database systems or platforms. The
various operations that you can perform include

m  Evaluate Users Database

m  Merge Configurations

m  Merge Users Databases

m  Merge Resource Databases
m  Merge Audit Cards

m  Trim Configuration
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Evaluate Users Database

Evaluating Users Database provides a report detailing the number of values associated
with each User Attribute and their distribution amongst all the users listed in the
database.
To evaluate the users database
1. Click File, Configuration Management Operations, Evaluate Users DB.

The Open file dialog box displays the Users Database files included in the project.
2. Select the Users Database from the list that you want to evaluate.
3. Click Open.

A message box appears asking if you want to view the comments and statistics.

4. Click Yes to view the report. The report is displayed as a text file.

Merge Confidurations

This option merges two configurations, including their underlying users and resources
databases. The resulting configuration collects all users and resources that appear in
either of the input configurations and integrates all privileges of the two configurations.
This option is especially useful to merge configurations that result from importing data
from different platforms.

Merging more than two configurations repeats the process for merging two
configurations and is performed in several steps, each time adding one more
configuration to the resulting configuration.

To merge configurations

1. Click File, Configuration Preparation Operations, Merge Configurations.

The Configuration Data Merge Converter dialog appears.

2. Browse to select the configuration files you wan to merge, and to specify the
pathname of the files that contain output of the merge operation.

Note: merge overwrites the output configuration and database files you specify.
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The following optional field is available:
Case-Sensitive Person ID

Select this option to apply case-sensitive matching of personlID fields during
merge. For example, when this option is selected, the user record JohnSmith in
one input configuration will not be merged with the record johnsmith in the
other input configuration.

When all files have been specified, the Merge button becomes active.

3. Click Merge to finish.

Merge Users Databases
This option is used to merge information contained in two Users Databases.

To merge two databases

1. Click File, Configuration and Management Operations, Merge Users Databases.
The Merge Database window opens.

2. Fill out the fields in the window:
First Users DB

Fill in the name and path of the first Users Database to be merged. Click Browse
to choose the file.

Second Users DB

Fill in the name and path of the second Users Database to be merged. Click
Browse to choose the file.

Output Users Database

Enter the file name and path of the new users database to be created. Click
Browse to choose the file.

3. Click Merge to produce the new Users Database.
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Merde Resource Databases

This option is used to merge information contained in two Resource Databases.

To merge two resource databases

1.

Merde Audit Cards

Click File, Configuration and Management Operations, Merge Resource Databases.
The Merge Database window opens.

Fill out the fields in the window as follows:

First Resource DB

Fill in the name and path of the first Resource Database to be merged. Click
Browse to choose the file.

Second Resource DB

Fill in the name and path of the second Resource Database to be merged. Click
Browse to choose the file.

Output Resource Database
Enter the file name and path of the new Resource Database to be created.

Click Merge to produce the new Resource Database.

This option is used to merge information contained in two Audit Cards.

To merge audit cards:

1.

Click File, Configuration and Management Operations, Merge Audit Cards.
The Merge Audit Cards window opens.

Browse to select the files you wan to merge, and to specify the pathname of the
output file of the merge operation.

Note: merge overwrites the output file you specify.
The following fields of the dialog are not self-explanatory:
Choose the First/Second Configuration for new Audit Card

Specifies on which configuration file format to base the output audit card. Each
audit card can be based on the attribute fields and other details of a different
reference configuration. Specify which reference configuration is used in the
merged audit card.

Click OK.
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Trim Confiduration

Use Trim Configuration when you have a configuration file that refers to a relatively
small number of users than those that are contained in the associated Users Database
and Resource Database. This situation may arise when a Partial Configuration is created
from a much larger configuration. The Partial Configuration only contains a fraction of
the Users of the original Configuration, but still refers to the entire Users Database and
Resources Database. By trimming the configuration file you produce new Users
Database and Resources Database files, which then only contains information that is
linked to the Users listed in the Configuration file. The result is a smaller and more
manageable configuration that uses fewer computing resources to load and manipulate.
To trim a configuration
1. Click File, Configuration and Management Operations, Trim Configuration.

The Trim Configuration window opens.
2. Enter values for the fields as follows:

Source Configuration

Fill in the name and path of the Source Configuration to be trimmed. Click
Browse to choose the file.

Output Configuration

Fill in the name and path of the Output Configuration to be created. Click
Browse button to choose the file.

Output Users Database

Fill in the name and path of the Output Users Database to be created. Click
Browse to choose the file.

Output Resources Database

Enter the file name and path of the Output Resources Database to be created.
Click Browse to choose the file.

3. Click Trim.

Compare Configurations

A Role Engineer may examine the differences between two configurations to verify that
the changes are correct before exporting.

The Compare Configurations option is a comparison that is made after discovery and
audit processes are performed. The Master configuration from an endpoint is compared
to the Model configuration, which is created while applying discovery and audit
processes. In the final stage of the process, the Model configuration is exported to the
endpoint, and the Master configuration is updated.
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The Role Engineer has the option to display or not display the output, which is a
Differences Report (DIFF file) or Updates Log.

Note: The Updates Log file and Differences Reports file, named DiffLog.txt and
Diffreport.txt, can be opened at any time in a text editor for consultation or editing
purposes.
Follow these steps:
1. Inthe Client Tools, click File, Compare Configurations.
The Compare Configurations dialog appears.
2. Specify pathnames to input and output files.
3. Specify which differences to include in output files.
4. Specify report options as follows:
View Report File
Select this option to display a user-friendly report (Differences Report).
View Updates Log
Select this option to display the Updates Log.
5. Click Compare.

More information:

Evaluate Users Database (see page 195)
Merge Users Databases (see page 196)
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Differences Report

The Differences Report is a user-friendly report that shows the differences that were
recorded after Compare Configurations runs. It is based on and has the same content as
the Updates Log. The Differences Report has a more readable format that the Updates
Log.

Note: The Role Engineer should verify the correctness of the differences before
exporting the file to the external computer.

Regardless of whether the Role Engineer chooses to display a Differences Report when
Compare Configurations is run. The file that contains the Differences Report is saved to
the path and file name as entered in the Compare Configurations window.

The Differences Report file is overwritten each time that Compare Configurations is run;
that is, the file name is not automatically incremented. Therefore, if the Role Engineer is
interested in preserving back copies of this file, it is recommended that the file name be
manually changed each time Compare Configurations is performed.

The following is an extract from a differences report that shows the main components
of the report.

Section Sample Report Content

Title Differences Report

Compared Configurations

Original Configuration F:\ODOCUMEN\CA RCM\Ver 2-7 of 1 Sept 2008\cfg3.cfg

Updated Configuration F:\ODOCUMEN\CA RCM\Ver 2-7 of 1 Sept 2008\cfg4.cfg

Discovered differences in
roles, users, and

resources

Role (10,B5AVESYS,CtISA) appears only in original configuration

User (65656540, Kuli William, Application Development)
appears only in the original configuration

Res (UG5AVELAN,NT5AVE,WinNT) appears only in the original

configuration

More information:

Merge Configurations (see page 195)
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Updates Log

The Updates Log is a file generated in a format that can be exported to the production
server in order to update its databases. It shows the differences that were recorded
when the Compare Configurations process was run and has the same content and is
generated at the same time as Differences Report. The Differences Report has a more
readable format than the Updates Log.

Note: The Role Engineer should verify the correctness of the differences before
exporting the file to the external computer.

Regardless of whether the Role Engineer chooses to display the Updates Log when
Compare Configurations is run, a file that contains the Updates Log is generated. The file
that contains the Updates Log is saved to the path and file name as entered in the
Compare Configurations window.

Note: The Updates Log file is overwritten each time that Compare Configurations is run;
that is, the file name is not automatically incremented. Therefore, if the Role Engineer is
interested in preserving back copies of this file, it is recommended that the file name be
manually changed each time Compare Configurations is performed.

The following is an extract from an Updates Log that shows the main components of the
log.

DIFF,ORIGCFG, F:\OGDOCUMEN\Eurekify\Ver 2-7 of 1 Sept 2004\cfg3.cfg
DIFF,UPDCFG,F:\ODOCUMEN\Eurekify\Ver 2-7 of 1 Sept 2004\cfg4.cfg
DIFF,REMOVEDROLE, "B5AVESYS"
DIFF,REMOVEDROLERES, "B5AVESYS", "UG5AVESYS", "NTS5AVE", "WinNT"

DIFF, COMMONROLEREMOVEDRES, "B5AVEJ1", "UGS5AVELAN" , "NT5AVE" , "WinNT"
DIFF, COMMONROLEREMOVEDRES, "B5AVELAN" , "UG5AVELAN" , "NTS5AVE" , "WinNT"
DIFF, COMMONROLEREMOVEDROLE, "BALLSYS", "B5AVESYS"

DIFF,REMOVEDUSER, "65656540"

DIFF, COMMONUSERREMOVEDRES, "45489940" , "UG5AVELAN" , "NTS5AVE" , "WinNT"
DIFF, COMMONUSERREMOVEDRES, "67283470" , "UG5AVELAN" , "NTS5AVE" , "WinNT"
DIFF, COMMONUSERREMOVEDRES, "76329130" , "UG5AVELAN" , "NT5AVE" , "WinNT"
DIFF,REMOVEDRES, "UG5AVELAN", "NT5AVE", "WinNT"

More information:

Evaluate Users Database (see page 195)
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Analyzing Differences

The purpose of a differences file is to identify only the changes that were made to a
given configuration. Each line in a differences file identifies one difference. The
following table shows some examples of changes recorded in a differences file with an
explanation of each change:

Change Descriptions

1 Removing a role definition

DIFF,REMOVEDROLE,"Branch Clerks"

2 Removing a user definition

DIFF,REMOVEDUSER,"52656727"

3 Removing a resource definition

DIFF,REMOVEDRES,"users","UNXMARKT","Solaris"

4 Removing a resource connection from an existing user

DIFF,COMMONUSERREMOVEDRES,"88311130","users","UNXMARKT","Solaris"

5 Removing a user connection from an existing role

DIFF,COMMONROLEREMOVEDUSER,"Branch Clerks","52656727"

6 Removing a role connection from an existing role

DIFF,COMMONROLEREMOVEDROLE," Branch Clerks ","Clerks"

7 Removing a resource connection from an existing role

DIFF,COMMONROLEREMOVEDRES," Branch Clerks ","users","UNXMARKT","Solaris"

8 Removing the sub-roles of a removed role

DIFF,REMOVEDROLEROLE,"Branch Clerks","Clerks"

9 Removing the resources of a removed role

DIFF,REMOVEDROLERES,"Clerks","administrators","RACFPROD","RACF"

10 Removing the users of a removed role

DIFF,REMOVEDROLEUSER,"Clerks","45489940"

11 Removing a removed role from all user members

DIFF,COMMONUSERREMOVEDROLE,"45489940","Clerks"

12 Adding a new user

DIFF,NEWUSER,"45489940"

13 Adding a new resource connection to a new user
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Change Descriptions
DIFF,NEWUSERNEWRES,"45489940","administrators","RACFPROD","RACF"
14 Adding a new role connection to a new user
DIFF,NEWUSERNEWROLE,"45489940","Clerks"
15 Adding a new resource
DIFF,NEWRES,"administrators","NT176","WinNT"
16 Adding a new role
DIFF,NEWROLE,"San Francisco Clerks","General Needs of SF Clerks"
17 Adding a new role connection to an existing user
DIFF,COMMONUSERNEWROLE,"45489940","San Francisco Clerks"
18 Adding a new resource connection to an existing user
DIFF,COMMONUSERNEWRES,"45489940","administrators","NT176","WinNT"
19 Adding a user to a new role
DIFF,NEWROLEUSER,"San Francisco Clerks","45489940"
20 Adding a role to an existing role
DIFF,COMMONROLENEWROLE,"San Francisco Clerks","San Francisco Junior Clerks"
21 Adding a role to a new role
DIFF,NEWROLEROLE,"San Francisco Clerks","San Francisco Junior Clerks"
22 Adding a new resource to a new user

DIFF,NEWROLERES,"San Francisco Clerks","administrators","NT176","WinNT"
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Compare Users Databases

The Compare User Databases option enables you to compare two different databases
and identify their differences. The function can be used to compare various databases
stored on the original production server, or to conduct a comparison between the
original database and the database that contains the results of discovery and audit
processes. The Role Engineer then examines the differences to verify that the changes
are correct.

The Role Engineer has the option to display or not display the Compare User Databases
output. This includes a Differences Report and a Differences Log. The feature can be
used to produce a Differences Audit file also. Both the Differences Report and the
Updates Log are displayed as text files in a Windows Notepad window. This enables you
to edit and save the file on-the-spot.
To compare user databases
1. Click File, Compare User Database.
The Compare User Databases dialog appears.
2. Specify pathnames to input and output files.
3. Specify which differences to include in output files.
4. Specify report options as follows:
View Report File
Select this option to display a user-friendly report (Differences Report).
View Updates Log
Select this option to display the Updates Log.
5. Click Compare.

The Differences report, log and audit files are generated.
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Users Database Differences Report and Log Files

The Users database report and log files list the results found after comparing the
content of the Original Users Database and the Updated Users Database. The files are
formatted in the same way as the report and log files that are generated when
comparing two configuration databases.

The Report is presented in a user-readable format, whereas the Log is presented in a
form that can be uploaded to the production machine. The following samples are
extracts of both file types after comparing the same two User databases: the first
sample shows the User Database Report, the second sample shows the User Database
Log.

The following is a sample Users Database Differences Report:

Differences Report

Original User Database: C:\Documents and Settings\User\Desktop\Compare\UsersD.udb
Updated User Database: C:\Documents and Settings\User\Desktop\Compare\UsersDNew.udb
User: (97774230, More Cathrine) Different Field (Field=USERNAME, Previous=More
Cathrine, Updated=Wing Caryn)

User: (97774230, More Cathrine) Different Field (Field=ORGNAME, Previous=Finance,
Updated=Purchasing)

User: (99883134,Ron Mark,Human Resources) appears only in the original configuration
User: (99883434,Garcia Sandy,Human Resources) is new

The following is a sample Users Database Differences Log:

DIFF,ORIGUDB,C:\Documents and Settings\User\Desktop\Compare\UsersD.udb
DIFF,UPDUDB,C:\Documents and Settings\User\Desktop\Compare\UsersDNew.udb
DIFF,COMMONUSERDIFFFIELD, "97774230" ,USERNAME,More Cathrine,Wing Caryn
DIFF,COMMONUSERDIFFFIELD, "97774230",0RGNAME, Finance,Purchasing
DIFF,REMOVEDUSER, "99883134"

DIFF,NEWUSER, "99883434"

More information:

Evaluate Users Database (see page 195)
Merge Configurations (see page 195)
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Compare Resources Databases

The Compare Resource Databases option enables you to compare two different
resource databases and identify their differences. The function can be used to compare
various databases stored on the original production server, or to conduct a comparison
between the original database and the database that contains the results of discovery
and audit processes. The Role Engineer can then examine the differences to verify that
the changes are correct.

The Role Engineer has the option to display or not display the Compare Resource
Databases output. This includes a Differences Report and a Differences Log. The feature
can be used to produce a Differences Audit file also. Both the Differences Report and
the Updates Log are displayed as text files in a Windows Notepad window. This enables
you to edit and save the file on-the-spot.
To compare resource databases
1. Click File, Compare Resource Database.
The Compare Resource Databases dialog appears.
2. Specify pathnames to input and output files.
3. Specify which differences to include in output files.
4. Specify report options as follows:
View Report File
Select this option to display a user-friendly report (Differences Report).
View Updates Log
Select this option to display the Updates Log.
5. Click Compare.

The Differences report, log and audit files are generated.
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Resource Database Report and Log Files

The Resource database report and log files list the results found after comparing the
content of the Original Resource Database and the Updated Resource Database. The
files are formatted in the same way as the report and log files that are generated when
comparing two configuration databases.

The Report is presented in a user-readable format, whereas the Log is presented in a
form that can be uploaded to the production machine. The following samples show an
extract of both file types after comparing the same two resource databases.

The following is a sample Resource Database Report:

Differences Report

Original Resource Database: C:\Documents and
Settings\User\Desktop\Compare\ResDB. rdb

Updated Resource Database: C:\Documents and
Settings\User\Desktop\Compare\ResDBNew. rdb

Resource: (APPLDEV,RACFTEST,RACF22) Different Field (Field=Owner, Previous=,
Updated=ADMNLAN)

Resource: (APPLDEV,RACFTEST,RACF22) Different Field (Field=0Organization, Previous=,
Updated=Production RACF)

Resource: (APPLDEV,RACFTEST,RACF22) Different Field (Field=Location, Previous=,
Updated=SAP R/3 Sun Server)

Resource: (appldev,NOVELADM,Novell4) appears only in the original configuration
Resource: (appldev,RACFTEST,WinNT) is new

The following is a sample shows the Resource Database Log:

DIFF,ORIGRDB, C:\Documents and Settings\User\Desktop\Compare\ResDB.rdb
DIFF,UPDRDB,C:\Documents and Settings\User\Desktop\Compare\ResDBNew.rdb
DIFF,COMMONRESDIFFFIELD, "APPLDEV", "RACFTEST", "RACF22",0wner, ,ADMNLAN
DIFF,COMMONRESDIFFFIELD, "APPLDEV", "RACFTEST", "RACF22",0rganization, ,Production
RACF

DIFF,COMMONRESDIFFFIELD, "APPLDEV", "RACFTEST", "RACF22",Location, ,SAP R/3 Sun Server
DIFF,REMOVEDRES, "appldev", "NOVELADM", "Novell4"
DIFF,NEWRES, "appldev", "RACFTEST", "WinNT"

More information:

Evaluate Users Database (see page 195)
Merge Configurations (see page 195)
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Chapter 12: Unique User ID (UUID) Menu

The UUID menu lets you access the Unique User ID utility. Use this utility to consolidate
related or duplicate user accounts from the different directories in your environment.

This section contains the following topics:

The UUID Tool (see page 209)

UUID Work Process (see page 210)

Prepare Company HR and Systems Data (see page 211)
Set Java Package Directory (see page 211)

Working Directories (see page 212)

User Databases in the UUID Tool (see page 213)

UUID Mapping File (see page 221)

Match Process (see page 221)

Merge Process (see page 223)

UUID Indexing Functions (see page 224)

The UUID Tool

To access the UUID interface, click UUID, Launch UUID Tool.

The UUID user interface is divided into several sections that reflect the work process
that you undertake in consolidating the access rights and privileges on your system. The
following table describes the sections:

Section Description

Java Package Directory The path in which the UUID package is located. (this is
where the CA Identity GovernanceMatcher.jar is
located)

UUID Mapping File The main settings file that refers to all other definitions.

UUID Working Directories Defines the locations in which the tool can find source
data and deposit temporary output files that contain
consolidated output data. (all directories here must be
on same drive, for example, C:\)

User Databases Provide mappings that map each of the accounts
sources (CA Identity Governance user databases).

Match Process Provides the file name and directory of the configuration
that results from the matching process, as well as a few
general parameters for the matching. Also runs the
process that performs the matching process.
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Section Description

Merge Process Provides the file name and directory of the resulting

configuration file that contains the consolidated access
rights based on the above matching. Also runs the
process that performs the merging process.

UUID Work Process

This section describes the general work flow that you perform when using the UUID
tool.

The general work process is as follows:

1.

For each of your company systems you must extract or export the user data and
save it in the form of a CSV file in the same format as a CA Identity Governance
Users DB (UDB). Each of the csv files should be renamed so that they use a *.udb
extension. If you have imported the full access rights from those systems in a CA
Identity Governance configuration, you can use the UDB from these configurations.
You must create a data directory and then place the *.udb, or *.cfg files in the data
directory.

Specify the path for the UUID Working Directories: Data Directory, Index Directory
and Output Directory. (note that all directories must be on same logical drive, e.g.,

C:\).

Define the mapping definitions for matching users to their resources and accounts
across available systems and save the mapping definitions file.

Run the Index.

Enter the path and name of the configuration file that contains the matched data in
the Match Process section and run the Match process.

If desired enter the path and name of the configuration file that contains the
merged data in the Merge Process section and run the Merge process.

210 Client Tools Guide



Prepare Company HR and Systems Data

Prepare Company HR and Systems Data

Using proprietary pattern recognition technology the UUID tool identifies and matches
users to their accounts across all of your company systems. The source data used by the
UUID tool is the user and account data for each system saved in the form of a CSV file.
The format for this file is exactly the same as any other CA Identity Governance UDB. If
you have imported a full configuration from a certain system, you can simply use its
UDB here.

For each of your company systems:
Copy the *.udb files (or full set of .cfg, .udb, and .rdb) to the data directory.

The Data Directory is referenced as one of the Working Directories. The UDB files are
used by the UUID tool during the matching and merging process.

Set Java Packade Directory

The Java Package section in the UUID Tool references the installation directory that
contains the CA Identity GovernanceMatcher.jar file.
To set the Java Package Directory
1. Inthe Java Package Directory section click Browse.
A Browse dialog opens.

2. Browse to select the directory:
Install dir\Client Tools\Software\UUID\

Note: Install_dir is the CA ldentity Governance installation directory.
3. Click OK.

The selected directory appears in the text field in the Java Package Directory
section.
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Working Directories

The Working Directories are a set of directories on your local machine that are used to
house data and deposit output files that contain consolidated output data. The Data
Directory is used to store your *.udb files that contain data extracted from your various
company systems.

Note: All working directories must be placed on same logical drive, such as C:\.

Working Directory Description

Data Directory Stores data files containing user and account data
extracted from the various company systems.

Index Directory Stores internal UUID files generated as part of the
Indexing process.

Note: Erasing or editing these files causes the UUID tool
to malfunction.

Output Directory Provides a container to house temporary output files
that are for internal use by the UUID tool only.

Note: Erasing or editing these files will cause the UUID
tool to malfunction.
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Create and Assign Working Directories

You need to create each of the working directories on your database server and then
assign their path in the UUID tool.

To create and assign work directories

1. Onyour local machine, create three directories, one each for your Data Directory,
Index Directory, and Output Directory.

For example using the directory path C:\testdemo\uuid_demo, create the following
directories:

Data Directory
C:\test\uuid_demo\demodata

Index Directory
C:\test\uuid_demo\demoindex

Output Directory
C:\test\uuid_demo\demooutput

2. Inthe UUID Working Directory section of the UUID tool (highlighted in the following
screen), enter the directory path in the text field for each of the directories that you
created. To search for the directory click Browse.

3. Select the directory, click OK.

The directory path is displayed in the selected Working Directory text field.

User Databases in the UUID Tool

The User Databases section of the UUID Tool is where you define the parameters and
settings, and identify data that is used to consolidate the user access rights and
privileges across all systems in your organization. Your goal is to identify each person in
your organization with the accounts they have access to on each of the systems in your
organization.

In some cases this is straight forward, for example, if the organization's personnel use
the same account ID on all systems. In other cases, it may be possible to identify the
owner of an account because accounts are based on some naming convention, for
example, jdoe for John Doe. In the more difficult cases, it may be possible to recognize
the account owner based on cues in some of the other account fields, for example,
name (free text), address, phone number, email address, and so on. This information is
contained in the database files, *.udb files, that you extracted from each of the systems.
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Master vs. Other Databases

The Master database is usually the database that you extracted from the system that
supports your Human Resources department. Using the User Databases window you
create virtual connections between each User Database file and a Master Database file
based on common information contained in the Master Database and any of the other
databases.

Databases extracted from Human Resources generally contain a broad set of data on
the personnel in your organization and generally reference each person by a unique
employee ID. This ID is the single piece of information that must be included in a Master
Database. In most cases, more information will allow you to match more accounts more
accurately. Thus, any other information that is available is important to be included in
the Master Database: name, department, title, location, manager, and so on.

Connecting Master and Other Databases

To correlate between users in different databases, definitions are required that describe
and “canonize” the user-related information contained in the databases. Those
definitions are called UUID-Fields. Specifically, the NAME, GROUP and FUNCTION
attributes of the UUID-Fields defined for each database provide a means to correlate
the data.

Using these UUID-Field attributes you create a virtual bridge between each User
Database and the Master Database. When the UUID tool processes the data in each of
the databases, it uses the information in these virtual bridges to identify each person in
the organization with the accounts on each system to which they have access.

In practice the virtual bridge is referred to as the Group attribute of the UUID-Field, and
the Name and Function attributes define the actions that are performed on each field in
the databases to correlate data between the Master Database and the other User
Databases. To successfully match organization personnel with their accounts, you must
examine each of the User Databases and create as many UUID-Fields as are needed to
link each person listed in the Master Database to the accounts that are referenced in
the User Databases.

Example Database Usage and UUID-Field Construction

This example shows two separate databases that treat data for a single employee in an
organization. In Database 1 the employee is referenced by Person Name and the
employee Telephone number is provided in the form <Area Code-Number>. In Database
2 the employee is referenced by a Person ID and the employee phone number is
provided as two separate fields, Area Code and Phone Number.

Database 1
Fields in Database 1 Person Name Telephone
Data John Smith 09-7693219
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Database 2
Fields in Database 2 Person ID Area Code Phone Number
Data 1234567 09 7693219

By looking at the phone number in each database you can see that the Phone Numbers
are identical even though they are referred to in slightly different forms. We can
therefore extrapolate from that, that the employee John Smith in Database 1 is the
same individual that is referred to by the Person ID of 1234567 in Database 2.
Essentially we have used the data provided by the phone numbers to build a virtual
bridge between the two databases.

UUID-Field Construction in the UUID Tool

In the UUID tool, the Group attribute of the UUID-Fields forms the virtual bridge. You
create UUID-Fields with given Group attributes in the Master Database for each type of
information that you want to use. You then create UUID-Fields with identical Group
attributes in the User Databases that contain the same type of information that you
want to relate to the information in the Master Database. The functions may vary in
structure for the identical Groups in each database, but the goal is to construct the
same data set using the available fields in the databases. In our simple example, the
databases looks as follows:

Database 1 UUID-Fields

Name Group Function

Database 1_Ex Phone Telephone

Database 2 UUID-Fields

Name Group Function

Database 2_Ex Phone <Area Code>-<Phone Number>

Each database contains a UUID-Field with a Group called Phone. The Functions for each
Group vary in structure but the outcome is identical. In the case of the example a phone
number that is in the form <Area Code>-<Phone Number>.
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UUID-Field Elements

Each database can contain several UUID-Fields. Each UUID-Fields has the following
elements: Name, Group, Function, and Weight. The following list describes these
elements:

Name

Specifies a name that is provided for each UUID-Field that is extracted from the
database. The name does not have to be identical across each database.

Group

Specifies a name that is used for each common data type. The name for each
common data type must be identical in each database.

Function

Specifies the action to be performed on the database fields. This might be to extract
the data contained in a database field, or it might be to extract a combination of
data contained in several fields in the database.

For help on the protocol used to construct combinations click the ? button in the
Fields section of the User Database window. See the "UUID Indexing Functions" (see
page 224) section for a complete list of the functions available to manipulate
database fields and create UUID-Fields.

Weight

Provides a numeric measure to indicate the internal priority given to each group
within a database. The greater the value the higher the priority. The UUID tool
processes the groups according to their order of priority.

A value of 0 means that this group is not taken into consideration in the matching
process.

Naming UUID-Fields

Each database must contain at least one UUID-Field that references the field in the
database that contains the user-account information (Login). The name provided for
that UUID-Field must be provided in the following form: <Database Name>_ID. The
Name provided for any other UUID-Field can take any form.

For example, for a database called RACF.udb the Name provided for the UUID-Field
relating to the user-account field is RACF_ID.

The purpose of this special UUID-Field is to support the Merge operation (post
matching). It is used to compare to the Person ID field in the merged configuration.

Note: The ID UUID-Field is not used for the correlation process. It should be associated
with a group of its own, and given a weight of 0.
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Adding New Databases

You need to include a database for each system in your organization that you are
referencing. These are files that were extracted from each system and renamed as
* UDB files.

To add a new database

1.

Click Add New in the User Databases section of the UUID Tool.
The User Database window opens.

Click Browse next to the UDB/CFG File Name text field and from the Open dialog
box select the database file that you want to include.

Note: If you later plan to run the Merge Process, you need to select a CA Identity
Governance configuration file (.cfg file) originating from the referenced systems.
Configuration files automatically direct the tool to their User Database (.udb file).
Otherwise, you can select the User Database (.udb file) directly.

Click Open and the selected file name is displayed in the UDB/CFG File Name text
field.

Click Save and provide a name for an XML file in the Save As dialog box. The XML
file is the UUID Mapping file and stores all the mapping parameters associated with
the database.

Repeat this procedure to add a reference for each User Database that was
extracted from the organization.

Select the Database that contains the HR data and click Set Master. This sets the
selected database as the Master database.

The database that you select as the Master database must contain an explicit
reference to each of your personnel by name. For this reason it is usually the
database that contains the HR data.

Chapter 12: Unique User ID (UUID) Menu 217



User Databases in the UUID Tool

Adding Databases from XML Files

If you already have an XML file from a previous implementation, you can refer to that
XML directly. You do so by using the Add from XML feature in the User Databases
section of the UUID tool.

To add a database from an XML file

1.

From the User Databases section click Add from XML.
The Save As window opens.

Navigate to the folder that contains your databases saved as XML files and select
the database to add to the mapping file.

Click Save.
The database is added to the list of User Databases referenced in the mapping file.

Click Save in the UUID Mapping File section to save the modified list of databases as
part of the mapping file.

Editing Database UUID-Fields

At times you may need to modify existing matching UUID-Fields in a database, add
UUID-Fields to a database, or remove UUID-Fields from a database. You do so by using
the Edit feature in the User Databases section of the UUID tool.

To edit a database UUID-Field

1.
2.

Select an XML file from the User Databases list.

From the User Databases section click Edit.

The User Database window opens displaying the list of UUID-Fields.
Select the UUID-Field that you want to edit.

The selected row is highlighted.

Double-click in any field and the field becomes editable. You now can manually edit
the value for the selected field.

When you are satisfied with your changes, click Save to confirm your changes in the
database.

To add a UUID-Field to a database

1.
2.

3.

Select an XML file from the User Databases list.
From the User Databases section click Edit.
The User Database window opens displaying the list of UUID-Fields.

Enter values in the Name, Group and Function fields.

218 Client Tools Guide



User Databases in the UUID Tool

4. Enter a numeric value in the Weight text field.
5. Click Add.
The new UUID-Field is added to the list of groups in the database.

6. Click Save to confirm your changes in the database.

To remove a UUID-Field from a database
1. Select an XML file from the User Databases list.
2. From the User Databases section click Edit.

The User Database window opens displaying the list of groups.
3. Select the UUID-Field that you want to remove.

The selected row is highlighted.
4. Click Remove and the selected group is deleted from the list of groups.
5. Click Save to confirm your changes in the database.
Note: You can define several UUID-Fields having the same Group name. For example, if
the Master Database contains a value for US State (such as, NY), but it does not exist in
a given User Database, you can still use some of the information that is available in the
User Database to match to it. For example, suppose that the User Database contains
telephone number and zip code. In that case, you can create two fields in the User
Database: one will try to “guess” the state by mapping (lookup function) the telephone

area code, and one will do the same but with the zip. Hopefully at least one of the
matches will succeed and you will get a match.
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Removing Databases

For any number of reasons you may no longer need to deal with data that is included in
a particular system in your organization. In such cases you need to remove references in
your mapping file to the database. You do so by using the Remove feature in the User
Databases section of the UUID tool.

To remove a database from a mapping file

1. Inthe UUID tool, load the mapping file that contains the databases to be removed.

The User Databases referenced in the mapping file are displayed in the User
Databases list.

2. Select the User Database to be removed from the mapping file.
The selected row is highlighted.

3. Click Remove.
The selected row is deleted from the list.

4. Inthe UUID Mapping File section click Save to confirm the changes made to the
mapping file.

Indexing the Databases

Index the databases referenced in a Mapping file you run the Match or Merge
processes. While indexing the databases the UUID tool scans the data in each of the
databases and loads the data into temporary files that are recorded in the Index
Directory. If any changes are made to the database files or the Mapping file, then
perform the index process again before you perform the Match or Merge process.

To index the databases

1. After setting the Working Directories, and defining the User Databases in the UUID
tool, save the definitions as a Mapping file. If a Mapping file already exists click Load
and load the mapping file into the UUID tool.

2. Inthe User Databases section of the UUID tool click Run Index.

The UUID Index window opens and displays a progress bar for the index process.
Depending on the size of your databases this process may take a couple of minutes.

If an error occurs during the index process, an error message is issued as part of the
progress report displayed in the lower part of the UUID Index window, and the
cause of the error is indicated in the log file.

If you neglected to Save the mapping file prior to trying to Run Index, a Save As
window opens for you to save the file. After saving the file the UUID Index process
begins automatically.
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3. (Optional) To view a log of the index process click View Log to open the log. The log
contains a line for each record that was scanned in each of the databases included
in the mapping file.

At the end of the progress display, the message Finished building Index files is
displayed when the index is successfully built.

4. Click Done when the Index process is complete.

UUID Mapping File

Match Process

The UUID Mapping File is an XML file that stores the parameters that are set in the UUID
Working Directories, User Database, Match Process and Merge Process sections of the
UUID tool. Once the parameters are saved, you can use the Mapping file to quickly
populate the UUID Tool with the saved parameters instead of manually entering the
data each time that you want to run the Match or Merge process. Alternately you can
load mapping file and use it as the base for editing and saving a new mapping file under
a new name.

To use a UUID Mapping File

1. Click Load in the UUID Mapping File section of the UUID tool.

An Open dialog appears in which you can navigate to the location that contains the
mapping files on your local machine. For organizational purposes we suggest that
the UUID Mapping Files be saved in the same directory that contains the Working
Directories.

2. Select an XML and click Open.

The parameters stored in the XML file are loaded into the UUID tool.

The Match process reads the User Database files referenced in the User Databases
section of the UUID tool and correlates the Users with the account details in each of the
systems. The results of the Match Process are stored in a configuration file.
Follow these steps:
1. Click Load in the UUID Mapping file section and load a Mapping XML file.

The UUID Tool is populated with the parameters stored in the selected UUID file.
2. Click Run Index in the Users Databases section.

The listed User Databases are indexed. Depending on the size of the Databases the
indexing process may take a few minutes.

3. Click Run Match in the Match Process section.
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The UUID tool processes the databases and tries to correlate every account in each User
Database to one or more potential owners in the Master Database. The correlation is
based on the fields defined for matching, weighted accordingly. The result is a Matching
Configuration, where each of the users in the Master Database appears In the
configuration's User Pane, and each of the users in the other User Databases
(representing accounts) appear in the configuration's Resource. Res Name 1 is the
account ID, taken from the <Database Name>_ID field in the User Database The name of
the source system appears as Res Name 2. The degree of match is represented in the
score (0-100) and appears as Res Name 3.This information is saved in the configuration
file listed in the Output Config field of the Match Process section. You can now open the
Output Configuration file in the client tools and view each person in the organization
and the accounts on each system to which they have access.

Because the matches are represented as a regular CA Identity Governance
configuration, you can also:

m  Review and add/remove/change correlations manually, using the client tools
Workstation

m  Report all correlations, using the CA Identity Governance Reporting facilities
m  Run a certification to confirm the correlations, using the CA Identity Governance

Portal

See the respective user manuals for more details.

When reviewing and correcting correlation in the client tools Workstation, pay special
attention to:

m  Accounts that were not matched at all (Res Name 3 will be empty for these)

m  Accounts that were matched but with a low probability (low score in Res Name 3)
and thus represent more of a guess than a deterministic matching

m  Accounts that were matched to multiple people (first note accounts with Total
Number of Users greater than 1; note also that same account may be matched with
different scores, so look out for those as well).
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Merde Process

After you run the Match Process, inspect the results, and perform needed corrections,
you now have a finalized configuration file, matching each person in the organization
with their respective accounts on the referenced systems. You can now proceed to the
final stage of creating a final configuration that links each person in the organization
with all their resources in the referenced systems. This phase is called the Merge
Process.

The Merge process reads the configuration files referenced in the User Databases
section of the UUID tool and correlates the Users with the resource details in each of
the systems that are referred to in the tool.

Note: To run the Merge Process, the UUID tool needs to have access to the
configuration files of the referenced systems (.cfg files), and not to the Users Databases
(.udb files).

To run the Merge Process
1. Click Load in the UUID Mapping file section and load a Mapping XML file.
The UUID Tool is populated with the parameters stored in the selected UUID file.

We assume that you have previously run a Match Process and that the
configuration specified in the Output Config field of the Match Process section
exists and represents the correct matching.

2. Click Run Merge in the Merge Process section.

CA Identity Governance processes the databases and matches each person in the
organization with the resources to which they have access rights and privileges
across each system in the organization. This information is saved in the
configuration file listed in the Output Config field of the Merge Section.

3. You can now open the Output Configuration file in the client tools and view the
each person in the organization and the resources on each system to which they
have access.
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UUID Indexing Functions

UDB Fields Referencing

Lookup Functions

String Functions

UDB fields can be referenced directly, for example FirstName, or with the Field Function,

such as Field ('FirstName').

If the UDB field contains a space (' ') character, it can only be referenced with the FIELD

function. for example Field('User Name').

Field Referencing

Function Name Example

Parameters Results

<Direct>

Param1 - field name

FirstName

'John'

Field(fieldname)

fieldname -name of a field from the UDB

Field('First Name')

'John'

Translating using a CSV file

Function Name Example

Parameters Results

CsvLookup(csvFilename, value)

csvFilename - the CSV file containing the
translation map

value - the value to look-up

CsvLookup('areas.csv', City)

String Concatenation

Function Name Example

Parameters Results

+operator strl - string
str2 - string
FirstName + LastName 'John Smith'
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String Concatenation

Function Name Example

Parameters Results

Concat(strl, str2, separator)

strl - string
str2 - string

separator - string

Concat('Hello','world",", ')

'Hello, world'

Sub String

Function Name Example

Parameters Results

Substr(str,from,to)

str - the string

from - starting offset of requested
substring

to - ending offset of requested substring

Substr('John Smith',5,6)

'Sm

String Trimming

Function Name Example

Parameters Results

Trim(str)

str - string with leading/ending spaces

Trim(' sentence between many
spaces ")

'sentence between many spaces'

String Last Characters

Function Name Example

Parameters Results

LastChars(str,len)

str - string

len - integer value specifying the required
length of the tail

LastChars('where is the end',7)

'the end'

String Length

Function Name Example

Parameters Results

Strlen(str)

str - string

Strlen('hello world')

11
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String Searching

Function Name Example

Parameters Results

StrFind(str,substr)

str - string
substr - the string which we need offset of

StrFind('My favorite color is red','color')

12

Convert from Integer to String

Function Name Example

Parameters Results

StrOf(int)

int - integer value

StrOf(5)

l5l

Finding Digits in a String

Function Name Example

Parameters Results

DigitsOf(str)

str - string

DigitsOf('john12smith34')

'1234'

Replacing Strings

Function Name Example

Parameters Results

StrReplace(strSource,substr,replacing)

strSource - source string
substr - the substring to be replaced

replacing - the new sub-string

StrReplace('firstnamellastnamel’,'1','2')

'firstname2lastname?2'

Finding Alphabetic Characters

Function Name Example

Parameters Results

AlphaOf(str)

str - string

AlphaOf(‘'al!@b2#SA1%"B2')

'abAB'

Finding Alpha-Numeric Characters

Function Name Example

Parameters Results

AlphaAndDigitsOf(str)

str - string
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Function Name Example

Parameters Results

AlphaAndDigitsOf('al! @b2#SA1%"B2')

'alb2A1B2'

Lower Case Conversion

Function Name Example

Parameters Results

TolLower(str)

str - string

ToLower('RRYMON')

'rrymon’

Upper Case Conversion

Function Name Example

Parameters Results

ToUpper(str)

str - string

ToUpper('rrymon’')

'RRYMON'

Two-way Case Conversion

Function Name Example

Parameters Results

SwapCases(str)

str - string

SwapCases('RRymon')

'rrYMON'

Removing Vowels from a String

Function Name Example

Parameters Results

RemoveVowels(str)

str - string

RemoveVowels('johnSMITH')

fhnSMTH'

Left-to-Right Reversing

Function Name Example

Parameters Results

Reverse(str)

str - string

Reverse('john SMITH')

'HTIMS nhoj'

Telephone Number Functions

Finding Country Code

Function Name Example

Parameters Results

TelCountryCode(phone)

phone - full phone number

TelCountryCode('+972-8-7654321")

'972'
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Name Functions

Finding Area Code

Function Name Example

Parameters Results

TelAreaCode(phone)

phone - full phone number

TelAreaCode('+972-8-7654321")

l8l

Finding last 7 Digits of a Phone Number

Function Name Example

Parameters Results

Tel7Digits(phone)

phone - full phone number

Tel7Digits('+972-9-7467346')

'7467346'

Getting First Name

Function Name Example

Parameters Results

FirstName(name)

name - full name

FirstName('Ron Rymon')

'Ron’

Getting Last Name

Function Name Example

Parameters Results

LastName(name)

Name - full name

LastName('Ron Rymon')

'Rymon'’

Getting Middle Name

Function Name Example

Parameters Results

MiddleName(name)

Name - full name

MiddleName('Ron Rymon')

" (empty string)

MiddleName('John Ferdinand Smith')

'Ferdinand'

Getting Middle Initial

Function Name Example

Parameters Results

Middlelnitial(name)

Name - full name

Middlelnitial('John Ferdinand Smith')

lFl

Getting Name Suffix

Function Name Example

Parameters Results

NameSuffix(name)

Name - full name, including suffix

NameSuffix ('John Smith, Jr.")

Ur.!
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Email Address Functions

Getting User ID from Email Address

Function Name Example

Parameters Results

EmailUserID(emailAddress)

emailAddress - full email address

emailAddress - full email address

'rrymon’

Getting Email Domain From Email Address

Function Name Example

Parameters Results

EmailDomain(emailAddress)

emailAddress - full email address

EmailDomain('rrymon@ca.com')

'‘ca.com’

Formatting Email Address

Function Name Example

Parameters Results

EmailConvention(format, first, last,
domain)

Create a convention formatted string of
email address

format - one of:

Flast
Lastf
First.last
Last.first
Last

First

first - first name

last - last name

domain - the email domain

EmailConvention('flast’,'John’, 'Smith’,
‘ca.com’)

'lsmith@ca.com'

EmailConvention('lastf','John’, 'Smith’,
‘ca.com’)

'smithj@ca.com'

EmailConvention('first.last','John’, 'Smith’,
‘ca.com’)

'john.smith@ca.com'

EmailConvention('last','John’, 'Smith’,
‘ca.com’)

'smith@ca.com'
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Function Name Example

Parameters Results

EmailConvention('first','John’, 'Smith’,
‘ca.com’)

'lohn@ca.com’

Address Functions

Getting Country Name from Address

Function name Function name

Parameters Results

AddressCountry(fullAddress)

fullAddress - string of full address

AddressCountry('CA Technologies, One CA
Plaza, Islandia, NY 11749 USA')

Getting City From Address

Function name Example

Parameters Results

AddressCity(fullAddress)

fullAddress - string of full address

AddressCity('CA Technologies, One CA
Plaza, Islandia, NY 11749 USA')

Getting Street Name from Address

Function name Example

Parameters Results

AddressStreet(fullAddress)

fullAddress - string of full address

AddressStreet('CA Technologies, One CA
Plaza, Islandia, NY 11749 USA')

Getting State from Address

Function name Example

Parameters Rsults

AddressState(fullAddress)

fullAddress - string of full address

AddressState('CA Technologies, One CA
Plaza, Islandia, NY 11749 USA')

String

Function name Example

Parameters Results

AddressZipCode(fullAddress)

fullAddress - string of full address

AddressZipCode('CA Technologies, One CA
Plaza, Islandia, NY 11749 USA")

'46345'
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Getting All Digits from an Address

Function name Example Parameters Results

AddressDigits(fullAddress) fullAddress - string of full address

AddressDigits('CA Technologies, One CA '82146345'
Plaza, Islandia, NY 11749 USA')

Combining Functions

It is possible to nest functions, for example: ToLower(AlphaOf('A1B2C3')) => 'abc'
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User-Defined Functions

It is possible for users to define and implement their own functions.

The declaration of such functions is done in an XML file named “userJarsDef.xml”. The
format of the file is:

[set the jars variable for your book]
<indexFunction
jarFilename="c:\dev\uuid\userJar.jar"
implClass="EvalSubstring"
function="UserPrivateSubstring" />
</jars>

The function implementation is expected to be found in the specified JAR file. The
specified class should extend the class:

com.eurekify.matcher.indexer.evalfunctions. EvalFunc

The default-constructor of the class should define the number parameters this function
accepts:

numberOfParameters = 1;

The class should implement the method:

public void run(Stack<Object> stack) throws eurekifyEvaluationException
First the stack needs to be checked with the function
checkTheStack(stack) ;

The parameters passed to the function are retrieved from the stack using:
String strParam = getStringParam(stack);

Or:

int intParam = getIntParam(stack);

The result of the function should be pushed back to the stack using
stack.push(result);

Example implementation class:

import java.util.Stack;
import com.eurekify.matcher.indexer.evalfunctions.*;
public classEvalSubstring extends EvalFunc {
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public EvalSubstring() {
numberOfParameters = 3;

}

public void run(Stack<Object> inStack) throws eurekifyEvaluationException
{

// check the stack
checkTheStack(inStack);

// get the parameter from the stack
int to = getIntParam(inStack);

int from = getIntParam(inStack);
String str = getStringParam(inStack);

String result = str.substring(from, to);
// push the result on the stack
inStack.push(result);

}

}
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Chapter 13: Troubleshooting

This chapter considers the following topics:
m  Restoring/instantiating role links
m  Copying roles from one configuration to another

®  Error messages

This section contains the following topics:

Restoring/Instantiating Role Links (see page 235)
Copying Roles from One Configuration to Another (see page 236)
Error Messages (see page 238)

Restoring/Instantiating Role Links

To remove a role but keep the links between the users and resources, do the following:
m  Right-click on a role and select “Instantiate Direct Links” (and click Yes For All).

m  Now the role can be deleted.
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Copying Roles from One Confiduration to Another

This example assumes that two configurations share almost the same users and
resources.

In this case, it would be necessary to export the two configurations to CSV file format.
Then, import the new configuration again with its roles and the roles-related text file.

The following example is a Perl template script to be used for copying roles:
#!/cygdrive/c/Perl/bin/perl

$cfgl=$ARGV[0];
$cfg2=$ARGV[1];
$cfgnew=$ARGV[2];

if ("$cfgnew" eq "")

{

print("Missing parameters\n");

printf("\n");

printf("Syntax: copy roles <CFG with source roles>\n");

printf(" <TARGET CFG to copy the roles to>\n");

printf(" <CFG New file Name>\n");
(
(
(

printf("\n");

printf
printf

Example\n");
"copy _roles old.cfg new.cfg new cfg.cfg\n");
exit(1);

}

if (! (-e $cfgl))

{

print "File $cfgl does not exist";
exit(1);

}

if (!(-e $cfg2))
{
print "File $cfgl does not exist";
exit(1);
}
print "Copy ALL roles from $cfgl.cfg to $cfg2.cfg\n";

open(A, $cfg2);

@b=split(',"',Action:);
$udb2=$b[1];
chop($udb2);

print "udb=$udb2\n";
@b=split(',"',Action:);
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$rdb2=$b[1];

chop($rdb2);
print "rdb=$rdb2\n";
close(A);
print "\n";
open(A, ">a.sbt");
print A "<BATCH> \n";
print A " <COMMAND \n";
print A " ACTION=\"EXPORT CSV\"\n";
print A " CONFIG=\"$cfgl\"\n";
print A " ROLE=\"rolesl.txt\"\n";
print A " USER RES=\"user resl.txt\"\n";
print A " USER ROLE=\"user rolel.txt\"\n";
print A " ROLE RES=\"role resl.txt\"\n";
print A " ROLE_ROLE=\"role rolel.txt\"/>\n";
print A "</BATCH>\n";
close(A);

print "Exporting $cfgl started at ", “date’;
system("sage.exe a.sbt");

open(A, ">b.sbt");

print A "<BATCH> \n";

print A " <COMMAND \n";

print A " ACTION=\"EXPORT CSV\"\n";

print A " CONFIG=\"$cfg2\"\n";

print A " ROLE=\"roles2.txt\"\n";

print A " USER RES=\"user res2.txt\"\n";
print A " USER ROLE=\"user role2.txt\"\n";
print A " ROLE RES=\"role res2.txt\"\n";
print A " ROLE_ROLE=\"role role2.txt\"/>\n";
print A "</BATCH>\n";

close(A);

print "Exporting $cfg2 started at ", “date”;
system("sage.exe b.sbt");

system("cp rolesl.txt roles3.txt");
system("cat roles2.txt >> roles3.txt");

system("cp user rolel.txt user role3.txt");
system("cat user role2.txt >> user role3.txt");

system("cp role resl.txt role res3.txt");
system("cat role res2.txt >> role res3.txt");

system("cp role rolel.txt role role3.txt");
system("cat role role2.txt >> role role3.txt");
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open(A, ">c.sbt");

print A "<BATCH>\n";

print A " <COMMAND\n";

print A " ACTION=\"IMPORT CSV\"\n";

print A " CONFIG=\"$cfgnew\"\n";

print A " USERS_DB=\"$udb2\"\n";

print A " RES_DB=\"$rdb2\"\n";

print A " ROLE=\"roles3.txt\"\n";

print A " USER RES=\"user res2.txt\"\n";
print A " USER ROLE=\"user role3.txt\"\n";
print A " ROLE RES=\"role res3.txt\"\n";
print A " ROLE ROLE=\"role role3.txt\"\n";
print A " ROLEID_AS_NUM=\"FALSE\"/>\n";
print A "</BATCH>\n";

close(A);

print "Importing $cfgnew started at ", “date’;
system("sage.exe c.sbt");

print "Importing $cfgnew ended at ", “date’;
exit(0);

Error Messades

The following table shows typical messages and the type of action to perform:

Message Description
CSV Export Generated Some Errors. Refer to the log for details of the generated errors. This message can
Please see log. appear if the source and target files were not properly designated. The

CSV converter has a special log named “CSVConverterLogxxx.log”.

Please enter an integer between 1 You are trying to enter non-numeric characters in a field that is numeric
and 9999999 only.

Resource [name of resources] Has Confirmation message appearing before performing a deletion of a
Links. remove anyway? resource.

One or more parameters missing Verify that you have filled in all the required parameters.

Cannot remove indirectly linked users. CA ldentity Governance does not permit the removal of indirectly linked
None were removed. users since this would change the parameters of other users. Try going to
the directly linked users first and performing the removal there.

No New Role Candidates Were CA Identity Governance did not find any new role candidates within the
Discovered parameters that you chose. Reset the threshold and try again.
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Message

Description

Could Not Find Any Related Roles

CA Identity Governance did not find any related roles within the
parameters that you chose. Reset the threshold and try again.

No Potential Collectible Resources
Were Discovered

CA Identity Governance did not find any collectible resources within the
parameters that you chose. Reset the threshold and try again.

AuditCard belongs to configuration
file <file name and path>. Do you
want to open the file? Yes. No.

You are attempting to open an existing AuditCard without first opening
the related configuration file. Choose Yes to open the relevant
configuration file. The AuditCard will open immediately afterward.

Failed to Connect Database Server

A communication error exists while trying to perform File, Save to
Database. Check communications to the remote server.

To copy, source and target
configurations must have same Users
and Resources databases.

Copying from databases to a configuration that has different databases is
not allowed. The only way to do this is to add the database item as a new
record.

Server is down

Communication with the CA Identity Governance server has failed. This
message may indicate a hardware failure. This message will also appear if
attempting to download data from an active directory without first
installing the CA Identity Governance AD interface.

Failed to Read User’s Database. Do
you want to view the Log file

You probably tried to open a configuration file whose database is not in
the correct folder. View the log file, and try again after copying the file to
the appropriate folder.

Encountered Errors Registering
Configuration

Errors were detected when opening the configuration. It is usually
followed by a prompt to open the log file.

Unknown error when opening the
configuration file. Do you want to
open the log file.

Click Yes to open the log file and determine the type of error.
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Chapter 14: File Formats in CA Identity
Governance

CA Identity Governance uses three separate but related files in text-based
comma-separated format to represent a configuration. These files are:

m  Users database file

m  Resources database file

m  Configuration file

The users and resources database files contain the basic features of users and
resources. The configuration file contains the dynamic parts of a configuration, such as
the roles and relationships/connections.

This section contains the following topics:

Users Database File (see page 242)
Resource Database File (see page 243)
Configuration File (see page 243)
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Users Database File

Each user is represented in this file by one line, which includes comma-separated values
for the following fields (in this order):

m  PersonID (the key)

m  User name

®  Organization name

m  Organization type

m  Additional fields (optional)

m  Up to 6 additional fields per user

Example:

234A745,Tony 0 Smith,Sales US West Coast,Sales,San Francisco,234A111,5
373B234,Mark W Johnson,San Jose Wireless Research,R&D,San Jose,123B546,1

In the above example, the data imported for Role building includes the following data in
the optional fields: the employee's geographic location in the first additional field; the
direct supervisor's ID in the second field; and the number of years with the company in
the third field.

In addition, it is possible to specify the names of the optional fields, using the following
instructions:

m  NumpFields,<nfields> is used to specify the number of optional fields

m  FieldName,<i>,<name of field i> is used to specify the name of the optional i-th field

For example, for the above set of users, the following text may be used at the beginning
of the users database:

NumFields, 3
FieldName,1,Location
FieldName,2,Supervisor

FieldName,3,Seniority
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Resource Database File

Each resource is represented in this file by one line, which includes comma-separated
values for the following fields (in this order):

m  Resource Name 1

m  Resource Name 2

m  Resource Name 3

m  Additional fields (optional)
m  Up to 6 additional fields

Example:

System Administrator,Unix-348,Unix,AIX,ControlSA ESS

Marketing Managers,NT-720,NT,Windows,PR Planning

In the above example, resources are imported at the user group level (generally, any
granularity for resources can be determined). The optional fields include information
about the platform and specific application on this platform. Resources are
differentiated from one another by the combination of the first three fields, which is the

key.

As with users, here too one can specify the number and titles of each of the optional
fields. The following is an example:

NumFields,2
FieldName,1,0S

FieldName,2,Application

Configuration File

Each line in this file represents one entity and/or one relationship.
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Configuration File

Reference to Static Users and Resource Databases

Entities

This section comprises the first two lines in the file, and it provides a reference to the
users and resource database files. These lines have the following formats:

UsersDB,<Users Database File Name>
ResDB,<Resource Database File Name>

Multiple configurations may share the same users and resource database files, even if
only a small number of users and/or resources actually participate in each configuration.

This section immediately follows the database reference section, and it describes the
entities that participate in this configuration. The first set of lines identifies the users,
one line per user, in the following format:

User,<UserID>,<SA User ID>

The User ID is used to describe the rank of the user in the users database file with the
first number being “0” (thus, the fourth user in the database will have a User ID of 3).

The second set of lines identifies resources, one line per resource, in the following
format:

Res,<Resource ID>,<User Group Name>,<Resource Name>,<Resource Type>

The Resource ID is the rank of the resource in the resources database file (with the first
number being “0”).

The third set of lines in this section identifies roles (if existing), one line per role, in the
following format:

Role,<Role ID>,<Role Name>,<Description>, <Organization>,<Owner>

CA |dentity Governance provides automatic serial numbering of roles. If a configuration
is created from an EUA and roles are being imported, the Role Engineer can choose a
specific numbering scheme, as long as the numbers are unique and the Role Name is
unique.
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Relationships

This section follows the entities section and consists of the following types of line
formats:

User - Resource Permission
User-Res,<User ID>,<Resource ID>
User - Role Permission
User-Role,<User ID>,<Role ID>
Role - Resource Permission
Role-Res,<Role ID>,<Resource ID>
Role Hierarchy Permission

Role-Role,<Role ID of parent role>,<Role ID of child role>
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