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Chapter 1: Connectors

This section contains the following topics:

Connector Overview (see page 13)

Connector Types (see page 15)

Connectors by Type (see page 16)

Common Connector Operations (see page 17)
Finding Capability and Initial Attributes (see page 18)
Deprecated Connectors (see page 18)

Support for FIPS and IPv6 (see page 19)

Connector Overview

CA Identity Manager Connectors run as part of the wider Provisioning Server
architecture and communicate with the systems managed in your environment.
A connector acts as a gateway to a native endpoint type system technology. For
example, to manage computers running Active Directory Services (ADS) you
must install the ADS connector on a Connector Server with which the
Provisioning Server can communicate. Connectors manage the objects that
reside on the systems. Managed objects include accounts, groups, and
optionally, endpoint type specific objects.

Connectors are installed on the Connector Server and some components are
installed on the Provisioning Server (for example, server plug-in) or Provisioning
Manager (user interface plug-ins).

Some connectors require an agent on the systems they manage in order to
complete the communication cycle; in which case, they can be installed using the
Provisioning Installer. There are two categories of agents:

= Remote Agents—Installed on the managed endpoint systems.

= Environment Agents—Installed on systems, such as CA ACF2, CA Top
Secret, and RACF.
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Connector Overview

Certain components now work on UNIX and Windows, including these C++
Connector Server-based options:

= UNIX (ETC, NIS)
m  CA Access Control (ACC)

Note: The UNIX ACC connector can manage only UNIX ACC endpoints. The
Windows ACC connector is required to manage the Windows ACC endpoints
but can also manage UNIX ACC endpoints.

m OpenVMS
= CA-ACF2
m  RACF

m  CA-Top Secret

Note: The C++ Connector Server on Solaris only manages Solaris UNIX ETC
endpoints and ACC on Solaris endpoint. The rest get managed by C++ on
Windows so you must install the C++ Connector Server on Windows and register
it with Provisioning Server (Solaris) and state that it is your default C++
Connector Server during installation.

You can access the other C++ Connector server-based connectors from the
Solaris Provisioning Server by using on the Connector Server Framework (CSF).
The CSF allows a Provisioning Server on Solaris to communicate with connectors
running on Windows.

Note: The CSF must run on Windows to use these connectors.
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Connector Types

Connector Types

The following types of connectors are available:

Flat Connectors—A flat connector has a single set of containers (folders)
beneath an endpoint object that each contain all objects of the same type
(for example, all accounts or all groups).

The majority of connectors are considered flat connectors. Examples
include:

m  Windows NT
s UNIX
m Oracle

Hierarchical Connectors—Hierarchical connectors manage large
enterprise solutions. Their endpoints have a series of containers beneath
where their managed objects are stored. These containers act logically as a
series of nested flat endpoint containers. The endpoint itself is also a
container.

Some examples of hierarchical connectors include:
m Active Directory Services
m NDS

Static Connectors—Static connectors are designed to work in a fixed way
and their behavior is largely dictated by their implementation and frozen at
the time of release, rather than by the user of the connector.

Examples of static connectors include:
m  ADS

m  Windows NT

m RSA

Dynamic Connectors—You can configure dynamic connectors using
Identity Manager Connector Xpress. You define their behavior and the way
they are mapped to the target endpoint system.

Dynamic connectors are flexible and configurable. You do not have to have
significant coding knowledge to define the behavior of a dynamic connector.

Some examples of dynamic connectors include:
m JDBC versions of Oracle

= INDI/LDAP

Note: For more information about Dynamic Connectors, see the Connector
Xpress Guide and help system.
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Connectors by Type

Connectors by Type

Database Connectors

m  DB2 UDB for z/OS Connector (see page 33)

m IBM DB UDB Connector (see page 40)

m  MS SQL Server Connector (see page 47)

m  Ingres Connector (see page 52)

m  Oracle Connector (see page 57)

Distributed Connector

m Windows NT Connector (see page 65)

Mainframe Connectors

m  CA ACF2 Connector (see page 81)

m  CA Top Secret Connector (see page 103)

m  RACF Connector (see page 130)

UNIX Connector
m  UNIX Connector (see page 141)

Directory Services Connectors

m  Active Directory Services Connector (see page 180)

m  NDS Connector (see page 216)

Groupware Connectors

m  Microsoft Exchange 200x Connector (see page 233)

m | otus Notes/Domino Connector (see page 252)

Host Access Management Connectors

m  CA Access Control Connector (see page 288)

m  CA SSO Connector for Advanced Policy Server (see page 314)

m  Kerberos Connector (see page 321)

Midrange Connectors

m 0S/400 Connector (see page 369)

m OpenVMS Connector (see page 390)

m  HP NonStop SAFEGUARD Connector (see page 404)

Middleware Connectors
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Common Connector Operations

m  Embedded Entitlements Manager Connector (see page 411)

Business Application Connectors
m  SAP Connector (see page 418)

m  Siebel Connector (see page 433)

m  Oracle Applications Connector (see page 446)

m  PeopleSoft Connector (see page 455)

m  Salesforce.com Connector (see page 472)

m  Google Apps Connector (see page 487)

Remote Access Connector

m  RSA ACE (SecurID) Connector (see page 495)

m  RSA Authentication Manager SecurID 7.1 Connector (see page 508)

Public Key Infrastructure Connector

m  Entrust PKI Connector (see page 601)

Feed Connector

m  Bulk Load Client (see page 613)

Common Connector Operations

Once a connector has been installed on a Connector Server, the Provisioning
Server can manage accounts on the target endpoint system provided:

m  The Provisioning Server has been configured to allow communication with
the Connector Server.

®  Any required software components have also been installed on the
Provisioning Server.

®  An endpoint has been created for the target endpoint system.

Chapter 1: Connectors 17



Finding Capability and Inifial Attributes

With a few exceptions, all of the managed objects for an endpoint system, such
as accounts, groups, and endpoint-type specific objects, can have the same
operations performed on them. The operations are listed below:

Add—Lets you add managed objects such as accounts and groups to an
endpoint system.

Modify—Lets you change the value of attributes on an endpoint system's
managed objects, including modifying associations between them (for
example, changing which accounts belong to a group).

Delete—Lets you delete an endpoint system's managed objects.
Rename—Lets you rename an endpoint system's managed objects.

Search—Lets you query the value of attributes stored for an endpoint
system or the managed objects contained by it.

Examples of exceptions are:

Objects for which renaming is not supported

Objects that are managed using native tools on the endpoint system rather
than directly by the connector and therefore, cannot be added or deleted.

Finding Capability and Initial Aftributes

To find out which attributes are defined as capabilities and which are initial, you
need to generate the eTACapability.txt file. Enter the following command from a
Windows Command prompt:

PS_HOME\dumpptt.exe -c > eTACapability.txt

PS_Home

Specifies C:\Program Files\CA\Identity Manager\Provisioning Server\bin

A version of the file is generated for all of the connectors that you have
installed.

Deprecated Connectors

The following connectors are deprecated:

Universal Provisioning

Generic LDAP
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Support for FIPS and IPvé

Support for FIPS and IPvé

The following table lists the connectors that support FIPS and IPv6:

Connector FIPs Support IPv6 Support
DB2 z/0S No No
DB2 UDB No Yes
MS SQL No Yes
Ingres No No
Oracle No No
Oracle Applications No No
Windows NT Yes Yes
ACF2 and Password No Yes

Synchronization
Agent for ACF2

Top Secret and No Yes
Password

Synchronization

Agent for Top Secret

RACF No Yes

UNIX Yes Yes

Note: Supported on
Solaris Sparc, Linux x86,
HPUX AIX only

ADS No No

NDS No No
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Support for FIPS and IPvé

Connector FIPs Support IPv6 Support
E2K No No
LND No No
ACC No No
PLS No No
0S/400 No No
0S/400 Password No No
Synchronization

Agent

OpenVMS No No
NSK No No
EEM No No
SAP No No
Siebel No No
RSA No No
PKI No No
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Chapter 2: Installation Requirements and
Scenarios

This section contains the following topics:

Connector and Agent Installation (see page 21)

Connector and C++ Connector Server Installation (see page 23)
Connector Only Installation (see page 25)

Java Connector Server Installation (see page 26)

C++ to Java Connectors Migration (see page 27)

32- and 64-bit Applications (see page 28)

This chapter describes the administrative requirements and installation
scenarios for connectors.

To install your CA Identity Manager connectors, locate the Installation Program
and follow the onscreen instructions to complete your installation. For detailed
connector installation and configuration information, see the installation section
of each connector.

Connector and Agent Installation

Some installations require that only the connector and agent are installed. For
those connectors, the following is required:

®  You must install the connector on the Connector Server.

m  You must install the agent on all endpoints that you want to administer.

Chapter 2: Installation Requirements and Scenarios 21



Connector and Agent Installation

Scenario for Connector and Agent Installation

The following diagram shows the connector and agent installation:

Other Identity Manager
Components

S '

o Connector Server HLE A

NS
\\.“" UNIX
o
X

Connectors Installed Using the Connector and Agent Installation

You can install the following connectors using this scenario:

UNIX

Windows NT

RSA ACE (SecurID)

HP NonStop SAFEGUARD
Microsoft Exchange 200x

More information:

UNIX ETC and NIS Connector (see page 141)

Windows NT Connector (see page 65)
The RSA ACE (SecurID) Connector (see page 495)

HP NonStop SAFEGUARD Connector (see page 404)

Microsoft Exchange 200x Connector (see page 233)
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Connector and C++ Connector Server Installation

You can install several connectors along with a C++ Connector Server. The
administrative requirements for these connectors are as follows:

®  You must install the connector on the Provisioning Server computer.

®  You must install the Connector Agent plug-in on the computer where you
install the C++ Connector Server.

m  You must install the Connector Provisioning Manager plug-in on the
computer where you installed the Provisioning Manager.

The diagram below shows the connector and C++ Connector Server installation
scenario:
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Connectors Installed Using the Connector and C++ Connector Server Installation

You can install the following connectors using this scenario:

m  Active Directory (see page 180)

m  CA Access Control (see page 288)
m  CA SSO for Advanced Policy Server (see page 314)

m  DB2 UDB (see page 40)

m  DB2 for z/OS (see page 33)
m  Embedded Entitlements Manager (EEM), formally EIAM (see page 411)

m  HP NonStop SAFEGUARD Connector (see page 404)

m  Ingres (see page 52)
m  Microsoft Exchange 200x (see page 233)

m NDS (see page 216)
m  QOracle Applications (see page 447)
m RSA ACE (SecurlD) (see page 495)

m  Siebel (see page 433)
m UNIX (see page 141)

m Windows NT (see page 65)

The following connectors require that you install their Administrative Client on
the computer where you installed the C++ Connector Server:

s DB2

m  Ingres (see page 52)

m  Oracle Applications (see page 447)

m NDS (see page 216)

C++ Connector Server on Solaris

The C++ Connector Server installed on Solaris can manage only Solaris UNIX
ETC and ACC endpoints. For all other Connectors, install the C++ Connector
Server on a Windows system and register it with the Provisioning Server installed
on Solaris. During installation, specify that this Connector Server is your default
C++ Connector Server.
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Connector Only Installation

Some connectors require only the installation of the connector on the
Provisioning Server machine.

The diagram below shows the connector only installation scenario:

Crther Identity Manager
Companents

Prowisioning Server

as/a

eTrust RACF

Directory

w1

Connectors Installed Using the Connector Only Installation

You can install the following connectors using this scenario:
= CA-ACF2

m  CA-Top Secret

= RACF

®  OpenVMS

More Information:

CA ACF2 Connector (see page 81)

CA Top Secret Connector (see page 103)
RACF Connector (see page 130)
OpenVMS Connector (see page 390)
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Java Connector Server Installation

Some connectors can be installed on the Java Connector Server. The following
are the administrative requirements for those connectors:

®  You must install the connector on the Provisioning Server computer

®m  You must install and register the Java Connector Server on the Provisioning

Server where you installed the connector.

m  You must install the Connector Provisioning Manager plug-in on the

computer where the Java Connector Server is installed.

Note: For more information on the Java Connector Server, see the Java

Connector Server Implementation Guide.

The diagram below shows the Java Connector Server installation scenario:

Note: You cannot use both the Java Connector Server and the C++ Connector

Server to manage the same endpoint type.
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Connectors Using the Java Connector Server Installation

Connectors that can be installed using this scenario include the following:

m  Oracle

= 0S400
= MSSQL
m SAP

m  |Lotus Notes/Domino
m  Kerberos
m  RSA Securld 7.1

m  Dynamic endpoints
More information:

Oracle Connector (see page 57)

0S/400 Connector (see page 369)

MS SQL Server Connector (see page 47)

SAP Connector (see page 418)

Kerberos Connector (see page 321)

Lotus Notes/Domino Connector (see page 252)

RSA Authentication Manager SecurlID 7.1 Connector (see page 508)

C++ to Java Connectors Migration

For this release, we are releasing several former C++ Connectors as Java
Connectors. When migrating from the C++ version to the Java version, there are
several migration considerations and steps to keep in mind.

Click the migration link under More Information to view the considerations and
migration steps for your Connector(s).

More Information:

MS SQL Migration Steps (see page 48)

Oracle Migration Steps (see page 59)

LND Java Implementation Considerations (see page 253)
LND Migration (see page 256)

0S/400 Migration Steps (see page 370)

SAP Migration Steps (see page 421)

LDA Connector Migration to DYN JNDI (see page 220)
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32- and 64-bit Applications

The C++ Connector Server is a 32-bit application. If installed on a 64-bit
operating system, the C++ Connector Server runs as a 32-bit application.

Some connectors, for example Oracle Applications, DB2 and others, require third
party clients to be present on the C++4+ Connector Server host. For example,
Oracle Client, DB2 Connect and so forth. Some of these third party applications
come in both 32-bit and 64-bit modes. Only the 32-bit client should be installed
if you want to manage endpoints on the C++ Connector Server.

The Java Connector Server is a 32-bit application. some connectors, for
example, SAP, Lotus Notes/Domino and others, require third party libraries to be
present on the Java Connector Server host. Only the 32-bit library should be
installed if you want to manage endpoints on the Java Connector Sever.
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User Console

Create Tasks

Modify Tasks

This section contains the following topics:

User Console (see page 29)
The Provisioning Manager (see page 30)

The User Console is a web-based identity management system that gives you
many of the same functionality as provided in the Provisioning Manager with an
easy-to-use web interface. For this release, you can use the User Console to
manage your endpoints, account templates, and accounts.

From the User Console you can perform:

m  Create Tasks

m  Modify Tasks

m  View Tasks

You can use the User Console to create the following:
m  Endpoints
m  Account Templates

m  Accounts

You can use the User Console to Modify the following:
m  Endpoints
m  Account Templates

m  Accounts
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View Tasks

You can use the User Console to view the following:
m  Endpoints
m  Account Templates

®  Accounts

User Console Limitations

The User Console displays all custom attributes for the connector, whether they
are mapped or not. This is a known limitation.

To work around this, you can edit the labels and change them to proper names
for used custom attributes and "un-mapped" for the ones that are not mapped.

The Provisioning Manager

You can use the Provisioning Manager to perform all provisioning-related
administrative tasks on your managed endpoints like viewing and manipulating
objects and their relationships. The most common tasks that you will perform
with the Provisioning Manager are discussed in this section.

Note: For detailed information about provisioning components, functions, and
tools, see the Provisioning Guide.

Endpoints

An endpoint is a specific installation of a platform or application, such as Active
Directory or Windows NT, that communicates with the Provisioning Server to
synchronize information and manage users, logins, and other resource objects.

The following topics are an overview of the acquire, explore, and correlate
features.

Note: For detailed information regarding your connector, see the individual
connector topic sections in this book.

Acquire Endpoints

In order to manager the accounts, users, groups, and other resource objects in
your environment, you must acquire endpoints. Each connector has its own
requirements for acquiring endpoints. See the individual connector sections for
connector-specific instructions.
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Explore and Correlate Endpoints

Accounts

After you have acquired an endpoint, you must explore the endpoint so that the
provisioning manager can manage your objects, and correlate the objects to
global users.

Accounts give users access to the resources on an endpoint. You can manage
accounts from the Endpoint task frame using the Account property sheet for your
connector.

Provisioning Roles and Account Templates

Groups

Provisioning roles define the job functions in your organization using one or more
account templates. You can use account templates to control the generation or
removal of accounts, initialization of new accounts, and global synchronization of
certain account characteristics. Therefore, provisioning roles and account
templates let you manage endpoints without having to keep track of the
individual user accounts.

You can create and maintain endpoint groups using the Endpoint tasks frame.
Use the Group property sheet for your connector when managing your groups.
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DYN GUI

The DYN GUI is a data driven GUI in the Provisioning Manager. It uses Connector
Xpress generated metadata describing a JDBC or JNDI connector to display the
following for accounts, account templates, group, containers, and endpoints:

m  Fields
m  Labels

m  Selection controls (for example, a date picker for date fields)

It also:

m  Performs validation of user supplied values
m  Populates fields with default values

m  Splits fields across tabs

The DYN GUI in the Provisioning Manager allows you to manipulate arbitrary
endpoint objects with a single Provisioning Manager plug-in.

The DYN GUI leverages the general controls of that application with dynamic
property sheets defined at run-time by a metadata XML stream, known as the
model metadata.

For example, when you map a field in Connector Xpress, an item is placed in the
metadata to represents that field. Whenever you examine any object in that
connector, the DYN GUI uses the metadata to display the appropriate fields.

Account Template Creation with etautil

If you use etautil to create a JDBC or JNDI account template, the account
template will not work unless the correct value is explicitly provided for the
eTAccountContainer attribute.

For JDBC, the value is always:

eTDYNAccountContainerName=Accounts

For JNDI, the value varies depending on which container you use to store
accounts. For example, the following setting would result in new accounts being
placed in container contl that is nested inside the top-level container, cont:

eTDYNContainerName=contl,eTDYNContainerName=cont0
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This section contains the following topics:

DB2 UDB for z/OS Connector (see page 33)
IBM DB2 UDB Connector (see page 40)

MS SQL Server Connector (see page 47)
Ingres Connector (see page 52)

Oracle Connector (see page 57)

The following connectors are considered to be database connectors:
m  DB2 UDB for z/OS

= IBM DB2 UDB

®m  Microsoft SQL

m  Ingres Server

m  Oracle

The information in this chapter describes how to install and manage these
connectors.

DB2 UDB for z/OS Connector

The CA Identity Manager DB2 UDB for z/OS Connector (DBZ) lets you manage
user authorization and privileges of a DB2 UDB on z/0S instance and database
on a z/0OS mainframe.

Using this connector, you can do the following:

m  Create, modify, or delete DBZ Endpoint Types, endpoints, users, and
account templates in CA Identity Manager

m  Create, modify, and remove users in the DBZ database on z/0S
m  Manage user identifiers, authorizations, and privileges that exist in the DBZ

authorization and privileges tables.

This connector is managed using the Connector and C++ Server installation
process.

Note: For more information and requirements, see Connector and C++
Connector Server Installation (see page 23).
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DBZ Installation Prerequisites

You must install the IBM DBZ Connect Enterprise Edition 8.2 for Win on the
machine where you installed the C++ Connector Server.

Note: The 32-bit version of this client package must be installed.

DB2 Limitation

You cannot map stored functions.

DB2 z/OS Support for FIPS and IPvé

For this release of CA Identity Manager, the DBZ Connector does not support
FIPs or IPv6.

Connector-Specific Features

This section details your connector's specific management features, such as how
to acquire and explore your endpoint. Also included are account, provisioning
roles, account template, and group information specifically for your connector.

DBZ Endpoint

The DBZ endpoint registers a Windows System ODBC Data Source Name (DSN)
for the database and saves the necessary information to establish a connection
and execute SQL statements with the database.
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Acquire a DBZ Database Using the User Console

You must acquire the DB2 z/0OS database before you can administer it with CA
Identity Manager.

To acquire an DBZ database using the User Console

1.
2.

Select Endpoints, Manage Endpoints,Create Endpoint

Select DB2 Z0OS Server from the drop-down list box on Create a new
endpoint of Endpoint Type, and click Ok

Use the Create DB2 ZOS Endpoint page to register a DB2 ZOS database.
During the registration process, CA Identity Manager identifies the DBZ
database and gathers information about it.

After entering the required information, click Submit.
You are now ready to explore and Correlate the endpoint.

Click Endpoints, Explore and Correlate Definitions, Create Explore and
Correlate Definition to explore the objects that exist on the endpoint.

The Exploration process finds all DBZ accounts and groups. You can correlate
the accounts with global users at this time or you can correlate them later.

Click OK to start a new definition.
Complete the Explore and Correlate Tab as follows:
a. Fill in Explore and Correlate name with any meaningful name.

Click Select Container/Endpoint/Explore Method to click a DBZ endpoint
to explore.

b. Click the Explore/Correlate Actions to perform:

m Explore directory for managed objects—Finds objects that are
stored on the endpoint and not in the provisioning directory.

m Correlate accounts to users—Correlates the objects that were
found in the explore function with users in the provisioning directory.
If the user is found, the object is correlated with the user. However,
you can instead select that you want to assign the account to the
existing user (the default user) or create the user.

m Update user fields—If a mapping exists between the object fields
and the user fields, the user fields are updated with data from the
objects fields.

Complete the Recurrence tab if you want to schedule when the task to
executes.

a. Click Schedule.
b. Complete the fields to determine when this task should execute.

You may prefer to schedule the task to execute overnight to interfere
less with routine access of the system.

Chapter 4: Database Connectors 35



DB2 UDB for z/OS Connector

8.

Note: This operation requires the client browser to be in the same time zone
as the server. For example, if the client time is 10:00 PM on Tuesday when
the server time is 7:00 AM, the Explore and Correlate definition will not work.

Click Submit.

To use an explore and correlate definition

1.

In an Identity Manager environment, click Endpoints, Execute Explore and
Correlate.

Click an explore and correlate definition to execute.
Click Submit.

The user accounts that exist on the endpoint are created or updated in
Identity Manager based on the explore and correlate definition you created.

Acquire a DBZ Database Using the Provisioning Manager

To acquire a DBZ database, you must do the following:

From the Endpoint Type task view

1.

Register the database as an endpoint in CA Identity Manager.

Use the DBZ Endpoint property sheet to register a DB2 z/0OS database.
During the registration process, CA Identity Manager identifies the DBZ
database you want to administer and gathers information about it.

Explore the objects that exist on the endpoint.

After registering the database in CA Identity Manager, you can explore its
contents. Use the Explore and Correlate Endpoint dialog. The Exploration
process finds all DBZ database authorization names that exist in the
database authorization tables. You can correlate the authorization names of
the User type (DBZ Users) with global users at this time, or you can wait to
correlate them.

Correlate the explored DBZ users with global users.

When you correlate DBZ users, CA Identity Manager creates or links the DBZ
users to an endpoint with global users, as follows:

a. CA Identity Manager attempts to match the DBZ user name with each
existing global user name. If a match is found, CA Identity Manager
associates the DBZ user name with the global user. If a match is not
found, CA Identity Manager performs the following step.

b. If the Create Global Users as Needed button is checked, CA Identity
Manager creates a new global user and then associates the DBZ account
with the global user. If the Create Global Users as Needed button is
unchecked, CA Identity Manager performs the next step.

c. CA Identity Manager associates the DBZ user with the [default user]
object.
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Acquire or Remove a New Endpoint

When the DBZ connector receives an 'Add new endpoint' or 'Remove an
endpoint' request, the following steps are taken:

On the machine running the C++ Connector Server

1.

2.

DBZ Account Templates

Catalog or un-catalog a database entry for a database within the DBZ
instance.

Register or un-register an ODBC system data source.

The DBZ Default Policy, provided with your connector, gives a user the minimum
security level needed to access an endpoint. You can use it as a model to create
new account templates.

Synchronize an Account from an Account Template

There are several rules for account synchronization from an account template in
the DBZ Connector.

During the account synchronization process

1.

When there are multiple account templates associated with a DBZ account,
the DBZ Connector merges those account templates to generate an
intermediate effective account template. During the merge, if there are
conflicting settings with the same authority, database privilege, or object
privilege among the different account templates, the DBZ Connector selects
the setting with the highest restriction.

For example, if Account Template One grants DBADM and Account Template
Two does not, the effective account template does not grant DBADM.
Another example: If Account Template One grants CONTROL and SELECT
with GRANT option on view SYSCAT.ATTRIBUTES, but Account Template
Two revokes CONTROL from and grants SELECT on view
SYSCAT.ATTRIBUTES, the effective account template grants only SELECT on
view SYSCAT.ATTRIBUTES and revokes CONTROL from
SYSCAT.ATTRIBUTES.
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DBZ Accounts

2. If one of the merged account templates is set to use strong synchronization,
the DBZ Connector applies the effective account template to the account
using strong synchronization. If not, the effective account template uses
weak synchronization.

3. For strong synchronization, the DBZ Connector replaces the account's
authorities and privilege settings with that of the effective account template.

4. For weak synchronization, if there is a difference between the account
settings and the effective account template, the DBZ Connector uses the
setting that has the higher restriction.

For example, if an account is granted DBADM, and the effective account
template does not grant DBADM, the account will not be granted DBADM. If
an account is not granted DBADM and the effective account template grants
DBADM, the account will still not be granted DBADM.

Another example: If an account is granted CONTROL and SELECT with
GRANT option on view SYSCAT.ATTRIBUTES, but the effective account
template revokes CONTROL from and grants SELECT on view
SYSCAT.ATTRIBUTES, the account is granted only SELECT on view
SYSCAT.ATTRIBUTES and CONTROL is revoked from SYSCAT.ATTRIBUTES.

When checking account or account template synchronization, the same process
of generating effective account template applies, as do the rules of comparison.
If you are going to synchronize account settings with the effective account
template, and the account's authority and privilege settings do not change, the
DBZ Connector considers the account synchronized with its associated account
templates.

The DBZ Account represents the authentication and privileges of the DBZ users
of the DBZ instance and database on a z/OS mainframe.

The DBZ Connector does not manage user accounts and groups of the operating
system. The DB2 Users that are managed by the DB2 z/OS Connector are the
user identifiers, authorizations, and privileges that exist in the DB2 authorization
and privileges tables.
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Create DBZ Accounts

CA Identity Manager lets you manage accounts from the Endpoint Type task
view. Use the DBZ User property sheet when managing your accounts
To create DBZ Accounts

1. Click the Endpoint Type task button and select DBZ Endpoint from the
drop-down list box.

2. Search for the endpoint on which you want to create an account.

3. Right-click on the endpoint in the list view and choose Content from the
pop-up menu.

4. Select Accounts in the Container Tree box and click New.
The DBZ User Property Sheet appears.
5. Complete the DBZ User Property Sheet and click OK.

A new DBZ account is now created.

DBZ User Property Sheet

The DBZ User Property Sheet consists of 16 property pages with the following 14
pages specific to the DBZ Connector that show specific authorization and
property information:

m  Database

m  Subsystem

m  Table

® View

m  Buffer Pool

m  Storage Group
= Collection

m  Package

m  Plan

m  Table Space

®m  Procedure

m  User Defined Function
m  Schema

m  User Defined Type
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IBM DB2 UDB Connector

Along with the CA Identity Manager Connector for the underlying operating
system, the DB2 UDB Connector lets you administer accounts and groups on
DB2 UDB databases and provides a single point for all user administration by
letting you:

m  Register DB2 UDB endpoints, explore them for objects to manage, and
correlate their accounts with global users

m  Create and manage DB2 UDB database authorization names (users and
groups) using DB2 UDB-specific account templates

m  Synchronize global users with their provisioning roles or synchronize global
users' accounts with their account templates

m  Assign a DB2 UDB account template to each of your DB2 UDB endpoints

m  Use the default endpoint type account template to create DB2 UDB users
with the minimum security level needed to access a DB2 UDB endpoint

m  Create and manage DB2 UDB groups (Windows only)

DB2 UDB Installation

This connector is managed using the Connector and C++ Server installation
process.

Note: For more information and requirements, see Connector and C++
Connector Server Installation (see page 23).
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Installation Requirements for Windows

The following connector and agent are necessary to administer the DB2
Universal Database:

DB2 UDB Connector must be installed.

To administer DB2 UDB authentication, an appropriate CA Identity Manager
Connector for the underlying operating system of DB2 UDB Server
installation must be installed on the Provisioning Server. Such options
include, but are not limited to the NT Connector, ETC Connector, NIS
Connector and the ADS Connector.

DB2 UDB Administration Client must already be installed where the DB2
UDB Connector will be installed.

Note: You must install the 32-bit version of the DB Connect client package.

TCP/IP must be one of the supported communication protocols of the DB2
UDB installation when DB2 UDB server is at a remote location.

TCP/IP Communication must be set up for the DB2 UDB Instance on DB2
UDB Server using Control Center and have either a TCP/IP Service Name or
Port Number assigned (default to 50000) when the DB2 UDB server is at a
remote location.

Database Manager Instance should be started on the DB2 UDB Server.

Note: The DB2 UDB Connector supports any DB2 UDB server installations that
the DB2 UDB Administrative Client for Window supports, but tests have been
done only with DB2 UDB server installations on Windows 2000 and AIX.

DB2 UDB Support for FIPS and IPvé

For this release of CA Identity Manager, the DB2 UDB Connector supports IPv6,
but not FIPS.

DB2 Limitation

You cannot associate a DB2 provisioning role created with English characters to
a user created with French or Japanese characters. This is a limitation of DB2.

Connector-Specific Features

This section details your connector's specific management features, such as how
to acquire and explore your endpoint. Also included are account, provisioning
roles, account template, and group information specifically for your connector.
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Acquire a DB2 UDB Database Using the User Console

You must acquire the DB2 database before you can administer it with CA Identity
Manager.

To acquire an DB2 database using the User Console

1. Select Endpoints, Manage Endpoints,Create Endpoint

2. Select DB2 Server from the drop-down list box on Create a new endpoint of
Endpoint Type, and click Ok

Use the Create DB2 Server Endpoint page to register a DB2 database. During
the registration process, CA Identity Manager identifies the DB2 database
you want to administer and gathers information about it.

3. After entering the required information, click Submit.
You are now ready to explore and Correlate the endpoint.

4. Click Endpoints, Explore and Correlate Definitions, Create Explore and
Correlate Definition to explore the objects that exist on the endpoint.

The Exploration process finds all DB2 accounts and groups. You can correlate
the accounts with global users at this time or you can correlate them later.

5. Click OK to start a new definition.
6. Complete the Explore and Correlate Tab as follows:
a. Fill in Explore and Correlate name with any meaningful name.

Click Select Container/Endpoint/Explore Method to click a DB2 endpoint
to explore.

b. Click the Explore/Correlate Actions to perform:

m Explore directory for managed objects—Finds objects that are
stored on the endpoint and not in the provisioning directory.

m Correlate accounts to users—Correlates the objects that were
found in the explore function with users in the provisioning directory.
If the user is found, the object is correlated with the user. However,
you can instead select that you want to assign the account to the
existing user (the default user) or create the user.

m Update user fields—If a mapping exists between the object fields
and the user fields, the user fields are updated with data from the
objects fields.

7. Complete the Recurrence tab if you want to schedule when the task to
executes.

a. Click Schedule.
b. Complete the fields to determine when this task should execute.

You may prefer to schedule the task to execute overnight to interfere
less with routine access of the system.
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Note: This operation requires the client browser to be in the same time zone
as the server. For example, if the client time is 10:00 PM on Tuesday when
the server time is 7:00 AM, the Explore and Correlate definition will not work.

8. Click Submit.

To use an explore and correlate definition

1. In an Identity Manager environment, click Endpoints, Execute Explore and
Correlate.

2. Click an explore and correlate definition to execute.
3. Click Submit.

The user accounts that exist on the endpoint are created or updated in
Identity Manager based on the explore and correlate definition you created.
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Acquire a DB2 UDB Database Using the Provisioning Manager

You must acquire the DB2 UDB database before you can administer it with CA
Identity Manager.

From the Endpoint type task view
1. Register the database as an endpoint in CA Identity Manager.

Use the DB2 UDB Endpoint property sheet to register a DB2 UDB
database. During the registration process, CA Identity Manager
identifies the DB2 UDB database you want to administer and gathers
information about it.

2. Explore the objects that exist on the endpoint.

After registering the database in CA Identity Manager, you can explore
its contents. Use the Explore and Correlate Endpoint dialog. The
Exploration process finds all DB2 UDB database authorization names
that exist in the database authorization tables. You can correlate the
authorization names of the User type (DB2 UDB Users) with global users
at this time, or you can wait to correlate them.

3. Correlate the explored DB2 UDB users with global users.

When you correlate DB2 UDB users, CA Identity Manager creates or links
the DB2 UDB users to an endpoint with global users, as follows:

a. CA Identity Manager attempts to match the DB2 UDB user name
with each existing global user name. If a match is found, CA Identity
Manager associates the DB2 UDB user name with the global user. If
a match is not found, CA Identity Manager performs the following
step.

b. If the Create Global Users as Needed button is checked, CA Identity
Manager creates a new global user and then associates the DB2 UDB
account with the global user. If the Create Global Users as Needed
button is unchecked, CA Identity Manager performs the next step.

c. CA Identity Manager associates the DB2 UDB user with the [default
user] object.

DB2 Provisioning Roles and Account Templates

By defining account templates for the underlying operating system to a
provisioning role, you can manage the operating system accounts and groups
while managing the authorization name of the DB2 UDB database. Therefore,
provisioning roles and account templates let you manage all the aspects of the
DB2 UDB database security.

The DB2 UDB Default Policy, provided with the DB2 UDB Connector, gives a user
the minimum security level needed to access an endpoint. You can use it as a
model to create new account templates.
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Create Account Templates

The Default Account Template, provided with each connector, gives a user the
minimum security level needed to access an endpoint. You can use it as a model
to create new account templates.

To create an account template

1. Click the Provisioning Roles task button, select the connector's Account
Template in the Object Type drop-down list box and click New.

The Account Template Property Sheet for the specified connector appears.
2. Complete the Account Template Property Sheet by:

a. Selecting an endpoint to populate the drop-down and group selection
lists.

b. Selecting group memberships and other account settings.
c. Clicking OK.

A new account template is created for your connector.
DB2 UDB Users

In CA Identity Manager DB2 UDB Users give users access to the resources on an
endpoint. CA Identity Manager lets you manage all DB2 UDB database
authorization names of the type User from the Endpoint type task view. Use the
DB2 UDB User property sheet when managing your users.

DB2 UDB Groups

CA Identity Manager lets you create and maintain DB2 UDB authorization names
of the type Group using the Endpoint type task view. Use the DB2 UDB Group
property sheet when managing your groups.

Add New Endpoint Request

When the DB2 Connector receives an 'Add new endpoint' request, it:
1. Catalogs a new DB2 Local or TCP/IP node for the instance.
2. Catalogs a new DB2 Database entry for the database.

3. Configures an ODBC system data source for the database.
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How to Synchronize an Account from an Account Template

These are the rules for account synchronization from an account template in the
DB2 Connector.

1. During the account synchronization process, when there are multiple
account templates associated with a DB2 account, the DB2 connector
merges those account templates to generate an intermediate effective
account template. During the merge, if there are conflicting settings with the
same authority, database privilege, or object privilege among the different
account templates, the DB2 Connector selects the setting with the highest
restriction.

For example, if Account Template One grants DBADM and Account Template
Two does not, the effective account template does not grant DBADM.
Another example: If Account Template One grants CONTROL and SELECT
with GRANT option on view SYSCAT.ATTRIBUTES, but Account Template
Two revokes CONTROL from and grants SELECT on view
SYSCAT.ATTRIBUTES, the effective account template grants only SELECT on
view SYSCAT.ATTRIBUTES and revokes CONTROL from
SYSCAT.ATTRIBUTES.

2. If one of the merged account templates is set to use strong synchronization,
the DB2 Connector applies the effective account template to the account
using strong synchronization. If not, the effective account template uses
weak synchronization.

3. For strong synchronization, the DB2 Connector replaces the account's
authorities and privilege settings with that of the effective account template.

4. For weak synchronization, if there is a difference between the account
settings and the effective account template, the DB2 Connector uses the
setting that has the higher restriction.

For example, if an account is granted DBADM, and the effective account
template does not grant DBADM, the account will not be granted DBADM. If
an account is not granted DBADM and the effective account template grants
DBADM, the account will still not be granted DBADM.

Another example: If an account is granted CONTROL and SELECT with
GRANT option on view SYSCAT.ATTRIBUTES, but the effective account
template revokes CONTROL from and grants SELECT on view
SYSCAT.ATTRIBUTES, the account is granted only SELECT on view
SYSCAT.ATTRIBUTES and CONTROL is revoked from SYSCAT.ATTRIBUTES.

When checking account or account template synchronization, the same
process of generating effective account template applies, as do the rules of
comparison. If you are going to synchronize account settings with the
effective account template, and the account's authority and privilege
settings do not change, the DB2 Connector considers the account
synchronized with its associated account templates.
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MS SQL Server Connector

The MS SQL Server Connector provides a single point for all user administration
by letting you perform the following:

®  Manage logins on MS SQL server platforms

m  Register endpoints, explore them for objects to manage, and correlate their
logins with global users

m  Create and manage MS SQL server logins using MS SQL server-specific
account templates

m  Change login passwords and activations in one place

m  Synchronize users with their provisioning roles or synchronize users' logins
with their account templates

m  Assign a MS SQL server account template to each of your MS SQL server
endpoints

m  Use the SQL Default Policy to create logins with the minimum level of
security needed to access an MS SQL server endpoint

m  Generate and print reports about MS SQL server logins and hosts

MS SQL Configuration

The MS SQL connector must be managed with the Java Connector Server
installation process. For more information on this installation process, click here
(see page 26).

To administer MS SQL server machines with CA Identity Manager, the MS SQL
server connector must be installed on each Provisioning server.

The following sections detail the configurations that are needed in order for the
MS SQL connector to work correctly.

Configure the JDBC URL

Communication between the Provisioning server and the MS SQL server relies on
a JDBC connection. A URL specifies connection details to each server, as
illustrated in the following examples:

Basic URL
jdbc:sqlserver://serverHost
Integrated Security URL

jdbc:sqlserver://serverHost;integratedSecurity=true
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Named instance on port 1433 URL
jdbc:sqlserver://serverHost:1433;instanceName=instancel
Connecting with IPv6
jdbc:sqlserver://;serverName=<IPv6 address here>
jdbc:sqlserver://;serverName=<IPv6 address>;port=CA

Portal;databaseName=<DB>

Note: For more details see Building the Connection URL on MSDN.

Configure the Windows Service

If you want to use Windows NT authentication, you must ensure that the system
account running the im_jcs service also exists as an account on the server
running MS SQL and has administrative rights. The im_jcs service by default
runs as the LocalSystem account. You will need to change this to an account on
the same domain or system as the MS SQL servers you wish to manage using the
‘Services’ dialog in the ‘Control Panel’.

Note: Windows NT trusted authentication is only supported on Windows
platforms.

MS SQL Migration Steps
To migrate from the C++ MS SQL connector to the Java MS SQL connector, you
must do the following:
m  Install the MS SQL Java connector using the Java CS installation

m  You can remove your DSN if it is not being used for another other purpose

m  Add the URL as defined in Configure the JDBC URL (see page 47) to each
existing MS SQL endpoint. To do this, right click on each endpoint and select
“Custom... -> Change Admin Password” and supply the URL in the JDBC URL
field.

Once this has been done, all types of operations can be executed against the
existing MS SQL endpoints seamlessly.

MS SQL Support for FIPS and IPvé

For this release of CA Identity Manager, the MS SQL Connector supports IPv6,
but not FIPS.
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Connector-Specific Features

This section details your connector's specific management features, such as how
to acquire and explore your endpoint. Also included are account, provisioning
roles, account template, and group information specifically for your connector.

Acquire an MS SQL Server Using the User Console

You must acquire the MS SQL server before you can administer it with CA
Identity Manager.

To acquire an MS SQL server using the User Console

1.
2.

Select Endpoints, Manage Endpoints,Create Endpoint

Select MS SQL Server from the drop-down list box on Create a new endpoint
of Endpoint Type, and click Ok

Use the Create MS SQL Endpoint page to register an MS SQL server. During
the registration process, CA Identity Manager identifies the MS SQL server
you want to administer and gathers information about it.

After entering the required information, click Submit.
You are now ready to explore and Correlate the endpoint.

Click Endpoints, Explore and Correlate Definitions, Create Explore and
Correlate Definition to explore the objects that exist on the endpoint.

The Exploration process finds all MS SQL accounts and groups. You can
correlate the accounts with global users at this time or you can correlate
them later.

Click OK to start a new definition.
Complete the Explore and Correlate Tab as follows:
a. Fill in Explore and Correlate name with any meaningful name.

Click Select Container/Endpoint/Explore Method to click an MS SQL
endpoint to explore.

b. Click the Explore/Correlate Actions to perform:

m Explore directory for managed objects—Finds objects that are
stored on the endpoint and not in the provisioning directory.

m Correlate accounts to users—Correlates the objects that were
found in the explore function with users in the provisioning directory.
If the user is found, the object is correlated with the user. However,
you can instead select that you want to assign the account to the
existing user (the default user) or create the user.

m Update user fields—If a mapping exists between the object fields
and the user fields, the user fields are updated with data from the
objects fields.

Chapter 4: Database Connectors 49



MS SQL Server Connector

8.

Complete the Recurrence tab if you want to schedule when the task to
executes.

a. Click Schedule.
b. Complete the fields to determine when this task should execute.

You may prefer to schedule the task to execute overnight to interfere
less with routine access of the system.

Note: This operation requires the client browser to be in the same time zone
as the server. For example, if the client time is 10:00 PM on Tuesday when
the server time is 7:00 AM, the Explore and Correlate definition will not work.

Click Submit.

To use an explore and correlate definition

1.

In an Identity Manager environment, click Endpoints, Execute Explore and
Correlate.

Click an explore and correlate definition to execute.
Click Submit.

The user accounts that exist on the endpoint are created or updated in
Identity Manager based on the explore and correlate definition you created.

Acquire an MS SQL Server Using the Provisioning Manager

You must acquire each MS SQL server before you can administer it with CA
Identity Manager. To acquire an MS SQL server, you must do the following:

From the Endpoint Type task view

1.

Register the machine as a endpoint using the Provisioning Manager.

Use the MS SQL server Endpoint property sheet to register an MS SQL server
instance. During the registration process, the Provisioning Server identifies
the MS SQL server that you want to administer, and gathers information
about it.

Explore the objects that exist in the endpoint.

After registering the machine with the Provisioning Manager, you can
explore its contents, using the Explore and Correlate Endpoint dialog. The
Exploration process finds all MS SQL server objects. You can correlate the
logins with global users at this time, or later.
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3. Correlate the explored logins with global users.

When you correlate logins, the Provisioning Server creates or links the logins
on an endpoint with global users, as follows:

a. The Provisioning Server attempts to match the login name with each
existing global user name. If a match is found, the Provisioning Server
associates each MS SQL server login with the respective global user. If a
match is not found, the Provisioning Server performs the next step.

b. If the Create Global Users as Needed button is checked, the Provisioning
Server creates a new global user and then associates the login with the
global user. If the Create Global Users as Needed is unchecked, the
Provisioning Server performs the next step.

c. The Provisioning Server associates the login with the default user object.

MSSQL Endpoint with Trusted Connection Fails

The sqljdbc_auth.dll is not available out of the box with CA Identity Manager. You
must download the file from the Microsoft website.

Note: For more details see Building the Connection URL on MSDN.

SQL Password Changes

Database Users

Database Roles

When trying to make SQL account password changes using the User Console,
you must set the "Enforce synchronized account passwords" configuration
parameter to No. You can access this parameter from the System, Domain
Configuration, Password section of the Provisioning Manager.

The MS SQL Connector uses Logins in place of accounts. Use the MS SQL Server
Login property page to manage MS SQL Logins.

The database users have administrative power in the system.

You can list the database roles, and include (or exclude) users from the database
roles.
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MS SQL Conventions

Use the following MS SQL Server conventions in your etautil commands:

The endpoint type name (eTNamespaceName) is MS SQL Server

The endpoint type prefix is SQL. Therefore, the MS SQL Server class names
are the following:

- eTSQLDirectory for an endpoint
- eTSQLPolicyContainer for an account template container

- eTSQLPolicy for an account template

Ingres Connector

The Ingres® Connector lets you administer the users of Ingres Server machines.

The Ingres Connector provides a single point for all user administration by letting
you do the following:

Display, create, modify, or delete a user

Alter expiration date for a user

Add or alter the profile name for a user

Add or alter the default group name for a user
Add or alter the set of groups assigned to a user

Grant or revoke user roles

Administer the Ingres Server

Administering the Ingres Server requires you to:

1.
2.
3.

Install the Ingres Client and the Ingres Connector.
Configure the Virtual Node (vnode).
Configure ODBC.

Install the Ingres Client and Ingres Connector

This connector is managed using the Connector and C++ Server installation
process.

Note: For more information and requirements, see Connector and C++
Connector Server Installation (see page 23).
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Configure the Virtual Node

Use the Netutil command to configure the Virtual Node (vnhode) to get access to
the Ingres server machine.

Command Prompt - netutil
NETUTIL - Network authorization and connection information

Local user: dokalO1

Uirtual Node Login/password data for unode 'dokal®1l

Name (unode)

Global [Any user on DOKALO1

Connection data for unode 'dokal®l1x’

Net Address Listen Address

dokal®1x

BB '.

Create(SH-F1) Destroy(SH-F2) Edit(SH-F3) Attributes(SH-F4) >
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Configure ODBC

ODBC should be configured to provide system DSN pointing to the target
system. The iidbdb database should be used as the database to connect to.

Ingres ODBC Administrator

Data Source IAdvanced I Abouﬂ

Data Source: ‘

Description I
Server
dnods [DokaLD1 =]
Type [MeRES =]
Datebass fiictcit =]

Connect Options

[~ Prompt User ID and Password To Override VODE Login

Enterprise Access (Gatewsy) WITH Options |

Bole Name Role Password

OK Cancel | | Help |

Note: To administer Ingres Server authentication, an appropriate CA Identity
Manager Connector for the underlying operating system of the Ingres Server
installation must be installed on the Provisioning Server machine. See the
Connector FAQ section of the Provisioning Manager for more information.

Ingres Database Limitations

The following are Ingres database limitations:
®  You cannot map the Bigint type.

m  You cannot use the result of stored procedures.

Ingres Support for FIPS and IPvé

For this release of CA Identity Manager, the Ingres Connector does not support
FIPs or IPv6.
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Connector-Specific Features

This section details your connector's specific management features, such as how
to acquire and explore your endpoint. Also included are account, provisioning
roles, account template, and group information specifically for your connector.

Acquire an Ingres Database Using the Provisioning Manager

You must acquire the Ingres database before you can administer it with CA
Identity Manager. To acquire an Ingres database, you must do the following:

From the Endpoint Type task view

1.

Register the database as an endpoint in CA Identity Manager.

Use the Ingres Endpoint property sheet to register an Ingres database.
During the registration process, CA Identity Manager checks that the Ingres
database you want to administer is accessible.

Explore the objects that exist on the database.

After registering the database in CA Identity Manager, you can explore its
contents. Use the Explore and Correlate Endpoint dialog. The Exploration
process finds all necessary Ingres objects. You can correlate the accounts
with global users at this time, or you can wait to correlate them.

Correlate the explored accounts with global users.

When you correlate accounts, CA Identity Manager creates or links the
accounts on an endpoint with global users, as follows:

a. CA Identity Manager attempts to match the username with each existing
global user name. If a match is found, CA Identity Manager associates
the Ingres account with the global user. If a match is not found, CA
Identity Manager performs the next step.

b. CA Identity Manager attempts to match the account name with each
existing global user's full name. If a match is found, CA Identity Manager
associates the Ingres account with the global user. If a match is not
found, CA Identity Manager performs the next step.

c. If the Create Global Users as Needed button is checked, CA Identity
Manager creates a new global user and associates the Ingres account
with the global user. If the Create Global Users as Needed button is
unchecked, then CA Identity Manager performs the next step.

d. CA Identity Manager associates the Ingres account with the [default
user] object.
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Ingres Directory Tab Authentication Attributes

Ingres Accounts

Ingres Profiles

On the Endpoint Tab of the Ingres Endpoint Property Sheet you can specify the
authentication attributes such as the Data Source Name (DSN). This name
should coincide with one of the hames in the ODBC Data Source Administrator on
the System DSN page on the machine where Provisioning Server is installed.
This DSN should be properly configured to point to the desirable target system.

£ ODBC Data Source Administrator

UserDSN System DSN ]F\Ie DSN] Drivers] Tracing] Connection Pooling] About}

System Data Sources:

Name | Driver | Add..

g Ingres

oraz Oracle ODEBC Driver Remove
testl Oracle ODBC Driver
Configure...

An ODBC System data source stores information about how to connectto the
indicated data provider. A System data source is visible to all users on this
maching, including NT services.

OK Cancel Help

If, when creating an Ingres account, you set a default group, you must add that
group to the set of groups that are assigned to this account. Otherwise, the
account creation fails.

The Profiles container holds all Ingres profiles that are available on the target
system at the moment of the last explore.

This container provides read-only access. To add a new object to this container,
use native tools to add the object to the target system, and then re-explore the
container. Likewise, to delete an object from this container, use native tools to
delete the object from the target system, and then re-explore the container
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Ingres Groups

The Groups container holds all Ingres groups that are available on the target
system at the moment of the last explore.

This container provides read-only access. To add a new object to this container,
use native tools to add the object to the target system, and then re-explore the
container. Likewise, to delete an object from this container, use native tools to
delete the object from the target system, and then re-explore the container.

Ingres Roles

The Roles container holds all Ingres roles that are available on the target system
at the moment of the last explore.

This container provides read-only access. To add a new object to this container,
use native tools to add the object to the target system, and then re-explore the
container. Likewise, to delete an object from this container, use native tools to
delete the object from the target system, and then re-explore the container.

Ingres Etautil Conventions

Use the following Ingres conventions in your etautil commands:

m  The endpoint type name (eTNamespaceName) is Ingres

m  The endpoint type prefix is ING. Therefore, the Ingres class names are:
- eTINGDirectoryName for an endpoint
- eTINGPolicyContainerName for an account template container

- eTINGPolicy for an account template

Oracle Connector

The Oracle Connector lets you administer accounts and groups on Oracle
systems and provides a single point for all user administration by letting you do
the following:

m  Register endpoints, explore them for objects to manage, and correlate their
accounts with global users

m  Create and manage Oracle accounts using Oracle-specific account templates
m  Change account passwords and account activations in one place

m  Synchronize global users with their provisioning roles or synchronize global
users' accounts with their account templates

m  Assign an Oracle account template to each of your Oracle endpoints
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m  Use the default Oracle Policy to create accounts with the minimum security
level needed to access an Oracle endpoint

m  Create and manage Oracle profiles and roles
m  Generate and print reports about Oracle accounts

m  Assign Oracle packages and procedures to Oracle accounts

Oracle Configuration

The Oracle connector must be managed with the Java Connector Server
installation process. For more information on this installation process, click here
(see page 26).

To administer Oracle machines with CA Identity Manager, the Oracle connector
must be installed on each Provisioning server.

The Oracle GUI plug-in must be installed on the machine where the Provisioning
Manager is installed. No additional Oracle agent, client, or driver installation is
required.

Communication between the Provisioning Server and the Oracle server relies on
a JDBC connection. A URL specifies connection details to each server, as
illustrated in the following example:

jdbc:oracle:thin:@hostname:port:servicename

Where the field definitions are:
hostname

The hostname or IP address of the Oracle Server
port

The numeric port number of the Oracle service. The default value for this is
1521.

servicename

Oracle Service Name to connect to.

For example, the following URL would connect to an Oracle instance named
ORACLE running on the default port on server oracle_server_host:

jdbc:oracle:thin:@oracle_server_host:1521:0RACLE
For more information, see the Oracle JDBC site:

http://www.oracle.com/technology/tech/java/sqlj jdbc/htdocs/jdbc fag.htm
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Oracle Migration Steps

To migrate from the C++ Oracle connector to the Java Oracle connector, you
must do the following:

m  Install the Oracle Java connector using the Java CS installation

m  Add the URL as defined in Oracle Configuration (see page 58) to each
existing Oracle endpoint. To do this, edit the endpoint and supply the URL in
the JDBC URL field.

®  You can remove your DSN if it is not being used for another other purpose

Once this has been done, all types of operations can be executed against the
existing Oracle endpoints seamlessly.

Oracle Support for FIPS and IPvé

For this release of CA Identity Manager, the Oracle Connector does not support
FIPs or IPv6.

Connector-Specific Features

Oracle Limitations

This section details your connector's specific management features, such as how
to acquire and explore your endpoint. Also included are account, provisioning
roles, account template, and group information specifically for your connector.

The Oracle connector cannot be used to perform the following operation. The
Oracle database administrator must perform this operation using native Oracle
administrative tools.

m  Manage system privileges or object privileges that apply to Oracle accounts
or Oracle roles

Suspend Operation Locks User Accounts

After suspending an Oracle account from either the User Console or Provisioning
Manager, the user account status shows both Suspended and Locked.

The Oracle Connector considers both Suspend and Lock as one operation. The
Oracle account can not be suspended and unlocked nor can it be active and
locked.
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Resume Operation Resumes and Unlocks Suspended User Accounts

When performing a Resume operation on a Suspended account, the Oracle
Connector both resumes and unlocks the account.

Required Oracle Administrator Account Privileges

The Oracle administrator account that you use with CA Identity Manager is the
account name that you enter in the System Logon field of the Endpoint tab of the
Oracle Endpoint property sheet. This account requires the following minimum
privileges to take full advantage of the Oracle Connector:

The following system privileges:

Alter Profile
Alter Any Role
Alter User
Create Profile
Create Role
Create Session
Create User
Drop Profile
Drop User
Drop Any Role
Grant Any Privilege
Grant Any Role

The SELECT object privilege on the following views in the SYS schema:

DBA_OBIJECTS
DBA_PROFILES
DBA_ROLES
DBA_ROLE_PRIVS
DBA_TABLESPACES
DBA_TAB_PRIVS
DBA_TS_QUOTAS
DBA_USERS

To grant privileges to Oracle accounts for packages and procedures, ensure that
the account name specified in the Logon field of the Oracle Endpoint property
sheet is either:

The owner of these packages and procedures

Has execute privileges with "Admin Option" for these packages and
procedures
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Acquire an Oracle System Using the User Console

You must acquire the Oracle system before you can administer it with CA Identity
Manager.

To acquire an Oracle system using the User Console

1.
2.

Select Endpoints, Manage Endpoints,Create Endpoint

Select Oracle from the drop-down list box on Create a new endpoint of
Endpoint Type, and click Ok

Use the Create Oracle Endpoint page to register an Oracle system. During
the registration process, CA Identity Manager identifies the Oracle system
you want to administer and gathers information about it.

After entering the required information, click Submit.
You are now ready to explore and Correlate the endpoint.

Click Endpoints, Explore and Correlate Definitions, Create Explore and
Correlate Definition to explore the objects that exist on the endpoint.

The Exploration process finds all Oracle accounts and groups. You can
correlate the accounts with global users at this time or you can correlate
them later.

Click OK to start a new definition.
Complete the Explore and Correlate Tab as follows:
a. Fill in Explore and Correlate name with any meaningful name.

Click Select Container/Endpoint/Explore Method to click an Oracle
endpoint to explore.

b. Click the Explore/Correlate Actions to perform:

m  Explore directory for managed objects—Finds objects that are
stored on the endpoint and not in the provisioning directory.

m Correlate accounts to users—Correlates the objects that were
found in the explore function with users in the provisioning directory.
If the user is found, the object is correlated with the user. However,
you can instead select that you want to assign the account to the
existing user (the default user) or create the user.

m Update user fields—If a mapping exists between the object fields
and the user fields, the user fields are updated with data from the
objects fields.
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8.

Complete the Recurrence tab if you want to schedule when the task to
executes.

a. Click Schedule.
b. Complete the fields to determine when this task should execute.

You may prefer to schedule the task to execute overnight to interfere
less with routine access of the system.

Note: This operation requires the client browser to be in the same time zone
as the server. For example, if the client time is 10:00 PM on Tuesday when
the server time is 7:00 AM, the Explore and Correlate definition will not work.

Click Submit.

To use an explore and correlate definition

1.

In an Identity Manager environment, click Endpoints, Execute Explore and
Correlate.

Click an explore and correlate definition to execute.
Click Submit.

The user accounts that exist on the endpoint are created or updated in
Identity Manager based on the explore and correlate definition you created.

Acquire an Oracle System Using the Provisioning Manager

You must acquire the Oracle system before you can administer it with CA Identity
Manager. To acquire an Oracle system, you must do the following:

From the Endpoint Type task view

1.

Register the Oracle server as an endpoint using the Provisioning Manager.

Use the Oracle Endpoint property sheet to register an Oracle system. During
the registration process, the Provisioning Server identifies the Oracle system
you want to administer and gathers information about it.

Note: Use the native Oracle tools to verify that the Oracle system can be
accessed using the given system login ID and password.

Explore the objects that exist on the endpoint.

After registering the server with the Provisioning Manager, you can explore
its contents. Use the Explore and Correlate Endpoint dialog. The Exploration
process finds all Oracle accounts, profiles, and roles. You can correlate the
accounts with global users at this time or you can correlate them later.

Correlate the explored accounts with global users.

When you correlate accounts, the Provisioning Server creates or links the
accounts on a endpoint with global users, as follows:
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a. The Provisioning Server attempts to match the Oracle name with each
existing global user name. If a match is found, the Provisioning Server
associates the Oracle account with the global user. If a match is not
found, the Provisioning Server performs the next step.

b. If the Create Global Users as Needed button is checked, the Provisioning
Server creates a new global user and then associates the Oracle account
with the global user. If the Create Global Users as Needed button is
unchecked, the Provisioning Server performs the next step.

c. The Provisioning Server associates the Oracle account with the [default
user] object.

Oracle Account Templates

Oracle Accounts

Oracle Packages

Oracle Procedures

Oracle Roles

Oracle Profiles

The Oracle Default Policy automatically sets the user name and password to the
global user account ID and the authentication type to LOCAL.

Use the Oracle Account property sheet when managing your accounts.

The Oracle Packages container holds all stored Oracle packages on your system.

The Oracle Procedures container holds all stored Oracle procedures on your
system.

The Provisioning Manager lets you create and maintain Oracle roles using the
Endpoint Type task view. Use the Oracle Role property sheet when managing
your Oracle roles.

An Oracle profile lets you specify the values of Oracle account attributes such as
connect time, CPU time, and password rules.
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Oracle Etautil Conventions

Use the following Oracle conventions in your etautil commands:

m  The endpoint type name (eTNamespaceName) is Oracle Server

m  The endpoint type prefix is ORA. Therefore, the Oracle class names are:
- eTORADirectory for an endpoint
- eTORAPolicyContainerName for an account template container

- eTORAPolicy for an account template
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This section contains the following topics:

Windows NT Connector (see page 65)

The following connector is considered to be a distributed connector: Windows
NT.

The information in this chapter describes how to install and manage this
connector.

Windows NT Connector

The Windows NT option provides a single point for all user administration by
letting you do the following:

m  Register endpoints, explore them for objects to manage, and correlate their
accounts with global users

m  Create and manage Windows NT accounts using Windows NT-specific
policies

m  Change account passwords and account activations in one place

®m  Synchronize global users with their roles or synchronize global users'
accounts with their policies

m  Assign a Windows NT account template to each of your Windows NT
endpoints

m  Manage Windows NT Trust relationship between your Windows domains

m  Use the default Endpoint Type account template to create accounts with the
minimum level of security needed to access a Windows NT endpoint

m  Create and manage Windows NT user groups
m  Create and manage Windows NT shared folders
m  Generate and print reports about Windows NT accounts, groups, and hosts

This connector is managed using the Connector and agent installation process.
For more information and requirements, click here (see page 21).

This connector can also be managed using the Connector and C++ Server (see
page 23) installation process as well.
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Configuring

If you plan to acquire that Provisioning Server system as an endpoint, you must
install the Provisioning Agent for Windows Local Users and Groups.

Note: After installing the Provisioning Agent for Windows Local Users and
Groups, add the local machine to the Caft host list.

Upgrading the Provisioning Server

After upgrading the Provisioning Server to r12.5 SP2, you must install the
Provisioning Agent for Windows Local Users and Groups if you want to acquire
and manage the Provisioning Server host as an endpoint. After installing the
Agent, you may need to re-authorize the Provisioning Server with cafthost by
issuing the following command from the SharedComponents\CAM\bin directory:

cafthost -a hostname/IP address

Installing the Provisioning Agent for Windows Local Users and Groups with

msiexec

To install the Provisioning Agent for Windows Local Users and Groups, perform
the following steps:

1. Copy the contents of the folder ~\RemoteAgent\Windows200x from the CD
to your local machine. For example, C:\temp\RN16.

2. Open a Command Prompt and navigate to the directory where you copied
the folder.

3. Issue the following commands:

Instmsiw.exe
Note: This executable installs or updates the Windows Installer release 2
infrastructure. On some recent Windows Platforms, such as Windows XP and

Windows Server 2003, Windows Installer release 2 is installed by default so the
Instmsiw.exe command is not required.

msiexec /I ISScriptl1.Msi /gn
msiexec /I “CA Identity Manager - Provisioning Agent for Windows Local Users and Groups.msi”
Follow the prompts on the graphical installer to complete the installation.

To perform a silent install, add in the property=value line found at the end of
the EULA. The EULA can be viewed in graphical mode.

msiexec /| “CA Identity Manager — Provisioning Agent for Windows Local Users and Groups.msi” /qn
PROPERTY=VALUE
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Installing the Provisioning Agent for Windows Local Users and Groups with

setup.exe

In this example, we install the Provisioning Agent for Windows Local Users and
Groups by using the setup.exe command. Perform the following steps:

1.

Copy the contents of the folder ~\RemoteAgent\Windows200x from the CD
to your local machine. For example, C:\temp\RN16.

Open a Command Prompt and navigate to the directory where you copied
the folder.

Issue the following command:
setup.exe

The graphical installer will launch and the Remote Agent can be installed by
following the prompts.

(Optional) To perform a silent install, add the gn argument and the
property=value line found at the bottom of the EULA. (Read the EULA in
graphical mode first):

setup.exe /s N'/gn PROPERTY=VALUE"

Configure the CAM and CAFT Service for Windows NT

The CAM/CAFT service is used to communicate between the C++ Connector
Server and the Windows NT targets.

Install the CAM and CAFT Service for Windows NT

You must install the Provisioning Agent for Windows Local Users and Groups and
configure the CAM and CAFT Service on any Windows NT machine that you want
to administer.

Important! For installing both the Provisioning Agent for Windows Local Users
and Groups and the CA Identity Manager Microsoft Exchange Agent on the same
machine, use the CAM and CAFT configuration steps for the Microsoft Exchange
Agent in the Groupware Connectors section. Be sure to update the CAM and
CAFT service logon account, as described in that section.

Chapter 5: Distributed Connector 67



Windows NT Connector

How to Configure the CAM and CAFT Service for Windows NT
There are two ways to configure the CAM and CAFT service.

To configure the CAM and CAFT Service using the command prompt

1. Log on toyour Windows NT machine as the domain administrator or log on to
your Windows NT Workgroup machines as the local administrator.

2. Issue the following command from a command window:
CAFTHOST -aNT_node_name
NT_node_name
Name of the C++ Connector Server if used.

Note: If the Provisioning Server is networked using DHCP or you do not use
DNS for name resolution, the network name will not be recognized. Under
these conditions, use the TCP/IP address for the Windows NT node name or
add a Windows NT node entry in the local hosts file on your Windows NT
machine.

3. Verify the previous command by issuing the following command:
CAFTHOST -I
Note: Firewalls may need to be configured to allow communications using
the CAM/CAFT service.
To configure the CAM and CAFT Service using the Host to Caft Definition
dialog

1. Log on toyour Windows NT machine as the domain administrator or log on to
your Windows NT Workgroup machines as the local administrator.

2. Run Host to Caft Definition located in the default Identity Manager Start
program group.

Start > Programs > CA > Identity Manager > Host to Caft Definition

3. In the Enter a server name field, enter the name of the C++ Connector
Server if used. Click Add.

Note: The same conditions regarding DHCP and DNS listed in the previous
section also applies here.

4. Verify that the server name added is listed in the Permitted managing
servers list. Click OK.

Note: Firewalls may also need to be configured to allow communications using
the CAM/CAFT service.
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Activate the CAM and CAFT Encryption for Windows NT

If your Identity Manager installation is using the CAM/CAFT encryption, ask your
Identity Manager administrator for a copy of the Public Key keyfile and password
in use.

If this is an initial installation of Provisioning Server, Provisioning Manager or
Identity Manager Agent, and you want to activate CAM/CAFT encryption for the
communication between the Provisioning Server and other Identity Manager
servers or system endpoints, you must generate a Public Key file by entering the
following command at the command prompt:

>caftkey -g keyfile password
keyfile

Defines the name that you assign to the key file.
password

Defines the password that you assign to the key file.

To activate the CAM and CAFT encryption

1. Install your Public Key on both CAFT Agent and CAFT Identity Manager boxes
using the previously-generated key file (see above) by entering the following
command at the command prompt:
>caftkey -policy_setting keyfile password

m keyfile and password must have the values that you specified while
generating the Public Key file.

m policy_setting must be -i, -m, or blank.

The policy_setting governs the communication between this computer (the
local computer) and other computers that have the CAM and CAFT service
installed, but may or may not have the CAM and CAFT encryption certificates
installed.

m Policy -1 (caftkey -i keyfile password)

The -i option specifies Policy -1. This policy lets computers running previous
versions of the CAM and CAFT service execute commands on this computer
and lets this computer execute commands on those computers. Policy -1
encrypts messages if the other computer has these certificates installed.
This policy does not encrypt messages if the other computer does not have
these certificates installed.

m Policy 1 (caftkey -m keyfile password)

The -m option specifies Policy 1. This policy prohibits other computers from
executing commands on this computer if they are running previous versions
of the CAM and CAFT service without the encryption certificates. This policy
also prohibits this computer from executing commands on those computers.
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If both computers have the CAM and CAFT encryption certificates installed,
but have different Public Key Files installed when Policy 1 is set, the
command requests between the two computers always fails.

m  Blank Option

The blank option specifies Policy 0. This policy is set if no Public Key File is
installed, the CAM and CAFT encryption certificates were not installed
properly, or if you do not specify a policy setting when you enter the caftkey
command. Policy 0 specifies no encryption.

2. Recycle the CAM Service on each box where you install the new Key as

follows:
prompt> cam close lIstop Cam/Caft service and processes
prompt> cam start lIstart CAM service and process

3. After recycling the CAM service, recycle the CAFT service by issuing the
following statement:

prompt> caft

4. Check the log produced by the CAFT service, and confirm the policy setting
by issuing the following statement:

prompt> type "%CAI_MSQ%\ftlogs\dg000"
The output will be similar to the following example:
D:\> type "%CAl_ MSQ%!ftlogs\dg000"

Thu Feb 16 09:05 Starting CAFT version 1.12 (Build 28)

Thu Feb 16 09:05 Encryption Policy -1

Thu Feb 16 09:05 ----—- CAFT initialize complete —--—--

Check the Policy Setting

To see what mode the machine is operating in, look in the following file:

%CAI_MSQ%fftlogs/dg000

The log is as it was lastly generated by the CAFT command. After you change the
configuration, you must initiate a new CAFT command so that the log will reflect
the latest configuration. You can do this by issuing the following command:

Prompt> caft

Manage the CAM and CAFT Service for Windows NT

Note: The CAM and CAFT Service allows encryption through certificates.

The CAM and CAFT Service is a daemon process. You can control this process
using the Services panel on your Control Panel. To view the Services panel, click
the Services icon. The CAM and CAFT Service is called CA Message Queuing.
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View the CAM and CAFT Service for Windows NT

Perform the following procedure to view the CAM and CAFT service.

To view the CAM and CAFT service

1.
2.

Open the Windows Task Manager.
Click the Processes tab on the Windows Task Manager.

The CAM and CAFT daemon processes appear. The following is a sample of
these processes:

Image Name UserName CPU CPUTime Mem Usage
Caftf.exe Administartor 00 0:00:16 1,600K
Cam.exe SYSTEM 00 0:00:08 704K

Start the CAM and CAFT Service for Windows NT

Although the CAM and CAFT Service starts automatically, there may be times
when you have to manually start it.

To start the CAM and CAFT Service

1.

3.

Double-click the Services icon on the Control Panel.
The Services dialog appears.

Select Unicenter Message Queuing from the Service window, and click the
Start button.

Click Close.

Stop the CAM and CAFT Service for Windows NT

Perform the following procedure to stop the CAM and CAFT service.

To stop the CAM and CAFT Service

1.

3.

Double-click the Services icon on the Control Panel.
The Services dialog appears.

Select Unicenter Message Queuing from the Service window, and click the
Stop button.

Click Close.

Note: After you stop the CAM and CAFT Service, the service must be restarted
so CA Identity Manager can communicate with the Windows NT Remote Agent.
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Windows NT Support for FIPS and IPvé

For this release of CA Identity Manager, the Windows NT Connector supports
both FIPs and IPvé.

Connector-Specific Features

This section details your connector's specific management features, such as how
to acquire and explore your endpoint. Also included are account, provisioning
roles, account template, and group information specifically for your connector.

Acquire a Windows NT Machine Using the User Console

You must acquire the Windows NT machine before you can administer it with CA
Identity Manager.

To acquire a Windows NT machine using the User Console

1. Select Endpoints, Manage Endpoints,Create Endpoint

2. Select Windows NT from the drop-down list box on Create a new endpoint of
Endpoint Type, and click Ok

Use the Create Windows NT Endpoint page to register a Windows NT
machine. During the registration process, CA Identity Manager identifies the
Windows NT machine you want to administer and gathers information about
it.

3. After entering the required information, click Submit.

You are now ready to explore and Correlate the endpoint.
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Click Endpoints, Explore and Correlate Definitions, Create Explore and
Correlate Definition to explore the objects that exist on the endpoint.

The Exploration process finds all Windows NT accounts and groups. You can
correlate the accounts with global users at this time or you can correlate
them later.

Click OK to start a new definition.
Complete the Explore and Correlate Tab as follows:
a. Fill in Explore and Correlate name with any meaningful name.

Click Select Container/Endpoint/Explore Method to click an Windows NT
endpoint to explore.

b. Click the Explore/Correlate Actions to perform:

m Explore directory for managed objects—Finds objects that are
stored on the endpoint and not in the provisioning directory.

m Correlate accounts to users—Correlates the objects that were
found in the explore function with users in the provisioning directory.
If the user is found, the object is correlated with the user. However,
you can instead select that you want to assignh the account to the
existing user (the default user) or create the user.

m Update user fields—If a mapping exists between the object fields
and the user fields, the user fields are updated with data from the
objects fields.

Complete the Recurrence tab if you want to schedule when the task to
executes.

a. Click Schedule.
b. Complete the fields to determine when this task should execute.

You may prefer to schedule the task to execute overnight to interfere
less with routine access of the system.

Note: This operation requires the client browser to be in the same time zone
as the server. For example, if the client time is 10:00 PM on Tuesday when
the server time is 7:00 AM, the Explore and Correlate definition will not work.

8. Click Submit.

To use an explore and correlate definition

1.

In an Identity Manager environment, click Endpoints, Execute Explore and
Correlate.

Click an explore and correlate definition to execute.
Click Submit.

The user accounts that exist on the endpoint are created or updated in
Identity Manager based on the explore and correlate definition you created.

Chapter 5: Distributed Connector 73



Windows NT Connector

Acquire the Windows NT Machine Using the Provisioning Manager

You must acquire the Windows NT machine before you can administer it with CA
Identity Manager. Perform the following procedure to acquire a Windows NT
machine.

From the Endpoint Type task view

1.

Register the machine as an endpoint in CA Identity Manager.

Use the Windows NT Endpoint property sheet to register a Windows NT
machine. During the registration process, CA Identity Manager identifies the
Windows NT machine you want to administer and gathers information about
it.

Explore the objects that exist on the endpoint.

After registering the machine in CA Identity Manager, you must explore its
contents by means of the Explore and Correlate Endpoint dialog. The
Exploration process finds all the Windows NT objects.

Correlate the explored accounts with global users.

When you correlate accounts, CA Identity Manager creates or links the
accounts on an endpoint with global users, as follows:

a. CA Identity Manager attempts to match the username with each existing
global user name. If a match is found, CA Identity Manager associates
the Windows NT account with the global user. If a match is not found, CA
Identity Manager performs the next step.

b. CA Identity Manager attempts to match the full name with each existing
global user's full name. If a match is found, CA Identity Manager
associates the Windows account with the global user. If a match is not
found, CA Identity Manager performs the next step.

c. If the Create Global Users as Needed button is checked, CA Identity
Manager creates a new global user and associates the Windows account
with the global user. If the Create Global Users as Needed button is
unchecked, then CA Identity Manager associates the Windows account
with the [default user] object.

Note: You can correlate the accounts with global users at this time, or you
can do it later.
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Significant Fields in the Endpoint Tab of the Endpoint Property Sheet

The Endpoint Tab of the Endpoint Property Sheet includes the following
significant fields:

Explore timeout:

Specifies, in seconds, the maximum duration time a request takes for the
explore operation (one level and sub-tree searches). Default is 7200 seconds
(2 hours).

Operations timeout:

Specifies, in seconds, the maximum time any CAM/CAFT request can take,
except the explore option (based searches). The minimum value that can be
entered in this field is 30 seconds. The default is 300 seconds (5 minutes).

Changing password

Removes expired flag field. When this field is checked and a password is
changed by an administrator, the expired password flag is removed (W2K
and Win2003 behavior). If the field is not checked, the expired flag remains
(NT behavior), and you must change your password on the first logon.
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Terminal Server Attributes Management for Accounts

On the Windows NT Node Property Tab (Windows NT Endpoint Property Sheet),
the Terminal Server field is used to identify the Terminal Services family
machines. If there are no Terminal Server machines, the field is blank.

For each account in the Terminal Services systems, you can see and manage the
attribute from the Environment and Sessions Tab and Terminal Services Profile
Tab (Windows NT Account Template or Windows NT Account Property Sheets).

The values associated with the fields on these tabs are the same as those that
are provided in the NT native tools, as listed below:
Starting program

When checked, the program in the Program file name field from the directory
in the Start in field is launched.

Client devices

When checked, each box causes the action it describes to be performed at
account login.

Sessions

Lets you specify actions to be taken in case of long time idle sessions or
disconnected sessions.

Terminal Services Profile
Lets you specify the user profile, home directory and login to the terminal

server.

Important!--It is strongly recommended not to use the @ symbol in an NT
account name if you are managing NT systems (NT4, 2000, 2003, XP) with the
terminal services option.

Synchronize BDC Systems

Note: This feature is only available using the Provisioning Manager.

If a Backup Domain Controller (BDC) has been promoted to a PDC (Primary

Domain Controller) using NT native tools, you can synchronize BDC promotions.

To synchronize BDC systems

1. Right-click the endpoint and select Custom, Synchronize BDC Promotion.
The NT4 Synchronize with BDC promotion dialog appears.

2. If the selected machine is a BDC, that has been promoted to PDC using NT
native tools, fill in the dialog and click Start.

When the operation has run, the BDC is flagged as being the action PDC.

Note: Once the Start button has been clicked, the action cannot be stopped.
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Rename Accounts

Windows NT Groups

Trust Relationships

Shared Folders

Note: This feature is only available using the Provisioning Manager.
You have the ability to rename accounts.

To rename an account
1. Right-click the required account, and select Rename from the menu.
The Windows NT account renaming dialog appears.
2. Enter a new name into the New name field and click OK.
At the end of the action, the old name is deleted and the new name is added.

Note: If the name is empty or longer than 20 characters, an error message
is displayed.

Note: This feature is only available using the Provisioning Manager.

You can create and maintain Windows NT groups using the Endpoint Type task
view. Use the Windows NT Group property sheet to manage your groups.

Note: This feature is only available using the Provisioning Manager.

You create and maintain Windows NT trust relationships using the Endpoint Type
task view. Use the Windows NT Endpoint property sheet to manage your trust
relationships. The endpoint containing the trust relationships must be a PDC.

In managed NT4 PDC properties, you can create or delete inclusions between
objects by clicking the Group Settings or Account Settings buttons in the Trust
Relationship page.

Search filters for the local groups and for the global objects, where you can
specify the attribute and corresponding value, enable you to restrict lists to see
only a portion of the available objects.

Note: This feature is only available using the Provisioning Manager.

You can create and maintain shared folders on Windows NT machines from the
Endpoint Type task view. Use the Windows NT Shared Folder property sheet to
manage your shared folders.
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Size Limit Exceeded

Exit Commands

Configuration File

When result size limits are exceeded, every panel only returns as many items as
possible. The following are particularly affected:

m  Endpoint screens where inclusions are made for trust relationships

m  Local Group tab for global group inclusions

For more information, see the following:
m  The Administrator Guide

m  The Working with Endpoints, Windows NT topic in the Procedures help

The following native program exits are supported for the NT connector:

m  Pre-Exit: The Windows NT agent executes a user command before it
performs its own operation.

m  Post-Exit: The Windows NT agent executes a user command after it performs
its own operation.

Resources to write program exits comes with the Provisioning SDK. For more
information, see the Programming Guide for Provisioning.

Currently, CA Identity Manager implements the pre-exits and post-exits in the
NT Domain. Therefore, to trigger the user add-on commands, you must define
them in the ExitSetup.ini file that is installed by CA Identity Manager. By default,
this file does not activate any specific command.

The ExitSetup file is located in the following directory:

Agent Home DinConfig\ExitSetup.ini

For example:

C:\Program Files\CA\ldentity ManagenProvisioning Agent for Windows Local Users and Groups\data\ExitSetup.ini

The following table describes the typical contents of the configuration file:

Headers and Value Description

Variables

[Pre-exit] Pre-exit section header
Command= Provided by the user User command specified with

an absolute path
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Headers and Value Description
Variables
Stop on error= Yes/No Yes-indicates that the agent

command is not launched if
the pre-exit fails

No-indicates that the agent
command is launched even if
the pre-exit fails. This is the
default value.

[Post-exit] Post-exit section header

Command= Provided by the user User command specified with
an absolute path

Requirements for the User Commands

The requirements, that are needed to implement the pre-exit and post-exit
commands, are as follows:

m  For CA Identity Manager, the execution of a command is successful when its
return code (RC) is equal to 0; any other value indicates that the execution
failed. This is important because the values that are retrieved by CA Identity
Manager are processed according to this value.

m  The argument values, which are sent to CA Identity Manager agents, are
also sent to the user program.

m  The pre-exit and post-exit user commands are logged in the CA Identity
Manager log files.

m  The pre-exit and post-exit commands are executed each time the agent is
executed.
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Chapter 6: Mainframe Connectors

This section contains the following topics:

CA ACF2 Connector (see page 81)
CA Top Secret Connector (see page 103)
RACF Connector (see page 130)

The following connectors are considered to be mainframe connectors:
m  CA-ACF2 Connector

m  CA-Top Secret Connector

m  RACF Connector

The information in this chapter describes how to install and manage these
connectors.

These connectors are managed using the Connector only installation process.
For more information and requirements, click here (see page 25).

CA ACF2 Connector

The CA ACF2 Connector lets you administer accounts and resources on CA ACF2
systems and provides a single point for all user administration by letting you do
the following:

m  Register endpoints, explore them for objects to manage, and correlate their
accounts with global users

m  Create and manage accounts using account templates specific to CA ACF2
m  Change account passwords and account activations in one place

m  Synchronize global users with their roles or synchronize global users'
accounts with their account templates

m  Assign account templates to each of your CA ACF2 endpoints

m  Use the default Endpoint Type account template to create accounts with the
minimum level of security needed to access an CA ACF2 directory

m  Create and delete data set and resource rule lines

m  Generate and print reports about CA ACF2 accounts
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How to Configure Your CA ACF2 System

Once the CA ACF2 Connector has been installed with the Provisioning Server,
you must configure your CA ACF2 system to communicate with the connector.
To configure your CA ACF2 system

1. Install the CA LDAP Server for z/OS on your CA ACF2 system.

2. Review the CA LDAP Server for z/OS configuration options.

Step 1. Install the CA LDAP Server

The CA LDAP Server for z/OS provides the communication mechanism for this CA
Identity Manager Connector. This product is a free offering from CA and can be
downloaded from support.ca.com. Once downloaded, refer to the CA LDAP
Server for z/OS Installation Guide for information and instructions on how to
install it.

Note: The following steps are required to migrate from a previous version to
ri2.5 Sp2:

1. The CA LDAP Server for z/OS must be installed on at least one mainframe
system and configured to communicate to every z/OS system being
managed by CA Identity Manager or alternatively, you can install it on every
z/0OS system managed by CA Identity Manager.

2. The CA LDAP Server(s) must be configured to have an endpoint entry in
Provisioning Manager naming mode for each system. For more information
on configuring, see the CA LDAP Server for z/0S Administrator Guide.

3. After upgrading, you must update each endpoint and update the information
within the Mainframe LDAP Server section. This information matches up with
the IP Address, Port, and suffix of the mainframe LDAP Server.

The existing eTrust_ACF.conf file must be removed from the eTrust_Admin.conf
file, or alternatively, remove the contents from the file and make blank.
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Step 2. Review the CA LDAP Server for z/OS Configuration Options

Once all CA LDAP Server installation steps have been completed and your CA
LDAP Server is started, the Server is ready to support administration for this
Connector. Some clients may need or want to setup additional configuration
options for the CA LDAP Server in order to provide additional functionality for the
this Connector. Some examples of this additional functionality are the
enable_refresh option (instructs the CA LDAP Server to refresh User Profile data
whenever it is changed on a Logon ID using the CA LDAP Server), or the
enable_secauth option (provides Secondary Authid maintenance on Logon IDs
using the CA LDAP Server).

For more information on all available configuration options, see the chapter
titled, "CAACF2_DN Backend" in the CA LDAP Server for z/OS Administrator
Guide.

Securing Provisioning Server Communication to the CA LDAP Server

All communication between the Provisioning Server and the CA LDAP Server for
z/0S can be encrypted using SSL (Secure Socket Layers).

To establish communication

m  Setup your CA LDAP Server for z/OS to use the Server Mode for SSL
connections. For information on how to configure this, see the chapter titled,
"CA LDAP Server Using Digital Certificates" in the CA LDAP Server for z/OS
Administrator Guide.

m  Turn on SSL support within the Provisioning Server for your ACF2 endpoint.
To do this, bring up the properties of your ACF2 endpoint using the
Provisioning Manager. In the section entitled 'Mainframe LDAP Server
Information’, enable the check box entitled 'Use Server-side SSL' and click
Apply. Now, all communication to the configured CA LDAP Server will
attempt to use an SSL connection, and will fail and provide an appropriate
error message if SSL cannot be established.

ACF2 Support for FIPS and IPvé

For this release of CA Identity Manager, the ACF2 Connector and the Password
Synchronization Agent for ACF2 support IPv6, but not FIPS.

Connector-Specific Features

This section details your connector's specific management features, such as how
to acquire and explore your endpoint. Also included are account, provisioning
roles, account template, and group information specifically for your connector.
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Acquire an ACF2 System Using the User Console

You must acquire the ACF2 system before you can administer it with CA Identity
Manager.

To acquire an ACF2 system using the User Console

1.
2.

Select Endpoints, Manage Endpoints,Create Endpoint

Select CA-ACF2 from the drop-down list box on Create a new endpoint of
Endpoint Type, and click Ok

Use the Create CA-ACF2 Endpoint page to register an ACF2 system. During
the registration process, CA Identity Manager identifies the ACF2 system you
want to administer and gathers information about it.

After entering the required information, click Submit.
You are now ready to explore and Correlate the endpoint.

Click Endpoints, Explore and Correlate Definitions, Create Explore and
Correlate Definition to explore the objects that exist on the endpoint.

The Exploration process finds all ACF2 accounts and groups. You can
correlate the accounts with global users at this time or you can correlate
them later.

Click OK to start a new definition.
Complete the Explore and Correlate Tab as follows:
a. Fill in Explore and Correlate name with any meaningful name.

Click Select Container/Endpoint/Explore Method to click an ACF2
endpoint to explore.

b. Click the Explore/Correlate Actions to perform:

m Explore directory for managed objects—Finds objects that are
stored on the endpoint and not in the provisioning directory.

m Correlate accounts to users—Correlates the objects that were
found in the explore function with users in the provisioning directory.
If the user is found, the object is correlated with the user. However,
you can instead select that you want to assign the account to the
existing user (the default user) or create the user.

m Update user fields—If a mapping exists between the object fields
and the user fields, the user fields are updated with data from the
objects fields.
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8.

Complete the Recurrence tab if you want to schedule when the task to
executes.

a. Click Schedule.
b. Complete the fields to determine when this task should execute.

You may prefer to schedule the task to execute overnight to interfere
less with routine access of the system.

Note: This operation requires the client browser to be in the same time zone
as the server. For example, if the client time is 10:00 PM on Tuesday when
the server time is 7:00 AM, the Explore and Correlate definition will not work.

Click Submit.

To use an explore and correlate definition

1.

In an Identity Manager environment, click Endpoints, Execute Explore and
Correlate.

Click an explore and correlate definition to execute.
Click Submit.

The user accounts that exist on the endpoint are created or updated in
Identity Manager based on the explore and correlate definition you created.
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Acquire a CA ACF2 System Using the Provisioning Manager

You must acquire the CA ACF2 system before you can administer it with CA
Identity Manager. When acquiring a CA ACF2 system, perform the following
steps from the Endpoint Type task view:

1.

Register the server as an endpoint in CA Identity Manager. This phase is
performed by adding a new endpoint under the CA ACF2 Endpoint Type in
Identity Manager.

Use the CA ACF2 Endpoint property sheet to view or customize a CA ACF2
system. During the registration process, CA Identity Manager identifies the
CA ACF2 system you want to administer and gathers information about it.

Explore the objects that exist on the endpoint.

After registering the server in CA Identity Manager, you can explore its
contents. Use the Explore and Correlate Endpoint dialog. The Exploration
process finds all CA ACF2 accounts and objects. You can correlate the
accounts with global users at this time or you can correlate them later.

Correlate the explored accounts with global users.

When you correlate accounts, CA Identity Manager creates or links the
accounts on an endpoint with global users, as follows:

a. CA Identity Manager attempts to match the logon ID with each existing
global user name. If a match is found, CA Identity Manager associates
the CA ACF2 account with the global user. If a match is not found, CA
Identity Manager performs the next step.

b. CA Identity Manager attempts to match the logon ID name with each
existing global user's full name. If a match is found, CA Identity Manager
associates the CA ACF2 account with the global user. If a match is not
found, CA Identity Manager performs the next step.

c. If the Create Global Users as Needed button is selected, CA Identity
Manager creates a new global user and then associates the CA ACF2
account with the global user. If the Create Global Users as Needed
button is cleared, CA Identity Manager performs the next step.

d. CA Identity Manager associates the CA ACF2 account with the [default
user] object.
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Register ACF2 Endpoints on a Windows System

If you have a Windows system, you can register CA ACF2 endpoints using the
Provisioning Manager.

From the Endpoint Type task view

1.
2.

Select ACF2 Endpoint from Object Type
Click the New button and enter the following information:
Endpoint Name

Specifies a name to refer to the new CA ACF2 endpoint.
Mainframe LDAP IP Address/Machine Name

Specifies the IP address of the CA ACF2 managed system where the CA
LDAP Server is configured and running.

Mainframe LDAP Port

Specifies the port number that you specified during the CA LDAP Server
for z/OS install. If you are not sure of the Mainframe LDAP Port, see the
section Checking Your CA LDAP Server for z/OS Configuration
Information.

Mainframe LDAP Suffix

Click the 'Get Suffixes' button to retrieve a list of valid suffixes
configured for this CA LDAP Server operations in im naming mode. (See
the chapter titled, "CAACF2_DN Backend" in the CA LDAP Server for
z/0S Administrator Guide for more information on naming mode.)

Admin User

Specifies the CA ACF2 LID of an administrator used from within CA
Identity Manager to manage the CA ACF2 system.

Password

Specifies the password of the CA ACF2 LID above.
Confirm Password

Specifies the same password as above, for confirmation.

Note: After you click OK, the Provisioning Server attempts to establish a
connection with the CA LDAP Server for z/OS at the IP address and port
supplied, as well as validating the Admin user and Password values supplied.
An appropriate error message is displayed if this connection fails. A Global
User is inserted in the Provisioning Server with Domain Administrator
authority using the ID and password supplied. This Global User is used to
administer this endpoint.
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Register ACF2 Endpoints on a Solaris System

To register CA ACF2 endpoints, use the batch utility etautil to define a CA ACF2
endpoint by specifying a directoryName, Mainframe LDAP IPAddress, Port, and
Suffix. For example:

etautil -u USERID -p PASSWORD add 'eTNamespaceName=CA-ACF2,dc=DOMAIN,dc=eta’ eTACFDirectory
name=DIRECTORYNAME' eTZOSLDAPIPAddress=IPADDRESS eTZOSLDAPPort=PORT
eTZOSLDAPSUffix=SUFFIX
where,
DIRECTORYNAME

Specifies the name you desire for this endpoint.
IPADDRESS

Specifies the IP Address or Machine name of the CA-ACF2 system where
your CA LDAP Server for z/OS is running.

PORT
Specifies the port number the CA LDAP Server is using.
SUFFIX

Specifies a valid suffix configured for this CA LDAP Server operating in im
naming mode (For more information on the naming_mode option, see the
chapter titled, "CAACF2_DN Backend" in the CA LDAP Server for z/OS
Administrator Guide.)

Check Your CA LDAP Server for z/OS Configuration Information

To view all pertinent information regarding your CA LDAP Server and its
configuration, issue a STATUS command from the mainframe console where
your CA LDAP Server is running. The STATUS command provides information
such as, version information, port number, configured databases, and suffixes.
See the chapter titled, "Startup Options" in the CA LDAP Server for z/0S
Administrator Guide for more information on the STATUS command.

ACF2 Provisioning Roles and Account Templates

ACF2 Accounts

The CA-ACF2 Default Policy, provided with the C-ACF2 connector gives a user the
minimum security level needed to access an endpoint. You can use it as a model
to create new account templates.

When synchronizing CA ACF2 accounts, strong synchronization is always the
default.
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Validation Errors Thrown on Create or Modify Account/Account Templates
Operations when Unsupported Attributes are Defined on Endpoints r12 or Greater

A set of attributes have been removed from CA ACF2 r12 servers and are no
longer supported but are supported in ACF2 r9 and are currently defined in the
Identity Manager ACF2 Account and Account Template objects. When using
these attributes, the account create or modify operations fail with 'unsupported
attribute' errors. If an endpoint is r12 or greater, validation errors are thrown for
each of the attributes defined. You must clear the text value or uncheck Boolean
values in checkboxes to proceed.

The screen handlers must be aware of the associated endpoint's ACF2 version
and hide/show these attributes depending on the version. Below are the obsolete
option in r12 and its associated Provisioning attribute:

Obsolete Option in CA ACF2 ri1i2 Associated Provisioning Attribute

CICSKEY eTACFCICSSecKey1-3
CICSKEYX eTACFCICSSecKeyLast5
IDMS eTACFGeneralIDMSAccess
IDMSPROF eTACFIDMSSignonClist
IDMSPRV eTACFIDMSClistVersion
MUSOPT eTACFIDMSMusassOpts10-2
MUSPGM eTACFIDMSMusassStartPgm
VAX eTACFGeneralVAXAccess
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Access and Resource Rules and Rule Keys

Change Control

CA Identity Manager lets you maintain existing access and resource rules
created in CA ACF2.

CA Identity Manager protects all resources and data sets by default. Since
resources and data sets are evaluated in the same way, CA Identity Manager
provides a consistent approach to security regardless of the physical
characteristics of the protected resource or data set.

Access rules and resource rules are defined with different rule types. When you
expand the rule types, rule keys appear. Access and resource rules are defined
as rule keys.

An individual resource or data set exists in CA Identity Manager only as a specific
member in a rule key. A rule key can represent one resource or data set, or a
group of them.

A rule key protects resources and data sets from access by users other than the
owner. When a user tries to access a rule key, CA Identity Manager checks for a
rule permission allowing the access. The rule permissions associated with that
user determine which resources and data sets that user is authorized to access
and the conditions under which access can occur. A user who is not the owner of
the resource can access the resource only if the owner or the security
administrator authorizes access in a rule permission.

In CA-ACF2, resources and rule keys are only accessed by the following:
m A user who has been granted specific access by the rule permission

m  An owner of the rule key

m A user with special override privileges specified in the user's logon ID

This identifies the logon IDs or UIDs that can change the rule set. This is called a
change permission. The change control is defined on the Rule Key Property page
under - Change or Restricted Change.

Note: You can only view existing Change Control in the list boxes. You cannot
create or delete them.
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Rule Lines

Rule lines identify asset type, any qualifiers of the rule key name, or a mask that
applies to the rule key. In CA Identity Manager, rule lines appear under the Rule
Lines Tab.

You must identify the logon IDs or UIDs that have access to the resource or data
set. This is called a rule permission. When a user attempts to access an asset, CA
ACF2 checks for a rule permission allowing the access.

UID strings appear under rule lines. These UID strings identify a user or a group
of users in a rule permission. The rule permission describes the environment for
accessing the resource and determines whether the access is permitted for the
user or group of users. Access is restricted by day and time, source, and access
path (such as a particular program or library).

Note: You can create and delete rule lines; however, you cannot modify them
after you have added them.

Secondary Authids

The ACF2 Connector provides support for administration of DB2 Secondary
Authids (ACF2 Cross-Reference or XREF records) on ACF2 Accounts and Policies.
DB2 Secondary Authids specify the access rights ACF2 Accounts are permitted
when accessing DB2 resources.

Configuration for ACF2

The GSO OPTS record for the current sysid needs to be changed to specify a
value in the ALTSYS field. The value should be the same list of sysids (minus the
current sysid) as provided on the enable_secauth parameter in the CA LDAP
Server for z/OS configuration file (slapd.conf) on the mainframe.
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Administer Secondary Authids

To administer Secondary Authids, there is a tab on ACF2 Accounts and Account
Templates called Secondary Authids. This tab contains a list control containing
the Secondary Authids assigned to the Account or Account Template. There are
four buttons (three for Account) on this screen that provide the following
functionality:

m  Add Record(s) is always activated and provides a dialog screen for searching
existing Secondary Authid records and assigning them to the Account or
Account Template.

®  Manual Add is always activated and provides a dialog screen to manually
define a Secondary Authid to an Account or Account Template. The dialog
contains a Sysid field and Secondary Authid field for an Account, and an
additional Children field for an Account Template.

m  Delete Record is activated when a record is selected in the list control, and
will remove a Secondary Authid record from an Account or Account
Template.

m  Add/Del Children is only visible on an Account Template, and is activated
when a record is selected in the list control. This button displays a dialog box
that lets you maintain the list of Child Secondary Authids assigned to a
Parent.

For account templates, Secondary Authids are classified as Parent and Child
Secondary Authids. A Parent Secondary Authid is an XREF group record. The
Secondary Authids that belong to this group are known as its Children, or Child
Secondary Authids, which are XREF source records. When a Parent Secondary
Authid is specified with a list of Children, any Account created from this Account
Template will be assigned to one of the Child Secondary Authids, not the Parent.
The Child Secondary Authid assigned to the Account is determined by the
following algorithm:

The Child Secondary Authids are traversed in the order they are listed in the
Account Template:

1. If the Child Secondary Authid has room for another entry, the Account will be
added to that record.

2. If the record is full, then the next Child Secondary Authid is examined and if
it has room, it is added to that one. This continues until a record is found that
has room or does not exist.

3. If a Child Secondary Authid is encountered that does not exist, then it will be
created with the Account added to it, and it will be added to the Parent
Secondary Authid as a Child.
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Search Screen Notes

If a Parent Secondary Authid is added to an Account Template with no Children
specified, then that Parent record is treated as a Source record and the Account
will be added to that record.

In this case, no Child Secondary Authids should ever exist.

When searching for existing Parent records to add to the Account Template,
clients should take care that the chosen Parent record does not contain any
additional Parent records (XREF Group records). This would occur in a
multi-layered Source Group record structure. In this case, the Child Secondary
Authids that are XREF Group records on that Parent should be manually removed
using the Add/Del Children button, and only Child Secondary Authids (XREF
Source records) and un-created records should be listed as Children of that
Parent.

Account Screen Specifications

When listing Secondary Authids on an Account, only the Child Secondary Authid
records that the Account actually belongs to will be displayed and not the
Parent-Child relationship displayed in an Account Template. If an ACF2 Account
is deleted, then that Account will be removed from all Secondary Authids it is
currently assigned to.

Policy Synchronization

Secondary Authids are synchronized when an Account/Global User is
synchronized to its Account Templates/Provisioning Roles. For Account
Templates that use the Parent-Child relationship method, an Account is
considered synchronized to a particular Secondary Authid entry if the Account is
assigned to one of the Child records specified for that entry in the Account
Template. Likewise, if the Account is in possession of a Secondary Authid entry
that does not exist on the Account Template as either a stand-alone Parent
record or as a Child record in a Parent-Child entry, then that record is removed
from the Account.
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Automated Administration of Secondary Authids

The ACF2 Agent performs the following several automated tasks to maintain the
Secondary Authids assigned to an Account or Policy:

Record Creation - The ACF2 Agent will create a Secondary Authid (Parent or
Child) if it does not exist. It will add the specified Account to the new
Secondary Authid if it is a Child record or stand-alone Parent record, and it
will add a new Child record to a new Parent record if the specified Parent does
not exist.

Record Madification - If a new Child record (specified on the Account
Template) needs to be created, then it will be created and added to the
Parent record.

Record Deletion - If an ACF2 Account is removed from a Secondary Authid
(either through an Account modification or deletion), and the Account is the
last Logonid on the Secondary Authid, then that record will be deleted and
removed from any Parent records it belongs to. If the Secondary Authid is
also the last record on the Parent record, then the Parent record will be
deleted also.
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Errors

TSO Alias Support

If an error occurs on an add or modify Account transaction related to Secondary
Authids, the LDAP server will return an error code of PARTIAL_SUCCESS. This
tells CA Identity Manager that an error occurred during processing, but
processing continued and the transaction is to be considered a success. The
reason for this is that any processing that had already occurred against the
Account (creation, modification, and deletion) will have occurred successfully
before Secondary Authid maintenance was performed. The Provisioning Manager
will report the error, but proceed as a successful transaction. The error can then
be reviewed, and appropriate action can be determined and taken against
Secondary Authids.

For Account delete transactions, if an error occurs during Secondary Authid
maintenance, this error will be returned as an error and the Account will not be
deleted. This is because the eTA LDAP Server does not handle partial success
situations with Account deletes; therefore the message returned must be a
success or failure. Review the error returned and take appropriate action to
enable the transaction to proceed properly.

The following error messages can be returned when an error occurs with
Secondary Authids:

LDP0143E Manual maintenance required for XREF SGP record(s):
recordlist,...

An error occurred during maintenance of at least one Secondary Authid record
and the user will need to examine this list of records and provide appropriate
maintenance based upon the type of transaction that occurred.

LDPO0144E F ACF2,NEWXREF failed and manual maintenance required
for XREF SGP record(s): recordlist,...

This is similar to the message above, but the refresh command failed also. Take
appropriate action against the list of Secondary Authids and issue a F
ACF2,NEWXREF command when completed.

LDPO0145E F ACF2,NEWXREF failed.
The F ACF2,NEWXREF command failed and needs to be issued manually.

The ACF2 Connector also supports the creation of a TSO Alias when a user is
created or modified with TSO access being granted. The alias value is always the
value of the ACF2 Account being created or modified. To enable this support, see
the chapter titled, "CAACF2 DN Backend" in the CA LDAP Server for z/OS
Administrator Guide, for more information.
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ACF2 Program Exits

The CA ACF2 Connector supports the use of Program Exits which are
incorporated as Common Exits. Program Exits provide you with the capability to
perform certain actions before or after an account is created, modified or deleted
from CA Identity Manager. These exits are referenced either on the Endpoint
property page to execute custom code on a single endpoint, or on the Account
Template property page to execute custom code on multiple endpoints. Actions
might include native CA DSI (CA Distributed Security Integration) or CA LDAP
Server for z/OS commands in order to modify account privileges or access to
resources on the CA ACF2 system.

To see a sample program exit, refer to PS_HOME\Templates\OS390EXxits.

For more detailed information about how to write program exits, see the
Programming Guide for Provisioning.

Proxy Configuration

The CA ACF2 Endpoint page contains a section where clients can configure a
Proxy administrative ID and password to be used for user password changes
from the SAWI. When configured, this ID and password is used to issue the
password change request for the Self-Service user to change their password.
This is helpful and needed if a Self-Service user cannot supply a password (for
example, the password is forgotten) or their password is expired on ACF2 and
they cannot be authenticated. When using a proxy administrative ID, standard
ACF2 security rules apply (for example, scoping) and password syntax checking
specified in the GSO Pswd Record is enforced. However, the ACF2 mindays value
for the user is not enforced since the password change is done through an
administrator.

Note: The check boxes on the Endpoints Setting tab are for legacy purposes

only. You can perform proxy configuration and administration support from the
Self-Service interface.
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Proxy Administration Support

You can configure a proxy ID for all tasks accomplished within CA Identity
Manager. Previously, a proxy ID could only be configured for use with requests
generated from the SAWI interface. This proxy ID is maintained on the main
Endpoint page in the Proxy Administration Configuration section. The proxy ID
can be used for any type of CA Identity Manager request against supported
objects, and for any Identity Manager Administrator that is logged on.

Note: The enhancement is only recommended to use after careful consideration
(and preparation) of the following consequences:

1. Any Global User (with the proper privileges provided within CA Identity
Manager) is able to administer ACF2 Logonids and Rules under the
configured proxy ID. Any mainframe security product scoping is lost; only
the scoping of the proxy ID is enforced.

2. As mentioned above, security settings are now the only point of enforcement
against a Global User manipulating mainframe security data.

3. Any reports or auditing methods against administration of your mainframe
security data that originate from the mainframe is now compromised; the
only ID that shows up for any administration that occurred from CA Identity
Manager is the configured proxy ID.

4. If the proxy ID's password changes on the mainframe, the password must be
changed on every Endpoint Page within CA Identity Manager that it is
configured for.

By default, the Connector operates in the same mode as in past releases; the
logged-on Global User and their password are used for submitting any requests
destined to the mainframe security product. The common directory page entitled
Endpoint Settings provides two checkbox controls under the description
Administrator Credentials that control the three possible settings:

Use logged-in Administrator's credentials

Default setting. Indicates that the logged-in Administrator (Global User) is
used as the credentials for ALL requests, even from the SAWI.

Use proxy for SAWI changes

Indicates that the logged-in Administrator (Global User) is used as the
credentials for all requests EXCEPT for requests from the SAWI interface.
The proxy ID credentials (if available) are used for requests coming from the
SAWI interface.

Use proxy for ALL requests

When no checkbox is checked, this indicates that the proxy ID credentials (if
available) are to be used for ALL requests.
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Conventions

When any request occurs from CA Identity Manager, these settings are checked
against the endpoint where the request is targeted. If, based on the endpoint
settings and the type of request (SAWI or otherwise), proxy credentials are to be
used, the credentials that are defined for that endpoint are retrieved and used
for the request. In the case where endpoint credentials are supposed to be used,
but no credentials exist (either Proxy ID or password contains no value), the
proxy credentials are not used for the request and the request proceeds using
the logged-in Administrator (Global User) credentials.

Note: The check boxes on this tab are for legacy purposes only. You can perform
proxy configuration and administration support from the Self-Service interface.

Use the following CA-ACF2 conventions in your etautil commands:

m  The endpoint type name (eTNamespaceName) is CA-ACF2

m  The endpoint type prefix is ACF. Therefore, the CA-ACF2 class names are:
- eTACFDirectory for an endpoint
- eTACFPolicyContainer for an account template container

- eTACFPolicy for an account template

LDAP Directory Services (LDS)

CA-ACF2 provides the ability to synchronize z/OS security information
management with LDAP compliant directory managed servers. The LDS
component of the CA-ACF2 system sends requests through LDAP commands to
the Provisioning service and is directed to the LDS backend that is located on a
Windows based PC.

The module that handles LDS processing within CA Identity Manager is named
back_lds.dll (dynamic link library) and is intended to augment the functionality
provided within CA Identity Manager and the CA ACF2 Security product. The CA
Identity Manager LDS backend allows the user of the CA ACF2 for z/OS the ability
to interface directly with the CA Identity Manager database.
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When a command is issued on the CA ACF2 system to add a user, a Global User
is created in the local CA Identity Manager database with the specified password.
Additionally, if the user is to be associated with a Provisioning Role, the CA
Identity Manager inclusion will be generated to associate this user with the
desired provisioning role(s).

When a command is issued to the CA ACF2 system to change the password, or
any other mapped field of a user, a change results in the local CA Identity
Manager database and optionally is propagated to all necessary platforms.

When a command is issued to the CA ACF2 system to delete a user, the Global
User is deleted from the local CA Identity Manager database and any associated
inclusions are removed. Depending upon the platform and CA Identity Manager
settings, this may also result in the deletion of accounts on other platforms.
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LDS Features

The LDS backend within CA Identity Manager provides special processing when
any of the following LDAP attributes are mapped to respective CA ACF2 fields in
the LDS XREF field mapping:

If LDAP attribute eTS390Role is specified as part of the command, the user is
attached or removed from the specified Provisioning Role value. This may
result in the addition or removal of accounts on any platform depending upon
the Account Templates attached to that Provisioning Role. Typically, this
attribute is mapped to a single-valued, user-defined field containing a
comma-separated list of Provisioning Roles of which the user is a member.

If the CA ACF2 password is mapped to the eTS390Password attribute, the
password is applied to the Global User and automatically propagated to all
accounts associated with that Global User.

Note: This attribute should only be used by clients that do NOT
explore/correlate their ACF accounts into CA Identity Manager. Clients that
do run explore/correlates should follow the instructions in the Password
Synchronization feature bulletin.

Password Synchronization - Password changes to ACF2 Loginids can be
propagated into CA Identity Manager to change a Global User's password
and all accounts associated with the Global User. To accomplish this, an LDS
record must be manually created (not from the LDS wizard) using the
instructions from the Configuration and Usage section with the following
changes:

- Step 3: Set the USERDNS (user dns) as follows:
eTACFLidName=%L,eTACFLidContainerName=Accourts,
eTACFDirectoryName=www,
eTNamespaceName=CA-ACF2,dc=XXX,dc=eta

where eTACFDirectoryName=www equals the CA ACF2 Endpoint name
and dc=XXX is the name of the Identity Manager domain for this LDAP
node. The case of the domain name should be as it exists in CA Identity
Manager.

- Step 4: Set the OBIJCLASS (object class) to eTACFLid
- Step 6: In the XREF section, add the entry: Password/eTSyncPassword

If the CA ACF2 password is mapped to the eTPassword attribute, this causes
the password to only be applied to the Global User with no propagation to
other accounts.

If LDAP attribute eTS390Profile is specified as part of the command, the user
is attached or removed from the specified Role value. This may result in the
addition or removal of accounts on any platform depending upon the Account
Templates attached to that Provisioning Role.
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Configuration and Usage

Note: Values specified for both eTS390Profile and eTS390Role must exist
within CA Identity Manager as valid Provisioning Role names.

In order to configure your CA ACF2 system to drive requests through LDS to your
Provisioning service, we recommend that you use the LDS Wizard provided
within CA Identity Manager on the Endpoint property page, to create or modify
the LDS record on your ACF2 system. This wizard is only active and usable if the
appropriate version of ACF2 is running, which supports LDS.

Note: For CA Identity Manager users, you should only run this wizard from the
Provisioning Manager.

If you choose not to use the wizard, then you must perform the following steps
on the LDS record to invoke the LDS backend. For detailed information on LDS
and setting up the LDS record, see the CA ACF2 Administrator Guide.

1.

Sign on to the mainframe CA ACF2 system and create an LDS LDAP control
record with the INSERT command. Set the ADMDN (admin dn) as follows:

eTGlobalUserName=<user>,eTGlobalUserContainerName=Global Users,
eTNamespaceName=CommonObjects,dc=XXX,dc=eta

where eTGlobalUserName is the name of an Identity Manager global user
that has full authority to the domain (DomainAdministrator). dc=XXX is the
name of the Identity Manager domain for this LDAP node. The case for the
domain name should be as it exists in CA Identity Manager.

Set the ADMPSWD (admin password) to the correct password for the Identity
Manager global user.

Set the USERDNS (user dns) as follows:

eTACFLidName=%L,eTACFLidContainerName=Accounts,
eTACFDirectoryName-www,
eTNamespaceName=CA-ACF2,dc=XXX,dc=eta

where eTACFDirectoryName=www equals the CA ACF2 directoryname
and dc=XXX is the name of the Identity Manager domain for this LDAP node.
The case for the domain name should be as it exists in CA Identity Manager.
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4. Set the OBJCLASS (object class) to eTGlobalUser.

5. Set the URL (uniform resource locator) to the machine name or IP address
that is running the Provisioning service. Make sure that this URL contains the
correct port. 20389 is used in the following example:

LDAP://machine.ca.com:20389

6. Add the appropriate XREF mappings between ACF2 fields and LDAP
attributes as required.

7. Refresh LDS by issuing the following commands:
F ACF2,REFRESH(LDAP),TYPE(LDS)

8. Confirm that LDS is started on the ACF2 system.
Implement LDS Password Syncing

When implementing LDS password syncing from a mainframe endpoint, do the
following on the Provisioning server.

This procedure uses the default installation path for both files. Use the path that
is appropriate for your CA Identity Manager installation.
To implement LDS password syncing
1. Navigate to the following directory:
C:\Program Files\CA\ldentity ManagenProvisioning Server\data\
2. Add the following statement to the etrust_admin.conf file
include "C:\\Program Files\\CA\ldentity Manager\Provisioning Server\data\\etrust_Ids.conf *

3. Save the file and restart the Provisioning services.
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CA Top Secret Connector

The Top Secret Connector lets you administer accounts and resources on CA Top
Secret systems. The Top Secret Connector provides a single point for all user
administration by letting you do the following:

m  Register endpoints, explore them for objects to manage, and correlate their
accounts with global users

m  Create and manage CA Top Secret accounts using account templates specific
to CA Top Secret

m  Change account passwords and account activations in one place

m  Synchronize global users with their roles or synchronize global users'
accounts with their account templates

m  Assign an CA Top Secret policy to each of your CA Top Secret endpoints

m  Use the default Endpoint Type policy to create accounts with the minimum
level of security needed to access an CA Top Secret directory

m  Generate and print reports about CA Top Secret accounts

Install and Configure the TSS Connector

When installing the CA Top Secret Connector, perform the following steps:
1. Install the Provisioning Server with the CA CA-Top Secret Connector

2. Configure your CA CA-Top Secret system.
How to Configure Your CA Top Secret System

Once the CA Top Secret Connector has been installed with the Provisioning
Server, you must configure your CA Top Secret system to communicate with the
connector.

To configure your CA Top Secret system

1. Install the CA LDAP Server for z/OS on your CA Top Secret system.

2. Review the CA LDAP Server for z/OS configuration options.
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Step 1. Install the CA LDAP Server for z/OS

The CA LDAP Server for z/OS provides the communication mechanism for this CA
Identity Manager Connector. This product is a free offering from CA and can be
downloaded from support.ca.com. Once downloaded, refer to the CA LDAP
Server for z/0OS Installation Guide for information and instructions on how to
install it.

Note: The following steps are required to migrate from a previous version to
ri2.5 SP2:

1. The CA LDAP Server for z/OS must be installed on at least one mainframe
system and configured to communicate to every z/OS system being
managed by CA Identity Manager or alternatively, you can install it on every
z/0S system managed by CA Identity Manager.

2. The CA LDAP Server(s) must be configured to have an endpoint entry in
Provisioning Manager naming mode for each system. For more information
on configuring, see the CA LDAP Server for z/0S Administrator Guide.

3. After upgrading, you must update each endpoint and update the information
within the Mainframe LDAP Server section. This information matches up with
the IP Address, Port, and suffix of the mainframe LDAP Server.

The existing eTrust_TSS.conf file must be removed from the eTrust_Admin.conf
file, or alternatively, remove the contents from the file and make blank.

Step 2. Review the CA LDAP Server for z/OS Configuration Options

Once all CA LDAP Server installation steps have been completed and your CA
LDAP Server is started, it will be ready to support administration for this
Connector. Some clients may need or want to setup additional configuration
options for the CA LDAP Server in order to provide additional functionality for the
this Connector. An example of this additional functionality is the enable_refresh
option (instructs the CA LDAP Server to activate UID or GID fields for an ACID
when changed using the CA LDAP Server). For more information on all available
configuration options, see the chapter titled, "CATSS_DN Backend" in the CA
LDAP Server for z/0S Administrator Guide.
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Securing Provisioning Server Communication to the CA LDAP Server

All communication between the Provisioning Server and the CA LDAP Server for
z/0S can be encrypted using SSL (Secure Socket Layers).

To establish communication

Setup your CA LDAP Server for z/OS to use the Server Mode for SSL
connections. For information on how to configure this, see the chapter titled
"CA LDAP Server Using Digital Certificates" in the CA LDAP Server for z/OS
Administrator Guide.

Turn on SSL support within the Provisioning Server for your TSS endpoint.
To do this, bring up the properties of your TSS endpoint using the
Provisioning Manager. In the section entitled 'Mainframe LDAP Server
Information', enable the check box entitled 'Use Server-side SSL' and click
Apply. Now, all communication to the configured CA LDAP Server will
attempt to use an SSL connection, and will fail and provide an appropriate
error message if SSL cannot be established.

Top Secret Support for FIPS and IPvé

For this release of CA Identity Manager, the TSS Connector and the Password
Synchronization Agent for TSS support IPv6 but not FIPS.

Connector-Specific Features

This section details your connector's specific management features, such as how
to acquire and explore your endpoint. Also included are account, provisioning
roles, account template, and group information specifically for your connector.
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Acquire a CA Top Secret System Using the User Console

You must acquire the CA Top Secret system before you can administer it with CA
Identity Manager.

To acquire a TSS system using the User Console

1.
2.

Select Endpoints, Manage Endpoints,Create Endpoint

Select CA-Top Secret from the drop-down list box on Create a new endpoint
of Endpoint Type, and click Ok

Use the Create CA-Top Secret Endpoint page to register a CA-Top Secret
system. During the registration process, CA Identity Manager identifies the
CA-Top Secret system you want to administer and gathers information about
it.

After entering the required information, click Submit.
You are now ready to explore and Correlate the endpoint.

Click Endpoints, Explore and Correlate Definitions, Create Explore and
Correlate Definition to explore the objects that exist on the endpoint.

The Exploration process finds all CA-Top Secret accounts and groups. You
can correlate the accounts with global users at this time or you can correlate
them later.

Click OK to start a new definition.
Complete the Explore and Correlate Tab as follows:
a. Fill in Explore and Correlate name with any meaningful name.

Click Select Container/Endpoint/Explore Method to click a CA-Top Secret
endpoint to explore.

b. Click the Explore/Correlate Actions to perform:

m  Explore directory for managed objects—Finds objects that are
stored on the endpoint and not in the provisioning directory.

m Correlate accounts to users—Correlates the objects that were
found in the explore function with users in the provisioning directory.
If the user is found, the object is correlated with the user. However,
you can instead select that you want to assign the account to the
existing user (the default user) or create the user.

m Update user fields—If a mapping exists between the object fields
and the user fields, the user fields are updated with data from the
objects fields.

106 Connectors Guide



CA Top Secret Connector

8.

Complete the Recurrence tab if you want to schedule when the task to
executes.

a. Click Schedule.
b. Complete the fields to determine when this task should execute.

You may prefer to schedule the task to execute overnight to interfere
less with routine access of the system.

Note: This operation requires the client browser to be in the same time zone
as the server. For example, if the client time is 10:00 PM on Tuesday when
the server time is 7:00 AM, the Explore and Correlate definition will not work.

Click Submit.

To use an explore and correlate definition

1.

In an Identity Manager environment, click Endpoints, Execute Explore and
Correlate.

Click an explore and correlate definition to execute.
Click Submit.

The user accounts that exist on the endpoint are created or updated in
Identity Manager based on the explore and correlate definition you created.

Chapter 6: Mainframe Connectors 107



CA Top Secret Connector

Acquire a CA Top Secret System Using the Provisioning Manager

You must acquire the CA Top Secret system before you can administer it with CA
Identity Manager. When acquiring a CA Top Secret system, perform the following
steps from the Endpoint Type task view:

1.

Register the server as an endpoint in CA Identity Manager. This phase is
performed by adding a new endpoint under the CA Top Secret Endpoint Type
in CA Identity Manager.

Use the CA Top Secret Endpoint property sheet to view or customize a CA
Top Secret system. During the registration process, CA Identity Manager
identifies the CA Top Secret system you want to administer and gathers
information about it.

Explore the objects that exist on the endpoint.

After registering the server in CA Identity Manager, you can explore its
contents. Use the Explore and Correlate Endpoint dialog. The Exploration
process finds all CA Top Secret accounts and objects. You can correlate the
accounts with global users at this time or you can correlate them later.

Correlate the explored accounts with global users.

When you correlate accounts, CA Identity Manager creates or links the
accounts on an endpoint with global users, as follows:

a. CA Identity Manager attempts to match the ACID with each existing
global user name. If a match is found, CA Identity Manager associates
the CA CA-Top Secret account with the global user. If a match is not
found, CA Identity Manager performs the next step.

b. CA Identity Manager attempts to match the ACID name with each
existing global user's full name. If a match is found, CA Identity Manager
associates the CA Top Secret account with the global user. If a match is
not found, CA Identity Manager performs the next step.

c. If the Create Global Users as Needed button is checked, CA Identity
Manager creates a new global user and then associates the CA Top
Secret account with the global user. If the Create Global Users as
Needed button is unchecked, CA Identity Manager performs the next
step.

d. CA Identity Manager associates the CA Top Secret account with the
[default user] object.
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Note: If you are exploring and correlating a very large database, we recommend
that you run the Explore, Correlate, and Update steps individually and use the
dxtunedb utility to tune the database after each step. This significantly reduces
your explore and correlate time.

To accomplish this, follow these steps:

1. Stop the Provisioning Service and the CA Directory services for etrustadmin.
2. Run the dxtunedb command to tune the CA Identity Manager database.

3. Restart the Provisioning Service and CA Directory services for etrustadmin.
4

Run each step.
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Register CA Top Secret Endpoints on Windows

If you have a Windows system, you can register CA-Top Secret endpoints using
the Provisioning Manager.
From the Endpoint Type task view
1. Select CA Top Secret Endpoints from Object Type.
2. Click the New button. You are required to fill in the following information:
Endpoint Name
Specifies a name to refer to the new CA Top Secret endpoint.
Mainframe LDAP IP Address/Machine Name

Specifies the IP address of the CA-Top Secret managed system where
the CA LDAP Server is configured and running.

Mainframe LDAP Port

Specifies the port number that you specified during the CA LDAP Server
for z/OS install. If you are not sure of the Mainframe LDAP Port, see the
section Checking Your CA LDAP Server for z/OS Configuration
Information.

Mainframe LDAP Suffix

Click the 'Get Suffixes' button to retrieve a list of valid suffixes
configured for this CA LDAP Server operations in im naming mode. (See
the chapter titled, "CATSS_DN Backend" in the CA LDAP Server for z/0S
Administrator Guide for more information on naming mode.)

Admin User

Specifies the CA Top Secret ACID of an administrator to be used from
within CA Identity Manager to manage the Top Secret system.

Password
Specifies the password of the Top Secret ACID above.
Confirm Password

Specifies the same password as above, for confirmation.

Note: After you click OK, the Provisioning Server attempts to establish a
connection with the CA LDAP Server for z/0OS at the IP address and port supplied,
as well as validating the Admin user and Password values supplied. An
appropriate error message is displayed if this connection fails. A Global User is
inserted in the Provisioning Server with Domain Administrator authority using
the ID and password supplied. This Global User is used to administer this CA Top
Secret endpoint.
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Register CA Top Secret Endpoints on Solaris

To register CA-Top Secret endpoints, use the batch utility etautil to define a TSS
endpoint by specifying a directoryName, Mainframe LDAP IPAddress, Port, and
Suffix. For example:

etautil -u USERID -p PASSWORD add 'eTNamespaceName=TSS,dc=DOMAIN,dc=eta’' eTTSSDirectory
name=DIRECTORYNAME' eTZOSLDAPIPAddress=IPADDRESS eTZOSLDAPPort=PORT
eTZOSLDAPSUffix=SUFFIX

where,
DIRECTORYNAME

Specifies the name you desire for this endpoint.
IPADDRESS

Specifies the IP Address or Machine name of the TSS system where your CA
LDAP Server for z/0S is running.

PORT
Specifies the port number the CA LDAP Server is using.
SUFFIX

Specifies a valid suffix configured for this CA LDAP Server operating in im
naming mode (For more information on the naming_mode option, see the
chapter titled, "CATSS_DN Backend" in the CA LDAP Server for z/OS
Administrator Guide.)

Check Your CA LDAP Server for z/OS Configuration Information

To view all pertinent information regarding your CA LDAP Server and its
configuration, issue a STATUS command from the mainframe console where
your CA LDAP Server is running. The STATUS command provides information
such as, version information, port number, configured databases, and suffixes.
See the chapter titled, "Startup Options" in the CA LDAP Server for z/0S
Administrator Guide for more information on the STATUS command.

Limited Turkish and Hebrew Support Provided

Support is provided for a given set of Turkish characters in the name field of CA
Top Secret accounts. The environment variable ETATURKISH must be set to 1 on
the Provisioning Server for this support to work.

Support is also provided for a given set of Hebrew characters in the name,
installation data (instdata), and sysout-appc(waname) fields for CA-Top Secret
accounts. The environment variable ETAHEBREW must be set to 1 on the
Provisioning Server for this support to work.
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TSS Provisioning Roles and Account Templates

TSS Accounts

Departments

Divisions

Zones

Groups

Profiles

The CA-Top Secret Default Policy, provided with the TSS connector gives a user
the minimum security level needed to access an endpoint. You can use it as a
model to create new account templates.

ACIDs are called accounts in CA Identity Manager. Use the CA Top Secret
Account property sheet when managing your accounts. Only the ACID types of
USER, DCA, VCA, ZCA, LSCA and SCA are populated under the accounts
container when you explore a CA Top Secret endpoint.

Note: The containers described below may or may not get populated depending
on the authority of the administrator and the security implementation of the CA
Top Secret system.

Only the ACID types of DEPARTMENT are populated under the departments
container when you explore a CA Top Secret endpoint.

Only the ACID types of DIVISION are populated under the divisions container
when you explore a CA Top Secret endpoint..

Only the ACID types of ZONE are populated under the zones container when you
explore a CA Top Secret endpoint.

Only the ACID types of GROUP are populated under the accounts container when
you explore a CA Top Secret endpoint.

Note: When synchronizing CA Top Secret accounts, strong synchronization is
the default.

Profiles let you group a collection of similar resource access authorizations into
one ACID. This profile ACID is then added to all users who require those
particular access rights. Should the access requirements change, only the profile
needs to be changed; the associated ACIDs are automatically updated.

You can create and maintain CA Top Secret profiles using the Endpoint Type task
view. Use the CA Top Secret Profile property sheet when managing your profiles.
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Facilities

Ownerships

Permissions

Profile Lists

TSO Alias Support

Facilities identify specific facilities under which the user must access the
resource. You can create and maintain CA Top Secret facilities using the Endpoint
Type task view. Use the CA Top Secret Facility property sheet when managing
your facilities.

Ownerships identify the resources that are protected by CA Top Secret. You can
create and maintain CA Top Secret ownerships using the Endpoint Type task
view. Use the CA Top Secret Ownership property sheet when managing your
ownerships.

Permissions identify the conditions under which the ACID can access a resource.
You can create and maintain CA Top Secret permissions using the Endpoint Type
task view. Use the CA Top Secret Permission Name property sheet when
managing your permissions.

Profile lists identify common resource access authorizations and are usually
classified by task. You can create and maintain CA Top Secret profile lists using
the Endpoint Type task view. Use the CA Top Secret Profile List property sheet
when managing your profile lists.

The CA Top Secret connector also supports the creation of a TSO Alias when a
user is created or modified with TSO access being granted. The alias value is
always the value of the TSS Account being created or modified. To enable this
support, see the chapter titled, "CATSS_DN Backend" in the CA LDAP Server for
z/0S Administrator Guide for more information.
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TSS Program Exits

The CA Top Secret connector supports the use of Program Exits which are
incorporated as 'Common Exits'. Program Exits provide you with the capability to
perform certain actions before or after an account is created, modified or deleted
from CA Identity Manager. These exits can be referenced either on the Endpoint
property page to execute custom code on a single endpoint, or on the Account
Template property page to execute custom code on multiple endpoints. Actions
might include native CA DSI (CA Distributed Security Integration) or CA LDAP
Server for z/OS commands in order to modify account privileges or access to
resources on the CA Top Secret system.

To see a sample program exit, refer to the 0OS390 subdirectory under the
Identity Manager Templates directory.

For more detailed information about how to write program exits, see the
Programming Guide for Provisioning.
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Proxy Configuration

The TSS Endpoint page contains a section where clients can configure a Proxy
administrative ID and password to be used for user password changes from the
SAWTI interface. When configured, this ID and password is used to issue the
password change request for the SAWI user to change their password. This is
helpful and needed if a SAWI user cannot supply a password (for example, the
password is forgotten) or their password is expired on Top Secret and they
cannot be authenticated. The following is an explanation of the algorithm
followed by the TSS Agent when a password change is instantiated through the
SAWI using a proxy administrator:

1. Under the authority of the proxy ID, an administrative reset is done to the
SAWI users' password to an eight digit random number. This is needed in
order to enforce password syntax rules specified by the NEWPW Control
Option. The password change must occur under authority of the SAWI user.
Since the SAWI user can instantiate a password change without supplying
their current password, this administrative reset is necessary to set the
password to a known value for the TSS Agent. This password change is
immediately expired, so in the event of any kind of failure, this ID cannot
access the system.

2. After the administrative reset, the TSS Agent can then issue a password
change under the authority of the SAWI user, using the random number
password to authenticate. This password change request is now subject to
password syntax rules specified by the NEWPW Control Option, and the
SAWTI user sees an appropriate message if the new password does not
comply.

When using a proxy administrative ID, standard TSS security rules apply (for
example, scoping) and password syntax checking specified in the NEWPW
Control Option is enforced. However, the NEWPW control Option Mindays value
for the user is not enforced since the administrative reset password change is
done through an administrator and is set to immediately expire. If the
administrative password reset was not set to immediately expire, the Mindays
Control Option would be enforced on the subsequent password change through
the Self-Service user, and would likely fail.

Note: The check boxes on the Endpoints Setting tab are for legacy purposes
only. You can perform proxy configuration and administrative support from the
Self-Service interface.
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Proxy Administration Support

You can configure a proxy ID for all tasks accomplished within CA Identity
Manager. Previously, a proxy ID could only be configured for use with requests
generated from the SAWI interface. This proxy ID is maintained on the main
Endpoint page in the Proxy Administration Configuration section. The proxy ID
can be used for any type of CA Identity Manager request against supported
objects, and for any Identity Manager Administrator that is logged on.

Note: The enhancement is only recommended to use after careful consideration
(and preparation) of the following consequences:

1. Any Global User (with the proper privileges provided within CA Identity
Manager) is able to administer Top Secret Acids and their access privileges,
(for example, facilities and permissions) under the configured proxy ID. Any
mainframe security product scoping is lost; only the scoping of the proxy ID
is enforced.

2. As mentioned above, security settings are now the only point of enforcement
against a Global User manipulating mainframe security data.

3. Any reports or auditing methods against administration of your mainframe
security data that originate from the mainframe is now compromised; the
only ID that shows up for any administration that occurred from CA Identity
Manager is the configured proxy ID.

4. 1If the proxy ID's password changes on the mainframe, the password must be
changed on every Endpoint Page within CA Identity Manager that it is
configured for.

By default, the Connector operates in the same mode as in past releases; the
logged-on Global User and their password are used for submitting any requests
destined to the mainframe security product. The common directory page entitled
Endpoint Settings provides two checkbox controls under the description
Administrator Credentials that control the three possible settings:

Use logged-in Administrator's credentials

Default setting. Indicates that the logged-in Administrator (Global User) is
used as the credentials for ALL requests, even from the SAWI.

Use proxy for SAWI changes

Indicates that the logged-in Administrator (Global User) is used as the
credentials for all requests EXCEPT for requests from the SAWI interface.
The proxy ID credentials (if available) are used for requests coming from the
SAWI interface.

Use proxy for ALL requests

When no checkbox is checked, this indicates that the proxy ID credentials (if
available) are to be used for ALL requests.
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TSS Conventions

When any request occurs from CA Identity Manager, these settings are checked
against the endpoint where the request is targeted. If, based on the endpoint
settings and the type of request (SAWI or otherwise), proxy credentials are to be
used, the credentials that are defined for that endpoint are retrieved and used
for the request. In the case where endpoint credentials are supposed to be used,
but no credentials exist (either Proxy ID or password contains no value), the
proxy credentials are not used for the request and the request proceeds using
the logged-in Administrator (Global User) credentials.

Note: The check boxes on this tab are for legacy purposes only. You can perform
proxy configuration and administration support from the Self-Service interface.

Use the following CA-Top Secret conventions in your etautil commands:
m  The endpoint type name is CA-Top Secret

m  The endpoint type prefix is TSS. Therefore, the CA-Top Secret class names
are:

- eTTSSDirectory for an endpoint
- eTTSSPolicyContainerName for an account template container

- eTTSSPolicy for an account template
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LDAP Directory Services (LDS)

CA Top Secret provides the ability to synchronize z/OS security information
management with LDAP compliant directory managed servers. The LDS
component of the CA Top Secret system sends requests via LDAP commands
through the Provisioning service and is directed to the LDS backend that is
located on a Windows-based PC.

The module that handles LDS processing within CA Identity Manager is named
back_lds.dll (dynamic link library) and is intended to augment the functionality
provided within CA Identity Manager and the CA Top Secret Security product.
The CA Identity Manager LDS backend allows the user of the CA Top Secret for
z/0S the ability to interface directly with the Identity Manager database.

When a command is issued on the CA Top Secret system, to add a user, a Global
User is created in the local Identity Manager database with the specified
password. Additionally, if the user is to be associated with an Identity Manager
Role, the Identity Manager inclusion will be generated to associate this user with
the desired role or roles.

When a command is issued to the CA Top Secret system to change the password,
or any other "mapped” field of a user, a change results in the local Identity
Manager database and optionally is propagated to all necessary platforms.

When a command is issued to the CA Top Secret system to delete a user, the
Global User is deleted from the local Identity Manager database and any
associated inclusions are removed. Depending upon the platform, and Identity
Manager settings, this may also result in the deletion of accounts on other
platforms.
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Features

The LDS backend within CA Identity Manager provides special processing when
any of the following LDAP attributes are mapped to respective CA Top Secret
fields in the NDT XREF record:

If LDAP attribute eTS390Role is specified as part of the command, the user is
attached or removed from the specified Provisioning Role value. This may
result in the addition or removal of accounts on any platform depending upon
the Account Templates attached to that Provisioning Role. Typically, this
attribute is mapped to a single-valued user defined field containing a
comma-separated list of Provisioning Roles that the user is a member of.

If the CA Top Secret password is mapped to the eTS390Password attribute,
the password is applied to the Identity Manager Global User and
automatically propagated to all accounts associated with that Global User.

Note: This attribute should only be used by clients that do NOT
explore/correlate their TSS accounts into CA Identity Manager. Clients that
do run explore/correlate should follow the instructions in the Password
Synchronization feature bulletin.

Password Synchronization - Password changes to TSS User Acids (Acid types
User, DCA, VCA, ZCA, LSCA, SCA) can be propagated into CA Identity
Manager to change a Global User's password and all accounts associated
with the Global User. To accomplish this, an LDS record must be manually
created (not from the LDS Wizard) using the instructions from the
Configuration and Usage section with the following changes:

- Step 3. Set the USERDNS (user dns) as follows:

eTTSSAcidName=%L,eTTSSAcidContainerName=Accounts,
eTTSSDirectoryName=www,
eTNamespaceName=CA-Top Secret,dc=XXX,dc=eta

where eTTSSEndpointName=www equals the Identity Manager CA Top
Secret Endpoint name and dc=XXX is the name of the Identity Manager
domain for this LDAP node in UPPERCASE.

- Step 4. Set the OBICLASS (object class) to eTTSSAcid.
- Step 6. In the XREF section, add the entry: Password,eTSyncPassword.

If the CA Top Secret password is mapped to the eTPassword attribute, this
causes the password to only be applied to the Global User with no
propagation to other accounts.

If LDAP attribute eTS390Profile is specified as part of the command, the user
is attached or removed from the specified Provisioning Role value. This may
result in the addition or removal of accounts on any platform depending upon
the Account Templates attached to that Provisioning Role. Typically, this
attribute would be mapped to the Profiles field within TSS, because
'membership' to a TSS Profile can directly translate to Provisioning
Role/Account Template concept within CA Identity Manager.
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Note: Values specified for both eTS390Profile and eTS390Role must exist within
CA Identity Manager as valid Provisioning Role names.

Configuration and Usage

In order to configure your CA Top Secret system to drive requests through LDS
to your Provisioning service, we recommend that you use the LDS Wizard
provided within CA Identity Manager on the Endpoint property page, to create or
modify the NDT record on your CA Top Secret system. This wizard is only active
and usable if the appropriate version of CA Top Secret is running, which supports
LDS.

Note: For CA Identity Manager users, you should only run this wizard from the
Provisioning Manager.

If you choose not to use the wizard, then you must perform the following steps
on the LDS record to invoke the LDS backend. For detailed information on LDS
and setting up the LDS record, please refer to Chapter 13 of the CA Top Secret
5.3 Administrator Guide under LDAP Directory Services.

1. Sign on to the mainframe CA Top Secret system and create an LDAP node
definition with the TSS ADD(NDT) LDAPNODE(XXXXXX) command. Set the
ADMDN (admin dn) as follows:

eTGlobalUserName=<user>,eTGlobalUserContainerName=Global Users,
eTNamespaceName=CommonObjects,dc=XXX,dc=eta

where eTGlobalUserName is the name of an Identity Manager global user
that has full authority to the domain (DomainAdministrator). dc=XXX is the
name of the Identity Manager domain for this LDAP node. The case for the
domain name should be as it exists in CA Identity Manager.

2. Setthe ADMPSWD (admin password) to the correct password for the Identity
Manager global user.

3. Set the USERDNS (user dns) as follows:

eTGlobalUserName=%L,eTGlobalUserContainerName=Global Users,
eTNamespaceName=CommonObjects,dc=XXX,dc=Ids

where dc=XXX is the name of the Identity Manager domain for this LDAP
node. The case for the domain name should be as it exists in CA Identity
Manager.

4. Set the OBJCLASS (object class) to eTGlobalUser.
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Set the URL (uniform resource locator) to the machine name or IP address
that is running the Provisioning service. Make sure that this URL contains the
correct port. 20389 is used in the example below:

LDAP://machine.ca.com:20389

Add the appropriate XREF mappings between CA Top Secret fields and LDAP
attributes as required.

Recycle LDS and refresh the NDT by issuing the following commands:

TSS MODIFY(LDS(OFF)
TSS REP(NDT) ACTIVE(YES)
TSS MODIFY(LDS(ON))

Implement LDS Password Syncing

Best Practices

When implementing LDS password syncing from a mainframe endpoint, do the
following on the Provisioning server.

This procedure uses the default installation path for both files. Use the path that
is appropriate for your CA Identity Manager installation.

To implement LDS password syncing

1.

Navigate to the following directory:

C:\Program Files\CA\ldentity ManagenProvisioning Server\data\

Add the following statement to the etrust_admin.conf file

include "C:\\Program Files\\CA\ldentity Managen\Provisioning Server\data\\etrust_Ids.conf "

Save the file and restart the Provisioning services.

This section describes the recommended practices to use for the implementation
of CA Top Secret security administration.
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Using z/OS Security Administration

There is a distinction between a security officer and a security administrator. The
security officer for z/OS is a senior CA Top Secret administrator and is typically
an infrequent user of CA Identity Manager. However, the security officer is
responsible for the z/OS security policies established and used with CA Identity
Manager.

On the other hand, a desighated security administrator manages a subset of the
security management function. This subset depends on the management policy
of the organization and may include the creation of new user accounts on various
systems, the resetting of passwords, and so on. The capabilities of these security
administrators (whether through CA Identity Manager or some other means) is
guided by the security officer.

Because policies control the capabilities that a user has on a CA Top Secret
security system, it is important that they be set up correctly to enforce the
existing policies in your organization. The following sections discuss
recommendations for using CA Identity Manager to create and manage your
policies.

However, CA Identity Manager is not intended to be the primary interface for the
experienced CA Top Secret administrator. An experienced CA Top Secret security
administrator manages CA Top Secret better by using commands issued under
TSO rather than working in the CA Identity Manager framework. Many functions
are managed directly, and certain capabilities are only available through direct
CA Top Secret commands. For those instances, we recommend that you
implement the LDAP Directory Synchronization (LDS) option for CA Top Secret
security (available in CA-Top Secret Version 5.3 and above). This ensures that
the information that is added into CA Top Secret outside of CA Identity Manager
coincides with Identity Manager.
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Understanding the Explore and Correlate Function

The explore and correlate function gathers ACID, profile, and group information
from the CA Top Secret security file. This information is added into CA Identity
Manager at the appropriate level in the endpoint tree. Because the information
that is gathered is live data from CA Top Secret, performing the explore and
correlate function on a stable, non-changing CA Top Secret data store is
recommended. To ensure the information recorded into the Provisioning
repository is current and up-to-date, start this process in the evening when there
is no activity occurring in the CA Top Secret data store.

With the potential for many thousands of records, the explore and correlate
function could run for many hours. As a result, the function for adding CA Top
Secret objects runs as a separate task in CA Identity Manager. This enables you
to continue working in CA Identity Manager while the exploration and correlation
of the CA Top Secret security information continues.

The following are three different options for the Explore and Correlate function of
a CA Top Secret endpoint:

m No Check - No Action

m  Gray check with gray background - explores, correlates, and updates the
database section by section

m  Black check with white background - explores, correlates, and updates all of
the sections of a database as one database in entirety.

The result section and message log reports information consistent with each
choice. The difference is most evident with the initial explore and correlate of a
CA Top Secret Endpoint.
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How Exploration and Correlation Works

It is important to understand the steps of the explore and correlate function so
that you can determine how and when to use it in your organization. There are
three steps to performing the explore and correlate function. The first step
gathers the information from the CA Top Secret security file. The length of time
this step takes is a constant that is based on the number of ACIDs, profiles, and
groups on your z/0OS system. Because the number of changes that have been
made to the CA Top Secret data store outside of CA Identity Manager cannot be
determined, a complete list of objects is always generated.

The second step compares the information in the CA Top Secret security data
store to the information in the Identity Manager repository and merges the
results. This consists of adding any new account information into the Identity
Manager repository and removing accounts that were deleted outside of CA
Identity Manager. The initial exploration takes a long time. However, in each
subsequent execution of the exploration, the length of time it takes is directly
proportional to the amount of activity and changes made outside of CA Identity
Manager.

The third step correlates the information gathered from the CA Top Secret
security file into the Provisioning repository. This step is only performed if the
Correlate accounts with global users check box has been selected in the Explore
and Correlate Endpoint dialog. We recommend that you also select the Create
global users check box at the same time since these two tasks are closely
related. The length of time that this step takes, like the previous step, increases
with the number of the new objects being added, modified, or deleted.
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When to Perform Exploration and Correlation

Two factors dictate when and how often to run the explore and correlate
function. The first factor is based on the amount of activity that takes place in the
CA Top Secret security data store outside of CA Identity Manager. Usually, this
can follow a predetermined schedule established in your organization.
Periodically, the security officer may request certain Identity Manager
administrators to perform this function because they have added a key CA Top
Secret profile that may be needed for immediate use, or because they are aware
of a high volume of changes that may have occurred.

The second factor is whether your organization has implemented the LDAP
Directory Services (LDS) option for CA Top Secret security (available in Version
5.3 and above). If you have implemented this option, the requirement to run the
explore and correlate function is dramatically decreased because each
modification on the z/0OS host is automatically propagated into the CA Identity
Manager repository, if configured on your mainframe. For those organizations
that continue to be z/OS-centric, we recommend the implementation and use of
the LDS option.

Note: If running an explore and correlate on multiple TSS directories, you
should have RDT2BYTE activated or deactivated on all directories. Your user
defined fields on the system with RDT2BYTE inactive will be incorrect if all are not
specified.
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Setting Up Role-based Adminisiration

The basic principle of user administration is allowing the user to access only the
resources they need to perform their job. You should also base access rights on
a user's responsibility or job role, rather than on the individual user ID. By using
these simple rules, you ensure that you are building a structure that does not
require constant administrative attention.

CA Top Secret security lets you meet this objective by building profile records
that reflect the many job roles and responsibilities in your organization. To start
your security implementation, map job roles and responsibilities to CA Top
Secret security profiles, and then map those profiles to account templates. You
can then implement a provisioning role with the appropriate account template
that maps into your CA Top Secret profile. This results in an ACID that has the
appropriate CA Top Secret permissions for that job function.

If you spend time building a good profile structure before you start protecting
resources, you will have a well-designed security system and simplified
administration. Failing to build a strong profile structure results in custom
administration based on individual access rights. The load on your security
administrators increases as you protect more and more resources. As a result,
users have access to the resources that they need to do their job function in
addition to other resources that reflect previous job functions and
responsibilities. Consequently, the administration tasks continue to increase
over time.

Understanding Account Templates

An account template is used to control the capabilities and attributes of an
account on any endpoint. The CA Top Secret policy contains over 150 attributes
that you can set. These attributes control everything from what department a
user is in, the capabilities the user has when logged on to TSO, and the user's CA
Top Secret profiles. Basically, most attributes that you can define for an ACID
can be established through an account template.

Account Templates are used to define the attributes to use when creating new
accounts and also to ensure that existing accounts conform to established
account templates. This is accomplished when you synchronize an account
template to the accounts assigned to the account template. Since this concept is
vital when implementing security, it is important to fully understand how this
functionality works.
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Understanding Synchronization

Synchronization can be either weak or strong. You can set the type of
synchronization you want on the policy. For the CA Top Secret Connector, the
default action is set to strong synchronization. Strong synchronization
automatically enforces the attributes on the account template to the account.
Any attributes that are enabled at the account level and disabled at the account
template level are disabled at the account level after synchronization completes.
For more information, see Propagating Changes to Accounts Automatically in the
Administrator Guide.

When weak synchronization is performed, the attribute in the account and the
attribute in the account template are compared. For example, for Boolean
attributes, if an attribute is turned on in the account template and off in the
account, it is turned on at the account level. If the attribute is turned off (a value
of 0) at the account template level and on (a value of 1) at the account level, the
attribute remains on after synchronization occurs. Consequently, the greater
value of the attributes, whether in the account template or in the account, takes
precedence and is applied.

This same rule applies for string values. For example, if the value for TSOPROC
is equal to PROC111 in the account template, and the value that an account has
is equal to PROC999, when synchronization occurs, the value on the account
remains the same because PROC111 is less than PROC999.

Assigning multiple policies to a role increases the complexity of the merging
algorithm, even when using strong synchronization. If multiple policies are
assigned to a role, the same logic is used to determine the value applied to the
account. For example, if account templatel has a value of CAPROC with strong
synchronization selected, account template2 has a value of DAPROC with strong
synchronization selected, and the account already has ACPROC, when
synchronization completes, the account is updated to DAPROC (the greatest of
the three values). This algorithm also applies when a global user is assigned to
multiple provisioning roles and each provisioning role has an assigned account
template.
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Capability Attributes

An account template can contain two types of attributes: initial or capability. An
initial attribute is used only when a CA Top Secret CREATE is done. A capability
attribute affects processing when a CA Top Secret CREATE is done and when
synchronization is performed. The CA Top Secret security capability attributes
appear as boldface characters in the account template property sheet.

In CA Identity Manager, when a CREATE is done and multiple account templates
are assigned to the global user, the product performs a CREATE using the values
of the first account template and issues successive MODIFY statements to
implement the values of the subsequent account templates. This becomes
important with CA Top Secret because, at a minimum, each ACID must be
assigned a department. We recommend that you enter a department value in the
global user attributes and that each account template use the %UDEPT% rule
string to obtain the value from the global user record. This ensures uniformity
during the CREATE and also ensures that the ACID does not get moved between
departments during subsequent MODIFY statements.

The Department field does not appear in the account template as a required field
but may be required for a successful CREATE. You should always verify the use of
your account templates under as many conditions as will exist in your CA Identity
Manager implementation.

Using Account Templates

The effective use of account templates in CA Identity Manager is critical to
establishing a secured environment. We recommend that you use the same
values in a CA Top Secret account template that were used in the CA Top Secret
profile record (or multiple profile records). This way, the security officer makes a
change in one place-the CA Top Secret profile record. The change is effective
immediately for every user assigned to use that profile, synchronization does not
need to be performed in CA Identity Manager, and CA Top Secret security is only
updated once.
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Using Profiles with Account Templates

When using CA Top Secret profiles in an account template, there are additional
issues to consider. First, because the order of profiles on an ACID are critical to
the permissions of that ACID and because LDAP does not provide a guarantee of
that order, we recommend entering all profiles on a single account template
when the order is imperative. Second, when CA Identity Manager processes
account template changes, the current profiles from the ACID record are
removed and the profiles from the account template are added. If you have
modified the list of profiles attached to the ACID outside of CA Identity Manager,
these modifications are lost. Finally, the Profile drop-down list is generated
based on the exploration of the z/OS host. If changes are made through CA Top
Secret or by adding an ACID of TYPE=PROFILE in CA Identity Manager, you must
perform an explore at the profile level to ensure that the information in CA
Identity Manager and CA Top Secret coincides.

There may be instances where profiles do not exist, or it may not be
advantageous to establish one for small variations in access authorities, or you
may want to set values that are not supported in a profile record. If individual
attributes are needed or are going to be used on an account template, we
recommend that you establish policies based on the different segments in CA
Top Secret. That is, an account template can control TSO information, another
may control OMVS, and another may set MISC or PROFILE values. Combined,
these policies completely define an ACID's attributes.

The advantage of using this methodology is that it provides a flexible interface to
update certain key information in multiple ACIDs with the least amount of
overhead. For example, one account template has values that control TSO
authorities and is called TSOUser. Another is called TSOProgrammer and has
different, expanded TSO authorities. If your provisioning role has the TSOUser
account template assigned to it, but you want to provide the users with
increased capabilities, you can change the provisioning role to point to the
TSOProgrammer account template, and then synchronize the provisioning role.
This grants the authorities for TSO based on the TSOProgrammer account
template to the users assigned to that provisioning role. If this is a temporary
change to last only the length of a project, change the provisioning role back to
point to the TSOUser account template when the project is complete and
synchronize again. This results in removing those attributes and reapplying the
original values. A couple of mouse clicks and you have potentially updated
numerous ACIDs with a standard set of attributes and the only attributes
affected were those of TSO.

As a general rule, it is always a good practice to run a Check Sync command
before doing the actual synchronization. This allows you to validate that the
changes you made are the only changes to send to CA Top Secret and you are
not affected by a change made to an account template that was not synchronized
at an earlier date.
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Using Model ACIDs

User administration also includes decisions about what applications users need
access to. Some of these access rights can be defined through the profile
definitions, but others have to be defined through the ACID definitions. CA Top
Secret allows you to define user definitions to use as a model when you add a
new user to a provisioning role in CA Identity Manager. These are called Model
ACIDs. Their use is another effective way to reduce both network and security
system overhead. By specifying a Model ACID on an account template in the
Using field, you can effectively reduce the magnitude and complexity of the
commands issued to CA Top Secret when creating new ACIDs.

Authorizing Account Template Administration

CA Identity Manager provides admin profiles that give administrators certain
types of access and privileges to manage objects in a domain. These profiles
ensure that delegated administrators have the authority to change only what
they are authorized to change. We recommend that only the administrators
involved in account template management be allowed to modify account
templates. This can be established for all account templates or for only CA Top
Secret account templates depending on your needs. You can also use admin
profiles to distribute account template management based on platform.

RACF Connector

The Resource Access Control Facility (RACF) Connector lets you administer
accounts, groups, and resources on RACF systems and provides a single point for
all user administration by letting you do the following:

m  Register endpoints, explore them for objects to manage, and correlate their
accounts with global users

m  Create and manage RACF accounts using RACF-specific account templates
m  Change account passwords and account activations in one place

m  Synchronize global users with their provisioning roles or synchronize global
users' accounts with their account templates

m  Assign RACF account templates to each of your RACF endpoints

m  Use the default endpoint type account template to create accounts with the
minimum level of security needed to access a RACF endpoint

m  Create and manage RACF groups and permissions

m  Generate and print reports about RACF accounts
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How to Configure Your RACF System

Once the RACF connector has been installed with the Provisioning Server, you
must configure your system to communicate with the connector.

To configure your RACF system
1. Install the CA LDAP Server for z/OS on your RACF system.
2. Review the CA LDAP Server for z/OS configuration options.

Step 1. Install the CA LDAP Server for z/OS

The CA LDAP Server for z/OS provides the communication mechanism for this CA
Identity Manager Connector. This product is a free offering from CA and can be
downloaded from support.ca.com. Once downloaded, refer to the CA LDAP
Server for z/OS Installation Guide for information and instructions on how to
install it.

Note: The following steps are required to migrate from a previous version to
ri2.5 Sp2:

1. The CA LDAP Server for z/OS must be installed on at least one mainframe
system and configured to communicate to every z/OS system being
managed by CA Identity Manager or alternatively, you can install it on every
z/0OS system managed by CA Identity Manager.

2. The CA LDAP Server(s) must be configured to have an endpoint entry in
Provisioning Manager naming mode for each system. For more information
on configuring, see the CA LDAP Server for z/0S Administrator Guide.

3. After upgrading, you must update each endpoint and update the information
within the Mainframe LDAP Server section. This information matches up with
the IP Address, Port, and suffix of the mainframe LDAP Server.

The existing eTrust_RAC.conf file must be removed from the eTrust_Admin.conf
file, or alternatively, remove the contents from the file and make blank.

Step 2. Review the CA LDAP Server

Once all CA LDAP Server installation steps have been completed and your CA
LDAP Server is started, it will be ready to support administration for the CA
Identity Manager RACF Connector. However, you may need or want to setup
additional configuration options for the CA LDAP Server in order to provide
additional functionality for the RACF Connector. For more information on all
available configuration options, see the chapter titled "RACF_ETA Backend" of
the CA LDAP Server for z/0S Administrator Guide.
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Securing Provisioning Server Communication to the CA LDAP Server

All communication between the Provisioning Server and the CA LDAP Server for
z/0S can be encrypted using SSL (Secure Socket Layers).

To establish communication

Setup your CA LDAP Server for z/OS to use the Server Mode for SSL
connections. For information on how to configure this, see the chapter titled,
"CA LDAP Server Using Digital Certificates", in the CA LDAP Server for z/OS
Administrator Guide.

Turn on SSL support within the Provisioning Server for your RACF endpoint.
To do this, bring up the properties of your RACF endpoint using the
Provisioning Manager. In the section entitled 'Mainframe LDAP Server
Information’, enable the check box entitled 'Use Server-side SSL' and click
Apply. Now, all communication to the configured CA LDAP Server will
attempt to use an SSL connection, and will fail and provide an appropriate
error message if SSL cannot be established.

RACF Support for FIPS and IPvé

For this release of CA Identity Manager, the RACF Connector supports IPv6 but
not FIPS.

Connector-Specific Features

This section details your connector's specific management features, such as how
to acquire and explore your endpoint. Also included are account, provisioning
roles, account template, and group information specifically for your connector.

Acquire a RACF System Using the User Console

You must acquire the DB2 database before you can administer it with CA Identity
Manager.

To acquire an RACF system using the User Console

1.
2.

Select Endpoints, Manage Endpoints,Create Endpoint

Select RACF from the drop-down list box on Create a new endpoint of
Endpoint Type, and click Ok

Use the Create RACF Endpoint page to register a RACF system. During the
registration process, CA Identity Manager identifies the RACF system you
want to administer and gathers information about it.

After entering the required information, click Submit.

You are now ready to explore and Correlate the endpoint.
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8.

Click Endpoints, Explore and Correlate Definitions, Create Explore and
Correlate Definition to explore the objects that exist on the endpoint.

The Exploration process finds all RACF accounts and groups. You can
correlate the accounts with global users at this time or you can correlate
them later.

Click OK to start a new definition.
Complete the Explore and Correlate Tab as follows:
a. Fill in Explore and Correlate name with any meaningful name.

Click Select Container/Endpoint/Explore Method to click a RACF endpoint
to explore.

b. Click the Explore/Correlate Actions to perform:

m Explore directory for managed objects—Finds objects that are
stored on the endpoint and not in the provisioning directory.

m Correlate accounts to users—Correlates the objects that were
found in the explore function with users in the provisioning directory.
If the user is found, the object is correlated with the user. However,
you can instead select that you want to assign the account to the
existing user (the default user) or create the user.

m Update user fields—If a mapping exists between the object fields
and the user fields, the user fields are updated with data from the
objects fields.

Complete the Recurrence tab if you want to schedule when the task to
executes.

a. Click Schedule.
b. Complete the fields to determine when this task should execute.

You may prefer to schedule the task to execute overnight to interfere
less with routine access of the system.

Note: This operation requires the client browser to be in the same time zone
as the server. For example, if the client time is 10:00 PM on Tuesday when
the server time is 7:00 AM, the Explore and Correlate definition will not work.

Click Submit.

To use an explore and correlate definition

1.

In an Identity Manager environment, click Endpoints, Execute Explore and
Correlate.

Click an explore and correlate definition to execute.
Click Submit.

The user accounts that exist on the endpoint are created or updated in
Identity Manager based on the explore and correlate definition you created.
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Acquire a RACF System Using the Provisioning Manager

Acquiring an endpoint is the first task you must perform before you can
administer a RACF system. When acquiring an endpoint, perform this procedure.

From the Endpoint type task view

1.

Register the server as an endpoint in CA Identity Manager. This phase is
performed by adding a new endpoint under the RACF Endpoint type in CA
Identity Manager.

Use the RACF Endpoint property sheet to view or customize a RACF system.
During the registration process, CA Identity Manager identifies the RACF
system you want to administer and gathers information about it.

Explore the objects that exist on the endpoint.

After registering the server in CA Identity Manager, you can explore its
contents. Use the Explore and Correlate Endpoint dialog. The Exploration
process finds all RACF accounts, groups, and permissions. You can correlate
the accounts with global users at this time or you can correlate them later.

Correlate the explored accounts with global users.

When you correlate accounts, CA Identity Manager creates or links the
accounts on an endpoint with global users, as follows:

a. CA Identity Manager attempts to match the user ID with each existing
global user name. If a match is found, CA Identity Manager associates
the RACF account with the global user. If a match is not found, CA
Identity Manager performs the next step.

b. CA Identity Manager attempts to match the user ID with each existing
global user's full name. If a match is found, CA Identity Manager
associates the RACF account with the global user. If a match is not
found, CA Identity Manager performs the next step.

c. If the Create Global Users as Needed button is checked, CA Identity
Manager creates a new global user and then associates the RACF
account with the global user. If the Create Global Users as Needed
button is unchecked, CA Identity Manager performs the next step.

d. CA Identity Manager associates the RACF account with the [default user]
object.
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Register RACF Endpoints on Windows Machines

To register RACF endpoints on a Windows system, perform this procedure.

From the Endpoint task view

1. Select RACF Endpoint from Object Type

2. Click the New button. You will be required to fill in the following information:

Endpoint Name specifies a name to refer to the new RACF endpoint.

Mainframe LDAP IP Address/Machine Name specifies the IP
address or machine name of the RACF managed system where the CA
LDAP Server is configured and running.

Mainframe LDAP Port specifies the port number that you specified
during the CA LDAP Server for z/OS install. If you are not sure of the
Mainframe LDAP Port, see the section "Checking your CA LDAP Server for
z/0S Configuration Information".

Mainframe LDAP Suffix specifies the suffix to use for this endpoint.
This combo box is automatically populated with all valid and available
suffixes when you click the "Get Suffixes" button. Suffixes can be
retrieved once valid values have been provided for the Mainframe IP
Address/Machine Name and Mainframe LDAP Port fields.

Note: If, after clicking "Get Suffixes", there are no suffixes showing, you
are either pointing to the wrong CA LDAP Server or the CA LDAP Server
is not configured for use by CA Identity Manager.

Admin User specifies the RACF Userid of an administrator to be used
from within CA Identity Manager to manage the RACF system.

Password specifies the password of the RACF Userid above.

Confirm Password specifies the same password as above for
confirmation.

Note: After you click OK, the Provisioning Server attempts to establish a
connection with the CA LDAP Server for z/OS at the IP address and port supplied,
as well as, validating the Admin user and Password values supplied. An
appropriate error message is displayed if this connection fails.A Global User is
inserted in the Provisioning Server with Domain Administrator authority using
the ID and password supplied. This Global User should now be used to administer
this RACF endpoint.
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Register RACF Endpoints on Solaris Machines

To register IBM RACF endpoints on a Solaris machine, use the batch utility,
etautil, to define a RACF endpoint by specifying a directoryName, Mainframe
LDAP IPAddress, Port, and Suffix. For example,

etautil -u USERID -p PASSWORD add 'eTNamespaceName=RACF,dc=DOMAIN,dc=eta’ eTRACDirectory
name=DIRECTORYNAME' eTZOSLDAPIPAddress=IPADDRESS eTZOSLDAPPort=PORT
eTZOSLDAPSUffix=SUFFIX

where,
DIRECTORYNAME

Specifies the name you desire for this endpoint.
IPADDRESS

Specifies the IP Address or Machine name of the RACF system where your CA
LDAP Server for z/0S is running.

PORT
Specifies the port number the CA LDAP Server is using,
SUFFIX

Specifies a valid suffix configured for this CA LDAP Server operating in im
naming mode. (See, "Chapter 3: Configuration Options", in the CA LDAP
Server for z/0S Administrator's Guide for information on the naming_mode
option.)

Checking Your CA LDAP Server for z/OS Configuration Information

To view all pertinent information regarding your CA LDAP Server and its
configuration, issue a STATUS command from the mainframe console where
your CA LDAP Server is running. The STATUS command provides information,
such as version information, port nhumber, configured databases, and suffixes.
For more information on the STATUS command, see "Chapter 2: Startup
Options" section, "Console Interface" in the CA LDAP Server for z/0S
Administrator Guide.

RACEF Provisioning Roles and Account Templates
The RACF Default Policy, provided with the RACF Connector, gives a user the
minimum security level needed to access an endpoint. You can use it as a model
to create new account templates.

Endpoint Groups Cannot be Removed from an Account Template

If a RACF endpoint has been deleted from CA Identity Manager, the associated
endpoint groups can not be removed from the account templates.

136 Connectors Guide



RACF Connector

RACF Accounts

RACF Groups

TSO Alias Support

Permissions

When synchronizing RACF accounts, strong synchronization is always the
default.

Groups allow users to share common access to the resources on an endpoint.

Like the UNIX file, unix/etc/group, a RACF user can belong to many groups on
the RACF system but is defined to one primary group called the Default Group. In
Identity Manager, all groups, including the Default Group, appear as provisioning
roles in the browser. In Identity Manager, all groups, including the Default
Group, appear as provisioning roles in the browser.

By default, RACF systems use a root group called SYS1. This root is defined as
the user's default group if no other group is specified. The user's account appears
under the role (default group), but the user also appears under each group that
the user is defined to.

You can create and maintain RACF groups using the Endpoint type task view. Use
the RACF Group property sheet when managing your groups.

The RACF connector also supports the creation of a TSO Alias when a user is
created or modified with TSO access being granted. The alias value is always the
value of the RACF Account being created or modified. To enable this support, see
the chapter titled, "RACF_ETA Backend" in the CA LDAP Server for z/OS
Administrator Guide for more information.

Permissions are resources in RACF. You can view permissions from any RACF
account or endpoint. You can create and maintain RACF permissions using the
Endpoint type task view. Use the RACF Permission property sheet when
managing your permissions.

Note: The following permission classes are not supported by the RACF
connector: DIGTCERT, DIGTRING, and DIGTNMAP.
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RACF Program Exits

RACF Conventions

The RACF connector supports the use of Program Exits which are incorporated as
'Common Exits'. Program Exits provide you with the capability to perform certain
actions before or after an account is created, modified or deleted from CA
Identity Manager. These exits can be referenced either on the Endpoint property
page to execute custom code on a single endpoint, or on the Account Template
property page to execute custom code on multiple endpoints. Actions might
include native CA DSI Server for z/0OS (CA Distributed Security Integration) or
CA LDAP Server for z/OS commands in order to modify account privileges or
access to resources on the RACF system.

To see a sample program exit, refer to the 0OS390 subdirectory under the
Identity Manager Templates directory.

For more detailed information about how to write program exits, see the
Programming Guide for Provisioning.

Note: If you are upgrading from a previous release and use exits, those exits
should be reviewed. There is the potential that by using CA LDAP Server for
z/0OS-specific configuration options, you can remove existing exits. Even if the
exits cannot be removed completely, the nhumber of operations they need to
perform, might be reduced. A detailed review of the exits will let you determine
if they can or should be recoded to use the CA LDAP Server instead of the CA DSI
Server. While this is not required, if possible, exits should be migrated to use the
CA LDAP Server.

Use the following RACF conventions in your etautil commands:

m  The endpoint type name (eTNamespaceName) is RAC endpoint type

m  The endpoint type prefix is RAC. Therefore, the RACF class hames are:
- eTRACDirectory for an endpoint
- eTRACPolicyContainerName for an account template container

- eTRACPolicy for an account template
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Proxy Configuration

The RACF Endpoint page contains a section where clients can configure a Proxy
administrative ID and password to be used for user password changes from the
SAWI. When configured, this ID and password is used to issue the password
change request for the SAWI user to change their password. This is helpful and
needed if a SAWI user cannot supply a password (for example, the password is
forgotten) or their password is expired and RACF and they cannot be
authenticated. When using a proxy administrative ID, standard RACF security
rules apply (for example, scoping) and password syntax checking specified in the
RACF System Options Password field is enforced.

Note: The check boxes on the Endpoints Setting tab are for legacy purposes
only. You can perform proxy configuration and administration support from the
Self-Service interface.

Proxy Administration Support

You can configure a proxy ID for all tasks accomplished within CA Identity
Manager. Previously, a proxy ID could only be configured for use with requests
generated from the SAWI interface. This proxy ID is maintained on the main
Endpoint page in the Proxy Administration Configuration section. The proxy ID
can be used for any type of CA Identity Manager request against supported
objects, and for any Identity Manager Administrator that is logged on.

Note: The enhancement is only recommended to use after careful consideration
(and preparation) of the following consequences:

1. Any Global User (with the proper privileges provided within CA Identity
Manager) is able to administer RACF Userids, Groups, and Permissions under
the configured proxy ID. Any mainframe security product scoping is lost;
only the scoping of the proxy ID is enforced.

2. As mentioned above, security settings are now the only point of enforcement
against a Global User manipulating mainframe security data.

3. Any reports or auditing methods against administration of your mainframe
security data that originate from the mainframe is now compromised; the
only ID that shows up for any administration that occurred from CA Identity
Manager is the configured proxy ID.
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Logging

4. If the proxy ID's password changes on the mainframe, the password must be
changed on every Endpoint Page within the Provisioning Manager that it is
configured for.

By default, the Connector operates in the same mode as in past releases; the
logged-on Global User and their password are used for submitting any requests
destined to the mainframe security product. The common endpoint page entitled
Endpoint Settings provides two checkbox controls under the description
Administrator Credentials that control the three possible settings:

Use logged-in Administrator's credentials

Default setting. Indicates that the logged-in Administrator (Global User) is
used as the credentials for ALL requests, even from the SAWI.

Use proxy for SAWI changes

Indicates that the logged-in Administrator (Global User) is used as the
credentials for all requests EXCEPT for requests from the SAWI interface.
The proxy ID credentials (if available) are used for requests coming from the
SAWI interface.

Use proxy for ALL requests

When no checkbox is checked, this indicates that the proxy ID credentials (if
available) are to be used for ALL requests.

When any request occurs from CA Identity Manager, these settings are
checked against the endpoint where the request is targeted. If, based on the
endpoint settings and the type of request (SAWI or otherwise), proxy
credentials are to be used, the credentials that are defined for that endpoint
are retrieved and used for the request. In the case where endpoint
credentials are supposed to be used, but no credentials exist (either Proxy ID
or password contains no value), the proxy credentials are not used for the
request and the request proceeds using the logged-in Administrator (Global
User) credentials.

Note: Proxy IDs must be what are referred to as 'logon-able' user IDs. That
means they must be 7 bytes in length or less. 8 byte user IDs are no longer
valid.

Note: The check boxes on this tab are for legacy purposes only. You can
perform proxy configuration and administration support from the
Self-Service interface.

To view logging information regarding credential lookups, enable logging for the
endpoint on the Logging endpoint page and enable the eTrust log Connector,
specifying all logging levels. This provides all endpoint credential lookup
information (successes and failures) into the standard eTrust log.
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This section contains the following topics:

UNIX ETC and NIS Connector (see page 141)

The following connectors are considered to be UNIX connectors
= UNIX ETC
= UNIX NIS

The information in this chapter describes how to install and manage this
connector.

UNIX ETC and NIS Connector

The UNIX Connector provides a single point for all user administration by letting
you do the following:

m  Register endpoints, explore them for objects to manage, and correlate their
accounts with global users

m  Create and manage UNIX accounts using UNIX-specific account templates
m  Change account passwords and account activations in one place

m  Synchronize global users with their roles or synchronize global users'
accounts with their account templates

m  Assign a UNIX policy to each of your UNIX endpoints

m  Use the default Endpoint Type policy to create accounts with the minimum
level of security needed to access a UNIX directory

m  Create and manage UNIX groups
m  Generate and print reports about UNIX accounts and groups

This connector is managed using the Connector and agent installation process.
For more information and requirements, click here (see page 21).

This connector can also be managed using the Connector and C++ Server (see
page 23) installation process as well.
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Installation Procedures

After installing the UNIX Connector, you must install and configure the UNIX
agents and the CAM Service.

Note: Each package can be installed using the script installation (.sh) method.
Important! For HP-UX, you must install the latest Gold Quality Pack.

The UNIX agents and the CAM service can be installed by one of the following
installation methods:
m  Interactive installation

m  Sijlent installation

Install the UNIX Remote Agent

To install the UNIX Remote Agent, run the installation script from the following
location:

RemoteAgent/UNIX/[Platform]/IdentityManager.[Platform].sh

where
[Platform]

Specifies one of AIX, HP-UX, Solaris, SolarisIntel, Linux, LinuxS390, or
Trué4.

Select the Installation Script

The installation packages for the various platforms can be found on the CD-ROM
in their own subdirectory. Each package provides an Ism installation method
(using a .@pif file) and a script installation method (using a .sh script), in case
Ism is not available. For example, when no other CA products are installed on the
system.

Platforms CD-ROM Folder

AIX /cdrom/RemoteAgent/UNIX/AIX

HP-UX /cdrom/RemoteAgent/UNIX/HPUX
Solaris Sparc /cdrom/RemoteAgent/UNIX/Solaris
Solaris Intel /cdrom/RemoteAgent/UNIX/SolarisIntel
Linux ix86 /cdrom/RemoteAgent/UNIX/Linux
Linux s390 /cdrom/RemoteAgent/UNIX/LinuxS390
Tru64 /cdrom/RemoteAgent/UNIX/TRU64
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Installation Options

If you want to copy the Installation files from another machine to the UNIX
computer, select the relevant folder for the platform and copy all its contents.

The installation options are described in the following table:

Installation Option

Description

% sh IdentityManager.[Platform].sh -r
[Response File] [-F]

Installs the product.

A response file can be added to
customize unattended installation.

The switch '-F' performs a forced
installation and prevents the backup
of the previous version of the
product.

Ism

-e product name [-s]

Removes the installed product.

Switch '-s' runs the uninstallation in
unattended mode.

Example: Ism -e test-product

Ism -1 [-S] Lists all installed products or shared
components (-S).
Ism -A product name -d product file [-0] Creates a backup from the installed

product.

Switch '-0' overwrites an existing
product file.

Ism

-c product name

Checks the installed products
consistency.

Ism

-q product name [-I]

Shows the content of the product
file.

Switch '-I' shows a long list including
all product files.

Ism

-Q product file [-I]

Shows the content of the product
file. Switch '-I' shows a long list
including all product files.

Ism

-a product file -r response file

Runs the installation dialogs and
creates a response file with the
entered values.

The product is not installed.

Ism

Prints the version of the Installer
being used.
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Interactive Installation

Interactive installation includes the following steps:
1. Mounting the CD-ROM.

2. Selecting the required installation script.

3. Starting the setup wizard

Start the Installation Wizard
Perform the following procedure to start the installation wizard.

To start the installation wizard

1. Switch to the directory where the installation files are located.
Example for AIX:
# cd fcdrom/UNIX/AIX

2. Depending on the installation method that you want to use, enter either of
the following commands to start the setup wizard:

sh IdentityManager. platform_name.sh

Ism -i IdentityManager. platform_name.@pif
Examples for AIX:

# sh IdentityManager.AlX.sh

#Ism -i IdentityManager.AIX.@pif

Ism provides a variety of installation options that can be viewed by typing Ism -?
in the command line.

More Information

Installation Options (see page 143)

144 Connectors Guide



UNIX ETC and NIS Connector

Silent Installation

In some cases, for example, Unicenter Software Delivery, it is important to have
a software product that installs automatically without any user interaction. The
sh command can be executed with the option -r response file, and additional
options, to install the UNIX Remote Agent without any questions being asked.
You must provide the full path to a response file after the -r option..

The following example shows a typical response file:

PATHeTrustAdmin=/opt/CA/IdentityManager/ProvisioningUnixAgent
IM_INSTALL=1

OWNERroot=root

GROUPsys=sys

The following example shows how a response file is created using a shell script:
% sh IdentityManager.[Platform].sh -r [Response File]

The following example shows how to install a response file using a shell script:

% sh IdentityManager.[Platform].sh -f [Response File]

To uninstall, run the following shell script:

[Installation Path}/scripts/uninstall.sh

For example:

lopt/CA/IdentityManager/ProvisioingUnixAgent/scripts/uninstall.sh
More Information

Installation Options (see page 143)
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Silent Installation Notes

The following is a list of important notes:

The current installation default path is /opt/CA/IdentityManager (the
previous path was /opt/CA/eta).

If the same CAM version and build level is already installed on the target
machine, CAM will not be re-installed.

If a previous CAM version and build level is already installed on the target
machine, CAM will be upgraded using the installation path of the current
installation, which is stored in the following file:

[etc/catngcampath

If a previous CA Identity Manager Remote Agent is already installed on the
target machine, the Remote Agent will be upgraded using the installation
path of the current installation, which is stored in the following file:

[etc/catngdmopath.tng

If, on the target machine, the DISPLAY variable is set and a JAVA VM is
installed, the installation will run in graphical mode.

In VT100 mode, the terminal must provide a resolution of 80 (columns) x 24
(rows) or higher.

On a UNIX machine with double-byte characters, CAM must be started with
a shell having the “locale” set to C/Posix:

“cat /etc/catngcampath’/bin/camclose
LANG=C

export LANG

“cat /etc/catngcampath/scripts/rc

If you install the UNIX agent using Telnet, make sure that the environmental
variable TERM is set to VT100.

Grant Access to the Provisioning Server Host

To grant access to the Provisioning Server host on this machine, run the
following command:

“cat /etc/catngcampath/bin/cafthost -a hosthame

where hostname is the name or the IP address of the machine hosting the
Provisioning Server.

Example for any platform:

# "cat /etc/catngcampath/bin/cafthost -a etradmsrv0l
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Install the UNIX Remote Agent

Perform the following procedure to install the UNIX remote agent.

To install the UNIX remote agent

1.
2.

Locate the Provisioning Component installation media.
Run the Agent installer under \Remote Agent
Follow the onscreen instructions to complete the installation.

The Welcome dialog that shows the UNIX Remote Agent version appears.
View the dialogue.

Click Next. The Select Installation directory dialog appears. Enter a valid
installation directory.

The product is installed under the specified installation directory.
lopt/CA/IdentityManager/ProvisioningUnixAgent

This is the name of the actual directory where you want to install the UNIX
Remote Agent. All files are placed in this directory or its subdirectories. You
can change the name of the installation directory or it will be created if it
does not already exist.

Note: If you run this procedure on a computer on which an older version of
the UNIX Remote Agent is installed, the old installation path is read from the
/etc/catngdmopath.tng marker file and set as the Installation directory.

During an update installation, the product installation directory cannot be
modified.

Click Next to continue.
The Summary dialog appears. Check the following installation parameters:

PATHIdentity Manager=/opt/CA/IdentityManager/ProvisioningUnixAgent
IM_INSTALL=1

OWNERroot=root

GROUPsys=sys

Click Install product to run the installation.
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7. View the installation log.
The following lines are logged by the installation:
Installing Dependency - CA Installer [1/2]...
Installing Dependency - CA Installer [2/2]...
Preparing next Installer phase
Executing post interview phase
Checking package dependencies

Checking disk space

Installation product "ca-dsm-sd-installer", version "4.3.x.x"

++ Call script "scripts/preinstall_installer.sh"

++ Script executed successfully

++ Installation component "preinstall”

++ Component "preinstall” installed successfully
++ Installation component "base"

++ Component "base" installed successfully

++ Installation component "base_root"

++ Component "base_root" installed successfully
++ Installation component "base_shared"

++ Component "base_shared" installed successfully
++ Installation component "conf"

++ Component "conf" installed successfully

++ Installation component "man, ENU"

++ Component "man, ENU" installed successfully
++ Call script "scripts/postinstall_installer.sh"
++ Script executed successfully

Job executed successfully

Installing Dependency - CAM...
Installing Dependency - ETPKI...

Preparing next Installer phase
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Executing post interview phase
Checking package dependencies

Checking disk space

Backup product "ca-cs-utils", version "11.0.x.x"

++4+ Backup component "preinit_csutils"

++ Component "preinit_csutils" saved successfully

++4+ Backup component "csutils"

++4+ Component "csutils" saved successfully

++ Backup component "csutils_platform_files"

++ Component "csutils_platform_files" saved successfully
++ Backup component "csutils_libv2"

++4+ Component "csutils_libv2" saved successfully

Job executed successfully

Reinstallation product "ca-cs-utils", version "11.0.x.x"

++ Call script "/bin/sh csutils/scripts/prein_csutils.sh"
++4 Script executed successfully

++4 Reinstallation component "preinit_csutils"

++ Component "preinit_csutils" installed successfully
++4 Reinstallation component "csutils"

++4+ Component "csutils" installed successfully

++4 Reinstallation component "csutils_platform_files"
++ Component "csutils_platform_files" installed successfully
++ Reinstallation component "csutils_libv2"

+4+ Component "csutils_libv2" installed successfully
++ Call script "/bin/sh csutils/scripts/install.csutils"
++ Script executed successfully

Job executed successfully
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Installation product "ca-cs-etpki", version "3.2.x.x"

++ Call script "/bin/sh pifscripts/prein.etpki"

++ Script executed successfully

++4 Installation component "preinit_etpki"

++ Component "preinit_etpki" installed successfully
++4 Installation component "cs-etpki-base"

++ Component "cs-etpki-base" installed successfully
++4 Installation component "cs-etpki-lib"

++ Component "cs-etpki-lib" installed successfully
++4 Call script "/bin/sh pifscripts/postin.etpki"

++ Script executed successfully

Job executed successfully

Installing Identity Manager
Preparing next Installer phase
Executing post interview phase
Checking package dependencies

Checking disk space
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Installation product "IdentityManager", version "12.0.x.x"

++ Installation component "im"

++ Call script "scripts/imscript.sh preinstall"

++4 Script executed successfully

++4+ Call component script "scripts/imscript.sh postinstall”
++4+ Script executed successfully

++4+ Component "im" installed successfully

++4 Installation component "preinstall, ENU"

++ Component "preinstall, ENU" installed successfully
Job executed successfully

Note: All prerequisite components are installed after the UNIX Agent installer
has been executed. This applies to both upgrade and new installations
despite the “Cancel” option being selected during the installation process

Install and Configure the UNIX Remote Agent and CAM Service for NCR

The CAM, also known as CAM/CAFT or Unicenter Message Queuing Server,
service is used by the connector to transfer information from and to the remote
UNIX machines that are managed by CA Identity Manager.

Installing and configuring the UNIX agent and CAM service is done after installing
the UNIX Connector, and involves the following steps:

1.

2
3
4.
5

Transfer the necessary files
Install the CAM service
Configure the CAM service
Install the UNIX agent
Verify the Installation
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Step 1. Transfer the Necessary Files

Transfer the necessary files under the /RemoteAgent/Unix/Others directory of
your installation CD.

The /RemoteAgent/Unix/Others directory contains the following compressed tar
format file:

Tar Format File UNIX Server Type and
Version

NCR_V1.07_20051107_Build220_16.tar.Z NCR/mpras SVR4 Version 3.02

Transfer the agent.ins, agent.tar.Z, and the compressed tar format CAM file from
the installation CD to your UNIX server in a temporary directory, for example,
“/tmp"-

Note: If you use an ftp utility to transfer these files, set the binary transfer
option.

Step 2. Install the CAM Service

You must install the CAM Service on your UNIX systems.

To install the CAM Service
1. Log on to your UNIX server as root by using the Telnet or SSH client.

2. Create and change to the directory where you want to install the CAM
service, for example /opt/CA:

mkdir /opt/CA
cd /opt/CA

3. Issue the UNIX tar command to install the CAM Service:

zcat tmp/compressed_tar_format CAM _file | tar xvf -

where compressed_tar_format CAM file is the name of the compressed tar format file that you transferred.
4. Change to the cam/scripts directory:

cd .Jcam/scripts
5. 1Issue the following UNIX shell script:

Jinstall

Note: If the AGENTWORKS_DIR environment variable is set and the
$AGENTWORKS_DIR/services directory exists, the CAM “install” scripts copy
the CAM files within this $AGENTWORKS_DIR/services directory.
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Step 3. Configure the CAM Service

To configure the CAM service, perform the following procedure.

To configure the CAM service

1.
2.

Log on to your UNIX machine as root by using the Telnet or SSH client.
Change to the cam scripts directory:

cd “cat /etc/catngcampath’/scripts

Issue the following shell script:

. [fenvset

Note: This command must have a space between the two dots.
Change to the cam bin directory:

cd../bin

Issue the following UNIX command:

Jcafthost -a hostname

where hostname is the name or the IP address of the machine hosting the
C++ Connector.

More Information

Manage the CAM Service (see page 154)

Step 4. Install the UNIX Agent

Perform the following procedure to install the UNIX agent.

To install the UNIX agent

1.
2.
3.

Log on to your UNIX machine as root by using the Telnet or SSH client.
Change to the directory where you transferred the files, for example, /tmp.
Issue the following UNIX command:

chmod +x agent.ins

Issue the following UNIX command:

Jagent.ins
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Step 5. Verify the Installation

Issue the following command to ensure that the UNIX Agent is installed on your
system:

uxsautil -IT host all

The results contain information about your UNIX system.

Manage the CAM Service

The CAM Service is a daemon process that you can view, stop, or start on your
UNIX server. Typically, the superuser or the system's root user starts the CAM
Service.

View the CAM Service
You can perform the following procedure to find out who started the service.

To view the CAM service
1. Log on to your UNIX machine as root by using the Telnet or SSH client.
2. Issue the following UNIX command:
ps -ef | grep cam
A display similar to the following one appears:
root 13822 11111:30:12? 0:00 cam
root 13843 13753 311:56:31 pts/5 0:00 grep cam
Note: If the system's root user does not start the services, they will appear

started, but you will be unable to use them. CA Identity Manager issues the
following message: “Permission denied: user must be root”.
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Stop the CAM Service

You can stop the CAM service by performing the following procedure.

To stop the CAM Service

1.
2.

Restart the CAM Service

Log on to your UNIX machine as root by using the Telnet or SSH client.
Change to the cam scripts directory:

cd “cat /etc/catngcampath’/scripts

Issue the following UNIX command:

. [fenvset

Note: This command must have a space between the two dots.
Change to the cam bin directory:

cd../bin

Issue the following UNIX command:

Jcamclose

Note: This command stops the CAM Service. After stopping this service, you
must restart it so CA Identity Manager can communicate with your UNIX
server.

You can restart the CAM service by performing the following procedure.

To restart the CAM Service

1.
2.

Log on to your UNIX machine as root by using the Telnet or SSH client.
Change to the cam scripts directory:

cd “cat /etc/catngcampath’/scripts

Issue the following UNIX command:

. [fenvset

Note: This command must have a space between the two dots.

Issue the following command to restart the CAM Service:

Jrc
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How to Restart Automatically the CAM Service

Using the Init Utility

If you want to automatically start the CAM Service after rebooting a machine,
you can use the init or rc utilities.

To start the CAM Service automatically after rebooting a UNIX server, verify the
following:

m  Unicenter runtime environment is known to the CAM Service

m  Unicenter BIN directory appears in the PATH variable

For example, a typical Start shell script appears as follows:

#/bin/sh
# @(#)install 3.24 10:15:49 98/05/29
# Date Created: Tue Jul 20 11:57:34 WET DST 2004

# Start CA Message Queuing Server

su$SAGENT_OWNER -c /export/home/cam/cam/scripts/rc

If you add the commands above, the Start shell script appears as follows:
#/bin/sh

# @#)install 3.24 10:15:49 04/05/29

# Date Created: Tue Jul 20 11:57:34 WET DST 2004

PATH=$PATH:$CAIGLBL0000/bin

export PATH

# Start CA Message Queuing Server
su$AGENT_OWNER -c /export/home/cam/cam/scripts/rc

To start the CAM Service using the init utility, add the following line to the end of
the /etc/inittab file:

cam::once: cat /etc/catngcampath’/scripts/rc

By adding this line, the shell script created when you installed the CAM Service is
executed. After it executes, verify that you can view the daemon process.
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Using the RC Utility

To start the CAM Service using the rc utility, perform the following steps:
1. Copy the start shell script to the init.d directory.

2. Create a shell script under the rc2.d sequencer directory by following the
rc syntax.

Notes:
m The rc utility is not applicable on IBM-AIX platforms.

m The location of the directories shown previously may be different on each
UNIX platform; the directories are normally located under either the /bin
or the /etc directory. For more information, see the documentation for
your specific UNIX system.

How to Restrict CAFT Commands
By default, CAFT allows any command to be executed from an authorized host.
As the UNIX Connector only needs to run the uxsautil command, the CAFT
caftexec script can be customized to filter commands and to allow only the
uxsautil binary.

An example of such a script and its configuration file are provided in the

" cat /etc/catngdmopath.tng /scripts folder, and can be copied to the "cat
/etc/catngcampath’ folder:

# cd " cat /etc/catngcampath’
# mv caftexec caftexec.back

# cp -p " cat /etc/catngdmopath.tng’ /scripts/caftexec* .
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Install the CAM and CAFT Encryption Key

Encryption is supported for Win32, AIX, HP-UX, Solaris, and Linux x86
applications. The default and only available encryption algorithm is Triple-DES
(168 bits key) with CBC mode.

To install the encryption key

1.

Enter the following command at the command prompt to generate your key
file:

#PATH="cat /etc/catngcampath’/bin.$PATH

#export PATH
#caftkey -g keyfile password

keyfile

Name that you assign to the key file.
password

Password that you assign to the key file.

Note: The caftkey command and attributes are the same for Win32
platforms.

Install your Public Key on both CAFT Agent and CAFT Admin boxes using the
previously-generated key file by entering the following command at the
command prompt:

#PATH="cat /etc/catngcampath’/bin.$PATH
#export PATH
#caftkey -policy_setting keyfile password

keyfile and password

The values that you specified in Step 1.
-Policy_setting

-i, -m, or blank.
More information:

policy_ setting Options (see page 159)

Recycle the CAM Service on each box where you installed the new Key by
stopping the CAM service, and starting it again:

prompt> camclose lIstop Cam/Caft service and processes
prompt> cam start /Istart CAM service and process
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policy_setting Options

Policy_setting governs the communication between this computer (the local
computer) and other computers that have the CAM and CAFT service installed,
but may or may not have the CAM and CAFT encryption certificates installed.

The options are as follows:

caftkey -i keyfile password

The -i option specifies Policy -1. This policy lets computers running previous
versions of the CAM and CAFT service execute commands on this computer
and lets this computer execute commands on those computers.

Policy -1 encrypts messages if the other computer has these certificates
installed. This policy does not encrypt messages if the other computer does
not have these certificates installed.

caftkey -m keyfile password

The -m option specifies Policy 1. This policy prohibits other computers from
executing commands on this computer if they are running previous versions
of the CAM and CAFT service without the encryption certificates. This policy
also prohibits this computer from executing commands on those computers.

If both computers have the CAM and CAFT encryption certificates installed,
but have different Public Key Files installed when Policy 1 is set, the
command requests between the two computers fails.

caftkey keyfile password

Check the Policy Setting

The blank option specifies Policy 0. This policy is set if no Public Key File is
installed, the CAM and CAFT encryption certificates were not installed
properly, or if you do not specify a policy setting when you enter the caftkey
command. Policy 0 specifies no encryption.

Note: The CAM and CAFT service must already be installed on the computer
in your network.

To see the operational mode of the machine, check the following file:

%CAI_MSQ%fftlogs/dg000

UNIX Support for FIPS and IPvé

For this release of CA Identity Manager, the UNIX Connector supports IPv6. FIPS
is supported only on Solaris Sparc, Linux x86, HPUX, and AIX.

UNIX PAM supports IPv6 only.
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Connector-Specific Features

This section details your connector's specific management features, such as how
to acquire and explore your endpoint. Also included are account, provisioning
roles, account template, and group information specifically for your connector.

Acquire a UNIX-ETC Server Using the User Console

You must acquire the UNIX-ETC Server before you can administer it with CA
Identity Manager.

To acquire a UNIX-ETC server using the User Console

1. Select Endpoints, Manage Endpoints,Create Endpoint

2. Select UNIX-etc from the drop-down list box on Create a new endpoint of
Endpoint Type, and click Ok

Use the Create UNIX-etc plus Domains Endpoint page to register a UNIX-etc
system. During the registration process, CA Identity Manager identifies the
UNIX-etc system you want to administer and gathers information about it.

3. After entering the required information, click Submit.
You are now ready to explore and Correlate the endpoint.

4. Click Endpoints, Explore and Correlate Definitions, Create Explore and
Correlate Definition to explore the objects that exist on the endpoint.

The Exploration process finds all UNIX-etc accounts and groups. You can
correlate the accounts with global users at this time or you can correlate
them later.

5. Click OK to start a new definition.
6. Complete the Explore and Correlate Tab as follows:
a. Fill in Explore and Correlate name with any meaningful name.

Click Select Container/Endpoint/Explore Method to click a UNIX-etc
endpoint to explore.

b. Click the Explore/Correlate Actions to perform:

m Explore directory for managed objects—Finds objects that are
stored on the endpoint and not in the provisioning directory.

m Correlate accounts to users—Correlates the objects that were
found in the explore function with users in the provisioning directory.
If the user is found, the object is correlated with the user. However,
you can instead select that you want to assign the account to the
existing user (the default user) or create the user.

m Update user fields—If a mapping exists between the object fields
and the user fields, the user fields are updated with data from the
objects fields.
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8.

Complete the Recurrence tab if you want to schedule when the task to
executes.

a. Click Schedule.
b. Complete the fields to determine when this task should execute.

You may prefer to schedule the task to execute overnight to interfere
less with routine access of the system.

Note: This operation requires the client browser to be in the same time zone
as the server. For example, if the client time is 10:00 PM on Tuesday when
the server time is 7:00 AM, the Explore and Correlate definition will not work.

Click Submit.

To use an explore and correlate definition

1.

In an Identity Manager environment, click Endpoints, Execute Explore and
Correlate.

Click an explore and correlate definition to execute.
Click Submit.

The user accounts that exist on the endpoint are created or updated in
Identity Manager based on the explore and correlate definition you created.

Acquire a UNIX-NIS Server Using the User Console

You must acquire the UNIX-NIS Server before you can administer it with CA
Identity Manager.

To acquire a UNIX-NIS server using the User Console

1.
2.

Select Endpoints, Manage Endpoints,Create Endpoint

Select UNIX-NIS-NIS plus Domains from the drop-down list box on Create a
new endpoint of Endpoint Type, and click Ok

Use the Create UNIX-NIS_NIS plus Domains Endpoint page to register a
UNIX-NIS system. During the registration process, CA Identity Manager
identifies the UNIX-NIS system you want to administer and gathers
information about it.

After entering the required information, click Submit.

You are now ready to explore and Correlate the endpoint.
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Click Endpoints, Explore and Correlate Definitions, Create Explore and
Correlate Definition to explore the objects that exist on the endpoint.

The Exploration process finds all UNIX-NIS accounts and groups. You can
correlate the accounts with global users at this time or you can correlate
them later.

Click OK to start a new definition.
Complete the Explore and Correlate Tab as follows:
a. Fill in Explore and Correlate name with any meaningful name.

Click Select Container/Endpoint/Explore Method to click a UNIX-NIS
endpoint to explore.

b. Click the Explore/Correlate Actions to perform:

m Explore directory for managed objects—Finds objects that are
stored on the endpoint and not in the provisioning directory.

m Correlate accounts to users—Correlates the objects that were
found in the explore function with users in the provisioning directory.
If the user is found, the object is correlated with the user. However,
you can instead select that you want to assign the account to the
existing user (the default user) or create the user.

m Update user fields—If a mapping exists between the object fields
and the user fields, the user fields are updated with data from the
objects fields.

Complete the Recurrence tab if you want to schedule when the task to
executes.

a. Click Schedule.
b. Complete the fields to determine when this task should execute.

You may prefer to schedule the task to execute overnight to interfere
less with routine access of the system.

Note: This operation requires the client browser to be in the same time zone
as the server. For example, if the client time is 10:00 PM on Tuesday when
the server time is 7:00 AM, the Explore and Correlate definition will not work.

8. Click Submit.

To use an explore and correlate definition

1.

In an Identity Manager environment, click Endpoints, Execute Explore and
Correlate.

Click an explore and correlate definition to execute.
Click Submit.

The user accounts that exist on the endpoint are created or updated in
Identity Manager based on the explore and correlate definition you created.
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Acquire a UNIX Server Using the Provisioning Manager

You must acquire the UNIX server before you can administer it with CA Identity
Manager. In order to acquire a UNIX server, perform the following steps from the
Endpoint Type task view:

1. Register the machine as a stand-alone server or as an NIS or NIS+ server.

m To register a UNIX endpoint as a stand-alone server, select UNIX ETC
Endpoint.

m To register a UNIX endpoint as an NIS or NIS+ server, select
NISEndpoint from the Object Type, and then click New.

Use the UNIX Endpoint property sheet to register a UNIX machine. During
the registration process, CA Identity Manager identifies the UNIX machine
you want to administer and gathers information about it.

2. Explore the objects that exist on the endpoint.

After registering the server in CA Identity Manager, you can explore its
contents. Use the Explore and Correlate Endpoint dialog. The Exploration
process finds all UNIX accounts and groups. You can correlate the accounts
with global users at this time or later.

3. Correlate the explored accounts with global users.

When you correlate accounts, CA Identity Manager creates or links the
accounts on an endpoint with global users, as follows:

a. CAldentity Manager attempts to match the UNIX account name with
each existing global user name. If a match is found, CA Identity Manager
associates the UNIX account with the global user. If a match is not
found, CA Identity Manager performs the next step.

b. CA Identity Manager attempts to match the UNIX account description
field with each existing global user's full name. If a match is found, CA
Identity Manager associates the UNIX account with the global user. If a
match is not found, CA Identity Manager performs the next step.

c. CA Identity Manager associates the UNIX account with the default user
global user object.

Explore and Correlate on Linux Suse
If you receive an error when trying to explore and correlate on a Linux 390 ETC
endpoint, you must manually add the account to /etc/shadow. On Linux Suse, an
account exists in /etc/password only.

Default Primary Group on Endpoint Property Sheet

A field called Default Primary Group is available to let you select a default
Primary Group at the Endpoint level.
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Default Primary Group on Accounts and Account Templates in the User Console

The default primary group of an NIS/ETC endpoint is populated to an account
being created.

If an account is created from an account template, there are two scenarios in the
Provisioning Manager.

1. Endpoint has a default primary group, the account is created successfully no
matter whether the “primary group” field is blank or [default] in the account
template.

2. Endpoint has no default primary group, the account creation fails if “primary
group” attribute is [default] unless the attribute is configured with another
group name in the account template.

In the User Console, the primary group in an account template is either blank or
a real group name. This is the same as the above with the same behaviors on
Provisioning Server.

Selecting the Character Set on the Endpoint Property Sheet

When checked, UTF-8 Character Set encoding will be used for values passed on
between the Provisioning Server and the UNIX Remote Agent instead of the one
used by the Provisioning Server. A combo list box is enabled in the so that you
can select the character set used on the end-point system.

Long Multi-Byte Character Strings Return Error Message

UNIX Groups

NIS Netgroups

Using very long multi-byte character strings in the Full Name field can return a
deceptive error message.

To avoid getting this error message, do not use extremely long multi-byte
character strings in this field.

The Provisioning Manager lets you create and maintain UNIX groups using the
Endpoint Type task view. Use the ETC or NIS Group property sheet to manage
your groups.

Netgroups are logical groups of hosts, accounts or both. Use the UNIX NIS
Netgroup property sheet when managing netgroups and user netgroup activity.

For more information, see the Working with Endpoints, Connector Procedures in
the Provisioning help
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Mandatory Properties for etautil Add Command

If you use the etautil add command to register UNIX endpoints, you must specify
one of the following properties:

UNIX Etautil Conventions

For stand-alone UNIX servers, specify the eTETCHost eTETCUnicenterSec,
and eTETCUnicenterUser properties. For example:

etautil ... add
‘eTNamespaceName=UNIX - etc' eTETCDirectory eTET CDirectoryName=exdevsrv
eTETCHost=exdevsrv eTETCUnicenterSec=0 eTETCUnicenterUser=0

For UNIX servers running NIS or NIS+, specify the eTNISHost ,
eTNISDomainName, eTNISUnicenterSec, and eTNISUnicenterUser
properties. For example:

etautil ... -u etaadmin -p etaadmin add
‘eTNamespaceName=UNIX - NIS-NIS plus Domains'
eTNISDirectory eTNISDirectoryname="nisdomain.com[exdevsn/]
eTNISHost=exdevsrv
eTNISDomainName=nisdomain.com eTNISUnicenterSec=0 eTNISUnicenterUser=0

Use the following UNIX conventions in your etautil commands:

The Endpoint Type name (eTNamespaceName) is UNIX - etc for stand-alone
servers and UNIX - NIS-NIS plus Domains for NIS and NIS+ servers

The Endpoint Type prefix is ETC. Therefore, the UNIX class names are:
- eTETCDirectory for an endpoint on a stand-alone server

- eTETCPolicyContainer for an account template container on a
stand-alone server

- eTETCPolicy for an account template on a stand-alone server
- eTNISDirectory for an endpoint on an NIS or NIS+ server

- eTNISPolicyContainer for an account template container on an NIS or
NIS+ server

- eTNISPolicy for an account template object class on an NIS or NIS+
server

For more information about the etautil command, see the Reference help.

More Information

Distinguished Names (see page 640)
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Exit Commands

CA Identity Manager supports the following exit types:

m  Pre Exit means that the agent executes a user command before it performs
its own operation.

m  Post Exit means that the agent executes a user command after it performs
its own operation.

Configuration File
CA Identity Manager implements the pre-exits and post-exits on the UNIX
agents. To trigger user add-on commands, you must define them in the
ExitSetup.ini file that is installed by CA Identity Manager. By default, this file
does not activate any specific command.

The ExitSetup.ini file is located in the following directory:

lopt/CA/IdentityManager/ProvisioningUnixAgent/etc/

Note: The exact location is specified in the /etc/catngdmopath.tng file.

The following table describes the typical contents of the configuration file:

Headers and Variables Value Description

[Pre-exit] Pre-exit section header

Command= Provided by the User command specified with the
user absolute path

Stop on error= Yes/No Yes-specifies that the Identity

Manager agent command is not
launched if the pre-exit fails

No-specifies that the Identity
Manager agent command is
launched even if the pre-exit fails.
This is the default value.

[Post-exit] Post-exit section header
Command= Provided by the User command specified with the
user absolute path
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Conditions for the execution of the EXIT Commands

The conditions for the execution of the exit commands are as follows:

m  For CA Identity Manager, the execution of a command is successful if its
return code (RC) is equal to 0; any other code indicates that the execution
failed. This is important because the values that are caught by CA Identity
Manager are processed according to the value of the return code.

m  The argument values, which are sent to Identity Manager agents, are also
sent to the user program.

m  The pre-exit and post-exit user commands are logged in the Identity
Manager log files. You can also write messages in the log files, using the
PrintMessage function, which is defined in the source template and delivered
with the product.

m  The pre-exit and post-exit commands are executed each time the Identity
Manager agent is executed.

Managing Passwords

CA Identity Manager can intercept an account's password change on a UNIX or
Linux system, and propagate it to all other accounts associated with its Global
User. Identity Manager Pluggable Authentication Module (PAM) lets CA Identity
Manager authenticate passwords against external security systems so that
global users can use their existing system passwords to log on to CA Identity
Manager.

For more information, see the CA Identity Manager Administrator's Guide.
UNIX Password Synchronization

A password synchronization module is provided that detects password change

events through the UNIX PAM framework. The UNIX Password Synchronization
module notifies the Provisioning Server of a password change. The Provisioning
Server finds the associated Global User, and propagates changes to other related
accounts automatically.

The UNIX operating systems that support the PAM framework include:

m  AIX v5.3 on Power platform with PAM enabled

= HP-UX v11.00 on a PA-RISC platform, and Itanium® 2 platforms

m  Solaris v2.6 and higher on Sparc and Intel platforms

m  32-bit Linux with glibc v2.2 and higher on s390 or Intel i386 platform

Note: For Linux platforms, the test_sync binary must be on the PATH and
should be owned by the root user with execute permisisions set for owner
only.
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How UNIX PAM Works

The following process describes the UNIX PAM feature's functions:
1. A UNIX user's password is to be changed for one of the following reasons:
m Decision of the user.

m The useris forced to change the password by system settings or manual
intervention.

m The user's password is changed by an administrator.
2. The new password is submitted to the PAM framework password service.

3. The PAM framework's password service invokes the PAM library to update
the local UNIX security files.

4. The PAM framework's password service invokes the UNIX password
synchronization module (pam_CA_eta) to notify the Provisioning Server of
the password change.

5. The Provisioning Server updates the password of the associated Global User
and all accounts associated with the Global User.
Requirements for Using UNIX Password Synchronization
The requirements for using the UNIX Password Synchronization feature are the
following:

m  The UNIX Password Synchronization agent must be installed on the UNIX
system on which you want to detect password changes.

m  The UNIX Remote agent and CAM must be installed on the UNIX system on
which the UNIX Password Synchronization agent resides.

m  The system must be managed as an acquired endpoint. The Password
Synchronization agent is installed check box must be selected on the
acquired endpoint's properties.

m  The accounts on the managed systems must be explored and correlated to
global users.

m  The Enable Password Synchronization Agent flag is selected on the Global
User property sheet's Password tab.

Install the UNIX PAM Feature
Perform the following procedure to install UNIX PAM.

To install the UNIX PAM feature

1. Select the package file that corresponds to your UNIX platform:
UNIX Operating System Package File Name

HP-UX v11 PA-RISC pam_CA_eta-1.1.HPUX.tar.Z

168 Connectors Guide



UNIX ETC and NIS Connector

HP-UX Itanium2 pam_CA_etal.1HPUX-IA64.tar.Z
AIX v5.3 Power pam_CA_eta-1.1.AIX.tar.Z

Solaris Sparc pam_CA_eta-1.1.Solaris.tar.Z
Solaris Intel pam_CA_eta-1.1.SolarisIntel.tar.Z
Linux x86 pam_CA_eta-1.1.Linux.tar.gz
Linux s390 pam_CA_eta-1.1.LinuxS390.tar.gz

Transfer the chosen package file to a temporary folder (/tmp) on the UNIX
server using FTP in binary mode, or any other file transfer tool that supports
binary files. A sample transfer session might appear as follows:

W:\Pam>ftp userO1

Connected to user01.company.com.

220 user01 FTP server (Version 1.2.3.4) ready.

User (user01.company.com:(none)): root

331 Password required for root.

Password:

230 User root logged in.

ftp> cd imp

250 CWD command successful.

ftp> bin

200 Type setto I.

ftp> put pam_CA_eta-1.1.HPUX tar.Z

200 PORT command successful.

150 Opening BINARY mode data connection for pam_CA_eta-1.1.HPUX tar.Z.
226 Transfer complete.

ftp: 117562 bytes sent in 0,09Seconds 1306,24Kbytes/sec.
ftp> quit

Logon as the root user on the UNIX server and extract the package file:

#cd ftmp
# zcat pam_CA_eta-1.1.<platform>.tar.Z | tar -xf -

On Linux, use the command:
#tar -xzf pam_CA_eta-1.1.<platform-hardware>.tar.gz
Copy the configuration and TLS files to the default configuration folder:

#cd pam_CA eta-1.1
#mvpam_CA_eta/etc
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5. Copy the pam_CA_eta module to the Security libraries folder:
On AIX, use the command:
#cp -p pam_CA_eta.o /usr/lib/security/
On HP-UX, use the command:
# cp -p libpam_CA_eta.1 /usr/lib/security/
On HP-UX Itanium2, use the command:
# cp -p libpam_CA_eta.1 /usr/lib/security/hpux32
On Linux i386 or s390, use the command:
#cp -p pam_CA_eta.so /lib/security/
On Solaris Sparc or Intel, use the command:
#cp -p pam_CA_eta.so /usr/lib/security/
6. (Optional) Copy the Testing programs:
#cp -ptest_* fetc/pam_CA_eta
# cp -p pam_test* (/usr)/iib/security/

More Information

Troubleshooting UNIX Password Synchronization (see page 176)

Configuring the UNIX Password Synchronization Feature

Configuration the UNIX Password Synchronization feature involves setting
parameters in the following files:

m  /etc/pam_CA_eta/pam_CA_eta.conf

m  /etc/pam.conf

Important! Because the password of a highly-privileged user is stored in the
pam_CA_eta.conf configuration file, that file must be readable only by the root
account. Note that the file settings in the package file include owner=root and
mode=500 and that the -p switch of the cp command preserves them during
installation.
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Configure the pam_CA_eta.conf File

Perform the following procedure to configure the pam_CA_eta.conf file.

To configure the pam_CA_eta.conf file

1.
2.

Navigate to the /etc/pam_CA_eta folder.

Edit the pam_CA_eta.conf file. This configuration file contains its own
documentation.

CA - Identity Manager
pam_CA_eta.conf

Configuration file for the Unix PAM password module "pam_CA_eta"

H o B OH H H

# keyword: server

# description: the Identity Manager LDAP server primary and optional alternate server hostname
# value: a valid hostname and an optional server

# default: no default

server ETA_SERVER ALT_SERVER

#

# keyword: port

# description: the numeric TCP/IP port number of the Identity Manager LDAP server
# value: a valid TCP/IP port number

# default: 20390

# port 20390

# keyword: use-tls

# description: does it use the secured LDAP over TLS protocol ?
# value: yes or no

# default: yes

# use-tls yes
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# keyword: time-limit

# description: the maximum time in seconds to wait for the end of an LDAP operation.
# value: a numeric value of seconds

# default: 300

# time-limit 300

# keyword: size-limit

# description: the maximum number of entries returned by the Identity Manager server
# value: a numeric value

# default: 100

# size-limit 100

# keyword: root

# description: the root DN of the Identity Manager server
# value: a valid DN string

# default: dc=eta

# root dc=eta

# keyword: domain

# description: the name of the Identity Manager domain
# value: a string

# default: im

#domain im

# keyword: user

# description: the Identity Manager Global User name used to bind to the Identity Manager server
# value: a valid Global User name string

# default: etaadmin

# user etaadmin

# keyword: password

# description: the clear-text password of the "binding" Identity Manager Global User
# value: the password of the above Global User

# default: no default

password SECRET

# keyword: directory-type

# description: the Identity Manager Unix Endpoint type of this Unix server
#value: ETC or NIS

# default: ETC

# endpoint-type ETC

# keyword: endpoint-name
# description: the Identity Manager Unix Endpoint name of this Unix server
# value: a valid Unix Endpoint name string
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# default:

# ETC: the result of the "hostname” command (ie: gethostname() system call)

# NIS: "domain [hostname]" where "domain’ is the result of the "domainname" command
# (ie: getdomainname() system call) and "hostname" the result of the "hostname”

# command (ie: gethostname() system call)

# endpoint-name dirname

# keyword: tls-cacert-file

# description: the name of the Identity Manager CA certificate file
# value: a valid full path file name

# default: /etc/pam_CA_eta/et2_cacert.pem

# tls-cacert-file /etc/pam_CA _eta/et2_cacert.pem

# keyword: tis-cert-file

# description: the name of the Identity Manager client certificate file
# value: a valid full path file name

# default: /etc/pam_CA_eta/eta2_clientcert.pem

#tis-cert-file /etc/pam_CA_eta/eta2_clientcert.pem

# keyword: tis-key-file

# description: the name of the Identity Manager client private key file
# value: a valid full path file name

# default: /etc/pam_CA_eta/eta2_clientkey.pem

# tis-key-file fetc/pam_CA_etaleta2_clientkey.pem

# keyword: tis-random-file

# description: the name of the "pseudo random number generator” seed file
# value: a valid full path file name

# default: /etc/pam_CA_eta/prng_seed

# tis-random-file /etc/pam_CA_eta/prng_seed

# keyword: use-status

# description: this module will exit with a non-zero status code in case of failure.
# value: yes or no

# default: no

# use-status no

# keyword: verbose

# description: this module will display informational or error messages to the user.
# value: yes or no

# default: yes

# verbose yes

Note: The server, domain and password parameters do not have a default value
and need to be updated.
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Configure the pam.conf File

The /etc/pam.conf file is the main PAM configuration file. You must edit the file to
insert a line in the password service stack. On some Linux systems, the pam.conf
file is replaced with /etc/pam.d, so you will need to edit the
/etc/pam.d/system-auth file.

To configure the pam.conf file

1. Navigate to the /etc directory, or /etc/pam.d directory if you are configuring
the PAM module on an appropriate Linux system.

2. Edit the pam.conf file to insert a Password Synchronization line in the
password service stack. For platform-specific configurations, see the
examples that follow:

passwd password required /usr/lib/security/pam_unix.so

passwd password optional /usr/lib/security/pam_CA_eta.so
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(Optional) You can add the following optional parameters on the
pam_CA_eta module line:

config=/path/file

Indicates the location of an alternate configuration file.
syslog

Sends error and informational messages to the local syslog service.
trace

Generates a trace file for each password update operation. The trace
files are named /tmp/pam_CA_eta-trace.<nnnn> where <nnnn> is the
PID number of the password process.

Implement the following platform-specific configuration changes:

For AIX systems, add the following lines at the bottom of the /etc/pam.conf
file:

#

# ldentity Manager Unix Password Synchronization

#

login password optional /usr/lib/security/pam_CA_eta.so syslog
passwd password optional /ust/lib/security/pam_CA_eta.so syslog
rlogin password optional /usr/lib/security/pam_CA_eta.so syslog
su password optional /usr/lib/security/pam_CA_eta.so syslog
telnet password optional /usr/lib/security/pam_CA_eta.so syslog
sshd password optional /ust/lib/security/pam_CA _eta.so syslog
OTHER password optional /ust/lib/security/pam_CA_eta.so syslog

For HP-UX systems, add the following lines at the bottom of the
/etc/pam.conf file:

#
# ldentity Manager Unix Password Synchronization
#

login  password optional /usr/lib/security/libpam_CA_eta.1 syslog
passwd password optional /ust/lib/securitylibpam_CA_eta.1 syslog
dtlogin password optional /ust/lib/security/ibpam_CA_eta.1 syslog
dtaction password optional /ust/lib/security/ibpam_CA_eta.1 syslog
OTHER password optional /ust/lib/security/ibpam_CA_eta.1 syslog

For HP-UX Itanium2, add the following lines at the bottom of the
/etc/pam.conf file:

#
# ldentity Manager Unix Password Synchronization

#
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login password optional  /usr/lib/security/$ISAfibpam_CA_eta.1 syslog
passwd password optional /ust/lib/security/$ISAlibpam_CA_eta.1 syslog
dtlogin password optional /ust/lib/security/$ISAllibpam_CA_eta.1 syslog
dtaction password optional  /ust/lib/security/$ISA/ibpam_CA_eta.1 syslog
OTHER password optional /usr/lib/security/$ISAlibpam_CA_eta.1 syslog

For Sun Solaris systems, add the pam_CA_eta line after the existing
pam_unix line:

#
# Password management
#

other password required  /ust/lib/security/pam_unix.so.1
other password optional  /ust/lib/security/pam_CA_eta.so syslog

For Linux systems, add the pam_CA_eta line between the existing
pam_cracklib and pam_unix lines:

password required /lib/security/pam_cracklib.so retry=3 type=

password optional /lib/security/pam_CA_eta.so syslog

password  sufficient /lib/security/pam_unix.so nullok use_authtok md5 shadow

password required /lib/security/pam_deny.so

For AIX systems, edit the /etc/security/login.cfg file to set auth_type =
PAM_AUTH. This enables the PAM framework, which is not enabled by
default. This is a run-time setting so you do not have to reboot the system
for it to take effect.

Troubleshooting UNIX Password Synchronization

You

can troubleshoot the UNIX PAM feature using syslog and trace messages,

and by testing the configuration, LDAP/TLS connection, the password
synchronization, and the PAM framework.

More Information

Activating Syslog Messages (see page 176)

Activating Trace Messages (see page 177)

Activating Syslog Messages

Add the syslog parameter to the pam_CA_eta line in the /etc/pam.conf file to let

the

pam_CA_eta module generate informational and error messages. When the

logging option is in use, the UNIX administrator sees information messages in

the

syslog files each time a UNIX account changes its password. These messages

should provide enough information to diagnose basic problems.

You

could set this option permanently on production systems as it does not

require many more resources than when running in silent service.

176 Connectors Guide



UNIX ETC and NIS Connector

Activating Trace Messages

If the syslog messages do not provide enough information, the trace mode can
provide more details. For each password update operation, the trace module
generates a file named /tmp/pam_CA_eta-trace.<nnnn> (where <nnnn> is the
PID of the passwd process) with an entry for most of the function calls used by
the module and the data used or returned by those functions.

Even though the trace files are only readable by the root account, they will
contain the clear-text new passwords. For this reason, this parameter should not
be used permanently on a production system.

Testing the Configuration File

You can use the test_config tool, located in the /etc/pam_CA_eta directory, to
verify the configuration file. A sample command line entry follows:

letc/pam_CA_etaltest_config [config=/path/to/config_file]

An example session follows:

Jtest_config [config=/path/to/config_file]
# .ftest_config

Jtest_config: succeeded

Trace file is fmpftest_config-trace.1274

As the command output shows, a trace file was generated which contains all the
details of the configuration file parsing.

Testing the LDAP/TLS Connection

You can use the test_lIdap tool, located in the /etc/pam_CA_eta directory, to
verify the connection to the Provisioning Server (using the configuration file
parameters). A sample command line entry follows:

letc/pam_CA _etaftest_Idap [config=/path/to/config_file]

An example session follows:

Jtest_Idap [config=/path/to/config_file]
# ftest_ldap: succeeded
Trace file is timpftest_ldap-trace.1277

As the command output shows, a trace file was generated which contains all the
details of the configuration file parsing and the connection to the Provisioning
Server.
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Testing the Password Synchronization

You can use the test_sync tool, located in the /etc/pam_CA_eta folder, to verify
that the password update of a local account is effectively propagated by the
Provisioning Server. A sample command line entry follows:

letc/pam_CA_etaltest_sync <user> <password> [config=/path/to/config_file]

An example session follows:

# letc/pam_CA_etaltest_sync pam002 newpass1234

Identity Manager password synchronization started.

:‘ETA_S_0245<MGU>, Global User 'pam002' and associated account passwords updated successfully: (accounts
updated: 2, unchanged: 0, failures: 0)

Identity Manager password synchronization succeeded.

letc/pam_CA_etaftest_sync: succeeded

Trace file is tmpftest_sync-trace.2244

As the command output shows, a trace file was generated which contains all of
the details of the configuration file parsing, the connection to the Provisioning
Server, and the update of the account.

When using the verbose mode (by using the default verbose yes parameter in
the configuration file), the command provides informational and potential error
messages about the password propagation.

Test the PAM Framework

A PAM test library is available to verify that the password changes are correctly
detected by the PAM framework.
To test the PAM framework
1. Copy the pam_test file to the /usr/lib/security(/hpux32) folder.
2. Add a password class line for the pam_test library with no parameters.
An example for Solaris follows:
other password optional /ust/lib/security/pam_test

3. Issue a passwd command on a test user and then search for the
pam_test[<pid>] tagged line in the syslog file.

The command output shows the name of the generated trace file, for
example:

pam_test[1417]: Succeeded, trace file is tmp/pam_test-trace.1417
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Chapter 8: Directory Services
Connectors

This section contains the following topics:

Active Directory Services Connector (see page 180)
NDS Connector (see page 216)
LDA Connector Migration to DYN JNDI (see page 220)

The following connectors are considered to be directory services connectors:
m  Active Directory Services

m  Generic LDAP

= NDS

The information in this chapter describes how to install and manage these
connectors.
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Active Directory Services Connector

The Active Directory Services Connector lets you administer accounts, groups,
and containers, printers, computers, and shared folders on Active Directory
Services servers and provides a single point for all user administration by letting
you do the following:

Register endpoints, explore them for objects to manage, and correlate their
accounts with global users

Create and manage Active Directory Services accounts using account
templates specific to Active Directory Services

Synchronize global users with their roles or synchronize global users'
accounts with their account templates

Change account passwords and account activations in one place

Assign an Active Directory Services account template to each of your Active
Directory Services endpoints

Use the default Endpoint Type account template to create accounts with the
minimum level of security needed to access an Active Directory Services
directory

Create and manage Active Directory Services groups, containers, printers,
shared folders, and computers

Generate and print reports about Active Directory Services accounts

This connector is managed using the Connector and C++ Server installation
process.

Note: For more information and requirements, see Connector and C++
Connector Server Installation (see page 23).
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Configure Your Windows Servers Using SSL

Perform the following steps if you are using Secure Socket Layer (SSL)
communication:

1. Install the High Encryption Pack on the Active Directory Services (ADS)
server you want to manage.

2. Install and configure a Certificate Authority (CA).

3. Set up ADS, the Certificate Authority, and CA Identity Manager on a single
system, on a dual computer system, or on multiple computers.

4. Verify the C++ Connector Server service logon ID.

Note: SSL communication is not mandatory when using the Active Directory
Services Connector. However, if you do not use SSL communication, you are not
able to use the password management features of the Active Directory Services
Connector.

The Active Directory Services Connector must be installed on a Windows 2000 or
Windows 2003 system.

Step 1. Install the High Encryption Pack

You should have the High Encryption Pack for Active Directory Services installed.
To verify this, from the Internet Explorer menu, select Help, About Internet
Explorer. The Cipher Strength should be listed as 128-bit. If it is not, you need to
install the High Encryption Pack.

If necessary, download the High Encryption Pack for Active Directory Services
from the Microsoft web site (the pack is free of charge).

Install the High Encryption Pack on the Active Directory Services servers that
you want to manage with CA Identity Manager.
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Step 2. Install and Configure a Certificate Authority

There are two types of Certificate Authority you can install, each of which can be
either the root or a child. This document addresses the use of one of the types of
Root CAs, either an Enterprise Root CA or a Standalone Root CA.

For information on installing one of these CAs:

m  For Windows 2000, refer to Microsoft Knowledge Base Article #231881 at
the following URL;

http://support.microsoft.com/kb/231881

m  For Windows 2003, refer to the section "Installing and Configuring a
Certification Authority" of TechNet library for Windows 2003 at the following
URL:

http://technet.microsoft.com/en-us/library/cc756120(WS.10).aspx

m  For Windows 2008, refer to the section "Install a Root Certification Authority"
on TechNet library for Windows 2008 at the following URL:

http://technet.microsoft.com/en-us/library/cc731183(WS.10).aspx

Step 3. Set Up ADS, Certificate Authority, and CA Identity Manager

To establish trust of root certification authorities in post Windows 2000 servers,
you must use trusted root certification authority in group Policy to distribute your
organization's root certificates. for more information, see the section "Policies to
Establish Trust of Root Certification Authorities' on the TechNet library for
Windows 2003 at the following URL:

http://technet.microsoftt.com/en-us/library/cc775613(WS.10).aspx
http://technet.microsoft.com/en-us/library/aa997176.aspx

For exact steps on how to add a trusted root certification authority to a Group
Policy object, see the section "Trusted Root Certification Authority Policy" on the
TechNet library for Windows 2008 at the following URL;

http://technet.microsoft.com/en-us/library/cc754841.aspx

You can set up ADS, the Certificate Authority, and CA Identity Manager on a
single system or distributed across multiple computers.

Step 3a. Set Up on a Single Computer
When the C++ Connector Server and Active Directory Services are installed on a

single machine, it should not be necessary to do anything with certificates, as the
machine inherently trusts itself.
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Step 3b. Set Up Multiple Systems

When the C++4 Connector Server is installed on an individual system (separate
from ADS Certificate Authority,) for the Active Directory Connector to manage
Active Directory it is necessary to import the trusted root certificate on the
system hosting the C++ Connector Server.

There are various ways of importing the certificate and this can be done by using
web enrollment or by using export/import procedure.

The sample steps in the following topics are provided only as a guide and may
differ for different versions of Windows. Refer to the appropriate Microsoft
documentation for specific instructions.

Import the Root Certification Authority Using Web Enroliment
Use the following procedure to import the root certification authority.

On the machine hosting the C++ Connector Server
1. Open a web browser and access the URL, http://CA_FQDN/certsrv.

2. Select Retrieve the CA certificate or certificate revocation list. (On some
platforms, this option may appear as Download a CA certificate, certificate
chain, or CRL.)

3. Select Install this CA certification path. (On some platforms, this option may
appear as Install this CA certificate chain.)

Import the Root Certification Authority Using Manual Export/Import Process
If Certificate Authority is not set up with web access, you can manually export
the certificate on the Certificate Authority machine and import it to the C++

Connector server.

For more information, see the section "Importing and Exporting Certificates" on
the TechNet library at the following URL:

http://technet.microsoft.com/en-us/library/cc738545%28WS.10%29.aspx
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Step 4. Verify the C++ Connector Server Service Logon ID

In the previous step, you set up a trust relationship. Normally, the account used
to start the C++ Connector Server is Local System account. To manage ADS
however, this account should be the same account that acquired the Root
Certification Authority in Step 3. Use the following procedure to ensure that the
service is logged on properly.

From the Control Panel
1. Select Administrative Tools, Services.

2. Double-click the C++ Connector Server entry.

3. Verify that the account (a local administrator or a domain administrator)
being used to run the service is the same account that was used to install the
Root Certification Authority.

4. Verify that the account password is correct.

5. If you have changed either the account or password, restart the C++
Connector Server service.

Install Without a Microsoft Certificate Authority

If you are not able to install a Microsoft certificate authority, you must acquire
the certificates for all of your domain controllers and any you add in the future.

To acquire the certificates

m  Purchase the certificates using the fully qualified machine names for the
domain controllers from trusted certificates vendors and handle the renewal
activity based on the terms that are agreed upon.

m  Create and maintain your own certificates using tools that are available to
you.

Note: Two certificates are usually received for each domain controller, a
certificate authority certificate and a certificate for the machine.

Once you have received the certificates, you can use the mmc.exe utility to
install them. You must also install the certificate authority certificate on all of
your Provisioning Servers and the machines where the C++ Connector Server is
installed.
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Connect to a Child-Domain

ADS Defaults

If you are using SSL, and want to use CA Identity Manager to manage a
child-domain, you must establish permissions within Active Directory so that the
child-domain can refer to the Certificate Authority that is defined on the parent
domain. This is required if you are using an Enterprise Certificate Authority.

Please refer to the following Microsoft articles for further instructions on this:

m Q281271 - Win2000 Certification Authority Configuration to Publish
Certificates in Active Directory of Trusted Domain

m Q271861 - Windows Cannot Find a Certificate Authority that Processes the
Request

Note: Confirm that your DNS configuration is correct. From both the parent and
the child, you should be able to ping the other and receive back the correct IP

address. Likewise, you should be able to run an 'nslookup' command on the IP
address and receive back the correct fully-resolved name of the other.

If you are using SSL, and experience errors when you attempt to manage a child
domain, you can use the standalone ADSLDAPDiag utility to connect to the child
domain. ADSLDAPDiag is located in the bin folder of the C++ Connector Server
installation. For example:

C:\Program Files\CA\ldentity Managen\Provisioning Servenbin

Note: ADSLDAPDiag should be run on the same machine as the C++ Connector
Server. If ADSLDAPDiag fails, this indicates that the CA Identity Manager-errors
are due to an SSL problem with the child domain (the syntax of ADSLDAPDiag is:
ADSLDAPDiag fully_qualified_name_of_the_ADS_server).

Important! If your Certificate Authority is installed on a Windows 2003 server,
auto-enrollment for the child domain needs to be working properly before a
proper trust relationship can be established between the parent and child
domains.

Once the Active Directory Services Connector has been installed and configured,
you have everything that you need to run and use the connector. The following
sections describe the basic ADS Connector settings and their defaults.
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Failover

As the default, Failover is not enabled. To enable Failover, set the environment
variable ADS_FAILOVER to 1 and restart the C++ Connector Server and the
Provisioning Manager.

Note: If the Provisioning Manager and the C++ Connector Server run on
different machines, you must set the ADS_FAILOVER variable on both machines.

After failover is enabled, you can turn on failover support for individual
directories by going to the Endpoint Property Sheet and checking the failover
checkbox on the Failover tab.

Understanding Failover

Prior to Windows 2000, Windows NT supported multiple domain controllers:
Primary (PDC) and Backup (BDC). You could query any controller for
information, but changes could only be made to the PDC. Active Directory,
introduced as part of the Windows 2000 Server, goes a step further. It allows all
controllers to be primaries, and a change to any one controller is automatically
propagated to the other controllers.

This allows CA Identity Manager, which is used to manage an installation, to
have failover support. For example, ADS is communicating with a single domain
controller and it goes down. ADS then automatically connects to an alternate
domain controller and retries the failed operation. Thereafter, all
communications happen with the alternate controller.

For technical reasons, it is advantageous to establish an order in which the
controllers are to be used. This can be done from the Failover page on the
Endpoint property sheet. This page automatically displays the alternate
controllers (as retrieved from DNS) and allows the user to prioritize them.

In the background, ADS periodically attempts to reconnect to any failed
controllers. When ADS detects that a failed controller of a higher priority than the
current controller is back online, it automatically reroutes the next request to the
restored controller.
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Using Failover

IMPORTANT! By default, ADS Failover logic is disabled. If you decide to use
Failover, you must be aware of the following Failover behaviors. Otherwise, you
will encounter unexpected Failover behaviors. Please review this section
carefully.

If you wish to activate Failover, you must set the environment variable
ADS_FAILOVER to 1.

Note: ADS_FAILOVER should be set on the machine where the C++
Connector Server and ADS connector run, and on the machine where the
Provisioning Manager runs.

The specified server name (the name of the Active Directory server specified
on the Endpoint page) should match its fully qualified DNS server name.

You should consider enabling logging when using Failover. (For more
information, see the Endpoint Logging page on the Endpoint property sheet.)
With logging enabled, in the event of unexpected behaviors, the logs provide
a record of what transpired.

The Provisioning Server attempts to retrieve the complete list of backup
domain controllers from DNS, or you may elect to supply this list manually.

If DNS is not available or you want to bypass DNS, you may supply a
configuration file PS_HOME\data\ads\directory-name.DNS. (A sample
DNS-configuration file is provided in the distribution of the file
PS_HOME\data\ads\endpoint-name.dns.)

where endpoint-name is the name of the endpoint that you specified in the
Name field on the ADS Server tab of the ADS Endpoint property sheet.

In order to view the list of domain controllers, select the Failover tab in the
Endpoint property sheet. This page provides the list of domain controllers
that ADS uses for failover. If there is only one item in the list (the primary
server being managed), or failover was not enabled using the
ADS_FAILOVER environment variable, then this page is disabled and failover
is not operational.

Whether CA Identity Manager can determine the list of backup controllers
automatically from DNS is heavily dependent on your environment. If this
attempt fails, try one of the following suggestions:

- Run the Provisioning Server in the same domain as the ADS Server.
- Set the preferred DNS server field on the Provisioning Server correctly.
- Run the Provisioning server under a domain-administrator account.

If all of your domain controllers in your enterprise are not listed on the
Failover tab, then failover was unable to retrieve the list from DNS. You must
manually provide the .dns config file.
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You can run the ADSListSites servername diagnostic utility to determine
what information DNS is returning. If a list of sites or servers is returned,
then automatic failover is operational. If ADSListSites is not configured for
automatic failover, you will have to manually supply the list of domain
controllers.

If you are using SSL, Provisioning Server must be able to connect to all
domain controllers listed on the Failover tab of the Endpoint page using SSL.
You must configure each of these servers to present a valid acceptable
certificate to the Provisioning Server.

If SSL is used, all the domain controllers associated with a single endpoint
must be able to communicate with CA Identity Manager using SSL. If an SSL
connection cannot be established with any one of the domain controllers,
then you should not use SSL, or you should omit that domain controller in
the .dns configuration file.

Active Directory guarantees that all changes made on any one domain
controller are propagated to all other domain controllers. The time that the
propagation occurs is installation-defined.

You must be aware of the effects of propagation delays.

For example, if the Provisioning server makes a change to a controller that
subsequently goes down, and CA Identity Manager automatically connects to
a backup controller, any changes made earlier may not yet be reflected on
the backup because of propagation delays. This can have adverse results.

That is, if Provisioning Server is communicating with the primary server and
encounters a failure, it immediately switches to the secondary server. If the
user subsequently creates accounts on the secondary server, and the
primary comes back up, ADS reconnects to the primary.

If Active Directory has not propagated the new accounts from the secondary
to the primary controller, you receive a not-found error when you attempt to
view the new accounts from CA Identity Manager. This occurs because the
account does not yet exist on the primary server.

Even more serious is the case in which you proceed to do an Explore
(executed on the primary, now that the connection is restored). When
Explore fails to find the newly created accounts, it assumes they have been
deleted from the target system. Consequently, CA Identity Manager then
deletes the accounts from the repository.

Note: You may also encounter a situation wherein conflicting changes made
on different controllers could cause one of them to be lost.

There are separate timeouts for the agent and for the Provisioning Manager.
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Failover Retiry Interval

For example, if the agent timeout value is one minute, and the Provisioning
Manager timeout is 90 seconds, when CA Identity Manager attempts to
communicate with a particular controller, it takes a full minute before the
agent gives up. If the secondary controller is also down, another minute
lapses before the agent declares the backup as down and attempts the
tertiary controller. In the meantime, the Provisioning Manager times out and
the initial operation fails, although the (tertiary) controller was actually
available.

m  When you change the order of the controllers on the Failover tab, the
changes are only in effect for subsequent connections to the server (for
example, a new user logs in, or the original primary controller goes down).
However, existing valid connections continue to be used until the
background process runs again and attempts a better connection.

m  Although you can order the controllers in any desired sequence on the
Failover tab, the server always arranges the list so that the primary server
(that is, the one used on the Endpoint page) is always first. This prevents an
inadvertent connection to an alternate controller during a restart.

m  As mentioned previously, a background thread runs periodically to attempt
to reestablish existing connections to the more preferred domain-controller.
By default, this thread runs every 15 minutes. However, you can change this
setting by setting the environment variable ADS_RETRY to the desired
number of minutes.

The default for Failover Retry Interval is 15 minutes. When failover is enabled
and the domain controller(s) are down, the ADS connector periodically checks
the downed domain controller(s). To increase or decrease the interval time (in
minutes), set the ADS_RETRY environment variable and restart the C++
Connector Server. If the value is set to less than one minute, the value is ignored
and a one minute interval is used.

Chapter 8: Directory Services Connectors 189



Active Directory Services Connector

ADSI Option

Important! ADSI is not fully supported in this release and, by default, is
disabled. Contact technical support to enable this option.

ADS lets you use a non-SSL connection to the Active Directory Server so you can
use ADS in a test environment when enabling SSL is not feasible. The non-SSL
connection lets you connect in one of the following two ways:

m  Use ADSI for passwords only and non-secure LDAP for everything else.
m  Use non-secure LDAP for all communications. This option silently ignores all

password change requests.

Note: Both options use a normal authentication with LDAP that sends the user's
credentials over the network. This practice can be a serious security risk. Neither
of these options should be used in a production environment.

ADSI provides a way to manage accounts and passwords with SSL. This option
uses ADSI to set passwords while all other operations use a non-secure LDAP
connection.

ADSI does not work in all environments, particularly in cross-domain networks.
Only use this option when you do not want to use the non-SSL option.
If ADSI does not work, try the following:

m  Install the Windows 2000 Support Tools on the Active Directory Services
server you want to manage.

m  Run the Provisioning Server in the same domain as the Active Directory
server.

m  Confirm that the Preferred DNS server field is set correctly on the
Provisioning Server.

m  Start the Provisioning service with an ADS-domain -administrator account.

WARNING! Do not use the ADSI or non-secure LDAP options in production
environments.
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ADS_MANAGE_GROUPS

For an account template marked as strong sync policy, previously for account
sync operation (that is, Synchronize Account with Account Template, or Check
Account Sync) the ADS option may fail to find remote Universal Group that the
account belongs to. For example, if an account on domain D1 is a member of a
Universal Group on domain D2, a sync operation may not notice that the account
belongs to that remote Universal Group.

CA Identity Manager supports a mode where the user can specify whether to
search the global catalog to find Remote Universal Groups that the account may
be a member of, when performing a sync operation.

In some environments, not all domains of an Active Directory forest are
managed by CA Identity Manager. For example, a hypothetical AD forest has
three domains, D1, D2 and D3. You have two Identity Manager-managed
domains D1 and D2 (that is, you acquire D1 and D2). You can specify whether
the new global catalog search feature manages Universal Groups from all
domains (D1, D2, and D3), or just the Identity Manager-managed domains (D1
and D2). If you choose to have the new global catalog search feature only deal
with Identity Manager-managed domains, then CA Identity Manager will not deal
with groups on domain D3, even if the account belongs to a group that resides on
domain D3. For example, if the account's policy indicates that it should not
belong to any group, and your account belongs to a Universal Group on domain
D3, a check account sync operation will not show that the account is out-of-sync,
if you chose to deal only with Identity Manager-managed domains. If you chose
to deal with all domains, then the account will be considered out-of-sync (even
when domain D3 is not managed by CA Identity Manager).

By default the sync feature is off.

To run this global catalog search feature, you have to set the environment
variable ADS_MANAGE_GROUPS.

ADS_MANAGE_GROUPS can be set to xy as defined in the following paragraphs.

The first digit x - can be 0 or 1:
m 0 - You get the current behavior (default).

m 1 - Optional behavior to query using the global catalog as well.

The second digit y - can be 0 or 1:

m 0 - Deal with groups in all domains (whether they are managed by CA
Identity Manager or not).

m 1 - Deal with groups in Identity Manager-managed domains only.

Note: The x value must be set to 1 in order for the y value to have any affect.
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Force Logging

Once this environment variable is set, you must restart the C++ Connector
Server for the variable to take effect.

The default for force logging is 0 for no force log. To enable force logging, even
if the endpoint has logging turned off, set the environment variable
ADS_FORCELOG to 1 and restart the C++ Connector Server.

Ignore Group Insufficient Rights Error

The default for ignore group insufficient rights error is set to false, (do not ignore
group insufficient rights error).

When you perform a delete operation to delete a user from a remote group and
get back a permissions-error (insufficient rights), you can set the environment
variable ADS_NOGROUP_PERMS to 1 to ignore this error and consider the
operation a success.
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Extend the ADS Schema

The ADS connector lets you manage additional attributes that are used by your
Active Directory implementation including, the extended ADS schema you may
have implemented on your Active Directory system. If you want to have CA
Identity Manager manage these extended attributes, create a flat file called
PS_HOME\data\ADS\schema.ext. This file should contain a list of the extended
attributes that you want to manage.

Note: Not every attribute is manageable through CA Identity Manager as the
Active Directory does try to protect certain sensitive ones.

Each attribute should be listed on a single line by itself and have the same name
as the LDAP display name of the attribute on the target ADS system. For
example, if the LDAP display name of the attribute on the target system is
extendedAttribute, the attribute name in the schema.ext file needs to be
extendedAttribute. The LDAP display nhame can be found under the Name column
of the Active Directory Schema\Attributes or the attribute name when you use
the JXplorer to connect to the Active Directory and browse a user account.

With this file in place, (you may have to recycle the Provisioning Server), the
Provisioning Manager will then display an additional property page called Custom
for both account templates and accounts. This page provides a list of all the
extended attributes and their values.

Notes:

m  The ADS schema should already be extended on the target machine in order
to see the extended attributes.

m  CA Identity Manager assumes that these extensions are in effect for the
entire enterprise.

Once the extended ADS schema has been configured in CA Identity Manager, the
extended ADS attributes can be mapped to global user's attributes/custom fields
by using rule strings in ADS account templates. For more information on how to
create custom fields for Global User objects and how to use rule strings, see the
Administrator Guide.
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Modify the schema.ext File

You can modify the schema.ext file (for example, add or remove attributes) and
have the changes picked up by existing objects by restarting the C++ Connector
Server and establishing a connection to the target system after making your
changes. For example, a connection to the target system can be established by
opening the Explore/Correlate window or opening properties of an account from
the Provisioning Manager.

Any new attributes that are added to the schema.ext file can be found in the list
of extended attributes on the Custom tab on the ADS Account or ADS Account
Template property sheet. Attributes that are removed from the schema.ext file
are handled in one of two ways:

m  From the ADS Account property sheet, the attributes will be automatically
removed from the list of extended attributes on the Custom tab.

m  From the ADS Account Template property sheet, under the Valid column, the
attributes will be marked as invalid (N). The attribute can then be removed
and deleted from the provisioning repository.
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Correlate ADS Extended Attributes

Extended Active Directory schema attributes that are set for a particular account
are stored together with their values in the account's attribute called
'eTADSpayload' (user-friendly name 'payload') in the following format:

<extendedAttributeNamel>:<reservedValue>:<valueLength>=<value>;<extendedAttributeName2>:<valueN>

Note: <reservedValue> is a value reserved for future use. It is currently always
set to 01.

Attribute mapping can be set from the managed ADS endpoint by specifying a
mapping function substring with an offset and length. For more detailed
information, see the section Explore and Correlate Parameters in the
Administrator Guide.

GUAttrName[=Endpoint Type:AccountAttrName[: Offset,Length]]

The following is an example of mapping the extended attributes to a global user's
custom attributes:

eTADSpayload
extendedAttribute 1:01:0006=valuel;extendedAttribute2:01:0007=value 10;extendedAttribute2:01:0008=value 100

eTCustomField01=eTADSpayload:SUB(28,6)
eTCustomField02=eTADSpayload:SUB(62,7)
eTCustomField03=eTADSpayload:SUB(97,8)

We can see that the attribute mapping mechanism is using substring (SUB) and
specifying the offset and the length of the value.

Important! The mapping extended ADS attributes mechanism has limited
functionality and is not intended to support the full functionality of built-in ADS
attributes. The mechanism assumes that all of the following conditions are true:

m  Extended attributes that are defined in the attribute map must be set for all
managed accounts.

m  The values of the extended attr