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Chapter 1: Introduction

For information on how the Java CS works and how to set it up, see JCS Implementation
Guide.

This section contains the following topics:

Knowledge Requirements (see page 11)
CA |IAM Connector Server Services (see page 11)
LDAP Overview (see page 12)

Knowledde Requirements

This guide is intended for developers who have the following technical background:

m  Experience with the Java programming language and development environments
m  Familiarity with the Java Naming and Directory Interface (JNDI) API

m  Familiarity with the Lightweight Directory Access Protocol (LDAP) API

m  Familiarity with XML and the Spring XML Open Source library that can convert XML
documents into corresponding POJO (Plain Old Java Object) representations

CA IAM Connector Server Services

The CA IAM Connector Server (Java CS) Framework provides the following high-level
services:

m  Name Mapping—Java CS handles mapping between LDAP objectclass and attribute
names with the matching names expected by the endpoint system (as specified by
XML metadata).

m  Validations—Through the Java CS components called Validators that validate LDAP
data before it is passed to, or optionally received from, connectors

m  Conversion—The Java CScomponents called Converters that reformat LDAP data
before it is passed to or received from connectors.

m  Resiliency—The Java CS provides connection resiliency by attempting to reconnect
to an endpoint system in the event of transient failures and connections, or both,
becoming stale.

Chapter 1: Introduction 11



LDAP Overview

The Java CS Framework assists in the following developer tasks:

m  Associations—Java CS uses information in metadata about associations between
objects, such as which accounts belong to which groups. Assistance from the
framework takes the form of base classes which can be extended, and an optional
Java proxy which can automatically handle implementation of reverse associations
(for example, calculating account.memberOf from group.member) in many cases.

m  Activation and Deactivation—Java CS automatically handles registration and
activation and deactivation of connectors when connection-sensitive values are
modified.

m  Connection Management—Java CS has framework classes which assist in the
configuration of implementation of pooling of connections to endpoint systems.

m  Exception Mapping—Java CS uses a Java proxy to support exception mapping from
an endpoint system to a standard JNDI exception hierarchy, including LDAP error
codes.

m  Coding Java proxy wrappers—The Java CS framework includes base classes and
utility methods to assist in coding and interposing Java Proxy objects wrapping any
of the processing styles supported by a connector.

LDAP Overview

Java CS sends and receives LDAP (Lightweight Directory Access Protocol) requests, and is
based on the JNDI (Java Naming and Directory Interface) APl. The LDAP protocol is
designed to manipulate hierarchical, object-oriented data.

The primary unit of data for LDAP is an object. An object represents items such as an
account, a directory, or an intermediate container. All these objects are organized in a
Directory Information Tree (DIT). A DIT defines the structure or schema of your endpoint
to Java CS.

LDAP Operations
The LDAP protocol provides the following simple set of operations that LDAP clients can
perform on objects:
m  ADD-Adds a new object to the DIT
m  MODIFY—-Modifies an object in the DIT
m  SEARCH-Locates or enumerates one or more objects in the DIT
m  DELETE-Deletes an object from the DIT
m  MODRDN-Renames an object by modifying its Relative Distinguished Name (RDN)

m  COMPARE-Compares an object in the DIT to a certain criteria
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LDAP Request Processing

An LDAP request from a client interface always includes two items of information:
m  The type of the request

m  The DN of an object that the request targets

The Partition Loader Service detects incoming DNs, and creates and registers endpoint
types and connectors when required, and as such is referred to as the front end of the
Java CS architecture. The Partition Loader Service then passes LDAP requests back to the
core ApacheDS serviced. As connectors are registered as ApacheDS partitions, they
receive requests that fall into their subtree of the ApacheDS DIT.

Java CS can host any number of endpoint types, each of which is associated with a single
metadata definition. Each can contain any number of connector instances (each of
which is associated with a single set of connection details).
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Chapter 2: Java CS SDK

This section contains the following topics:

SDK Overview (see page 15)
Building and Debugging (see page 15)
Example Connectors (see page 16)

SDK Packages (see page 22)
How you Deploy Java CS Connectors (see page 22)

SDK Overview

The Java CS SDK installer includes sample code that covers the following areas of
development:

®  Writing custom connectors
®m  Handling connection management to endpoint systems
®  Handling associations between objects

m  Writing new converter and validator plug-ins, and arranging to trigger core plug-ins
using metadata

®  Implementing or enhancing connector logic using JavaScript

Building and Debudging

After installing the Java CS SDK refer to the README.txt file in the jcs-sdk-home
directory. The file explains how the ANT build harness works, and information about a
preconfigured project and launcher for the Eclipse IDE. Typically the best approach for
debugging is to use Eclipse, or your alternative IDE.

Chapter 2: Java CS SDK 15



Example Connectors

However, to debug remotely, there are some flags you are required to provide on the
"java" command-line used to run the Java CS. You can refer to these flags in the
jes-sdk-home/bin/jcs.bat file which can be used as an alternative way to invoke a
development Java CS (rather than using your IDE). The flags are "-Xdebug
-Xrunjdwp:server=y,transport=dt_socket,address=8787,suspend=n".

Note: For more information, see
http://www.ibm.com/developerworks/opensource/library/os-eclipse-javadebug/index.
html which is a useful reference article.

Be aware of the following:

m  The example port chosen in this configuration (8787) can be varied as long as the
Remote Java Application used to connect to the remote Java CS server is also
updated to match.

®m  The debug support in the JVM uses this port and is independent of the port on
which the Java CS can be contacted, which is configured in server_jcs.properties
and defaults to 20410 for production Java CS instances.

m  |f "suspend=y" is used instead of "suspend=n" then the JCS does not proceed with
its start-up sequence until a Remote Java Application attaches to it. This is useful if
you want to debug the start-up sequence.

m  The production Java CS install uses procrun to launch JVM as a Windows service. To
configure its command-line arguments use the Regedit operating system utility to
change the following key:

LOCAL_MACHINE\SOFTWARE\ComputerAssociates\ldentity Manager\Procrun
2.0\im_jcs\Parameters\Java

m  The Options key contains the list of all options passed to the target JVM, add the
debug arguments described previously.

m  Restart the Java CS service (or development JVM) after you change the
command-line arguments.

Example Connectors

Some example connectors are included in this SDK. Each connector has fully functioning
build support and JMeter components tests validating their correct behavior.

The full code and configuration for these connectors and some carefully chosen sample
code from the Java CS framework code are also included in the SDK (under
jes-sdk-home/src/). The samples help ensure the connector developer's understanding
of core classes and best practices.

Note: For more information about the SDK contents or building, see index.htm/ under
jcs-sdk-home or the readme file.
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More information:

SDK Sample Connectors (see page 47)
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SDKDYN

The SDKDYN takes its Java implementation from the SDK connector, and differs only in
that it uses the DYN schema instead of the SDK schema. Consequently, it uses the DYN
User Interface plug-in built in to the Provisioning Manager.

This makes it possible to demonstrate some capabilities like automatic reverse
associations which are not catered for in the SDK schema and the Provisioning Server
User Interface plug-in. This connector defines virtual containers in metadata (the new
preferred approach) instead of in connector.xml. Look for the <class
name="eTDYNAccountContainer"> in
jes-sdk-home/connectors/sdkdyn/conf/sdkdyn_metadata.xml.

The SDKDYN sample connector is an example of how to implement a custom connector.
The SDK sample connector uses the java.util.Properties API for persisting account and
group objects to a series of Java properties flat-files beneath a specified file system
directory, local to the computer running Java CS. Like all connectors, it has an
attribute-style processor that implements the following mandatory LDAP operations:

®  doAdd()

m  doModify()
m  doDelete()
m  dolookup()
m  doSearch()

It also implements the optional operation doModifyRn(), and supports direct
associations between object types. It does not support doMove() and its variants.

The SDKDYN sample connector is a typical DYN connector (with developer-maintained
metadata). That is, it is a flat connector with no hierarchy except for the virtual
containers SDK Accounts and SDK Groups. However, its use of flat files makes its
connection manager a contrived example.

As recommended, it makes extensive use of metadata and sample validator and
converter plug-ins. The SDK sample connector is also bundled with fully functional
JMeter component tests.

The build.xml ant file is included for compiling the SDK sample connector and associated
code. This file is in the following location:

cs-sdk-home/connectors/sdkdyn

Note: The sample SDK static connector is located in jcs-sdk-deprecated.zip in the SDK
distribution. The new DYN-based SDK connectors (SDKDYN, SDKFS, SDKSCRIPT,
SDKCOMPOUND) supersede the static SDK sample.
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SDK Connector

SDKFS Connector

The SDKDYN Connector contains examples of all core elements involved in
implementation of a Java CS hosted connector, such as:

m  Metadata and configuration files

m  Connector logic coding

m  Search filter conversion

m  Connection manager implementation

m  Search result streaming

Important: Connectors have their own methods, such as add() and modify(), which they
inherit from the MetaConnector base class, the primary engine of Java CS connectors.
Connector developers should rarely (if ever) override these methods. However, if you

do override these methods, it is imperative that you invoke the matching super.*()
method. For example, an overridden add() method must call super.add().

The SDK connector contains examples of all core elements involved in implementation
of a JCS hosted connector, such as:

m  Metadata and configuration files

m  Connector logic coding

m  Search filter conversion

m  Connection manager implementation

m  Search result streaming

The SDKFS connector shares the same Java Implementation as the SDKDYN connector
but it is hierarchical, where the containers are represented as file system directories.
This means it needs its own distinct metadata document, sdkfs_metadata.xml.

SDKSCRIPT Connector

The SDKSCRIPT connector uses a copy of the metadata used by the SDKDYN connector,
but all its logic is implemented in JavaScript instead of Java. The script operation
bindings that can be found in /conf/sdkscript_opbindings.xml, which wrap a stub
connector as configured through /conf/connector.xml achieve this.

Note: This same technology also allows wrapping custom JavaScript processing around
methods of existing connectors.
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SDKCOMPOUND Connector

JDBC Connector

The SDKCOMPOUND connector takes its Java implementation from the SDKDYN
connector, and differs only in that it also demonstrates attributes with compound
values. That is, each value represents a complex state rather than a single simple value.
These compound values are represented using JSON syntax (a subset of JavaScript
syntax). Cases where compound values are handy include when you want to store a
group of values in each value stored for an attribute. For example, you may want to
store an object not managed by your connector "inline", or there may be data that must
be stored on an associative link. For example, a permission which is granted between
specified start and end times. Each value is represented as a JSON object, for example,

"name": "seqjim", "intV" : 47, "strV": "seqstrval2"} specifies an object which has three
fields, "name" (a string), "intV" (an integer) and "strV" (a string).

When the order of values for a multi-valued attribute is important, in which case the
attribute should have a single JSON array value, for example, [ {"name": "seqgjack",
"strV" : "seqstrvall"}, {"name": "seqjim", "intV" : 47, "strV": "seqgstrval2"} ]

The JDBC connector is now included in the SDK in compiled form, rather than source
code. The distribution includes the connector JAR, a set of test metadata, and JMeter
test plan files.

The tests run against the HSQL database and demonstrate various JDBC DYN based
mappings and functional items such as:
m  Account and group management

®  Associations

m  Virtual container management and use of multiple objects in a single virtual
container as opposed to multiple virtual containers

m  UNICODE characters
m  Forcing modification operation styles, flattening

m  Compound attributes and associations, where contents of a single attribute value
are stored in separate tables.

m  Use of sequences and identity columns, where attribute values are provided
dynamically by the endpoint system rather than being passed in by the client.

m  JDBC op-bindings, transactions and scripted op-bindings
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JNDI Connector

The JNDI connector is now included in the SDK in compiled form, rather than in source
code. The distribution includes the connector JAR, as a set of test metadata, and JMeter
test plan files.

JNDI distribution includes a common set of LDAP — inetOrgPerson mappings in
resources/jndi_inetorgperson_common_metadata.xml. You can use these mappings as
a starting point or template for a full inetOrgPerson JNDI connector.

The tests demonstrate various JNDI DYN-based mappings and items such as the
following:
m  Account and group management

m  Associations including, NIS, and through key attributes.

For example, posixGroup has a memberUid associative attribute containing values
like "uid=123" instead of referencing an accounts name.

m  Auxiliary and derived classes

m  Search container per objectclass

m  Operational attributes

m | DAP—FullinetOrgPerson mappings tests (tested against ApacheDS as the LDAP

vendor backend)

Sources for a real world example of a connection factory and connection pool
implementation are included in JNDIConnectionFactory.java and
JNDIConnectionPool.java.
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SDK Packages

The following are some key packages in using the Java CS SDK:

com.ca.datamodel—Contains a library supporting loading and representation of
data model metadata (XML documents conforming to the syntax spelled out in the
datamodel.xsd schema) as Java objects.

com.ca.jcs—Contains all classes that comprise the Java CS implementation. Java CS
supports connectors which accept LDAP input at the top level and convert it into
the native language of the endpoint system with which they communicate.

com.ca.jcs.assoc—A collection of classes and interfaces which support the
representation and processing of associations between objects.

com.ca.jcs.cfg—A collection of classes used to configure Java CS and its contained
components.

com.ca.jcs.enumeration—A collection of classes used to handle returning the
results of SEARCH operations back to client applications.

com.ca.jcs.filter—Contains components for representing, analyzing, and converting
LDAP filters passed to search operations.

com.ca.jcs.meta—Contains components which are metadata-driven or assist in the
condensing of information derived from metadata to allow efficient processing.

com.ca.jcs.processor—Contains components for the processing of LDAP operations
like add, modify, search, and such. Three styles are supported: attribute-style,
method-style, and script-style.

com.ca.jcs.validator—Contains all support for writing and configuring pluggable
validators.

com.ca.jcs.converter—Contains all support for writing and configuring pluggable
converters.

Note: For more information about the packages in the SDK, see Javadoc Programming
Reference for Java CS in the CA Identity Manager bookshelf.

How you Deploy Java CS Connectors

Ant 1.70+ is now required to build the SDK.
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How you Deploy Java CS Connectors

To deploy Java CS connectors, do the following:

1. Place the target connector's .jar file in a Java CS lib/ directory (see page 23). The
Java CS can be either:

m  An SDK Java CS using a default port 20412. This port is commonly used during
the development and component testing of the connector.

m A production Java CS using a default port 20410. This port is commonly used
after the connector has undergone comprehensive testing and you consider it
to be release quality.

2. For C++ connectors, configure the Provisioning server using POP scripts.

The POP script creates the top level of their managed namespace in the
Provisioning Server.

3. ForJava connectors, configure the Provisioning Server.

Configuring the Provisioning Server tells the Provisioning Server about the
connector type and its associated metadata.

4, Restart the Java CS.

The Java CS registers the connector.

Build your Custom Connector Using the ANT Build Harness
To build a .zip file for your custom connector, use the ANT Build Harness.

To build your custom connector using the ant build harness

1. Copy your connector's jcs-sdk-home/build/inst/jcs-connector-*.zip file to a
directory into which the Java CS installer has been unzipped

2. Run theinstaller to install your custom connector to a production Java CS.

3. RestarttheJava CS.

Place the Target Connector’s .jar file in a JCS lib/ Directory
When deploying Java CS connectors, place the target connector's .jar file in a Java CS lib/
directory. The method you use depends on your environment:
1. Inatesting or debugging environment, do the following:

a. Run Antinst.
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b. Copy ajcs-sdk-home /lib/jcs-connector-*.jar file (and any third-party .jar files
on which it depends) to a production jcs-home lib/ (and dependant .jars to
jcs-home extlib/)

2. Toinstall a released connector, do any of the following.

m Use the ANT build harness provided with the Java CS SDK to build your custom
connector, hosted by the Java CS SDK on default port 20412. (see page 23)

m  Use antinst with the Java CS SDK to build a .zip file for your custom connector,
then use the Java CS installer.

3. Restartthe Java CS.

Configure the Provisioning Server

To tell the Provisioning Server about the connector type and its associated metadata,
configure the Provisioning Server.

To configure the Provisioning Server
1. Do one of the following:

m  Use the Java CS installer to register released connectors and custom
connectors.

m  Use one of the Connector Xpress templates bundled for the released
connectors to deploy its new connector type to the Provisioning Server.

m Create a Connector Xpress project by importing the metadata for your custom
connector, and deploying a new connector type to the Provisioning Server
using it.

Note: For more information, see the Connector Xpress Guide.

2. Restartthe Java CS.

Classloader Requirements

To meet classloader requirements in Java CS, the classloader requires that custom
connectors dependencies are available to the classloader by placing them in the
jcshome/extlib directory. The jcshome/extlib directory is on the classpath of the
installed Java CS by default. Pure-scripted connectors may also require external JARs.

Any jar files for libraries that the Java CS does not use, or any other custom connectors
you have written that do not use jar files for libraries, can be included in your
connector's .zip file. However, any jar files for libraries already used by the Java CS (that
is, clashing jar files) cannot be included in your connector. Instead, use the version the
Java CS uses.
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If your connector uses a different version of a library that the Java CS uses, do either of
the following:

m  Use the same version the Java CS uses

m  [f the required version is later than the JCS one, certify the Java CS against the later
version.

Note: For assistance, contact CA Support at http://ca.com/support.

Make Custom Connectors Dependencies Available to the Classloader

To make custom connectors dependencies that do not clash available to the classloader,

copy any third-party dependency jars for the connector to jcshome/extlib, then restart
the Java CS.

Important! To avoid possible JAR hell scenarios, check that the versions of the jars are
the same as the versions bundled with Java CS and do not include the dependancy jar.

Make Pure-scripted Connectors Dependencies Available to the Classloader

To make pure-scripted connectors dependencies available to the classloader, package
pure-scripted connectors as a stand-alone connector and include the dependency .jar
file in the connectors .zip file, then restart the Java CS.

Note: If you do not include the .zip files in the dependency .jar, use the versions of the
dependency .jar files already included in the Java CS by default.
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Chapter 3: High Level Connector Design
Considerations

Scope

When designing and implementing a new connector, there are a number of major
guestions to consider. These questions are discussed in this chapter, and are referred to
throughout this document as a way of grouping logically related material together.

This section contains the following topics:

Scope (see page 27)

Containment Model (see page 28)

API (see page 29)

Special Character Considerations (see page 31)
Searching (see page 32)

Porting an Existing C++ Connector to Java (see page 33)
Implementation Recommendations (see page 34)
Recommended Implementation Steps (see page 34)

When designing a connector you consider the following:
®  How many object classes your connector must support.

We recommend that you use the built-in DYN parser table support bundled with
the CA Identity Manager Provisioning Server. Using the built-in DYN parser table
support greatly simplifies the connector development process. That is, you do not
have to understand parser tables and you get a basic Provisioning Manager user
interface for free. However for this release, if you require more than a single
account, group and container object classes, then define your own custom parser
tables.

Note: For more information see, the C++ Provisioning Server SDK Guide.

An important distinction here is between objects that are fully managed versus
objects that exist solely so that managed objects can reference them. For example,
there can be a requirement to display a list of all native roles so that the customer
can choose which apply to a newly created account, even though the native roles
are not managed.

®  What are the minimum attributes you require to implement on each object class to
provide a useful shallow connector?

We recommend that you address this requirement in your initial phase one
delivery, and then build on this functioning base, rather than attempt to implement
a deep connector immediately.
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Containment Model

When designing a connector you consider the containment mode you use, that is, is
your connector flat, hierarchical, or hybrid?

You use flat connectors when the endpoint does not natively have a concept of
containers for its objects, so all accounts and groups exist at the top level of the
connector. For flat connectors, define Virtual Containers in the connector’s metadata, or
for legacy support, in the connector’s /conf/connector.xml file. This makes objects of
each type appear grouped into top-level logical containers for the user.

Virtual containers are not stored on the endpoint system, but are an artificial
abstraction to group large collections of objects by object class for the benefit of the
user. Most connectors are of this type, for example, the SDK sample, JDBC, and AS400.

You use hierarchical connectors when the endpoint system natively supports the notion
of containers, as is the case for the Directory Servers with which the DYN JNDI
connector communicates. These connectors do not need to define any Virtual
Containers, but instead map to native containers to managed object classes in their
metadata.

Some connectors mix both the flat and hierarchical models, with each applying to a
distinct set of object classes.

Consider the following when designing a connector:

m  Should your connector support the MODIFYRN (that is, rename) operation?

m  |f your connector is hierarchical, should it support the MOVE operation?

Note: For more information about the way these design choices impact they way you
implement searches, see the topic Searching.
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API

When designing a connector, consider the following when deciding which technology or
API the Connector uses to connect to the endpoint:

The ApacheDS framework on top of which Java CS is built allocates threads from a
configured pool to all incoming requests, regardless of which connectors they
target. Therefore your connector must be written in a threadsafe manner, as a
single connector instance can ask to process any number of requests concurrently.

This makes using connection pool especially attractive, as connections to the
endpoint system are often intended to be used by only one thread at a time.
However, there can be other objects that you need to guard using synchronized
methods or blocks in your connector code too.

Note: For more information, see the configuration.maxThreads setting in
conf/SAMPLE.server_jcs.properties.

Is the chosen technology APl compatible with the notion of connection pooling?

If so, is it best to use the Java CS framework support for writing a pool, or are their
particular advantages to using native connection pooling support, if it is available?

m  Connection pools have two main advantages:

- Improving scalability and throughput when creating new connections is
expensive, as the pool allows existing connections to be reused rather than
created and destroyed for each use.

- Resource throttling, the pool imposes a limit so that the number of
connections does not grow in an unbounded way, even under sever
loading.

Chapter 3: High Level Connector Design Considerations 29



API

If your connector deals with any multivalued attributes, then use Java CS to deal
with LDAP MODIFY requests, where each modification has a mode chosen from:

m  REPLACE-Full list of new values is provided
m  ADD-List of values added to existing list is provided

m  REMOVE —List of values removed from existing list is provided. A null list means
that the attribute is removed.

This means that for multivalued attributes that are modified, determine whether
the chosen technology API best suits updating using:

m forceReplaceMode=REPLACE metadata setting for each attribute. Your
connector is provided with the complete list of new values, regardless of the
mode chosen by the client application.

m forceReplaceMode=DELTA-Separate lists of items added or removed are
provided in all cases.

There is also a value forceReplaceMode=DELTA_WITH_REMOVES_FIRST which
behaves the same as DELTA except that the REMOVE delta is sent to your connector
before the ADD delta (which suits some APIs better).There is also
forceReplaceMode=PRESERVE which disables all modification item rewriting for an
attribute on which it is set.

Are you allowed to bundle the necessary libraries with your connector?

If you are not allowed to bundle the libraries, document the location of the libraries
and the location where they are copied, so Java CS can find them, with any
additional configuration burden on Java CS.

Your connector can use its resource or directory to include any configuration files
and utilities, or both, which are not directly part of the connector code. If your
connector is a port of an existing connector, and migration is required, we
recommend that you put migration scripts here.

Does the chosen technology or APl use JNI and therefore require Java CS to have
runtime access to non-Java libraries through the Java Native Interface (JNI) API?

Note: Given the risks of using JNI, unless you have a high level of confidence in the
library concerned, host the connector in a separate Java CS instance to help ensure
that if any JNI problems cause the host Java CS to crash, other connectors are not
impacted.

Does the connector need to use multiple APIs to communicate with the endpoint? If
so, the design and implementation are greatly complicated, particularly in the areas
of connection pooling, resiliency, and search result streaming.
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Special Character Considerations

Pay careful attention to the testing the handling of special characters early in the design
and prototyping stage. Problems handling special characters in RDN values have been
known to force which APl is used. It is important to quote any characters that are special
to the connector's chosen API correctly on the way into and out of the native endpoint
system, and to quote any characters special to LDAP.

The SimpleLdapName and SimpleRdn classes come in handy when dealing with native
names and DNs.

Quote the following special characters with a preceding \ (backslash) character when
they appear in Relative Distinguished Name (RDN) values (which appear at each level of
a DN).

m  Aspace or # (hnumber sign or pound sign) character occurring at the beginning of
the string

m  Aspace character occurring at the end of the string
m  (comma)
m  + (plus sign)
m " (quotation mark)
m \ (backslash)
m <> (angle brackets or chevrons)
m ; (semi-colon)
Note: For more information, see http://www.ietf.org/rfc/rfc2253.txt
Multi-byte characters can be represented as \HH, where each H is a hex digit.
The following table lists the special characters that need to be quoted with a preceding \

(backslash) when they appear in LDAP search filters (used internally by Java CS in
reverse association handling):

Character ASCII Value
* 0x2a
( 0x28
) 0x29
\ 0x5¢
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Searching

Searching is one of the most difficult operations to implement for a connector. LDAP
searches are powerful because they are formulated using a number of independent

choices:

1. Whatis the base object for the search, that is, under what object does the search
start?

2.  What scope applies to objects under the searches base object?
m  Object—only the base object
m  One-level—immediate children of the base object only
m  Subtree—any objects contained anywhere under the base object under any

depth of containment

3.  What filter condition is applied to the objects falling within the chosen scope? Filter
conditions further restrict the objects which are of interest for the search, based on
the values of their attributes
Note: The objectclass attribute can be used to restrict only certain object classes

4. What attributes are returned for each object falling within the specified scope and

matching the specified filter?

How Your Containment Model Impacts Your Search Strategy

Your decision to implement a flat or hierarchical containment model affects the way you
implement your connectors search strategy and the type of filter conditions you apply.

For example:

Flat connectors can ask the Java CS framework to split searches potentially
encompassing multiple object classes into a separate sub-search over each object
class, which greatly simplifies the implementation of the search logic.

The Java CS framework handles Virtual Container logic, so that your connector does
not need to be aware they exist. For example, a search specifying a Virtual
Container as its base object automatically has its search filter constrained to the
single object class permitted for its children.

The Java CS framework provides a notion of FilterVisitors that can assist in mapping
LDAP filters to another syntax, for example, to an SQL where clause, with some
concrete implementations that provide useful simplifications of the filters
themselves. For example, as a map of the attribute assertions contained.
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Search Stratedy Considerations

Consider the following when implementing a search strategy:

How well do LDAP search filters map to filtering concepts in the native endpoint
API?

Where possible, connectors should use filtering restrictions at the lowest possible
level in the implementation. Filtering restrictions prevent extra search results from
being returned which you then filter out at higher levels at greater performance
cost. Connectors must at minimum support filtering based on object class, and
against naming attribute values (both exact and wildcard matching). Java CS can,
optionally, as configured through metadata, deal with performing post-filtering on
search results. This accounts for cases where the connector cannot natively respect
all the clauses in a search filter.

Can your connector stream large sets of search results back to the client
incrementally?

The ability to stream large sets of search results is an important behavioral
characteristic for a connector. While it is possible to achieve streaming with most
APIs, a performance cost can be incurred. Where streaming cannot be achieved (for
example, with DYN or JDBC), do the following:

m  Configure Java CS needs with sufficient resources (for example, virtual
memory) to support the largest sets of search results expected for the
connector

m  Place constraints on the amount of concurrent searching a Java CS instance can
perform

Porting an Existing C++ Connector to Java

If you are porting an existing C++ connector to Java consider the following:

Decide if the Java connector is completely deprecating the C++ connector. If so, the
Provisioning Manager plug-in does not need to concern itself with backward
compatibility. Alternatively, consider whether the connectors Provisioning Manager
plug-in detects whether it is communicating with a C++ or Java connector at the
back end by testing for the presence of the eTMetaData attribute on the
connector’s associated endpoint type.

If there are any non-backward compatible changes (that is, changes rather than
simply additions) to an existing schema, parser table, or format of any attribute
values, then consider data migration and possible updates to the C++ connector, if
it is not being deprecated.
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Implementation Recommendations

The following is a list of general recommendations to keep in mind while implementing

connectors:

m Do not reference LDAP objectclass or attribute names in your code.

m  Drive connector logic using metadata settings where possible, adding custom
metadata properties if necessary.

m  Use validator / converter plug-ins where possible, rather than repetitive code in
your connector itself. Remember they can easily be registered against custom
metadata properties through your connector’s connector.xml file.

m  Stream search results where large numbers of results are possible.

m  Pay careful attention to result codes and error messages (which must be prefixed
with IdapExceptionPrefix) for LdapNamingExceptions thrown by your connector.

m  The Provisioning Server now supports the eTAgentOnly operational attribute, which

when included in the requested return attribute ids for a search, stipulates it is
directly routed to a connector. This means the Provisioning Manager GUI plug-in for
hierarchical endpoint types can easily distinguish between all containers that exist
on the endpoint system and possibly the smaller set that the customer has chosen
to manage. This removes the need for work-arounds, such as the use of
containerList attributes on container listing their immediate children. This attribute
is also supported when the Provisioning Server is accessed through the JIAM (refer
to the com.ca.iam.eta.restrictTo property which can be set to the values “agent”
and “db”) and SPML APIs.

Recommended Implementation Steps

The following are the recommended steps for implementing a new connector:

1.

Use a short indicative prefix for your connector and create a source directory for it
under jcs-sdk-home/connectors/ using the SDK connector's structure as a template.

a. Determine whether any useful base classes exist for you to derive your
connector and attribute-style processor classes from (this can mean extending
an existing connector implementation).

b. Create new derived classes as required, and verify that they are referenced
properly in connector.xml.
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c. Derive basic metadata for the object classes managed by your connector,
initially paying particular attention to the top-level namespace and directory
level properties and associated metadata settings. In particular the choice of
the implementationBundle=value, which must match the value for <property
name="name"> your ImplBundle JavaBean in connector.xml.

Implement and test the connection to the endpoint, which requires connector-level
metadata settings are complete and correct. Start a new JMeter file for your
connector at this stage, and add test steps to it for each additional step. Such a test
suite is invaluable, and easy to write if you add to it incrementally during the
implementation process.

Implement and test ADD operation (no associations yet).

Implement and test LOOKUP operation (no associations yet). Implement and test
early and carefully as the ApacheDS framework on which Java CS is built uses
lookup operations internally to verify the sanity of the other operations. Hence, any
bugs at this stage are a road-block for the connector's implementation.

When the array of requested attribute ids is null, all attributes (including expensive
ones) should be returned. This behavior differs from the default semantics for
search operations.

Implement and test DELETE operation (no associations yet).

Implement and test MODIFY operation (no associations yet). If any multivalued
attributes are supported, then carefully consider whether using the
forceModificationMode=REPLACE or forceModificationMode=DELTA metadata
settings on them aid your implementation.

Implement and test SEARCH operation (no associations yet). Consider the following:

m  When the provided array of requested attribute ids is null, all attributes
(excluding expensive ones) should be returned. This differs from the default
semantics for lookup operations.

m  Can your connector use the Java CS framework's search one class at a time
support, to simplify implementation? If so, then isBehaviourSearchSingleClass()
should return true.

m  NamingEnumeration (returned from search operations) base classes can be
found in the com.ca.jcs.enumeration package. In particular
RawNamingEnumeration takes care of handling size and time limits for its
derived classes.

m If the number of managed objects on the endpoint system could potentially be
large, then a streaming solution is highly desirable. If your connector uses
search one class at a time support, it can make sense to implement selective
streaming searches on only the object types which can have large numbers of
instances.
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10.

11.

m ltis possible to implement non-streaming search logic first and then later move
to streaming logic as required? However, when you have written streaming
logic such a phased approach is unlikely to be required.

m  After getting searches on managed object classes working, implement searches
targeting unmanaged object classes as these searches are often required when
using the Provisioning Manager, as described in step 9.

We recommend that you start writing any custom validator and converter plug-ins
required by any of your connector’s attributes at this point. As the set of attributes
supported by your connector grows, you can add more as required.

Test the connector using the Provisioning Manager or Provisioning Server.

Important! You could also do test incrementally if desired, but we recommend that
you always use JMeter first. You could also delay this integration until the
connector is fully implemented, and instead validate entirely using your JMeter
test. However, as this integration point can produce problems we recommend that
you test the implementation.

m  Populate the record of the endpoint type in the Provisioning Server. For
DYN-based endpoint types, place a _uninst/*pop.|dif file in the connector's jar,
and then running the Java CS installer.

Note: For more information about other endpoint types and details about
writing parser tables and POP scripts, see the Programming Guide for
Provisioning.

m  Forall endpoint types (whether DYN based or not), the Java CS installer can set
up routing rules to your development Java CS for your connector's endpoint
type, if you stipulate that the endpoint type is registered. This can also be done
manually using Connector Xpress at any stage.

Implement association handling logic in the same order as steps 2 - 7. If your
connector uses direct associations, consider the following:

m  Canits attribute-style processor derive from
com.ca.jcs.assoc.DefaultAssocDirectAttributeOpProcessor to do the heavy
lifting? In any case, verify that DNs stored in membership attributes are being
converted to and from connector terminology properly by
com.ca.jcs.converter.connector.DNPropertyConverter.

Note: This source code is bundled with the SDK.

m  Should your connector return true from isAutoDirectAssocRequired() so that
com.ca.jcs.assoc.AssocAttributeOpProcessorProxy automatically takes care of
reverse association handling?

m If your connector returns true, is it necessary to exclude any operations from
this automatic handling using getAutoDirectAssocExlusions()?

Implement and test MODIFYRN operation (including handling of associations), if
implemented by your connector.
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12. Implement and test MOVE operations (including handling of associations), if
implemented by your connector.

13. Configure and test resiliency (that is, investigate exceptions and such). We
recommend that you test to determine that your connector behaves properly when
any of its connection-related attributes are modified at this stage of the
implementation. Consider the following:

Activation is treated specially, that is, the ADD request for a connector instance
is not retried. If connectivity cannot be established at this stage then the ADD
fails, and the customer has to retry the ADD manually. The resiliency support
comes into effect only after the first successful ADD for the connector instance
(after a Java CS restart).

Testing for resiliency involves trying to determine all the failure conditions your
connector can encounter when communicating with the endpoint system, and
categorizing them by their exception messages.

Results are captured in exceptionRetryMap entries in connector.xml, tying each
exception message to appropriate retry settings. Common groupings are
non-retriable exceptions (the default), transient failures, stale connections, and
server too busy. Where configured, retrying is carried out by
com.ca.jcs.processor.RetryOpProcessorProxy.

Connectors can also force retrying in cases where they have access to
important context available only in their code.

Once resiliency has been correctly configured your connector should be able to
reestablish connectivity with the endpoint system after transient failures.
Configure retries to run for minutes rather than hours. At some point the
connector needs to stop trying to reestablish connectivity and defer the job of
retrying to a higher level of the provisioning architecture.

Note: The corresponding chapters of this documentation sometimes group multiple
steps around their associated operation (for example, all aspects of implementing each
operation are discussed in the same chapter).
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Chapter 4: Connector Concepts

This section contains the following topics:

Connector Configuration (see page 39)

Connection Management (see page 39)

Disable Connection Attributes Rollback (see page 40)
Plug-In Classes (see page 41)

Exceptions (see page 44)
Custom Connector Code Upgrade Considerations (see page 46)

Connector Confidguration

The Spring Framework converts the connector.xml file, the major descriptor for the
connector, into an initialized JavaBean instance of the com.ca.jcs.ImplBundle class.
JavaBean settings contain all the information needed by the Java CS framework about a
connector implementation.

In addition, connectors are encouraged to provide an override file installed into
jecs-home/conf/override/<connector-name>/SAMPLE.connector.xml that contains the
potentially more dynamic subset of the JavaBean properties that you want to configure.
For example, connection pool sizes.

The Java CS framework ignores these files unless they are renamed (or copied) so that
the SAMPLE. prefix is removed. Future upgrades through the installer will not overwrite
any custom modifications made by the user.

Note: The Spring framework does not merge settings from an active override file and
the connector.xml file included in the connector for any JavaBean property. Settings in
the connector.xml file are ignored for any JavaBeans mentioned in the override file.

Note: For more information, see com.ca.jcs.ImplBundle, the SDK sample connectors,
and http://www.springframework.org for usage examples.

Connection Management

Every Java CS connector uses the getConnectionManager() method to provide an
instance of the com.ca.jcs.ConnectionManager class to its constituent processors and
the Java CS framework.
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Disable Connection Attributes Rollback

We encourage connector developers to use these abstractions to interface with a
connection pool to achieve the following benefits:

®  |mprove throughput by keeping heavy-weight connections to the endpoint
available, rather than having to establish and close a connection every time one is
needed.

m  Helps ensure that the pool enforces a limit on the number of connections to the
endpoint, limiting both memory usage inside Java CS and the amount of work each
connector can queue up with the endpoint.

The Java CS framework automatically deactivates and activates a connector when the
value of any of attribute stored at the connector level of the DIT which has the
isConnection Boolean metadata property set to true, changes. For example, when the
credentials, host or port used to connect to the endpoint are modified, Java CS
deactivates, and reactivates the connector. Java CS closes the current connection
manager and then reopens a new connection configured with the new settings.

Some connectors use multiple forms of connectivity to the endpoint. In this case, code
the built-in connection manager as the primary form of connectivity and deal with the
other forms in custom code. For example, with custom accessors such as
getConnectionManagerOtherAPI(). However, all connection managers can use the
connection manager support classes allowing for minimal coding and customizing
through the connector.xml file.

Typically, connection managers are set up and torn down in the activate() and
deactivate() methods for your connector, which are defined in the com.ca.jcs.
Activatable interface (also implemented by all styles of processors). As a general guide it
is a good idea to setup anything of interest to multiple styles of processors in the
connector's activate() method, to avoid concerns about the exact order of activation.

Disable Connection Attributes Rollback

Typically, when an active or live connector has its connection attributes modified, you
can perform a rollback of the connection attributes if the new connection attributes
(such as a new password) do not lead to a successful connection. If necessary, you can
disable the rollback.

To disable the rollback

1. Do one of the following:

m Seteither of the Connector instance attributes
CONN_ROLLBACK_CONNECTION_ATTRS or IrollbackConnectionAttrs! to false.
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Note: You can set the virtual attribute rollbackConnectionAttrs! when acquiring
your connector. You can map it to any attribute as long as it has a
connectorMapTo=!rollbackConnectionAttrs!

m  Setthe rollbackConnectionAttrs property in Connector.xml to false.

m Note: If the connector instance attribute is set, it takes precedence over the
rollbackConnectionAttrs property.

Example: Setting rollbackConnectionAttrs to false

This example shows you how to set the rollbackConnectionAttrs property to false. For
example, the AS400 connector sets the property to false because by default three
attempts to connect with the wrong password causes the user acquiring the connection
to be locked out:

<property name="rollbackConnectionAttrs">
<value>false</value>
</property>

Plug-In Classes

Validators and converters are collectively referred to as plug-in classes because they can
be written in isolation and then plugged into Java CS using the connector.xml file (for
single connector visibility), or the top-level server_jcs.xml file (for server-wide visibility).

The Spring Framework processes the contents of these files, and establishes the links
between an attribute and the plug-ins triggered, based on its type as defined in
metadata (for example, intValue) and its metadata property settings (for example,
maxLength=30).

Note: For more information, see http://www.springframework.org

Validators are triggered before converters. Converters therefore know that their input is
valid, and can focus on changing the form or syntax of attribute values as required.

Note: For more information, see Converter and Validator Plug-ins Registration (see
page 83).

Chapter 4: Connector Concepts 41


http://www.springframework.org/
http://www.springframework.org/

Plug-In Classes

Validators

A validator is a Java class that verifies the validity of either individual values, attributes,
or an entire object class. Java CS uses validators to help ensure that data values meet
specific requirements before being passed to or from the endpoint system for
processing. Validators also support localized error messages (using Sun
internationalization support built into the JDK), which converters do not.

For example, if the legitimate values for a field are X, Y, and Z, then a validator checks
modification requests to verify that values are always in the accepted set. The built-in
com.ca.jcs.validator.meta.EnumValueValidator already does this verification where the
permitted values are specified in an enum definition the data model metadata.

Where possible, using plug-in validators or converters increases opportunities for code
reuse across connectors.

You can find several bundled validators to handle common scenarios in the packages
com.ca.jcs.validator.attr and com.ca.jcs.validator.meta. These packages contain plug-ins
with global scope and are therefore registered using the file conf/server_jcs.xml.

The SDK connector registers an example
com.ca.jcs.sdk.validator.NoCommaAttributeValidator, including support for localizing its
messages using the messageResourceBundle field in conf/connector.xml. This enables
file access for the connector's files validator.properties (English) and
validator_fr.properties (French), depending on the locale of your Java Virtual Machine.

Note: When testing, you can temporarily change jcs.bat and jcs.sh and try different
locales using command lines like the following to run Java CS:

java -Duser.language=fr ...

Note: For more information about Locale objects, see Understanding Locale in the Java
Platform at http://java.sun.com/.

Typically, you run validators only on information received from the client. However, if
you also want to enable validation on LDAP query responses, you can set the
validateFromConnector attribute on your ConnectorConfig JavaBean in the
connector.xml file.

Note: The package com.ca.jcs.validator contains validators that handle several common
scenarios such as checking that attribute values conform to a maximum length or fall
within a prescribed set of enum alternatives.
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Plug-In Classes

Converters

A converter is a Java class that converts data to and from specific formats. The Java CS
infrastructure uses converters to convert data between the format of the Java CS LDAP
type model and your endpoint's type model.

Converters are responsible for adjusting attribute values to and from the format and
types expected by the endpoint system to which the connector communicates. For
example, Java CS represents a Date type in the XML format 2006-12-25 whereas a given
endpoint can use a US date style, for example, 12/25/06.

Configuring a converter allows a connector implementation to be concerned with the
endpoint format, while an LDAP client has the format transparently transformed into its
native format. Although format and type conversions can be performed in a connector
implementation, a converter lets you separate this formatting code from the connector
implementation and reuse it in other connectors.

Fields that require converters usually need matching validators. Validators are evaluated
before converters, and support detailed localized error messages, which converters do
not. Converters can assume that they receive valid input data.

Converters must be able to map both from the values for LDAP attributes to their
equivalent connector values (convertToConnector()), and the reverse direction
(convertFromConnector()).

Several provided converters to handle common scenarios can be found in the packages
com.ca.jcs.converter.attr and com.ca.jcs.converter.meta. These packages have global
scope and therefore are registered in the file conf/server_jcs.xml.

As well as running on attribute values, the converters are applied to RDN components of
a DN. For example, ForceCaseConverter is used to force appropriate components of a
DN into upper case (for ORA connector) due to inconsistency in the native system.

Note: See Converter and Validator Plug-Ins Registration (see page 83) for instructions
about how to register converter plug-ins.
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Exceptions

Translate local exceptions from your endpoint system Java APl into exceptions provided
by the LDAP protocol with the closest possible ResultCodeEnum values.

Finding a perfect match between errors encountered in implementing a custom
connector and appropriate classes extending LdapException and ResultCodeEnum
values is not always possible. However, it is worth giving it, and the messages chosen for
exceptions, careful thought. Keep in mind that these choices directly affect the content
of the Provisioning Server’s log messages, and are therefore important when
troubleshooting.

When raising exceptions in your connector code (possibly by translating native endpoint
exceptions), use your connectors IdapExceptionPrefix as the start of all exception
messages. Using this prefix distinguishes them from exceptions originating from the
ApacheDS/Java CS framework levels of the software stack.

Note: For more information, see the SDK sample connector for examples.

LDAP Exception Considerations

Consider the following LDAP exceptions when writing a custom connector. Most
exceptions are from the org.apache.directory.shared.ldap.exception package of
ApacheDS, but a few exceptions are defined in the Java CS code. All the exceptions
extend javax.naming.NamingException, but implement
org.apache.directory.shared.ldap.exception.LdapException so a detailed LDAP code can
be passed through.

Note: For more information on exceptions, see the JCS Javadoc CA Identity Manager
bookshelf for either the ApacheDS (included in the SDK installer) or the Java CS.

Note: For more information on other implementing classes that are not listed, see
org.apache.directory.shared.ldap.message.ResultCodeEnum and
org.apache.directory.shared.ldap.exception.LdapException,

LdapNameAlreadyBoundException

Thrown when an object with the same name as the one you are trying to create on
the endpoint system exists.

Result code: ResultCodeEnum.ENTRY_ALREADY_EXISTS.
LdapNameNotFoundException

Thrown when a DN is received which references an object found not to exist on the
endpoint system.

Result code: ResultCodeEnum.NOSUCHOBJECT.
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LdapServiceUnavailableException

Takes one of the return codes defined in
ResultCodeEnum.SERVICEUNAVAILABLE_CODES. Call this exception when you are
having communication exceptions with the endpoint system.

Important! This exception is important for the retry code at higher layers of the
system.

You can use an instance of this exception to flag transient failures to the Java CS
framework by setting the result code of the exception to
ResultCodeEnum.UNAVAILABLE. The resiliency support retries the operation which
caused the failure.

LdapConfigurationException

Thrown when an error in the configuration of a connector or the Java CS is
encountered. Try to use more specific exceptions. Avoid using this error code if
possible, and provide details of the error in the error message.

Result code: ResultCodeEnum.OTHER

LdapNoPermissionException

Specifies that the requester does not have the right to carry out the requested
operation.

Result code: ResultCodeEnum.INSUFFICIENTACCESSRIGHTS

LdapSizeLimitExceededException

Thrown when the number of results generated by a search exceeds the maximum
number of results specified by either the client or the server, after results up to this
limit have already been returned. So that handling size limits are not an issue, use
sdk.com.ca.jcs.enumeration.RawNamingEnumeration or one of its derived classes.

Result code: ResultCodeEnum.SIZELIMITEXCEEDED
LdapTimeLimitExceededException
See LdapSizelLimitExceededException.

Result code: ResultCodeEnum.TIMELIMITEXCEEDED

LdapinvalidAttributesException
Takes one of the six result codes defined in ResultCodeEnum.ATTRIBUTE_CODES.
LdapinvalidAttributeValueException

Thrown when an invalid value is encountered for an attribute, but in many cases
correct use of validators and converters removes the need to throw it.

Takes one of the following result codes:
m  Result code: ResultCodeEnum.CONSTRAINTVIOLATION
m  Result code: ResultCodeEnum.INVALIDATTRIBUTESYNTAX
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LdapSchemaViolationException

Thrown when a request is received which attempts to bypass structural rules
dictated by the endpoint system, such as creating an object under an inappropriate
container.

Takes one of the following result codes:

m  Result code: ResultCodeEnum.OBJECTCLASSVIOLATION

m  Result code: ResultCodeEnum.NOTALLOWEDONRDN

m  Result code: ResultCodeEnum.OBJECTCLASSMODSPROHIBITED.
LdapNamingException

Specifies a generic exception, to be avoided if at all possible.
LdapinvalidNameException

Result code: Not required

Custom Connector Code Upgrade Considerations

This release of Java CS is compatible with all previous releases of the Java CS SDK
Connector Code (8.1SP2 SDK CR10 and above). Therefore, unless a custom connector
uses additional Java CS API calls not present in the SDK connector code, you do not need
to recompile it. Some classes in the 8.1SP2 Java CS APl have been moved into

sub-packages in this release. If you have used extra API calls, make minor updates to
import statements if necessary.

When recompiling your custom connector, deal with any deprecation warnings by
moving to the alternative APIs as described in the relevant Javadoc.
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This section contains the following topics:

Sample Connector Overview (see page 47)

Possible Clients (see page 48)

Compiling the Sample Connectors (see page 49)
Sample Connector Upgrading (see page 49)
SDKCOMPOUND Connector (see page 50)
Compound Value Support (see page 51)

SDKFS Connector (see page 53)

SDKSCRIPT Connector (see page 53)

SDKUPO Connector (see page 54)

SDKWS (SDK Web Services) Connector (see page 54)
SDK Connector (see page 74)

Release a Customized SDK Connector Example (see page 75)
DYN Class Names (see page 78)

Sample Connector Overview

The SDKDYN sample connector is an example of how to implement a custom connector.
The SDK sample connector uses the java.util.Properties API for persisting account and
group objects to a series of Java properties flat-files beneath a specified file system
directory, local to the computer running the Java CS. Like all connectors, it has an
attribute-style processor that implements the following mandatory LDAP operations:

m doAdd()

m  doModify()
m  doDelete()

m  dolookup()
m  doSearch()

It also implements the optional operation doModifyRn(), and supports direct
associations between object types. It does not support doMove() and its variants.

The SDKDYN sample connector is a typical DYN connector (with developer-maintained
metadata). That is, it is a flat connector with no hierarchy except for the virtual
containers SDK Accounts and SDK Groups. However, its use of flat files makes its
connection manager a contrived example.

As recommended, it makes extensive use of metadata and sample validator and
converter plug-ins. The SDK sample connector is also bundled with fully functional
JMeter component tests.
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The sample-home\sdk\build.xml ant file is included for compiling the SDK sample
connector and associated code.

Note: The sample SDK static connector is located in jcs-sdk-deprecated.zip in the SDK
distribution. The new DYN-based SDK connectors (SDKDYN, SDKFS, SDKSCRIPT,
SDKCOMPOUND) supersede the static SDK sample.

Possible Clients

User Console

The CA Identity Manager Web GUI can also be used as the client to drive the
following DYN-based SDK sample connectors: SDKDY