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Chapter 1: Role Planning

Role Decisions

Types of Roles

To plan your roles, you decide what kind of roles your business or organization needs
and how you will delegate the management of users and their application access. Based
on these decisions, you determine each role’s characteristics.

This section contains the following topics:

Role Decisions (see page 17)
Delegated Administration (see page 18)

Role Characteristics (see page 20)

Role Planning Checklist (see page 29)

The following section includes information to help you make informed role decisions.

To decide what types of roles that you need, see the following table:

Type of Role Purpose
Admin role Contains the tasks that you perform in the Identity Manager User
Console:
m  Admin tasks, which you use to manage users, organizations,
groups, roles, and tasks.
m  External tasks, which perform functions in business applications,
such as passing user attributes to a reporting application
Provisioning Contains account templates that define accounts that exist in
role managed endpoints, such as an email system. The account templates
also define how user attributes are mapped to accounts.
Access role Provides an additional way to provide entitlements in CA Identity

Manager or another application.

You manage roles in an Identity Manager environment, which is a view of a
management namespace where you manage users, groups, and organizations and the
associated tasks and roles. To create an Identity Manager environment, see CA Identity
Manager Configuration Guide.
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Delegated Administration

For every ldentity Manager environment, you need admin roles. You need provisioning
roles if you need to assign additional accounts to existing users. You need access roles if
you need to provide an additional way to provide entitlements in CA Identity Manager
or another application.

Purpose of Roles

To use roles effectively, consider these types of questions about user needs and
administrator responsibilities:

m  Which departments and organizations have users to be managed?

m  What additional accounts in managed endpoints will users need?

m  Which users should be administrators of other users?

®  Who should manage the administrators?

®  What admin and access tasks are needed in each role?

m  Who should create roles and tasks?

®  How can |l use roles to delegate work?

The last question concerns sharing the work of managing users and granting
application access. More information about the delegation model exists in
Delegated Administration (see page 18).

Based on your answers to these questions, you can decide how many and what kind of
roles are needed.

Deledated Administration

As an Identity Manager user, you can personally manage users and their access to
applications or you can delegate this work. Delegated administration is the use of roles
to share the work of managing users and granting application access.

For delegated administration, each role contains rules that describe which users
perform the functions in the following figure:

Function Definition

Role Owner Modifies the role

Role Administrator Assigns the role to users and other role administrators

Role Member Uses the role to perform admin or access tasks
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Delegated Administration

Delegation Steps

By dividing these functions between users, you can have lower-level administrators
manage users and higher-level administrators assign or modify the role.

Note: An administrator is an ldentity Manager user who can assign roles or use admin
roles. A user is any Identity Manager user; that user may have admin roles, access roles,
or both.

For a provisioning role, you can create administrator and owner rules, so that you can
delegate administration. However, you cannot create member rules for provisioning
roles in Identity Manager. Instead, you use Modify Provisioning Role
Members/Administrators to add or remove role members.

Delegated administration occurs as follows:

1. An administrator creates the role with rules for who is a role owner, administrator,
or member.

2. Arole owner modifies the role, when changes are needed.
3. Avrole administrator:

m  Assigns more role administrators (optional).

m  Assigns more role members (optional).

Some users are already role administrators or members by meeting rules defined in
the role.

4, Arole member uses the role:

m  An admin role member manages users and other objects in the Identity
Manager environment.

m  Anaccess role member performs functions in business applications.

m A provisioning role member uses the accounts defined by policies in the role.

Delegation Example

You can create a role with rules for who can be a member or administrator. You can
then assign the role, so that other users (who do not already meet the rules) can
become a role member or administrator.

Consider the following example of administrators who manage the business application
rights of end users:

m  Jeffis a role owner for the Accountant role; so when the role requires changes, Jeff
modifies the role.
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Role Characteristics

m  David and Lisa are role administrators for that role. They assign regional users as

role members.

m  Other users are role members without being assigned as role members. Instead,
they meet the rule to be role members.

The role members use the Accountant role to generate purchase orders and
perform other tasks in financial applications.

The section Role Characteristics provides details on rules and other characteristics of a

role.

Role Characteristics

When you create a role, you define the characteristics shown in the following table:

Characteristics

Definition

Role Profile

General characteristics of the role.

Tasks

Tasks for an admin role.

Account Templates

Templates that define accounts in managed endpoints for a
provisioning role.

Member Rules,
Member Policies

A member rule defines conditions for a user to be a role
member.

A member policy combines a member rule with scope rules.
Note: Provisioning roles have no member rules and policies. To
make a user a member, you use Modify Provisioning Role
Members/Administrators.

Admin Rules,
Admin Policies

m  An admin rule defines conditions for a user to be a role
administrator.

= An admin policy combines an admin rule with a scope rule
and administrator privileges for assigning the role.

Owner Rules Conditions for a user to be a role owner.
Scope Rules Limits on which objects can be managed by the role.
Add Actions, Changes to a user profile when a user is added or removed as a

Remove Actions

role member or administrator.

The following sections explain these characteristics.
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Role Characteristics

Role Profile

The role profile is the name and description of the role and whether or not the role is
enabled. If enabled, the role is available for use as soon as it is created.

Tasks for the Role

For an admin role, you can choose one or more admin tasks, including external tasks,
from one or more categories.

Account Templates

Each provisioning role contains account templates. They define the accounts that exist
in managed endpoints. For example, an endpoint for an Exchange account might define
the size of the mailbox. The account templates also define how user attributes are

mapped to accounts.

You can choose one or more endpoints for each endpoint type. A user who is assigned
the role receives an account in the endpoint.

Member, Admin, and Owner Rules

Each role includes rules about who can be a member, administrator, or owner of that
role. Therefore, a user could be a member of one role, several roles, or no roles.

Member, admin, and owner rules use the conditions in the following table:

Rule Condition

Example

Rule Syntax

The user must match one
attribute value.

Users where title starts with
senior

where <user-filter>

The user must match
multiple attribute values.

Users where title=manager
and locality=east

where <user-filter>

The user must belong to
named organizations.

Users in organization sales
and lower

in <org-rule>

The user must belong to
organizations that meet a
condition specified by
attributes on the
organization.

Users in organizations where
Business Type=gold or
platinum

in organizations where
<org-filter>
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Role Characteristics

Rule Condition

Example

Rule Syntax

The user must belong to
specific organizations and
match specific user
attributes.

Users where title=manager
and locality=east and who

are in organization sales or
marketing

where <user-filter> and
who are in <org-rule>

The user must belong to a
specific group.

Users who are members of
401K group

who are members of
group [set the product
group or family]

The user must be a member
of arole.

Users who are members of
the Help Desk role

who are members of
<role-rule>

The user must be an
administrator of a role.

Users who are administrators
of the Sales Manager role

who are administrators
of <role-rule>

The user must be an owner
of arole.

Users who are owners of the
User Manager role

who are owners of
<role-rule>

The user must b