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Chapter 1: Upgrade Overview

This section contains the following topics:

Supported Upgrade Paths (see page 9)
How to Upgrade CA Identity Manager (see page 9)

Supported Upgrade Paths

You can upgrade to CA Identity Manager 12.6.5 from the following versions:

m  CA Identity Manager r12

m  CAldentity Manager r12.5 or 12.5 SPx

m  CAldentity Manager r12.6 or 12.6 SPx

If you have a pre-r12 version of CA Identity Manager, first upgrade to r12, r12.5, or r12.5

SP1 to SP6. These versions include the imsconfig tool, which is required to upgrade a
pre-r12 version. Then you can upgrade to CA Identity Manager 12.6.5.

How to Updrade CA Identity Manager

Perform the following steps to upgrade to CA Identity Manager 12.6.5:

J Step

1. Be sure your systems meet all upgrade prerequisites.

2. Upgrade provisioning components.

3. Upgrade the CA Identity Manager Server on the node or cluster.

4. Upgrade the Report Server.

5. Perform post-upgrade configuration.

Chapter 1: Upgrade Overview 9






Chapter 2: Upgrade Prerequisites

This section contains the following topics:

How to Meet Prerequisites for the Upgrade (see page 11)
Complete the Upgrade Worksheets (see page 20)

UNIX and Console Mode Installation (see page 25)
Non-Provisioning Installation (see page 25)

How to Meet Prerequisites for the Upgrade

Perform the following steps to meet all prerequisites before upgrading CA Identity
Manager:

J Step

1. Check hardware requirements.

2. Check software requirements.

3. Back up custom code.

4. Upgrade CA Directory.

5. Install JCE if using SiteMinder.

6. Meet application server requirements.

7. Configure SSL if needed.

8. Meet Solaris and Linux requirements.

9. Complete the upgrade worksheets.

Important! Be sure to disable all antivirus software before installation.
If antivirus software is enabled while installation takes place, problems can occur.
Remember to re-enable your antivirus protection after you complete the installation.

Chapter 2: Upgrade Prerequisites 11



How to Meet Prerequisites for the Upgrade

Check Hardware Requirements
CA Identity Manager Server

These requirements take into account the requirements of the application server that is
installed on the system where you install the CA Identity Manager Server.

Component Minimum Recommended

CPU Intel (or compatible) 2.0 Dual core Intel (or compatible) 3.0
GHz (Windows or Red Hat  GHz (Windows or Red Hat Linux),
Linux), Dual core
SPARC 1.5 GHz (Solaris) or ~ SPARC 2.5 GHz (Solaris)
POWER4 1.1 GHz (AIX) POWERS 1.5 GHz (AIX)

Memory 4GB 8GB

Available Disk 4GB 8GB

Space

Temp Space 2GB 4 GB

Swap/Paging 2GB 4GB

Space

Processor 64-bit processor and 64-bit processor and operating
operating system for system, quad core

intermediate and large
deployments, dual core

Provisioning Server or a Standalone Connector Server

Component Minimum Recommended

CPU Intel (or compatible) 2.0 Dual core Intel (or compatible) 3.0
GHz (Windows or Red Hat ~ GHz (Windows or Red Hat Linux)
Linux) SPARC 2.0 GHz (Solaris)
SPARC 1.5 GHz (Solaris)

Memory 4GB 8 GB

Available Disk 4GB 8GB

Space

Processor 64-bit processor and 64-bit processor and operating
operating system for system, quad core

intermediate and large
deployments, dual core
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How to Meet Prerequisites for the Upgrade

Provisioning Directory

Component Minimum Recommended

CPU Intel (or compatible) 1.5 GHz Dual core Intel (or compatible) 2.5
(Windows or Red Hat Linux) GHz (Windows or Red Hat Linux)
SPARC 1.0 GHz (Solaris) SPARC 1.5 GHz (Solaris)

Memory 4GB 8 GB

Available Disk 2 to 10 GB, depending on the 2 to 10 GB, depending on the

Space number of endpoint accounts number of endpoint accounts

m  Compact—Up to 10,000 m  Compact—Up to 10,000
accounts, 0.25 GB per data accounts, 0.25 GB per data
file (total 1 GB) file (total 1 GB)

m  Basic—Up to 400,000 m  Basic—Up to 400,000
accounts, 0.5 GB per data file accounts, 0.5 GB per data file
(total 2 GB) (total 2 GB)

m Intermediate—Up to 600,000 = Intermediate—Up to 600,000
accounts, 1 GB per data file, accounts, 1 GB per data file,
total 4 GB total 4 GB

m Large—Over 600,000 m Large—Over 600,000
accounts, 2 GB per data file, accounts, 2 GB per data file,
total 8 GB total 8 GB

Processor 64-bit processor, 64-bit operating 64-bit processor and operating

system, and CA Directory (64-bit

version) for intermediate and
large deployments

system

All Components on One System

Hosting the entire CA Identity Manager product on a single physical system is not
recommended for production environments. However, to do so, the hardware
requirements are as follows:

Component Minimum

CPU Intel (or compatible) 3.1 GHz (Windows or Red Hat Linux)
SPARC 2.5 GHz (Solaris)

Memory 8GB

Available Disk Space 6 to 14 GB depending on the number of accounts

Chapter 2: Upgrade Prerequisites 13



How to Meet Prerequisites for the Upgrade

Component Minimum

Processor
64-bit processor and operating

system, quad core

Swap/Paging Space 6 GB

Check Software Requirements

Before upgrading CA Identity Manager, be sure all software components are at
minimum supported versions.

Note: For a complete list of supported platforms and versions, see the CA Identity
Manager support matrix on the CA Support Site.
Check the following software components for required versions:

m  Operating System

m Java Development Kit (JDK) or Java Runtime Environment (JRE)

m Relational Database (MS SQL or Oracle)

m  Application Server

Back Up Custom Code

Before you upgrade, be sure to back up your custom code, including the following:
m  C++ custom connectors

®m  Provisioning manager plug-ins for Java custom connectors

m  Each cluster member’s customizations, such as non-default ports for workflow

m  Custom files inside the EAR, for example, files under the
IdentityMinder.ear/custom/ directory. Do not back up any files under the following
folders:

- resourcesBundles
- identitymanager
—  provisioning

m  Common program exits

m  Custom email templates at the following location:
...\IdentityMinder.ear\custom\emailTemplates

m  Pluggable Authentication Module (PAM) DLLs
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m  CA Identity Manager Server custom code, such as Event Listener class files, Business
Logic Task Handler (BLTH) class files, and Logical Attribute Handler (LAH) class files,
and property files at the following location:

...\IdentityMinder.ear\config

m  Customized skin folder at the following location:
...\IdentityMinder.ear\user console.war\app\imcss\

m  Customized help, back up the help property file at the following location:
..\IdentityMinder.ear\config\com\netegrity\config\

Also, back up the help page HTML files mentioned in this property file.

Upgrade CA Directory on r12.5 or higher Systems

If you are upgrading a CA Identity Manager r12.5 SP5 or higher system, you must
upgrade CA Directory before upgrading the Provisioning Directory. For an r12 system,
the CA Directory upgrade occurs as part of the Provisioning Directory upgrade.

To upgrade CA Directory, navigate to the CA Directory installation folder on the CA
Identity Manager media and run the dxsetup.exe file. The correct version of CA
Directory is included on the CA Identity Manager installation media. The version of CA
Directory included on the CA Identity Manager installation media contains fixes specific
to the Provisioning Directory; this version is not licensed for general use as a User Store
or Enterprise Directory.

Note: This installer asks for information to install DXadmind for DXmanager. You can
safely uncheck this option. The Provisioning Directory does not use DXmanager.

[ Dmanager will manage and monitor C& Directary on this host:

— admind Service Dekails

Trusted DXmanager Hostname: I

Park: |2123

Fassward: I

Passward I
confirm:

Important! If you see an error during the CA Directory upgrade that asks you to close
cmd.exe or to stop CA Identity Manager, click Ignore and continue with the upgrade.
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Install JCE Libraries for SiteMinder

As of r12.5 SP7, the CA Identity Manager server requires the Java Cryptography
Extension (JCE) libraries if you are also using CA SiteMinder.

Before you upgrade the CA Identity Manager server, download and install the Java
Cryptography Extension Unlimited Strength Jurisdiction Policy Files. Select the one that
works with your application server and JDK. The download ZIP file includes a ReadMe
text file with installation instructions.

Install JBoss

CA Identity Manager 12.6.5 works with JBoss 5.0 and 5.1 Enterprise Application
Platform (EAP), 5.1 Open Source and JBoss 6.1 (EAP). Therefore, install a new version of
JBoss if your version is before 5.0. You can install new version on the same system as the
previous version, but in a different file location from the previous version. Also, install
the JDK identified in the support matrix as supporting your version of JBoss.

Note: For a complete list of supported platforms and versions, see the CA Identity
Manager support matrix on CA Support.

When using JBoss as the application server, note the following points:

m  The CA Identity Manager Server is a J2EE application that is deployed on a
supported application server.

For JBoss 5, the iam_im.ear is deployed in the jboss_home/server/default/deploy
folder. For a clustered installation, iam_im.ear is under
jboss_home/server/all/deploy.

m  Policy XPress is enhanced to support Web Services SOAP (with basic authentication
method) and REST (with basic authentication, proxy authentication, and OAuth
authentication methods) such that it can be integrated with external applications
that provide a web service interface. To use the Policy XPress web services (SOAP
and REST) with JBoss 5.1 community edition, copy the following jars into your JBoss
5.1 community edition "\lib\endorsed" directory from the "client" directory, and
then restart the application server:

m  jbossws-native-jaxrpc.jar
m  jbossws-native-jaxws.jar
m  jbossws-native-jaxws-ext.jar

m  jbossws-native-saaj.jar

Note: You do not need to consider copying these files for the EAP versions.

For JBoss 6.1, the iam_im.ear is deployed in the
jboss_home/standalone/deployments folder.
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Configure SSL

Important! If any datastore file in the deploy directory is modified, JBoss loses the
connection to that datastore and should be restarted.

Install the required version of the JDK before installing the CA Identity Manager
Server. You can download the JDK from the following Oracle URL:

http://www.oracle.com/technetwork/java/index.html

If you upgraded your application server and you are using a user directory with SSL, be
sure that SSL is configured on your application server before the upgrade.

Solaris Requirements

Provisioning Server Requirements

Verify /etc/system and verify the following minimum IPC kernel parameter values:

set msgsys:msginfo_msgmni=32
set semsys:seminfo_semmni=256
set semsys:seminfo_semmns=512
set semsys:seminfo_semmnu=256

set semsys:seminfo_semume=128

set semsys:seminfo_smmsl=128
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m  set shmsys:shminfo_shmmni=128

m  set shmsys:shminfo_shmmin=4

Solaris 9 or 10 Requirements

Before installing provisioning software on Solaris 9 or 10, download and install the
required patches.

1. Download the Sun Studio 10 patches for the Provisioning SDK from the following
location:

http://developers.sun.com/prodtech/cc/downloads/patches/ss10 patches.html
2. Download and install patch 117830.
Note: Sun Studio 11 does not require patching.

3. Download Solaris 9 patches for all Provisioning components from the following
location:

http://search.sun.com/search/onesearch/index.jsp

4. Download and install 9_recommended.zip.

Linux Requirements

These requirements exist on a Linux system. If you have registered your Red Hat
installation, we recommend that you use yum to install the packages. Otherwise, you
can use rpm to install the packages.

Alternatively, use Add/Remove Software to resolve the dependencies, and unchecking
the Only Native Packages filter option. Using this approach, you select and install the
required i686 architecture dependencies.

Note: The i686 suffix specifies that the library is 32-bit, for the x86 processor.

CA Identity Manager Server

Red Hat 5.x Red Hat 6.x
glibc-2.5-65.i686.rpm glibc-2.12-1.47.el6.i1686.rpm
libXext-1.0.1-2.1.i386.rpm libXext-1.1-3.el6.i686.rpm
libXtst-1.0.1-3.1.i386.rpm libXtst-1.0.99.2-3.el6.i686.rpm

ncurses-devel-5.5-24.20060715.i386.rpm ncurses-devel-5.7-3.20090208.€16.i686.rpm

ksh-20100202-1.el5_6.6.x86_64.rpm ksh-20100621-12.el6.x86_64.rpm
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Provisioning Server

Red Hat 5.x Red Hat 6.x

compat-libstdc++-296-2.96-138.i386.rpm compat-libstdc++-296-2.96-144.el6.i686.rp

m
libstdc++-4.1.2-51.el5.i386.rpm libstdc++-4.4.6-3.el6.i686.rpm
libidn-0.6.5-1.1.i386.rpm libidn-1.18-2.el6.i686.rpm
libgce-4.1.2-52.el5.i386.rpm libgcc-4.4.6-3.e16.i686.rpm

CA IAM Connector Server

For Red Hat 5.x, no packages are required for the CA IAM CS. For Red Hat 6.x, install
these packages in this order:

glibc-2.12-1.25.€l6.i686.rpm
libX11-1.3-2.el6.i686.rpm
libxcb-1.5-1.el6.i686.rpm
libXtst-1.0.99.2-3.€l6.i686.rpm
libXau-1.0.5-1.el6.i686.rpm
libXi-1.3-3.el6.i686.rpm
libXext-1.1-3.el6.i686.rpm
nss-softokn-freebl-3.12.9-3.el6.i686.rpm
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libXmu-1.0.5-1.el6.i686.rpm
10. libXft-2.1.13-4.1.el6.i686.rpm
11. libXpm-3.5.8-2.€l6.i686.rpm

Linux and FIPS

On a Linux system with FIPS enabled, ensure that sufficient entropy is available. CA
Identity Manager requires random data from /dev/random to perform essential
cryptographic functions. If data in /dev/random is exhausted, CA Identity Manager
processes must wait for random data to be available. This waiting results in poor
performance. Use rngd and rng-tools to ensure that /dev/random has sufficient data
and reading processes are not blocked.
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Complete the Updrade Worksheets

Provisioning Directory Information

Record the following provisioning information you need during the Provisioning
Directory upgrade:

Field Name Description Your Response

Directory Name The file system directory where
you want the Provisioning

Directory installed.

Shared Secret The password for the Provisioning
Directory.
Provisioning The hostnames of any alternate

Directory Hostnames Provisioning Directory systems in a
high-availability configuration.

Provisioning Server  The hostnames of the primary

Hostnames Provisioning Server and any
alternate Provisioning Servers
already installed or to be installed.

Provisioning The deployment size that best suits
Directory your environment. See the
Deployment Size following note.

Note: If you choose a deployment size that is too small for your environment, the
existing data does not fit when loaded into the data files, and an upgrade error occurs.
Consider the following guidelines, allowing for future growth:

®  Compact—up to 10,000 accounts

®  Basic—up to 400,000 accounts

Intermediate—up to 600,000 accounts

m  Large—more than 600,000 accounts

For each choice, the disk space required is covered under Hardware Requirements in
this chapter.
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Provisioning Server Information

Record the following provisioning information you need during the Provisioning Server

upgrade:

Field Name

Description Your Response

Directory Host

The hostname of the system with
the primary Provisioning Directory
installed.

Directory Port

The port number of the system
with the Provisioning Directory
installed.

Default: 20394

Directory DN

The DN for binding to the
Provisioning Directory.

Default:
eTDSAContainerName=DSAs,eTNa
mespaceName=CommonObjects,d
c=etadb

Shared Secret

The password for binding to the
Provisioning Directory.

Provisioning
Directory Hostnames

The hostnames of any systems
with alternate Provisioning
Directories installed.

Username

The Provisioning domain
administrator's username.

Password

The Provisioning domain
administrator's password.

Description

Provide a description for the
Provisioning administrator.
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CA IAM Connector Server Information

JBoss Information

The CA IAM Connector Server (CA IAM CS) is the new name for the Java Connector
Server. Record the following provisioning information you need during the CA IAM CS
upgrade:

Field Name Description Your Response

Password The password for the Provisioning
Server administrative user.

Component The password for CA IAM CS that
Password the Provisioning Server uses for
authentication.

Record the following JBoss information that you need during the CA Identity Manager
installation:

Field Name Description Your Response

JBoss Folder The location of the application
server home directory.

Access URL and port The URL and port number for one
of the following cases:

m  For asingle node installation,
the system that hosts the CA
Identity Manager Server
(system that hosts the
application server).

m For acluster installation, the
web server that provides load
balancing.

Java Virtual Machine The path to the java executable for
the JDK.
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Database Connection Information

An Oracle or Microsoft SQL Server database must already be configured and working.
Record the following database information you need during the CA Identity Manager

installation:
Field Name Description Your Response
Database Type The database type
(vendor/version) of the database
created for task persistence,
workflow, audit, reporting, object
storage, and task persistence
archive.
Host Name The hostname of the system where

the database is located.

Note: Be sure that you provide a
hostname and not an IP address.

Port Number

The port number of the database.

Database Name

The database identifier.

Username

The username for database access.
Note: This user must have
administrative rights to the
database unless you plan to import
the schema manually.

Password

The password for the user account
with administrative rights.

Login Information

Record the following passwords which you need during the Provisioning Components

installation.

Field Name

Description Your Response

Username

A username that you create to
log in to the provisioning
components.

Avoid the username
siteminder if you have that
product installed. This name
conflicts with CA SiteMinder.
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Field Name

Description

Your Response

Provisioning Server
password

A password for this Server.

C++ Connector
Server password

A password is needed for this
server. Each C++ Connector
Server can have a unique
password.

Provisioning
Directory password

A password which Provisioning
Server uses to connect to
Provisioning Directory.

For an alternate Provisioning
Server, enter the Provisioning
Directory password which is
created for the primary
Provisioning Server.

SiteMinder Information

If you plan to use a SiteMinder Policy Server to protect CA Identity Manager, record the
following information:

Field Name

Description

Your Response

Policy Server Host
Name

The hostname of the SiteMinder
Policy Server.

SiteMinder

Administrator Name

The administrator username for the
SiteMinder Policy Server.

SiteMinder
Administrator
Password

The administrator user password for
the SiteMinder Policy Server.

SiteMinder Folder
(Solaris Only)

The location of SiteMinder on the
system with a SiteMinder Policy
Server installed.

SiteMinder Agent
Name

The name of the SiteMinder Agent
that CA Identity Manager uses to
connect to SiteMinder.

SiteMinder Shared
Secret

The shared secret of the given Agent
Name.
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UNIX and Console Mode Installation

The examples in this guide provide the Solaris executable name for the installation
program. However, you may be installing on AIX or Linux.

m  For AlX, use: ca-im-release-aix.bin

m  For LINUX, use: ca-release-linux.bin
release represents the current release of CA Identity Manager
If you are performing an installation in console mode, such as on a UNIX workstation,

you add another option to the command line.

m  For the main installation, add -i console. For example:
./ca-im-release-sol.bin -i console

m  Forinstallation of provisioning components, add -console to the setup command.

Non-Provisioning Installation

This guide refers to the Windows and Solaris program names for the installers that
provide options to install provisioning software. If you prefer to see no provisioning
options, you can use these installers:

m  For Windows, use IMWithoutProvisioning\ca-im-web-release-win.bat

m  For Solaris, use IMWithoutProvisioning/ca-im-web-release-sol.sh

release represents the current release of CA Identity Manager.
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Chapter 3: Provisioning Components

Upgrade

This section contains the following topics:

Architecture Changes (see page 27)

Upgrade the Provisioning Directory (see page 28)

Migrate the Provisioning Directory (see page 32)

Upgrade the Provisioning Server (see page 33)

Upgrade C++ Connector Server (CCS) (see page 36)

Upgrade CA IAM Connector Server (see page 37)

Upgrade the Provisioning Manager (see page 38)

Configure a Remote Provisioning Manager (see page 38)

Upgrade Other Provisioning Components (see page 39)

Architecture Changes

CA Identity Manager now uses CA IAM CS as a proxy for C++ Connector Server (CCS). CA
Identity Manager no longer communicates with CCS directly.

CA Identity Manager includes a router DSA and a notification DSA:

The Provisioning Server goes through a router DSA to communicate with the
Provisioning Directory. In previous releases of this product, connections to the
Provisioning Directory came directly from the Provisioning Server and were
authenticated with an LDAP bind username and password.

For CA Directory DSAs on one system to communicate with DSAs on another
system, they must have knowledge of each other. During Provisioning Directory
installation, you identify each of the Provisioning Servers that may connect to it.

In a production environment, we recommend that you run the Provisioning Servers
and the Provisioning Directories on separate systems to take advantage of failover
and load balancing capabilities, and for performance reasons. Each Provisioning
Server communicates with a local CA Directory router, which communicates with
the Provisioning Directories.

A notification DSA named impd-notify is added during the upgrade. If you are
upgrading from r12.0, the etaops-notify DSA is replaced with impd-notify during the
upgrade. Also, the etrustadmin DSA is replaced with impd-main/co/inc and the
etadmintemp DSA is removed.
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Upgrade the Provisioning Directory

For the provisioning components to work with CA Identity Manager, upgrade the
Provisioning Directory schema and CA Directory.

Note: If you want to install your Provisioning Directory on a new system, migrate the
Provisioning Directory instead of performing an upgrade.

When upgrading CA Directory, the installer may ask you perform one of these actions:
m  Close cmd.exe

m  Stop CA Identity Manager
If you encounter either message, click Ignore and continue with the upgrade.

To upgrade the Provisioning Directory

1. If you have primary and alternate Provisioning Directories, back up your primary
Provisioning Directory.

2. Shut down all Provisioning Directories in your environment.

3. If you are upgrading from a release prior to CA Identity Manager r12.5, complete
the following steps.

Note: If you are upgrading from CA Identity Manager r12.5 or a higher release, skip
to step 4.

Starting at CA Identity Manager r12.5, CA Directory no longer uses Ingres as a data
store. Instead, a new memory-mapped file technology named DXgrid is used.
Therefore, you perform these Ingres steps:

a. Stop Ingres with the following command:
ingstop —service

" WINDOWS system32h cmd.exe

Microsoft Windows [Wersion 5.2.37781
CC» Copyright 1985-2803 Micro=soft Corp.

C:sDocuments and Settings“Administratoringstop —service
Stopping Remote Command Server process rmcnd...

Closing DBMS Server EISINGRES-fZ20 to new connections

Shutting down Met Server process EISCOMSURSfbhA. ...
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If you get an error, use this command:
ingstop -kill

Verify that all of the following Ingres processes are stopped (use the Window
Task Manager or the UNIX ps command):

m dmfacp.exe
m  dmfrcp.exe
m iidbms.exe
m  iigcc.exe

m  iigcn.exe

m iijdbc.exe

m istar.exe

El windows Task Manager [_ O]
File Options  Yiew Help

&pplications  Processes |F'erFu:urmanu:e I Metworking I I=ers I

User Mame

e s R
kaskmagr.exe Adminiskrator a0 1,732 K

im_we,exe Adrminiskrator oo 1,652 K
wilauclt, exe Administrator oo 5,192 K

Restart Ingres with the following command:
ingstart —service

Issue the following dxserver command:
dxserver start all

Stop the Connector Server and Provisioning Server services.

Mame £ |Descriptiu:un |5tatus |

Background Inteligent Transfer Service Transfers f,,, Started

%C.ﬁ. Identity Manager - Conneckar Server (C++)

CA Identity Manager - Provisioning Server

Choose the upgrade method for the provisioning directory:

If you are upgrading from an r12.5 or r12.5 SP release, you can upgrade using
the installer, which starts the upgrade wizard.

If you are upgrading from an r12 release, use upgrade.bat (or upgrade.sh) in
the CADirectory/dxserver directory, not the Provisioning Directory setup.exe
file. The upgrade.bat script examines your system, performs any prerequisite
cleanup, upgrades CA Directory and then upgrades the Provisioning Directory.
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6. Answer the question about deployment size if the Select Deployment Size screen
appears in your upgrade. Consider the following guidelines, while allowing room for
future growth:

- Compact—up to 10,000 accounts

— Basic—up to 400,000 accounts

Intermediate—up to 600,000 accounts
- Large—more than 600,000 accounts

Note: If you are installing a Provisioning Directory in an established CA Identity
Manager installation, be sure to make the deployment size large enough.
Otherwise, an error occurs because the data does not fit when loaded into the data
files.

7. If you are installing the Provisioning Directory in an FIPS 140-2 enabled
environment, select the FIPS 140-2 Compliance mode check box during installation
and provide the FIPS Key File.

8. If you are upgrading a pre-r12.5 installation, a CA Directory Upgrade Configuration
message appears:

CA Directory Configuration Upgrade

Your CA Directory configuration has been upgraded successfully and you can now
upgrade to CA Directory 112.0 SPY. Make sure you complete the migration process,
which includes an automatic system backup, and do not press cancel. Once that has
completed, installation will run again to complete the CA [dentityinder - Provisioning
Directory upgrade.

9. Click Finish to perform the CA Directory upgrade. Note the following:

m  The CA Directory starts by backing up your current installation when you click
Migrate.

m  Select a Typical installation type when prompted during the CA Directory
upgrade.

m Due to architectural changes effective in CA Directory r12 SP1 and higher,
reporting databases and unnecessary DSAs are removed before the CA
Directory upgrade.

m  During CA Directory installation, you are asked for information about installing
DXadmind for DXManager, however, you can safely uncheck this option. The
Provisioning Directory does not use DXManager.
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™ D¥manager will manage and monitor C& Directary on this host:

—Diadmind Service Details

Trusted DEmanager Hostname: I

Pork: |2123

Password: I

Password I
confirm:

Once the CA Directory upgrade completes, the Provisioning Directory upgrade
resumes.

10. Go through the wizard and enter the information you collected for the upgrade.

During upgrade, you can select a check box to configure Provisioning Directory high
availability. If you choose this option, you supply the hostnames of all alternate
Provisioning Directories and specify the primary Provisioning Directory.

11. When the upgrade completes, uninstall and reinstall any alternate Provisioning
Directories. For more information, see the Installation Guide.

After the upgrade completes, you can find CA Directory documentation in the following

locations:

m  Windows: Go to Start, Programs, CA, Directory, Documentation.

m  UNIX: Navigate to /opt/CA/Directory/doc.
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Midrate the Provisioning Directory

When upgrading to CA Identity Manager 12.6.5, you can migrate the Provisioning
Directory to a new system. This migration can accommodate requirements for memory
or a 64-bit operating system.

Follow these steps:

1.
2.

Install CA Directory on the new system using the CA Directory component installer.

Copy any custom schema files from the existing Provisioning Directory system to
the new system. Custom schema files exist in the following situations:

m  The COSX (etrust_cosx.dxc) has been modified.
m  The LDA connector (etrust_lda.dxc) is installed.
m A custom C++ connector schema has been created.

Copy the schema files from the local %DXHOME%/config/schema directory to the
same directory on the new system.

Install the 12.6.5 Provisioning Directory on the new system using the same domain
name as the existing system.

Stop the etrustadmin DSA on the old system and dump the data.

If you are upgrading a r12.5 SP system, use the following command:

dxdumpdb -f filename -v DSA Name

For example:

dxdumpdb -f hostname-impd-notify.ldif -v hostname-impd-notify
dxdumpdb -f hostname-impd-co.ldif -v hostname-impd-co
dxdumpdb —f hostname-impd-inc.ldif -v hostname-impd-inc
dxdumpdb -f hostname-impd-main -v hostname-impd-main

If you upgrading a r12.6 system, use the following command:
dxdumpdb -0 -f filename -p dc=etadb -S DSA name database name

Stop the -main, -co, and -inc DSAs on the new host by running the following
commands from a command prompt:

dxserver stop new system name-impd-main

dxserver stop new system name-impd-inc

dxserver stop new system name-impd-co

Load the data file produced in Step 4 into all the DSAs by running the following
commands from a command prompt:

dxloaddb -s new system name-impd-main filename

dxloaddb -s new system name-impd-co filename

dxloaddb -s new system name-impd-inc filename

32 Upgrade Guide (JBoss)



Upgrade the Provisioning Server

7. Restart the DSAs on the new host by running the following commands from a
command prompt:
dxserver start new system name-impd-main
dxserver start new system name-impd-inc
dxserver start new system name-impd-co

The 12.6.5 Provisioning Directory is now running on the new system with all the
data from the old system. The old Provisioning Directory can now be removed.

8. Uninstall and reinstall any alternate Provisioning Directories.
Note: For more information, see the Installation Guide.

Note: Be sure to use the new Provisioning Directory hostname when upgrading the
Provisioning Servers. The default in the upgrade installer is set to the old hostname.

Upgrade the Provisioning Server

Important! The Provisioning Server uses an instance of CA Directory to communicate
with the Provisioning Directory. Be sure to install or upgrade CA Directory on the
Provisioning Server system, using the CA Directory component installer, before
upgrading the Provisioning Server.

The component CA Directory installer is located on the CA Identity Manager media,
under CADirectory_x64.

The Provisioning Server upgrade includes the C++ Connector Server, and also performs
all connector upgrades by default.

Note the following when upgrading the Provisioning Server:

m  Before upgrading the Provisioning Server, be sure that inbound requests are
completed. Use View Submitted Tasks to verify these requests are complete.

m  Before installing the Provisioning Server, uninstall and reinstall any alternate
Provisioning Directories if they exist. For more information, see the Installation
Guide.

m  |f you have more than one Provisioning Server, upgrade the primary first, then
upgrade all alternate Provisioning Servers.
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To upgrade the Provisioning Server

1.

2.

3.

Run the CA Identity Manager installer from the CA Identity Manager media.
The Upgrade Wizard starts.

In the Upgrade Wizard, next to Provisioning Server, click Launch Upgrade.

Provisioning Directory —
Awailable Wersion: r12.6 [110131]

Existing Version: r12.6 [110121] Launch Wpgrade |

Maote: This component is up to date.

Provisioning Server

Perailable Yersion: r12.6 [110131]

Existing Version: r12.0 [020805) Launch Lipgrade |
Mote: Launching this upgrade will start another process.

The Provisioning Server upgrade starts. Note the following:

If you see a Deprecated Connector Warning, consult the Connectors Guide for
migration steps to complete after the upgrade.
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4. Select the Custom setup type when prompted.

5. Select the appropriate Installation Type, depending on which components are
installed on the system (Provisioning Server, C++Connector Server, or both).

Installation Type

Select the appropriate installation tpe.

& Provisioning Server and Connector Server (C++)

Installs both the Pravisioning Semver and Connector Server {C++) with
Connectars on this machine.

6. You can select a check box during upgrade to indicate Provisioning Directory high
availability. If you select this option, supply the hostnames of any alternate
Provisioning Directories and specify the primary Provisioning Directory.

7. Complete the Provisioning Domain screens.

Note: You may notice a slight delay when you click Next on the first Provisioning
Domain screen.

Provisioning Domain Configuration

Darmain is the primary administrative Provisioning Senver unit.

Select a name for the domain to bhe manadged hy this Provisioning Server.
Mote: Once a domain is configured its name cannot change.

Domain Name: irn

8. Enter a password for the domain.

| Isername: |imsagent

Password: |*“**‘“‘*

Confirm Password: |*"‘““'“*|

Description: |Default Provisioning Seneer Administrator
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9. Supply provisioning components passwords.

|F'rwisiuning Component Passwaords

Provisioning Server:

C++ Connector Server:

Provisioning Directonys

Create the required passwords. For an alternate Provisioning Sener, enter the
Frovisioning Directary passwaord created far the primary Provisioning Senver.

Password Confirm Password
e — —

— —

b

—

10. Go through the wizard and enter the information you collected for the upgrade.

Your Provisioning Server is upgraded.

Upgrade C++ Connector Server (CCS)

From CA Identity Manager r12.6, provisioning server communicates with CA IAM CS, not

with CCS. CCS now communicates with CA IAM CS, which then forwards the message.

If your current installation includes a standalone CCS, you need to upgrade it carefully.

Follow these steps:

1. Upgrade CCS.

2. Install CA IAM CS on the same computer as the upgraded CCS.

This instance of CA IAM CS will forward communication from CCS to the

provisioning server.
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Upgrade CA IAM Connector Server

The Java Connector Server is now called CA IAM Connector server, or CA IAM CS. This
Connector Server uses ServiceMix instead of Apache DS. If you are upgrading from CA
Identity Manager r12.5 or a lower release, the upgrade program deletes or moves some
files and folders.

Follow these steps:

1.

Verify that your customized settings are in the properties files described in
Customize the Configuration for CA IAM CS in the Connectors wiki. When you
upgrade, any changes you made to the configuration files are lost.

If you are upgrading a CA Identity Manager r12 installation that had FIPS enabled,
FIPS is enabled after the upgrade. To prevent FIPS being enabled after the upgrade,
edit the following file before upgrading:

jcs _home/conf/server jcs.xml

Ensure that the file contains the following property:

<property name="fipsEnabled"><value>false</value></property>
Alternatively, you can disable FIPS using an override file after the upgrade.
Navigate to the following subfolder and double-click the setup file:
Provisioning\ConnectorServer

When upgrading to CA IAM CS, note the following:

m  Most fields are automatically populated during the CA IAM CS upgrade. You
should only need to supply passwords during the upgrade.

m  When providing the component password during the upgrade, you can supply
any password that is at least 6 characters long. The installer resets the CA IAM
CS component password to te text that you entered in this field.

m  During the upgrade, Upgrade Wizard asks you to register CA IAM CS so that
updated metadata for existing and new connectors can be registered with the
Provisioning Server.

Use the following information to register CA IAM CS:
Domain

Defines the Provisioning Server domain.
Server Host

Defines the Provisioning Server.
Server Port

Defines the port on which the Provisioning Server runs.
Username

Specifies the Provisioning Server administrator.
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Password
Defines the Provisioning Manager administrator password.

5. After the installation is complete, deploy every connector that you plan to use. For
instructions, see the Connectors wiki.

Note: The following connectors each require additional files. If you plan to use any
of these connectors, follow the instructions in the Connectors Guide to deploy
these additional files as well as the connector itself:

= IBM Lotus Domino
m Oracle PeopleSoft
m  RSA SecurlD

m  SAPR3

Upgrade the Provisioning Manager

The Provisioning Manager will appear as an option in the Upgrade Wizard. To upgrade
the Provisioning Manager, click Launch Upgrade across from this component.

The Provisioning Manager upgrade does not need any new information. Once launched,
the upgrade runs and the Provisioning Manager is updated on your system.

Confidgure a Remote Provisioning Manager

If you installed the Provisioning Manager on a different system from the Provisioning
Server, you configure communication to the server.

Note: To install the Provisioning Manager, install the CA Identity Manager
Administrative Tools on a Windows system.

Follow these steps:

1. Login tothe Windows system where you installed Provisioning Manager.
2. Go to Start, Programs, CA Identity Manager, Provisioning Manager Setup.
3. Enter the hostname of the Provisioning Server.

4. Click Configure.

5. Foran alternate Provisioning Server, select the domain name from the pull-down
list.

6. Click Ok.

You can now start the Provisioning Manager and see the domain name that you
configured.

38 Upgrade Guide (JBoss)


http://wiki.ca.com/connectors
http://wiki.ca.com/connectors

Upgrade Other Provisioning Components

Upgrade Other Provisioning Components

If you use any of the following provisioning components in your CA Identity Manager
deployment, they must be upgraded as described.

Connector Xpress

Run the Connector Xpress installer from the CA Identity Manager media to upgrade
Connector Xpress.

Remote Agents

Run the specific agent installer from the Provisioning Component media (under
\RemoteAgent) to upgrade these components. If you want IPv6 support, you will
need to upgrade your agents.

Password Sync Agents

Run the Password Sync Agent installer from the Provisioning Component media
(under \Agent) to upgrade this component.

Note: To upgrade the AS400 agent, you uninstall the old version of this agent and
install the new agent.

Credential Provider

Run the Credential Provider installer from the Provisioning Component media
(under \Agent) to upgrade this component.

Bulk Loader Client/PeopleSoft Feed

Run the Bulk Loader Client installer from the Provisioning Component media (under
\Clients) to upgrade this component.

CA IAM CS SDK

Run the CA IAM CS SDK installer from the CA Identity Manager media (under
\Provisioning) to upgrade this component.

CCl Standalone

Run the CCI Standalone installer from the Provisioning Component media (under
\Infrastructure) to upgrade this component.
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Chapter 4: Updrade on a Sindle JBoss Node

This section contains the following topics:

Upgrade or Migration on a JBoss Node (see page 41)
Upgrade on a JBoss Node (see page 42)

Migrate a Node to a new JBoss (see page 42)

Verify the Upgraded Node (see page 49)

Upgrade or Migration on a JBoss Node

At this release, a 64-bit version of JBoss is required. Based on the version of your
application server, you upgrade or migrate CA Identity Manager. See the following
definitions of these terms:

Upgrade

You leave the existing version of CA Identity Manager installed and install the new
CA Identity Manager to replace it.

Migration
You uninstall the previous version of CA Identity Manager installed and install the

new CA Identity Manager.

See the following table to choose the correct procedure:

Current Application Server Upgrade or Migration Procedure

JBoss 4.2 or earlier Migrate a Node to a New JBoss (see page 42)

JBoss 5.x (32-bit version) Migrate a Node to a New JBoss (see page 42) to move
to JBoss 5 (64-bit) or JBoss 6.1 EAP

JBoss 5.x (64-bit version) Upgrade on a JBoss 5 Node (see page 42) to remain on
JBoss 5, or

Migrate a Node to a New JBoss (see page 42) to move
to JBoss 6.1 EAP
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Upgrade on a JBoss Node

If you are remaining on the same version of JBoss, you can upgrade the CA ldentity
Manager server.
Follow these steps:

1. Run the CA Identity Manager installer on the system where CA Identity Manager
was installed.

2. The Upgrade Wizard starts.
3. Click Launch Upgrade from the Upgrade Wizard.
4. Select the Full Upgrade option.

5. Respond to the prompts that appear.

The following components are upgraded with the installer:
m  EARfolder names

m  All binaries (jars/JSPs)

m  All property files (resource bundles, and so forth)
m  All additional JMS queues
m  Global Transaction Support on data sources

m  Directories and Environments
All unused files will be deleted.

The following custom configuration files will be preserved:
m  Policy Server connection

m  Data store definitions

Midrate a Node to a new JBoss

Perform the following steps to migrate CA Identity Manager on a node to a new version
of JBoss:

J Step

1. Uninstall the CA Identity Manager Server.

2. Install the new CA Identity Manager Server on the JBoss node.
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J Step

3. Perform upgrades from r12 (if you are upgrading from CA Identity
Manager r12)

Uninstall the CA Identity Manader Server

Uninstalling this server has no affect on CA Identity Manager environments and
directories, which are stored in CA Identity Manager databases. You can still use existing
environments and directories after you install the CA Identity Manager server.

To uninstall the CA Identity Manager Server on Windows

1.

2
3
4,
5
6

If you are using SiteMinder in your environment, stop the SiteMinder services.
Go to Start, Control Panel, Add/Remove Programs.

Select CA IAM Suite (Identity Manager)

Click Change/Remove.

Select CA Identity Manager.

Click Change/Remove.

All non-provisioning components are uninstalled.

To uninstall CA Identity Manager components on UNIX

1.

Navigate to the following location:

IM HOME/../IAM Suite/IdentityManager/install config info/iam-suite-uninstall
Run the following script:

sh uninstall.sh

Navigate to the following location:

IM_HOME/install_config_info/im-uninstall

Run the following script:

sh uninstall.sh

For any provisioning components, use the individual component installer to uninstall the
component.
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Install the CA Identity Manader Server on a JBoss Node

Once you have uninstalled CA Identity Manager server, you can install the CA Identity
Manager server.

Note: If you see options to upgrade the workflow database and migrate task persistence
data during the installation, enable those options. They appear in some situations when
your previous installation was CA Identity Manager r12.

Follow these steps:

1. |Install the new version of JBoss.

Note: (for JBoss 5 only) If you are upgrading CA Identity Manager on a system which
already has JBoss 5, perform these steps:

a. Back up the jboss_home\server\all directory on all nodes.

b. Remove the jboss_home\server\all directory.

c. Install the all directory from the JBoss install source under jboss_home\server.
2. Perform a new install of the CA Identity Manager Server.

m  Windows: From your installation media, run the following program:
ca-im-release-win32.exe

m  UNIX: From your installation media, run the installation program. For example,
for Solaris:
ca-im-release-sol.bin

release represents the current release of CA Identity Manager.

3. Select the option to install the CA Identity Manager Server.
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4. Supply the details for the JBoss that you collected in your worksheet (see page 20).

5. For database credentials, provide the same values that existed at the previous
installation.

Database Connection Information

Enter datahase connection information for task persistence and archive,
wearkflowy, auditing, reparting, and object storage.

Host Mame: Ieasthamdb
Fort Murmber: |1433
Datahase Mame: Ifwstnre
Username: IFwadmin
Fassword: I skt

Important! If you are upgrading from CA Identity Manager r12 and you have
different database stores for task persistence, workflow, audit, and reports, you will
need to update the data sources manually after installation to point to the separate
stores.

6. Create a user on the Login Information section using a password you can recall.
Login Information

Tao create a user far cannecting to the embedded CA companents, provide a

user name and password.
Mote: The password you specify must be at least siv characters.

Llsername: Ipsuser

Confirm Password: |********

7. Review the summary of your upgrade choices and click Install.

The installer installs the components you selected and gradually update the
progress bar.
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Installing... Execute Script/Batch file: Installing 1AM Framework

When the installation completes, inspect the Install Complete message. If you see
errors on the screen, note the path for the logs, which explain the errors.

Install the latest version of the JK Connector and be sure that the
workers.properties file has the following parameters set:
worker.worker.ping mode=A
worker.worker.fail on status=400,404,500,503
worker.worker.recovery options=28

Perform Upgrades from r12

If you are upgrading CA Identity Manager from r12, perform the following procedures to
upgrade the workflow database and migrate task persistence data.

Updrade the Workflow Database

This procedure applies only if you are upgrading from CA Identity Manager r12.

To work with WorkPoint 3.4.2, you update the workflow database, so you can continue
to use the workflow processes that you developed in WorkPoint 3.3.

Follow these steps:

1.

Locate the WorkPoint scripts in the Workpoint\database under the Administrative
Tools folder. The scripts are in the following default locations:

- Windows: C:\Program Files\CA\ldentity Manager\IAM Suite\ldentity
Manager\tools\Workpoint\database

- UNIX:
/opt/CA/IdentityManager/IAM_Suite/Identity_Manager/tools/Workpoint/data
base

Run the following scripts:
wp331_to_wp34_cnv_stepl.sql

This script creates the tables for Workpoint 3.4, adds columns the old tables,
and inserts rows into the WP_*_TYPE tables.

wp331_to_wp34_cnv_step2.sql

This script creates the stored procedures that are required to convert the data.

46 Updgrade Guide (JBoss)



Migrate a Node to a new JBoss

wp331_to_wp34_cnv_step3.sql

This script converts the text data to columns and populates the new
WP_BULK_DATA table from the old WP_BULK_STORAGE table.

wp34_20060927_add.sql

This script creates the tables for Workpoint 3.4.20060927 and inserts rows into
the WP_INI and WP_* TYPE tables.

wp34_20070625_add.sql

This script creates the tables for Workpoint 3.4.2.20070625 and inserts rows
into the WP_INI and WP_*_TYPE tables.

wp342_20071218_add.sql

This script creates the tables for Workpoint 3.4.2.20071218 and inserts rows
into the WP_INI and WP_*_TYPE tables.

wp342b_to_wp342c.sql

This script adds tables and rows to support the completion code.
wp342c_to_wp342d.sql

This script updates field lengths and scripts.
wp342d_to_wp342e.sql

This script adds index definitions.

Save all changes to the database.
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Migrate Task Persistence Data
This procedure applies only if you are upgrading from CA Identity Manager r12.

You can manually migrate tasks, depending on task state or date range, by running the
task persistence data migration tool.

Follow these steps:

1. Find the tpmigration125.properties file in the following location:

admin_tools/tpmigration/com/ca/tp/migratetpto125

Folders X || Mame =~ |
Bl £ tpmigration = = MigrateTPTo125, class
= ) com Lprnigratetol 25, properties
Bl ca
E ) tp

! migratetptol25

2. Update this file with the object store and task persistence information for your
database.

Note: For any supported version of SQL Server, enter sql2005.

Equation 1: The user views sections to change in the tipmigrateto125.properties file.

E tpmigratetol25.txt - Notepad

File Edit Format Wiew Help

A A A A A A A A A A A A A A A A A A A A A A
# The object store is reguired to obtain the environment details.
A A A A A A A A A
os.db.hostname=easthamdb. dxx. com

oz, db. dbname=fwstare

os.dhb.username=fwadmin

os.db. password=0acll120sx

os.db. port=1433

os.dhb. dbType=sg12005

A A A A A A A A A A A A A A A A A A A A A
# Task persistence data where the old and new tahles are.
A A A A A A A A A A A A e R
tp.db. hostname=easthamdh. dxx. com

tp. db. dbname=fwstore

tp. db.username=fwadmin

tp.db.password=0a0l120sx

tp.db. port=1433

tp. db. dbType=sgl2005
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3. Besure that the environment variable JAVA_HOME is set.

4. Fromacommand line, navigate to admin_tools/tpmigration and run the task
persistence migration tool as follows:

For Windows:
runmigration.bat

For UNIX:
runmigration.sh

5. Enter the following information:

a.

For the environment protected Alias, enter all.
Note: If you do not specify all, only one environment can be entered.

For task state, enter All (with a Capital A).
Note: If you do not specify All, only one task state can be entered.

For the version to migrate from, enter 2 for 12.0.
Date range for the tasks to be migrated (y/n).

Note: If you choose 'y', enter a Start Date (mm/dd/yy) and End Date
(mm/dd/yy).

The migration starts. After the migration completes, the status indicates how many
tasks were migrated.

6. Be sure to verify that no errors appeared.

7. Repeatsteps 4 and 5, but use the -pending option instead of All for task state.

Verify the Upgraded Node

When you have completed all the steps, check that the upgrade was successful.

To verify the upgraded node

1. Start the databases used by the CA Identity Manager server.

2. Startany extra Policy Servers and CA Identity Manager nodes that you stopped.

3. Access the Management Console and confirm the following points:

You can access the following URL from a browser:
http://im_server:port/iam/immanage

For example:
http://MyServer.MyCompany.com:port-number/iam/immanage

The Management Console opens.
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m  No errors are displayed in the application server log.
m  You do not receive an error message when you click the Directories link.
4. Verify that you can access an upgraded environment using this URL format:

http://im_server:port/iam/im/environment
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Chapter 5: Upgrade on a JBoss Cluster

This section contains the following topics:

Sample Installations on a JBoss Cluster (see page 51)
Decide to Use Unicast or Multicast (see page 54)
Upgrade or Migration on a JBoss Cluster (see page 54)
Configure the JK Connector (see page 69)

Perform Upgrades from r12 (see page 70)

Start the JBoss Cluster (see page 73)

Verify the Clustered Installation (see page 74)

Sample Installations on a JBoss Cluster

The following topics illustrate the JBoss cluster architecture supported by CA Identity
Manager 12.6.5:

m  CAIdentity Manager on a JBoss 5 Cluster (see page 51)

m  CA Identity Manager on a JBoss 6.1 Cluster (see page 53)

CA Identity Manader on a JBoss 5 Cluster

In configuring JBoss clustering, you create a master node and it is usually the node that
starts first in the cluster. As other nodes start, they receive deployment files from the
master node. If the master node fails, another node becomes the new master node.
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The following JBoss 5 figure shows the relationship between the nodes and cluster
members. Each node contains one cluster member. Each member of the cluster has a

unique Server Peer ID. The master node would be cluster member 1, assuming it was
created first.

JBoss Cluster (IdmPartition)

Messaging Database

Node 1 Node 2 Node 3
Cluster Member 1 Cluster Member 2 Cluster Member 3
Server Peer ID 1 Server Peer ID 2 Server Peer D 3
|dentity Manager Identity Manager Identity Manager
Semver Semver Server
JBoss Messaging JBoss Messaging JBoss Messaging
Engine Engine Engine

In this figure, the messaging database is a central store for cluster members to share
messages and each node contains three components:

CA Identity Manager Server

Provides the core functionality of the product.

JBoss Messaging Engine

Provides messaging functionality for members of the cluster using JMS.
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CA Identity Manader on a JBoss 6.1 Cluster

On JBoss Enterprise Application Platform (EAP) 6.1, CA Identity Manager supports
clusters that use either the unicast or multicast form of communication between nodes.
In either type of cluster, you create a master node and it is usually the node that starts
first in the cluster. As other nodes start, they receive deployment files from the master
node. If the master node fails, another node becomes the new master node.

For example, consider the situation where you have a cluster of two nodes. The
following figure shows the relationship between the nodes and cluster members. Each
node contains one cluster member. Each member of the cluster has a unique Server
Peer ID. The master node would be cluster member 1, assuming it was created first.

Node 1 Node 2
Cluster Member 1 Cluster Member 2
Server Peer 1D 1 Server Pear 1D 2
|dentity Manager Server |dentity Manager Senver
Live HometQ | | Backup HornetQ 