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Chapter 1: Connector Xpress

This section contains the following topics:

Connector Xpress Overview (see page 11)

Communication with Other Components (see page 12)
Supported Databases and Directories (see page 13)

Password Caching (see page 13)

Connector Xpress Window (see page 13)

Where Connector Xpress Stores User Preferences (see page 17)

Connector Xpress Overview

Connector Xpress is a CA ldentity Manager utility for managing dynamic connectors,
mapping dynamic connectors to endpoints, and establishing routing rules for endpoints.
You can use it to configure dynamic connectors to allow provisioning and management
of SQL databases and LDAP directories.

Connector Xpress lets you create and deploy custom connectors without extensive
technical expertise.

You can also set up, edit, and remove a connector server configuration using Connector
Xpress.

The primary input into Connector Xpress is the native schema of an endpoint system.
For example, you can use Connector Xpress to connect to an RDBMS and retrieve the
SQL schema of the database. You can then use Connector Xpress to construct mappings
from those parts of the native schema that are relevant to identity management and
provisioning. A mapping describes how the provisioning layer represents an element of
the native schema.

Connector Xpress generates metadata that describes, to a dynamic connector, the
runtime mappings to a target system.

The output of Connector Xpress is a metadata document produced when you complete
your mappings. The metadata is an XML file that describes the structure of your
connector to the CA 1AM CS.

The output describes the provisioning server classes and attributes and how they are
mapped to the native schema.

The metadata is used to create dynamic endpoint types that you can manage with CA
Identity Manager.
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Communication with Other Components

Communication with Other Components

The following diagram shows the direct and indirect communications between
Connector Xpress and other components in the distributed system:

Other Identity Marager

Components
L]
: Connector Xpress
L]
L]
S '
\‘L Provisioning Server
N | t
A {INDYLDAR)
I o
NS
L]
L ]
N
o Java 5 (Java Connector
Server)
X
NS
4
\\‘ %
o CCS (C++ Connector :
Server)
X '
NS ADS
)
X

Note: The dashed red lines indicate that the direct communications between Connector
Xpress and endpoints are read-only. These direct communications occur when setting
up data sources.
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Supported Databases and Directories

Supported Databases and Directories

To see the list of directories and databases that Connector Xpress supports, see the
Platform Support Matrix. Look for the table named CERTIFIED CONNECTOR XPRESS
ENDPOINT TYPES.

Password Caching

Connector Xpress caches the passwords used with each Provisioning Server only when
the application is open. When the application is closed, Connector Xpress does not
permanently record passwords. When Connector Xpress needs a password, and the
password is not cached, or the cached password causes a failed authentication attempt,
Connector Xpress prompts you to enter the password.

Connector Xpress Window

The Connector Xpress window contains the following three panes:
Mapping tree

Displays an overview of the mappings you made for your endpoint. Each node and
child node represents an aspect of your endpoint mapping. For example, attributes
you have mapped, associations between classes, and operation bindings for your
endpoint. Clicking a node displays a dialog that allows you to edit the parameters of
the node.

Editor panel
Displays a dialog that lets you edit the parameters for the node you have selected.
Provisioning Servers tree

Displays the endpoints and connectors of multiple Provisioning Servers.
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Connector Xpress Window

Mapping Tree
The Mapping Tree lets you define the mappings, associations, and operation bindings
for your connector. The mapping tree contains the following nodes:
Endpoint type node
Lets you create a description of your endpoint.
Classes parent node

Lets you map a new class and view a read-only list of the classes that you have
mapped and the native classes they are mapped to.

Class node

Lets you specify the JDBC database tables or the JNDI native object classes that you
want map a class to.

Attributes parent node

Lets you map provisioning attributes to the JDBC database table columns or JNDI
object class attributes of the endpoint.

Attributes node
Lets you configure extended details of the selected attribute.
Account screens node

Lets you arrange the attributes you have mapped into the groups and subgroups
that you want to appear as tabs and pages in the CA Identity Manager User Console
account screens.

Associations parent node

Lets you specify the classes you want to create direct and indirect associations
between.

Containers parent node

Lets you specify which object classes you want to use as containers in your
connector.

Custom Types

Lets you define arbitrary strings (flexi-strings) you want to use as metadata types in
attribute mappings.

Operation Bindings

Lets you specify operation binding information and display a summary of existing
operation bindings.

Scripts parent node

Lets you name the script you want to bind to the operation bindings you have
mapped.
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Connector Xpress Window

Scripts node

Lets you specify the parameters of the script you want to bind to the operation
bindings you have mapped.
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Connector Xpress Window

Provisioning Servers Tree

The Provisioning Servers tree (in the lower left pane) lets you manage the endpoints and
connectors of multiple Provisioning Servers. The Provisioning Servers tree contains the
following fields:

Refreshes the currently selected node in the Provisioning Tree.

Note: The Refresh button is only available when you select a tree node that has a
changeable list of child nodes. For example, the button is not available for a
particular endpoint, as this type of node always has Policies and Endpoint child
nodes only. For the endpoints node of a particular endpoint, the button is available.

e

Displays the actions you can perform on the currently selected object in the
Provisioning Tree. Clicking this button is equivalent to right-clicking the currently
selected object in the Provisioning Tree.

Provisioning Servers node

Lets you add and configure Provisioning Server connection details. When you add a
Provisioning Server, Connector Xpress maintains the details of the Provisioning
Server so that you can access it each time you run Connector Xpress.

Servers Object node

Displays each registered Provisioning Server on the network. You can use this node
to edit or remove the Provisioning Server connection details.

Domains Node

Displays the domain configured for the Provisioning Server.
Endpoint Types node

Displays a list of endpoint types. You can use this node to create an endpoint type.
Endpoints Object node

Lets you do the following:

m Deploy and edit metadata

m Delete an endpoint type

m Clean an endpoint type for DYN endpoint types

m  Set the managing connector server for non-DYN endpoint types only
Endpoints node

Groups endpoints of a particular endpoint type.

Endpoints Name node
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Where Connector Xpress Stores User Preferences

Displays an endpoint that you have acquired on the Provisioning Server. You can
use this node to:

m Perform an explore or correlate of the endpoint for DYN endpoints
m Delete an endpoint
m Set the managing connector server only for non-DYN endpoints
Policies node
Displays groups of policies of a particular endpoint type.
Note: A default policy is provided for all endpoint types.
CS Config Object node
Displays a list of CS configurations.
You can use this node to:
m  Edit the existing configuration for the server's branch DN routing rules
m Delete a configuration entry
m  Set the managing connector server password
CS Configs node

Displays logical groupings of CA IAM CS configurations. These configurations contain
the DSFConfig style routing rules for managing branch DNs. You can use this node
to add a new routing rules configuration object for a C++ Connector Server or CA
IAM CS service.

Connector Servers Node

Displays the endpoint types, endpoints, and the dynamic endpoint types that the
selected Connector Server manages.

Where Connector Xpress Stores User Preferences

Connector Xpress stores user preferences through the Java Preferences API.

On Windows, this stores data in the following registry key:

HKEY CURRENT USER\Software\JavaSoft\Prefs
On UNIX, this stores data in the user's home directory under the .java/.userPrefs folder.

Note: The uninstaller does not remove this data, so subsequent installs preserve user
preferences.
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Chapter 2: Installing Connector Xpress

Connector Xpress enables you to create dynamic connectors.

This section contains the following topics:

Installation Prerequisites (see page 19)

Install Connector Xpress (see page 19)

Install Connector Xpress Silently (see page 20)

Uninstall Connector Xpress Silently (see page 21)

Upgrading Metadata (see page 21)

Where User Preferences Are Stored (see page 22)

Set Preferences (see page 22)

Where Settings Are Stored (see page 22)

Set Up TLS/SSL for a JNDI Data Source (see page 23)

Set Up Data Sources (see page 24)

Configure the CA IAM CS Host to Communicate with Standalone CA IAM CS (see page
24)

Provide License Files for Sybase and UDB for z/OS to Connector Xpress (see page 25)

Installation Prerequisites

The following are the prerequisites for installing Connector Xpress;
m  CAldentity Manager Server

m  CA Identity Manager Provisioning Server

Install Connector Xpress

You do not need to install Connector Xpress on the same computer as CA IAM CS or any
other server component, including the Provisioning Server.

Important! We recommend that you disable all antivirus software before installing CA
IAM CS, CA IAM CS SDK, and Connector Xpress.

Follow these steps:

1. Locate the CA Identity Manager installation download or other media.

2. Extract the product files (ZIP or TAR).

3. Navigate to the following subfolder and double-click the setup file.
Provisioning\ConnectorXpress

4. Follow the onscreen instructions to complete the installation.
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Install Connector Xpress Silently

Install Connector Xpress Silently

Connector Xpress supports a silent mode of installation. To run a silent install, it is
necessary to create a response file.

Follow these steps:

1.

In a command window, navigate to where you extracted the Connector Xpress files,
then to the following subfolder:

Provisioning/ConnectorXpress

Do either of the following depending on whether you want to install the component
as you create the response file, or whether you want to create a response file
template to use with a silent install at a later time:

m Tocreate aresponse file and install the component at the same time, enter the
following command and then run through the installation:

setup -options-record install response file

m To create a response file, but not install the component, enter the following
command and then enter the required values in the template:

setup —options-template install response file

Note: Use fully qualified path names when generating and running response files.
For example, responsefile.txt is not valid but C:\responsefile.txt is valid.

Start the silent installation using the following command:

setup —options install response file -silent
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Uninstall Connector Xpress Silently

Uninstall Connector Xpress Silently

Connector Xpress supports a silent mode of uninstallation. To run a silent uninstall you
must create a response file.
Follow these steps:

1. Inacommand window, navigate to the uninstall directory which is one of the
following:

m  Windows

C:\Program Files\CA\Identity Manager\Connector Xpress\_uninst
= UNIX

/opt/CA/IdentityManager/ConnectorXpress/ uninst

2. Do one of the following depending on whether you want to uninstall the
component as you create the response file, or whether you want to create a
response file template to use with a silent uninstall at a later time.

m To create aresponse file and uninstall the component at the same time, enter
the following command and then run through the uninstallation:

uninstaller -options-record uninstall response file

m Tocreate a response file, but not install the component, enter the following
command and then enter the required values in the template:

uninstaller —options-template uninstall response file

Note: Use fully qualified path names when generating and running response files.
For example, responsefile.txt is not valid but C:\responsefile.txt is valid.

3. Start the silent installation using the following command:

uninstaller —options uninstall response file -silent

Upgrading Metadata

Connector Xpress automatically upgrades your existing metadata when you open your
old project into the new version of Connector Xpress. As you take advantage of the new
features in this release, they are automatically added to your existing metadata.

Note: When you open an old project for the first time in Connector Xpress, redeploy the
metadata (see page 108) and generate the CA Identity Manager User Console Account
Screens (see page 72).
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Where User Preferences Are Stored

Where User Preferences Are Stored

Connector Xpress stores user preferences through the Java Preferences API.
On Windows, Java Preferences API stores data in the following registry key:

HKEY_ CURRENT_ USER\Software\JavaSoft\Prefs

On UNIX, Java Preferences API stores data in the users home directory under the
following folder:

.java/.userPrefs

Note: The uninstaller does not remove this data, so subsequent installs preserve user
preferences.

Set Preferences

You can change various aspects of the way Connector Xpress looks and behaves, such as
its look and feel, search limits, and command parameters.

Follow these steps:
1. Click Tools, Preferences.

The Connector Xpress Preference dialog appears.
2. Compete the fields on the dialog, then click OK.

Connector Xpress applies and saves your preferences.

More Information:

Preferences Dialog (see page 177)

Where Settings Are Stored

Settings are stored using the Java Preferences API. The API stores the values in the
registry on Windows and in a file under the user’s home directory on Solaris.

On Windows, the value is stored in the following registry key:

HKEY CURRENT USER\Software\JavaSoft\Prefs\com\ca\iam\conman
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Set Up TLS/SSL for a JNDI Data Source

Set Up TLS/SSL for a JNDI Data Source

In Connector Xpress, you can define a JNDI data source as TLS/SSL enabled.

If a JINDI data source is TLS/SSL enabled, import the JNDI data source certificate into the
Connector Xpress trusted certificate store.

Follow these steps:

1. Create a PEM file for each issuer in the target certificate’s chain.

2. For each file enter the following command:

keytool —import —trustcacerts —keystore
"conxp-home/conf/ssl.keystore" —file trusted-certificate.pem

The JNDI Data Source certificate is imported into the ssl.keystore
Repeat this command for each PEM file.
3. Restart Connector Xpress.

4. Testthe TLS/SSL connection in Connector Xpress.
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Set Up Data Sources

Set Up Data Sources

A data source is a reference to a server or other source of schema information that
Connector Xpress can construct a connector for.
Connector Xpress supports the following data sources from supported vendors:

= JDBC—Any service accessible through the JDBC API, typically a relational database
server.

m  JNDI—Any service accessible through the JNDI API, typically an LDAP server.
You can connect to a data source to read its schema and then use Connector Xpress to

map the schema to a new endpoint type. Connector Xpress maintains a list of data
sources that you configure. You can set up JNDI or JDBC data sources.

Note: When you create a Connector Xpress project, Connector Xpress prompts you to
set up your data sources.
Follow these steps:
1. Click Tools, Data Sources.
The Select Data Source for new Project dialog appears.
2. Click Add.
The Source Types dialog appears.
3. Select an available data source type from the list, then click OK.
The Edit Source dialog appears, specific to the type of data source you are adding.

4. Complete the fields on the dialog, then click Test to verify your settings and
authentication details.

Depending on the authentication method chosen, a subsequent authentication
dialog can appear.

Complete the fields on this dialog to continue the test.
5.  When the test has completed successfully, click OK.

You have successfully configured the data source type you selected.

Configure the CA IAM CS Host to Communicate with
Standalone CA IAM CS

There are two ports (non tls (ssl) and ssl) that a client can use to communicate with the
standalone CA IAM CS. To allow the Connector Server Manager or Connector Xpress to
access the standalone CA IAM CS, configure the firewall on your CA IAM CS server host
to allow communication on these ports.
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Provide License Files for Sybase and UDB for z/OS to Connector Xpress

Provide License Files for Sybase and UDB for z/0S to Connector

Xpress

The Sybase and DB2 for z/OS connectors both use JDBC, and they both require a license
file to connect to the endpoints.

The following sections in the Installation Guide describe how to set up these license
files:

m  Set Up License Files for the DB2 for z/OS Connector

m  Set Up License Files for the Sybase Connector
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Chapter 3: Creating Connectors

This section contains the following topics:

Projects (see page 27)

How To Create and Deploy Connectors (see page 36)

Multitable Support for JDBC Connectors (see page 40)

Managing Accounts and Groups (see page 44)

Operation Bindings (see page 62)

Pure Scripted Connectors (see page 70)

How you Generate User Console Account Screens (see page 72)

Promote a Connector from a Test to a Production Environment Example (see page 83)
Mapping Custom Attributes for New Mainframe Connectors (see page 84)

Projects

Connector Xpress lets you create projects that specify how connectors are configured

and deployed to the Provisioning Server.

A project represents a connector in Connector Xpress. A project includes:

m  The schema retrieved from a data source.

m  The configuration of metadata that describes how Connector Xpress maps the
schema to the endpoint.

You can save, edit, and reopen projects for later use.

You can also create projects based on existing metadata, then modify the class
mappings and operation bindings and then redeploy the connector back to the
endpoint.
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Projects

How you Create a Connector Xpress Project

Templates

You can create a project using the following methods:

m  Create a project specifying a JINDI or JDBC data source (see page 30)

This lets you create projects that specify how connectors are configured and
deployed to the Provisioning Server.

m  Create a project without specifying a data source

This allows you to use Connector Xpress as a generic metadata editor (see
page 110) and create new attributes.

m  (Create a project based on a template (see page 31)

This lets you use templates as starting points for mapping common endpoint
schemas.

m  Create a project based on a template using wizard mode (see page 32)

The wizard helps you start a new project based on a template, and steps you
through the basic process of mapping an account and group class.

You can use a template as a starting point for mapping common endpoint schemas. For
example, starting a project with a template is useful for LDAP, where standards such as
RFCs define widely used schemas, and purely custom schemas are less common.
Templates also include information that CA Identity Manager uses to render account
management screens.

The following table highlights some of the more commonly used templates. For a full list
of all templates, select Project, Create New from Template in Connector Xpress, then
click on each template for a brief description.

Important! To help ensure correct performance, we recommend that you use the
vendor-specific template supplied with Connector Xpress as a starting point when you
create a mapping for a specific vendor.

Project Name Setting  Endpoint Description Metadata File Name
type
JNDI NIS NetGroup JNDI For use with LDAP endpoints supporting  jndi_assoc_nisnetgroup_meta
NIS Netgroup Schema. This template data
demonstrates advanced association
handling.
JNDI inetOrgPerson JNDI LDAP inetOrgPerson. This template jndi_inetorgperson_common_

(Common)

should be used when no vendor-specific metadata
template is required.
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Project Name Setting  Endpoint Description Metadata File Name
type
Lotus Notes Domino JNDI Lotus Notes Domino Server. This Ind_metadata

template allows easy mapping of
eTLNDCustomAttribute* and
eTLNDCustomCapabilityAttribute*
attributes (the latter set are relevant for
account template synchronization).

SDK DYN Compound Any

Like SDKDYN but demonstrates use of
Compound Values. This template uses
compound values which allow complex
data to be represented as a single string
in JSON syntax, for instance '{"attr1": 42,
"attr2": [ "a", "b" ], attr3: { "objName" :
"jack" } }' represents a top level object
with three attributes, the first is an
integer (42), the next is an array of
strings and the last a nested object.

sdkcompound_metadata

SDK DYN Any

Software Development Kit demo
connector. This template is a flat (i.e.
non-hierarchical) case-sensitive
connector that uses the recommended
eTDYN* schema to save provisioning
information to local files on the CA IAM
CS host computer. Because it is flat, its
containers are Virtual Containers not
actually stored on the endpoint.

sdkdyn_metadata

SDK DYN Script Any

Like SDKDYN but implemented in Java
Script. This template demonstrates how
to implement an entire connector (all
operation bindings) in JavaScript, as well
as configuration information usually
found in a connector.xml file, using the
connectorXML metadata setting on the
top-level namespace.

sdkscript_metadata

SDK DYN UPO Script Any

Like SDK DYN Script but sends emails
rather than writing to local files. This
connector has similar functionality to the
deprecated C++ UPO connector except
that it sends emails rather than writing
information to local files.

sdkuposcript_metadata
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Template Locations

Create a Project

All template files are stored in the Connector Xpress install directory/conf/templates.

Connector Xpress searches this directory recursively to find all applicable templates.

To create a connector, you can create projects that specify how connectors are
configured and deployed to the Provisioning Server.
Follow these steps:
1. Click Project, New.
The Select Data Source for new Project dialog appears.
2. If the data source you want to use is displayed in the list, then go to step 4.
3. If the data source you want to use is not displayed in the list, do the following:
a. Click Add.
The Source Types dialog appears.
b. Select an available data source type from the list, then click OK.

The Edit Source dialog appears, specific to the type of data source you are
adding.

c. Complete the fields on the dialog to configure the data source type you
selected, then click OK.

The Select Data Source for new Project dialog appears and the data source you
added appears in the list.

4. Select the data source you want to use from the list, then click OK.

The Enter Password for Data Source Dialog appears.

5. Enter the password for the selected data source, then click OK.
Connector Xpress does the following:
m Displays a Mapping Tree containing a top-level Endpoint Type node.
m Creates a class named User Account by default in the Mapping Tree.

m Displays the Endpoint Type Details (see page 150) dialog.
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Create a mapping to create the appropriate endpoint data.
Click Project, Save, or Save As.
The Save Project As dialog appears.

Specify the folder to save the connector project in, the file name and the file type
for the saved connector, and click Save.

Connector Xpress saves the project.

Note: We recommend that you use the default file extension (.con) and that you
keep a copy of the project. You cannot view the stored procedure bindings after
you deploy a connector, unless you open the Connector Xpress project file where
your bindings are stored.

More Information:

Select Data Source for new project Dialog (see page 181)

Source Types Dialog (see page 182)

Projects (see page 27)

Create a Project Using a Template

You can start a new project using a template as a starting point for mapping common
endpoint schemas.

Follow these steps:

1.

On the Project menu, click Create New from Template.

The Select Template dialog (see page 182) appears.

Select the template (see page 28) you want to uses as a basis for your project.
The Select Data Source for a new project dialog appears.

Complete the details on the Select Data Source for a new project dialog, then click
OK.

The Endpoint Type Details (see page 150) dialog appears.

Complete your attribute mappings as required.

Save the project (see page 35).
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Wizard Mode

You can also start a project by opening a template in wizard mode. When you start a
project using the wizard, the wizard steps you through the basic process of mapping an
account class, or an account class and group class, depending on the template you
selected. You can use the wizard to start a project, and then use the other dialogs to
complete your mappings.
The wizard prompts you to complete the following mapping details:
1. The endpoint type name and description.

The native classes for the account mapping.

2
3. The mappings for account attributes.
4

For templates projects that contain a group class, the wizard prompts you to
complete the following mappings:

a. The native classes for the group mappings.
b. The mappings for group attributes.

c. The association between the account class and the group class.

Create a Project Using the Wizard

You can use the wizard to complete the basic details of a mapping, such as mappings for
account and group attributes. You can use the wizard to start a project, and then use
the other dialogs to complete your mappings.
Follow these steps:
1. Onthe Project menu, click Create New from Template.
The Select template dialog appears.
2. Select the template (see page 28) you want to uses as a basis for your project.
3. Click Open in Wizard Mode.
The Select Data Source for a new project dialog appears.

4. Complete the details on the Select Data Source for a new project dialog, then click
OK.

The Endpoint Type Details dialog appears.
5. Follow the prompts in the wizard and complete your mappings as required.

Note: While the wizard is active, the mapping tree is read-only. As you step through
the wizard, the relevant node in the mapping tree is expanded and highlighted.

6. Review the mapping summary, then click Finish.

7. Complete your attribute mappings as required.
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Projects Based on Existing Metadata

You can create a project based on the contents of eTMetadata and eToperation binding
set for both dynamic and static connectors. Creating a project based on existing
metadata allows you to:

m  Review or modify the class mappings and operation bindings for a connector type in
Connector Xpress.

m  Deploy (see page 38) the changes back to the endpoint.

Creating a project based on existing metadata is useful when:

m  The original project file that was used for creating the connector is no longer
available.

m A project file for the connector does not exist, for example, for static connector
types.

m A project file that reflects the latest changes for the connector type is required.

Create a Project Based on Existing Metadata

To review or modify the class mappings and operation bindings for a static or dynamic
connector where the original project for the connector does not exist, you can create a
project based on existing metadata.

Follow these steps:

1. Inthe Provisioning Servers tree, right click the endpoint that you want to base a
project on, then click Create Project.

The progress dialog appears. If you selected a dynamic connector, Connector Xpress
displays the Select Data Source for New project dialog.

2. If prompted, select a data source for your project, then click OK.

Connector Xpress creates the project and populates the mapping tree with the
metadata.

3. Map the native attributes in the Account Class to the relevant provisioning
attributes.

4. Save the Connector Xpress project. (see page 35)

5. Redeploy the metadata if necessary. (see page 108)
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Open an Existing Project

Reopen a Recent P

Edit a Project

To open an existing project, click Project, Open, and double-click the file you want to
open from the Open Project dialog.

Connector Xpress opens the project and displays the mappings in your project in the
Mapping Tree of the Connector Xpress window.

roject

To reopen a recent project, click Project, Open Recent, and select the project you want
to open.

Connector Xpress opens the project and displays the mappings in your project in the
Mapping Tree of the Connector Xpress window.

To change the details of a project, you can open a saved project and edit the metadata
as required.

Follow these steps:

1. Open an existing project (see page 34).

The Select Data Source for new project dialog appears.
2. Complete the details on the dialog, then click OK.

Connector Xpress opens the project, and displays the metadata in the mapping tree
of the Connector Xpress window.

The Enter Password for Data Source dialog appears.
Complete the fields on the dialog, then click OK.
Edit the metadata as required.

Save the connector. (see page 35)

o v &~ w

Deploy the connector (see page 38) if necessary.

More Information:

Enter Password for Data Source Dialog (see page 149)
Projects (see page 27)
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Save a Project

After you have created a new dynamic connector, you can save the connector project
for future deployment.
Follow these steps:
1. Click Project, Save, or Save As.
The Save Project As dialog appears.

2. Specify the folder to save the connector project in, the file name and the file type
for the saved connector, and click Save.

Connector Xpress saves the project.

Note: We recommend that you use the default file extension (.con) and that you
keep a copy of the project. You cannot view the stored procedure bindings after
you deploy a connector, unless you open the Connector Xpress project file where
your bindings are stored.

More Information:

Projects (see page 27)
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How To Create and Deploy Connectors

The following diagram shows the process you follow to create and deploy a connector
using Connector Xpress:

Add & Configure a
Provisioning Server

L

Create Connector Server
Configuration

L

Connector Create New
Xpress Project Project

2
N N
JNDI JDBC
Datasource Datasource
J J
Map to Map to
Directory Database

) L

Generate Metadata

L

Save Project

L

Create Endpoint Type

L

Deploy Metadata

l
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How To Create and Deploy Connectors

Example: How you create and deploy a basic JNDI connector

The following steps detail the creation and deployment of a basic dynamic JNDI
connector. To create a basic JNDI Connector, do the following.

1.

10.

Start Connector Xpress.
The Connector Xpress main window appears.

Add and configure the connection details of the Provisioning Server (see page 88)
where the endpoint you want to manage is located.

If the Provisioning Server does not have a Connector Server configured, create (see
page 90) and set a managing Connector Server (see page 90) for the endpoint.

The configuration determines how your Provisioning Server routes individual
endpoints to Connector Servers.

Create a project (see page 30).

Set up a JNDI data source (see page 13), and test the connection and authentication
details of your JNDI data source.

Connector Xpress retrieves the schema from this JNDI data source, which lets you
map the schema to your new endpoint on the Provisioning Server.

Note: When you create a project, Connector Xpress automatically creates a class
named User Account in the Mapping Tree.

Map the native attributes in the user account class (see page 54) to the relevant
provisioning attributes.

Save the project. (see page 35)

You can save the project for future deployment.

Create an endpoint type (see page 103) on the Provisioning Server you want to
manage and deploy the connector to.

Specify the managing Connector Server (see page 90)you want to manage your
endpoint type.

Creating an endpoint type and specifying the managing Connector Server does the
following:

This specifies how your Provisioning Server routes endpoint types or individual
endpoints to connector servers.

Deploy the connector to the Connector Server (see page 38).

Deploying the metadata creates the new dynamic JNDI Connector.
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11. Acquire, explore, and correlate the endpoint (see page 102).

Connector Xpress populates the Provisioning Server with accounts and other
objects found in the acquired endpoint.

Correlating an endpoint is the process of examining accounts on it, and potentially
creating users automatically and setting global user attributes from account
attributes.

To manage your objects, you explore the endpoint for your objects and correlate
the objects to global users.

12. Generate CA Identity Manager User Console Account Screens (see page 72).

Connector Deployment

Deploy the Connector

You can use Connector Xpress to configure metadata settings and to deploy the
connector. Connector Xpress lets you save metadata settings to a project file (see

page 27) and then deploy a connector from that file. For example, you can use a project
file when you move connectors from a test environment to a production environment
to ensure that you have the same settings.

Once you have created a connector, you can deploy the metadata for that connector to
a Provisioning Server.

Note: This procedure assumes that you have created the connector server configuration
(see page 90).

Follow these steps:

1.

Open the existing project (see page 34) that contains the metadata you want to
deploy.

Connector Xpress opens the project and displays the metadata in the Edit pane of
the Connector Xpress window.

In the Provisioning Servers tree, expand the Provisioning Servers node and then
choose the server where you want to deploy the connector.

The Provisioning Server Password Required dialog appears.

Complete the fields on the dialog to specify the password for the server, and click
then OK.

Expand the server, and then right-click Endpoint Types, then click Create New
Endpoint Type.

The Create New Endpoint Types dialog appears.
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5. Complete the fields on the dialog to define the name of your new endpoint type,
then click OK.

Note: In some cases, a delay occurs before endpoint management screens are
available. To check the status of the screen creation, use View Submitted Tasks in
the User Console or configure a workflow process to send an email notification
when the deployment completes.

6. Right-click on your new endpoint and select Acquire Endpoint.
The Create New Endpoint dialog appears.

7. Complete the fields on the dialog to specify the name and password for your new
endpoint, then click OK.

8. (Optional) Under the endpoints node, right-click on your new endpoint and choose
Explore/correlate endpoint.

The Explore/Correlate Endpoint dialog appears.

9. Complete the fields on the dialog to specify how Connector Xpress explores and
correlates the endpoint, then click OK.

Connector Xpress deploys the connector to the Provisioning Server.

More information:

Create New Endpoint Dialog (see page 136)
Explore/Correlate Endpoint Dialog (see page 151)

Projects (see page 27)

Remove a Connector

You can use Connector Xpress to undeploy connectors. 