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H P e XS ES KB BCRF

TR P e SRS e JR A B A R ACRE, 18] LRI N T2
AR PR Rt AL FR S I AR 2 T R PR T A ) B R Y 34 32 )
55 Y5 A I U7 ) SRR A AR

Al BB AR

s RNMEEBCR TR TR

2 BT

54T EHBHR 49



P

R TR AR 2 A E IR A FRAHICES, K i AR B Be A UTRC
ks FH iz gt i

CA ControlMinder /52 DL F il B AR A Ky B YR 44 FK -

m [*

= /tmp/*

= Jetc/*

H P e XHI12E - =61

TR RGN RAT IR, IF HAERZLRY K TR K ZE S A e mk, )

Al DRSS DL N MR R e B 1% e A

1. E LSRR EEDK . A (W1 TRANSFERS) [IAC sk K124,

2. X THEATRER BT AR &Mk, 1 7€ TRANSFERS 2 se Xid
Ko
wtn, wILAE X4 Upto.$1K. Upto.S1M. Upto.$10M Fil Over.$10M
(K130 55 o
P18 A B | A RO AT A oAt B2 0502 A TRANSFERS 2 5 3 o

3. BLTANE P AT R e K SR W AR, AT DAL #E Bl 4 iy
I 195 17) TRANSFERS ZEH [ 8N 0 5%

4. AN, BEAF YRR, (CEAT IR SRR P AT CA

ControlMinder API [EJIEH, M AP S AEK A7 H ) AL FR 5 o4 e Vris
PREAT

50 I T UNIX PR s 5 BRI S B



B ERMN

V7RI PR

B A5 LA 327

Vi BLFE (p. 51)

BCE T ] AR - 7471 (p. 51)

Vi ZEHIAIER (p. 52)

AT A e X BRI V5 AL (p. 54)
FH P 21 5 i AR 2 8] [ 2] (p. 55)
LAY FHIFIEZ (p. 56)

CA ControlMinder )32 % H ¥ 72 43 FC A 5 il P AT U7 R AR

VIR BLRAA AT LR 4L

o Ui ORI, BN, SCfF. BRI

w USRISEAL, B, B MR, G, BT
o Ui, ATLGEAD R U

U LUR — P R oL s, WIS AT LRIy 07 fn) B -

w T EA H B ACL #2 T RIS Rl AR

o R EATUT FIBCR AL B

w  HIEAT AA VIR . B, HI P B A /L SPECIALPGM K
AT IR, B 7 SUDO K rPiadT fir & AL .

WR: ARERNVT BRI EAE R, WS (selang ZH7575) -

BBV FIBR - 7~

Bl T PR A P 4 T U AN PR

LR selang i 2% N 38 7 internal_user 73 N3 £ tty30 [ ACL, [H] 2%
Uiy 352 1 SR ) AR«

authorize TERMINAL tty30 access(READ) uid(internal user)
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ZAREEGIRIES

Bl AL P TR T AR

PLF selang i 2BV 7 Terry U0 31 31 tty30 1Y ACL, [n) & 5% T
BRE IR A PR«

authorize TERMINAL tty30 access(READ) xuid(Terry)
Bl BB R P R UR U7 ) A PR

LR selang iy 2¥ Terry % £ tty30 [ U7 I AL PR ¥ & 4 none, Al 4H 4
T Terry V5] :

authorize TERMINAL tty30 access(NONE) xuid(Terry)

s ANTBRIE A A BR AL P R U T AR

LU selang i 4 M 283 tty30 H (1) ACL HH HIER Terry:

authorize- TERMINAL tty30 xuid(Terry) access-

Terry I 20 2 A X 255 IR ER AV 1) BLFR

ANV PR TR R U5 R B

PA'R selang fir & RiARVHI ™ Terry Y& 4 A& BRI SCAR AR IR 1

LG

authorize ADMIN USER xuid(Terry)
authorize ADMIN FILE xuid(Terry)

Vi R EE IR

X EEIR U R BB AE Access Control FII 3K R fg e » FEASFEIIL R 2D HA
P> Access Control 5113 :

ACL

FRE R T BEURT R BLR KI5 i 2 b LA 1 U7 T BB 2828
NACL

TR E WAL BT IR B 07 17 5 S FABABR LA U iR BUFR )28

jﬂi{o

Vi BRI T AR FTAE A5, B P e A R AEA S R
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EEStETES

AT R HIFIR

14 Access Control 51|58 (CACL) $&4it T ACL FI¥™ i€ . 41 in) & 2 Uy In) %%
PRI, A S ACL R NACL A< 1% H F s X RIA R, ) cA
ControlMinder ¥ £ 4 £ Access Control 4135,

ZA Access Control B3 LL—Fiky & 77 3048 58 X T ) S5 (07 IRl BLFR
Bl IE L AE IR E R

wtn, 4aa] LS 454 Access Control 41|36 5 SRS 7 BRI

CA ControlMinder feVF{#iH] LA K 451 Access Control 413
m  FEJT Access Control 1) (PACL)

= TCP 2§ Access Control 4|3

= CALENDAR 2 Access Control 1|3

BLAES5AF Access Control #11384% H e X—AN4H, wILAME ] selang
authorize 774 1) via £

5 HAh Access Control 5|38 —#f, 251} Access Control 51|13 H 5N 4% H
F8 B AT U5 ) B UL R 07 1n) 35 S HEA 4% 1 10 U7 I BLRR [P 28 28, b4k,
251 Access Control #1)3&H1 1) 4% H ik 45 72 /0 BO B FR 1 414« X+ PACL, 4%
P REFEF I TR, Vi 75 Es TSR A Be BA Ui [ BLFR

il £ PACL

BUFAN 7 sysadm1 A ]l I iE 1T F2 7 secured_su A -, &
LM BAR selang fir 445 s AH I ) 244U 1) )«

authorize SURROGATE user.root xuid(sysadml) via(pgm(secured su))

defaccess - BRIA V5 H] B

PR A C 3 n] LA R ERIA VS 7] 7- B defaccess. defaccess 7B IME TR & U
VAR 955 Access Control 51|13 34 A A0 2 18 Uiy in) 54 FH 190 U7 Im) BRI

555 F: AL 53



QO A 5 0 B 5 TR 7 ) AR

P o 05 T TR A B

15 In) 35 2R T 1] BEYR IS, CA ControlMinder 38 4% [Pl S ff 5 1AL 72
IR Rk AR BT AR, B RHSRAGEE R . WARAEAE Ik
Rt A T Uil g5 GEZE AR vFJi i), W] CA ControlMinder 4%
BT A I R IR [P 2 R

CA ControlMinder J&47 X LEAG 7% (KNP AR FE 22 BRIAIG O0 1, RFT-BE20 9%
U5, CA ControlMinder ¥3J4% DL P A6z A 7 ) 5% «

1. BT BE USR] Ry PR Al

2. BRI RV B0 T V5 A

3. Bl1fufx

4. BRRHT NACL

DL ACL

BLURIK PACL

PRI defaccess F-BE

N oo u

5 J PR IR 2 R B accpacl 28 TR Bl e « 5] LLE L/ H selang
T2 BB LTI setpacl- K2R H X B PACL [FI1d H

— Access Control #1)3& 1] L& 2 AN e B P 14 H o o, v DL
H5H P BMKR%H, TS H P TR A4 H . CA
ControlMinder 7ERE A~ AN 1) 2 BTAS 2 BN A vl E’J%Elo GBS
CA ControlMinder QAT g HAE AN GO0 IR SR R PEARAE B, 1620 _(H
SR V5 AR Z (B EB)) (p. 55).

B X SCHRR 25 SRR
ERRF, BikH A userl 117 M) 22 2 BUPE IR filelo
{E R, CA ControlMinder % 1 accpacl 30 [ 2R\ % B ¥ H PACL.

NACLFHTF  ACLHEHTF PACLHFHTF defaccess ' 45EAUR
userl [Xj2¢H userl (1% H userl 1% H HI4%H

B (Any) (Any) (Any) 4 s OB PR
(Not defined) VW (Any) (Any) 4 s OB PR
(Not defined) BEHL (Any) (Any) T OB
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F PRI U5 i) BUR 2 18] () 1. )

NACLF AT  ACLHHT PACLFT defaccess F 45 RAUR
userl K1 H userl 15 H userl 1% H HI%H

(Not defined) (Not defined) via pgm (Any) SV
securereader securereader
PP
(Not defined) (Not defined) (Not defined) 2EX - amanaivy 5]

R4 H B84 (Not defined), M7~ Access Control 41|13 H ANfEAE T
userl )% H o

WR4HBRA (Any), WIZFE7R1% Access Control #1121 4% H 5k B 3L,
A2k CA ControlMinder ASWf HodE 4746 2 o

CA ControlMinder & £ )T i A4 RS, X TETE ATk, H

A3 5 SCRA U3 TR AR 1) B s A (I 1 B CAS 35 AT AEL (Any)o AR, 85E
SCERTT TR AR (R B TS 22 MR i A5 B0 A% 32 BATAH (Not defined)

F P R4V TR AR 2 TR) K EL 3
SR DAL DR P R4 5 T A R UL, 472 0
BERTHESATIRGE . IR T UnSAEN R P A 1 R4 2)
A RIS R UL, 25 H DL REHO4 5.

ik CE SRR (p. 56)IET CBRINBED «

RPEIRAGRE AR R A2 W ERR SR TFBUR

Vi I AR 2 (Any) (Any) iy ) Bl 4 4
Vi In] CAZAL (Any) (Any) Vi 1) LA
(Not defined) i 1) AL (Not defined) Vi In) AL
(Not defined) (Not defined) Vi ] AL Ui 1) AL
(Not defined) i 1) AL i 1) AR AL Ui 1) AL
(Not defined) V7 ] B4R 4 (Any) U i) 4B 44
(Not defined) (Any) P EE & S Vil B

AR 2% H B7- ) (Not defined), WIRZRBAT I I 845 SUIEAT 26 H -

WL H ERA (Any), WIZR 7R V5 AR To R B2, K24 CA ControlMinder
ANXSHBATR A
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e CNE S IR

RRHABFR (ACCGRR)

ARG TT (ACCGRR) 521 CA ControlMinder 6 7% %5 J5if) ACL F 7
. WIS H ACCGRR, Ui CA ControlMinder <357 ACL LAFKRAEH F1 )@
(K T A 482 Y (R AP 101 5 2% FH| ACCGRR, JI] CA ControlMinder 23 1% ACL
DL & A A AT nl B 4% H A5 nones WIAAT, WIS HE4a75 0] .
117 )] CA ControlMinder ¢ 205 T A 4145 H, Access Control #1325 —
MO N HERSN . BOAE G, ZIE50N 5 H .

P H ACCGRR iEMT, W LIMTH LA selang T4 :

setoptions accgrr

AR ACCGRR XEX5, A LUMEFH LA selang fir 4

setoptions accgrr-

RELH RAAIRE

ZEF

2R

GAONA L A R T R I BRI U7 i) AR T S, XA Access
Control #1138 FIVEI AN 78 o

AN IE Tk 2 RGO FIE R E—RR77 20, T SR s
Ft AT

LRI E N A FLS 7 1) RS 1 0 2 255 2 [A] R 5. 2R vy [
H LGN T s BRI 0 24 0], BIAEAEBEIRTY Access Control
SN R P8 T UGB, D710 F AN GE VT 7] BE . W AR BRI %
EYONNT, BARZBHEIAT Z e A .

LA N T ) AREVT ) LGOS F AR B

ZRIHE CATEGORY JEHHL KA AAFK . w] LA fn) 2 A B 5 73 il 22 42
o AT 2R VT 1) oy BO e 1) DR 70 BC IO T AT 22 2RI D7 1) 5 4
eV ) % 7 U
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LAY IR

RERE

LARFNEIE SECLABEL R LRI A TR L ARG L g M 2 4
FONMIBAE L o R 2RI BCEE Ul ) BUBE I, PR T i% 7 1R 2 B
PR %L R ZEAN IR A G 1 % B ON M 2% 20 . U
i D7 17 2 BB AR AT 5 () 2 4 U IS 23 i o

s A 224 FR%E High_Security

1% High_Security &1 22425 255 5 2242255 MANAGEMENT Al
CONFIDENTIAL [l 24 h72%

I HUEE R F userl 43 BR 45 % 4= hR%5 High_Security, T userl f) 224> H) K
255, BAMEEA 242K MANAGEMENT FI CONFIDENTIAL.
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Y6 F: RIS

NI

B A5 LA 327

T BRI 2 (p. 59)
2 U B (p. 59)

15 E Surrogate DO [ I (p. 64)
5 X SUDO il (p. 65)

B (3 541 (p. 68)

o A FH 2 TEHAE RS (p. 71)

At A BRI ?

FH P 3 S i B (K65 . Root K 7 AR ARG WA 4 FH 7 (su)
i3k LA A2 f# ] Surrogate DO (SUDO) T E., J & il vk B 2 1 A PR W %4k (1)
Ab¥E . CA ControlMinder $2f— /N BB LRI R SE: serevu (HUEY H
PR A PAM (Rl N S SGAFEREL) o B0d nT LUl i 5 2 76 H
P T SRS — B )5 A shB e e OR ik

ZERPBH

Tk UNIX su fip 4, Fal AR H dr F P 0 e D)4 2 Sopb A P . Z2Y)
A D A P atie A B AR RS, 10 RS, B R H AR
O R R . X T S R . AN, su A IR DR fE
VI Z a2, B AN P BT 38 1 55 SEBR 1R BT A 38 M DA X

ﬁjo

CA ControlMinder £ 45 sesu SEHFEIT, ‘& /& UNIX su fir & [IEBRAR A . 45
AT LA sesu DAE R PN H QLSR5 4E R S 3G UE I 7 2, A &
FEoRB N H AR P 365 o B0 56 UE R 3 T 4E SURROGATE 2 & XLIK
ViR, H HOR R THAT A I A 28 (i)

ANTFFXF su BIVFRT, X sesu (RIVFR] ANEIS T2 5 F1TE H A K365 o
T2 MO T2 e P i (VR T s DRDAAE R TP IS sk B4, BT b
JUt N H QBRI T

6w RIS 59



2R

WRFHEI ;7 2 _surrogate 20 ] 22— AR, I CA ControlMinder 23
X2 AR 4 B ER R D 68 FH P B0 R A 38 381 A R

N T B RAGEAEZREY, X RGHXT sesu BT Thsid, WAIE
T PRI LLEATE . LA B A AU AL AR ic o AT AT I setuid
WM root, TEA REAEHIZFET

BEEP ! B sesu SEHFETFHT ) CA ControlMinder 4k 2 2 X i
HH P IFRCE sesu S gkt IXFE ] L o AR 2 L F| CA ControlMinder
I T 3N RS

WEH P 1D BN

B3 1B SRV ’%?ﬁ%ﬁﬂ‘@ﬁﬁﬂ ATEFELCE T 1D B ), X e
i 2F SURROGATE KRBT B . B3 SUTATH P B ki ), 443 75 L
{1 SURROGATE il 3.

BB 1D BHHN

1. {F CA ControlMinder ¥ s & ¥ b, Fhy “H 7 @i, Riamd
CERURNFRIR” kI,

“CRABUNHRIR” S R IIURE S AR Ze o
2. Fl “HT D B
Yo “HP D BH” B
3.l “QUEHT 1D B
Kelzs “OIE ) 10 B B
4. SERIEIR A ITHE 7B, R A il “ORAET .

VER: X SURROGATE KJEMEMITELIMGE R, TEZ1H (selang =475
) .

WA 9 FH B 223 sesu

NN R Eiﬁi%éﬁ*ﬁ sesu SEHFEF T Thnid, WA ALl
T8 N TIRIE T, DA B B e B R 5 PR sesu 120
Ml . R a1 %%&%ﬁm%%‘ﬁ’] su SEFRET, XAEH P R R A
CA ControlMinder [ sesu S HFE .
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2]

BB A N (p. 61).

{ifi | CA ControlMinder ] sesu SEHFEFEAC ARG R su SEHFE P
(p. 61)

3. B IEAT RS su SR (p. 64).

B dE sesu, 1HEAT DL R HERAE:
1.
2.

ER: SEHZ G, 1817 CA ControlMinder IS 22451 su SEH BRI B A
SPAT, R P A E AT H 224511 sesu SEHIFE> . CA ControlMinder
B IBATH, RSN su SR BB IE 5 TAE.

BEIA R PR HN

FaaAH sesu SERIRR P20, R8N/ HicH e 122 Hh 1 B 505 F R P s e
Yo X RN 1 AR P R AU P b P X AN A B A O
I FVFREE F] P ABERE AT 26 S F] P R 5 5
WREFEAH P BB
1. Xy root I} (USER.root) 1) HAT DL J& Mk A CBE %5 Ik«

m nobody 1F AT H

n BRIV AR 2 none

w TR DN AT S8 AR I

XK BT LB P B e root I, BRAE B AIRA B BTG

P51 root H /7o
VER: AT LA BIFZRLLEAS B B 6L, ] DU RS 3 O3 2 P2 AL 45 T
TR,

2. 4 root /741 (GROUP.other) Gl B AT LA N J&@ Pk A CHE ¥ Y5 -
= nobody 1E N4
w BRIV RIALR Y none
w TR B D AT S8 AR AL

XK BT P & e root FH P4, BRAER AL BT
BB root FH S 41

HER: K4 UNIX &G B root H P 412 other X sys.

$e T RYIKST 61



2R

3. %40 N TR B0 USER. _default f T 7 B 4 AU
» nobody 1ENFTH #
n BRIV RIALFR 4 none
n BB root HI PR HATAT R SE S P
n  BOBUE B DA AT AT R E SR H

ORI LR AT (BRARZIBO 5 I HAB root H
SR root HIP AU HAT AT CBRAE AL .

HE: WERNA root 7, A REARVIRET (Fl dtlogin) #4
EFTE BN root FI 7 CERIN X & T & uid=0) 1) 48k 1) F ] HoAth
Fro B, S s s g, Rk CA ControlMinder 23 FH IEARATT R4
o I P B i 3

4. $40F BT 32 GROUP._default [ 415 4 b1
= nobody 1F 4
n BRIV AR 4 none
B root P AR A € LA
n PR B AT R E AL

KRBT A P AT AL, BRAEE IR, HBAL root H A
root F P B AT, BRAEE AR

7~ fF selang TEEEEAF N
fEHLLF selang iy 2 7E 18 I PR35 Hh 152 B FE A P 5 4 ) «

nr surrogate USER.root defacc(n) own(nobody)

auth surrogate USER.root gid(sys admin GID) acc(a)

nr surrogate GROUP.other defacc(n) own(nobody)

auth surrogate GROUP.other gid(sys admin GID) acc(a)
cr surrogate USER. default defacc(n) own(nobody)

cr surrogate GROUP. default defacc(n) own(nobody)

auth surrogate USER. default uid(root) acc(a)

auth surrogate GROUP. default uid(root) acc(a)

auth surrogate USER. default gid(sys admin GID) acc(a)
auth surrogate GROUP. default gid(sys admin GID) acc(a)
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2]

f#F CA ControlMinder [¥) sesu SEFHEEFBFMRRSH su LHER
BRUAEDL R, 53X R G R sesu SEHFEFPHEAT Thrid, & Al lia
T8 NFVER S sesu SRS P 5 e AR R 7, 8 2001 4 A
sesu A E R RGN su SEHFET .
f#F CA ControlMinder /] sesu SEFI R B R ALK su SLFHERF

ER: BHEY root I BHABSZEUN A RESAT EUF DB

1.

R CLR A4 oV FH Pz AT sesu SE IR
chmod +s /opt/CA/AccessControl//bin/sesu
i BL N 23R RS su SR IO L

which su

ETEL R fir & BT 44 R G su SEAIRER:
mv su_dir/su su_dir/su.ORIG

Hordr su_dir f& su FT{E H 3%,
¥ sesu SEHFR P EEFE R su 2

ln -s /opt/CA/AccessControl//bin/sesu su dir/su

XAEL AT LSS VER] P QRS T su dr S, AR IEAEIEAT L sesu SEH]
P27 o

1 H DA T v 4157 1F CA ControlMinder:

secons -s

f FH LA iy 21524 CA ControlMinder Jil & 1% & :

seini -s sesu.SystemSu su_dir/su.ORIG
seini -s sesu.UselInvokerPassword yes

WEARIC SystemSu 424 T {7 sesu 7 CA ControlMinder ARIzAT I i
HRGH RS su LR .

B EARIC UselnvokerPassword &4 T il: CA ControlMinder $275H /-
S NABATI R UG0S, A root FH P S8R ER 5 — AN P 250,
A S RS, A RE SRV BT H PR

A5 F LR 2 H508T N4 CA ControlMinder:

seload

56 H: Rk 63



W H Surrogate DO - H

BRMHPIETREN su SEHEF

P B Surrogat

AR sesu SEHIFRF CVHHT THCE, (HA H a2 v LAEH root F 7 11
SN B AN P ) 95 051247 su.ORIG (FE B4 M RS su SEHFRF)
KT X RGO, B LU PROGRAM 25 5 3 BH 1E£F CA ControlMinder
AT AT su.ORIG,

R, R B AIECE CA ControlMinder IHEH T seuidpgm, NIIA
BHATIZA R su g ASIBIT, PEA'E C#iE i (EFii 44 su.ORIG) .
WP BITRAN su LHER

1. 7E selang 7', f /L Fn4 15 & CA ControlMinder M2 CLEL By 44 1)
su iﬂqﬁ}?:

nr program su_dir/su.0RIG defacc(x) own(nobody)
2. Lhroot PS8 5, AT H LA i 4 50 CSC AU o) RS S5O ] «
touch su dir/su.ORIG

CA ControlMinder ¥4 su.ORIG, 1 H.IA b L& H] touch iy &%) X
EHEAT T W, CA ControlMinder i K4 BH 1F AT % 3044

eDO T H

B R PR A BRI P 0 75 BT LA 7 A RS AT (AT
L%, TRUMAT A5 AU T A 25

= H:4% CD-ROM

o O

. BESTEINL

G (AR RS 1 AT S P P A P B, 32 fs S 33

s, 2 RINE (AIRFEM RN Sl RS 2 A b
B P AT BIATAE S5 I A SR i B

Surrogate DO (sesudo) SEZH FE vk T X ANHESL. & i P $1d7T subo
R (HAREFLICFKOUE DA e SCERE, F&Emiet ] gl n]
PLSATIIA, DLRIETFIX— H A5 Al A 10 B2 (K ALBR

ftn, FELLH P root 15 47 & X—/ 4% CD-ROM [#) SUDO iR, it
PN R

newres SUDO MountCd data('mount /usr/dev/cdrom /cdr') targuid(root)

64 & H T UNIX ) A
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€ X SUDO i 3%

% newres i 2% MountCd & A SZ R I #AE, FEL83R 1 root AR
P A AHAT . %48 targuid(root) Z 835 H root 2 HARH /7 (5
ﬁﬂ@%%ﬁ)mm Sehr b, FEHOREIHP AT EIZSE, Bl root A
SUDO K ERN H A% 1D

HEEPH ! RS R P ] S R LR R AR AL o RN AR A T E
EANMBHAT AR RS H X H A RS AR SRR

BeAh, LA H authorize iy 4, W] LABZAUH 7 AT Mountcd 4. 9,
AV operatord $E4% CD-ROM, iEHIN N ¥ a4

authorize SUDO MountCd uid(operatorl)

B ] L# ] authorize fiy 4> %Eﬁ%@?iﬂﬂ)j?ﬂﬁiﬁﬁj%ﬁéf’ﬁo i, ER
1EF1 ) operator2 H:4: CD-ROM, iEHI N N4 4

authorize SUDO MountCd uid(operator2) access(None)

1217 sesudo LR RPAT ZORF IHE . B, (A TFola4, M-
operatorl ¥H:# CD-ROM:

sesudo MountCd

sesudo - H ¥ ek A2 BB 7 $14T SUDO #4E, #RJE, WiRAUH
Fg B )”'Jﬁkk’ e Xy A A . E?ﬂdl]E’JTWEP , sesudo £
1Y operatorl &5 A AMAT MountCd #4F, 4K 518 H v mount
Jusr/dev/cdrom /cdr.

WA 755 sesudo £EHAT IR SR P %358, 34 11 F 4445 PASSWORD 2
B2 oK 8 e & SUDO idsk . WRAMER %S4, WH P e
1T A FUB T SUDO X4 R o) BRI o

}"iﬁ £k sesudo SEHIFE T 5B HH SUDO id sk Ceditres 7y %) HITEAE
B, WHZW (=F£755)

E.X SUDO i3

SUDO R FE A7 fifi iy JAIAS, 34, F ™ ) DU A H A AR ks
AT A . {5 BB R8Tt SUDO s A K AT IX LE AT sesudo iy
AR

£ SUDO idsk i, TR R Tk Hlid, T ko) Bl Jd .
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5E X SUDO i 5%

data JEPEME L a2 A, n] DRI in—A sl 2 AN EEAE H sl AR vF
A SHAE . FEA™ data JE PR AUSE S5 5, FF BNV AZAEH AT
AT A I e R BR AR AL BRI AT AT SO, BABIT IR R S 3R e AT T
(AR

DL /& data Jg PE AR

data('cmd[; [prohibited-values][;permitted-values]]')

DA A 25 AR SR VR B I A1 32 v 1R, BT LA—ANRTERL ) data J& PE{E ) B
or

newres SUDO MountCd data('mount /dev/cdrom /cdr')

AR P R B A 4 sesudo MountCd $U4T JHIAS mount /dev/cdrom
[cdro AEERFEEMASEE; RVHERITEASHIE.

A RCAT A DD e s RN AZ &, nl DU Hiude s 28] I 2 50m e v H
KIZH. W] U RSB BCAT 2 AR e UNIXEBCAT . AR R R R PR

ZE i

SA FBHE

$G IL4S CA ControlMinder 24144

$H F P s AR A

S\ Bl

$o PATE R 44

sSu I CA ControlMinder H /' 4

Se AN AT 24400 SUDO i 4>

$f ELIPEE

Sg HT UNIX 2144

$h MHT =LA

Sr HAT UNIX BB ) 24 i UNIX ST 44
Su HT UNIX 7 44

Sw HAT UNIX 5 AR K4 HiT UNIX SCFF44
$x HA UNIX AT AR ) 241 UNIX ST 44
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€ X SUDO i 3%

WA 285 AR ISR BN BURIA, AT L R 3AE:

H1 535 53 B BAAS RN AE I K 2 B0 ECRE e AT TR O B A #5155 A o 9,
U R EAE B AR -0, (R SRV A P A LA S 4 TR R

)i 2
newres SUDO scriptname data('cmd;-9')

Herp emd ARGRIEHIIIA .

N, MRARVHE AR SEUE, BAERATHITE S8, 151%
DL 77 20E X SUDO i3k
newres SUDO scriptname data( ‘cmd;*’ )

UERBIAZHAT Z A BE, WA 2SR AR 7 B fT . i,
U SR SR S AT -9 R -HUP, (ELED SRV ] T BT A 24,
AR IR fir 4

newres SUDO scriptname data('cmd;-9 -HUP')

WERZ A HA RN, WEREER () S AL
IR B o i, Jn SREEAR R K -9 A -HUP HIAERIAS (R 26—
ZHOFEEEHRAEAT /T UNIX P B RESE A28 GE2 T
AR LIL) , RN 2

newres SUDO scriptname data('cmd;-9 -HUP | $u')

WARMA N ZHZ THR B NS E Wids— A S BoREH 1P
AHRSH

WIS 2 175 FAR R BB 0 21 A

sesudo SRR PSR Al AT PR B AMUSHUEA RRILBC AT AH B
HIZERME, T B EATEA R /D ILEE— AN RV E .

535K e PAE I SR ZEE RIS I T EEZRG EATTRROR P A1
G155 A o BIEREBCA ZEME ISR, 5 ZA 5, 0, Kegk
EE VP B, R SUVEE NAME 1ED9 A S 500E, 5%
AN N4 s

newres SUDO scriptname data(cmd; ; NAME)
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B 1 A At

w  IEWE S EERHE

- WERAZHC 24 SeVHE, R SR P AR 2 bR AT o

- WERZAMASEAA RVHE, EEHEER () S H Rvr
HZ 5 B o

Blhn, MAEAPINSEL B DS EB IR REAT L UNIX

L

newres SUDO scriptname data( ‘emd; $u | $g ;

J1&, B EABELAUE TR EAGE UNIX 4144, TERA L T

SN | $A” )

WERAIARI S8 2 58 S K, Wisa — ARV i 2 H0k &
M RRSE.

N, data JBPEISERAR AN : BRERA, RERBNSHHIEME,

PRGBS HH oA

data( ‘cmd;
paraml prohibl
param2_prohibl

paramN_prohibl
paraml permitl

param2_permitl

paramN_permitl

B 1 A Bt

serevu

paraml prohib2 ...
param2_prohib2 ...

paramN_prohib2 ...
paraml permit2 ...

param2_permit2 ...

paramN_permit2 ...

paraml prohibN
param2_prohibN

paramN_prohibN ;

paraml permitN
param2_permitN

paramN_permitN'

- _ ~ -

I i IR S PR ) R S B I B AT IR 5 7). CA
ControlMinder $2 4L T PIANKG I AN B 1E25 0 Bk (1 T B . serevu Fll

pam_seos.

75 L R AT 1) g AN iR S A v L SR R U oA s R A e

i FH 8

serevu Ja 5 FEIPAUE AR EEHAT B 2 IR B LR IR S s 2l il 2
R R o 3R LIS I B 23— 20 ik ™ BEN SR Bl 1BV AE 3
MYy, e ARG IE “R sl .
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B 11 A

pam_seos

T, AR P e SRR GRS AE T 80K R B B 1 40 Ik 55 Bt
I LA 4 e 25 B R R S N RS B Lk . 2 ATk
SlJE, B RFEEE AN, REE AL TE R, Wi
BT S8 Pk P BT R X, WS SER S TR B ek Mk
o N TR &AL LRGN, serevu J5 EFEFHAL T T AP PP ER
m KK PR — BURE e ], AR ] B K B Bk 5

m RASEEKR

serevu MANTAY root HI /7, BRIk, MANBIE R4

HERE: fAXserevu Ja SRETFINVEANGE R, S (2#750) .

TR ZRIVE R root T HYEE, LABT 155X root HI ™ (i L r o e D o

pam_seos & CA ControlMinder JH 3= 2k /& BE D) B8 (1) W] 4 A\ 23 473 B0
B (PAM). CA ControlMinder 7EAT-fi & s A% 7 1 6 sk it A v AU H
pam_seos. i HUE AT LA AN 3 DL I 5 ZER S 7 DO e 3L 0 4

A PAFE & pam_seos LAFHAT N 51 =N A
RIS SR R

1P A S ZH ARSI BT AT SR IR 8 s 223k, R I o B W AZ SO Ry
Wk R U8 S5 AP o ARSI UNIX 2R, A4S CA ControlMinder
FELa 7 i s .
CA ControlMinder X R W) & 536 2438 5 NEFIE X serevu SEH 2P
BEOZ S, FEAE LA A5 SR 2 & 15 % 8 DA S AR B
Vi TR -

PR L
1 CA ControlMinder JE 405 S, &1 W ANAE G S 2 1 I 1) o E 40
JE R W RV E T pam_seos AEER I IERAR L, I CA ControlMinder &
PO R 4 B Sk SR IR R T RE U B o il an,  “SE FRE 7 Bk H P
SN EEE RS/ €

%6 H: LRIk 69



B 1 A At

29 R PR A

o A IR RN B PR SR

FEAE A segrace SEHFET, 1SRRG A H 7 1300 2
T3 B AR B8 BROG SRR B WA P s s 201, B P O R
() 5 B S B, ) segrace i sepass SIZFH R FE LA SR H 7 SH 24
R

ﬁ

ER: AN EE SRR, CA ControlMinder 4 1l i segrace.

HER: T SSH SRIURIG I B s Sk, U AUE 1 IEAE AT 1) SSH i A 13E
TN E LASCHE PAM . WHERTE I SSH AR AAME A PAM, U] CA
ControlMinder JGyERTIN A o A5 idi e T 2 MOE s )

GAEFE PR A AT INE] pam.conf FL'E SO, 1K IH AOFC & SO il
A /etc/pam.conf.bak.

Xt pam_seos FEHL L B S seos.ini SCAFHATIN . AR BT T I TLRE,
WE [pam_seos] i 73 B T FlArid:

PP g A RS s R, IHWE seos.ini U TR B
i

call segrace = Yes

TAEH] G, T IRE seos.ini SCAFT )R AR

debug mode for user = Yes

Lk serevu 1 ] pam_seos & 3k RO, 15 seos.ini LA TR
FRic:

serevu_use pam seos = Yes

AT A AR R AR 512 R R ) -
m  7E SunSolaris #, BTG R AR KNS, FE %] serevu.

m  HFETHF PAM [ Sun Solaris+ HP-UX AT Linux fixAs 15K it pam_seos 45
ﬁ%o
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(R R S (RN

MBS TRERE

TEEAPIRAS DI RERT 11T FC T AT 2 BT K5 s AN PR K
REHEBITT ARG, ARG HEHRM S AGXKNH 7. ST LR ELE
F R P AR M TGV 6 s A A IR i AR B R — BRI,
U5 208 B OB I

R AR, SRS, A S
W22 Y AN RE DS R TG S AR T AR I

A LA USER 2810 3k B GROUP 2T sk o A Ja 1 ¥ B o1 A R H
Jri SRR AZ AT BB SR . ikl LAsH] SEOS 281
INACT JE k. R G A (BT AT Hl - BEE AR

1 selang ", AE T LA R i AT L@ 42 R 7 U862 T AR IR -

setoptions inactive (numdays)

FONHBCE R CRE S Z 4L R SNEH A LB ED |, THMHIEL
M

editgrp groupName inactive (numdays)

TN P BCE R CRE SN AR EMRGEFBE) ,
LUK i

editusr userName inactive (numdays)

SCROPEHARE I R, I LA R fir 4

editusr userName resume

SR O R A O B SO, A R N A

editgrp userName resume

FAER GG B LB o &, WA LU R A%

setoptions inactive-

SRR AL TR G ot &, WA LU

editgrp groupName inactive-

SRR R R A, W LT i

editusr userName inactive-
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V7 E: BE

yg==!

1

NI

AR 735 LAR 2

Syl (p. 73)
TE SCERG SN (p. 73)
) HAAN 5 B 5 Sk (p. 75)

A

WA IR R S A AR R A, (HRE R ORI A AE A BIT TR I i) 7L
o AR IR A BT

w A TR AR A A P AR AR B 28 S e

w T ) DA A SO 3 e R 4 A3 R o

5E SR S

BRI . AP AN ELR A G iy st ) it
AR I EE A RE LB A NP IS 2 IRy
HLAX CA ControlMinder ANAERARHT , (H'E T LLERHIFAA T HLIUAN g,
TSGR YN SRS R 58k P A o AR i B R Py o fmT LA S (1 R
WAL 2

o R AT R ILAL.

. AR

o RS AT S

. PR T

. FETRRE ST EILR (KRS |

o BRI RAT RO TR T R BT A
CES R NCET S

. FETRREA LR R TR,

TR ANRE & seos.ini U4 ) Dictionary AR ic fa [n) 1 1] S ) BRI
PRI —
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w BRI AT IR CRI, B RA0 AT
AR I T T o Je S T 1) 6

o RENERS AT AR . Gl E e A TR
ST LA b P B 5 i B s A o SRR G S TS D, i
P SR AN, SRR BRI SE AT R . D

BEEPH ! SN sepass, ANEs s A (S T H. R Ad T
{8 1n) sepass MIEEF S 1,

REFHERENE

EEFERENE

1. £ CA ControlMinder ¥jij sl 3 vp, HLly “PCE” HEITR
Fasviatl Y S TN W A S AT

2. E “HRI7 DRI IR R CRBE T .
¥ BoR “HBIE” U .

3. 18 “HPG4sh]” Xhikse “PASSWORD”, X5 iy “ORA4F” .
BEARA R SO B L TR A

4. fr “IRmE” BRI s R SR RS .
¥R <R P s g DU

5. 5 H THMEAA RN, RGHRE R .
T8 SR ARG 1 R0 Y7 3 B Al B g 7 B R BRAT

6.  (PUEH T UNXO AT H] sepass Sk R SEHTH 25 1 o
HER: K sepass ST AMGE R, WESW (2%/55) .

2 B &2 L vev

LUK selang i & Rid St o Ao &, JF 5 OWE 2 BL R A
EZ LR

RS EE R

setoptions class+ (PASSWORD)
setoptions password(rules(alpha("6") lowercase("3") numeric("2")))

HER: K setoptions ir SN AITVELN G S, WS (=F/55) .
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B
-
JH
e
=
>4
il
S
=
s
il

BEN

CA ControlMinder 345 0] #4047 3L £F ACInstallDir/bin/sepass (Fr
AClnstallDir 5& CA ControlMinder )23 H 3%, BRIATGILT N
/opt/CA/AccessControl/) , ZHH S i AM#EH /bin/passwd) H#
o H U,

N sepass REffLBI M FF & CA ControlMinder 2L s . U H A
sepass RET HUBT & 050 BT B 22, LS B i 58 e ) L . kdh,
sepass PATHIDIHE LS /bin/passwd A 7]

n ANAEH R UG AT AT SO/ /bin/passwd, R AEGSIE RS 2 CA
ControlMinder $UAT B T EFT AT . AEXPMGHL T, 8] LAk &L A
F1Z B UR 17 /bin/passwd, CA ControlMinder #4552 R G50 T AFAT
AT 555 R JoT B A A

R LS selang BECAC# S o THHA LL T dir & g HI P 4R 2 S

chusr userName password(string)

R WG (CUEH RS0 i — M e B s & cn
YOI P 20 RS S I B A

B I A 58 PR

I i) ) s 2 B e 2 P LA T3 1) B KR K. il 4R I RMU . CA
ControlMinder 38 %I H] 7 241 & 65 C 23 HI 7 ol SZ B SEFr i, )
CAARSEAL ] H 5 i 2R 21 58 PROG SR (B — RGO &, A etk
Vil RS, W5 RGO R A Re B .

Fi 5 L e 1R) 18] B

ERGVEE ), AT LIEH setoptions iy 2 F8 B AE R A PE R FTE H P

A FH 3BT 3 AL 2 W A s ) TR) B o 2 5 segrace S FH R 7 4 FH 7 B sk AR I 21
By, BE K PAM iR E R i segrace (R A IRAE R4

£ PAM) , N24iA B8 KEHS, CA ControlMinder il &0 H /7 2411 %

OB ARJE, AP LIRS, gk a i IS, HARA
i PRSI IR BT R G Rk E S, B4 Ui &g, JEHH P
WIS RGE BRI R LA BB .

EEE AR GV TR 00 e L I 6 I e TR0 B, VR A LR A

setoptions password({interval(NumDays) |interval-})
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NumDays [FM{EL UL B EAEE. W RN TR TR R A 22, AR AR P 1
BRI ()RR AL A . U RANAY B I, VR I TR IR BB A % . R
K0 2 1R I ) Vo o 2 S 2 A e SRR T

interval- 2340 ] XV 5 R e 1) (] g ¢ ' o G0 Sz P B oA 1 e B SR
HAEZSHE, WA ZE. S0, HEFH setoptions iy & ¥ H 12K
IME. ZZEUNY chusr B¢ editusr fiy2—HS i H .

TR BN P B A i e 1) 1R B

4SS T A R P SO S 0L AN T D e 3 T o i e
FH P SR AEL 1 ZR G0 P O T (. 43 04552 80N, CA ControlMinder
A P AR OB, RUF, P S B R, sk
T, BB O S B R AR, LT P
RS, JF I A0S R BB R LS .

BV E O P R G ) T TR] B, IR AN BL T a4
editusr {interval(NumDays) | interval-}
BV B O 21 0 B R N (] TR, 1 N LR 4

editgrp password{(interval(NumDays)) | (interval-)}

NumDays [FHM{EALZUE F B IEAE A QRN ) [RI B o %, UIAE ] S A I )
IR A . WARARBH R, W AR E AT . RECHEFN
I i) ) o 2 05 2 A e SRAAR L

interval- S0 n] B S5 I TR] [A) B s B o an SR Tz, JFHAEH
ok R T TRIR] B AR, PR (. &0, F{EH setoptions iy

A VCE ERIAME . 1EIE1% 550 setoptions. chgrp B¢ editgrp iy 4 it
fFH
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B
-
Je
e
=
>4
il
EI_
=
s
il

T PR 5%

PR B 58 PR %

Ja 00 2 5, BRI P 243808 56 1) CA ControlMinder 26546 1% H]
PRI, R E, HebiEs “wmil” , AIamE
KAETIR, 2, P ARHE.

9 RS SRIR I B A BN E . R B AT SV B2 BRI, PR
B SRARBUL AT 0 A1 255 2 [H)o IKF 58 PRE Ik B, K481 7 Ui
W R4, M b R GUE B OUBCR LLEFEHT 8 15 . WIIRHS grace K E N
%, WP TR E . BRI 58 RS SRIREN 5 IR

ST DU PR g R R ] S SO R . R RS, Jf g
IR LSy, DUE T R

BV R PR ER RS 0 e BROG sk, TEEIZH Y login. .profile
oY, .cshre LG AN segrace SEHFEF A . 2 J5, segrace SEHIFE
PR P BoR— 4T R, Ul BRI AR 1 B S sk vkl . e mT LA A
segracex SZ R 7 LAKIE 77 20K A FH 7 (1) 2605 02 15 21 4

HEE: H K segrace il segracex SR P ITEANE B, 1S 0 (£ /585 )
B TE BRGSO B R GG B BRI, WA LT fir 2
setoptions password(rules(grace(nLogins)))

SERCE B R E T B S R G %, T LL R A

chusr userName {grace(nLogins) | grace-}

TV SO C B SO S PR G o, TN B T i 4

chgrp groupName {grace(nLogins) | grace-}

chusr 8% chgrp T4 W B EE 5 1% a2 Th 3 E R P I RS E

HER: GROUP K15 FRE M (R4 Jm) 6 RS S BB BB I 2% i 31 3]
Ja 1% H P ) B BRE S I E. SR, USER 8 (1) 96 R Ja 1 1 R b i

ASLRIEI; 8 FRG SRAE R S 25 B 3hBEE (EH] GROUP id>kEk
RGN BE) o BARNAREZ SR, 8 3

97w R 77






)111]%'
(00)
P

PO AR

BEFR AL DR 2

B S 6t SR H SV ) (p. 79)

H _abspath ZHBH IE4F AR L (p. 87)
LA UNIX 242 [F 2 (p. 87)

WS AU LA (p. 89)

PR SCAELRY (p. 90)

1547 setuid I setgid FL)5 (p. 93)
LR35 INFLSE (p. 95)

P RZ AR I 2R R 2% (p. 95)

LR  HERI SO kill #y 22 AE (p. 98)

BRI SCART B 3B 1R

CA ControlMinder AEE7AE UNIX AR R4, H ) FLiAs 0 —N 3458 (1) 5 1)
PR HZ o

CA ControlMinder #3k ~ #1)% R SCAF U7 R AR, IFAEREEHIR 0] UNIX
Z TR R S A PATR S B E IR . U I SRR TR S
n BIEESCAF (create)
w PR SCRRAT R GEEO
VER: WIS AR R LA R P A5 m] ABAT 3RO (il

Is -1 AHIAE B HHAE, 155 STAT _intercept FL B W EH N 1. A K
45 &, 1524 Reference Guide .

n  ATIFCRATEN (BN

AT (execute)

n RS (delete)

w EMASCH (MR, Ea D

w HHOBRAY (chmod)

ST (chown)

w  SHSUNTAIER — B, AT touch T4 4E R (utime)
ANl ACL — ] acledit v 4 — XT3 FF ACL IR 4 (sec)
» S H K (chdir)
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IR FR SO H 5 5 1)

CA ControlMinder 1j [l £ 25 55 A i UNIX FAAFAE T BIAS[A]:

= CA ControlMinder 3& TS H 7 U546 H 7 1D TEAEEZH 7 1D (euid)
HHTHBUR 2 . B0, Wik userA Vi A su a2 ARILAB A 7, W userA
158K KBV 0] LV userA V5 i) I IRLESCAF . 5 7E UNIX TSR], AQEE
AR P B3 A J5Uas F P B 332160 E AR P SCEFR U TR AL
PR

= CA ControlMinder AN[AlEEZE H J (root) % 1 H 35 in) R 48 EAEA AT
PIRLBR . HEH P 5 RS TA Sef H —FE, DI 2 RURG 7

n PR IE T CA ControlMinder i AN 454415 I A FR A1 2%« H S i)
PR 2o e e AR,

o WEROR BB U5 I 24N SO, U CA ControlMinder 2o A i% ]
JIE A JE T CRBT RS AR 4

w CiE i HE CA ControlMinder B A% i B Hi AZ AR IR SCAE D 1)

n  JHER TR, CA ControlMinder 422 5K FH 914G X & SO 1IN 4 Uy
W ACPR S T UNIX EESR F A A S H s B AR

w BT SO, T AR R SO R R ) BB N6 H b S
(R T Ay 24 U7 TRIAUPR o UNIX IBBE SR 3% ] 71 HA W H Sk KB A5 ) AL
{8

w T P ER T RSO Jete/passwd FiT Jetc/group [k A BURL PR
CBARABR ) 5 T TC 8 I 28 S A BRI B R A o X R 3BE G ] BE ) &R
G .

= CA ControlMinder i ZE T FILE X % i) A5 & 0 244 % 1086 A
PSR 58 A T AR

m  chdir U7 ) APEZE AL 14554 chdir tr S EAPATIZ @2, X5 UNIX
AT o

N HEE SR ARG — LE PR

X TAE TR _restricted 4L A I )7, CA ControlMinder {X g f4
PN FISCAHTH 3%

- HEE R A N SO AT H s A4 B E SIS H 3x
- BHE A E UM FRE (B, Jete/*) DLECHI SCAATH 5

X JE T _restricted 4L ), AT RS SCAHARAZ CA ControlMinder
PRS0 KT ARAEEHE e e SUISCAT, AL T FILE 2511 _default
WK
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B A SO H S5 i D )

m  CA ControlMinder 43— A&, 1ZETHIITA LA H X4 (U
i M FCAF RO FR I T W B IR nT TR AR
PR o G, AT E 2 R R A S R SR SRR H S s KAk
4096, ZFRBIAN B RECY 512,

n REANAEAE T e SR 1 B S i) B, I e AT 2 52 FIAR Y
IX LA RS CA ControlMinder Hdis E SO 4% H & DAL & S
(o

EE: ARUEMELE, EZH (25750) T FILE K.

CA ControlMinder SZ£§ T 51 U5 ] 287,
m ALL

= CHDIR

= CHMOD

= CHOWN

= CONTROL

m  CREATE

m  DELETE

= EXECUTE

= &

= READ

= RENAME

m SEC

= UPDATE

s UTIME

m WRITE

AR R G TR A S U RO e SR . N, ST DA ]
CA ControlMinder 247 51| 3£
m /etc/passwd

m /etc/group

m  /etc/hosts

m  /etc/shadow
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IR FR SO H 5 5 1)

ARG R

PRI ICAF

[A% H CA ControlMinder PRI E I (NAN A R Ss4% 5 & B2 P 3% T 15 )
BCRR D R v b prfy A AU Sk

2% T BT 1) 4 1 PR TS 2 SO R RN B, RIVE A IR 3eAT i s AR AU o

2 seosd J5 BRI BN, ERERAE B0 FE e SRR B O R 5

AT UNIX stat 72 RJ5, ERAANARE—NK, P ax vt
ARG % H o 534, X FRASBEECO, ZERIE RS S inode
FI¥ £ %5 B, CA ControlMinder i AJ LIAR-3 145 i) 13 26 5 1 1 sl 4k
B, RSP R AR B A inode TR . B EAE B O Tk

1] inode Fi 2% 115 &

i# ik CA ControlMinder Gl 8T it ST 3 DI

n U SCPEAEAET UNIX A, CA ControlMinder & 55X SCH-HUAT stat iy
Ly ARG A SCAEER s Ity A SCEFY) inode FTAE A5 ST 4% H

n URSCEANAEAE T UNIX 1, CA ControlMinder 5 [n] ST 288 i SC A
R AH, %5 HATE inode A5 B %4 H 5% ek
XS HM. IR, ARAELAHRRPRE —Mas, fae
756 23 309 IR 0 25K A 4% A1) inode A A5 B o Bl B 1% 30
B, AR ECLAN TR, JFIE AT seosd % SCAFIY) inode Rl 451
S, DUMHE seosd 7E LR BNz SO 4 H o

LEMER SCAERE,  CA ControlMinder K4 il5x seosd SCA-& iz A4 H
{H1% 45 H AW B LE CA ControlMinder Etili PR, A& 8 B At iz et .

B selang & SR SCIE, THRIALLT i
newres FILE filename
B, AN A /tmp/binary.bkup B30, FERIALL R 64

newres FILE /tmp/binary.bkup

VER: WURGE SOOI TR SR E VT 2R, T2 23 BE BRI U7 1) AL
B “IE7 o B, AT SCAR BT RENE U i3

IVESEZSAVNE 21 G4 7S /Al e N 1E s << E2 02 S DR R L b3 L it B E R )
FIIE M S 0 B RENS F Bl U5 1% 30 [N, fidm] ARHLIE
SR SCAE AT AN BT AT JEAt R 7 D7 1501
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B A SO H S5 i D )

R LA BAARBLARRIOSCIE, P I AR RS 4B,
BUAE N * CRRBAMENTH) W2 CHoRbR | Z5ME 4

183w NS SO e B AR A IS, DRIEAR S ftmp/x* R BAFITAS
/tmp/x1. /tmp/xxx L& /tmp/xdir/a ) SCAFULHL .

CA ControlMinder ARVFIETR E B ATE /*. /tmp/* Al [etc/*.

BEEUH! R SRS AR SRR L, B DAY bl 156 48
Hefl.

wltn, LU R4 /tmp HEPZFRUL a JFL3FLL b 45 B FTE SCE CF
05 24 /tmp/axyz/axyzb [ISCAE) 58 OS2 AR ST

newres FILE /tmp/a*b

FILE B4 FR A BB BCAF

Tt AE FILE BEJR A FRA A ISR, S8n] DLEI 5 22 AN SO R R SC A
0 AR I LA AR LT P (P AT A S8 52 590 5% S IRR U 1) BB )
Ry

A AR T

n  RMEEHE RS

2 RO ERE AN

WRY BRI AR 2 T sk A FRAHDLHAD, ) 14 = i e 477 DL i
Tk Tz s

CA ControlMinder /%32 DA NS0 FILE %8 U5 44 K-

m ¥

= /tmp/*

m Jetc/*

7~Bl: 7E FILE F Y5 F B R RF

FILE %35 /usr/Ipp/bin/* {347 Jusr/lpp/bin R IFTA SCAER T H 5 OV
FERED
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IR FR SO H 5 5 1)

B ) ST A8 1
FAEH selang FR IR 70 SCAERITE 1], 1A AR ) newres fi
A filtn, BEPT I FER T myuser Zﬁl‘ﬁ’ﬂ?ﬁﬁﬁﬁ’fﬁ)‘jiﬁlﬂi
4 /tmp/binary.bkup, %0 LML T 41 selang 7% :
newres FILE /tmp/binary.bkup owner(myuser) defaccess(N)
A PAT LA
1. ¥ /tmp/binary.bkup & X k- A
2. ¥4 myuser T BEE S ITH &, T myuser U )i SCAFRIAL
PR .
3. RS ERIA DT A BR B BN TG, B Ik AR SLAR R P 5 i) i s . 2L
SOV SLAb ] P iz e, a2 i e SO SCAE U ) L
BEPH ! R root BRI selang fiv4, SR )5 %€ X FILE id 3%,
HEAE S — R ST e e B IHLT A, W root ¥ B A X Le SR T AT
o VENITAE, root (ELL root S SR IMEAM A D Y HA X
5645 B HIIT5 ) AR
HER: LUK seos.ini LA IIFRIC use_unix_file_owner ¥ & A yes, IX
AR UNIX F 28 B A 1S e 7 i) )
RELLE3CA V7 1)

I, e B T AT FILE X IR 78, ZAl ] selang & X% i
I FILE D%, IEMEHERAITHEE “nobody”.

B, EE SO /tmp/binary.bkup & RS2 AR SO IEBR L BT A - Ui
WS, EEIALLT selang iy 4:

newres FILE /tmp/binary.bkup owner(nobody) defaccess(N)

1% newres iy 2 i AR BT 2 SOz a2 7 (B2 15 M root H P 2
ANBEVT % SCAE . BT H P U5 i) SO e, il 1S b 20 AR —
2 ANH Ui Az

PR VA U5 RS20/ 301, AT authorize iv4. i, 22

BT H P “userio” %I ftmp H3H UL Jo TT S T A SCAF 1) 53T U TRl AL
R, 1HHIANLL s

authorize FILE /tmp/Jo* uid(userJo) acc(Update)

HER: CA ControlMinder J ORH 78 L Ea 4 o LR SCAT
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B A SO H S5 i D )

BRE 6l P SR8 SCAHAR B

EE RNV FAUR

U R AEBAT o P SRR SO S 0 DT TR, MIERIAS 00 T~
TR AT LME ] stat DhEESRAG R T3CAHIAE L. Bilt, X SCff
/tmp/abe BAT BRI T AT LAAAT T 9184 -

1s -1 /tmp/abc

S 1A T BRI A SC R L A STAT intercept L
BB 1.

R K STAT intercept & & & HVEAIME B, WS (=#7/58) .

BERFE restricted 4 (RAFIVCHLICSEID) P BBV AR, AT
X% _default il F AT H selang showres 74 .

#iltn, BEAE _restricted 41H [ H 7 %) CA ControlMinder (i 5 2 AP SC
BT FIER A R ALRR , T4 H showres selang 72 W78 FILE J511
_default B

showres FILE _default

R A AR P EHAE R E CA ControlMinder iH ZE LN T & X (¥
i AR -

A5 PR 2 AV ) R 3 1R

BT LR T3 W) SOPH IR Y A 2 AR SR AT U ) o AR 547
ATV ) SO o R 42

VER: WS R SO T HR E AR T2 shell JAIAS,  shell JHIAS 2 250K
#1/bin/sh 1E N L —4T o BRIA shell IAKS #1/bin/sh AT1E A ER OB A%
REFEE, FTRAASHAT # 2 )51 shell 1A . /home/test/test.sh or # sh
/home/test/test.sh.

DL AR SE 7R, SV AT A I R AT 2% B LR 17 /bin/passwd #4846l 2 5
B fetc/passwdo 2BHIEAYE T /bin/passwd [P /etc/passwd SCAF[T)
FITAE V7 ) 2238

newres FILE /etc/passwd owner(nobody) defaccess(R)

authorize FILE /etc/passwd gid(users) access(U) via(pgm(/bin/passwd))
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IR FR SO H 5 5 1)

newres i1 2 & X CA ControlMinder [1]3C 4 Jetc/passwd, I LT H 7
S SR B - 7EF2T /bin/passwd NREAT UG R, 4%
B4 FOVEIT A F P U5 1) S0 — HUs A0 S LA 7 2 2R, T
RH P AR H /bin/passwd 27, WIS FH 1K 4 G Jetc/passwd LA
PIREIS AR Sl “F P 10 P o B b SOt A 7 ) S8

ZAED IR B AR AT 4 e ol P B AR 4t (DBMS) R SCAFIR Vs 1)« 38
W ENACVR T OO I Py Sl A O I 7 S A PR R e A S PR P )X
RN WEHELL N A4

authorize FILE /usr/dbms/xyz uid(*) via(pgm(/usr/dbms/bin/pgml)) access(U)
authorize FILE /usr/dbms/xyz uid(*) via(pgm(/usr/dbms/bin/pgm2)) access(U)

WA thJE T DBMS —gE IS0 B s IR pgm1 BURE T pgm2 AT 1A,
L IXESZ R A4 VI CA ControlMinder [T 797 1] DBMS Z 4 ()30
1 xyzo VERA S P EAERP R A5 E e L3 CA
ControlMinder [IFTA Ao B T ERIATS IR 38 F K e L E CA
ControlMinder [ P 24k, AR SAEME ESEOAUT AR AL, i
R, BT _undefined ZH H 1-7E CA ControlMinder (i 4 H oK s X
PP

A w] LU# FH Unicenter TNG H 77 ACL JEE, HE4# Unicenter TNG H 77k
A, AVFEFEL ET IR R S AL ViR . AR
Unicenter TNG H JJjff) ACL J&E: & KRR

i, PLFaAK4 4 “george” W IS INEI4 N “basecalendar” [
WL ISRV Rl p e

auth file filel uid(george) calendar(basecalendar) access(rw)

LL R4 M Unicenter TNG H iR % 4 “george” I

auth- file file2 uid(george) calendar(basecalendar)

i A e S5 Rl IR
T DU I 5 s 2U 05 il 41 2 (NACL) S48 e T B IR i) 28
B,

JHd CA ControlMinder i& 5 (selang), i LA v 244415 11 :

auth className resourceName [gid(group-name...)] \
[uid({user-name... |*})] [deniedaccess(accessvalue)]
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] _abspath 41 FH 14 AR H

A _abspath 4HfHIERFE RS

SPATH A% v (AT AR AR B A2 44 2 2 Al Rpopl 2 o “ =i H
K7 BB () HARAL . W LN L

w UK H KM PATH AR 5 1 T 2 4 i (1) H %
BRI T AR, BIRRS RS, IR AR
/tmp/ls.

s EUUERH P TA N, root &1F /tmp Hrb S R 1s v e . 5K
Fr I, root IFBEHIBATH I Is f4, T2l 52 &8 BEAREIT B
AL /tmp H X RIS TR 5,

B R I% % 4RI, CA ControlMinder #2441t 744k _abspath )1 ) 4H .
251 _abspath 2 BT K O3 A R B R P I P ARG 12 44

AN FAEAT HABLL h A I 4, T LURE s In 2 _abspath 2.
FIPHE N ORGSR IN A, AR IE AR DT R R I A T AR R % 444

57 UNIX 224 [E5

H 4R CA ControlMinder P EL A< H UNIX AL PR 5555 2%, (H A] LUK AS H UNIX

PR 545 1] CA ControlMinder AR [A 20 HEk & U, 7] DA P AP A B

—&, Aut, FPZBIL R

n [, —H[ED Exﬁz ‘B R ] 4 # T HT H 1) CA
ControlMinder #Z A4, 1B AN B2 HAAAE U5 1a] B0

= {E CA ControlMinder H1#Z 7 AL B AT L% 38 2] UNIX, {HFE UNIX H1#%7
T IR ERAN fEAR i3 3] CA ControlMinder.

n BT ASBIRARGH R, UNIX AR o1k 2 AT I L cA
ControlMinder B[ . EIfiff B4 Access Control %1)3 (ACL) ZhfER] UNIX
FEAS 03 S Wt CA ControlMinder ACL 1T &2 241k

T 5 CA ControlMinder [ H B ACL ] UNIX *F- & 4045 Sun Solaris.
HP-UX F Tru64.

TEBAT L ACL MBI, THAR AT LK AL SE I UNIX rwx AR5 CA
ControlMinder B FR7E f KRS L [R20 .
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A UNIX 224 )25

Bl [P

i) 25 H1 authorize T4 UNIX 135 55 seos.ini LI SyncUnixFilePerms

Fric 2 A a0 -
L ALET UNIX JETH, authorize iy 223K LE UNIX Fll CA ControlMinder

. i AL A n] AR LR AFAERR AL B T UNIXBURR .

CluT 5 g F UNIX B35, 1) selang Aiv 2% UNIX 22 ANEAEH o 45,
1E UNIX 14 B4 254 147 & , CA ControlMinder LRt Tk . BRI, selang
AT LA AR UNIX 2R [Pl — 775 S 7E authorize T4 f# FH UNIX i%
i, )

m  {F authorize iy &, WIILE seos.ini SCLFI [seos] ¥ H IEAfI % &
SyncUnixFilePerms #xic, UNIXIEIA S EAEH . Zbrid G LA i
A5 FH R AE :

- no- fREAFL ACL AR, X ZEBRINE.

- warn - f8EANAE ACL BUIR, {HFE CA ControlMinder 5 Al UNIX

PR SR e 5
- traditional - 5 7E {2 4l§ CA ControlMinder ACL 1% 4H 11t) rwx Al
I HASK st P AR A3 2 UNIXO
- acl - 5 MR CA ControlMinder ACL %% UNIX ACL.
- force - 15 E M CA ControlMinder defaccess AP %% UNIX 4 )5
i ) JE Pk
HATEEF A ) seosd 5 G FEFLUG, SyncUnixFilePerms Fric B 1)
FIT S A S 3K

PLUR 7™ Je 440 [var/temp/newdata I SCAEFRI44 4 fowler fRHT 7, 1B

B FILE 2R ) — il s AR R IZ S

1. KM seosd JG G T, LMEREW S’ seos.ini LI
# secons -s

2. VA Yl seos.ini SCAFIRLBR I F* S &5k, Ynfl seos.ini SCIF,
1 [seos] #4311 SyncUnixFilePerms {741~ iz :

SyncUnixFilePerms = acl

WI04E, acl 7~ UNIX TR HR#E CA ControlMinder ACL %% UNIX ACL.

HEOZFRIL R FFCE A acl, UNIX T AT 1 DI fE
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AL RS

3.

HP-UX PR

FHE ) seosd Ji G R

# seosd

WH selang, SRJG KM LT selang @4

authorize FILE /var/tmp/newdata uid(fowler) access(r w) unix

A 2% T fowler XFHTEHE SCIER) “Read” F1 “Write” 5 R ALPR,
FE I F5 2 UNIX EI0HZ T 4H S A s UNIX BLFR

PR 41l HP-UX ) ACL [t CA ControlMinder [ ACL )75 20

Sun Solaris PR

FE HP-UX 71, ACL 4% P AL 24 250 BC v AR » Bt d, XA
R P I BBy a5 e s, U7 R AR A2 N Tz .
St ANIE], CA ControlMinder & H el B 144l GiANEIAE) i
i AR

MV HE, CA ControlMinder A3 P2 Bl 5t 2 HoFp Y P B2l 1w e 5 i B by

“X7 o “any” SRR HP-UX /AL

HP-UX A SCREAEG B (LVM) 32 R B SO R 88 ) ACL.
It, FEASTEEE HP-UX TR AT BE N RVFAE “root” UM RS HkAT
ACL [f]0,

HP-UX i ACL B 16 4~45 H « CA ControlMinder [7]25 LU AT fE m 5%k

M7 AT A H, 5 16 /N 4% B AT REAS A& BL5E 4 I B REA™ CA
ControlMinder ACL.

7 Sun Solaris I, ZAHi UNIX ACL ANLE /tmp H sk szEi.

IR ST

Watchdog AJ AfR# setuid/setgid F2£)7 1 —BEHISCLE,  DAAETE & T4
HoAth S0 . seoswd 52 LT (Watchdog J5 65 R8P ) 43 3% 440 2 W5 A o) J3 .

seosd 7 B R &AL TG BPIRE LLAGR WA N, . (ISR 75 4E,
Watchdog J&i & R K HLHT H 3 seosd 5 2P )

M RSB S T AT RZAER P8O . (R BB, seoswd H5FH
IEPATIXEE ST )
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SR

seosd Ji G FEFFIRAERS, B HEWHAT seoswd Fi7LLE s IEALFE
HRE: AKX seoswd MTEANE R, WHSH (=F/51) -

seos.ini UL $4] watchdog HIHIFEFLE I AE A T Mrid. Eib
A IR LA [ BT SO
HER: A X seos.ini XU, ESW (=£751) .

] U WS AR e o) 38 SR AT XS setuid T setgid B2 7 BT AT IR AH
[ JG Bk, LG IR SO o AR s A ol o AZ R A o

Blan, W W N ECE: R AR H MBSO Jetc/inittab. EAE CA
ControlMinder W #1% SCAF HAE A ATATE SO AR B4R, nlffFHCLR

selang 1% :

newres SECFILE /etc/inittab

BAE, BIRTAR 2 IR AN SO Jete/inittab HIE .

A BRSO AR

P BB ST R

12T, CA ControlMinder il e ISR OR 37 P AR SR FR) A FE SCAF
w BRI — ORAECE SR H RSO R A AT
B TCTMMSR A AR o

w BRUHENY — ORI U, 5 s P ORon s R 6 A 3455 RO ARUE A0
R 55 AR UE S o

T AAE 2 2e 2 I I B BRI

PSS SO R PR B B SO H AR SR e SO Ao P S A R T
selang "HANA] WL HLIJGV2 MBS

CA ControlMinder {5 F P 38 SCA LU AR 3P 1 SO AT LA 15 I BURR :

m X} CA ControlMinder PN #EIERE R 52 4217 0]

O AR R ORI P AT A CTE EEN ) D5 )

0] A9w S FILE R 48 P 58 SCAEREIN) o don SR B 48 FILE ARIU), CA
ControlMinder 2Pk & 21 P SCA R
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PRSP E IR

CA ControlMinder {4 J1] N #B SCAFRRI GRS N 1 SCAT: o iR I8 5B IH T
FoE S BN E B GRS .

W SR E R N E L, BN IR E BOE . ANRERC &
XEESAEIIA B

A seos.ini PR EREMN BRUIHALE
il

B B R A [seosd] dbdir ACInstallDir/seosdb
seos.ini - AClnstallDir
privpgms.ini - AClInstallDir/etc
loginpgms.ini - ACinstallDir/etc
xdmpgms.init - ACinstallDir/etc
nfsdevs.init [seosd] nfs_devices AClInstallDir/etc
osver - AClInstallDir/etc
accommon.ini - ACSharedDir
seos.audit [logmgr] audit_log AClnstallDir/log
seos.audit.bak* [logmgr] audit_back AClnstallDir/log
seos.error [logmgr] error_log AClnstallDir/log
kbl.audit [kblaudit] audit_log AClInstallDir/log
kbl.audit.bak [kblaudit] audit_back AClnstallDir/log
kbl.error [kblaudit] error_log AClnstallDir/log

HE: AREERENHENGEL, SN (257510) .

v =z
38 H:

DRAP ST AL 91



SR

BRIA SR
CA ControlMinder 7t %2 ] ] 2 61 g3 BR A SCAR R R AR 7 sk SCA: o BN
SCAFRAE selang HHA] L HLBESE MR -
K FIH CA ControlMinder {4 FHER A SCAF I CReAP R EBUR ST A L J X o
SCAE R ) AR SRR (5 1) 25
FEIZR T, PMDBDir +& M A A 45 4 (PMDB) PTER H >k, 1
pmd_name &R RIS A0k BRI OL T, PMDBDIr i1
AClnstallDir/policies. PMDBDiIr 1A B AE seos.ini 3L pmd #4311
_pmd_directory_ bricHiE Lo
XA BRIAVT A PR SEFRIVT R
AClInstallDir/data/crypto/crypto.dat 7T sechkey
AClInstallDir/data/crypto/def _root.pem* I sechkey
AClInstallDir/data/crypto/sub.key I sechkey
AClInstallDir/data/crypto/sub.pem 7T sechkey
AClInstallDir/log/policyfetcher.log 15 HY +policyfetcher
ACinstallDir/ladb/*db.la* T EY sebuildla
/etc/passwd A A
/etc/shadow A A
PMDBDir/pmd_name/hsock BEEG. 5N, BT, B seagent. sepmdd
%#. Chown. Chmod.
Utime
PMDBDir/pmd_name/pmd.ini RHY seagent. sepmdd
PMDBDir/pmd_name/seos_* BEL. B, $T. ] seagent. sepmdd
%. Chown. Chmod.
Utime
PMDBDir/pmd_name/socket L HAL BUT. B seagent. sepmdd

@, Chown. Chmod-.
Utime

92 I T+ UNIX 5 s B B e e



{34 setuid Fi! setgid F2/%

P setuid 1 setgid 2%

VB IS 1D (setuid) B2 UNIX 3t i A P Sl iy —.
setuid PP AU BERE S B 33K setuid B2/ 7T H & 1 S 47 . W setuid F2/7
PIIT A EAR, IEAATMTH 2 B30 setuid F2 7K 5 A HE 2 H

o setuid F2/7 A B0, R BATE I P RABEREMEMAES . iR

setuid FEPANPAT L ERIESS . setuid FEET B G118 shell 727 7 7 Vi

) FR G AR ART 2R AR

CA ControlMinder f§ if PROGRAM FE KR4 setuid Al setgid F£/7. e
i, CA ControlMinder ZEER AT O N SCVHATA SUATRE 7> ZEE R 2 e X
AR )G, #AT LT 2 CA ControlMinder F4T 4, DRZE (1 setuid BX,
setgid FEFIIPAT IR, BRARZIET & XN ZHERET . B, 2 RiF /bin/ps
(IEFRRASFET) AFE A setgid B2 (Eg) 1217, WHMEHLLF selang iy

newres PROGRAM /bin/ps defaccess(EXEC)

CA ControlMinder 5 F2 /%7 /bin/ps FEM W ZFCREF . ARG ATV 6 HL
CRC. inode . K/h. w5, Fra#E. 4. BURN . b IRAE St ie] LA
M AT 254 (0T3R) AAAG (220 2 PROGRAM ZE il % o

Watchdog & HIR & #2711 CRC. K/ inode LA HABRE . X £t
{EIPEAT— LM, A4 Watchdog 2 H 33K seosd W2 FLRE T4
R MIBRIZFEF A SCVF D M XA S NB B sk 5 setuid
T T W A% R o V5V 2, 7] newres i 2 AL BR SR YR AT E P (4
FEAEEE A e SLWABEEFH 1) IZ4T /bin/ps i 4

A EZFLH setuid FEF T RESEHE T UNIX I ERAE 2 S0 i) B S b6 19 22 2T T
TH A FH A2 ATRE P U5 ) BRI, 2248 BE 51 mT DARR 6 2 s2 FERE e O
AR e AL A TR AAG 2D 1) setuid fHH « AL, AR H i B3
JA BN AT T BATRET s Ui ) R A2 R 8 P AR 1% setuid B2 711 B ff
M RdL. Bt LUT selang fis 2544 /bin/su IHATAR T R G TH
J (4 sysdept) :

newres PROGRAM /bin/su defaccess(NONE)
authorize PROGRAM /bin/su gid(sysdept) access (EXEC)

RIS (%) Foe AR Bt P po SR PRAT o il 2 e Vr e X3 CA
ControlMinder [T )7 AT su fin %, TFHIALL B T4

authorize PROGRAM /bin/su uid(*) access(EXEC)

I X setgid AT AT ST AT
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{49 setuid Fl setgid FiJ¢

10 LIAE ] nr #1 er fiv 21 PROGRAM 5173 i setuid 1 setgid f&/¥. )
DL FH 2RALL 75 ¥ 4F PROGRAM R Ry i —LE i B2 9 setuid Al setgid F2
J¥ o EFRHX LR T 8 SCFILE FUU,  CARERH 1B AR BRI = ATk
TR WERAERZICN (THRZ G, ERA BT F AT
) EARVFREFAT, WP blockrun JETEBE A no.

w WS blockrun JEYEEE N ves, ELRIFET EHZICH A ST IS
Fr, HAS SRS R A2 PACL R BE R VR AT SCF . 2B RE P 02
FLIN A& %05 H PACL.

UK blockrun JEYERE N no, WISHATIZRE . HE, ZEFL
15V M AH DG PACL 1T fig SRV BIAT A 95 5
ZFt blockrun JEMEIE R E K yes, i1 H LA T editres/newres iy %

er program /bin/p blockrun

B8 blockrun JEEIIE K no, 1EHLLT editres/newres 1y % :

er program /bin/p blockrun-

TEERINTE LT, X T-4E PROGRAM ZEHF M I #2/7, blockrun JE 435
PE N yes. YEE]LUME ] seos.ini X447 H SetBlockRun A 58 5% g 14
HIITEAE R, 152 seos.ini XA

¥R : CA ControlMinder 1§ [ PROGRAM 2%, A& FILE 25 KA%P" setuid
il setgid /7.

H3hE X setuid/setgid 2+

CA ControlMinder $24it T Hal & LT setuid F setgid F2/ 711 /7% i
SEHFEFY /oin/seuidpgm, ] LLAEE—41 52 AT H setuid F2/7 S AR 1)

AN
i

B, FEIRIEA S R G LA A R setuid Fl setgid FEFF,  FEF A
selang 25 A /tmp/pgm_script 314, AHIALLF selang iy

# seuidpgm -qln / -x /home > /tmp/pgm script
AT AAEIRAC 2 AT, AR 75 S gm B RS 2 seuidpgm A 11 4 H SCA

HER: X seuidpgm SEHFRFHITEANE R, WS (=F7E5) « BT
Bt anfar %) setuid Fl setgid LLAMIREFEEAEALERYT, TESH (=£7/50)
) SECFILE 2%,
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DRy R

05 )

RGF AT

T PR IR R A E S AU IR . i, AR e i — KA
securedSU MAEH LA su fp 2 hCAS, (£ RV OB )7 201,
R AT FRSOR A 35 K 50 E 1S40y

FEn R BT e B A AU R BCPR K2 A R UserX AN RCA AT B 2%
M —Mo5iE (FERCEZIN T, B2k USER.root & &
defaccess(none), ) :

authorize SURROGATE USER.root uid(UserX) via(pgm(securedSuU))

5if ZUHEBUIECRS /bin/login BRGNP AT . &, HE S — )
B B AR Y B RE S LU I B0 ok, ISR AZ T R 6 LA
SEd AT A QIR A AN 28 i PR A o

Fifd H selang 525 /bin/login AR, 1EMH LT 4

chres LOGINAPPL /bin/login defaccess(N) owner(root)

R E IR

CA ControlMinder & 1] LR $ setuid Al setgid 27 iAH [A] 7 v kR4
WIEEF . MUt, WKE PROGRAM ZEH [ blockrun J& 11 B A 18 IE £ 1
H .

HER: ARATREETIN MG R, WBH (25750)

A ARSI BN T B AR

Py S UNIXHRAE SRS I0ALPE, 0T LB AL B RIZAT 19
Wi I ATAEATE ARSI BT BV ARG T AL, 65 LU A
BORE, TSI NV, R S T L T APy B o T A
RIS g

& 1] LLZE CA ControlMinder HH 2R F RIS FH W AZ BB CR 3. an S48 05 FH N
A HR Y, ] CA ControlMinder 2458 N AN EN & P AZ BEEL [ R S8 1
H, 2 Ja AR 4 2 22 i o s (KMODULE 2R %) K &l K vy
A PR o T S SR N AZ AR BRI 5% CA ControlMinder 05 [ ACFR , )G
SRETVTRIBR A “hnd” 80 “ R .
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N RZ AR T 3 PRy

LEFTA IAE Linux 3245 1, KMODULE ¢ 3% FR) 44 Fk A 20 G it P9 A% A b S 4
TR QA ESEEERRAR) o XA BER 1) 2 FR -5 SO 1 2 R AR TR

1t Linux -, KMODULE it 3% ) 24 FRAN 75 ZEVL A P AR BRI 4 K, S5 4 mT
REAN[R) T SZBR IS 44 o A SRAE Linux BB S0 E44, AN 5P Linux {1
FHIRSER I 2 B, H KMODULE 18 5 AT5 8R4 2

LSRG AE N ZR YRR E R i SCPE R ARG A, IE 28 SR U7 ) BB
] CA ControlMinder ¥4 AT LL R HAh G 7 -

m  KMODULE i3 H 1] filepath J& PEA AR B A 2 405 SCAF A2

KRS filepath 13011 H A 5 KMODULE c 5% 44 FRUCHL R o

s AL S KMODULE JEPE (JE Linux RGO S Linux REEIH
554 G

& : CA ControlMinder 24 Linux R4 L1 N RZ AR B SO A 1l — e
—HBL, I RBLENEL B ERR A N ZAYE . CA
ControlMinder fERER VI RN &85 4 . LT H OHIANZ L, KN
CA ControlMinder 2 H I AN ZE S . A, &l LAd A
seretrust SEHFET H QIS4 o

%g%‘a@:
I N RS T AN AR ST AR G £ (p. 98)
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WRZA RN BRT T 3 iR 3

R AR

TS AT LAORA A RZ B R I BRI N3, XA Bl TR PP A R ¢

PR WA ARER
1. BRSO A WAZ LR .
2. {F CA ControlMinder 1 KMODULE it\3K .
PO AR, T X
n PRZBEER R
LEFRA IAE Linux 2451, KMODULE i 35 1 44 Bk 4 45 VT JE P A%
U485 QAN 58380848 o XS RN i 42 Fk 5 e
(K14 PR ATA . 7F Linux [, KMODULE it 3% [ 4 FRAN 5 B UL IC N 1%
BRI ZAFR, a8 v REAN R T 5L BRI SR 44
n OERMETAEE GRIA MBI H P
w (HJ3E) WRRBLHCCAR 4Rt SOk iR, Bt sk (i
HZANBHRRA)
HERE: FHP R4 Solaris R4 I, A LU L& TN R f E
_ALL_MODULES RARYFITH W AZ AR ) HI 3

3. 5 SUFTASUR 28k R SR 8RS fy FH 7 B4
. fFH selang fir&fRY A %R

R %1 selang i 2 ¥ WAZ AR H serial.o 52 X I ¥4 3| CA ControlMinder, Jf:
T AN - kadmin JRZHTT 2% A AZAR R RIACRR :

newres kmodule serial.o owner(kadmin) defaccess(none) \
filepath(/lib/modules/2.2.19/serial.o:/1lib/modules/2.2.20/serial.o)
authorize kmodule serial.o access(load, unload) xuid(kadmin)

JB FIAZE ] A AR ER AR 7

WA H T WAZALER LR, ) CA ControlMinder 5 45 £X 7E CA
ControlMinder 45 2= o xe ST PIAZBEER T 28 R 1 2

RIS R, CA ControlMinder Jid F W A AR Hu (R4,
B B FH PORZ AL LR, 15 3 H B2% H KMODULE 2, 451 i it 44

setoptions 7% o

o8 F: RYSCAFRIFEF 97



DR BRI SCAEANE Kl iy 2511

~l: fEH selang J5 F A AZBLER GRS
%1 selang i 4 Jii F A AZ AR He {47«

setoptions class+(kmodule)

. fEF selang ZEF U IZ BB {R

51 selang fir & A5 H] P AZAEHL LR

setoptions class- (KMODULE)

I ARSI B A S B R

W T W ARZAEHRY, I W] DUAE INZ8 P9 AZASCER IS I S AR A
. W BT UK AT, CA ControlMinder 46 75 22 N 28 11 N A% A
Pt A5 5 KMODULE i 3¢ 1) filepath JEPEVCAT CEFXHE Linux R48) , 1

775 KMODULE ik IS A VLS (X Linux R4

PR H SO AR Y, ARG E S seos.in [ seosd i 4rH, ¥
special_check #ricd % E N yes CERINIZE A no) &

WA LE RN B SO B AR A 2 R P AZ R R4 15, CA ControlMinder 4 4
o A SRR AT

Bl AL seini SEFITE PR A AR BUINE R FISCHF B ARk

BT N AR N4 e FH SO AR A 2, 18 m] LR seini F1 secons S FE
¥, W R R

seini -s seosd.special check yes
secons -rl

ORI BB ST AN Kill fiy 2281k

TR TF IR AT 55 RS (9 an 508 P22 e 45w By R 7 5 5 b ) e
SRS Bt o ANHE UNIX 24 KRG TR FH P 1D $UATHERE GRS
XRWAEAH UNIX R, root 1] LUGHATA EREPAT AT 2 4E . CA
ControlMinder FRA4 EFEHIE AT BT AT SO SR, - AT $2 =1 UNIX
HFELRY . CA ControlMinder BEFELRY 257 7HEFEFH J* ID. PROCESS 28
FR R Sk 20 5E X CA ControlMinder Y54 RN ERE
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PRP — BER SO Kill iy 220l

i, BT ASCI BFE 2% /bin/more NS 2% b, iEHATLL R LR
1. JA3) selang.
2. HIALLF selang T4 :

newres PROCESS /bin/more defaccess(N) owner(nobody)

212 ¥ [bin/more & SN BN AR SR P AR b RS DRI URER
Tv}\lﬁ i) A PR A 7 (N). owner(nobody) ¥ B A BV 2 5 S F0 ) i)
M BAREZ L /bin/more BEFE,

3. B selang.
4. WMRAEE 2 4 UL :
a. FIANLLFm4:

/bin/more /tmp/seosd.trace

b. ¥ /tmp/seosd.trace LI 25K, W1k /bin/more S7ETE H,
FB2 4% Ctrl+Z n 4 /bin/more HEFE

c. ZMEMEALL A&k HRErE:
Kill %1
T2 N 2R IW,  CA ControlMinder K o~ “BURBEIEZAL” 1 8.

TR RVFRE P 4L /bin/more BEREIIBIAL, I AN LLT selang fiy

2

authorize PROCESS /bin/more uid(username)

FER: AR LR AT OR 57 2R 48 P ) Al — B m] AT SO AN 28 L

CA ControlMinder {4 2L 1LA5 5 (SIGTERM) LUK 27 TGk B il
12411455 (SIGKILL AT SIGSTOP) . ‘B HAbfE 5 (4l SIGHUP &Y
SIGUSR1) %12 Iy 2 A& M i 42 M 3 28 1 15 5 TR BERE

58T IR CIERIRET 99






NI

9 F: ERIERML

B A5 LA 327

PG SRS (p. 101)

) — S S YRR (p. 103)
8 SO A 2 ity (AR (p. 104)
SR A S S PR (p. 107)

8 SIS ) H HE S (p. 108)
AR IE G 55 (p. 109)

BRI FH P 1 1 A 6 5% (p. 110)
VOIS (p. 110)

IS RHERE

CA ControlMinder $& it 6 S ORP .l ik 2 AR L N AR 7. A
TERMINAL 8, AJ LUA 5 IR L8 R UM BIR 28 2 i 5 A L

HE: AKX TERMINAL RITEAG R, B2 (2575H) -

A R 2 5 s N RS Y (4 Telnet. FTP 1 RLOGIN) F1 LOGINAPPL 2%,

SR AE AT LR RIS Y P a2 ] LB S o I S N A2 2RI VT R R, m] K
BFANE Y R 2 SURF e O o Bidn, wT RLsE A VriTf F P E s fep
B F TN SVF e EeE N H i telnet B S B RGUFIAS R VHTAA
FH @ T rlogin &5k 5 2880 . LOGINAPPL 2 (iAEANIC 55— AN
S8 6 SR N R 5 LU ) R

T%: LOGINAPPL

B, SRV R E R FTP AR, 1T L R LR
1. HELT selang fir 24 ftp BRI U7 il AL PR BE XK TG

cr LOGINAPPL FTP defaccess (NONE) owner (nobody)
2. fERIELE selang fip 4 Vil 44 H R frp b4 T 6%

auth LOGINAPPL FTP uid(anonymous) access(X)

99 F: RS RMmY 101



) 5 A
PR 44 4 Account (AL I - HBEAEH] Telnet:
1. fEFHLL R selang i 2 2% 1E44 F rlogin F1 rsh:
auth LOGINAPPL(RLOGIN RSH) gid(account) access(N)
2. LR selang #ir 4 fUVF44 4 account (K141 1] telnet:
auth LOGINAPPL TELNET gid(account) acc(X)
HER: b nfl 78 T RLOGIN FI RSH PR, H &t N 1% 40 55 Hofth & s i
¥
TEVSART IS I A B (1) 6 S AR e, 9200 I3 I¥) LOGINAPPL 1 5%
BRI T HN IR L NFR A M 4 7251 setgid BY, setgroups FHF . %741
DL setuid S5 A, G TR F 0 B0 BE Ok SEBR G S
S N R & H AR ARG, CA ControlMinder i F X 4% 22 501 F ok
WG Bl o IXEE T P 51 A AR B S N R P I il . 8 mT BAId it
% CA ControlMinder JRE: SO/ R & FH IXLL 751,
HER: A X LOGINAPPL KRB E IR AIMIVELNE B, EZ (selang =%
IERT) -
& F SFTP &3

SHH P g SETP &% B s i), SFTP N A28 FH SSH RIS IF 1% /.
21 CA ControlMinder £485K B SFTP W FHF2 7 1 8 S 238 ), BRIAE LT,

238 RN SSH & 5% 148 F] SSH LOGINAPPL 0 3[R o i/p Bl 44 %
KR

P & CA ControlMinder 51@%7‘3'] SFTP & 3 Al SSH & 3% 34y SFTP A1 SSH
EoR I E A BIHUN], 205 H SFTP B sk iigk

102 1
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JE FH SFTP BRIk
1. fEdm g EFT T A 4R i H
2. HIALLF selang T4 :

er LOGINAPPL SSH loginflags(EXECLOGIN)

ZAn 2 FiE SSH & S il A # JE HERE AT I 55—~ EXEC #8845

3. HIALLF selang iy :

er LOGINAPPL SFTP loginpath(path) defaccess(a)

loginpath(path)

JRE SFTP B b I RE P I 8 A

%A A AN 4 N "SFTP" [#) LOGINAPPL it55%, € X T SFTP %N FF
F?EI’JE%«::, JE¥e W R B AL I BRI A AE, B P #mr LA
SFTP %5 3% 2] 3ify 511

= fE A SFTP BFAIR

VNPV n /usr/Iibexec/openssh/sftp -server [{] SFTP &5 NV HFE ¥ )5
H SFTP sk igk. 25— selang v %1845 € T CA ControlMinder & PAM
R T SSH X%

er LOGINAPPL SSH loginflags(EXECLOGIN, PAMLOGIN)
er LOGINAPPL SFTP loginpath(/usr/libexec/openssh/sftp-server) defaccess(a)

HER: 11K LOGINAPPL RN THEA(E R, TS (selang ZH7515) -

EH—RERN AR

CA ControlMinder it 1] DAl AT R4 38 H & sk v R T IR R E 1K ﬁfU\
FH I8 A S LR 5 5 — MW VCRC R 8 s N R P A B g M8 %
FHRLRS, &8 LOGINAPPL 2%,

& X — SR AR

;cﬂ?selangﬂ?ﬁi W SN R, AT R 5 T G S SR i — 1
fird, HAMEH LOGINPATH Z% (lZi%iﬁU”@%—/\—ﬂﬁ%h:, K
LKAk, A A=A EANFRF: [V ] * ) o il 2 L—
N telnet N HFRST, WEMEH T4

er LOGINAPPL GENERIC TELNET loginpath(/usr/sbin/in.tel*)

%9 PHPERm4A 103



7 SCH AP 23 (R AL BR

— G R HIEER

L SRASFH G SR PR, B R S 2 DL s SR e R A A
LOGINAPPL X%, %45 HAT N loginpath J&PETE & I AR 3R B S AL,
D) 17 FH 322 56 5 RO D)

{HZ, XT38 0 LOGINAPPL X[%:, CA ControlMinder Fh4T T AI#AFE

1. seosd Y HEIR I G N AL P H 2 A HERIVLEC  (LOGINAPPL X}
GIUCHL G SR ) o IR FREN, N Z S R

2. WERORARE], WA UL RS — BSR4k B4 R LOGINAPPL X 52 .
3. WERAZAVLEC, T AT AT B 2 s DL C (6 B KR o

5 SCH P A5 FH 8 s BRI R

B LE AR B VT 1R R G A ROE L — R A CEE D DR
TR AT DU P G AR b AT 8 s R LB s (o X S mlidz il 5 .

R4 A AR R g5 drh, 2w AN P2 8 HJF R UNIX (1] teletype 15
Ml 6 K2 Hok sirh, Wil pseudo 2k 45 2% (PTS) BE X 7 1145 H 4843
B “pseudo K" , KT ZARGM 5, %L AR SR A BT
5. CA ControlMinder {#9" FeAl 190 0 & i IR % . 24 CA ControlMinder LA
A =R k2 g X ], CA ControlMinder 78 Sk [ B b AT 28
Ry

n Y XDM B S M X i s, CA ControlMinder B ik
/etc/hosts. NIS B DNS #4545 F M4 1) X i ¥ 1P ik AR T8
SK R 200 . 40 S LA T 4 I Wl 5 1 S =0 A 1P Hikik, cA
ControlMinder i& 1] LU ] 1P Huhlk b AT R 9 o

o M PONAIRTERE, TTY SRR

n Y P GBI Telnets RLOGINS RSH 25 ) MM 28 8 551, 35 /etc/hosts
NIS 2 DNS #:45: k EHLA i 3K 1P kb4l 24/ 205 44 .

53 7 TERMINAL 2Pt SRR it LB K% 16 58 10 7 i B104 8 D 4
FHPRIZL, B i WL SO TR Gk, L
503 5 7 TERMINAL 5 52 119 [ TR ) B SK B 70 M2 1 Lk i
55310 LRI, 0 T L7 TERMINAL 24 S FELE RO 4 5 S 5
X CENLA P skl TORE ) E AL

FERZHUEOLT, IR GAAT s BRI ™ (U g 7 8R4
B WL 2 B & im G k. A LU T SR ARG
R R TOVE AT B SR B AR S AT B s AT 20—
(VAR R VS R VA RINE P RS T E 7R TR S (2
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5 SCHL A PH 23 R ABLBR

ML R8I, BANRERE ] P B S AR LRI G R . H AT E
ARAE 52 ENER IR & iy, BUEAES P4 AT RUATR BRI
HR 55 AR AR HAR Y R AT SEVRHT T A5 — AL R RE AU e
VRZH P W8 TAR SR, I8 SRV A AR s BB AT o HoAl
Ui oke N THCREST V2 B RR RS, 2o it X, JFR A
VRN TIO T  ABATTEB ] A0 2 o 2 BEA T 8 A

HHABTEIA, AELumiZh, 527 o s SRR, H
Ry AL BRI . R b 2 e 28 S U7 1) PP e 2 BRI T - A
T DR BAT AT ELLL root D47 AN 22 4 (KT RE 8 7 X 5K o

e X &, CA ControlMinder J 23K 18 W xUHR E i e LW A4 -
KIERA, G root VE N 2 A DL o KT (BROAIRED
MR H o] G5z 2. (e RZHIGENT, HAGRERXFE. TPk
1BI0 R RGeS A /N S BURTF R EH%, CA ControlMinder 2 B R IETE
& X A e A .

B M v tty34, iEMH UL M4

newres TERMINAL tty34 defaccess(none) owner(userA)

12 A ) A tty34 BUEIC SR, B HERIAVT RIAUR BB TS, 4 userA
& ST . TEER, K A B0 RV K 2 T TR userA T I £
Ui tty34 HEN R GE

BERT 1A 2 tty34 Sk, TETRE “nobody” 1EA T A
newres TERMINAL tty34 defaccess(none) owner(nobody)

PR VE P A s e B ok, RN LA R i A

authorize TERMINAL tty34 uid(USR1)

A U USRL M 283 tty34 Bk

W] DL T AT Zom A o Bian, LLUF a4 e vr4l DEPTL 1 A
FH # 3 tty34:

authorize TERMINAL tty34 gid(DEPT1)
HE WM K (B Emal) , WA LLT dr

newres GTERMINAL TERM.DEPT1 owner (ADM1)




7 SCH AP 23 (R AL BR

R R DA 2N I B 2 41 TERM.DEPTL, i ALL R4
chres GTERMINAL TERM.DEPT1 mem(tty34, tty35)

TR USRL A I A, T AL R i

authorize GTERMINAL TERM.DEPT1 uid(USR1)

XA LA USR1 $52 T4 H tty34 Al tty35 [RIALRR .

PRl Root F P ) #% 3

TR A )8 E TERMINAL ZRERIAKIN . FEA)UR SR B, BR
WHEIIBEE h SEVFARE ST G 7 TERMINAL F5 50, XA gL
JE R B R

FREULME UL Kt S LA K, B SRS P e MEMT
Bk, (LAY root HAEM PN TIUE SCIK 280 6% o

4G, ER TERMINAL K ERIAME & READ 1] LMEATA HH 7 (BLfE
root) MZEETE 7 A R € TERMINAL 0% (R AR ] & 5 B 5% . S ANAy &
FBLH P RENS MATAT 205 5k o EAh, BB K TERMINAL ZE BRI
T E ) NONE 23 il 458 e SCEH e b RS 28ty X ] BEFEANSLEFR)

N T ARPLZIAEL,  CA ControlMinder 2 HF TERMINAL 251 _default id s H
Access Control I M) Yo LA N a2 Tos Wl 16 3% 5520 1 TAE ¥ root PR
il 21 A 2 iy <

newres TERMINAL terml defaccess(N) owner(root)
newres TERMINAL term2 defaccess(N) owner(root)
newres TERMINAL default defaccess(R)

authorize TERMINAL default uid(root) access(N)

HIPIAN T 2K term1 FT term2 32 XA root 11 (1 %0,  LAMEEZLH -~ 0]
DL SIX PN i . newres TERMINAL _default Fl chres iy 2 BRIV 7]
PR B E A, DUEARART A AT LAV i) £ 14 b oA e ST AT 2 iy
authorize i & W \AE A4 F 0] R e 2w IE U5 T BLRR

HER: UACCNRAFAE; mI LM R e Fi e BB U AR . i,
I _default xR A BEUR AR AU IR ACRR 22 ) A3 22
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SR ISUAE T R 51

W TERMINAL ZE (P ER A U7 i) AR A s B, U 48 112z B At FH [ 3 2% i
AH AL A TAE R EHLI A FR . Witk v P Al X e &, 473
Pl P JiE H bR P RS, R R BT X L P B AT B S
FUID. i, B LU G

n OV U E T #5445

n A& T T g

w  ANEHS U TR 1D Bk root AR .

w7 U RVSRBGE YA P i .

RRVFITA L [R5

P U HFE AT 2 telnet [F34A. $82 H /7 1D root FIHEAI%50E, RIw] Bk
TZA v . IRAE, B SR C L T A5, &k
KA FRVFBHH 5 5. F 7 vl DR A HE = HLE T AR R EHL 28R,
T CAARARL 5 X3 5 fm) KR

FERR X = AN, IE A UR 2 X

newres TERMINAL loopback defaccess(N) owner(nobody)
newres TERMINAL localhost defaccess(N) owner(nobody)
chres TERMINAL hostname defacc(N) owner(nobody)

B7 LE SRR 2 AR AE K 5 — RO PR IR A A EHLE Telnet, FTP
¥ TCP 13K

3N IEIE K TERMINAL ZH BRI U7 M) BURR ¥ & 4 NONE, R JAT8E
TERMINAL F1 GTERMINAL FE0 .

G Ry R itk end iy

CA ControlMinder A& 4 /bin/login AJ$WATFER - BIfifi 24 CA ControlMinder
IEFIBATH), e iYE fetc/passwd. Shadow 2505 SCAF Y, NIS 58 Aith It B 4%
SRS A, {H )& CA ControlMinder IS $AT HABAS &, W FA5 ik,

%o PiHERmS 107



58 SCIN T F 3916 s )

EXRRE

5 I T A H

AR I Sy BAIERT BUS , CA ControlMinder 3 A #EUZEREIFAG A N
SIJLK:

A ORI

T S 2R, )R AR AR L85 ) 2 2B B B R S S B UR
o FEVI IR T, A DO TR B P IR Y . v PR &
SRR ER P8 FH P 235 L SR i o, 180T LU setoptions fiv4 LL4s )
77 A5 %N, WnT LA chgrp i & A B E SR AL R 8 % 5K 0

HER: fiK setoptions i 2 HIVELIE B, 1HSW (2#755) .

10T LAd H segrace SRR H 7 (M) 4% ve BB s 8. P IR
TN AR 4 R R, B P R s S H AT ] LR A
FH I 2 5t

HER: K segrace A MTEMELE, WS (=FH751) .
RN CHRBUN A 6 oK ?

URAE, WG SA%HAREL T — M WERAE, W ASREE % .
w  CYETH AR HAT AR R AT SRV s EIRTIUE LIRS 2

IR SOVE, WS SRALH GRS T — M AU, AR,
I AR R AGE S Sl TUE SR ?

WL, WHRZE YT . CBRIME N 90 K f1] setoptions fir- 7] LA
OB )

SR

R AN BN (RN 5 7 2 52 Bl o SRR A S Bl (1 B R
), PUOMAR D oA AR ML A R o SRR T 219 1 8 AL R R 5
A DL AR B AR AL T 52 RLE 0 2 . W LA H (DOW) M1LAE
i) (TOD) i) R 2 5 A AR B A1 70 22 5 AR T IT ORGSR A& 1 1A
IS TR AN AT Bt 21k o 12416 mT LA™ R BRI APk it

BRI P AT DLE Sk i H RN s 1) 75 B8 RN P . B e X
DOW A1 TOD & Biil, 15 HLL a4

chusr USR1 restrictions(days(Mon,Tue,Wed)time(800:1700))

%A H RV USRL FE 2 3 — LI R =1 8:00 11 17:00 2 |f)
ok . USRL ANRELESR € H W45 @ 1A LLANRI ISR 8 5%, AN BEAEFR &
H I LA H 38 5%

108 i T UNIX (7] 5 )
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days ZHL 52 ANYDAY {H (FeVrfE— T A L RE3) F1 WEEKDAYS
CRYFMEI 2RI TS5 . time 330048552 ANYTIME {8 (AR7E
— R ATAT I RS D

ER: BATLLKE DOW A1 TOD PR I 2 A 178 e IR #7258 4
N 25 AN 28 s 4L AR AT BR 0l IS, s JUHAT

BRI RER

RZHHT UNIX ARGV A% (B, WERSLVFHI A A
Zom ok, WAAAERFERIGRE: 290 Gk, HA P nT ae e W
fib it 5 DA A ] S AT 6

Bokh, BRI LLE L CA ControlMinder 22 H] H CUF & B SALPR,, LA
Hofth NASRE UE I B0 I\ — 2o s o AR, 8] LT A FH s
LR G . ] secons Ay & F R AT RS HL:

# secons -d- (disables concurrent login)
# secons -d+ (enables concurrent login)

AEAT I AT LU Y -d 2300, (AT HABETSU REF 1 HAT ADMIN B4
OPERATOR J& ML ™) o AHAEHIIF A S 1 7 ] AAE AT AR A
iz %o BT 2GRS ST T i PR A 1, (HREANE
A 285 6 57

HER: WA secons -d- iy & K BHIEF K& 5%, DAL RS 2 Ay
i secons -d+ LAREG BB E (E RGL 2 Ao IR S IC KR I R 8 i 24
TR 5%, ) CA ControlMinder foVFA & sk (i SRy A5 AT AHIA 7 1D
(PEEFEIEAEIZAT) &

%9 PHERM4A 109



BB A

SR &I P IR

CA ControlMinder 1] UL T #1| R 5 v2:428 8l I A5 5 A
B REH

AERCH PP b BBl AT B9 R > TSR ) R e e 3o mTT A
A P 4 JRy U 2O B SCA 2 B AN P B B A

iVl vl
HP bz il e vE B A I A8 S O SR, AR Sk

R LABEL AR A AT 4 Bk PR B 22 5 S U IR T, AT 3 T AT
Co

R RGN 5 Ak 2o LIs TS8R, — A
S L 2 A AR — S IR RS S IR 2 BRI - ) UL
PSR ) 2 A, AN A REAS 283 (14 8 S IR

BRFI &R RER

FIALLT selang fiv4>:

setoptions maxlogins(NumLogins)

PR A IR R

NP RS

HiNLLF selang iy %

chusr username maxlogins(NumLogins)

S FH B ) A8 3 R 2 7 5 R 48 3 [ TR B o Z2BJ 11 CA
ControlMinder 5T E FH P 1)1 6 s BRI, 1ERAZ A P I TR0
SKREIRE N E . R, WHRRE R RS E N —, WAGAE
H selang. )

CA ControlMinder A28 58 SGHEFE 1D BT 2300k B s it o

i, FEITAH setuid RG] k220 L /7 ID. SURROGATE %’é?“ﬁ%J
XL, M CA ControlMinder fI/E T 5, AR IXSE Gk B o g
i, WATFEHESH ) G0

CA ControlMinder (AR B IR UG Sy, BV P Bl 28 s 11 &
£ . Wil setuid RS AL 1d CA ControlMinder ¥ /0 77 & 443 1 56 14

110 & H T UNIX (R s s F e /g



PO SR

CA ControlMinder E U S Bk, A0 % AR R 8 i k. el
FH R R0 R 50 5 S5 Ak

AT S R 5 SO BR /7. LOGINAPPL 29 [ T #2 )7
HB &G R FET

n PP HAT H LOGINAPPL g SN 1) — R A R Ge il A
i 1) selang B CA ControlMinder i 5 57 ¥ JF UG5 PR 1R ),

ControlMinder $UATEFLE Sk Fifh o AR FLSEME % 1M/ CA
ControlMinder $HAT 5 & s for e LI A — L8 N 30 4G A .

TR AXREAEE, iES0 (selang Z2#7557) F LOGINAPPL Z5[1
SEQUENCE J& k.

EHASTEABN, BEEEHENUTENR AP 4. JAA 48T
G TR I w0 5NV BRI, A GE B Z T SRV 0] A PR
LT

Blhn, GnHE ] ML Minerva JF HASEAE ML Artemis B CA
ControlMinder, I 722350 & T 71| AN 554

%N Minerva (EUAHICISEA R E ) 1 TERMINAL X %47 T Artemis
s el s

n BEIEIZN G ACL B, IF HAEIHA WRITE ALBE .

FERATAEAT HAL ] AR i, SR B IR F . VER, AT 2L
I 26 ) B

HFoF: WHIExMAY 111






B10E: £I° TCP/IP iR

X AU 1 S IR 55 4% ORGP TCP/IP IR S5 2 AR L HE L (1, X 48
JR 55 2% RN ) 32T AR PR i —Le e g%, ZEANRE I EHURII AR
H LR L.

AR 735 LAR 2

B TCP/IP IR %S (p. 113)
i [ TCP 2% (p. 115)

FR | TCP/IP fik 5

FETFIMZE R, ATAR] AR b #R ] AR SR 2% b AT AL AR % . AT A
{EH TCP/IP PSRV 2 Ik 55 . Hoh—28Jk55 (412 rloginy rep. rsh.
ftp. telnet fl rexec 25) XPTHFET UNIX FHRE R Gk & . I
Al IR 55 Eb PSRN 58 = 7 B AR A

CA ControlMinder 7E AL FF2#E TCP/IP (132523 B, 4 58 N 1% LA IE
77 kB 2 7 2 2 R » CA ControlMinder ARFRER BEAE 52 I =ML
JR 45 10077 el B DU i o e o o 488 ] DAAE Bicdie e v QU5 TCP/IP iy imD D), B
fia e AVFECK B R e TE EAL RS (B SRt e e 5 sk DL Aoz
T2 shell) [RITHEALFRI N 2

PL R 78 o i s ORI & TCP/IP U7 [l FR 0, DA A b B 1 AN 32 ¥k
WK o G RAEEEAT I ) IT A —AN 58 B B3R A, i) e 75 AT
WA FEER PR A 2 XA TAE S AR A RS . WX, WE ik
B UACC K[ HOST id%, Wl FFiR:

chres UACC HOST defaccess(READ)

HA AR AN TCP/IP H 857 el FUU ) TAE sl #2504 22k HOST 28 R il
S o X T H A AN TAESS, HAEId sl Rvrrg. B,
AN A A E ST ARG wss [3058%,  JE28 1 FE ek 3 A S HLIKAT
i} TCP/IP %5

newres HOST ws5
authorize HOST ws5 service(*) access(NONE)

10 % {RY7 TCP/IP %S 113



PRt TCP/IP R4S

T A ARV wss X AT EHLHAT telnet:

authorize HOST ws5 service(telnet)

XEERLE VA telnet Vs MIASHETHHL,  IXRRA I REH] 7 s 20
SR E T AR A REMERIA LR Gt A T AR u il LR ek B A
WA SEHLIPTAT TCP/IP e ds, R n] LAIFEAR S5 R R LA o i,
DA SRVF wss I K B AU LA AE S TCP/IP R 55

authorize HOST ws5 service(*)

AT DMAE R LR vk e e R gs, Herb Servk A 27 e i 1S R R
KRR T o BT MRS ERA i 11 5, T S 115 4 B 1) S Jete/services
RS . AT LR R A0 07 2UdR e kS

m  EICAT Jete/services HE U A TR

w S

w5 AV

w i Jetce/rpe RGECAE ALY RPC i

filtn, NAarA SLVF wsb Bl 5 7E 7045 1 7050 (8] [ 4EAT TCP/IP
K45 -

authorize HOST ws5 service(7045-7050)

EVFZIEOUT, 8 LENLA I — ok & AR AR5 3 ok & 6 TSR HL R
B, X7 E L. CA ControlMinder $i24it GHOST 28, Hirh4g
A GHOST sk A8 L — AN FHLAL . B L—> GHOST sk I 7] FL Al 72 471
LRI ENL, HEALL N4

newres GHOST ghl mem(ws2, ws3, ws5)
authorize GHOST ghl service(ftp)

newres 12 € X A5 52 ws2. ws3 Fl wss [ FHL4] ghl. authorize fiy
L SVFEIB = A TARS R ftp UL S k55

114 & T UNIX (7] 55
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i F TCP 2%

fFH TCP 2K

EHENA S B TAEME RS, (Ho THAEE R RGP, CA
ControlMinder 1 374 72 W 2505 ) KU o #F HOSTNET 5+ 58 L &5 . 45l
wi, HE R

newres HOSTNET hnl mask(255.555.0.0) match(192.168.0.0)
authorize HOSTNET hnl service(*) access(NONE)
authorize HOSTNET hnl service(ftp)

m FESATH, newres i E X AN hnl 4%, T8I He A AT RCAH,
AR P M PRI R 25Tl 192.168 [IAEA T LA LA Ak K
H hnl M%% .

B ATHUE AT RIS ROVF hnd ES oh (AT TAESE AT ftp, {HAS
SOVFPAT EHLH AT AT HAD R 55 .

CA ControlMinder $2 {1 5 — Pl SCTCP/IP 7 i) ) F) J7 V2 0 44 FR-HE 2,
Yi ] M) . CA ControlMinder SZ 54 HOSTNP 28 (BN ) H4d F il
BC A 5 Sl A 3%

YER : i 2% CA ControlMinder Ui #4417 % H: UL 5 B, 152 (selang
ZHEIE)

B, Nya P ARV LR “lin” TG IFLLFTF “.org.com” 4
WRATAT LR A DL BT TCP/IP IR 45 -

newres HOSTNP lin*.org.com
authorize HOSTNP lin*.org.com service(*).

YER: NS A B LA Z0Z A TAE NIS A v S 7 1) 1E 3 A Bk AN 2
MAREEW . BRI ER LSS T TCP/IP R AR .

JiAh, BT AT H] TCP % IR S5 AN 2 4% MU TR A

ERE: ARTCP RKIIEAGER, WS (2F7571) .

I TCP IR AL AFIE H IS5

Blan, FAar B frp IS5 HIICRITHS READ CREBRAT R4S W] LUMEHID

PE ARG R BURZEAY, (HRH 1B A4 FRpiest PUBLICH DLAE ) AL
M55 o

newres TCP ftp defaccess(READ)
authorize- TCP ftp hostnp(PUBLIC*) access(N)

10 T R TCP/IP MRS 115



i F] TCP 2%

] LR e H VR e 7 sl B e i ds . Billon, B2 v
FE ftp U510 444 hermes 4L, 1E'§?art/\7ﬁ%jj acctng 41 B 5 AT
LLE I telnet U7 1] hermes, iEfIALL N4

newres HOST hermes

newres TCP ftp owner(nobody) defaccess(read)

newres TCP telnet owner(nobody) defaccess(read)

authorize TCP ftp uid(*) host(hermes) access(write)
authorize TCP telnet gid(acctng) host(hermes) access(write)

VR : defaccess(read) 2244 k45 . defaccess(write) 25 A% ARG o

WL HOST b TG sl CRI e AEDT Rl 448, W) Tep 28632
ﬁﬂﬁi?%mhMOQﬂuﬁ% ?%WWMNM%H%T%Wﬁ&ﬁ
HOST 2, #RJ5 i 1 iy 2 setoptions class+ TCP (U145 3 Kk TCP 2K,
WG G HOST 28, ¥ H 201 0% GHOST. HOSTNET LA & HOSTNP.

M H., % TCP RALTiEsARES, Ml setoptions T4 class- CONNECT
K45 11 CONNECT 2%,

PAT PR BER KB TR

FRNEOL T, TCP RIFALEFm s IR A . AR I, TCP JE. CONNECT €
o HOST K2 i, Al ORIA T T Hdls sk .
HYE Solaris I JI1%& CA ControlMinder $dli itttk i 5e il N %:
1. {5% 1l CA ControlMinder. i N\ FIHI)fir 4
secons -s
2. N N4
SE0S load -s
3. )3l CA ControlMinder. #i A N4
seload
ER: WS ZARAE AR I BRI S TCP 2, IUPKE i BLLL T 5
R

R ARINEEERRE, ARG className K.
I SE0S load -s MEE.

116 1

T T UNIX PR s

SEESLiEiT]



1 TCP 28

e AL S 2

P HEREFORR %
LA INET fE

e
EE

\

mE 3

; ST
g7

e B A
i#R

ACL
* GHOST i
ST D2

EHE
GHOST it
LT

o

LS 0
R
ke S8
W

ACL F4
% HOSTNET
JEE RS T

HErad
IP&MASK=MATCH £
HOSTNET g3 ?

ittt B
ER

%= ACL B4
#f HOSTNP
EEESTH?

FH4E5 HOSTNP
LIRS ?

HAERS RS D
LES

TCP AT
defaccess it
VARG 7

{4 TCP/IP 2% 117

510 #.




] TCP 25

FRARS
103% ACL

ERGE
HOST ig3%?
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i TCP 2%

P R L -

1 dphtFn
RS R INET B

REHFE
AR TCp
BR?

fEMARS
IBR ACL

{EM _default
B3R CACL

Y

RELE Se0S
PEXT
mA?

SRRAA M
CACL fEE B

B

BARFRERE
RIRE CACLH?

SR ERER
cAcLfEfE B

SBRAA B
CACLERIE B

LELES |
B
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i F] TCP 2%

BEEE
CACLHR
HOST 3
THRE?

REHFE
HOST i2:®?

BE AT
fEARE?

ERE
cacL R
GHOST 57
ThRE?

FHNEER
GHOST iR®
HIHLR?

[i:E:30 3

2ERF
ERRE?

REH IPAMASK=MATCH
#) HOSTNET 2 & 7

/i

LSS ES
wiE®

BERE
CACL 3
HOSTNP 53
ThRE?

ENBERESRE
HOSTNP ig FARILAE ?

Fssiask M
B
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Z

gl g il

B0 E DA 328

TR M AR T AL 2 (p. 121)

PR R AR AHCYE (p. 123)

A5 T B PR 11 75 1 (p. 125)
ST R ) ) S T BT (p. 125)
NIPLE RS [T (p. 149)

SRS AR 308 PR

SRR B K TS Bl T ANBILSE « CA ControlMinder S {1 SR 5 7
W55, LR Alt, fn] DU A el 1228 BE 2 A Ml A
A8 FH WA I 55 1 AT 1, (EL R AR M ] A R 2R o i L PR B

TGS (PMD) Hi 55 15 FH S M A 2 ke 1 (PMIDB). 5 3H:Ath CA
ControlMinder Zi#i % —#£, PMDB G, & HI . 4H. AR IR Y5 A0 #1
PRV ) R . BEAl, PMDB I & A i SR FE A R . BT T
A T-E S ML E ) CA ControlMinder Bt g, BUEAT T[] —BAS
R EHL B 55— PMDB. BEHTT P I PMDB 211 7 1 50T,

FEAE BEEAT SADUBC IR BR AR o) KLU (1 22 A Bedfe 425 18T, PMDB 2 —>
FEHA K TR,

HER: A PMDB (sepmd SEHFRT) MG R, SR (2£/55) -
HIXAFH selang A2 PMDB {5, 12 (selang Z=47557) -

REE: E) PMDB A1 &

P PMDB #A T AL H T (BHIFENEA A ILHS o %H
KRR seos.ini XAFH [pmd] #43() _pmd_directory_ bric$i i
_pmd_directory_ [JERIA{E 4 ACInstallDir/policies, T, ACInstallDir +& CA
ControlMinder [11%3% Hx CERIATE DL A /opt/CA/AccessControl/)

B4~ PMDB # T FH AL H K — AT Hk o T HRI AR SIS
MAFR. F Hrh I SO 5 e ORI B 75 0 I B, 04
pmd.ini (A4

11 TE, ETESERR LA 121



SR AR IR K 1

E A H PMDB

& FE PMDB

CA ControlMinder S (47 T+ FLA L PMDB 1 SEHI R 2
sepmd

Lmr L] PMDB A8 B S IR PP ok 4R AT BL R AR 55

n EEHT

w O SR SO

n DR

w BSOS H RS

w AT AR BAESS
sepmdadm

Q% PMDB, JFRCEEATRAT BB R R A (1 Z
ER: ARFSER SR RRATHE, WS (2F5751) .

CA ControlMinder I $Efit— R A 1 #E pmd A5G i FH 1) selang i 2>

XLy 4, nLLZ RS B PMDB:
backuppmd
%1} PMDB.
createpmd
1% PMDB.
deletepmd
JE%: PMDB.
findpmd
BTSN BT PMDB K144 5K
listpmd
FIHELR ¢ T PMDB [R5 B
T RIRIRGS
= PMDB fifiid L HoR A
w SEHSCAEA A SR
w BIRHERAE

=
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PRAR SRR R E

pmd
T LA PMDB 7 #l iy & K AT LU R A5
n  MWANETHIAT P ZR P ERT
w RIS H A
w  BUE IR BUE SR AR Y
Je B RS B 5 S R
A8 SR ST AT
n  EHTINERIAG S
restorepmd
I SCAFIE R PMDB.
subs
& AT LU ] PMDB 1T [ i 2404 T A R AT 55«
ORI RSN S5 PMDB
w  CREHTIT AN ES PMDB
s NEHEE (CA ControlMinder B{ %) — PMDB) 75 PMDB

subspmd
A HBEHE R4S 5E X PMDB.,

unsubs

M PMDB HIERTT

HERE: XA pmd EE L selang v 2 RN, 5SS
(selang Z=%715F7) -

R G RME

% CA ControlMinder i, &N EMEIN 285 . fEIF2 i L,
M2 HA S AR R g b . FEEE SRR (B 2FEREP A3 Sk Rk
IR A — 7, KEZBFRNERS RGAR R TR

AT AT JZ R A R R AR R o 85 mT DU B PR AR R o R AR
WP SC—A 4 R e, T e SR X AR R S AR DG AR 1T )
PMDB.

HER: M PMBD AL AT LA TR — o LA R TSR L, X
R T ISR 1R S B 7 22
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PR AR SR R

™l —ABREKRE R RS
T UNIX 2RI RIS ] T Windows AR R 454, AN w5 S — 28/ ME .

LEZ g, b A AFE IBM AIX 1 Sun Solaris 245. T IBM AIX _F[#5%
LR P AR Y Sun Solaris 2 FCREFHI R AN, Kt PMDB 7 5% &
PR R LR R A

B E 2K R 45K PMDB, 114 DL N AL BB PMDB:

1. 5E X4k whole_world [f] PMDB, L& HI L LRI Hifth 54k &
G5 TO I SRS

2. 5E XAk pm_aix () PMDB, DL AT HREE T 1BM AIX ORI,

3. XA K pm_sol [ PMDB, LB FTA%EE T Sun Solaris [FIEEN .

44 pm_aix Fll pm_solaris [] PMDB J&44 4 whole_world ] PMDB ]
W v ERIETA 1BM AIX THEHLASE pm_aix 7). 3t B
FTA Sun Solaris THEHLESE pm_sol [T . I TH LA 2 Ui W iZ A& .

OB AR I WAL

AIX Solaris

PMDB PMDB
|
I
\J \/ \/ y \/
| [l
= = [ e |
AlX AlIX lari Solaris ~ Solaris

4. M184E whole_world TIN5 V-G T2, B I ol &
SURROGATE KU, U & 2 58 3t o5 b (A BT A 5080 22

5. 488 1H) pm_aix TS INZACERF, U H IBM AIX VAL, 1A

52 Sun Solaris &5t .
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B s BLSRS 1 J5 1%

5 b B LRI I 5 ¥R

& AT LAEH CA ControlMinder SR H LA F 77 XN — & THEHUE BE 2 N B
J

o TR B 305K SEHT - S AE R A a7 (PMDB) H i SRR
> F Bl ay CURC B 10 2 G 1 b R A 128

HE: AU AR ORI (p. 144), FFHAGEH T UNIX. A K
TR B B S SE B RS I B, W UATE (G 2275
TUNIX) FARE] A TR B 3 5kms E B s 5, v LAE (g7
S ERIER . T Windows ) F3E,

n EESRMRE R - S AL LA ORI s G4 &
RBIPA Bl e o Sk n] DABGI B8 CIMBRD Shems AL A0 B R
MERE 2. ZAEHIBLIIRE, BT BRI BRI AT

ER: ARKESPORISEBNER, WTLE (AW EHZR) HikF.

F TN B B Bh R 5 B

e R SRl P R AT 1R B R SR BB (R selang R Ke 30
(Ll EanDAE-VE E I LI BUR T o o T IRAWTE S| i V6 L S D D& S
Bl T 20 5y — i, T LI R gt a3
TR Ry 1 2 S SR G B A A

VER: XM FISRINK 5 VA IR T A 2 R S A rh AT B — R 3
W ST o FCA 2l A REIE T St e 25 SR A R 5 RAE T

TR ) 5 B SR 58 BT R
HFET NP Bl S SR B RS, S VB R b e U RS
KU B shiE e DL 7 AR A E T
1. WA F /D —ANT AT PMDB i X — 4 L.
2. PMDB [m) T 11 ) 8ds R iEdr 4
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SEF IR H 5l SR ST

3. W B N LR

a. WAL BRI N, ) PMDB 2R E I ] [l ke CBRIAR L
NONEERE 30 2 Bh) KXdrS, EEIEH T HEE Oy 1k

FiAk, AT CLAETT P s 1w H R SRS e AT, O iT
JIHE B seos.ini SCEF [pmd] #5434 pull_option bric ik
BN yeso

b. WIFAT B IE AR, HiEL N a4, U PMDB 2K 4
TBCAE SR B R A5 A (p. 139)

4. HURAT POERERSCRT PRSI, U L AT
TR IR BT TS R

U RAE T rmusr i A PMDB BRI ™, WIAHFIFR) rmusr &4 A5 5
P P B . IXRE, A rmusr iy 2RI A S THEL B2 A
Pa e BRI o

A PMDB SRALFRECE B BRI T
SN B ORI, 7O 1 2 R SO BT

PR IR ] 7 P L SR e A il 4 SRS AR 13T 7 1) 7 5
1o G El A SR AR ) i A
2. SEWEREILIE BT B C B S N REAUC B SO

HR: BRCE ALY audit.cfg SCHFIIME . SRIE B 2245 450
SO IR AT AT B8 505 N B R UL G B S

3. SRS ALK B L BRI T
4. selang iy 24 H B I C B AR OB BRI /7 o

EBRIECE SO
FEAS RS A AR REFUANC B S, o S HAT P RC . FEHURC
SCAEAL T PMD H g, Jfn 444 cfg_configname, H:H configname J& iM%
PRI TC B 1T 44 K

REPARCL B SCAFAVEL T audit.cfg SCAFH BT AT 1B & AH -
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SE IR B 2 SR ST

BT HIEE T

SRS A R AGE Y AT (R P R P B REOBT T 7 o BT B TC B A A R A
Mo S

R BRECE AT audit.ofg SCAERIORCE (. BSEGIEET
HIXT audit.cfg SO B MU ART B AN AR FR 25811 ) o

DLF G FE i B S A R BT P iy

1. BIEE—ANBT P B SRS

2. SRS L AR UL B S A A

3. SRME AR I A M LB FURC & SO N2 updates.dat LA
updates.dat SCAFIR L SREME I U5 ) B

4. SFEESKEALKY updates.dat SCHF R IEBET .
5. selang fiv 21 updates.dat SCAFH FE AL EF 1T /.

RS BB R RS

CA ControlMinder {if F S WS A0 IR 4570 CURC B 1K) )2 0 45 b P AR 3B 6
W) PRI SFE e B B . 33T Ky []— PMDB 111 2 5 CA ControlMinder 1145541,
DL Ak —> PMDB 1 [ 73— PMDB, %] LG 2 e 454

B LT RN B B SRS SR, 1 AT DL R

1. BUZERIN E T PMDB.

2. (AJik) IR E VT P PMDB.

3. NTTHVEENL (FRA 2 € XL PMDB.  (p. 132)

BEE: LURJL W E PMDB R 45K . A3 LRI PMDB ik

BILRPEN AT AT RIS R RS, W5 5
(Z5757)

S MECE E PMDB

BRI H A g B SRS, SR e BRI E 2 PMDB, fEAHL
MLE, T LUAEH sepmdadm iy 4o

R MU 2R sepmdadm fir & HIAZ AT AR PT A A
K ST HIE R, WS (FE5) .
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SEF IR H 5l SR ST

GRS R

1.

AT PR, IR T A2
sepmdadm -1

CA ControlMinder J& 2/ SR AR Y K b 27 HIAS (sepmdadm) F- 4 14
07 AT AR IR T ) R

BN L, RPN (S PMDB JfE LT .
2SR B Ay 1) A5 9 () KH G ] 7L

4 Enter B4 4,

JEIAS G 8 v 5 341 I 35— A Il

HE: W1 CA ControlMinder K{EIZAT, ZMHAS kK HEL, LK
TEF AT A 2 1 JH 3l CA ControlMinder.

i N\ s QN R SRS AR P A4 K

PR HIASTE A SRS AR AR PR IR L

HER: PMDB ZFRIIH — AP AR TR C-7 R “-
B N R E BT T4 AR

FASE TS — AT A RR, R E &R R T NI AR
WRAs e RS AT 8K, AR5 44 Enter BEIME T ML T ZFK
JRASTEM AT P A RR IR L

ER: BRI EEAT LR 3L 52 PMDB.

W IEAFIZAT NIS. NIS+ B{ DNS, i e 2 15 248 F PMDB B 4k
B8 NIS/DNS % .

F X6 PMDB H ) 7 RV AT BT o %R T A3 G 7 S IR 1
HE e AREIERE 7, kSRS AR I HUET ) UNIX FH P R UNIX 4
HAE NIS passwd F1ZH SCAFH B 5.

a. MR HT NIS/DNS £, iHHIA yo
BUAEZ IS ) i) 45 NIS passwd T SO (4
a. N NIS B0 ST e R AR
AR M o R AR R 2
b. A NIS 4 SCIFIR e R B A2
AR M o R AR IR 2
b. WIHZIHH NIS/DNS £, I n 83% Enter .
AT S R [ 25 Rk 8
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SE IR B 2 SR ST

8. HIANZLN PMDB FR ALK B LRI

a.

DAL, Hii A\ CA ControlMinder 2 i3 4K, SRS 1% Enter £
To i AN B AR

B PGB, AT LAE 2 PMDB 1) JE P
AR /0448 M R BLE PMDB F15E X Croot HERIE) -

WEN, R B A RR, SRR TL Enter BEMITC T HIA
BB IR

WEE, %\ CA ControlMinder 51 4% il Z4FK, R 514 Enter £
Toit N A% D14 FR

HZ GORAGIRAL, wI LA PMDB i % H &S

WEIN, A R A RR, ARG Enter BEMI ST I
B % G 44K o

WAL, HiI\ CA ControlMinder %544 B A 44 FR, SR 544 Enter 8
T G 75 i N B A BE DL A4

W, R AN B AR, RS % Enter BE T TC
B N\ A B A PR

XD PR ARG, ] LLEE 2 PMDB H )5 1

FRVAS T U5 PR P12 - R 52
9. WEIN, FINE PN, SRJEHL Enter B0 4N B A o
FIASTE W PITAT i B g, A% 0 7 A P A A9 S T o J 304

o

10. 4% Enter SERMIAFT RO ISR, s A n 3R [FIAATH A R IAIAS o
USRI RN FE I, 2 A AT S e At 1y P15 6 B ¥ PMIDB.

EXER:

F U BT HALE XA PMDB (p. 132)

S AL E VT ;- PMDB

— HAEHCE T 3 PMDB, WIS B e )2 R &5 1), i AN FIlC & 1T F' PMDB.
FEAH TN, o] LA sepmdadm iy 4.

ER: LR RN sepmdadm i & AL HLAUER . AR A
i AT ZHRIGE R, IS (F75/) -
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SEF IR H 5l SR ST

GRS R
1 AEAr PRI, AR 4

sepmdadm -1

CA ControlMinder J& 2/ SR AR Y K b 27 HIAS (sepmdadm) F- 4 14
07 AT AR IR T ) R

FoN 2, REFEER AT (GUET PMDB I E AT TR
2SR B Ay 1) A5 9 () KH G ] 7L

4 Enter B4 4,

JEIAS G 8 v 5 341 I 35— A Il

HE: W1 CA ControlMinder K{EIZAT, ZMHAS kK HEL, LK
TEF AT A 2 1 JH 3l CA ControlMinder.

iy NS LA (1 R BT (R A4 R

AT W SRS R 4 BRI Akt

HER: PMDB AR S — NN AR R <27 F 4=
B NER T A — AT U ELI AR

JASTE NS — AT P AFRR, SRS B AT — AT P AR .
HRA T AR SN A RR, RS 1% Enter BEMICTHTMIALT T 447K
JASTE T T P A R IT 4R 2L

HER: BRI AT P v FEALEE 1 L2 PMDB (p. 132).

iy N2 PMDB 14 F5

ZHHATE N PMDB 4 R -4k 4L

R sepmdadm (AL K BEAN VT B 2 4m N A\ — ST 8K,
1] IR R R g LA, Ak, IHE S pmd.ini BCE S
] parent_pmd F5ic. AT HIARICHEZERE, H2H (=FH7F
B o

130 & FH T UNIX [ 35 f

MR



SE IR B 2 SR ST

8. WIHRIELEIZAT NIS. NIS+ BX DNS, ke & /244 F] PMDB ¥ %k
BT NIS/DNS % .

467 PMDB HH ) P R AL IEAT BB iR AL T O 7 R LR
fF R WIS < &7, i SRR R 1) UNIX 7 5 UNIX 4
HAE NIS passwd FIZH ST 58T

a. UWIHRZHH NIS/DNS &, I yo
FIAE 1% A 1 1) 45 NIS passwd FITZH SO A7
a. B NIS B STAF IR e REBR AT
FHIAR S i 58 i 4 4R 4
b. A NIS 43R e HE B A2
AR 0 5 B i A R 4
b. 1 F 5 H NIS/DNS 2, 5% n 5{4% Enter
FEIAR T SIS 1 [ 25 I 4 52
9. HIANZLJy PMDB FEHLRFER B

a. WER, %A CA ControlMinder &8 I #HK, #RJ5 4% Enter H1f
Tt AN B 5L A4

BB OURAGHRAL, W LU PMDB [ & 1.
FR: 20— 2 E B E PMDB H15E X (root AERIAMED .

b. W, RN AR, SR Enter BETT G A BT R
4F

c. WIERS, %A CA ControlMinder Hi 1% i Z4F%, SKXJ5 1% Enter B i
T N A A% B AR

B A% OIRAF AL, AT LA PMDB H7% H ST

d. WEE, BN S AR AFR, SRIG 1% Enter BRI LT
B AZ AR

e. IR, %\ CA ControlMinder “E % H 1 4 7K, SR 5 1% Enter
T G e B N S A 1T 53 24 Ko

TR P A ARAGIAL, T LA PMDB R D

fOTERY, A R R AR, SRR Enter BETTE A
TN RS

FRUAS Y US4 PR 125 O R 252
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SEF IR H 5l SR ST

10. WAEEI, HANE PR, AR5 TE Enter B 75 i N B HE A i
JVAS T M P A5 B 2 g, AR A S T P A R 32 T ) 85t A T A
o

11. % Enter AN ITMCE IRIE BRI, BT n IR Bl A B A A .
WS AIEHNIE R, A A 4 L 1) [R1 2561 8 1) PMDB.

FATFEVENLE XA PMDB

PR v i F EHLE N PMDB [T P, B T 4E PMDB i FT S A FRAE,

BRI PAT HoAb AR . BOEFREALEIT U EAL B S — AN e .

RV EHLE XA PMDB

1. ET P HENLI @S AT, DS H RS 8) sepmdadm i 4 :

sepmdadm -i

CA ControlMinder ¥4 J3 2 5 I& A A K R4 FH I AS (sepmdadm), F 5
TG AT UM H g 6 T S

2. N 3 DLIEFEEE =AML GE X AH FE ML AL PMDB F1% 54 PMDB) .
TZIATIC B Ay B2 [a] JEAH OC [7] 7L

3. % Enter B4R%E,
AL A Gk Sl 1) ] 45 58— A il L

FE: WR CA ControlMinder [E7EIZAT, NIIAR: & B2, TR
5E45 11 CA ControlMinder 15 HEFHZ 4T A .

4. i \A PMDB [F 4 FK
AT A2 PMDB [ 44 R IF 4R 45
5. NN PMDB 4 FK .
AT A %545 PMDB R4 FR, AR i 15 J T AR 226 8 T T 2K A A

6. 1% Enter BERIASE DT IINIESE, SN n UEHDE A EHa A7
Ao

WIRAEHIN TIE$E, M A X e di Ak BB 1T ) T L.
VER: sepmdadm H AV REMT T E N — NI, Ak, &

Al DA RN B PR e LA, Mk, 15BN seos.ini B & S
parent_pmd Fric. AR ILFICHTELIE R, S (=£/55) .
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SE IR B 2 SR ST

UID/GID [&]>

Cip s ak i\

Yl By, AT e 2 B3 UID KW FH P N34 GID ALY A .
WA R UID 1 GID FEATART 77 1R A SCHSAH [ o

BRINTEIL T, PMDB S48 REAN 1 5 #0868 s FH P A2 A AH IR F) uID
1 GID, (HAEAT LAHE Bh AN —FFar P (s F5 1 4515 o LI [R) 1R 3 SCAF R
AR SO TR UG, SR pmd.ini SCEEAF K] synch_uid Frid % & 4 yes.
TR A Hb E5 4 22 2 PMDB [T 7, 1 HLiZ% PMDB & 1T 7 8 22 1108
FH PR e — k5, I8 58 mT AR AS 25 4% /4= . PMDB 11 PMDB 1]
FUH UID Z 18] A A% GID 2[R R FE 21

WA 1R UID ©4AE PMDB BCEAN AR IT o BN A,
AT R AR SRR R, ABAE BT XA R A B AT 1 TSR L,
SR R o

[ passwd FHAL A1 55 —FPor vk e 5 X $s e &3 P i uib Bk
RSB GID,

AT DRSSl B e b i P AL B R AR 28 RE IR B, 85 AT [+
FIRMIBIMEBEE . TSR SO MASCA AR R, R NAEEATIHG
W R AT P AL B2, Sk e AR .

[R5 P A

1. FHEI Jetc/passwd file and /etc/group Ul B HE B8 H s
ot — RPN RE, E AR IS H 5 (p. 121) AT AR LART 1%
Bl S AR ZH A
HER: WREMH shadow U175 BRI %S, @S H
secrepsw SCHFEIT . A4 KTELN(E B, W52 Reference Guide.

2. Bt fetc/passwd SCAFAT fetc/group SCAF S BIREANT HENLT, X
FE—2K, ENMS5E A STFENL X SCEAE A

3. {¥ PMDB FiEfITHENL L, 6 O pmd.ini SCEEH T synch_uid ki
WHE M yes.

BRAIANEOL R, #5i0 synch_uid F{E K yeso A0SR F5 RN P &g
FE BLAG BT BRI UID FIERIA GID (B, A b2t 5 PMDB [1 UID Al
GID FHULHL) , T¥f synch_uid % E M no.
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SEF IR H 5l SR ST

BR35E UID
¥ AR UID 5% GID 3% E] PMDB KL AT 11 7 1 5 — Rl =0, 74
AU H PN R BEE UID B GID.
R H8E UID, 15X BESS newusr Ay 2 #lH ] userid 5 groupid 2%,
s TR E R vID AR H A
WA ZDR 1234 BXHNA terry_jones [ UID GREREEAR FEHHic %A
HABEAE FEAE T iZ uID) , B A2
newusr terry jones unix (userid(1234))
WIRFE 2 1) UID T /E PMDB Hf ], ) PMDB AN S AT HT, {Hixdy
ARAL R BN HARAT P B . AR A AT R E UID I s R,
VTP B B S B SR MG AR A X R R R b, S i
FBS LR F 1T P B 2

SOBAT IR, SRR AT U Al

1o (A SRR R rp AT P 48K, s R IHERAT P A FRIN, S AR
Rk BT e A BUE

2. PMDB J& &5 F2/7 sepmdd iR 7EARIC _QD_timeout_ & SN [H] Py B
BT AR .

3. WK B KAER I IR, (Hi% R B R EI RS BB AT, e
AW, IR AR P R

4, AT HERE ARG, sepmdd SSEEE AT RS, 7FiX
AR, & S — R A R B S B T 7 2
RSN, R T, HEEE R BN CRY
90 )

R {F seos.ini 3AFHT pmd.ini SCHH AT REAR <R BRd
_QD_timeout_. WHRAEXHA LA #AFAE 1%bR L, T sepmdd AT H
pmd.ini SCAF R RIE

HER: 524 PMDB K BUF LR 2T 7 1 R IE )RR, sepmdd Ja &2
BB oA S AR U G S (p. 139) R B — AN H o %0 (BRIA
5 N A ERROR_LOG) 4F- PMDB [k (p. 121).
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SE IR B 2 SR ST

BB SR AR B

TR B SO

Jon s BT S

7£ PMDB i fE T HHL L IR EA 2 3585 PMDB A, ZEHH PMDB,
ks LR A H AR

Bdew Hbndda A, 15144 H selang 774 shell H1[1] hosts 4 :

hosts pmd name@pmd host

JITAT selang fiir4 37 BV SEH i 52 K SRS B R Hchie e . X Lo 4R 3
R 2 TSNP L VSRR R s A A

~Fl: $5% B#» PMDB

Bk H b B PE % B N myPMD_host ) policyl, i {# LA R g4

hosts policyl@myPMD host

W IEIAES N newusr 72>, TUEHTH B8 In 21 policy1 0 2 LA &
WEVHE AR AT o b SN B TE s A s .

sepmd L FFE ¥ H 3’5 N EAE updates.dat SR 20 31 i 45 70 58 5 .
MBI RSO O, A i R SO AR ) BT

SEE RO, R B R A

sepmd -t pmdbName auto

sepmd TSI ARALIRI R — NPT 4% H A B, JFIIEREE L AT P
AR H .

HER: A1k sepmd KRG R, WEH (25751) .

LEGIEE PMDB J5+ i3l sepmdd 7, &1 LA @ X473 updates.dat 3
PRI BT I o

BN AZHH S, R pmd.ini SCHF [pmd] #553 H ) UseEncryption Fr
WIE N yeso

i updates.dat SCPF, TR HIAT -de TS HL sepmd SRS o

HR: K sepmd WIEAE LR, WS (24751) .
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SEF IR H 5l SR ST

HEERIT

feil g

MIERIT

& AT LLZBE T P AT ARAT AR ICR H 5C PMDB 11 R8T
BB AR ENL, 5L pmd.ini X H bR IC exclude_localhost 15 B A

yes.

L FEERIT 7 R P I AR LT 7, TR E AR T exclude_file (X/FA94
B o

BRSSO, i CHEER SR R ER1ZT

M P # ] sepass SRR B OB R IRy, 7 8 3 9 R I8 B AL
A2 PMDB. % PMDB fF seos.ini (1} [seos] #43FF] parent_pmd Fl/5Y,
passwd_pmd FricHE o SR1, R A sepass S HIFE ¥ B chc s
5, SRR T LA & X % F P (R0 3% i R 3k 21 SR P) PMDB, I %
PMDB f£ 4% .

BT PR B R A 32 B B K PMDB, 5 4E newusr chusr 5¥ editusr i
AP pmdb 244

Bl AR E K PMDB
TR EHG I sepass GUEEIIH P Tony [T % G 1% S FlY) PMDB, Jf:
H1i% PMDB 145, 155 ALL F A4

editusr tony pmdb(pw_pmdb@namel.yourorg.com)

PR A AL AR ST s UL SR SO . T Bt LT
P (BT (p. 136).
MR T
L SHLAIT BB b
sepnd -u PMDB name computer name
MM BT B b R AL
2. KeHAERS AT TSI PR 93 FEHL L0 seosd:

secons -s

J5 & F2T seosd # KA o
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SE IR B 2 SR ST

3. R MIT BB N 0L L, IIRTE seos.ini SCEFI [seos] 16
4 parent_pmd Fric FRE .

VAR 1E 857k H PMDB (15837

4. T A3 seosd.
Tas NIVT B 51 22 i s (X o H SR PR is sh B R AN 152 $8 5 PMIDB 1)
W

HER: M PMDB UM AR E G, PMDB A& R RIEMm 4.

Jii I BT
U R A B PMDB BB AN [FT ) Bt e AN R Bt 1 4R, S 20E L)
[DRE-E /Ly Se Ea TR
J 3 E A

1. FCE PMDB DMEFHAET AT (p. 132).

2. 1B PMDB [ pmd.ini ST filter BRid, LR IIIELER—G 1
ML F 12 B 07 3% S04
SRS 1T 50 e 1 BT B T3 e i e 2% 1R e 5

R UIEAEARR UNIX FREEHAT join B join- selang Ay & i, CA

ControlMinder 23 ¥ iy 4 55 & change group (cg). ZAEAHL UNIX IA55
I join BY join- #r 4, IHAEIILE AP A BL R T

MODIFY UNIX GROUP GroupName USERS NOPASS

TCIEAE A UNIX FASE H d% FH 7 44 073% join BY join- fir4 o IR AR Ho Atk
AR IR BT I8 ANIE T join BY join- T 4.

SEREAR R 196 3% ST
i 16 s SCAF AT R NS FBUWAT A G F B S M E R
»  RVFEEEHIRE.
fil4n, READ B¢ MODIFY
LIS T AEZ N
B, AC BiAHLIRES
KR,
il 4, USER 5k TERMINAL
w RN G RS R R
#l4n: Userl. AuditGroup &% TTY1
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SEF IR H 5l SR ST

o U T EHGH I E .

Wi, k4T Y OWNER I FULL NAME 7 AT X L8 @ 1 R AT
iy AW . WL (2% 7557) FridvER NS B T

w XS AR R BT A

PASS 1 NOPASS
DR B3 5 ade s SO b A7
n  RMEHIAS (*) RonfER T BOT R BT I RefE .
WARA AT AR, WERIE W 2 —77
A% 73 B 5 B
ERAZMEM Bt A5 ME.
LA # I Sk AT R A EREAT
AT
. SO

LR 7l A i e 45 SCA P 1A T

CREATE AC USER * FULL_NAME;OBJ_TYPE NOPASS

Vi i) IES kK & J& Jose
(¥ =49

FEMRBI,  ERBATHE R A AT (W SO i 44 24 TTYL_FILTER g
PMDB TTY1 ] pmd.ini 3, BUET#LE K
/opt/CA/AccessControl//TTY1_FILTER, JIj PMDB TTY1 A4y fiv) HoAT S AL 4R AT
FH FULL_NAME F1 OBJ_TYPE J& -G08 H P ATl i 5%
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SE IR B 2 SR ST

SRIEAR T 3% H & 30
FE I 18] 56 5 WP 2R SR A R A H SR R SRR AL

IR ICA RIS

20 Nov 03 11:56:07 (pmdbl): fargo nu u5 0 Retry fic B R
ERROR: ¥tk (10068)
ERROR: JGi%fE3Zk HARSLIT PMDB (¥ 5T
(pmdbl@name.company.com) (10104)

20 Nov 03 19:53:17 (pmdbl): fargo nu u5 0 Retry ﬁ?ﬁ%ﬁﬁi
ERROR: &AM (10071)
FEHAF Vi (12296)

20 Nov 03 11:57:06 (pmdbl): fargo nu us 560 Cont  AUHFE BT AT IR
ERROR: fl% USER u5 %I (10028)
CafrfE (-9)

20 Nov 03 11:57:06 (pmdbl): fargo nu u5 1120 Cont
ERROR: fiJg USER u5 K (10028)
C&fFE (-9)

MR % R bl o, BT A A L i A e

oF &

ACInstallDir/bin sepmd -e pmdname

R AETHMBRERHE i, M uNXrm a4 o R
LLF i & MR H &

ACInstallDir/bin sepmd -c pmdname

EEPIH ! 7F CA ControlMinder r5.1 J B S fi A A, 4515 H ,D\H’JT%T LR
WIRRAS (s AN 2R . sepmd JCIEAN PR B RRAS (R4S 5 H & {18 T2
B A2 A RRAIS,  TH B4R % H &K 52 ) %)) ERROR_LOG.bak H1; 7
&5 3)) sepmdd QI ESET I H &SP

~l: PMDB EHré A S

A 73 451 28 7 R g R S

\ |\ pmdb &3 jz / ‘/ﬁiﬂ/
20 MNow 03 19:53:17 (prdbl): fargo nu us Retry

ERROR: Connection failed (100710 s Eg;ﬁ;u [ gmaa )
Host is unreachable (1ZZ96) 4 =gz [ EE2EE)

N \

EEH
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SEF IR H 5l SR ST

SRR 2 A

G ATRUEH L RS A R $E R OR B AR R R Y
Rt CHEERlks s RSO RIS B AL E .
Jai» FRisfE7 PMDB J& H A HAK B, 2 BSR4k 4k .

B ATROR ERGOTE CRARBR R 17 K SR R4
.

o AT R UG CRAE R R A S5 R 7 B K i SR IR [ AR
Bl HRER

AN RER AT BRI T H, AR AT RS T
VRPNV €3/ 2 MED SNE AEIT MK DR A NP UREPSE
AR AT NI RSO0

Fri Dec 29 10:30:43 2003 CIMV_PROD: &AuAM. RFIS = 9241

sepmd pull Z3URE T BT 7 I B S .

5> PMDB N, 0RO AR R St e (1 Acs A 2 H %, bt
1

LI RS

w RERREIALIT P AR

w UERE

VRN

m updates.dat 3Cf

TEARE M LA 5 . #R4E R SEEL CA ControlMinder A (1) 45 43 SCA:

B3 PMDB. i R SRS AR Y 2540 RIS AT A R  BE RGA CA
ControlMinder it 4L 1.
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SE IR B 2 SR ST

i sepmd %4+ PMDB

%4 PMDB I, i I\ S s A0 ke A A2 29 2 10 H Sk . TSNS &
{1 1) PMDB S A7 22— AN e LS, 7252 CA ControlMinder i
I D) R A

fEa LAE ] sepmd SZFIREFAEA S L L4547y PMDB. #8368 0] LUE
selang iy & 1EiZ 2 M1 _E 41> PMDB.

VERE: AT DU P77 30 4 0 PMIDB. BB 3 T AN K
[FIBT PMDB 543 2145 5E 1) EHLIFHE S PMDB 1T )7, I 24 #4342 2]
ZENUT BT EAT . 243 PMDB Fl-f- PMDB #5E 7E 7] EHL R,
T REAE B %51
£ sepmd #47 PMDB
1. LT i 8E PMDB:
sepmd -bl pmdb_name
PMDB RAE, I HIAGTE 0 HAT )7 AT AT i %
2. WEPAT FAIBRAELZ —
n  fEALL N 444 PMDB:
sepmd -bh pmdb_name [destination directory]
w (I RU R & RT3 1 75 504547 PMDB:
sepmd -bh pmdb_name [destination directory] [backup_ host name]
ER: WREARE HbrH R, &0RAr ALUF Hx:
ACinstallDir/data/policies_backup/pmdb_name
3. fEFHLAR fir & fif 5 PMDB:
sepmd -ul pmdb_name

PMDB K fiiait, & H vl m AT R IE L.
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SEF IR H 5l SR ST

¥ F selang #-4/; PMDB

%4 PMDB I, i I\ S s A0 ke A A2 29 2 10 H Sk . TSNS &
{1 1) PMDB S A7 22— AN e LS, 7252 CA ControlMinder i
I D) R A

B L] selang fiv & ZEA M BRZCFE T AL L &4 PMDB. 18538 v LA H
sepmd SRR AEASHL EHL_ 4517 PMDB.

VR B LR IA 744 PMDB. 33 H& T — AN 2R S5 R b
[T PMDB - 21 F8 2 M EHLIFAE L PMDB 11 7, T4 4510 75 2]
ZENUSIT A A 3647 . 243 PMDB 11 PMDB #5875 [/l — EHL E I,
TEALREAE B U 25107

f# H selang 751> PMDB

1. (k) R E A A selang M fe FH1i%EFE PMDB, i 1d FH DL ir 4>
4% PMDB EHL:

host pmdb_host name
2. AL &% 2 PMD 5

env pmd
3. fHILL R i 8iUE DMS:

pmd pmdb_name lock

PMDB Rf8i5E, I HICym AT - KRBT 4.
4. AFHILLR A 4254 DMS Hidhs 2

backuppmd pmdb _name [destination(destination directory)]
[hir_host(host name)]

ER: WREAIRE HbrH R, &0RAr ALUF Hx:
AClInstallDir/data/policies_backup/pmdbName

5. LA fir & fif 3 PMDB:
pmd pmdb name unlock

PMDB 4, I FLaf [a) AT P &k ikar 4
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SE IR B 2 SR ST

SRIEAR T IE J

¥ PMDB

A SRS AT BS), CA ControlMinder 235 PMDB #5403 SCA- 52 11 21145 52 1
Hx. 5 PMDB U R B N 25 #l w52 2058 ) PMDB H %+,
i

LIS S

w  SRESEEALIIT AR
n ERE

w RN

m updates.dat 1Y

R Hbs H T AELEILE 11 PMBD, CA ControlMinder £ {E 18 J5i U5
il 2% H sk 2 BRI Sk

TEASEE AT HoAth - & . #:4F 2808k CA ControlMinder AN Y £ 40 SCAF:
K JR PMDB. i PRt SRS AR £ RIS AT AR R & . BAE RS0 CA
ControlMinder A1) AL 1.

A 5 PMDB B, CA ControlMinder % PMDB #5405 S04 i 8508 52 i1 2]
I EM H X H ., CA ControlMinder WARAE P TIE R 0 Z&im FigdT .

R WAREAEA R 200 b £ A AL It PMDB, PMDB H4 A2 71k i 1)
PMDB £k 22 b B 80 B i D U o S8 A 200K BT 1) 2 it O AN I 213 S

(1) PMDB Mo S I I £ R, 1545 138 IR ) PMDB, 1247 selang -p
pmdb it %, AR5 11 JH 3L J5 1K) PMDB.

LA J5 PMDB, THEALELIA I PMDB (1) 280 HIZ 4Tl F NS —

=  sepmd -restore SZH] T H

=  selang restore pmd 7%

HER: 11K sepmd SEHFEFHITEANGE B, WS (2%755) - 11K selang
WA TITEAE B, W2 (selang Z=F75F7) -
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SEF IR H 5l SR ST

B

PE N E 2

MU FERE —FhgAE )73, €k S PMDB IR FE 70 P B B«
o QA AR RS

HEA EMTEAT ADMIN JE PRI Hi A S8 PMDB (1%
M. HFEHE - AMEID S, JREHE A, &
FREAT T HAL B

AT

i erd (ARFR—J, 2B ADMIN J&PERUER A A D 8
SERS P A IF R IR X & WERBR 5,
WPREFE PMDB AT IX S i & o W SRAEZE 3155, RN ER 3255, Jf H.
ANHEHT PMDB. A 58 oA 55 h 2 iy & i f 48 HoAth iy 45
IR SA A — AR AT AL B

ERE: HU find F show fir & AN il ZEAY A8 HOHRAN -

1 sepmd SEHIRER IS4, H5E B W AFI M < A3 AN G 0 5
RIS kAl DBUE S5, DMERBEdngseq], JFHaf
CURER 55 8lE,  DUEAER e BB T A B sl i AN R RS 8 AL P

24 sepmdd J& G R F start_transaction v A I, iZFEE A 10 T HEFE K
E—ME— 905 1% TR bR i S s il R HAt iy &, 1%
G SIS INBE =45, R B AE sepmdd J5 SRR BTN AET . 24 sepmdd
%] end_transaction fir I, KE RS . BRI R B 5 55
B HFE B F A, PLAZm P C A SR AT AT
ALFR 1) g — A58 X .

XEFANFESS P R S, SRR 55 R A e T A o R
AIER, WISBUE RIS, 355 70 HiE— 1R85, IR A R A
B R FGARORATAEA R I S

HER: 11K sepmd SEHFEF L sepmdd J& & BT ITEAIE B, WHEH (=
I .

WU SR VRIS AE PR 7 22 1) 73 BE BE B PMDB (DA il & A &
Ho

FERE RS, TR pmd.ini SCHFRT seos.ini SCAFIK) [pmd] & 23 7 1)

is_maker_checker N FRIR T E N yes:

is maker checker=yes

ER: EREREIIEZ A, LA RSB E .
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SE IR B 2 SR ST

iR 2y
PT R RIIN , E BAE R A AL B i B 55

I HES
1. IEFTRLL N AR H:
n & (ERHIEED A ADMIN AL .
n BAHEMIH®S. ERZEMAESE A CmS. )
n TR ANROCLRE TR A S MG ) —AN 3%
w AT R AR .

w BORTEGRER S —HlEE M RIA $55.  (BHBERE A CW
$55. )

2. JERERIE PMDB:
hosts maker@
TSR B IERL S PMDB CRIERE D o WO XUESAHI)G, PMDB
LIRS “HIEE” o« MEMATEN G, BMEREE, R
R IERE S AL

3. JABhEHS:
start_transaction transactionName

E N TR G450, 55— R H start_transaction iy 2. &R LA
B4, Wl LU SRS FR e I iR A, % 256 AR F245

4. HINERSS.
ﬁ%géﬁﬁé\ o 15“&1] :

newusr mary owner(bob) audit(failure,loginfailure)
chres TERMINAL tty30 defaccess(read) \
restrictions(days(weekdays) time(0800:1800))

5. 455
end transaction
F5 . ARG BRI ICE S HIME— 1D 5. fr B T At
o, R A O A AL BT RS A UE AT, BRATIR AT LA ) A BE

ER: WAREA B RESHMERS, WHRICRF5 1D S,
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SEF IR H 5l SR ST

KB A5

Mm%

TER %N end_transaction iy 2B 28 —AN ID 50 X2 U551
ME—%i T o W RIS EAE LGB R 45, MR T W SO =R 45 2 7%
JE D 5 LA, R S A A AR R . ] DATE SO i N
BT B EAT HAT ) S i 9 2

hosts maker@
start_transaction transactionName transactionId

RJA, BT LU NG 2 [ i K ST 55

chusr mary category (FINANCIAL)
end transaction

i EA N 2R E AR A B R 2 555

RN T ACInstallDir/bin #42 (HH, ACInstallDir & CA
ControlMinder [11%%% H 3%, ERINIEIL T & Jopt/CA/AccessControl/) .

WSS BB

sepmd -m | F R I ZE0R 7 R BRI 55

sepmd -m la HU L BITAT 5 5 AR S A EE 0 AT 5555

sepmd -m lo FI R T2 E00 7 =55 DL T AT e
EQIOE

SR IR S WG E & AR 5N
ID 5 LA RO UE ] ol E F AN T2
%) .

AR dr 4, R s e e e d (1355 -

sepmd -m r transactionId

ﬁ% A2 ﬂﬂJﬁf'ﬁfﬁ E’J%R

sepmd -m d transactionId

PT R RIN , AS o T BEAC PR e B 55
KEFF

1.

TR LR A4 B

n B (TENKAE) 47 ADMIN AR .

n AR A AT BE H 5.

n BAHSEMCH®S. EREAEEHE A CmS. D
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SE IR B 2 SR ST

2. WY % ACInstallDir/bin H4%

I ACInstallDir +& CA ControlMinder [ 22355 H 5%, BRIMGIL T A
/opt/CA/AccessControl/

3. A ERAT AT IEAESE A AL BRI 55 -

sepmd -m la
EHEEHER T E DB FH S AN T S5
sepmd -m lo

RS HALHGEE AFR . S5 1D 5 LR S5 I A4 PRl 5t W
4. {EACBEANTZ TR HAUE

sepmd -m r transactionId

HEE: CBUEMHES LS.
5. AbFESS

sepmd -m p transactionId code

code
AR BL R &I —
w 0- LS.
FERXMELL T, R ER G5 R T A dr%, JF HASAE PMDB
HH S it BE
 1- RS

£E PMDB H 37 BRI S it #5451 i 2 o
n 2- FSMRBUE
HE IR PIERF SIS, FE0] LAAE BLJE H AN TR RS 25 38 0
iTe
I — 4% U IR L6 iy 2 ol D) TR 6ty 2 SR L 19 IR

ER: AXKEE A A RGN, W2 (2£7557) T sepmd
SEHRRF UL (selang Z#7557) HI1 start_transaction fiT 4o

{#H seagent 11 sepmdd J5 &7
seagent Jii 5 FEIT 71 D12 oK B RE T LGSR, JE4 W FH 21 PMDB;

seagent i B RIS M1 K K 1% F| seosd. sepmdd J5 &5 £/ /& PMDB J&
BRI AT 4175 PMDB PRI L 5 & e — e A
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SEF IR H 5l SR ST

seadent J5 § HEFE

sepmdd 5 GTE/F

fEFE R 3

seagent )i &5 FE/7- 55 4F seoslang2 TCP Al 45 s (HLERIA(E AL 8891) &
EFAR K BENS, seagent 23 FRA T HERE LUAR BEA SRR, JF4k4:
EXNTpUE N

FH I 1E selang T #I N hosts it A5, seagent A2 ] B2 B 5L |

M7 tfE. R)a, TRk A aESEHOMm S, g
% sepmdd 5 1R .

sepmdd Jii 5 2T HAT LA N Dhfg:

= 53 PMDB

CEEAT PR

m CBEEEEON PMDB AR RIT U

sepmdd 5 5 F£/T7E seagent W2 1j ] PMDB I H seagent H3)JH 5.
i AT 2 W 2 UIE AT sepmdd.

FRE: sepmdd 7F AC G AEIZA T J _seagent (A root ISP F) R
1817, EAVFER T sepmdd Vi il B85 (B, FRHEIV5 W PMDB H %)
WA seagent fUAHIHEI]

W, sepmdd 7E HHIAHLIA ST I AN shadow SCfF. ANk, #&EnT LAk
> shadow . ELHATILEAE, ¥ pmd.ini SCHE [pmd] #54 H
1] UseShadow Fric % B 4 yes.

WS UseShadow Frid i & 4 yes, I sepmdd ## H 5 PMDB Ab T4 [
H kP IERIN shadow SCAF. W 2 shadow SRR E, 1544 H
pmd.ini L] [pmd] #5723 F1 ) YpServerSecure Fric fi & B B .

W (fH YpServerSecure) ¥4 5 SCAF AL S S O Al ML A 52 3
1 (#1140, Jetc/shadow) , sepmdd N2 Kibric UseSystemFiles BE'E A yes.

FHEPWH! AT T S UseSystemFiles #ricl. sepmdd 5¥ seagent J5 &
P2 Al LT 0,

HER: K seagent I sepmdd J& SR HEANE B, 1ESH (=47557)
H 1] seagent Al sepmdd S TR
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R [ D

KBNS [F] 25

CA ControlMinder 3 #§i£47 CA Top Secret. CA ACF2 B RACF ‘&4 i (Fil
CA Common Services CAICCI #£/7£1) 1 KM HIZ4T CA ControlMinder [f]
Windows 8% UNIX THHEALZ (8] 2 i [m 20 . [R5 A I ARTE CA
ControlMinder 5 5% B 155 741 77 12 5 J8 ) o

RIUHUT 7 SAAT AT o it B CACHIORE A 0 2 12 ) SRS A R = 0 g o
(R AT oL

11 TE. ETISERR R 149






A
5

5 12 &=

—RZEINHE

B0 E DA 328

N AR R (p. 151)

H APLLRY B2 (p. 154)

b7 1 HEFR S H . STOP (p. 154)

S SO IR H 31D B[] 7 1) SO (p. 155)
3 RS (p. 156)

B1 ‘A2 HIVIE (p. 156)

2N TR KR

24 2 PR ORI SIPIRAS IS (5 BRI ) S B i) o AR AR A DK
L (PN, EFREREIIED FARE, WRASDRKEITHE S, 5%
AR B A AR 2t , DRl i iy im 22 5\ HofE s it
oo BRAEWESORKIBER RS L)Y, RN i+ aa i, H2
A B G TCVERA R ITAT T IEAEAE ] 52 2 R4 K 5 4 R R o

CA ControlMinder $&fit—Ff b 78 72 S I FE 7 selock, %55 T R &
4 2 A A 2 DR R el i s T e B LA s ke s HEb AT 0 9. - ZEH
FURBITAERF, selock #7005 o« W RAE—4350 2 W45 2 &6,
LA A RS o« BIAE ] FAE selock Ab T35 1R AR ISF 5T 5o AT ] i) 235 4,
selock SEF AR AT v] LA R 20

VR HRBRBUE ST selock MTEAE R, WM (H475) .

EFEIE A 772K 11 selock 1L :
ZEWBEK, BEHE

¥ -timeout JEIL B KRG, 110 4, ¥ ok KBIRIEITB B
DERIEL, 1060 5360 - B TULAERS I ESAEAE K —FLAL T
i AR AR A B G555, ELB - selock Sk 00 b )
e e SN R

o tti, BERE
¥4 -timeout IR NI, 111 416, I ELYS -lock AL
NI, 0 12 YR - BRI UL 1 ) i,
WA, JF 2R A2 U 1 5 . 0 IR selock KT AR T
BRI I0LE5, WS lock I KR % . -

12w R AIEe 151



5 N CAE s R fR

(SRS

selock 12 1]}y X J5 3 shell [11—&85r, DMERHRAER 7 Sk 2 RGN,
A3lEsh. fEH 7 1D I TIAS, AR ID T . K selock fi 2 HEH 2
Je BIEA 1 77 ST i R IR

TR ARAZAARKELZER, WS UNIX RGERIS0R.

selock FE A =Pl AR
Rk

IS selock WA EIXFPIRIAT, selock #8451 i
PR s U1 selock F I3 7E &8 I I 1] Py 34 A SR Bl bR v 3, 1 HL
transparent ZHUE G HPIRAS, W selock 1A 3l D)4 31 7 55 Ry e J 45
o MIEFEBE A D) 2] RPP R P AU 75 B N 0

BRI FEFER
TERIPFEFALAR, selock {3 B4 25 (1T WoR AL B SR I R S
KbR. 25 A B AL B2 ORI B bR B A A B E L 35
R T RGN AT BT 5 25 0 KU
w IR T DRI MG IR R
T A LU selock 328 1042 il Bl b 11 1 AT i 38 A ' » 4 selock A il
PITArT A B FRAR TG Bl I, B2 S B AR R A 2 0] 34 1 s A
o B DR BRI 5 E U B R R P AR 2 AT PR S o« IR P4
KU B OR3P R P B A 75 2 AN 0
R selock £ lock-timeout Z 445 i€ [ ] ) — ELARFFOR PR AR
X, EF R e selock NS B K MARTFE AR
)4 2 9 e B X AT FR 7R

BiErE
LEAE P BRI B B BUER R, selock x4k SE7F AT 5 | B R85
(IEIAR o 24 selock A BT Ar B AL 5L SRARTE B, 2 IR — AN EHE,
Horp gy & kA N H P R
M RIS IEARS, selock 2P nl i d . an s H PN
(PRGN IE A, 20045 H X URHE 2 OCHT, 1M selock T3 PRFFB E B,
WK -transparent I 4 on, selock W4 2 b ke, HEEIRH
HIFE R IEAEST IR, RS RSN, UIRRb ROl
R e B, AR R
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2 PN ARl ) PR g

73 R IR TR 3% B B e
Wi selock SEHFERE, #n] LIUEZS N LAES,, DABG 1RX L8 T AR 25 N
I ABATTIEA T 1 A LA A IV 17
ZR ¥ TR E A e
1. (A% % E DISPLAY MAEEAF &,

FEAf selock iy TAE, B LE DISPLAY MpBiArte ., Ak, ATl
BAEAE selock #2145 € H AR .

2. ¥ selock Ay A HUE AEH P IRESEA Clogin X)) Hi.
B3, ALK selock fiv 2 T EAE Jetc/login X /etc/cshre SCAFH .

HEE: WAH P RS DU sai et bise. BOATEOL Y, XWAH 2
T PR . SR, WSS LE unlocking_user (AT seos.ini SCLF
(1] [selock] 543 ) Fric e At P 2R, 4580 LR RS 4 0 11
A P o AT selock 1, W LU A -user KEIICKE 4 i F P & 4 A fi]
HABH

Bl BB B2 R AR BE A
LR 2SI RS, G S EA X R3S

selock -display $DISPLAY -timeout 5
1T A AE i AL T8 BOIRAS T B WS selock

WK LU R AT R T4 R xstartup JIASH . xstartup JEIASIH & 5 B 7E H 5%
Jusr/lib/X11/xdm/Xstartup .

selock -display $DISPLAY -user $USER -timeout 3 &

PR ) s TEAEAE T X 28 1 AT A 2 s BEE R o

E U RSE BbR

selock 1 ] I ERIN R G K bR & CA ControlMinder #ibr, % EIbRA T304
AClnstallDir/data/admin/Selogo.xpm ',

FLEFE RS, THER LA
HER: BRI A2 XPM A 3.3 #43K
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1 APT LR %2 s

H APL R

B LE AR vt

‘”E
A e LM YR AN JE T CA ControlMinder (B NFB#EYRD , & mT DLl it
f# | CA ControlMinder API X AT LRy . BE> APIHH MY )2
BB

g N S ] F CA ControlMinder %451 %,
iVt

R G PR 53 ) LLE Hls A2 vl 55 225K 1K CA ControlMinder 4774

WE: 15K CA ControlMinder API [AVEAN{E B, 1S (SDK 7577) »

: STOP

HERR R A PR RO AE I R oA R 48 B A root A1 B0y GEEZHT )
Z AT AT S o AR I ER AT 22 28 mCHC AR P b PR B R AR T L 7
o XL AV P B R e e, S HATIO R — M4

HER R AU — MR e TR QI N, AT R S
B ML, FEEEHIRES AR GEF MR .

HER IR HY ORI (STOP) S Bl 1E 7R 25 G Sl MR P RIS L P N R S8 10— P )

e
He o

UNIX/Linux F& bR HERR RS 4R

7E UNIX B% Linux *F- & b Ad FHEAR 8 HH AR AP, 155 [E LU S

m  (Solaris 11 AMD) STOP v H T Solaris 11 M ¥ =i hieAs, A4 Solaris 11
ARG FEAEHEAR LR . Solaris 11 B U FEHERAL S, HEHA W B
hE= 8] A5 R BEHLAL (ASLR) SCHF o BRIAE DL R, Absid S CRLFE X 380
IR

m  (Red Hat Linux. SuSE Linux) 5#il# H Linux AHuHERRBENIIL
(exec-shield-randomize) I, A£3E STOP Thfig.

m  (Linux s390 RHEL 4) A HEALBEHIILAE RHEL 4 G E R ieT, Wi
B % exec-shield-randomize DL STOP.

B WA HERBEHLAL, ISR LL P a4

echo 0 > /proc/sys/kernel/exec-shield-randomize
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SE SCEEYE Y 1 SR S 1) 7 T 0 D)

Ja Fi sTOP

ERNEOL T, AEHIHERGS t OR9 (STOP) ZhifiE

B sToP, 1EfEH BT Jrvkz —IFHH1 A 3)) CA ControlMinder:

% seos.ini A4 SEOS_syscall 4> H ] STOP_enabled #xict, Ul KAt
ﬂ?:
seini -s SEOS syscall.STOP enabled 1

m 7 install_base iy & R P ALBCE N -all, WK ToR:

install base -all

m  7F UNIX Z2ESHOC/ o USE_STOP B 'E 4 yes.

R ZF Sun Solaris 7 &4t 1217 dbx F£/7, 1&2EH] STOP.

& SCRE PRI B ST 1175 19 AL

CA ControlMinder 7] LBl TERMINAL Vi in). SURROGATE i K A1 H] ' -58
SR :

SeonT DA BRI [) 95 5 A -2 FORTH -1 R famT ARIT 124 Ciis
SREG TARI 8] AN ) i BESBUT P o AT LUK 52 OR3™ (1A AT 98 58 52 it R A
LT -5 SCIR T St 3 7= RE e (i 58

7~ A TR] PR
NFUHEAE A AR FNEE R 08:00-19:00 Hf (8] B LAAI 1 [] P 5642 4 H

terminal ws3:

chres TERMINAL ws3 restrictions(days(weekdays) time(0800:1900))

FEIXEIN BN 52 1% TAR b (6 i K
Bl FRAEEAGTER

F P AcctMgr & 4520 3, RV PAT S PP 25 55 45« 1A PR I AcctMgr
TE TAERT TR AN TAE H S 5. AR BRI 52 ] fg il i i F Ay 2

su AcctMgr, KX 17 AcctMgr (PR 7o A BL R iy S AN v e 7T
SE M BEZ AN P 225400 AcctMgr:

chres SURROGATE USER.AcctMgr restrictions(days(weekdays) time(0800:1900))
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R R

R ARG %

&l LA CA ControlMinder {R47" R 4T 4 S S R A A R AR T
R EERIA, PRGN MRS 1) T LT R W 1
WA, IR AR A B N 7

FH P 22308 mknod iy & M4 I SCA-G1 gt i v Bl s e sl Rl ik - 477 S
f:55F, CA ControlMinder SR AT IZ 4% o U1 P 22 B 52 PR A e 25 11
mIA, J4 CA ControlMinder 23 BlL1E 2438 I EB (E4-AT

ERINTE UL R, CA ControlMinder AN FH 1115 5 55 I ERAE .

] LA file_rdevice_max Fric P SEOS_syscall #43 F [ seos.ini 315
RS A& TR

HE: K file_rdevice_max Frid EEANG S, 1ESH (=#151) .

Bl Z&Z AL

ZELH

CA ControlMinder 35 N %1 B1 “F& 15”7 Thigk:
e e VT
n bR

LI B

o 22 a2 0K 1Y 5 CA ControlMinder B 04T 24 2% il £ DA N HoAh 3%
BT o 220 2T Loy Begs B P FTBEsr) 1 21 255 2 [A] 1) 1R 348
05K V5 ) 43 e T 242900 (P 98U, CA ControlMinder 23K 1% BRI 1)
ARG 2R 3AT e . W SAZH 02 g0 Sk
KFAZGIRIT 22420 0), W) CA ControlMinder ¥4k 22331 T HAh 52 AU 7 5
0, R %A U X
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Bl L4l AE

RRZE&EMNKE

BEHZERHKE

zERH)

BHZEIGNE

UL SECLABEL Z84b Ti% 5k 4, | CA ControlMinder 4 i 15 % Y5 Al T
JU SRR BRI A g ], T 2 AE YRR Pl sk b B R E
GG

SOH R 2 A GO B ARG BEIE, U5 BEIIC SR M E 2 A U] newres T
chres fir & I 2 B0 TR 73 Bl & 42400 o

7B SOV P U ) 32 B 22 A R on R B AR TR YR, 15 M il S BiL %
2. newusr 8% chusr @72 1 ZH0h FH P 0 lid 2 200

R THI1) setoptions i 42 i H 22 A= R R A«

setoptions class+ (SECLEVEL)

NI ) setoptions iy 225 ] 22 4= G £«

setoptions class- (SECLEVEL)

Jo3 22 A KR 25 5 » CA ControlMinder YRAT 22 4 2 A% 7 LA K o Ath 47
B2 . PSR UG W 0 T — AN AN 2 A2 1 IR, CA
ControlMinder 23 #E Y5 5% P 1) 22 A28 51 35 H P il b 28 51 4]
FAT LI o An S o Be g1 YR A R 200038 SR AE F P 2 B3 v,
I CA ControlMinder ¥ 4k Sz AT HABAZ AR 2 A0, KEfEZai%H - v
[REA7S/T

LN 5 SECLABEL 2840 TEBIRAS, Tl CA ControlMinder ¥4 FH 55 %5 5 AT H
FU) 22 A B R e A 2R B 3, 1T 2 P R I S R 2R ) 471
%,

P L 2 AR AR AR YR, 1A R AN e e
e newres X chres iy 2 HIZE S E0 BUR I TC 24280

BEAVER U 52 22 AR B R R R YR, W O A SR —
N4 . newusr BY chusr Ay 2 RIS AISE00 H o id 204228
il

%1 setoptions fir & Ji H 2 A S ik A -

setoptions class+ (CATEGORY)
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Bl L 4ZUlIAIE

BHZ2RHNE
%1 setoptions iy &4 FH & A8 A £«
setoptions class- (CATEGORY)

7E X 222K

I E X CATEGORY JEH Y PR E & A H  FF1 newres fir &5 X
g SIE

newres CATEGORY name
Horhr, name LA TR
PE L “Sales”, WEHIALL N4
newres CATEGORY Sales
e L4255 “Sales” F1 “Accounts”, WEHIALL T fir4
newres CATEGORY (Sales,Accounts)
| 22 22K
SRR B b LIBT3 B3, I AEHIANT show iy 4>

find CATEGORY
B b BRI p .
T B 22 425

TEMER 22220, 1M CATEGORY Kb IHBR 224 J80 iJid k. R4 rmres
i MR 22420

rmres CATEGORY name
Hdr, name J& =R A LK.
LMERZ S50 “Sales”, TEHALL N4

rmres CATEGORY Sales
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Bl L4l AE

RERE

R Z&mERE

EERE

AR BACERN € U YO T B A2 S Z TR ORI o

)5 22 bRk 2 It , CA ControlMinder KA T 22 4 b 256 2 LA K HoAih,
BB A o PGSRV R A0 E T 22 A hR 28 A BRI, CA ControlMinder &
BB 2 PR 2SR E 12 R FIER 5 il sk 2 A pnds
FoE B R HRIAT LR o A Ry BRI 22 A b 25 43 FE R B 2 )
Y B oRAEH P 2 kr2sh, ) CA ControlMinder 4k ZE4 T 4 4= 25 5]
KA, NP 4aH F 15 0] 1% % 5 « CA ControlMinder 234 %% Y51 55 1Y) 22
RRZER TR E LA S il Sk 2 a2 e e 1L Aot AT
FE e W P 12 bR 28 o BC 1) 2 A R )R T BEE T R K 2 A b
SR E IR 224 2% 3, W) CA ControlMinder 4k S 404 T HA AR 71 5
R0, CRHE 48 P U X R

AT AR AN, K T A BRI S R i E 1 e A
LG LTS AAREE E SO R E I % A O 2420 o

SO R 2 AR B AR ORI BHE 15 0 BEEOC S 2 C 2 bR A o newres B
chres i & [IFRES BN DRI 70 BC 2 A28

SEICVRI U ) 52 2 AR A B R (R BT, 15 0 ) IAC /3 il %
AhR% . newusr B chusr fir & IIFREES BN 7 70 Bl 2 428

NI setoptions i 4 A F 2 AR AT 1 :

setoptions class+(SECLABEL)

NI setoptions iy 45 F ¢ AR AT 1«

setoptions class-(SECLABEL)
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Bl L 4ZUlIAIE

& X 2 2R3k
iR X SECLABEL R B SR E 224525 LR newres 174 5E X
LAHREE
newres SECLABEL name category(securityCategories) level(securitylLevel)
o
EH
T8 72 LRI AR
securityCategories

TR L AEIONMINL . BHRE Z A IO, A 25 BOZ 5K 73
B8 22 A2 (1 4 K o

securityLevel

LY. AT 14 255 2 A .

BE Ak IJ Sales il Accounts H. 22425 51 by 95 I¥) 2 b5 1
28, AN LU R4

newres SECLABEL Manager category(Sales,Accounts) level(95)
FH Z b
R PR e WA 2 AR AR, EE AN show iy

find SECLABEL

B LB e hR2E SR

B 2 EnaE

JH L MR SECLABEL 2 1) 22 b 2510 s R MR 22 k5%« LLF rmres fiy
LM 22 A b 2

rmres SECLABEL name

Hdr, name J& LR FR .
BN 22 4285 “Manager”, N T4

rmres SECLABEL Manager
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13 E: HERIE;

AR 735 LAR 2

BEE A RZ N (p. 161)

& X CA ControlMinder 5 N Hi % H AR Hi 4% SHAF (p. 162)
7 2l HAEE SR I TAEJREE (p. 163)

CA ControlMinder iy Bl i 2 o %45 (p. 164)

E A (p. 168)

HZ S (p. 172)

FUEEE HH (p. 174)

IR H - BRI &% (p. 179)

BB H AN

X T2 4 Hi k%, CA ControlMinder SR Eicdfa 2 b 2 SR a7 A% LU O BE U
)5 248 B 17 52 7 IO AR IR A% D 5K
BEANVG ) BRI AUDIT J& P, PDREILBCE AR — A i M
FAIL

R R 2 BRI R RV T
SUCCESS

ALK 1) 20 DU AR L Vs ) o
LOGINFAIL

WKV W RO 5 (B ANE T T 58 D

HER: G A PIRMER,; B2 (A LOGIN) MU diff:
(P/D/W LOGIN). {7 RHEAE R, WS (Z575/H) -

HEEPH: # Y 2AXF L Unix EATRL
LOGINSUCCESS

WV W RN E k. EAEH T 3. D
ALL

W 515 A 1) FAIL. SUCCESS. LOGINFAIL A1 LOGINSUCCESS B{ 75 U5
(] FAIL 11 SUCCESS AH Al fr11Z B o
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%€ X CA ControlMinder 5 A i #% H & 1) i 4% ZF 44

NONE
AN AT V7 7 2 BB IR A S
TRACE
RS ALL AT RGEFAAR R AR . REAE T 3. O

Eiﬁﬁ)iqjﬁdiﬁ%?ﬁﬁlﬂ%ﬁiﬁ‘ﬁiﬂ%ﬁf T e E AUDITE@O
I W] LU E o 75 AR RA S AR N AT SR A 1 HL 1 R

% H & M SRAR YR IX L AN AR o R A ISR B I P
LUR DL

w WU BIEEYT 0 AUDIT(ALL), ViRl T A & s RS CA
ControlMinder PR3 [F) PR IR T A AR B 0%, AU 2
IR e T o

m  WISXT CA ControlMinder {R47 (G YR 105 1) X)), FF H Ui [n) 35 5008 i
45 AUDIT(SUCCESS), F-4% 0 5% o

= U1K CA ControlMinder {47 KBS YR 1IU7 In] J I, I HLJT in) 35 5% U5
45 AUDIT(FAIL), ZHAENHE 0%

UEAh, R P BCE N WIRES, IR AR B N ZHIT I ERERC
3K, AR EAZAE R BN % H A&

%€ X CA ControlMinder 5 N\ ¥ 1% H S 1 F 1254

CA ControlMinder ¥ S D F1 U5 R e s 5 AR H A% H & . 2 X CA
ControlMinder J§Hf L6 Iﬂ",l HUEHANBFZHE, 1@ 75 S CSCEL e AZ 1) R B
Ui 15 1) AUDIT JEPEAE . 838 m] LU 1% /7 72:48 %8 CA ControlMinder ¢

BN BRI A0 S B A% E{ i

1 1] AUDIT JE K45 %€ CA ControlMinder 5 A B #% H & 1w i 24
1 [ selang &%, CA ControlMinder i 5585 B 56 S LU %8 P A5 o) 2 B

AUDIT J&

AUDIT {8 CA ControlMinder i3I BAXN S
*

FAIL R el P Rr hAY

SUCCESS IV 1] FH P R 5

LOGINFAIL NGRS M

LOGINSUCCESS  JR L& 5% DA
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P25 iE H &0 R 1) TAF s B

AUDIT {& CA ControlMinder it F AN  ERHXE
x

ALL 2517 FAIL. SUCCESS. FH A2 5
LOGINFAIL. LOGINSUCCESS #1
INTERACTIVE

TRACE SEFT ALL AT RGFE P

INTERACTIVE UNIX TFEALE I P20 P

o ToE R FH A2 5

ER: R EH S ZENE, 2]l & SCH-2H r AUDIT {iE ) AT LA
521 CA ControlMinder £t FH P BT FH 170 o A% A =

AP &ERBZERRTERE

TR P2 iE H e, Wﬂuﬁﬁﬁ%ﬁﬂ”ﬁ,ﬁiﬂﬁﬁﬁF"iﬁﬁJ\ G Caaniy IR
B H ez s A N a2

ER: KBL LA Jetc/shells, X A#if] <AC>/etc/shells.def C1F.

TSR AL S AIAE Jetc/shells FIT <AC>/etc/shells.def SCAEH T A Fx
7 BN I, Wi Jete/shells Fh 51145 Jusr/bin/passwd HAEAEH passwd
K UCEY, 4 seaudit 58 H T H AR W oR 231 H AR I 7= 56 o) 2%
e BB S 1 H B W R Z A5G A E Jetc/shells SCIF

ER: seaudit -kbl Ay 2 ANEF X 5% shell 42 /bin/sh [ F1d % -cmd .
BEIX LI
1 2T “BAICRAE” Y CA ControlMinder.
H & X CA ControlMinder S SC K JE F B 10 % 4%
HER: B DR 2SR 51 seos.ini U JE FBERE Id % 4%
2. JA3)) CA ControlMinder.

TN B0 S 285 & 3RS KBLAudMIngr IE7FIs4T . i issec S2H T
HAYFE CA ControlMinder J5 & BEFE IR A,
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CA ControlMinder Qi) Ay F 7 iff s v Az A

3. K INTERACTIVE J& VE 43 Bt 45 f AR R i ) FH P DA i F 216 H ds il
%o W]Jﬁﬂ:

m selang:
eu userl audit(interactive)
m  CA ControlMinder ¥iij i & P
12 “HI g w ek R R L) “ASH” HE.
CA ControlMinder & i TiZH Pk 5 (21l H & il 5.
4. P U, CA ControlMinder JFARIC R P & ifi. 41 E
B 1200 R, SR
5. CA ControlMinder ¥ CL ALK [ &3 1 PR AFAE kbl.audit H &30
GEVANYNNEES
/opt/CA/AccessControl/log

6. K seaudit SEH] T H 5 kbl 445 & 4 AT 21 kbl.audit S
ESNRVF

./seaudit -kbl -sid 65223 -rp

HRE: K seaudit -kbl A IEAE B, WESH (=£7/51) -
WA CA ControlMinder it 55 55 CA Enterprise Log Manager *H%Eﬁ
DU AP ) EHLCER P 2516 A il 15 - 4955 CA Enterprise
Log Manager £ INTELIE B, WS (SLubigrT) -

CA ControlMinder W17[ 4 FE ' 1 B S IR AR,

FH P %05 2 CA ControlMinder - MIF S8 4% ik k326 45 i% H P 1
FAZHEST . LU R3] CA ControlMinder DHATAf 5 FH 7 (1) A% A =X

1. CA ControlMinder f;#F USER 8¢ XUSER K1 [ ] ic 5 i 15 G & hf
AUDIT J& V£ IE

WS H P e A £ AUDIT JEPEIE,  CA ControlMinder I H It
TEAE & P o A A

2. CA ControlMinder 25 /& 58 H F 0 e BINC & SCH2H . S H 4y
i 810 B SO A4, CA ControlMinder MU £E GROUP 28 A i B SC -4 1)
TSR £ X AUDIT 8 1k R

L FF T BT B A4 HG B SO A A sk AT BT AUDIT &
PE[I{E, CA ControlMinder WA CAELAE by iz 7 1) i A% AR
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CA ControlMinder Q4] >4 F F#ff o i A% e =

3. CA ControlMinder f & ] Fag A WAL R R b WS P 22 53, CA
ControlMinder M4 2r GROUP B%, XGROUP K H 4 #3035 & 15 &1 hf
AUDIT J& PEIE

WS PO 0 HAL e Sk £ AUDIT JEPEIME, CA
ControlMinder W F BEAEAFE A ZH POt S P A 24
% B E B XS AUDIT JEPEIFIAE,  CA ControlMinder NIKS &
2 o [ d AR g i

ER: R P EZ AU 7 HIX e A5 AN A ) a1 A8l B4
HH s iz X 2 B R 1 i A =X i 4 e AL B A
A S NOPS T

YERE: W CA ControlMinder {3 JHZH ) AUDIT J& A8 A 2 FH 7 ) i 4%
PR, T ELAE P 8 S o B T A A AR S, TR B S R A%
P R AE AR o 1% N T VR A 4 A A ) B AR R
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CA ControlMinder Qi) Ay F 7 iff s v Az A

DL R K2 7~ CA ControlMinder i faf fiff 52 FH 7 1R) B AZ AR 2K

L J

—— EEFNTEE
ERFHFE EJ—f--_"
o o e RERTEE
-_—,%555‘_—-: kg i

. A ER

FHJ Jan [AN4H A RO B IR B . 41 A AT FAIL IFH AR, 418
SUCCESS I H#i #ZA . HT Jan RPN 5, R Jan 45 FAIL 1
SUCCESS 1] SRR i A A 2

Ez{%.%:

CA ControlMinder i{a] 45 FH i & SCAFR2H A e HH 7 JE P (p. 36)
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CA ControlMinder Qir] > F - ff o i AZ A

F P AL P B BRI B AR

MG P (USER X% 15}, CA ControlMinder #4 2R\ AUDIT_MODE %
Bl 25 1% %1% . AUDIT_MODE J@ M ¥ ERIA{E Y Failure. SuccessLogin.
SuccessFailure,

MBI T (XUSER SF%) I, BRIAEIL R, CA ControlMinder A
2514 2R\ AUDIT_MODE {H 4 iR 45 1% % .

VERR: (UNIX) ZEEFX USER XF 455 AUDIT_MODE J& (K1 BRIAME, i#57F
lang.ini SCAE [newusr] #4) 1 4w# DefaultAudit {H .

SVl I WS NINGY A I

r12.0 SP1 CR1 Z A, EXF LA N Uj i) #E BN Ay “T8”7 -

w  (EAHR USER ZRAd sk Hh & A € LI AUDIT i, WA 5 & ) AUDIT
R C B SC A ZHAH IR T FH P

s BAEEEMEE (H _undefined H il sk R ) & XHAEM .
FE: WHRAEHAHT, CA ControlMinder MIALEAT M FH B AE
A€ Lo EHXF _undefined H 7 I J@ PEAEIX P 0 FANEH .

M r12.0 SP1 CR1, iXUEy)j ) R ERIA H A% 45 X4 Failure. LoginSuccess Fll
LoginFailure. ZEFRAGHINAT R, I IXLEH P 1) AUDIT J& PHEAE S N
“3_5‘” R

%I+ GROUP it3%, R AUDIT BHERME

W BAT A BB GROUP id 3k
w2 P SRR SRS R C S A
n EERFEE A AR

r12.0 SP1 CR1 ZHJ, GROUP skt N 58 — 41 H /oo SUH AL s . Akt
AT 5 R AT AT RE T A I R, 5 A S 20T 7 B EA ) GROUP.
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&
of
S
=

BEEHRA

B (i — AN N BRI B . ol N BRI IE I, LA
AR ZEIREE, Hovhin i & T U7 ), T CA ControlMinder 43
BNE % H &S H AR P W, H V5 ) S G A 15 A
s MRZE P A SRR A T 5 X

XAE CA ControlMinder 4bF-5¢ 4= s 2N 2 AR A A7 2%

HERE: EamflileE cA ControIMlnder for UNIX FITSZ FfmE— 40, CA
ControlMinder for Windows 4 37 5 5 i 45 2 .

MBI BAE s ) SRS I, T] DA R A, SR A 5 R,
T AE St SR 2 i, n] LAY W A% H & DAY i T s S ms i 46 . 1
A LI H] seaudit iy 2 Won HAZ H ki o

WREBAT B L warning, W W] LIRS Z R E T8 RC. WER BRIRAL
AL TS, U5 1) 3 S U i) I, CA ControlMinder K L VFi%
i, JRETIHBE AESHEA ) Mz HETSALH.

BRI R R B R O A RO B T A B, R
EJE T AT HIE NI MR T &S, BRI Ab T
o

HER: WORTHEECE AT B Y warning, W RT LK ILE T G OF
AR A SR AT 1% R T

BRFETEEHEA
AV VBT R T W ) MU AR T 5 S BB S B
VERE: I T TR AN, OB T LI T T Rt
(p. 170).
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RLE

BREFETESENX

1. 7E CA ControlMinder ¥ 5. & B b 2 i 2 1 1445 1 5 X ) WS
W WA B T

2. PRl “HTR” EIR
W WoR B BRI« HOAZ R U .

3. bR EAEGLT, RSl CORAET
B U PRI A T A T B

ER: GRSV RS &w@ﬂﬂﬁ CA

ControlMinder 422 M0 s 5 N W AZ H & 180 Tl k6 gt Ys v
¥ JE P KA T 121

il sereport SLFHFLT (RG4S 6) A F A T BT A 7.
Bl KSR TR SR

LU selang 7= 943X c:\myfile & T2 25 B

chres FILE c:\myfile warning

B TR BRSO R A

PLF selang 7514 S0 c\myfile ff%8 45 455 20 B

chres FIlE c:\myfile warning-

myfile BLAEANAL T 454550, A CA ControlMinder 5% myfile 5&HIFAT
Ui 1) KL

Bl R AN E T E SR

LU selang 7~ 71165 23 myterminal & T4 45 455 20

chres terminal myterminal warning

CA ControlMinder SEVFTATHALH J* 23 myterminal 4715 10), {HEs
AT T8 5 A 5 2408 A1 2% 3 17 ) PR FH P A s o A% I 5 o
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&
of
S
=

BRETEEEN

AT ALK R T A Il B TS, A SR IR IEA B TS
2o AT DU A B Ok i P2 U7 ) RN R 25 5, T G 7 stk A T I 4
R
BRETEEHEA
1. {E CA ControlMinder it k{8 2l 1, AT U T £24F
a. b “EE” S
b. Hili “EEE” .
o “RBOS” B,
2. NERE PESHISE T B AR R,
3. iy “ORAFE7 .

BEBPRE B — 2T B, AN 2T 5T CA ControlMinder 1%
Iﬁ o

HH A TFEE AR TRIRE
SIZJiti CA ControlMinder B, A8 WA 2 15 A5 AT g I I i o SR A8 A
€ P HA U5 ) H T s SR A AR, o P S 1 X, 2 S CA
ControlMinder & FF- 4@ 5 il S04 T AH I IHE T AU

TR AL TR BRI BEUE, ) AR — A Bos I b T i
AR e

AR, ERMA LT
sereport -r 6

CA ControlMinder ¥ 2 45 .

R K sereport LR IITEAIG R, W2 (24751) .
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RLE

AT E SRR

SIZjiti CA ControlMinder i, £ WA FH A5 0 A I IS Fl it o G SR 48 7
S H P BAG V5 o) SLAT 75 SRR AR AR, )R 56 A1 45 85, 2 Ji5 CA
ControlMinder ¥ - 4f 5 il PHAT FH I HE A LI

FEHH Ab TSR 2R, 80T DA CA ControlMinder 7 b2 di
WoRb s, ERIALLT selang v 2

setoptions cwarnlist
CA ControlMinder 4 .7 — N8, Hirp BoRAb F85 B0 128

HER: X setoptions MTEANE R, 1ESH (selang Z=F7514)

WTPAT RG4S

T8 R] Rl 5 SRR E N T AT RGBS R TR R G S 22 N IR 4545

TERGAES ), SN 7R 5 1 B CA ControlMinder FEI. —

BRI Y A2 52 F 7 U7 ) JLPT R S 0, DU 0% P T 48X,

2 Jii CA ControlMinder ¥4 T 4f 5 il AT AH O R IR AR o

LAEPAT R YA AT B SR, AT LT R AE:

1. AL selang FUNAETF4h 44 2 HH 18 4 28 1 4 5 45
setoptions class(NAME) flags(W)

2. PATYES.

3. {EPATYEY 51817 seretrust SEH T H..

seretrust *%%EF?TEEEE%E%%E%WEE*%XB‘JE}?%D?%Y
T 1) selang v %o

4. JEAT selang T4 K T WG AT AEEE PR b o2 LR
5. fEH LT selang KU A ) 5 28 5 A5 5 AAGE J FH SRS SI it «

setoptions class(NAME) flags- (W)
6. fr% CA ControlMinder Hi#% H & 30 ff.

B H S5 32 e 52 1 o 5 1
ER: K seretrust SEHRIFHIVELNE B, 1ESW (2%755) .
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A% H &

B % H S

REHE R

FAZACSRATAGAE R A k% H B SO w08 H B AL EAE seos.ini SCA:
57 « B LIEH] seaudit S FE5E) CA ControlMinder ifi 5 &7 B %1 HY #
¥ HAE RE S G, 42 B TR) B ) i 2 A 2 Y A5k 0 1 =k o

HERE: X seaudit ITFEAGELR, EHSH (=F7E50) -

FA% H EAAAEAEAM, (HE T DUE R H itk T 5, M cA
ControlMinder >k 73 K Wi 5 B 5K IHI % H EAR B, DA
5 DL X0 W A

BB UL T, BT seosd F27 1 root FH 0T, BRI, 32805 & 725 seosd
{1 root Fi /BT BB 5 8% H 3G o T FRIRER R A, #5448 F AN 1) root
FH P 4% B 5N R 8 v A% H & .

K TAE AR T PLsela Az H &, Mo su CEHH P By
root 1/, CA ControlMinder 7& seos.ini XX G AN%H, HTIEE
KPP A B Te g H A& S

. AFEHMTHERZEE.

MRt i B %38 2 auditforce 4T A o I8 A X L] P
A A YA o A% H &S . 9wl seos.ini X, AN [logmgr]
211 audit_group #ric ¥ B A auditforce. Z &, CA ControlMinder ¢
$2 7 auditforce 41X A H A% H BSR4 )5, FERSI TAES,
B AR A o H 4% H B0 auditforce 4L4E LA #

S E GBS HE R bl DLT BUEN 2T G & 727 A2 A
W% A AZ H GBS U5 AR o VR, o0 8% H S AT A SO —H
%% Access Control ZJ5, 1fij CA ControIMinder K] PABE 1 P 1 i)
UL k.

w o ANFEHMTRRAE, LA s A BT A AL

RYUH I DS T AUDITOR JEMEIH P o 8 SCH ARG H R I ]
PAPAT SAZAT 55, 9 a0 0 0o BE 20 FH 7 R0 g Y5 1) o k% Jg vk o

AT LA AR A EPAT FAZAEST . AR — & AP 2% b AR o
RIE A% AR, H R n] U] H A% T
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A% H s

wEHSEETR

SCHEE SN

WHE H &K

1. g H AL AL E S
AR AE ] seos.ini A ) RouteFile brid B AT48 %, 70 CA
ControlMinder 2% H &AL L & SCAFdr 44 4
AClinstallDir/log/selogrd.cfg,
H:HF ACInstallDir 2y CA ControlMinder (1) %35 H 3%, ZRIAHN
Jopt/CA/AccessControl/.
0] LLAE H 5% ACInstallDir/samples/selogrd.init H 3k 31 H &A% 3 fic &
NS o S AT ANt DA = AT 4 SeE, A A AR TR
AL ANCE SO
R
host destination
XT- destination, i NN ALK I N AR . RG0S il T
HRL WS VimE g,
HR: A KECESUHEEMTEAE S, WS (LHFEFIERT) i
selogrd SZHIFE 7

2. fEEARET G BT N LR s kS48 5 G R (selogrd), FEAE
B F A BT LWL EPATIER 2R )5 2 F2)7 (selogred) .
HR: AR GBRFEAGELR, WS (£7575)

T g, %@IﬂLTuhL%W@i%UEmE’JmT - T
HﬂBf*ﬂﬁﬂH&ﬁﬂﬂEﬁ BT AT CAEs B A s H S h G R, 5
4&%%&}:‘*%;??&@11’@5 ) H S A5 S AIE T o
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ks %

TR MISE SN, TR H S A S S A selang iAo B,
R AN root F 7 1F) setuid 175 KA JCSThHR HY I #i %HﬁHF‘
John,

1. KHLLUT selang iy %
chres SURROGATE USER.root notify(John)

1% chres 24558, B9 N H P ACH root H I, #0KE A1 &
I]E’J B AZ H &L, 1M seosd i &R PRI A1 H /7 John. i%)5 S 1T
G R R Ay 28 277 R0 5 1T T A0 %

2. BB M MRt E TS, AT BAn) H ARt E S
WL =475
Rule2
notify default

VAT AL A A 330 A DAy 308 R o A0 3 B AR R A7 S

R A REE S UM E H SR8 s S PR E R, 1S
W (ZFH5H) -

H BB

CA ControlMinder fifi ] H &AL J5 & L selogrd K ik b A H 8% H &
SR KRB B ML B H A0 sk O B A L A Qi‘gJE
ASCI SCAFE B P A% X DURCIRE T 90 A% IR S AR v S

N T AL AL, selogrd 1 FC B AT selogrd.cfg. %341 H
PR (BAMEIS) A% H B C sk L EAR IS (BAME ) B E .
B IZANI5EHEEU I, WES (=FEE) .

HS s &

BAL seosd JH BN 2] 4)) selogrd I selogred, 154 seos.ini (] [daemons]
il 73 H [) selogrd B selogred ARIC B E N yes. IXFF, HizfT seload I,
seload ¥ N1 ENIX L 5 S FEF

%N, seos.ini [f] [daemons] 843 H IAH Y. A AR G R W

selogrd = yes
selogrcd = yes

H &L T AT RPC LIS B Zid sk, BRI, ¥ HEF NS & 1B
KBRS EE IEXS UDP i I B TR B2, RA, IXFEJCIESNIE portmapper
F RS 2% 5 G SRS T WA g 1 o AR ), n] DA ARl
ServicePort 4 iR 55 4% f5 & FE /0 Be 10l ag SCAR it 11
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A

U7 KA SO VEI 48 AR 3 111 Cportmapper Jig 1), I B 2
A 2545 1 seos.ini SCAF. U BT KEEAS SRVFAESZ PRI T I 45 55
portmapper BEATIAE, T3 i K1 AR 55w DA 20 5 i 11 028 B — 20

TH k25 P v R iR 254 1) seos.ini SCAF ) ServicePort FRic 1 E A [F]—

fH, "TUMRORSEIUIX — . ] LURE — MY GRRG e REFghe 2
feeum ) BURS 4. RTR e RS 4, IR i AR 55 2% #0h 25
AR R RS 3T o 9T, an S48 72 e 55 44 seoslogr, W75 22 [m) 25 7 i A1 i
55 % Jetc/services SUAFUR ML R N 45

seoslogr 2022/udp # Audit log-routing

Up R s R 55 A A NIS SRARATT 55, U 25 5B NIS Hi 55 LA

B % H S AR N

R LU s iz H Sl IR, selogrd 5 & R 5 N i %
B, ARG IR HROGRBE (selogred BUH % HEML 6D o 1L
SR8 W2 A VR R (R S 2

CA ControlMinder >4 selogrd $& it T PiFH 1% 772 : CA ControlMinder #5#fE
s FiE L adcipher FIH % H & = . S T AT N, selogrd 44 [
seos.ini A [selogrd] S5 (IR E, fFHILZEXN R DIRE.

PR i Al H =228 liberypts ®TRZ N %548 H 1 CipherName A5 id $5 5 11
A HIYIRE . BOAEOL R, %344 N adcipher, BEJRTR TR ILE
FERIFT 54542 . CA ControlMinder 2235 1 FURf DU L2 5T CA
ControlMinder/lib H g, IXPUANIEZEZESR)0 4 libldes. lib3des. libIDEA
1 libblowfish

CA ControlMinder {rt =2 e i AR bRl N85 25 50, i s k% & 48 H i
KeyFile bric ¥ & (M 530/ (ERIME: adcipher.bin) .

i UseEncryption P AR TR I 81

»  ZfiH] CA ControlMinder #x#EIN%, 1%+ € UseEncryption=native

w  ZHIT adcipher i H 1% H &N, 158 UseEncryption=eTrust,
J1: 4 CipherName Fl1 KeyFile ric 5 A& 24 1 {H

m  HAE selogrd %, 145 %€ UseEncryption=no.
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ks %

i H RefuseUnencrypted Fric 852 SRR A N A % . iZbrid S
UseEncryption Fric—## f, W% UseEncryption & M no, MIJiZbrid
MO

n AR INE N H A%, 1R € RefuseUnencrypted=yes
B2 OB AR I M4 A%, 545 € RefuseUnencrypted=no

HER: selogred J5 SR seos.ini SCAFH AR R BRI -
TR O A, T AT UL 1) sechkey SEH T H.

HEPH ! WR ) AR S ALK, TR selogrd FICAE &AL I AH
(7] R 3G s SRR e 6

B ERE IR E R H S iE R

selogrd W] DA H K0 sk R IE B H T IR AE H b o f800] DL o 42 2 512
PR IR m) (HTZ) , Wl DME ] SMTP B B R4 % &
15 B M A 4 e 554 o

SO H 2 H S Sk HR AL BT A H e 55 4% W IRE seos.ini SCIFY
[selogrd] #5431 (] UseSmtpMail F5ic

TR AT LAFE E U A

w ffTH StmpTimeLimit AR1CFE 2 MR 55 25 5247 25 I (3 INF I [A]

w fiiH] SmtpMailFrom WARIRIEE “KAFAN: 7 HEPEL B

m  {iH] SmtpMailServer N Fr1HTE & M4 AR 25 2% A1 4E

R ZIAEAER] UNIX HBPESE IR, Tt B e 55 4 7 B
Bz, A SMTP PSR IE B
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A

FC & SNMP PERE

T8 Internet (928 BRI SNMP (fij B R £8P BRSO 1 R GE, 18
Al LA selogrd LAE{# H CA ControlMinder 57 #% i s Al 2 SNMP [ .

LYt SNMP [ F, 135 7 55 4R BI7E CA ControlMinder 12 i1y SNMP 3k
EXG, ARJA A IX LR RO HC . selogrd..

FERE: WA EE ] selogrd ) SNMP 37/, Jf H. CA ControlMinder K
AR BRI B (Jopt/CA/AccessControl/), WWAZRSEHE B — N EEAR &,
SRJG A BEIZAT selogrd. AR &N T Tz, HoH ACInstallDir & 2:%% CA
ControlMinder [ H 5%:

= {EAIXH, ¥ LIBPATH % 4 ACInstallDir/lib

m  7F Solaris 11, ¥ LD_LIBRARY_PATH i% & & ACInstallDir/lib

= {E LINUX 1, 4 LD_LIBRARY_PATH ¥ & & ACInstallDir/lib

m £ HP 4, ¥ SHLIB_PATH i% &} ACInstallDir/lib

T % AF H 5% ACInstallDir/lib 7 & B L 5B FR R snmp.xx FlI
libsnmp.xx, HH xx ¥ A SIS aF5 T2, AlRErIy EA A :
m .0—AXFEH

m sl—HPFE

s so—iTfT A&

R EAE ] selogrd ) SNMP ¥ €44, H. CA ControlMinder & %225 7E BRIA
PrE, WLZSERCE LU NG &, SRJ5 A HEISAT selogrd:

m  7EAIX T, ¥ LIBPATH &% & ACInstallDir/lib

m  {F Solaris 1, ¥ LD_LIBRARY_PATH % & ACInstallDir/lib

m 7 Linux /', ¥ LD_LIBRARY_PATH ¥ & ACInstallDir/lib

= 7F HP 4, 4 SHLIB_PATH i% &} ACInstallDir/lib

H.H ACInstallDir J& 22%% CA ControlMinder i) H 3¢

WK T AP BERAE:
1. G4 4 ACinstallDir/etc/selogrd.ext [t 3 1F.

2. I HAMTE IR snmp.so [P 2 #8421 SCF
AClnstallDir/etc/selogrd.ext H', & X SNMP JLZEX R E . CCHE
A BB SRS B e ML= %, X E 2. D il

snmp /opt/CA/AccessControl//1lib/snmp.so
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ks %

w4, LN E selogrd.cfg SCAF, LMEE & MNifilik SNMP FEBIF £
VESRAL, DL AEfil SNMP BRI, NI AR B BB R 2T
HA Rl s, WA 1ER snmp R E L RS

f5lt1, {5 CA ControlMinder J& ZlF1 5 P I EL0E SNMP FERH,  HoKE
X8 SNMP [ (038 51 A& 36 45 AuditPCo SEIEKF LAR #4045 n 2]
selogrd.cfg ML & SCHF, AT LASE b/

snmpRule

snmp AuditP

include Class(START).
include Class(SHUTDOWN).

TR B SNMP B BIF IR ) A7 AL X A4 BR 10 W4 5%, 348 HT LR s 2
snmp gateway[@community name]
7~

snmp AuditPC@secure

A, fn] U I H Al A B0y () R BET SNMP [, sl AR AT A0k
AL E
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I BRI e 4

T8 H P BR R TR 2%

WA P B E A PTER S, WRRR S N H P B ERER LK N, K )
seos.audit A5 AVLECIT H AZ 0% « FESEATIRAS T <eAC > H1, XL 1%
itk /1 trcfilter.init SCAFfiE . £F CA ControlMinder r12.0 SP1 2 ¥ 5 it A
Hh, P R BRI SR AR B A0 S audit.cfg SCPRTRIE, % SCAFTRE I
A HAFH ol 5%

SR TR B AZ LK I 1L M trcfilter.init 3T4% 2 audit.cfg. WIRANITHE
i, WA FH 7 BRER T A2 B 1 A e %

FER : BRESIC AT IH H trcfilter.init Tk . ASK BREETRIE S5 M trcfilter.init iT
% audit.cfg.

TEBH P IREFTRIE RS

1. 1F trcfilter.init W, A4 EITRE M H P EREATHIE RS .

1F seos.ini A1) seosd #553 H 1K) trace_filter 15 & i 5& 1% SR A
EO

2. {E audit.cfg "', TEHIALL T AZ, b usertracefilter /&K H
trcfilter.init [ 1 ERER T IE 25 -

3. (e XMEANZELTH R S ERES Ry A PR 1R 2,

s IR P ERER T %

ez, U H P ERER IR IR 4847 T trcfilter.init SCAFH

*ExampleFilter

TUTH M P ERERTRE RS 15 TE audit.cfg SCEFTP S —ATHEN LA R 25
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i)

B 14E:. FEMBHITEE

SEFR A3 LA A2
22 R BRJE TE (p. 181)
YIPERL (p. 183)
JITATAL (p. 186)
PR (p. 187)
TP (p. 189)
PAEE v 40 (p. 191)

2R PR &

SR IEBUBIEAE I ek A . SR RBEBUS RSV P AT R
SR TR AT AR 4 SR B PR I D AT BRI

ADMIN Bt

@ik ADMIN JE1%, F 7] LA AT CA ControlMinder H1 JL-"F-FT A K154 o
LEERE v e U H A ADMIN g PR P a] BLe SCRISE B8 e b i)

. HFZ YR . X2 CA ControlMinder Fi s K@M, (H2etf
Sl

w URE R T — AN B AT ADMIN g, eI R
111y H AR IEiE AL sk IER ADMIN J& k.

= A5 ADMIN J&:{H 3545 AUDITOR J& PEIH S ASGE S ot Fr . 4iak
PEUR TR B AZ I CRAZ AR ) o iR 4A84T ADMIN J& I HL 5 5
T . BRI R, 3 B 20 AUDITOR J& s

m  EA ADMIN B H P TCiEEMERE O 7 (UNIX B root Bk F 8%,

Windows _I*[] Administrator 1k f*) , {EABATTR] LK root FH BN
4E ADMIN F /6
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R RUBR e 1

AUDITOR &%

OPERATOR &1t

HA5 AUDITOR J&PE R 7 vl LIS R el 1 . )T 24 AUDITOR J&
PRI, H R ABR B HE DL A

w AR R T A R

Hi 4% 4 0] LAFRAT selang -4 showusr. chgrp. chres 1 showfile .
w AT DABCE A ISR A AR AR

B AZ 03 7] LLBWAT selang 5% chusr. chgrp. chres 1 chfile.

HA5 OPERATOR J& Y 1 H /- 16 Fir - SCA 1% READ 15 [ BB o A FH % 1
AR, AATTRT LAF e 2 v AT N 2, BT BUSAT & k.
YE 1Al {8 FH showusr. showgrp. showres. showfile il find fir 241t 4
FEid k. JEik OPERATOR JEME, I/ i&n] LAd ] secons SEHIFET

HER: K secons SLHIREIFITRAIE B, WS (Z=F771) -

PWMANAGER & %

PWMANAGER J& P 0 H HIUH 2 A H chusr 5% sepass iy 2> 58 el HAh
JR L R

VR ZEit PWMANAGER 5% ADMIN FH /7 (13508, %% & setoptions
WA cng_adminpwd ET . FRFEAER, ESH (=F7/58) .

PWMANAGER Je& ' AN 55 5 5008 FR sk B FUAL ™ ) e i) B
PR PRI AR o

PWMANAGER [ BRIE 045 showusr Fl find iy 4 A8 H o

EER: WRH K nochngpass J& 11 1% & 4 yes, NI PWMANAGER JGik &
oIz R A
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A

SERVER &%

IGN_HOL B#

I

5 r 2 o 22 A8 —FF, CA ControlMinder A S VFH R ). ]
JUAGER AT LAY R BRI X? 7, H R Al LA R R R e 3R
AT ATT I B X2 7, AN, N SCVF IR PR 2 HL T SR BEIR 55 A HERE (451
AR 12 I 55 s MR 5 BN N TR ) AR AR ] - g iRl B .

SERVER J& 'E e VFHERE ) 0] FH P AR . A5 SERVER J& Mk v & 1 FH 7 ml A
% i SEOSROUTE_VerifyCreate API.

VERR: 4428 R CA ControlMinder API [FITELI(S B, 1554 (SDK
ERD

Wik IGN_HOL JE,  FH 7 ] AAEAB I IC 55 e ST A B 0] B Y 85k o
HOLIDAY K [N e L— a2 AN (] By, AEIX LB ey,
JUEBERAMYUE A e k. W IGN_HOL J& Pk, H /Rl LABEIN & 5%, A
AR S5 P s SCIRT R B R B ) o

HER: A1 9< HOLDAY RINTEANfE R, WS (25754)

ERHRATRURIEZ BT, 7L AR T R I
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YA

RFRAFR

HRAUR R

MBAEERA MBS (BN TRARD , AEHE A AR A &
o A AEEANANRA GEHAD o SASNEA A RE
T A5l I DA WL 1518 T

1
|
| | |
& 20 £ 30 £ 40
I ]
= & =
500 E00 700

2l 1 42 20, 30 F140 =24 . 41 30 & 500, 600 F1 700 =/ N4 17
L. 41600 LA 30, 411 %A,

BB BT AN )0 SRAE W I T AC R AT AT . I — Ml
SKEWENMAES . SRR IZIC AR .

— AW DA B sk R, FEIIACR AT, ATy
BUH P AR B IXEURp R P R H QP e b B T AL
JE k. ARBUBPE T

= GROUP-ADMIN

= GROUP-AUDITOR

= GROUP-OPERATOR

= GROUP-PWMANAGER

join fir % AT IERIEAUI T Al LU D BEEIX LR . join fiy< HI
TR ETAT, JHRER T INARBURME (WERAD

PUATBLFR ¥4 57 RT e BAS AT RER A BELE LA B AT ik, X
R HERAT X Sl %

BEZER:
P (p. 186)
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AL

GROUP-ADMIN J& 1t

P B BUR YRR AT DL B A . BRI, 4L B B
AR KM PTAT

LKA B A% AR T R BUR PRI A . Wiz g2 H
ABZLIACAL, WP Fid ) Lok B R B —A 74l AT SRR N
Vu . SRUEMEBORBIBN] T 41 B8

H A4 GROUP-ADMIN Ji& M1 F 7 XAt AT T2 9 B b e s A BA R U TRl A

PR«

5 17 BiEA i

TR W RIS JE showusr. showgrp.
showres. showfile

g ERR P AT I % . A ZFE R newusr. newgrp.

URCER newres. newfile

Bk B ek 1 JE P chusr. chgrp. chres.
chfile

5 D I B8R e v e S rmusr. rmgrp. rmres.
rmfile

R FHP A S E - P 545 8. joiny join-

GROUP-ADMIN J& P th A7 B il -

= GROUP-ADMIN HI /7 JGiZRH Ik B OO0 B8 v i), BRIt

GROUP-ADMIN H 7 TGiE B w1 B 2 2o 22 =900
GROUP-ADMIN H F Tk o BeAth AT 10 1) 22 2 el 22 b s

= GROUP-ADMIN F ' JoiZ: A A Fh A B 25 FH 7 CUNIX B 18T root 1k
F 8% Windows | [1] Administrator [l )

w JURBRBI S AT “ SRR R IETE” g i 4 R R e v Ok

GROUP-ADMIN H J* Jeyk M B bis 4 o M — ) ADMIN FH 7 e % .

GROUP-ADMIN H F* JCi M B 504 2 ¢ J5 — 1 ADMIN HH g sk
(] ADMIN Ji& 'k

&4 AUDITOR J& P[] GROUP-ADMIN F 2 ek i it . |
4 HA5 AUDITOR J& 1) GROUP-ADMIN FH F i] LB 397 e A A =

GROUP-ADMIN H] 7 TG AT H 7 6 &4 SR AU 7 ADMIN,
AUDITOR. OPERATOR. PWMANAGER #il SERVER,
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PTATAL

GROUP-AUDITOR B

HA4 GROUP-AUDITOR J& £ [ 7 o] LA 290 AT AT e s i) e 1 o 4
%A I 0T LR 2HE L P AT A i S5 18 A AR

GROUP-OPERATOR )&

HAT GROUP-OPERATOR J& 1 i) FHl 7w LAF Y A6 [ R AR A i s ) e

GROUP-PWMANAGER &%

FTAA Y

H A4 GROUP-PWMANAGER J& 1 (1) 7 ] DA SHE e He e s 49 e i
ATAR] 0

s E R AR e sk (357 R e e TR IR IC R #H —NTE &
S ) B A Ind sk, S8R B owner 20K WU e LT
#, WA LLIE L CA ControlMinder #5458 SCic & I H P 8 € Mid X T
o

W LU N WA AFf—45 R F, V5 a5 B 0 %

AT E OSSR T

o AR OSSR P E AL R AF A2 AR A GROUP-ADMIN
EREAIDE

w AR TR K SR AL SR AT
AR R AE MBI AT Ea e p ol sk (T e, I s AN AT PITAT
AT SR M AR AL 5= AT LR 0 AR

5 19 B frd

BEH RIS JE P showusr. showgrp.
showres. showfile

Bk Bl sk g P chusr. chgrp. chres.
chfile

UilES TR0 I B8R 2 v e S rmusr. rmgrp. rmres.
rmfile

SEE P R P AN 85K ) 54150 . joins join-
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N

SRR

BRI

DR BEANARAE ST B i S HA I BB, W izad % bR
ALK T IR RAEA B IR 4130 s 70 BC BT 3 nobodly o

FITAT BB ) R AR T -

o B R ADMIN T RIBT AT & TV IR 2 7 e =%

»  ANHA ADMIN B BT & Tk g d Az, KA HA AUDITOR
JeE P TR P A AT LR B e A AR

n HBZHT (UNIX _EF root K ) B Windows I [#) Administrator 1K /)
[T 2 AN e W B 2 A IR root.

w  JrE LA A BT 8R4 R R IS TE ADMIN
AUDITOR. OPERATOR Fil PWMANAGER.

o T ETCERLE OO BRIV, DAL
- PrEELESEE T B O RO %0 .
- BT B TGRS BB TARAT (1 2 A 20 B 2 AR aE

i Jd CA ControlMinder, SCHF A 35 nl LB IS 7 FILE 28 g il sk R Y
Ao AT B 2SO e s B e R, B DU 38 o] LURS
HA T 2807 newfile. chfile. showfile Fll authorize iy & H T 4"1%
JGRIRTS

76 UNIX b, S G SO, UNIX 2831 7 48 08 iz SCE R in

o JHiL CA ControlMinder, UNIX U 34 AT LA S FILE 3%, BRIE
ZIRe s AR . I RIS TR B A o S FILE il TR IRR
seos.ini L1 [seos] #4371 I¥) use_unix_file_owner Frid W E A no.  (IXJ2
NN S W)

NEIVEY] T ARBURYE ST ORER AR i GRS ALY AR
R S AN, (H T RO S a1 BT SR %
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AR

AN

B NEF, PO MUL. MU2. MU3 Fil MU4 #& Group 1 % 5
Gmw1xﬁﬁﬁam:A%Fow 0ouU6 1 0U7. & Mus B
GROUP-ADMIN &1k, +

@ ou7]
(@g% + OUE]

£ 1

MR B 7 MU4 PAT I 2 4Lye . eafsd 1 aErra e,
Rl ous. 0OuU6 Fi1 OU7.
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KHANTFH

£ RES, JUAH T MUL. MU2. MU3 Fil MU4 #B5& Group 1 [R5 .
Group 1 &4 H &l =44 )" OU5. 0OU6 Ml OU7. Jlfi MU4 7 Hid sk
¥ E T GROUP-ADMIN J& 1

IIILI?
(@@? A0UE]

& 1

g

I |
@ @ 20 & 30 & 40 ".

‘ooz NI
' VlTEE R —

t

6

NoUa4];

20 1 4& 20, 30 F1 40 =ANHMAR A . HAp N MNBHEAHEANE T %
ZH % 53 B P B B A BT O

UM B MU AT R AL L. e 4E Group 1 #1151
A AR MNET Group 1 MALFTHIA I - MUA [l T
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e SBARGMR L EHIE. LA RAEIXMIERE R, 24 seosd
TEE A ML IS CA ControlMinder £ 48 (1) B G H At 1t A5l 0 21 26 3
seosd 5E L E AL

m  INHVKS under NIS_server WHRIRIFIME 1% & 4 no, seosd 23 fLTVF UNIX
Tk BL R SR I K e # UID. GID. 1P Hbhik 2 i 1145

TAHEsGRE H
MY Seosd i H] I A SCAFEA T4 5

m /etc/passwd, HIT UID B 7 4 )8

m /etc/group, HT GID B4 4 K5

m /etc/hosts, T IP Hudik 51 = H1L44 ) 55 4k

m /etc/services, I M55 ¥ I $IHRSS 44 (K52 4

NIS % Bify 5 BIR A E R AL 5 T 5 15 Sl
KH Jetc SCHEMINIS g5 . (HAE, fE—LEREE
W, Jete SCHEASEYR, T HARAT B30 40P 75 &
SN E R AT M. 1, 7E Solaris 2.x R4
Hh, SO Jete/nsswitch.conf fiffi 52 #5 4U
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fitp AT 44 R

TAHentRR

Vg

DNS % ) Vi

HP S AR e Jete SCHEHAT I
TH L H DNS AR S5 #8 KFe i F M4, ERLE RS
B ST Jete/hosts SCAF .

NIS FI DNS %% f' it

HH DNS $047 ipaddr 2 FHL 44 . ST TH .
RS e, R HR AT 7205 NIS 2% v (1)
077 SCAH A

WK under_NIS_server FRic F{E 13 B A yes, seosd & HUATE H LI
el o MR seosd N E MR SEAFEGE, W AR T s

TAEuERA

¥/

NIS k%5 %5

J 55 o vH SO LIE 5 BE 78 2 Ik 55 A X8 2% ) i »
FERAT AT R A7) NIS IR g5 4 o 5 FE e 5
o AE NIS AT WU ) SCPEE H AL T /var/yp
, (HGE, ARYE R E R E R SRR
A, AZALE T e AT T AN o

DNS 55 %%

F T4 4 B B Tk s & . DNS JBvd:
ERHR e BRI A s Ak, cA
ControlMinder JCyXAT S A7, 1 H 204 H )5 4
AR e B G &8, DU SE R
J7 sebuildla fff ] BHAIR A ARG R,
WS AT sebuildla.

Py Hefh AR ok

5 DNS AR5 25 4H[A] .

{E CA ControlMinder JfitA 2 AT RA T, seosd ik v LA FRId
GroupidResolution. HostResolution. ServiceResolution . UseridResolution

Hl resolve_timeout = Hil 43t iE . A XXEERILHITEAE R, W

W (ZF15H) -
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% 16 =,

UNIX Exit

=

UNIX Exit

AR 735 LAR 2

UNIX Exit (p. 207)

JH 7 8R4 5% BT Exit (p. 207)

CA ControlMinder W% 4R T Exit (p. 210)

UNIX exit 72— MEEFT, BI—A shell IAE AT HATREY, 7EHAD
& L) CA ControlMinder W8 K AT UL T 4 AAEAT . N4l 4%
CA ControlMinder WAZARER I, A& HIKEE selang fir 21, CA
ControlMinder SZF5i I UNIX exit. 121, 0] LLUGR NGRS B H iz
ATHIEA I R

UNIX exit A LAZERL T — AR AME L M g7

»  {E4 pre-update exit, £ A/ AN K I BEA selang 54 2 A

» £ post-update exit, £ 58T A/ BRI BEAS selang fir % Z
»n {4 pre-load exit, {F SEOS_load %% CA ControlMinder W1%.Z pi/

n  1F24 post-load exit, 1F SEOS load JiN#X CA ControlMinder W1% .2 /7

»  1E24 pre-unload exit, 7F SEOS_load 1%, CA ControlMinder W% .2 i/
m  {F} post-unload exit, 7F SEOS_load 1%, CA ControlMinder W% .2 /&

PP BRE S K FEHT Exit

B 294 UNIX PR35 0T 58T P a4 K 1) selang fiv &I, #2> 1J H
UNIX exit, JGieAd #4247 L (selang) i£ /& GUI (411 CA ControlMinder
U AR D T H,

AT AR AROIE . SRR AL . S AR L S
IZATAEAAT UNIX exito  BLR 0 AT HERE0G21T UNIX exit 12

®  newusr

= newgrp

m  chusr

m  chgrp

m  editusr
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P a2l 10 S5 B B Exit

m  editgrp
® rmusr
® rmgrp

M UNIX I EERE, B exit BEFEARYE M root ﬁ%)jlﬁﬁ =175 HM CA
ControlMinder [ BEKF, HUAREL B _seagent 1817 o

RALH) selang exit BIA K T/EA K

CA ControlMinder 24t T — A, 0] LU L HIAE master BIAS, R4
1T selang A4 HIVE SRR AR H HAABFE > . /E4 CA ControlMinder
I — 5B AL A exit A S ACInstallDir/exits/lang_exit.sh (H:H
AClInstallDir /& CA ControlMinder [#)422%% H 3. ) [ vd B & & el TAE
1

1. CA ControlMinder }4 H 8l A 1A 1) =N S HUR(HE -

¥ A RERIME

CLASS USER | GROUP

ACTION CREATE | MODIFY | DELETE
STAGE PRE | POST

X Ee 250 F5 7~ CA ControlMinder 1E7EACFEFH i 2 41 EET@‘JL
MRS EAE S Al DLAOE S EEHAT (PRE) selang iy 214 42 NI N1
L& ATk (POST).

A W] O 2 A AR 45 e T IR e

2 T BERIME
EXEC_RV E%Ll&(ﬁﬁ T exit iy 2 A& AL DI A2 KM UNIX
un 54 E’JLE@
X]Lﬁ: PRE fir %>, ﬁﬁﬁﬁ‘%}ﬁé\o %f T POST iy 7,
1A LU FAZAE e S 12T exit I8 & Bk exit 1y
/\
T o

AR DT S E U 7mBl, 1525

AClInstallDir/samples/exis_src.

2. CA ControlMinder 1§ ] CLASS Fil STAGE S50 7EAH N H 35 T A $R 7«

ACInstallDir/exits/USER PRE/
ACInstallDir/exits/USER_POST/
ACInstallDir/exits/GROUP_PRE/
ACInstallDir/exits/GROUP_POST/
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FH P B 2H 0 5% 58T Exit

3. EHIN HH, CA ControlMinder ¥k A4 LUK'E FHE S IF3k.
LR R E AR DI BAT LU R R S BT A R

Snnaction string

Hedb nn S —ANWALE - F R, e SORE P AERAT T H (4
action & CREATE. MODIFY B, DELETE #7432 —, I string &k £ 4%

B
4. CA ControlMinder FHH 2T 44 Hh 55 —ANFIEE = AN RF 8 7
EAT BT AN FRT

7~: UNIX Exit 24

TEEMBRH P, B H 3% ACInstallDir/exits/USER_PRE/ FL45 LA R 3L

m  S10CREATE_precustom.sh

m  SI10DELETE_precustom.sh

m  SO9DELETE_prermusrdir.sh

MR A S EEMER R P, ASs AT AR, B BB A

ROV . BRI TR S S IFA B OIS 3 AR, 4
JRIEATE =AY

T DL 4 seland exit 1S3k

Y5 exit B, 180T LR I B2 201 — A2 (CLASS. ACTION #1 STAGE)
DL A AR UE CA ControlMinder 204l (Bl A AR AR o #&ibv] LLER

B Tt exit BIASAE I IO A A s s . B0 P B AL A i RS B
g, APR SRR RS 5 T IFE A newusr. chusr. newgrp B chgrp
fir A P ERZH K UNIX APPL JEMEA . 491 201

chusr JONESY unix APPL('HIRED=MAY93,CLEARANCE=2")

exit F5 7 WA I A AL BILEAL 5| 5 2 A] R A 25 o

82 E1a4T I selang Exit F2FF

F45 40 CA ControlMinder iz TWIREE exit F217, 151524 seos.ini 3L/ [lang]
#4r. CA ControlMinder |1i] pre-user. post-user. pre-group Al post-group

exit FEIt lang_exit.sh JIA . #1481 LAFR TG exit LA H Y exit.

TR HOH exit, 1H T B E seos.ini [ [lang] #543F ) R AT —Eg
ATE

R HA exit 588 sk exit BRICHIMERT, A exito
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CA ControlMinder WAZ INZEFE ) Exit

R I A At SR

selang Exit 7~

~Pl: ¥55E selang Exit

E M, ¥ E seos.ini SCAARIE, DMEAEA#AE 2 BT R T
groupcheck, fEAIEAFZ JGIZ4TFE flag_exceptions, 7EH P #fF2 JGis
TR lang_exit.sh, T{EH P EREZ HIANIZAT exit B2/ W R iE
seos.ini CAFFRIC:

[lang]

pre_group exit = /opt/CA/AccessControl//exits/groupcheck

post group exit = /opt/CA/AccessControl//exits/flag_exceptions
post user exit = /opt/CA/AccessControl//exits/lang exit.sh

Exit JAATLE 15 )5, BRAE seos.ini SCAFEH ) exit_timeout A% i §F 2 H
MR o AR [ R R

m YR pre-update exit # B BRI [ [AACRE K T- 8055 T 16, A4 CA
ControlMinder ¥4 11 exit iﬂﬁﬁ\ RS IR HAT CA
ControlMinder update 74 ATAr[ HoAth 1F ¥R [FIARAL ERAS 2 T AT

[0 R

m U1 post-update exit A8 I BIR [F—ANIEZ{E, FB4 CA ControlMinder
P2k exit iﬁﬁﬁﬂ?’fé HiRiH R . R T4 AT CA ControlMinder
update 4%, M IRA R

MR A A H SRR, T LR I I G SR .

ACInstallDir/samples/exits-src
ACInstallDir/samples/sample exits

CA ControlMinder N 1Z INZFEF Exit

£ 24 In# % CA ControlMinder 1% (SEOS_load) i #B£: 1 H UNIX
exito IXFF, AT LLE Wl 7E N2 s E 2% CA ControlMinder PN A% Ab 2
BEAVE RGNS =T REIP . B, J24T SEOS_load -u, & 7] AT P A% 14
UNIX exit >k H a5 1EHAEFS J5 BT )8 )55 11 CA ControlMinder H1% 1)k
Fio
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CA ControlMinder PN AZ INZFE P Exit

X TR E 2245, CA ControlMinder Fff iy — S8 BTRE R FH () Y A% N exit
FI/ER AL EIE exit.

FER: AP IE CA ControlMinder R ENZRINVEANE R, iBSH (=
E1EH7) ) secons SEHFRFF .

WA InE exit B TAEFR

N T REM IR HIERE RGNS = J7 3EFE, CA ControlMinder RUFAENNZL CA
ControlMinder WAZY™ REIS H 8 UNIX exito

11T SEOS_load [}, CA ControlMinder #5447 LA 45

1.

AT H P R

ACInstallDir/exits/LOAD

HeFERA LU A% US4 R P A Ry

SEOS load string.always

e string W VLA A VE 745 53 o

$2 JE S04 B AT 75 H 5% ACInstallDir/exits/LOAD Hh 5 [ #4>
A

SEOS load string.always -pre

KA SR -pre ZHAAT, DMEE N exit KAGTIIZ S IFAEINEK
A% Z R AT 16 B R AT

ER: W exit IR [F]—AHEEA{H, CA ControlMinder B2 11 exit #EFE,
BRI R, RPN nE .
Jn#& N k% (SEOS_syscall).

Fo 1 3] L2 22 I A TAE H 5% ACInstallDir/exits/LOAD Fh % | i) &4
A

SEOS load string.always -post
FEAN ST -post ZEHAT, LAMERT LIS N exit KA MZZSHOFAE
TN AL 5 $hAT P s 44

ERE: WHE exit IRAIHGEZAE, N CA ControlMinder #2411 exit iHFL I
BoNEIATHE . CA ControlMinder N INZE G — BHARFFINZEIR S .
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CA ControlMinder WHZ INZFEF Exit

P Exit B AR

T RS HIHRAE RGNS = J7UERE, CA ControlMinder fSUVF{EHIZY CA
ControlMinder PAZY™ I H 21 H UNIX exit.
1Z4T SEOS_load -u [}, CA ControlMinder ¥ 04T PA N 1
1. AR H PR
ACInstallDir/exits/LOAD
2. EFEHA LU ST A R .
SEOS _unload string.always
o string v LY AEAT AT 545 53 o
3. Foe M i) Mg LI P AT AE H S ACInstallDir/exits/LOAD 483 fi4EAS
A
SEOS load string.always -pre
FEAN S -pre ZHEMT, UAEB N exit KAGIZ S HOFEHIE A
1% Z HTARAT Wb BRI HRAE
HER: W exit IBFHEZF{E, W) CA ControlMinder ¥ 2% 11 exit BEFE .
BRI BRI AR
4. FHXEBENZ.
RN AN
a. JEFERA LU IS T A R
SEOS unload string.opt

b. %A 4w ZL AT AE H 5% ACInstallDir/exits/LOAD 13k 211
FEAS LA

SEOS unload string.opt -pre

R SCATHSH -pre ZHHAT, LMES ANSAT exit LUASINZZHOF
TE BN AL T HAT HoAth T 1 0 22454

FE: R exit IRMHEZE/E, N CA ControlMinder #52% 11 exit 3
B BRI B IF B N A 2
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CA ControlMinder PN AZ INZFE P Exit

c. HIEAN.
d. % MRE] S 2 2000 PR A T AE H 3% ACInstallDir/exits/LOAD H#£ 21 )
BEAS A

SEOS unload string.opt -post

B SCAAB -post ZHHNAT, UMEE AN exit ARTINiZ 2%
FEAE EI R N % 2 A AT oAt vl 2k 1) 0 4R A
EE: W exit IR [FIHEZEAE, W) CA ControlMinder 5 2& 1I exit i3F
P B oRERH B . CA ControlMinder A% I 5 — EL AR FFIEIER
REE
5. f I ] Mg ZL R AT AE H 5% ACInstallDir/exits/LOAD 4k 5] (144
A

SEOS unload string.always -post
R SCATHS ] -post ZHAAT, DMERTLUE A exit KA IIZZHOHE
I AL 5 AT BT s R4

EE: R exit IR[AIAEFA(E, N CA ControlMinder #2411 exit HEFE I
RN B . CA ControlMinder WAZEIH G — BLAREE AR IR A .
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5 LDAP AT H.

ek P 27K

AR 735 LAR 2

5 ST A4 B (p. 215)
S50CREATE Ldap u (p. 215)

Ln S48 [R)INHE ] CA ControlMinder F11 LDAP, R[4 [ C9n'S A LE
CA ControlMinder Fll LDAP Z [al4&4H ' 45 $e4i T =ANRBlEA

HEEYHA! ZXE sebuildla FIFTTFF K LDAP FLE B H, LK LDAP
FERENZ AT Idapsearch 4. 52 1dap(1). Idapsearch(1) 1151
U PA S LDAP 28 ) i SCRS Hh T B A B

H A A RALIEIA (Idap2seos Fil seos2ldap) FEFE%4H F 7' A CA
ControlMinder ‘T 4% LDAP J[k%54%, FFKEEATM LDAP IR 2% F A CA

ControlMinder.

BB UNIX FH P 25, 3 = A7l A SS0CREATE_Ldap_u.sh 2 H 3
1% 6 4 F A\ CA ControlMinder 144331 LDAP .

IXLE A TR EE K 7 i) TCL shell 3855, AT M# FHE 5 %% F g API(LCA) =
P &4 tcllca.so.

HER: K LCAM TCLY RAIITEAE R, W2 (SDK 75/7) 1)
“UEE ) N AP —ERIBT SR LCA I A

R EA TCL, 24 Larry Virden 5 H KA1 $] comp.lang.t_c_| [f] FAQ,
MIT %5 A0 Terafirm M35 E3EAEZ FAQ.

L FTLLYT 1) Sun Bl 1 AT 9% TCL KBTI . SCREAT DR

S50CREATE_Ldap_u

SS50CREATE_Ldap_u.sh 23 7EAIEEHT UNIX F P PR EL 231 LDAP.

CA ControlMinder 24t T —/ N7t shell fAS, H-T-F8 UNIX H 7 Bshs
A LDAP JIl%5#% . 18 T5EL I AT e 5 1% B A A o
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S50CREATE_Ldap_u

FLHRE TR B shell BIA CECE AL 23R L exit JIAS)  -HATEL R
(e

1. K¢ SSOCREATE_Ldap_u.sh 3L {5 i3] ACInstallDir/exits/USER_POST H
Ko fEZHXT, BABA post-user exit.

2. 7F seos.ini 3CAF[ [Idap] #0731, #f base_entry FRiC 132 E A LDAP JEA
2% H
7N o

B, XA InE K4 ServerWorld FZHEY, FEAZ H vl fEA
o=ServerWorld, c=CA.

3. fEF R, KN E N LDAP IRST A N4 o KRR B
N LDAP A H 3. ORPIBIALEZ H 3 R bin H 3 &K line
LSRR )

WHIZFER (en) P HH 1424 B, a3 CA ControlMinder ids A 1Y
AR P AR, WhZH P A R A A FR . SEBR R B L RE
A AR, P LSS AN ER Y H P 4 G A FH AR

B 5 18 H selang #3021 UNIX H (I4REA H P #6542l F 2% 31 LDAP il %5
P NS LDAP T A AELEIZ T, WA R R

A A I FsE, AHSCHT LDAP K40l &2, dn S AEAE 12 7 2 5o
WU AES] /tmp/add_User2Ldap.tcl.log X4 #& 0] LIAE T vi BRAT A HiAth
FRfE UNIX 2 A4S 28 SO R AP AR 1 o BRSO P I, i3
HB 2 Bl — 21 BT I [P S R4 7 5

216 i T UNIX (1) 5 )

W R



F18E: MEKE

1H1d CA ControlMinder, #&R] LLIZCFEE P CA ControlMinder it i FiC & 15
o KT LMEH CA ControlMinder i s 2 BY, selang FC & A EE AT L
E.

B A5 DA 327
LB (p. 217)
S A (p. 217)
B AL B RS (p. 218)

ENE

CA ControlMinder £ L A7 B A7 i H AT FH 1R g 2 R0 SR AR T JE B A2
»  Windows tI AL Windows Vi &
m  UNIX T HL_E BRI A SO (ini)

ER: KT R RCE B LS UG R, WS (25770)

ERAEERE

g%ﬂﬁ CA ControlMinder MUTfr] S AR () T ARy 2, 7 22 50 5 le B ik
EUARERE
1. 1{F CA ControlMinder ¥ sS85 B o, AT 45

a. fah “EE” S

b. Hili “ILIENE” .

¥ hs “CmREBLE” .

2. AEZe “IERERCEX B, IRESREITRCEM, DUt s
B E BRIy, AR A% ).

B “IXIk: sectionName RGihnic” UL, HA BoR T Frf HIlC &
WH

3. WESREFIIFMERERE, REHRE AR .
P ORAT T T TC TR
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AR A

FRHEKEERE

LM CA ControlMinder A A7 Ak HAZ AL SR AT 30, 405 B8 B A i %
FEE AR E . ] selang 1 K B S Hi A M0 B ST B
EYHRRERE

1. (Al A RAEH] selang 4% B EHL, WA LLF ar 2%
Pl

host host name

2. fEHILL R r 88 B R E A

env config
3. fi#iH] editres config iy & 4% M 75 EAE UC & 1 B
A M A A S AL

. BT B E S
AR 7 R A s I 28 i A G B S A

er CONFIG audit.cfg line+("FILE;*;Administrator;*;R;P")
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NIS fid B

ZAe Ui I

A FRAEHT

AR 735 LAR 2

UL (p. 219)
FHRAERT (p. 219)
BER AL S A PE (p. 221)

HER: AN T AR SR AR o AP S 5 188 3% I 4845 15
245 (NIS). 34 % (DNS) Fl UNIX 44 FRAGHTHE &

‘%% CA ControlMinder HiIa], #m] LA A AN 352 — 45 A1 1D fithir
I 4 R4l D AT A4 R L P ShhEARAT O LA, LSRRGS
S 11 ff AT 9 JI 55 44 -

w RGN XL KL 1 net cashing Ja 5 FE 7 E X e
Dt

G {F ] Digital DEC UNIX, i"el A4 NIS R 554s, WERIANE
AT R D REAT AR -

L 44 Digital DEC UNIX, T1E 4 NIS Ak4s 2%, W23k
TEERE LU N ANEI 2 —: TG &80 FES H R4 thae (i
4 net caching J& & 27 & kit T

o SRR, B A T sebuildla SRR R o

Ln A A H PR B E N AE NIS 4575 FIZ4T 1) CA ControlMinder,
T JE &S A

LHPAE LU TP BRI 55 A 72 HP-UX 11.0 A mi il
A Sun Solaris 2.6 M BT A, IBM AIX 5.1L M S A, LA
T SCRRR Linux P& .

HER: 1L IBMAXFE L, SR 5 &2 e e i RS RER)

I o

CA ControlMinder 44441 i 2R 8 74 5t 3K I i 70 Vi R4 i 2t
R, R TR P e SUI I LU RSEN . 3R RS e
I 5 PR 40 AT
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M TEEIENL A P RS, WA R RS AR AR )
ey (RI: e kb, 410, HID MRS S, miAER 4 FR. CcA
ControlMinder B # s 44 Fx 52 L7 i) . CA ControlMinder 23K 44 Fri%
oo WAZ AT IR ARAY o IX— I RERR N A R AT

LEPANT. T AESE (84T Sun Solaris 2.5 B S hRAS I TAERGERAN) , 4R
T e A AR . 4 BN (Jete/passwd /etc/group &

/etc/hosts) SEMHT. 24 CA ControlMinder 5 E i MT A FRI, & R
RHUA SR RS T RE

IR, AERCKII 28, %0 BARADAEAR At o 5 AT NIS A1/
DNS I, A W BEFEA BRAFAT I IR) A A A SO o R SRz B Rl
i W 2 MR 55 85 20

NIS/DNS 7% F ¥ 44 FR bt

IR 5545 24 R A A -

CA ControlMinder ¥4 8 LT 7 sUAEANAE 8 % 7 uisi (Y NIS 2% DNS T AE 54
(AR H MRS 28) AT LR AT -

1. CA ControlMinder 525 il 82 22 AH IR 557 1T I 45 1 3K o
2. CA ControlMinder W% RER £ 1Z0E 3K

3. CA ControlMinder NAZH ¥ AL VFiZii 3K, NN B 40E %11 3K & i1 CA
ControlMinder FEFELE N B A& H T o

4. FESLNIS 5% DNS 55 # HUIERL, JFRI R A FRAFAT I b 5 105 5
5. f#EMTHHR)E, CA ControlMinder REAREIHERE, #RiE SLVFILZIEL R
il K o

%TF CA ControlMinder M5, #n#Ef{] CA ControlMinder it & & LLAE 2 J it
AR 55 a5 LR R b A 3 A2 R AT o

iR
CA ControlMinder #54% LA 7 AAE RS54 CREAR S B8 ) -
AT LR AAEHT
1. CA ControlMinder 25 1% 12 28 AH G AR 55 25 1) W 45435 5K
2. WY RRBAESRIZIE K.

3. WP RS evFixin R, O ERNIEI%IE K2 11 CA ControlMinder
FEAE A BB AL HA (1 o

4. NIS 8 DNS Hlegs# (A7 TRl — AR O B A2 e sz W 48 i B2 11 K .
5. WY BSOS K.
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BRI SS LR

6. WY FEAIIE CA ControlMinder BERE A K HZIE K« B 2R 1% K
BT A5 seosd YRR T K BAF

7. seosd i B FEFHLERAN ML o B IEAESERT 5SS A PR AT I
Wit MR, (H2AE seosd Xt HIZH AL MBERESZ T 952 M4 1)
BURZ AT, A HBERERE TCIRAREL o B MR AL R — MK, IF 6l
AL

Sun Solaris ZFRENT: LA

1E Sun Solaris T & FRIENT T53505 9] nscd 2247 nscd S& ki L 44 FR
R KRB ZAF I RE . nsed hy RS 2H A ENLEL o PRSP 25 1 o

GAF AN . CHE MR BT LB U P ST 9 i
AR I T T A T

Sun Solaris Z3EFE - r] LA — AN A0, g E— A rsee—F: .
XIS, CA ControlMinder 5 nscd BEFE T8 (K142 H ¥4 S B0

1. {ELRRENTHATR], CA ControlMinder #41Jjinl nscd 284+ -

2. nscd BERERT LLAII 2 A7 25 K IH . AEIXAMELL R, e ol vy
)20 AL BRI (A T AR S5 &%) R E B

3. VIR X LR R KT SRR i A% 9 24K T CA ControlMinder it
FEBA BRI ERE AR 350K seosd TRACHIBASI o (HEANH]
REA YIRS, N seosd AT37EALBOG AT A TE K o 55— MFRAS
PERCER AR, ISR

BRI SFOLEE A

seos.ini it & XA ) under_NIS_server Fnic HIERIA K B A yes, AJ LUk
BEAM . %R0 H T A CA ControlMinder i FH 4% E 1 N 5B 42 FR AT .,
MAEAEH NIS. DNS 8% nscd 2247, FRAEFR & HADA S, HNIX LR
ERAENAET .

CA ControlMinder P4 & FRAENT LU NIS S RRAFHTIRAS 2, FL28 LA SCpF
PR A CA ControlMinder WA FRMFAT I AL A AFAESEBTE K 1O 3A 5%
AT B e R RE

HER: Jr a5 B P BT WA BRAE BT R (12847 CA ControlMinder /]
FIIFSCAF AR AR P B -
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BERAE: 55 MR

FEREAL DAP B AR R

CA ControlMinder % FRfFHT /& 4E CA ControlMinder & I AR ) . %%
N RAFAEREAE T TANRAFE A, PEATERNAE Tl S BN A7
oA AN, R B ANAERE, EREFRAST . Rk, CA ControlMinder
Tovk TR S LB BN BT AT A B8 2. 7E P A7 HP B R R [ s
— 715 T BT A 8] CA ControlMinder.

A LARFEE s A BB, CA ControlMinder $244E T G #5806 4, Al
PR A FRAIENT RAFAG AR

VR Bl )5 &8s, 18T E A seos.ini FiC B W B . K seos.ini it
BRENVEAGER, S (2#751) .

BB SR

Ja 2B EEP R VYA3E 4 userdb.la. groupdb.la. hostdb.la I servdb.la.
KPUANR A ALEE A . A BRSBTS . X LERA T H
seos.ini 3L H 1 lookaside_path Fricfg e i H 4, BRIAENL R iz H &
4 Jopt/CA/AccessControl//ladb .

A& AR S REE

TR A E WA RN S5 EHE 1, W AT N e —
m OIS EI4E CA ControlMinder, U 5] 1) f02 15 BLO 5 & £ dn
JERF |2 “ 2
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