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address
auth-levels
trust-flags
link-flags

"{CADIR}yKW2cVbG"

tcp "acdirl" port 389

clear-password

allow-check-password, no-server-credentials
dsp-ldap, ms-ad

I
Idap-dsa-name

Active Directory®l] H}91 9 3}+= ©] A}-8-5} = DN(Distinguished
Named)S A A 3y o}

Idap-dsa-password
DNO| ¢t23td 42 & Fojdyth.

Z31: dxpassword FE B E] & A8l 45 E SE st Al 2. 4
dxpassword -P CADIR <password>.

address

Active Directory =W AEZ2 45 A A 3Yt}
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d. acdir2-dxlink.dxc & t}5-3} o] HH Yt}

set dsa "aclabcail-dxlink" =

{
prefix = <dc "acdir2"><dc "com">
dsa-name = <cn "acdir2-dxlink">
dsa-password = "secret"
ldap-dsa-name =<dc "acl"><dc "aclab"><cn "users"><cn "Administrator">
ldap-dsa-password = "{CADIR}yKW2cVbG"
address = tcp "acdir2" port 389
auth-levels = clear-password
trust-flags = allow-check-password, no-server-credentials
link-flags = dsp-ldap, ms-ad
I
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TEEEEERICE ERR-EE:

cA T E 2] B9E S T ol Fol = At A E Y 9E o) & A8

24 8o 3.
e wAE FASA

Q.
1. v yeEE g R ol 5t o] 714 DXHOME & cA U EEl 8] & A %] &

H
U E 2 S thebd o
DXHOME/config/limits
2. O A FAFAA L

a. default.dxc I o] A} S W51
dsarouter-adrouter.dxc = 7

b. I} A ReadOnly =2 1E A AT},

c. dsarouter-adrouter.dxc I 4S &

A g e,

# size limits

set max-users = 255;

set max-local-ops = 100;
set max-op-size = 0;

# time limits

set max-bind-time = none;
set bind-idle-time = 3600;
set max-op-time = 600;

= AT EEuh
3. vt E e R o BT
DXHOME/config/settings

R E R PE)

<

5L ofel o} o The W=

a. default.dxc I o] AHE S w531 QB gl o] o] 55

dsarouter-adrouter.dxc = 7
b. 3} of A ReadOnly =3 15 A A

c. dsarouter-adrouter.dxc 3 -S & 11 o} o} Fo] e A=

g,

# directory information base
set alias-integrity = true;

# distribution controls

set multi-casting = true;

set always-chain-down = false;
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# security controls

set min-auth = clear-password;

set allow-binds = true;

set ssl-auth-bypass-entry-check = false;
# general controls

set op-attrs = true;

set transparent-routing = true;

FA S AgS F BHU.
5. U dEE R ol sFYth
DXHOME/config/knowledge

6. dsarouter-adrouter.dxc IS & A} 2HE 31 auth-levels AL 3k
"anonymous"E | 71 &}o] M ek oF 5 2 121wk 3] -&3 t}, o

set dsa "cadirhost-adrouter" =

{
prefix =<
dsa-name = <cn "cadirhost-adrouter">
dsa-password = "secret"
address = tcp "cadirhost" port 25389
disp-psap = DISP
snmp-port = 25389
console-port = 25390
auth-levels = clear-password

sl A4 F B,

ZQ!1Pvd 2 IPV6 iﬂ;T@ggHﬂﬂMQQaaggﬂ@
745 tep akoll 1Pva 2 IPv6 T2 38 S A A S Al L. ol address = tcp
"fe80::20d:56ff:fed4:8300%5" port 19389, tcp "192.168.1.1" port 19389

7. drouter dxa o]&9] g & wtsa the H& FUE e g e

source "dsarouter-adrouter.dxc";
source "acdirl-dxlink.dxc";
source "acdir2-dxlink.dxc";

8. The teE R o] BT

DXHOME/config/logging
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0. TFS A4S S AU L.
a. default.dxc 3} o] A& wHEUY T
b. i 3} e] o] 55 dsarouter-adrouter.dxc = ¥17 1 T
c. ReadOnly B] L& A A g o}

10. TS U@ e g 2 o] B3] o},

DXHOME/config/servers
11 & 2 S sl A &

a. cadirhost-adrouter.dxi = skl ol e} o] thg &5 HH S

HA
e 38 A A sla g5 o)

#

# Initialization file written by DXnewdsa
#

# logging and tracing

source "../logging/cadirhost-adrouter.dxc";
# schema

clear schema;

source "../schema/default.dxg";

# knowledge

clear dsas;

source "../knowledge/adrouter.dxg";

# operational settings

source "../settings/cadirhost-adrouter.dxc";
# service limits

source "../limits/cadirhost-adrouter.dxc";
# access controls

clear access;

source "../access/default.dxc";

# ssl

source "../ssld/default.dxc";

# replication agreements (rarely used)

# source "../replication/";

# multiwrite DISP recovery

set multi-write-disp-recovery = false;

# grid configuration

set dxgrid-db-location = "data";

set dxgrid-db-size = 1;

set cache-index = all-attributes;

set lookup-cache = true;

Z+31: cadirhost & CAT B 8] S 2E o] 5 0 5 A4 Al S

cATlElE 2] 2198 ol = AFaA A4 g,
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CA Tl EE g "o g H]| o] ~& A ¥] DIT THE7]

tEy g B ELDIME WE7] 98 cAt g E g dolHuHo] =&
AE B2 A - =5 e e 4= AFUTE DIT = 32 (Frhe) o2 24
AT TF2E G 5 AA & FUTh

the wAE SIS,

1. cAYEHzY g5HE
THEa1 ol g o o) v

dn: dc=com
objectClass: domain
objectClass: top
dc: com

o

Fi= A ol A input.Idif & ©]&-2] 3

dn: dc=company,dc=com
objectClass: domain
objectClass: top

dc: company

dn: dc=demo
objectClass: domain
objectClass: top

dc: demo
2. FLe ALTFEEUY

3. "W EgEE 32 du g BEe A

dxloaddb cadirhost-adrouter input.ldif
4. O BEE Adetol cari Y E 2] B8 2 A2
dxserver start cadirhost-adrouter

ZF31: cadirhost 2 CA Tl A E 2] S 2AE o]E 0 & A3 A 2.
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2. dlE 2ol = 3] A ¥ A Apache Web Server & 74 3HH t].

(# o] =] 71)
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5. CASiteMinder § o o] dE = A gL T} (H ©] X] 76)
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CA SiteMinder ¢} = 3}a}+= #HH

of: Qe Z o] = #A] A ¥l A Apahce ¥ A ZFA] F2]1 Q] T4

of| of] A] = Windows 2008 Server oIl & \“a}o] Iz A=

AX P EFUTE gk ssLA| o] &g st dE Zefo] = ] A B el Apache
Web Server A 2.2.19 & A #] 3j| of 3+ 1:}_ o] A Apache Web Server 35 A]
Y2 AdEs TATUT s A9 S AL

1.
2.

oAl ] 3= 2} o] = 2] A1 A JBoss Application Server = 5 #] g1 t}.
U dEE g R ol s F Yt

APACHE HOME/conf

APACHE_HOME

Apache Web Server 7} A %] ¥ t] =l | 2]

.
httpd.conf 32 & A o] L2 A BES B4 55 L} LS
w2 T4 e BATIY

a. TS 29 F4 A2 A7,

LoadModule proxy module modules/mod proxy.so
LoadModule proxy http module modules/mod proxy http.so

b. Global 78 A4 ¢] £l th& =& F7FHy
Include conf/extra/httpd-proxy-entm.conf

oo vl E g = o B gt

APACHE HOME/conf/extra

httpd-proxy-entm.conf & ©] && 3 Y & W11 tf3 W&

shel & A a3 By,

# Proxy to CA AC ENTM
<IfModule proxy module>
<IfModule proxy http module>
# /iam section BEGIN
<Proxy /iam>
Order allow,deny
Allow from all
</Proxy>
ProxyPass /iam http://acentmnode.example.com:8080/iam
ProxyPassReverse /iam http://acentmnode.example.com:8080/iam
ProxyPass /iam/ http://acentm.examplenode.com:8080/iam/
ProxyPassReverse /iam/ http://acentmnode.example.com:8080/iam/

o
4
)
(S
ui
o

# /iam section END
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# /castylesr5.1.1 section BEGIN
<Proxy /castylesr5.1.1>
Order allow,deny
Allow from all
</Proxy>
ProxyPass /castylesr5.1.1
http://acentmnode.example. com:8080/castylesr5.1.1
ProxyPassReverse /castylesr5.1.1
http://acentmnode.example. com:8080/castylesr5.1.1
ProxyPass /castylesr5.1.1/
http://acentmnode.example. com:8080/castylesr5.1.1/
ProxyPassReverse /castylesr5.1.1/
http://acentmnode.example. com:8080/castylesr5.1.1/
# /castylesr5.1.1 section END
</IfModule>
</IfModule>

Z31: acentmnode.example.com:port = SNE X glo] = #g] ¥ =
Aok A o] AA| 5AE o] 53 XERE A5 A L.

6. Apache Web Server & TFA] A 25ty T}
7. JBoss Application Server & ThA] A 23t T},

8. <lE X glo] = Ay A8 E ©23}o] Apache Web Server 7} 8.3 &
e o2 desh=A gl th3 URL & A& o}

http://enterprise_host:port/iam/ac

e o] = 2] A B ol A Apache Web Server . =A] &8 1 25
T AFH T
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d]]: Apache Web Server ©l] o3}l CA SiteMinder /3

o]
2l
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S 433k o] 3-9f| o] A Apache Web Server ]| t] &l CA SiteMinder =

FAF,

1.

CA SiteMinder 2] 2} QI E #| o] 2 & AFg-8Lo] th 55 3 YT}

a. "A|Zp","ELE Z 2 "CA", "CA SiteMinder", "CA SiteMinder
Administrative UI"= ©] &3t T}
CA SiteMinder Administrative User Interface 7} & 2] 11 A}-8-2} o] &3}
s JHses S 7F Y

b. CA SiteMinder Administrative Ul o] =11t}

C. ||?l£ﬂ_ll’ niiEu, niiE _‘?_/\(—D]u’ niiE _‘_TI_/\(S] %%7]n’ ||;—§:_iE
T e A AL THE7E A g ek o

d. DefaultHostSettings 7l 2| & A1 &1 5} a1 "&1"-& &8 3t}

e. T & gESIAIAL.
- ©]& - webservernode-HCO
- A -9 AN T2E A4
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a. JBoss Application Server & %A 34 t}.

o g E e 2 o] gy th o] 7] A JBOSS_HOME 2 JBoss &

Ao g E g & e YT

JBOSS HOME/server/default/deploy/IdentityMinder.ear/user _console.war/WEB-
INF

c. web.xml 3-8 & 37 FrameworkAuthFilter A A4S ZH<5 1] T},
d. FtSfalse & A OF8 yd S A sl @5y} o

<filter>
<filter-name>FrameworkAuthFilter</filter-name>

=

<filter-class>com.netegrity.webapp.authentication.FrameworkLoginFilter</f
ilter-class>
<init-param>
<param-name>Enable</param-name>
<param-value>false</param-value>
</init-param>
</filter>

the e e 2 o) 3
JBOSS HOME/server/default/deploy/IdentityMinder.ear/policyserver.rar/META-INF
o 21 & S A S
a. S 2ol raxml FY-E Eal FhS true 2 At A S
245y o
<config-property>
<config-property-name>Enabled</config-property-name>
<config-property-type>java.lang.String</config-property-type>

<config-property-value>true</config-property-value>
</config-property>
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<config-property>
<config-property-name>FIPSMode</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>false</config-property-value>
</config-property>

ThS- 3} 7o) CASiteMinder A 3 ¥ S AE o] & 1p F4,
HEE Aot
<config-property>

<config-property-name>ConnectionURL</config-property-name>
<config-property-type>java.lang.String</config-property-type>

e

E

<config-property-value>policyservernode.example.com,44441,44442,44443</co
nfig-property-value>
</config-property>

o}t o) ghe) AbeA A A S Aol o).

<config-property>
<config-property-name>UserName</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>siteminder</config-property-value>
</config-property

& CYE el g ghE e Ad
/CA/AccessControlServer/IAMSuite/AccessControl/tools/PasswordTool

o

pwdTools -FIPS -p <clear text password> -k
JBoss HOME/server/default/deploy/IdentityMinder.ear/config/com/netegrity/
config/keys/FIPSKey.dat

U} 7o) AdminSecret & U a3t HH o 5o

4 o] gk,

<config-property>
<config-property-name>AdminSecret</config-property-name>
<config-property-type>java.lang.String</config-property-type>

<config-property-value>{AES}:gSez2/BhDGzEKWvFmzcadw==</config-property-va
lue>
</config-property>
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config-property>
<config-property-name>AgentName</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>webserver-agent</config-property-value>
</config-property>

h. o 95 = W3S AF-83}9] CA Access Control S1E] 3 gfo] =
] T e E dEsEy o
ACServerInstallDir/IAMSuite/AccessControl/tools/Passwordtool/pwdtools.bat
-FIPS -p <your shared secret> -k

JBoss HOME/server/default/deploy/IdentityMinder.ear/config/com/netegrity/
config/keys/FIPSKey.dat

i. AgentSecret = Tl " &9 ¢to sty &2 0= Ao

<config-property>
<config-property-name>AgentSecret</config-property-name>
<config-property-type>java.lang.String</config-property-type>

<config-property-value>{AES}:gSez2/BhDGzEKWvFmzcadw==</config-property-va
lue>
</config-property>

A& AG F eHU,

ths o EH g 2 o] gt

JBoss HOME/bin

run_idm.bat & ¥ 3 3}] %PATH% 15 JBoss A %] 74 == A7 gt
o
set

PATH=%PATH%;C:\jboss-4.2.3\server\default\deploy\IdentityMinder.ear\library;%
SystemRoot%\SYSTEM32; %SystemRoot%;%SystemRoot%s\SYSTEM32\WBEM

des AL F EEuH.

JBoss Application Server & A] 234t}
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REST-based API

HTTP A}

REST 7] Wk APl o] T3t ~7]|n}E A oy t}L YRL & &
Ho| Ao A AAE Fo] HAA L

https://hostname:18443/iam/api/1.0/restapi/schemas

1%

ahol wl

F30: 27)vho] o @ APA G 8L o] Ao e xalAe

REST 874 & A}ﬁo}oi e Zfo] = e A ARSI T o] ~ &
H}OMVO}J_ & A7 Tl diol g o] 25 AFE-sle AL AL A =
EPA} 21w ghol] B8 5 9l

7V if_ 73 ¥~ CA ControlMinder REST API = 7} 2} of] o 3f] o7} 242
23 HTTP S AME AFS- U T

GET
AR, B4, AR 8-S 714 9 = o AR

PUT
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REST-based API

d): HTTP Y]

S-& AP = REST 7] APl 8 &) A~ 7)1} o A 91t}
= HTTP POST:

POST /iam/api/1.0/restapi/environments/ac/endpoints/endpointname/accounts
HTTP/1.1

Content-type: application/xml; charset=UTF-8

Authorization: Basic YWRtaW46ZGVmYXVsdA==

Cache-Control: no-cache

Pragma: no-cache

Host: 10.112.196.244

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2

Connection: keep-alive

Content-Length: 79

U} of| = Al A S A A 84 HTTP POST ¥ el =1t}
<Account>

<Name>myaccount name</Name>

<Disconnected>true</Disconnected>

<Type>Shared</Type>

<Container>MS SQL Logins</Container>

<PasswordPolicy>default password policy</PasswordPolicy>
<PasswordState>CheckedIn</PasswordState>
<Exclusive>false</Exclusive>
<ChangePasswordOnCheckOut>false</ChangePasswordOnCheckQut>
<ChangePasswordOnCheckIn>false</ChangePasswordOnCheckIn>
<LoginApplicationCheckoutOnly>false</LoginApplicationCheckoutOnly>
<Owner ownerType="Group">my group</Owner>

</Account>

m  HTTP GET:

GET /iam/api/1.0/restapi/environments/ac/endpoints/endpointname HTTP/1.1
Authorization: Basic YWRtaW46ZGVmYXVsdA==
Host: 10.112.196.169:9998

= HTTP PUT:

PUT /iam/api/1.0/restapi/environments/ac/endpoints/endpointname/accounts
HTTP/1.1

Content-type: application/xml; charset=UTF-8

Authorization: Basic YWRtaW46ZGVmYXVsdA==

Cache-Control: no-cache

Pragma: no-cache

Host: 10.112.196.244

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2

Connection: keep-alive

Content-Length: 959

U o= A2 Al o] Bk HTTP PUT &2 ZRI =Yt
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<Account>

<Name>myaccount name</Name>
<Disconnected>true</Disconnected>

<Type>Shared</Type>

<Container>MS SQL Logins</Container>
<PasswordPolicy>default password policy</PasswordPolicy>
<PasswordState>CheckedIn</PasswordState>
<Exclusive>false</Exclusive>
<ChangePasswordOnCheckOut>false</ChangePasswordOnCheckOut>
<ChangePasswordOnCheckIn>false</ChangePasswordOnCheckIn>
<LoginApplicationCheckoutOnly>false</LoginApplicationCheckoutOnly>
<Owner ownerType="Group">my group</Owner>

</Account>

m  HTTP DELETE:

DELETE /iam/api/1.0/restapi/environments/ac/endpoints/endpointname HTTP/1.1
Content-type: application/xml; charset=UTF-8

Authorization: Basic YWRtaW46ZGVmYXVsdA==

Cache-Control: no-cache

Pragma: no-cache

Host: 10.112.196.244

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2

Connection: keep-alive

REST-based S1=

CA ControlMinder REST 22 2% AH o dH 2 AF HHE

FZ &Yt CA ControlMinder = HTTP 7] Q15 W H S A A3t} o &
5o, O3 22 72 A& AMEE = JF Y

Authorization: Basic

c3VWZXIhZG1pbj pkZWZhdWx0c3VwZXIhZG1pbj pkZWZhdwx®

Qo] of| A= A&} “superadmin” 2 9% “default” 2] Base 64 U 7 H =

Jerd .

27|k 7EAH 2.7]

A7 27 2710k 714 Qv U URL & HTTP GET 2.4 S B4l Al Q.
https://<host name>:18443/iam/api/1.0/restapi/schemas
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https://<host _name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts

host_name

F2E o] B2 A AT
endpoint_name

TAE olg& AA I
U o = A S == HTTP B8 2d 22 Boj Fuu,
<Account>
<Name>myaccount _name</Name>
<Disconnected>true</Disconnected>
<Type>Shared</Type>
<Container>MS SQL Logins</Container>
<PasswordPolicy>default password policy</PasswordPolicy>
<PasswordState>CheckedIn</PasswordState>
<Exclusive>false</Exclusive>
<ChangePasswordOnCheckOut>false</ChangePasswordOnCheckOut>
<ChangePasswordOnCheckIn>false</ChangePasswordOnCheckIn>
<LoginApplicationCheckoutOnly>false</LoginApplicationCheckoutOnly>
<Owner ownerType="Group">my_ group</Owner>

</Account>

Name

A ol 2 AA T
Disconnected

A o] AA o] A H A=A o F-5 A7 ot
Type

A FEe AF T
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Container

Aol Z A4 g,
PasswordPolicy

Aol el T dE S A F
PasswordState

Al o e E A g gyt
Exclusive

AA o] lEFH Q1A o] -2 A G g Th,
ChangePasswordOnCheckOut

AZgol Al A ob-d wl F27F A=A o FE A G
ChangePasswordOnCheckin

AZgol A= QlE of k7 WA H=A AFE A A G
LoginApplicationCheckoutOnly
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AR GHo|E
AL Qo] EsteH thS URL & HTTP PUT 8.3 & R4l A 9.

https://<host _name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

host_name

SE o5& AA P
endpoint_name

TAE olg& AA I
account_name

A olg& A F Y.
U2 o= A S QU O ES = HTTP 7 el 25 W] FUTh
<Account>
<Name>myaccount name</Name>
<Disconnected>true</Disconnected>
<Type>Shared</Type>
<Container>MS SQL Logins</Container>
<PasswordPolicy>default password policy</PasswordPolicy>
<PasswordState>CheckedIn</PasswordState>
<Exclusive>false</Exclusive>
<ChangePasswordOnCheckOut>false</ChangePasswordOnCheckOut>
<ChangePasswordOnCheckIn>false</ChangePasswordOnCheckIn>
<LoginApplicationCheckoutOnly>false</LoginApplicationCheckoutOnly>
<Owner ownerType="Group">my group</Owner>

</Account>
Name

AR o5& AZ T
Disconnected
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Type

PasswordPolicy

Ao dial] FAH G A Y-S AT
PasswordState

ARl = deE A4 gy
Exclusive

A7 o] whELE Q1A o] -5 < g ot
ChangePasswordOnCheckOut

A7 o] A A obz-d ol kS 7F WA H=A
ChangePasswordOnCheckin

AZgol A A lE o FE7F A=A AFF
LoginApplicationCheckoutOnly
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Owner
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A S 2FA) 3k W TFS- URL 2 HTTP DELETE &3S Bl Al &
https://<host name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

host_name

Ao BE A

o
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endpoint_name
T2E olF& AAFYH
account_name

AR ol&S AT
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AR 7 271

A 7HA 271
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578 A48 714 @ W GET B & A3t AL 2.
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ARl A A okxE A dEE = S U

m

EA AGE 7 28 W t-S URL 2 HTTP GET 23 & B U4 4] Q.
https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

AR & 7 9= Bk A9 ol ujg Aol i A gskein
AZ-H el Fef w7 M5 ARSI A L.

Active Directory 2} 72 0] 7| Al A-AdH oYU E 2= A S 7t ¢
U}-2- URL & HTTP GET 22 B A Q.

https://<host name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

host_name

SE O §S A7

o
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endpoint_name

TAEOlFS AA
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account_name

AR olES AA- T

AR 74 271

LA oA Hak A= AAS 71 2 elH TS URL = HTTP GET .3 &
HU AL

https://<host name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts

host_name
SAE o FS XA FYTH
endpoint_name

TAE Ol FS A AU
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https://<host _name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

host_name
SE o5& AA P
endpoint_name
FTEEOlFS A YL
account_name
A olg& A F Y.
e ol AL A QA TP R ZH=F o] FY
<Account>
<PasswordState>Checked In</PasswordState>

</Account>
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A& A A o}9-5F 2l W ThS URL 2 HTTP PUT 24 S B4 A Q.
https://<host _name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>
host_name

TREOlFS AA

ot
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endpoint_name
2B o EE AT
account_name
A olg& A F Y.
U8 o= AlAS AT o} 3= HTTP 25 Zel =2 B o] &1t
<Account>
<PasswordState>Checked Out</PasswordState>

</Account>
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Al A Break Glass

AFE-27) #a] @eto] 9= Al Ao ZA] M A 28] oF 51 7 -$- Break Glass
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A 73S Break Glass 3} ™ TS URL & HTTP 8.4 S H U A A S

https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>?breakglass-accounts=
true

host_name
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endpoint_name
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account_name
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U5 o= A4S Break Glass 3} HTTP 4% Sl =& Ko HUT
<Account>

<PasswordState justification="my
justification">BreakGlass</PasswordState>

</Account>
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o & 7o o thAl A she W T URL 2 HTTPPUT 8.4 <
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https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

host_name

FE 052 A7

oo

.

endpoint_name
SE o5& XA P
account_name
A olgS A - FY
U2 ol = 4E 5 thA] A4S HTTP £ el =5 Hof FUth
<Account>
<Password auto="false">password</Password>

</Account>
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https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp

oints/<endpoint name>/accounts/<account name>

host_name
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endpoint_name
E2E o] 52 A3
account_name
A ol 58 AA T
U d= G35 Abs o8 gA] AASHE HTTP B =5 Bo FUTH
<Account>
<Password auto="true"/>

</Account>




E3 & w2 U3 URL = HTTP POST 2.7 & HUl 4 Al 2.

https://<host _name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints

host_name

<Endpoint>
<Name>endpoint name</Name>
<EndpointType>MS SQL Server</EndpointType>
<EndpointTypeProperties>
<UserLogin>userl</UserLogin>
<URL>URL Value</URL>
<Host>Endpoint Host Address</Host>
<Password>User Password</Password>
</EndpointTypeProperties>
<AdministrativeAdvanced>false</AdministrativeAdvanced>

</Endpoint>
Name
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EndpointType
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UserLogin
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URL
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AdministrativeAdvanced
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E4 5 o] =5k ™ T3 URL 2 HTTP PUT 8.7 & B4 A 2.
https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp

oints

host_name

<Endpoint>

<Name>endpoint name</Name>

<EndpointType>Endpoint type</EndpointType>

<EndpointTypeProperties>
<UserLogin>userl</UserLogin>
<URL>URL Value</URL>
<Host>Endpoint Host Address</Host>
<Password>User Password</Password>

</EndpointTypeProperties>

<AdministrativeAdvanced>false</AdministrativeAdvanced>

</Endpoint>
Name
TAE O] FS AT

EndpointType
24 8= A Y
UserLogin
3ol e AREAF ZIQlS A T
URL
E3 ol ek URL gt A1 G o)
Host
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Password

UserLogin Bl 2o X4 ¥ &4 A2 & A A F o
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AdministrativeAdvanced
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BHE AbA 3k W TFS- URL & HTTP DELETE &3S B4 A &
https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>

host_name
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endpoint_name

BE O ES AR

23 714 7]

PEEEHES 7 2™ U8 URL & HTTP GET &3 & H U A 9.

https://<host name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints/<endpoint name>
host_name

F1E o] 28 N AT Th

endpoint_name
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https://<host name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints

host_name
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24 FES /M HHGET €4 78 W S AHEs A L.
EE2Y FES /M 28 oS URL 2 HTTP GET 83 S Bl A S
https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp

oint-types

EndpointTypeProperties Bl L= -5 %] ]| ™ EndpointType Bl Z2ol] 3l =] 4 =
2ol ol s AR &4 27)9k2 7HA o oA vh URL &
AHgEHAA S

https://<host _name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oint-types/<host name>/properties-schema

host_name
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A7 23S e TS URL & HTTP POST &4 S B4 Al .
https://<host _name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>/accountrequest
host_name
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endpoint_name
Z2E o B2 A G

account_name
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U o= A S THE = HTTP &
<AccountRequest>
<StartTime>Start Time</StartTime>
<ValidUntilTime>Valid Until Time</ValidUntilTime>
<User>
<Name>userl</Name>
</User>
<Approver>
<User>
<Name>superadmin</Name>
</User>
</Approver>
<Justification>userl requests</Justification>

</AccountRequest>

StartTime
LAAAREAZL 7 A 88 AdS A 7 A= AR A
A g o,

U= TS A 02 Y H A L.
yyyy-mm-ddThh:mm: sec

ValidUntilTime
sl A AL T A 8 IS ST S Qs E AR
AR F o,
s ohe 2 o 7 E A L

yyyy-mm-ddThh:mm: sec

o

oft
s

o
rO



QA Ape] AR} o) F-& A k.
<Approver><User>Name
SAA) ALEA} 0] F& XA ek

Justification

A 87 A+A
AR 83L& 24512l thS URL & HTTP DELETE 8.3 S Bl A S

https://<host _name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>/accountrequest/<acco
unt_request _name>

host_name

SAE o 55 XA FYTH
endpoint_name

FRE O BS AH UL
account_name

AR olE= AA- S
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account_request_name
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AREAZE 88 o 9l B AR 9eE 7HA 2.8 W T URL B HTTP
GET 84 = Hul A &

https://<host name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts?to-request=true

host_name
SAE o FS XA FYTH
endpoint_name
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A 87 714 7]

EA AA 234 (4 exc-113)2 714 2.2 ¥ T3 URL & HTTP GET &34 <
HUH AL

https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>/accountrequests/exc-
113

A%k = Al A (account_name)ol] Tk BA| 2~ Aslo] Q= BE A LS
7}A $ A thS URL = HTTP GET 83 S Bl A S

https://<host name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints/<endpoint_name>/accounts/<account_name>/accountrequests

A AN RE AA HS 71 S v thS URL 2 HTTP GET &3 &
HU A Q.

https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints?display=accountrequests

host_name
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endpoint_name
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