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¥ MEICHERREICHOWTIHA L ES, Faxs X OERGIED
FEAIIZOUWNTIE. [ CA User Activity Reporting Module Administration
Guide] BIXW 72 F 72~ 7| ZTELTZE0,

5. CA Access Control = % — 7" A XE B /)> & CA User Activity Reporting
Module ~O e 2 ERK L £

6. (A7vay) EEaLIZERELET,
7. AT — XV D CA ControlMinder = Rk A > M &R EL 9,

2 B = — 4 |Z CA User Activity Reporting Module =— 3 = > F &2 A1 A

h—L§2% &, D3 B 2—H X CA User Activity Reporting Module H—
WEBA B —T 2 —RIRKRINET (e zxiE, 5740 =—
VU N IN—T ] Oarta—XERRTHIE, EE] - [0
#H£] - [—Vxr 22T —F] - [FIHL N =Tz T —
71 %27 Vv L., computer name %7 U v 7 LET) , TDHELE, TR
7R ENERT DMNENSHY FT, ZDORE Y7 T, ax7 Z1ERKY 1
P— RO [aRx7 ZOFEM] X—UTITHOMERH LR EIC OV T L
F9,

wa
Tr7L— e LTHEAT A EREEL T
#Y)72 CA ControlMinder #t & & 8IR L £ 77,
5 : AccessControl_R12SP5_TIBCO,

FETax I X4 EER LT, A2 EBENTLIZ b TEET, IHIT,
ORI HZIC KT IND A X M — 2@ T £9,

AR MUEE AL A ATELZDMDA T2 5 VRIEIZDOW
Tli%. [CA User Activity Reporting Module Administration Guide] 33 XN [
TN T) LTS EX D,
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MEIIL—ILELUVELNIL—IL

AR ZEAER L TaxRrs ZOFMERE LIZo, LR TR 7 Z1ERK
U4 F—= RO HH—A OEM] R—Y Ty — V2B TE £

CA ControlMinder O35 L OBEK) L — L2 B9 2 AR T /L D4 i,
ARANIDS/IPS T, NW—IVZAERT D56, A X2 MERET S0
PEWZJECTAR N 7T ARV T TR BEIOAXR N T2
va rOEEIRIRL TS0,

F ARV NMUEE ARSI A ATELEDOMDA T a VEREIZDON

TlX. [CA User Activity Reporting Module Administration Guide|] 35 XY [ 4~

ST ANNT) FRAL TS S0, 74—V ROBEBROME 2 OfED

FERIIZ DU TIE, CA User Activity Reporting Module 4> A > ~ /L7 D
[Common Event Grammar Reference] ZZ ML T 72300,

ORTARTEDEH

ORI B L CaRry ZOFMERRE LS, a3 7 AR ETEE
T, TORE Y7 T, A MUEEBIMET 72012, a7 Z1EK
U= RO [ax 7 ZFRE] =T TIT I LEN D HEENT OV T
LET,

U

FE ARV NMNURENDAZ A X TEDLEDMDA T > 3 UERIEIZ DN
TlX. [CA User Activity Reporting Module Administration Guide|] 3 X [ 7
T ANNT) FREL TS,

TIBCO H—/\
Avt—Y Fa2— (TIBCO YV —) OARABMELIZIPT KL AER
DX THRELET,

Protocol://server IP or name:Port number
A vt — % 2 —|X CA Access Control = X —7"F 4 REH (T4
A }\_‘/I/éﬂij—o

s UTOEZERLET,
ssl://ACentmserver:7243

AN— MEF L ONAIE 71T CA Access Control = % — 5 A REH N
EHT 257 74/ F AR— K TJ, CAAccess Control = X —7 5 4 X
BE A VA M=V LI RICHIDEZRE LT E, £OR— b L
BEHEOEEHEHLET,
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TIBCO 1 —+

AvE—Y Fa—ORAOL—FHEZHELET, CA
ControlMinder TlX. [reportserver] & WD ZHIDT 7 4V h 2 —H %
ERLET,

TIBCO /AR —K

Ao— Fa—0GFHDONNAT— REFEELEI, CAAccess
Control =T % —7 5 4 XEFL DA A b—)LERIZ, [EE/ AT —
K] AT Ry IV ATERLIEZRXAT—RKE2ATTLET,

ARV BT 4

AR Y —2Dua T4 EEELET,

77 %L k@ [CA ControlMinder] Zflif L %7,
R—1)2 T kR

R yE—T % — PEARAIC R 5 72 0 EI ST, A~ R
ER—Y LI FHECTI— Ve F ST B RS E L E T

SourceName
A= Fa—0OHFERELET,
T 7/ kD Tqueue_audit] ZfEH L £7,
TIBCO 21—

ny o HickdaAve—Y (AU F) OFARYTTTHD A v
=Y X2 —DARIERELET,
F 7 v b ® Tqueue/audit] ZfEH L £7,

aLyar ALYEDH
Avt—V Fa—DAvE—VEFEANDTOICE T £ RARK
THALY ROBAERELET,
COWEERETLIHE A vE—Y X2 —NDOA X2 FOKEB LU CA
User Activity Reporting Module =— = > h 3/ A7 LD CPU % & JE T
LN G Y £,
HIR : H/MEIZ1 T, B BB RAERTED AL Yy ROKRKHK
1% 20 T,
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BEIZLEDBLIR—F I -z bADEE

HEIZLKBALIR—F I - MADEE

CA User Activity Reporting Module 5 D545, LAR— F =—Y = > M3k
ol 7y ANVIPLZY RiRA v NEEA vE— U2 EHINICIE L,
ZTDANRY N EREFHAAS =N EDOERX 22—V —T 4 7 LE
T LR—F =V NOREET a—=7F0E, RXT7p—~v
AuBESEDLZENTEET,

EF: LAR—h =— = M CAControlMinder =2 % —7"5 A4 X LiR—
FH—ERAO—ETHY, = RKHKA > h LAR—FDOHBTT — & X—
AAFyTvay PORELHY LES, O ot AL, CAUser
Activity Reporting Module ~DEE A X2 s b—TF 4 T DT=HOIZ LAR—
=Y NITOT I a DB ERLET,

EERINEZ AN L-84 (audit_enabled fXE% 1 IZFRE) . LAR— b
T—Vxr NTIEUTFEEITLET,

m T RRA U MNEET AN EGHR SO TAEIIZAIy 5L
LT HLWERAL a— RENELET,

LiR— b =—Y = > M. audit_read_chunk R EICEFRINT-EAL
a— RO A FHAEY | audit_sleep iR EICERE ST MITZ T L C
No, BEE7 7 A VERESGARD 3, LAR—F=—Yx M,
TIT 4T RERE BT _XTORN I T v TEEET 7 A VND
MAWMBN TR L a— REHARY £7, 2L T, BEET7 4 1¥
T AMIERELTZER T V4 (audit_filter LR E) Z@iad 5
La—REAEVIZaIy FLET,

n AEVIIHIERL a2— KD /)L—7 % audit_queue iR EICTEFR I
TlA =N Ayt —Y Fa—ICEFLET,
WONTNDLOGEITHELYTLHE, LAR— b =—V =y MIEEL
a— REEEFELET,

- AFEV DL a— RO audit_send_chunk #E i E TEFR I 172
BlZET 5,

- RBOEERL I — RPFE I N T LR LR 23,
audit_timeout 3% & CTEF SAVZHMRIZEFE LV,
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REIZKBLR—

fI—DI bADEE

Pl: BEEINEEIN—TA42TICEATBLER—F = DT I4IVRERE

ZOFNE. VIR— P =2 FOT T 4L MERERENED L 9 I
EIINTWVAEDN, TORENED LD REBREICET 50, BLOEFORE
WINT =< A EDI D ITEET LN ERLET,

SR 7REREE T, BH7 0 OA X M (EPS) 30 ZHEELTCWET, L
2R oT, LiR—h ==Y = MIEREIET 5 30 DA X b & fial
DET, TOMDOEITHOT 7Y r— g kT 58 (CPUMAB X
RarTHXFARN AL vF) ZWOLTDOIC, UFTOXLIICLEAR— | =—
Vx hDOARY FEHAIY 2102212300 & LTWET,

audit sleep=10
audit read chunk=300

LAR—=F ==V FEFEAT— DA v —RIED T DI CA
ControlMinder 2MEHT 2 A v &— N T, HWBRBTNHII R b
PS5 L0D L RVHEBTEEINDIRE Ty 2T 5D\
WL TWET, ROEEREIX, LAR—bh =Y bBET LER
La— ROENRERINTBIZET L, oD a— Rz LR— |k
=V MPEAY—NICEET DL DI *Lfb\iﬂ“ 1 FPfH] 30
ARV T EHE, LR—b o=V MRBEE 1S (60F) RIET
AL a—REEETH LT DICE,. LAR—bh ==V FERD
LOCERETDHIVLERD £,

audit send chunk=1800

7272 L., w72 EORFEHE T 1M 30 RiDA X MIgb &, 155
mm%ﬁ®4N/b 70 EF, LAR— bi~9:/bﬁA%%E%m

AL a— REREAAY— NCEETH720101%, BEE L a— NEERMR
%&@kkwﬁks WCRELET,

audit timeout=300
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CA User Activity Reporting Module DN D AN D T4 ILRY) 5

7 4B T 7 A NEMH LT, CAControlMinder 231 7 7 7 A JLINDF
TOEAR L 21— R % CA User Activity Reporting Module (21529 5 D &5 <
ZEMWMTEET, T4 NHF 77 AUE, CAUser Activity Reporting Module
W E SN WERE L a— REEELET,

FZOTANE T AMIE ST, fREINICE ﬁ%«/k%m
ControlMinder 23l H— NIZIEFE LWL S I LET N, C

ControlMinder A A XV hER—HI)L 77 A )VIZEEX iMy: &P
DI TIEHY FHA, O—BNVDOEET 7 A NV BERA X N ERS
5121, logmgr &7 v 3 »® AuditFiltersFile X EICEZRINTCND 7 7
ANTT4NE NV—)VERBELET (57 4/L Tl audit.cgf) .

CA User Activity Reporting Module 2> DA X N& T 4 VX T 5H21F, =
YRRA N EOEET 4NV Ty AN ERELET, RLT7 4%
N— VDT RRA > MRS 256, BEZ7 4 VvZ ) 7R
Vo—%ER L, ZORY o—%xBDxy KA v h~EID Y THZ &
REND L ET,

S FEICOWTIE, TV 77 LA BHA R #BR LTSN,
Bl BEEIAINLERYS—

BT 4 V2 R S —OFZLL ISR LUET,

env config
er config auditrouteflt.cfg line+("FILE;*;*;R;P")

Z DX, RDIT % auditrouteflt.cfg 7 7 A WM EEZIALE T,
FILE;*;*;R;P

ZOITIE, T AN U = ANDAIY T I ADT=OIZT 7 YR
ITol=fFrani-diTait kLA L a— K27 v X LET, CA
ControlMinder X Z DA L 22— R &2 B4 —NIZEE L EH AL
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SSLEERAL-ZEEE

CA Access Control = X —7" T 4 ZEH A VA h— VT HHE, SSL&
ER L CEATY— L LR—F 2=V FORIOBEIEZIRET DD,
HEZRELRVDPEIRTEET, WINOF Y a vy 2ERLEESGE
Th, TUVRRA L MIVR—F 2=V 2V A VA= LTDH L X
ERUAT Y a v ERETOINENHY £7,

e zIE SSLEMHLCLE—F =—Y =0 b EEM— B OEE S
BEALT 284 (F7408) . LR—F =—V = FREMGH— &
BET 2 & ETHHERNAT — R EOFREEE#H A . CA Access Control —
VH—T T A REE DA A N VAR T D LB RS Y £,

Z XU, CA User Activity Reporting Module =—3" = > k@ [Connector
Configuration] ~X— " C, = R4 » h® CA ControlMinder L' 7/K— k ——
VU NERETDHEZIBET H/NATY—RTT,

LAR=F 2=V FEA VA=A THEEIC, RUIEREEET S
VERHD 9, ELWVGEAEE AT — NFREEMETE LR —
TV hOBIN, AT — N EDOER X 2 — |2/ X hEEXAL D
ENTE, FXIAENTA X ML CA User Activity Reporting Module {2

KoTHfGFEanE7,

CA User Activity Reporting Module i & D= DEERY T7A1ILDINVIT VT

AT — 2 2INET LIS, LR— b =—Y v MIEERE I -
T CA ControlMinder B s 7 7 7 A V& A0 £, LiR— bk =—

Yoy MILEESINTREER CRESINHOEE L a— F2Ed o
T T ANNLHLTRY £T, T7HNLRDOLH Y — A A h—LDY;
By FREFA VA NAFICERE S V—T 0 T BRI L TR
%A . CA ControlMinder (344 XL DR 7 N 0T v T 774 0D
HERIFLET, BRI PREINTHRKRYA XGET 720N, BE
BFEOEBRa S Ry 07T T7A LN EEXIN TR I T v T 774
ABNERENET, TOED, LR—h =V MR TRTOLa—
REFRAMADRN, Ny I T v 7 T AND EEZINDAEERH D
7,
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CA User Activity Reporting Module & F D BE#F D Windows T RRA VD ERTE

CA ControlMinder NEEE T 7 7 7 A NVDHE A DAR L TE R I T v
TERGFTHEIICHRETHZ &M BEIOLET, Z57T5L, £
FENDIREEE T T 77 A NVOFRE S NI KREIZET HFE T, CA
ControlMinder |3\ 7 7 v 7 DR 7 757y A V& LEXLEFA, Z
WX, = RRA Y F E~DA VA =B BEEn 7 Vv—TF 4 7 W
THEEZ AN LTS EDT 74V NRETT,

Bl: BEEOY NI TYTDORE

ZORNE, HELEOMERGEEE D & D L 5 1T CA User Activity Reporting Module
MAICEEBETLI0ERLET, =V RRA Y b E~DA A M—IUREZ,
Eda 7 V—T 4 7 TR E AT 5 &, CA ControlMinder |
logmgr £ 7 ¥ a LV OLUTF OREREZITWVET,

BackUp Date=yes
audit max files=50

Z DA . CAControlMinder |3t 7 7 7 A NVDE N 7T v a b —
\ZHZA LA T oA T FeRE0 DNy 7T 7 77 A )VEARAELET,
ZHICkoT, LAR—F 2=V 2 IR TRTCOEEL a— 27 7 A
NS EAI-ST20 LIS TR I T v 77 A VB TBEITRE
THLEDICFETaL—L7eD 352 EMMTVRT <20 £7,

FE: audit_max_files & 0 [ZFXET 5 &, CA ControlMinder [3/3> 7 7 > 7
T ANVEHIBRETICERE LT ET, N7 v Ty A NVENTT
nY—Y Il Lo TEET 554, CAControlMinder 237 7 /L K T/3wy
IT T T ANERETDHLICTERLTLIEIN,

CA User Activity Reporting Module & F D BEFE D Windows T
VRRAUEDEERTE

CA Access Control T ¥ —7" 5 4 ZEH DA A h— /LB I UOEEDE
Tk, EET— 2R — NCEET AL I FARA U FNERET
HIENTEET, TNZEITHITEL, VAR—bh—Y= FEARICL
TERELET,

;¥: CAControlMinder & A > A h— /L9 5 & BEET —X DOIUER LU
FEOIOIZT RARAV NERETHZ ENARRICRY 9, ZOFIA
IZ. A VA NI DA T a v ERE LR >8I0, BEETF—
HIEEDOT=DIFOT Y RiRA > MR ET D HIETT,
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CA User Activity Reporting Module & F D BE#F M Windows T RRA VD ERTE

CA User Activity Reporting Module & FICEE7E D Windows TV RRA R &
BEITDAE

1. [RAZ—DF]-[zvbe— 3] - [Far T L 0:E0MEHIER]
PERLET,

[(Ta 77 LOBEMERIER] AT a7 Ry 7 ARKRRINET,
2. 7us/Z 5 AKeAZ m—/L LT CAControlMinder &R L %7,
3. [£E®] 27Uy 7 LET,

CA ControlMinder DA > A h—)L 7 4 ¥— RINRFIRENET,

LiIR— b o=V MEREB LI OERL—T 7 S THRENERD
\272 % X 912 CA ControlMinder f ' A h—/VEZEET AT 1 F— KD
a7 MW ET,

Flo. BB T A NDEA DA T EN Y T TR
HEICHELTWAZ L ZFHERL TSN,

VAPV MBLUOEELV—T 4 T EAMT LTEtR, N
7 4 —~ 2 AHE D CA ControlMinder iR E 2 AT CT&E £9, Z OEME
EITHORMZ, VA—h ==V EBEEA S N AIE L ClRAi Y —
NNV —T L T T DHHEIOWTHMEL TBLMLERHY 9 (P. 25),

LiR—h ==V OB EDFMIC YW, TV 772X 0
7 R R LTLTEEN,
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CA User Activity Reporting Module #t & FADBXFE D UNIX TR RA U b DERTE

CA User Activity Reporting Module i & FEDBEEFED UNIX TR
RAEDEEZRTE

CA Access Control = Z —7F 4 XEH DA A F— /LB L O EDE
TR EAET 2R NCEET D LI RS  FERET
HIENTEEST, TNETOICEL, VAR—bF—Y= FEAERICL
THERELET,

3E: CAControlMinder A ' A h—/L4 % & BEEF — & OIUER L Ok
[EODIZTy RARA Y NERETHZ ENFREIZRVEST, ZOFIA
1. A VA=A ZDOF T g VERE LR T-EIC, BETF—
ZEEDOTDIEFEDOT Y RRA v N aRET S H51ETT,

UTOFIBIZHREWNET .
1. ACSharedDir/\bin/report_agent.sh 2 51T L £7°,

report_agent config -server hostname [-proto {ssl|tcp}] [-port port number
[-rqueue queue name] -audit -bak
REFTvareEMTDE. 774NV FREMEMSNET,

5E: report_agent.sh 227 U 7 R OFEEMICOWTIL, V77022 2
7 R EZRLTLEE0,

2. F—H_X—ARNIT +reportagent = —H ZVER L £ T,

Z Oa—H %, ADMIN JEM:F L UVAUDITOR B, 72 & ONZ 1 — 7 )L
KD ZEZALT V2 AL T HMENDHY £7, £7-. epassword
ZLUR—h o=V MEERE S — (B — DA A h—/ LI
IZER) ICRETHHENDL Y 77,

3. LF—Fx—V k7t 2HIZ SPECIALPGM Z1ERL L E 9,
SPECIALPGM (X, root =— % +reportagent = —¥ |2~ v 7 L F 7,

E VAPV U FBIXOEEL—T 4 BRI LR, N

7 F—~ 2 AREL(D CA ControlMinder R EA AT T £9, Z OF(E
EATORNC, LAR—b ==V bPBEEA N R AE L (A —

NIV —=T 4 T T 5 HECOOTHMBEL TBLMNERH Y 4 (P. 25),
LR— ==V OB EDEMCHOWTIE, V772X 2
7 R EBZRLTIEIN,
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CA ControlMinder f R RD O T EKIULAR—F

5l : selang Z{&E AL 1= CA User Activity Reporting Module #i & D 71=8& D UNIX
IVRRAVEDETE

WD selang 2~ NiX, LARA— b ==V MEAMNMI L TRELES
B, FOLHCHERLFAE - ==V b 2 —FEERL, LER—
==Yz b TaRADORRREX 2 T A HERETEET A0 ERL
i‘é‘o

eu +reportagent admin auditor logical epassword(Report Agent) nonative
auth terminal (terminall@l) uid( +reportagent) access(w)
er specialpgm (/opt/CA/AcessControl/bin/ReportAgent) Seosuid(+reportagent) ¥

Nativeuid(root) pgmtype(none)

CA ControlMinder IR DO T E LV LHR—F

CA ControlMinder @27 =V | LiR— |k, BIOT 7 v 3 &I, CAUser
Activity Reporting Module f > % —=7 =— A @ [Server Resource Protection]
HTIZEEDHNTWVET,

F: FEARICDUWTIL, http://ca.com/ip/support (23 % CA User Activity
Reporting Module Bl X—C 2SI L T E S0,
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CA ControlMinder @ CA User Activity Reporting Module LTR—h 2B %23 55 i%

CA ControlMinder TG CA User Activity Reporting Module L71R— k%
BT HAEE

CA Access Control = % — 75 A X T CA User Activity Reporting
Module L' /R— h ZF /R TE 5 X 9129 5HIT1E. CA User Activity Reporting
Module L' 7R— ~ ZA%ZhZ L. CA User Activity Reporting Module FIFIA & % —
7 AR— K L CEML, CAAccess Control =2 % —7"F A XEEL )2 CA
User Activity Reporting Module ~DHft 2 iRk ET D LB N H Y £,

1. EEZRRTEIT LY . CA User Activity Reporting Module L iR — k ZH 0
LET,

2. CA User Activity Reporting Module @ trusted GiFFHE 4 = 7 AKR— K L C,

F—A MTIEML E3, (P.33)
3. [set the CALM variable for your book] ~D#fi 2 g% & L £3 (P. 35),
4, (AFvay) BEEaLIZERELET (P.37),

HEHET o MEHE EEA A X k% CA User Activity Reporting Module
ICEET D580, BEaL 7 ¥ E#ELET,

[set the CALM variable for your book] @ trusted SEBHZE D F—ALT7~DEM

[set the CALM variable for your book] L' A" — k., + 7 A7 v RIFBAEZ{H
HALUCGRRESNE T, FEHEIEX. LAR— MIERINLTWDIEHR T
A7 K [set the CALM variable for your book] Y —AD LD TH D Z & &iiE
BHLE9, KT AT v K [setthe CALM variable for your book] ~— A&7 —
2 OIEFEMEEFE L E T,

CA Access Control = % — 77 A4 X% B T [set the CALM variable for your
book] ZZ/RT 521X, FTREAEELZ = AR — ML, KIZENEZF—R
FTIZIEML £,

[set the CALM variable for your book] @ trusted SEBAE D F—RAL 7 A~DIBM
Ak

1. Web 77 7 T [set the CALM variable for your book] —/3¢ URL %
lhttps://host:port )] /EZXCTATL L F T,

X2 VT DEEE LT a s Ry 7 ANRFEET,
2. [GEHZEOERR] 227V v 7 LET,
[GEAE] XA Tl Ry 7 ANERENET,
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CA ControlMinder T CA User Activity Reporting Module LTR—h 2B RIZF 5 A%

3. [F] - [ A N~pav—] 2210y LET,
[FEHEFEDOT 7 ZR— 1] U4 PF— FRRRINET,
4. LNTOHRICHEST, U4 —F&ETLET,
n 77 ANMVERDT I AR — b -Base-64 = 1— K X.509 (.CER) %

=R L ET,
m TIAR—DTEBT77AN -7 AR—FENZAEHET 7 AL
DSER/NALHEHR LET,
7= & 21%. [C¥certificates¥computer.base6d.cer] D X HIZFEEL
£7,
T AR— MPNIEFICGET L2 EZ2BHMT DA v E—UNERIN
i‘é—o

5. AEMAEEF—A FTICA VR FLET, MTFICHERLET

C:¥jdk1.5.0¥%]jre¥lib¥security>c:¥jdkl.5.0¥bin¥keytool.exe -import -file
computer.base64.cer -keystore
C:¥jboss-4.2.3.GA¥server¥default¥deploy¥IdentityMinder.ear¥custom¥ppm¥trustst
ore¥ssl.keystore
6. F—ALTDONRAT—KEANLET, T 74/ FDO/RRAT— RiT,
lsecret] T,

7. UIW] 227V v 27 LT, GEAEZEHELET,
AEAERF—A FTITEMS N ET,
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CA User Activity Reporting Module ~ D IEHED & TE

CA Access Control =2 % — 7" Z A X4 X CA ControlMinder @ B {5 %
FLE L2 LR — N 2 F "9 57291 CA User Activity Reporting Module & i
FLET., ZNHDOLAR— MERRT HITIX, CA User Activity Reporting
Module ~DHEfE Z iR ET D MENH VD £77,

CA User Activity Reporting Module ~MDEHE D KX E FH %

1.

CA Access Control =2 % —7" 7 A4 XEM ¢, L TOFIEEZFIATLET,
a. [YATA] 27 Vv 7 LET,

b. [BEEE] »7 275220y LET,

c. EMDOIA7 A=2—"T, UARM Y U —ZEH L X7,

[ CA User Activity Reporting Module #5t D& BE] & A 7 73MfE H pIRE 72 &
A7 YANMIRRINET,

[ CA User Activity Reporting Module ¥t DB #27 U v 7 LET,

[ CA User Activity Reporting Module #ft D& ¥ : PrimaryCALMServer]
HRAY R—=VUINERINET,

FATOT Ry ZADUTDT 4 =V RICADLET, WFD7 1 —
VR, BN LT,

e
CA User Activity Reporting Module £t D44 Bl & 7551 L & 97,
i8R
(ATvary) ZOEGICEHTOHHEZERL £,
A+

CA Access Control = ¥ —7" 5 A XEH OEIERS & 725 CA User
Activity Reporting Module D44 Hii % €% L £ 7,

%l : hostl.comp.com
R—+ES

CA User Activity Reporting Module 78 A2 R 2NEEICEH T 52K — &
ERLET,

F7 4V B : 5250
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CA ControlMinder T CA User Activity Reporting Module LTR—h 2B RIZF 5 A%

R

RIIBER KA SSLELRRE

CA User Activity Reporting Module ~D#2fi I FRGIE R 3 84 L 7= SSL
AEAEAEAT I N E I DEREELET,

SIERZE S
FERAEOARIZER L ET,
INATJ—RK

FEAEO 2T — REEHR LT,
(7 Iv ] 2270y 7 LET,
CA Access Control > % — 7" F A X4 /3 CA User Activity Reporting
Module D¥Eftax € & Rfr L £,

CA User Activity Reporting Module SEBAEF R D 1S

PLF DB TliE, CA Access Control T2 ¥ — 75 A R4 HL N C CA User
Activity Reporting Module #f5ti% & 2 1ERFS L OVE BT S BRIC ML ZE 7R CA
User Activity Reporting Module REREFHOEE HiEEZ R L TWET,

1.

LI F DA T, Web 7 7 %I CA User Activity Reporting Module @ URL
EATTLET,

https://host:port/spin/calmapi/products.csp
#1 : https://localhost:5250/spin/calmapi/products.csp

Ahipa—H4 L XA T — R%& AJJ LT, CAUser Activity Reporting
Module IZa 7 A > LET,

CA User Activity Reporting Module {ZFIEBH 2 % &k 5 72 O DB Gk A~
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[ A b A=a—ZEBAL. 774/ FD Web %A hZERL
i‘g—o

[URLFEHAZ] 7A a2 L, #iEA =2—0 0 [HEAEA B
<T ZERL 9,

[URLE&x#x] R Y —INHE £,
BEA =2 —0 06 [Lb— o] Z®RLET,
L—@DEM] T v R X ET,

[(ZIEOHA] OFT [FTF7 27 —i] &8k L, [oK] &7
Vo7 LET,

[ZAEOBHIOMRE] REY 4 > FUNHAE £7,

N—NZEREL, [(RNF—2] A=a—015 [(iam.+)] Z&R L
e

(727vayv] B2 arvFETCAZu—)L L, [T7arOff
] A=mza—0b [EXET] ZBBIRLET,

UTFoORT, [URLEXHix] 7 1 —/L FIT CA Access Control —
VHE—T T4 REH DO URLEASLET,

http://enterprise host:8080/{R:0}

GEf] 227V v 27 LT, M—AEERLET,

B LWZE L= NMER S E T,

(R —] A=a2—D [(castyles.+)] AL T, FllHc22H h
THBYIRLET,

Steve [, =X —T7 T4 XEHY— NIV 7R N EHRET D X
NS ZREELE LT,
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3. Steve X, Web — "%t Xx = U7 ¢ CR#ET S L 5 IZ RSA SecurlD %
RELET,
a. Internet Information Services (IIS) Manager = > —/L C [BEED
Web 1 F] Z&IR L. [RSASecurlD] 74 2> %X T N7 v
7 LET,

[RSASecurlD i%7E] 7 4> RUMNBE £,
b. UTOF =zl Ry A A A LET,

- Z®OY¥— 3 T RSA SecurlD Web 7 7 & A FREFEREZ AN+
)

- IOV YV—RERETD
c. BMEA=a—m0 [EH] 28T S

4. Steve |Z. CA Access Control = % —7"Z 4 XE B HIZ Single Sign Off
(SS0) ZA#hZT 2 XK 91T, RSAWeb Agent Z7%E L £1°,

a. regedit—7 4 U7 4 ZHE, LTOGH~BEIL £7,
HKEY LOCAL MACHINE¥SOFTWARE¥SDTI¥RSAWebAgent

b. [RSAUSERCustomHeader] & 94 i FiZ, DWORD # A 7D L
VAN F—HAERLET,

c. LYARNY F—EEZ 1] ITHRELET,

Steve | Internet Information Services & ) /3— X a3 H— L L
THRTELE L,
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{5 : Apache Web Server .2.2.6 % Red Hat Enterprise Linux 5.0 L TY/NA—X ZOFx

H—N\ELTETE

ZOPIT, VAT LEETHD Steve lE, =X —T T A REHH—N
% Red Hat Enterprise Linux 5.0 EiZ1A > A h—/L LE L7z, 2 Z T, Steve IL
Apache Web Server2.2.6 2 J /X—Z %o H— L LTA VA h—/L

Lt

TOMENRDHY £,

1. Steve % Apache Web Server2.2.6 £ 72Xy Va2 — /L&A A h—
NVLURRET D12, LT OBRIEZITWET,

a.

TRXEVa—NVEA AN AT HEOIZ, LLFD L SIS
' H—7 = — A L7- Apache Web Server 2.2.6 5% € L £,

tar -zxvf httpd 2.2.6.tar.gz

./configure --prefix=/usr/local/apache --enable-proxy --enable-proxy-http
make

make install

Apache Web Server2.2.6 7' 0%y EV a—/L LA R h—
ENET,

2. Steve (ZVN—R T X ERETHZOIZ, LFTOBIEEZITWVET,

d.

e.

Apache Web Server ® conf 7 4 L7 R VIZBEI L £7°,
httpd.conf 7 7 A /L 2BV T, #RE L £,

T Y D LoadModule Y A & RHIFT, LLFOEY v a v iig
mLES,

# Used for proxy to the Enterprise Management Server

ProxyPass /iam http://196.168.1.1:8080/iam

ProxyPass /castylesr5.1.1 http://192.168.1.1:8080/castylesr5.1.1
ProxyPassReverse /iam http://192.168.1.1:8080/iam

T ANERELTHEET,
Apache Web Server % FRiLE) L £ 7,

Steve |X, U N—R FuF v H— L L TEMNET D L 51T Apache Web
Server2.2.6 X E L £ L7z,
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3. Steve |E. Cookie #iFfHE L TWeb 77 UV DIPT NL ALZEEHT S

X 512 RSA Web Agent 5% E L £,

a. RSAWebAgent{ A b—/LF 4 L7 NIZBEILE7,
/usr/local/apache/rsawebagent/

b. RSAWeb Agent X1 —7 4 V7T 4 ZFATLET,

U A R BBFEMH STV RSA H— 28R L £9,

0

d. 2FXHORTEHEEZSHK L E T,
e. Cookie HRFEFFHD T T 7HIP 7 R L ZDEHRNERNI /2> TNDH 2

LR LET,
Steve |, Cookie BiFEf & LT Web 7T UHDIPT L A& 5
X 912 RSAWeb Agent 5% E L E L7,
Steve |d, CA Access Control =2 % — 77 A4 X4&H H|Z Single Sign Off
(sS0) #AHZhZT 5 & 912 RSA Web Agent 3% & L £ 77,

a. LinuxWebAgent7 4 A MY EBa—varzl&, UTFTO77 41
EROTET,

rsacookieapi.tar

b. —BfF7T L7 NJIZT77ANEa—L, Z7ALDarT Y
P L £,

¢ UTOZ77ANERDTET,
m  RSACookieAPl.jar
m librsacookieapi.so

d. L FDOEATIZ librsacookieapi.so 7 7 A VA a2 —L %93, Z I T,
JBOSS_HOME % Steve 7% Jboss &z A > A h—/L Loz s LE T,

JBOSS HOME/server/default/deploy/IderntityMinder.ear/library
e. LLFDFFTIZ RSACookieAPLjar 7 7 A V& a2 B — L £,

JBOSS HOME/server/default/deploy/IderntityMinder.ear/user _console.war/WEB
-INF/1lib/
Steve L. CA Access Control = % —7"F 4 XEH HIZ SSO Z /N T
% X 912 RSAWeb Agent Z5% € L £ L7z,
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=S

IO vaZiE LTFO Ry 7 REENTVET,

HEZL (P. 59)
LD LDAP H— &R ET D J5ik (P. 60)

ZOETIE, VAT LERIZT =2 X—Z2OEHE Z X5, CA Directory
A U T2 LDAP H— N LodiEd~ 2 J 9 CA Access Control =2 % —

7T A REE HRET D IR OWTHA LT, 50 LDAP Hh—s3 L
WHET D Z LIC kY| EEEIIEEO IDAP = —H 2 R T 2L LD
1o02—F A PTITHAET D ENTEET,

¥ 5F: O IDAP H—/\LDEHE 59



BHD IDAP Y—N\FHRTET HHE

D IDAP B —N\EREITDHAE

CA Directory X, 0T 4 L7 R VU /Xy 7 iR—2~D LDAP — "D E %
FAR—rLET,

CA Directory TlX, DXlink LRI A 2 —TF ¢4 U T 4 gL, 2T &
DHEIELD DAP T 4 L7 b U H— NITxk T DB N AREIC 72 0 £7,

LUF @ IX]iX, CA Directory % i F L CTHE%LD LDAP H—1Z5%f L T CA Access
Control =2 % —7 5 A4 REB 2R ET D HiEER L TVET,

CA Directory & {FHLEEEOLDAPY —HOT 251 LERY - NOSEERE

S
k4
] GA Directory Foha—AA gy =
CADirectory) | 4-/1L® CA N-5E%O | | @rul@r« | | CA Directory | iff-;ag:fi
. ¥ Directory L T > _ =
AVAM-N —BOZE HAFTAX F[E)‘ffmm NSO DAkt

{ BT «
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CA Directory Z il L C, #44® LDAP — "FHIZT v 4 —F T REH
P ERET DT, UTOFEEETLET,

CA Directory & A > A fh—/L L ¥

CA Directory L — X ZHE L £ (P.62)

CA Directory /L — X EFH WA X~ A AL £ (P.65)

DIT{ERR D728, T—H XAy T 4T 4 Z AT LET (P.68)
CA Directory #BitA L £

1
2
3
4.
5
6

. Active Directory Z 21— A 7 L LT ¥ —7 T REHY— %

AV AR—)LLET

BE: 2 =T 74 XEHY— N A VA M= DT T 245
ELET,

AR A R4 -- CA Directory /8 A 44
~— &5 -- 25389

~— Z DN -- 252N DT D Active Directory H—/N (248 D DN
EERELET, @HALRAWEAITIZ07 =V REZEHICLET,
(Linux) FR5E/L— B - BREEIN DT T D Active Directory —\|Z
HEODN ZEELET, @A LRWEAIZZ D07 4 — /L RE%ER
WZLET,

BELT #17 -- Active Directory KA A > D1 OOEBT o
K

7¥: CAAccess Control = X —7' 5 4 XEH a7 A 35803, L
TWAEBT I IR AUNTHDL RAA VA ELTIREL TLEE

A
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CA Directory L—3 DX TE

CA Directory |%. Active Directory ~D VU VA &, 7 T7A4 T V=T
A MIEFRSNEY T 4 v 7 ZIZHESUWT, CA ControlMinder |2 2 - Tf#
H & 415 Active Directory (Z/V—7 4 > 7 L%£79, CADirectory ¥, V7 =
ARDONV—F 4 72 DXlink 2—F 4 VT ¢ ZERA L ET,

ZOFNEETET T HHIZ, 2 DD Active Directory = — A + 7 (7= & 21X
acdirl & acdir2) . 3 X WV dsarouter & U 9 44 Bij? CA Directory & A A h—
MLE LT,
RDOFIRIZHE>TLZELN:
1. CADirectory & — "0, a~w > R 7ur 7 s v RuafExEd,
2. UFoavwy REFETLET,
dxnewdsa -s 1 cadirhost-adrouter 25389
-s1
T—HR—A YA XZIMBEIEELET
cadirhost -adrouter
N—Z DAFTZER LET
25389
N—BDR— b EEELET
3. UFoa~wry Rl Tr—2zfElLET,

dxserver stop cadirhost-adrouter

4. UTFToa<wr FEERALTL—2%2 A A =L LET,

dxserver install cadirhost-adrouter
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PLIFoOT 47 FVICBEILET (DXHOME (FL—% & A A h—/b
L= 4 V7 MY DOARITYT) o

DXHOME/ config/knowledge

PUF OFNEIZHE > T cadirhost-router.dxc 7 7 A V&2 L £,
a. 1OHD7 7 A V4% acdirl-dxlink.dxc (CZE 8 L £

b. 2 O2H®D 7 7 A V4 % acdir2-dxlink.dxc [ZZH L £ 7

c. acdirl-dxlink.dxc 7 7 A VZLLTFD X H ICHRE L £9

set dsa "acdirl-dxlink" =

{

<dc "acdirl"><dc "com">

<cn "acdirl-dxlink">

"secret"

<dc "acdirl"><dc "com"><cn "users'><cn

prefix
dsa-name
dsa-password
ldap-dsa-name
"Administrator">
ldap-dsa-password
address
auth-levels
trust-flags
link-flags

"{CADIR}yKW2cVbG"

tcp "acdirl" port 389

clear-password

allow-check-password, no-server-credentials
dsp-ldap, ms-ad

}
Idap-dsa-name

Active Directory |Z/3A > R 5 7=\ H & 53514 (DN)
ZHRELET,

Idap-dsa-password
DN O 5L S NIRRT — REERLET,

E: XA T — ROWF510IZI1E dxpassword 2 —7 ¢ U7 ¢ ZfEH L
%9, ] : dxpassword -P CADIR <password>

address

Active Directory KA A > a2 ha—7D7 RLVAZHRELE
7
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d. acdir2-dxlink.dxc # LA TDO L 5 IZHRE L T

set dsa "aclabcail-dxlink" =

{
prefix = <dc "acdir2"><dc "com">
dsa-name = <cn "acdir2-dxlink">
dsa-password = "secret"
ldap-dsa-name =<dc "acl"><dc "aclab"><cn "users"><cn "Administrator">
ldap-dsa-password = "{CADIR}yKW2cVbG"
address = tcp "acdir2" port 389
auth-levels = clear-password
trust-flags = allow-check-password, no-server-credentials
link-flags = dsp-ldap, ms-ad
I

CA Directory L — X BERE SN F LT,
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CA Directory L—RATEEDHRAZITA X

CA Directory /L —# %% iE L7= 5, CADirectory LV — X EFE N AL <A X
#5%\%753\3@ D i‘g—o

ROFIEIZHED TSN

1. UTOT 4 v 7 NUIZKBEIL 3 (DXHOME 1%, CA Directory % A » A
r—L7=F 427 RUTY)

DXHOME/config/limits
2. UTOFIEZFATLET,

a. default.dxc 7 7 A VDO —%4EkK L., TTDO 7 7 A VDX FI %
dsarouter-adrouter.dxc |[ZZFH L £

b. AWMV EHR T T 727 7 AN BHIRLET

c. dsarouter-adrouter.dxc 7 7 A VEBIEX LT D 7 4 — /L REZZEHT L
EScn

# size limits

set max-users = 255;
set max-local-ops = 100;
set max-op-size = 0;

# time limits

set max-bind-time = none;
set bind-idle-time = 3600;
set max-op-time = 600;

T ANERGELTHLET,
3. UFOT 427 FUICEBEILET

DXHOME/config/settings
4. LLTOFNEAZETLET,

a. default.dxc 7 7 A VD —Z{ER L., JtDO 7 7 A VDL R %
dsarouter-adrouter.dxc |2 L £ 3

b. MAWMVENT T 727 7 ANDOHIBRLET

c. dsarouter-adrouter.dxc 7 7 A LV ZBIE UL FD T 4 — )L REZEH L
ESCH

# directory information base
set alias-integrity = true;

# distribution controls

set multi-casting = true;

set always-chain-down = false;
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# security controls

set min-auth = clear-password;

set allow-binds = true;

set ssl-auth-bypass-entry-check = false;
# general controls

set op-attrs = true;

set transparent-routing = true;

Ty ANERGFLTHLUET
UTFoT 47 FVICBEILET

DXHOME/config/knowledge

dsarouter-adrouter.dxc 7 7 A /L Z B < 2ERK L. auth-levels O L4
"anonymous" ZHIEL T, Z V7 RNRU—RICkbual A DhuxA
N LET, LATNICHZ R L ET,

set dsa "cadirhost-adrouter" =

{
prefix =<
dsa-name = <cn "cadirhost-adrouter">
dsa-password = "secret"
address = tcp "cadirhost" port 25389
disp-psap = DISP
snmp-port = 25389
console-port = 25390
auth-levels = clear-password
T ANERELTHLET,

BE: IPABLIPVE T RL RO HFRERR S 7= — N2 CA
Directory &4 > A h— L L7286 tcp DIEIZIZ IPVE & IPva DT KL
A HATHFELET, B address = tcp "fe80::20d:56ff:fed4:8300%5"
port 19389, tcp "192.168.1.1" port 19389

adrouter.dxa E WO ZARID 7 7 A VEAERR L, L FOITA2BML, 77
ANVEHRIFELTHLE £,

source "dsarouter-adrouter.dxc";
source "acdirl-dxlink.dxc";
source "acdir2-dxlink.dxc";

UFDTF4 v SUICBEILET

DXHOME/config/logging
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9. LIFTOFIEELFATLET,

a.
b.

C.

default.dxc 7 7 A VD a B —ZVERK L £ 9
LD T 7 A VDL % dsarouter-adrouter.dxc [ZZA T L £
P E Y A2 72 L £

10. UFDO7T 4 L7 FUICBEILET
DXHOME/config/servers

11 LFOFIMEZETLET,

cadirhost-adrouter.dxi Z i L. A TFOITZ2EH L, 7 7 A V&R

a.

FLTHLCET,

#

# Initialization file written by DXnewdsa
#

# logging and tracing

source "../logging/cadirhost-adrouter.dxc";
# schema

clear schema;

source "../schema/default.dxg";

# knowledge

clear dsas;

source "../knowledge/adrouter.dxg";

# operational settings

source "../settings/cadirhost-adrouter.dxc";
# service limits

source "../limits/cadirhost-adrouter.dxc";
# access controls

clear access;

source "../access/default.dxc";

# ssl

source "../ssld/default.dxc";

# replication agreements (rarely used)

# source "../replication/";

# multiwrite DISP recovery

set multi-write-disp-recovery = false;

# grid configuration

set dxgrid-db-location = "data";

set dxgrid-db-size = 1;

set cache-index = all-attributes;

set lookup-cache = true;

;¥ : cadirhost % CA Directory 78 A b4, ClEm & #ax £9°,

CA Directory L — X ERN I AZ v A AN FE LT,

¥ o5E: EHOD IDAP —/ D EE
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DIT Z1ERKL T 1= D CA Directory T—EN—ZA~AD A S

Directory Informational Tree  (DIT) ZA{ER9 %7212, CA Directory 7 —#
N=RZZ T AT ADBANEND LT THIENTEET, DITIZ
Ko THEREEZ b F~sRT 22N TEET,

RDFIEIZHE> TSN

1. CADirectory /b—# Z KR A M 5% — 3T, inputldif &\ ARTDO T 7
ANEER L, LTFOXI =T 47 0 ZBMLET,
dn: dc=com
objectClass: domain

objectClass: top
dc: com

dn: dc=company,dc=com
objectClass: domain
objectClass: top

dc: company

dn: dc=demo
objectClass: domain
objectClass: top
dc: demo

2. 77 ANVEREFELTHLES,

3. Aa~vU R 7Ry T U4 RUERES UTOa~vy FEFITLET,
dxloaddb cadirhost-adrouter input.ldif

4. LLFDa~ R&E5T LT CADirectory /L— ¥ ZiE) L 97,

dxserver start cadirhost-adrouter

;¥ : cadirhost % CA Directory 7k A b4 CiE&#ax £97,

DIT Z{ER T % 72812 CADirectory 7 — ¥ N—R|ZxZ T 4 T A WA &
nE L7,
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% 6 &= CASiteMinder ED#ES

S

IO vaZiE LTFO Ry 7 REENTVET,

HEZE (P. 69)
CA SiteMinder T CA ControlMinder - — % Z8ZE9 % 5% (P. 70)
CA SiteMinder & #t&3 % 5k (P. 71)

COETIX, VAT A, Ry U= FdtEXa VT 0 OFEE ER
4312, CASiteMinder & O£ 1. > T CA Access Control = % —7 5 A4 X
B AT 2 HIEIZOW T L EJ, CASiteMinder TiX, CA
SiteMinder 7« L7 b U b2 —H ZFEFE L, CA ControlMinder ==-—% ®
F#75 CA Access Control =2 X — 7T 4 XEH ~Du 74 VPRl &b
X912 T5Z & T&Ex£9, CASiteMinder Z1# ] L C CA Access Control —
VH =TT REH BT D 2 LTk o T, EEE T CA SiteMinder O
PR —VERRE R T 9,

% 6 Z: CASiteMinder ED#EE 69



CA SiteMinder T CA ControlMinder 1—H % 2SI 4 5 5%

CA SiteMinder T CA ControlMinder 1—H #2593 A 4%

CA SiteMinder Zf# ] L C CA Access Control =2 % — 7 F A R % (R
F 5 & = — M CAAccess Control T X —T7 T 4 REH I AT D
7= TNZ, CASiteMinder [Z a2 71 > U 7 = A M &FSGEL £9°, CASiteMinder
narsAr Y72 NG L5, —H% 1L CA Access Control = > % —
TITARER~DOT 7 AMEEES L £7,

LU F D%, CASiteMinder 3, CA ControlMinder == —%° ¢ CA Access Control

T Z =T TAXEH ~DOn A BB L ORI 2 HiEE R LT
WET,

CA SiteMinderI1Ct% CA Access Control 2-WOZEIHE

S E
¥
CA GA SkeMinder Si.gc,.."-:.de, CA Access
SiteMirder _OA web T—J1>/h 1-Hiekd Web T—J1 Control 3
RS- H— o teMinder 4% CA 1-¥aEbk YMEEBI (43 Oh
Skad1— To— U= sicMinder Ay [ oo+ [t MY YT Access
¥ 00 Nekail, Y- H-FAD DA FrelE Control /4
DL T LT el Pt —IH AR
ol s iz e =2
I 5 CA Acoess
cEBh Control T4
Jooss AD ApI-H 0o
s 1
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CA SiteMinder E#iE 9 %A%

CA SiteMinder E#EE 9 55 %

CA Access Control = ¥ —7" 5 A R4 % CASiteMinder i Ad 52 &
\Z & o T, CASiteMinder D¥EHE = — W FRGEHERES L OFF rIHERE 215 9%
ZENTEET,

DITFORIL, AT LFETEX2 ) T 0 OFFLE D CASiteMinder & CA
Access Control = X —7' 5 4 XE 2 E DO L HITHET A0 E/ LTV

e
CA Access Control TR~ &I CA SiteMinder QRS
B 45
v
CSIICSAMCSAREC <A
P O ey P O [ 4 »yY%
1= AC BHE
— VAT HERE [ a7 LEE VATHEEE e sasnemE 4 saaEmE [+ =
. I3
CA SiteMinder CA SiteMinder CA SiteMnder Agache Web Apache Web TS L
DTA-T5 AU~ H% O ok )% I H DAV Active
A AEHRHRE DA Web Y~V ADEESE =l Directory 0>
ReE Ab=Ib
CS
» ()
AT IEIEE
L v reEmE || 0 "
_ TAR—I51(L
CA SiteMinder EEpH P
Vieb T—Si14 I=D CA
DA - SiteMinder @
JUSE Spep

% 6 & : CASiteMinder ED#EE 71




CA SiteMinder &E$EE 9 5%

I Fo7m& A%, CASiteMinder & a4 2 HEEZ/RLTCWET,

1.

o v W

TR =TT REY— N A =L L ET

Web RXR—Z2DFT_XTHOT 7 r—a v BAid— 3 DMS, B LU CA
Access Control 2314 > 2 h—/L S FE T,

F =TT A REHY =N VR S VT DN, BRE
DA A= NVBIOREICE > Tarta—F 2L LT,

Apache Web h— %2 X —7 5 4 ZFH Y — N EITEHREL ET (P.
73)

CASiteMinder R U o — Y — "% A VA F—/L LET

TR =TT XEHY— NHIZ CASiteMinder Z 3% E L £ (P.77)
CA SiteMinder Web = — = > F &2 E L F7 (P.78)

TR =TT XEHY— \ZLRiET D K D CASiteMinder ZiXiE L
F7 (P.79)

22— OFFEIZ CASiteMinder Z T 5 L5 4 —T7 5 4 XEH
Y= ZRELE7 (P.82)

3¥: CASiteMinder R U > — P — X Web=—> = b, BIXOYWWHLUI D
FEMIC OV T, CASiteMinder D R¥ = A2 2B L TLE &,
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CA SiteMinder BT 5 A%

Bl: TOR—TSAXEEHY—/\TO Apahce Web H—/N TOFXF TS5542D
11—

a6 JE

ZOHITIH, =X —T T A REEY—/33 Windows 2008 Server |21 >
A h—ENFET, FE/2. Apache Web h— 33— 522219 Ny
B =TT A REEY— N2 A M=V S HL, SSLYAR— EBFE/2 -
TWARENRHY £9, KIZ Apache Web — X T %y 53714 %
HELET, UTOFIEEZFEITLET,
1. T H—T T4 REBY— R ED Boss T U r—3 g v — "%
1ELFET,
2. UTFOT 4 v7 RUICBEILET
APACHE HOME/conf
APACHE_HOME
Apache Web — 3734 VA h—)L L CWAHT 4 L7 R
3. httpdconf 77 A VEFREL, 7oXy FVa—LEAHLTT 0
FUBREEEZDET,
a. UTFOfFoary NafikLET,

LoadModule proxy module modules/mod proxy.so
LoadModule proxy http module modules/mod proxy http.so

b. Global REL 7 v a ORZIZ, LTFOITZBIMLET,
Include conf/extra/httpd-proxy-entm.conf
4. LFOT 47 FUICBEILET

APACHE_HOME/conf/extra
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5. httpd-proxy-entm.conf & WO AHTDO T 7 A VAAERR L LD = T
VEBML, 77 A VERGFELTHEET,

# Proxy to CA AC ENTM
<IfModule proxy module>
<IfModule proxy http module>
# /iam section BEGIN
<Proxy /iam>
Order allow,deny
Allow from all
</Proxy>
ProxyPass /iam http://acentmnode.example.com:8080/iam
ProxyPassReverse /iam http://acentmnode.example.com:8080/iam
ProxyPass /iam/ http://acentm.examplenode.com:8080/iam/
ProxyPassReverse /iam/ http://acentmnode.example.com:8080/iam/

# /iam section END
# /castylesr5.1.1 section BEGIN
<Proxy /castylesr5.1.1>
Order allow,deny
Allow from all
</Proxy>
ProxyPass /castylesr5.1.1
http://acentmnode. example. com:8080/castylesr5.1.1
ProxyPassReverse /castylesr5.1.1
http://acentmnode. example. com:8080/castylesr5.1.1
ProxyPass /castylesr5.1.1/
http://acentmnode. example. com:8080/castylesr5.1.1/
ProxyPassReverse /castylesr5.1.1/
http://acentmnode. example. com:8080/castylesr5.1.1/
# /castylesr5.1.1 section END
</IfModule>
</IfModule>

7 : acentmnode.example.com:port &, T X — 7T A XEHH— )0
AVA =L ENTNDE = NOEEDORA MBI OR— L TEE
Wiz F£7,

6. Apache Web %— % fFiE#E) L £,
7. Boss 7V r— gy r—"EHEEHLEIT,

8. TUH—T T4 XEHRY—NESM L Apache Web H— 33 7 = X
NEIEFICIRET A2 2R LET, LFOURLEZFEHLET,

http://enterprise host:port/iam/ac

Apache Web r— R 7 a ko 7T 74 VR U X —T T 4 XERH—N
RlizESNE LT,
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15 : Apache Web H—/\FH® CA SiteMinder D% E

Z OHITIX, Apache Web r— D7y 7774 v X —TF4
R — N FICERE U721, CASiteMinder % Apache Web H—/XZ%f L
THRELET,

1. CASiteMinder HHRE A L X —T7 = — A 5MFHLC. U TFTE2ETLET,

a.

g.

(A& — K] - [T XXTOFa s F 4] - [CA] - [CASiteMinder] -
[CA SiteMinder Administrative Ul] DJIEIZ IR L F 9,

CASiteMinder HEL Ul BB EX | 22— 4 L /XA T — RO ATIHRRD
bIET,

CA SiteMinder FFE Ul lc2 7' 14 > LE T,

(A7 FA T 7F %] - [FAR] - [KRAMRE] - [FA PR
EOER] Z2BIRL, BANREXA TOFT V7 FOa—
EAERL L £,

DefaultHostSettings 47 =7 MR L T [OK] #7 Vv 7 L&
ER

PLFDO7 44—V RIZEEZATILET,
- Z47ii -- webservernode-HCO
- FiPEA --Web — N KRR NRIE

WREM 7 L—2ZBE L, AM] 227 U v 2 LT, CASiteMinder
A =P —NOKRARNLEZLUTOLHIITATILET,

AZ K . policyserver.company.com

(7] 22707 LET,

RANRES TV =7 MHPRESNE LI,
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2.

(A T75A 57 F %] -[2—Vxr b - [2—Vzr b] - [z—
Vv FOMER] EBIRL, ==V = P XA TOHHAT V=2 b
ZAERR L ET

UFTDZ7 4=V RIZAHLT W7y M 220 v 7 LET,
- 4Hi] - webserver-agent
- B -Wweb ¥—/N ) —FWebT—¥ = |
- T—V=xr b ZATDER --SiteMinder
- =V hFALT-WebT—T = |
- AxT—T =z DY FR—b - F7
Web = — = b A7V x7 ERFEESNE LT,
[2—V = MRE]-[Z=—V = MREDOIER] ZiEIRL, =— P =
VINREZATOF T2 bOa—EAERMLET,

ApacheDefaultSettings 18R L, [OK] #27 VU v 7 L CULTOFIHEIC
PEWET,

a. UTDO7 44—V RIEEZADLET,
- Name -- webservernode-ACO

b. /X7 A—#% U X T, #DefaultAgentName 7 4 —/V RZfRE L. £
HTOMEDD # LT AHIBRL £,

c. TV MAEUTOXIIICRELET,

- DefaultAgentName -- webserver-agent
d. #logoffUri Z#mE L. ARIDOMEN D # LT ZHIBRL £,
e. HZLUTOIIITHELET,

- LogoffUri -- /iam/logout.jsp

Fo—U 2 R RT A—=HDOFMIZOWTIL,  [CASiteMinder =——
VUV MRENA K] 2R LTLEEN,

(7] 27U vr LET,
T— 2V MREA TV 27 MOMERRSILE LT,
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fl: TA—TSA XEEBH—/\FAD CA SiteMinder D EXTE
ZOFITIE, = Z—TF T A REEY— Tk LT CA SiteMinder & i E
]\/i‘g—o
1. CASiteMinder EELE A L # —7 =— A& LT UL FA2ETLE T,

2. [AZ—}F] - [FT_THOFr T L] - [CA] - [CASiteMinder] - [CA
SiteMinder Administrative U] DJIEIZER L £ 7,

CA SiteMinder FHE Ul ’BH &, 22—V R L XA T — RO A 0RD S
F9,

3. CASiteMinder HFLUI I 714 LET,

4. (A T7T7AT77Fv] - [FAR] - [FAFRE] - [FA MKE
DOVER] ZBIR L, RARANREZA TOF TV =7 hDa " —a{ERk
L7,

5. DefaultHostSettings =7~ =7 FZEIRL T [OK] #7 VU v 7 LET,
6. LTD7 4 —/ NITEZATILET,

= Al - acentmnode-HCO

n B - ENTM R R BEE

7. REMEZ Vv—2iZBEIL, BN 227U > 27 LT, CASiteMinder R
V=P —=RDORAMELTFTOLIICATLET,

AR A B . policyserver.company.com

8. [HT7Ivh]l 227 VUv 7 LET,

T—V 2 ATVl FRRESINLE LT, KIZ, CASiteMinder Web
T—Vx A VA= ABIOHRELET,
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{5 - CA SiteMinder Web T— 1 D ERTE

ZDFIT, VAT LEBE D AT 4 — 7% CA SiteMinder Web —~—3 =
NarT o X =TT REHRY— N EIZAA A=V LE LT, AT 4—

TUEIRIZ, LHNCER LIZAA MBI =2 FOFT V27 MRIE
ZffiH LC. Apache Web ¥ — SHIZ Web =— = 2R ELET,

1. LTFOFRIAZFEITLET,

a. UToOT 4L 7 FUICKBE)LET (APACHE_HOME . Apache Web
Y= A=V LT 4 L7 FUTY) |

APACHE_HOME/conf

b. WebAgent.conf 7 7 A L ZLLTFTDO X S IZHRE L. Web =— = k
AL ET,
EnableWebAgent="YES"
c. Z7ANERGFLTHLUET
2. Apache Web — A2 FHiE#E) L £,
CA SiteMinder Web =— = > " 3GRE SN E LTz,
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Bl TUR—TSAXEEB Y —/N\ZRET H=5HD CASiteMinder DEXTE

ZOFITIE, By arNOT U E—F T A4 REHY— N o ST
% 7= 812 CA SiteMinder Z 3% E L £, CASiteMinder 2ME#d 5 22— %
FTIZ U CRGE T RNBI R RAALA R O —2RETHLERHD F
KR

1. UTOFEZETLET,

a. [AH—F]-[FT_COFrF 1] - [CA] - [CASiteMinder] -
[CA SiteMinder Administrative Ul] (28 L £,

CASiteMinder HEL UI 3B &, 2 —H 4 L XA T— FDAJIH KD
HILET,

b. CASiteMinder B E 22— 7 hHhU L MO LT o v LB ASIL
F7,

c. AV 7IF9ANTIFx]-[TaVv 27 V]-[2—HFT41LT ]
V] -[2—%F 017 b)DOER] ZiBIRLE9,

d. [—#&] 7L—2ATUTDO7 4 =/ RIZASNLET,
- 4§ - ac-dir
- ®BiBH -- Access Control = — 2 K7

e. TALZRNIDEY N Ty T 7L—AIBEIL, UTFTD7 4 —L
RIZASLET,

_ R —AR~—ZR - DAP
- Y—/ X directory_hostname:port

f. BEHEOI LT UYL, UTO7 4 — /L RIZATILE
R

- JVTFUVXRNVBLE -
- a—HPH - (2 K 2—FD5E472 DN
- NRRAT— R <A T— >
- NRRAT— RKORER -</SAT — K>
g DAPRETZ L—AIIBEL, LLFTOT7 4 — /L RIZASILET,
- Jb— b --searchroot
- Ra—F %7V —
- BH%A -- (&(sAMAccountName=
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- T
-- )(objectclass=top)(objectclass=person)(objectclass=organizational
person)(objectclass=user))

h., 2—HFEET7L—2BEL, LTO7 44—/ RIZAHLET,
- ==V ID - %USER_ID% (253 5 @4
2. [HT7Iv ] 22U LET,
CASiteMinder (Z L > Ta2—H# F 4 L7 M) A7V =7 MMERR S

X
3. [2—#F4Ls N OFR] - lacdir] - [NAOFR] 28R LE
+,

a—HPF A NT = MU RERENET,

4, AV 7T AT F ] - [FREE] - RREET ] - ERAEEST XofERk]
gL, UTFTDO7 44— NIZASHLET,

- 44 - ac-basic-auth
- #iBA -- CA Access Control =2 X% —7' 5 A XEH FR
- WEFREAT -FEART T L— ]
- RELL -5
- FA47 7Y - smauthdir
5. 7y bl 22Uy LET,
CA SiteMinder IZ X > CRRREARA T ¥ = 7 FBMERR S NVE T,

7

itk

E=(1I1
Tl
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10.

11.

12.
13.

14.

15.

16.

RV =] - [RAAL L] - [FAALL] = [RAAL L DOIERR] %8R
Lij—o

RAAL v OL4FIZEELET,

a—HFFo s M Tr—AZBEL, LB/ HIER] 220 v
7 LFET,

ac-dir ZfERA[RE/2 A /XD Y A FINHIEINFAA L ND Y A MK
w7, [oK] #7 Vv 7 LET,

[LAA] - [LVAOER] Zi&IRL, LTFTO7 4 — L RIZASLE
‘g—o

- 44Hii -- ac-realm

- T—Yx v b -- webserver-agent
- VI—=XT74NVF - [iam/

- FTI7FANE VY — 2R -
- FFEFR -- ac-basic-auth

N—b 7 L—AIZBEI L, [ERK] ZEIRL UL T 4 —/L RIZA
HLET,

- 48 - ac-rule
L Y y—zs

T 7B RERFA - A
- Webx—YxV T2 9 --Get, Post

[oK] #2127V v 27 LET,

[RY =] = [Ek] Z@RL, LLFOY 1=V NIZATILET,
- Z4Hi - ac-policy

[2—H] 278 L, [TTEM] Z2@RLET,

(—n] ZTCBE L. [(A—roiBEN] 227V v L. acrule &
WIRL T [OK] #2727 Vv 27 LET,

[(OK] BEXO [T v b] 227U w7 LTCRAASL VEERLET,

FAALBIOPLAVLRY —RNREINE LT,
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{5l . 1 —4FREEIZ CA SiteMinder Z T 2= DT A—T 54 X EEH—/\

DERTE

Z OBTIL, CASiteMinder St A Ikt L T X —TF T A REFY — R Z 3%
ELET,

T B =TT A XEHY—RORA T, LFOFIEEZFEITLET,

1.

a.

Boss 77U r—g v r—R_EEIELET,

b. UTFOT 4 L7 MUIZKBEIL 3, 2 2 TJBOSS_HOME (%, JBoss &

AV ARN—=VLETFT ALY NY T,

JBOSS HOME/server/default/deploy/IdentityMinder.ear/user console.war/WEB-
INF

web.xml 7 7 A /L& Bd & . FrameworkAuthFilter £ 27 > 3 > & RDUF
*9,

E7% false ICAEH L, ZO7 7 A VERFLTHEE T, LATICH
R LET,

<filter>
<filter-name>FrameworkAuthFilter</filter-name>

<filter-class>com.netegrity.webapp.authentication.FrameworkLoginFilter</f
ilter-class>
<init-param>
<param-name>Enable</param-name>
<param-value>false</param-value>
</init-param>
</filter>

UTOT7T v MVICBEILET
JBOSS HOME/server/default/deploy/IdentityMinder.ear/policyserver.rar/META-INF

IR OFNEEFAT L £,

a.

raxml 7 7 A VEBE LLTFTO XD ITMEE true |ITEW L CHfc 2 A
M LET,

<config-property>
<config-property-name>Enabled</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>true</config-property-value>
</config-property>
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IFDEEBD ., CASiteMinder IR U > — P — R FRIEIZx e LT FIPS
E—REHRELET,

<config-property>
<config-property-name>FIPSMode</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>false</config-property-value>
</config-property>

CASiteMinder R U ¥ — % —RDKR A M, IPT KL A, R— &
FELULTOXIICERLET,

<config-property>
<config-property-name>ConnectionURL</config-property-name>
<config-property-type>java.lang.String</config-property-type>

<config-property-value>policyservernode.example.com,44441,44442,44443</co
nfig-property-value>
</config-property>

BHELI—Y T AT MREEZUTOLIICEERZLFET,

<config-property>
<config-property-name>UserName</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>siteminder</config-property-value>
</config-property

UFOF 4L 7 MVICHDBNRAT— R Y — L aEfT LET,
/CA/AccessControlServer/IAMSuite/AccessControl/tools/PasswordTool

10/ N/ e N =S

pwdTools -FIPS -p <clear text password> -k

JBoss HOME/server/default/deploy/IdentityMinder.ear/config/com/netegrity/
config/keys/FIPSKey.dat

AdminSecret Z L F DK b2~ RO E L TULTFTDO L ST
ERLET,

<config-property>
<config-property-name>AdminSecret</config-property-name>
<config-property-type>java.lang.String</config-property-type>

<config-property-value>{AES}:gSez2/BhDGzEKWvFmzcadw==</config-property-va
lue>
</config-property>
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AgentName % CA Access Control = % —7" 7 4 XEH ) — K =—
Tz MMELTERLET,

<config-property>
<config-property-name>AgentName</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>webserver-agent</config-property-value>
</config-property>

UFDONRAT— R Y—)L o< K& L T, CAAccess Control
TR =TT A4 RER OILFRERERE S L L ET,

ACServerInstallDir/IAMSuite/AccessControl/tools/Passwordtool/pwdtools.bat
-FIPS -p <your shared secret> -k

JBoss HOME/server/default/deploy/IdentityMinder.ear/config/com/netegrity/
config/keys/FIPSKey.dat

AgentSecret ZLL N~ ROz tié LTERLET,

<config-property>
<config-property-name>AgentSecret</config-property-name>
<config-property-type>java.lang.String</config-property-type>

<config-property-value>{AES}:gSez2/BhDGzEKWvFmzcadw==</config-property-va
lue>
</config-property>

4, 77 ANERFELTHUET,
5. UFOTF 427 FUICBEILET
JBoss HOME/bin

6. run_idm.bat Ziff5E L. %PATH% Z544% JBoss 1 A b — L /RRITERTE
LEd, fi:

set

PATH=%PATHS; C: ¥jboss-4.2.3¥server¥default¥deploy¥IdentityMinder.ear¥library;%
SystemRootS¥SYSTEM32; %SystemRoot%; %SystemRoots¥SYSTEM32¥WBEM

7. 77 ANERGFLTCHLUET,
8 JBoss 7T U r— g r—_"ZlEEILET,

CA SiteMinder i A HIC = X —7' 7 4 REHY —"\PRREINE LT,
CA Access Control = % —7"F A XEH URL &# &M L, CA SiteMinder
WZEoTualAr By arPMRESN TS Z 2R TEET,
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IO vaZiE LTFO Ry 7 REENTVET,

REST ~— Z @ API (P. 85)

A —~ OHU (P. 88)

T 717 > b OVERL (P. 89)

7 H 7 hOFE T (P.91)

T 1w s OHIBE (P. 93)

T 1w ks OHUE (P. 94)

7 H vk OHAT (P. 95)

THT L SDF =7 A (P.95)
TR DT = 7T 7 - (P.96)
7 717 > K@ break glass (P. 97)
NAT—FD U+ | (P.98)
INAT—RFOHB) > | (P.99)
T RARA >k OERL (P. 100)

T KA 2 S OFH (P. 102)

T RARA > OHIBE (P. 103)

T RARA > FOHE (P. 103)

T KA > kO (P. 104)

T RIRA b B AT DA (P. 104)
T kU7 = A R OVELL (P. 105)
TH7 kU7 A SO (P. 106)
VI T AT BHET UL b 2827 — KOS (P. 107)
THhHUr k)72 O (P. 108)

REST N—X M API

REST (Representational State Transfer) |X. URL C7 7 B AH[gE/e A7 ¥ =
7 FOREEAERB LOEE ST 572010, A /8= AT 4 TOEAFDO 7 0
NRT LR GFET D T N =T DT —%7 7 F % AXANVOFHE KL
£7,

RESTful > U A TiX, F¥=aA b (77 FORIEEZRT) BN
TAT U REY—ERAOMTRBENET, ZHUL, EH50MHIL 150
FRFTNIEFICEENTND T 4T 4 UM O TIET—OIEER L
TWRNE W) FHRETITONET,
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REST R—ZX (D API

HTTP E)5i]

REST-based APl D A ¥ —<Z 5T 5HI121L. LFO URLIZT Z7tEAL, 28
DR—TD Y — A5 BB F1,

https://hostname:18443/iam/api/1.0/restapi/schemas
F AR —v OFEMICOVWTIE, TR aroflEBRL T IEEN,

RESTUV /7 A MEHHLC, WAXZLFELI— R R—=FT ¢ T/ F 5
L, ZUH =TT REEY— RN 2= [ U H—T 2 — RAF A )RAT
HIFETH L NER T2 RXR—2ADFTTEE T ET,

T HEZ2¥EE . CA ControlMinder REST API X LA F i) 72 HTTP Bhid 247 7
Va AR LET,

GET

THI b, T RRA LV FBEOT AU~ U 72 FOBSSHITE
AEnE4,

POST

THI b, T RRA LV FBEIOT AU~ U 72 NOVERRICSE
AEnE4,

PUT

TR, T RRA MBI OT Ay U 722 FOFFHIE
MEnET,

DELETE

TATL M, 2 FRA L FPBRIOT Y b U 72X FOHIERIZEE
MEnET,
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5 : HTTP $84E

HAR— F X377 REST-based APl =~ > RO AFX —~HZLL IR LET,

HTTP POST

POST /iam/api/1.0/restapi/environments/ac/endpoints/endpointname/accounts
HTTP/1.1

Content-type: application/xml; charset=UTF-8

Authorization: Basic YWRtaW46ZGVmYXVsdA==

Cache-Control: no-cache

Pragma: no-cache

Host: 10.112.196.244

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2

Connection: keep-alive

Content-Length: 79

LR oL, 77 h&EVERKT D HTTP POST KL D =2 7 Y T,

<Account>

<Name>myaccount name</Name>
<Disconnected>true</Disconnected>

<Type>Shared</Type>

<Container>MS SQL Logins</Container>
<PasswordPolicy>default password policy</PasswordPolicy>
<PasswordState>CheckedIn</PasswordState>
<Exclusive>false</Exclusive>
<ChangePasswordOnCheckOut>false</ChangePasswordOnCheckOut>
<ChangePasswordOnCheckIn>false</ChangePasswordOnCheckIn>
<LoginApplicationCheckoutOnly>false</LoginApplicationCheckoutOnly>
<Owner ownerType="Group">my group</Owner>

</Account>

HTTP GET :

GET /iam/api/1.0/restapi/environments/ac/endpoints/endpointname HTTP/1.1
Authorization: Basic YWRtaW46ZGVmYXVsdA==
Host: 10.112.196.169:9998

HTTP PUT :

PUT /iam/api/1.0/restapi/environments/ac/endpoints/endpointname/accounts
HTTP/1.1

Content-type: application/xml; charset=UTF-8

Authorization: Basic YWRtaW46ZGVmYXVsdA==

Cache-Control: no-cache

Pragma: no-cache

Host: 10.112.196.244

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2

Connection: keep-alive

Content-Length: 959

ARG, ThHoy hEEHTHHTTPPUT ALD 27 Y T,
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AF—TDEE

REST-based ERET

<Account>

<Name>myaccount name</Name>
<Disconnected>true</Disconnected>

<Type>Shared</Type>

<Container>MS SQL Logins</Container>
<PasswordPolicy>default password policy</PasswordPolicy>
<PasswordState>CheckedIn</PasswordState>
<Exclusive>false</Exclusive>
<ChangePasswordOnCheckOut>false</ChangePasswordOnCheckOut>
<ChangePasswordOnCheckIn>false</ChangePasswordOnCheckIn>
<LoginApplicationCheckoutOnly>false</LoginApplicationCheckoutOnly>
<Owner ownerType="Group">my group</0wner>

</Account>

m  HTTP DELETE :

DELETE /iam/api/1.0/restapi/environments/ac/endpoints/endpointname HTTP/1.1
Content-type: application/xml; charset=UTF-8

Authorization: Basic YWRtaW46ZGVmYXVsdA==

Cache-Control: no-cache

Pragma: no-cache

Host: 10.112.196.244

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2

Connection: keep-alive

CA ControlMinder REST U 7 =X MZiX, U Z = A MEHRDO—EE L TR
THHNEG £ E9, CAControlMinder | X HTTP EEAGZRGE AV AR— F L
ij— 7= & 7~_ i l’/L‘F@%j‘rKWUEJ‘.E%{ﬁ)EHVC%ij‘

Authorization: Basic
Cc3VwZXJIhZG1lpbjpkZWZhdWx0c3VwZXIhZG1lpbjpkZWZhdWx0

EREofFE, = — "superadmin" 3 X TV XA U — K "default" @ Base 64 —
va—F 4T ERLTOVET,

AEX—TDEE

TH R VT A RN A —<Z2RGT 521, LT URLIZ HTTP GET
V72 ARNEEELET,

https://<host name>:18443/iam/api/1.0/restapi/schemas

host_name

KA L ERRELET,
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THhoUbDER

THIUDIER

THY Y NEERT DI, LT O URLIZ HTTP POST U 7 =2 k%345 L
\i‘é—o

https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts

host_name
WA MLEEELET,
endpoint_name

T RARA L M ERELET,
DLTFOENL, Ty FaERT A HTTP AL 2 7 Y AR L TWET,

<Account>

<Name>myaccount name</Name>
<Disconnected>true</Disconnected>

<Type>Shared</Type>

<Container>MS SQL Logins</Container>
<PasswordPolicy>default password policy</PasswordPolicy>
<PasswordState>CheckedIn</PasswordState>
<Exclusive>false</Exclusive>
<ChangePasswordOnCheckOut>false</ChangePasswordOnCheckOut>
<ChangePasswordOnCheckIn>false</ChangePasswordOnCheckIn>
<LoginApplicationCheckoutOnly>false</LoginApplicationCheckoutOnly>
<Owner ownerType="Group">my group</Owner>

</Account>

Name
ThyY N ERELET,

Disconnected

TAY S FBERRS NN E ) D EEELE T,
Type

THY MDEATH2IEELET,
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THhoUEDIER

Container

arFFEBRELET,
PasswordPolicy

THTY ML TERESND AR T— R KU o—%24EELET,
PasswordState

TR RDNAT— RIREEEEE L,
Exclusive

T AT NISHHIEINE S D ERRE L E T,
ChangePasswordOnCheckOut

THT S NDOF =y 7T 7 MFICNAT = RRELRINOME I D%
fEELET,

ChangePasswordOnCheckin

THT  DF =y 7 A HHINRAT— RREHRINLINE I EtE
FLET,

LoginApplicationCheckoutOnly

QJA T IV —alINT I N T 2w T T HNE
IMERELET,

Owner

FTREDIA TE2EELET,
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THhoUrDER

THOUEDEH

THT NERHTHIZIE, LLFO URLIZHTTPPUT U 7 = A R &2 XE L
\i‘é—o

https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

host_name

WAL ERRELET,
endpoint_name

TV RRA v M ERELET,
account_name

TAHY Y MLERELET,

UTFOBNE, 7Hh oy NEBHTDHHTTP AL T Y ERLTWET,
<Account>

<Name>myaccount name</Name>

<Disconnected>true</Disconnected>

<Type>Shared</Type>

<Container>MS SQL Logins</Container>

<PasswordPolicy>default password policy</PasswordPolicy>
<PasswordState>CheckedIn</PasswordState>
<Exclusive>false</Exclusive>
<ChangePasswordOnCheckOut>false</ChangePasswordOnCheckOut>
<ChangePasswordOnCheckIn>false</ChangePasswordOnCheckIn>
<LoginApplicationCheckoutOnly>false</LoginApplicationCheckoutOnly>
<Owner ownerType="Group">my group</Owner>

</Account>

Name

TAU Y M EEELET,

Disconnected

TAT Y NIRERIRREN DN E DI EEELET,
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THhoUrDER

Type

THYSDEATEEELET,
Container

ar7FFEBEELET,
PasswordPolicy

THTY ML TEESNDART— R R o—%235ELET,
PasswordState

TAD Y MONRAT— MREEIEELET,
Exclusive

T NISHEHE N E D AR E L E T,
ChangePasswordOnCheckOut

T NDOF =y 7T 7 MEIIARAT— RREFEINLINE I0E
HBELET,

ChangePasswordOnCheckin
TATY "DFxy A4 VRHINRAT = RRERINLE0E D ks
ELET,

LoginApplicationCheckoutOnly

QA TN = a ST N T ey VT T HNE
IMMERELET,

Owner

EHEDEA THIEELET,
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Tho U rDHEIER

T h 2 DHEIER

TH7y NEYIERT A121X, LR O URLIC HTTP DELETE J 7 = & & %[
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https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

host_name

WAL ERRELET,
endpoint_name

TV RRA v M ERELET,
account_name

TAHY Y MLERELET,
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XTI TF 2y T U RESNTWDOYE, NAU— RERRTE
£,

THhor NEFET AT, LLFO URLICHTTPGET U 7 =X R &2 EE L
\i‘ﬁ—o

https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

TAHUY OGN, 7AT b aryTF 7z NI A—=FEHHL
T, T RRA baYR— S 2boarTFa2EELET,

Active Directory 72 EDT 7 4 )L NSO T U ok AT FRH LT T
vy N EEASTHIZIE, BLFO URLIZHTTPGET U 7 = A h & %(5 L £ T,

https://<host _name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

host_name

KA L EfRELET,
endpoint_name

TV RRA M ERELET,
account_name

TAY Y M EEELET,
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ThOUEDEF

T A DOHF

T RRA b EORHET BT b EEFST HICiE, LLFO URLIZ HTTP
GETV 7 A NZRELET,

https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts

host_name
WA MLEEELET,
endpoint_name

TV RRA L MNEFRELET,

THORDFIIA
T T4 3THI20E, LF® URLIZHTTPPUT U 7 = & K
EEELET,

https://<host name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

host_name

RA ML EREELET,
endpoint_name

T RWRA v M EEELET,
account_name

TAU Y b EEELET,

UTOBNE, 7HD Y beF =y 74T HHTTP AL 2 T Y &L
TWET,

<Account>
<PasswordState>Checked In</PasswordState>

</Account>
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https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

host_name

WAL ERRELET,
endpoint_name

TV RRA v M ERELET,
account_name

TAHY Y MLERELET,

T, 7Thor vaeF oy 7T MTHHITP AL 2T Y &R
LTWET,

<Account>
<PasswordState>Checked Out</PasswordState>

</Account>
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T D break glass

BHMERN 2 WT H 7 h~DREET 7 & ANNEREE . o—H%
break glass 7=~ 7 7 v h&ZEITLE7,
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https://<host name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>?breakglass-accounts=
true

host_name

WAL EREELET,
endpoint_name

TV RRA M ERELET,
account_name

TAY Y M EEELET,

PLFOHNE., 7w h® breakglass #1729 HTTP KX a7 YV AR L
TWET,

<Account>

<PasswordState justification="my
justification">BreakGlass</PasswordState>

</Account>

7¥: Break Glass 7 7 & A v — /)L ZFp O —H D)\, break glass 7 11
BRAEFITTEET,
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https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

host_name

WAL ERRELET,
endpoint_name

TV RRA v M ERELET,
account_name

TAT MaEEELET,
UTFOHITIE, mAT—=FE2D Ty hTDHTTP AL 2T Y 2R LT
WET,
<Account>
<Password auto="false">password</Password>

</Account>
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INATD—FDE#E) Yk
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https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>

host_name

WAL ERRELET,
endpoint_name

TV RRA v M ERELET,
account_name

T NAERELET,
LR OFITIE, WA= RZHBEIZY By NTDHHTTP AL =T Y
R L TWET,
<Account>
<Password auto="true"/>

</Account>
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https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints

host_name

WAL ERRELET,

LR OFNL, =2 RARA > FEERT D HTTP AL =27 Y Z R LT
i‘é—o

<Endpoint>
<Name>endpoint name</Name>
<EndpointType>MS SQL Server</EndpointType>
<EndpointTypeProperties>
<UserLogin>userl</UserLogin>
<URL>URL Value</URL>
<Host>Endpoint Host Address</Host>
<Password>User Password</Password>
</EndpointTypeProperties>
<AdministrativeAdvanced>false</AdministrativeAdvanced>

</Endpoint>
Name
TV RRA Y M ERELET,
EndpointType
TURRA L FDEA T HRELET,

UserLogin
T RRA b= ar A o 2EELET,
URL
TV RARA v hO URLIEZFRE L ET,
Host
TURRA N ARANT RLRAZEELET,
Password
Userlogin % 7 THRE SN DTV RARA b 2—HFDNRRT— R&45
ELET,

AdministrativeAdvanced
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T2 RRA PR EERETHINE S NEEELE T,

X : EndpointTypeProperties % 7 |XENH)C. EndpointType % 7 \Zxf4 5 A7)
WXk THeEESNET, BT FRA U N XA 7 a7 o7 ax
T4 AFX—~DOBEFIEOHMIONWTIL, "y I T RARA U X
A 7 OIFT (P.104)] LT EE WY,
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https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints

host_name

WAL ERRELET,

LT, =2 RRA > b2 FHT 5 HTTP AL =27 Y 2R LT
e
<Endpoint>
<Name>endpoint name</Name>
<EndpointType>Endpoint type</EndpointType>
<EndpointTypeProperties>
<UserLogin>userl</UserlLogin>
<URL>URL Value</URL>
<Host>Endpoint Host Address</Host>
<Password>User Password</Password>
</EndpointTypeProperties>
<AdministrativeAdvanced>false</AdministrativeAdvanced>
</Endpoint>
Name
T RWRA v M EEELET,
EndpointType
T RRA L FDEA THBEELET,
UserlLogin
TURRA L FDO2—F vl A U ERELET,
URL
TV RARA L hO URLIEZFRE LT,
Host
TURRA VR BRANT RLAZBELET,
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Password

Userlogin % 7 CIREESN DT RihA ¥ b 2—HFD/RAT— R&F
ELET,

AdministrativeAdvanced

T2 RRA PR EERETHINE S hEEELE T,

IURRAFDHEIBR

T RARA > M EHIBRT H121%, AT URLIZ HTTP DELETE V 7 = A h %
EELET,

https://<host name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints/<endpoint name>
host_name

WA MLERELET,

endpoint_name

TV RRA L M EFRELET,

TURRAVEDERTF

TRTOZY RRA > M EEET5I121E, LT URLIZHTTPGET Y 7 —
A REEELET,

https://<host name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints/<endpoint name>
host_name

WA ML ERELET,

endpoint_name

T RRA Y M ERELET,
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TRCOZ RARA v b2 BT 5121X. LLFO URLICZHTTPGET Y 7 —
A RNEEELET,

https://<host _name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints

host_name

RA ML EREELET,

IVRRAVE ZAT DR

T RRA b F AT HTXTHEIGT 51T, get endpoint types =~ & R
EEALET,

TRTOZY RARA v b XA TE2IET 5121, LLTF® URL IZ HTTP GET
V72X NEEELET,

https://<host name>:18443/iam/api/1.0/restapi/environments/ac/endp
oint-types

EndpointTypeProperties % 7 |XE) ) C. EndpointType % 7 1Z%} L CHEE S 1L
AN Lo TRESNE T, Tr T4 AF—< 2T 212F, U
TOURL 2 L £,

https://<host _name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oint-types/<host name>/properties-schema

host_name

RANGERELET,
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https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>/accountrequest

host_name

WAL ERRELET,
endpoint_name

TV RRA v M ERELET,
account_name

TAHY Y MLERELET,

AFoHNE, 7o b U7 2 A MEERT D HTTP KL a7 Y &R
LTWET,

<AccountRequest>
<StartTime>Start Time</StartTime>
<ValidUntilTime>Valid Until Time</ValidUntilTime>
<User>
<Name>userl</Name>
</User>
<Approver>
<User>
<Name>superadmin</Name>
</User>
</Approver>
<Justification>userl requests</Justification>

</AccountRequest>

StartTime

KHEE 22— NEETHT o b V7oA N X RAT ZBFELTTE LG
REZfRE L7,

AT Z L PO TAD L ET,

yyyy-mm-ddThh:mm: sec
ValidUntilTime

ZNUEL—FRNILET T N VAN AT B FEITTERL
2%, AR AfRE L ET,

At 2L FOEATASLET,
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Name
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AKBE DAL=V HERELET,
Justification

ESfbDa X FERELET,

ThoUR )OI ADHIBR

ThHoU b )7 A REHIRTAI1CE, LL RO URL IZ HTTP DELETE U 7 —
A NEEELET,

https://<host _name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>/accountrequest/<acco
unt_request _name>

host_name

RA L EfRELET,
endpoint_name

TV RRA M ERELET,
account_name

TAY Y M EEELET,
account_request_name

TH VAN ERELET,
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https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts?to-request=true

host_name
WA MLEEELET,

endpoint_name

TV RRA L MNEFRELET,
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https://<host name>:18443/iam/api/1l.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>/accountrequests/exc-
113

TN V7R (F¥ET 717 2 B (account_name) (2T 57 7 &
AWM B D) T NTHAFT 2I12IE, LR URLIZ HTTPGET U 7 =X |
ik LET,

https://<host _name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints/<endpoint name>/accounts/<account name>/accountrequests

BRESEKOT I N ) A N T _XTHEET 5121, LLFO URLIZ
HTTPGET UV 7 = X F &2 E[EL £9,

https://<host name>:18443/iam/api/1.0/restapi/environments/ac/endp
oints?display=accountrequests

host_name

WAL EREELET,
endpoint_name

T RWRA v M EEELET,
account_name

TAU Y b EEELET,
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