CA Access Control

MU HRERTE R

12.7

eeeeeeeeeeee






AR LTS A IR B R GE RN LU T s R R CLUR fRIAR SR, JUIES 25, CA BN G JEEAT 3 5 it
o

AL CA JUETMIFEE, AHE A ZH] Feil, BIE. Bk Bl A SR I 2Rl 2 WA . ASCRIE T CA Y
UL AR, AHEAETE, SR S0 pr avei g, AT IR ) &5 cA Z R T
LIARSOR AR CA P b Bl (i) Sy CA 2 18] Pl R DR B3

REAT EIRIE AR S AR b B3 (K0 S B BT U aT §7 B e (3t 2 BRI ACSORS R A, fi
R SR NS T 5 AR R RO &, HTER I DT CA RRBUA WA IR A AE B A L

T EP BB AEA SR R A O BOR R T BESEBRAE r id F FVF rT O s B O A o S RAZ TV m AR s PR T 250k, 4
B3 1) CA A5 IHTUE I R A SR BT AT A RIS 20 BIAS LRI 4 CA Bl 8%

FEPTE FY KA SO VROV A, CA %I “BUIR” SR BEATSCRY, AR O/, CFEART R NGE S, &
i€ H SR BORRIIE . CA AEATAT IO T 0 5 s At 5 = J7 by T HY A SRS T 368 B 1 L ) 2 45 % et
FHHAGULAT AT, AFEARTRNEE . B0 5280, W, (3B 2%, RIME A a2 i
T RIIZ R B T R AT RENE -

ASSORY P R AT AT S ot A P 420 2308 AT DGV ml DSy R s ELAR AR A 75 W v PR 2 kAN AT 7 A8 SO v
LR

AR 1 CA AR

R “HIRBCR)” o FEEBUFIH . & HEkiE A RS0 FAR Sections 12.212., 52.227-14 1 52.227-19(c)(1) - (2) LA
J DFARS Section 252.227-7014(b)(3) FIAHIE % 2K B H: J5 S 42K I PR o

FRBUITAT © 2012 CA. LREGFTAAA . AW KB AT AR a4 AR IR G5 AR IR 3L A AR AT

A5 AIX(TM) Java(TM) 2 TR 1.4 B IBM(R) 32 A7is 4T I BRES
(c) HAFTAT IBM Corporation 1999, 2002

TR BT ABUR .

7B A R 751 SDK RS

CA Access Control 1= i [ Bt 1) 7= 5 JENAS FH 7= 451 SDK ARE 387 “ 4z JsUFE P Al
NHESHE L . ERPEE N, nlRed 2t eI ieE, mHAaEL™
RGEFIECAIZHT, REH LM ICAEA N L T 4257,

CA Technologies AN A X EERGITRHE Sy, T HAT T IXEEAIAT fE 251
(AT B AN 97 T



CA Technologies 7= 5| F

ML) E

AA45]HLLR CA Technologies 7= s
m  CA Access Control

m  CA Access Control

m  CA Single Sign-On (CA SSO)

m  CATop Secret®

s CAACF2™

= CAAudit

m  CA Network and Systems Management (CA NSM, LLHi4 Unicenter
NSM H1 Unicenter TNG)

m  CA Software Delivery (L4 Unicenter Software Delivery)

= CAService Desk (LLHi 4 Unicenter Service Desk)

m  CA User Activity Reporting Module ( ATl /& CA Enterprise Log Manager)
= |dentity Manager

CA Access Control SCR4# H DL N 4%

-5V =X

S Ak AR R i

FHE HL A B A

ZGERZS WA E A fE 7 A RN (1 SCA

IERHT (/) FF-Hfi& UNIX F1 Windows 842 (#4373
=N R

SCRSAEMRE fir 2 AR P AN (BLAESE PR ) I IE Al DA N s
IRLIE »

L2V RS
R AR F R

PEWEREE iy e (1)) LI AT




52

&

FIRHE SRR ({)

s hlie AT

RVEERT (1) 7 b HaE o

orBR s Ay GESE—T0D
Bltn: R g T RS 44, den]
LIRS 24

{username|groupname}

i WA T PR I I 4 m] DL R

eSS

FRIAE

Hi T s 22 M PR AT R BRI
(\)

A, EASRRT, —ATRERN L.
FEIKLETEOL b, AT4 AR 2 M I ORI
(\) LR i 2 LR T 17

HR: HAEEIRFAL AT, I Hig g
1rfFe IXEEARE S R 2 AN 0

AL E L E

Bl MR RTIELE

AR B T AEASR R A A A E 1K T 5

ruler className [props({all|{propertyNamell, propertyName2]...})]

RN EEE

n AR (ruler) L B

BRI, LI R AR

m  className IETVAFMA TR, BT 2 — R4 (Ban USER) [ A7

7

o HMEANA R S RS Ay, T st iz, SRR

PS8 AT IE

w  EHIWTIES AL (props) I, ) LUEFERHE Y alf, Bn] DUFRE A ell®
MMEtEA (L2530

CA Access Control SCR4d FH PL R S B 20 58
m  ACInstallDir— 2R\ CA Access Control %235 H 5% .

- Windows—C:\Program Files\CA\AccessControl\

- UNIX—/opt/CA/AccessControl/

m  ACSharedDir—CA Access Control for UNIX 1 FH (I BRI H 5% o

- UNIX—/opt/CA/AccessControlShared



m  ACServerinstallDir— %R\ CA Access Control AxMV B 22205 H 3¢ .
- /opt/CA/AccessControlServer

» DistServerinstallDir— ERIN 73 Kk 554 2 H 3%
- /opt/CA/DistributionServer

m  JBoss_ HOME—ERI\ JBoss “%3é H 3% o
- Jopt/jboss-4.2.3.GA

BRABARSH

TRIAE LB ARG B LL S I A k. 5 AR S B[R] 0 HE 5 5 0 1) 56 36 %71
X, HECARFARTFr: http://www.ca.com/worldwide



http://www.ca.com/worldwide

MR

IR RRAS AR 1% SCRS AT 1 BA T 558
m 3¢ CA Access Control Sy s FI IR 55 #4520 A1 — 76 1 SR 2 15 s in
BT LA
n  BUEZ JG Oracle 20 1 EHLR &
w ARV E RSSOV M R
w  CEENECIE] TSl R U B e i B R
w B PUPM — 7RI T = 1 s sl S S T AR )
m  Jiii% CA Access Control i i (F%JE M)






H %

B1E: 13

G 7. 1= RO RO TR T OO T E TSRO 13
A ] R T I 0 et e et ee et et e e e e e e e e e e e eee et e e et e e e e ee e ee e et e ee e et e ee et e eeee e e eeee e e eee e neeneeeeeans 13

¥ 2E: %% CA Access Control ¥ S AR S5 B 4H A4 15

TS5 2 ST Oracle B I A LIE B oottt tenas 16
ANV A T IR S5 2 TETTE I FZETM ettt ettt en et eeen e renans 17
CA Access Control ANV A ] 22 IR HH I “AEREFE P A 27 HE IR TS IR coveee e 17
JGi2AE CA Access Control AV HH H FE BB TP I S 0T oo 18
TEIEAT TT CA ACCESS CONTION FZTBRZHAE <ottt een e sen s 18
CA Access Control MV HE A HIZETIT R ANET T oottt ettt eenens 20
e N Lo [0 = 5 o . OO 22
CA Access CONrol A MV o JoT T A T DIMIS oo e er e s s es e e e e e s s eseses e s e e e 23
CA Access Control MV HE JEITR A LR T 5 oottt ettt eeeens 24
75 InfoView HSLE I8 TUTHT"EE TR ovovveeveeeeeseecsee ettt 25
CA Access Control 7 UNIX E 225 JEAN Bl BJ] vvrieiiei sttt sttt 25
AL Linux 5390 35 55 EJTBIIE G HEFE oottt 26
B T oV T B SEIANE vttt ettt s ettt n et s s tenaes 26
SEIRAE S01aris 10 H E S0 E T T I oottt ettt ettt ettt ee et s s s 28
FETEVZ 3T TR TSI B T BRI UL I T ottt 28
Yo IR Totd o) o= =) PO 29
FHHF] CA Licensing 1.9.04 Ff ATV AT EE TR covvvieieeieececseeeet sttt 30

B 3E: BIERREATRIBR 33

E et A aR Y (2] 2 ) e S B R OO OO 33
FH AT LT T B2 AR TR YR <ottt ettt e ettt s et es s e s e s s s st esenaeessneesenans 34
FEHCYT ) A PRAS TBEL /etc/passwd FH /e1C/GrOUP A .ot 34
AV B ZH AN g U 1) B YR AE AT PABE B IE AT UT T AT oottt 34
RSB LI 0Ly £ OO 35
LR a2 Ll T o OO OSSP TRO 35
CA Access Control BTG A F VTN A 100t FH T coveeeeeeeeeee ettt 36
TeIF B A R B B BIANIRIITEI I ZH oottt 36
Windows & F 51 1] DLEE B CA ACCESS CONTIO ZEAL ...ttt ee st s et ss s s sassesesesssesnas 37
A JRy R R T P A LE S AR I ZRGEZ AP ettt 37
o = b P BVl Ma W A R Ry 1 1 £ 5 OO OO 38

Hx 9



4. P CAAccess Control B3R FE 39

selang FX VTR 2 IR IT] 100 5T cvveerereeeeieeeseee ettt ettt ettt sttt ettt ss ettt s st st tet st et et e st s e s astaseseseas 39
B BIE L JE B H A T H I UTImEs FFE T 1 oottt ee et e et eee e eeeaeeeeeeaseneeeeeneenae 40
CA ACCESS CONTIOL ZHBIE ZETTIII .ottt ettt et et et e s et et er et et ane e et enese et enenee e enenseterenseneerenaeneene 40

B5E: ERITETEN 43

B vz e B e = | RO OO OO 43
syslog FIFZER /N 5e05d FTIETHAB IS cv.viviiiceeeeereee ettt ettt sttt a et s s s 43
B 7 ki1 Rt I AN 11 T . 3OO OO 44
BNt LI = T e N T i OO OROR OO 45
TEIFAF T S@IANG TETZE BT I oottt ettt st e st s et sa e et s e e ssnasaes e st st et st esneetanas 45

#F6E: MPMD FEHN 47

AR 1010 7 N o V1= T 23 i TR 47
T T R T A ] A T I R BB <ottt e e et e e e st eeeeeeeneeeee s e eee e seesseseeeseseeneseenae 48

BT7E: HERE 49

R M T ZBEMILIEE ..ottt ettt ettt ettt ettt e et ettt et ettt eee e ena s enaeee 49
B Ny S D w1 R OO OO 50
DH EX I HEVK I DMS TETEFE T UT T vttt s e s s en st ena e snansesnastenas 51
I RS T AR BAAT ettt ettt ettt ettt r et r e 51
MRS A BT T, AEAELE JRIEL oottt ettt se et n s snesnasseesesnaes 53
B Ry L N T O 53
AT AR B PRI TETEE R 2B LTI IS ettt e e s s s enesneenens 55
o =7 T OO OO 57
DNSDOMAINNAME ZE AT T e oveveveveeeeeeeetetetete e teeeesesae et et ee s s s a st st et s s s s ae st et et ss e ssa st esese st es s nssassesesessssnanenansne 57
DOMAINNAME ZB AT MEL cvoeveveeeeeeeeeee ettt ettt en st es s s st ssese st en et senees st ene s e s eseneas 58
HOSTNAME B B A T AT coveeveeeeeeeeee ettt st s st s a s s st s as st s s et sensessneanaessnaanasssnens 58
HOSTIP B T AT B vttt ettt ettt et n st n s s st s e es st s s et e s es et ene s e s eseneas 59
TR = o g S - NN OO OO OO 59
R a1 = < OO 60

H8E: WEFKILK 61

S A (e[ == 7 < 1 RO 61
B TR 55 28 AL BTATT HIAZ H RETH L oottt a ettt s st a e tne 62
SID FEHTIRIEL (BT TE BEEEAE ) oottt ettt ettt ettt ettt asen s ae et eteseteteteteeneees 62
Y Dy L R e e TSR 63
IR A 50 selogrd BTV IRARID 4831 cuuvvieiveieieee sttt 63
=0 A DR We T 3 o N Y 25 O A €1 OO 64
CA Access Control B AT L H G IS B GUIE AT ZENE oottt ettt e ettt aneneens 64

10 HebEHERRTE T



TEFHG AT Z2 A 1P HUHEBF AN FRTIE oottt 65

HOE: AR 67

CA ACCESS CONTION T T I T R I oottt et e et e et et e e e e ee st e eses e st eaeeteeeneneseaseneaeeneneneeneneaseneneneas 67
CA ACCESS CONTIOl TR G5 2 L B8 0 D B0 T oottt et et et e e s s e s s e ee et et et eeeeseeeeesenenenns 67

% 10 Z: HEFR UNAB )& 69

TETFLZEHE UNAB ..ottt sttt e st ettt s s s st e s s s st s e et n et et e e e s e en et en st es st esnaetenas 69
FEIR UNAB TEIFIIE ..ottt sttt s e es s aes s s een s esen e seneeeenans 70
H T B ATER, UNAB TEMIZRIEE ¢ttt 70
H T IR ZE AN TER s UNAB TEIEIIBL et n s 70
HT NTP IRZS 2SI E AIEA s UNAB TEMEZRIBL oot 71
FHFHCE TCR UNAB VETE IR ¢ttt sttt naneeas 71
F T/ DNS T UNAB TE I oottt en s 71
UXCONSOIE -TEEISTEI I ...ttt ettt sttt s st et e ettt e st st e s et et e s e st et e st et et esssa et e st eseteneseeneas 72
TR TE UNAB EESETTME oottt ettt n ettt n s et et en et st en e sn e 72
ReportAgent JoiE R 15 R I B AN T TH IR S5 2% oottt ettt 74
TEIE UNAB ML Kerberos TR IR AIE ZRIB ..ottt 75
TEIFEL 2 UNAB IS A IR ACHL 2803 ...ttt sttt 75
Active Directory 7 TEVETE T B UNAB T I veoveeeeeeeeeeeeeee e seeseeseeseesesseesaesessesseeseeseesessessessassessessessessessassesnanes 75
FH P TEVEAE UNAB 3 FL B AT A oottt ettt sttt 77
B IR ane g i = S =l ] NN OO 78
TEVFAE LINUX $390 J5 2 E i B 0 T oottt ettt renas 79
FH P T8 BT ZEUBE A ..ottt s e en s e et ee et ee et ee s ene e enaen e 80

%11 HEBR PUPM & 81

e [ U £ I =S OO 82
RUNAS B 8 ] T T8 SR BT oottt ettt e et et e e et et e e e et et e s e et esenaeeesesaeteneseetenesseneenenneaeenesaeseeneneensenens 83
ODBC. OLEDB B, OCI HH8 [ B B A8 JT I SRABIT oooeoeeeeeeeeeeeee st 84
PUPIM SSH B AN ..ottt ettt en st n e en st n s s snsenaesanes 85
T3 SR B8 R LE AR AR O TAE TS T T T2 et 86
#E 8117 Windows Agentless i £ I “U7 I BEFEZE” T JEL cvoovereereeeee et 87
THAE CA ACCESS CONEIOl T FL (A BME ) oottt ettt et e et et ete e et e ae et et eteeee et esene et eseneeneeneneeneene 88

B12E: HERRIR RS R 89

BT HEBR AR A IR TP <.ttt ettt a et a st a s es e en et enan e s n st s nantenas 89
ZE UNIX T ML EHEBR IR AT ¢.ooovoeeee ettt 89
£E Windows TF L EBEBEAR B ARTEIEEE coovoveeeeeeeeeeeee ettt v ettt s s en e snns 93
i s N L OO OO 95
HEIA 0 R IR G BRI ..ottt ettt ettt ettt s een e 9%

Ha% 11



FIE IR BOSS BAIET vttt ettt et et e e et et e ee et et e ee et eaeeae e eneeteateueea et et e eaeatete et et eteeteateneeteateneaaenteaeeeeterenaeeane 97

BRI A T T oottt sttt ettt ettt e et e st naeneneans 98
TR CA Access CONLIOl UNIVEISE FEFE .....ouvvivivieiieceeeeee ettt ettt st st ss et s sesssss s nas 100
TR R G5 28 T BHTEIAN T IT ] oot enese e eeneeeeeeeneseseenesenees 101
i F MS SQL i 2 I JE72: 4 CA Business Intelligence HH BT B oo 102
i Oracle %4k 72 I JCiA4E CA Business Intelligence F1 R coovviveviiceecece e 103
TCIEAE CA Access Control MV B A TG TR I oottt 105

B A: AR Rt R 107

NI E CA Access CONIOl FE 1T TL I ZEZE oottt ettt nns 107
L IR 3153 1 1 OO 108
YT HEBRIE B T ..ot 108
L I3 150y RO 109
TBATERIEE oottt bbbttt 110
LE CA Access Control Web R4S ZHAE Faz AT BRI oottt ettt ettt 111
LT ] CA Access CONtrol M EZR T couvviviieeeee ettt bbbt 112
TE T CA ACCESS CONLIOL BTAIIFE ..ottt ettt ettt sttt s st et e sttt e st sa et et st ereseseeneas 113
T A CA ACCESS CONTEOl A T T T T Ll 20 oot et e e s e e e e e e es e s e e s e e e s ese s eses e s eseseaseseseeneseseanaes 114
TIE BTV SRV TCP THT L oottt ettt ettt ettt ettt e ettt bt et e s et e s as s es et eses et et et easas s s es et et esesetesesnsens 114
FEBELE CA SZHFIIAE B oottt 115

A AT R WINAOWS J5 F T BB IS oottt sttt n s 116

A2 AT I UNIX I F I TZ IR JEh oottt 117

12 WibsflEERTE T



FB1E: FHN

AR 735 BAR 2

AN (p. 13)
fHAAE R I )™ (p. 13)

RTAIEME

KFE T A IEAEAE ] CA Access Control B H] {818 31| i) — L85 UL ja] d gL T
iR T7 R FNAS T 71

KT RIARTE, EARTERT P IA P LL ™ 5K N CA Access Control.

fE AR I H P

AYGEE I H bR 2 E St iC S F4Ed 152 CA Access Control {R37 R
B I 388 3] ) 0 PP) 22 A PR AR R G B O

WL fd 13






23, 423 CA Access Control 3 sUF0
k5528 A4

BB LU 328
1B 2 J5 Oracle i1 EHLRE (p. 16)
A e 25 A oV M o £ 2R (p. 17)
CA Access Control AN/ HH “22 2 1 1] HA I “fiff B AP e i Vi U (.
17)
ToEAE CA Access Control AV #H Eidis S5 i T Ad L S 45 (p. 18)
JeiLFT I CA Access Control Ait55 25 411E (p. 18)
CA Access Control £V EE 1 [1)3%6 I -~ AN B WL (p. 20)
TSN ac-dirxml H &AL B AT (p. 22)
CA Access Control AV H ToyAZEHEF] DMS (p. 23)
CA Access Control MV IR~ B IR a5 (p. 24)
1t InfoView HISCE 1“4 GUIR 45 1% (p. 25)
CA Access Control 7E UNIX %235 5 AN 5 3))i 8] (p. 25)
%Jff Linux s390 i &t )i 85 & BEFE (p. 26)
I Ji JCiLE 2 selang (p. 26)
J_[&Tf Solaris 10 H & SCAFH VA (p. 28)
T R[] T 20 M o v T 5 B e e B 5 15 (p. 28)
ProductExplorer A& 35 (p. 29)
TH2% %1 CA Licensing 1.9.04 i & AEVE i 5% (p. 30)

B2 w5, 2% CA Access Control i sSURI IR SS #8444 15



1

W

W2 Ja Oracle His PRI EHLECE

B3R L )5 Oracle BEFER EHBE

AEAR -

P HAN T BIR S5 a5 2 ), B BB 2 Oracle it 4 Ik 5% # BB LUSR
I AN TR (RO R 55 4 o

RIS+

o] MBS B 55 4, DMIEAE 22 Ja S5 ANR EHL L1 Oracle %
P g A «

1. 5 Ao BRI 554 LI JBoss W TR I g% s Ik 55 o

2. &0 24H7 ENL B Oracle idi PE
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4. SHBILLT Hak, Hr JBoss HOME 71 JBoss 142255 H 5 :

50 ENL_E 1Y) Oracle i#i F7E

JBoss HOME/server/default/deploy
SENLIF AR R HISCA

m  imauditdb-ds.xml

m imquartzdb-ds.xml

m imtaskpersistencedb-ds.xml

m imworkflowdb-ds.xml

m objectstore-ds.xml

m reportsnapshot-ds.xml

FIIF A A, I4E2] <connection-url> 45 H .

1& OB LUME S € BT 1) Oracle £ E EHLA . il

<connection-url>jdbc:oracle:thin@//new_host _name:1521/sid or
_service_name</connection-url>
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BEA B Oracle Hfls E LA E
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componentregistration SZH 27 JE MV BRIRSS i il o LeRETRVETE

Wi s, #80] LT-3hZ4T componentregistration SRR

WX LD TR:

1. B RBME PRS2

2. AR L, FFSAREILLUT bin Hk:
\ProgramFiles\CA\AccessControlServer\APMS\AccessControl\bin\

3. HEILIEATLA N 4 HUT ComponentRegistration S H F2)7:

ComponentRegistration -comp jcs -register -userDN <user> -serverDN <server>
-pwd <communication password> -port CA Portal -ssl yes

#11: ComponentRegistration -comp jcs -register
-userDN cn=root,dc=etasa -serverDN dc=im,dc=etasa
-pwd password -port 20411 -ssl yes

4. FHTJH ) CA Access Control Hii%5 .

5. WA s S i 8 S 3] CA Access Control £V B FEAT 1

6. WIS REBUNK 7y g B i R A IR A A ) e R A
T O LD W i e 2R 2

CA Access Control £V FE 2235 8 8] ) R 4B B F P4 "

HRHE

ZE UNIX # Linux B3
REAR :
(R L HE CA Access Control MV EE 1), eI LL MR B -
/bin/sh: fRBERETHIGE: AURBEARL
AYIE S

FEHELE UNIX 8] Linux ZATHRH, #4E RS20 H noexec i1 H B3I
THIKS) 2. TEZEE CA Access Control ANV P, 156 € A H noexec 1%
IR IR B4
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TE22%% CA Access Control AV BE I, ek A\ B 4 30 5 e 2 DL 1 i
R R TCIERIN B AR .

fRY TR

SRR SR [ 28 RN S P44, CA Access Control £V & B 222 iR
WA R . R B AR S I E R CE S R, DE LR AT
B AR TN

TCVEFT FF CA Access Control AR 4528 2H 44

AR -

TEJA B BT % CA Access Control fii45 J, FRICIEAE Web 3 W4 HH 4T I
CA Access Control 1N #H . CA Access Control ¥iij 25 & B B8k CA Access
Control 10 4% . FRAE[R— RS54 1222 T JBoss il Oracle.

EVTT R

Oracle f1 JBoss #B{ui F ERIA Ufi 1 8080, ZEfigt vhe it ] 7, WAZNifi# ¥ Oracle FH
JBoss Z A ()i 1 h58 . 6 5 24 Oracle BX JBoss Ui 1 2 |, 43N 2 [& Wk Fh
B OSCE S TAE IR R A b S

A AR b #2 n) 5 S BRI JBoss A1 Oracle ¥ 11 :

B XERIA JBoss ¥

1. $TTFa 2 S HBILLUR H =%, . JBossinstallDir /&1 ‘222% 1Boss
1 H 3%

JBosslInstallDir/bin

2. {51k JBoss:
m  (Windows) shutdown.bat -S
= (UNIX) shutdown.sh -S

3. FESCAGAE & TP ATIT LR 30

JBossinstallDir/server/default/deploy/jbossweb-tomcat55.sar/server.xm
I
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JCVEFT FF CA Access Control JIl 25 28 2144

4. AELL R B e
<!-- A HTTP/1.1 Connector on port 8080 -->
<Connector port="8080" address="${jboss.bind.address}"
5. PRAFFFRPISCAT
6. TEICAYwiRAS AT IF LU S0
JBosslinstallDir/server/default/deploy/httpha-invoker.sar/META-INF/jbo
ss-service.xml
7. AR N HEATH M 1S
<attribute
name="InvokerURLSuffix">:8080/invoker/EJBInvokerServlet</attribute>
<attribute
name="InvokerURLSuffix">:8080/invoker/EJBInvokerHAServlet</attribute>
<attribute
name="InvokerURLSuffix">:8080/invoker/JMXInvokerServlet</attribute>
<attribute
name="InvokerURLSuffix">:8080/invoker/readonly/JMXInvokerServlet</attribu
te>
<attribute
name="InvokerURLSuffix">:8080/invoker/JMXInvokerHAServlet</attribute>
8. IRAFIFRMISCAT .
9. J2%h IBoss.
10. (Windows) 21 T fiTik 55 24 CA Access Control MV PR, CA Access
Control Ui /55 B FI1 CA Access Control 5045 PR S L 4E 7 2.
a. MIRFTTFUR” . “FEP”. “CA Access Control”, 4R )54y i s AH
I (PR T 2
il . EEEE 5 CA Access Control AV B 772, WK I s
“FFER” . “FEF” . “CA Access Control”, 4R & A7 5 Bl Al & #7
b. %‘TA—E‘”E IHE” .
c. BF URL B it 115 55Ok B () JBoss S 115
B MERIA Oracle ¥ 0
1. JashsaL mAiT,
2. L sysdba G133 Oracle:
connect / as sysdba
3. AEEMETH T HTTP R AT A 11 :

select dbms xdb.gethttpport from dual;
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CA Access Control AMP & HE o [ T & AN AT I

4. I B E A BT
exec dbms xdb.sethttpport('portNumber');

5. {5 B IR R Sh B 1 .

shutdown immediate
=]

CA Access Control MV FHEETEA R I,

1&E AT Active Directory i ' /74

RER

ORI %% CA Access Control MV B, P L2 [al45 & 1 R 48
P B3 6 sy, SR Sos AR IR IR

TG R

1E 4% CA Access Control AV HE I, & 424L %1 Active Directory %
= L

(R

CRELEY

w  JI77 DN CBAKUEH] )

= RGHF

* Active Directory AR 5 H )" DN (W] 3 #F4FK) FI RS H ) [ DN AL
T HEW R iy, RS, SR, T H s
TR E R AR EH 7 DN FIR G ) DN s — A A1 R
7~Pl: Active Directory &R

A= 5 7 DN AR GEH] P AE AT AR DN

= )" DN: CN=MyQueryUser,OU=ENTERPRISE,OU=NFS,
OU=ACCOUNTS,DC=EXAMPLE,DC=LAB

n R CN=MySystemManager,OU=ENTERPRISE,OU=NFS,
OU=ACCOUNTS,DC=EXAMPLE,DC=LAB

DR A8 ZARLE H sk B DN R ZR G )7 (19 DN & — 10 s W R 148
JEE LU NI ZH, CA Access Control AV B K1 pli Bl 2265 7 H At i Hoks
WIRIEIR

O0U=NFS, OU=ACCOUNTS,, DC=EXAMPLE , DC=LAB
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PARHEZEMR S5 H P DN FUR S H 11 DN AT H W 1 [R]— 5 . ani
B3eE LU R, CA Access Control AV R Kt il I ‘22 548 FLif A
SR RATTEI R

OU=ENTERPRISE, OU=NFS, 0U=ACCOUNTS , DC=EXAMPLE , DC=LAB

~l: ¥ Active Directory T ZRAR B E K B XM R HE —AN N
Ak i DN TR G A 0 DN 5 i — 7~ i A [ -
LEAR TR T, HAE 22 CA Access Control MV INF8 %€ T UL MR AR

OU=ENTERPRISE, OU=NFS, 0U=ACCOUNTS , DC=EXAMPLE , DC=LAB

PR A = AR 5 T 7 DN AR G HD T 1 DN AT H S g [R5 b,
PSS 1 SR AR TR 2 O H S bt — A
# Active Directory ¥ Z MR & & A B XM R H— AR
1. 3 H Identity Manager & ##5H| 4 .
2. 7T Identity Manager & Bl {5 & o
3. HulivHsk”, SRJ5 il acdir Hk.
WIS s H S P R T A
4. FaheH SN AR R T
5. tHILFRZRIT, fRAFE XML ICHE, SRIGHTIT AIEAT b
HER: X448 acdirxml,
6. FRING A WA E M BRI bsId . Bt

<LDAP searchroot="0U=ENTERPRISE, OU=NFS, 0U=ACCOUNTS, DC=EXAMPLE , DC=LAB"
secure="false"/>

7. KA MRS RR . Flw:
<LDAP searchroot="0U=NFS, OU=ACCOUNTS, DC=EXAMPLE,DC=LAB" secure="false"/>

ER: POV CMERME ou (AL IT) , PrRlti R H b
G AT IR MR A R

8. DRAFFFIRHMISCIFS

9. {E Identity Manager & HEHI G rh,  FL H S 8 P RS HE A Y« B
e

EAINEERTYIN TN S B I

B2 .z CA Access Control Ui S AR 55 2 2044 21



TSN ac-dirxml H skfic & et

10. WIS, SRBEIE G XML SCEE, AT, RIS R
T__E‘”%ﬁi”o
Identity Manager & ¥ G 2 0641F XML SO, FEAE« H ki & 5
FEBPHERREE R
ERE: WRERRTES NS, WSS TESN ac-dirxml H %
P E S

11. gk,
BB R H S U

12. Hil5 ac-dir, AR5 HLIREEH 3 TH Y ac-enve
LG S 7 “BASE J 1 LT

13. H B H B
Identity Manager ‘& B2 5 5 J087 5 sh A5 I 48 B A4 5 e

HER: A KWATE AR 3 1dentity Manager B I G IO PEAIfE R, 1
S (SLiH5R) -

Egﬁta:
oSN ac-dirxml H SRECE SCLE (p. 22)

TSN ac-dirxml H FEE X4

AEAR :

T Identity Manager EEEE I &5 F H T ac-dirxml HRACE . FRIK
KIS NZSCEER,  “HRECE RS FBP R R U R R R

IEAERRE FIRICE.. . .

IEE NG . .
His: (140:67): cvc-complex-type.4: J&¥: “value” WAHIIfE G “588” L.
Ak TTEFA

kokok kK kkokk

1 MR, 0 M

BT R

ac-dirxml H R E SO T P AEE R g5 M R N 25 .l b Sk
B L5 CA Access Control ANV HE Wil 5 B P AP A B, filton: SR
H s 31585 Active Directory 1828, I T £EEF X} SSL IH VAL B CA Access
Control AV H DL A il 4% # i & Active Directory ) 24
ac-dir.xml 344
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CA Access Control /MV & FE TGRS DMS

SRR, T RAT LT A
1. FTIF ac-dirxml XAFREAT S
2. BB Aric:
<Container objectclass="top,organizationalUnit" attribute="ou"/>
3. KLU bR L B R :
<Container objectclass="top,organizationalUnit" attribute="ou" value=""/>
4. PRAFIFIRMICA

AR, 10T LU H SRS SO B Identity Manager & R H| &, 2
I 8 AE H SR B SO A AR B8 2, 20 5N SO R A B

CA Access Control MV Joyk%E 5] DMS

FER :
FeAE B 53| CA Access Control MV H I, IS RIZRAL T R (v L -

AR BRI

R BRSNS S & i AR

fRYTITR:

FH /7 ac_entm_pers TG 552 DMS. I P 256 A\l 488 2 i 25 28 i1
DMS 2 [a] 1 VRN B S 3 T 5 3 S0

R : ac_entm_pers I /7 A3 LL N RAUE I : ADMIN. AUDITOR. IGN_HOL.
LOGICAL

TEHERR G R, TEPAT BL R A
1. FT7F selang.
2. IEHF| DMS:
host DMS__@entM host name
3. W ac_entm_pers [K1%h:
eu ac_entm pers password (password) nonative grace-
4. FZRL ac_entm_pers WS 32248 T ANV BIRSS4 1) AL

authorize TERMINAL entM host name uid(ac_entm pers) access(a)

o2 B ‘223 CA Access Control Ui SSRGS 2 44 23



CA Access Control P& P LT os o] 5

5. HiF ac_entm_pers s 75 AJ LLG S B B IR S5 2% «
host DMS @entM _host name uid(ac_entm pers) password(password) logical
6. Al ac_entm_pers [R5 %5 ith SR AP A B 55 4% DMIS SRR

DMS £ X} ac_entm_pers AT S 56AIF, CA Access Control MK £
PIEHE DMS.

ER: ARUMTHCE 5 DMS FIER I E &, 1HZS 1Y CA Access
Control 18V E°2E I 774
T A A S B I A %, DMS B TETERXT ac_entm_pers HEAT 5
B, EEHEBRUC R, HHAT DA ERAE:
1. M SAERT R R D B N T AH A 205

2. W AT R 4 P AL B Ik S5 A E LA (entM_host_name)
SR

Wl R 4 PR E T AN PR SS 8 1 se 4 R e EHLA
{HANEAS FE R 55 2% 1) TERMINAL ic s 48 EHL4, AN S fdHT EAL
% H ac_entm_pers JoiEE sk BV PR 2545

3. fr% CA Access Control i % 31
seaudit -a

4. % DMS H RS
seaudit -a -fn DMS log file

ER: A F ARSI AL BUIR &5 2% 1Y TERMINAL 5%
(P IE A =LA 15 R

. B~ DMS BRSO

PLF /-4l s 7 T 44 24 DMS__ ] DMS A7 i S

seaudit -a -fn "C:\Program
Files\CA\AccessControlServer\APMS\AccessControl\Data\DMS \pmd.audit"

CA Access Control VB EITH-EF B R A5

AR«
FAEFT I CA Access Control MV HE I, B RIEIRH Box i) 5.
fRYTT

ER PRI, R AR M BOATE S SO “Oeth (ORE) .
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7 InfoView T B[ “25 5l 7 A

7E InfoView = 2 25 T THI 45 1%
FEAR
FiX & i H) CA Access Control i 250, 7E InfoView H HI I AR 5%
U TR IR R A T
IR

1F Windows I, A fgE A 1IEME X Bk 222 CA Access Control Universe. il
i CA Access Control Universe [fi%4z. URIESAE T, 159 IERE;
WHLER IR, E B IER .

1 Solaris [=, DA bouser &3 % F:4% LR Frid g A
SCASHCOMP/CommonReporting/bobje/setup/env.sh:

1. FfHnBA N LIBRARYPATH:

$MWHOME/1ib-sunos5 optimized
2. E #1335 BusinessObjects Il 45

cd $CASHCOMP/CommonReporting/bobje
./stopservers
./startservers

CA Access Control 7E UNIX &35 AR B3B3

FE UNIX BB

FER :

LEFR CA Access Control 223 4E UNIX ¥ 15 2 J5, CA Access Control 1%
HAHNKEE.

fRR TR

BRI R, CA Access Control A231E UNIX 3 /5 E A B B3 .

TG seosd J5 5 EREAC B A AE UNIX THEALS S B3 E 8, 16
AClnstallDir/samples/system.init/sub-dir H3%, ' sub-dir J& % E4FE 25t
MHZ. AT HFEOLS A AR, Hh S o e 4
YE & 48 A3l)E3) CA Access Control [ B .

VR : AU J5 5l CA Access Control FITELNE &, i S0 (3Lmi755) -

2 B ‘22%% CA Access Control diig s R iR &5 2 4HAE 25



TovAE Linux s390 ¥ s b a8 G G HEFE

ToIEAE Linux s390 Ui i B B3N 5 & 2R

ZE Linux s390 F Linux s390x _EH 3%

RER :
IV B Bl seosd B ReportAgent Jio & i FE.

FRRTT 5%

CA Access Control JoykfEu i k3] Java MBS, ZfRLIbm @, EHAT
DLF 4

1. ffiE accommon.ini 3CAF global 5543 11 java_home FC & i B AL &
Java FREE 1) R4

2. 14 LD_LIBRARY_PATH FRIGAF i [ &N Java IR IIL R (AL

RAR A ToVRIE R selang

HER :
FAFE 255 CA Access Control 2 J5 2218 )3 8/ selang Bi% 4% 31| CA Access
Control U FERT, e LUT £

B AR, EAER !

(localhost)

B Taod R

s AP example. com R,

TS
BT IR E I o T B 22 s R LA 5 1) R0t R
HE R 2 IR0 U)W
1. {51k CA Access Control:
secons -s
2. DIARHIES S B selang:
selang -1

ERE: HAT root H AT LLEE UNIX AL _E DIAHEE LZ4T selang.
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GRS JE ICIRIE RS selang

3. KR OO AHL 3 (terminal_name) G5 TERMINAL it5%, BL&%
FETT ELIE A E S S U () B PR «
showres TERMINAL terminal name
w WERACSRAMEAE, TN AH 20 015 TERMINAL 105K :
editres TERMINAL terminal name owner(name) defaccess(accessAuthority)

ER: Pra& T LUE— M, el UE— 4. K4 TERMINAL
R I ERIA VT BB N none, SIS AE B IC sk N 2 BRIA DT 1)
BURR,  BL R BEUE AR 2 i 2 Ab

w ORI AURAS TR, 1 ok i SCIE R TR0 T ACRR <
authorize TERMINAL terminal name uid(name) access(accessType)
4. (UNIX) K37 [seosd] #i4)H terminal_default_ignore [t & 1% & [{I1H -

DEHC B CE T e AR T BT M) AL ) CA Access Control /& 75
)% default TERMINAL F1H /& TERMINAL 10 5% [#) defaccess {1

FRE: K terminal_default_ignore it & W& MTEHE S, iEZS0W (=
F15ET)

5. (UNIX) o i o a8 20 e 1 S e iy, 4 R s :
a. MEEEE T AL IS 2 5
sebuilda -h
b. R G A HE A b B 2t N TR AL A4 2 A AH [ -
sebuilda -H | grep hostname
W 51 R 8B P ST A 2
6. Ji3)) CA Access Control:
s (UNIX) seload
s  (Windows) seosd -start
HR: WRVIGIE R B) selang BUERLF] CA Access Control £#i /%, #A]

RE T SE U R RGEM) hosts SCAF. T IBE R IR AR G0 B 07 w194 29 6 3
SRR B o

W2 BE. ‘22 CA Access Control i SRR &5 2L 404 27



S RTE Solaris 10 H &SP W A

B 7~1E Solaris 10 H&EXXHHHIHE B

Z£ Solaris 10 B3

AR«

AT H “secons-s” 15 1F CA Access Control I}, CA Access Control 7455
W IRAEFRIN Solaris 10 THEAL E 1K) “ /var/adm/messages” H &34 . 3%
ML ¥ SEOS_use_streams Jit B W HE CLH yes.

fRRTTR:

KL BN SRAME B2, ARIUEMT R R T AT
Befbo HELILRLTE

m  “SEOS: Restored tcp wput”“SEQS: Restored strrhead rput”
XLy B SEOS_syscall THREZE] T M 4% hooko

m  “SEOS: Replaced tcp wput”“SEQS: Replaced strrhead rput”
XL R W SEOS_syscall ThfgE FH T 4% hook.

FEENEIYI A1 T M FR i A R SR Wi B iR

Z£ Windows 2

AEAR :

TEENZ,, CA Access Control #1R], 3SR MIBRAE M BT, BB PL NS
1‘5@%’ /%\:
TCIEFT PR ERE: 7T MR s R .

EVTT R

1217 RemoveAC.exe S H 27 LAMIER CA Access Control VMR EERT H 5% .
RemoveAC.exe SZHFE P A EIE ™ i, AH 0] 35 Bhaf Of A vHEHL I B B
45 CA Access Control 7 Mt 58 F1 H 5% .
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ProductExplorer A 3 5l

ProductExplorer 7 & 3l

REAR :

MK & H T Windows 1) CA Access Control Server Components DVD fdi
MNCHELIREN 25 I5F,  ProductExplorer AT 2 3

AT SR

TEPAT LT ER A

G SEN R E RS #8 H sk I XL ProductExplorerx86.EXE XA o

= J3 ] autorun L B33 3)) ProductExplorer.

B2 #4223 CA Access Control 3 s FUARSS 25 4 4E 29



TH2% 3 CA Licensing 1.9.04 I g B VF AT &l i

F-25 3 CA Licensing 1.9.04 i & A A 48R

7E UNIX B3

AEAR «

T+ CA Access Control i}, #7[1] CA Licensing rpm A (1.9.04) & JEHAT -
SR, SEHT rpm JAIA I EN AL P IAT,  HAE UNIX syslog Hid sk DA T £ iR
H R

<Error opening 1ic98.err - /opt/CA/SharedComponents/ca lic/1ic98.err, original
code=5000>2E2U eTrust Access Control for UNIX <Error opening lic98.err -
/opt/CA/SharedComponents/ca lic/1ic98.err, original code=5000> LRF=2E2U,
000000000000, Linux x86.64 1 *, ismelx84, 0

fRYTT R

CA Licensing 1.9.03 Bl SE AW R A [ 22 2 R F M e 7 A Al 18 T e e R SCA )2 o
BATE VIS AESAT I, (B 0] H 4% %E CA Licensing iAS 1.9.04.
AR IX S

1. 5% CA Access Control IEAEIZ4T, Tl LS FE B G40 5 sk I AN L~
A O A

ACInstallDir/bin/secons -sk
ACInstallDir/bin/SEOS load -u

2. K LLUR SR A B SR
- Jetc/profile.
- /etc/profile.CA.
- /etc/csh_login.CA.
- HERU R HKMPA R SRR R
m /usr/local/CAlib
s /opt/CA/CAlib
s SCASHCOMP/CAlib
m /ca_lic
m /opt/CA/ca_lic
m  SCASHCOMP/ca_lic
s SCASHCOMP/lib
F PR S HK .
MSZHE W il T Bt )T ) CA Licensing 24 £,
R e 45 ST A A5 IR I IR H %
SHLFIH A 1ico8_install H k.

o MW
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T4 3] CA Licensing 1.9.04 I & AL V5 ] i it

N LLT A4 2224 CA Licensing:

./install <install directory>

L 2 3RHL Jete/profile:

./etc/profile

PAT T AP IRIE R ca.olf ST

a. BfTLL M4
rpm -e --nodeps ca-lic

b. RHAEZ 2 D i H s R B LUR H 3k
/opt/CA/SharedComponents/ca lic

c. KR 2(d) Dl N IR S EEEA IR B LR H 3k
/opt/CA/SharedComponents/ca lic

d. B Jetc/profile. /etc/profile.CA F1 /etc/csh_login.CA SCAFif
JRELLT H %

/opt/CA/SharedComponents/ca lic

CA Licensing 1.9.04 Bl iy 222, $45mT LAGRSEAE I P A L 16 CA 7

]
Ho

O

2 B ‘22%% CA Access Control diig s R R &5 2 4HAF 31






B 3E: GIEERAN; R BR

AR 735 BAR 2

FERUH P 1] W 2 BX B 28 1L EE 0K S 28 (p. 33)

FH P ar Phs n] 52 ORF (1) 5ER (p. 34)

IS ) BLFRAS Ex Bki) /etc/passwd Fil /etc/group LA (p. 34)
AV ER AN RE 5 [a] BREAH v AV B E A 1 U5 R EE I (p. 34)
s R AN ™ (p. 35)

FH P np e S B 1] B 5 384T 14 (p. 35)

CA Access Control ¥ Bt H P 3 1R51 A root H P (p. 36)

ToiEH A A S8 4 B A 2] — 4l (p. 36)

Windows ‘& # 51 n] DL 24 CA Access Control 251 (p. 37)

2 e 5 R S W P B L 2 ORI N RS AL (p. 37)

AL FRIR A AL H A HRE I FEAL (p. 38)

R U5 F M X sh S LR IK B 4%

£ Windows EH %%

AEAR -

FrT L2 07 7] RSk sh as, ABIRICVE S LA U 1) P 2% AL R g
.

PR TT 5

FELE Windows 2008 424k 7 5 1) I 25 R JL 20K 5 28, 15K LA T selang
2T N 2 SFE s e

newres FILE \Device\Mup\*

BIE Windows 2003 44k H /7 Ui 1) 28 RISL 20k B 4%, 1KLL T selang
AN N 2 S

newres FILE \Device\LanmanRedirector\*

W53, QIERSEIE AT AL 33



H ] BAD n) 52 R 1 BE

F P AT EAS 1R 5 DR B SRR

AEAR -
b A T BNV ALRR none, {HGEBZR T AT m] U Il 122 95 U
3V

HEBR B Y5 U In) 7] 7% (p. 108).

BB RIA PR ZE Bk /etc/passwd FI /etc/dgroup 344

FE UNIX BB
FER :

TAVEE T Jetc/passwd Fll Jetc/group SCAEFIERIA VS M) AR A none [
KR, AE R IX S AFAT A U R ALRR

FEYTT R

BRINEGIL R, CA Access Control #2405 | # £ Bk ik %} /etc/passwd Fil
[etc/group FR G SCAF IS ) B FR A A o ELAH CA Access Control 152 11k
T RGO BT R BB Y, 154 seos.ini SCAT [seosd] #5431
bypass_system_files [{J{E 5 4 no.

BEEPEA ! WAL CA Access Control 57 1Bk X 28 48 SCAF 1SR H T R AL
FRATL T, T RS E T IEMIRR. R AR % & I A ks
BRI A BRAG 2, f1FE CA Access Control 7 # 53 Fl root H /7 4E N I H

FURRETCIEVI M R GE, KB RGeS v] fg 2RI

Al P BRALAS BE T 1R SR REL AT DA B TE A B 3 ) R DU

FE Windows B %%

RERR :

A BN A P e BA V5 ) B AR, (EARAT T ENASBE U 0] B35
R E:

AV R e AR, Bl A ARG - IF R i AN H
AREAFME SID AN RIHTR ™ B A IETE O, AT IR ALK o

WRE: ARV PR R, EZ (& 7 Windows /7
I Rl EPEHTHT)

34 WibEfEERTE T



S ORI ANEIE H

R RIS A e P

7E UNIX B3

AEAR «

PRt serevu BB R 4 J IR G S 2 IR EOA BIF5 € B 5 7R %69 PMD
AR P . FEHH P JCIE IEAf 8 ), CA Access Control ANEE % /.
fEF& A% H nodaemon %151 ) 5)) serevu LA X & pam_failed_logins.log 314
I, R 254 A MR Y o

fRYTT &

seos.ini 311 [seos] #B4> 1 passwd_pmd H{EAIE#. ¥ passwd_pmd
[PIME BN sepass [a] H: & 126 %6 BEHT I 1) %05 PMID [ 44 8K

F 7 A] 7E 7 H B TR] PR 11l j5 B AT i 4
HER :
POMHVCE T TR PR, AH AR 53 A8 ) RV ) S 598 T LS 4T cA
Access Control fiy %>
BRI

1E 52 PRI TRIBE N, CA Access Control RIBH I FH 7 8 338 8 St TH
Jovkomiil P W IE R . EERH R AR A2 B A TR B P 7 i) YR e A
T SE A Y Bl A A TR R Y 3 LB S I TR) B

& : CA Access Control 23504 £ H 7 1) USER BY, XUSER ¢ 3% /& 5 A 4E
I IRI BRI, AR 5 PRS2 1% FH BT 8 1) GROUP 5% XGROUP 2 7 47 £E i 1] B
il o

38, AIESENSAIT AR 35



CA Access Control 745 H 1 3155 8 root FH )~

CA Access Control ¥+ & FH P ¥R 514 root FH P

7E UNIX B3

REHR :

LEFLLIE root FH ) B 33847 sewhoami SZFHFEF I, CA Access Control 4
ZH A root H P

fRY TR

BEHEBR I )@, 1 G SN H AR I LOGINAPPL il sk e LA R N2

= LOGINAPPL i35 1) 44 FR A2 5 5k B I FE 7 [ 2B FR o

= LOGINAPPL i3 If) LOGINPATH Z845 & T 8 5 FH R e (1 1E 1 5
IR,
TR B S N R P AR, TGS TS (p. 110), ARJEEHT & 5%
N FE P8 A0 85 CA Access Control. T & BREF 0T FREUS 1S

= LOGINAPPL '3 Y] LOGINSEQUENCE 4045 & 1 & sk N FH R 1 1E
e iy, BEIRAFE, N http://ca.com/worldwide 5Hi A
SRR R

YR : CA Access Control ANE g X5 = J7 &5 W T FE 7 1) LOGINAPPL i3k .
W R AE A S =7 8 s N R, T8 e SOZ N H R
LOGINAPPL i\ 3% -

TR P A FEEEE RS NE—1 A

AR -

TRARATAFHEA F P ok R e 2 R 3 R B Y, (RFEIRPAT LA R A 21,
S N T AT AL R B 5

editusr userName pwmanager
FEIRTT SR
T TR B FH R b B A B O3 TS N 21 (1 2L 1) 44

join userName group(groupName) pwmanager
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http://www.ca.com/worldwide

Windows & # 51 A] L5 % CA Access Control 4L

Windows & 51 7] DL B8 3 CA Access Control Z5h5

ZE Windows FHBRL

AR«

Windows & H 53 7] LLZE 52 CA Access Control 47 f] Windows ¥ 45 1 55 7%t
CA Access Control 514,

SRR TT R

B iR K45 CA Access Control " 45 2 FHH J A4 0] DL £ CA Access
Control %15, 1 4E LA FYEM R B ¥+ EnforceViaeTrust v /1 22 T[4 ¥ &
b1

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\passwd

IV U R TS 5 St KU REIH 1T CA Access Control B 351k 61 4t FH 1 23515
IR MR I BRIAE Y 0, X R AN H CA Access Control K 5 8T
B SO P #

ERERERH PSR R HIRGE LSt

AEAR -

FEFR ST 4 J) A R SRS IR, 125 A5 MR T B8UE /£ 52 CA Access Control
TR RGELZ b

PR TT 5

N AR 1F) % CA Access Control DR KT ZR GE T G — > PR 2% %
SRS o TR HIC SO 2H S ™ )5 S A SR

LAN S R 7 e s P 5 S AP L 5 Tt e SR«
1. QIR E R4

2. BCE ORGSR

3. R R I ENANC B SR

NG S A B P A SR s IURE 3 HH T 5 2 P SR IR
IRV EDR

W3, QRIS AR 37



55 TR P A . 3N R 37 I 4k

A1 UR BRI AT B2 B R P T A

ZE Windows FHBRL

RER :

BIw'E T —MELTRIRFN, RVFH 184728 B X Windows W HFE 7
({51 U: notepad.exe) » £EH ' ZARIZAT RN HFETFIN , (L5 FRIREENL .
FRYTT F:

WIRUA FOVE g AT R P I SUDO 28Il sk e BAS T bR s . W SR8
AT S 4RIR K12 474 T Windows I P2 AR R 368 A8 L xUbrids, )
N RN BislT, Bk L.

BRG], AT LN A
1. 24 SUDO itk B AL H A UbRi&:
er SUDO resourceName interactive

resourceName
o g SCVEH P 147 YRR 1 BRI S A4 K
UE$5 € B R T AL bR .
2. Wk Pk EH R SIS AR IR GG -
a. 2R H AN,
b. WHRAESIRIRVIREEE, EE W7 53] CA Access Control.

EE: HFESIRIRLLIE X SUDO ICKIME 25 R, iESM (& F
Windows /5% i5 EPEIERT) o
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5 4

NI

‘B FH CA Access Control ZHE &=

A0 DA 238
selang 7 iz 2 I%[1] 100 25 iC 5K (p. 39)

Sy Kt e 2 J o A% H AR I UTimes A 44905 (p. 40)
CA Access Control £ 3 ZE3i3A (p. 40)

seland 5 2 1R [F] 100 503k

N

iz T ViR [A] 100 4L Fid sk selang 2, CA Access Control fi 7~ LA
—F‘?\%’IE\:

it L 100 (RHDCNILED I,
LA VES

query_size it B ¥ EH I ERIAE R 100, ZEH9 )1 CA Access Control 4 selang
EEUIIR PR E SR E, 1 UL query_size PR 3 B (MM -

query_size it B WA AL T

m  (UNIX) seos.ini X1 [lang] #5843

= (Windows) lang T8, 41 FFs:

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\lang

55 4% 5HL CA Access Control 2l 39



A B 2 Jn Tz 1S H I UTimes AT 40>k

F B L 5 B H S L UTimes AR ZE 0%

AEAR -

FAE CA Access Control IELEIZAT I O Nl FHHEEAE R & T H &4 CA
Access Control 23 £ I, CA Access Control [i) i #% H i b 3% 17 2848 T LA
THERLH:

03 Mar 2008 15:58:01 D FILE UTimes 69 10
/opt/CA/AccessControl/seosdb/seos pvf.fre /usr/sbin/fbackup

EE: FRREIEME ] UNIX B9 5 1, B 7 ZRFEE T
Windows 5 AL,
fRRTTR:

129 A% LR 7~ CA Access Control FHLIE T &40 4F 58T UTimes SCFH
HAEK. CA Access Control ¥ £ BH 141 A< 5 .

P51 SRR R A% HE R, AT LT #AE

IR EORET S AR P HATH, IR P e R
OPERATOR J& 1k .

R EORET S B P BATI, ERIE ST S S AW
pgmtype (%43) JETEIR SPECIALPGM i3k .

LA ORIER 2 B P, 5 1] dbmegr SCHIRR R AT %473 o

CA Access Control 3 EEH IR

£ UNIX LB %%

REAR :

JRAE CA Access Control 45 H i P I a0 R 197E B -
seoswd: [ID 973226 auth.error] 4 seosd M. ELEHIT seosd
iz

Inseosrt InitDatabase (0x270)
it /Access Control #f2/seosdb/seos cdf.dat CUfiidk

BT R
A BA R IR Al B R B

FRE: MR e B 2 2 354 BRI B Jopt/CA/AccessControl/ i,

40 i bEHERRTE



CA Access Control 3 a4 I8

155 CA Access Control 3EFEH IR
1. {51k CA Access Control:

secons -s

CRIE ) g Hiedle e 2% B LA A B, DAEAE T 2 IR ol 2R3 it 4 1
ARSZHFo

3. BUEEEEE R A bl B kM
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w T IERAECE 1A IR ) ZR SR A B IR I R s ok AT SID T
ETIEMNCE T MR E

TR AR ] DU B o LR YRR B ) DefLookupTimeout Bt ' ¢ B K 4E
AR IR R ]«

HKEY LOCAL MACHINE\Software\ComputerAssociates\AccessControl\Se0SD

R BN SID fEATHEE ] BE 4 F#IK CA Access Control £ fE .

A Bl J5 3l selogrd By 2|45 RS 4631

7E UNIX LB R

TRIN

ik K 530 selogrd. selogrd AR 3), FHMCRI L FEHERE R
Wi 4631 (0x1217) IE/EWILAME /opt/CA/AccessControl/bin/selogrd
FRIRTT R

1E 5 5)) selogrd Z BT A EHL4Z . BHT THLA, EK SR IS
BE RS hosts SO, B ML € LA NIS B DNS.
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R H G AR 2SR N 2 GB 451k

B % H S0 sRAE BRSO/l 2 GB i 1

AR :

M AZ SO/ RE 2 GB I, CA Access Control 5% 1K H7 A% id sk 5 N
At

TR TT R

AR SO /NEE IS 2 GB ISF,  CA Access Control TVl i i sk 5 N i
¥ 300F . AlaE R logmegr #543H F) audit_size Bt B 1% & K8 € CA Access
Control Hi % CAF AR/ (KB

Tt seos.audit SCAFIE R K/NEE A 2 GB, 1 Kf logmgr #4)H
audit_size it 3 B [E 1 BN 2097151

CA Access Control ENH1#Z HEN RA121TEE

FER :
1F CA Access Control 5 N8 #% H &K, FHiHHENEITEE.
fRRTTR:

1 CA Access Control 5 N'H i FIEREZE I, WRESFHIE RS H IR ZE
BOHAE . BHiHH CA Access Control 5 N A% E 4 AR ER £ iy 75 1Tt ],
THPAT LU A

m ORI B IR R Uy ) AR

AR TN R ER R

w (EIEBE SR T SO R G ARG R SO BREE SO CA Access
Control 4 /& S0 4.
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TE BN BEA 2 A 1P Hhdik AN B 97 i

FEENS TR 2 1P Mtk i A Y Fif

R

I UK audit.cfg i & A EHLA TRE D FCE 24N 1P Huhik i =L 1Y)
TCP Fifth. NHME L f5, FICIEEFIH IP Huhki TCP H &,
fRR TR

TEN H audit.cfg I fi, ARG K BN AN A N0 IP Mk, 3
HLIP HuhEFEAT A =N . W R ENECE T 24 1P Huhik, audit.cfg 2
SRR —AN 1P Huhk.

TR audit.cfg Fik S H BT A 1P Mokl SRR FR € BT 1P Mk,
AR E LA, il

TCP;*;192.168.30.138;*;R;P
TCP;*;192.168.30.139;*R;P
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A
b

=

=

VAR RE

DR AL B DAR 25 A
CA Access Control iz {TH L BE T B% (p. 67)
CA Access Control Jk 55 %8 1 & G 613k = (p. 67)

CA Access Control BT HEBE T &

FER

1F CA Access Control iz4TH}, FMTHHENIEITZEIS. 1511 CA Access
Control Ji, MITIHENE R IE 21T,

fRRTTR:

B2 Wit SOErERE R @, IEHEER PERE IR (p. 109).

CA Access Control iR %528 LRI RS0t =

KEAR :
F 75 /> CA Access Control Alk%s 2% 1 &40 61 % .

FEPRTTR
LA RGN, WEAATEL R R AT
w BRI P PR R AR
P R BHIR IR IR R A R R R BRI B PITAT ARAF R R
w B RONTZRHAHIK A P R

R 2 FEALT I H e SCHE B, CA Access Control S 17 %
R EAE. Bl WREGE T H TR Jusr/lib/* 115 LR G HE ],
CA Access Control K KI 2 R 48 H i BI04

n  (fY[R Solaris) ¥5%E CA Access Control 76 0@ TR U/ R 48
(/proc) Bf kit S5 i) A PR AS 7

LR IE CA Access Control 753U & T HERE SCAF RGeS Bkid SO il
PPRKT B, 15 3E seos.ini 344 [SEOS_syscall] #4371 [ proc_bypass
BOE OB A 1.

HR: K seos.ini KIHRCHIEAIE R, WS (2£754) .







% 10 2:  HEER UNAB o)

[t 1 R e e

Jovl % UNAB (p. 69)

HEBR UNAB VE 5% (p. 70)

A4> K UNAB % S5 (p. 72)

ReportAgent JCiANE 4 15 ik B AL PEAR 55 28 (p. 74)
VEF UNAB EALIS Kerberos TS 43 564iF 2RI (p. 75)
I EE ) UNAB B Wi #1424 2803 (p. 75)
Active Directory 1] /7 Joi% 6 sk 3] UNAB ¥ 15 (p. 75)
HH G AE UNAB i i BIZ4Td4 (p. 77)
TiEAE A )R A A UNAB Ui 141 (p. 78)

JCHEAE Linux s390 diig 1 g IAJJ}:‘*Iﬁﬁ (p. 79)

FH P T0 326 S B OE U Y (p. 80)

oIk %% UNAB

AR
P HE T R, B A AR A i _E 2% UNAB I, 222 RN
PR TT 5

AP DA IR T HRER 07

1. 5 UNAB ‘3% & 30 uxauth_install.log HP R A5 4 . BRI
BUR, SRR B

/opt/CA/uxauth
2. T UNAB “2%¢ H S SCHFIFRE HAOE 31 CA SCFF
3. DA isq T e e nd 1.
0T P AL eRE, TEAE /tmp HkP A4 R seos_debug_on
(3R R IR R (0-9 Z[AD
4. AR AT AR A .
n  AIX—¥f -e<log_file_name> b7 A install 74
m  HP-UX— % swinstall & swjob A= i f) 2%% H i S0
w  Linux—$F -w bR &R N 2] install 474>
m  Solaris—¥4 -v bR AN E] install iy 4

10 2= HEK: UNAB )8 69



HEFR UNAB 3 M} i e

HERE UNAB V3 dc i

PR #8700 5 ] H T HEBRLE Active Directory ¥) UNAB 3 U ]38 21 (1114
(CE S

H T2 ARIERE, UNAB VEMH R

HEAR:

(52 1] Active Directory v/ UNAB IS, Y328 7 LA R AT A -
SREUHILG FEHRIN TR I 2, 18 <Administrator> () Kerberos St 2ki
oI

B B DT AN IE A, UNAB YR M. BEHERR UL ), 5 50 E 2 #E
G IR UNAB,

H T8 RZE A IER, UNAB IEMFRIK

KEAR :
P23 ) Active Directory 3 /iF UNAB B, B DU R4S &

SRR w2zt K. ffiH] <Administrators [ Kerberos &y iE s

EVTT R

1T Active Directory F1 UNAB iy i [A] [T B 2l ) 22 K T-HC B2, UNAB 73
R

BRI ) @, AT DL A
1. F3% UNAB i 555 Active Directory B £ 3E4T A2 .

2. ¥ uxauth.ini ' [Agent] 4> ) use_time_sync Aric(E & B A yes, LA
ERELWER I EEZS
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HEKS: UNAB 73 Wi i

BT NTP IREZRECEAIER, UNAB V3 R IB

RER :
(523 1) Active Directory v /i UNAB I, W3 DL R AR B -
et RIEMiRE NTP RSSALE
R R:
FH 2R LA T 2 0 28 I [T P8 (NTP) 954, UNAB V12

SLHFER IR, 154 uxauth.ini Y [Agent] $i23 F F ntp_server ARid i E
Jafg ) NTP R4 4e,

HTEE T, UNAB M

REAR :
P ZARAE Active Directory iF i UNAB B, W DL £ B -

WIiEtk Kerberos 5 FERfHES. ik # /opt/CA/uxauth/uxauth.ini. {ff] <Administrator>
) Kerberos Tii& il

R«
HH T uxauth.ini SCAEH LS oAU Kerberos {EH, UNAB V3 2 .
SRR ) [, 15 184T uxpreinstall SZHFEFEIE Kerberos FL & .

T85> DNS ¥ &, UNAB Y3 Mt

RN
523 ] Active Directory V3 /i UNAB B, B DL 450 &

7. <domain_name> 3 ['#AH] LDAP k451 RR

A

Hi TR 7E Active Directory "'Jic. & DNS #¢'&, UNAB 71 /IR
TEHEBR MR, AT LN A

1. 217 uxpreinstall SZH FE 745 2 DNS W

2. T uxpreinstall S HI R 150 H DA 2 DNS W

3. WIRANIERE, VAELL R SO BEHT DNS B8

/etc/resolv.conf
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uxconsole -register ZJ

7E UNIX BB

REAR :
FIZAT uxconsole -register LLyE: /i UNAB i s I, HHE LR AR B

BATIRSS AT H/ES Active Directory i#iflf DC.
ik [ad] #20 lookup dc list A1 ignore dc list Fric.

FRRTT 5%

1 uxconsole 7£ Active Directory HH{E M UNAB iy i B, K A T 25 iy i )
7 & F T FF] Active Directory % i . {E;E, uxauth.ini 3CF ad #B84 H 1
ignore_dc_list Bt & W B 2341 H UNAB i s A 5 2 TR P ek sl 2 . it
Jit &3 Active Directory i i H (1) A kg2 il 28 AR 1AL ignore_dc_list i E
WEH, MR

BRI in) [, 15 M ignore_dc_list T EVEE HINER T AR Active
Directory 3fi 35 1 FT A 3k = 22 1K 448K, JFEHTIS 4T uxconsole SEHFE T .

R uxconsole SEHIFE 2K BT & I Active Directory ¥ )i I FR 5N
uxauth.ini X4 ad #5H A ad_site At & 1% & . % UNAB Active
Directory i i SCFEITEANGE B, 1ES W (Li75m) -

R4 R UNAB B3 25 0%

R :
BAXEK: UNAB, 5ok SIS ¥ 5 21 UNAB it o5, (HIRIS R0 K o

EVTT R

FIHEBR LR, T AT BN A
1. 30UE UNAB & 757 L7t B A 3l
a. e BT A S5 m i e 1 o
b. ZATLL T4
./uxauthd.sh status
B —40W R, JARS UNAB IS PR .
2. BOUESRMG AT O B AL
a. Mt BT PR R B H I T LR A

./uxconsole -status -detail

72 WbEFEERTE T



K43 R UNAB % 5% 5 s

R SRS O B e, i A S OB LA SRS A4 R
P A R R 55 4 1% 31 UNAB Sy 55t RO SR AR i 2 o
o R AR AT BT AT LR A

./uxaudit -a

18 Jan 2011 11:03:23 S UPDATE TERMINAL  ac_entm pers 338 10
_default acmanager.forwardinc.com auth terminal default
xuid(yaeyuOl)access(read) (OS user)

il 2 AR AP AE L

R syslog SCAF 2 AT B BAAITE AR R
B FH R (10 6 SRR AR
TEAT 2 PR B H s T LU N %

uxconsole -manage -show -user <AD user account>
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ReportAdent JCV R4l i ik 2 b & B IR 55 2%

ReportAdent TLVERIHR &5 R IE BNV B RS 55

AR 2

)53 T UNAB, J1UF ReportAgent Ji& 5 HERE IFAE124T, (HIRTCILAE CA
Access Control MV & H A FH i .

fRRTTR:

A8 LA ik A2 v HERR 1 n) 8

1. FUAT“UNAB EP 5 ENTM FRJIE TR a7 35 20 Hp BT sk v 8 A B i 2% s i
A A R S ARG H &

2. W EDE AR T B K% 3 CA Enterprise Log Manager, i 56 11F A& 75 84
accommon.ini X £FH [ReportAgent] 43 I 1) audit_enabled #ric &
A 1.

3. JiH ReportAgent iz .
4. ¥ accommon.ini X [ReportAgent] #54r FHIRIRbRIC % E N 1
5. Y% UNAB &5 3 304 unab2xml.log. iz 04T LU R H 3¢

/opt/CA/AccessControlShared/log

/opt/CA/AccessControlShared/bin/ReportAgent -debug 0 -task 2 -now
HER THIFE:
n  (EET-ENIEAT ReportAgent Z 1, W i1%
“/opt/CA/AccessControlShared/lob” 3 Il %] SLD_LIBRARY_PATH 1,
n  (EET-ENIBAT ReportAgent Z 1T, # .dat LM
/opt/CA/AccessControlShared/data/audit2txt/ H & il .
» 11K ReportAgent SEHFEF ARG S, HSH (=F
=}
EED o
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VEF UNAB MRS Kerberos TG 44 B iiF 22 1K

M UNAB EHLET Kerberos 705473 B iIF 2 K

7 UNIX _FB %

REAR:

Fef#i FH uxconsole -register iy, R DL AR B

% /opt/CA/uxauth/uxauth.ini {fiff] krb5 set config files ZKW: Mce Scfbrhieb2e KA

is2

il <Administrator> (1] Kerberos Til& {356 ik M

FEYTT R

uxauth.ini P AFAER B E BCE B E . B PRIt n) 8, A
uxauth.ini SRR AL B W B AR A ME

MBS 31 UNAB B 242 1S 2803

FE UNIX BB

N

CFARAE Active Directory HE T UNAB EHLEE ) UNAB I, W 21 LA 4
ﬁeyﬁ/%\:

JEEATIF NSS sl NSS ZEf7. HHRIUT 2803,
PR TT 5

fvar PR . BER Pk i), W /var thI P e AT A
T 95%, AIFEIRILM L

Active Directory F P o1& 5 3] UNAB ¥ /=

FE UNIX BB

RER :
FLA7 UNIX JE LY Active Directory I J' JGiE %8 5 3] UNAB %t 15

5510 %5 HEF: UNAB [0/ 75



Active Directory F /™ JGi2: 68 5 £ UNAB i A1

AYIE
LR PO S, TEHRAT LN A
1. B PRSI RS
= user_container fit ‘& ¥ & IR E IS
m user_container fiL & ¥ E TR E A T IM A4,
HER: user_container L& ¥ & A7 T uxauth.ini SCEE AD f 2.
2. Tfi5E 7 {E Active Directory H1 E.f5 UID 1 GID.
3. WM R
4. HilE UNAB J& 75 CLfE s 1 _E R 3l
a. fEdm s AT I A PR
b. BATUL a4
./uxauthd.sh status
KB40 5, AN UNAB S DR .
5. i 58 i /S OV AE Active Directory H AT .
R WIS S RAE Active Directory F1{F: A, 1148 H] uxconsole
-register SE R A MHZ AL
6. W PTIRAE G i A5 R A E R G A4 R B D A I 5 R
a. 151k UNAB:
./uxauthd.sh stop
b. MIBR NSS A7 £ ¥ 2 :
m -rf /opt/CA/uxauth/etc/nss.db
c. KEERERDMLIECHILEAT G G U & 5 IE A al Lis
T
. %FF Linux B Solaris ¥iij 55, 7 nscd & & R 2 5 IE/EIZ
AT XT HP-UX ¥t s, Ko t¥ pwgrd 5 & 3R & 5 IEAEIBAT .
d. WUREERAE RGN LR A7 5 G SR IEAEIs AT, 162 %
B
e. JA3) UNAB:

./uxauthd.sh start
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FH P TCVEAE UNAB 305 FIE4T7 a4

7. #FH3Ath Active Directory ] /7K S 3K EX Ticket Granting Ticket (TGT).
BATLLU N4, B Administrator i F' %% 3] Active Directory:
./uxconsole -krb -init Administrator
TR AT LAE R ACHE keytab SR TGT, 45141
./uxconsole -krb -init -k

8. L H%f#HT Active Directory H /7K ) .

n BTN R

./uxconsole -ldap -search
"(&(objectClass=user) (sAMAccountName=johndoe) )"

R A P bk 2 A4 Bk S Bm P ik = A4 RR 2 TR) 1 22
9. FEHABS AR ERA K CrsiERD
n ZITUL R4

./uxconsole -ldap -search -b DC=unabca,DC=test,DC=co,DC=il
"(&(objectClass=user) (objectCategory=person))"

10. % 1F Active Directory £1 UNIX _E I ik 77 UNIX B PE 2 75 52 A T

F P E¥AAE UNAB Yl LB T i<

R :

B ORI 8 K 2 UNAB 5ty 5, H UNAB 7E 55 F 1K1 8 S5 6 W) UNAB B 4% SC
1 uxaudit FEIE T P (B RVF) idsk. 1HAE, FRICEAE i S B T AT
UNIX 4>

YT 5

HAMIEH P 2AEAE UID (I 7 28 sk B0 H i . BRI P Icikvi
i H /home H 3.

LRI L, AT LT R4
1. BT /home H ko

HER: /home E%ﬁ“‘%ﬁ? /home/userName
2. EORA 8 s B s

J‘EﬂJﬁHFﬁULT—/\%ﬁB@ /home H3k. BLLE, H 0l LAYE UNAB %
AT UNIX 74 o
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TCAEAR R BB P & UNAB i 11

THEAEEREE T EE UNAB i

7E UNIX FBE3

AR«

FRA% FH CA Access Control V& # K& E UNAB Ui 1, {H UNAB i 55 A 2

INEEREEY.

FRPRTT R

BOAIE UNAB 3ify S 75 1] 50 R RS 238 - 7E UNAB Jiig 55 AT LT #

1E:

1. AIE Distribution_Server B & & & IN{H A& O B N KRS a3 1T H
LINE

Distribution_Server it & ¥ &7 T accommon.ini SCAFT
communication 57> 7.

~l: ssl://ds.comp.com:7243
HERE: BRUENT, 9 RIRS A1 Tl B RS 2% b

2. AR R BASIR B AL AR A i s I 5 0 R S5 s AT
IR TEAT R T $54E
a. TR Mo
b. BT L4
acuxchkey -t pwd "password"

password

& S E B, BRINIEOL T, S R e 43 CA
Access Control £V A& H I 5 X T 250,

3. EHHZ) UNAB AR, IR
a. ‘FHiF UNAB Ibin H %,
BOATEOL R, ML H ST Jopt/CA/uxauth o
b. HHrH 3 UNAB AUEE
./uxauthd.sh restart
4. BUETH B BAIIRSS ST IEAEIsAT, Wik
m  Windows— 4 1lF CA Access Control V1 S B\ AR 55715 IEAEIE AT o
n  UNIX—IIF tibemsd BEFE/2 75 IEAEIZAT
5. Kifr syslog BT AT 4 2 75 A B B IR S5 4 3 VB R
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JoAF Linux 390 ¥ i A 8l )5 & BEFE

6. BCEIH S BAIIIRSSA%, LK 53l i 5 17 Bl s 2 H S S e 3

PAT LA N HRAE:
= UNIX:
a. 77 pmd.ini
b. ¥ [endpoint_management] ¥4 H ] debug_mode Fric &k
A1

s Windows:
a. FUEICL SR b

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Pmd\
DMS_NAME\endpoint management

b. # debug_mode FridM{EELCA 1

7. HOHRSIANE B RS A AN . &F MS Hx
endpoint_management.log SCA4-H 1 IE THIE B

1B CHUE UNAB i 153 7] 593 KR S5 w 1A T30 T

TCIEAE Linux s390 ¥ b a3 )5 632

FE Linux s390 F1 Linux s390x &3

KR -
F Tk A 5l uxauthd B, ReportAgent J& G HEFE

PR TT 5
UNAB 7137 i _EFRANS] Java FABE . ZEARIRIL IR RE, 35 HAT LA R #4

1. ffis€ accommon.ini 344 global ¥4 1] java_home At & 1B & AL 5
Java FRBEI R AT

2. F5 LD_LIBRARY_PATH IA35AN 5 ({H W B M Java IABE IR L Z ZEF) 4%

%10 %5 HEBR UNAB M8 79



H 7 e 8 s O s Y

H P 8 R B U

7E UNIX _EH
FER:
CEEAAAE UNAB i i 6 S B SO i iy, IR DA S B R
passwd: SHRMRIFARICERERNR
YT
ZEAF uxauthd M B 25 R B AT SK I PAM ABEELER I
BRI B, AT DU A
1. 400 uxauth.ini 3CEF pam #4> pam_receive_timeout At B 13 B {E

#ltn: pam_receive_timeout=100

2. {E1IFEHT)H 5 UNAB.
ER: K uxauth.ini CHRITELIE B, WS (2%755) .
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11 E: HEFg PUPM Wik

[t 1 R e e

K E2UGHEME TAEV (p. 82)

RunAs A4 4% H 75 15 K (p. 83)

ODBC. OLEDB 5% OCI s 7% i {5 H] 77 i SK B I (p. 84)
PUPM SSH & %5 (p. 85)

T SR ) B0 A e A AE TAE IR B4 &0 T T H 728 (p. 86)
ZEGI % Windows Agentless Ui i I W 3“1 in] g FE 457 1 8 (p. 87)
fifii% CA Access Control Jiij i (JZJ&E L) (p. 88)

11 7. HERR PUPM ik 81



KA DU AR R

RSB TR
AR
FRAFR 5 B L TR, DO Um0 PUPM S AR A6
RS, TS PR
VTR

on] LATC 5D B SR D0 AT AR 8 3 SIS DI K B AR G 2 DAtk ofe,
I ANEER N AIHEAEN -

% R YD BRERAT

1. {F CA Access Control VA B A, RKIGER“H PRI, “4155”, “1&
O BT SS

BT IT B U TS5 IR PO R B 1

2. Rk ks TR SOAE X A *home* . FRE4HR”.
CA Access Control NVE B 75 548 R LA AR AE 55

3. EERSUEN WPES, ARGl kB .
“E O WE BT LT T

4. FRBVFAEIR, R R A k.
BT I TARTUS 1

5. M TAEVREE B H7ik i ik £8“SingleStepApproval” .

6. BT EHE N HS o3 th AT LT R A
a.  MNHEHEATSS” N ik B rp gk et il B S DU ALK 7
b. NS5 AW F" T hse i H e X

PrivilegedAccountOwnerResolver” .
KR, B AfiER P IRESHRRE .
c. fE“BIBEAIR CAHETRE SourceObject.
d. fE“E" CAKEHIRAE TaskAdmin.
e. RIS
CA Access Control AV H s Ittt AAT55 .
f. R THSHLAME, EELE cHe:
m  SourceObjectAttribute—tblUser.manager
m TargetType—USER
7. ke
BORE LRSI TR, IR RS B0 E SO HEREN .
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RunAs % W45 F 5 1 Sk Y

RunAs T H5 A5 A 5 R SR

ZE Windows FHBRL

REHR :

KIECE T Windows RunAs R Af H 75,  LUE So v H P48 H RunAs 5K
MR PATIES . 2B AT RunAs SZ T FE RIS 05d Kk E8 I, F
TCEATIZ S R

fRRTTR:

BRI R, TSN AT v A R T 4

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Instrumentation\
Plugins\RunAsPlg\CommunicationWaitTimeout

BT MR IR E T AR 7 A5 Ay PUPM ARER B SR I 1E] (B

;B CommunicationWaitTimeout 73/} R I I {H
PL R 7841 CommunicationWaitTimeout 335 /1 £ 10 (O (R 3% N3] 30:

AC> env config

AC(config)> editres CONFIG ACROOT section(Instrumentation\PlugIns\RunAsPlg)
token(CommunicationWaitTimeout) value(30)

(localhost)

BRI E R
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ODBC. OLEDB =¥ OCT %ida = s b A FH 7 17 =K e sl

ODBC. OLEDB B, OCI ¥3E FE B 1548 B 75 & Kk g it

ZE Windows FHBRL

REHR :

FRAE A FECE T ODBC. OLEDB BY OCI i ZE 25 i FH 77 o 243 25
RN R R B N, S A SR . HE, N
PRSP 2 IE B B A FE S, ST SR

fRRTTR:

BRI ), VRGN AR R I A

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Instrumentation\
Plugins\plugin\CommunicationWaitTimeout

I

i B PO R A 24 R

{H: OCIPlg. ODBCPlg. OLEDBPIg
MR TR E T A T 4R PUPM ARER BTSN TR] (BB

7~: B¥ CommunicationWaitTimeout 73/} R I I {H

PLR 784 OoC Eudis PE#E 654 FH 77 # CommunicationWaitTimeout V3t &
TRAERS N2 T 30:

AC> env config

AC(config)> editres CONFIG ACROOT section(Instrumentation\PlugIns\OCIP1lg)
token(CommunicationWaitTimeout) value(30)

(localhost)

JRICERR T
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PUPM SSH 4% £ it I

PUPM SSH % % #8 it

7E£ Red Hat 5 B3k

KR

TEFH HIERRA Y] Red Hat 5 B &y PUPM SSH 1 2% 3ify i - Fif e i A

O PG S A IR B VB IS, B i s S5 R I

RERTTR

LR YOI, TEHRAT LN A

1. SHIRILLF %, i ACServerinstallDir 521 2225 A0 8 IR 25 25 11
EBS
ACServerInstallDir/Connector Server/conf/override/sshdyn

2. FTJT ssh_connector_conf.xml SCAF3E4T e

3. {F <array name="oChangePassword"> F¥sIiLL R I

<item>
<param name="sCommand" value="set LANG=C" />
<param name="iWait" value="500" />
</item>

4. PRAFIFIRIAICAT
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VSR A A AR AR AR EHE TARRTS O R el T2

TR F AR AR Tt TAERAIE LT ol T H

E T SunOne

AEAR -

FEBA AR AU R TSR, B AR SRR B 19 23R B 5L it
Rl N DS e e

3V

FRINEOL T 0K AL PR 55 45 20 HEAE SunOne T H 3% IR, 222%
M CARRSCHF o 2N P 3 F ARG S DL AR AU 7 25 15375 5K

L0 SunOne H s i I LAEWSCRE, W HAT BA T 45 4E -
1. WERZATARAT B4R, 155 1] Identity Manager 5 B &
2. 3TJF Identity Manager & FRfHI & o
3. WL B, “ac-env’. “FHRE”. “TAER”
KT I TARRUR R & 1
4. EFER B AR SR RE .
5. IEFELRAF”, SRJEILFEEDHTA B LUEET A s
MAEARE X Sunone HsJHH T TAERSCHR
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7 Windows Adentless Jii i IR “ g il gt ” Ji KL

ZERI%EE Windows

Adentless 3 B ICR] “ U7 R A FE 487 TH B

ZE Windows 7 Enterprise hix_FH 3
RER :

EFR AL K Windows 7 4

“Urla a4 W E Bz BRI
BRI SR

sty i BRI, RN I8 TR R Ik P AN & Administrator K 71 52
Administrator 41N 5 .

. BB EANTE DL Administrators ZH Ak 5 5 0 AT PR R v s

LRSI, TEIAT LR A
1
2

- MRUGEFE PRI PR B IR P R B

8.
9.
10.

BT IRk P il B B i 1

R30I BEE R BRIN R IE B R e

T e B HOR R ST SEHLA R B AR
R E B TR THENVE R s AN R
AT WM, SRR IR R

BT WM v

SR A IR .

FEATIT i 44 22 6] SR 1

HFE“Root”, MRIFILFE LA,

PRI AT IT 22 X 1 HE

ML P A8 Bk B kB L S Gy I uE R
SRV B, i RR AT TR A AE
AR e LAY S A

11 % HER PUPM ik 87

it 1UE XN Windows Agentless i i R, i 2]



7 35% CA Access Control 3 b5 (3@ M)

fifiik CA Access Control ¥ /5 (FZJE )

ZE Windows FHBRL

AEAR «

BwHE T I KIS 4%, UMEAEH PUPM i i 73 AE AR EE . F e
A ARG i s AR 5 10 53 R IR 55 25 3R A T 10 TR 2

R R:

O kA FH g f PRI RO T, A ] DARC B R g e DASE 5 e o R IR s
ZREAT I T

TEPAT LU T 4 -

1. fE CA Access Control VA7 Hh, AR IIERERABUNK 7y i 217y “1&

2. RIS I ROF LR

WIS T H B 3 T

BB 5 Qs IR i) F B R e Ml — A K.
RAFIE

1E5r RS54 b, 45 1845 CA Access Control JIi%5

V7 i) Windows VEMER, JEAELLR B8 42 #63] ENDPOINT_DEPARTMENT
Fric

HKEY_ LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl
\Common\AgentManager\Plugins\AccountManager\QueryFilter

7. BAmCEw E R T AR
8. JA3TA CA Access Control k%5 -

o v o ~ w
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12 B:  FRRIR S R EHE

[t 1 R e e

ey HE B 15 R 25 W (p. 89)

A A5 o Lo AN AT 15 7] (p. 101)

i 1] MS SsQL 3k ZE I8 TV AE CA Business Intelligence T AT FH I 5 (p. 102)
i F Oracle %#s ) JoiLAE CA Business Intelligence 1 A H 4R 15 (p. 103)
JCIEAE CA Access Control ANV HE & FH R4S (p. 105)

W HERR IR R 55 iR

1T CA Access Control # & Ik 5%, #E W] LAAE— AN (o7 5 A A i A
CH P AR 2R RIS IR b, i &
AT
DA S 1 ] 35 B s e o e 45 i
1. MR ERERERSE, HUTLLU N RELZ —
m 76 UNIX PSR BRI S AR (p. 89)
m /£ Windows vT &AL _EHEER R F AL (p. 93)
2. HEBRI> RIRSS E U (p. 96).
3. 1Bk Boss ¥ (p. 97).
4. HEBRAR ST S (p. 98).

7E UNIX THEHL_EHERRHR S AR e e
ZE UNIX _EH%
RS T s 5B AN HE CA Access Control Hd 4 RIAT-A] 55 g Ass 84
B PE (PMDB) HOHEE BRI, DL XML A% R B K32 3103 Ik iR S5 2% 1
I 5 BAA o

R W AEIEPAT AR SS . AR RBERFEAE S, WS (=
G

0127 HRBRIN RS b 89



A ] FEBR AR e 55 i e

7E UNIX THEHL_EHERR IR S AR i

1.

IIFPE ARG A B R IR E . 1E AT L N A
a. ffH sum VI3 root .

b. RTINS B E A ACSharedDir/lib.  ERINTE UL,
ACSharedDir ;&£ UL N H 3%

/opt/CA/AccessControlShared
c. SHIEREMEAE,

IOAE R A S WO S . IXYSEE % E AT T accommon.ini XA
f’] [ReportAgent] ¥4}

VR B0 LI{# ] CA Access Control ¥iij £ #H 1%, selang iy 2 56 1F i &
PR MME. (B2, et fEd, @uUEAERCE A P selang i
Aok M W ME . fHH selang fiv4, A IR R B Y
e E W, T JE R 45 LI E KT A B CA Access Control.

reportagent_enabled
TR E 2 T AEA T EAL E S AR (1),
BIAE: 0

BEEYIHA ! UK IR E W R E RN 1, A ReR SR A
a7, WIRHECE R EMEN 0, ERIASEHEw 12
FEPRIE LRy RS as . (EE, BT ERCE W MIME N 0, &
53R ] LAAE AR R i T i A AR

schedule
78 XA AR S R Rk B oy RS A I ) HE R
] DU DL R R UHR 1B time@day(, day2]]...]
ERIME: 00:00@Sun,Mon,Tue,Wed,Thu,Fri,Sat

Pl “19:22@Sun,Mon” K AE RN M H AV i —e I 7:22 2B 1%
ik

send_queue

S SR ARG AR 5l P DR A 1K) 23 A i 55 s B IR B
BAAI A4 FK o

ERIME: queue/snapshots
EEPI ! U5 UL R B AEL
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DA AR 7 R 55

3. BOAF FAECE BB AT IEM . % E W E AT accommon.ini SCEEIT)
[communication] #5747 :

R 0] LU{# ] CA Access Control ¥iij & HH 55, selang iy 2 560 1IF it &
BEME. (H2, 7etbidfErh, @uUsEnt &5 P H selang iy
AR AL E R E BIME . 3T selang fiv 4, AT DUAE G R o g 2
Bo B WCE, IR s (B8 8l CA Access Control .
Distribution_Server
& 53 R Ss#% URL.
FERR: TCP 1 TR BR A3 11k 7222, SSL 3 TR BR A3 11 4 7243,
TN UG UE 7 K RSS2 URL S 75 A Il TSR FE e T 1A 114 ity 1
%‘0
BAE: T
A ssl://172.24.176.145:7243 . I URL K4l 5 A CFR G & 4 4 11
SSL #pSL LA 1P Hbhik 172.24.176.145 7R 1 7243 b 50y KRGS 2%
BEAT 1H o
4. IF seos.ini XA [daemons] #B7HE A7 AE LU AT
ReportAgent = yes, ACSharedDir/lbin/report agent.sh start

BT, A EARE S &5 HEFELE CA Access Control JA Bl H 83k
e

HE: BIAMGEUUT, ACSharedDir H AT
/opt/CA/AccessControlShared.

5. {%1F CA Access Control:

secons -s

CA Access Control FIR A CHLE 52 11 o
6. WHAELITH%:

ACSharedDir/bin

A
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A ] FEBR AR e 55 i e

7. AEHIELF dr 4 LA s AT s AR

./ReportAgent -debug 0 -task 0 -now

ReportAgent
BAT R ACE.

-debug 0
i€ LA B S AT s B RS & b S o
ER: WA TSRS SR, WA GE LR B s 1T
AL

-task 0

T E WS ACHISEES = CA Access Control i 2 LA S AT A< b
PMDB )15 S X (5 BRI B KRS 4s . XU B T4
J%. CA Access Control #% #

-now
i € L RlE AT A
8. it prid AR AR i -
AR O E A R
n WAIER AR IR E SR b ) AL BAS B R S 2
HrPIRE T IEWIAAFR
9. i3l CA Access Control:

seload

CA Access Control AR &5 ACHLKE 5 8l
A~ REAREREH
DL 4R 5 AR H i H 2o 1A A& A S R SO B4

FIERF . queue/snapshots
WS o
/work/opt/CA/AccessControlShared/data/db2xml/ACDB.xml

TFHERBAS “queue/snapshots” KikiRis. . .
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DR HEBR AR R 55 i

7E Windows 1B HL_HEER R & AR B i
7E Windows EH 2%

A AC R T 5 S CA Access Control idf 22 FlAT ] 55 i A 754
B % (PMDB) FOHEE BRI, JERL XML % 2R IR R 328 2140 A IR S5 2 b

INEEE=H T
EE: R REIESIT HABES . AR RERENE R, S (=
D

7E Windows TI-HHL_EHERRHR &5 A i
1. BE FAIRCE W E RS IEM. XRCEBCE A T LU MR R g
HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\ReportAgent

R B LI# F CA Access Control diij i 5 # 5Y selang iy 2 46 UFiC &
WEME. B2, EdfEd, @B EARE P selang i
A KT O B A . H ] selang #iv2, &) LLZE I i vp B B
BUE W E, M7 1 HF H 3l CA Access Control.

reportagent_enabled
T2 € & A AEA T SEL R AR (1),
BIAE: 0

BEEYHA ! OUK IR E WS I E RSN 1, A Re RS A
AT WERMECE WCEMME N 0, IRECEAS K HE e s
PEPIURIE B RS a . HAE, RIMTEACE W EME A 0, &
AR AT AR AR Mg T4 5 AR .

schedule
T8 SCAE AR TR R S A% B o R s A A TR HE R
T LU R DU R U 2 1B time@day(, day2]l...]
ZRIME: 00:00@Sun,Mon,Tue,Wed,Thu,Fri,Sat

Pl “19:22@Sun,Mon” K AE RN M H AV i —e I 7:22 2B 1%
ik

send_queue

S SR ARG AR 5 P PR A 211K 3 A i 55 s B IR B
BAAI A4 FK

ZRME: queue/snapshots
BEEPH! ) T U E B BRI
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D] FE B AR T Al 55 i

BAE ARG E W E AT IR A EBCEA TR MR R

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Common\commu
nication

Distribution_Server
& o3 KR5S 2% URL.
E%T@Lﬂ%%%%mﬁnnsa@ﬂ%ﬁ%%mﬁn%o

R = Bk AR G5 A URL 2 A5 ISR AL S E 1 1IE A )i 1]
ﬁo

RINME: T

e ssli//172.24.176.145:7243 . I URL B4R A C R0 & k4 FH
SSL B LA 1P Huhik 172.24.176.145 783 11 7243 543 KR E 4%
AT IE

I54IF CA Access Control R 5 ACH IR 45 215 L E 8.

HER: B0 reportagent_enabled fiL B W B I E N 1, 4 8K CA
Access Control, i AR SSACE N H 31 H 2.

IR E 1, $RJ515 11 CA Access Control:

secons -s

CA Access Control #4511, Hrp ARG A QBRI %S o
{ERI AT 2 LR A T i A A G B

reportagent -debug 0 -task 0 -now
reportagent
IEATHRAAREE
-debug 0
g L B s AT R AR R E R & L SR .
%ﬁ R A SN TR ARBEAR S5, WA BE LU Bl s 47 4R AR
B,
-task 0

FEE WAL AT ¢ CA Access Control s 2 LA S AT-fa] A Hh
PMDB H{5 B R X 25 B IE B KRS 78« IXES(E B H T4
J% CA Access Control i & .

-now

e SRS TR A AR
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DR HEBR AR R 55 i

6. Wi bR AA MR ACE -
o AEHH RIS AT

n RURR AR RIER G SE O T RIS R IR S S
HoP € T IERR AR

7. J33/) CA Access Control:

seosd -start

CA Access Control A4 A QB 2561 )5 311
s HRE AR H
DU i A A H i ) T 7S (2 ik BA A R4 35 SO 24

RIS ESHL
RIEAI . oo queue/snapshots
WasSsfE. o C:\Program

Files\CA\AccessControl\data\db2xml\ACDB.xml

THARBAY “queue/snapshots” K%k . . .

PEB 2N AR B 7R
PLFR 7l S 7 Linux 2% Solaris THEHL_E 5 B AT R B AR A AR &

LD LIBRARY PATH=${LD LIBRARY PATH}:/opt/CA/AccessControlShared/lib
export LD LIBRARY PATH

LAUR 7= B2 AE AIX TSRO BB AT 5 Y PR R AR A B A i

export LIBPATH=$LIBPATH:/opt/CA/AccessControlShared/1lib

LAUR 7= B2 AE HP-UX THSONL ¥ BT 5t PR R AR P AR

export SHLIB LATH=$SHLIB PATH:/opt/CA/AccessControlShared/lib

o512 e HERRIRE AR S5 bE 95



A ] FEBR AR e 55 i e

HEBR 23l 55 a5 i

FEGY R o5 4 b I IS AT B 5 AREE i s AR AR B R
B 9K B Java Bean (MDB) 53500 S A S h s, R HLE Ak

HEBR R IR 55 28 e
1. (UNIX) @1 R prids 3 3l Tibco EMS & #E 1T H.:
a. WUWERLINHX:

/opt/CA/AccessControlServer/MessageQueue/tibco/ems/5.1/bin
b. TN
./tibemsadmin
2. (Windows) 41 T FITid Jii ) Tibco EMS & L T A,
a. WIARLURH:

C:\Program Files\CA\AccessControlServer\MessageQueue\tibco\ems\5.1\bin
b. BITLA R4
tibemsadmin.exe
3. LN M4 2 RS A AT

. ﬁﬂ%/\ﬁﬁﬁ%%&f 17222 CERIASR D) EAiird a5 ACHE, 548
LU 4

connect

. ﬁn%%ﬁﬂ&%ﬁﬁf 17243 ST Ab T sSL AR SRR A5 AR B, i
LRy

connect SSL://7243
4. FANH AR ER

ER: U424 admin, BRAEEHLR, B2 B 7E 254 CA Access
Control NV B 8 e iR 55 2 I 45 5 PRI T 0

U IR 42 20 93 e e 55w _E TR0 JE B AL
5. AN FIRIE M4

show queues

B BNy KRGS s BRI 51 2%
6. FEu s _EAT FFar S PERTTE 1
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DA AR 7 R 55

HERS Boss &

10.

(UNIX) Q1 R ik & & AR I I AR
a. ffH sum 243 root /7

b. K AR A B E A ACSharedDir/lib.  BRINTEBL
ACSharedDir 3 LA~ H 3%:

/opt/CA/AccessControlShared
c. FHIEHEAEIAE,
(UNIX) S5 LR H 5%
ACSharedDir/bin
P A IBATIR AR . 1EHAT FAHREZ —
m  (Windows) i&17 LA R4
ReportAgent -report snapshot
»  (UNIX) i21TLL R ir4:
./ReportAgent -report snapshot

A ARBEKS CA Access Control 2l AT A0 A<t PMDB (1) P f ik
B4 KR5S A LIRS BAA

FEAR S ARBIZATI,  WI7E tibemsadmin SZFFEFP TR L2 5] 44
queue/snapshots A5
WA AS A, Ui JBoss W REARAEIZAT » #E L ZIHERR JBoss i

i

JBoss Web [ FHF2 7 e 55w PR 5560 75 1 B 2K 3 [¥) Java Bean (MDB), 1X 4%
Java Bean ¥ AH A S rh S OB, RIS AR gk s 2. o i gl
JiE T A it o5 5

HEER JBoss k&

1.

2.

N PR KIE JBoss A& 15 IE i i 2

s RGNS ERET RS IBoss, i {E JBoss Jo B A B VG .
it o i AN S AT R R

w WERIEKE JBoss 15 MRS K A 3l T TE JBoss Ji s i Af H H & S fF
oY tail My 2 AEWIGT . 6 i AR ST R .

FIFLLU R X EF A B HR, P JBossinstallDir & 15 2 %%

JBoss [ H 3k :

JBossinstallDir/server/default/log/boot.log

PESCAEBIH T JBoss KRR BTl N AX IR P AT IR 2D 3%

9125 PRI RS b 97



A ] FEBR AR e 55 i e

HERRIR A 1T ke

I6HIE JAVA_HOME 7% 1 77 B B0 E 21 1 1AL 7

HER: WR JAVA_HOME A2 DB B BRI RO ALE, {H JBoss B AT fiFf

Prizdei, 5 JAVA_HOME A2 & B & B (R MAL E, #lln: JDK %

AT NI bin H K.

FTFLL P S IF A A i iR

JBosslinstallDir/server/default/log/server.log

UESCAFBIH T JBoss 7T JBoss Web [ HIFR T IR 45 2% 458 - 4RAT I BR A

HER: B3 IBoss I, ‘B HAEBIE—ANHi server.log Ao

i€ JBoss i 115 HA IR 5% A8 Y Adp s 0 AN 5%

CArae) SR NP S 15 JEAB IR SSAH ph 58, 3 G 1 ik B INP i 1]

1099 58 HoAi i 1 -

a. FESCAGiAE S AT IT LR 30t
JBosslinstallDir/server/default/conf/jboss-service.xml

b, FELL &R B i 15

<!-- bootstrap INP fRZMiWG . CRUILERENR -1 AT{EAMER INP AP
Wri FIGL FigfT NamingService. ->
<attribute name="Port">1099</attribute>

c. DRAFIFRMISCAE.

CRrae) 2R RMI S 15 AR IR S5 ARPR S, 1540 B Pridss RMI i 11

1098 5 L5 oA HoAth i 11 -

a. TESCARZR AR T IT LU 30
JBosslinstallDir/server/default/conf/jboss-service.xml

b, £ELL R P g 15

<!-- RMI &g, 0 == EX -->
<!-- EM:AF="RmiPort">1098</attribute -->
<attribute name="RmiPort">1098</attribute>

c. DRAFIFICHISCAT

WIS, AT LAY 1) 53 AR SS d AeAid £ mh St 2 o 11 s Rt
DU RN B AR, sl WA R A B e . AT AT, B
{1 FH CA Business Intelligence.
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DA AR 7 R 55

HEBR IR 1 W

1.

fifi e A8 F T IERA ) URL SR 17 MR 45 S (BusinessObjects InfoView).
IEAfTF URL

http://host:port/businessobjects/enterprise115/desktoplaunch

. (Windows) fffi & S48 FH T IE A A S5 5 TR U7 17] InfoView

ZLJi ) InfoView, MR IFLR”. “F2IP”. “Business Objects X
Release 2”. “BusinessObjects Enterprise”. “BusinessObjects Enterprise
Java InfoView” .

BAELL T RSS2 2 A 8

m Apache Tomcat

PRV ERSSE

w ERRS

m Crystal Reports il 2% 77 I 55 2%

m  Crystal Reports /E )V IRk 45 2%

m Crystal Reports UL [fll k55 %%

» Desktop Intelligence {5 22 17 Ik 55 2%
m Desktop Intelligence 1Ak %5 2%

m Desktop Intelligence % 7l 55 2%

s HARE RS &

n CRfRIRSS A

I A G ER RS

w  (HPIRAEN RS A

w SR P R 55 A
RIS

w IR DR RS A

= Web Intelligence 1E MV k45 2%

m  Web Intelligence i & A 45 4%

WX CA Access Control Universe [ 4%

HER: W1 CA Access Control Universe 7K i 7R fF BusinessObjects
Designer "1, R B T BEAR TS E . A U] 854 75 20
WIrAER, WEZM CLER) -
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D] FE B AR T Al 55 i

A& CA Access Control Universe 42

CA Access Control Universe #& i1 CA 241t 1¥), HFaifk M CA Access Control
et M 25 v LB P AR S G

FEE: f % CA Access Control Universe HITVEAA(E B, 1S (AW EPELT
) .

W2 BERRUE CA Access Control # 5 Jm H AT OCHR A5 IR 453 42 1) i) it
I MR B 7 B I SOE
iR, CA Access Control Universe %3

1. RUGEF TR “FEF”. “Business Objects XI Release 2"
“BusinessObjects Enterprise”. “Designer”.

B o G A B E” SHEHE, 148 0] M & 5% BusinessObjects

Designer.
2. AN, RS RERE” .
W 7R PR BT [0] 3
3. WEERRBNINEAT IR AR RE, SRS RO
KT I 1 Designer 231ilio ARl s o I 44 MIAF A PR A4 B o

4. MRREp e, “S N7, W% A7 CA Access Control Universe [H)
H ok, 1EPE“CA Access Control Universe”, 2R )5 “BiE” .

CA Access Control Universe Bl TS N, JF4E 2471 Designer & 4T
}:Fo

& : CA Access Control Universe f7fifi 7t CA Universe\CA Access
Control "~ &5& A ERIA Universe SCAFAEA# ) H 3k

5. Mk TR B
B o) S A EHE .,
6. EFEEMER) Access_Controll JE 4%, X5 Ha MR,

BRI E, FRAESIEERN . WREERm N, Sl
— AR B

7. WORWCEER DR, U e S LR ISR
w  EdE R /% $E - Oracle\Oracle 10\Oracle Client
n RA 2R
m %K - Access_Controll

n M4 - Oracle_adminUserName
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A R 5 A B R P AN R] 1 i)

m 0 - Oracle_adminUserPass
m  JlR%% - Oracle_TNS_Name
R EE P IR 6 LIINAIE L

R B 528 C o AN /T 5 1)

AEAR «

G22I E CA Business Intelligence ¥, CA Access Control /MV & # H Ay H 4R

S5 COHIEAN IV ] o

LY ES
SHEBRBERDEL, HHRATEL R A

1.

6.

FIF IBoss HiG 3. IBoss H G ST F-LUF H g, Hop
JBossInstallDir &1 2225 JBoss ) H =%

JBossinstallDir/server/default/log/server.log

UESCAFFI T JBoss 71 JBoss Web I 2P il 55 4 P 458 h AT (34
ER: B3 IBoss I, BB ANBi server.log Ao

78 H S SO R B SRR A

N L X 2 RN T4

Tl A RR L S SR A4 FR 58 B AHAT o

FIFT hosts 3. BRINTEOL R, hosts SCAFA T-LAR H sk

= (UNIX) /etc/hosts

s (Windows) C:\WINDOWS\system32\drivers\etc

TEZSCAER I —AT 9, BN P HiERIX 92 KNS TR, i
SRS B o

TN P TR 3 TP Tl sk IS4
TRATFF RS

7~l: hosts 344
PLR H B2 hosts SCAE (7R -

127.0.0.1 localhost
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1 ] MS SQU ¥ [ I TEiAE CA Business Intelligence FH &8 4R 15

{5 F MS SQL £(3E FER} ToVELE CA Business Intelligence H&
BRE
RER :

TEFRAEFH MS saL Hofs ZEAE v B s RN, GVAAE CA Business
Intelligence HEFHE . X AFMRE N, RN REE:

SEEE SN

AT SR
DL R ik R n) 35 W4 HERR CA Business Intelligence {77F 1] ) f :
1. @1 N PTIREIF BusinessObjects M A5 :

a. fTJFLLT URL:

http://hostname:8080/businessobjects/enterprisell5/adminlaunch/launch
pad.html

hostname
JE SRS T T EHLI TR
H S 7 R BRI 5 5 SR LI
b. HIANH A HHER, K5 HRTFR .
B s T R B G
c. MRIKE T MRS %5\ “hostname” . “Web_IntelligenceReportServer” .
“FERFRAE”
¥ 27~ BusinessObjects I A5 .

d. i BusinessObjects {45 4 11.5.8.1061 B¢ 5 ikl A, 2
11.5.10.1263 B ¥ E A

2. 1 F PR EIE CA Business Intelligence [K]JA 5

a. AERIE 1) _EATIFRL R 3

m  (Windows) C:\Program
Files\CA\SC\CommonReporting\version.txt

= (UNIX) /opt/CA/SC/CommonReporting/version.txt
b. il CA Business Intelligence A /&5 4 2.1.13,
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1 | Oracle %4k FEI JGI%L4F CA Business Intelligence HH & & i 5

3. QR Prd g e A A e A A

a. MRIKET TR “FEF” . “Microsoft SQL Server 2005” . “SQL Server
Management Studio” .

F4 457 SQL Server 2005 &35 T

b. HENEAE N CA Access Control ANV B ¥ £ Bdls ZE IS B G 22 1)
RDBMS & H ] P 1 FH P 44 R % 0

c. k.
144 % 55 3] SQL Server Management Studio. 1R TGS 5%, W)
Ui B AN IR

4. WIFPriREAIF import_biar_config.xml U215 HAT IEAA KA :

a. FIIFESHTAERE 117 B &S s e )
import_biar_config.xml 4} .

b. FuF N AE MRS S P 3 R rEAH R
m  <username> SHH A ;1 44 HHTA]
m  <password> 5K N MDA A .
» <datasource> 5 fH A IHHE 4 FRAH R .
m  <server> LR ST AR VAL A2 FRAA A o

{i F Oracle 3 2R L ZE CA Business Intelligence 7T
BERE
RER :

TEFAL ] Oracle £ds EAE A Je Bl PERS,  JGiLAE CA Business
Intelligence P& A o AR EFMEH, WHILL R A

HEERI
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1 F Oracle 4 FENT TGV AFE CA Business Intelligence HH & & i 45

AYIE
PR ik # o] 35 Bh A& HEBR CA Business Intelligence £7-£E ] r] 1 :
1. W R ATIREIE BusinessObjects {45

a. FTJFLLR URL:

http://hostname:8080/businessobjects/enterprisell5/adminlaunch/launch
pad.html

hostname
€ XA 1) EHLI AR
K 7 g BRI 65 6 sk DT
b. AU ALFER, ARG R OER
R s b R BRI

c. KRS #5"\ “hostname” . “Web_IntelligenceReportServer” .
“FEERE .

#4171 BusinessObjects [ASS .

d. TfixE BusinessObjects [MRA 54 11.5.8.1061 B SR AT, B
11.5.10.1263 B 5T A

2. W ATIREGAIE CA Business Intelligence A

a. AER T IO RA R S

s (Windows) C:\Program
Files\CA\SC\CommonReporting\version.txt

s (UNIX) /opt/CA/SC/CommonReporting/version.txt
b. I&1E CA Business Intelligence WA /& 75 4 2.1.13,

3. KuEREEE I e X T Oracle R A&, Hr
Oracle_home &1 235 Oracle ) H 3% :

m ORACLE_HOME #§n] Oracle_home H %

m PATH 5 Oracle_home/bin H %

m  TNS_ADMIN $§[r] Oracle_home/network/admin H %
4. QR PrRYUESE AT IERE LT TNS -

a. I RRfTE Ho.

b. BATUL 4

tnsping TNSname

TNSname
& X TNS 455
I R RS S, RWR IEAf 2 3L TNS.
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TCVAE CA Access Control MV Bl th Y B3R 1

5. WIH PRI R RO T IR B e U7 i) e A
a. TTJ:F (i3] ?TE ff
b. EiTUL M4

sqlplus user/password@INSname

user

5E XA AEHg CA Access Control AV BE 4 Bk A 1 B ) 78
) RDBMS & BELIT] ' i1 44 K o

5
& X .
WIERAETCI G 5 5 sQL fr AT, R B R s AN IR .
6. WINFTRKAIE import_biar_config.xml SCA% 275 B AT IEAA K4 :

a. AT AR TP Bt B f
import_biar_config.xml 3/ o

b. Huk Ny JEVERE ST AP B 5 R e r{EAH A
m <username> 5 user H[H]
m <password> 5 password AH 7]
m <datasource> 5 TNSname AH ]

7. (UNIX) LA ALE 222 CA Business Intelligence N5 5E I H 7 G A3 7E 0 1B
4 L ER 5 PIsAT a4

1ZH S IEAE CA Business Intelligence %2235 1] 5 [ “CMS ik 2 ¢ B
U HRE I o A BREGIGUE P A2 XA Oracle_home H s H
A BHIHRAT U ) BLFR o
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