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R0 3% o

R 805 A5 B2 TR ek R AR Ay LA B8 95 SO0 TRANSFERS R KT i

3. BT ANE R PAT AR (1 B R S ik AR, T LAtk vEE el 4 il
ATTV717) TRANSFERS ZEH1 AN 5%

4. BEAb, EEACPRGWREALAN, FEMRAT 0BG RIKRA Y Pl AT CA Access
Control AP [, AIMT AP S AERG )™ BB R A SE VR REAT
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Windows k5559~

i1t CA Access Control, #0] LL{RH" Windows IR%s.  Windows /RZZEAE
Windows J& & iz TR, &5 UNIX F /)5 &R 25 R #) Windows
)’El"llj\%%r?o

CA Access Control Windows i 45 PR 28 H UL Herh — I 1 i 45 1
) A

e 557 BN LA

CA Access Control B 28BN IR 4517 0] () services.exe HEFE . X AHE
JAsh A IERS . BN, net BB RS net {5 1E R F455514) % 2 (R
e

FERXFHEOL N, Bk R I I 52 R R IR 55 4 FRBEA T H 4%
Hi 55 Kol PP A B A

CA Access Control J542 ob] e 2544 il 8 B P iy F R A, BAER
POHRSRAS Wk 5E Br. IX RS CA Access Control ¥ H &) {4 5 5%
PRI IR AR IR M R X . SLbr b, 0w SURS R I, CA
Access Control B £R3 LA v 4 ek «

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\service name
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\service name\*

FERXFRIEOL N, CHER SR I e B E MR AR AT

fas ] AT 5 AR 4 SLA P U5 AR [F] 1R 7 V2R AR Windows %5, BIVK: 5 U5
STECRIARSS , IRV R I N2 PR 1) Access Control 41J38H . Windows
R 45 14 %5 Y525 2 WINSERVICE.  WINSERVICE %55 HL AT > Access Control
%)2%: ACL M NACL. XJT- WINSERVICE Access Control ZI| & 4 H, &
T [ Ty

B
ik
B
Pk
71
BRI T

Yars

4. IR 55



Windows 45 -4

J& 22 Windows IR & {33
0] LLJE FH 2% ] Windows IlR5 1) CA Access Control f£37 .
P A H Windows k%5 fRY7, 154 CA Access Control yEM & H
Instrumentation\Plugins\WinServiceplg 43 [f1 it & 1% & OperationMode
WEN 1. EEERHRY, 15K OperationMode W& 4 0.
ERINTEDL R, CA Access Control 4 5 JH Windows JIRZ51# 9 .

T CA Access Control £-4" Windows IR5%, 7520 IR I I50%
WINSERVICE 25,

347 Windows k45
10T LAY Windows Hlis, IXHFERT LA Windows #AEFRAE B 2 14,
297 Windows 4%

1. W% C ST Windows IR 25144 (p. 56).
2. FfifR WINSERVICE RAL FvE sk A CBRIARE DL R AL FiEshik 4. )

3. {E CA Access Control "H4IZE WINSERVICE 035, FF4¥ & 75 S84 1)
Windows AR 45 ) 2 Fr i 44 1% 0K o

HER: Windows k45 44 FR s 75 “Windows [k 55 J& " X 1l HE 1)« K
IR, AHSIZE IR BN s A FR AN

4. K5 ALV BRI o4 iz 55 o
M g5 B B2 B ORY o

Bl BRI JE G3TENRR KI5 1

7t Windows 11, J5 &1 EIRE 7 BATIS 44 spooler. 41 selang iy 2 fif
{& WINSERVICE ZRAb TG SRS IR 5 G AL B 1 BRIA U 1) AR 15
N B

setoptions class+(WINSERVICE)
editres WINSERVICE(spooler) defacc(R)
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3k IPv4 Telnet ZE#7E Windows Server 2008 A %4

1 Windows Server 2008 I, CA Access Control TLiART A# H IPva 1)
Telnet E$%.

FEYE Windows Server 2008 _FARYACHE T4 telnet i3 (OAASHL FEHLFIA
Hi =L telnet) , TH 1B/ /etc/HOSTS SCAF-UIF

127.0.0.1 localhost
# ! localhost
127.0.0.1 <your server name without domain suffix>

TSR ML 1Pve 3 b, IR LA R 4T

127.0.0.1 <your server name with domain suffix>
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2 F N 2453 B Windows R4S IV [H] 2R

IR CA Access Control {3 Windows JIR45, “BURH28S ZIR S A OEE )
Vil 2k, Rl AR H G X e85 n) 22l ] e
services.exe AR E HLIRSS (JA3N 15105658) P, WilReex sz fi
PR 25 R AR 45 5 P A B DX S Py R U R I 3 8. Jr— Ry im) 2 AR
TR W H R, G R QRN D A5 e B R e . 2
5 5 Windows g 55 AH IR BT U ) 228, 855 240 B RC 77

B FE RS2 AR Windows R4 17 7 2238, 100 H 10k
WINSERVICE 21 T 4% 10 S AR YR 44 FR *myService* 1T A% i 1%

CA Access Control ¥ T8 52 X ) WINSERVICE & i i ke 3% (A
VO AL I VR MR IA A T I R 55 B A 2 U7 )

Bl BEMNEGIT RS A U H =5

o E 18 5 6 T ENFR T AR 45 78 L2 CA Access Control T ANBEATAT:
frvim), R

er winservice spooler defaccess(none) owner(nobody)

RJe, AT LU seaudit SEFIREP A1 N 5 6 3T BDRE ¥ IR 55 1O AT U7 1)
2k, W PR:

seaudit -resource WINSERVICE *spooler* *

%4 Bt T WINSERVICE [ T4 4 B et JX810 A I 64T
ERT RS OV I SR BT ok 2R R 5 S R

seaudit - Audit log lister

03 Apr 2008 16:53:48 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
¢:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:48 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
¢:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:50 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
¢:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:50 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:53 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:53 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:54:10 D WINSERVICE bigHost1l\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:10 D WINSERVICE bigHost1l\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:19 D WINSERVICE bigHost1l\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
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C:\WINDOWS\regedit.exe bigHostl.comp.com
03 Apr 2008 16:54:26 D WINSERVICE bigHost1\Administrator Read 69 2
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com
03 Apr 2008 16:54:26 D WINSERVICE bigHost1l\Administrator Modify 69 2
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

Total records displayed 11

Windows Y2459

1 CA Access Control, #1] LI Windows 73 & i .

BT LUBRDRE REGKEY JR 1B 70 e 2 V1R SR JLdkAT IR Y. SRS
AL HAR BRI A, g R R B (N0 () AR o

WM B A U ) B AN 23 SR A2 M B ) B K ) {ELAL
26 (GBI THERRAL, I BRA T R A A ) BB

CA Access Control ¥ 7t Windows Server 2003 Fl1 51 & it A< ] Windows &4t
37 FE AC FABEH Y REGVAL Wi, FEIXLE R S: |-, CA Access Control ¢
{547 REGVAL 2T RAE, I H. REGKEY 17 [0 A FR A 5% i b v i 3% B
IV ] o

1E BRI 2245 |, CA Access Control A3 #7 AC 2185 77 1) REGVAL %
W, I H REGKEY 135 5 (195 1) A BIR 25 5 M 5o v A 2R BB 1 1 1) o

REGKEY Fll REGVAL il sk LA AR I 4544 . FEAMIC AR LU Access

Control #1|3:
s ACL

m  CALACL

s NACL

s PACL
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REGVAL Fl REGKEY 1l 3& AR SLVFAH [RI U7 i) R 8, W1 R P :
= READ

=  WRITE

= DELETE

=

VER: CA Access Control JEM R AP AL RY INEANEIZL Hive O IR
$E.  7F Windows Server 2008 [ ¥ S A R 48 L, WU ALK

“NONE” {5 7] 3 2238 V5 9] 52 R PP T E A,  CA Access Control 233 [H]
{f REG_NONE. REG_NONE {ECRF- iM% EA7 (L, (HAS BARUE X (E 2

H4.

P Windows YR TR
0] VRS Windows VEMER I, iXFE R LA Windows #/EHR AL 2 R4,
24" Windows V3R TR

1. WSS EAY ] REGKEY F1 REGVAL ZKic 5%, 15 ix Lb5 34 kb T35 5h
RE. CENERMEN T TEIRES. )

2. Q)% REGKEY B REGVAL i3, Fff I B AR 1y M 2R B sk AE 1) 44
R %1055 o

ER: SRR AR L AR e RS . T DU I
FCAFRARE IR EAEBE T 1T AT 7 B B A1

ALY MR T BN i CA Access Control Jiic s 3 AL BRI 17 o) A B
ZERP

3. CAliE) e Rl [R5 ) BCPR 43 Bic 2] REGKEY B, REGVAL it 3%
1 AH N [t Access Control 5136 .

Bl SRABERHE R BRI BRI AR T
LAN selang i 2K S i T2 B 10 BRA U el BLBR“TE”
er REGKEY HKEY LOCAL MACHINE\SOFTWARE\Test\Keyl defacc(NONE) owner(nobody)

RIE, 3 keyd BRIV I BLBR AN R o

HAE A BT Windows Server  Windows Server
Windows Server 2003 REFRA 2008 K E FHRA
2003 KR4 RIR% RIR%%

M2 -t g EEAL 4 4
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BiIE A BT Windows Server  Windows Server
Windows Server 2003 X EEIRA 2008 X FE HhA
2003 KR4 KRS RIRAK

). B, O g CEEA]

iy 4 B IH b

VA e = R g g

1) hive

LV EIEN 4 g U

BRHC. g, B O4E FVF U

iy 4 B R AR

MoZsFHE 7 a4 FVF U

{5

llpE s OV O U

). B, | ORVF fF o

fir 4 B BR 1

{5

E e EE T R U U

Bt 1 hive

Bl: SRBENHE RS BRI 5 I A R EL

LA selang iir &R B 0 I B AR BRIV il PR “ 52 R «
er REGKEY HKEY LOCAL MACHINE\SOFTWARE\Test\Keyl defacc(READ) owner(nobody)

HIE, 3 Key 1 BRIV LR AR TR

#1E A BT Windows Server  Windows Server
Windows Server 2003 R EERRA 2008 & E A
2003 KRS

M2 -t VP VP VP

ERilgs U O O

B Ear 4 el a4 4 4

i) I e

P AEVE R I R 4 4

_EF#) hive

VI VP VP VP

BEHUE U O O
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BE A BT Windows Server  Windows Server
Windows Server 2003 X EERA 2008 KX FEE A
2003 KRS

Bk, Fwav 4ol g fOVF O

LA

WAsTEER T R O OV

Bt

B FOVF U Y

). B OV FOVF FOVF

iy 44 B 1

B

InEEEE - i U Y

B 177 hive

M2 TRl OV U O

e OV fOVF FOVF

7B SR MR S L AT BRIV i) AR T
LAN selang iir &R B O T B b AT B (K BRI U IR B “ I«
er REGKEY HKEY LOCAL MACHINE\SOFTWARE\Test\Keyl\* defacc(NONE) owner(nobody)

WRCAT (*) AN T Keyl, (HEHT Keyd MFTAT 18 XA X Keyl
PT T REAEATE S U I AR R T AEAE SRR, thaedE

2 AR A A4 IOMIER Keyd (I )

A4 FUVEXS Keyl RMEREAT VTR X Keyl HY-FHE4EL (451t
Key1\subkey1\ FI{E) V5 M) BLBRAEAN A ) Windows 40 2 A4 T 72 5«

m  7F Windows Server 2003 Fl 5 5 il A ) 2.4¢ I,

IR M2

keyl HIATA - SEAE HIVT M ALRR, (HI2FrIEIHE . Eardd. MIERAIEL

PO LR [ 77 T BLFR

»  7EHT Windows Server 2003 [ &2 4% |, Zan 24 40%F Keyl 1) FHE{E

(K1 BT A U5 ) B
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DRI SRR R

A SRR AR AT AR T

P selang i 27 Windows Server 2003 Fl1HE SR AS K R 48 ¥ i@ 1 1y
[ BB “ T SR AR e S VM R A -

er REGVAL HKEY LOCAL_MACHINE\SOFTWARE\TestKey\valuel defacc(NONE) owner (nobody)

VR : 7 Windows Server 2008 A 5 =i A 2 458 |, 4n S 1)7 i) A A “NONE”
IV ) 3 22 U W) 52 AR IV E R (B,  CA Access Control 21 [H]{H
REG_NONE. REG_NONE {E ¥ i K AEATAE s (HA S BAR UL Z A2 AT 4

PRI SO B

B HoE TP SRR S SR, IR AT RSO I
(EREY S 7 L L TN el SRR S <= = Wi € L -V €

HERE: SUHFEBEAAE NTFS X RS LT . A SO I e 4
{5 B, 1524 Microsoft Developer Network (MSDN) J= ¥4 3if; .

MG SO, CA Access Control ¥ [ B SC2F (K BRI B8R 37

fian, ORI ST e:\foo.txt [ BEXT c:\foo.txt::SDATA HIALFE . {H

&, CA Access Control AN4x H B R EATAEBA B L, X TixX L85

W, RS I A ST R AR 6

BRSPS AR, ERAT L P EREZ —

w  BRPRRE AR, IE LIRS B SR .
drive:\path\filename.ext:stream

w  BRPREE SRR E B, TR DN S S
drive:\path\filename.ext:stream:type

w BRI, TR DA% 2O SR

drive:\path\filename.ext:*
Bl ARG TR BRI

LT selang fir &R QI AT ER37 S c:\foo. txt Hh B A3 Sl I o8 FH S
R

er file c:\foo.txt:* owner(nobody) defaccess(none)

St
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SR

ol RPREEEIER
PR selang i 24 A & il R4 S c:\foo.txt LU mystream ¥ 3CAF
HI) 2

er file c:\foo.txt:mystream owner(nobody) defaccess(none)

P ER SR

112 REMIIA], - CA Access Control il i RIMISK gy i Fft AR ) pAY 35 SCAPF -

o NHEBRIN — ORYECE SRS H S SCPE R AT
RN E SR YU

w BRUCHEN — CRA USO8 SR n 8 R SR AIE T8 A5 FROARAIE P A0
R 55 A UL o
T AR 2232 e IR ER DA o

PR ST

DAL SR DU R e SO H R SO AR s A SO . P SR A
selang PANE] UL H GV MIER . B2, BA] LIRS FILE LR 7 o5 S
PRI o d A I 2 FILE AEDU), CA Access Control 23k &2 1| A 34 3044
F

K4 T ¥ds FESC A2 A1, CA Access Control 45 FH P 38 SCAE AR 3P 1) S A A
PLR U5 R ABLRR «

= X CA Access Control PN #B3EFE 1 564 1]

OO AR ) SRR BT AR B Vi)

CA Access Control 45 FJ P & SCAE RN R 47 (1) Bt 22 SO B U5 ) AURR -
m  CA Access Control P SRR EICHE 2247 58 4 Uy [ SRR

m  NT AUTHORITY\System FH /= i B4 AT 132 HURC B

w TR AR IR 0 I PR AT U T BB

R A AT ) BT WA RAE r12.5 SP3 . FESCHT
(PIRRAS H, BRANTE LT BT A At U 1) 28 5 B30 12 SCRE A BB U [l A
{8

64 i i S PRYE . T Windows



AR

CA Access Control i FH PN SCAF R R R 51 S0k i3RI EE — 281
T IR SO B MR AR R I Can A& D . CA Access Control
TE N TR AR B R B e A R

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\AccessControl

W SO E R AR E S, BRI N R I AN REIC
XSS B o

X

TR AR IR

NS A

seosdrv.sys

%SystemRoot%\system32\drivers\seosdrv.sys

cainstrm.sys

%SystemRoot%\system32\drivers\cainstrm.sys

drveng.sys

%SystemRoot%\system32\drivers\drveng.sys

pwdchange.dll

%SystemRoot%\system32\pwdchange.dll

SUSRAUTH.dII

%SystemRoot%\system32\SUSRAUTH.dII

eACSubAuth.dll

%SystemRoot%\system32\eACSubAuth.dll

eACPasswordFltr.dll - %SystemRoot%\system32\eACPasswordFltr.dll
TSR SCfF SeOSD\dbdir ACInstallDir\Data\seosdb
g 35 Bh e 44 lang\help_path ACInstallDir\Data\help
By b SCA - AClInstallDir\bin
seosd.trace SeOSD\trace_file ACInstallDir\log
seos.audit logmgr\audit_log ACInstallDir\log
seos.audit.bak logmgr\audit_back ACInstallDir\log
seos.error logmgr\error_log ACInstallDir\log
seos.error.bak logmgr\error_back ACInstallDir\log
seos.msg message\filename ACInstallDir\Data

stop.ini STOP\STOPIniFileName AClnstallDir\Data
stopsignature.dat  STOP\STOPSignatureFileName ACInstallDir\Data
response.ini SeOSD\ResponseFile AClnstallDir\Data
audit.cfg logmgr\AuditFiltersFile AClInstallDir\Data

ER: AREERENHERGEE, WSH (25750)

i =z
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SR

BRI SRR
CA Access Control 7t %2 8] 25 il it BRSO R R AR S U S BR
I SCEEFINALE selang HHa] UL ELRE RS 1 I 54
K FIH CA Access Control I BRIA ST IR 3 (R BEURK SO BL S X 6
S ) AR R SRR 1)
{EZE Y, PMDBDIr /& S A K3 i (PMDB) LI H 3%, 1l
pmd_name ;RIS A0k, BRSO, PMDBDIr £ 1
AClnstallDir\Data. PMDBDir A7 EAE T A M A g e
HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Pmd\ Pmd directo
ry_
A BRIV IR A PR pwz sk
AClInstallDir\data\crypto\crypto.dat T sechkey
AClInstallDir\data\crypto\def root.pem* n sechkey
AClInstallDir\data\crypto\sub.key T sechkey
AClInstallDir\data\crypto\sub.pem n sechkey
AClInstallDir\log\policyfetcher.log E +policyfetcher
PMDBDir\pmd_name L, Chdir -
PMDBDir\pmd_name\* SR, AT -
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NI

S5 HHFEMN

BEFR AL DR 6

VB (p. 67)

1 E V5 W AR - 71 (p. 67)

Vil #1513 (p. 68)
] fiff 5 0 R P U 1 BUR (p. 70)
FH P AN 7 i AR 2 (R 5.3 (p. 71)
AR FHIRBEE (p. 72)

Ui ) A PR
CA Access Control [ 3£ %L H 152 73 BC AT 55 5B A T U5 R AR
Vi M BR 4 2 HAT DL 4148
FTUGR IR, B, SCfF. BN
ViR, B e, SN MHIBR. Bk, BAT
w YjinFE, AR AT EUE A
WL —Mpai 2 Mg oUE L, W P AR ERR 7 507 0] 95 Y6
w  JH7 B RS ACL #2710 U5 ) BLRR
w7 RA VIR AL A

s HPEIT EA U RBR R . B, H P HAAYE SPECIALPGM 25
BATFEFIOACRE, 57 SUDO ZEHhia 4T a2 IR R o

R AR BURITEAS S, 20 (selang Z5751H) -

BB VT FIBLR - 75
TRl PSS P T B AR

LR selang i 2% N 3B H 7 internal_user ¥ N3 2 tty30 Y ACL, 1] 2%
i 452 1 LU Tl AP <

authorize TERMINAL tty30 access(READ) uid(internal user)
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ZAREEGIRIES

Bl A P 2T R ER T AR

PLF selang fir 2 #AMV FH 7 Terry 8 I 2 2 tty30 [ ACL,  [n] 45 4% 17
BEHC A PR

authorize TERMINAL tty30 access(READ) xuid(Terry)
Bl EBUARNE A P BRI AR

LLF selang iy 2 Kf Terry % &5 tty30 A7 i) A PR % & 4 none, DAiE 44
T Terry 115 1] :

authorize TERMINAL tty30 access(NONE) xuid(Terry)
Zy RN o | o E Dt i 0 Y

LR selang v M2 i tty30 1K) ACL IR Terry:

authorize- TERMINAL tty30 xuid(Terry) access-

Terry B FAT X 23 (1R A U7 ) AL PR o

z 1 PO o 425 Wk o e = 0 R L >4 S

LUK selang fir &RV Terry & 0 HAT & BEAT 2 ARV 57

B,

authorize ADMIN USER xuid(Terry)
authorize ADMIN FILE xuid(Terry)

VI R HIFIR

Sob 28 Y 17 ) AL PR AF Access Control 41| 45 7€ « BN EUFIC 2D EA
P Access Control %13 :

ACL

FRE R T BHURT R BLR KI5 i 2 b LA 1 U7 T BB 2828
NACL

TR E WAL BT IR B 07 17 5 S FABABR LA U iR BUFR )28

jﬂi{o

D BRI IR T AR FTAE AT, B e A R AR A R
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kSRS

AT R FIR

251 Access Control 513 (CACL) #2417 ACL ¥ . 15 [m) 35 AUy in)
PEURI , QBB ACL AT NACL AR Az F e L7 I AR, W) CA Access
Control ¥ £ £ 25 1F Access Control %13 .

%A Access Control F13 LL— iRy 5 J7 3045 78 X B s ) B U5 K107 ) BB,
B IE L AE HIE E R

wtn, Ha] LIS FH 451 Access Control 41|38 5 SRS 238 BE R
CA Access Control foi# H LA 4544 Access Control %1| 3% :
m  FE/F Access Control %1)3 (PACL)

m  TCP 2§ Access Control ¥1|3
m  CALENDAR 2% Access Control 1|3

PR 451 Access Control FIIZE 4% H e L—AN48H, W] LU# ] selang

authorize 72 1Y) via &I .

5 HAh Access Control |58 —#f, 25fF Access Control 513 Hh [R5/~ 4% H
F8 8 W T U ) UL PR 1) 77 1n) 28 S A% T IR U7 I B PR PR 7L, eAb,
&1 Access Control #3814k H ik 45 2 /3 BUBL R P 454 X T PACL,
SAIEREP I FK, Vi )& TG BIBAT AT A e A U5 ) BURR

7~ A PACL

BLAGE ANV J sysadm1 X A] i 18 4T AR secured_su N ABZE T,
AU UL selang fiv 245 a2 AH R [ 45 15 Tl B0 -

authorize SURROGATE user.root xuid(sysadml) via(pgm(secured su))

defaccess - BRIAT A E B

PR IIC 5% ] AL FEER A VT 1) B defaccess. defaccess “FELIIMETRE ft
VAR %5 Y5 Access Control Bl H 34 A0 B 115 1) 24 FH 11075 Tl AR

5% FIE 69



e A 5 6 DR R IR 7 T ACPR

0 i S o B O 0 U TR A R

2495 0] 2R U7 ) YRS, CA Access Control 3 i 42 R 556 2 171
AT —IREZ A AR A A VT AR, B R8s . WERAEATAT—Ik
Kt AR T ViRl g5 R (FE4AEE o7 iR)) . ) CA Access Control A~
HE— S PPATA B A R [H] 45 2

CA Access Control IZ4TIX LRy AP AR L, BRAE DL T, X T 4500
PEUs, CA Access Control 35142 LA 345 5 U 1) 1 5% «

1. FET BRI IR] A PR

2. BREMPTAA CRVFITA & BT V5 D

3. Bl1fufx

4. BRRH NACL

5. BRI ACL

6. BHE PACL

7. WM defaccess F-BL

B¢ 5 P IIURS 25 B F accpacl 280 A W BRI o » S A LUIE L3 ] selang
AW B IE I setpacl- K2R %) %5 PACL I H .

—I Access Control IR 0] L& AL A 14 H - B, ol LVE
SR 204 H, dn] CLaS AP BN M4%H. CA
Access Control 7ERE AN N AN 2 ks B AN O A nTREMI 45 H . A%
CA Access Control WAl PSS FIU e 5 5, 15210 _OH
JUORIA V5 AR Z (B I BB (p. 71).

Bl SO S5 RAUR
TERER, B4 N userl HV5 IA] & 22 5L U UK filed.

{5 R#d, CA Access Control #%J# accpacl 36T [ BRI\ ¥ B 8 1 PACL.

NACL AT ACLF T PACLHF T defaccess T 45 EABUR
userl 1% H userl 1% H userl 1% H KI%H

iy (Any) (Any) (Any) FE S OB PR
(Not defined) VW (Any) (Any) FE s OB PR
(Not defined) BRI (Any) (Any) BT OB PR
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HI P N g i) BUBR 22 18] ) . 5))

NACLTTAF  ACLHAHTF PACLHAT defaccess ' 45 5AUR
userl K% H userl 1% H userl F1%H WI4%H
(Not defined) (Not defined) via pgm (Any) T
securereader securereader
FEJP I
(Not defined) (Not defined) (Not defined) i3:Ht P T s LR

R4 H R4 (Not defined), N7~ Access Control 41|13 HH ANAEAE T
userl %5 H -

RS HERA (Any), WK IR1Z Access Control #1138 H 1) 4% H T B 2L,
A CA Access Control A% Hgk AT 2 o

CA Access Control K & ¥ MAERIA . 1EEE, ST IrE1T KU,

FLAT 5 SCHIT R BCPR K B0 A RS B ek S A E (Any)o ARG
5E SIS ) BB IR e 2 (4 AT 5ok 39 HATE (Not defined).

F P A0 5 IR AL ER 22 8] K L3
R B DR P BRI AL 5 K S PR, 47kl
BERTHESATIRGE ., IR T URAEN 8 P (A 1R 2) I
I VA AT OB, 22 B R R

R OB B AU (p. 72)IE 50 (BRIABEED

APEYRAIR A1 U5EAR 42 BUFEsR SRV ERR
Vi I AR 2 (Any) (Any) iy ) Bl A 4
i ] AL (Any) (Any) T ] AL
(Not defined) Y Ia) LA AL (Not defined) Yy ) AL
(Not defined) (Not defined) Ty ) DA AL T ] AL
(Not defined) i 1) AR AL i 1) AR AL Ui 1) AL
(Not defined) U ) B 4 (Any) U ) B 4
(Not defined) (Any) P EE & S Vil B

AR 2 H 27”74 (Not defined), WIRZRBAT I I 845 SUEAT 26 H

RS H BN A (Any), WIZR RV AR T B8, [X1 4 CA Access Control
ANKF HHEA TR A
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e CNE S IR

ERABFR (ACCGRR)

R HEETT (ACCGRR) $41H CA Access Control K 2 %5 f1 ACL () )5 30,
4 % )5 FH ACCGRR, ] CA Access Control 235 7 ACL LASRAS 1 B J& 16 i
AU THIBR . A% ACCGRR, IJ CA Access Control 2457t ACL LA
BFE AT AN K4 H B & none. WA, WSE4iR. &
| CA Access Control ¥ 2% BT 214« H, Access Control %1)3& H1 26—~
ap; S H RS BONIEOL T, & B .

)5 H ACCGRR 3&I, W LA FHLL R selang fiv4:

setoptions accgrr

AR ACCGRR 1B, W LMFEHILL T selang fiv 4

setoptions accgrr-

ZEFIH . FAINIRE

ZEFH

ZER

G RN e A B AL T BRI YR Uy 1) (g Aty 5K, IX 2% Access
Control #IZR VLI IAMN T

BARRZT R 2 ON SRR 10753, T SRR A RS
H AT B

LRI RE N S FLEs U5 1) RTGEIR 1 0 2 255 Z [AIR#%. WisR s v
H LGN T Bess IR N 2 A g0, BIAEAEBHIRTK Access Control
SR T T U RR, U7 1) 5 ANRES ) BER . R TR %
ELHNZE, BARILGEIAT 2R

ARG WV R E AREVT ) A G AN R F AT B

ZRIHiE CATEGORY LA FK. R LA Uy 1) 5 A5 U5 0 i 2 4
e AR IR B S B 1R SRR o LI BT AT 2 2RI, Vi A
REVT M 19t U6
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YO FAREE

RENE

LARFNEIE SECLABEL R LKA TR L bR 2 g M 2 4
FENARGRIE L o K22 A hRRE S IC R V) ) 3 BB, % T i) a4 Bk
PR %L AR AR A G I L B JONM 22 . Uk R
it D7 17 2 BE YRR AR AT 5 (K 2 4 U IS 23 i o

Bl A 22 HR%E High_Security

5 High_Security &5 22 4203 255 45224225 5)) MANAGEMENT Al
CONFIDENTIAL ff) 224 Fr%%

W HLEE R F userl 43 BR4h % 4= hR%5 High_Security, W userl ff) 22428 5 K
255, BAMEEA 24255 MANAGEMENT FiI CONFIDENTIAL.

5% AN 73






26

NI

iadl Y

BEER A AL DU 328

H P BHULRY (p. 75)

1% B Surrogate DO _[_ FL (p. 80)

5 X SUDO il (fES54RUR)  (p. 81)
A 2 TEEAEARE (p. 87)

H PSR

{F CA Access Control 773 Ji] SURROGATE 21, [A]If B I 7 A RLAR 3 .
W BR80T DA e AE R I SV E A LR, P ER
MR L SID CbriifT) Xy HAth SID. 3X AT LA 1k P TEAL
ERAEMIE L S B ILAB A i & 4y

ER: ZebnRF R T 8 R G U s 87

Bl , s SCB IEAFART T P A4 BE 53 1) CA Access Control B i
Tom X E LA BE 03 G0 Is TR P IME AT F- 284155 1] CA Access
Control N FCVFFERFHUT, K14 Tom A BLFR AL HE 51 ,

& nr DAL AP AT H P B AR

n BRI

PR
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I U RS

F P A2

WA TR EAR, CA Access Control NN #2455 | Windows
RunAs SCH TR BRI . P800 76 I SZRE 1 Windows hit
A AR

EE: AE PR R CBTJS H SURROGATE K1) , BRIAE LT

2 A H PR

PR A A ARG LR A

m  CA Access Control U3 4¢ H S WAL TS SR IR o
FVFZ Windows W HFEFH (45 RunAs S2H T H) , NT
AUTHORITY\SYSTEM H J* S 300 SR 10 7 I HLAE A RLE =k . FH P
B S N PAT IZSEH TR, A S IER I NT
AUTHORITY\SYSTEM FH /. #il2, 21 Tom $HAT RunAs RAF L B

1, 1M NT AUTHORITY\SYSTEM i S L AR fLiE Sk, B4 CA Access
Control =% Tom RS G R .

[ PAT RunAs SEA T ELIf, CA Access Control A4 &+ A5 1E
;J‘_\{o

R X PR BE K Wi B /MK

PR S F L, CA Access Control ANFEEHREF Windows HBEFE )
IR K

76 i i S PRYE . T Windows



P B RS

AR A

R )3 I N AZ AR A4, CA Access Control 2248814 Windows HEFE
PIRFAN LI K o AR P2 AN o] AZEAT AR SZHE 1Y) Windows fiiAs FAf
o

ER: A RAW LUE ] AR Windows IR EEZfE L, 1525
i CRAHATD

WARZBL PR A, 50T LUORY7E Windows T B3 H1 4 A
EONTER

WRZARE AR N DI EFE LU A

I NT AUTHORITY\SYSTEM H /S B4Ulid sk ity H 7 I HLAE ARG =K,
CA Access Control A2 3 H AR Sk i H 7 .

B, RunAs. ftp Al Telnet i =K #S /% H1 NT AUTHORITY\SYSTEM F
FLH . W Tom 04T RunAs SKAEIAS B EY, 17 NT
AUTHORITY\SYSTEM H 42 AL 5K, F4 CA Access Control 23
NT AUTHORITY\SYSTEM 1R 51 A i K (1K1 7 o

m  CA Access Control 235 E R G0 A Ky I W #AE RN RLIE K,
ZEAE A B TERERZ
H AR CA Access Control 2 ZEAEFIIE K, (H A2 AL G | AT A A AL
EZ eV RN
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I U RS

CA Access Control X P AFLIE K B N 5 7

SURROGATE R H [P fEANIE S Al 7 T OR3P P A S A0l 238 A 5 1) Bl
fill.  CA Access Control W HFULTE KAWL A N GE FH AU F U5 Il [ Fh S 6 42
SURROGATE R H [P sk KRR HA B4 (B R4 7 54l .

2 H P el 2 AR oAt 7 B2 1R SR ), CA Access Control 24047 LA
R
1. KA 7 54 F) SURROGATE i sk KV [ 4% A . #R¥E SURROGATE it
x*, SKRAELUFIHER.Z —
s a4 SURROGATE it s % ] Ao ir b 4 il
CA Access Control 1 FH SURROGATE T3 135 0] PE AR 7 Bk3E
LA SR
a7 ERA S SURROGATE i3k .
TN LR 2,
2. Ko ek BRI SURROGATE 0 35 [R5 ) 34, 41 R s

n WRESR AR ST, CA Access Control 234 USER._default
SURROGATE it 5% H 5 I U7 Il AL T 7

n WG SR A R4, CA Access Control 3% GROUP._default
SURROGATE it s H e L7 i) R A84% T P .

YER: USER._default. GROUP._default fil _default SURROGATE i\ ]
RNV ) BB AR o IXTE RS CA Access Control fE VAT i 3K
R B4, BRIER B4 1) SURROGATE sk 2% F Mg sk, 22
FAOAT A, 1 B B USER._default AT GROUP._default i3 RV [l 4%
Bl fEiiid 824 _default SURROGATE it s [T Ml 2Rk Ay HH
FIZH v A [ BRI U5 R 428
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P B RS

J& R AR
S D P AL R T A2 U SV S A P R K

JB R PR R
Lo (A R AR, ks o

>
=3

a. 151k CA Access Control.
b. K A MERAEE SR 1:

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\
Se0SD\SurrogateInterceptionMode

c. HHA3) CA Access Control,
HEE: AN A P k.
2. HT7F selang iy 24N 1.
3. JiH SURROGATE 2%:
setoptions class+(SURROGATE)
4. 7€ X SURROGATE i3k 1] selang #I LAEREAT CA Access Control S -

5. COUGEH T WAZBEFEED 2 SO, A fe i SYSTEM JH 7 A5
SR K] -
auth SURROGATE USER.Administrator uid("NT AUTHORITY\SYSTEM") acc(R)
Windows H§7F 2 S HIRE P AIR ST (Blin“isqT 537D U0 "NT
AUTHORITY\SYSTEM" I A2 ia 475l TR MR AG I o REab A,
SYSTEM F 5 SCHRIN DA fovFis AT IX 485z J] T EL ] 40l HeAt
S

Bl SEHEATELIE K

R AREE A S B LR, RIELE selang BRI S VAR A6
AL )

editres SURROGATE default defaccess(READ)
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W H Surrogate DO - H

Bl BELERERE AP AR

AR R e (D S WA S VR AL, SIELR selang MEUBEL EAE AT 1T
SR B O -

newres SURROGATE USER.Administrator defaccess(NONE)
s VAR
AR A O3 A e B R BE B

authorize SURROGATE USER.Administrator gid("Administrators")

% & Surrogate DO T K

BAEBL AR N BB Rl EEAT AT U 7 A Re AT (4
%

PG TT S [ T AT IR LS P R - T ) b, X2 fE S B
frzcd. a0 (MORFF MR REN) Sl R g0 R 4k
B P BT B TAE S5 IR R S B

Surrogate DO (sesudo) SZH R TIXAHMES . & RV H P 4T SUDO
K (HAPRFLEFEE N HAD e SCRERAE, $5 e MiLe ] - Fngl n]
PLZATIIA, DL FIX— H 4 A 106 ZE AR .

fian, 2he A 8hfE G4 B R4 11 sUDO Bl CRUUF R H o R4
—FE) , IEHIALLT selang it 4 :

newres SUDO StartSpooler data("net start spooler")

1% newres i 2 ¥ StartSpooler & XN 2RI IREAE, HELeH] ] gesksd
PAT I RGAUE

HEEPH ! L R P e R A A . D BRARAL AT RESS
BEAMBHAT AR R F SR PR RS R S REF .

Ak, Wit A authorize fiv 4, 1 AFZAUH 04T StartSpooler #4141
o, EARVFH ) operatorl JA 8N 5 & T ENREIT IS, 1A LLE selang

authorize SUDO StartSpooler uid(operatorl)

W n] LM authorize v 2 WAHB 1 F P BTS2 ARG 81 Bln, 22
1L 7 operator2 JA 3G G 4T EIRET" s, EHIALL selang fir %

authorize SUDO StartSpooler uid(operator2) access(None)
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€ X SUDO ik (fES54RTR)

14T sesudo SRR PAT Z R AR Hilan, WAL T4 iE, H
J operator1 RIn] JH 8“5 55 4T EDFRT” e 55

sesudo -do StartSpooler

sesudo | H. 5 50 & & B BUH P 34T SUDO #efE, AR5, WS AUH
P BEIR, WAT B2 A o S a2 A . FERATI R, sesudo £
I TP operatorl $iT StartSpooler #:4E, AR50 H KRG 40 H @y

4 “net start spooler” .

ER: K sesudo SKHREIFINTRANE B, W2 (2H7515)

& X SUDO itk (fFFIRIR)

SUDO R H (AL SR A7 Bl iy & JIAAS, SR, I A n] DG i FH AR Kz
AT . AR Y e 77 B SUDO 13 LA R AT IX LB AR ) sesudo i
LR

HE: WAREIEAR H A Windows W FEF ¥ SUDO idsk, Rl s

SUDO kA HAMRIL . WERAR EAZ T brE, NP ER G
IBAT, MRS AT . ARG R, WS (e 757 ) -

£ SUDO ik, VRS M TR R g, 3 AR ) B R i

comment J&VEE L T JIAS, AT AAEI R Ao — A~ sl A 245 11k
RVHEHIIHAZSHAE . A comment J& P LA 5] 5, IFH
NAZALE ] ATAT SO e dE AR A PR T L AT AT S, BABI IERRIS R
L RBEAT AL

PLR 2 comment J& P& =

comment ('cmd[; [prohibited-values][;permitted-values]]"')

PR 25 LB AN SR VR AE HT OB R B2 AT R, BT LT ) comment J PE(E
LUE:

newres SUDO NET comment('net use')

A
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%€ X SUDO sk (fT454RTR)

Zan A T A K 7R T4 sesudo NET AT 2 “net use” .  ANEEHIFF

SEMASHEAL; SRVHEH AT A S B

i PSR ACAT AN Dh RESR I AR B, W] LR A5 2 45 H] (1 2 K0 Se vt
M2 T LA B AC AT AR HERK) Windows SBRCTT . 2518 HI I 24k
AMAVFEH S Bt ] L5 H B2 &

B i
SA FRHE
$G AT CA Access Control 4144
$H CBGE AT UNDO DU K35 HSRIT Sk 2 5L
SN AEIEN
$O 1217 sesudo 1] CA Access Control FH /' It £ F%
su LA CA Access Control /' 44
Se .
A st A FU i T8 AN AT v 2 50 SUDO i .
sf WA A4
$g AT Windows 2144
sh WA ENA
$r HA Windows 325 ] SR A LA ST
Su A5 Windows F J7 44
Sw HA Windows 5 1 [a) B R IR A S04
$x HA Windows AT U5 i) AL R 1B S0 AT

AN ZEHZ BRI IR BN BUA, AT L R34t

» S RBEIANMBER N SEUE, B eI REART SN, B
s WREEE A ER] -start, (HAVE AT ILAR S 4L, 3
BN T TR iy 2

newres SUDO scriptname comment('cmd;-start')
Jerp emd ORI IIAS .

AL, WA RV AT S 50E, (A EEAE A 2S5, %
PLR 77 20E X SUDO g3k :

newres SUDO scriptname comment('cmd;*')
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€ X SUDO ik (fES54RTR)

R A SHA ZAZEH R, EEH SR 2 Ba s . i,
R AR - F’ﬁﬂ% -start 1 -stop, HEARVFH G BT HoA 24,
T % N TH Ay 7

newres SUDO scriptname comment('cmd;-start -stop')

WERZ AN HASHA EE, WSS ER (|M’E77%Qﬂ*"‘ﬁﬁﬁ‘2fﬂ
IR eE. B, WitREak FH % -start FI1 -stop F/ERRIAS (1) 56
MZHOIEE IR IORATAT 9 1 ) Windows ﬁﬁF‘%ﬁHﬁ?%:/\%ﬁl (i
ZYFTHIFASEYR) , IHHA FHm2:

newres SUDO scriptname comment('cmd;-start -stop | $u')

WRMARZHZ THIRD IS E, WEJa—HEE S ER G M TP
AHRSH

VS
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%€ X SUDO sk (fT454RTR)

WK 2 P 2 B I R B N 2 AS .
»  sesudo SEFHRE AT B S A :
- Vi UL ECATAT AN () 2816
- VSRS DA 2 A
XM WA SR EAZE R ZI3 T, WIHMELE SR VEE B g
JE TS, WARVHERE.

w SR AR PIR Y ZE PR T B S AT IR P AR 5
G5 A . RIMERRAZEMERN SR, P B a5 &0, 548
ARV B, RS VRE NAME 1E 4 JIAS (1 25
{E, IERIA N Ay 4

newres SUDO scriptname comment('cmd;;NAME')
» EWAES R R,
- WMRAASHAE A RVEE, R TR 2 BRAT .
- WMRBAWASEEATSCVHE, B TER (1) 158 &4 e vr
HZ H 7 B AT o

B, WREHWANZH, B DS EIUEEUE T AN RE /& Windows
HP 4, B AUE T BRI ANEEE Windows 4144, WG KA
NI AT

newres SUDO scriptname comment('cmd;$u | $g ;$N | $A')

RIS 82 T 2K Wisa — AV i 2 ek il
M RRSE

K, comment JEMER5esA& . HhRHA, RERENSEHE
FME, BERBENSERSLVHE:

comment ('cmd; \
paraml prohibl paraml prohib2 ... paraml prohibN | \
param2_prohibl param2 prohib2 ... param2_prohibN | \

N S
e e

paramN_prohibl paramN prohib2 ... paramN_prohibN ; \

paraml permitl paraml permit2 ... paraml permitN | \
param2_permitl param2 permit2 ... param2_permitN |
paramN _permitl paramN permit2 ... paramN_permitN')
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€ X SUDO ik (fES54RTR)

sesudo S P LU 7 SR A P A A (RN S 4L

1.

WASEN 2 E RVFRISEN ITEC . (AR V25N ANMEALE,
WA A e 2. )
WAZ N 2T HZEERSHON VL. CREE IR 25N ANEAE,
WAEH] BRI 25 O

WK ZHR S SRS BILI, BT S5 251 2 EE A LR,

| sesudo AT Z T2 o

. wE AP ZEAT net send FESTEUR
PUR R T ane] ik FH F Takashi #0447 net send 4, LA Gna] B 1At

AT net start i % :

1.

1F CA Access Control ¥ s & PR A, i« 7k iR, SRR 7
BCRFRIR” - F-IE IR

BB IR SIS s 75 22 M o

- RS TRIRY

R s AR5 HR IR BLIA o
B AR S5

R SR BT 55 DU

F R PR SRR HE R ) B

i &

ES NET

et net;start;send *
IREEA nobody

BRIV [ BLFR None GifERIEIID
BRI ) USER: Takashi

Allow: Execute

L ER Y e
RO AT 45 FRUR (SUDO) il % .
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%€ X SUDO sk (fT454RTR)

5. MRRAESS TR IR«
a. Ll Takashi G434 3%,
b. IR, PATLU N A2
sesudo -do NET start
BEISF R LA W R
sesudo: AAVHEH “start” 124555 1.
HE: netstart AT, P O HE O EEIRIE.
c. PATEUE:
sesudo -do NET send comp message

PAZIAT Z AT o
Bl AU AT N R P AT R A R R

F AT DU AR 4 B 70 MSC REER AT AL BRERAE, Tn N B P -

1. 7F CA Access Control ¥ S B v, FdsH ik, RGPy
B IR” F- 1L T

BB IR S I IR s A Ao M
2. HlifESSIRIR .

R TR LSS AR IR BUIH
3. gl .

R TR BT 55 BT
4. LR PR BUS R B

=R &

ZFR k%%

EAEIT c:\winnt\system32\mmc.exe
IRCE: nobody

bl Interactive (J&HHIETI)
NN None (iFRIZTID

FALI V] 0] USER: Tori

Allow: Execute
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e e (RN

PR
K QBT AR5 R IR (SUDO) il . “AC H. A IEIHAL T R 3l ik %5 m

ot ] LME R S i P S i AEERSS 1 LocalSystem ik iz
AT, %A A H o

5. MAAE 54 IR BN «
a. Ll Tori G4r% k.
b. IR, PATLL M4

sesudo -do services

c. mmc.exe )55,

BB P EBRIERES

TEERAERAS DI RERT 1T F T 2 T AR 5 sl 4N PR K
REFPITT ARG ARG HERH I AGXNH 7. BT LR ELE
H R P P MR S sk 2 b e i AN s R 8. — Btk )™,
VU6 250 T 2y SRS

R AETCEAER AT I, 208 0 S A i . ISR S R S
Iz P AN BE DS D oA e R

AT LAE T USER 2810 3k B GROUP 2R 0 sk R o # A Jai 1 1 B TG 1A R H
JG 8 FE W RAZ A E DB SO . 858 T LUEE ] SEOS 281K
INACT JE k. ARG A BT AT HL - BB ERAE

1 selang /1, A HILL T dir& T LAl 42 ey ) 5 € AR -

setoptions inactive (numdays)

SN VCERE CRE S 2 M RGTE BN R EAERCED | LA
i

editgrp groupName inactive (numdays)

BONH P ERE CRESZH T A EM RS ol E) »
PLR 4

editusr userName inactive (numdays)

ST HA I R, R L R A4

editusr userName resume

SR O R A OB SO, IR R N

editgrp userName resume
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(RN R S (RN

LAER GG GO EERIIC R A o A, WA AR A

setoptions inactive-

LA AW TR S i A, A LR A &
editgrp groupName inactive-

TR H P AR & sk A, W BL T 2

editusr userName inactive-
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F7E:. BEHHPEL

PEFR A0 BLUR 2
B B AR UE S (p. 89)

BC B 250 i K A (p. 90)
NS 5 KL (p. 90)

LR RPILIYE

A2 B T ARG UETTVE , (S B R ORGP T V0 R4 7 AE AR P 3 60 ) ) L
WA E S 5 THG I W AR A T R 3 R AR A A de R s e iR s it
90 28 B SR 326 ) B T BE R AT W R P2

Windows A —& 5 il FH A FH 20 1) 53 e B DL RN Kl , - ] DL B K 22 4
XL BLEEBIE.  CA Access Control ELAT AR FH e 56 50 4 22 4= I 2 1)
FESWIR

0] LLAE CA Access Control H 552 LA N R0

OB AS S LI A UCHC . T 7E 2500 S0 45 %2 CA Access
Control 71 1) AR5 A (1 A4

PrEEAGUSTH I 4.
PrE A S IEAE R A .

AN 5 IEAE R B A AU . CA Access Control A [X 43 K71y
H,

Pt A D AT AR SRS S P iR E N AR BRI R AT R
T B ANE TR 4T
R o o E A AT BN T A S R R AR

W i ANS /2 CA Access Control [ 3L 52 BRI Hin] 2 — o %3t
A 2% 78 Y Dictionary 1155 -

HKEY LOCAL MACHINE\Software\ComputerAssociates\AccessControl\passwd

FEAS SR 0AT e AL ATYIRR CEY, & RULA IR, AT il i
AEZRE e ) 15 58 J 32 P ) 3 6 o

FEAS RSB Z0AT — IS A IR . Sl AR — A R AL HTYIRR,,
BT LAy b P R e S s A . I S s R, AT
A DA SR g S HERG, SRR TR AL LRI .

%7 % AT 89



o=
I
&
=
il
i
(o

EFERERE

REZNRENE
1. 7E CA Access Control Ui S/ H v, P Bl &k I,
A2 MR 3715 e i BRI
2. AEUZRI X IR e T b o RO
W W RBOE T .
3. AEHT Sl X B R “PASSWORD” AR i Lk “ORAE o
I AR R T 3 0 o A 1
4. AE“SFENE” DR IR PR I B R SR
W 7 s B S DL I
5. BT HIR AT N, SRS R
T 78 SCIRY R R Gy 85 R DU 5 0 e B SO S B i il AUA T
(OUGEH T UNIXO B sepass SEFHFE T 5089 504
HER: AKX sepass SLHFF MG R, ESMW (2H/55) -

o

Bl SR A A

LN selang fiir &K o i e LA A, 5 SORUE Sl AR LAY
AL REN

o ANDTRECT AT

. ANEFRETRY

o TR

setoptions class+ (PASSWORD)
setoptions password(rules(alpha("6") lowercase("3") numeric("2")))

HER: K setoptions i A& N ITVEANE R, WESW (=FH755) -

FEAT B IR T B

AR AEIEAE A Windows NT R 40 B H P & %60, a5 3R 200 B
R, AFFEESR.

AR R WA AT & RIS Rk . IX ] e e B DL R AT A — Pl it DA 3 il 1) «
ORI TR TR K

n ZCEM R O, JRAELE T “Windows NT 58 X507 sl s B
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AT 1R S

XA R M
AR A A S S Bk (5 il i CA Access Control 553k
W B ISR

N T BEGIZAE R, W ORBCEAT & I A OER I E Y .

57w AT 91






®
0o
1

AR %

REHGE

HEEIR

[t 1 R e e

A2 (p. 93)

FAEHESK (p. 93)

WS 42 S Bl (p. 99)

CA Access Control 5 #% P 2 (p. 100)
HAZIERE (p. 110)

LA H AT (p. 114)

H i H & (p. 117)

GAWLE RG0S B0 1 B B B AT 55 2 e W A B R S vE 8l
M I A] B B TGS . A ALAE L R IAEE P S —TL A T] /D
1145, CA Access Control "1 4= H AZ I Re G LA N JLANJ7 1l -

w  EMRR VTSRS T O R A B DT BT 3 (1
WA ) By 1) B R B[R]

NSRRI T AR S R 2RO I, 38 R IE [
IR HVER

w2 A R ARG S e B e % B
PR PAT U AR 2 A Iz B R 1 T =
CA Access Control B AZARAJ] ELSE WA : 24 W% 4 BIERAE ST T R Gl

RO, (HAUREOM AR S A TR AR, U] DS S ity
2o DAEBEAT A (4 5

AW B WL T AUDITOR JBYEMIH o € XN 224 % 1)
P AP AT SAZAT 5%, B, 58280k B P g s B i e Ao .- it
Ab, AT E] LS CA Access Control S 4% T H., 175445 ADMIN J&
o

WSR2 LU RN, CA Access Control K 3R Fi4::
N R TR BIRAS
S5O AE B R A




R ON

sl mT DA R DA 18 FH R HAZ 67 T c:\data\payroll H B SO 3
5 17«

newres FILE c:\data\payroll\*

LT B R FILE RAE TSRS (BOAREIL )

BRI HIRE

BB

AR

CA Access Control #3k P FF S Y [y A
R

K BSOS B WU — 867, DABES A2 SRR AT H
= Audit

PR A, CA Access Control XA TR . K& - id 1y )i =K
HARIHAZIC 5. CA Access Control E A7 LU N a3k AR

w SEAsRHR

DA

LI/ IR A

ER: B (FS AT IE 95, EIXE e 4
TR AR HLAE St A e A A

AR C S T A A, AR A e AT U7 ).
TXPPRL S TSR A A 18 N SR B e i s . AR R, A
Access Control ¥R FAF L AZ FA TN, (HALLBEXRS ALK,
AR AT N . A, CA Access Control 5 70 VT B 83k 2 1 BT Vi
W R o IR T AT S i Az H Bl sk A s - P RV .

DL BIR 038 FH AN o AZ A
KA H LS KIEE] Unicenter .
EAH A, RVFITA M (P). RVTFIIEH A S RIXE]

Unicenter,
ISR P R

A AL ALK 7 AP, A L8N R T IR I B B IR 2 R o
TR
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ERON

BEMNEHRK

B

R B BRSO T AN, A i AR T 0 B . A
SR Ao X AT WA R AT TR SR B 2 PR

R ENH AL, 75K SeOSD\GeneralinterceptionMode CA Access
Control ¥ MR I E N 1.

BEEPEH ! WA AZAE, TR R AL R A IR RA 7 it o A%
HZE, FERH R HERRDREES K, 22582 % H E &
(p. 122)MFJk 1t

e p A e — AT N BIE IR JEYE . AT BRI, Gn G AR
AN H B EEIREE, Hoimlid & T U7 ), ) CA Access Control 4%
GNHZHESH AR FURES W, {H S5 ) 0. W SRS At 45
3, MRZE P I P B s A A T 5 A5

{NAE CA Access Control Ab-T-5¢ A3 5 bt = I 42 245 B X A4 2%

EE: 5 mEIR 2 CA Access Control for UNIX T S FE g mE—H#i .. CA
Access Control for Windows & 3 £ B R

MR BN BAE Uy ) S I, AT DU R o SR Al A A
WIIZE St SRS 2 1, A LA B di k% H & LAz T s SR i g . 1
] LU R seaudit fiy & BonH A% H & .

WK BATENE warning, WA LURFZR B & A, R BHEAL
o SRAL T E AR, 4 e i S U5 [ BN, CA Access Control 5 feiF
iR, JFESI B CIER AT Wi HETEAELH .
BRSSO WU RS T AR, R
EJETRAIIF HIE NS T&EBE, BRI 5
o

FR: WARRESCEEGEM warning, WG AT LUK E TS,
e IR BREA 1%E

Ez%‘lat

B FT AR (p. 94)




R ON

RKRFEETEHENX
R B AT S AR AT AU TR R AR RS T T R A A T I LR o

ER: B TR E TR EEAS, BOEn LR E T
(p. 97)

BREETESEK

1. fE CA Access Control %ij i 7 B rp 2 45 2L E T2 2 BIU ) BE U
W 7 A N PR A8 2 LT

2. PREUH AL IETR .
W S RN IZ B U ) o AR 2 I

3. MBS, RE LR
AT IR IR AL T A B

ER: BB, VD Y R RN, CA Access

Control 26 ZCRHE 5 0 B AN HIAZ H & B0 Wk B 5B W A% s Pk
KA ERAT

] sereport SEFHFLT (REH'S 6) A F A T BT A 7.
Bl KR TSR

PAF selang 7=l S c:\myfile B T & B

chres FILE c:\myfile warning

7Bl TR SO A AR

PLR selang 74 SCAF e\ myfile [F12 425 005 B

chres FIlE c:\myfile warning-

myfile BL7EA AL T2 45 8558, Rl CA Access Control 4t myfile 5l AT
ZIEESAUR

Bl R E TR AR

PLF selang 7~ 915 283 myterminal & T 1545 24

chres terminal myterminal warning

CA Access Control SCVFATAR[ AU ' A2 myterminal SE47 1 in), {H 2%}
AT AR A0 5 A 66 M2 2w U ) (10 FH P e s A sk
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ERON

BRETFELEA
R D B N R T SRR e e s W17 A 10/ T TS 2 Mt e 11
Ao AT DA S ROk M4 U R U R 25 2R, 1 TG W s bl P A T i £
FE0 .
BRETFEEHEHEK
1. {F CA Access Control ¥ B 58 v, FATU0 FEAE:
a. FRECE”.
b. LIRS
RTINS RN
2. NEVR TSR Rk s 5 Hh R R IR AE
3. RERAE
BEI B B — 25 WAV B, T 2N 8 3BT CA Access Control 317 .
B H A FES BN RE

STt CA Access Control I, 8 WA T A SR b Il I it 2 SR A
€ F P HAT U7 1) JL P 5 U AR DA R, DU 5 AT A, 2 )5 CA
Access Control 1 JT4f st il $HAT AH SR AR o

TR AL TR BRI BEUE, ) AR — A Bos I b T B
YRR o

LAV, WAL i
sereport -f pathname.html -r 6

CA Access Control 561 @4 45 o

HER: AKX sereport LI IIEANE R, WHSW (=F£751H)




R ON

AL TEEEARIR

WHTHAT R4

St CA Access Control I, 5 W AR B A I IR 1 0. o AR A
€ H P BA V5 o) SL AT 75 SRR AR AR, )R 56 A1 A5 A5, 2 J5 CA
Access Control $5 - 45 il 40 A 7 AH I T AL Ul

FER AT AR, 48] U CA Access Control s BEE Uk

BRI, IERIALLT selang 14
setoptions cwarnlist

CA Access Control ¥t g n—A~3, Hp WoR A T2 & mi ) 25,

HER: AKX setoptions FITELIME B, 1HZH (selang Z=F5751) -

0] B 5 AR I AT RGP R T R RS L0 N R P 4555
TERGEYEA IR, J 2 AR 35 10 BB CA Access Control AL, —
HIH 0 4ES AN 2 52 FH P 7 n) SE P 75 B TR U, D) D¢ P 15 B,
2 Jfi CA Access Control X} 5 55 sl AT AH S T RE )
BT RE LY A SR, W HAT DT A
1. LU selang BRIUZETF UG 4E 4 2 BIPRS00 B O B 5 B
setoptions class(NAME) flags(W)
2. PATHER .
3. TEHUTYEY JSIEAT seretrust SEA T H..
seretrust SRR 7 n] A2 BB PR AE £ 14 vh e SCRIRR P FH 2 4

T 1) selang v %o

4. 84T selang fir & K FHFH AT AL EHE 2 b SCRIRE .

5. fEHILAT selang LI A e B 228 75 A5 2 LUASH JE I SRS i«
setoptions class(NAME) flags- (W)

6. A CA Access Control 1% H &3
A% H L S YR 500 ) B U A

ER: K seretrust SKHIRFITRAE R, WEH (=£754) .
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ALY ) 22 s B

WAL ) AR5 3

PREZC ik

CA Access Control BRI/ SEZRT H &, LA 7R CA Access Control $HAT 1
A o IRELIC SR INEELE ACInstallDir\log\seosd.trace (H:+ ACInstallDir +&
14522245 CA Access Control [ H %) .

BTSRRI ) trace_file {ELAAEAT LA
HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Se0SD\

VBRI LA MERER SO R ik ic %, (R BRERD LS A R S A o e vt
(K1, 1A R s vt i

BRIANTE LR, CA Access Control N AER] aa b 3R] A il BREFVH Bl o CA Access
Control ¥Je5tb 2 )5, eBH s IEEREZNLSE], 1 HAAS A R BT B .

CA Access Control A= il AP 7Y [ R B i 5% -

w  HPEREROS — Wl SERGERAE, BN, userd Ui SCPF
c:\tmp\tmp.exe.

O BERERICR — WK ARG IERAE, B, Watchdog H5 AP BE
PEISELERINE

ERERIC M 5 N seos.trace XA, I H.oJ AAEH] trcfilter.ini SCAFBEAT %
R P R B AR, WIRER S NAZ T IR ER O S I, 4 1)
seos.audit A5 N VG S A% 0% o B AZ A0 AR M audit.cfg SCAFREFT 7
bri

R HRERR AR R SRADAE, TF H B2 158 s
A A o

%1 selang iy G FH P A B ER ) -

editusr userName audit(trace)

TEAERESC R B Zic 3, W seaudit SEH T H .




CA Access Control 1% P 2%

jipraiidzgtibed

A BR BRI L SO, AT DA A N AEERER SR B R I R ey B 20
R R 3128 SC AR A YR R R (1) trace_filter {EL¥R € 1

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Se0SD

ERINE M ACInstallDir\log\trcfilter.ini (H:H' ACInstallDir #5228 CA
Access Control [¥J H %)

BEEYIHH ! CA Access Control ¥4 7F 2285 1 ] 1) 5t BR B ok S, 1%
Hr 45 —4T: *seosd.trace*. MR IZIC %,

BRERIR L SO I R — AT AR R — B AN IR ER V5 ) BE 3. B, B
THERXS H P 5 18] Microsoft Word [IERER, T8 EERER ML LR BT
17:

*winword.exe*

CA Access Control EHIZ A

T AW, CA Access Control AR 78 Zd 122 s SCIR B AZ RN LA A
PEPE R, SR BER SR T AZIC . 3T HE TP il SR
P X H RN BEATIC AR
SER T AZER AL AR P R S R AT
w  SCAFUGIR) CFILE 28)
»  FFHAT (PROGRAM %)
m  JEMEEVI (REGKEY Al REGVAL 25)
» B (SURROGATE 29)
w24 (CONNECT, TCP. HOST. GHOST. HOSTNET Hl HOSTNP 2%)
m 5% (TERMINAL 25

HER: ASGAFBERI G P, EA TG E T BER B I R R
n RSSIRYT (WINSERVICE 28)
n  HEIIGUERIC (PASSWORD %)
n  HEREZ 1 (PROCESS 28)

R EL T CA Access Control # 3R,
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R

Windows I[85 s #4804 5% CA Access Control 1~ 54 B0k 7 v 32 Fr o

T AR E G . BRI, N & LA T 1

1 T4E Windows RS, 1 5 Y I TF AL P A4 il (DC) ) I
TAE, HiAE R geokuoe s P G s gt (BLA Sl CA Access
Control ¥ B3I AEAE) SHATHAER DC, Kk, #A4>DC L%
% CA Access Control,

1F Windows 45 4138471, CA Access Control & 3% 55 & (TERMINAL }i
0D FEAT DC b, MIETHE T HERRS 2% .

B, R A B AR B A A% B SO IR S A (RS 48 J8 T Windows
W —& 5, TANE T DO R P AT 1S s S, WIFEEEAE DC
e H b SRS 2 F g X CA Access Control & sk 5l . iX 2K K
W Ui e = so H sy, K AE DC i SO IR S5 g R AR B R G
By EIE o

HAEZ A DC Y, Al eSS AE Hidp—> DC AL P CA Access Control %3
S IAE. R, FATEELERTA DC 28] [P CA Access Control
SR R o

A DAIE IS UL P AR LS B R0 -l SRS L], AE LA L,
Jir5 DC #4° PMDB [T 1, sl ¥ DCs e EHL4l, 4R
S A8 FH v 0 SR A B S P SFemes

RPN 7 m b, KA S IR AT I . X
Sef METREIFANFE, DY B S A R — > DC _E#ET

XYL JE N Gracelogins. Last accessed Fll Last access time.

Wt ui, W, FHPJEYE Last access time [F{EAE DC 2 Al v G
JiiANIE],  [A2h CA Access Control ¥~ S 43 5 AIE & EHH —A> DC _Efid %
(1), MASELERTA DC b

SEORTIAT A CRIASEIH ) B g, #5284 CA Access
Control ZREAEAMAL /7 7 H A& U7 BRI AT SN B 2T
AH TSNS SEHL CRED A 50D

5 5EHT CA Access Control AN ¢ B AR ], 282 52 [ P (RDP)/ 2 i
58 S Yy amilAE H bR AR S5 28 BT . (B2, X T RDP Bk,
NAE HPRARSS #% %€ X CA Access Control &> Tl .




CA Access Control 1% PN 2%

SEEmEIREF CA Access Control FIZKI AR

el QEW#EAE) #, CA Access Control U1 Fic =gk A1)

m WRXT R PR 28 X, ) CA Access Control K5 il A T K )
FEAR $ TR B 1 # 2R Pl A

HIZR R
ALL iyt
SUCCESS FEVFUS )
FAIL V7 ) B AR 4

o WSRO BT A A, SR YT IR SR e T U5 PR, R
) o A% HAS S DSk (CWERERBIHFATREN, 5ok 2 RO« 4%
R R A E SR, VR AT

A P AN SR T R

I EF#ZBE H CA Access Control HFIZHFIAZ

LEAH A, CA Access Control ASALFHH52 A Bl g il A TR0 0] (1) 3K .
Ui )2 10 BT AT $23808 sk 344 L A CA Access Control {547 (1% 5 ) BT A3 42
A gC sk, TCR VT ) 75 R B

4] 58 2% CA Access Control EAFZHETH AR

A WP ITVE AT LARE 2L CA Access Control 5 AN H 1% H & 1A 2

w YRS R ) AUDIT JE K 2 X CA Access Control 5 N8 %
H &1 d a1

HEE: " LL#H GROUP B XGROUP (1] AUDIT J& P k¢ 14 & 41 b T 45 1%,
AL B . EE, T LU AUDIT Jo e v i 4Rk o1 1) o #%
R Chn 5 P i e %A U /E USER A0 5% XUSER ic s e i & 0440
A RTE SO S

U AZEC E SO audit.cfg K0 CA Access Control A3 31w 1% H
H g, AR audit.cfg SCUEB SR N2 H A% H &
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wE AN

Bk D HRZACSK I ECER, nT DURE R S N H &S0 R S AL A
I A8 SRR TSR LR H A A (RIS P AR R 2R 1D 2688 1D
KU 1D F P 1D A )RS K7 ) BEIE D 2 B PRI TE) [ B o R ] 1] g A
bR By, wl DL 15 E AuditRefreshPeriod 2 1 fR) 48 SR iEA T o
BB OLT s AuditRefreshPeriod E A% (0), X EMA A 4444 5
AN HEX .

X 12429 1%, CA Access Control 23 M4 24 i rh g S e AZ R £ B 1
e 3 248 5 7 I 52 7 R S 1 B A
FEAVT I AP ACRAT AUDIT JE P, AR B & BU N — A2 AMA
FAIL

SR PSS/ EN o L8
SUCCESS

SR 1) 38X B R BT 7] o
LOGINFAIL

WSV B RS 5. (WEAEH T2, )

HER: SxFMAEPMEA, 2R3 (A LOGIN) FI& = 1F
(P/D/W LOGIN), HXKIFLIME R, S (=%£755) .

HEYH: # I ZEE Unix EAT2
LOGINSUCCESS

WV B H R RN % REAE I T35 D
ALL

e 515 M) 4 1) FAIL, SUCCESS. LOGINFAIL A1 LOGINSUCCESS BX 75 5
(] FAIL F11 SUCCESS AH Al (1115 & o

NONE
AN SRAT AT 7 7 2 BRI 45 S

AR PP b G el SR U ) 2 BRSO SR N, 48T LR E AUDIT & 1
104 T USRS A5 WY R B )] N RIEAE SR PR B F - IS o




CA Access Control 1% P 2%

A% H 8 10 SRAR I IX L2 o A2 L R AR

LAUR 5O

w OISR ) AT AUDIT(ALL), 5103 T & s SRS CA
Access Control LY IR K HTH FA-¥ B d %, ANEVIRER

m WA CA Access Control fR47 (1B 1 Vs ) iy, 5 HL 1) 2 B BE

4 AUDIT(SUCCESS), A4 5% .

m WA CA Access Control fR47 (1B 1 Us ) R I, I LD 1) 2 BB

4 AUDIT(FAIL), F4#kic 5% .

HEA, AR I BCE ATIE RS, B ARHRHFR S B NG I EREAD

3, AN E AL KW B AN H &

E X CA Access Control 5\ ¥ # H & K H %544t

CA Access Control K¢ sl DRI 117 ) id s 5 AN B k% H & .

Access Control J M 261y jn) FA4E 5 N B AZ H &, 15 3 SCEHAZ 1 2t Y5 ek
Vi M]3 1 AUDIT JE A . f88ad m DA FH % J7 V248 %€ CA Access Control ¥

BN ERER AL R B H

1§11 AUDIT J& 1 K45 %E CA Access Control 5 N F1)'di % H i (1) ¥ % 21k
{i ] selang 5% CA Access Control Jiij 55 & BEL Sk 4y DL N % Y AIS o) 2 ¥ &

AUDIT J&

AUDIT {5 CA Access Control I03XHIN  BEHAXH
5

FAIL SR el F P F g5

SUCCESS 2V 1] P RFihAY

LOGINFAIL R 5 HF

LOGINSUCCESS kI &% P

ALL 2[5 F FAIL. SUCCESS. F P F 285
LOGINFAIL. LOGINSUCCESS #/1
INTERACTIVE

TRACE LT AL RGEFE P

INTERACTIVE UNIX TFENL B il

G TEx F P F 285
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R WRREEH B ZErE, dlalic d SCE41r AUDIT {E ) A] L
521 CA Access Control 1% FH P A FH (1 o A% A5

CA Access Control f1{7] & FH P 52 B A AR

F P 1) e AZ AR 72 CA Access Control KM LS B 2% S R % A2 1% FH P 1)
HiZ H &P . DU UM CA Access Control Unfalfff s FH 7 () v AZASE 2K«

1. CA Access Control £ 7T USER ¥, XUSER 2K 11 FH J 0 s 2 15 A &1t
AUDIT J& VE I1E

WA e A ER XS AUDIT JE PEFME, CA Access Control TS FH It
TEAE Rz P i A

2. CA Access Control K& 14 H o BC BB E AL, an ks 4y
i 1) Bic B SCA2F 4, CA Access Control IS £F GROUP 2 HR it B SC -2 1)
S A AT AUDIT JBPEME .

A SRR L o BE S B SO LS B SR d A X AUDIT J&
PEMIMEL, CA Access Control U HIEAELAE D %1 ™ O i A% A5 5

3. CAAccess Control fr & H A S 20 P b . Wi SR P A2 2 i, CA
Access Control U2 GROUP B{ XGROUP 25 4 [0 3% 4 15 &%
AUDIT J& M -

R PR o HA e A £ X AUDIT JEPE1E, CA Access
Control UM FH SEAEAE A2 H P I A Ao TSR P AN A Rl 0 5%
A0 AT B X AUDIT JE P II1E,  CA Access Control UK R 4ty
HZA A A%

ER: WR A Ak HIX S AT AR B R, A
FH P a2 B BIZ A i o AR U il B3 BT AL T
HAZRE U B A

ERE: WHE CA Access Control 1 FHZH ) AUDIT J& A e i 2 FH 7 B o 4%
R, i HAE OB SR O T A R R, IR BB S P I A
Wi R A AR . 2 AN T T A A A R A AR R e AR R




CA Access Control 1% P 2%

PLR B 3 7~ CA Access Control Al i 52 FH 7 G B AZ AR

=
¥ L J
" EEPHES ERPHFEE EREFHTFEE
EEoEEN - SEREEETF =EEEIeE
EEmEs e EE

A~ AR

FH P Jan [F0 40 A T4 B (% 5. ZH A FAIL (F %R, 4B H
SUCCESS I Hi i, T Jan 2 AN G, A Jan £ FAIL Al
SUCCESS 1] SRR A A =

Ez%:g:

CA Access Control #p{r] i FH i B SCAA- 4L A 2 FH 7 B2 (p. 40)
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F P ARV P BRI B A

MG P (USER X142 I, CA Access Control 2R\ AUDIT_MODE %3
Ml 2512 %1 % . AUDIT_MODE J& M ERA{E A Failure. SuccesslLogin.
SuccessFailure.

MBIV P (XUSER X %) I, ERIATESL T, CA Access Control A~
2514 2RI\ AUDIT_MODE {H 4 iR 45 1% % .

VERE: (UNIX) ZEERT USER X % 515 AUDIT_MODE JEMEIIERIAE, iif1E
lang.ini SR [newusr] 373 1 2% DefaultAudit {8 .

AFHEEF P O BRI B %A

r12.0 SP1 CR1 Z /Y, EIXF LA N U ) 3 BN A5 oy T8

m  {EAHRY IR USER i sk rhe A o Ui AUDIT {H, WA 5 e I AUDIT
B A TC B S 2 AH SR T o

n A AEEEE (th _undefined il R ) & XHART .
ER: WRMEHMA, CA Access Control WA ATATTH F B AE
AR M. EX) _undefined H 1 J&E PEEIX P DL AIEH -

M r12.0 SP1 CR1, iXUEi)j ) R ERIA B A% 45 X4 Failure. LoginSuccess Fll
LoginFailure. E3R1G AT 0, RIS H 7 (1] AUDIT JEPEAE & N I8”

*tF GROUP 2%, FEr{ AUDIT J& M HIME

R BAMWARET GROUP it 3%
m O P S A% SRS IR B S
w EERFEE A AR

r12.0 SP1 CR1 Z HI, GROUP sk th A2 41 F o A A% Skl . ik e
T S R E T AT RES LA ), 3 A 5 4 P A B GROUP,




CA Access Control 1% P 2%

ZE Windows ¥ B ¥ 1% K %

B T BB YT ) AT RIS AU ) B A, S3E R LR E B N H AL H G
T Windows Fi4 . BT DU IRAL, WOE SR sz A 7, A4
ZUIR € LT A% SRS

Pl AT E SR TR R e B A SR

CAR 79 U B 7 o] Ay Ja 3 0 B ST A0 23 BRI A FH P 0 e A SRS
1. A3 PTG () AZAR BB B B SR . ol
newgrp profileGroup audit(failure) owner(nobody)
2. GUESE T IR SERn 20 60 dt e BSR4 . il
newusr userl profile(profileGroup) owner(nobody)
3. MIBRH RIS R RE . Bl

chusr userl audit-

TR IIAE W] DA 0% 8 B 5 4K
1. BUEH I S 008 %
runas /user:userl cmd.exe
2. {E userl a4 n& HH, FALLT NZ:
secons -whoami
A W T HRAUNE R, &5 B IRAETE userl (1) ACEE .

ACEE audit mode is: Failure; Originated from Profile group definition

I RN T AR SRS S YT P B 28 P SO AL
7Bl AL R T AR SR

e R, 44 “Forward Inc” [ A4 22 7] 248 F CA Access Control S 45
#* /production H T3 3044 - /production H SRAEAHWIAEE h B AT 58
A5 1) BB

Forward Inc AR LI F i A% Fr A i B 15 ) /production H sk FIHAE . R0,
Forward Inc X eI R A 2%} /production H ST S0 1 HANH %1%
Yl ARZIFARIT RN SRS A /production H s FI#AE .

FFRN B3] LELR X} /production H 3k 58415 M AL . Forward Inc # 1%
A7 52405 AP I8 FH S 7E /production H sk AT T A 15 5
PLR iU B Forward Inc St DAL 7 S8 R B 2D B8 -

1. (EARMIAEL 613 42 ok “Developer” )2 . B FTE TR N s ing itk
.
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LEAHIREE rh G 4% J“Dev._Access Al . AN [ 2 VS IATAAT
Fo

€ X [production H s —My7 i B, 40k s

authorize FILE /production/* access(none) uid(*)
ZINNPEEER DT R BB A “none”

7€ X /production H s () fBCHAZAN,  W1F Pros:

editres FILE /production/* audit(failure)

IR U7 ) /production H ST MR

€ X Developer 411117 RN, W1F Frogs:

authorize FILE /production/* access(read) xgid(Developers)

ZHN FoVF Developer 2% 3% /production H 3% ELAT BB

ER: P 4w BRI AT DL Bh#f £2 CA Access Control Hi A% T
HH ) (B4 Development 41k 1) HAT I A R ] 4

IR 5E X Dev_Access_All ZH 135 ) F0]
authorize FILE /production/* access(all) xgid(Dev Access All)

1ZH FF Dev_Access_ All 2 il 72 %F /production H s FLAG 5€ 417 1]
HBEO

58 X Dev_Access_All 2L HAZ ], W1 F s
chxgrp Dev_Access All audit(all)
1ZIR N 4% Dev_Access_All ZH Ji 53 A AT OB — AN 845 .

" Developer 21 Ji i1 75 254 /production H 5% [958 25 ] BRI , 35K
FH P B0 A H PR 855 1 1) Dev_Access_All 41,

ZH P Jproduction H A 5¢ 415 AR,  H. CA Access Control Hf
¥ P HAT IR Ak

TR N AU B 6 s 2 U A REAE 2 B DA B AR A AR R

5816 T 4 Jproduction H & IAESS G, Tl AASHIIAEE 1)
Dev_Access_All ZH FIBRIZH .

ZH P IAEXT /production H A 1 HUALPR .  CA Access Control 4t
JEH#% Jproduction H 3 H 7 BT AT BT HoAd v i) 4545

R % AL IUR S0FT R S Sk e U A REAE AL 5 B 0 P AR A2
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W IR

PIPCE CA Access Control LIFFA it B3k, B2 Je 2 T i iz 1 T
YEJRFE, TS AZ, BA] PAEREE CA Access Control #R3k 3 (¥ 17 0] i K (=
) o AT RIS R S A SR, A R R B e A SR N U 1R
I D0) 8 4 7 ) T SR

CA Access Control JJTIE~T 1 HI T4 i % B id s 1) H S A ERE IR T
IR FAFIAY.
w MO (p. 112)

ERE: PG (TERMINAL S ] T A 1 o A A0 SR
Bi, APICER; AbALE AT AL R .

w HZHAT (p. 112)

VER: CA Access Control ) AEAH N IR AL TG PR A LA A5 5 5%
ZHAT IR ) A R A
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HAZERE

IR B TR R

HF /T2 CA Access Control B B FI A, H N ZAFH AIAAER
BUE B %A R .

MK H ALK, CA Access Control K5 AT LA~ 45 I x5 Bk g A AR

RS

3R 2

5T £ 58

%5l &
I flk 18] K

l

M BE®
it 1% %= 2

% 3 %I i

BEETET
1% BA 5 #n
W E

Ho

4

BERERE R
MEZRER
RiE B A K

A
> & xR




i B

w  fEAESRAIEE T, AEERECEAZ
 7ESEAREIEIECH, CA Access Control $U4T LA R H#4E:

1. PGV B EE S i A% I H T8CEAE W AZ D\ B R o A% 22 47
o
CA Access Control {7 B8 Y5 aX 7 n) 25 1R o A% S 1k v B A Wi A% 4
RFA HB AW RIS & TR F AN, A BN

TiH
2. FBGIEMRERAAEE KRG RE R, IR AR S SR ]
BN

n EAUCHAZAREE T, CA Access Control ANEHFZAGESK . TEi8 %8 U5 A1 Y
PSRBT A, BIRE S NdH G .

ANCPE S A 07 38 SO0 W A e i FH 41, CA Access Control 45
NEZIH . EZB g R e P (V)

HEE: AR BINE FFH A (TERMINAL 28) AT BB A B i) i
ad sk ARG RS NI B3 R o AZ 0 5k

B H B A T AR R
LA PR RSB BB T 58 b 9 s A

Y

NEFEHUE
R RS

|

BEERET
RN T

&R

112 i i ERFE RS . T Windows



HAZERE

WA B A7

ZHEE

PAZ I %1 CA Access Control ZZ /7R F1F )5, CA Access Control Y4 T
DL $ A DA 30 o A% Fi 4

1. AdH S AZ AT TR AR R I BB A L o A s

2. B AL H BN A BA A

AP A TSR A . PAZAR TR R A IRk

CHESEM) , REHH K I%F] CA Access Control JEATAbEE, A Ik
W, CA Access Control fif il % & A- R Fi4, 2 SF G 5 Je i ik 3
A R PR

W2 ZE 172 I B AT A CA Access Control BT 7 UK AE 1K /i %L
3o IR IZEL SRR B RIS, M RS RBGARE . IR W
REGRFIAEGAT CHRZSE) AL E R, BORF & po ik
REBEIFASIN B FAZ A o A5 BB AAE i AE A% P IR B AT R 15 AR
IRIIR A EE RNH A% AT (EEREAE) .
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Aot 2 o o H 2247 vl BEAN IE A o
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{EATI VG BRITE 247« AZAGE IR 2 52 AT SALFE T R4 AL
TR R, XS A7 ] BEA IEH
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»  seaudit ST
&R LABC . CA Access Control K Hi i Fi b A% 1] Windows i H k.

FAF H AR B SRR (125 Fh N IR P 1 B A% . A
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Windows 44 H &5 H 5F 1% 44

Windows f H A7 K B SR AN 18- s it s iz k. RS
'H CA Access Control 5 #% FiA AL B/ H &, IARHR 2 seosd ¥
B AZ 5 N CA Access Control §i % H G, RS AH N S5 F ik o
FHHE.

audit.cfg SCPFfiZESK B k% H ARG SRS dE . G RAVRE i %
FHEANGRZHE, WASKIHERS I H &,

Windows 2008 i H &4 i A% AL 1L B 42 il iE” A4, X
W HRZF R . P ARG N HFET . CA Access Control 1 THE iy
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W ERLE CA Access Control ¥ i #% S AF A4 2 Windows S H &, T
ABRRY seosd ¥4 1% S AF S N CA Access Control 1% H &I, #82KAH

N FAE AL G FAHE . I AERCE CA Access Control Hf SRS AR 1w
MR RIE RIS H &,

REMHLED B EHESE

1. ffFH LU v 215 1 CA Access Control:

CA Access Control {5 11,

2. ¥ logmgr 54> SendAuditToNativelog it & i% & I{E N 1.
P A% A R I% 4 Windows 4 H &

3. (A ¥ Pmd #5434 SendAuditToNativelog fit & ¥ & IK{E N 1.
W MR P B A% FA A% 45 Windows S H .

4. LU v 2581 H 8 CA Access Control:

seosd -start

CA Access Control BH1 25l .
A~ BEBREAEREEEHEHE

IR F R ARE R A TS AU AR RN B AT (env
config) FA REAE ] %12

er config ACROOT section(logmgr) token(SendAuditToNativelog) value(1)

Bl KRS B R BRI B B H R

R AN TR SNSRI A% AR IR B A H S AU AR R A B
5% (env config) A REMEH 1A 2

er config ACROOT section(Pmd) token(SendAuditToNativelog) value(1)
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LABFIR Y seosd W48 4% 445 N CA Access Control i 1% H iy, %‘IKA/Hﬁ
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B AEE R R M H &
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10

B o A% S R Windows S H il i

3. (W[IE) K Pmd iR 781 1) SendAuditToNativeChannel A5 ic (I1E
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A~ B REAARE R EAE EEE

NIRGIRE A A R AT TS . AU AR I R B A
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er config ACROOT section(logmgr) token(SendAuditToNativeChannel) value(1)

Bl R SRR B R SR AR B B S H 3

BRI SR AR TR A% %ﬁiﬁéi@?u%ﬁﬁ H W, A0 A i g
B INEE (env config) A REAT FHiZ a2

er config ACROOT section(Pmd) token(SendAuditToNativeChannel) value(1)
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A H SO R A

w SEMEE A D AR
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BB BT K/NGE BB & B A% H &

A DO H % H & SO BEE BRI 4 S22k 8 LR/, CA
Access Control ¥ F B I AR A RIAIEE R H & . X EWE R B
&) 58 WA SCAF

BB AERNIATRR /NG Bah & k% H &, 15 7E CA Access Control ¥
T4 logmer\audit_size "} 5 B T A5t KK/ (KB)o

R LB A CA Access Control 1 F % 1 logmgr\audit_back K 5&
A SR AR

FHEEPIH! W CA Access Control 7 % 1l logmgr/BackUp_Date % & 4
yes (no NBRIMED , M A% H b RN Fe /Ml 1245 4 Bl AR ER 23y
ARG . Ea HADE OO, SRERCE F2 H A A 1) 2 I
ANy B A 2 22 a7 5E i 5 N2 B AR
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m  logmgr\audit_size=1024
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logmgr\BackUp_Date "1 15 & IS (] [A] & o INF ] [R] B& w] A LA R iz —
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SRR AT SRR A R B PR IR D RE AT BRI

ADMIN JB 1%

ik ADMIN JEPE, F/7 A LBAT CA Access Control F1JLF-FITAT 14
LERE e e U EAG ADMIN Jg PR P n] DL SCRIEE B s e b )
F . HFE YR . X A& CA Access Control i KBk, (HE Tt
el

w URER R T — AN HAT ADMIN JE P, WTEiEm R
111y HABJEVE sk IR ADMIN J& k.

= L5 ADMIN J&E{H 345 AUDITOR J&PEMI S A RETE oo P 2HEk
BRI S AZ T CaAZ A o WS ADMIN JE 1 HL75 2
B . e R I A, 1 N B O id AUDITOR J& 1.
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AUDITOR &%

HAT AUDITOR J& P11/~ T DU AR UL 15 60 - %+ HAT AUDITOR J&
PERIH ™, LR S UBBRA A8 LU 2
w AT LUR R R A R
Hi 4% 4 W] LAFRAT selang i showusr. chgrp. chres 1 showfile .
AT DABCE A ISR A AR AR
B AZ 03 7] LLBWAT selang 5% chusr. chgrp. chres 1 chfile.

OPERATOR J& 1%

H.49 OPERATOR J& 1" ¥y I 1A % BT A3 SC A1) READ Vi I AR - 18 1%
Ui AR, AbATT AT DA R 0 e R AT A P 2%, HOaT LS AT & 1Rk . 45
YE 3wl {# ] showusr. showgrp. showres. showfile £l find iy4-41 H %4k
FEids. 1Eit OPERATOR B, HI ik nl LA A secons SEHIFEIT

HER: AKX secons SLAFRFITEANE R, WHSH (=F/5/) -

PWMANAGER & %

PWMANAGER J& ' 4 & #LH P32t H chusr 5% sepass v 4 B e HoAth
J R B0 AR

EE\ i@k PWMANAGER 50 ADMIN FH 7 [ % 65, 15 & setoptions
21 eng_adminpwd &I . HIVELIE R, SN (=FH755) .

PWMANAGER J& P AN 45 58 o5 5 B 8 s B LAt FH P 1) 3 ) i B0 o
F AL FIIU [P BL PR -

PWMANAGER A PR IA {045 showusr 1 find #iy2 I H

HER: W% nochngpass J& ¥ & 4 yes, Il PWMANAGER JGiZ: 5
HOZH IR R
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FUA A DA ) B X2 7, i AR o] DAV ) R — ) @ TS
APDAYT R BRI X2 7, AL, N RVFIRVF 2 H PRI SS R (4
T A R 55 s AR 55 BN SR N R ) AR ILAd H P ) AR -

SERVER J& 'k fe VEHERE W) o) P AR . A5 SERVER J& P B8 1 FH - mT A
7% i SEOSROUTE_VerifyCreate API.

R RS2 JE M CA Access Control API [FIHE4IMS &L, 15210 (SDK
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BUH P A B B XL A2 A QR Il b BEE T4
JE k. ARBUR R

= GROUP-ADMIN

= GROUP-AUDITOR

= GROUP-OPERATOR

= GROUP-PWMANAGER

join T A IEMFHBUR A A7 LUK B IXSEE Y. join i 4
MR BT, IR ARBURYE (WRAD

PUAT BRI 4L 5% PT e BAS AT RER S AAE BELE LA B A AT il sk, X
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GROUP-ADMIN J& 1t

WA EHEAURYER i LB A sk . ZAIe S, AR B 5
AR KM PTAT

R P AT SR A2 P AR R A R BUS PR A . R 4 3
MBS, WA Fikal DOk B SR i —A 74l BT RGRE N
AVufl. SRURIEBORHI U] T 4170 B ES

HA GROUP-ADMIN J& 14 [t FH 2 oAt AT T8 v L (e S A LR 15 TR AL
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il BiEA i~

B AT N ST )R G showusr. showgrp-
showres. showfile

fellf R FEF AT d . BIFEE newusr. newgrp.

URCER newres. newfile

(s B ek 1 R chusr. chgrp. chres.
chfile

UilES T o i P v ) 5 rmusr. rmgrp. rmres.
rmfile

ER: BHPMAASEZ B 5453, join. join-

GROUP-ADMIN J& P A7 PR i -

= GROUP-ADMIN /2GR Ik B O B8 v i), ERLtE

GROUP-ADMIN H 7 TGiE i w1 B 2 o 22 =900
GROUP-ADMIN H ' TG Be AT 198 AT 1) 22 4R B 22 4 bR

= GROUP-ADMIN H /7 Joi2: M e Hh A B R 2 P CUNIX L (1] root ik
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w  JURRBR S AT v (14 R A R R PR PITd ) 4 JR A PR S A K«

GROUP-ADMIN H J* Tk M B2 bis e o mE— ) ADMIN HH 7 e % .

GROUP-ADMIN H J* Jo i M B 504 2 £ J5 — 1 ADMIN HH F g sk
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GROUP-AUDITOR B

HA GROUP-AUDITOR J& I (1 F - my BAA 21 Yo ] FR AT ArT 1 S 1 Jag ke
ZH H A% I ] DA K 2H 30 B A R AR 0 SR e A AR A

GROUP-OPERATOR & %

HA GROUP-OPERATOR J& T4 [ F /= v LA H 2L 5 [l R AT e i 5 10 e 12k

GROUP-PWMANAGER &%

P

HA GROUP-PWMANAGER J& £ [ F F m] DA SE 2 e sy T2 Y [ H i1
ATART P 0

B FE P IR0 3 CEURE U ) E il R EC SO 88 — M & . 4
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A PLE I CA Access Control 452 S sk T P R il KW 4 o
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AT SO IE SR T

o AR OSSR P E AL R AF A2 AR A GROUP-ADMIN
EREAIDE

o AT BT RN SR SR AT
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5 1) B fird

BEH WoRidsR PR, showusr. showgrp-
showres. showfile

Bk B SR I g chusr. chgrp. chres.
chfile

IS R E RN I RTRE rmusr. rmgrp. rmres.
rmfile
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B’ PMDB LU IET ) 7R A5

& 252 PMDB R MR BE T 1 Filter VEMER I,  DAFR BHZEAE [ —1H 4
PLE B B IR AT

SR JERE XS T e 126 1) SE T R T e 0 8 s T 5K

i e fs SCAF AT AN P BUNAT Al PRI S M E R

FVFEAEH B
4N, EDIT 5, MODIFY
o8 A UNNEI R

i, AC BAHLIA LT
WK,

{41, USER 5k TERMINAL
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SET R ) 15 T

w HEINR RS R SR T R SR
#l4n: Userl. AuditGroup & COM2
LIRS e AR ) o

Wi, FE47TH [ OWNER A1 FULL_NAME 7K 35 H AT 3 S8 J 1 IR
] iy S ER WL . IR (2% 7555) ik vEmf i N AN @ 1.

w XS AR R BT H R
PASS 1 NOPASS
PUR BRI FH T i s SC A oh A7
n RMERAS (%) R AR BT T AT REE .
WA ZAT S AR, WHERIE W 2 —77
A% 73 B 5 B
ERAZ MM T BT, A5 BRE.
LA # I Sk AT R A EREAT
. RAVEAT.
Bl IS

LA Rzl i s SO P AT

CREATE AC USER * FULL NAME;OBJ TYPE NOPASS

P Mg e WA JE 1 b3
C* =47

ESE R, WA PR BAT AT R SO 44 Ok Printerd_Filter flt, F-4
# PMDB PM-1 [y M, LIIERI%E 4 C:\Program
Files\CA\AccessControl\\Printer1_Filter.flt, Il PMDB PM-1 A~<x ] HiA T J 4%
F&AE ] FULL_NAME 1 OBJ_TYPE J&PE G281 /- AT i 5% .
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SEF IR H 5l SR ST

SRR TR IR H 30
IS TA) 56 J5 U A R SRS R 0 GG B B U 2R AL

HIRICA HIRAH|

20 Nov 03 11:56:07 (pmdbl): fargo nu u5 0 Retry  MCELFHDR
ERROR: % s%il ikl (10068)
ERROR: JGikfz5zk HAESLHT PMDB (¥ 55T
(pmdbl@name.company.com) (10104)

20 Nov 03 19:53:17 (pmdbl): fargo nu u5 0 Retry  IEFEHHIR
ERROR: &80 (10071)
AT (12296)

20 Nov 03 11:57:06 (pmdbl): fargo nu u5 560 Cont ZCHh [ BB %
ERROR: % USER u5 /i (10628)
CAAFE (-9)

20 Nov 03 11:57:06 (pmdbl): fargo nu u5 1120 Cont
ERROR: fJ& USER u5 &M (10028)
cafre (-9)

SRS AR R H AR IR 5, B A L N e A e A

b

ACInstallDir/bin sepmd -e pmdname

ER: NEFHMERERHE (., M#H UNXm m2) . el
DL i AR H &

ACInstallDir/bin sepmd -c pmdname

BEEPHH! 7E CA Access Control r5.1 B sl A, 4% H &M S
TR A% AN 7S . sepmd TEEEALBE R IR A AR H . H&T)
2 B HLAT A% SR, TH AR H 0K 2 52 ERROR_LOG.bak 7
FEIE I Bl sepmdd G 5 (1) H 750

~E]: PMDB EH4E RN A
PLUR 7~ 2 7 LR PR 8 R

\ |\A prdb 4% j: / ‘/ﬁﬁﬂ /
20 Nov 03 12:53:17 {pmdbl): fargo nu ud Retry

ERROR: Connection failed (10071) oo Eghgu [ gz )
Host is unreachable (1ZZ96) 42— #mg3 [ #E2EF5)

N \

EE
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SET R H 2 Sk ST

o AT R FY AT A R R R B AR R R A S
WE M bRk 0O Fias BRSO RIMCE BT AL . f
J&, bri&dR7s PMDB J& H ) BB, It 2 % SR 4R 2L

o SR ATR R ERGOIE CRAMBRRERA) (K7 K SR R4
e

w S AT R TR B CRAE R R A S R 7 1) S 0 JEL A [ A
il SEIRIE B

—AM A RER AR BN 2 MR TH, MR AT RE S R
B R B R B R A FX R R
AR AT AN RSO

Fri Dec 29 10:30:43 2003 CIMV_PROD: %A%k, R4 = 9241
sepmd pull 2B HCRT F T 7 i HH I R
7 Hi SR B AR R A P

10T UAE PMDB HRAEAE T A B IR FH P A2 6 % 288 . Tl fE
PMDB " fifitiZAs &, #a] LU show fird (4541 show user Y show
group) A X ZHIE B IR [MIFAT S EE Windows 5L UNIX 1T i
& I SEBR AT G I L

TEER RSB 2 J5, P nl DOE$E R 415

m AC

LR N

m NT

m UNIX

n

FR: B Windows #:F &4 F TAERS, AHIAEE 5245 Windows —

FEIZAT, MEEAE UNIX BE RS L TAER, WIARHBIAEE 58425 UNIX —FF
1217
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SEF IR H 5l SR ST

SRR A

T AR A AR, A R A%
m  7E selang ERFFE I R A%
env NT; find
R &5 FRE 81 H BITAT AR M A B 5 2R A

ER: ARRENGRMUN], WS (247514) T Windows
MBS E .

N R A6 A LU NT I Active Directory USER J& 1151136 «
env NT; ruler user
KN N A A BAEEI NT T Active Directory GROUP J& 114136 «
env NT; ruler group
IR SR 5 (S0 SEMRBIRINIT Y, W A

SCHMEAEIL Bl IFAERR b R A AT I P AN e ik, A, 4
R ULAA IR X L

ER: AREMELE, B2 (25770) T seomd LR

254> PMDB I, R S AR St 178 (1 s SR 20 Al H o Horp o
I

LIS RS

w RIREIALIT P AR

n ERE

LRG3

m updates.dat 3 fff

TEARE AT H AR & #RAE RGEEL CA Access Control MUAS ) £ 4 AT

5 PMDB.  ffi ks SRS AL T 24 A RIS AT AR R V-5 . BRE R SEA CA
Access Control WA 41 E o
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SET R H 2 Sk ST

1 ] sepmd &4+ PMDB

%4 PMDB B, i SR AR B e S 2R 0 H ok BN
{1 1) PMDB U A7 il 22— AN AL, U 7252 CA Access Control 1j
I KU PR AT L o

] LE ] sepmd SEHIFE R AE A EHL 454> PMDB. 18834 m] LLAE H
selang iy 2 EEFE EHL 41 PMDB.

VERE: (T LURMH I 724 08 PMDB. 8011 45— AN 4 45 v
ffIpT 41 PMDB & 03 B E 19 EHLIFHE S PMDB i)™, MM 443042 21
ZEHUT BT #E4T. 243 PMDB FI-1- PMDB #8745 Al — LML L,
AR TS 251
f#H sepmd £4> PMDB
1. {EHIBA R A2 Bi5E PMDB:
sepmd -bl pmdb_name
PMDB REAE, I HAGTL ) AT R %o
2. HPAT AR
w  fEHLUR A4 %4y PMDB:
sepmd -bh pmdb_name [destination directory]
o fEHIBL R r & R A3 17 54 47 PMDB:
sepnd -bh pmdb_name [destination directory] [backup host name]
ER: WREAIRE HARH R, & 0RHAE ALUR Haxk:
AClInstallDir\data\policies_backup\pmdb_name
3. fEHLL &4 PMDB:
sepmd -ul pmdb_name

PMDB 4, I FLaf [a) AT P &k a4

>
>
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SEF IR H 5l SR ST

f# ] selang %43 PMDB

%4 PMDB B, i SR AR B e S 2R 0 H ok BN
{1 1) PMDB U A7 il 22— AN AL, U 7252 CA Access Control 1j
I KU PR AT L o

fEaT LU H] selang iy 2 FEAS M BZCFE AL L &4 PMDB. &34 n] LA ]
sepmd SEZHFE P AEA M EHL_ 44> PMDB.

HERE: B LR A 77 044 PMDB. 36 IH & il — N R 45k
(P11 PMDB #%1 2 #5872 I EHLIE S PMDB 1177, MM 24 &0 55 2
RN A AT . 243 PMDB F1§ PMDB #5275 [ — ML 1,
T AN RE AT I VA 8100

f# H selang 4> PMDB

1. (Al R EAEH selang MizE e EHLIEH: PMDB, 1HEH LA Fir 4
%3 PMDB EHL:

host pmdb_host_name
2. MHILA N2 2 PMD H5:

env pmd
3. fEHILA T s 8l DMS:

pmd pmdb_name lock

PMDB K8, I HIGik m AT 2 Rk i 4o
4. fERLAT fir 4484 DMS 4 7 «

backuppmd pmdb_name [destination(destination directory)]
[hir_host(host name)]

ER: WREAREHRH R, &0RAr ALUF Hx:
AClInstallDir\data\policies_backup\pmdbName

5. fEHILL &4 PMDB:
pmd pmdb_name unlock

PMDB Kifiit e, & H vl m HAT R IE S .
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% PMDB 5 Unicenter 25 1%,

SRIEAR T IE J

& 5 PMDB

M R IR AU, CA Access Control 23 PMDB #5403 SC 5 il 2138 58 1)
Hx. J5dh PMDB S 1 Ay N 25 4R w52 2058 i PMDB H &b, 9
fifi:

LIS S

w REREIALIT P A
n PEBCE

w VEINERIN

= updates.dat 3 f:

W Hbs H R AEAE LA ) PMBD, CA Access Control 2 £F 14 5 A
il 2% H s 2 BrIBR A S

A ME F HABT- & . #:4F RSEEL CA Access Control FAS 1 851 SC 1
K JR PMDB. A s SIS B 45 0 RIS ATAH RN 6 . BRE RS CA
Access Control A=) EHL .

54 )5 PMDB I, CA Access Control 5 PMDB #5473 SCAH (1 s 52 1 5
WIS EMH S H ., CA Access Control W25 £ 1S AT B JR I 3B 4T .

HER: WRELEAE ) b4 FIE L PMDB, PMDB H4 A2 7538 I 1)
PMDB %4 - H Bl S B A i P Y. AR ZNUKE BT 1) 26 i W AN N 2134 JiR
(1) PMDB 1. B INHT I ity U5, 15 118 )R PMDB, 1247 selang -p
pmdb TS, AR5 AL R ) PMDB.

L J5 PMDB, 15 /EAREIE 5 PMDB [ 283 FIg T L F N RS —

m  sepmd -restore SZH] T H.

m  selang restore pmd fii 4>

HER: K sepmd SEH R FIIVELNE B, 1§ S W (Z=F755). 15 selang
MA MG R, S0 (selang Z=F751) -

% PMDB 5 Unicenter ££ /%

4 PMDB 5 Unicenter TNG & 4 v] LA PMDB SBIZE RN, LABK 15
Unicenter TNG X % 4% %-#f' Unicenter TNG A FERGL (Blll1, xS AbFE2S .
FE M TR D

IR T- AT
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KBTI

¥ PMDB 5 Unicenter TNG £/,
1. il PMDB.

2. LN Ar4, ¥ Unicenter Security “E 1T 3 PMDB H:
MigOpts pmdb-name
Hrr, pmdb-name 7& PMDB [F] %4 5.
ER: RAEEMH T Unicenter 224 JF1E 4 %% CA Access Control 3
[ FE T “4% Unicenter 81 I I L2 ERIT I, A f EHAT L

IR, R AE A 14 Unicenter Security, 1] H AR HESTAT A0 22 438 101,
A W AELT R 2011 PMDB .

3. LI, AP E HIMEAT Unicenter TNG = 2R UG 2K
defclass.bat. pmdb-name
HHr, pmdb-name & PMDB {4 FR

HEER: ACUEAMH T Unicenter Security IG5 T H 7 e 15 =28
N A4 Tz b . IR IEAE 22 %% CA Access Control I FEHFIEFE T
Unicenter &1, MIZERENHH) PMDB He¥ [ 2 %€ X Unicenter TNG %
PRI,

REHEGFED

CA Access Control 2 £Fiz1T CA Top Secret. CA ACF2 ¥, RACF % 4=7= il (Fil
CA Common Services CAICCI #£/3-6L) [ KPS IZ4T CA Access Control 1)
Windows 5§, UNIX THEHLZ B[P [ 20 . [R2D 28 B ARifE CA Access
Control 5 i S W& AR R J7 V25 58 ) o

RIUHUH 7 IAAT AT A it B CATORE A A i s i SR s A R SR 2 Sy
IPTRERI R

Pty Er RS e

PR3 T TNG/TND/NSM [k 554 A% R “ R B HLE RS [R]85 e,
Access Control 75 2 — P26 f:: TNG/TND/NSM 14 1F T129430. 1 '3&
ARIFHBITR R, PERBUZE IE
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511 =
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[t 1 R e e
ey iRy CEAESFREEED  (p. 159)
R IR A FE) T (p. 160)
25 H] CA Access Control PIAZF24k (p. 162)
SR i R4 (p. 163)

g ERARY EMETEZD

CA Access Control FLATHES B CHLFR GBS , T FE 4515 1 LA
BEATYE IR SRR Y. AEIZAEIUR, CA Access Control R 7EIX L8R 5%
fes IR LA

CA Access Control iZ 1T IPEE 2 8 2e  UscF A, IR & & 15 e im iz it
TEARBOGYEY X T IL R, 24 CA Access Control i85 5< Iy, # fe it
i SFE. ENEsh4Edy R, CA Access Control i 45 £E45 11K 4E
Ay, e RGYEY T IEH PSS .

YE R AT REAT IR RS, BRIAE UL M s Al TAE IR

CA Access Control ‘22445 % IR

o WCRAE R TS SPIRES, SRR ITAT < U CREIRTS DUAT
HIZEY P AT I A EER SN

RO, CA Access Control AT, AT 45 2145
YERS: .
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Bkt SRS S

TR EY R, TN R AP R

1. Hfifr CA Access Control JIk55 Eu 455 1k

2. (EAEN R G A% T T R B
\HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\AccessControl\FsiDrv
S VIR
m SilentModeEnabled = 1
m SilentModeAdmins = special_admins

A% & special_admins F 152 X CA Access Control 5515 11 i ] DA

ViR SEHLI T 4481
AESAERIEAT. IR TIRE, SYSTEM BIUREE g e pi
A

WE: £ Windows 2000 Fil Windows NT |, ANBEfH ] regedit 4w
4 SilentModeAdmins 7 /MFEEEH#, 1 W 4§ ] Regedt32.exe.

3. f#i 4 shell T/ “seosd start” %, Bif# ] Windows“ TR 3% Hrp
LT, )53l CA Access Control Hii%5 o

WAE, W CA Access Control ile%5 k1], WA SilentModeAdmins 73
s N A AR TSR, T T A At i AR sh AR R
WAL 146 48 ) [9] 25

B K Bh AR

PR v SRR B RE e il AN TR AT A E RV 21T CA Access Control #2850k
B, VNI EEIKEN R e Uk . i, W RO B R R IR SRR
ST Bkik, e nT AT I SO AT AN TS CA Access Control B2RUK:
. WEREABkE, IXEIFEF T HE T CA Access Control L4 .

R 0T 4HTHRAS P Trend Micro™ PC-cillin Antivirus, ki it & S 75

R/

Bhid ik sh 2

1. N EE G R B RE ) 5 1 & BypassDriversCount Y & T
11 LLEE CA Access Control V4 /Il 1) FsiDrv 4 $k 2111 3 .

WR: WI{E 11 CA Access Control 2 J&i 7 HE B £ CA Access Control 1
R0,

160 ¥ i ERFERS: T Windows



Wit Iz A

2. EFXTELEGE RN IR AR T
a. @44 DriverName_drvNumber (1257 REG_SZ HITE M 10 .

B —Ii N A DriverName_0, 5 —i 4 DriverName_X, Hrp X4
BypassDriversCount - 1.

b. ZwiH4%E DriverName_drvNumber 1, LA & BBk A IK SR 7
Iy /8

EASCHIRBFE A FR (4 thisdrv.sys) o
3. HF 33 CA Access Control.
CA Access Control H T INZ& kit 783 1 22 e RSB RE 1 o

Bl Bk BRE AR AR R e A IR A

S R ek e SCERBkE B BE IK B AL (avDriverA.sys Al
avDriverB.sys) , AU T B EEr" 5 CA Access Control 2 [a] [ 3 751 1n]
Wi, {F FsiDrv i | CA Access Control V3 i 26 A4 v ¢ B BX S R e ik ok (1 7
2R 0

HKLM\SOFTWARE\ ComputerAssociates\AccessControl\FsiDrv

LR B BRI

L RE Hb
BypassDriversCount ~ REG_DWORD 2
DriverName_O REG_SZ avDriverA.sys
DriverName_1 REG_SZ avDriverB.sys

BypassDriversCount {3 /I ¢ BEL 2 1] CA Access Control 15 B 42 A $R B gkik
I AN IR S FEF . 434 DriverName_drvNumber V8 TR & BBk 1)
IKEHFEIT
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A5 CA Access Control P I% 4,

VIS P28
R LU 45 ] CA Access Control ik 23 XS FE T 24 .
VER: YR I, 4754 N FH 07 1 28 DK Bl R 3 AN 5t il St 1) CA
Access Control £R#7. ZINAEALFE L Frmf . . Windows Ik
% Fff. STOP &54%,

FEWOG A, 15 UseFsiDrv BB 1; B A2, % UseFsiDrv X & N
00

0] LLE CA Access Control 3 H2 1] AccessControl %t H 3k 21 1% i B ¥

HSOZEMNERE 2 S5, W BT E 8l CA Access Control fIli45 .

2= CA Access Control %148,

10T UAE W AZ JOon 25 HILLR CA Access Control 427 :

LIy
o HERESEAE
w  JEMRRE
PR

TR LS. RS R R A SO A IR Le SR P44 N A% 31
I, ASAE RN 25 BERE . VMR AN SR AL B A
BATH LA, semtkee. ZdemtEae, vl LAZE R S WWIE A A 2E H —
ANERZ AP

EIENZL HZEER CA Access Control £42%

1. GUE#—ANEZ AL T 284! REG_DWORD (134 2 TR ILAH 152 15k
1.

m DisableNetworkinterception - 2% F (X 4% 2
m DisableProcessinterception - 2% FEFE 28,
» DisableRegistryInterception - 2% Vi I} & £4 4%
m DisableFilelnterception - 2% H SC A +2 4,
WIRAE LR MR IR G I A4 H
HKLM\SYSTEM\CurrentControlSet\Services\drveng\Parameters
2. HOBTRBHE AL
CA Access Control BUFIINEL, JoFs#IiG 0 AE e L.
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MRk D PR

HEAk A ARG

J5 i sTOP

HERG R ORI (STOP) KB 1E R Z QB RUR ] HERSG R HH HE AN R GE R —Fh )
fEo  HMEARMR I PR T DI I RE nlA L R 48 A BE 57— A 22 AT
EE AT AMTR I EAE R G s Al R e P S BRI T i A . IX 8t
RSB S b Se Ve P s R P R, BT I R s

STOP JH AL O THSHL AN N R 3 ) B A AR SE T R A5 A
Mo WA SE, W SRS AT a6 0 A, SRR A& U Lhadk
—Br . BT STOP FC B RIS 44 SCPF i i B SRARAT

STOP RJ LA7 15 P2 G IR FH MM i I E N R GE . AT LR 223% CA
Access Control I j3 il STOP. 0] LLT-5h 2 [ STOP.

J2 F sTOoP
1. AN R
secons -sS

CA Access Control ¥ <[
2. F STOP OperationMode J3 R INBE B4 1.
AJ DUAE DA v U e v R 203 T 2 T«

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Instrumentat
ion\PlugIns\StopPlg

CA Access Control 235, ¥4 Nk sSTOP #itle, J-4E i+ AL 3 H sToP,
3. (k) A DU v MR b v M SR Tk 1 4% STOP it

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Instrumentat
ion\PlugIns\StopPlg

HKEY LOCAL MACHINE\Software\ComputerAssociates\AccessControl\STOP

ER: ARSTOPENRBENAGEE, WS (ZFH51H) .
4. FaALL R

seosd -start

CA Access Control ¥} 533 .

>
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MR R

AL EHEE STOP

T LUR DRI BT 1 AT o SEHUAS AT Bl 1k SEA i Y 9T 5 1) BT STOP
e AT DU AR rh et SO L BB STOP 2844 30, IR TSl ix
LN E I A% A AR T R AT

AW A S EHEE sTOP
1. EIAFHMG2:

CA Access Control #5< 4]

2. ¥4 STOPSignatureBrokerName 3 I} 2 T ¥ B A1 2 CA Access Control
KRS ST AL N4

AT DLAE RV AR B b R 20 e 30 -
HKEY LOCAL MACHINE\Software\ComputerAssociates\AccessControl\STOP

JA 8J) CA Access Control (3R 5 #%e LIPS [a] (8] %) 5, CA Access
Control 4 MF5 & FITHEHLEL 2 STOP 2544 3 AT

3. ¥ STOPUpdatelnterval ¥t 2 T 1A B oA Ay B 28 44 SCA B T (1) B i) )

.
CA Access Control 5 F7 I 5 (11 6] 1] s A 52 0 SRR 225 44
.

4. (Arig) A CU R R s b (i R IR 1 4 STOP I
HKEY LOCAL MACHINE\Software\ComputerAssociates\AccessControl\STOP
HER: AXSTOPHMREENTEMEL, HSH (=H55)

5. BIALL T4

seosd -start

CA Access Control ¥} 533 .

HER: W LU eACSigUpdate S IR MEMT B REAX . 7
RZEMBFRRAGER, WS (2F755) .
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B12E: ICEIRE

IE L CA Access Control, #A] LAZEFE % #H CA Access Control Sy s it B o
BT L CA Access Control ¥ s B B 5Y, selang e & A B HAT ILERAE

[t 1 R e e
Pt (p. 165)

S E A (p. 165)
S AL E S (p. 166)

CA Access Control 75 UL A B A7 g HAT F (1) g 1 R0 S M A TR P B U 8

= Windows tI 5 AL Windows VHiF &
m  UNIX T HL_E IR AR A SO (ini)

ER: KT R IRCE BB IS R R, W2 (2475/0)

EFRAEERE

BLRZIA CA Access Control FITA SRS ABIAY 1) TAET7 K, 7520 KOlic = 1k

Ho

FHERERE

1. {E CA Access Control i S H v, HUATW FERAE:
a. i EiE”.

b. izl E” .
1 s G B I .

2. AR/ RERCE X B, FZEOREITICERN, DUt & e
QiU a1 P AR R PR A

B BIR“IX I sectionName R Gcknic” VLI, A BoR T BT A HIEC & 13
o

3. FREORIRPDFGEICE BCE, e Rl R ARIL .
R PR A7 S ORI P B B




A R

ERHEZLENRE

FE52 N CA Access Control A2 iR it B AZ AL S I 20, 18 7 2 B e | A%
it & SCAFR R E . selang fir 4 >k B B6CHAZ I B SO R

B HEERERE
1. Cafig) WRAEH] selang JERL B RE N, WAL~ a1 L
Bl

host host name

2. fEHILL R 88 R E I

env config
3. f#iH] editres config iy & &M T G UL B X E .
B AL B 58 B

Bl BT B E S
AR 2 DR AT 0 280 W A G B S A

er CONFIG audit.cfg line+("FILE;*;Administrator;*;R;P")
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