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T Terry 115 1] :

authorize TERMINAL tty30 access(NONE) xuid(Terry)
Zy RN o | o E Dt i 0 Y

LR selang v M2 i tty30 1K) ACL IR Terry:

authorize- TERMINAL tty30 xuid(Terry) access-

Terry B FAT X 23 (1R A U7 ) AL PR o

z 1 PO o 425 Wk o e = 0 R L >4 S

LUK selang fir &RV Terry & 0 HAT & BEAT 2 ARV 57

B,

authorize ADMIN USER xuid(Terry)
authorize ADMIN FILE xuid(Terry)

VI R HIFIR

Sob 28 Y 17 ) AL PR AF Access Control 41| 45 7€ « BN EURIC /D EA
P Access Control %13 :

ACL

FRE R T BHURT R BLR KI5 i 2 b LA 1 U7 T BB 2828
NACL

TR E WAL BT IR B 07 17 5 S FABABR LA U iR BUFR )28

jﬂi{o

D BRI IR T AR FTAE AT, B e A R AR A R
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kSRS

AT R FIR

251 Access Control 513 (CACL) #2417 ACL ¥ . 15 [m) 35 AUy in)
PRI, A YR ) ACL AT NACL AR RiZH 7 i X7 i ALPR, ) CA
ControlMinder ¥ £ 21 Access Control 4135,

%A Access Control F13 LL— ik 5 I 345 72 6 B v ) B U5 R0 ) BB,
B IE L AE HIE E R

wtn, Ha] LIS FH 451 Access Control 41|38 5 SRS 238 BE R

CA ControlMinder fCVF{#HILL N 44 Access Control 1|3
m  FEJT Access Control 1) (PACL)

= TCP 2§ Access Control 413

= CALENDAR £ Access Control 1|3

PR 451 Access Control FIIZE 4% H e L—AN48H, W] LU# ] selang

authorize 72 1Y) via &I .

5 HAh Access Control |58 —#f, 25fF Access Control 513 Hh [R5/~ 4% H
F8 8 W T U ) UL PR 1) 77 1n) 28 S A% T IR U7 I B PR PR 7L, eAb,
&1 Access Control #3814k H ik 45 2 /3 BUBL R P 454 X T PACL,
SAIEREP I FK, Vi )& TG BIBAT AT A e A U5 ) BURR

7~ A PACL

BLAGE ANV J sysadm1 X A] i 18 4T AR secured _su N ABZE T, B
AU UL selang fiv 245 a2 AH R [ 45 15 Tl B0 -

authorize SURROGATE user.root xuid(sysadml) via(pgm(secured su))

defaccess - BRIAT A E B

PR IIC 5% ] AL FEER A VT 1) B defaccess. defaccess “FELIIMETRE ft
VAR %5 Y5 Access Control Bl H 34 A0 B 115 1) 24 FH 11075 Tl AR

A
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e A 5 6 DR R IR 7 T ACPR

0 i S o B O 0 U TR A R

95 0] 2R V7 7] YRS, CA ControlMinder 18 i 42 [ T 5G4 5 16D 12
AT —IREZ A AR A A VT AR, B R8s . WERAEATAT—Ik
AT AER T Ui g R GE4asl 04U m)D , W CA ControlMinder N4
HE— S PPATA B A R [H] 45 2

CA ControlMinder IZATIX Lk A M MUF AR E 2L BUATG LU, X TR0
ZtUs, CA ControlMinder ¥J4% LA i FP A6z 25 V7 ) 3% «

1. FET BRI IR] A PR

2. BREMPTAA CRVFITA & BT V5 D

3. Bl1fufx

4. BRRH NACL

5. BRI ACL

6. BHE PACL

7. WM defaccess F-BL

B¢ 5 P IIURS 25 B F accpacl 80 A W BRI 2 » S AT LUIE L3 ] selang
AW B IE I setpacl- K2R %) %5 PACL I H .

—I Access Control IR 0] L& AL A 14 H - B, ol LVE
SR 204 H, dn] CLaS AP BN M4%H. CA
ControlMinder fE#E N T AN Z BTG B RN NPT W REMISRH . AR
CA ControlMinder QA fif w00 I ph SR R FE 4R B, 1S U1
PRV AR 2 A I HB)) (p. 55).

Bl SO S5 RAUR
TERER, B4 N userl HV5 IA] & 22 5L U UK filed.

£ R#d, CA ControlMinder % 1 accpacl 3T 2R\ % B 4% H PACL.

NACL AT ACLF T PACLHF T defaccess T 45 EABUR
userl 1% H userl 1% H userl 1% H KI%H

iy (Any) (Any) (Any) FE S OB PR
(Not defined) VW (Any) (Any) FE s OB PR
(Not defined) BRI (Any) (Any) BT OB PR

54 iy mE YRR . T UNIX



HI P N g i) BUBR 22 18] ) . 5))

NACLTTAF  ACLHAHTF PACLHAT defaccess ' 45 5AUR
userl K% H userl 1% H userl F1%H WI4%H
(Not defined) (Not defined) via pgm (Any) T
securereader securereader
FEJP I
(Not defined) (Not defined) (Not defined) i3:Ht P T s LR

R4 H R4 (Not defined), N7~ Access Control 41|13 HH ANAEAE T
userl %5 H -

RS HERA (Any), WK IR1Z Access Control #1138 H 1) 4% H T B 2L,
[X| 4 CA ControlMinder A #%f H b {746 2,

CA ControlMinder ¥ & R A MAERIAT . AR, X TArEAT R,

FLAT 5 SCHIT R BCPR K B0 A RS B ek S A E (Any)o ARG
5E SIS ) BB IR e 2 (4 AT 5ok 39 HATE (Not defined).

F P A0 5 IR AL ER 22 8] K L3
R B DR P BRI AL 5 K S PR, 47kl
BERTHESATIRGE ., IR T URAEN 8 P (A 1R 2) I
I VA AT OB, 22 B R R

fR e BB AR (p. 56)IE T (BRINBEED

APEYRAIR A1 U5EAR 42 BUFEsR SRV ERR
Vi I AR 2 (Any) (Any) iy ) Bl A 4
i ] AL (Any) (Any) T ] AL
(Not defined) Y Ia) LA AL (Not defined) Yy ) AL
(Not defined) (Not defined) Ty ) DA AL T ] AL
(Not defined) i 1) AR AL i 1) AR AL Ui 1) AL
(Not defined) U ) B 4 (Any) U ) B 4
(Not defined) (Any) P EE & S Vil B

AR 2 H 27”74 (Not defined), WIRZRBAT I I 845 SUEAT 26 H

WS H ERA (Any), WIS V5 RIALPR TE O K2, [K24 CA ControlMinder
AKX FLIATHRG A
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e CNE S IR

ERABFR (ACCGRR)

A B TT (ACCGRR) 5% CA ControlMinder 6 7% %5 J5i ) ACL f 7720
5 J5 1] ACCGRR, I CA ControlMinder 2348 7 ACL LAZKAEH 77 BT & 1 B
U TR 2% H] ACCGRR, NI CA ControlMinder 3£ 7 ACL LA
BFE AT AN K4 H B & none. WA, WSE4iR. &
] CA ControlMinder ¥ Z0& T 4145 H, Access Control 51|31 [K] 55—~
ap; A H RSN BONIEOLT , ZEmA B .

)5 H ACCGRR 3&I, W LA FHLL R selang fiv4:

setoptions accgrr

AR ACCGRR 1B, W LMFEHILL T selang fiv 4

setoptions accgrr-

ZEFIH . FAINIRE

ZEFH

ZER

G RN e A B AL T BRI YR Uy 1) (g Aty 5K, IX 2% Access
Control #IZR VLI IAMN T

BARRZT R 2 ON SRR 10753, T SRR A RS
H AT B

LRI RE N S FLEs U5 1) RTGEIR 1 0 2 255 Z [AIR#%. WisR s v
H LGN T Bess IR N 2 A g0, BIAEAEBHIRTK Access Control
SR T T U RR, U7 1) 5 ANRES ) BER . R TR %
ELHNZE, BARILGEIAT 2R

ARG WV R E AREVT ) A G AN R F AT B

ZRIHiE CATEGORY LA FK. R LA Uy 1) 5 A5 U5 0 i 2 4
e AR IR B S B 1R SRR o LI BT AT 2 2RI, Vi A
REVT M 19t U6
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YO FAREE

RENE

LARFNEIE SECLABEL RH LRI A TR L bR L g0 M 2 4
FENARGRIE L o K22 A hRRE S IC R V) ) 3 BB, % T i) il Bk
PR %L AR AR A G I L B JONM 22 . Uk R
it D7 17 2 BE YRR AR AT 5 (K 2 4 U IS 23 i o

Bl A 22 HR%E High_Security

5 High_Security &5 22 4203 255 45224225 5)) MANAGEMENT Al
CONFIDENTIAL ff) 224 Fr%%

W HLEE R F userl 43 BR4h % 4= hR%5 High_Security, W userl ff) 22428 5 K
255, BAMEEA 224255 MANAGEMENT FiI CONFIDENTIAL.
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FeE: Rk,

A0 DA 238

DA A BRI ? (p. 59)
2 (p. 59)

1% & Surrogate DO T H. (p. 64)
5 X._SUDO it (p. 65)

By 15 S G (p. 68)

KA FH P AR (p. 71)

AT ABLRTIK S ?

FH P 3 S B K65 . Root K ARG ELRE WS ML 7 (su)
152K LL S A# ] Surrogate DO (SUDO) L H., & 3 fidt Wi 2 H 7 BB P 3 1)
Ab¥E. CA ControlMinder &4t — NIRRT RS serevu (AT H
FUa R T PAM (i A S ueish ) o s n] DLl s e 7 H
AL THAE RORE— B a5 B 3l e Sk IRk F .

ZER PR

L UNIX su fir%,  F7 AT DU H As L (R i D0 20 AT 7o 22
DI D B A e AT H S HL R s, 30 R, BE 2SR H AR
G R ] P i . I S T SR SRS . 34k, su dr S dF AN SR
WEY I )i fir <, DA B8N ™ T AT 5 K H P 5 SR R BT AT 5 4 A
X3

CA ControlMinder £ 5 sesu S FEIT, ‘A& UNIX su fiy 2[R3R A . 48
AT ABCE sesu DAE R PN H QRS A54E ) S 3G UE I 7 2, AN 2
FEREN HARH S 360 . B IE R FE L T4F SURROGATE 2R 5 L
(P70, LRSS THAT a2 I %8S (k) .

ANTFFXF su BIVFRT, X sesu FRIVF AT ANHRE T2 A5 FHTE H A 7 1030 o
T2 MO T2l e rh i s VRl s D adsk TP IS sk Sy, Tl
JUH D A SRR T

e R 59



2R

WREH P /2 _surrogate 41 H 7 2 — AR EE, 1) CA ControlMinder 2344
X% P R A A B ERER A D 08 FH P B BB A 38 381 o A R B

N T A AT IR, RS RGP X sesu T TR, WAAT
PR RUSATE . AT B G IR ZRE bR ic oA v AT IR setuid
WA root, TEAREAEHZREY .

BEEPH ! AEEAEH sesu SEHFE/FHT IR CA ControlMinder 4 /7 2 LT
HH P IE &E sesu JoHRAc M. IXFE R DL G AR 2 L E| CA ControlMinder
(I AT A R G

WEH P 1D B

HBT ks RV P A P, TR EERCE 1D B ). XL
)iE i+ SURROGATE ;‘é“ﬁﬁlﬁﬁﬁﬁ B SUEAT P R ), A
P41 %t SURROGATE 5% .

B P 1D B

1. 7 CA ControlMinder Ui S & ¥ v, mpi ] P7ik i+, SR)E 5 9%
BORFRIR” FIE T+ .

AR IR S LG UK o A A
2. g R P ID B,
¥ BoR“FH 7 1D B T
3. QU H P ID B .
¥ W R BIEE 1D B T .
4. SERGERIR U P B, AR IE RS IR AR

ER: 11K SURROGATE KB MEMITELIE B, 1S (selang %75
) o

WA FH P B 2 sesu

BOANTEUR, ZESCHE R X sesu SEHBE AT Thnid, A AT LLis
T8 A TORIEZ AT, BB E e FE RN IS -4 sesu A
FP . SRIGETERUE RGN su KR, R - R ek 46
CA ControlMinder [t sesu SZHIFE ¥ .
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2

B2 AE sesu, THPAT LA EAE:
1. BWCEFEAH I (p. 61).

2. {#JH CA ControlMinder [#] sesu SZ T EARR G su SR P
(p. 61)0

3. BRI KA su STHEEST (p. 64).

FE: % LE)G, 1817 CA ControlMinder I R 4L 1] su SE R A
SPAT, R OB AN AN 22451 sesu SEHHFERF . CA ControlMinder
BHIBATH, RGN su SRR 1E 5 TAE

BEEA R BN

TG sesu SEFHRRE P2 HT, T8 A H5eahs 12 v B 5 e R P e i
U)o XLy ok R K0 P R SR U bk P X R AN B IR A L
I FevERe E 11 AERE AT D ZE ] P B s )
REFEAH P BN
1. A root F 7 (USER.root) €12 FL A DL @ P A EH 25 U -

» nobody 1F KT #

n BRIV RIALR Y none

w AT I LD VAR e R AL

KB IERTE P B root HI T, BRAR B AIRAL WA RBUITHE

P51 root HH /7o
VER: AT LAY ST AS B B 5L, b ] DA A 3 R A A4 T
TR,

2. M root /41 (GROUP.other) 1) 2 AT LLF & 4 A4 C FR 73 5 -
» nobody 1F TG ¥
n BRIV IR none
n  TH I VAT E AR AL

KB IR AT B P s e root T 4L, BRAE R R BRI
R root 4

HER: KB4 UNIX RZE L1 root H 4 )2 other TX sys.

e fRYIKST 61



2R

3. %4 F PR S B USER._default 19 B 00 -
» nobody 1E NI
w BRIV AR 2 none
n A root [ R HATAT AR E SCHIHI
n  PBCE B AR AR A E I P

ORI LEBTAT P R AT (BRAR R AIRABO I HARBL root H
JURT root M1 AR AT AT (BRAR RIS

ER: TR RIRA root )™, AREAVFRE (Bl dtlogin) K<
WA RN root T CBRIA X & T & uid=0) )48 4 fa] FoAd
Fro N, 22308 388 M, K4 CA ControlMinder 23 FH IEATAT R 42
o I P B i 3

4. FEWUF BTN GROUP._default (120 45 46 A -
» nobody {F NPT
n  ERAUTRIALRR A none
n A root H PR HRATAT R & LA
w BBV B A AT E A

RORF B BT P AT AT AL, BRAR Wl (AL, IR root HI P A1
root JH T HARATAL,  BRAR R AT

7~ A selang W B FEA FH )
fEHLLT selang i 2 7E 18 I PR35 Hh 152 B FE A P 5 4 ) -

nr surrogate USER.root defacc(n) own(nobody)

auth surrogate USER.root gid(sys admin GID) acc(a)

nr surrogate GROUP.other defacc(n) own(nobody)

auth surrogate GROUP.other gid(sys admin GID) acc(a)

cr surrogate USER. default defacc(n) own(nobody)

cr surrogate GROUP. default defacc(n) own(nobody)

auth surrogate USER. default uid(root) acc(a)

auth surrogate GROUP. default uid(root) acc(a)

auth surrogate USER. default gid(sys admin GID) acc(a)
auth surrogate GROUP. default gid(sys admin GID) acc(a)
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f#F CA ControlMinder [¥) sesu SLHBEFERRSGEN su LHERF
BOATEOL R, ZESCHE ARG T sesu SRR FIEAT T ki, A ANrlLlia
T8 AT sesu SEHIFE PR LA P, 102008 5 A H
sesu I E AR RSN su SEHFET .
¢ CA ControlMinder ] sesu SEF R B RSN su sSEHER

HER: BHEECY root 7 sHABSZEUT A REPAT AT AR

1.

i F LR iy 2 i FH P84T sesu SEHFET
chmod +s /opt/CA/AccessControl//bin/sesu

A EAR dr &4k R S su SRR P IO B

which su

FEHIBL R A & T i 44 RE su SEHIRE P
mv su_dir/su su_dir/su.ORIG

Hodr su_dir /& su FrE H 3%,
¥ sesu SEHIFR P RERL R su i 2:

1n -s /opt/CA/AccessControl//bin/sesu su dir/su

XAEL AT ELSSVE] S GRS I su dn S, BARIEAEIZAT 2 sesu 5
FEIF

1 H DA T v 2157 1F CA ControlMinder:

secons -s

i FH LA fir 21540 CA ControlMinder Jit B % & :

seini -s sesu.SystemSu su dir/su.ORIG
seini -s sesu.UseInvokerPassword yes

WE bRiC SystemSu A& 4 T 8T sesu £F CA ControlMinder A1z 47 i
HRGH KA su LR

B E AR IC UselnvokerPassword &4 T il: CA ControlMinder $275H /-
B NABAT T SR AR 25, AN root F P 509 5 55— AN P )50y, 1
Bl S s, A RE SOV S BT H P R .

A FH DL iy 2 B8 78 CA ControlMinder:

seload
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W H Surrogate DO T.H

B PIETRER su SEHEF

HAR sesu SEHFE O T THCE, EATAH I8 & n LEH root H I
SR AN P S S IE AT su.ORIG (LB & I AL su SEHFERF) « N
T IX R G, 7] LA#E ] PROGRAM 28 I8 A BH IEAE CA ControlMinder iz
AT W4T su.ORIG.

WE: WIREE L BERNE CA ControlMinder I T seuidpgm, MJAS
DPATIZA B su g ASIE T, BE OB CEHi iy 44 su.ORIG) .
B P EITREN su SLHER

1. 7E selang ', fH LA N ir4 ¥ & CA ControlMinder Wi 4% L E B i 44 10
su SEFFESP:

nr program su_dir/su.ORIG defacc(x) own(nobody)
2. Llroot M/ IS 355, AT R i BE SO Tr) FIAES 5T )
touch su dir/su.ORIG

CA ControlMinder ¥ 5 #1 su.ORIG, I H.IK A CL 4 F touch iy 2% 3¢
PEUEAT T, CA ControlMinder ¥ FH 1 FHUATIZ S04 o

% & Surrogate DO T K
BRAE B 7 A GURI S PIH  BEAT SRS 1 A T 1T
%o SKEETSALEE T2
= 4% CD-ROM
w R A
. BETEINL
FE SRR T L 1 BT AT S ) P GBS 0, 3 2 T B

s, ZARfEAUNE (RIRFFE I IRENE) SRS B 4b
B AT BIATAE S5 A A SR i S B

Surrogate DO (sesudo) SRR PP TIXAMES . & RVFH P 4T SUDO
K (P FLICRET—NEA) de UIERE, FRemiee ] S figln]
PLZATIA, DL EETFIX— H A A 105 ZE AR .

Bltn, FELLH P root 15 47 & X—/ 4% CD-ROM ) SUDO iR, it
ANLLUF 4

newres SUDO MountCd data('mount /usr/dev/cdrom /cdr') targuid(root)
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€ X SUDO it 3%

% newres 244 MountCd & SN2 R R HAE, FELE3R1S root ALRR T
A 04T . %48 ] targuid(root) 2545 ) root & H AR (fi%
HABRIIH ) 1D. sEBr b, FEHORBIHPATTEZSE, A4 root &
SUDO sk ERN HFr 1D

EEPH ! SRR E AT S A AR . A AR AL T RE LS
TEANRAT R ORGP 1) H S PR AR AR B R

Ak, kg A authorize fy4>, R LURZAUH F'HUAT MountCd #:1E. 4
w, ZEARVFHF operatorl H:3% CD-ROM, iEHIN T4 4

authorize SUDO MountCd uid(operatorl)

W] LS ] authorize v 4 BB 1 H P AT SR IR BT, 2P
1E1 ) operator2 H:4%: CD-ROM, iEHI N N4 4

authorize SUDO MountCd uid(operator2) access(None)

1817 sesudo SRR RPAT Z ORI E . Blln, A Fold4, 7
operatorl ¥ H:# CD-ROM:

sesudo MountCd

sesudo T H HJuh At BN 7 4T suDO #4F, RS, WARHEAUH
J PR AT e 5 S S A . BRI, sesudo
7 operatorl J& 5 A BT MountCd #:4F, 4R 5 H fir 4 mount
Jusr/dev/cdrom /cdr.

U R AE A B sesudo AEIAAT R KL (K30, 74 H] R 55 PASSWORD 2
it ke B sUDO sk WRAMERZZH, W P g
1T %4 LT SUDO X SR 1] B0 .

EE: K sesudo SLHIFE 57 SUDO idsk (editres #ir2) HITE4HAE
B, WS (5D .

€ X SuDO it

SUDO SR AL s A7 Al fir & BAIAS, SXFE, I 8 a] LU i FH B >kiz
ATZIA . A AR BE ) B SUDO i s A AT IX LE AT sesudo iy
A TR o

£ SUDO il JERER A TRk LI, W Ak o) Bl A
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5E X SUDO i 5%

data JEPERE & A2 A, n] DAFEIL thigsin—A 2 AN 2245 HY Bl Ao 1F
A ZEAE . A data J& PR AURAE RS 5, I BN AZAE FH mT
AT AR e B BR AR A RR T L AT AT SO, DABIT IR PR AR SR IBCEATT )
(AR

PLF 42 data JEPEPIHE

data('cmd[; [prohibited-values][;permitted-values]]')

DA A 2 TR SR VR BB I 91 2 v 1Y, i DA—ANRTERL ) data & PR {E T B
A

newres SUDO MountCd data('mount /dev/cdrom /cdr')

w2 TR I TR HAE R B iy 2 sesudo MountCd 4T EIA mount /dev/cdrom
[edro AEERFREE ASEIE; RV IrE ASEE.

il IR ACAT N D RESR R AR B, W LR A e A5 H 10 2 50 se Vi H
MIZH. W] U R O AT 2 AR e RN UNIXCERCFRT . AR R R P

R i

$A FRHE

$G HI 4 CA ControlMinder 4144

$H F P 1 3 B A A

SN He Ml

$O PATE R 44

SU HiA5 CA ControlMinder /' 44

Se AN AT 24401 SUDO i 4

sf ELIPEE

S8 4T UNIX 4144

Sh AT ENLA

Sr HA UNIX BSR4 1 UNIX ST 44
Su HT UNIX 7 44

Sw HAT UNIX 5 AR KT 4 Hi UNIX SCAF44
$x HA UNIX AT AR ) 24 i UNIX ST 44
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€ X SUDO it 3%

AN 2B EAE R IR BN BUA, AT L R34

935 0 WA ZE I AU, (B e R AR5 S N . B
n, ﬁﬂ%% RIE A -9, ERVERI A AR S EL, A
NI A .

newres SUDO scriptname data('cmd;-9')

Herh emd AURIERIIA.

N, WERA RV R ZH8UE, (BAREA T S48, 51
PLF 77 20E X SuDO i3k
newres SUDO scriptname data( ‘cmd;*’ )

W BHIAR S B 2 A WO, 5 S R B sF. B,
ﬁﬂ%ﬁf*"‘mﬂﬂ)ﬁﬁﬂ% -9 Fl -HUP, {HEI LV Al B oA 240,
TN H A2

newres SUDO scriptname data('cmd;-9 -HUP')

R Z AR SHATENE, WA IERT (1) 110 S 45 (a2 18]
RIor B s . Biltn, WiREEEIEH] 7 Hs -9 1 -HUP HIEIIA IS — 45
HOFAE I E R AR 24 HT TR UNIX Jﬂ)ﬁ%ﬁm/ﬁ%:/\’éiﬁ GEZ A1
MAZEAILR) , WA R Ry 2

newres SUDO scriptname data('cmd;-9 -HUP | $u')

WERAIA S 82 TH8RH IS H Wisda —HEE S HCE M T
AHRSH

WIS 2 175 BRI BB 0 21 AAS

sesudo S IR PP SR Bl AT PR . AMUSEUEA BEIL B AR T AH B
HIZEHME, TR ENEBMED LR —AMEMNK R FE.

5% 2 i B PN R S ZHE ISR 5 TF (BB S AT AR AR B A o
5N B AEEHME N SIR, DhRFEMHa5: B, Rk
MIEE ARV flhn, WA R VFE NAME 1524 A R 2501
TN A4

newres SUDO scriptname data(cmd;; NAME)
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B 1 A At

w IEWE S AR
- WERIWAZH 24 OV, TS E AR 2 B AT o
- WERZAMWASEIA RVHE, WHRAREER (1) A4l evr
HZ 5 B o

B, WREATANSHL D SRS T REATE UNIX
J1 &, B A SRS T R MBS UNIX 4144, iR LU R A

A

newres SUDO scriptname data( ‘cmd; $u | $g ; $N | $A” )

WARMA T ZH 2 T 5K B S H W s — 4V 240k &
M RRSE

I, data JEPER MO : BRRMA, REZBENSHHEEAE,
TR IG RBANSHH SO VFE:

data( ‘omd;

paraml prohibl paraml prohib2 ... paraml prohibN | \
param2_prohibl param2 prohib2 ... param2 prohibN | \
paramN _prohibl paramN prohib2 ... paramN prohibN ; \
paraml permitl paraml permit2 ... paraml permitN | \
param2_permitl param2 permit2 ... param2 permitN |
paramN _permitl paramN permit2 ... paramN _permitN')

il 2 TG

I LI AR BRI U7 1) A B O S R BEAT I i il . CA
ControlMinder $24L T PIANKL IR 1F 3500 X510 T E: serevu Fil

pam_seos.

77 L R AT ) 5 AN iR S A e A R S R A2 T s R A g
A FH S

serevu
serevu Ja 5 FEPAUE AR EEHAT B 2 IR B LR 2 IR S s 2l il 2

IR IR o 3R] U FE 8 1t — 2D IRk P BN R B LI AE 1) 2
Py, 3k w] AR b3 g e
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B 12 A Aty

pam_seos

HH AR BUE SRR P KGR AE T B R R e B Fa 4 TH i Ik 55 Mt
RCHE LA R 55 B R 2 B N R G B IR o Al 3 TR
A, KM ARGE B, ERGE B IUCTARA TSk Wk
XA SRR IR T AT SR R By, Wl S EUR G T oGk R
5o T REG R EIRIEDL, serevu Ja G REF IR AL TR SIPTA R AE AR
w CREIR R - BURE I TR, AEIZIN TR BUS K B SR

w KA .

serevu AN root HI ™, (AL, AANEIUE R EE

HER: AKX serevu Ja BRFHIVEAG R, EZH (25750) -

TR EHFIVE R root HI IS, LLBITIEXT root HIJ ] ML BBt ) o

pam_seos & CA ControlMinder FH-T- =ik /= 7 H Ty B ) vl e N B 472 56 AIE
B (PAM). CA ControlMinder {EAT-fi] & s A% 7 1) 6 sk it A b A1 U H
pam_seos. %Ak HIE ] LLANAS I LIRSS 7 25 Ll ThRE 3L = xi % .

Al LABCE pam_seos PAFAT I F1) = AN5AF
w RTINS SR R

M A 2 A AN T A IR IR 6 s 23k, IR H I S B WA SO RS
TR WOE S SCAEA o ZAREAG I UNIX I8, AN G CA ControlMinder
FELL TS 1) T DL o
CA ControlMinder 5 2 M) 8 s 2R 5 NFFE SCAF . serevu SEHFR)T
BEOZ SO, FAE ] AP 45 SR 28 A2 15 Y 1% a8 DL S AR B i 4
i T AR

R L
Y CA ControlMinder $E 20565 Sk INF, 00l 55 ANAE G Sk 2 1k HA ] TR 45 44
JR K. R E T pam_seos FEFHIAMEI X, ] CA ControlMinder
SR G G SR IR R TR FE UL B . i, o RS SR R A F
LA T 4R 5 S IR A
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B 1 A At

249 R PR A

w oA YT AR O RS SR

N HLLAL U segrace SEHIFET, SRR PRL AL H 7 (1) %5 0t
3 BIHAN B8 FROE SR RS WS P sz, B e Rea
A0 T PR B S Ik E, W segrace A H] sepass SRR LA e F1ZH 1 5
RGN

EE: N NFHEHESELE, CA ControlMinder 4 ] segrace.

VER: 2 SSH IRIBUR I & s Fiqt, A Z00Ks 5 1 AE A FH Y SSH R Ak
T IFFINC S DL HF PAM. QI R 1) SSH A AN ] PAM, ) CA
ControlMinder JCyEAGINH /7 42 7538 s T MO S

GIFE PR RATIN B pam.conf FL'E SR, 4 TH FINC B ST
A /etc/pam.conf.bak.

X} pam_seos AERFITE B 2 IE L seos.ini SCAFHATI. MR BT (U ThAE,
WE [pam_seos] ¥ 43 1) F AR

LA B0 ok R B B GRS AR AT, 1S R seos.ini SCAEH R BIRR I :
call_segrace = Yes

LR G W AR, TR seos.ini SUAF TR FlAR L :

debug mode for user = Yes

ZLik serevu {fi [ pam_seos B3 RMUASIN, 15 E seos.ini XAFH 1T 41
Frid:

serevu_use pam seos = Yes

AATH A AR BRI N 2 AR 6l
m  7E SunSolaris #, BT LG SRR KNS, FE %] serevus

m  HFETHF PAM 1] Sun Solaris+ HP-UX Al Linux JitAs 7155 it pam_seos £5
ﬁ%o
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e e (RN

RN R (RN

TR DI RERT 11T FC T AT T K st AN PR K 5
REFPITT ARG, ARG HERM I AGERKNH 7. BT LR ELE
R P RN IC IR ok Z b e AN B R B, — HLRRE IR ™
U5 208 Ty OB A

ER: AT AT I, SR 8 S s s R AL i S,
Y2 I AN RE DS 0 o B AR T AR

Al L USER 50 38 GROUP 250 sk I e AF JE 1t 1 B Te A E R B
Jo A RO Z A I B SO . BasmT LU SEOS 2517
INACT JEPE, A RGEE RN BT H e oA .

1E selang H, i LA & nl LB I 4/ 75 U e TR

setoptions inactive (numdays)

BN W E R CHE S XA M RGN BB E) , WL
T4

editgrp groupName inactive (numdays)

BONH P s ERE CRESZH A EM Rl E) »
PLR 4

editusr userName inactive (numdays)

SRS RS IO R, A BUR A%

editusr userName resume

ST R B B SO, WA B

editgrp userName resume

FAERGUEE SO B AR o &, WA LU R dr %

setoptions inactive-

SRR AL TR G oA &, WA LT

editgrp groupName inactive-

SR T I C R g sder S B iy 2

editusr userName inactive-
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F7E:. BEHHPEL

] :
[

£ SCE S T (p. 73)

ST 58 B 5K (p. 75)

A

AL H S AR A, (EE B R OR G EAFAE BT R S i) AL

5 MG SR

] PR AR A 2 B
R T AR 2 4 (R R A PR AR e 2% 2 B
AT ) LAt AP SO 3G e 90 4 A3 11 3 B o

I B RN AN E R el e R i ] g s i) itk
HEr#. RAEERIRE A RSB N (105 i 2 A PR e
AR CA ControlMinder ANAEFHRHTH , H'E ) LASRIITAAT RS,

SR SRS R i S P A P B A i PR P SR o AT AR RN
WAL R LT 2

B AN 9 LA 35 UL
B A L AT 4

B S 8 RS

B R B T 5 BT

A SR ETILR (REAXNE) .

B A > FAT BRI SRR T R 18 B0 A
GRS T

B AT AR S A7

IS ANGE /L seos.ini U Dictionary FricFi [a) (4 1] it A i R 161
PRI —

07w MR 73



n RN B AT IR (R, B0 AT sl
JRAE I I T T o J ST A 6

w RN AN B ATV . GRS — A AR IR
ST LABT LB P bR A B S i o SRR T SR R, it
EAR VL QI SN R R O M e o )

EEPWH ! AL sepass, Ao el AH 200 T H . ARl
{8 1n] sepass MR A .

REFHRERE

BLEFLRENE

1. {E CA ControlMinder Jjij s & B 1, B Pic &7 LR
et Y S TN W A S AT

2. FE“HRI X IR T PR SR
W R SRS LI

3. FETH P B X B e B “PASSWORD”, AR i i AR AE"
AR AR R S B B A

4. AEUTENE” XIER Rk T b e P A i s
W S FH P B SR LT

5. 8 SCH T # M A R, ARG SR
T8 SR ARG 1 R0 Y7 3 B Al B g 7 B R BRAT

6. (fUEH T UNIXD LAl sepass SEHIFE SH0B % 14 .
FER: AKX sepass SHBF MG R, WHSW (H55) -

Bl e X E R AN

LUK selang i & Ris S i o Ao &, JF o OWE 2 BL R &)
EZ LR

. TR

setoptions class+ (PASSWORD)
setoptions password(rules(alpha("6") lowercase("3") numeric("2")))

HR: AKX setoptions i 2N AITEAE R, WHSH (2FH/51) -
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R I SR PR S

&
i
=

BN

CA ControlMinder 4 0] #4047 3L ACInstallDir/bin/sepass (Fr
AClnstallDir 5& CA ControlMinder )23 H 3%, BRIATGIL T N
/opt/CA/AccessControl/) , ZHH e i AMEH /bin/passwd) H#
O .

n  Hf sepass AERTR BT IS AT CA ControlMinder %515 5ils . 1A
sepass AEAT BT % 05 BT A 172, DL S s 6 S O iy H 3. kéh,
sepass T I ZIfES /bin/passwd AH[H]

AT BRG] AT SO /bin/passwd,  BRIAEGSERE 207 CA
ControlMinder $UT [ # M A . EXFEILT, nT LAgksfl
FZ R 4G /bin/passwd, CA ControlMinder K152 2 4 % iff A AT
AEART 05 JoT A 1 o

AT LAY selang BEQHTY. T fir kP i

chusr userName password(string)

R R (LU BLG B 00 s — ) i s o R
VI P 2R R SR IR B A

FA I 5 BR SR

I ] (5] B 2 B o T LA T s 1) de KR K. il 4R e IR MU, CA
ControlMinder # Il A /7 A2 i 2], I Al SLRTEEE & A, o]
PAARSEAL ] H s 0 1 2A 21 58 RS S K. fEJa — PP oL~ HP ek
VIR RS, AU RS B R A RE o 9 .

Fi 5 T e 1R) 18] KR

ERGU YN, AT LME setoptions i i EAE RS T A HI
AR A 5 TR TR RO RS . iR segrace S FHRR P2 HE 7 sk AR
KRy, BE R PAM BCE N ] segrace CUIRIEIIAMERAE RS
SCHFPAMD U 23K B4 5E RE,  CA ControlMinder K38 411 H] /™ 24 Hif
O, R, AP AN LRI, sRAREEA T IH Y, HENA
B8 PRG SR IR TR SRR BUR, BHBL R U5 R 28, I HA
JLZE R GUE P BB AR AR PR A .

HAE 2R G010 [ 000 B B SR I TR AT R, S LU i

setoptions password({interval(NumDays)|interval-})

7 . EELT D 75



NumDays [FM{EALZUE F B IEAE A, A AN o] w2, AR IR ™ 1
WIS R R A R RS, RN R B A A % . R
Koy 2 (R I T 1o o AN T2 A i SRR IR HE

interval- £ a] B S5 05 i 18] () B 1AE o G SR ) B FLA g i A
HEAZSEE, WAEHZE. S0, Kl setoptions i 2 15 & 1)
BRIME. ZZHUN S chusr B editusr iy 22 H .

BCE BN P BRE KR A B 18] ] B

S S T L Ay i P BSOS N T D . 3K B T sk e
P B AL R ST RO T . 43k B3k 2 K BN, CA ControlMinder
A R CEM. AR, AT SE N R, SRk
AR, HEASI R, BT RS R UHUR, R P
FURGE, I ELHI 62015 B0 5 BB I R L ik P

BV E BB F T (P s R s T TR) B, 1N DL R 2
editusr {interval(NumDays) | interval-}
T BN A R i ] (I, TSN L R 2

editgrp password{(interval(NumDays)) | (interval-)}

NumDays BN UL B EAEH . A0 I TR IR) R 0 2, D)4 4 i )
IR A, WORATY A 2, TR ] )RR B B % RACH I
I i) ) B 2 05 - 22 A e SRAAR I

interval- Z 50 ] B ARSI TR TRI B B . W SR IO Tizwes, JFHAER
FUCs R E TR AR E, WPKAE %A .. &0, B iH setoptions fi
AWCEFEMME. 11 1% 2805 setoptions. chgrp BY editgrp fiv &
i H .
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e PR 5%

PR B8 PR 3R

o RS 2 5, BRI P 24380 8 36 I CA ControlMinder 26546 1% H]
PR R, #ERME, HP e DR, APLS e
R ZJE, HAPARETE %,

96 R SRR I B S B A . R BRI B 2 BRI . PR
W%Mﬁﬁuu?oﬂﬁaaﬂ BB T8 RE SR, KR U
M%%,%F %%%E@Aﬁ%uﬁﬁﬁfﬂ WKt grace IKHE
T,W%F%% o BRI B8 PR S BN 5 K

T DU AT R s A O b . EE T R, eI
TR ML, DTG

PRV R A ERER B G 1 e BRG 5%, TEEIZH Y Jogin. .profile

Y, .cshre SCAFHE AN segrace SEHFEFHIA . )5, segrace SEHFE
PR P BoR— 408, U BRI 1) v B S S B f8ad mT DA H]

segracex SR LA B 77 0k A FH - R 26 05 02 15 21 1 o

R 5% segrace Fl segracex SRR P HIVELNME B, WS 0 (=755 ).

A B MRS SR ACBE B AR G [ ERE, WA LL R iy

setoptions password(rules(grace(nLogins)))

SO E IOH S E T I TR %, WA LU R A

chusr userName {grace(nLogins) | grace-}

SO E IO G E SO R 9 R E S, TR LL R a2

chgrp groupName {grace(nLogins) | grace-}
chusr BY chgrp T4 B (78 55 1% 7 2 e e I 1 R Ge i

ER: GROUP KM REME (RI4 R S R e E ) BEEH T & i 23]
JE1ZH 8 B S IR RTAT, USER S (14 5 B a8 7 18 o 2 i A
SEEN RN, 58 RS SRAE ] P s i 2R A i E (A GROUP id>kE
RGN BCED o EARNAVREZMRNN, O B
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8 F: RYIAFRIEES?

ik W

AR 735 BAR 2

PR TRIDN SR H Sk BT 1] (p. 79)

H] _abspath ZHBH IE4F ISR L (p. 87)

5 AHL UNIX ‘%24 [A120 (p. 87)

WS PEBURSCA: (p. 89)

S SR (p. 90)

-4 setuid Al setgid F£)/F (p. 93)
PRI H LT (p. 95)

W AZ BN A T 8 AR— Y (p. 95)

R — E I SCAEANHE Kill A2 2211 (p. 98)

R Bl ST H SR BT 1]

CA ControlMinder A Eg2% UNIX IR R 48, H [ HLs Il — N 3455 1) 75 7]
BRI JZ o

CA ControlMinder #3K T 51 % R0 SCAE IV R A, FFAEREFHR [7] UNIX
ZATSAEH PRI PATR B E AR o U7 W R T FE 5

n G (create)

m FTIFSCHFERMT IR GO

VER: WIS T LR LA B A2 75 ml LARAT SR (il
Is -1 FHA5 BEAE, 5% STAT intercept Bt & i & Wl 1. 17K
{5 5, 2% Reference Guide.

w  FIIFSTEHTE N CHN)

AT (execute)

n  HHIERSCEE (delete)

w EAAH (HER. Eid)

SRR (chmod)

»  HEIrH# (chown)

w SHONAER — a0, AT touch fir & 45 IR (utime)
iR AHL ACL — 1 ] acledit fir4 — XT3 HF ACL I R 4L (sec)
s I H K (chdir)
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IR FR SO H 5 5 1)

CA ControlMinder s [a] £ & 5 A1 UNIX HEAUAFAE T FIANA]:

CA ControlMinder &8¢ H 7 1 JE 46 H 7 1D 1R 20H )7 1D (euid)
TR A o 510, Wi userA YA H su dr 2 ARIABH 7, W userA
158K BT In) LV userA V5 i) I IIREESCAE . 578 UNIX FhA ], AQEE
At FH 2 38 A2 ) B UG F P B 3h#% 168 B AR P ST D7 iR AL

B o

CA ControlMinder ANaj#BZH 7' (root) #2 T H 3V n) R4 AN SCAF
PIBR . BB 5 KRG M A AR 7 —FF, D2 2 3 AUk A

FBURL BT CA ControlMinder RN S A U5 AR F1IR . H AR
L1158 e e 4 L N 75 e A7 o

U SRR B BN 7 5 ) 84S, W) CA ControlMinder 235 A1 i% ]
JURET T BT %S AT 2L

He il 1 H R CA ControlMinder B A% LR A BE RSV 1]«

JHIER SCAEIF,  CA ControlMinder JRE 25K HI - AT 4 5 S (FMHIER Ui
AR, 1M UNIX ZESR P A0 5 H S5 AR

BLH A 44 SO, T A IS SO R 5 U7 ) AR A6 H bR SO

R AT 24 U7 IR PR o UNIX 3B BE SR 1% T 7 BAT RS H s 5 A ] AL

{8

FT A FH #8852 1 6 SCA: Jete/passwd FiT Jetc/group 175 A3 BURL PR
(BARALBR ), WIS e SO A BRI BB ] X nl 8 S m] fER

ARG,

CA ControlMinder 4 22+ FILE X %10 BT 3 4 918 Rz G0

P SCAE R 5 AU AR

chdir Y7 A PRZE R L 114554 chdir fr 2 EAHATIZ 2, X 5 UNIX

AT o

N EE SRR G LE PR

XA E TR _restricted 41 53 I 7', CA ControlMinder 1 HE£&
PR FUSCEAN H 5k

- I A R AT N SO H S A4 FRE SRR SCIEAT H 5%
- B E SO AARREE (B, Jete/*) VRBCHISCIERTH 3

YT )& T _restricted A 7, T R4 CAH-#B%Z CA ControlMinder
IR o X T ARAEZHRE PR 2 WS, RAGET FILE 2511 _default
Ko
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IR F 5 SCAEAN H S5 5 1)

= CA ControlMinder 4" — N3, ZRPIIITA XA H X4 (B
AT B 80 TR SR SIE. T TR NN A=
A, W, nlE kB i AN R e SISO R H s ok
N 4096, AFRBAI B NN 512

w B R T RSO S XU e RO, XS AT 2 2 B AR
IXLECAELAG CA ControlMinder Kdfa 723U A% H AR BLKC B30

EE: AXEAGER, EZH (25754) T FILE K.

CA ControlMinder SZ£§ T 51| SCAE V5 ] 287,
m ALL

= CHDIR

= CHMOD

= CHOWN

= CONTROL

m  CREATE

m  DELETE

= EXECUTE

= K

= READ

= RENAME

m SEC

= UPDATE

= UTIME

= WRITE

AR ARG TR 0 S U 1k e SO AR ol ] U
CA ControlMinder R4 T 51| SC 1
m /etc/passwd

= /etc/group

m  /etc/hosts

m  /etc/shadow

NA$ ] CA ControlMinder PRI EE A (A MR S5 4% 5 & R 4% T Ui 1]
BCRR D Fnfes il s 1 i HoAh SUs k.

ORZ T VT 1) 2 1 (R B SO b RN B, RV A R 8eAT i AH A o
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IR FR SO H 5 5 1)

AR R

ORI SO

2 seosd Jii G REFF A B, EORE G E B R b s SCRIREAS B IO %
PAT UNIX stat 7 2. AR5, ERENAT g —AK, b Nsg
NGRS E . TAh, SEFREABEECCE, ZREEE S inode
I %5, CA ControlMinder i 1] DLAR4 48 [] 13 26 57 42 1) A
B, SRR R R AR B 2 inode SR . B EASE B TS0 pE
(1) inode F1# 2% (115 5 o

1H 1k CA ControlMinder Gl #T A ST M T -

n URSCPEAEAET UNIX A, CA ControlMinder B G5 SCH-HUAT stat iy
Ly ARG ) SCAEER s Ity A SCAEY inode FTAE #8415 S IRHT 4% H

n URSCEANAEAE T UNIX 1, CA ControlMinder 5 [n] ST 285 N SC A
R H, %4 HATE inode A1 AE B 125 H 5% M
XM EHMA. S, NZELNHETRE —NMEs, 5
S8 AE G AR A Z0AS 12 A 1F) inode I 2415 Lo Bl e 61 38 S0
N, WEEFAEILEI AR, FHIE %0 seosd 1% A1) inode FTik 15
K, DU seosd 7ESCAF R BEBNZ SO 45 H o

EMBR SCAERF, CA ControlMinder ¥4Ik seosd SR HZ A4 H
{H1Z 4 B3R B £F CA ControlMinder # /&, DAAE S8 T Gt iz s »

PIH selang & SCZARYSCAE, TEHIALL T A
newres FILE filename
B, AN /tmp/binary.bkup B30, FERIALL R A4

newres FILE /tmp/binary.bkup

TR WURGE SOOI AR 2 T I 2, 022 73 e BRI R A
PR B, AT SCAFRIBITAT 4 RENE U il i 30

IVESLZSAVNE 21 G4 7S /al e N 1E R s << £ QRS DRl g L P & L ity S R )
FNIE L g i R AR RENS F Bl Us i S0 RN, i m] ARHLIE
B3 SCAT T AT B LAAI R B Ay FCAd ) U5 ) 2301

LR Z A HA MRS, SRS RS Sk d
BEFF A * CRIRFEADWREAN TR M2 CRIRER [ ZAME—7F) .

1368w RS SR e AR A UERE, IR /tmp/x* v LARI4E
/tmp/x1. /tmp/xxx £ & /tmp/xdir/a ) 3CAFVLRL
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IR F 5 SCAEAN H S5 5 1)

CA ControlMinder ARVFIETR E MR ALTE /*. /tmp/* Al [etc/*.

BEEPE ! RO SRR AR R T, T AN S 5 a5
Hefl.

wlan, DA A% /tmp HRHP A2 FREL a TFLIERL b 45 B AT SCF COFs
B /tmp/axyz/axyzb BISCAE) & o2 Ry S0

newres FILE /tmp/a*b

FILE B35 44 F5 - BB ACRF

R 1 ST 1)

TR AE FILE BEJ5 44 FR A A B S ST, SmT DA 22 AN SO W ) SC A
s AP EC A R UCC ATAR SCA8) 52 5500 s SR BRI 7 1) AR (1)
PRA

AT BB a0 R

n O ROMEREAE TR T

2 BN EREAA TR

WP SIS 2 B YRC S A FRAH UL, 0] g 14 = e 455 DG i
T50Ks T2 9

CA ControlMinder /52 DL R A FILE BE Y544 FK

m /*

= /tmp/*

m Jetc/*

7~ AE FILE 35 A A @ B RF

FILE B33 /usr/lpp/bin/* L4 /usr/lpp/bin & 1 FA7 AT H s LB R
FEIRED

TG selang PFRHELH - 0 SCARRIT ), 3548 A AR A 1) newres iy
Ao i, EPT R P FER P myuser Z AMNPATART AR P 5 iR SC
4 /tmp/binary.bkup, E0]LIEH T4 selang fir 4> :

newres FILE /tmp/binary.bkup owner(myuser) defaccess(N)
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IR FR SO H 5 5 1)

Z A PAT LR IR

¥ /tmp/binary.bkup & X k2 ARG SCLE

4 myuser F P BCE ZSCAFR T &, 52T myuser Ui R SCAR AL
PR .

3. K SCAERIBERIN T B BB T, B AR Al P 0 20 2
FEVFHAR P U5 IS0, b2 308 S SR T BE U o

BEEUH! WA root AR selang iy 4, 2R )5 & X FILE 1K,
HEAR S — M BXIq e A, W root K w4 X LA A
Fo. VENFTHE, root (BLLA root G438 WAL 7 ) $4 H A S0
P54 BT RIAE .

Noe

ER: LUK seos.ini S AR IC use_unix_file_owner 13 Eh yes. IX
AT L UNIX P 2 B A RS S5 Rl o

RELLE ST 1)

AW, 58 SR T B I FILE CAR T, ZAEH] selang 5 BT AT
1 FILEGC%, W91+ “nobody” .

B, EE SO ftmp/binary.bkup & RS2 ARG SO IFBRIEBTA Vi
WZSCAE, 1A LLR selang fin 4

newres FILE /tmp/binary.bkup owner(nobody) defaccess(N)

% newres i 2 B PR EPAT & 2 iz 2 CEIR 20 root )
ANBEVS SO BHAEET A F P 05 i) SO J 3 R 20 8 xC A — A
g2 AU S

PR A AVFIEAH P U S2 O/ 3C4F, 15 8 H authorize v 4. filln, %
BT H Freuserso” ¥ /tmp H 31 LA Jo FF3k I BT SCAH O B BT U5 ) ALRR
RN LL T T4

authorize FILE /tmp/Jo* uid(userJo) acc(Update)

HEER: CA ControlMinder H GR{ 7 HH 4 7 rh i ST
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IR F 5 SCAEAN H S5 5 1)

BRE il FH P 3RAG SR B

EHE BRIV RBUR

USRS AT A P SR O SO el H SR (8 224D B, BRI DL T
TR AT LME I stat DhEESRAG R TICAHIAE B Biltn, X SCff
/tmp/abe BAT BEATT TR I T AT LAAAT T 918 A -

1s -1 /tmp/abc

B 1R BA BT I BRR R P 345 3SR, WK STAT intercept Bt &'
BEBN 1.

VER: fAK STAT intercept it & & B ITVEAIMGE R, TESW (2%£/54) -

BEAE restricted 41 (FEAB VLGS ) A H P BRI DT ) AR, A
XFiZJ5 ) _default it s {# ] selang showres i1 4> .

BN, BAE _restricted 41H [ H 7 %) CA ControlMinder (i = 2 AP ST
T B BRI T ALRR , {8 showres selang T4 .78 FILE 2511
_default B

showres FILE default

TR A7 AR #HHAT R 5E CA ControlMinder £k KN BT & LI
V7 RBLRR

A5 F 4 AFDT Rl4E I R

T AR R T U5 ) SO IR AT 2 APEXE SCPFREA T i o AT 5 54T
FAF VT 1R SRR A FE 7 842

R RV R SO R E LT A2 shell JAIAS,  shell A2
#1/bin/sh fE N ILEE—17. B4 shell AR #1/bin/sh AT 45 7R HAGA
M, FTDAASSHAT # 2 J5 1 shell A,  /home/test/test.sh or # sh
/home/test/test.sh.

DU AR 78], SV ATA] Jot R A % 6 B 2 S /bin/passwd #5522 B
B SCAE Jete/passwdo 23 FH 1EANYE T /bin/passwd XS /etc/passwd SCA)
IRER

newres FILE /etc/passwd owner(nobody) defaccess(R)

authorize FILE /etc/passwd gid(users) access(U) via(pgm(/bin/passwd))
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IR FR SO H 5 5 1)

newres 172 & X CA ControlMinder [f]3C1}: /etc/passwd, I RVFALATH 7

CBFESCARRITA D) SEOCCt. ERET /bin/passwd R EAT 5 in] B
BB A SRV P U5 i) SO . — HUEE R SO DL R T 2 B R,
WS H P AAEH /bin/passwd F2/7, WSBH1EK 4% Hidi A Jetc/passwd
P BT RE IS PR S Bl e 4 P 16 FH P T 3 SO A A T 7R ST

¥ Yan] I‘Eﬂ F A AT F T D6 B0 P BE AR 48 (DBMIS) R SCA 5 1
T, fhﬁll&Fﬂ%FWLﬂHﬂiﬁﬁﬁ?fﬁfpﬁ%ﬁmﬁ}?ﬂ%fﬁﬁ%}?ﬁiI'J_J
IX?'?I#F HE UL N4

authorize FILE /usr/dbms/xyz uid(*) via(pgm(/usr/dbms/bin/pgml)) access(U)
authorize FILE /usr/dbms/xyz uid(*) via(pgm(/usr/dbms/bin/pgm2)) access(U)

Wt JE T DBMS —BEHISC A H S FRT pgml BLFE T pgm2 JEAT U i,
IBAIXEFA A2 SLVFT A CA ControlMinder ] J' 5 i) DBMS FR 4t 13
 xyzo FEASEMEELSPMH. 255 Ex L2 CA
ControlMinder T H 7o B T ERIAVS I ALPR 38 F K 2 L3 CA
ControlMinder [ 7 24, AEH AL S IEME S B BROIADT AR, 3
W, AT LU _undefined 2 T-7E CA ControlMinder it 2 i o4 52 X
I

#40] LU# ] Unicenter TNG H 77 ACL JE 1, #3E Unicenter TNG H 772k
A, VBB M ET IR R S AL Ui A PRI
Unicenter TNG H 7] ACL J&@ M H BFIBR

Bltn, LUK 244 4 “george” I s N3 44 4 “basecalendar” 1) Fi
H i 454105 in) g1 vh

auth file filel uid(george) calendar(basecalendar) access(rw)

LA 72 M Unicenter TNG H [ HH IR 44 4 “george” I H -

auth- file file2 uid(george) calendar(basecalendar)

i P e 7 R FIR
ST Ut 5 2 QU il P91 2 (NACL) FE 452 T P sk 4L it i 28
il

1H 1L CA ControlMinder i& 5 (selang), i LA v 244415 1] :

auth className resourceName [gid(group-name...)] \
[uid({user-name...|*})] [deniedaccess(accessvalue)]
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H _abspath 41BH (E4R& AR L

F _abspath A PHIFFFEHARS

SPATH A% AT R AR X B A2 44 2 22 A, Rp )2 s =i H %
I KL () B8R4 . TEHIELL IO

AR H R PATH A2 5 1 Thss 2 2410 () H ke

n CEEH AT IR ERE Y, RURRS TR, JRE A A
/tmp/ls.

s EUUEEA P ER, root &1E /tmp Hgr SR s finde 5K

br b, root A IBATH LI Is iy 2, T2 H 52 2 HARIZIT 2
TAAELE tmp H S IRRS AR

TR 1% %4, CA ControlMinder #2141t T 4 &y _abspath [ /741, 2%
1l _abspath ZH 1T % 53 A8 8 FHFE e I FH ARG 42 44

AN FAEATHABLL H A I — 4, Rl OR8N 21 _abspath 4. i%
FHE R U0 I A28 **Lthﬂ%)i'Ewmﬂ?ﬁﬂfﬂﬁﬁxﬂ% LEp

A& H UNIX 24 R

SR CA ControlMinder APE L A< 1t UNIX AR B8 5 2%, {H AT LUK ASHL UNIX

IR 545 1) CA ControlMinder AR IFIZE . a2 d, AT LI IX P AR

—E, AL, FRZBICL R

n [FRPAR, —HFERPPARL, e R T R T CA
ControlMinder #Z A4, {HE AN B2 JAAAE U 1a] B0

m  {E CA ControlMinder H1#Z 7 (IR o] LAA& 16 ] UNIX, {HFE UNIX H1#%7
T IR PR AN GEAL 13 3] CA ControlMinder.

n BT HSBR RGN FEERYE, UNIX AR R 2 AL TE 1 cA
ControlMinder AL . B{# F. 45 Access Control %138 (ACL) ZHHE UNIX
FEAS 03 S It CA ControlMinder ACL 1T &2 241k o

Al 5 CA ControlMinder [a]20 H EA5 ACL [t) UNIX *F& BLF5 Sun Solaris.
HP-UX A1 Tru64.

TERAT IS ACL IHAL T, 158K v LLEAL 2 1T UNIX rwx BB 55 CA
ControlMinder AR Ef KL EIF2D .
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A UNIX 224 )25

. FZ

[F]20 1 authorize #2111 UNIX £ 5 seos.ini XA ) SyncUnixFilePerms
Fric 2l A3

AL UNIX 3ETH, authorize iy 223K 7E UNIX £ CA ControlMinder
WSt . 1% AR ] DU URTANAEAEAR R IO AL B T UNIX ALBE

Cn R AAE T UNIX 3£ T3, W) selang fir 2 %F UNIX ‘2 ANEVEM .
Ak, 7F UNIX {5 B 254 (47 &, CA ControlMinder KRt TERk. P,
selang 1] LLTd e UNIX 254 (10— 7572 2 1E authorize iy 2 H i
UNIX JET0, D

{F authorize iy 271, WIILE seos.ini SCAEH [seos] &5 2) A7 IEAf 14 B
SyncUnixFilePerms Fricl, UNIXIEIIA ZEERH . &bsid A LA SLiF
A5 F A :

- no-1EEANFED ACL AR . XZEERINES

- warn - {5 E A ACL UMK, {HYE CA ControlMinder 5 Al UNIX
BUBR PRSI e s

- traditional - 5 E R 4§ CA ControlMinder ACL 132 4H ) rwx A R

I HASK st P AR A3 2] UNIXO

- acl - 5 AR CA ControlMinder ACL #4%% UNIX ACL.

- force - 15 E M5 CA ControlMinder defaccess A PR 4% UNIX 4= 5
i ) JE Pk

HAEEN ) seosd JG G FE/FLLG, SyncUnixFilePerms Fric {E H 1)

FIT A A S 3K

LU R 785 M 4K Jvar/temp/newdata [ 30/ A144 04 fowler (1 7, 3R
W FILE 8P — M id sk AR R 1Z

1.

2.

KMl seosd J5 G121, LMERENS Gt seos.ini SCAT:

# secons -s

DA A G seos.ini SCHF AL BRI P S 43 3655, 9% seos.ini SCAF,
1 [seos] #43 H 1] SyncUnixFilePerms 741 Fi7s:

SyncUnixFilePerms = acl

04, acl 78 UNIX LT HR 3 CA ControlMinder ACL 5%% UNIX ACL.
HEZARO R B N acl, UNIX &I gt A% Ihg .
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LU

3. HEFEE) seosd o G
# seosd
4. ] selang, #RJG K HLLT selang fin%:

authorize FILE /var/tmp/newdata uid(fowler) access(r w) unix

22T fowler X T HE A1 “Read” Fl“Write” s A ALRE, -1
4R E UNIX B I0452 T AH N R A 1 UNIX AR o

HP-UX R %l

PR 4] HP-UX ) ACL JZ 1t CA ControlMinder ] ACL )7 0.

m  7EHP-UX ', ACL ¥ PRI 2 457 Bevs i AR . il 2 ut, 1XAE
fee P AWy e e i, A ECrvr AR A2 N H
5IANIA], CA ControlMinder 42 P18 E #5 4] (AL E) 7 HC
Uy I B PR
AHMNHE, CA ControlMinder BUFR LS 2 LA H P Bdl i B S e Bl
“xr il “any” ZERL I HP-UX H /4l 4l & s

m HP-UX N FRERE TS (LVM) [ H 2 RSO R 488 ) ACL.
I, HELEEE) HP-UX TFE AL AT HE R SCVFE “root” A R 48 L idt 4T
ACL [F]20,

m  HP-UX 1) ACL PR#Ih 16 1~45H . CA ControlMinder [f]25 LR ] fig &
S AT H, 5 16 N4 H T ReAs 2 PL5E 4 S B EES CA
ControlMinder ACL.

Sun Solaris FR
£E Sun Solaris T, 7 UNIX ACL ANEE /tmp H s FPSEZER .

AR BUR S

Watchdog 1] LA{R#" setuid/setgid #2710 —BEHISCHE, DL AE R & ATAT

HoAth . seoswd SR (Watchdog i G FERS) £ IELER 25 P )
i

m  seosd Ji7 AR E AL TG SRS LLAIE 7 W0 Y. o @H%ﬁ:’%g,
Watchdog Jii & /574 BT )i 3)) seosd J& B 727 -

s P RAESR TR AR . (R OB, seoswd i FH
1IEHAT IR SR, )
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SR

A BRSO R

P ER SRR

seosd J5 S FETFIRAENT, B AT seoswd F 7 LLUE ) AR
ER: ik seoswd KIVELIE B, WHSW (2#751) .

seos.ini 3CAFEL 45 i watchdog IFIFERGERE 45 T Mrid. B
A S IX LA ) BT SRS

ER: 17K seos.ini LIFINUEN], WS (2F75/H) -

A8 AT DA FH W AR P 5 5 30 S A AT X setuid A1 setgid 23 BT AT A
[5G R A, A REAE IR LSO 58 I Al o A i o

BN, e T RCE . N AV e B 5B MO Jete/inittab. BT CA
ControlMinder W 1% SCAF I AE A ATATE U AR B8 4R, i FHCLR

selang 1% :
newres SECFILE /etc/inittab

BAE, HEIRTARZE IR SO Jete/inittab HIE .

1125, CA ControlMinder il e LK OR3P Al SR F) A EE SCAF

w NEBRIN — ORIICE SR H AR SCPE R ST
B TCTMMSR A AR o

w BRUCHEIY — DR SURSC, 51 a5 DR R B 3 155 PR AR I P A
R 55 AR UE S o
T AAE e 2 I M B BRI

DA SO R U R E SO H R SO AR e A S . P SRR A
selang " ANT] WL H TGV MBS o

CA ControlMinder i F P 8 SO OR3P 1 SO A BAR U Tl BCRR :

m  X] CA ControlMinder PN #BHEFE 1) 7€ 415 )

w0 AR T R ORI BT A CTE EEN ) D5 )

10T PAZW S FILE BRI 48 P S SO R o G SRH B a2 FILE BN, CA
ControlMinder 2Pk & 21 P SCA R
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AR

CA ControlMinder i HJ A EE SCAEREI ORGP B A0S0 23R I5E 4181
THE BRI E s (WRER]D .

WR: e E R WE S, AN R E RKE . AR E
XSS o

X seos.ini PIELEWEM BRINHALE
il

B B e [seosd] dbdir AClInstallDir/seosdb
seos.ini - AClnstallDir
privpgms.ini - AClInstallDir/etc
loginpgmes.ini - AClnstallDir/etc
xdmpgmes.init - ACinstallDir/etc
nfsdevs.init [seosd] nfs_devices AClnstallDir/etc
osver - AClnstallDir/etc
accommon.ini - ACSharedDir
seos.audit [logmgr] audit_log AClnstallDir/log
seos.audit.bak* [logmgr] audit_back AClInstallDir/log
seos.error [logmgr] error_log AClnstallDir/log
kbl.audit [kblaudit] audit_log AClnstallDir/log
kbl.audit.bak [kblaudit] audit_back AClnstallDir/log
kbl.error [kblaudit] error_log AClnstallDir/log

ER: AREERENHERGER, WSH (25751)
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SR

BRI SRR
CA ControlMinder 7t %2 ] 1] 2 61 g ER A SCAR R R AR 47 sk SC A
WICAFRETE selang AT WL HLRERES AR o
K FIH CA ControlMinder {4 FHER A SCAF R CreAP R EBUR ST A L J X o
S ) AR R SRR 1)
FEZAE T, PMDBDIr & S A R4 A (PMDB) TR H o), 1
pmd_name ;RIS A0k, BRSO, PMDBDIr £ 1
AClnstallDir/policies. PMDBDir [ & 1E seos.ini LAF I pmd §#43H 1)
_pmd_directory_ FricHiE X
A BTG A PR pwz sk
AClInstallDir/data/crypto/crypto.dat T sechkey
AClInstallDir/data/crypto/def _root.pem* G sechkey
AClInstallDir/data/crypto/sub.key T sechkey
AClInstallDir/data/crypto/sub.pem G sechkey
ACinstallDir/log/policyfetcher.log HL +policyfetcher
AClInstallDir/ladb/*db.la* SH sebuildla
/etc/passwd A A
/etc/shadow s Kol
PMDBDir/pmd_name/hsock B 5. AT B seagent. sepmdd
#. Chown. Chmod-
Utime
PMDBDir/pmd_name/pmd.ini N seagent. sepmdd
PMDBDir/pmd_name/seos_* EHL B, 4T, Bl seagent. sepmdd
#. Chown. Chmod.
Utime
PMDBDir/pmd_name/socket . 5L $4T. B seagent. sepmdd

@, Chown. Chmod.
Utime
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{44 setuid Fl setgid FiJ¢

-9 setuid Fl setgid F&F

VB S 1D (setuid) B2 S UNIX 3t 5P A T S iy 2 —.
setuid P IR S B 33K setuid FEFITH BT G4 WA setuid &
FFRITAE AR, ISAETH P2 A 3himit 1 H setuid #2177 KRN HE 2K
P . setuid BJFJE B, HEREHATEL - BABIRIAEMES .
1 setuid FERAN AT B ERIES . setuid £ )5 T TEL shell #2711 )
Ui 0] RGEHATAT N 2 FIBRR -

CA ControlMinder {f § PROGRAM ZKARY" setuid 1 setgid F£)7. L2,
CA ControlMinder fEERINE UL T RV BATREY . AE5E 2 e L2
YR 2 ), %0 LLEE S CA ControlMinder (4T R, RIIHEZE (| setuid B,
setgid P&/ AT 1L, BRAFIZFET 2 SO ZFERET . B, 21T /bin/ps
(HEREIRSTER) BN setgid 27 () 1847, 5 LA N selang fiy

newres PROGRAM /bin/ps defaccess(EXEC)

CA ControlMinder X553 /bin/ps 1M A SZHERET . ARG BEAT TSI A L
CRC. inode . K/ W5 Prfid. 4l BURAL. B4 Al Lo
L HABKCT 40 (i) A7 (E X 5 PROGRAM LR

Watchdog & JHEI & 2P CRC. K/, inode DA HLABAFE . W1 ix L
AT —AN D&M, 4 Watchdog 23 H 32K seosd W ZHEFEF71
R FHA RVFUT ] o JXE%%T S Nl E 5 5) setuid
TP R « TR, /5] newres #ir 2 EPEI’J?FXKE)‘WFET%EHF (g
FRAEEE e b & 2 ITREE R 1) 3247 /bin/ps 14

KAZHLI setuid FEF T RS IE T UNIX [RHRAE RS0 B fE 6 1 22 2R

T A2 FCRE A AV i) R, 22 4 B 53 n] DA PR A S S8 82 F0RE R (O
TR S 3 GEAT MR RS 25 (1 setuid . Ad, AR IGEES)
JA BB FC P HAT R s U ) R 4 20048 58 AN 25 1% setuid P25 1 B 4ff
H R i, LT selang iy 2844 /oin/su AT IR T RS TTH
F (4 sysdept) :

newres PROGRAM /bin/su defaccess(NONE)
authorize PROGRAM /bin/su gid(sysdept) access (EXEC)

EH RS (*) fae e b e X a . i, %)‘Eﬁ%)‘(?ﬂ CA
ControlMinder [FTA H AT su i s, WEEIALL N4

authorize PROGRAM /bin/su uid(*) access(EXEC)

U setgid AT AT SO AT
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{49 setuid Fl setgid FiJ¢

f&nr LU A nr Fil er iy 47 PROGRAM A M setuid Fl setgid #4277, J
DU ST 1A PROGRAM i i — L8 EE L) setuid Al setgid 2
JFo BN IXEERE 5 X FILE BRI, DU By LB AR AL = FH - 6 A Tk
TS MBAERZICN (FHR2 G, ERAEIFZILHRE I FHITR
) EARVFFEFHAT, WK blockrun JEPEBEE A no.

n  UIHE blockrun JBTEWE N ves, HIIFEF B Z AL A S AT IZFE
J7, HASRVFVTRIAHOE PACL AT RE SCVFIRATA SCPF. ELEBIFE) P B2
FEI A 2 %05 F PACL.

m 5K blockrun B E K no, WISPHATIZAETY . HE, ZAEFL
V5 1) A2 PACL AT BE SR VE AT B 5 .

B blockrun JEMERIE % BN yes, i LK editres/newres 174>

er program /bin/p blockrun

ZUF% blockrun JETEMI{EN no, 1HEH LU editres/newres i 4

er program /bin/p blockrun-

EERINTEOL R, X T4F PROGRAM ZEH VNI F2E/7, blockrun JE& 44
WE N yeso TEAT LT H] seos.ini XAFH ) SetBlockRun ki B 2401 & 7
HRTEAMGE R, 1S seos.ini XA

¥EZ: CA ControlMinder i F§ PROGRAM 2K, A2 FILE K54 setuid
F1 setgid F2F

B3hE X setuid/setgid 2%

CA ControlMinder $24it T Hal & LT setuid F setgid F2 /711 757k 1l F]
SEHFEFY /bin/seuidpgm, ] ARG —41 52 T setuid Fi 7 A AR 1)

AN
2o

B, FEIHREA S R G LA A R setuid Fl setgid FEFF,  FEF A
selang 25 A /tmp/pgm_script 314, AIHIALLF selang iy

# seuidpgm -qln / -x /home > /tmp/pgm script
TSR LIRS AC 2T, R 5 24 4B A E 2L seuidpgm A= iR i HH ST A

HER: X seuidpgm LR INHEN G R, WESH (2FF0) « BT
fif 4T X setuid A setgid LA FE I FELALAIAUR Y, 1B S W (=F758)
) SECFILE 2%,
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DRy R

05 ]

RIGF A

T PR IR R A S S AU IR . i, AR i — RN
securedSU MEH &) su ap 2 hCAS, (£ RV OB )7 201,
AT F8 SOR A A8 R 50 E H S0y

FE R PSR UT USSR R A OR UserX ASUSCR AR T (R 4%
HP I —Mo5d (AR EZIN T, 22450k USER.root &
defaccess(none). ) :

authorize SURROGATE USER.root uid(UserX) via(pgm(securedSU))

5 U LIRS /bin/login BN XA S AR . A0, JndE s —H
JURE S AT AR RE S LUZ T K B ok, IFERANHZ T 165
LAGId B A A B R 24 g B 1

Bg H selang 524 /bin/login AR, 1EMHILL T 4

chres LOGINAPPL /bin/login defaccess(N) owner(root)

R E IR

CA ControlMinder i& 1] LA {R 3" setuid Al setgid F > HAH [R] J7 iR AR
WHRER . Wk, A PROGRAM 251K blockrun J& 11 ¥ B 4 L FE 1
{H .

ER: ARAREETI MG R, WEH (25751)

A ARSI SN T RS

A HEDEE UNIX 34 R GE AL, fEn] UL A F L Iz AT I N %,
FFATEAN T AT SN AT . AR T RIETE, T DU R SN2 )
AE, AR, XL A7 B ] AR AL T T fig
HAREE o]

& A LLLE CA ControlMinder FRAE IS HI WAL ORI I RAEE FH A
FAEHLR Y, U] CA ControlMinder 2458 N AN E & P AZ BEEL 1) R S8 1

H, 2 JE MR 22 K E 5% (KMODULE 281 5% K & iR I v
R ACPR o 2 B4R SR A AZAR B C 5% CA ControlMinder 115 R AR, )i
KT ) AP A A B R 8
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N RZ AR T 3 PRy

LEFTA IAE Linux 245 1, KMODULE ¢ 3% 1) 44 Fk A 20 DG Jic P A% i S 4
Pafr QA RZTCEEEEIT) o IXJE AR I BRSO 1 44 FRAH A
7E Linux |, KMODULE it 3% [ 44 FRAN 75 ZEVUC POAZ AR ER IR 44 0%, S5 & ml
AEANTR) T2 BRI S0 44 . WHRAFE Linux B SCCH44, A4 5E Linux i
AR 48K, H KMODULE 12 453K 2% -

N AR INER N A A ER I 5 F SO ARG A, gl sk i vy i) ABR,
| CA ControlMinder B0 AT LA HAdAS 2«

m  KMODULE it 5 [ filepath J& A PR B8 A 2L £ SCAF 4%
w124 filepath [ 3C4F HAA 5 KMODULE 1t 5% 44 FRUC L ISR

n WAL S KMODULE JEPE (JE Linux REEKSCHEK IS Linux REEH
554 G

HER: CA ControlMinder 4 Linux 40 [ 1) P AZ AR ER SO A il — A e
—HBL, B RBLENEL B AR AN ZAEYE . CA
ControlMinder ZERER VS M IN K &85 44 . 1T H A4, Kl
CA ControlMinder < H I AE N 12584 . Ak, LA
seretrust SZHFET H CHIAZE 4 o

Eg%‘a@:
A% ARSI I AN AR ST A2 6 £ (p. 98)

96 Ui miGE FFRTS: JHT UNIX



PAZIE BN BT T R

RY AR

BT DLORAP A A SR (R ISR N 28, X AEAT B T ORAP R R &8

PRy R
1. HERAES L JF F N AZ AR .
2. {F CA ControlMinder 1 KMODULE it\3K .
PO NAZEE, g X
n PIZBER R
LEFTE MAE Linux 248, KMODULE 12 3% 19 44 R0 207 DT JE PN 2% A
e a0k QAN 5838842 o X528 DR A R ) 44 Bk 5 S0 At
4 FRAE R o 7E Linux b, KMODULE 12 3% [ 44 FRAN a5 BL U I N #%
LR SRR, a3 AT REAN R TS B (1) S 44
n OEMETAEE GRIA MBI P
w CATEE) AZBSHR ST 4ot SO k4, soCFik R 2R Can ik
HLEZANBERRA)
HR: (L HP RS Solaris R4¢ 1, BRI LLE SCL 1T I AZ A Bk
_ALL_MODULES KA BT N AZ AR (1) 13K

3. 8 SCH R I ER E BRI H P 8
7nl: A selang fiy & fRY? I IRER

41 selang iy 2K IWAZ AR serial.o & L If-#ZAX F] CA ControlMinder, Jf:
P A 7 kadmin JHZCRTF 300% P AZ AR ER FIRLRR -

newres kmodule serial.o owner(kadmin) defaccess(none) \
filepath(/lib/modules/2.2.19/serial.o:/lib/modules/2.2.20/serial.o)
authorize kmodule serial.o access(load, unload) xuid(kadmin)

JB FAAZE ] A B SR

W JE T WY, ] CA ControlMinder K6 £ F CA
ControlMinder i 7 A 2 ST N AZARER 1IN 28RN 12

ZRINIELL R, CA ControlMinder Ji I A% BEEL 4 .
TR R ARG s 155 )3 H B ] KMODULE 28, 451 it et 44

setoptions 7% o
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TRy

B SCAEARE Kill iy 4241k

~l: fEH selang 5 F RS R
T4 selang T4 i H W AZ B H R4

setoptions class+(kmodule)

TH: A selang ZEFH UM EURS
T4 selang fir 48 A RGREY A

setoptions class- (KMODULE)

I A AR SR R BRSO R

WA F T WAZAEHRS WIS AT DAE In48 P9 A AL BRI I ST A B AR A
. WA T IO ARE AT,  CA ControlMinder KA i 22 N E 1 N A%
PRS2 75 5 KMODULE 3% ¥ filepath JE PEVCHEC CEFXHE Linux &240)

2775 KMODULE il K M2EZ VLIRS CEFXY Linux REE)

TLA SO AR Y, 1S TE L B XA seos.in 1) seosd #73H1, K
special_check bricd i N yes CERINIZE N no) &

SUAAE RN A SCPE B AR B0 Y AZ AR R4 I, CA ControlMinder 443
R SR AR

~Bl: AT seini SCHIFEFFXT PIABREINEY S HI SRR &

B AR g T S AR A A, ST LU seini Al secons SEZ P R
. W R

seini -s seosd.special check yes
secons -rl

PRI ZRERI ST A kill iy 41k

TS T5 PR AT 25 RS (9] an 58 P22 e 45 s BN R 7 5 & b ) e
LRSS . AH UNIX 4 KRG TR 7 1D AT SERE AR
XRIALEAR UNIX R, root 1] STl BEREHATAT [ 4. CA
ControlMinder 4 JHEFE A IE AT I AT AT SO I, - AT 4 =1 UNIX
HEFELRY . CA ControlMinder BEFRIRI 257 T HEREFH ' ID. PROCESS 28
FRRE S 20 5E X CA ControlMinder AR 4 IR AN ERE

98 i nifE FFRTS: JH T UNIX



PR — B SO AN B Kill iy 2 21k

Wltn, ALY ASCH B E 2 /bin/more ALl Z b, HHATLL R i fE:
1. Ja3) selang.
2. HIANLLF selang fiv%:

newres PROCESS /bin/more defaccess(N) owner(nobody)

A A /bin/more & XA BN 1 SRR AR RS R ER
NI R AR A 7 (N)  owner(nobody) ¥ B Al i B4 2 5 AZ K0 1K)
P AREZ L /bin/more HEFE .

3. 1B selang.
4. MAAZE 2 45w SCREI)
a. FIANLLUTF 4

/bin/more /tmp/seosd.trace

b. ¥ /tmp/seosd.trace LMK, AP LE /bin/more 37 RIE Hi,
FB2 4% Ctrl+Z A4 /bin/more HEFE

c. RN LI a2k SR e
kill %1
T 226 W KW, CA ControlMinder K 2 7 “ B FR B 4 4647 4 15
BEIE T AV F &L Jbin/more HEREIEIAL, EHI LA selang fir
authorize PROCESS /bin/more uid(username)

R (AR R AR PT R 2R 48 0 HEAt b ] AT SO A el

CA ControlMinder {4 2L 1EA5 5 (SIGTERM) LUK 27 TGk Bt il
211455 (SIGKILL AT SIGSTOP) o ‘¥ HAbE S (Hl4n SIGHUP X,
SIGUSR1) %1 Iy a2 A& 2 M i 42 M 3 28 1 15 5 TR BERE
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BIHE: EHERWL

S LA LR

PG SRS (p. 101)
I — S S YRR ST (p. 103)
& SCH P 20 IEAER (p. 104)
AR A A S PR (p. 107)
EXHTIMHHHH S U (p. 108)
25 I & 3 (p. 109)
FETJ%HFEI’H%%Z 75K (p. 110)
PUNE 5 (p. 110)

PRI SRR

CA ControlMinder $ it PI2RE S Tl Ko MmN N R . 4FH
TERMINAL 2, 0 DUAff e WIS 6 F P m] DL MR & 28 iy Y - 418k 5%

HER: AKX TERMINAL RFEANGE R, WESH (=£7/58) .

ﬁﬂ%%ﬁéﬁ‘ifﬂ%ﬁ% (111 Telnet. FTP 1 RLOGIN) F1 LOGINAPPL 2%,
R ] DAFS IR AN FH - B g iy DOss S, Gl SRV R U, T
BEANG 3 R 0 SURF e U o g dun, ] DL LAV A Pl fp
BB TN e BRI E telnet B K E RGN RVFAEAT

P rlogin BB RGN . LOGINAPPL 25 BRIk A —AS

Rl 26 S N R 5 SV In) )

T~45): LOGINAPPL

filhn, EHARFES P FTP MR, TEHT LR
1. fEH LT selang fir 28 ftp BRI VS [ BLBR 5 2 4 G -
cr LOGINAPPL FTP defaccess(NONE) owner(nobody)

2. fEHLLF selang 2 SUVFEE % H AT H ftp #E47T 8 5% -

auth LOGINAPPL FTP uid(anonymous) access(X)




P s R

B 144 4 Account FIALH I FH 7 L REAE ] Telnet:
1. MR LLF selang iy 22% 148 H rlogin A rsh:
auth LOGINAPPL(RLOGIN RSH) gid(account) access(N)
2. {EHLLF selang #iv4 f V4 A account (411§ ] telnet:

auth LOGINAPPL TELNET gid(account) acc(X)

HE: /s~ 575 T RLOGIN F1 RSH PR, {H A2t 1 iZ A FE H At 2 5 f
Fo

TEVR T IS TN A B PR 5 SRR, 3020 IIB ) LOGINAPPL g K o

AR TH U 2 TN A 2 #5117) setgid BY setgroups FAFITF4R . %751
LA setuid FAFEEAT, AZ S TR0 15 43 5 50N SERBR T

o N TR K A MRS A, CA ControlMinder 13 X 8 R 4 i F ok
NP8 3G 8l o X BG4I K b6 S N H R P i T o AT LAE ik
% CA ControlMinder JREZ TR & FH IXLL 751,

HER: A X LOGINAPPL KHIE IR HIMTEAN S B, W& (selang =%
155D

& i SFTP &3k

4 FH P A% SETP %535 2o s, SETP 3 AR5 44 SSH SR I F 1% J7 .
1 CA ControlMinder £285K B SFTP [ H F2 7 18 sk 2R, BRIAE LT,

2B G SRR SSH 8 SR I8 ] SSH LOGINAPPL ¢ 3% () o 47 Bl 41 4 2%
KR

HNCE CA ControIMmder SEHE SFTP & 5% Al SSH & 5% JF A SFTP F1 SSH
GRS BRI, 20 E H SFTP 5 k3R
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JE F SFTP B3Ik
1. fedi sl EAT 4R T 6 H
2. HIANLLF selang fiv%:

er LOGINAPPL SSH loginflags(EXECLOGIN)

22T SSH S SR IR ik R 2% A FEREPAT (1 28—~ EXEC #4F.

3. HALLF selang T4 :

er LOGINAPPL SFTP loginpath(path) defaccess(a)

loginpath(path)

72 SFTP G b R 7 (1 e HE kA

A N "SFTP" [] LOGINAPPL it3x%, & ST SFTP % FHFE
PR, Jhde e W R EA A SR EIAEAE, B P s AT DA
SFTP 5 35 2] i £ o

7~ B SFTP BaaRik

2ol AT /usr/l|bexec/openssh/sftp -server [{] SFTP &5 NV HFE ¥ )5
H SFTP &3k, & selang fin 2 iF8E T CA ControlMinder ¥ PAM
AR T SSH %

er LOGINAPPL SSH loginflags(EXECLOGIN, PAMLOGIN)
er LOGINAPPL SFTP loginpath(/usr/libexec/openssh/sftp-server) defaccess(a)

VER: A% LOGINAPPL KV EAIME R, TEZ1W (selang #7515 »

R E RN AR

CA ControlMinder i m] AF I AR 47 30 FH 6 o N R 5 IX A 18 ] LA
FH AR OR Y  — U VCC 8 s N R P4 . B L — B S
FHFRR, iE1diH LOGINAPPL 2%,

& N — 8 R M HEFP

Eﬁﬁ selang & X — MG N R, 18 FH 5 0 S S BRI — R 1)
i, HAMEH LOGINPATH % (%3 éﬁf@% — AR, h—K
FKxAA, H TN/ [ ] * 2 o i, ZeX
—A~— % telnet R, 1EMH R A4

er LOGINAPPL GENERIC TELNET loginpath(/usr/sbin/in.tel*)




7 SCH AP 23 (R AL BR

— G R FHIEIR

L SRASFH G SR PR, B BRI S 2 DL s SR e R A A
LOGINAPPL X%, %% HAT 4 loginpath J&TETE i I AR 3R B S AL,
D) 17 FH 3255 5 RO D)

{HJ&, XT3 LOGINAPPL %%, CA ControlMinder 47 T Z144E:

1. seosd YIRS N R P H 2 A HERRUCEC  (LOGINAPPL X
GIUCHC G SR ) o IR FREN, N Z S R

2. WERORERE], WA VLS — BSR4k S R LOGINAPPL X 52 .
3. WERAZAVLEC, T ATEAT B 2 s DL C 6 S KR

5 SO P A5 FH 8 i FR B R

Bis LE AR V5 17 R G A 5 VE L Je R M i CE G Skl fRY . 1%
Pn] LU WL BT 8o (0 AL S (i X B sl Hl 5D o

LEWA IIAAR R G5 M, 2w AN 9 T UNIX [ teletype 115
Wlo fERZHE s, i pseudo &K fIR4s 2% (PTS) BY X % 1 & FH 287>
fic“pseudo Z&uiig” , X T LR 5 » %K A RSB A B RS,

CA ControlMinder {53 FAT 1A A i [ % % . 24 CA ControlMinder LL R4
=Mz — 5 X &, CA ControlMinder 758 s B B Hh A T & i AR 47

n Y XDM B S M X L& Sk i, CA ControlMinder ¥ 1k
/etc/hosts. NIS B DNS #4543 FH144 1) X i ¥ 1P Mtk AR T8
SKI R 200 IR HLAG B 3 I Ml 4 8 SE =0 fd I Hikik, cA
ControlMinder i& 1] LU{ AT 1P Huhik b AT R 9 o

w YIRS S I, TTY A RRFR YU 2 i o

s Y P GBI Telnety RLOGINS RSH 25 ) MW £ 8 51t , il 3 /etc/hosts-
NIS B, DNS #4 M4 KK 1P Mk 4k 2V & i 44

AL AT TERMINAL b SURFE FEAL LA 1) X6 B IR U i) 810 29 I 24 1)
FIPVRIZH, W L ZAE € L SOF KA . X TR S, i nr L
WL TERMINAL X 52 14 10 e [ B o1 >R B 1) A0 17 A i WL s iy
BRI H AR]85 AT DAZE TERMINAL 2 A 38 FC 7 ok s X4
A CEYLABIP Hitik) DUECLI AL,

FERZHUGOL L, IR BT S BRI ™ (U2 P BUR G
HOD ML T 2 BN A Gk, ARELBRH ) SN RGN
R FBETEMBAT A SR TR AT B AT —A
PE T ARG AL B B S AT R A
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5 SCH] AP H 23 BB

I P48 RN, AN BERA E T B S ARAE BN S . AT RE
ARAE S I N DER AT AT, BOEAES 28 AT RN SR L
JIR S5 BT A HeAd Y R E AT SO VR TS — BEALE SRR AU A
VRZJH T W8 TAR G SR, I SAVFZ N M AR S B BT A HoAts
L Go N T HAPREST T2 I8 FR S, i 2O it e 3, JFAS
VEREASERT T MARATTES T (10 28 S 2 A T4

HHABTEIRAR, AELumit, 525 U5 s S BEREes, 1
2 s AL PR AL 2B A BT T b AU i Uy ) P e 2 BRI T A
A PR BT AT EALL root B 4y AN 22 4 AR5z 7 24 3 X5 5%

M8 L, CA ControlMinder K22 3R 185 10 X\ Hi e e v & LI T & o
KIEA, 1R root VBN 2 A HE DL o KT (CBROAIRED
MR o] G iz, ERZEAEOT, HFAREREXN. A TPk
AL T HRT] Ge AN/ N0 5 20 TR ) A 12, CA ControlMinder 2 Rk #57F
& X A& A .

o XK tty34, A LL R s

newres TERMINAL tty34 defaccess(none) owner(userA)

A N 2 tty34 Alie sk, KEILBRIA U WA BN TG, R userA
ESCHITAE . WEE, ¥ A3 RVHE N Zm A 1 userA 1l IS 2
Ui tty34 FEAN ARG

BERT 1A R 23ty tty34 55, TE TR E “nobody” {4 T &
newres TERMINAL tty34 defaccess(none) owner(nobody)

BEAVE T R E 2 ox, TEMA L N a4

authorize TERMINAL tty34 uid(USR1)

1242 FUVF USRT M2 tty34 Bk

BT DL T AUAE FH Zeom AR o g0, DU fr 2 So 4] DEPTL [ Al i A
FH # 3 tty34:

authorize TERMINAL tty34 gid(DEPT1)
Phw L—H & (o Zeumdl) , iHRmALLT a4

newres GTERMINAL TERM.DEPT1 owner (ADM1)




7 SCH AP 23 (R AL BR

TR 3 s N 21 & 5 2 TERM.DEPTL, AL N s
chres GTERMINAL TERM.DEPT1 mem(tty34, tty35)

TLFZAL USR A i 2w 4], ALl R4

authorize GTERMINAL TERM.DEPT1 uid(USR1)

X LA USRL #52 T H] tty34 A1 tty35 [FUBLFR .

BRI Root FH /7 )& ¥

BRI T A ) EE TERMINAL ZRERIAFIN . FERJIRSERT B, BR
RN N SEVFAR E AR S £E TERMINAL 1500, IX AT RESS
J R e Ao

SRRLLTHSL AT LT, (75 SR RO A IR T
g, HALA root HLAEMPIAFsE X IN£EH 3k,

Bk, 852K TERMINAL 28 (K BRI E 1 READ A LUEAEAT I/ (ALss
root) MAEEHE B AR € TERMINAL 0 ST & 25t . AN
FEZR L RENS DA 2 8. BEAh, IR BUE RS TERMINAL SRR
BE Ol NONE 23 i 7 52 SCHO 12 rh B iy Gl RETFAN SRR

H T R YZ A, CA ControlMinder SZ £ TERMINAL 2811 _default id 5%
Access Control FI| K] 5E X o LA N4 o W] 16 3% 50 1 TAE ¥ root B
il 21 P A 2 iy <

newres TERMINAL terml defaccess(N) owner(root)
newres TERMINAL term2 defaccess(N) owner(root)
newres TERMINAL default defaccess(R)

authorize TERMINAL default uid(root) access(N)

HIP AT 24 term1 Fll term2 52 XA root $H1AA 11 %,  DAERBZEH ]
PLE SRIX PN i . newres TERMINAL _default Fil chres i 25+ ERIA U5 1]
PR E A, DUEARART A AT LA i) £ 12 b oA e SRR AT AR 24 i
authorize iy & W NAE A4 70 AR e 2w IR U5 1) BLRR o

HER: UACC RANRAF£E; T LAE AT E SR & BHR I BRATT MIBUR . I,
i _default i3 Fi i TR BRI Uy [ AL BREE ] A3 2
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SR ISUAE FH 9 R 1

W TERMINAL ZE P ER A U7 i) AR A s, U485 112z B At FH [ 3 2% i
ASHL LA TAESE EHU A RR . W S e F A I e s, 2 L
fl P nTE H bR P RS, R R BT X e P B AT B S
FUID. filtn, Rl s O

w  SRVFT U M T AR

o AL T RGN S

AT U ST 1D B root IR .

w U BEIERBCE AU T R

w  SOVRPTH LT AN B PR oK

AU KA T4 telnet [FI3A 455E I 1D root MR At 5, RIVATiHE
AT, B, B S e M T3, & m ik
AASSCVFBGUT F Gace TP AT AR A L s AR ol E ML 44 5K
M BB ket U ) K o

FERBIX =AM, W LT E X

newres TERMINAL loopback defaccess(N) owner(nobody)
newres TERMINAL localhost defaccess(N) owner(nobody)
chres TERMINAL hostname defacc(N) owner(nobody)

B SRR 22 4 BAEN 5y — R 7 R BBIK (A LI Telnet, FTP
2551 TCP K

T3 IEIE K TERMINAL ZH BRI U7 M) BURR ¥ & A NONE, R JATEE
TERMINAL F1 GTERMINAL Fi0

A A A S KR

CA ControlMinder N4t /bin/login FIHATREF . BIME 24 CA
ControlMinder [FfEIZITH, AR /etc/passwd. Shadow & hE S 44k,
NIS 25 hth it B 44k S 40 A7 2505 . {H /2 CA ControlMinder IS HUAT HARAS 2, 4
TR




58 SCIN T F 3916 s )

EXRRE
G SRR B SR BUR  CA ControlMinder £ H# ZHERE H- Ky 5 1
G LA
R LU

T S 2R, T AR L85 ) 2 e B B R S S B R
o FEVIMBEEL S, A AN E BT FR e P IR . TR
B SR IR BRI P 0 S A o, 80T LU setoptions fiv4 LL4s
Jai )7 A AL G, W a LU chgrp iy W B SO 35 € 1% 50K
HER: K setoptions i HITVELIE B, 1S (2#755) .

AT segrace S HIFE /& A A IO AR 98 RG89
214 iy e TR I R, B T RS S I IS ] LK A
JAELPERST

FER: AKX segrace R MTHAGELR, WEWSW (2H55) -
PR R i 5% ?

UL, WG SRAZ s AR S T — AR A s W SRANE, W HT AN BB 5o
w CYETCAE HAUCARE R 2 A5 e Vs sk CRRoeE SCRIBR D 2

WIRFOVE, PG SRAH AR EE T — Mt B0, HPAREE 5.
w ZH P AR R B AT O I TIUE R ?

WRIE, WHELyin . CERIAME N 90 K; fiiH setoptions fir 21 LA
HSOZEOAE. D

5 SCH TRIAT H 318 3R

{7 S LA /D I I de 7 5 3 B BUidi e RGO R AR B 1) dme e IS
), DGR Do AR IR A D oo T R A0 T = P 24 S AL PRI U
A La AR B AR AL T 52 REPALE I 2 . W LA H (DOW) M1LAE
i) (TOD) il R 2 5 A AR A1 70 22 5 AE T IT ORGSR A& 1 1A
I TR ) AT B 2. A2 m] U™ A% R bk et

B FE P ] AR SR 1) H SR B TR) 5 B AN P . R e X
DOW A1 TOD &3P, 15 HLL T4

chusr USR1 restrictions(days(Mon,Tue,Wed)time(800:1700))

A HAAVER Y USRL A0 A2 31— B3 — RUE =11 8:00 1 17:00 2 [H)
Bk . USRL ANRELETE & H WIHIFE 5 I 1a) LAAM PN )8 5%, ANRETESS &
H A LU H 38 5% .
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days Z 80 H: %2 ANYDAY {5 (FUVFAE—FIPTA -ERE3%) Fl WEEKDAYS
CARVFMEIA—2E B FOES) o time 504045 ANYTIME . ( R44E
— R AT B TR) B 55D

R 0T LUK DOW A1 TOD PR 288k 178 b e U 27 258 0. 4
N 25 s AN 2 S AR A BR T TSI, i ReJCHAT

BRI RER

REHHT UNIX FHRAE RS AV RS (HiE, WERAVII NZ
AN, WAAAERFERGER: 0 &, HAb A e ge s
FCAt D2 F T P AT 5

B )n, WA LIE T CA ControlMinder 25 [ LR 3F & B AR, LIAE
HA ANAGE LUE I G40 N o — i B sk o HE, 18475 a] DL BT H R4
TERIGEE G, ] secons iy A R A TS H

# secons -d- (disables concurrent login)
# secons -d+ (enables concurrent login)

AR P T DU Y -d 3800 BT LAk I X BE A+ 5 ADMIN %
OPERATOR JETEMIFH ) o ABAEH IF ARG I - n] AAE L af A
I ZA S . BRI JERE AT FF TG AT A= 1 1, (AR
At 25 55 5%

ER: WHREAH secons -d- iy & K BHIEH K& 5%, DAL IHAEERS 2/l
i H secons -d+ DABE R BB EAE BRI Fhe IR EIC YRR I R 8 ki 2
TR 5%, ) CA ControlMinder R VR4 8 sk Cn Ry A5 AT AHIA 7 1D
(PEEFEIEAEIZAT) &




BB A

SR %I P B &R

CA ControlMinder 1] UL T~ #1| W Fh 5 12428 il I A% s A
EH REH

FERCH P rh BB L Al DA B R TR R R GEE e . v
LU P 4 = 52X P B SO A A P B A

FP 5

RIS vE A DA I RSB . IR, RSk
I, R DARHL L8 A AT 144 Bk 1) BE 22 X5 sk e A R B T, AT OR 7 T AT
Sl

HRE: IFRGMEER 5AEk E 2o Pis T m ook, — M
g IR 22 A SR — IR, IR IR A & BRI T LKL
PGSR I A AR, AN RS 283 (14 6 S IR

AR RER
HINLLE selang fir%:

setoptions maxlogins(NumLogins)

PR R FH R E %

HiNLLF selang iy 2 :

chusr username maxlogins(NumLogins)

B R A8 s R 2 7 5 R e [ R P 2B)7 18 A
ControlMinder 5l AT € FH P 1)1 A8 s BRI, 1RRAZ P IR 9T 08
SKRREIRE N, R, WSS KL S —, WA AT
H selang. )

A EFREF

CA ControlMinder N2 B8 0 ERE A 7 1D IR AT 2000 B o ik, il
W, AT setuid R R SILH J ID. SURROGATE 45l
IXLEH A}, M CA ControlMinder ST 5, AKX LAY A Gk 3

, WATEFE TS - S0

CA ControlMinder {2 B I UG FH 7 S 4, W P Sl s s A FH T S0
il setuid RGIH AL AE CA ControlMinder v MHH P 5 43 B 5E 5o
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CA ControlMinder B Sy Bk, AU ZFAHIRMN A& X Fiff. &
A5 R 2R D) TR 1) 6 S A

n SHATE G I IRR P 8 ok R 2/ LOGINAPPL R HH 1) BT A 2
7 SRR

n  ZFEFPAT S LOGINAPPL & 5 SUAHXS N — R F R G H -

il i selang 5 CA ControlMinder i j5 & B JF UG58 B &S5 1),
QMMWMH%ﬁEM§%$#OﬁTEEkmﬂ%,ﬁE%
ControlMinder AT 15 & SR A £ AL — L& Py 536 £ o

EE: AXTENEE, B2 (selang Z#7557) 1 LOGINAPPL 2 [¢)
SEQUENCE J& k.

EHATE RN, AR EN PR AR 4. A AT
SN TR I A5 5NV AR, A BESRIBC iZ LI U ) BLFR
PLEEA T4 B

B, B 3 EHL Minerva 3 BA5 2L ML Artemis 57 F CA
ControlMinder, 723 & T #1544

= %4 Minerva (BAHRINSE R E %) ) TERMINAL X547 T Artemis
(R E i 2 i s

n BEIEIZN G ACL S, IF HAEIHA WRITE AUBE .

FERATAEAT HAL I P BCBRA AT, oA B I F . TER, AT 2L
I P22 (R A B







BI10FE: 1R£I° TCP/IP R4

X U 1 SR 55 4% DRG TCP/IP IR S5 AR L L (1. IX Lt
JIR 55 2% b ZRAN ) ST AR PR M —Le e 5%, ZEANRE I EHURINI AR
H PR L.

i M e DS N B

PR TCP/IP IR 55 (p. 113)
i FH TCP 7 (p. 115)

PRl TCP/1P R4

FETFIMZE R, AT AR #R ] LU K 4 b H AT AL RS- AT LA
{EH TCP/IP PSRV 2 k55, Horh—28)IR55 (#4n rlogin. rcp. rsh.
ftp. telnet Al rexec 25) M LT UNIX UHAE RSkl 2@ . 3L
Al 1 55 1 PR RD 2R — 5 AR A A

CA ControlMinder 7 ML E#28k TCP/IP 432 B, IFfE NV iZ LUIEH
T RAkSLIA 78 5 2 FE5 . CA ControlMinder HR4E 455 A48 52 XK EHL
IR S5 BT ) R e o o 48 m] DAAE $Scdis e rh B gt TCP/IP s 1m) KR,
PLFR E SRVFEABCR AR E TR IRSS (I SCfAL . mfe a8 & UL &
TCRE shel) [FITFEHLAINZ .

PL R 78 8 om f] s ORI TCP/IP U7 [l #R 0, DA A b B 1 AN 32 Wk
WK o G0 R BEAT W R TT e —N 58 B B 22, I nT B 75 224
WA AEEE PR A e U A TAE R SR BT A R Ss.  nFEIX A, 15
B UACC 2K [ HOST ids%, Wl RFTR:

chres UACC HOST defaccess(READ)

HA AR AN TCP/IP 857 in) FUU ) TAE sk #2204 22k HOST 28 R il
S E o KT H A RS TS, AR IC At RV RS . i,
N A A A AR wss [ds%,  FFEAE IR E Ok B A FHLTIAT
fi] TCP/IP %5

newres HOST ws5
authorize HOST ws5 service(*) access(NONE)
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PRt TCP/IP R4S

T A4 UV wsS X AT EHLIAT telnet:

authorize HOST ws5 service(telnet)

XU E RV B telnet V5 MIAHITHENL, X R R L0
SetRE M GRS A e AR RS, T T AT DLBROk B A
Mt HHLK T TCP/IP ARSS, 48] IAEAR 55 ot 7 A2 5. it
T A A FLVF wsS 1R R B AR S LISAT A TCP/IP iR %5:

authorize HOST ws5 service(*)

A LM UM T i dR e IR gs, e sy vk me i i 2 7 £ i 05 2 R
KRR IRS o T AR SS #1141 g 115 g BB 38 ST A Jete/services
RS . AT LR TR 5107 206 e IR %S

m AT Jete/services HE S A4 R

HIROS

R 7318 MRS SN A

%M Jetc/rpc RGP A H Y RPC b 1

Bltn, FAA SOVF wss BRI 15 7E 7045 1 7050 2 [8] fR4Ef] TCP/IP
AR5

authorize HOST ws5 service(7045-7050)

EHFZREON, & XENHIE— R E HRR A2 3 8 & TS
ERR, X7 H L. CA ControlMinder 324 GHOST 2%, b4y

N GHOST il sk A e — AT . Ze X — GHOST i35 I [m] He e (1
FIR PRI TN, HEALL T 4

newres GHOST ghl mem(ws2, ws3, ws5)
authorize GHOST ghl service(ftp)

newres it 2 & S AU 5 U ws2. ws3 il ws5 F) EHL4] ghl. authorize fiiy
A VAT A TAES AU frp CCEED RS-
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i TCP 2%

ffFH TCP 2K

BN A TR E R G, B THAEE KRG, CA
ControlMinder 18 SR 2 W 2535 ) KLU o #E HOSTNET Z8HH i X 4% . 1]
wr, HERmI—Hins

newres HOSTNET hnl mask(255.555.0.0) match(192.168.0.0)
authorize HOSTNET hnl service(*) access(NONE)
authorize HOSTNET hnl service(ftp)

m FES-ATH, newres T2 € XA N hnd 1) 4% o Ji I Hehd FTG RCAH,
BIRE 1P P TP AN R B 5T A 192.168 MATEAT] T A LES AR A4 K
El hnl P25,

BB ATRIUR AT A AV hnd S R (KA TAESE AT ftp, [HA
FEVFHAT WL FATA HAD AR 55

CA ControlMinder $2 4L 1) 55 —Fh 5 XL TCP/IP Uy In) FIN ) 7 2 0 S FR-H 2
Vil . CA ControlMinder SZFFE HOSTNP 28 (EHLA#E0) i A
B4 a2 S FHd %

YER: /K CA ControlMinder WA $h AT 74 5 LB IR B, 1§ S (selang
ZHIERT) o

B, A A A R VE SRR LU “lin” FFEAG I DL 4R org.com” 85 R )
ATAT =N AR =N LT TCP/IP AR 55

newres HOSTNP lin*.org.com
authorize HOSTNP lin*.org.com service(*).

VERR i NIS B R LA Z0% A TAE NIS IS v Sz 1) LE 348 Bk AN 2
MAAKERH TR ER RS T TCP/IP K & .

b, SERTUAEH] TCP 2R 4% i 55 AN 2 4% B LR E PRI«

ER: ARTCPRIFEMGEE, WESH (Z25751) .

il TCP SR A% AR 55 o

Blhn, FAlarS G fro IS5 IR ITHs READ CRERAE AR 55 W] LMEHDD

PEAERINHI G R AU,  (HEH 1B A4 BRpii st PUBLICH DLHE ) AL
M55 o

newres TCP ftp defaccess(READ)
authorize- TCP ftp hostnp(PUBLIC*) access(N)
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i F] TCP 2%

TR ] LFR 8 A VPR e F P sl ks e k%% . lan, ZE e H
FrEL ftp U5 444 hermes EHL, TH%?E%P'\%%% acctng ZH Pk b3 m]
LB telnet Vi lA] hermes, i5HIALL N4

newres HOST hermes

newres TCP ftp owner(nobody) defaccess(read)

newres TCP telnet owner(nobody) defaccess(read)

authorize TCP ftp uid(*) host(hermes) access(write)
authorize TCP telnet gid(acctng) host(hermes) access(write)

ERE: defaccess(read) ZE 1% Hiilk4% . defaccess(write) 25 A& AR, o

L HOST ﬁk?zﬁzb%,u (Eﬂﬁn%‘ﬁ”ﬁﬂﬂ/ﬁiﬁlﬂ [F4E) , ) TCp 28 TEik:
HREHATFIESRE . 4 ﬂu@ﬂ% 7% setoptions class- HOST K ¥
W HOST 2K, ARG H iy 7 setoptions class+ TCP (W7 3 ) T TCP
Ko WFHH S HOST 28, K H 3hHUH I GHOST. HOSTNET LA &
HOSTNP.

mH, w4 Tep ﬁﬁh?/EZﬂJﬁ(,w M4 ] setoptions fir2> class- CONNECT
K45 1E CONNECT 2%,

AT DI LR AR I B AR IR

FRATEOL K, TCP RIFAAE TG aIRES . FEAEIIET TCP 28, CONNECT 2§
o HOST JEZ i, AR R ] T Bl diisibh.
BLLE Solaris [ 1%} CA ControlMinder Ftdl ik, i&5¢ Ll FETE:
1. {5° 1k CA ControlMinder. i\ R4
secons -s
2. N N4
SE0S load -s
3. )33l CA ControlMinder. i A\ N4
seload
TR R I BB VT INNEOT TCP 28, LR I B LA 4

le:

ik RINEEIRR, RREIS className 2%
ﬁﬁﬁ SEOS load -s bﬂﬁciﬁl}fﬁomo
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H NS A

i P MRS,

Y

k3

LTF INET 8

R iR Y
wx I

7 GHOST #
ERE TS

R

EHLE
GHOST i2
FAA

i)

% HOSTNET
BERETS)

et
IP&MASK=MATCH &
HOSTNET i2#15?

4 acL
%t HOSTNP
R 152

EHLES HOSTNP
RILES?

i R
ik

TCP Bi®
defaccess it
VG

5 10 %

MR E 58
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] TCP 25

EREE
AR 5% TCP
WwE?

ERRSE
10 ACL

Eds:
_default
103 CACL

EAEFTE
HOST iR F?
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i TCP 2

e RN L2 -

X 1P stk
BRS BT INET 12 &

{EMARS
BRACL

{EM _default
1E3R CACL

HYBFAA
CACLfERIE B

AAFRNERE

St RREMN
RIRE cACLH?

CACLiEME B

StRRTA P8
CACLiERE B

10 7. {RP TCP/IP RS 119



i F] TCP 2%

REHFE
HOST iR ?

&=
EHEER 2 REEH
GHOSTiE® RS
BIRLER?
Y

REHE
CACL Ry
HOSTNET 157
THRE?

£ HOSTNET iB R ?

IS ES
WixF

REE
CACL g
HOSTNP 35 3E
THRE?

ENERESRE
HOSTNP iR A8 LR ?
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11 :Er‘:

B E RIS AR R

B0 F DA 328

S BT S 7 (p. 121)

PR R A A NE (p. 123)
AP PRIR IS 77k (p. 125)

FE TR [ 2 S BFT (p. 125)
AP [ (p. 149)

SRS BRI HHE R

PR SR B N s R RN SE . CA ControlMinder $e £t S g A5
MRS, Wiz RS 41, 18 n] DUl i — AN e s 74 21 2 A Bds e
A FH SRS AT R 45 2 nT 1), (LS e R O b ) A K TR g o5 b i A

FEMEAR I (PMD) Il 25 S AR 7 4 = (PMDB). 5 HiAth CA
ControlMinder £ 7E—4F, PMDB W& HI ' 4l S2 LR3PTI S Ys AN 2
BRIGEYT ] (PR Ak, PMDB IR AN 2 R R . AT
AT Tt 5L ) CA ControlMinder g4, sl e T[] —miA
[FITFHE ML R 55— PMDB. ST ' 1Y) PMDB & 1] 7 1) X0

1A BRLAT SADUB PR BR BRI ) KL 3 22 A Hedie 47 1T, PMDB 2>
FEHEA N T .

R A7 E L PMDB (sepmd SEHIFEY) IR, WS (247514) -
A RAEH selang R4 2 PMDB {5 R, 15Z[d (selang Z4757)

REEE: E A PMDB A1 B

P PMDB # AL T AL H T (BHEITENEA A LEHS o %H
KRR seos.ini XAFEH [pmd] #43 [) _pmd_directory_ bric$i i
_pmd_directory_ [\JERIN{E & ACInstallDir/policies, ., ACInstallDir & CA
ControlMinder [1)%3¢ H s CERIME DL N Jopt/CA/AccessControl/) .

£/~ PMDB # T FH AL H P —AF Hak . HRKBIAFRE RIS
AFR. 1 H SO 5 ORI L A 2ds, (o FE
pmd.ini X
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SR AR IR K 1

E A H PMDB

B HEE PMDB

CA ControlMinder $&4L45 1 F T8 BEAHL PMDB 15 2 7

sepmd

f&ny LU H] PMDB 45 B S IR PP R AT LU A 55
s HEHEHIT,
w AU SR

O

w BSOS H S
w AT HARE BT

sepmdadm

Q% PMDB, JFRCEEATRAT BB R R A (1 Z
ER: ARESER SR RRATHE, WS (2F5751) .

CA ControlMinder i3 fi— R H A 7E pmd J8E5H i Y selang i 2.

IX Ly 4, A DL RS P PMDB:

backuppmd

%17 PMDB.,

createpmd

B4 PMDB.

deletepmd
k% PMDB.

findpmd

WoRTHEAL_E T PMDB [ 44 55

listpmd

FIHIEL R 25T PMDB HfE B

P RS
PMDB #ifiid & HAR
BT SO ) i A S He S

R HER AR

-

122 S pE B -

FHF UNIX



PR AR SR A R

pmd
& n] U H PMDB 4 B iy & R AT AT AR 55
n  MAHHIT AR R T
w RIS H A
w  BUE IR R BE SR AR Y
Je B RS B 5 S R
AR SR S A
»  FOHTNERIMG S
restorepmd
MILR5 4y SCAFIE R PMDB.
subs
& AT LU PMDB 11 [ iy 2 AT BA R A 55
w ORI T YN EISC PMDB
w CREHTIT AN E]S PMDB
s NEHEE (CA ControlMinder B %) — PMDB) %% PMDB

subspmd
h A EL I R FR 7 52 PMDB.
unsubs

M PMDB F IR S .

HER: AXALE pmd HEEHEH Y selang v & PR WE, 1HSMH
(selang ZF1517) -

B R G AR

55 CA ControlMinder i, SN EIEIN 25 . fEVFLuhi L,
M2 B AT PR R GG . HELE SRR AN (W2 e R0 ) Hik R gh
IR, i —J7 1, KIS KGR RLE TR,

BT U R RS A R R PRI o 8mT LUK b5 PR AR SR A0 R IR
WP A R A, T e SR X R R AR DG R T )
PMDB.

ER: R PMBD KT A DAL T Al — o LA RSN E, X
B T A B (5L B 7 2
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PR AR SR R

Bl —ARERERERERSH
NI UNIX 7R B 3E T T Windows 7K R 4654, ANid T B — e/ ME .

EZoWl g, 3l A ALFS IBM AIX I Sun Solaris £%8. H1T IBM AIX _Ff#)5%
FeRET 3R 5 Sun Solaris 152 ¥CRE T AR AN, Ktk PMDB 77 2% &
AR G5 R (R ARG o

Y E 2K R 45K PMDB, 1514 LA T A5 B PMDB:

1. & X 44 whole_world ] PMDB, L& H . g1 A HAth 5k &
GE R TC IR TR

& X442 pm_aix ) PMDB,  LUELE B A7 RE 2 T 1BM AIX R

3. €N A4 pm_sol ] PMDB, LA BT € T Sun Solaris [RAEN]

%4 pm_aix Fll pm_solaris [] PMDB J&44 4 whole_world 1] PMDB [¥]
e b ERETA 1BM AIX THEHLER A pm_aix AT e al sl BT
JITA Sun Solaris TS ALAS S pm_sol 1T o 1 1H DL 2 U8 I 12 M 2

OB HA I B AL

N

AIX Solaris
PMDB PMDB
|
Y \ 4 \ Y \
== = = =
1BM 1BM Sun Sun Sun
AlX AIX Solaris Solaris  Solaris

4. HIELE whole_world i N7 6 T4, B in i ek &
SURROGATE KLU, U [ 2l B 87 sl oL (1) i A 58 e

5. 48[ pm_aix PERINZFEREFERT, HUE R IBM AX THEHL, AL
5211 Sun Solaris R%%.
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A TP PSRN 14 77 2%

S BRI BT

LT LUEH] CA ControlMinder SR AR 77 s — & T AL BE 2> ot
J2

o ETHUNE B 3SR TR - A5 A (PMDB) Hh e SR A
2> F sh kg CURC B0 2 P 1 b (X A 126

ER: DU (p. 144), FF HAGEH T UNIX. K3
TR F B0 S SE B O E S IS B, W UAFE (il &P 5
FUNIX) 3B A REE TN B 3 5kms 5515 S, v ATE (7
S EPIS . )7 Windows ) EFRF.

SRR - R EHLEL NI S RO S E T SR (4D 1%
TR AR . O LABGH B CINRRD S DAR B 8 IR
ASMAE S . FAEAIMETRE, T S TN B AL

HER: AREPREEBNER, TLE (A EZ7TR) k.

TN B B 3 SR 5 B

feAE Bl P b REAT ) B R SR BB (AN selang R Ks H 3)
Peaanil B . R T ST T 2R A, BLRCKE A
B AT I 2 5 — B, TR RR G . 2 )n, BT DO
TR ) ) 2 SR S I A A

TR X0 B ) 7 IR PR T A R A RN TR G by o A T o — B 53¢
ST o LA Dl A LRI oL S it vt 2 RO A BN A5 SR A

FF RN ) B 3 SR w58 3 R
STV IK) 1 B S B B R, S O B R R e SRS
K B B DL 7 SRS T T
1. WA F /D —ANT AT PMDB 5 X — 4 L.
2. PMDB [0 fTf5 1 7 B i R ik a4 o
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SEF IR H 5l SR ST

3. AT HUE P N AR AR I A
a. WORAT B PR RN, ) PMDB %R E N TR TRT R CBRINS L
NOARERS 30 D ke S, ELEIEET 1T By Ik

T4k, AR CALERT e B ol G SERE RSB E AT, O R AET
P AL seos.ini SCHFRT [pmd] #5435, K pull_option A5 %
H N yes.

b, WIRAT P HHE RN, (HARZN a4, W) PMDB &K 4
TR MR A 58 L& (p. 139)

4. WURAT OB P SLAT PRSI, U 4 R P
R IR I AL R

W AT rmusr 7742 M\ PMDB HIERFH 7, WIAHTEI) rmusr iy 26 KI5 S
AT P BAR . 3XRE, — rmusr 65 A BT NS SN E I 2 A5
P 22 IR P o

A PMDB SRAFHEEC B B B RT3

e SR B S0

T G A SRS BRI (RIS OB I BC B WA R 4 SRS A R (13T 7

DL LRI T P S B Al SR AR 10 #9951
1 Gt el A SRS A I g EAH
2. SREWEREILKE BT B C B S N REAUC B SO

R BRI E ST AT audit.cfg SCAFIIME . SRS 2044 15
X SCAT BT AR AT S 55 N 38 ARG S A

3. SRR HT A IC B AL LT
4. selang fir A F BT (10 B2 AR BEOBR R 1T )

FEASREMSAT ARA M PUANC S, S HAT P BCE . R E
ST PMD H sk, Jfin 44 cfg_configname, H:H configname & 5%
PRI TC B 1 44 K

FEPARC & SCAFAEL T audit.cfg SCHFH T HAA 1R B (E -
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SET R H 2 Sk ST

BT RIEE TR

SRR A B O IC B G B R8T o B PR IE A ok R
PSP

TR AR S S A audit.cfg SCAFHIORC S . EAEGIdBiT -
HI audit.cfg SCPFBIT BRI AT B8 oA AL FR G BTT )

DA e R B SR s A R S T A X

1 B —ASET T B SR .

2. SRR RS O R AU C B S R K

3. WS AR C A M LB FUNC & SO I 2 updates.dat U1
updates.dat SCAFIAEL 7 SREmE 115 1) KU

4. SWERIALYG updates.dat SCPERIEFIHIT
5. selang i 1# i updates.dat SCf4H F{ELC BT T P o

TR E R RSN

CA ControlMinder {i F] SREM& AT iR 55 7F CUC & 1) /2 2 45 M) P AR 3R 1 3
PR SRS B BT . 3 4 [R]— PMIDB 1] [ 2 &5 CA ControlMinder 15741,
PLRGE L R —> PMDB 111 7 — PMDB, %8 n] LA 2 g 45k o

L F LT RN ) 1 Bh S BB, IS PAT LA A

1. BUEERINE 3 PMDB.

2. (Al @IEEFIRECE 1T P PMDB.

3. AVTTAVEENL (FRoA g & X2 PMDB.  (p. 132)

R LUNJL Ui E PMDB 2L 451 . A LA PMDB J %

BIRRAR ATk ARSI S R P R, 25
(ZF150) -

I FACE F PMDB

SR B S I SR, R e AN E - PMDB,  fEACHE
Bk, e LiAdH sepmdadm 174> .

ER: LUNEREEIR sepmdadm i IR HAIER . AT RA TR
i AT ZHRIE R, S (F75/) -
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SEF IR H 5l SR ST

BFIX LD TR:
1. FEMPRTTH, MAL N 2

sepmdadm -1

CA ControlMinder )i 2/ SIS AR £ s 2 57 B EIAS (sepmdadm) - 4 15
7R AT M HR S R 3% TP S L

BN L, EEER NN (AU PMDB JfE AT .
VA C B Ay [ S5 ) A O )

% Enter BEZKZE,

FRVAS R 8k e s 1) 25— 1 il

ER: WA CAControlMinder KAEIZAT, ZHAS Kk L, JHEE
T F AT A 2 1 JH 3l CA ControlMinder.

NS TR OB 2475
AR I 00 R 44 I3

HER: PMDB RIS A LI SRR 7 R A
NSRS P AR

WATEANSS TP OGR4 IR T AT 8K
R T AR AT 455K, AR Enter BUTTETR AT F* 455
FATE T AT P A4 FR IR Sk o

VERE: (VAL 8T SEHLR 365 PMDB.

W IEAFIZAT NIS. NIS+ BY DNS, 75 06 #6145 2 75 248 F PMDB B 50K
HA3H NIS/DNS % o

4% PMDB R H P R AT BB IRt T A OCH P A e
(5 S an SRR R, I SRS AR BRI UNIX FH - B UNIX 4
AE NIS passwd F1ZH A 5 8T .

a. MR HT NIS/DNS £, IHHIA yo
BUAE 12 A ) #45 NIS passwd L] SCPE AL B
a. B NIS B ST e R RR AT
JEIACT: WY 5 B B AR IR Ak 8
b. A NIS 4SRRI SEHE B A2
JEIAS A W S HE B AT I AR 2
b. WIHZIHH NIS/DNS £, I n 8% Enter .
AT S R [ 25 Rk 8
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SET R H 2 Sk ST

8. YTl PMDB HL LA IR LR P

a.

WABEISE, %I\ CA ControlMinder & FE D1 4K, SR)5 ¥4 Enter B
TG T A N B DA R

B PGB, AT LAE 2 PMDB R JE P
EE: 20 4% R PMDB F15E X C(root HERIMED

VB, NN PR AR, AR AT Enter BTG TR T
B R

WER, %I CA ControlMinder #i 1% i %, #RJE 14 Enter #1M
PR IUNG AR

HZ BRG] LAAFE PMDB i % H &S

WEIN, BT R A RR, ARG Enter BEMI ST I
A% G 44K o

WEI, i\ CA ControlMinder 4 B 55 4 5K, SRJ5 1% Enter G
MM N 20 G144 PR .

DR, NN s T R4 FR, AR A T4 Enter B TG WY
BN B AR

WRYE B RAFEAL v LU 2 PMDB HR R R

FRVAS T U5 PR P12 - R 252
9. WEN, HNEELL NG, IRJFIL Enter B0 T AN B K b o
FRUASTE T AT R 28 S, SR 4 7 S i A PR a2 3 ) S A TR A
10. 4% Enter BEAfIAFTNC OSBRI, A n 3R [P A3 0 4m A IO IRIAS
USRI RN RIS AT S e At i P15 6 B ¥ PMIDB.

Eg%‘la:

M AL E AL PMDB (p. 132)

SIS E T /7 PMDB

—HERE T £ PMDB, R R Ik 4 7f’J AN E V] ) PMDB.
EAR TN, o] LU sepmdadm iy 4.

ER: LUNEREEIR sepmdadm i 2 1AL HAIER . AT RA TR
M AT ZHRIE R, B2 (F75/) -
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SEF IR H 5l SR ST

BFIX LD TR:
1. FEMPRTTH, MAL N 2

sepmdadm -1

CA ControlMinder )i 2/ SIS AR £ s 2 57 B EIAS (sepmdadm) - 4 15
7R AT M HR S R 3% TP S L

BN 2, BEREEE AL (AEF PMDB e AT P FISZZD
A E A 1) 445 VA i) 4 55 ) AL

1% Enter B4k %5 .

JEIAS G 8 v 341 I 55— A ] R

ER: WA CAControlMinder KAEIZAT, ZHAS Kk L, JHEE
T F AT A 2 1 JH 3l CA ControlMinder.

fiy N A0 S 11 SR W B AR 1) 44 K

AR Y S AR A4 BRIk 2k

HER: PMDB A FRIN S — N WAL 5 - BRI - 5 - -

B NER T M — AT B AR

BASTE S — AT P IARR, SRS AN — AT P I FR.
W T AR ANAT P AR, AR5 1% Enter BETIG TR WAL P & FK .
JEVASE: WA 1T P A RR I 44k

W BARLACR AT P U E LR 152 PMDB (p. 132).

iy N2 PMDB {144 75K

ZHATEM A PMDB 44 BRI 4k 4L

VR : sepmdadm (X LETE R BEN T T 22 3 N\ — /NI, AR,
Bl LR B R E L2 i, 5B pmd.ini it & S04
] parent_pmd #ric. A IRAEHIAMCHEZE R, 1ESH (=577
)
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SET R H 2 Sk ST

8. WIRIFLEIZFT NIS. NIS+ B{ DNS, iHkFEs 2155 F PMDB B 4k
53 NIS/DNS % o

P X PMDB IR P RN T 8. iRt T S H o R AR
P S o WP A, i SR AR BT 1) UNIX FH 7 550 UNIX 4
HAE NIS passwd A2 SCAFH BT

a. LTI NIS/DNS &, EHIA yo
IUAEZ AT 3] 485 NIS passwd FITZH ST A H
a. BN NIS B8 SR 1 e B A2
JEIA T WY 50 e B AR IR Akt
b. HA NIS 4L sE R AT
JEIA T WY 50 e R AR IR Akt
b. ISR B NIS/DNS %, %A n 8Uf% Enter 4.
JIAS T IS R [ 25 IR gkt
9. HINZLN PMDB FEULREIRIE LM

a. AT, % CA ControlMinder & B3 ZFK, SRJ5 14 Enter B
Pt INEERAEY

BB OURAGHRAL, W LU PMDB [ & 1.
HE: 20 LB WAHE PMDB HiE 3 (root HERMED .

b. W, FAMATH SRR, SR Enter BETT LT A BT R
4F

c. WAHEEE, %y CA ControlMinder Hi 4% (A % ¥k, 4RJ5 1% Enter F81M
Pt NG ALY

HRZ GORAG IR, wI LAAFE PMDB Hi % H &S

d. WEI, SN H LGS AFR, RJEHZ Enter BECTHIA
% B 4K o

e. WS, %\ CA ControlMinder % i P 53 447K, SR 544 Enter B

WA B IRAFAL, v LU 2 PMDB HR A

f. BB, AL SR E B A RK, AR Enter #ETITE T
iy N B LA R

FRUAS Y MU S5 PR 125 O R 252
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SEF IR H 5l SR ST

10.

WL, HONE S, ARJE T Enter TG AN B BE i o
FVASVE WY A PR g, AR e AR 35 S I A R PRI IO [ S8 EA T A

11. 4% Enter BEAfIAPITABCE (UIEFEI, o4 A n 3R (17 AT 58T fag A IO BEIAS

AR HNE R, S AL s i S X [ 8 B (1) PMDB.

AT BT HHLE XL PMDB

B vty MJr%iMLj#J PMDB ILT 7Y, B& 7 46 PMDB Hy T 4 R4,
TSP AT AL A . BB TV P ENL ESE s — AN R .

FATHEVEEANLE XA PMDB

1.

FEVT S A AT, DA AU 3] sepmdadm iy 4
sepmdadm -1

CA ControlMinder X4 & 5 5 W& A5 0 K P PE A BRI (sepmdadm), F 12
ALY ING BvEE SumTilia

BN 3 DLEREE = AR CGE AR HL S PMDB F1% 15 PMDB) .
TZIARTIC B R 2 1] FEAH DG 7] 7L

% Enter HE 4R 4L,

TZAC LA Ak 1] ] 5 58— ] 7L

FER: WL CA ControlMinder \EAEIZAT, WIHIACK: & 415, BRI
54511 CA ControlMinder 5 FE FHa 4T IIAS .

i N4 PMDB I 44 FK o

A A2 PMDB [ 44 BRI 4k 4L

B N A S PMDB R 44 Ko

AT EAQ %55 PMDB R4 FR, AR5 #1015 S T AR 28 6 K A
2 Enter SEFINE TSRS, BERA n U H A F0Hs 1T AR,
WA T akEE,  WMTH X LA AR BB LT P AL

HER: sepmdadm H AVFE A REANT BEHE FERIN— . Ak, &
AL RN B PR e X2 AT, Ak, 115N seos.ini FC & SCAF)
parent_pmd Fric. HIRMEHIAICHITEAGE R, ESH (=4750) -
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SET R H 2 Sk ST

UID/GID [E]>

120 P A

VE A PG, BEAT B B 4% uID R W HT 7 A% GID R WIZH A R . 4
U DR UID A1 GID FEAEART 3 7 (1) 55 SCHRARTA] o

BRINTEIL T, PMDB S0 7E REAN 1 5 #0687 s FH P A2 A AH IR F) uID
1 GID, AHAEA] LAHE Bh N —FFar P (b F5 I 4515 o LIAH [R]85 SO
AR SO TF IR, SR pmd.ini SCEEA R synch_uid Frid % & 4 yes.
TR A HO E5 8 2 /2 PMDB [¥1T 7, 1 HLiZ% PMDB & 1T 7 Bds 22 1H0 8
FH PR e — ks, 845 mT IO A i 2595 /45 . PMDB 1 PMDB 1T
FUH UID Z 18] LA A% GID 2[R R FE 2

WA P IR UID ©4&AE PMDB BN AR IT o BN A,
AT I AR SRR R ABAE B XA R K A PIAT 1T oL L
BB ) o

[Fl 20 passwd MR o — 2 W (R g B8 P i uiD BLK
BB GID.

N T DRSSl Bl e b K P AL B R AR 28 REIE RS N, 85 A I+
FIRMHIMEBEE . TSSOSO AR W R, R NAE SR
WA P AL B2, Sk e AR .

R P Al

1. KB Jetc/passwd file and /etc/group AL i B SRR AR H s,

R —RPERE AR, SR A H 5 (p. 121) AT ART LART 1%
T SCAH A ZH SCA
HER: WREAH shadow SCAFH-FF 2[R %05, @S
secrepsw SLHFEIT. ARG R, 1S4 Reference Guide.

2. 1§ [etc/passwd SR Jetc/group SCAFE MBI AT P AL, X
FE—3k, eS8 A CVEHLE XS N SRR

3. {£ PMDB 7LV HL L, il # LK pmd.ini SCAFH R synch_uid Axid
BN yeso

BOANTE LR, FRid synch_uid BN yeso U RIS T EHEANT P £k
FE R AP BRI UID FIERIA GID (B, A2t 5 PMDB (1 UID Fi
GID FHULHL) , 1Kt synch_uid % E 4 no.

11 EELRRSEAY 133



SEF IR H 5l SR ST

B85 UID
¥ AHTFI Y UID 5% GID K% £ PMDB KL FTH 1T 1 o —Fhor e, 724
A5HTH P IS 2R BCE UID BY GID.
A FEE UID, 1EXAES newusr i & #RE T userid 2 groupid %4 .
ol fEFTEE R UID B H A
IR AIR R 1234 BN terry_jones 1 UID (B o Bt 22 HH il v
HAbEHE 4 FHiZ uID) , iR A M4
newusr terry jones unix (userid(1234))
WIERFRE R UID CFE PMDB ], ) PMDB KAy BATEEHT, (Hizdy
AAH AL R B AR P AR . R O AR e UID R A,
VTP R B B s AR A XA R B v, BB s 1
RSB EFIT B

RTINS AR AT LU $RAE

1. M RSB RS T A w5 AR AR T A RRI, SR AR Y
Bk B HdE AT 58 2 PR E -

2. PMDB J& & F2£/7 sepmdd i K 7EFR 1L _QD_timeout_ & SCIFTHY ] Py B
BT A

3. WA R KAFE RN ], Bz SR IR RN, e
RRMEZAT ), IR IR PR

4, SERRAT AR AR, sepmdd SR AT IR, fEIX
AR, & a Z e 5 — IR R A R B S BOE 3T e 26
TSR, RS . HRERRGIMHEN CRY
90 ) &

HER: 1F seos.ini LA pmd.ini SCAFF A RS K EIFR I _QD_timeout_
WERTEIX AN SO rh ERAEAE iR e, W) sepmdd K545 FH pmd.ini SCEEHE
.

HER: 54 PMDB K BUF LR 2T 7 (1 [ & BRI, sepmdd 5 &2
AR A A M AT A 158 FAE ST (p. 139) R B — N4 H o 130 (BRIA
5L~ 4 ERROR_LOG) £ T PMDB [ 3k (p. 121)H,
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SET R H 2 Sk ST

B BT SR M AR T AR

HEEH

Jn S

£ PMDB JrAETHSML_E (35 A1 A2 B 3 58T PMDB A5 . E25ET PMDB,
i R HLARE O H AR K

e Hindds ), 15l H selang 4> shell H17) hosts iy 4 :

hosts pmd name@pmd host

JITAT selang fiir & 37 B BUBTE 3€ R SRS A R K . X 28w 98 Jm B3l il
FER T AU BTA T o L s sh B 2 o

~pl: ¥8%€ B ¥s PMDB

S0 H FREHE VB A myPMD_host 11 policyl, i&f# H LA R A4

hosts policyl@myPMD host

R IEHLAES A newusr i %, WUIHTH PR BASIN 2 policy Hodhs 7 LA K
SR SENUREITAT 107 oL s sh Bt e v

sepmd SRR H 8 S NEAE updates.dat SCAHf 280 3 (1) 4 100 7
B EZSCAF AT K, U ST B3 SO b AR B BB o

LG BRSO, LR A

sepmd -t pmdbName auto

sepmd IS RARIRINEE — NPT 4 H IS R, JFIIERAEE AT Py
B4 H .

ER: K sepmd SCHIREFINTEA R, WS (Z245755) -

fEQ1%E PMDB J5. JA 3l sepmdd 77, 15 7] LR & X LR 1721 updates.dat 3¢
A BT N

TN AZ T A, 1K pmd.ini S0 [pmd] #0431 1F) UseEncryption A5
W E N yeso

PR updates.dat SCAF, 1EM AT -de TR sepmd SEHFET o

HRE: K sepmd WIEAE L, WS (25770) .
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SEF IR H 5l SR ST

HEERIT F

fei

MERIT P

] LLZNE LT A ARAT IA B 0K 5 52 PMDB (1 58T
PLHEBRAHL ML, IEAE pmd.ini SCAEHREFRIC exclude_localhost 1% E A

yes.

B FEERIT T IR P IN AR AT 7, T IRE AR IC exclude_file (/A4
) o

SESEANT R B, i CHE U R AT S

M H L] sepass SRR B ORIy, 0T AL I R W R BT LT
X PMDB. % PMDB 7 seos.ini 3.1} [seos] #47 [¥] parent_pmd Fl/5¥,
passwd_pmd FRicHE o ART, AR ] sepass ST R R B 5%
i, IBAAEE ] LR e % H 7 58 % 0% B B PMDB, %
PMDB £ # .

BT PR R 3% B B K] PMDB, 15 4F newusr. chusr B¢ editusr iy
Al pmdb 2.

Bl AR R 2 B AK) PMDB
TR ENGAH sepass G P Tony (157 % A5 ik S FY) PMDB, Jf
H1i% PMDB 145, 155 ALLF A4

editusr tony pmdb(pw_pmdb@namel.yourorg.com)

WSS AP B SRR RR S AT 7, N 2R O B . tm LUK T
JUHEBR AT FEANECE T (p. 136).
M P
1. RS HAT B A R
sepnd -u PMDB name computer name
MR [ F1 3 ot SE A L
2. RPIHEE AT A IR KT 5L L 1K) seosd:

secons -s

J5 & F2)T seosd # KA

136 i & BRI . FT UNIX



SET R H 2 Sk ST

3. EEMAT SR P MIBR T ENL -, BIFRTE seos.ini LA/ [seos]
7 parent_pmd i ic FI1HE

THEHURHAS IR E52 2K H PMDB [ 58T .

4. T A3 seosd.
T8 AT 158 31 2 o B O 1 S0 O35 Bl B0 PE AN R 2 8 %2 PMIDB 1)
W

VER: M PMDB U T T 5, PMDB ANEFFRIEM A .

i 328 BT
WAy B PMDB BUBT AN FIT Bt i L AN ) Bl 18R, R EE S
VP B R R LML K
e

1. FCE PMDB DAHHAETT AT (p. 132).

2. &5 PMDB 1) pmd.ini LA filter Anid, LAFR MELE R —H 1
ML F 0 (9 3 S A

SRJETRENS T a2 1) SE T R T e 0 228 8 T 3K

HER: UEAEAM UNIX FREEHUT join BX join- selang iy &I, CA
ControlMinder 23 ¥ i 4 5 4 change group (cg). ZEAEAHL UNIX PR35
I L join BY join- x4, LML A ALY AT

MODIFY UNIX GROUP GroupName USERS NOPASS

TCIEAEAH UNIX PRSP 2T P 2401 join B join- fiy&o  BEAIIAE LA
FEATIAEE R IYATER] T join BL join- #74

SRS R 16 3% S A
Iz 2% SCAF BT RAT S FBURATAL. F B S W ME &
n  RFEEEHIRIER
4w, READ B{ MODIFY
LIS B2 N
B, AC BRA LIRS
KK,
il 4, USER 5k TERMINAL
w RN G PR SR IR R
Hltn: Userl. AuditGroup B TTY1
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SEF IR H 5l SR ST

w7 EIGH R

Wi, FE47TH [ OWNER A1 FULL_NAME 7K 35 H AT 3 S8 J 1 IR 4T
] iy S ER I . WIIL IR (Z2%7555) ik v N A @ 1.

XIS T AR FE R BINT R
PASS &, NOPASS
DL B DD FH 97 32 2% S i 17
n A DMEHAE S (%) RRERFBAR A v REE.
WA ZAT S A M AR, WAEHER R E 77
FHZSM 0 b B
R A AR Berh, M5 B E.
CL # FFSL AT AR VBT o
s ARFETIT
e I SO
LA 7~ A 28 i e 2 SO AT

CREATE AC USER * FULL NAME;OBJ TYPE NOPASS

P Mg e KA JE 1 At e
(* =2§k)

ESE R, GRS AT ZAT S 44 9 TTY1_FILTER J-9w
PMDB TTY1 [#] pmd.ini 31, DA% N
/opt/CA/AccessControl//TTY1_FILTER, JIj PMDB TTY1 A3 i) HoAT S AL 4% AL
FH FULL_NAME F1 OBJ_TYPE J& VLG #8 H P AT AT e 5%
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SET R H 2 Sk ST

SRR TR IR H 30
IS TA) 56 J5 U A R SRS R 0 GG B B U 2R AL

HIRICA HIRAH|

20 Nov 03 11:56:07 (pmdbl): fargo nu u5 0 Retry  MCELFHDR
ERROR: % s%il ikl (10068)
ERROR: JGikfz5zk HAESLHT PMDB (¥ 55T
(pmdbl@name.company.com) (10104)

20 Nov 03 19:53:17 (pmdbl): fargo nu u5 0 Retry  IEFEHHIR
ERROR: &80 (10071)
AT (12296)

20 Nov 03 11:57:06 (pmdbl): fargo nu u5 560 Cont ZCdh [ BB %
ERROR: % USER u5 /i (10628)
CAAFE (-9)

20 Nov 03 11:57:06 (pmdbl): fargo nu u5 1120 Cont
ERROR: fJ& USER u5 &M (10028)
cafre (-9)

SRS AR R H AR IR 5, B A L N e A e A

b

ACInstallDir/bin sepmd -e pmdname

ER: NEFHMERERHE (., M#H UNXm m2) . el
DL i AR H &

ACInstallDir/bin sepmd -c pmdname

BEEPH! 7E CA ControlMinder r5.1 X mihfuAcH, AR H GRS
TR A% AN 7S . sepmd TEEEALBE R IR A AR H . H&T)
2 B HLAT A% SR, TH AR H 0K 2 52 ERROR_LOG.bak 7
FEIE I Bl sepmdd G 5 (1) H 750

~E]: PMDB EH4E RN A
PLUR 7~ 2 7 LR PR 8 R

\ |\A prdb 4% j: / ‘/ﬁﬁﬂ /
20 Nov 03 12:53:17 {pmdbl): fargo nu ud Retry

ERROR: Connection failed (10071) oo Eghgu [ gz )
Host is unreachable (1ZZ96) 42— #mg3 [ #E2EF5)

N \

EE
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SEF IR H 5l SR ST

SRR 254

o AT R FY AT A R R R B AR R R A S
WE M bRk 0O Fias BRSO RIMCE BT AL . f
J&, bri&dR7s PMDB J& H ) BB, It 2 % SR 4R 2L

o SR ATR R ERGOIE CRAMBRRERA) (K7 K SR R4
e

w S AT R RGN B CRAE R R AR S R 7 1) S JEL R [ A
il SEIRIE B

—AM A RER AR BN 2 MR TH, MR AT RE S R
B R B R B R A FX R R

AR A AN RGO
Fri Dec 29 10:30:43 2003 CIMV_PROD: %A%k, R4 = 9241

sepmd pull Z3URECRT H 13T 7 i B B .

254> PMDB I, fEORE S AR St 178 (1 i SR 20 Al H o Horp e
5

&

SRS
w RERRIALIT P A

n UERE

VRN

» updates.dat 3 ff

TEARE M LA T 5 . #4E R SEEL CA ControlMinder A (1) 45 43 SCA:

IR PMDB. At o SRS ALY 25 0 B ATHA RIS & . BE RS0 CA
ControlMinder fitAs ) 41 1.

140 ¥ S EFR R . T UNIX



SET RN B 5l Sk ST

1 ] sepmd &4+ PMDB

%4 PMDB I, i dfioks DR mS B B e R 24 e i H 3. K%
{1 1¥) PMDB S A7 i 22— AN e LS, U252 CA ControlMinder i
I KU PR AT L o

] LE ] sepmd SEHIFE R AE A EHL 454> PMDB. 18834 m] LLAE H
selang iy 2 EEFE EHL 41 PMDB.

VERE: (T LURMH I 724 08 PMDB. 8011 45— AN 4 45 v
ffIpT 41 PMDB & 03 B E 19 EHLIFHE S PMDB i)™, MM 443042 21
ZEHUT BT #E4T. 243 PMDB FI-1- PMDB #8745 Al — LML L,
AR TS 2547
f#H sepmd £4> PMDB
1. {EHIBA R A2 Bi5E PMDB:
sepmd -bl pmdb_name
PMDB REAE, I HAGTL ) AT R %o
2. HPAT AR
w  fEHLUR A4 %4y PMDB:
sepmd -bh pmdb_name [destination directory]
o fEHIBL R r & R A3 17 54 47 PMDB:
sepnd -bh pmdb_name [destination directory] [backup host name]
ER: WREAIRE HARH R, & 0RHAE ALUR Haxk:
AClInstallDir/data/policies_backup/pmdb_name
3. fEHLL &4 PMDB:
sepmd -ul pmdb_name

PMDB 4, I FLaf [a) AT P &k a4

>
>
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SEF IR H 5l SR ST

f# ] selang %43 PMDB

%4 PMDB I, i dfioks DRI B B e R 24 e i H 3. K%
{1 1¥) PMDB S A7 i 22— AN e LS, U252 CA ControlMinder i
I KU PR AT L o

fEaT LU H] selang iy 2 FEAS M BZGFE AL L &4 PMDB. &34 n] LA ]
sepmd SEZHFE P AEA M EHL_ 44> PMDB.

HERE: B LR A 77 044 PMDB. 36 IH & il — N R 45k
(P11 PMDB #%1 2 #5872 I EHLIE S PMDB 1177, MM 24 &0 55 2
RN A AT . 243 PMDB F1§ PMDB #5275 [ — ML 1,
T AN RE AT I VA 8100

f# H selang 4> PMDB

1. (Al R EAEH selang MizE e EHLIEH: PMDB, 1HEH LA Fir 4
%3 PMDB EHL:

host pmdb_host_name
2. MHILA N2 2 PMD H5:

env pmd
3. fEHILA T s 8l DMS:

pmd pmdb_name lock

PMDB K8, I HIGik m AT 2 Rk i 4o
4. fERLAT fir 4484 DMS 4 7 «

backuppmd pmdb_name [destination(destination directory)]
[hir_host(host name)]

ER: WREAREHRH R, &0RAr ALUF Hx:
AClInstallDir/data/policies_backup/pmdbName

5. fEHILL &4 PMDB:
pmd pmdb_name unlock

PMDB Kifiit e, & H vl m HAT R IE S .

142 v iR . HT UNIX



SET R H 2 Sk ST

SRIEAR T IE J

& 5 PMDB

I8 SR SR AU, CA ControlMinder 2344 PMDB 4473 S 52 i 2114 52 1)
Hxo  J5dn PMDB SO BT A A S I 218 (K PMDB FH ok,
i

LIS S

w REREIALIT P A
n PEBCE

w VEINERIN

= updates.dat 3 f:

R H s H P AEfE LA ¥ PMBD, CA ControlMinder 27044k Ji S0/ 5
HEZ H 32 B BR A S

TEANEE NS HoAh P & . #:4F 2808k CA ControlMinder AN 1 £ 47 SO
K JR PMDB. A s SIS B 45 0 RIS ATAH RN 6 . BRE RS CA
ControlMinder A ) 41 1.

44548 i PMDB I, CA ControlMinder ¥ PMDB #5330 i %8s & 41 21
e H 8, CA ControlMinder W4 7E S HUTIE JR I 23 IEAT .

HER: WRELEAE ) b4 FIE L PMDB, PMDB H4 A2 7538 I 1)
PMDB %4 - H Bl S B A i P Y. AR ZNUKE BT 1) 26 i W AN N 2134 JiR
(1) PMDB 1. B INHT I ity U5, 15 118 )R PMDB, 1247 selang -p
pmdb TS, AR5 AL R ) PMDB.

L J5 PMDB, 15 /EAREIE 5 PMDB [ 283 FIg T L F N RS —

m  sepmd -restore SZH] T H.

m  selang restore pmd fii 4>

HER: K sepmd SEH R FIIVELNE B, 1§ S W (Z=F755). 15 selang
MA MG R, S0 (selang Z=F751) -
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SEF IR H 5l SR ST

XU F5 ]

BiE N E 1=

MU PEHE P73, €k S0 PMDB IR FE 70 P AN B«

o QA A AR RS
#EA EMEAT ADMIN BRI Hi A S8 PMDB (1%
M. HFSHEE MWD S, JREHE T A, &
FREPAT AT HAL B

AT

i erd (AZFR—J, 2 BA ADMIN J&PERUER A A D 8
SEFSS PN R B IR IR LXK S iy o WEREAL ST,
WK/ PMDB AT IX 2y &0 WUERIRLE ST, WEREMHER =55, JF
HANEE B PMDB. fi 888 oA 55 vh 12 e i & i e HoAth iy 25
ARG SAE A — AR AT AL B

ER: HA find Fl show fir 4 AN LK 7 (R AN o

] sepmd SCHIRE PRI AL, & AT LABI L« hor 2 R 23 4 2l I o5k
RACP ST, kA T LUE F 55, DMERREEngseql, JF Hay
CURER 55 B0E,  DAEAERT 5 REA T Ab B sl th AN R A A AL P

2 sepmdd Jii G FE P E] start_transaction iy I, AZFETLs ) T HERE KR
E—AME— IS T 1% T RERSEAN AR S ok bs il AR oAb dr 2, 1%
G R MBI %5, JHREEAE sepmdd J5 SFEFIINAA . 24
sepmdd Y% end_transaction fir &I, KRR . ARG R
EHRETRAHRSEEFM RS, DAL A O /eSS
RFHATHTAR I 5 — S 5B IR 5

X TR 45 IS, AT R A REREAFAE . A
I, SBUE RN G, B RS TR R
ST, A ISR A TS

HR: 11K sepmd SEHFEF L sepmdd J& & BT ITEAIE B, WHSH (=
D .

R R SR VRIS AE PR 7 22 18] 73 E BE B PMDB (DA il & A &
Ho

B NEES, 1EK pmd.ini SCAEFT seos.ini SCEEIR) [pmd] 35843 H 1R

is_maker_checker N FRIR T E N yes:

is_maker checker=yes

ER: ERERERUEZ A7, 5 5E R RS AR E .
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SET R H 2 Sk ST

A B S5
PAT O RIIS , HE  T BAE A A AL B B R 55
RIRHS
1 s IR AR H

B (FENHIEE) A1 ADMIN ALER .

w WHSEMHXKm S, (BREMALTSEE T mL. )

T BRAEXREL R TR A AR S — D

w AT S

w BRAEGRH S Hle A I 55, (AR H 2
F5. )

HEHFIHIE 4 PMDB:

hosts maker@

EWLar R EER R PMDB (RIEHD o Buf W E )5, PMDB [
YARIRLIE HEE . MM TN a5, BEREE, RSN
JRIER R TN

JAB S
start_transaction transactionName

EINFUE P40, 55202l start_transaction iy, &R LA
B 5%, Wl LU SR IR M A4, % 256 NP RECTF 74

I NIDE S
K —Hiaw . pl:

newusr mary owner(bob) audit(failure,loginfailure)
chres TERMINAL tty30 defaccess(read) \
restrictions(days(weekdays) time(0800:1800))

LIRS

end transaction

5558 R BRI FSIIME—ID 5o ar B T AN
o, LR O A AL BT RS A BUE AT, BRATIAR AT LA ) A BE

ER: WREAHLJR RS MRS, WHRICRF5 1D S,
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SEF IR H 5l SR ST

REMSEEH

GBS

TERS SN end_transaction iy 2B 2R —AN ID 5. XA T
ME—% 5o WEORETEEAELUR B R F 55, WIER 1 I SCfFas 55 44
FRIGIID 5 LAAh, il RS G 55 . Sl DAAE SO A
BT RAET S . Bt

hosts maker@

start transaction transactionName transactionId

SRJe s T LU NG 2 1) i 2 oK ST 55

chusr mary category (FINANCIAL)
end transaction

UL N S HEE RIS E FH 55

IR IEAL T ACInstallDir/bin E42rh (irh,  ACinstallDir & CA
ControlMinder 11735 H 3%, BRIAE L N A /opt/CA/AccessControl/) o

WSS P

sepmd -m | FIH I Z 5 P AR AL B R 55

sepmd -m la H BT A I E AR S A BRI BT 55

sepmd -m lo B R T R HZE00H P55 DL T A il e
HHIHSS

PP BRSSO IETE B AR 551
ID 5 DAL S HI B CREE # A 1 4
%) .

FEHILL R a4, R g The v i3855
sepmd -m r transactionId
Ak I i B S A 3552

sepmd -m d transactionId

POE ORI, A T AR B i B 55

REHF
1.

TR LR A A B

n B (TENKAE) A7 ADMIN AR

n AR A AT BE H 5.

n BAESEMCH®S. BB EHE R WS, D
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SET R H 2 Sk ST

2. WIYE A ACInstallDir/bin F&4%

H:A ACInstallDir 3& CA ControlMinder )43 H 5%, BRIAEIL N A
/opt/CA/AccessControl/

3. EHEEPITITIEAESF R AP 55

sepmd -m la
BEEHER TEE DRI S AN S5
sepmd -m lo

FEANFSSHAHG I E & AR 5 1D 5 LRSI ARl Bt .
4. TEACFEANTZ R BT

sepmd -m r transactionId

FR: CBUEMFS LS.
5. MbPRFSS

sepmd -m p transactionId code

code
AL BL R &0 —
m 0-JHAHS.
FERXMELL T, R ER G5 R A dr 4, JF HAS1E PMDB
H S BE
 1- RS

£E PMDB H 37 B S it #5451 i 2 o
n 2- FSMRBUE
HE IR PIERF SIS, FE0] LAAE BLJE H AN TR RS 25 38 0
iTe
I — 4% U IR L6 iy 2 ol D) AR 6 iy 2 SR LTI 9H IR

R AXHEHE A ELNTEANG R, ESH (=£755) T11 sepmd
SEHFRITFLAK (selang 24 75/5) H 1Y start_transaction iy % .

f# F seagent Fll sepmdd J5 &R
seagent J& & FE/T 1 D1H 2 ok B RETH MLV A =K, K LN H 31 PMDB;

seagent Jii 5 FE P Ib K1 >R & 1% % seosd. sepmdd & 5 F2)/F & PMDB Ji5
BT AT 415 PMDB PR X S 5 6 88 i — i A
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SEF IR H 5l SR ST

seadent j5 SR

sepmdd /5 G FE/F

e B

seagent )i & FET254F seoslang2 TCP AR 45 i f: CHLBR I 2 8891) . i%E
FAEREIANS, seagent &P AL THEFE LIACBEA SCIERL I, Jakels
RERTIER:

FH I 1E selang T #iI N hosts s 2 INF, seagent FEA2 ] 2 B 5L

M7, AR5, rdtEEick A ESEONm S, IRk HAL S
7 sepmdd J5 & HEFE .

sepmdd J& G FHAT LA N DiRg:

n EF PMDB

. TR

w RO PMDB AR R I s

sepmdd /&5 & FEF7E seagent 2017 ] PMDB I [ seagent H3l)H ). 1
AT B 21T sepmdd.

HER: sepmdd /£ AC AEIHAEZ AR 7 _seagent (AfE root P R) F
BT EARVFaPRE sepmdd Vs i) B (Bil4n, PRIV PMDB H3%) ,
A seagent FUAHICHERI]

W, sepmdd 7ESEFT A IR BE AT H shadow 30, Ait, LAk
B> shadow 3CAF.  EHATHERAME, WK pmd.ini SCIFR [pmd] #55H
() UseShadow Fxic % & 4 yes.

U UseShadow Fiic i B4 yes, NI sepmdd #5415 PMDB Ak -T-#AH ]
H s BN shadow SCfF. G 2 shadow SCAFIIALE, 1A
pmd.ini LA [pmd] #5720 T ) YpServerSecure Fricfi& & B E .

Wi (ff ] YpServerSecure) #4552 SCAF (PAL B SR A =LA 52 3C
4 ({5114, Jetc/shadow) , sepmdd NI 2 K5 #5ic UseSystemFiles 15 & 4 yes.

BEEWIH! A3 E1TH K UseSystemFiles Frict. sepmdd EY seagent J5 &
FEIP o Al LT o,

HER: 1K seagent B¢ sepmdd J& GFEFIITVELNE &, 1§ Z W (=#755)
1] seagent Al sepmdd S TR
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RIPLE RS [R5

RENFEFD

CA ControlMinder 247 CA Top Secret. CA ACF2 B{ RACF 224> il (FiI
CA Common Services CAICCI #2711, #KEIHL 5I24T CA ControlMinder ]
Windows 5§, UNIX THEHLZ B RS [H 20 . R0 &8 F itk CA

ControlMinder % it SRS AR Y 5258 G

RBEAUR P PRAT PR A A 5 B ST IO A% 4 22 12 3 ) SR AR 2 A ¥y v
T AL,
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B12F: —RNEEIEE

[t 1 R e e

PRY A TAES (p. 151)

H APLLRY B2 (p. 154)

b7 1 HEAR RS H . STOP (p. 154)

SE S YR H SRR B[R] 7 ) B (p. 155)
R4 ARG £ (p. 156)

B1 ‘A2 HNIE (p. 156)

(7S Akl C R (ST

M A TATITPRNE SRS, (5 BARFE RS ERBIA . T uh sl B
T Al O R TAE, Bk, WRANRFIINGIERE— &
i (IR, AEAORITR]D =, DG i R A e e A P A 2 ) 182 5 BT )
CIWT SIS o VA i B S I SR s i AN S B (1 B DR R IR
WA B A T O TR DR T T R AEAE Y 22 A (K B R R

CA ControlMinder 24— 5 Fei e SEH T H selock, %55 H T Hil k4
21 2 vt AN A 0 20 VR R e i e IeF ) P BEDRE L B  oe A T R . 29 A
PRI TAER, RGP H Py, WRRE BN TE e IEIT
B, N PR A IR . selock S L HL ] LA $R UV 8 5E B 411
FH P0G, BRSSP e selock Ab T35 BIPIR AR IR 5 SScA A 7 25 0
U,

R A RPEREUT ST selock INTEANE B, WES W (2£7585) -
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DR 22 PR A

SR

TR N AZ R REAT 18 A 1B B2 SK 11 selock &I :

g VERAR, EEE AT

5 H] -timeout 2 THURE R N 152 B M ABOKAEL, 1 10 208, ARJE A
lock-timeout B BRI 1 B 4 B A0, 10 60 M5, HE,
AL BV A2 E R I selock 1t HIFTITASI T A, 41
S 2 (L £ K P 3 S B 5

gV, HEATE

i H] -timeout & TURE R N 15 BB AMEL, W1 1 4340, SRS
-lock-timeout 3 IHUKE B i i I B AT 0 B 2 43 18] (4 /IME .
X ] DLGH 2 AE 18452 1 U 1) 28 i 37 BT RE5R IS 1) AT, I HL W5 2 %05
ARV ) BRI R FEF AR 315 selock o 2 75 B % B
2% H KB 16 1 23t , 3548 FH -lock-timeout 1B TTUREA 58 BB INF B N & o

selock 772 ] LU X i3 3)) shell [—3843, IXFE, a8 n] DIAEH
FRRCESR RGN B AN ZHAULIZER 7 ID A& root ID R
1B1T . HF selock iy 24 i 2 JA sh AR (1) 77 UG T3k i (4R 8 P 5E .

ER: ARASMARTEE R, HSH UNIX RGEHISCR.

selock FEf =Pl fER
WK

WA selock AT UAIEC . FEIXFIREA T, selock M Fa 25 A1 i
FRIGEN . 05 selock R 3 7E EB IR IS 1A N B Bl ol UbRVE B, 1T
H transparent ZU2 CHIIRES, W selock H sl PI#k 2 5 AR FEIT
Fixle MBI 2] R R P A T BN .

RIEFER

TERRAPREPRLT S selock (AN ERE S I o i B 25 IR I R 4
BIbRo 0 e A 2 o5 1) PR b AT I R 3

n [RAC T REAZBON 01 B B 211 AR

w D T BRI MEOG I O

f&ny LA H selock G T4 il AR (R AR WA 4 LA & . Y selock
DT A B4 Bl AR TG Bh N, & 2 37 BT S R PP R ] 28] M s A
3 BB BRIt JrUoh eV e B R R P AT PRSI
B D) SRR PR A T E AN b

Wik selock 7F lock-timeout Z4(Fi i (I [A] A — ELARFF R 2P A5
X, B AT BB . selock AN TR AT K MARP L PR
I 28 AT AT HE 2
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DR 20 PR A o

BB

EAE FHERA W B IBUERUT, selock &4k % T@fﬁ‘f%iﬁﬂ?@iﬁ
FIEIAR . 24 selock A& BTl B8 B R AR TG B, 2 BoR— AN S
HE, bl & ki AN P 3R

Y PN SR IE RN, selock 23U Al s = an S S RN
(PIBR AN IE R, A4 HUEAE S P, 1M selock {3 PR FFEE B .

W AR K -transparent LT 4y on, selock K4 %, (HEWIRH
FHFEH ST IO . DRy st e, DR CBiE .
fEABUE BN, AR E.

B ARG B 7E 25 N B8 2
Wil selock SEHFERF, #n] IAUEZS N TAES,, LABG 1EAE T AEu5 25 I
6] 52 B AR LAZ R ]
R ek E A 7R 2 R N B e
1. (A% % E DISPLAY MREEAF &,

T selock iy LAF, A0 E DISPLAY MR Ar &, Ak, &u] LA
o H selock i & B4R € His IR,

2. ¥ selock iy 2B T H P B SKIA Clogin X)) i,
AT LUK selock fir 4 BT Jetc/login BY /etc/cshre LA

HER: PWEH P HRA TR BUE BRI BiE . BT, XK
2 9mr P R root F P e {HZ, WIERTELE unlocking_user Axid (i
T seos.ini SLAF 1 [selock] #84) e TALA AR 7 2 FR, AT LA
HZH B4 root P AT selock B, 1] LT A -user EI00R 6 H
JR i AT AR A

Bl BB 2 R T AR S EE frS

N MARE S S, EEEA X EE) S
selock -display $DISPLAY -timeout 5

Wi A AR 2 AL T B AR 1L PR WG selock.

WK N 1T H T4 )5 xstartup A . xstartup JEIASTH 47 T H o%
Jusr/lib/X11/xdm/Xstartup /.

selock -display $DISPLAY -user $USER -timeout 3 &

G R TE AL T X S50 074 T AP £ B R
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1 APT LR %2 s

B BE B

selock 1 i 1) BRIA R G &I bR J& CA ControlMinder bR, iZIEIFRA T304
AClnstallDir/data/admin/Selogo.xpm ',

SUEFIEEAR AR, THE %A

ER: BIRRSCIFA 200 XPM RiAS 3.3 #43K,

F API LR B

A 5 R JEASJE T CA ControlMinder (RIS EB# Y5 , #Ea] LLIE
{if Ff] CA ControlMinder API X} HiHEA TR Y. A APL #A P )2

R
{4 FE N 53 04 1] CA ControlMinder #2405 %,
HAPHA

i R 4558 PR 03 n] DL il A2 ok 2 5K 1) CA ControlMinder 1724 .

EE: K CA ControlMinder API FIVEAN{E B, i5Z 4 (SDK 751) »

By IEMERRRE . STOP

MRk i A PR T DRI RE A AR 28 AR root HI GEZUH D —FF
ZUSMPATE R % AR 3R R Gl A R G0 (R Kok AT 1%
Bt XLCEREEATH P E SR SR, AT A

HErkiR I ADOE — MR, EIRTTRES BN, A R SOtk
R RN E, TR AR LB AR AT e fard ) CRFAER—A

Perp)
HERG R ORI (STOP) BT 1 R e G Sl AR Y HE RS HH BE AN R ZE M —Fh 2l
fiE.

ER: SRGIEA Linux ARWHEFBENLIIL (ExecShield FEALIL) B, AT
7 Red Hat Linux FI SuSE Linux I~[/] STOP ZhfE.

7F Linux s390 RHEL 4 I, AHWMERBEN LI TCIE TAE, I H s e s
STOP A e L G sl RAS . B AR MMERRBEN AL, TEIALL T4

echo 0 > /proc/sys/kernel/exec-shield-randomize
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5E SCEEYS A FSPIANI T 5 1) )

Ja shAE Ik STOP

TR 2% STOP I, FEBRINIE DL I ARF IO HERR S DR $7 o SEERUH 0 HE
et th R4, LI 2K seos.ini XA [seos_syscall] #i7-H RAxid, SR)E
HH A 3l CA ControlMinder,  EEHHATIZERAE, THMAILLT seini iy

seini -s SEOS syscall.STOP enabled 0
&b T LT3 B2 seos.ini A
LEHOHE A STOP, 1K Zbric EE SO 1, JFEHIEZ) CA

ControlMinder »

ER: 24 STOP £ Sun Solaris 7 24t AL TIHSIRASES,  dbx B2 P oikiE
W TAE. W T EAEZ STOP IRY RS _AE ] dbx, MAZISEEEF] STOP.

& SRR A H HAES 1R 17wl 98

& n LIEH] CA ControlMinder Jh 5 sy in) 15 2 “ TAE H” A1 T AR [a)” B
i, ZIhAERT T TERMINAL 17 0] . SURROGATE 5 K A 5 A% 35
W, R FIERLE R AR 08:00-19:00 I [H) B LR (1) 5] Ta) P 58 4% 24 H

terminal ws3:

chres TERMINAL ws3 restrictions(days(weekdays) time(0800:1900))
TEIX LE ] [A) B A AN 5215 LAk 1R 6 i 3K

& m] L# H CA ControlMinder KB 1E7E T A I 18] 75 e A v BE 5 AU FH
FURE R . AR P AcctMgr A& SR VFRAT I 45 45 W 45 488, i fas 2
28 B AcctMgr HUZE TAEIF IR TAE H & 5. A28 BREIHBUTIN R
Al e A I su AcctMgr 1T 2K U7 1] AcctMgr (MK P o AR F1l i
A AR L AEFR 2 IS R ANKE P 44 50 48R AcctMgrr:

chres SURROGATE USER.AcctMgr restrictions(days(weekdays) time(0800:1900))

R LUK 52 DR (AR AR Gt 5 S il R AR 0 5 9, Bl -5 SCIR T S50
- R R 2K




R R

RIPRA W&

%l LA CA ControlMinder fR47" R 4E i # Ho 3 R A R AR T
WAL EERIA, DA RGN ORGSR 1) T LT S R B4 1Y
WA IR AR B N

FH P 223508 H mknod iy & M4 B SCA-G1 gt i v Bl s sl R ik - 477 S
{15, CA ControlMinder SR A i1k 5. WIRH ' 2200 2 (R e 4%
RIEIAS, B4 CA ControlMinder 2= PH 1F 223X 3B 1F#:4E o

BRINSOL R, CA ControlMinder AN23BH 11 £ 5 1 #A%

1A LI file_rdevice_max Fric. ' SEOS_syscall #543 F 1) seos.ini XA A
HRF R AR

HE: K file_rdevice_max Frid EEANE S, 1ESH (=#/51) .

Bl ZEHAINIE

ZEFH

CA ControlMinder .3 71| B4 f 15" Thifie :
R
 CERPRAE
R

o 22 A2 K1Y 5, CA ControlMinder 5404 T 24 2% ik £ DA M HoAh 3%
PR o 22 A& vl LAAF TR s F P AR i) 1 21 255 2 TR) iR IR 38 4. H
FHE SR UG ) iC T 2420 IR BRI, CA ControlMinder 25K 1% B 5 ¥ %
YN G ZH P GO AT R . WA P I O ST R
TR 224205, W CA ControlMinder 4% G E A T HAB UG 7 5
S <% (ERZURESEE D i R I RE 3 3/ 8

156 Ui s E ELFEF . T UNIX



B1 42Nk

RHAZEZHMNNE

ZEHZeRHNE

goge il

BRI E

TR SECLABEL 2840 TG 3R A, 1| CA ControlMinder ¥4 FH 55 %5 Y5 AT H
F 2 A RR SRR A, 1 2B AE A Pl s BN B T
AR,

T YN AR R TR, N B C R I Z 2S00 . newres
1}, chres iy (11400 2800 BHIR I B 2 4= 9000 o

FE SV U5 W 52 B R A PR IR U, T A R SR L
2. newusr 5% chusr iy 2 A SEC8 0 Be LA 200

NI setoptions iy 4 it FH 22 4 G £«

setoptions class+ (SECLEVEL)

T IHITY) setoptions i 248 F 22 4 2R A 2«

setoptions class- (SECLEVEL)

o 242K HIK Y 5, CA ControlMinder K540 AT 2242 il 2 DA N HoAh 3%
PR A . PSR UT R A0 T — N AN e R By, CA
ControlMinder 24 P Y0 s HH )22 20 513 55 H Pl s 12 41l
RRATHES . WA FL 4 % PR I RN 38 Wos 7E P 8o s &,
] CA ControlMinder FF 4k Szl AT HABSART 25 W, KedE4eixH P i
[EIREZ7 /18

LN SECLABEL 254 TE 8RS, Tl CA ControlMinder #4855 %5 U5 A1 FH
FUH 2 AR TR e AR A 3, T 2 P R Y S5 2 A1)
#.

T 2 A S AR AR RS, 1 N RIS S L — AN IR A e
Sl.  newres X chres iy & IR I SN BEUE /0l 22 422800

BEACVFH P V5 W) 32 22 A2 R A R R IR, 1 i e S e —
ANERZ A 425 newusr B chusr fir 2 IS SE00 F 2 o0 ic 2428
il

%] setoptions fiv% A H 22 42 Ak A .

setoptions class+ (CATEGORY)
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Bl L 4ZUlIAIE

BHEZERHINE

R N Z2RH|

3 th 45

M B 22 2R

%1 setoptions i 224 H 22 4 4G £«

setoptions class- (CATEGORY)

M 5 X CATEGORY 2K b IR E L 24280 T 51 newres iy 4 X
GG

newres CATEGORY name

Hrh, name 72 Z 2L RIM A FR

P w4255 “Sales” , WEHIALL R fir 4

newres CATEGORY Sales

B M 4225 “Sales” Fl“Accounts”, 1IN LL R fir 4

newres CATEGORY (Sales,Accounts)

B P P E SR P 2 2 d KA1, TSI show iy

find CATEGORY

i LR e adONHI

TR 224255, 15 M CATEGORY 8 HR IS 22 4285 1l 3%« R 41 rmres
A MR 22 420 :

rmres CATEGORY name
Hr, name J& LA TR,

LR 2425 Sales” , A LA R fi 2

rmres CATEGORY Sales
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B1 42Nk

RHZERERNE

AR BACERN € U YO A B A 2 Z TR R o

M5 22 bR I, CA ControlMinder BF AT 22 4 b 256 2 LA K HoAth,
BB AT o PGSRV R A0 E T 2 bR 28 A BRI, CA ControlMinder &
B YRIC SR 1 2 AR 2 R 8 2 R PR 5 H P d sk M 2 bR

TR M LB RIAT LR . W Ry BRSP4 A AR 25 43 e 1 A 203
W B oRAE P B A hnsrh, I CA ControlMinder K5 4k 8E33E4 T 22 4 4 )

iy, BINEAE4a ] P i) iZ %05 . CA ControlMinder 22 8 Y i s 1K)

e oy I e AR =DV e e G IR D B R TaB ¢ I o e e RE (= =R o b2 G HIBEAR
TR . WS P L A hn 2 TR L I 2 A UK T B0 T R I e 4
FRES RN A 224 2% 3], W) CA ControlMinder 4k 2404 T HA I AU 7 5
R, CRHE 4% H P U R R

BRI T bR A, R 2 T s P R E 1 A A
LA DEH] A bRRE e SOH R KL e 2 4235 .

FOE I AR BRSO BEIC R L A ARRE . newres
5l chres iy & [UbR%E S EON BN 2 A hn 6 o

FLACVFH P U5 W) 52 2 b B8R A O (P O R, 1 2 7 IE S i %
AFR% . newusr BY chusr iy 2 HIARESEO H o0 EC 2 4R 2

T setoptions 7T 2 Ji H 22 bR 28 A A s

setoptions class+(SECLABEL)

T ¥ setoptions iy 225 H 22 bR 2SS A s

setoptions class- (SECLABEL)
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Bl L 4ZUlIAIE

R N BB

3 R e

1] e og 7

i L 5E X SECLABEL Z-H I BRIEOKE & Ahns. LT newres iy & 3E X
LR

newres SECLABEL name category(securityCategories) level(securitylLevel)
Horpre
L
T8 0E AR IR
securityCategories

TR LRIGNNINE. EHgE LN ZadO, WK E0E 5K
Iy B 2 I AR o

securityLevel

TR LY. T 1 5 255 Z IR FHEE.

T N ALS 242K 5 Sales Al Accounts H 22428 5k 95 R4 ki 1
2%, IHMANLL A

newres SECLABEL Manager category(Sales,Accounts) level(95)

TR P U PTA 2 A br 28 813, I ERIINT show iy 4

find SECLABEL

UIE P e ¥ T 2

R MIER SECLABEL 2R HP K 2 R 2l S R M B 2 bR %8 . LUK rmres iy
MR 2 bR %

rmres SECLABEL name

b, name & L BRI AT

B R 2 425 “Manager”, 15N T4

rmres SECLABEL Manager
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13EFE: HHRIEF

AR 735 BAR 2

PEE T AZ N (p. 161)
EX CA ControlMinder "5 N\ ¥ #% H AR H % ZH4F (p. 162)
H P sl Hwdsk 1 TAE S (p. 163)
CA ControlMinder 4i{r] 4y ] 77 i s Hi A2 55K (p. 164)
AR (p. 168)
EW_D(p 172)
S EE T (p. 174)
L@%HFEEE/TT% 2% (p. 179)

BEHZAN

XF 12 4 i k%, CA ControlMinder £ A AR i b IR w7 AZ R U £ B 7
I 45 208 B 5 1) 452 7 R S 0 S A%
KRSV ) MG IR AT AUDIT J& P, PR E LR — A M
FAIL

LS 1) 20 BEUR AR R 1) o
SUCCESS

ALK 1) 20 DU AR L Vs ) o
LOGINFAIL

RV ) H BRS¢ (BEANE ] T B

HR: GRFIATIRESRR,; s ﬁﬁ%#(ALOGIN)*ﬂ S S
(P/D/W LOGIN). HRFEAMEL, WEW (Z5771) -

HEYPH: HIZE Unix EAT2
LOGINSUCCESS

RV M RRFIORID SRk LEAEH T3 D
ALL

e 515 M) 1) FAIL, SUCCESS. LOGINFAIL 1 LOGINSUCCESS BY 75 5
(] FAIL 11 SUCCESS AH Al fr11Z B o
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%€ X CA ControlMinder 5 A i #% H & i) i 4% ZF 44

NONE
AL FATATA S ) BG5S
TRACE

xS AL RGEFEAFENEE . GEAGE T2 D

AR PP b G el SR U ) 2 BRSO SR, ) BARE AUDIT SR 1k
134 ) LUFR e 2 A5 I A BB T A N A IZAE SRR 1R P IS S A o

A% H A I E SRR 4 IR L AZ U R AR . il s A R v S s

DL R :

WU EYE BT R AUDIT(ALL), 5 1035 1 T A 8 s SR 5 cA
ControlMinder fR4 [ UEA R FTA FAER B C R, AEUTHZE®

= W) CA ControlMinder PR3 I B Y (115 W) B2l I HLs 1) 38 508 I
45 AUDIT(SUCCESS), F-M 430 5% o

WX CA ControlMinder SRy I8 Y5 I U7 1) e, I H. 17 1) 3 Bl 28 Y5
4 AUDIT(FAIL), FH I 5% .

HEA, AR I BCE ATIE RS, B ARHRHFR S B NG R EAD
K, AN H AR B N F R H &

& X CA ControlMinder 5\ & 1% H & I 5 % 544

CA ControlMinder 4 B A1 2 MU )07 ) il sk 5 A B iz H k. 22 X CA
ControlMinder ¥ MBLE; [n] FAH 5 NN k% H &, 1 58 SCR A% 10 98 U5 R
Vi a5 1) AUDIT JEMEAE . & ] LU % 757545 € CA ControlMinder Hf
AREFF R B AZ H &

1l il AUDIT J& 7 K45 5E CA ControlMinder ‘5 A EI'si 4% H & 11w B 4k
{ifi [} selang ¥ CA ControlMinder ¥iij i 5 # K A LU G5 A1V 1) 5 BB

AUDIT J& %
AUDIT {& CA ControlMinder BRI EHAXN SR
<3
,e.
FAIL YN FH 7 08
SUCCESS v 1] PR35
LOGINFAIL ENEE R M
LOGINSUCCESS  j{.Ifj %55 Fi
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P21k H G0 56 ) TAF s 21

AUDIT {& CA ControlMinder it X  FEHAXE
x

ALL 2[5 T FAIL, SUCCESS. FH P AN s
LOGINFAIL. LOGINSUCCESS #l
INTERACTIVE

TRACE SEFT ALL AT RGcFE P

INTERACTIVE UNIX THENL B P2 P

o ToE & FH R s

R WRREE NS ZEME, 4Ll & 41 R AUDIT {8 ) ay B
521 CA ControlMinder &1XF FH P BT FH 1740 o A% A5 2

H P &8 H B i TR R

WP SiEH &S, Ea] DR R L B s . RS s A A
FH P ez 1R N2

HE: KBLEEAEH] Jetc/shells, X A#H] <AC>/etc/shells.def 314

LT L S AR L S AILE Jete/shells FIT <AC>/etc/shells.def SCAF 3 (1 BT A%
kN Bltn, Wi Jetc/shells F15145 Jusr/bin/passwd H. %51
passwd K U, 84 seaudit S H T A SRR Bon i HER TR
OB, IS AE S 208 H &R 2 WG &G Jetc/shells 1.

VER: seaudit -kbl Ay A A B 5% shell & /bin/sh [0 5% -emd ..

BRI P
1. B M T Bk AR 7L 0] CA ControlMinder.
H 5 X CA ControlMinder S SCAFK 5 A SR Id % 4%
HER: B LUE LG 1E seos.ini SO E A BESC % 4%
2. JA3)) CA ControlMinder.

TN EEAS0 S 28 5 & 3R KBLAudMIngr 1IE7EIS4T. i issec SEH T
HAYFE CA ControlMinder J5 & LIRS .
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CA ControlMinder Qi) Ay F 7 iff s v Az A

3.

B INTERACTIVE J& 173 Fods R AR B ER ER (K T P USRI 2518 H &g
Ko .

m selang:
eu userl audit(interactive)
m  CA ControlMinder Jij 1 5 2
T P PR e e v AR IR I B A8 B AE
CA ControlMinder JHH] T iZH Pk 5 <31l H &l 3% .
M 8 S )), CA ControlMinder 4R IC K P & 16. M
B Zm RN, SRS

CA ControlMinder ¥ L2035 [ & TH PRATAE kbl.audit H &S, 1%L
AL F LU H 3%

/opt/CA/AccessControl/log

¥ seaudit SEH T H 55 kbl fig4 45 & A8 HI W] 8715 kbl.audit H &S
W2 .

./seaudit -kbl -sid 65223 -rp

HER: K seaudit -kbl ﬁﬁ PITEAE R, WESW (=2FFm) » &
WK CA ControlMinder i 25 5 CA Enterprise Log Manager FH4E ik,

DUAE AP R E’Jf*ﬂqﬁ%ﬁﬁ)ﬁ WIFA R . F1955 CA Enterprise
Log Manager 82N VELIME B, 162 (LubigrT) -

CA ControlMinder 1] 4 FH P 7 € B I AR R,

P %035 5E CA ControlMinder - MIF S8 4% ik k326 45 i% H P 1
FAZHET . LR R3] CA ControlMinder WHAT A 5 FH F2 (1) e A A X

1.

CA ControlMinder ¥ 7% USER B XUSER 2K [#) F Fic 5 2 15 0ot
AUDIT J&PEIE

WA e s £ X AUDIT JEPEFIE,  CA ControlMinder MIAE H It
TEAE R P i i

CA ControlMinder ¥ & 52 758 H P BCRINCE SO . W H oy
fic I & SCF4H , CA ControlMinder NS A GROUP 2+ it & SCAE4L 1)
TS SE T A £ 6 AUDIT J@ 1 (R4

T FB e BT B SO HC B SO A A sk AT BT AUDIT &
PE[I{E, CA ControlMinder WA MAELAE by iz 7 1) i A% AR
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CA ControlMinder Qifa] 4y F - iff o v A% A X

3. CA ControlMinder ¥ H F o WAl Rl . G P2 4% 01, CA
ControlMinder UK 7% GROUP 1, XGROUP & H 4 fR30 5 & 15 41-%0)
AUDIT & PEIE

W P 2 ek o B e s AP AUDIT JEPEIE, CA
ControlMinder NAd FILAEAE A iZH P s k2. S P AN &4
J 52 B e S A B XS AUDIT JE PRI,  CA ControlMinder ¥ 5
ESR(ENRE NG % RN W ZENE A D

ER: R 2 2 A ) 7 X e A5 AN A 1) H R, B4
P A BA. ROz 1 o AR e Bl o BT AE AL I T
Cif 2 SRS I

HER: W CA ControlMinder 1 FZH i) AUDIT J& P48 K fiff 2 FH P 1) o A%
i, T HAE OGS S O T AR e R, A BB S P A
B A . 1% A TR A AL o R A 1 5 A R
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CA ControlMinder Qi) Ay F 7 iff s v Az A

LAF B2 718 CA ControlMinder il #ff i HI 7 )t A2 A6 5

il
¥ L
sEenEs zErHER FEFmTEE T ——
T =N E» 2RESEEE =IERTEE
ErTr EEsEs sEr sE==

A~ AR

FH P Jan [F0 40 A T4 B (% 5. ZH A FAIL (F %R, 4B H
SUCCESS I Hi i, T Jan 2 AN G, A Jan £ FAIL Al
SUCCESS 1] SRR A A =

Ez%:g:

CA ControlMinder dnfa] {5 F Bc & SCA- 2 Af s HH - JE Y (p. 36)
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CA ControlMinder Qifa] 4y F - iff o v A% A X

F P ARV P BRI B A

24617 ' (USER %F42) I5F, CA ControlMinder #2kiA AUDIT_MODE %3
Ml 2512 %1 % . AUDIT_MODE J& M ERA{E A Failure. SuccesslLogin.
SuccessFailure.

MBIV T (XUSER SF4%) 1, BRIAS UL R, CA ControlMinder A4S
2514 2RI\ AUDIT_MODE {H 4 iR 45 1% % .

VERR: (UNIX) ZEERT USER X % i AUDIT_MODE JBPEIIERIAE, H7E
lang.ini SR [newusr] 373 1 2% DefaultAudit {8 .

BVl G WL NG 2

r12.0 SP1 CR1 Z /Y, E1XF LA N U5 in) 3 BN A5 oy T8

m  {EAHRY IR USER i sk rhc A o Ui AUDIT {H, WA 5 e XIF) AUDIT
R A TC B S A2 AH SR o

n  RELERYEE (H _undefined F S id kR~ & XIKARTH .
R MBS, CA ControlMinder WAL AT FH P2 FHAE
KE Mo EMXF _undefined F )7 H B PELEIXFI GO R ANIEH o

M r12.0 SP1 CR1, XE&ijj ) (I BRIN o7 %A% Kl Failure. LoginSuccess Fll
LoginFailure. ZEER1GH AT, 1K IXLEH 7 (1) AUDIT JE PRAE BB " .

XFF GROUP iZ3%, X AUDIT BH:HME
5 EAT P/ B 80 GROUP 037
gL S SUR R S I S
B F il Pl GE. 2

r12.0 SP1 CR1 ZHj, GROUP ikt M 28 — 4 /o SUR A% 3G« ikt
P T B OB T AT RE S LA TR, A 4L P A ) GROUP.
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B P O AR Y HBR IR JE P T BRI, ) S A A
AN B, HuimidEk T U5 RFLU, 1) CA ControlMinder 4%
BNHZHE

S HALR RS W, (B ARVFUS ) YR, SRR A A
3, MRZZE T PR AR AL 2 15 A X

{NAE CA ControlMinder &b~ 5¢ 4= 18 g bt X e 28 25 455 XA R

ControIMlnder for Windows 1}

Se4 i E CA ControIMlnder for UNIX T SZ B — 1258, CA
R AZ A
M B Uy ) SRS, ] DA A A, A S
WIJAE STt Sems 2 /i, 8] LAY B Wi k% H & DA T s S ms (1 45 . 48
Al LAY ] seaudit iy & o i i H &
WL HA G warning, WS DLRZEE TSR, R wtdidl
B R AL TSR, 25 W) s 17 i) BRI B, CA ControlMinder # f0 i
i, FHESIHRIE AERIEHSESS MHEZHERFEBALH,
BRSSPy i 20 B S MO 1 T R e T A, R
e T NI LB MIZE R IR T 85, R IR b T8 25
Ko

ER: WERBHHESEAATEE warning, MIZAT LI
AR A BRI R AR AT i

LUK T O
.
BREETESHNA

AV T

i st

BT 507 ) R PR, S 1 I i i A T I R )
HER: BRI E T AL,
(p. 170).

IESN

BT LU

168 i il B BRI )T UNIX




B

BRFETESEX

1. {E CA ControlMinder ¥jij s & L v g 5 2 5 T8 15 5 X 1 WL
AT IVAT A N

2. Huled IR DR .
W W BT X 1 B U AR T

3. EFREEAY, ARG RERAE .
TRAB ) BRI AR AL T 2 B

TR AESEAD, vy E Vs R S0 AU, CA

ControlMinder SR 2O 20 s 5 N A% H s 8 T0 77 1l ok X Bt YR i B
g PR AT 12 .

1§ ]1] sereport LR (RS 5 60 A H AL T AR I A7 B
Bl KSR TR SR

LA selang 7= 1R SCAT c:\myfile 8 845

chres FILE c:\myfile warning

7Bl T RO R AR

PLR selang 74 SCAF e\ myfile [F12 45 8005 B

chres FIlE c:\myfile warning-

myfile BLLEA b T4 4545058, (A1 CA ControlMinder 55t myfile 51T AT
i Tl E)

Bl R B TR AR

LLF selang 7551165 2% i myterminal B T4 45 F L.

chres terminal myterminal warning

CA ControlMinder FCVHTA A F* M\ & myterminal ATV, (HE
AT AT 300 5 9 45 48 22 28t 1 1) PO FH P i 3 i Al =%
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&
of
S
=

BRETESEN

T OB SE AT L BT A, AR IC R A BB
Ao T DU e 3 RO 2 0 ) R AR 45 2R, 1 T 5 s b A T IX 2

FE0 .

BRETEEHEHEK

1. £ CA ControlMinder ¥ sl 57 L v, AT W01 N EAE:
a. FRECE”.
b. IR

RTINS SRR
2. ONEEE R S A P B SR .
3.k fRAE
E IR s — 25 AT B, 3B A& T S BT CA ControlMinder 315 o

HH A TE S B  BIR
SIZjiti CA ControlMinder B, %8 WA 2 5 A XA A I B it don SR 1837
€ FH P BAT U 1) I P it DU R A AR, U O AT 5 4585, 2 )5 CA
ControlMinder & 4 5 il P04 T AH ICIHE T A U

S AL TR R B, T AR — A s P AL T A B
YRR -

POV, WAL N4

sereport -r 6

CA ControlMinder ¥R & .

ER: AKX sereport SLHAFEFIITEANMG K, WESH (2F/50) -
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T AT EH R AR

SIZJiti CA ControlMinder I, 48 WA 5 A CAVE N I I H it SR 188
€ H P BA V5 o) SL AT 75 SRR AR AR, )R S A1 A5 85, 2 S5 CA
ControlMinder ¥ F 4& 5 il PHAT FH I HE A LI

B A TS SR, 80T LU CA ControlMinder iR b
WoRb s, ERIA LT selang v 2

setoptions cwarnlist
CA ControlMinder ¥ i /n— A&, b WoRAb 2458102k,

HER: ik setoptions FITELIME B, WS (selang Z=%15H) -

WHATPAT R YED

T8 AT e 5 AR E IN RIPAT RAELEY R TR ARG B N R P 4555

TERGAED I, SN 7R 15 R B CA ControlMinder B, —

HLARH 7 e AN 52 M ] U7 1) SLRT s SR B, N5 P AR

2 J5i CA ControlMinder ¥ J¥- 46 s il AT AH IR AL o

LAEAT R G AP I Al F 4 5 5, i%ﬁ%ﬂﬁuﬁ%’ﬁ-

1. AEHELR selang FRNFETT4f 457 22 FHRE 824 2R BB N a5 12
setoptions class(NAME) flags(W)

2. PATYES.

3. {EPATYEY 51817 seretrust SEH T H..

seretrust *%%EF?TEEEE%E%%E%WEE*%)‘(B"Jﬁ}?%ﬂﬁéi
T 1) selang v %o

4. 847 selang fiir & K HOBF ALAE L o SCRIRER? .
5. AEHILAE selang AU A r il 3 2 5 o LA/ P S s S5 -

setoptions class(NAME) flags- (W)
6. r7% CA ControlMinder 7% H & 34

B H S5 2 e 52 I B 5 1
HER: K seretrust SLHFEFINTEAE R, WESH (=5/58) -
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A% H &

B % H &

HRZ I SRAAEAE AR A % H B S . | H B AL EAE seos.ini 3
P8 5 « BT LU seaudit S FE Bk CA ControlMinder ifi 15 5 B 41 HY
FiAZ H E 0 E, o BRI ] R 1 sl A2 R ok ik F A

EE: AKX seaudit WIEME LR, WSH (=4751) .

B AZ H B e A, E2 s nT Dom A H S T H, A cA
ControlMinder K73 K A5 B 5 R IHI H % H B4R BIfGH . BA
5 DL 301 W8 A

BRINEIL R, BT seosd R 11 root JH 7 04T, K, #2805 & 72 seosd
1 root H P T BROK G H R H . BT RFERR, B AR
root F 7 52 1 BRI/ 5 ARk 8 Wi k% H &

K TAE AR T DLl a2 H &, e su CEHCH P By
root JT1)™*, CA ControlMinder 7E seos.ini 3/ R4 H, HTI5E
KR A B Bgs H & S
s ANFHHTHZHE.
AR B4t i (e A% auditforce AU T A L 01 . 187 BHIX BE ] o
Al PAS YA o A% H S S 9wl seos.ini X, PUEKE [logmegr] &
7 H 1) audit_group #ric % B M auditforce. 2 J&, CA ControlMinder
F$2 T auditforce 410 A I AZ H AW SR . A )5, 2ER8 0 TAE
vt 1) 2 (AT AT A Hb o 1% H S #F auditforce 4HAE L35
Hi&fLi8 G 8PS % H—brid, UL T AEEN 2N 5 & 2742 ofn
WAER) S A% H EIE VT AR . v R, W% H S GAT AT oA S —
F£5Z Access Control ZJ 3, Tfii CA ControlMinder #0JR] LB (- H /i
i) IX e H &,

» S NEHMTERRHE, €A U e 1% 3 4L A B

RGH B R

REUHRZ G L7 HE T AUDITOR JEPERI ™ o % SO AR GU A% 53 1 - )
PASRAT S AZ AT S5, 90 01 5 e 2 e 8 D AR 0 ) A e

AU R A BT A% AT . BHE— & AL M 2% LR AR
(R A% AR, H A% n] DA H A% T
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A% H &

wEHSEBTR

SO

wEHEEH

1. AU H B R N E S
KA seos.ini SCAEH I RouteFile Arid 474 €, 750 CA
ControlMinder 2% H &AL L & SCAFdr 44 4
ACinstallDir/log/selogrd.cfg,
I ACInstallDir 25 CA ControlMinder [ 22355 H %, BRIAK
/opt/CA/AccessControl/.
&0 LALE H 5% AClInstallDir/samples/selogrd.init H 31 H G A& o il &
INISCAT . A AT DABIEE p DL AT AL S, 1R A AR TR L
H S AL BN E S
FE)
host destination
XI¥ destination, HiNNARWH ALK ENLI AR R0 xPT
HIL IR VilmlE AR,
ER: ARIE HEERVEAE R, WESW (SEHFEFER) v
selogrd SEHFET .

2. FBALHZAG BT BN LR s R 48 )5 SR (selogrd), JH4E
BT AZAE BT ML E AT G S F2)F (selogred).
HER: AXMHXEESEFNIENGE R, SR (=£750) .

B T EH S, H AR TR ] LUK S AL B BN 2o iE . T
ISPt Bk Al H e fn] AR ARl A AT S % H S P IS % e
e R A e B R P 2 AR (0 H A rp 045 B IE B RN o
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ks %

BRCE IS, BT H S NCE S A selang fiv %o il
TR A B0 root FH T 1Y setuid 15 3K BF R B T4 HY IsF 2038 20 7
John,

1. KHLUT selang iy %
chres SURROGATE USER.root notify(John)

1% chres 24578, B9 K H AR root H I, #CKE A%
P Z H &%, 1 seosd J5 & FEFH-E 41 F John. ZJa 6 FE
i G PR FR by 2 207 3R T A A 5k

2. MRk R R E T AR 50T LA p) R B e e
WML F =47
Rule2
notify default

PRAT A H A3 AT i D T RN o A0 S B B S

HER: A RE B OB E H S s SRR FE R, 1S
W (ZFH5H) -

H &5 B i

CA ControlMinder fifi ] H 4% 3 5 6 F2 7 selogrd K%k A ir) A Hh B A% H 2&
K R BN BN B A% H S0 S 15 & A HE B B
ASCI S U 7 2 RS X DS T A ) i AR i v &

J T G AL I8, selogrd il FHAC B SC I selogrd.cfg. 1% XA HY
T (EAMEE) 1R H B0 sk PACEAR S (B B4 &
B IAZA NG, WES (=FEE) .

H S AC E

AT seosd Jii #)j ] 11 2)-15) selogrd Bk selogred, 1i7Hf seos.ini ] [daemons]
S o111y selogrd o4 selogred PRIy ves. Y, “IZAT seload I,
seload ¥ N 1&)G BhIX L8 J5 SR

B, seos.ini ¥ [daemons] #5 HR IRIAH N, N bR UGB R AT -

selogrd = yes
selogrcd = yes

H &L T BATH RPCALIE B %0k, BRI, ¥ HEFZWER & TB
KBS JE AR 1 UDP i 11 e PR BELZE, Ak, XAETCVANIE portmapper
F RS A a G PR TN . EAF PZ ), ] DU FH AR
ServicePort 4 I 45-48 J5 & T 20 BC TIUE SCI 3 1
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s %

UR 3 K e SR VF I 28 SRR 3 11 111 Cportmapper B 1D, TN B 2K
H 55 48 1) seos.ini SCFo - UR BT KA SEVRESZ ORI IO R 25 rh 55
portmapper EATIEAT, W% /™ s MR 55 & 0 Z0 L 5 g A8 B — B

TH k5 P v A i 2548 1) seos.ini SCAF ) ServicePort FRiC T E A [F]—
B, ATUARORSEINIX — . ] Llde e — MY GRRG e Fghe 2
famu ) BUlRSS 4. WRTR MRS 4, W i A 45 #8224
AR RIS F T o, WS s e k2544 seoslogr, 5L ) 25 1 i 11
45 2410 Jete/services SCAFAR UL A 2%

seoslogr 2022/udp # Audit log-routing

Up R i IR 55 A A NIS SRARAT 55, A 2558 NIS Il 55 WLt

CrA=RX Sk

Tl LU di iz H &l k. AR, selogrd i & R34 56 0 Wi #%
H& Il KGR HROR B SS (selogred BHTIZ H ML # SR o I
S AP QU LV E I EIR TR T o

CA ControlMinder 4 selogrd $&41L T P Fjui% 75 X : CA ControlMinder FrifE
I FE I adcipher Bd A% HE M2 . b 7TREATINE, selogrd 4«
seos.ini SLPFH [selogrd] Fi4r (45 E, AT LT R Di6E .

PR Al H 22228 liberypts ®TRZ N #5481 H 1 CipherName A5 idfi7 %2 11
A HIDIRE . BRIATEOL R, 44N adcipher, BRI T
PERIFT 5454 . CA ControlMinder 2235 B ¥y PN L= H T CA
ControlMinder/lib H3&H, X PUNIEEEZE 5 libldes. lib3des. libIDEA
1 libblowfish

CA ControlMinder 73t S R AE G bRy i s 2 81, 1 o A% i 2 A8 H e
KeyFile bric ¥ & M S0/ (ERIME: adcipher.bin) .

fiF] UseEncryption AR R & I 25 S8 240

= T CA ControlMinder FrUENN, 1§ T UseEncryption=native

» BRI adcipher £ % H G N2, 15$8 & UseEncryption=eTrust,
314 CipherName Fl1 KeyFile ric % A& 24 1 H .

n  HEEH] selogrd %, 157R &€ UseEncryption=no.
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ks %

i H RefuseUnencrypted Fric 52 8B 4a R NA K% . &brid S
UseEncryption Fric—#2 i H], WIS UseEncryption & M no, MIJiZbrid
HICAR:

n  BERACR B H A%, 1HTE € RefuseUnencrypted=yes
n B ONE AN H %, 1515 € RefuseUnencrypted=no

HER: selogred J5 & FETEH seos.ini SCAFH AR R FRIC o
BSOS, AR R UK sechkey SEFH T H o

BHEEPHI L WUR R AR ALK, TETOR selogrd MISCER &4 HIAH
7 P G n s SR ]

T T R RN B R H SRR

selogrd 7 L B8 10 s A& B 7 UBAF H bR o 48mT Dm sk fsAE 7 5 H
PP i ) CHGE) , Wal MEH SMTP # H 7~ (1 ik
1 B A AT 4 M 25

TR H S0 sk B AL BN #5524, T CE seos.ini SCAFH
[selogrd] #5431 ] UseSmtpMail #5ic

ik aT LR E LT N2

w ffTH StmpTimeLimit AR1c 6 & MEAHHR 55 #5507 N2 I PR 68 IS I [R]

» i H SmtpMailFrom WARTRFE & “RAFN: 7Sk B

» fiiH] SmtpMailServer W FRTR$RE WEAF 554 A LR

R 2T IEAMEH UNIX BB SRR, i 5 WA e 55 s s 37 1 1
Bz, FHAEH SMTP B SUR I B
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FC & SNMP &Rk

T8 Internet W28 BRI SNMP (fij B R £8P BRI SO IR R G5, 143
Al LA R selogrd LAE{# H CA ControlMinder 57 #% i s Al 2 SNMP [ .

LS SNMP FABIE, 1 1 563 B 4E CA ControlMinder JiE 4241 SNMP &
XIS, ARG X S R 5 AL R selogrd .

HR: WG ST selogrd ) SNMP 7 )i, Jf H. CA ControlMinder &
LR BRI E (Jopt/CA/AccessControl/), WWAZR S B — NI EAR &,
SRJG A GEIZAT selogrd. IAYEAR U T izs, o ACInstallDir & 2%:%% CA
ControlMinder [ H 5%:

= {EAIXH, ¥ LIBPATH % 4 ACInstallDir/lib

m  7F Solaris 11, ¥ LD_LIBRARY_PATH i% & & ACInstallDir/lib

= {E LINUX ', 4 LD_LIBRARY_PATH ¥ & & ACInstallDir/lib

m £ HP 4, ¥ SHLIB_PATH i% & & ACInstallDir/lib

15 {E H % ACInstallDir/lib & B X SRR A snmp.xx Al
libsnmp.xx, HA xx ¥ AL S G AR, WRERY A
» 0—AXFE

. sI—HP &

s so—firHHAL B

W ZAY R selogrd 1) SNMP 47 Ji€ 44,  H. CA ControlMinder A %3¢/ ERTA
g, WLZERCE LU NI AR &, K5 A HRISAT selogrd:

m  {EAXH, ¥ LIBPATH 5% 4 ACInstallDir/lib

m  7f Solaris #, *# LD_LIBRARY_PATH ¢ '& &y ACInstallDir/lib

m  {F Linux 7, ¥ LD_LIBRARY_PATH %% A ACInstallDir/lib

m  7F HP 4, ¥ SHLIB_PATH i% &} ACInstallDir/lib

H.rr ACInstallDir 322¢3% CA ControlMinder ) H 3% .

B T AP BERE:
1. G4 4 ACinstallDir/etc/selogrd.ext [t 3 1F.

2. I HAMTE IR snmp.so [ B2 0 SCF
AClnstallDir/etc/selogrd.ext H', & X SNMP LXK E . ChHE
A BB SRS B e ML= %, X E 2. D il

snmp /opt/CA/AccessControl//1lib/snmp.so
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ks %

3. I, fLIRCE selogrd.cfg SCIF, LAREEE Nl A SNMP [ DFIK 3%
PERA, VLKA SNMP FEABIFINS, N AN A B . BE B AR IR
THABTF @R, A VEA snmp FIFREE RS

flt, {15 CA ControlMinder Jii 21 5¢ A I 2250 SNMP BaliE,  H ¥
XL SNMP FEBI R 0 A 35 45 AuditPCo T IEN UL R 3520 n 21
selogrd.cfg it & SCF, w] LLSE b A -

snmpRule

snmp AuditP

include Class(START).
include Class(SHUTDOWN).

TR 20K SNMP FaBE Rk B4 G 4L IX A FRIE O, 15 48 BL R A% K
snmp gateway[@community name]

R

snmp AuditPC@secure

A, fan] DA e FCA S A B0y () S SNMP [, SR Al 11 500%
P HAbALE
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KR ) B 0 2

T P R4S

WIS H P BB ATER S, BRI S N H P B ERER LSRN, K 1)
seos.audit A E NULHEC I A% 05k . AESCHTARAS K] <eAC > P, IX4BHT
sk trcfilter.init SC/5i% . 15 CA ControlMinder r12.0 SP1 Az 5 i il
A, H P ERERIC SR AR R A% DSk B audit.cfg SCERIfE, 1% SR
BT HoAth o A% 0 % .

TR LB T A% A0 K i1k M trcfilter.init IEF2 3] audit.cfg.  WIRATFE
e Ry, WA - BRER Pr AE BT A% e 5

HE: BN trcfilter.init ik  ASKFERERTHEZEM trcfilter.init
IE# 3 audit.cfg.

TR A P BRI R

1. 1E trcfilter.init W1, AT IR IIH 7 ERERIH LSS o
1E seos.ini A1) seosd #5731 ) trace_filter ¥ BH-iff 8 1% U I &

2. {E audit.cfg "', TEEIALL T A, b usertracefilter /&K H
trcfilter.init [ F BRI TRIE 25 o

3. (WiE) XEEANEIER NI S ERESRIE S E AR OD IR 170 2,

il TR P ERER LA

RSB, U P ERER I E AR AL T trcfilter.init SCAFH:

*ExampleFilter

FUTH ML P ERERIRE RS, 15T audit.cfg SCHFT o0 — AT BN LU A 2
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14 EFE: FEEMBRITLE

B0 F DA 328
2R BB ETE (p. 181)
HPZAL (p. 183)

P AL (p. 186)
PR (p. 187)
T (p. 189)
PRIV 4 (p. 191)

ERBRE T

G RRBURTEER e b B E . SRR AR R ST TR
SRR AT SRR 42 R B PR IR D E AT BRI

ADMIN JB 1%

i ADMIN JE 1%, H ] LL3AT CA ControlMinder H1 LA 11452 o
LERRE e e U EAS ADMIN Jg PR P a] DL SCRIEE B e b 1)
. HFEYE . X A& CA ControlMinder FP o K @, (B2 EHA
el

w URER R T — AN HAT ADMIN JE P, eI R
111y HABJEVE AL sk IR ADMIN J& k.

= L5 ADMIN J&E{H 345 AUDITOR J& PEI 1 A BETE oo P 2Bk
BRI S AZ T CaAZ A o WR S ADMIN JE 1 HL75 %
T IR AL, 1O B S0 lid AUDITOR J& 1.

m  HA5 ADMIN JE M P ICiEMIBREE g 7 CUNIX B[ root K 5%
Windows [ /] Administrator k) , {EARAT ] LLKS root FH P ¥ B A
4F ADMIN F /7

%14 %, SERRAIGH 181



R RUBR e 1

AUDITOR &%

HAT AUDITOR J& P11/~ T DU AR UL 15 60 - %+ HAT AUDITOR J&
PERIH ™, LR S UBBRA A8 LU 2
w AT LUR R R A R
Hi 4% 4 W] LAFRAT selang i showusr. chgrp. chres 1 showfile .
AT DABCE A ISR A AR AR
B AZ 03 7] LLBWAT selang 5% chusr. chgrp. chres 1 chfile.

OPERATOR J& 1%

H.49 OPERATOR J& 1" ¥y H . 1A 0 BT A1 SC A1) READ Vi I ACRR 18 1%
Ui AR, AbATT AT DA R 0 e R AT A P 2%, HOaT LS AT & 1Rk . 45
YE 3wl {# ] showusr. showgrp. showres. showfile £l find iy4-41 H %4k
FEids. 1Eit OPERATOR B, HI ik nl LA A secons SEHIFEIT

HER: AKX secons SLAFRFITEANE R, WHSH (=F/5/) -

PWMANAGER & %

PWMANAGER J& ' 4 & #LH P32t H chusr 5% sepass v 4 B e HoAth
J R B0 AR

EE\ i@k PWMANAGER 50 ADMIN FH 7 [ 65, 15 & setoptions
21 eng_adminpwd &I . HIVELIE R, SN (=FH755) .

PWMANAGER J& P AN 45 58 o5 5 B 8 s B LAt FH P 1) 3 ) i B0 o
F AL FIIU [P BL PR -

PWMANAGER A PR IA {045 showusr 1 find #iy2 I H

HER: W% nochngpass J& ¥ & 4 yes, Il PWMANAGER JGiZ: 5
HOZH IR R
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SERVER &%

IGN_HOL B

I

5r 2 Hofh 22 B8 —FF,  CA ControlMinder AN S VF FUH S ).
JUAFER AT LAY R BRI X? 7, HHT ) A R (R R R B
ALY R BEE X? 7, A, R SOVRI 2 A SR AR S R (41
AR 12 I 55 2 R 5 BN P TR ) AR AR ] - g iRl B .

SERVER J& 'k fe VEHERE W) o) P AR . A5 SERVER J& P B8 1 FH - mT A
7% i SEOSROUTE_VerifyCreate API.

WA A KR4S 2% B0 CA ControlMinder API (1 E4HME B, 152 (SDK
EHT)

Tk IGN_HOL JEt, H 7 o] DAEAB I IC 53 A e SCIRIAT Aol B 1) B P9 288 5 o
HOLIDAY K [N e L— a2 AN (] By, AEIX LB Bepy,
PUEBIAMUE A e k. W IGN_HOL @1, F /o ar LABEI & 5%, A
SZABHHE S5 P SCIRTIR R B R PR A o

HERE: AKX HOUDAY K AME R, WS (=F751) .

FEVHE BB, A EPR AT R AR I
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RFRFR

HIRAUR R

MIBAEERA MBS (WA TRARD » AETHEAUE AR AR &
o AU LR AERE AN CEHEAD o« 74N ELLIRE
PAT—RAH WHII A SAE TR . RS K

£ 1
[
[ I |
& 20 £ 30 & 40
[ |
4 & -1
500 G600 700

2l 1 42 20, 30 f140 =PI . 2 30 & 500. 600 Fil 700 =44 11
LM, 21600 LA 30. 4H1EAXH.

BB BT AN ) B0 SRAE W I P Ae BT AT . g
KEWHEITES . AR IZC R MR

— AW DI A Ol AR, AEFIHTICR AT, ATy
BUH P A B B XL A2 A QR Il b BEE T4
JE k. ARBUR R

= GROUP-ADMIN

= GROUP-AUDITOR

= GROUP-OPERATOR

= GROUP-PWMANAGER

join T A IEMFHBUR A A7 LUK B IXSEE Y. join i 4
MR BT, IR ARBURYE (WRAD

PUAT BRI 4L 5% PT e BAS AT RER S AAE BELE LA B A AT il sk, X
R YESIA X LR

BXER:
P (p. 186)
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M

GROUP-ADMIN J& 1t

WA EHEAURYER i LB A sk . ZAIe S, AR B 5
AR KM PTAT

R P AT SR A2 P AR R A R BUS PR A . R 4 3
MBS, WA Fikal DOk B SR i —A 74l BT RGRE N
AVufl. SRURIEBORHI U] T 4170 B ES

HA GROUP-ADMIN J& 14 [t FH 2 oAt AT T8 v L (e S A LR 15 TR AL

P«

il BiEA i~

B AT N ST )R G showusr. showgrp-
showres. showfile

fellf R FEF AT d . BIFEE newusr. newgrp.

URCER newres. newfile

(s B ek 1 R chusr. chgrp. chres.
chfile

UilES T o i P v ) 5 rmusr. rmgrp. rmres.
rmfile

ER: BHPMAASEZ B 5453, join. join-

GROUP-ADMIN J& P A7 PR i -

= GROUP-ADMIN /2GR Ik B O B8 v i), ERLtE

GROUP-ADMIN H 7 TGiE i w1 B 2 o 22 =900
GROUP-ADMIN H ' TG Be AT 198 AT 1) 22 4R B 22 4 bR

= GROUP-ADMIN H /7 Jo i M e R I B 28 P CUNIX L (1] root ik
JF1a% Windows - [f] Administrator k))&

w  JURRBR S AT v (14 R A R R PR PITd ) 4 JR A PR S A K«

GROUP-ADMIN H J* Tk M B2 bis e o mE— ) ADMIN HH 7 e % .

GROUP-ADMIN H J* Jo i M B 504 2 £ J5 — 1 ADMIN HH F g sk
(] ADMIN Ji& 'k

&4 AUDITOR J& P[] GROUP-ADMIN FH /2 ey s i i it . |
47 247 AUDITOR J& 1 1] GROUP-ADMIN F /- m] L) B 3 i ki pi =X

GROUP-ADMIN H 7 G AT H P i B 4 SR R AUE 7 ADMIN,
AUDITOR. OPERATOR. PWMANAGER #il SERVER,
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PTATAL

GROUP-AUDITOR B

HA GROUP-AUDITOR J& I (1 F - my BAA 21 Yo ] FR AT ArT 1 S 1 Jag ke
ZH H A% I ] DA K 2H 30 B A R AR 0 SR e A AR A

GROUP-OPERATOR & %

HA GROUP-OPERATOR J& T4 [ F /= v LA H 2L 5 [l R AT e i 5 10 e 12k

GROUP-PWMANAGER &%

P

HA GROUP-PWMANAGER J& £ [ F F m] DA SE 2 e sy T2 Y [ H i1
ATART P 0

B FE P IR0 3 CEURE U ) E il R EC SO 88 — M & . 4
T ) e A R s ind s i, 48 0T LS owner 40K B xUie e 3,
AT BLE I CA ControlMinder ¥ 5 SCid s H 45 @ M id sk A4 .
W LU N AR f—45 R F, V5 a5 B 0 %

AT SO IE SR T

o AR OSSR P E AL R AF A2 AR A GROUP-ADMIN
EREAIDE

o AT BT RN SR SR AT
U R AE BRI Ee e Al sk ] s, XSS AR AT AT 4
P RH SARATTBAIAT B s AT LT U B -

5 1) B fird

BEH WoRidsR PR, showusr. showgrp-
showres. showfile

Bk B SR I g chusr. chgrp. chres.
chfile

IS R E RN I RTRE rmusr. rmgrp. rmres.
rmfile

A K P AN 85K ) 54150 . joins join-

IR IEAREAE S B R IE s A I BB, W izad 5 B
ALK T I AT B IR AL s 70 BC BT 5 nobodly o
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FARR B

SRR

BRG]

BT AR RR (A B 4

BRI B ADMIN P T & i R Z ] R 5k .

»  ANEA ADMIN BRI # L E R di e, K45 B 47 AUDITOR
JEPERIH P A AT DU B e A AR 2

m B (UNIX L1 root 1K /7 588 Windows L[] Administrator Ifk J7 )
1T 2 AN B N 4 B root.

w A E T AT A T P B A AR JE 14 ADMIN. AUDITOR.
OPERATOR #/| PWMANAGER.

T ETCERLE B OO BRIV, DAL
- PrEELESEE T B O RO %0 .
- BT B TR BOABA TARAT (1 2 A 20 B 2 AR aE

1 CA ControlMinder, ST T A7 w] LB AE FILE 28 b 3Gl R R4
A SRR B Z S e S B A e AR, B U 3 ] LUK
HA T Z57) newfile. chfile. showfile F authorize iy 4 H TR 1% 3L
PRI 5%

76 UNIX b, S GO, UNIX 2% 7 48 58 iz SO in
#. I CA ControlMinder, UNIX SCEERTA # 1l LA X FILE id3%, Rk
ZIRe A . WA TR B SO AT e X FILE 0%, TR
seos.ini L1 [seos] #4371 I¥) use_unix_file_owner brid W E A no.  (IX42&
BOAWED

NIV T AHBRAUBRYE ST IRR S PR B A% RN 20 FE A
XL H A AL, (BT RO 3 3 SR SO >k
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AR

AN AN

£ NEF, PO MUL. MU2. MU3 Fil MU4 #5& Group 1 % 5
GmwlLﬁﬁEEm:A%FO% 0ouU6 fl oU7. flibi MU4 Ef
GROUP-ADMIN &1k, +

@ ou7]
_ uua':

(6 1

MR 2 BHH P MU4 $AT I el e aisd 1 S aE e o,
Bl ous. ou6 Fil OU7,
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TEH

RAMFH

£ NE, YA MUL. MU2. MU3 FiT MU4 #552 Group 1 [R5
Group 1 84145 H A =/ 1) OUS. 0U6 Fll OU7. il fi MU4 78 HAd sk
% E T GROUP-ADMIN J& 1

|:||_|?
IIILIE':

&1

5

I |
@ & 20 &30 £ 40 ".

‘Buz puad:
' GIEER p—

5

&

o34

21 1720, 30 fil 40 =AML, Forh B B ALAA PIANE T 1%
ALY P A AL B A R

VUM R BT MU AT 1 A& AV L. e L4l Group 1 4147 T
AR DU ET Group 1 FIALBTHIIA I . MU (ALY R A g H
/& 0U5, OU6. OU7. OU23, OU24, OU33, OU34, 0U43 Fil OU44.

WRAHAMNETHAR . da0E R4 20, 30 5 40, NIXLL4] Fr
AHids 8 T H P Mus AT A I 4ia .

AR (HA ADMIN JEYERH ) mf L) ‘%Mﬂﬂ)ﬂ?}i%%%%ﬁﬂﬂ
B o XS R PR A TR R L. L A R 2 1 CA
ControlMinder ZEEN G AR . 140, v DAF AN~/ B b3 JUA EL A P A
HAXTG . nl LR ) FE B PR TR PR e X R BEARR, ki
O T

HI S SMBEIRI 18 B n] LUEH] selang $hAT 53X S8 BEYSAT O ) B
fE55

%14 %, SHAPRATEE 189



T

Wy e B EAURE T H A P

ADMIN &

BT # 1 (LA ADMIN JE P H 7 ) JLT- ] BLAT CA ControlMinder H
A AR, DR o] Re i Z0R R e E H T 4TRSS T B . BT
A, BT IX L] P 4% 7 %) CA ControlMinder 030 26 1 (128 (R AL
PR, X A PR AT AR P R AT IR AT S, W R TR

1. P EIE EIRIR AT 10— a2 A2k,
%141, CA ControlMinder 1§ 1] USER F1 GROUP 2Kk41 2t 1 ] & % Uk .
QRS EFRYR VG ) 35 B, IS4 18 75 24 F ADMIN 2R 11 USER g kAl
GROUP il 3% »

2. WA AT B LB ] ADMIN 281 1dE B

Bilhn, FAk—ASEE R AR S SO Pl sk, A P T
ADMIN &1 USER L SK 18] B2 400F 152005 M ALRR

T (25 ADMIN Hig 5% 1) Access Control 41)3% (ACL) #1) B H P Jie
A IR 5 EL A5 ADMIN J& P (1K P A FRAH 2% U ANiE, ADMIN 2K
HRad s 1 ACL HH P R PRA BR T s AR 1R Wﬁﬂ ADMIN 2
) SURROGATE ic i fify s WIS F 7 m] UGS SURROGATE SRR

HER: K CAControlMinder RIIVEANE B, 1ESW (2=%7575) .

ADMIN ZEFR R 2 id s i ACL I 2 vl LT A R a4

Vilal ViHA s

jERilg WoRFEH LK B showusr. showgrp-
showres. showfile. find

(Elge:s FEI R T B PRl 5k newusr. newgrp-
newres. newfile

Bk BRI JE chusr. chgrp. chres.
chfile

illSS TR B 54 2 IR TR 2K 5k rmusr. rmgrp. rmres.
rmfile

U s A P RHER R A T . % join. join-
i [0 B FRAN A GROUP X%/ ACL AT
o
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A I

Vil iR ik

i PR A AT P RS Je 3L chusr

M@ o 1% AR T AR S A
PWMANAGER J& % I FH 7 (115 Tl AR
AHF] . Z U IR BR A AE USER 2% 1
ACL " %K

P17 ADMIN SERFR (1] 7 A7 LA T R A -

1E ADMIN Z5 1] USER 1 3% 11 ACL H 5 SR HT 7 TG v I B 54k 2w 1)
B J5— ADMIN FH /7.

ADMIN ZEH F Teik AT T T A 1 7 16 4 R AL B J& % ADMIIN
AUDITOR. OPERATOR Fl1 PWMANAGER

ADMIN ZEH J ok il o di Az, A HA AUDITOR J& 111
ADMIN A 0] LU 3 o A A K

ADMIN 2 P VA B 2 7 CUNIX _E 7] root 1K J 5 Windows I
(] Administrator Bk J*) , {HABAT TR LUKS root 152 'E 4 NOADMIN .

ADMIN ZEH P IGVE LI 1 OO IR DT ), DRt
- ADMIN FEH P Joikoh Bt s T B g 2 =20 .
- ADMIN & /7 TG4 P Al 1A 1 22 A2 i 2 A 2%

XL BL G AER— 873

HEERER

SEAEIABE R I o4 (07 A o J o 1 mT DA S B s A v (R4 LK TR 3%
s
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S RE iR

RS R
T Ay DL I Y 285 ) e CAESS, DA Briefe CAES, s . %
SEOFTICRE TAEuh b BRI, SR ) 2 i #1772 AU
A B e O R TAE S s R I . e B AT (] R
A, ARAZNAE LG FE T AE ik Es A S P d s h e B E M g v .
w R AR D) A S 0 A b 2 (1 75 3K XA b 2 52 T Uy e S A
TAES I H ATV RALRR s 50, 8 eikAem e AR $AT CA
ControlMinder & ¥,
8 B ERIA VT 1] F-BE (_default) 5 UACC 25 E AN VT IR, #&7] PAZE
L T ARSI selang 172 shell. ANk, B TEERATAEAT selang iy
LB DA At 7 S i m R R . BT AR, AT LB
RTAE TAEN:, (BICHETE X TYEu$UAT CA ControlMinder 2,
PLUR 783 B T WRITE T READ BB 2 T8] R X 1) «
1. BB BRIV M ALPR A READ B &, BV B O3 v DL AMIZ 2 b
Gk, HENTCIEACEE R R s, SR B
newres TERMINAL ttyl3 defacc(read)

2. BT H P ADMINL BUFR, DB B & A BEEGE E (RI4% T
WRITE R FT READ AR ) , i A& H LA Fr 4

authorize TERMINAL ttyl3 uid(ADMIN1) access(r,w)

UNIX 3fi5

T4 PR UNIX I H P FTZH,  CA ControlMinder HH AT 4= R s AL
PEITH 4 UNIX R BRI R il 5 Ath AT 1% CA ControlMinder [FIA PR FIRR

AR o
UWIREAE IBAT seosd Jm G HEFEI AL selang (B AIAE 228D 5 UL 25t
S WIE

m MAE selang iy 2 LTS -1 LT,

m  selang HIH A0 root HH e GXFI Ay Y root BLPRAF A4 HLAY
UNIX Bl D
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A I

Windows 15
ZEAH Windows RS 3

4 CA ControlMinder IEAEIZ AT, %48 ] selang 585U AHL Windows
IREEH %Y, CA ControlMinder £ |26 AH N[ Windows [ H B 24
PR o VAT AT HoAD ) Windows AR S B SO U . X RS, 24 CA
ControlMinder " BA7 4> JR sk A % AR 14 1 FH - ZEASHL Windows PRI
HAT selang -1, 5HAE CA ControlMinder HH AT %35 4E H A A0 [ (1)
Windows A Fl2 1B ] o

24 CA ControlMinder RAEIEITH, U1 RLEAH ] selang B A HL Windows
IRBE R PR, S ZIE ST G ) .
m  WAITE selang i 2 HHALFE -1 3£ 10
m 55 HA ADMIN B PE 75 FEAL R
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H I 1% FR ) 4 JER IR 2 FH T selang BEFE (T AN /& CA ControlMinder {1 )
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AR 735 BAR 2

A 4 JRi Vs [ £ 2 (p. 195)
A GEEZEAT (p. 198)

AT M 28 2245 (p. 200)

ff FH L SE R AR 22 4T (p. 200)
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(AL oE 2 (p. 201)

SERL R LA R 48 (p. 201)
el LS AT (p. 201)

el 2L FEFZAL (p. 201)
i Y 253 2 1 (p. 202)
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VIR 2 H AT 2 R4 3t s TR UAN I REEE O
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R A A i R

i3 GAC, CA ControlMinder 4 2 i3 n] LB P 4R i\ o HE L6285 4l 15 [n]
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AR, ZJ5 CA ControlMinder A SUVFHEATRL R AL (1 2 Ak A AU
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FE7 M B R R 2 BT AR B3R . R P 2R U M SO, ekt
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Ja 3l GAC

GAC 4R

VR Bl EE P SRS T2 FILE S50 SO 6 . F0) 1
B 5 SRS VL ) T SO . FILE 1 i) R HG: 43. chdiry $54.
B, MER. AT o B @A, sec, BHT. utime. H A

AESHE 2 e SO SO v, IR BRI SR AT I SO RS o SO R
MFIER, LA SCHERERS e e Bos B e AH R I 720, A Z)
AClInstallDir/etc/GAC.init 3CAH (Hirh ACInstallDir 52 CA ControlMinder [t
ZREH S, BRINEWL R A Jopt/CA/AccessControl/)

NAZAE AT A e RN RS . B, R e
Jtmp/mydir/* FISCHEERS, MBS A, R DL AT ing
AClInstallDir/etc/GAC.init 3L

/tmp/mydir/*

R TR GAC.init PR R B KS4TSR .

P CA ControlMinder [1) 24 BT MRA#L ¥ Jili GAC MER A, hHERHA W]
DLZEAE I SCA-HERS (¥ SC2F ACInstallDir/etc/GAC. WL BEAH F SC 4R .

1, ACinstallDir/etc/ F1 1) XA GAC.init ALELF UL —47:

/IBBS/REL63/*

GAC 3Lt LA UE B AR A2, JCHOEAEWR R VS ) 5 A SCEF ST,

{HEHAT LR 2R

s BRUEBLR, GAC MEIIAIEH T root A F* GHEFE N ADMIND o B
ZHN)E T root JH Y, 151X seos.ini SCAF [SEOS_syscall] #543H 1K)
DL Awid
GAC root=1

AL BRI 0. BOAERIME, R bR L BEE N 0 BUIER 1%
FRide

o EAER T AREAT SRS B SCOERIN Ol 1 S s ] PR
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VUG AN T S0 e ) R ) A G A PR
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IR JR 4R UID I eI X565k [ UID). AIHE 4T UID ) CA
ControlMinder EREEA17 K T Iil.  (UID {5 H ) CA ControlMinder 5 Jii
PREA PR BE T A SRR 2R )

EFRATTRE — AT g SRR E AR s s . P Tony A&
BEAZ L7 7] S Accounts/tmp. K, Tony A% GHlIT /bin/su) #
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USRI root 11, WIZEAE RECUEA FERTIEN . IR AR
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SR PRSI SCAo BREF RN B AZ D 5% 28 — IS D7 1)
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PRAF o TERAHFIRIBER I, A ARG (E G AR P I B Jm — AW 3k [H]
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LAY F) ON BE OFF, JRAEisfTIN B e %k .

A BT LAAE seos.ini SCIF AR E SCRINR /I 35 B 1R I 8] T B L K
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P AR A H] vl LIRS 2247 R D) 4% 21 ON 21 OFF, B e ZRA7 S HOFR
GAF R G AFR R o

VR AL secons SZ LT Y seos.ini H)EH4LSCAE T [seosd] #5745 IR
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il P A Lt iy PARE— D g ik g -

 WER=ERER G R IRRAT BRI AL KRR,
JETT5E BRI KN o

ER: k&R . SRR
DRI A ARG E, R iR 2 i DL T
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it I 8 277

W25 50 1P GEAF DI REAFA AR A N TCP UK, BRI, Al Ak 214K
Pales (B2, RS A RVFENIEN] syscall Thfg. 1%IhAgnT LA EH
B Z P A NIY) TCP B2 EHLPERE .

O IP SZAFINRE, 1 I seos.ini A [seosd] #52> H R AR, AR
JG B33 )5 3 CA ControlMinder:

network_cache_timeout
B SUTE B GAF RPN . W0 RSB s2 v Sk v B I ] B, )%
Frid & w2,

UseNetworkCache

R ZARIL BB yes LAIBET 1P 247

JAGAFIN, PTATHEI) TCP JERAAG IRAFAE AR o Il SR HIN 45 1P
Mttt o Sl RS b ALl AEIR A7 PR BB WRK
)5 P ik, 1P g AAS M VSRS s, IUSZ R fe VAl A
o IRXAAHE T ENLERLNIN TE

e LB AT

RN N KRR, K2 CA ControlMinder ff FH S R &P M5
Ko CA ControlMinder [ W AZ LERERAH I AR, B4 15 5045 e 4 il S
448, BESLERARZRATAE N IR TP R A ST 44

BA HIZIhEE, 155 seos.ini SCA4 [SEOS_syscall] #8431 A+ id
cache_enabled W& A 1. XA SEERNT (R51W A5 Mik&s) —
AR

HER: 1K seos.ini WG SCAFMTEAE R, THS W (245750) -

fiE R4 R

B HTHERERT, seos.ini ST [SEOS_syscall] #4354 [R) 2P biic
(synchronize_fork) & H A AT N . T FAEFAINE, D FEKZ
Frac AR AT 4 g

ER: K seos.ini YIRS HITEANGE R, WEZSW (Z4751) -
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fE A= EH

CA ControlMinder & —ANMEI, H T A HLV 4 L1 seosd 5 G FET 1%
ESEILE S . BHOEIZIIRE, 1R seos.ini A [seosd] #4rH
rt_priority FriC I B4 yes. SEIHEAT Al RGi T RE .

ER: K seos.ini WIS RITEAE R, EZW (=F/7H) -

SRR RS

N T BARR G AR, ] CUFs e 2 S 8 T RSO R 4 (/proc) B CA
ControlMinder & 75 N AZA A SCA U5 7] .

T IZINGE, 1514 seos.ini S/ [SEOS_syscall] #5437 1K)
proc_bypass Fric. 1ZARICAEAGEEIK CA ControlMinder WAZ515 [n) HEFE SCA4:
RGN EE I U7 45

HER: AKX seos.ini AARCHITEA(E R, EZH (25750H) -

ST ESLBE

WREHLR AR QIAZARERAR) SRR I R g tdk: 28
REAZAY R AT NP SO S (1 A B

BTG ZH DhfE, 15 seos.ini U [SEOS_syscall] #5537 )
bypass_realpath bric W& A 1. R4 E H T ehsid, W cA
ControlMinder ANFRELESE SO, B, ‘&l fge— o 8.
HER: AKX seos.ini XFRICINTFENGE R, WESH (=F/HFr) -

EEPH ! AT aE NARR AL, B E S A W RAE A
X R AR ) SO, U R AN A

S RFCHTEFAN

JH 1L CA ControlMinder, 5 7] LI FE T 2 XA 52 FGHFE/T - CA ControlMinder
TERPAHEZ R LI TR . e e askid M4, Bl in) 5524t
R ORI NEG FD) MRITE (RN AHE L) Fift,
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ki [ 2% 3% 5l 3w

PR B YRR, 1 # ] SPECIALPGM 2K
SN FREFR P SCER N 25 A, S HIME A pbf AT pbn )i 1
PGMTYPE.

n  BEGTIRERETIN setuid F setgid F4F, EMTH{E N surrogate 18
Pk PGMTYPE.

BT IR E T CA ControlMinder 3R 7Y, i fd FH AL A
fullbypass 1E [ & " PGMTYPE.
CA ControlMinder <3 ZUi% E.f5 PGMTYPE(fullbypass) J& T 3RS, HA
2{E CA ControlMinder ¥ 1% BREFEIATA H & P BT HEFE FA4- 1)
.

s PRSI B NTR AT R T AR, R EYE PGMTYPE 5
FEREIESS ST H .

R PRI S PBF. PBN. DCM. FULLBYPASS UL %
SURROGATE F R — & fd ] .

Bk W 44 755 3 g

PR 58 TCP/IP iy VA SCI FT A IE e AT (R N AL ) Fa e A B
CA ControlMinder FZR st i LLEE 7, #80] LUE ki i S 1. Bkidix
Ly 0] DL R G Ty FE s i b 2. Bl i B i A Sl sk e
B AR S,

FER: 1Hid CA ControlMinder, &AL LLBkIE LI EFF A4, AN mT LBk
Al BB A e e (elan, FTIF ) .

ZACIALE NER 5 A5 TR TR E 1

TPk AR, IEAE seos.ini SCIFI) [seosd] #4MME L bypass_TCPIP
Be B

P 2R, TELE seos.ini SULE [seosd] #B A& L
bypass_outgoing_TCPIP it & ¥ & .

HER: AKX seos.ini WG SEEPFRICHEWE SUR S &, 155
W (251D

~l: Bt Telnet S

W RAKs bypass_TCPIP FCE B B WM 23 (Telnet i 1), W24 it
Telnet &5k ZAZ TAFuL S, WA B SCAE B A FIC KM 1E. e
HEAT 0 5% 5 HAB AR S5 AH SCIE R FAth, 91 ssh login. FTP LA KA FH 19 2%
TR RS (B, 7T .
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A~ BB FTP 4

A%+ bypass_outgoing TCPIP it B ¥ & ¥k 21 (FTP ¥ ) , M4
MZ AT FTP I, SR AR E SO A TC S Z N FE . e
1ok 5 A IR S AR SR F, 5140 ssh. login. Telnet LA A A4 FH 9 4% 1%
B a e (elan, FTICHE) .

Pk /D B A R ER B 1 3R

CA ControlMinder {3 /1] SCAT 22 G O B i A% Bl ATER R Kcdls . 24 CA
ControlMinder 5 AJEICAF R SEIN il RESBUE KRG IR 2 Bt R, 245
FERSSCPE R GERITT R IS8, 3E HATEL R R

w DORHE T B BTN ) v A AR
o DR BN AT I ERER

w (EIE R IR AT H SO R G AR T AZ SO BRSO CA
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w TERERCR SO R G AR S LA A H 5%

58 SCEAR R 7 32 s R ek g -
w BPXE R H SR BN AR VF 2 B E, AT S ECRG ABON

B, R4 Jusr/lib/* #4530 CA ControlMinder #5725 R 48 FI{4E
Vi L ThRe, TG I SO R — )

P HIGRIR AR Z R A ER R BERPO MR BT K AF R R
LR ATERE, T AR 12 P A R R IR A

o3t PMDB 5 357

MGG 7 2 BN RIEG TR Th & BRI e O T 6w A A 7
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%15 3. $EETERE 203
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PRACHIE, DU HARLT 7 DBl B S BR A th i i % SIS
YLD (RN TR iy SOE BNLABAT 7, AL BB (R I TR A iy A 5]
BT, ANTGERE 7 INT ) B4 28 (1 i 1) o
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ControlMinder JA 2l , ‘B 2K TH B2 I 51 R A% 18 45 SEOS_syscall, K1t CA
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P52 SEOS 44 CA ControlMinder ¥ R4 4T Ao SEOS 2 HAT Al &
R, XSS R PR e R R TR SIIRA . 8] LR Y R A A2
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ControlMinder AT A FRAFAT IO T7 200 BB X LEHRIC AT 3d 2 M3 i R e
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P fE. CA ControlMinder QI AT IX LEHE AR I KT seos.ini LA HELE AR
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YA HUIRAVE RGNUEIHATARITIN, R R GETE RE I SEm AR /N . 249
ipaddr &k AL IS, AMEHLE (B0 DNS) AZRPAT %R, X n]
RESGBARGMR L EH K. ZFTLAa R EIXMIERE R, 24 seosd
TEEA% 3 T HLA I8 CA ControlMinder $2 45 (1) T A L Ath ik R Al 06 451 2% 3
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TH I AN CL R SR ECE R 4 UIDS GID. 1P Bkl J by 145
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HST. Seosd i FH I Z SCAFHEAT e 4t
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R RIS 3 Jete STHHATIN
T E ] DNS RSS2 KL L4, R RS
IR ST fete/hosts SCAF .

NIS F DNS %% f' ity

i DNS $44T ipaddr 2| EHLAA K FA . XFTH
R 28 T e, FEHR AT 7 205 NIS 2% v (1)
477 SCAH A
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UNIX Exit

AR 735 BAR 2

UNIX Exit (p. 207)

JH 7 Bl A s BERT Exit (p. 207)

CA ControlMinder W% INZFE T Exit (p. 210)

UNIX exit & —MEERET, BI— shell BIARS— AT $ATREF, 7EHAD
5 XL I1) CA ControlMinder 355 & LI L R 45 HENIEAT. A hngkeEg
CA ControlMinder WAZE I}, Bk H4FE selang i 2B, CA
ControlMinder SZFEAE T UNIX exito B4, #&0] LA I RSB s
ITHIA IS .

UNIX exit 7] AZERL N — D EZAMG O Fis1T

»  {E4 pre-update exit, {EHH A/ AN K I BEA selang & 2 A

»  {E} post-update exit, {E 5 H /B AN KBRS selang 2 2 B
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n  1E24 post-load exit, 7F SEOS_load %% CA ControlMinder W1% .2 /&

m  {F} pre-unload exit, 7F SEOS_load #1%% CA ControlMinder W% . A
m  {F} post-unload exit, 7F SEOS_load 1% CA ControlMinder W% .2 /&

PP BREE E X FEH Exit

BEMLE UNIX PR AT ST 7 5410 K 11 selang fin &, #02>1 F
UNIX exit, TCIefH v 24T L1 (selang) & 42 GUI (41 CA ControlMinder
i D LA,
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®  newusr
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P a2l 10 S5 B B Exit

RALH) selang exit BIARK) T/EA K

m  editgrp
® rmusr
® rmgrp

M UNIX [ BERT, B exit BEFEHAE N root ﬂﬂ)jﬂﬁz 21T; {HM CA
ControlMinder [P BEKE, HUARE B _seagent 1517 -

CA ControlMinder $2 it T —ANMHIAS, &0 LUK HIAE master JIA, A4
MHT selang Ay 2 FE FURLIR AR A HABFE 7 /52 CA ControlMinder
A — 5B P AL I exit A S ACInstallDir/exits/lang_exit.sh (H:H

AClInstallDir /& CA ControlMinder #)°422%% H 3. ) [ vd B & & el TAE
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1. CA ControlMinder ¥4 H 8l A 1A 1) =N S HU(HE -

Z ] BEFRME

CLASS USER | GROUP

ACTION CREATE | MODIFY | DELETE
STAGE PRE | POST

XS FR IR CA ControlMinder IEAEACEEH il 24 2 IEAEB 4 .
TBRIE FEAE O ks DA SO B AT (PRE) selang i 23 A& WK

C&HPATIL (POST).

MAATT LU Z 5 A 20 e T R

Tl REAIME

%%Zﬁﬁ THAIE exit 2 DIk & R ) UNIX

mJ 54 EI/JJ\_IEHE

Xﬂﬁ PRE x4, HIHA N F. X T POST i,
TN DU R AR o 2 238 AT exit 1B 2Bkt exit iy

/Q'\o

AR S EU ], w52
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ACInstallDir/exits/USER POST/
ACInstallDir/exits/GROUP_PRE/
ACInstallDir/exits/GROUP_POST/
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FH P 52 5% BEHT Exit

3. fEAIN H3%H, CA ControlMinder ik £ 30 1h 44 A K 'S 7 BF s IT3k .
SR N ERAEAR I HA LU A T A R 7

Snnaction string

oA nn f&—ADNPIALEUG - HHERIECT, 2 SR AE AT P A &
action & CREATE. MODIFY B, DELETE @iy, I string &k £ 4%

H
4. CA ControlMinder BAR L7 44 288 —/NFISE = AN PR 7 is
L INA 5

7~%l: UNIX Exit A<

B, B H 5% ACInstallDir/exits/USER_PRE/ A5 LL N S0

m  S10CREATE_precustom.sh

m  S10DELETE_precustom.sh

m  S99DELETE_prermusrdir.sh

MR A TR N, AT AR, U B BRI AN

RO I TR S R A OIS MY, R
ST A

T DL 4 seland exit 1S3k

S5 exit I, B8] LUR) H E T 32 20 —A~Z2 4 (CLASS . ACTION FI STAGE)
PL KT AT A5 E CA ControlMinder il (B an A FR AR ) o ik nT LLEg
TE LTI exit JIAAST F AN - B g s . B2 P B A7 2
I, PR ELESE RS S T IFE XA newusr. chusry newgrp B chgrp
fir 4 A F 7 ERZH (K UNIX APPL & Pl . 92

chusr JONESY unix APPL('HIRED=MAY93,CLEARANCE=2")

exit F5 7 WA 20 e AL BILEAL 5| 5 2 A] ) A 2% o

15 EEIB1TH) selang Exit 2%
T4 40 CA ControlMinder ia4TMFLE exit F2FE, 115 E4 seos.ini U4 [lang]
4> . CA ControlMinder |1] pre-user. post-user. pre-group Fll post-group

exit 2t lang_exit.sh JIA .  #I8 R LUFE € TG exit SO H L1 exit.

g H O exit, 1HI%T 2% S seos.ini [1] [lang] #5711 R FI4E—ik
AW .

ER: U exit KIS BEHARY B0l exit FRicfHER, 4 IHH] exit.
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CA ControlMinder WAZ INZEFE ) Exit

. 35 selang Exit

E R, WE seos.ini SCAFARIE, DMEAEAEAE 2 BrisiT 2T
groupcheck, {EZ#AE 2 JGIZ4TFEF flag_exceptions, 7EH ' #1FE 2 JGia
ATFESTY lang_exit.sh, TMAEH P EAE 2 TAIZAT exit F2/7. W RNk E
seos.ini 3L FRIC :

[lang]

pre_group exit = /opt/CA/AccessControl//exits/groupcheck

post group exit = /opt/CA/AccessControl//exits/flag_exceptions
post user exit = /opt/CA/AccessControl//exits/lang _exit.sh

e e AR LA SR e

Exit ATTE 15 B IS, BRAE seos.ini SCAFHH exit_timeout A8 5 e
fffo  AEF IR R R R

m 1R pre-update exit 8 I B [H] IR [FIACAS K T 8055 T 16, B4 CA
ControlMinder ¥ £¢ 11 exit HEFE . BonERH BIFEEHAT CA
ControlMinder update 7% . AL HAW 1F IR [ AL ERAS S T HAT
A

» YR post-update exit HIEGR [Al—NEZEAE, JI84 CA ControlMinder
B2 b exit BERE R R EHRATE B, R C 44T CA ControlMinder
update %, M IRA R

selang Exit 7~

MRS AE A H SR, T LA I G S EBOR .

ACInstallDir/samples/exits-src
ACInstallDir/samples/sample exits

CA ControlMinder N 1Z LT Exit

B2 % 5%, CA ControlMinder W% (SEOS_load) i #5431 FH UNIX exit.
XA, EA] LU SCUnATAE N4k 5 145 CA ControlMinder N A% I Ab H 4 4
BREFNEE =R . B, 1847 SEOS_load -u, #E AT LIAE I A% I 2R UNIX
exit 2K [F Bh 15 1 I AERY 5 5557 )5 3B 1 CA ControlMinder 17 (K 33EF .

X TS E 248, CA ControlMinder By — LRI R FH A6 Y A% N2 exit
/8N AZ 1, exito

VR A <IRGB IE CA ControlMinder WZHIZ HITELNE &, iHZ&M (=
F1E7) H ) secons SEHIFE
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CA ControlMinder WA IN#iFe 7 Exit

A INEX Exit B TAEJT 2

J T REM R HIERAE RGNS — )7 3EFE, CA ControlMinder RVFAENNZL CA
ControlMinder A% FEB) B 31 H UNIX exito

=
1.

1T SEOS_load I/, CA ControlMinder J5 4047 DA N #4 :

EARLUT H 3 iR

ACInstallDir/exits/LOAD

HeFE A LU MRS SISO 24 1 B A R

SEOS load string.always

Hor string ] LAY AEAT A VE 745 53 o

$2 JE S04 B0 AT 75 H 5% ACInstallDir/exits/LOAD Hh 5 (154>
SCAE

SEOS load string.always -pre

B A -pre ZE3AT, UMES AN exit KEIMNZ S, HAEINZE
WAZ Z AT AT DA (A

R W exit IR [Fl—4NEZ{H, CA ControlMinder K28 11 exit #EFE,
BRI R, JEH RN .

INZE N #% (SEOS_syscall) o

Fo 1 3] L2 22 I A TAE H 5% ACInstallDir/exits/LOAD Fh % 2 i) &4
A

SEOS load string.always -post
R SCATHSH -post ZHAT, LB RTELUE A exit KA IIZZHOME
TN AL 5 $hAT P s 1A

ERE: WE exit IRAIFEZA(E, N CA ControlMinder 2% 11 exit L IF:
BNEIRTHE . CA ControlMinder WAZ NG — BHARFFINZEAR S .
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CA ControlMinder WHZ INZFEF Exit

P Exit B TAETT 2

H T REMS S AR RGN =T 2, CA ControlMinder fuVF7EEIZ CA
ControlMinder P #%4 e H 2l I UNIX exito
1Z4T SEOS_load -u [}, CA ControlMinder J 4047 LA #5: 4
1. AR H P R
ACInstallDir/exits/LOAD
2. EFEHA LU ST P R .
SEOS unload string.always
Hor string ] LAY AEAT A VE 745 53 o
3. g iA] Hh 2 2 PR AT A H 3% ACInstallDir/exits/LOAD H 3k 21| [ 4&EA4
SCAE
SEOS load string.always -pre
BN SCAEEH] -pre ZHAT, MEE N exit KARN% 2 AT AL HIEA
% HTIAT 16 B B AT
HER: W exit IR[FIHEFAE, W] CA ControlMinder ¥4 2% 11 exit HEFE
BoRAR R B I R AT
4. ZHREIBNEZ.
WS WA L2
a. IEFFATUL AR SO I BT RE P
SEOS unload string.opt

b. 2 1a] B 27 A TAE H 5% ACInstallDir/exits/LOAD #4311
FEAS A

SEOS unload string.opt -pre

FEANSCIEH ] -pre ZHdAT, LUMES ANSAT exit LA ZZHOF
1NN A% Z BT AT FAh AT 328 1 06 B4 A

HER: W exit IRMIHEZAE, W CA ControlMinder #2811 exit 1F
FE RoRAERI B AR
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CA ControlMinder WA IN#iFe 7 Exit

c. HENZ.
d. 4% TR B2 S22 PR AT A H 3% ACInstallDir/exits/LOAD H 4831
BEAS A

SEOS unload string.opt -post

BN SR -post ZHHNAT, UMEE AN exit ARTINiZ 2%
FEAEEN N A% 2 AP AT HoAt v 3 1) 0 B4R A
HE: R exit IZMHEZEE, W CA ControlMinder $#£% 11 exit 3

IR B RERT B . CA ControlMinder W% 1% 5 — B FRE 2,

5. I iA] i 2 20 PR A T 4E H 3% ACInstallDir/exits/LOAD H 4k 21| )44
A

SEOS unload string.always -post
TANSCAFHIT -post ZHNAT, LUBITLLS N exit KAWL HOF
TN A% S5 AT P s A

EE: WR exit IR[AIGEZEAE, W CA ControlMinder ¥2% 11 exit R
BonE R B, CA ControlMinder WAZEIZ G — H AR FFAR INEOIR A .
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F17E: 5 DAPXH

S LA LR

tE4 A ) AR (p. 215)
S50CREATE Ldap u (p. 215)

feh 7 47K

0 544 RIS FH CA ControlMinder F11 LDAP, TR A C9x S A LE
CA ControlMinder F1 LDAP 2 [alf&5H ;445 $&4E T = AR Bl A

BEEYHH ! ZHEE sebuildla FPTHT Y LDAP B 'E &, #4202 LDAP
FFRENS AT Idapsearch . HESUE L Idap(1). Idapsearch(1) 115 B
GUIHT A M LDAP 28 F 3t SCAY H & B2 B S B

Horp PN LA (1dap2seos Fi1 seos2ldap) A K340 1 7 M CA
ControlMinder ‘Tt 4% LDAP filx5545, FH &A1 LDAP lR5545 T\ CA

ControlMinder,

BB UNIX L P 24 )5, 28 = A7l AR SS0CREATE_Ldap_u.sh 23 H 3l
P IXLE L4 FR M\ CA ControlMinder 1442l LDAP.

IXLE AR B SR i 7] TCL shell PR58; AT G 5 % ) i API (LCA) J&=
P 4 tcllca.so.

HER: AXLCA M TCLY RATTEANGE R, W2 MZ0 (SDK 75757) 11
“TE S i AP — BRI 3K LCA § R4

WRIEBA TCL, 1524 Larry Virden & H &A1 3] comp.lang.t_c_| [f] FAQ,
MIT [R5 Terafirm 3G E3EAEZ FAQ.

LT LLY5 ) Sun W 1 ARAT % TCL KTl SCRSAT BRI

S50CREATE_Ldap_u
SS0CREATE_Ldap_u.sh 2> 7EGIEHT UNIX FH - PR IL 453 LDAP,

CA ControlMinder $2£it T —AN 749 shell JA, FT¥38 UNIX FH 2 HEh S
AN LDAP Il 5545 . B8 T ERIHAT Ge 5 %A AN F

%517 % 55 DAP ZTH. 215



S50CREATE_Ldap_u

ZERE R shell BIA (EE AT H] 25 1 exit JIAS) , iF#HATEL R
(e

1. ¥4 SSO0CREATE_Ldap_u.sh L[5 i| ] ACInstallDir/exits/USER_POST H
Ko EIZHET, BARCH post-user exit.

2. 1F seos.ini LLFH [Idap] #8437, Ff base_entry #7ic % B 4 LDAP FEAS
%H-

B, AT NS K4k ServerWorld [FZHZY, FEARSH AT REN

o=ServerWorld, c=CA.

3. RO, KRB R LDAP TS BN RN . K
% LDAP HEA H 3. CRBIMAEZ H & F I bin e #4E line 4
SR )

IHAFE (en) P HH 4%, i, a2 CA ControlMinder 4 1Y
AP AF, WhZH P A R A 2R SEBr R B H R
ER AR, B CLE U AS B FH P 44 B 8 A F A4 8K

B J5 i FH selang ¥ I 2] UNIX H R AEAN 2 #8% H 801 231 LDAP k4545 o
Wi LDAP H N AFAEZ 7, 2 A Al T

A S RHIASTS I P B, A1) LDAP KRB, S A7 A 1% o )2 5
B AE 2 /tmp/add_User2Ldap.tel.log SCAFH . S 0T LS vi BATA] SoAt
FRTHE UNIX G 245 A e SO R AR i o RS DB P I, 10
PR A — AR [ 53 R 5 25 5
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F18E: MEKRE

1E i CA ControlMinder, #1] LLIZFE4E B CA ControlMinder iy i it B 5 &
EH] LI CA ControlMinder i i 7 B 58X selang it B A B AT EHR1E .

[t 1 R e e
LB (p. 217)

SO E R (p. 217)
SO L B RS (p. 218)

CA ControlMinder 7E LA o7 B A7 fitg S A FH 1 i s R SR AR TR T E8E 1A
= Windows tI 5 AL Windows VHiF &
m  UNIX T HL_E IR AR A SO (ini)

ER: KT R IRCE BB IS R R, W2 (2475/0)

EFRAEERE

5211 CA ControlMinder FYTAR] SRS BIAL 1) TAET7 2, 752000 oic i

===

H.o

FHERERE

1. {F CA ControlMinder i 5% B th, $UAT W0 F ER4E
a. i EiE”.

b. izl E” .
1 s G B I .

2. AR/ RERCE X B, FZEOREITICERN, DUt & e
QiU a1 P AR R PR A

B BIR“IX I sectionName R Gcknic” VLI, A BoR T BT A HIEC & 13
o

3. FREORIRPDFGEICE BCE, e Rl R ARIL .
R PR A7 S ORI P B B




A R

ERHEZLENRE

LM CA ControlMinder 2B A7 Al i AZ AL SR AT 30, 405 B8 B A A %
BCE AP RE . ] selang i K B A B0 B SO P I

B HEERERE
1. Cafig) WRAEH] selang JERL B RE N, WAL~ a1 L
Bl

host host name

2. fEHILL R 88 R E I

env config
3. f#iH] editres config iy & &M T G UL B X E .
B AL B 58 B

Bl BT B E S
AR 2 DR AT 0 280 W A G B S A

er CONFIG audit.cfg line+("FILE;*;Administrator;*;R;P")

218 Ui s FEE R . T UNIX
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LAY

2 FR BT

AR 735 BAR 2

22U (p. 219)
ZRIEHT (p. 219)
BERIEB: IR (p. 221)

ER: AR T ZEEA R G IR AP AR 5 18 AR 4445 B
Y5 (NIS). 44 %5 (DNS) FI1 UNIX 44 FRAR BT g &

“2%¢ CA ControlMinder 1], #HT LLAE I ANLETZ — K5I 1D filtdr A
I 4 R4 D T LA R L P ShERAT 0 AL, LSRRGS
S 11 b AT A i 55 44 «

n FH RS, XEERECH RG] net cashing i B 127 € X &8
g
- R4 Digital DEC UNIX, 1112 A2 NIS RS 2%, TIER I
R R T REIEAT AR IET o

- W EAE ] Digital DEC UNIX, T8 A NIS HR45#s, M) 2B
TR AL 2 —: i 5 & 5 E s R g Dhfhg (n]
A net caching Ji & R 7 e kil Tk

w AR SR, 1% 50E 2 S sebuildla SEHFE I
- AR B E N AE NIS JR454% EIZ4T ) CA ControlMinder,
T 5 & s A

- IR LU S BRI S A HP-UX 11.0 S =il
A, Sun Solaris 2.6 M2 B E A, IBM AIX 5.1L S W A, A%
BT SZFEI) Linux "B 5.

HER: AE IBMAIX & b, Bb Il A 5 &5 s BT - R S Re
T o

CA ControlMinder 544 # 17 [n] 22 48 P Y 1) 1 =K IF oo SR VT IR 2 4h X 4L
WK e B 3 T e b e SR ) U R SRS . R RS IR
) 15 SR AL W AZ SE G EAT
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N TSI TN A P RS, WA R RS0 R AR )
e (R etk 410, A7 1D KRS w5 ) , A AFRR. CA
ControlMinder ¥R & 44 FR € X Vi) #L] . CA ControlMinder 34 44 Fri%:
ook WAZ R R AR . X I FREFR K SRR AEHT

LEPANT. T AN (84T Sun Solaris 2.5 B S hRAS 1 TAERGERAN) h, 4FR
T e HROE AR . 2 R BN (Jete/passwd /etc/group
Jetc/hosts) SERKMT. 24 CA ControlMinder T3 ZLfEMT 2 FRIN, & HR PR
R R AR R GE TR

IR, AERCKMI 28, %05 BARADAEA Al . AT NIs A1/
o DNS I, AT W BEAE A AR AR AT ST i) i A SO o K5 3RSKA% A5 BT
T A 2% IR 55 A AL o

NIS/DNS %5 F 3 2 FRAEAT

R 55 A% B FRARAT -

CA ControlMinder 4% [ DL 7 sUAEAAE 2 7 3ty [ NIS B, DNS LAk
(RRHACHIRS 2 FRPAT BRI

1. CA ControlMinder 525 Bl 3 2 AH AR 55 25 1 I 4815 3K o
2. CA ControlMinder Wi%¥™ e Kr 2 81Z 0 =Kk .

3. CA ControlMinder WAZH ¥t RVFIZIE K, R4 & 48 %07 3K A& 1 CA
ControlMinder HEFEALE N B & H T o

4. FESLNIS B DNS 55 & HUIERL, JFRI R A FRAFAT I b 5 105 5
5. f#EMNTHFR)E, CA ControlMinder REREIHERE, #RiE SLVFILZIEL R
il K o

*TF CA ControlMinder M1 55, ¥n#Ef] CA ControlMinder it & & PLAE % J it
R 55 a5 bR M A B A2 FR AT o

BB

CA ControlMinder #54% DL R 7 AAE MRS58 CREAR S BIE 8K ) -
PAT LR IENT -

1. CA ControlMinder ¥ 25 il 82 2 AH R 5575 1T I 45 1 3K o

2. WEY RABESNZIEK,

3. WP RS evRixin K, ROYERNIEIZIE K2t CA ControlMinder it
FEAE A BB AL H 1 o

4. NIS 8 DNS Alegs#s (A7 TR — AR O B A2 BB 52 W 4% 3 5 111 oK .
5. WY BSOS K.
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BRI 55 A A

6. WIZY RESNIE CA ControlMinder HEFE M AR K HZiE K. &K iZiEK
BT 5% seosd YRIKITE R A

7. seosd Ji B FEFIAERAAN—NIEBIZ . EIETE S 5E LA FR AR BT T
WFIIE S, (HIELE seosd X HEAEZ 5 M HEFEA% T 1252 W 48 4 2 1)
PR AT, Z R Ik gk el . 5B — MR A RS — ANk, IF
el

Sun Solaris ZFRENT: FLBA

1E Sun Solaris 3T 2 FRAENT 75 2205 W] nscd 25 47» nscd A2 4 5 WL A4 FR
R E RIS ZAF R E . nsed Ky 0 2 A ERLE O PEFR AL 22 4

GAF ALK ANER o ER BRI X3RS L 2R T HUEH P AT S i A
PEAF IR TRIRER 2 Y1 AR A5 o

Sun Solaris 22352 P ] LA —ANBaE, g b— A A A s ei—FE
X, CA ControlMinder 5 nscd #EFE 2 (B HIAS ¥ S 20 HE 40

1. {ELFREHTIVIE, CA ControlMinder 4/ 7] nscd Z24F .

2. nscd BEREF LLAIBI A7 2 5 KIH . AEIRXFMELL R, et 2l )
) 2 ERNVERE (AL A ERSS &) KREHE &

3. Uy M)A e R SRR N AT R A8 BT CA ControlMinder i3t
e A R HENR, DI e A T-56 1% seosd PRSI T o (HZEAT]
AEAE H X RS, A seosd 7EALERSERT G K. BE— MKk
AR AN R, R

BRI SHUEIEE

seos.ini fit & XA 1) under_NIS_server Hric ERIN B K yes, 1] LLEE S
B i%FRICH 5 41 CA ControlMinder 8 FH L& [ 18] N 38 44 Tk Al 22
MASEATH NIS. DNS 5% nscd 2247, BrAESE @ HABA B, 5 NIX e
JEREAENAET .

CA ControlMinder P54 FRAEHT L NIS ZFRAEHT IS 22, B4 A FH Sk
PL; AfH CA ControlMinder P44 FRAFHT - = 7E ANAFAE AL B SE IS (1 A 158
Hh T dE PR RE .

R e B B N SRR R I 22 47.  CA ControlMinder fif
FIT IR SCAF A AR P B U0
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BERAE: 55 MR

FEMGEL AR R

BB SR

CA ControlMinder % FRfFHT /& 4E CA ControlMinder J& sl AR ) . %%
N ARAFAEREAE T TANARAFE NAE,  PUSTE ARG & S 3N AT
oA AR, RHE B NAER, EaEERAT . I, CA ControlMinder
T TR P AU BT S 2. 78 I A7 TP B B3R i ik
— 715 ARE F BT JA 8] CA ControlMinder.

IR ZARFFEAE b o 84, CA ControlMinder 24 T 5 2 4HiE E, mI i
A S A% BR AR AT AT R AE R 1

VER TSIl 5 2 B, T B seos.ini fit B EE . % seos.ini it
BRENVEAGER, S (2#751) .

Je BB E P DU 4 userdb.la. groupdb.la. hostdb.la I servdb.la.
XYL MR EER . A ENLSIRSS BRRENTI K . IX LR AL T
seos.ini 3CAFH ¥ lookaside_path Fricfi @ i H &, BRI T iZH &
A Jopt/CA/AccessControl//ladb.

B AR S REIE

S IR 5, E AT L R #AEZ

YRR T2 CA ControlMinder, TR £E 1] ) 148 & 75 B0 22 5 46 £
JEES [R50

RS 428 T CA ControlMinder:
a. 1L seos.ini [1) [seosd] #7rH, ¥ LA AR TR B 2
- under_NIS_server

- use_lookaside

b. 1247 sebuildla -a LAGIEEFTH X PUNE,
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ARV R 55 B

BT AT A A BN B, an RS A B S & e
BURATENL, WSS LR

1. “Z%% CA ControlMinder Z )5, 157E seos.ini X [seosd] #5431 B 4
LU brid:

n Ff under_NIS_server % & 4%,
= HostResolution 1'% 4 ladb.
2. 1247 sebuildla -h DLGIEE S PrAT EHLIUR, AFAHA DNS T4,
1%
1547 sebuildla -e ABIEAN AL & At 341 (£E Jetc/hosts H5E X K13 .

AN AR I B 2, B seos.ini SCEFHRIRA N b, AR
JGia 4T 2 sebuildla [KIAH N %

ER: ARIXERAAU, S (24755) 10 seos.ini FILHL T
. 4% sebuildla KITVEAIME L, WS (SLHFF15E) .

BEEPLE ! ARSI ENN 2T sebuildla.

55 PRBE ) A R

SEIFEIEIE B

Ja BB EP VU4 % (groupdb.la. hostdb.la. servdb.la 2 userdb.la)
BWEH FH RS L ENA RN E S . XLEERA T H seos.ini AT
"1 lookaside_path Aricda e 1 H &, BRAEL FixH %N
/opt/CA/AccessControl// ladb.

CA ControlMinder &5 44 FRAEAT L NIS ZRRIEHT IR 2, B2 LL AT 4k th <
eI

VER: RACMEIR 1 ) SRR W 7 AL S . W A2 1) SEBr s 1 1E
e, W T K250 PR B FH AT AT A -

N EAA EHER T CA ControlMinder SE it i £ Eicdls 17 1 7 20

m BEE seos.ini S A AR IC

n  5E X /opt/CA/AccessControl//exits H 3% H IAH AT 5 4%

n R HIfT4 Jopt/CA/AccessControl//bin/sebuildla -a PA{§ 43 V7.
lookaside %4 % .
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ERENFRR

sebuildla S IR R EEABURHTHLE] (Al Jete SCAERTNIS)  AATATEST.
LA o

Ja &R ACRBEAENT 22 BURE B (Y. 3 H AL B L gecos) .
Ja 5 s R A 5 ey 1D S AALR

GG B S, 1T sebuildla SEFH RS T B . A AEHTAE)
CA ControlMinder.

S EHUG K. BPATIZERVE, 1 DU E (1K) s a) 8] B P A T
sebuildla -h CEFE T35 5 o 158 H cron 1EME AT 31

BEIRAEH selang B 50 UNIX FH 7 82 B0 2 0, AR RAZIE 4T sebuildla 5K H]
F£J¥. CA ControlMinder $&4L T X Ff I 1) exit JEIAS, 1l il AH N S 40
1547 sebuildla.
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