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link-flags

"{CADIR}yKW2cVbG"

tcp "acdirl" port 389

clear-password

allow-check-password, no-server-credentials
dsp-ldap, ms-ad

I
Idap-dsa-name

Active Directory®l] H}91 9 3}+= ©] A}-8-5} = DN(Distinguished
Named)S A A 3y o}

Idap-dsa-password
DNO| ¢t23td 42 & Fojdyth.

Z31: dxpassword FE B E] & A8l 45 E SE st Al 2. 4
dxpassword -P CADIR <password>.

address

Active Directory =W AEZ2 45 A A 3Yt}
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d. acdir2-dxlink.dxc & t}5-3} o] HH Yt}

set dsa "aclabcail-dxlink" =

{
prefix = <dc "acdir2"><dc "com">
dsa-name = <cn "acdir2-dxlink">
dsa-password = "secret"
ldap-dsa-name =<dc "acl"><dc "aclab"><cn "users"><cn "Administrator">
ldap-dsa-password = "{CADIR}yKW2cVbG"
address = tcp "acdir2" port 389
auth-levels = clear-password
trust-flags = allow-check-password, no-server-credentials
link-flags = dsp-ldap, ms-ad
I
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s

[e]

HH

CA Directory 2+-$-E A o] A} &2} XA

CA Directory 2}-9-E] & /3 3t o] $-of = CA Directory 2}-5-F A o] & A}-8-#}

A sl oF S ot
U GAE RS

O
1. U tdy g 2 o] =gy} o 7] A DXHOME 2 CA Directory & 4 %]

H
U E 2 S thebd o
DXHOME/config/limits
2. O A FAFAA L

a. default.dxc 3} 2] A5 1k
dsarouter-adrouter.dxc = ¥ 7

b. 3}l A ReadOnly =& 1E

c. dsarouter-adrouter.dxc I 4S &

A g e,

# size limits

set max-users = 255;

set max-local-ops = 100;
set max-op-size = 0;

# time limits

set max-bind-time = none;
set bind-idle-time = 3600;
set max-op-time = 600;

= AT EEuh
3. vt E e R o BT
DXHOME/config/settings

R E R PE)

<

a. default.dxc ¥ o] A}E-S Tt

dsarouter-adrouter.dxc = ¥ 7

b. 3} A ReadOnly Z8| L&

AATU .

51 obeh s} o] thg BE S

c. dsarouter-adrouter.dxc 39S & 11 o} o} Lol v} S A==

AP,

# directory information base
set alias-integrity = true;

# distribution controls

set multi-casting = true;

set always-chain-down = false;

3
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[e]

# security controls

set min-auth = clear-password;

set allow-binds = true;

set ssl-auth-bypass-entry-check = false;
# general controls

set op-attrs = true;

set transparent-routing = true;

FA S AgS F BHU.
ohe t e E ) 2 o] F gtk
DXHOME/config/knowledge

dsarouter-adrouter.dxc ¥} Y-S & A} 7HE 31 auth-levels - AFE 4t
"anonymous"E A Aslo] W Hek ok s = 121wk & 83T o & 5H

9o o

set dsa "cadirhost-adrouter" =

{
prefix =<
dsa-name = <cn "cadirhost-adrouter">
dsa-password = "secret"
address = tcp "cadirhost" port 25389
disp-psap = DISP
snmp-port = 25389
console-port = 25390
auth-levels = clear-password

19 A G F e,

T&WM L IPve =47} B A o] ¥l A B o] CA Directory = A4 %] 3t
75 tep Lol 1Pva 2 IPve T2 8 S X A S A L. ol address = tcp
"fe80::20d:56ff:fed4:8300%5" port 19389, tcp "192.168.1.1" port 19389

adrouter.dxa & ¢] 9] WY& W51 T} £ & 713 Uhe 9 S
A sk aL EE

source "dsarouter-adrouter.dxc";
source "acdirl-dxlink.dxc";
source "acdir2-dxlink.dxc";

the U e P 2 o ek,

DXHOME/config/logging
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0. TFS AU S AU
a. default.dxc 3} o] A& wHEUY T
b. i 3} e] o] 55 dsarouter-adrouter.dxc = ¥17 1 T
c. ReadOnly B] L& A A g o}

10. TS U@ e g 2 o] B3] o},

DXHOME/config/servers
11 & 2 S sl A &

a. cadirhost-adrouter.dxi = skl ol e} o] thg &5 HH S

HA
e 38 A A sla g5 o)

#

# Initialization file written by DXnewdsa
#

# logging and tracing

source "../logging/cadirhost-adrouter.dxc";
# schema

clear schema;

source "../schema/default.dxg";

# knowledge

clear dsas;

source "../knowledge/adrouter.dxg";

# operational settings

source "../settings/cadirhost-adrouter.dxc";
# service limits

source "../limits/cadirhost-adrouter.dxc";
# access controls

clear access;

source "../access/default.dxc";

# ssl

source "../ssld/default.dxc";

# replication agreements (rarely used)

# source "../replication/";

# multiwrite DISP recovery

set multi-write-disp-recovery = false;

# grid configuration

set dxgrid-db-location = "data";

set dxgrid-db-size = 1;

set cache-index = all-attributes;

set lookup-cache = true;

ZF31: cadirhost & CA Directory &~ E o] 5 0 & A5} A &

CA Directory 2}-9-E] o] & AF&-A} 2] 5 T}
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1. CA Directory 2}-9-E & & 28 3}= AW A input.ldif & o] & 2] 3}

¥HE 3 obel o) o) the AAE E & AU

dn: dc=com
objectClass: domain
objectClass: top
dc: com

dn: dc=company,dc=com
objectClass: domain
objectClass: top

dc: company

dn: dc=demo
objectClass: domain
objectClass: top
dc: demo

2. HAL AR F BHU

3, "HE TRaE RS dy e Wale At

— T ~

dxloaddb cadirhost-adrouter input.ldif

4. v @S A ste] CADirectory BH-H & Al AU T

dxserver start cadirhost-adrouter
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8. ac-dirxml 345 A4 QA& A G5l xml LS WA T}
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<LDAP searchroot="DC=cmlab,DC=ca,DC=corp" secure="true"/>
<Connection host="KUMVI1O-TEST.cmlab.ca.corp" port="636"/>
<Container objectclass="top,organizationalUnit" attribute="ou"
value=""/>
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17. run.bat 3} 4 S T} 5 o0 2 o] EFFL T},
set JAVA OPTS=%JAVA OPTS% -Xms256m -Xmx1408m
-Djavax.net.ssl.trustStore="%SYSTEMDRIVE%\jboss-4.2.3.GA\server
\default\deploy\IdentityMinder.ear\custom\ppm\truststore\ssl.ke
ystore".
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1. SSL 2 A}-8-3}+ Apache Web Server = -4 5} &1 ¥ openssl = AF-83}¢]
apache2.x 2] "httpd-2.2.22-win32-x86-openssl-0.9.8t.msi" A2 2| 2] A=
Ay
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APACHE HOME/conf
APACHE_HOME

Apache Web Server 7} A x| & t] & & 2] Ut}
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# Q‘J =3
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LoadModule proxy module modules/mod proxy.so
LoadModule proxy http module modules/mod proxy http.so
ServerName

b. Global T4 MM 9] £ thg & F7HgUth
Include conf/extra/httpd-proxy-entm.conf
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5. httpd-proxy-entm.conf & 0] 55 Y-S I U5 &S 5718 o

o1& A ek gt

# Proxy to CA AC ENTM
<IfModule proxy module>
<IfModule proxy http module>
# /iam section BEGIN
<Proxy /iam>
Order allow,deny
Allow from all
</Proxy>
ProxyPass /iam http://acentmnode.example.com:8080/iam
ProxyPassReverse /iam
http://acentmnode.example.com:8080/iam
ProxyPass /iam/ http://acentm.examplenode.com:8080/iam/
ProxyPassReverse /iam/
http://acentmnode.example.com:8080/iam/
# /iam section END
# /castylesr5.1.1 section BEGIN
<Proxy /castylesr5.1.1>
Order allow,deny
Allow from all
</Proxy>
ProxyPass /castylesr5.1.1
http://acentmnode.example.com:8080/castylesr5.1.1
ProxyPassReverse /castylesr5.1.1
http://acentmnode. example.com:8080/castylesr5.1.1
ProxyPass /castylesr5.1.1/
http://acentmnode. example.com:8080/castylesr5.1.1/
ProxyPassReverse /castylesr5.1.1/
http://acentmnode. example.com:8080/castylesr5.1.1/
# /castylesr5.1.1 section END
</IfModule>
</IfModule>
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a. JBoss Application Server & & A 34t}

b. ThS vdE g 2 o] &3t} o 7] 4 JBOSS_HOME & JBoss =
A5 o e ) & vheb U o

JB0OSS HOME/server/default/deploy/IdentityMinder.ear/user co
nsole.war/WEB-INF

c. web.xml 3+ -& 431 FrameworkAuthFilter A& k54t

d. @< false = 74t A& A Gt d5Uth d & 54
U3 ZE T
<filter>

<filter-name>FrameworkAuthFilter</filter-name>

<filter-class>com.netegrity.webapp.authentication.Framework
LoginFilter</filter-class>
<init-param>
<param-name>Enable</param-name>
<param-value>false</param-value>
</init-param>
</filter>

ohe tlelE el = o B g o,

JBOSS HOME/server/default/deploy/IdentityMinder.ear/policyserve
r.rar/META-INF

e A& S AT L.
a. S 2ol raxml FYE Eal FhS true 2 At AAS
F g,
<config-property>

<config-property-name>Enabled</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>true</config-property-value>

</config-property>
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b. T o] CASiteMinder 8 2 A H] F-4d ol w2} FIPS B EE
A g,
<config-property>
<config-property-name>FIPSMode</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>false</config-property-value>
</config-property>

c. T3} o] cASiteMinder @A A B8] T AE o] & IPF4
o E Aoy}

<config-property>

5,
H

E

<config-property-name>ConnectionURL</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>policyservernode.example.com,44441,4
4442 ,44443</config-property-value>
</config-property>

d. U3} o] el AR A 2 Aotk

<config-property>
<config-property-name>UserName</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>siteminder</config-property-value>
</config-property

e. e HeAHZ A = dE EE A3

/CA/AccessControlServer/IAMSuite/AccessControl/tools/Passwo
rdTool

o= &9 v Esyh

pwdTools -FIPS -p <clear text password> -k

JBoss _HOME/server/default/deploy/IdentityMinder.ear/config/
com/netegrity/config/keys/FIPSKey.dat
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f. T2 o] AdminSecret & U} 43l HHo 5o g
gelghrh
<config-property>
<config-property-name>AdminSecret</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>{AES}:gSez2/BhDGzEKWvFmzcadw==</conf
ig-property-value>
</config-property>

g. AgentName = CA Access Control Q1E] 2 2}o] = 2] == o o] H E
ol F o & AYF .

<config-property>
<config-property-name>AgentName</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>webserver-agent</config-property-val
ue>
</config-property>

h. o2 9% = ¥ H S AL-8-3}9] CA Access Control S1E] X 2lo] =
vy T A E Gyt
ACServerInstallDlr/IAMSu1te/AccessControl/tools/Passwordtoo
1/pwdtools.bat -FIPS -p <your shared secret> -k

JBoss HOME/server/default/deploy/IdentityMinder.ear/config/
com/netegrity/config/keys/FIPSKey.dat

i. AgentSecret = U5 HH o dosle =502 Aot}

<config-property>
<config-property-name>AgentSecret</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>{AES}:gSez2/BhDGzEKWvFmzcadw==</conf
ig-property-value>
</config-property>

4. Qe AFHF w5
5. The T E R o B g,

JBoss _HOME/bin

Al 7 7 CA SiteMinder &F =3 91
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ot

e},

o

run_idm.bat & ¥ H 5}o] %PATH% H 5 JBoss A %] H =2 AA
o :
set
PATH=%PATH%;C:\jboss-4.2.3\server\default\deploy\IdentityMinder

.ear\library;%SystemRoot%\SYSTEM32;%SystemRoot%;%SystemRoot%\SY
STEM32\WBEM

7. LS A S5

8. JBoss Application Server & A] 2}34 T},
CA SiteMinder =32 93] olE] Z}o] = #a] AW Z LA &)
o] A CA Access Control Sl E] 32 2} o] = 32| URL = B2 5} CA
SiteMinder 7} 21¢1 A4 <] HoFS §-A]5=X] el 4= Q)51 ),

CA SiteMinder 32 H| E ¢} 53t

CA Access Control 12.8 64 H] EZ CA SiteMinder 32 H| E ¢} £¢}3} 2 ¢

o o] AE A TAE A& gt 7| & A GAE Tl A L 7 TS
A5 3 & e WA= 4233} CA Access Control 64 B] E dlIl ©] CA
SiteMinder 32 H| E dIl 9} 3} T218 4= Q) =5 341 A .

+ SAE THSHHA L.

1. A {1 dlo]®E M(12.51 CRO1 32 H|E)S tf2 2 =gy,
2. AAlel et 4] ol o] HEE A3 5 At o] uf ] o o] E
A= gHA= A gy
pS|

23l A %] 5 JBoss 7} DLL & U A & 913k @ F5 v A ] U T,
3. JBoss A H| =5 T X}

4. JBoss AFE 9 2 CA SiteMinder SDK(12.51 CRO1)E Al x| 3t}

5. %] ¥ \Program Files (x86)\CA\sdk 3 U] 2 ©]| &3} 3L bine4 =T 2] E&
DLL - JBoss folder/server/default/deploy/IdentityMinder.ear/library I
B apg .

6. lib64 U] o] U85 JBoss
folder/server/default/deploy/IdentityMinder.ear/library | A} T}



http://downloads.ca.com/akdlm/CAproducts/SiteMinder/SMIIS/WebAgent/12.51/CRs/cr01/smwa-12.51-cr01-win32.zip
http://downloads.ca.com/akdlm/CAproducts/SiteMinder/SMSDK/SDK/12.51/CRs/cr01/smsdk-12.51-cr01-win32.zip

CA SiteMinder ¢} = 3}a}+= #HH

10.

11.

12.

13.

14.

java6a o A ot oAl 71 9] jar = JBoss
folder/server/default/deploy/IdentityMinder.ear/library ol H-A}g 4 T}

m smagentapi.jar
m smjavaagentapi.jar
m  SmlavaApi.jar
m  smjavasdk2.jar

m imsjavasdk.jar

/server/default/deploy/IdentityMinder.ear/library ol msvcr71.dll ©]
FEA = A AT

PATH 37 W<=2] 3 A 7 27} \Program Files (x86)\CA\sdk\bin64 <1 4]
Sl gy

HA $ o] AE H#(12.51 CROL 64 HE)S t} &2 =3},

) oo AE S A R 3}5 -4 5FA] &+ Y UH"Configure Later" (U39l
) A1),

AFE S T A2

PATH 3+7d W 5=o]| A \Program Files\CA\webagent\win32\bin 3 2=
A AFY T

Apache A B2 ThA] A 5L

A 7 % CA SiteMinder ¢} =3 93
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