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er winservice spooler defaccess(none) owner(nobody)

L2 o3} 2o seaudit - E 2 Bl S ARS-8e] )14 & A H] 20

2~
e BE A A EE UYEdE 5 d5H T
seaudit -resource WINSERVICE *spooler* *

o] g olaf =& AH| 2ol o3k o A 2 /\]E7} 71 =%, WINSERVICE
ifﬂ%OﬂTﬂ st RE A ZEE YEd YL 28 A3 e U AR

T AFH

seaudit - Audit log lister

3 Apr 2008 16:48:53 D WINSERVICE bigHostl\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

3 Apr 2008 16:48:53 D WINSERVICE bigHostl\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

3 Apr 2008 16:50:53 D WINSERVICE bigHostl\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

3 Apr 2008 16:50:53 D WINSERVICE bigHostl\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

3 Apr 2008 16:53:53 D WINSERVICE bigHostl\Administrator Read 69 2 Spooler
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c:\WINDOWS\system32\services.exe bigHostl.comp.com

3 Apr 2008 16:53:53 D WINSERVICE bigHost1l\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com
03 Apr 2008 16:54:10 D WINSERVICE bigHost1\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:10 D WINSERVICE bigHostl\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:19 D WINSERVICE bigHostl\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:26 D WINSERVICE bigHostl\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:26 D WINSERVICE bigHost1\Administrator Modify 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

Total records displayed 11

Windows F X A2EE H3&

CA Access Control ©| 41 = Windows A A~ E 2] o] &+&2-S W 58 4=

»}\Fq r)F

REGKEY 2 ¥ 229] 2] 48 7)o Fato] e <] 2Ee) 718 REF v}
EEEEESEERE b

AF Y

71011 N 2~ A obE A ste ehie 7] 9] 59 7] ti 3k Al ol = G F S
FA @HUTh o, 7)o tal ¢)7] A2 F a7 s, 3 7] 9
%37%(1%ac 9] v},

CA Access Control 2 Windows Server 2003 2 1 ©] 3 Windows A| 2~ &1 2] AC
17 9 H REGVAL 2] A1 X 3ty T}, o] 2] 3k A] 2~ Bl o]l A CA Access
Control <> REGVAL = & =2} 87| gl A ~E 2] 318 K 53}, REGKEY A~
A3 719 gholl g sk M| 20 &S 4] EHFUH T

o] Z Al Z~El o] A CA Access Control < AC $+7] o]l 5] REGVAL &] A~ =
A A 3HA] eF o, REGKEY Bl ZEof 28 A A2 Ak 7]9] Fhof tsh
N 220 o FS FYT}.




Windows | A A~E 2] H.&

REGKEY & REGVAL HlFZE=9] 2+ TdUth Z gl Z=d = v3 22
MNA| 22 A o] B-Fo] EgE] o] JlHFHTH

= ACL
= CALACL

= NACL

= PACL

REGVAL 3 REGKEY #| S == B v 28 5 A3 A2 95
38y

= READ

= WRITE

= DELETE

= NONE

ZF3L: CA Access Control HIA| ~E2] S = slo]HE e Bl AR Est=
A~ Ee 295 BS54 %55 H T Windows Server 2008 ©] 7

Al 2B ol A A2 7E NONE Al 2 A RhS ARE-8to] B e ~Eg
kol MM 2~E A =3} CA Access Control ©l| 5] REG_NONE #to] Hk3k Ut}
REG_NONE 7k zko] o2 &QlabAnt o] a1l x| XA 3HA] 5yt
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Windows F| A AE@ & H S

Windows X £ E 8] &S H 3 3lz9H

1. REGKEY % REGVAL F 2 dlZ=E AFE-3 W o] 23 S~V &4
AEIQIA] ERIgtU ) o] =& 7] A o2 & FE Yt
2. B33l E YA ARED 7] B 7] o] & 0 2 REGKEY 2+ REGVAL

EEASE= RS
Fa: 7 B s At d AA A BT AR o5&
AHE S AL 2 FL EFLEE ARESLe] 7)ol T E B S 7] B
ak9) 7] whs AT 9}*14@
oA B A 2~E 2] 352 CA Access Control ©] @ T =0 A &8+ 7]

N A 2o} A B St

3. (A8 AF) ARS AR 252 A A2 ARt A REGKEY B2
REGVAL #l| Z =0 = d A A A o] 2o s3]},

of: NONE &] 7] & AN A E FRAEF 7)) A F

Th5 selang ™ ¥ -2 NONE ] 7| & AA =& H A 2EL] 7] A& T
er REGKEY HKEY LOCAL MACHINE\SOFTWARE\Test\Keyl defacc(NONE) owner(nobody)

1 AV keyl o] e 7] Al A= v 25U T

3 Windows Server Windows Server  Windows Server
2003 o] A A]~¥] 2003 A]~¥l o] 2008 A| 2~H) o]

a9 71 AR AR 7% 7

71 44,74, AN A5 e

o vl 7]

E = AkA

7]l gt 74 A5 A5

slolH 2=

TeddEe

@ aA 74 A5 58




Windows | A A~E 2] H.&

=2} Windows Server Windows Server  Windows Server
2003 o] A A]2~E 2003 A| € o]AF 2008 A 2HE o)A}

2k el 7% a4 a4

=71, ol %

W 7] =

A

ekl 7)o akgl 71 54 54

71 47

319] 7] 57 88 518 ik

a9l 71 FHe,  §& 5§ 5-&

4, 0%

v 7] e

2

ak9] 710l ik 3§ 5& 5&

SlolH 2=

EEdEE

o]l: READ &] 7] AM 2 & FRA2EZ] ]9 A|F
Uh5 selang ™ %2> READ 9] 7| & AA =& H A 2EL] 7] A&,
er REGKEY HKEY LOCAL MACHINE\SOFTWARE\Test\Keyl defacc(READ) owner(nobody)

1 A3} Keyl o thak 7]+ Ml A= vk Ay

3 Windows Server Windows Server Windows Server
2003 o] A A|2~¥ 2003 ©]/F 2008 ©]/&

sk 71 EA EE 5§ 58

7] ¢171 5§ 5§ 58

71 4, olF A 5 R

v 7] e

247

7]l o gk 5 R R

slolH 2=

EEddrE

A 58 58 58

70 Windows & &7 ¥2] ehf A



Windows @A ~E 2] H&

=2} Windows Server Windows Server Windows Server
2003 ©] A A]2E] 2003 °]%+ 2008 °]¢

w27l 58 5§ 5§

e, A5 &g 58

ol & vH7]

= A

a9l 719l 89 Bl e 34 54

71 47

ake] 7] W=7 3& 5§ 5§

skel 7l Ael,  HE 34 34

7, o

v 7] e

/\]‘;(ﬂ

skl 7]l tiek 318 5-& 5-&

SlolH 2=

r=qd2c

skel 7] 7k 5-& 5§ 5-&

a7

s sz de 38 38

RHE7]




Windows | A A~E 2] H.&

ol: NONE 9] 7| B AN AE FRAEF 7] L Fted A+

U}-2- selang ™ %2 NONE 2] 7| ¥ M| A2 g A 2E g 7]2] BE 519 7]
Al &g .

er REGKEY HKEY LOCAL MACHINE\SOFTWARE\Test\Keyl\* defacc(NONE) owner(nobody)

9} A E L (%)= Keyl o]l 285 A &l Keyl & ZE 51 7)o 2 5=

Keyl o] == 319] 7)o )& W= G efo] ol 427} AR UL H 0 15
TFH 07 Qe Keyl o] o] & T AHA 8L 7] 913 oA 2= AR-FH U,

o] 782 Keyl ©] kol g A A =5 5] & FHTh Keyl 3191 719] gh(ol:

Key1\subkey1\2] #h)ell &t o} Al 2~ 3= Windows Al 2~ 5 7ol thE U o).

= Windows Server 2003 & 77 o] & A] A~ Elo]| A = keyl 3F9] 7] 9] #S
A AB7] Qe NA Ae AR A9 g vHE T o] 28 W A )AL
AbA|eFaL ¢17] 918 Al == 5 &g Yt

m  Windows Server 2003 ©] 2 A] =Bl A = Keyl &} 9] 7] 2] gtoll th st =&
NA| ~7F AF-H Y}

o]: NONE ¢&] 7| & AN AE YR AEF ghol A&

T}2-9] selang ™8 ¥ -2 Windows Server 2003 2 71 o] %~ A] 2~ El] o] A] NONE

NA| 29} A 5 HAAEY s R

er REGVAL HKEY LOCAL MACHINE\SOFTWARE\TestKey\valuel defacc(NONE) owner(nobody)

ZF31: Windows Server 2008 ©] 2} A 2~ Bl o A & -2} 7} NONE B A 2~ H oH&

AHE8le] REHE H A~ E gholl M| ~E A =31 CA Access

Control °l| 5] REG_NONE #to] "F3F 1 th REG_NONE 3t 4to] &5
3l 3FA| Tk gho] F-al Q1] 2| 4G} A] k& T},
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s
fol

sEYe Aol npo EgiLth, sl 2= e 5 Ho|H & Eitain)
0] o 71 A AT o & Fol, 719 =Lt v elo) B &
et 2ERS WE 5 B

Fa: 9 ~ER L NTFS 3+ Al =Bl Ak o] &3 5= gl F Yt 3t
E o 35l A $F 18-S MSDN(Microsoft Developer Network)
Befe] 4 Apo] EE B IHUA &

FILE 7F 2] S 214 3}H CA Access Control <= 3} of] tfj g+ 7] - d o] H]

2EY S A Fo R Ho YT oS 59 c:\foo.txt IS H 5 5F+=

T2 2 c:\foo.txt:SDATA of] T g AF-8- # ke ] Fu th ZL2] v} CA Access
Control & 7|3 o] ] ¢] Hlo]E] 2EH S A5 02 H 1A FFUth
o5 el & F7F Y BE &S A8l oF gyt

o

A 2ELS BE I O T 51 FYeA L.
EY2EYS B gS da o g 9 12 AA A L.
drive:\path\filename.ext:stream

m EHIIAEYO EA ~EY F8 S HI3HEH L g2 oZ gty
& A A &

il

drive:\path\filename.ext:stream:type

. RE~EUS nEeE O P4
A 5414 2.

o
fu
=
&
=l
iy
o

drive:\path\filename.ext:*
d: RE Y 2EY HS

olpy

=

“
e

rr

U} selang ™ & 2 c:\foo.txt Lol A= H= 2EHS HE 3}

%}cz] §E)3'6114‘E+

er file c:\foo.txt:* owner(nobody) defaccess(none)
d:. EH AEY BT

U}S selang ™ 2 c:\foo.txt I | = mystream 2EH S B S5} 3

{};d 4§}3‘6114‘E+

er file c:\foo.txt:mystream owner(nobody) defaccess(none)




U o B

i ot B

F

A 2] == CA Access Control & TF2-3} 7+2 F= 712 38 9 Y A&
BE317] 93 74218 243 o)

Tt - B, 209k, dlol e o] & 3kl & B F T,

SR DR

A rH e A I, 2 914, dlolE o] 2 3 & B S .
TF 2] 2 selang ol 4] K.o] %] ¢F o1 7}%| & 4] Ov\l/]dr SFA| 7FFILE

25 2 ske] Ul 9k 12 S FAIE 5 5 U T o] H gk FILE 1A S
3} CA Access Control ©] W5 3} f 2 o 2 w] &= Y},

djo] B | o] 2~ 3} S A 9] ’5}1, CA Access Control ©] W& 3} 713 &
= CA Access Control U5 4;;&1]/\01] o) 8t S} B o A

o B RE A 97 R WA T 3F) A

CA Access Control ©] W5 3} 1 2] & AF&-5)o] B S 3}+= v d & t)g
A2 AgS ZEEU T
m  CA Access Control W5~ ZZ 2 A 2~ &= do] Ejw] o] 2o o] 3+ L& A~

AL 2145k

m  NT AUTHORITY\System A}-8-2}= H] o] B Hf| o] 2~of] T 3l ¢} 7] N A~
FilCia=ASa R =
n BE OE I ol g u o] 2o gk AA 2 A gho] gl T
%h_ r12.5SP3 o A B E t}& HZ Aol T3k 7] H A A~ P 3ho]
BEAFUTE o] d He 2ol BE HE I 7|24 o=
1 o] g Hlo] 2 gt of) th ] ¢ 7] HA A Ak JAFH T
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) BE

CA Access Control <>

G2 (3 ok 4

S U3 7Y 9 F S ARESke] o Y S
E F A el HAAEY 5 7)o Y YA =
3-%)0] U o] 215 YT} CA Access Control < T
A ~Eg 7)o A AEY S

= 23 gyt

B E g,

A4 she

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl

b 5 bl

A= -

o d

]
T4

o% Qo Hu dA~Ee G2l gt
1999 o] 914 = AT 5 e,

o)
=

“

AR 2ED o9l 7] B FE

71 3 91X

seosdrv.sys

%SystemRoot%\system32\drivers\seosdrv.sys

cainstrm.sys

%SystemRoot%\system32\drivers\cainstrm.sys

drveng.sys

%SystemRoot%\system32\drivers\drveng.sys

pwdchange.dll

%SystemRoot%\system32\pwdchange.dll

SUSRAUTH.dII

%SystemRoot%\system32\SUSRAUTH.dII

eACSubAuth.dll

%SystemRoot%\system32\eACSubAuth.dll

eACPasswordFltr.dll

%SystemRoot%\system32\eACPasswordFltr.dll

UT:

dlo] e w o] 2
]

SeOSD\dbdir

AClnstallDir\Data\seosdb

sl
2E =W g2 lang\help_path ACInstallDir\Data\help
EE nlojy g - AClInstallDir\bin
seosd.trace SeOSD\trace_file ACInstallDir\log
seos.audit logmgr\audit_log ACInstallDir\log
seos.audit.bak logmgr\audit_back AClinstallDir\log
seos.error logmgr\error_log AClinstallDir\log
seos.error.bak logmgr\error_back AClinstallDir\log
seos.msg message\filename AClnstallDir\Data
stop.ini STOP\STOPIniFileName AClnstallDir\Data
stopsignature.dat  STOP\STOPSignatureFileName ACInstallDir\Data
response.ini SeOSD\ResponseFile AClnstallDir\Data




Ui v B

vl AAZE 39 7] 2 FE 7]E 9d X
audit.cfg logmgr\AuditFiltersFile ACInstallDir\Data
B3 7 A S A G B R AE AR L.

NE R 75
CA Access Control = F1718F 3} -S H 5 517] 93] A 5 7] &
Yt 712 9 22 selang ol A Kol 2FAlE 4 dF U T
T}2 3+ CA Access Control ©] 7] 3} 3]
9} 3} o] sk o] tf gk M|~ A 58
32l A PMDBDIr = 78 2 B d o] B ¥l o] 2~(PMDB) 7} 2L+ Tl EE| 2] o] a1,
pmd_name & Z} A2 2 dlo] o] St} 7| E A O & pMDBDIr

ACInstallDir\Data | 215U th. PMDBDIr 2] ¢ %] += U8 gl A 2~ E g st&-9
Aol H o] JlFH T

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Pmd\ Pmd directory

v 7)1 8 N2 &d H=A
AClInstallDir\data\crypto\crypto.dat NS sechkey
AClInstallDir\data\crypto\def_root.pem* NS sechkey
ACInstallDir\data\crypto\sub.key e sechkey
ACInstallDir\data\crypto\sub.pem e sechkey
AClinstallDir\log\policyfetcher.log 217] +policyfetcher
PMDBDir\pmd_name Read, Chdir -
PMDBDir\pmd_name\* Read, Execute -
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A 5 A

A 3o B

ANA = A

ol e kg YRS T m dgith

A 2= 215 (A )4 77)

NA 2 A5 A - o (o] A] 78)

NA| 2 Ao F = (] 0] A 79)

2 A2 A2 AFES Sl sl W (H o] A 80)
Mg Y g oA 2 A 7S g (3 0] 4] 82)
Hot 45, W 9 #lo] & (0] #] 83)

AREARE TS T s o] el B E 7] w el 57 W o2 2 a2
Al 25k A S 7H Y T

n AREATFE A ACL A o ahe A= IS U
n ARSAE Al ARE 7R e A Ay o

n AREATE A AGE V] Z2 g AdEta glFyth dE
4&Wﬂwmmmmﬂﬂ*42i1%%1%&ﬂ4ﬂmoaﬂ*4
WE S Adets Agks 7hd Y

Fa: 2o = A2 Agel o3 A4 R U8 selang FE PPLATE
=)=z
= -




ou,kﬂ > A3 A 3§ - oﬂ

R

MA| 2= A AHA - 4
o: W7 AFEA Al ¢ 7] A= FFAF

Uh5 selang 8 % 2 BI 7] 2 tty30 ] ACL o] W AF&-7t internal_user &
F7kstel B0 ol tha 317 A2 AL AE T,

authorize TERMINAL tty30 access(READ) uid(internal user)

of: AE) Ze}o] = AR el Al ¢7] HA X AF AE

S selang 8 %S B 1| 4 tty30 9 ACL o] AE] ZE}o] = AL8-2} Terry =

F7kato] Ejml el i@ ¢}7] oAl P AT F o
authorize TERMINAL tty30 access(READ) xuid(Terry)
ol: AE Lfo] = ALgALe] A2 AGE Foa2 WA

T}S selang W 8 2 Terry 2] 1] 4 tty30 AA| 2=~ A Q302
A A ].Ui'rerry o] A AE AR}

authorize TERMINAL tty30 access(NONE) xuid(Terry)
of: 2] Aol A B Zepo]= ARGAFS] AA A AFEAA
5 selang ™ &2 BV tty30 2] ACL | A Terry & A AT}
authorize- TERMINAL tty30 xuid(Terry) access-
ol Al Terry = Blu| Goll th & 7] & NA| 2= AZS 7HH Y U
o: A B Z2}o] = AL-G-A} Al 34 #E| AL A= A7 A|F

+ selang W8 72 B Zefo] = AL-G- 2} Terry & AF8-AF&} 94l & 7]
AgHS 7131 5h9] A A2 A Ao

authorize ADMIN USER xuid(Terry)
authorize ADMIN FILE xuid(Terry)

off
_|_4

e
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2] s A 22 A FS A2 Ao] FFol] XA
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2 22s oA 22 [ IS Hol W M Ao} Rl uhe oA 2 7L
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EN
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A& Ao 55

CACL(ZZ - A 2~ A| o] gg)_g ACL 9 q]sL RANR S R R R R A
g a0l A 2ste] A & o 2] A2~ ACL B NACL O] AFE-AFO] el A 2~
TS o) 51A] &S 7 - CA Access Control Ol A= 2745 A Al 2~ A o]
555 A Yo

R R

AR A BFe ARH LRI A5 g 54 Wy ow
oA 25 2] ol Tl @ Al 1 EHS 2 A g o,

ﬂll

CA Access Control o Al = T} &7} & 27 5 A A Alo] BE2S
&8yt

. TR A2 A o] HE(PACL)

m TCP Z| 2 WA A Ao 2=

m  CALENDAR Z &l 2= A2 Ao 5

ZAF AA 2 A o] B35 o A - 7 o] 5t H selang authorize
WE Y via g A AHEE F AFHH




gl A2

defaccess - 7| - A | A J =

che a2 Ao B3 o] 2R A 2 Al0] Be) 7t FEmE ]
NA| 2~ A ghS ok T Apof Fro k2 oA 2 {2 $H

AT P 2 AN A 2 A 0] B2 0] FRL A3 P AT =
210 AT PACL ¢] 29 270.& AR A A2 AFHS 27 919
Aol stz T2 a3 o] F Yt

of|: PACL A&

oAl ] 3= 2} o] = A}-8-2} sysadm1 ©] & 12 secured_su 2 8-S =3 A vk
T3 AFE2L7F E] A 3F 2 W Th selang T S AFE-slo] S g el 2 E-
oA 2~ 2 & A A gk,

authorize SURROGATE user.root xuid(sysadml) via(pgm(secured su))

a2 g A= 7]E BA| 2~ H =2l defaccess 7} ESHE 4= Q5L T}
defaccess B = gk 2] 42 R A2 A|o] F-Fo] 285 %] oh= A Aol Al

885 oAl A A e,

11 3} CA Access Control ol A= A 3} =
e} sfuf o] Ao HALE Al A A
M 22 AIH( A A 2~ AF = 5] -8)7)

7hE AAVEHA g At
Wk o

7} 2] 2= 2=l W3l CA Access
oA - o 515 5 AR o,

ol gt HALE A 3
Control | A+ 7]

1.
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2. o 4] 227} 1 8-
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P A AT Belsh

6. ©]A 2 PACL

7. @ A2 defaccess =

np 212k HAL 5 7] 9] 54 = acepacl Aol 9] 3l 27 YT} selang 8 ¥
setoptions setpacl-5 AF8-5}o] 2] A2 PACL AFE2 H| &4

Shube] oA 2= Alo] B2 of = ALg Aol A G2 1A= F2o] o] 7)
230 5 A5 o S Bol AL AE B AIA :
g AT &3 7 15 T ol o] $BL £

| 2
B Sl gt 7} fEol A RS S
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of: gt ol N3t A AHE AT

T8 Fol A= userl o] &= A2A7F 2] A2 filel & &} o] a1 skt o

e ey

T}S 3ol A CA Access Control = PACL = AF-83}+= accpacl 341 2] 7] &
AFE = dFHTh

userl ol 3+  userl o] 3t userl o] 3} defaccess & ZA3} A&

NACL 9] 32  AcLY 3E pacLO 3E & as
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| $l5S or o
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CA Access Control ol A] &+l &}+= "E‘
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OL T AFYH R = AR
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EO Fﬂ

A E IF AA 2 AR AE S

A2 ARG A A AT S8 Dol YA A 0 oA
AT 5 5Tk A4l ek olel g Agte] FHY S Slirui)

1LHEM£AA:L 5 7N(Group 1 & Gmwag%u%mg Z=3=
MA| 22 Agho] F A3 2l EFE A TS AE ol FYTh
o ool A= 4% T3 7k (F]o] %] 83) A o] A kAL

7y eh7 1 A A).

AR} g Group1 o] I3 Group2 o iRk A} AA X
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AR A () () AR A A
N Al 58 (2 7) (2 7) N Al >~ 58
(/57 &%) AR (F4HHFE) A= FHER
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ACCGRR(T7% ¥ 245 4 3/ 32 CA Access Control ©] 2] A2~ ACL =
ALk ol 932 W 3 Ytk ACCGRR ©] 27 3} 5] ¥ CA Access
Control = AF&-27} &8k BE TR A Fof gl Aghe] AcL & Sl th
ACCGRR ©| H] 24 3} 5] CA Access Control <= ACL ol A ] & 7}5 3l &0
%k none o] 3= o] Ql=A] A F Yt} 4k none o] Z3HE o] 9l oA
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