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[Common Event Grammar Reference| ZZM L T 72 &0,

ORTARTEDEH

ORI B L CaRry ZOFMERRE LS, a3 7 AR ETEE
T, TORE Y7 T, A MUEEBIMET 72012, a7 Z1EK
U= RO [ax 7 ZFRE] =T TIT I LEN D HEENT OV T
LET,

U

FE ARV NURENDAZ A X TEDLEDMOA T > 5 UERIEIZ DN
TlX. [CA User Activity Reporting Module Administration Guide|] 3 X [ 7
T ANNT) FREL TS,

TIBCO H—/\
Avt—Y Fa2— (TIBCO YV —) OARABMELIZIPT KL AER
DX THRELET,

Protocol://server IP or name:Port number
A vt — % 2 —|X CA Access Control = X —7"F 4 REH (T4
A }\_‘/I/éﬂij—o

s UTOEZERLET,
ssl://ACentmserver:7243

AN— MEF L ONAIE 71T CA Access Control = % — 5 A REH N
EHT 257 74/ F AR— K TJ, CAAccess Control = X —7 5 4 X
BE A VA M=V LI RICHIDEZRE LT E, £OR— b L
BEHEOEEHEHLET,
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CA Access Control [Z3f9 % CA User Activity Reporting Module Dtk 7w A%k

TIBCO 1 —+

Avt—U Fa—DOFFEHO—FAEZFIELE T, CAAccess
Control TiX. [reportserver] L WHLHIDT 7 /v b 22—V & EFH
LET,

TIBCO /AR —K

Ao— Fa—0GFHDONNAT— REFEELEI, CAAccess
Control =T % —7 5 4 XEFL DA A b—)LERIZ, [EE/ AT —
K] AT Ry IV ATERLIEZRXAT—RKE2ATTLET,

AR AT 4

AR N V=20 T4 ERELET,

7 7 4V R ® [CA Access Control| ZfEf L £,
R—1)2 T kR

R yE—T % — PEARAIC R 5 72 0 EI ST, A~ R
ER—Y LI FHECTI— Ve F ST B RS E L E T

SourceName
A= Fa—0OHFERELET,
T 7/ kD Tqueue_audit] ZfEH L £7,
TIBCO 21—

ny o HickdaAve—Y (AU F) OFARYTTTHD A v
=Y X2 —DARIERELET,
F 7 v b ® Tqueue/audit] ZfEH L £7,

aLyar ALYEDH
Avt—V Fa—DAvE—VEFEANDTOICE T £ RARK
THALY ROBAERELET,
COWEERETLIHE A vE—Y X2 —NDOA X2 FOKEB LU CA
User Activity Reporting Module =— = > k 3/ A7 LD CPU % & JE T
LN G Y £,
HIR : H/MEIZ1 T, B BB RAERTED AL Yy ROKRKHK
1% 20 T,
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BEIZLEDBLIR—F I -z bADEE

HEIZLKBALIR—F I - MADEE

CA User Activity Reporting Module 5 D545, LAR— F =—Y = > Mk
ol 7y ANVIPLZY RiRA v NEEA vE— U2 EHINICIE L,
ZTDANRY N EREFHAAS =N EDOERX 22—V —T 4 7 LE
T LR—F =V NOREET a—=7F0E, RXT7p—~v
AuBESEDLZENTEET,

EF: UAR— b =— = MX CAAccess Control = ¥ —7 5 4 X LR—
FH—ERAO—ETHY, = RKHKA > h LAR—FDOHBTT — & X—
AAFyTvay PORELHY LES, O ot AL, CAUser
Activity Reporting Module ~DEE A X2 s b—TF 4 T DT=HOIZ LAR—
=Y NITOT I a DB ERLET,

EERINEZ AN L-84 (audit_enabled fXE% 1 IZFRE) . LAR— b
T—Vxr NTIEUTFEEITLET,

m T RRA U MNEET AN EGHR SO TAEIIZAIy 5L
LT HLWERAL a— RENELET,

LiR— b =—Y = > M. audit_read_chunk R EICEFRINT-EAL
a— RO A FHAEY | audit_sleep iR EICERE SN MITZ T L C
No, BEE7 7 A VERESGARD 3, LAR—F=—Yx M,
TIT 4T RERE BT _XTORN I T v TEEET 7 A VND
MAWMOBN TR L a— REHARY £7, 2L T, BEET7 4 1¥
T AMIERELTZER T V4 (audit_filter LR E) Z@iad 5
La—REAEVIZaIy FLET,

n AEVIIHIERL a2— KD /)L—7 % audit_queue iR EICTEFR I
TlA =N Ayt —Y Fa—ICEFLET,
WONTNDLOGEITHELYTLHE, LAR— b =—V =y MIEEL
a— REEEFELET,

- AFEV DL a— RO audit_send_chunk #E i E TEFR I 172
BlZET 5,

- RBOEERL I — RPFE I N T LR LR 23,
audit_timeout 3% & CTEF SAVZHMRIZEFE LV,
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REIZKBLR—

fI—DI bADEE

Pl: BEEINEEIN—TA42TICEATBLER—F = DT I4IVRERE

ZOFNE. VIR— P =2 FOT T 4L MERERENED L 9 I
EIINTWVAEDN, TORENED LD REBREICET 50, BLOEFORE
WINT =< A EDI D ITEET LN ERLET,

SR 7REREE T, BH7 0 OA X M (EPS) 30 ZHEELTCWET, L
2R oT, LiR—h ==Y = MIEREIET 5 30 DA X b & fial
DET, TOMDOEITHOT 7Y r—a kT 58 (CPUMAB X
RarTHXFARN AL vF) ZWOLTDOIC, UFTOXLIICLEAR— | =—
Vx hDOARY FEHAIY 2102212300 & LTWET,

audit sleep=10
audit read chunk=300

LAR— b 2=V bR —SHD A v E—IRIED T2 DI CA
Access Control MEH T 5 A v t—3 NZAE, BOWERT/HhS 7237 > B
PS5 L0D L RVHEBTEEINDIRE Ty 2T 5D\
WL TWET, ROEEREIX, LAR—bh =Y bBET LER
La— ROENRERINTBIZET L, oDl a— Rz LAR—
=V MPEAY—NICEET DL DI H*L’Cb\iﬂ" 1 FPfH] 30
ARV T EHE, LR—b o=V MRBEE 1S (60F) RIET
AL a—REEETH LT DICE,. LAR—bh ==V FERD
LOCHETIHIVLERDD £,

audit send chunk=1800

7272 L., w72 EORFEHE T 1M 30 RiDA X MIgb &, 155
mm%ﬁ®4N/b 70 EF, LAR— bi~9:/bﬁA%%E%m

AL a— RERAMAY— NCEET H720121%, B L a— NEERR
%&@kkwﬁks WCRELET,

audit timeout=300
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BEIZLEDBLIR—F I -z bADEE

CA User Activity Reporting Module DN D AN D T4 ILRY) 5

T ANE T 7 ANEEH LT, CAAccess Control 731 7 7 7 A JLIND T
TOEAR L 21— R % CA User Activity Reporting Module (21529 5 D &5 <
ZEMWMTEET, T4 NHF 77 AUE, CAUser Activity Reporting Module
W E SN WERE L a— REEELET,

L ZIOT AN T AMIE ST, REINIEA ANV MECA
Access Control 23EcAR—/NMZiE(E L7722V K 912 LET A, CA Access
Control DNEER A X hEu—h)L 77 A NWIEX AL Z L 2O T
TV EHA, B—INOEERET 7 A NVINDEAA N N ERAT DI
X, logmgr &7 ¥ 3 > ® AuditFiltersFile R EICEF N TWNWDL 7 7 A /LT
TANE N—NVEEBLET (5744 b TiX audit.cgf)

CA User Activity Reporting Module 2> DA X N& T 4 VX T 5H21F, =
YREA N EOBEET AN Ty ANV ERELET, L7 4%
N—NEBEDOT KA Y MIEAT 28568, BEZ7 4 vZ V7R
UVy—%ER L, ZORY o—%xBDxy KA v h~EID Y THZ L
REND L ET,

S FEICOWTIE, TV 77 LA BHA R #BR LTSN,
Bl BEEIAINLERYS—

BT 4 V2 R S —OFZ2LL ISR LUET,

env config
er config auditrouteflt.cfg line+("FILE;*;*;R;P")

ZOFIIL, ROAT % auditrouteflt.cfg 7 7 A /W EZ AL T T,
FILE;*;*;R;P

ZOITIE, T AN ) = AANDFLY T I ADTZDIZT 7 YR
ITol-Fan-fireidk LA L a— K270V Z LET, CA
Access Control [ZZ DA L o — RE2EMG — NI EELEH AL
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BEIZEDBLIR—F I -1V bADEE

SSLEERAL-ZEEE

CA Access Control = X —7" 7 4 ZEH A4 VA h— LT HHE, SSL&
ER L CEATY— L LR—F 2=V FORIOBEIEZIRET DD,
HEZRELRVDPEIRTEET, WINOF Y a vy 2ERLEESGE
Th, TUVRRA L MIVR—F 2=V 2V Fa A VA= LTDH L X
ERUAT Y a v ERETOINENHY £7,

e zIE SSLEMHLCLE—F =—Y =0 b EEM— B OEE S
BEALT 284 (F7408) . LR—F =—V = FREMGH— &
BET 2 & ETHHERNAT — R EOFREEE#H A . CA Access Control —
VH—T T A REE DA A N VAR T D LB RS Y £,

Z XU, CA User Activity Reporting Module =—3" = > k@ [Connector
Configuration] ~X—"TC, = K" > b ® CA Access Control L' iR— k ——
VU NERETDHEZIBET H/NATY—RTT,

LAR=F 2=V FEA VA=A THEEIC, RUIEREEET S
VERHD 9, ELWVGEAEE AT — NFREEMETE LR —
TV hOBIN, AT — N EDOER X 2 — |2/ X hEEXAL D
ENTE, FXIAENTA X ML CA User Activity Reporting Module {2

KoTHfGFEanE7,

CA User Activity Reporting Module i & D= DEERY T7A1ILDINVIT VT

ERT—HENET LI, LER— b ==Y MIERERTIZHE -
T CA Access Control B5 51 77 7 7 A V&AL D £9, LAR— K =—
Yoy MILEESINTRFER CRESINHDOEE L a— N2 R o
T T r7ANNEHZRY £, TTIHLEDOLH— A A F—LDY;
By FTIEA VA MRRICEE R T V—T 4 T EHHIZ L TR
%6 . CA Access Control |3V A XK DEER 7 N I T v 7 774D
HERGFLET, BEAEu 7PREINTZRRTA XZET LN, BE
OB T RNy 0T 9T T7AANEEZIN TR I T v F 774
AMPMERSNET, TDD, LER—h ==Yz bR TRTOLa—
REFRAMADRN, Ny I T v 7 T AND EEZINDAEERH D
ESe
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CA User Activity Reporting Module & F D BE#F D Windows T RRA VD ERTE

CA Access Control NEEE T 7 77 A VD E A DAZ L TRE R 7T v
TERGFTHEIICHRETHZ &M BEIOLET, Z57T5L, £
FENDIREEE T T 77 A NVOFRE S NI KREIZET HFE T, CA
Access Control (I 7 7 v 7 DR 7 77 AV E EEXLEHA, Z
WX, = RRA Y F E~DA VA =B BEEn 7 Vv—TF 4 7 W
THEEZ AN LTS EDT 74V NRETT,

Bl: BEEOY NI TYTDORE

ZORNE, HELEOMERGEEE D & D L 5 1T CA User Activity Reporting Module
MAICEEBETLI0ERLET, =V RRA Y b E~DA A M—IUREZ,
Wln 7 Vv—T 4 7 BT REREE AT H L CA Access Control |
logmgr £ 7 ¥ a LV OLUTF OREREZITWVET,

BackUp Date=yes
audit max files=50

Z DA CA Access Control TS0 7 7 7 A VDE N 7T v ar’—
WZH A DAE T AT RS0 DNy 7T v T 77 A NVERIELET,
ko T, VA= 2=V 2 PR TRTCOER L a— &2 7 7 A
NS EAI-ST20 LIS TR I T v 77 A VB TBEITRE
THEDICFHTIL—LEDTH5ZEMTHRT AR ET,

FE: audit_max_files & 0 [ZFXET 5 &, CA Access Control [T/3w 7 7 > 7
T ANVEHIRETICER LT ET, Ny 7T v 7 T A NNEINRT
0y —U X Il Ko TEEHT 585A . CAAccess Control 37 7 4 /L h T/3w
IT T T ANERETDHLICTERLTLIEIN,

CA User Activity Reporting Module & F D BEFE D Windows T
VRRAUEDEERTE

CA Access Control T ¥ —7" 5 4 ZEH DA A h— /LB I UOEEDE
Tk, EET— 2R — NCEET AL I FARA U FNERET
HIENTEET, TNZEITHITEL, VAR—bh—Y= FEARICL
TERELET,

3¥: CA Access Control & A A h—/L 35 L BT — X DOIUER L OWE
FEOLDIZTZ Ly RARA LV NERET DI ENAREICRY £9, ZOFIA
. A VA R—=ABRC DA T g VERE LR T-5HEIC, BET—
HEEDTDIFOT Y RARA » MeRET D HETT,
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CA User Activity Reporting Module & F D BE#F M Windows T RRA VD ERTE

CA User Activity Reporting Module & FICEE7E D Windows TV RRA R &
BEITDAE

1. [RAZ—DF]-[zvbe— 3] - [Far T L 0:E0MEHIER]
PERLET,

[(Ta 77 LOBEMERIER] AT a7 Ry 7 ARKRRINET,
2. 70T 5 U AREAZ 11—/ LT CAAccess Control 234K L £7°,
3. [£E®] 27Uy 7 LET,
CA Access Control DA > A h—/L o7 4 H— RRELRINET,

LiIR— b o=V MEREB LI OERL—T 7 S THRENERD
\Z72 % X 912 CA Access Control f ' A N —/VEEEFT BT 1 F— KD
a7 MW ET,

Flo. BB T A NDEA DA T EN Y T TR
HEICHELTWAZ L ZFHERL TSN,

F VAR =V FBRUOEALV—T 1 TR LI, X
7 F—~ 2 ABE D CA Access Control # G EA AT T 9, Z DHEAE
EITHORMZ, LAR—h ==V FREE A b Z2IE L TR —
NNV —T 4 T T HHECOVTEMEL TEIMERH Y F 9 (P. 21),

LiR—h ==V OB EDFMIC YW, TV 772X 0
7 R R LTLTEEN,
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CA User Activity Reporting Module #t & FADBXFE D UNIX TURRA U b DERTE

CA User Activity Reporting Module i & FEDBEEFED UNIX TR
RAEDEEZRTE

CA Access Control = Z —7F 4 XEH DA A F— /LB L O EDE
TR EAET 2R NCEET D LI RS  FERET
HIENTEEST, TNETOICEL, VAR—bF—Y= FEAERICL
THERELET,

5¥: CA Access Control &1 > A h—/L 35 & BT — X DOIUEER L OWE
[EODIZTy RARA Y NERETHZ ENFREIZRVEST, ZOFIA
1. A VA=A ZDOF T g VERE LR T-EIC, BETF—
ZEEDOTDIEFEDOT Y RRA v N aRET S H51ETT,

UTOFIBIZHREWNET .
1. ACSharedDir/\bin/report_agent.sh 2 51T L £7°,

report_agent config -server hostname [-proto {ssl|tcp}] [-port port number
[-rqueue queue name] -audit -bak
REFTvareEMTDE. 774NV FREMEMSNET,

5E: report_agent.sh 227 U 7 R OFEEMICOWTIL, V77022 2
7 R EZRLTLEE0,

2. F—H_X—ARNIT +reportagent = —H ZVER L £ T,

Z Oa—H %, ADMIN JEM:F L UVAUDITOR B, 72 & ONZ 1 — 7 )L
KD ZEZALT V2 AL T HMENDHY £7, £7-. epassword
ZLUR—h o=V MEERE S — (B — DA A h—/ LI
IZER) ICRETHHENDL Y 77,

3. LF—Fx—V k7t 2HIZ SPECIALPGM Z1ERL L E 9,
SPECIALPGM (X, root =— % +reportagent = —¥ |2~ v 7 L F 7,

E VAPV U FBIXOEEL—T 4 BRI LR, X

7 g —~ 2 A D CA Access Control fE iR E XA TE £, ZDOEME
EATORNC, LAR—b ==V DPBEEA N R ANE L (A —

NNV —=T 4 T T 5 HECOVTHMBL CTBLMNERH Y 4 (P. 21),
LR— ==V OB EDEMCHOWTIE, V772X 2
7 R EBZRLTIEIN,
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CA Access Control AR RD YT B LUV LR—F

{5l : selang Z{&E AL 1= CA User Activity Reporting Module #i & D 71=8& D UNIX
IVRRAVEDETE

WD selang 2~ NiX, LARA— b ==V MEAMNMI L TRELES
B, FOLHCHERLFAE - ==V b 2 —FEERL, LER—
==Yz b TaRADORRREX 2 T A HERETEET A0 ERL
i‘é‘o

eu +reportagent admin auditor logical epassword(Report Agent) nonative
auth terminal (terminall@l) uid( +reportagent) access(w)
er specialpgm (/opt/CA/AcessControl/bin/ReportAgent) Seosuid(+reportagent) ¥

Nativeuid(root) pgmtype(none)

CA Access Control AR DO TYE IV LAR—F

CA Access Control D7 =V | LR—h, BLOT 7 2 a3 U 8E1L, CAUser
Activity Reporting Module f > % —=7 =— A @ [Server Resource Protection]
HTIZEEDHNTWVET,

F: FEARICDUWTIL, http://ca.com/ip/support (23 % CA User Activity
Reporting Module Bl X—C 2SI L T E S0,
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CA Access Control T CA User Activity Reporting Module LTR—h &2 B %23 5 5%

CA Access Control T CA User Activity Reporting Module L71R— k%
BT HAEE

CA Access Control = % — 75 A X T CA User Activity Reporting
Module L' /R— h ZF /R TE 5 X 9129 5HIT1E. CA User Activity Reporting
Module L 7R— ~ ZA%ZhZ L. CA User Activity Reporting Module FIFIA#E % —
7 AR— K L CEML, CAAccess Control =2 % —7"F A XEEL )2 CA
User Activity Reporting Module ~DHft 2 iRk ET D LB N H Y £,

1. EEZRRTEIT LY . CA User Activity Reporting Module L' iR — k ZH 5
LET,

2. CA User Activity Reporting Module @ trusted GiFFHE 4 = 7 AKR— K L C,

F—A MTIEML E3, (P.29)
3. [set the CALM variable for your book] ~D#fki 2 g% & L £3 (P.31),
4, (AFvay) BEEaL I ZEFRELET (P.33),

PUPM BS54 1 X | % CA User Activity Reporting Module (Z15{59 555
Bt BEEa L 7 X ERELET,

[set the CALM variable for your book] @ trusted SEBHZE D F—ALT7~DEM

[set the CALM variable for your book] L' A" — k., + 7 A7 v RIFBAEZH
HALUCGRRESNE T, FEHEIEX. LAR— MIERINLTWDIEHR T
A7 K [set the CALM variable for your book] Y —AD LD TH D Z & &iiE
BHLE9, KT AT v K [setthe CALM variable for your book] ~— A&7 —
2 OIEFEMEEFE L E T,

CA Access Control = % — 77 A4 X% B T [set the CALM variable for your
book] ZZ/RT HIZ1%, FTREAEELZ =7 AR — ML, KIZENEZF—R
FTIZIEML £,

[set the CALM variable for your book] @ trusted EEBAZE D F—RAT7 ~DIEM
Ak

1. Web 77 7 T [set the CALM variable for your book] —/3¢ URL %
lhttps://host:port )] /EZXCTATL L F T,

X2 VT DEEE LT a s Ry 7 ANRFEET,
2. [GEHZEOERR] 227V v 7 LET,
[GEAE] XA Tl Ry 7 ANERENET,
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3. [F] - [ A N~pav—] 2210y LET,
[FEHEFEDOT 7 ZR— 1] U4 PF— FRRRINET,
4. LNTOHRICHEST, U4 —F&ETLET,
n 77 ANMVERDT I AR — b -Base-64 = 1— K X.509 (.CER) %

=R L ET,
m TIAR—DTEBT77AN -7 AR—FENZAEHET 7 AL
DSER/NALHEHR LET,
7= & 21%. [C¥certificates¥computer.base6d.cer] D X HIZFEEL
£7,
T AR— IPNIEFIZGET L2 EZ2BHMT DA v E—UNERIN
\i‘é’—o

5. AEMAEEF—A FTICA VR FLET, MTFICHERLET

C:¥jdk1.5.0¥%]jre¥lib¥security>c:¥jdkl.5.0¥bin¥keytool.exe -import -file
computer.base64.cer -keystore
C:¥jboss-4.2.3.GA¥server¥default¥deploy¥IdentityMinder.ear¥custom¥ppm¥trustst
ore¥ssl.keystore
6. ¥—ALTDONRRT—KREANLET, T 74/ FDAT— R,
lsecret] T,

7. UIW] 227V v 27 LT, GEAEZEHELET,
AEAERF—A FTITEMS N ET,
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CA Access Control T CA User Activity Reporting Module LTR—hEEB T 55 %

CA User Activity Reporting Module ~ D IEHED & TE

CA Access Control =2 % — 77 A X4 X CA Access Control O BHH [ %
FLE L2 LR — N 2 F "9 57291 CA User Activity Reporting Module & i
FLET., ZNHDOLAR— MERRT HITIX, CA User Activity Reporting
Module ~DHEfE Z iR ET D MENH VD £77,

CA User Activity Reporting Module ~MDEHE D KX E FH %

1.

CA Access Control =2 % —7" 7 A4 XEM ¢, L TOFIEEZFIATLET,
a. [YATA] 27 Vv 7 LET,

b. [BEEE] »7 275220y LET,

c. EMDOIA7 A=2—"T, UARM Y U —ZEH L X7,

[ CA User Activity Reporting Module #5t D& BE] & A 7 73MfE H pIRE 72 &
A7 YANMIRRINET,

[ CA User Activity Reporting Module ¥t DB #27 U v 7 LET,

[ CA User Activity Reporting Module #ft D& ¥ : PrimaryCALMServer]
HRAY R—=VUINERINET,

FATOT Ry ZADUTDT 4 =V RICADLET, WFD7 1 —
VR, BN LT,

e
CA User Activity Reporting Module £t D44 Bl & 7551 L & 97,
i8R
(ATvary) ZOEGICEHTOHHEZERL £,
A+

CA Access Control = ¥ —7" 5 A XEH OEIERS & 725 CA User
Activity Reporting Module D44 Hii % €% L £ 7,

%l : hostl.comp.com
R—+ES

CA User Activity Reporting Module 78 A2 R 2NEEICEH T 52K — &
ERLET,

F7 4V B : 5250
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R

RIIBER KA SSLELRRE

CA User Activity Reporting Module ~D#2fi I FRGIE R 3 84 L 7= SSL
AEAEAEAT I N E I DEREELET,

SIERZE S
FERAEOARIZER L ET,
INATJ—RK

FEAEO 2T — REEHR LT,
(7 Iv ] 2270y 7 LET,
CA Access Control > % — 7" F A X4 /3 CA User Activity Reporting
Module D¥Eftax € & Rfr L £,

CA User Activity Reporting Module SEBAEF R D 1S

PLF DB TliE, CA Access Control T2 ¥ — 75 A R4 HL N C CA User
Activity Reporting Module #f5ti% & 2 1ERFS L OVE BT S BRIC ML ZE 7R CA
User Activity Reporting Module REREFHOEE HiEEZ R L TWET,

1.

LI F DA T, Web 7 7 %I CA User Activity Reporting Module @ URL
EATTLET,

https://host:port/spin/calmapi/products.csp
#1 : https://localhost:5250/spin/calmapi/products.csp

Ahipa—H4 L XA T — R%& AJJ LT, CAUser Activity Reporting
Module IZa 7 A > LET,

CA User Activity Reporting Module {ZFIEBH 2 % &k 5 72 O DB Gk A~
Ta s m@ERLET,

Hr LWL, O SR 2 Fos SHVE T
AEAEA ENAT = REAN L, Bz BIRL £,

AEIHE OB IEF BT LI S 2@ 5 A v E—UNERSh
£
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EREIALIZDERTE

CA Access Control = % — 7" Z A4 XEH [T, PUPM S A X N EDES
BANRY FENEL HRT —ZRX—=2 ML E T, BEdA 2 M4 CA
User Activity Reporting Module (Z25{9°% X 9 12, CA Access Control =
B =TT REH BRETEET,
EEIALIVADERESE
1. CAAccess Control = ¥ —7"J 4 XEH ¢, L TFOFIEEZFITLET,
a. [YATA] 27 Vv I LET,
b. [HEE#] Y7 % 7%27 0 v 7 LET,
c. EMDOFAT A==2—T, UARM > U —ZEHLET,

(Bt oL 7 ZOER] # A7 DMERRE/R X A7 U A MIFER
INFET,

2. [BE&=av I 2OER] 270 v 7 LET,
(B L7 ZOERL : B o L7 ZBREm] NERSNET,
3. (AFvayv) BFEOERaL 7 ZOat’—%TFTO X I)ICERL £

7

a. [UARMEEZXATOA TV 7 FOa ™ —OER] 28R L E
‘?«O

b. MBEEMEZRINL, 74V XEE AL, [BE] 27V L
i j—o

T A NVE N —ET D UARM B EE D) A SN EREINE T,

c. FHEEaLIZZOR—RLLTEHATLIAT V=7 FaEIRL
£

4. [oK] #7 VU v 7 LET,

(EEtka L7 ZOERR] # A7 R—UNEREINET, EfEaL s ¥
EGEOL T 27 "BAERR LTSS, XA T el Ry 7 AD
74—V RIZiE, BEFEA T V=7 FOEMNRT TIZ AN ENTWET,
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5.

EATaT Ry 7 ADLUTDT 4 —/V RIZAHWLET, LTFD7 1 —
v R, AN LETT,
CadnEMIE
AL ZERNTToME I aiEELET,
Z2:0l
EhAaL 7 204 ERLET,
F 21— JNDI

CA Access Control = ¥ —7" 5 4 XEH NER A X h X vt—
CHEEETHIA T a2 —DLARIEERLET,

Bl : queue/audit

R)—=7
T N—=2 7 OMFEE SR TERLET,
FI7FVE 1

BALLT Ik
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Steve | Internet Information Services & ) /3— X a3 H— L L
THRTELE L,
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JN—R TOFL H—/ELTD Web Y—/\DEE

{5l : Apache Web Server .2.2.6 % Red Hat Enterprise Linux 5.0 £ TY/N\—X FOFx

H—/\¢LT

=JLr==m

G JE

ZOPIT, VAT LEETHD Steve lE, =X —T T A REHH—N
% Red Hat Enterprise Linux 5.0 EiZ1A > A h—/L LE L7z, 2 Z T, Steve IL
Apache Web Server2.2.6 2 J /X—Z %o H— L LTA VA h—/L

Lt

TOMENRDHY £,

1. Steve % Apache Web Server2.2.6 £ 7y EVa— /L&A A h—
NVLURRET D12, LT OBRIEZITWET,

a.

TRXEVa—NVEA AN AT HEOIZ, LFDO L SIS
' H—7 = — A L7- Apache Web Server 2.2.6 5% € L £,

tar -zxvf httpd 2.2.6.tar.gz

./configure --prefix=/usr/local/apache --enable-proxy --enable-proxy-http
make

make install

Apache Web Server2.2.6 7' 0%y EV a—/L LA R h—
ENET,

2. Steve (FUN—R T X ERETH-DIZ, L FOBIEEZITWET,

d.

e.

Apache Web Server ® conf 7 4 L7 R VIZBEI L £7°,
httpd.conf 7 7 A /L 2BV T, #RE L £,

T Y D LoadModule Y A & RHIFT, LLFOEY v a v iig
mLES,

# Used for proxy to the Enterprise Management Server

ProxyPass /iam http://196.168.1.1:8080/iam

ProxyPass /castylesr5.1.1 http://192.168.1.1:8080/castylesr5.1.1
ProxyPassReverse /iam http://192.168.1.1:8080/iam

T ANERELTHEET,
Apache Web Server % FRiLE) L £ 7,

Steve |X, U N—R FuF v H— L L TEMNET D L 51T Apache Web
Server2.2.6 X E L £ L7z,
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JIN—R TAFD H—/RELTD Web H—/\DELTE

3. Steve |E. Cookie #iFfHE L TWeb 77 UV DIPT NL ALZEEHT S
X 912 RSA Web Agent Z % E L £,

a. RSAWebAgent{ A b—/LF 4 L7 NIZBEILE7,
/usr/local/apache/rsawebagent/

b. RSAWeb Agent X1 —7 4 V7T 4 ZFATLET,

U A R BBFEMH STV RSA H— 28R L £9,

0

d. 2FXHORTEHEEZSHK L E T,
e. Cookie HRFEFFHD T T 7HIP 7 R L ZDEHRNERNI /2> TNDH 2

LR LET,
Steve |, Cookie BiFEf & LT Web 7T UHDIPT L A& 5
X 912 RSAWeb Agent 5% E L E L7,
4. Steve |X. CA Access Control = % —7"7 4 X&H HIZ Single Sign Off
(sS0) #AHZhZT 5 & 912 RSA Web Agent 3% & L £ 77,

a. LinuxWebAgent7 4 A MY EBa—varzl&, UTFTO77 41
EROTET,

rsacookieapi.tar

b. —BfF7T L7 NJIZT77ANEa—L, Z7ALDarT Y
P L £,

¢ UTOZ77ANERDTET,
m  RSACookieAPl.jar
m librsacookieapi.so

d. L FDOEATIZ librsacookieapi.so 7 7 A VA a2 —L %93, Z I T,
JBOSS_HOME % Steve 7% Jboss &z A > A h—/L Loz s LE T,

JBOSS HOME/server/default/deploy/IderntityMinder.ear/library
e. LLFDFFTIZ RSACookieAPlLjar 7 7 A V& a2 B — L £,

JBOSS _HOME/server/default/deploy/IderntityMinder.ear/user_console.war/WEB
-INF/1lib/
Steve L. CA Access Control = % —7"F 4 XEH HIZ SSO Z /N T
% X 912 RSAWeb Agent Z5% € L £ L7z,
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6= EHOD LDAP H—/\NLDEHE

=S

IO vaZiE LTFO Ry 7 REENTVET,

HEZL (P. 59)
LD LDAP H— &R ET D J5ik (P. 60)

ZOETIE, VAT LERIZT =2 X—Z2OEHE Z X5, CA Directory
A U T2 LDAP H— N LodiEd~ 2 J 9 CA Access Control =2 % —

7T A REE HRET D IR OWTHA LT, 50 LDAP Hh—s3 L
WHET D Z LIC kY| EEEIIEEO IDAP = —H 2 R T 2L LD
1o02—F A PTITHAET D ENTEET,
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BHD IDAP Y—N\FHRTET HHE

D IDAP B —N\EREITDHAE

CA Directory X, 07T 4 L7 R U /Xy 7 iR—1~D LDAP — "D E %
FAR—rLET,

CA Directory TliZ, DXlink & W9 —F7 4 UT 4 BN E L, 2t k- T
D LDAP T 4 L 7 R P — T DB Al eI 72 D £,

LUF @ IX]iX, CA Directory % i F L CTHE%LD LDAP H—1Z5%f L T CA Access
Control =2 % —7 5 A4 REB 2R ET D HiEER L TWVET,

CA Directory S EHLEEEOLDAPY —HDT A3 LER Y -NOREFRE

& %
h 4
] GA Directory FoRm—2n . 4=
CADirectory) | 4-/1L® CA N—3E%O | | @ruMers | | CA Directory | E{;E;jfi
. ¥  Directory L - _ [=
AYAb—N RO AL Fl&-;:'?ﬁm N —BORE AT

( 28T «t
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BHD DAP Y—N\EFHRTET HHE

CA Directory Z il L C, #44® LDAP — "FHIZT v 4 —F T REH
P ERET BT, UTOFIEESETLET,

CA Directory & A > A fh—/L L ¥

CA Directory L — X ZHE L £ (P.62)

CA Directory /L — X EFH WA X~ A AL £ (P.65)

DIT{ERR D728, T—H XAy T 4T 4 Z AT LET (P.68)
CA Directory #BitA L £

1
2
3
4.
5
6

. Active Directory Z 21— A 7 L LT ¥ —7 T REHY— %

AV AR—)LLET

BER: 2 =TT XEHY — " A VX P T LB 24
ELET,

AR A N4 -- CA Directory 8 A M4 ZF8E L £,
AN— h&F= - [25389) ZIHELET,

~—Z DN -- BgBEN D9~ T D Active Directory H— 23572 DN
ERELET, BALRWEAZXZO7 4 — NV REZERIZLET,
(Linux) Mizg/L— b - BREEIN D4 =T D Active Directory $—/3C
H@R DN ZFEELE T, WHLARAWGEE X007 4 — /L REZEH
ZLET,

BELT #17 -- Active Directory KA A > D1 OOEBT o
FfEE L £,

7¥: CAAccess Control = X —7 5 4 XEH a7 A 35803, FERHL
TWAEBT T IR AUNTHDL AL VA EVLTHRELTLIEE

A

¥ 6E: HHOD IDAP H—/NELDEH 61



BHD IDAP Y—N\FHRTET HHE

CA Directory L—3 DX TE

CA Directory |%. Active Directory ~D VU VA &, 7 T7A4 T V=T
2 MTEZESNIZY 7 4 v 7 ZZHASUW T, CA Access Control (2 & - Tfi#
H & 415 Active Directory (Z/V—7 4 > 7 L%£79, CADirectory ¥, V7 =
ARDONV—F 4 72 DXlink 2—F 4 VT ¢ ZERA L ET,

ZOFNEETET T HHIZ, 2 DD Active Directory = — A + 7 (7= & 21X
acdirl & acdir2) . 3 X WV dsarouter & U 9 44 Bij? CA Directory & A A h—
MLE LT,
RDOFIRIZHE>TLZELN:
1. CADirectory & — "0, a~w > R 7ur 7 s v RuafExEd,
2. UFoavwy REFETLET,
dxnewdsa -s 1 cadirhost-adrouter 25389
-s1
T—HR—A YA XZIMBEIEELET
cadirhost -adrouter
N—Z DAFTZER LET
25389
N—BDR— b EEELET
3. UFoa~wry Rl Tr—2zfElLET,

dxserver stop cadirhost-adrouter

4. UTFToa<wr FEERALTL—2%2 A A =L LET,

dxserver install cadirhost-adrouter
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BHD DAP Y—N\EFHRTET HHE

PLITFoOT 47 MVICBEILET (DXHOME [ZNV—X %A A h—)b
L= 4 V7 MY DOARITYT) o

DXHOME/ config/knowledge

PUF OFNEIZHE > T cadirhost-router.dxc 7 7 A V&2 L £,
a. 1OHD7 7 A V4% acdirl-dxlink.dxc (CZE 8 L £

b. 2 O2H®D 7 7 A V4 % acdir2-dxlink.dxc [ZZH L £ 7

c. acdirl-dxlink.dxc 7 7 A VZLLTFD X H ICHRE L £9

set dsa "acdirl-dxlink" =

{

<dc "acdirl"><dc "com">

<cn "acdirl-dxlink">

"secret"

<dc "acdirl"><dc "com"><cn "users'><cn

prefix
dsa-name
dsa-password
ldap-dsa-name
"Administrator">
ldap-dsa-password
address
auth-levels
trust-flags
link-flags

"{CADIR}yKW2cVbG"

tcp "acdirl" port 389

clear-password

allow-check-password, no-server-credentials
dsp-ldap, ms-ad

}
Idap-dsa-name

Active Directory |Z/3A > R 5 7=\ H & 53514 (DN)
ZHRELET,

Idap-dsa-password
DN O 5L S NIRRT — REERLET,

E: XA T — ROWF510IZI1E dxpassword 2 —7 ¢ U7 ¢ ZfEH L
%9, ] : dxpassword -P CADIR <password>

address

Active Directory KA A > a2 ha—7D7 RLVAZHRELE
7
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d. acdir2-dxlink.dxc # LA TDO L 5 IZHRE L T

set dsa "aclabcail-dxlink" =

{
prefix = <dc "acdir2"><dc "com">
dsa-name = <cn "acdir2-dxlink">
dsa-password = "secret"
ldap-dsa-name =<dc "acl"><dc "aclab"><cn "users"><cn "Administrator">
ldap-dsa-password = "{CADIR}yKW2cVbG"
address = tcp "acdir2" port 389
auth-levels = clear-password
trust-flags = allow-check-password, no-server-credentials
link-flags = dsp-ldap, ms-ad
I

CA Directory L — X BERE SN F LT,
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BHD DAP Y—N\EFHRTET HHE

CA Directory L—RATEEDHRAZITA X

CA Directory /L —# %% iE L7= 5, CADirectory LV — X EFE N AL <A X
#5%\%753\3@ D i‘g—o

ROFIEIZHED TSN

1. UTOT 4 v 7 NUIZKBEIL 3 (DXHOME 1%, CA Directory % A » A
r—L7=F 427 RUTY)

DXHOME/config/limits
2. UTOFIEZFATLET,

a. default.dxc 7 7 A VDO —%4EkK L., TTDO 7 7 A VDX FI %
dsarouter-adrouter.dxc |[ZZFH L £

b. AWMV EHR T T 727 7 AN BHIRLET

c. dsarouter-adrouter.dxc 7 7 A VEBIEX LT D 7 4 — /L REZZEHT L
EScn

# size limits

set max-users = 255;
set max-local-ops = 100;
set max-op-size = 0;

# time limits

set max-bind-time = none;
set bind-idle-time = 3600;
set max-op-time = 600;

T ANERGELTHLET,
3. UFoOT4Lv27 FNUICBEILET,

DXHOME/config/settings
4. LLTOFNEAZETLET,

a. default.dxc 7 7 A VD —Z{ER L., JtDO 7 7 A VDL R %
dsarouter-adrouter.dxc |2 L £ 3

b. MAWMVENT T 727 7 ANDOHIBRLET

c. dsarouter-adrouter.dxc 7 7 A LV ZBIE UL FD T 4 — )L REZEH L
ESCH

# directory information base
set alias-integrity = true;

# distribution controls

set multi-casting = true;

set always-chain-down = false;
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# security controls

set min-auth = clear-password;

set allow-binds = true;

set ssl-auth-bypass-entry-check = false;
# general controls

set op-attrs = true;

set transparent-routing = true;

Ty ANERGFLTHLUET
UTFoT 47 FUIZBEILET,

DXHOME/config/knowledge

dsarouter-adrouter.dxc 7 7 A /L Z B < 2ERK L. auth-levels O L4
"anonymous" ZHIEL T, Z V7 RNRU—RICkbual A DhuxA
oz LE9, B

set dsa "cadirhost-adrouter" =

{
prefix =<
dsa-name = <cn "cadirhost-adrouter">
dsa-password = "secret"
address = tcp "cadirhost" port 25389
disp-psap = DISP
snmp-port = 25389
console-port = 25390
auth-levels = clear-password
T ANERELTHLET,

FE: IPABLONIPVE 7 R L ADHFNESE 7= — 32 CA
Directory &4 > A h— L L7286 tcp DIEIZIZ IPVE & IPva DT KL
A HATHFELET, B address = tcp "fe80::20d:56ff:fed4:8300%5"
port 19389, tcp "192.168.1.1" port 19389

adrouter.dxa & WO AETD 7 7 A WV EAERR L, L TOITEEMNML, 77
ANVEREFELTCHEET,

source "dsarouter-adrouter.dxc";
source "acdirl-dxlink.dxc";
source "acdir2-dxlink.dxc";

UFDTF4 v NUICBEILET,

DXHOME/config/logging
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9. LIFTOFIEELFATLET,

a.
b.

C.

default.dxc 7 7 A VD a B —ZVERK L £ 9
LD T 7 A VDL % dsarouter-adrouter.dxc [ZZA T L £
P EL Y A2 72 L £

10. LFOT 4 L7 RUIZKEEIL £7,

DXHOME/config/servers
11 LT OFIEEZFATLET,

a.

cadirhost-adrouter.dxi Z#R#E L. LA FOITEZRO I HITEF L,

TrANERFELTHALET,

#

# Initialization file written by DXnewdsa
#

# logging and tracing

source "../logging/cadirhost-adrouter.dxc";
# schema

clear schema;

source "../schema/default.dxg";

# knowledge

clear dsas;

source "../knowledge/adrouter.dxg";

# operational settings

source "../settings/cadirhost-adrouter.dxc";
# service limits

source "../limits/cadirhost-adrouter.dxc";
# access controls

clear access;

source "../access/default.dxc";

# ssl

source "../ssld/default.dxc";

# replication agreements (rarely used)

# source "../replication/";

# multiwrite DISP recovery

set multi-write-disp-recovery = false;

# grid configuration

set dxgrid-db-location = "data";

set dxgrid-db-size = 1;

set cache-index = all-attributes;

set lookup-cache = true;

;¥ : cadirhost % CA Directory I8 A M4 CHE & # 2 F97,

CA Directory L — X ERN I AZ v A AN FE LT,
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DIT Z1ERKL T 1= D CA Directory T—EN—ZA~AD A S

Directory Informational Tree  (DIT) ZA{ER9 %7212, CA Directory 7 —#
N=R 2T AT ADBANENDEDICTHZENTEET, DITIZ
Ko THEREEZ b F~sRT 22N TEET,

RDFIEIZHE> TSN

1. CADirectory /b—# Z KR A M 5% — 3T, inputldif &\ ARTDO T 7
ANEER L, LTFOXI =T 47 0 ZBMLET,
dn: dc=com
objectClass: domain

objectClass: top
dc: com

dn: dc=company,dc=com
objectClass: domain
objectClass: top

dc: company

dn: dc=demo
objectClass: domain
objectClass: top
dc: demo

2. 77 ANVEREFELTHLES,

3. Aa~vU R 7Ry T U4 RUERES UTOa~vy FEFITLET,
dxloaddb cadirhost-adrouter input.ldif

4. LLFDa~ R&54T LT CADirectory /L— & ZLE) L 97,

dxserver start cadirhost-adrouter

;¥ : cadirhost % CA Directory I8 A M4 CE & #Ax F97,

DIT Z{ER T % 72812 CADirectory 7 — ¥ N—R|ZxZ T 4 T A WA &
nE L7,
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5 7 &= CASiteMinder ED#ES

Ok a U AlE, LFO Ry IR EENTWET,
[ZLEDIZ (P.69)

CA SiteMinder T CA Access Control = —% % Z83E4 2 7% (P. 70)
CA SiteMinder & #& 9 5 51k (P. 71)

I COIZ

ZOFETIE, VAT A, Xy NU—7 Flidtx= YT 0 OFHE Z X
%12, CASiteMinder & OEH#£(Z - T CA Access Control =2 % —7 5 A4 X
HH A RET DB OWTHB LET, CASiteMinder Tik. CA
SiteMinder 7 ¢ L' 7 F U5 2 —H ZF8FE L. CA Access Control == —4 ™D
D3 CA Access Control T X% — 77 4 REH ~Ou 7 A U EFAISND

INZTDHZENTEET, CASiteMinder Z{# F L T CA Access Control —
VHE =TT A RNEH B RET DI LK o T, EEFE X CA SiteMinder O
PR —VAE N a x££ 9,

% 7 Z: CASiteMinder ED#EE 69



CA SiteMinder T CA Access Control 1—H %R 5%

CA SiteMinder T CA Access Control 1—H #2954 %

CA SiteMinder % f# il L C CA Access Control > % — 7 7 A K& 2 {43k
F 5 & = — M CAAccess Control T X —T7 T 4 REH I AT D
72 TNZ, CASiteMinder (v 7 A > U 7 = A M &ZF85EL £, CASiteMinder
nua A2 ) A NP Lizo, —3 X CA Access Control &2 & —
TITARE DT I ARG L ET,

LA F DK%, CASiteMinder 73, CA Access Control == — ¢ CA Access Control

TN — 77’(Xh¢@’\0)\j74} /%u:qukiUn¢T¢éji{£%be
WET,

CA SiteMinder T CA ControlMinder
A—HFERBIT S~
CA ControlMinder 1—H A%

CA ControlMinder T8—T | ol 4 ipHLFuivL
54X EBERK CBEE

CA SiteMinder Web T—isx CA SiteMinder 1) &—

SR a—FIoHLT - .
- H=rihil—1tF 051
TLToivLEER Jr:am BELET 7E

!

CA SitaMinder Rl Lr—

¥

—_— |y
e TEe JO%L TSTLUH
ERE boss IZ851%
!
CA SiteMinder Web T—2x l

R PLTFLbeE || [ 2=+ ca contralMinder

CA SiteMinder 75 1) 3 — IA—S/ X 88|
Y—sRIziElE Oy A
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CA SiteMinder E#iE 9 %A%

CA SiteMinder E#EE T 5%

CA Access Control = ¥ — 75 4 X% % CASiteMinder L §i 595 = &
\Z X = T, CASiteMinder @ /& 72 . — VB HERS L OFF Rl ERE 2 TE 3

DI ENTEET,

DITFORIL, AT LETEX2 ) T 0 OFFLE D CASiteMinder & CA
Access Control = X —7' 5 4 XE 2 E DO L HITHET A0 E/ LTV

jz‘?‘o

CA ControlMinder T4—JSA X BEBE
CA SiteMinder L& 955 %

tEa)TaFERIE
AT LEEE

Windows 2008 TD Active
Directary &0 Active Directory
ssL@ e (g

v

I A—TSZBERNS
M EEHA TSR ST
MEEE

v
TA—TSAAEET—A
Ao Active Directory 550
~MEROER

¥
T A—JS5f XEEF—A
DA A —IL

!

Active Directory 55L Ri—F T
BRI AHOILE—TF
A X EBEH—OEE

!

Ca SiteMinder R Z—
H— i DA AR—)L

T —TS4 X EEY—1
F @ ca siteMinder OYER E

S 2

Apache Web H—/ D
CA SiteMinder MEEE

v

TS5 AERY—
L+ T@ Apache Webh H—3
MEREL s5LOHHF ML

'

CA SiteMinder
Weab T—rxie kM
AA =L BLUEE

v

IToa=T54 X EHE
H—EFRET AN
CA SiteMinder MEETE

A= EEREIZ
CA SiteMinder FEHT S
OIS =TF54%

B2y —SORE

SiteMinder 32 E vk MRS
(FFiamz)
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CA SiteMinder &E &9 5%

ROFIRIZHE-> TS

1.

10.
11.

12.

13.

E:

Windows 2008 T Active Directory & ¢ Active Directory SSL D %hik (P.
73) (A7 =)

T —=TF4 XntunfE)%zJ)E@ ﬁ%ﬁéﬁiﬁnﬁ%%ﬁ” ) %T@Eﬁﬁiﬂ (P.
74)

T B =TT A XEHY— 37 b Active Directory SSL ~D45#5E D i
(P.75)

TR =TT A REHYS— DA A =L (P.77)

F X =TT REEY— N A A =)L T DEIC, BIRSE
DALVARN—=LBLIOHREICL>TaryBa—22HHELET,

Active Directory SSL AR — N CHfi 4 A 7- 0D X —F 5 R
P SORGE (P. 84)

CA SiteMinder R U v— % — DA X F—/L (P. 86)

TUH =TT A XEHY— 3 D CASiteMinder OF%E (P. 88)

TR =TT XEHY—/NTOD Apahce Web 4 — X Tk 757
A DFRE (P.89)

Apache Web H— 3 D CA SiteMinder D% E (P. 92)

CA SiteMinder Web —=— = > F O & (P. 94)

TUH =TT XEHY— " {RiET D728 D CASiteMinder ®
(P. 96)

2 —H OFEFEIZ CASiteMinder 2T 570D X —T 57 4 X
FH— % (P.99)

CA SiteMinder 32 E' v s & O#tH (P. 102)

E

2

CASiteMinder R U > — P — X Web = —Y x> b, BLXOYEH UI D

FEMIC OV T, CASiteMinder D R¥ 2 AL M 2B L TLEEW,
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CA SiteMinder BT 5 A%

Windows 2008 T® Active Directory &® Active Directory SSL DB L (AT 3>)

Active Directory %ﬁiﬁﬁ‘ﬁ‘é%{:}@ CA Access Control = ¥ —7"F A XEH
L —VHOBEEERE LT DICiE, =¥ —T T A REHT SSL 2t A
éhé J: 9 ‘—E&Lﬁ:__’l_/\i-d—o

¥ ZOFIEIL, Windows 2008 T Active Directory Z 5 L TV 2413404
AT £H A,

RDFIEIZHE> TSN

1. Active Directory =T > "2 — & T, 47L~/\"\7* UryrHEES, KN
By FEY L Ama—b [&E]] £ BxEIoEN] 2R L,

(k~] 227V w7 LET,
(BB OB 7 4 — KO BT HE0Z] 7 4 > RURA X ET,

2. UTOEHET, V¥ —FOMEEELTTLET,

a.

0a

(BEETZDOR—=VEFRRLRW] T IRy T A A 2L

T [Wk~] #27)v 7 LET,

Active Directory FIEBHZV—E X2 BN L., [k~ 227V v 7 LF
‘é—O

(KB —E2DEN] U1 FUBRFRINET,
[REPIRERE] ZRL. [R~] 22 U v 7 L&,

[ty b7y TORBEDIEE] Va4 FUBRRRINET,

[z 2 =754 ] ZiERL, [k~] 227V v 7 LET,
[CA DFEFHDIEE] V4 v RUBRREINET,

[b—hcA]l ZiERL., [k~ 227V v 7 LET,
[(WEX—OFRE] V4 RUBRRINET,

LW X —2Ekd 5] #i@IRL, [Ik~] 227V v 2L

iﬁ—o

[CA DI AL ERERR] V1 RUDBRRRINET,

WH RS b —E A T, X Ny o TAIT) XA BX
PF—RE2&®RL, [KR~] 227Uy 7 LET,

[CA% ZHER] U1 v RUBERINET,

% 7 & CASiteMinder DS 73
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h. —EIZRARTZATI L, R~ 2270 v 27 LET,
[EZIIR] Wi 2SR R SIVET,
i. T 74 ORI GEM) ZEHL. [k~ 227V v 7L
7
[REET — 2 _X—2] HEPERIINET,
i T7ANNORERAET X=X 0a A UG EERA L,
[(R~] #7Vw 7 LET,
(A VA RN—=N ATV a U OME] BEARRINET,
k. £ AM—=FTvarmi@l, (A Ab=n] 27V v
LET,
BERIDBA A N—=EF, £ A= ANETLET,
3. [SET]%#7Vy 7L, avva—XazHEHLET,
4. [RE—1R] - [EEY—] - [GEHIRE] 227V v LET,

AERARERE T 7 U r—va UaEB L. [REBARERE] U1 v RUREOR
SNET,

5. KMl [GEAME] Foyv X o A=a—7T, iFHEZ VX DFE
BAEZRE L, iEBAERRITIN-Z 2R L E T,

TUA—FSAXBIARN DD EBMLTHBEY L TORE

HEiseka L Tt ELZ a L Ea—Z 1A VA =L TxFE4, =
YV a—HFEHELZ HEEI Y Y T3 HI2IE, Active Directory K A A > ET
IN—T R —ERELET,

RDFIEIZH>TLZELN:

1. KAA > a2 hua—7 T, [ActiveDirectory —H—¢ a2 a2—
Z—] arvy—)LEREET,

2. [Active Directory +—W—¢t a B a—4—] XTI ) v L,
CARAA L EH7 V7 LT [Taxsqg] 270y 7 LET,

3. [IIUnN—=TFRKI—] 27T, BEEDRFAAL LRI —] - [IRHE]
7 Vw7 LET,
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[ B 2—H D] - [Windows DFRE] - [EF =2 U T 1 ORIE]
- [ABF—DRY v—] - [GEAEO BEIERORE] ITBEI L E T,

[FEFEO BB ERORE] 2467V v 7 LET,

Cordl] #3RL, GEAEOHBER] 270 v 7 LET,
[REFIFEOBEZER] U4 F— PR £,
[(k~] 227U w7 LET,

[FREFET 7L — ] T, [arta—%]1 %220y L, [R~]
7 Vw7 LET,
2—HFOREDNL— K CANRY A MIEREINET,

[cA]l . [k~] . [ET] OIECZ YV v 7 LET,

TR =TT RERIGGEAEEZ A VAR — R TCEL LI E LT,
CAarbta—Z2HOarva—ZiaAELFRT 5I2iF. a~v o R 7

o7 R TCUTFOa~vry ReE AN LET,
gpupdate /target:Computer

I AR—T5A4 XEEH—/\HM 5 Active Directory SSL ~D KT D £ (i

Active Directory #3286, = ¥ —7 74 XEH L 2 — VR OEE

(2]

2 ki SSL Z{# F9% X 9 CA Access Control = % — 7 5 A X/{&H %

RETEET,

ROFIRIZHE>TZSLY:

1.

Active Directory (AD) 2t =2—X% T, L FOFEICHEVET,

A.ldp.exe 7 7 A /L% "c:¥Windows¥system32¥" b a B — L =X —
7T A REFEY— SO UHATCEE Y (T E 3,

B. Idp.exe.mui 7 7 1 /L% “C:¥Windows¥System32¥en-US” 75 a2 & — L |
T B =TT A REHY— O[E UL D £ £97,

EINLOFRIAZ, = F—T T A4 XEHEY— N ETldp.exe V—/L
ZBAAET D 7o DIZMIATT,

(A —F &7 Vw7 L, 77A/V% ldp.exe & ASJ L THEITLET,
[ldp.exe #£ft] 7 1 > NUNFIRSNET,

(Bl - [Heke] 22V v 27 LET,

(k] BimNAFERINET,
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10.

11.

12.

13.

14.

Active Directory DR A 4B L NIESSLDAR— FEFEZ AL (=&
Z XY —,3: adl.forward.inc, A"— |k :389) . [OK] 7 VU w7 L
\i‘ﬁ—o

Bt e T LET,
[SSL] Ry xzAicL, [oK] Z#27U vy 27 LET,
Active Directory ~DHERi D3 R S E L7z,

;% Active Directory SSL #%#5t & #7289~ D RillZ. Active Directory FIERHE %
AVHR—=FL, = F =77 A XEEYF— D/L— FFEEIZA A
M=/ LTL &, ADFEAEZ A VAR — T 5HITI1E, Active
Directory |2 SSL Zf% ET D MLENH Y 9, FEMIZOVNTIX, [FEHL
D R BSRL TSN,

Active Directory 1> ' 2—& T, [AHZ— ] - [F#Y—] - [GEH
] olEICZ U v 7 LET,

[REAE] 227Uy 7 L., [DW—hCAl ZH27 Vv 7 LT Ray ¥
T A= a—nG [FaT 4] 27Uy LET,

=K CADTUNRT 4 U RURFRSNET,
[REAZEOERR] RE 27V v 7 LET,
[FEf] #7C, [ZryAn~ar—] R¥ %27 Vv 7 LET,
[REEDT 7 ZR— |k 74 F— ] P& ET,

AEREDOT Y AR—F V4 P—FOFIEEZZET LET,

AEEO= 7 AR — KN U4 —RKPET Lich, GEHET 7 A L0
Active Directory = > B2 —Z |[Za " — S E T,

Active Directory =1 > V' = —# FOGEHEDOLFIZ 2K L, iEHEY 7
ANET LB —T T4 RER—NZa—LET,

LA =TT RERY— T, ab—SNERAEE LTI
7 LET,

[REFHEDA VA =127 Vw7 L, [R~1%227V w7 LET,

[REAEZ T~ TROA MTIZERET D] Z22#IRL, (ZR]IZ227Y v
7 LETS

[REFAER R T ORIR] 71 FUNRFRESNET,
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15. [ N7-0— REEAREES] #E-R L. [ok] . [&k~] DlEIZY
Vo7 LFET,

[REHEDA Y R—=F V4 P=FDET] U1 v FUBERENET,
16. [5ET] BEW [OK] 227V v 27 LET,
FEAEDA Y R—bh U AP = FNETLE L,
17. SSL Active Directory #5fi & sS4 D 12IF, =2 & —7 T A ZFEHP—
k¢ [A&—F] ZRIRL, Idp.exe # AL TETLET,
[Idp.exe #5ft] 7 4 > RUNRFRINET,
18. Y — /=T [#i] #27 Vv L, [#H 2270 v 7 LET,
[(Hifi] v FUNRFTRENET,

19. =B LOSSLAR— FEFEZHRE L, [SSLI Ay 7 A%EF 2L T,
[OK] #27 Vv 27 LET,

[Idaps:// (F—"%) 1 7 4 RUNFERI I, Active Directory ~D
BEGE SR LT 2 E DR S IV E T,

Windows T® CA Access Control TA—TS5AXEE DA AM—)L

CA Access Control T ¥ —7 T A XEH A VA F—)LTHE, T H—
T REOY— N 2R =R PR TRTCA VA =S ET,
CA Access Control =2 % — 77 f XEH % A A h—/LF HHIIZ, =¥
B —T T REERS— N E WG L E T,

ARSIt~ M & L C. CAAccess Control = % —7 5 A REH DA
VARN—NVERBETOIEEBEIOLET, ZOAL A N—F T, A1
ROV —RX—T 4 VT N T =T BA A= LENTHH, CA
Access Control = & —7 5 4 XZEH OA A M— /LGS ET,

Fi Xy hU—2 A A F—/LZ X o T CAAccess Control = ¥ —7"F A
REB A VA N—VTH T LIXTEEH A, CAAccess Control Enterprise
Edition Server Components DVD @ Disk17 4 L7 b ONEZTXTA

AR—=NTFT 47 FIZabt—32%0, ROYVIZRT A7 %DVDIZ~ >

v LET,
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Windows T® CA Access Control TUA—TSA XEE DAV AM—ILAE

1. JBoss 77U /r— gy —R"RNETHOLAEIX., Thai&kT38F
7,

2. CA Access Control 23 TIZA VA b —LE N TWA L B 2—H(Z CA
Access Control = X —7 5 A4 G A4 A b—/LT 551X, CA
Access Control —E 2 &= 11 L £,

3. ¥F 4 A2 KZ A 7IZ CA Access Control Enterprise Edition Server
Components DVD for Windows Zffi A L £,

4. Product Explorer C [Components] 7 4 /L % % [ L. CA Access Control
TR =T FTARXEREERL, (A A N—N]E2T7 U v T LET,

InstallAnywhere £ > A h—/ L 7' 7'Z LANEE L £9,

5. (FFvar) BDAZLFEPS F—D I NN ALEBELT, 44
h— bR L £,

a. aAvw U RN7uar7 N4 RUAZBIE, CAAccess Control
Enterprise Edition Server Components DVD for Windows @ @ CA
Access Control = % —7" 5 4 XEH A4 A M—/VFEITRHET 7 A
MIBENLET, 2077 A /VILLTOERICHY £7,

¥EnterpriseMgmt¥Disk1¥InstData¥NoVM

b. UL FDF|#% 5 L T CA Access Control = ¥ —7 5 A REF A
VARN—IVEATRIRE Y 7 A NVEFATLET,
-DFIPS KEY=full pathname to FIPS key

7o & 21X, C:¥tmp¥FIPS.key (Zd> D T A X I FIPS F— % fii > TA
A R=T BT, UTFOEIITHRELET,
E:¥EnterpriseMgmt¥Diskl¥InstData¥NoVM¥install EntM r125.exe

-DFIPS KEY=C:¥tmp¥FIPSkey.dat

FEE: CAAccess Control = X —7 5 4 ZE %A A b —/L LT/
A T_XATZEV T4 2HBT 56, 774~ VBLOe XU
TR =TT XEY— R EIZFE L FIPS F—Z4EE LET, CA
Access Control = % —7" 5 A4 REH %A A h—/L LT FIPS Y 7R—
MZEDNA T_RATEVT 4 ZEBLT D56, W AZ LFIPS ¥ —%
BELET,

InstallAnywhere { > A h—)L 7’0 7' AREE L F T,

78 $EEHAR



CA SiteMinder BT 5 A%

VEIS LT 4 = FEETLET, LLFOA A =L AT,
LI B3 6T T
AV Rb—IL THILE DER
ALVAR=N T FNEDFERENAZER LET,
5 7 %)V b : ¥ProgramFiles¥CA¥AccessControlServer¥
F 64 Y FDAXRL—=T 4 T VAT LATDT T4V DA
A=V THZE LT LR TE,
¥Program Files(x86)¥CA¥AccessControlServer¥
Java Development Kit (JDK)
SEAFD IDK DT & E#R L £7,

7 : CA Access Control Enterprise Edition Third Party Component DVD
EERLTUHAY 7 hU =T %A A M—/L LTZERZIZ, CA
Access Control = % —7" 5 A4 XEH DA A h— )L ZBtE L7255
A, IO 4P —REIERENEEA, A VA= 2—FT 4]
TAE, MWEDOY T v 2T A A =)L Tkt AOBICHETE L
TEZRIZ, ZOXR—=YDA VAN EEEZITVET,
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JBoss 7S — 3> H—\1E$R

TV =g A A R—)LT B IBoss f VAHK AL TETR
LET,

INETHOE, UTZERLET,

JBoss 7 4 /LA (JBoss @A VA R—/LLTWDH Ry T T 4L
U)o,

72 & 21X, Windows D55 1% C:¥jboss-4.2.3.GA, Solaris DA
IX /opt/jboss-4.2.3.GA TT,

- URL ([ APF—NEEDa L Ba—HDIPT FUAE-ITHRA
N4) .

- JBoss WMEMHTAHHR— K,
- JBoss WEEIEIEDT- DI+ AR — K~ (HTTPS) .
B e s

3 : CA Access Control Enterprise Edition Third Party Component DVD
EERLTCYUHAY 7 NU =T %A A M—/L LTZERIZ, CA
Access Control = % —7"5 4 XEH OA A b — )L ZBtE L7255
B, 2OV 4= REFERENEFTA, A VA=V 2—FT 1V
T4, MEDY T v =T A A M=) Tt AOBRICHEEL
TMEZIIC, ZOR=V DA VA N LVEEETNET,

BIE/RRT—F

(T4~ o2 —TF A XEH—/3D ) CA Access Control
TUH =TT REHY— RO a I R—x MEBEIER S
HINAT— REEFRLET,
5¥: CA Access Control = % — 75 A4 X LRGN AT — K&
f# L C Message Queue ¥ — A N T BIOEHET h v v M 2%
B L. CAAccess Control T #—7 74 XEH L RARA 2 FD
MOEEZLE L, Java Bt — " ZEB L 9,

F—BR—Z I

RDBMS ~D e Dt A EHR L E T,

- T—ER—RFZA T - YK — I T\D RDBMS Z 5 E L F
ﬁ‘o

- HRAPML-RDBMS A A F—/LLTWNDEKEANDLETZE
HLET,
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R— FEB-IFELZRDBMS I X > T ENAR— N &25E
ZLET, /1A=L 71T ATIL, RDBMS DT 7 4 /)L
N AR— IR BEEINET,

H— B R4 - (Oracle) > AT D RDBMS Z ikl 5 4 ali & £ 3%
L£9, 7-& x1E. Oracle Database 10g DHAILTT 7 /L F T
orcl 12720 £,

T—HR—24 - (MSsSQL) 1ERk L7=T — X X—ADL4HI% E
éﬁ%bi‘ﬁ—o

2—YL - T — = A Wi LT BRICHERR L2 — Y D4 Hi
EEFRLET,

E o=V, T2 RN R &R L T-BRICEY) T —
HR—=AFFRNEZ 5 TWVWET,

INART — R -7 —F _X— X % W U7 BRI A/ER L 72 RDBMS /X
AT — REERLET,

AR M=) 7T T AE, FAITT DEINT — X _— A ~D
ZWEER L £,
A—H A N7 BA4T

CA Access Control = ¥ — 7 5 4 ZEB MERTH2—% X T
AT wERLET, UTFTOWT A 2B ET,

FIIAI L —H X BT -- CA Access Control = Z—7 5 4 X
EFL (X RDBMS (22— FIER ML F 5,

Active Directory -- /X ® i (ZHERiiE R OFEM A fRE L £,
oD —3F 2 KT -- CA Access Control = % — 75 4 X/EH
DA VA R—=IVETRIZ, 22— A N7 OFE#REHEE L E
7,

FEIUNABIZR 7 A VEFRIARY o—% T 7 aA$5121%, =2—%F R
k7 & LT [Active Directory] 7213 [ho=—H% & 1] & ERT
HOENRHY £9, —H% X7 L LT [Active Directory] F7-

X (b= —H% R F] 2RI L7855, CA Access Control = & —
TIARAEH TCa—YEBIOI NV—T 2 ERE-ITHBRTE 8
/us  UNAB 35 J. T Active Directory DO HlIFREIHD FEAIIZ DUV T,

(=T F 7 B R & TR TIZEN,
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Active Directory D% TE
Active Directory = —H% A N7 ORELX EF L £ T

- A b - Active Directory D KA A a3 fha—F RA N %
ERLET,

- 7"— b -- Active Directory |Z% 3% LDAP 7 = V|25 7 /)L b T
EHENLIAR—FE2ERLET (oL 21X 389) .

- BENL— Db -#FL— %, [ou=DomainName, DC=com] D X
INCERLET,
I EA—RM K. T o7 MYV Y —lBWT, [2—
FDON] BLY [V AT L=2—H] L LTHELZZ—F O
B4 (ON) K b@Emnvw —Rzabh{ b1 oRELET, £
ILIpNWE, X =TT RENS T e F ol FortdEd
WCEBETHGERNH D ET,

- =—¥ DN -- CA Access Control T2 % — 75 A R{E L &4
5=\l 4% Active Directory 1—% 7 A v v N EE
F LE 9, #: CN=Administrator, cn=Users, DC=DomainName,
DC=Com

¥ Z O —HL, Active Directory IZ%/ "% LDAP 7 =V Z 51T
LET, 2O/ T A= HOHAID HHMERE FF > 72—
EEZLTOLOEWVERA, 7L, siAAH HEHAMEREZ R -
I —Y &2 EFRTDHEE. CAAccess Control T X —7 5 A4 X
BENO—WIEEo — LVEIIEET 72 0—L&2E
DWHPTHZEIFTEEFA, RPDOVIZ, Active Directory 7 /L —
TEETELOICKEE—NVDA N KRY —EEE L ET,

- XA TU— K - CA Access Control = ¥ —7"5 4 REH 2w
T BT H X415 Active Directory -—H% 7 1 7 > F DX
AU —REEZRLET,

A A M=)V 77T AL, HATHIIZ Active Directory ~D$i &
R LET,

F: 747 FIVRE—T 1 U7 ¢ DSQUERY ZfEH LT, =—
o4 (=% DN) ZRHT 52N TEET, ZDrxY
I%. Active Directory — " ETCEITTHMLERNHY 3, LIFIC
FlERLET,

dsquery user -name administrator
"CN=Administrator,CN=Users,DC=lab.DC=demo"
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AT aA—Y
(Active Directory ™ 7~) CA Access Control = % —7"5 4 X&EH T

System Manager & Bl 0 — /L 23E| ) 24T 5 41TV % Active Directory
2—HFDODNEEHRLET,

5 : CN=SystemUser, ou=OrganizationalUnit, DC=DomainName,
DC=Com

¥: 7 7 4L FCld, System Manager & H 10— /L & Ffo o 2 — %,
CA Access Control =2 % —7"F f XEBINDZ AT %3~ THAT,

B, BLOEHTEET, VAT ARV Y EHo— /LD
ANZONWTIX, == F 7 B P 2 TR TIEE0,

EBE/INRT—K

GRLAIA IR —H A N T D H) CA Access Control = X —7 5 A
RGP EPE T H D superadmin D/XA T — REEFZLET, 1
A —)L5E T EFIZ CA Access Control = % — 75 A REH [z 7
Ao TEDHEIIT, RAT—=FEAELTBEET,

F: ZOFRIET, fHAAFTL—Y X T D superadmin —H & {E
% LF 9, superadmin —H 2%, CA Access Control = % —7"5
A REHDVAT A X =Yy FHEH—LRED Y ToNET,
CA Access Control = % — 75 A XEH ~DHEla 7 A VRHTIE,
superadmin &t L Cu /A v LET, VAT LA YRF—VyEHo—
NOFERZOWTCIX, [ Ee =7 IEE R % ZE<
7ZEW,

CA Access Control =2 % —7' 7 4 ZEH X, 74P — FDORETHITA
VA M—)LEIET, CAAccessControl = X —7 7 4 XEH A LA
N—=VZ5ETTHDIC, aryEa—XZ2HEEHLE7,

FW] 28R L, AT a2FEEIL, [ET]1 %2270y 27 LET,

oV a—ZNHESLET, T, THHOREICAEDETCA
Access Control = X —7'F 4 XIEH ZRETEDH L2120 F LI-,

% 7 ZE: CASiteMinder EDFEE 83



CA SiteMinder BT 5 A%

Active Dirctory SSL R—h TR T DO DI A—TSA X EBH—/\DHRTE

RO FIEIZHES TSN

1

10.

11.

12.

13.

JBoss ' —E RA&fEILL, —VRAD [AX— T v 7 OfE] &= [T
B ICRELET,

FoT 47 FVICBEILET,

JBoss HOME/default/deploy/IdentityMinder.ear/management console
.war/WEB-INF

web.xml 7 7 A VA FREET— R CRRE £7,

AccessFilter & 7 3 3 /| <param-value>true</param-value> % @ € L |

TrANERELTHLET,

3 ZOFJEIZ, Identity Manager BER > Y — L B /T D DI
ZTY,

JBoss F—E A& BiAAE L 9,

Web 77 7 & L T, Identity Manager EFla Y — /L&A BH &,
(eefT] 227V v 27 LET,

(T4 L2 hU] - [acdir] - [27 AKR—F] DIEIZZ Y 7 L, &
W MR 2270 w7 LET,

ac-dirxml 7 7 A WV ERAFT DG E L, xml 77 A V&3> 7
77 LET,

ac-dirxml 7 7 A VD1 O%kREET— FCHX, U TFTOLEZMZET,

<LDAP searchroot="DC=cmlab,DC=ca,DC=corp" secure="true"/>
<Connection host="KUMVI1O@-TEST.cmlab.ca.corp" port="636"/>
<Container objectclass="top,organizationalUnit" attribute="ou"
value=""/>

(T4 V27 ~VU] - lacdir] 227 Vv L, [EH] RE%270
7 LET,

Mt L7z ac-dirxml 7 7 A V&2 L, [52T] 227V v 7 LET,

ac-dir ZHT LWAR— METEF SN E T, =7 =T FTHIIRSNET,
[5ed7] 227 Vw7 LET,

JBoss r—ERZAFIELET,
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14.

15.

16.

17.

18.
19.

20.

21.

ssl.keystore 7 7 A V& LA FDOENSE Ry 7T v 7 LET,

JBoss
_HOME/server/default/deploy/IdentityMinder.ea/custom/ppm/trusts
tore.

UUFDa~ RCHFHES JBoss ¥— A R TI2A VA R— M LET,

keytool -import -keystore

"jBoss HOME/server/default/deploy/IdentityMinder.ear/custom/ppm
/truststore/ssl.keystore" -alias "<ALIAS NAME>" -file
"<Certificate File Name>.cer"

FEAE /XA T — R “secret” # ASJ L ET,

E A AR — MRRICITEEAEREEH S ATV OMENRH D 77,
run.bat 7 7 A VA LU FOIT TR L E T,

set JAVA OPTS=%JAVA OPTS% -Xms256m —Xmx1408m
-Djavax.net.ssl.trustStore="%SYSTEMDRIVES¥jboss-4.2.3.GA¥server

¥default¥deploy¥IdentityMinder.ear¥custom¥ppm¥truststore¥ssl.ke
ystore".

77 A NVELRIEL T, JBoss ZEENL £77,
Web 77 7 &{# ] L . Identity Manager BFl 2 YV — L& Bl & £9,

[ 4127 bVU] - [acdir] ICBEBIL, BEWOTZ L Z—TF (4 X
FHEREENSSL CTHEE L TWA Z L 2 L £ 7,
SSLARN—F T X —T T4 XEHURLIZT 7 AL, = X—TF7F
A REBRICa A TEDHZ LR LET,
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CA SiteMinder 7R — H—/\DA 2 A +—)L

=P A U H =T 22— AEEHET DL, A VA M=V T 4P — R&ff
AL TUTOar®—x haA v A b=V LET,

m CA SiteMinder O FRETHES
n FHoa—YV A X —T7—2 (UI)
m AYJT—HF—n

RO FIEIZHE> TSN

1.

FHE Ul D25 "adminui-pre-reg-12.51-win32" ¥ 727 U w7 L, [k
~] 27V LET,

B UIEHERMEDA VX P =TI NFRENET,
V4= REZETLET,

BFHUA A N—=T U P — B[ ET,
FHUA L AN—=T U4 P —ROFIEZET LET,

BTEHUIA A N—ANET LET, CASiteMinder /& EH Ul 28 HEIRYIC
PlEx. RV —HP—REA VA RN—TAHZLRTEET,
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. EPELUIT "ca-ps-12.51-win32" 2 X 77 U w7 L, [kR~] 271 v

7 LET,
RY === RFREHSNET,

RV —HP—RN A A =N T4 P —FROFEZZET LET, T
DA A M=V AT, NS E T,

n [EEOEIR] v FUT, RV = RET] Ry 7 2%
JE 57N S

n [(RV—=2RT] g RyT, [Ve—vatr T4
N—=R] Ry 7 ZAz@RLET,

n [(NATU—R Y —EROER] 74 RUT, EARAT—FR
‘H‘“— B A %E&Ei{:ﬂ L/i‘é—o

RY T —H—"DA A N—VPRETLE LT,

EEH U ~OEIe 7 A TR BEUL AR Y = IR R
THZEIZEY, . WO aryR—xr MNETEEBEGREERT 58
EWRHDET, BEHUZKRY — — BT 5121,
XPSRegClient =—7 1 U T 4 #FfTL, BEEHA—/\—a2—HF T h v
v M4 E KO Siteminder 21— XA U — REFRE L FT
(password-adminui-setup) , #IOTERE T 256, AU o — H— 3%
SREFTE MR L, BF U & OEHEBREER L £9,
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IA—TSAXEBH—/NHD CA SiteMinder DR E

LT OFNETIL, CASiteMinder O & FE 72— P FRIER L O 7] ORERE & 1%
AT L70Is, 2o s =TT A XY — /NI LT CA SiteMinder %

ET D HEEZHALET,

1. CASiteMinder HHRE A L X —T7 = — A5 AL C U TFE2FETLET,

2. [AX¥—F] - [T _CTHOTr s T L] - [CA] - [CASiteMinder] - [CA
SiteMinder Administrative Ul] DJEIZEIR L E 5,

CA SiteMinder FEL Ul ’BH &, 22—V H L XA T — RO A RD S
\i‘é—o

3. CASiteMinder BFL UI I 714 » LET,

4, A T7TFARTI7F %] - [KRA ] - [RAMRE] - [FA MRE
DOVERL] 2R L, RRAMREZA TDOF TV =7 D a™ —a{ERk
=

5. DefaultHostSettings =7~ =7 F &L T [OK] #7 VU v 7 LET,

6. LLTDO7 44—V RIZEZ AT LET,

s 41 -- acentmnode-HCO

7. REMTZV—2BBIL, LBEM] 22 Y 2 LT, CASiteMinder
Vo—H—RNOFRAMELULTOLIICAT LET,

A A I . policyserver.company.com

8. [V7Ivh] 22Uy rLET,

T—Vx ATVl RRRESINLE LT, KIZ. CASiteMinder Web
T—2 N VAR LBIOHRELET,
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IR—TS5AXEEHY—/\ L TO Apache Web H—/\DEXRTEE SSL DE L

ATFOFNETIE, =& —7 T4 XEE Y — % Windows Server (2003,
2008, F 7213 2012) 124 A b= F B IFIEIZHOWTHAL £97,

9. U4 — K& LT Apache HTTP Server 2.2.22 % A > A h—/L L
Er I
RDFIEIZH-TLZEUN:

1. Apache Web Server & SSL # 7% €3 521X, apache2.x @
"httpd-2.2.22-win32-x86-openssl-0.9.8t.msi" -{ > A k— % openss| T%E
TLET,

2. Apache HTTP Server 2.2 DA > A h—/)L 7 ¢ ' — R & FJEIZHE > T5E
TLET, LTFOA A M=)V ANIZIZ, AR KETT,

n P NER-F T MEEZTXTHERLET,
s PEFHOOBRIR - FEHEZ RN L 7,

T R—MEET T — 2T 51, ROFIRT—EOR— FE5
ARt L £,
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RIZ. Apache Web — X7 aXxy 7T 74 2R ELET,

RODFIEIZHEHSTLIZSLN:
1. T B —T T4 XEHYS— LD JBoss 77U r—3 3 v — %=
ELFET,

2. UTFOT4v7 MUICBELES,
APACHE_HOME/ conf
APACHE_HOME

Apache Web % — 3734 VA h— LI TWAET 4 L7 RV,

3. TuXLEVa—LEAMIL, TaRIUREEEGDDHITIL.
httpd.conf 7 7 A )V ZfwE L £ 97,

a. LTOfToa X MR L £,

LoadModule proxy module modules/mod proxy.so
LoadModule proxy http module modules/mod proxy http.so
ServerName

b. Global BEtL 7 ¥ a Y ORKIZ, LTOITZIEMLET,
Include conf/extra/httpd-proxy-entm.conf
4. UFoT 427 FUICBEILET,
APACHE HOME/conf/extra

5. httpd-proxy-entm.conf E WD ZFID 7 7 A NV EAER L. L FDa T
VEBML, 77 A NVERFELTHEET,

# Proxy to CA AC ENTM
<IfModule proxy module>
<IfModule proxy http module>
# /iam section BEGIN
<Proxy /iam>
Order allow,deny
Allow from all
</Proxy>
ProxyPass /iam http://acentmnode.example.com:8080/iam
ProxyPassReverse /iam
http://acentmnode.example.com:8080/iam
ProxyPass /iam/ http://acentm.examplenode.com:8080/iam/
ProxyPassReverse /iam/
http://acentmnode.example.com:8080/iam/
# /iam section END
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# /castylesr5.1.1 section BEGIN
<Proxy /castylesr5.1.1>
Order allow,deny
Allow from all
</Proxy>
ProxyPass /castylesr5.1.1
http://acentmnode.example.com:8080/castylesr5.1.1
ProxyPassReverse /castylesr5.1.1
http://acentmnode.example.com:8080/castylesr5.1.1
ProxyPass /castylesr5.1.1/
http://acentmnode.example.com:8080/castylesr5.1.1/
ProxyPassReverse /castylesr5.1.1/
http://acentmnode.example.com:8080/castylesr5.1.1/
# /castylesr5.1.1 section END
</IfModule>
</IfModule>

7 : acentmnode.example.com:port &, T X —7 T A REHH— 0
AVAR=NLENTNDE = "DOFEREDORA MBI R — N TEE
iz F7,

6. Apache Web ¥— % fiE#E) L £,
7. Boss 7V r—y gy r—"ZEELEI,

8. Apache Web — " ELRZ EHICHRE LTV D Z & AR T AT,
T B =TT A XEHY— RS L ET, LFOURLZHEH L £,

http://enterprise host:port/iam/ac

Apache Web r— X 7 a v I 74 VPR 2 —T7 T 4 XEHHSF—N
FIZERES AL, SSLAERNIZ/2 0 F LT,
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Apache Web H-—/ XM CA SiteMinder M E%E

Apache Web r— X 7 a Xy I 74 Ve 2 —7 7 4 XEHS—N
ETERE L5, Apache Web H—/Z%} L T CA SiteMinder Z 5% /E L £ 9
ROFIEIZHE>TLIESLN:

1. CASiteMinder DA L X —T 2 — AT, [V T TFANT I Fx] -
(=Y = b - [2—=V =2 b - [2—=V = bOERR] - [T
N AT =T N OMERY] DIEISEIR L E7,

2. UTOZ7 4=V FRIZAALT [HT7Iv ] 220y 27 LET,
n  4Hi -- webserver-agent
s W -Web—N ) —Kwebxt—T x|
n T—Txr b ZATDER - SiteMinder
m =V bMIAT-WebT—T = b
n AxT—TVxV FOYR—F - F
Web =—V = b A7 V=7 RFESNE LTz,
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3.

(A2 7FART7Fx] - [2=P=r ] - [2—V = PREA
7V=x7 N [==V U MREOHER] - [TV =2 b FA T
TV PRUE" D =D OIEISERL £

ApacheDefaultSettings Zi®IR L., [0K] 227 U v 7 L TELFOFIAEIZ
PEVET,

a. UTFTo7 s—nRiEEz A LET,
s Name -- webservernode-ACO

b. /XT7 A—X% I A T, #DefaultAgentName 7 1 —/L RZfREL. £
AT S # ST A HIBRL £,

c. TV IMAEUTOIIICHRELET,
m DefaultAgentName -- webserver-agent

d. #LogoffUri 35 X UF #LogOffURI Z itk L., A RIDIED S # LA HIFR
LET,

e. [EZLUUTOXIITHRELET,
m LogoffUri -- /iam/logout.jsp
s LogOffURI-- /iam/logout.jsp

F =T hRT A—=H OOV TIE,  [CASiteMinder =—
VxV MRETA K] ZZRLTLLEEZ0,

(7] 227Uy 7 LET,
T—V 2V MREA TV 7 MOMERRSILE LT,
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CA SiteMinder Web T—U 2 bDA UV AM—IILEB L UVETE

ZDk 7 v a Tlid, Apache Web H—/NZxf L T CA SiteMinder Web ——
Vxr b A M=V LTRET D HIEIZOWTHMH L £,
RDOFIBIZHE>TIZELY:

1. CASiteMinderWeb =—>Y = & A VA M —/L 9 B21%. LLFDOFIAE
IZREWE T,

a. "ca-wa-12.51-win32.exe" 7 7 A /L& fii ] L T. CA SiteMinder Web
TV N =TT REBY— NI ARV LE
R

b. f VA=V T 4P —RKEFIEBVIZZETL, 2 Pa—FE2H
EEh L £,

CASiteMinder Web =— = > " A VA h—L&a&NFE T,

2. WIZ, U FOFMEICHEST, ERBFALADOFA MBI R=—V =2 b A
T NREZMEH LT CASiteMinder Web =— = > FEHRE L
F9,

a. [AX—N]-[T_RTCOTarF L] -[CA] - [SiteMinder] - [Web
TV MREVA4 Y- F] ITBEBLET,

b. BLRSNL, KA MRERE T ICFEITT AT T a E@ERL
£

c. CASiteMinder EHE D2 —HF LB IO ZAT— &2 AN LET,

d. FIAT Y RHRAMEREF T V=7 POV 4 FUT, LT
DFMNECHENF T,

a. CASiteMinder 288k L CWA T U X —TF T 4 REFHSF— L
LThrIAT Yy RFEAMMEERLET,

b. VANIAERR LR A MREA 7 V=7 MeERLET,

webservernode-HCO

e. RV —H—R_OIPT7T RLAZEHEL, BN 27V v 7 L%
j‘o

f. FIPS Affi®t— F&®IR L £7,

g MAMREZ 7 ANDEGFHT R~ 270 v 7 LET,
Web =— = > k7% CA SiteMinder — S THE I E T,

h. Web #—/3% LT apache 2.2.xx Z &R L 7,
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LARTIZ CASiteMinder — TR L7cm—V = MREA T V=
7 FEBERLET,

(B EE7238RIE 2R L) T SSLARRE& @R L £ 9,
Web =— = haFARMET 572012 NE) 2R £,
Web =— x> FWBRA VA M= EINFET,
Apache Web #—/ Nz FtE) L £ 7,

EUT=—d

CA SiteMinder Web =— 2 = o "R EINE L7,
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IUR—TSAXEEBY—/N\ERET SHT=5HD CASiteMinder DEETE

ORIV arTE By varon A —F T4 REHY— 0 sk
PR 572 81Z CASiteMinder Z 3¢ E T 5 HIEIZOWTEHALE9, CA
SiteMinder 23 3REF T RB LN R ALV R o —Z{R#ETEXH L HIc2—
AT EFRELET,

ROFIRIZHE-> TS
1. DITOFIEZFATLET,

a.

[(AH—F] - [T_XTHOTr T L] - [CA] - [SiteMinder] - [CA
SiteMinder Administrative Ul] (2B L 9,

CA SiteMinder HEL Ul ’BH &, 2—H 4 L XA T — RD AT KD
bIET,

CA SiteMinder HHLE = —W 7 h v v FOEFEEHRE AT L ET,

(A T7F A7 Fx]-[T4VvZ U] -[=2—%F L2k
V] - [=2—%F 127 b OIER] Z&RLET,

[—f%] 7L —ATUTFDT 4 —/L RICASHLET,
- 4§ - ac-dir
- ®iBH -- Access Control = — 2 K7

FAL7 NIy Ny 7L—RNIBEL., UTFD7 4 —L
RIZASLET,

- X—ALA—ZR - LDAP

- Y —,3 - directory_hostname:port

B OMIEFHRICBEI L, LLTO 7 4 —/V FIZA LET,
- WAEEBAME - A4

- =YL - a—FD5EA7: DN

- NATY—F <" AT—F>

- NRATU— FORER - </XAT— >

LDAP EY L —AICBEIL, LLTDT 4 —/L RIZAS LET,
- Jb— b --searchroot

- Ra—F--HT7TVY—

- BAth -- (&(sAMAccountName=
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N

- T
-- )(objectclass=top)(objectclass=person)(objectclass=organizational
person)(objectclass=user))

h. 2—HFBEET7 L —AICBEH L, UTFTO7 4 —L RICAHLET,
- ==Y )L ID -- BUSER_ID% (ZxF) 3 5 JBPE4
(7R 22V LET,

CASiteMinder IZ X > Cax—¥ ST L7 M) A7V =7 FIMEKREST
i‘ﬁ—o

[2—H% T 1 L7 MU DOFKF] - [acdir] - [NEORR] RN &
ER

=P AT 2 P UNRRRENET,

(A>T AT 7 Fx] - GEAE] - [RERES ] — [RERET oD ERL]
ZERL, UTO7 44—V FIZADLET,

- 448 - ac-basic-auth
- #iBA -- CA Access Control =2 ¥ — 75 A R H JLAGEGE
- WEFREAT -FEART T L— ]
- RELL -5
- FA47 7Y - smauthdir
(V7 Iv M 227V v 7 LET,
CA SiteMinder IZ X > CRRREARA T ¥ = 7 FBMERR S NVE T,

(KD 2] - [RAL Y] - [RAAL] = [RAA v OfERK] &R
Li‘é’_—lﬁl

RAAL DOL4RTEZIRE LET,

=Y F L7 M) TL—AZBEIL, LEM] / HIER] 220 >
7 LET,

ac-dir ZfEHAHEZ2 A XD Y A RIBIBIREFEHA A 3D U R MK
¥ <T, [oK] 27V yr7 LET,
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10. [RYT—] - [LAA] - [LILLOER] 28R L. UTFTDO7 4 —
IVRIZAN LET,

- 44Tl -- ac-realm
- xT—Y =V b - webserver-agent
- UY—RX T4 NH - [iam/
- T7FNE VY —RRE - i
- BRFEH R -- ac-basic-auth
1L b= 7L —AICBE L, [fEk] Z2#IRLTUTO7 1 —/L FIZA

HLET,
- 48 - ac-rule
L Yy—z

T BRERHA - A
- Webx—Y =z kT3 --Get, Post
12. [OK] BIXW [ET] 22V v 7 LET,

13. [RYV—]-[RAAL V] -[RAL R —] - [{Ek] 2R L.
[—#%] 7T TCUTD7 44—V RIZASLFET,

- 44 -- ac-policy
14, [2—H] ¥ 7\ZBEIL, [TXCTEM] 28RN LET,

15. [—] ZTIZBEILT [A—OBMN] 227U v L. acrule &
HIRLC [OK] #227 Vv LET,

16. [OK] BXOX® [ 73w ] 227V w7 LTCRAL VHERR L £,

RAALVBIPRL VLR —RRESNE L,

98 #EEHAR



CA SiteMinder E#iE 9 %A%

A—HDFREEIC CASiteMinder #{FERT A= D I A—TSAXEEH—/\D

=1 —

a6 JE

PLFOFNETIL, CASiteMinder FEAIZKT L T o ¥ —F T A REHH— N
BERET D HFIEICHOWTIHH L E9,
¥ ZOFEEZ AT DHEIIC. Windows x64 =L —F 4 7 AT
L TLLTFDOFEIBECHENE T,

32 B> K Java & DVD06142621E¥JDK-1.6.30¥_x86 moA A R—
JLLUFET

32 B | Java Zi®IRT 5 |T1E, ¥jboss-4.2.3.GA¥bin @ run_idm.bat
77 A VEREZR L, JAVA_ HOME [EZZE 8 L £,

LD 7 7 A L% ¥Program Files (x86)¥CA¥webagent¥java 7> 5 =
v—LET,
smconapi.jar, smjavaagentapi.jar, smjavasdk2.jar

Ty ANERDOT 4 L7 FUICEEET
¥jboss-4.2.3.GA¥server¥default¥lib

ROFIEIZH-TLIESLY:
1. =X —T T4 XEEY— TUTEFEITLET,

a.

b.

Boss 77V ir— gy —_"ZEIELET,

DLFDFT 4 L7 FUICBENL £9, JBOSS HOME IX. JBoss &1 >
A N—N1LTEF 4L 2 FNYTT,

JB0SS HOME/server/default/deploy/IdentityMinder.ear/user co
nsole.war/WEB-INF

web.xml 7 7 A /L% Bd & . FrameworkAuthFilter © 7 > a > & RDlF
EU N

i false ICEHE L, ZO7 7 A NVaRfF LTCHLET, #:

<filter>
<filter-name>FrameworkAuthFilter</filter-name>

<filter-class>com.netegrity.webapp.authentication.Framework
LoginFilter</filter-class>
<init-param>
<param-name>Enable</param-name>
<param-value>false</param-value>
</init-param>
</filter>
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UFTOT 4 L7 NVICBEILET,

JB0OSS HOME/server/default/deploy/IdentityMinder.ear/policyserve
r.rar/META-INF

IFOFNEEFAT L £,

a.

raxml 7 7 A VEBE LLTFTO XD ITMEE true (ITEW L T2 A
MM LET,
<config-property>

<config-property-name>Enabled</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>true</config-property-value>
</config-property>

UTDEEYD, CAsiteMinder AN U 2r— H— S5EITKIG LT FIPS
E—FERELET,

<config-property>

<config-property-name>FIPSMode</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>false</config-property-value>
</config-property>

CASiteMinder R Y > — P —_XOFKA R4, IPT RV A, A— &
HFEUTOLIICERLET,

<config-property>
<config-property-name>ConnectionURL</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>policyservernode.example.com,44441,4
4442 ,44443</config-property-value>
</config-property>
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EHEL—Y T H T PREEZUTFTOLIICERLET,

<config-property>
<config-property-name>UserName</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>siteminder</config-property-value>
</config-property

UFTDT A4V FUICHDHNRAT— R Y —LuzFETLET,

/CA/AccessControlServer/IAMSuite/AccessControl/tools/Passwo
rdTool

il

pwdTools -FIPS -p <clear text password> -k

JBoss HOME/server/default/deploy/IdentityMinder.ear/config/
com/netegrity/config/keys/FIPSKey.dat

AdminSecret Z# LL F DG 5~ RO 1 E LTULFD XK 9T
EELET,

<config-property>
<config-property-name>AdminSecret</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>{AES}:gSez2/BhDGzEKWvFmzcadw==</conf
ig-property-value>
</config-property>

AgentName % CA Access Control =2 % —7 7 f ZEH ) — N —=—
y:‘: ‘»/ ]\% k LTE% Li‘é«o

<config-property>
<config-property-name>AgentName</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>webserver-agent</config-property-val
ue>
</config-property>

UTDONRAT—RK>Y—)L a< > K%&fE/H LT, CAAccess Control
TR =TT A4 XEH OB ERE L L E T,
ACServerInstallDir/IAMSuite/AccessControl/tools/Passwordtoo
1/pwdtools.bat -FIPS -p <your shared secret> -k

JBoss HOME/server/default/deploy/IdentityMinder.ear/config/
com/netegrity/config/keys/FIPSKey.dat
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i. AgentSecret Ll Fa~vy ROKEbanctiE LTERLET,

<config-property>
<config-property-name>AgentSecret</config-property-name>

<config-property-type>java.lang.String</config-property-typ
e>

<config-property-value>{AES}:gSez2/BhDGzEKWvFmzcadw==</conf
ig-property-value>
</config-property>

T ANVERGFLTHEET,
UTOT7T v FVICBEILET,
JBoss HOME/bin

A==

run_idm.bat Z e L. %PATH% Z%1% JBoss A A h—/L /X RAITEXTE
LES, #:

set
PATH=%PATH%;C:¥jboss-4.2.3¥server¥default¥deploy¥IdentityMinder

.ear¥library;%SystemRoot%¥SYSTEM32;%SystemRoot%;%SystemRoot%¥SY
STEM32¥WBEM

T ANEREFELTHLET,
Boss 7 7 U r—yg v r—_"AEEIL F9,

CA SiteMinder e HIZ = X —T7 T 4 REHY— "NNEREINFE LT,
CA Access Control = ¥ —7" 5 4 XEH URL &M L. CA SiteMinder
WZhoTusA4r ey rarMREINTNDLZ L 2MRTEET,

CA SiteMinder 32 EwkED# S

CA Access Control 12.8 64 £ % CA SiteMinder 32 > k EfEAT 51213,
Web =— = M &R ET D FNEZBR < AR EFIAICHENE T, %K
FENTET L= L FOFRNEIZHE - T, CA Access Control 64 £ D DLL
23 CASiteMinder32 B> R DLL 7 7 A /L EiBE CT& D L H I LE T,

WDOFNRIZHE> TSV

1.

BHD Web =™— x> b X—T 5 (12.51 CRO1 32 B v k) &4
vru—RFLET,

Web = —2 = haA A b=/ L, FEEYIZHREZHITLET
(Web=—V = bDA VA M—LFEEIAF YT LET) |

F: A A M= D% JBoss [EDLL A IV =T —% R L £,
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10.

11.

12.
13.

14.

JBoss ' —E A& {EIE L £,

JBoss 2L B o —H 2. PO CA SiteMinder SDK  (12.51 CRO1) %
ALVAP=NLLET,

A A b —)LDF%. ¥Program Files (x86)¥CA¥sdk 7 # /L Z ([ZBEI L, 9
~TOD DLL % bin6d 7 4 /L X /)55 JBoss
folder/server/default/deploy/IdentityMinder.ear/library |22 E°— L £ 9,

lib64 7 o+ /L 4 DI E % JBoss
folder/server/default/deploy/IdentityMinder.ear/library |Z = E°— L F 9,

LUF ™D 520 jar % javab4 7> JBoss
folder/server/default/deploy/IdentityMinder.ear/library {Z =2 &°— L £ 9,

m smagentapi.jar
m smjavaagentapi.jar
m  SmlavaApi.jar
m smjavasdk2.jar

m imsjavasdk.jar

msvcr71.dll 73 /server/default/deploy/IdentityMinder.ear/library (2357~ &
NTWDSGEITHIR L £,

PATH ERBE 5L D B #] D7 A 713 ¥Program Files (x86)¥CA¥sdk¥bin64 T &
LT LR LET,

BHD Web =— Vx> b A=Y 3> (12.51 CROL 64 B h) &4
'7‘/D“‘]‘°L/i@*o

Web = — = haAf A=V LET, Z7EL, REFLRNTL
SN (BTRETHAT v a v EERLET) .

A a—F R LET,

¥Program Files¥CA¥webagent¥win32¥bin /X A % PATH B2 Z8 00> & HIl B
LET,

Apache V—/ "% FRidE) L £77,
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