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CA Access Control 42 o0] e 2544 il 8 B P iy F R A, BAER
PRS- IRAS Bk 5 2. IX K CA Access Control ¥ H B 55

PR IR S5 A BT I 2R X o S22, 24088 58 SUIRSS RIS, CA Access
Control B R4 DL Ry i ot -

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\service name
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\service name\*

FERXFHEOL N, CHER R I e B E MR AR AT

fas ] LU S5 050 A 8 YR [ 1) 5 2R AR Windows JIl4s,  RIVKE 5 U5
STECRIARSS s FERE U R I N2 EE R 1) Access Control 41JZ8H . Windows
R 45 1) 25 Y528 2 WINSERVICE. WINSERVICE %5 A5 1> Access Control
%2¢: ACL Fl NACL. *IT- WINSERVICE Access Control #1114 H, A
R [l 2T

B
i
i)
e
7 15
PELEHT

A, RN 53



Windows 45 -4

J& FFZ5F Windows IR&{3RH
#0] DLE FH 824 FH Windows JIlR45 1) CA Access Control f£3 .

2LH H Windows IR TR, 154 CA Access Control {3 &t
Instrumentation\Plugins\WinServiceplg 43 L & 1% & OperationMode
BN 1. ZEEHLRYY, 15K OperationMode % &N 0.

BRING LR, CA Access Control ¥ 5 H Windows AR5 1%4 .

T CA Access Control £-4" Windows IR5%, 7520 IR I I%0%
WINSERVICE 25,

23" Windows fRS%
10T LERY Windows Hlis, IXHFERT LA K Windows #AEFRAE B 2 14

23" Windows IR 5%
1. W% C ST Windows IR 25144 (p. 54).
2. TfifR WINSERVICE ZBAb TiH 3R . (BRSO M T shik&s. D

3. ¥f CA Access Control H Iz WINSERVICE icsx, FF# H A BT 1
Windows it 45 1144 By 44 1% 00 %

YERE: Windows [R5 %5 R 7E “Windows R4S JRIE” XHFHER “3
B IR, (RS R L © B ARR” AL

4. A5 RV BRI o4 iz 55 o
M g5 B B2 B ORY o

Bl BRI G GITERR PRI VT

7E Windows 1, J5 & 4T BRI HA k5 4 spooler. 41| selang iy 2 fifi &
WINSERVICE Z4b T EPRS K G G AL EERE BRI U7 i) BLRR 152 E ok
BEHR

setoptions class+(WINSERVICE)
editres WINSERVICE(spooler) defacc(R)
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Windows %45 {54

JE IPv4 Telnet JE37F Windows Server 2008 _F A %4

1t Windows Server 2008 I, CA Access Control TLiART A# ] IPva )
Telnet &$%.

HAE Windows Server 2008 _FARFAHE T4 telnet i3 (AAHL EHLFIA
HEHLT telnet) , 1B /etc/HOSTS AU :

127.0.0.1 localhost
# | localhost
127.0.0.1 <your server name without domain suffix>

WA T HHIAE 1Pve 38 1, TSI LA R AT

127.0.0.1 <your server name with domain suffix>

a4, FHYHR 55



Windows 45 -4

2 FE N2 AR Windows RS BRIV 7] 223R,

WL CA Access Control £14" Windows k%5, BR85S MR 45 HH IR 1)
Vi 22, R HaC SRR H & . IX L5 ) 2 ] fg e Al
services.exe HAE T HIRSS (s, (1R r 3l Wrle x5z {f
PRSP IR 55 J00H0 2 A B DX S R E M R U 1l B 3 38 i — i 1) 2
TS AR, Ja— R GEMERVIRD A8 58 B R A2 .
A E S Windows IG5 AH ISR T A Vi 1) 2238, 1857 244 FH Al AT

B E X 52 AR 1 Windows HRSS IV 1R) 2438, 15616 T ik
WINSERVICE 2 [ A% 10 S AT YR 44 FX *myService* 1w i i 1%

CA Access Control ¥ T8 52 X ] WINSERVICE & [ i ik ic 3 (A
VO AL I VR R IA A T I R A5 BRI 2 T )

w6l BENE GITHRFRS KBTE VI =5

ol E 18K 5 6 T ENFR T AR 45 € L2 CA Access Control Tl ANBEATAT:
AT gsIa], 4 s pros:

er winservice spooler defaccess(none) owner(nobody)

SRJe AT LU seaudit SEHTRE P81 X 65 9T EVRE P R 55 16 B A3 0 1)
4k, W s

seaudit -resource WINSERVICE *spooler* *

Za A HUHE T WINSERVICE ZE A7 10, XS S B X 65 47
EVRFE RS 1 7 ) AR o A I L 45 B R TR

seaudit - Audit log lister

03 Apr 2008 16:53:48 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:48 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:50 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:50 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:53 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:53 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:54:10 D WINSERVICE bigHost1\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:10 D WINSERVICE bigHost1\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:19 D WINSERVICE bigHost1\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
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Windows y3: I} & {47

C:\WINDOWS\regedit.exe bigHostl.comp.com
03 Apr 2008 16:54:26 D WINSERVICE bigHost1\Administrator Read 69 2
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com
03 Apr 2008 16:54:26 D WINSERVICE bigHost1l\Administrator Modify 69 2
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

Total records displayed 11

Windows R 4R

JH ik CA Access Control, #80] LI Windows J3 & T,

BT LU LR REGKEY JR 1B Y 70 e 25V 4 Skon) JLaEAT IR Y SR J5 )
DAL LA BRI FF, 55 X R B 1) 15 IR AR

5 R R B PR U7 I A PR AN 2 S MRS T2 W B ) SR DT 1R (AR
X (B THERRAL, 2B AT R I B ) T OB o

CA Access Control ¥ 7F Windows Server 2003 F1 51 =it A< [f\] Windows &4t
32 HF AC RS 1) REGVAL B . FIXEE RS [, CA Access Control Ff
{347 REGVAL 2BV E M 24, I H REGKEY 7 1) A FR AN 52 M oy T 26 4t (i
117 7]

1E B WA R4 |, CA Access Control A3 #7 AC 2155 77 1) REGVAL %
W, I H REGKEY 135 5 (195 1) A BIR 2 5% M 5o v A 2R BB 1 1 1) o

REGKEY Fl1 REGVAL it s BAT A A &5 o A0 sk 5 LT Access

Control %1]%
s ACL

m  CALACL

s NACL

m  PACL

o4 TE. EEBRYE 57



Windows y3: I} & {47

REGVAL H1 REGKEY i3 #B L VIAH R U7 i) 2R 28, 1k P :
= READ

=  WRITE

m DELETE

= Ok

VER: CA Access Control {E MR AR AS S LRI INEFNEI 2L Hive (173 R
P . 1F Windows Server 2008 & B Sl A I &2 48 I, i S5 R ALK
“NONE” [¥11jj in) 2 237 In) 52 AR 3P 73 M (B, CA Access Control &1k
[ REG_NONE. REG_NONE IR R (A Y, AHANS AR U I 1 a2
T2

P Windows YR TR
0] LAY Windows YEMERI, XHFERT LA Windows i /EH AL TH 2 {1
Eial
{R£P" Windows JE R IR

1. WAL ] REGKEY FI REGVAL ZKic %, iE i ix Le25 35 kb T1% 5h
RE. CENHEBNEN N FESIRES. D

2. % REGKEY 8 REGVAL i3, JFfAd FH IS B v E M R s sl AE 11 44
FRAT 2 %1055 o
ER: ﬁﬂ% P R B AR 44 T8 e e MR Bl . 483 mT DA R E A
FPkTR E i EAE S N T8k TR .

IAETE W R DRI I8 3 CA Access Control i sk AL BRI Uy in) BB
2 B

3. (Al B FH P RN [R) L7 i) ACRR 23 BiC 2] REGKEY B, REGVAL it %
1 AH N [t Access Control %136 .

58 i i B FRYE RS : T Windows



Windows 3 I} & {4

Bl RAEEMR R BIA T RBUR “ B
LAN selang i 2B E et 2 B i BRIV il B “ T8
er REGKEY HKEY_LOCAL MACHINE\SOFTWARE\Test\Keyl defacc(NONE) owner (nobody)

Ik, X keyd RERIADS R ALBR U1 F o

PR A BT Windows Server  Windows Server
Windows Server 2003 X EH A 2008 K HhA
2003 MRS RS FIRS

RS T g EjEkAd) EjERAG)

). Bk, R4 4 4

il 44 B B

Ik ek E Ak g EjEkAd) EjERAd)

1 hive

M2 g a4 foVF

WEH, AEE. B g fOF O

i 4 B ER A

5 G 1L R (EE4 foVF foVF

i

) g -t FOVF Y OV

i), Bk, ORI OV o

i 44 B B 1

H

e EE 1 OV o

1 hive

T RAERTEE B ERA Y FIAUR “iRER”
BAF selang fir 45 Ak 3 S (00 R A V7 B BB 350007
er REGKEY HKEY_LOCAL_MACHINE\SOFTWARE\Test\Keyl defacc(READ) owner(nobody)

PRI, X Key 1 fBRIATS I BLR AR T BT -

e R A BT Windows Server  Windows Server
Windows Server 2003 REHRA 2008 & &4
2003 FIR%

ISR U O O
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Windows 3 I} 2 {4

#1E A BT Windows Server  Windows Server
Windows Server 2003 R FHERA 2008 & F & A
2003 KRS

P e feif S

Brg. marsank H4 gy frigfs

iz

INEE Rk fE4 gy frigfs

T hive

M2 E FeiF AR U

BEHUE pInaE A FVF

G Harsaal H4 U FVF

VIIEREN

Mg+ i A VR

i1

Bl T FVF FVF FVF

). B, ' AP A VR

i 44 B 1

B

e i A VR

Bt F 1 hive

Mezs 1 H e U AV VR

Bl e U AR VR
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DY SO R

Bl SRBEIE MR B ACAT KIBRIA T AR “ T
LAN selang fir &R B2 O MR B b P AT T B BRIA Us AR “TE” -

er REGKEY HKEY LOCAL MACHINE\SOFTWARE\Test\Keyl\* defacc(NONE) owner(nobody)
TRCAF (*) AN H T Keyl, {HNHT Keyl MATA T8 X EWEE X Keyl

P 7R AR DB U5 R R AR 4 i TAAAE SRR, i
20 TS A iy A4 MR Keyd IV

A& SCVERT Keyl MIMEREAT VS ) X Keyl B 7-SE{E (21 Key1\subkey1\
RIED TR )AL BRZEAN R ) Windows 2R 48 (847 JiT 22 5«

= 7F Windows Server 2003 FII i S fRA I R4 L, 1Zar S fE4an] iz
keyl LA FEEELIOUT AR, (H¥Z Tl @i, s MERFE:

K LA 115 ) AR o
= 7EHT Windows Server 2003 [ R4 I, i & E40%] Keyl 17 HH
T U T ALK

Bl SHEAERERFBA AR “E”

LLR selang i #F Windows Server 2003 FlIl 5 = Al A 1) &2 48 6 ii ok U
AR “I0” AR R v W R A -

er REGVAL HKEY LOCAL MACHINE\SOFTWARE\TestKey\valuel defacc(NONE) owner(nobody)

VFERE: 1F Windows Server 2008 5 miilA RS L, an Ry ALK

“NONE” 17 in) 2 22317 In) 52 PRPP IV MFERE,  CA Access Control £33
[1[{Ef REG_NONE. REG_NONE {E¥-ifi L HAEAE, (HA S BAR U B8 2
4.

RIS EIE TR

B HZ TIPS SO RO R S SO, IR BRI SRS
AR B, fan] DLEI A 5 OB v el e s (R A i o

ER: UHEEURRAAE NTFS U &R BT . SO BRI v a5
B\, %24 Microsoft Developer Network (MSDN) J ®3k

s O SCAERUE,  CA Access Control 4 H BRI BRIABHE 7 -
B, PRI ST e:\foo.txt FTAEE I 7 BEXY c:\foo.txt::SDATA AR . {H

#&, CA Access Control ANey H B R IFATATIEERIN B L, XTI L5 din
T T A A SR R o

54T B 61



SR

BRI SRR, EPAT UL R EREZ

w  BRPFFERIR R, WEHZ LIRS G SO
drive:\path\filename.ext:stream

w  BRPREE SRR e T, TR DN B ST
drive:\path\filename.ext:stream: type

BRI, EHZ LN RS G SO R

drive:\path\filename.ext:*
il ARG R ST BEER

LAN selang i 4K B nl £R 57 SO e:\foo.txt P T AT Bl it ) e FH SO A
WE

er file c:\foo.txt:* owner(nobody) defaccess(none)

A~ R E SRR

PR selang i 2 G ] R4 SCAF e:\foo.txt WA L mystream 1 S04
SWIUE

er file c:\foo.txt:mystream owner(nobody) defaccess(none)

A BRSO AR

112 REMIIA], - CA Access Control il i RIMISK Py i Fft R 7L ) pAY 3 S A°F -
o BRI — ORAECE SR H RSO AT
R ICTIMMSR A F R o

w BRUHENY — ORI U, 5 s P ORon s R 6 A 3455 RO ARUE A0
R 55 AR UE S o

T AAE 2 2e 2 I I B BRI
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PSR

PR 358 ST AR )

PSS SO RN PR B SO H RS SRR SO At o P SR

selang AR WL H GV MIBR . (HE, &0 LLgR S FILE BEI KA 56 P 36 5C

AR o G S BRIX 25 FILE U], CA Access Control <3k 52 31| N 35 SO R

iy,

I T Bt ZE e -2 A, CA Access Control A3 FH P 35 SC AR SR 7 it S A

DL 5 R ACBR «

m X CA Access Control P HB3FRE 1) 564 7]

w0 AR W ORI PAT AT ELN ) U5 )

CA Access Control 457 ] P35S ST R CRAP (1R 25040 S A BAR T TRl AR«

= CA Access Control PN #BREFE XS E s A 56 4 U7 i AP

m  NT AUTHORITY\System FJ /" % Bk J 45 152 BB PR

w T At in) 26O PR A B U R AR
R T AR v 2 BRI VT R B RAE r12.5 SP3 HEE o, AE SR
IRRAS A, ERIAAE O T B He A 1n) 28 060 B8 e SR e 7 in) A
PR

CA Access Control il F P9 35 SRR S R H1 S04 o iR IR 2050 T

5 €SOO B T M R R R I (I sRIE ) . CA Access Control

FE T TIP3 A0 B st e 2R Tt .

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl

HER: LU E S N e X, WA AN FEM R, AR

IX LA AL

pras FEA R R A R TN BN R

seosdrv.sys

%SystemRoot%\system32\drivers\seosdrv.sys

cainstrm.sys

%SystemRoot%\system32\drivers\cainstrm.sys

drveng.sys

%SystemRoot%\system32\drivers\drveng.sys

pwdchange.dll

%SystemRoot%\system32\pwdchange.dll

SUSRAUTH.dII

%SystemRoot%\system32\SUSRAUTH.dII

eACSubAuth.dll

%SystemRoot%\system32\eACSubAuth.dll

eACPasswordFltr.dll -

%SystemRoot%\system32\eACPasswordFltr.dll

JITAT Bt e SO

SeOSD\dbdir AClInstallDir\Data\seosdb
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SR

S TR T AN R RIS ALE

BT % Bh e lang\help_path ACInstallDir\Data\help
By ik scfE - ACInstallDir\bin
seosd.trace SeOSD\trace_file AClinstallDir\log
seos.audit logmgr\audit_log AClInstallDir\log
seos.audit.bak logmgr\audit_back AClinstallDir\log
seos.error logmgr\error_log AClinstallDir\log
seos.error.bak logmgr\error_back AClInstallDir\log
seos.msg message\filename AClInstallDir\Data
stop.ini STOP\STOPIniFileName AClInstallDir\Data

stopsignature.dat  STOP\STOPSignatureFileName ACInstallDir\Data

response.ini SeOSD\ResponseFile AClInstallDir\Data

audit.cfg logmgr\AuditFiltersFile AClInstallDir\Data

HEE: ARKERENTAFEE, HSW (2F754)

BRI\ SR
CA Access Control 7T % 2% 11 [0] 25 il it BRI\ SO R K OR3P S50 SCA: o BRI
SCAFFRINAE selang THa] WL HLBESS B BR o
R 4H i CA Access Control TR A SCH: HTU (4 ) R ST R B I3k 2
SCA 7 AR AR ST U 1) 2
TEZET, PMDBDIr /& S B K 4 (PMDB) JTE R H %, 1M
pmd_name Je RN RIS B A K. BRSO, PMDBDIr AT
AClInstallDir\Data. PMDBDir [fJA7 B AL T F1I7 R I P e s
HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Pmd\ Pmd directo
ry_
A BRINVT IR A PR SO HIVT R
AClInstallDir\data\crypto\crypto.dat 7T sechkey
AClInstallDir\data\crypto\def_root.pem* n sechkey
AClInstallDir\data\crypto\sub.key n sechkey
AClInstallDir\data\crypto\sub.pem 7T sechkey
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PSR

s BRIAT ] AR SRV E
ACinstallDir\log\policyfetcher.log BzEL +policyfetcher
PMDBDir\pmd_name B, Chdir -
PMDBDir\pmd_name\* B, PUT -

B4 Y 65






B ERMN

V7RI PR

B A5 LA 327

Vi AL (p. 67)

BCE T ] AR - 7R 471 (p. 67)

Vi A (p. 68)

AT A e X BRI V5 AL (p. 70)
FH P 215 i AR 2 8] 1 5 (p. 71)
LAY FRFIRZ (p. 72)

CA Access Control [ 3£ %L H (152 73 Be A 55 5B A T U5 R AR

VIR BLRAA AT LR 4L

o Ui ORI, BN, SCfF. BRI

w USRISEAL, B, B MR, G, BT
o Ui, ATLGEAD R U

U LUR — P R oL s, WIS AT LRIy 07 fn) B -

w T EA H B ACL #2 T RIS Rl AR

o R EATUT FIBCR AL B

o AT BAT VT RBURRE . 1, F 7 BATAE SPECIALPGM &
AT IR, B 7 SUDO K rPiadT fir & AL .

WR: ARERNVT BRI EAE R, WS (selang ZH7575) -

BBV FIBR - 7~

Bl T PR A P 4 T U AN PR

LR selang i 2% N 38 7 internal_user 73 N3 £ tty30 [ ACL, [H] 2%
Uiy 352 1 SR ) AR«

authorize TERMINAL tty30 access(READ) uid(internal user)
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ZAREEGIRIES

Bl AL P TR T AR

PLF selang i 2BV 7 Terry U0 31 31 tty30 1Y ACL, [n) & 5% T
BRE IR A PR«

authorize TERMINAL tty30 access(READ) xuid(Terry)
Bl BB R P R UR U7 ) A PR

LR selang iy 2¥ Terry % £ tty30 [ U7 I AL PR ¥ & 4 none, Al 4H 4
T Terry V5] :

authorize TERMINAL tty30 access(NONE) xuid(Terry)
B BRI A BR AV P R e A R

LU selang i 4 M 283 tty30 H (1) ACL HH HIER Terry:

authorize- TERMINAL tty30 xuid(Terry) access-

Terry I C AT 283 (R BRI DT IR

ANV PR TR R U5 R B

[:J;_F selang fiir ANV I Terry W& A HATE B P FISCAEBLURR )1
B

authorize ADMIN USER xuid(Terry)
authorize ADMIN FILE xuid(Terry)

Vi R EE IR

X EEIR U R BB AE Access Control FII 3K R fg e » FEASFEIIL R 2D HA
P> Access Control 5113 :

ACL

FRE R T BEURT R BLR KI5 i 2 b LA 1 U7 T BB 2828
NACL

TR E WAL BT IR B 07 17 5 S FABABR LA U iR BUFR )28

jﬂi{o

Vi BRI T AR FTAE A5, B P e A R AEA S R
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EEStETES

AT R HIFIR

14 Access Control 51|58 (CACL) $&4it T ACL FI¥™ i€ . 41 in) & 2 Uy In) %%
PRI, FE PRI ACL FIT NACL AR iz H 7 s SV I AL PR, ) CA Access
Control #5451 414> Access Control %1) 3 .

ZA Access Control B3 LL—Fiky & 77 3048 58 X T ) S5 (07 IRl BLFR
Bl IE L AE IR E R

wtn, faa] LS 451 Access Control 41|36 5 SRS 73 B& )

CA Access Control fEVF{# FH LA R 4414 Access Control %1% :
m  FEJT Access Control 1) (PACL)

m  TCP 2§ Access Control 41|34

m  CALENDAR Z§ Access Control 413

BLAES5AF Access Control #11384% H e X—AN4H, wILAME ] selang
authorize 774 1) via £

5 HAh Access Control 5|38 —#f, 251} Access Control 5|3 H &N 4% H
F8 B AT U5 ) B UL R 07 1n) 35 S HEA 4% 1 10 U7 I BLRR [P 28 28, b4k,
251 Access Control #1)3&H1 1) 4% H ik 45 72 /0 BO B FR 1 414« X+ PACL, 4%
P REFEF I TR, Vi 75 Es TSR A Be BA Ui [ BLFR

il £ PACL

BUFAN 7 sysadm1 A ]l I iE 1T F2 7 secured_su A -, &
LM BAR selang fir 445 s AH I ) 244U 1) )«

authorize SURROGATE user.root xuid(sysadml) via(pgm(secured su))

defaccess - BRIA V5 H] B

PR A C 3 n] LA R ERIA VS 7] 7- B defaccess. defaccess 7B IME TR & U
VAR 955 Access Control 51|13 34 A A0 2 18 Uiy in) 54 FH 190 U7 Im) BRI

555 T AL 69



QO A 5 0 B 5 TR 7 ) AR

P o 05 T TR A B

2497 1] 2R U7 o) RIS, CA Access Control 3 o 42 IR T 56 1 O i
AT IR IRAS A RAG AT VT RIARR, AR HARAG 45, WHRAEAT A — IR
Kt A T ViR g5 R (FE4AE o7 iR)) . ) CA Access Control AN

HE— P PAT A B A2 R [H] 45 2

CA Access Control IZATIXLEAG A P AR FEE . BRI OGN, TR 20 9%
J5, CA Access Control Y542 DL 26 £ 15 1] ic 5%«

1. BT BE USR] Ry PR Al

2. BRI RV B0 T V5 A

3. Bl1fufx

4. BRRHT NACL

DL ACL

BRI PACL

PRI defaccess F-BE

N oo u

5 J PR IR 2 R B accpacl 28 TR Bl e « 5] LLE L/ H selang
T2 BB LTI setpacl- K2R H X B PACL [FI1d H

— Access Control #1)3& 1] L& 2 AN e B P 14 H o o, v DL
R P WK R4 H, 0] DAL P I & RN 4145 H - CA Access
Control ZEHEN S 2 BUk & RN Fr A v e 4 H . 8 CA
Access Control WHATfF L AEAS ) (P SR VR4 45 B, &S0 _CH
A Vs i AR RN HA)Y  (p. 71)s

B X SCHRR 25 SRR
ERRF, BikH A userl 117 M) 22 B2 B I filelo
fE R, CA Access Control #%J# accpacl 317 [ BRI\ ¥ B 8 1 PACL.

NACLFHTF  ACLHEHTF PACLHFHTF defaccess ' 45EAUR
userl [Xj2¢H userl (1% H userl 1% H HI4%H

B (Any) (Any) (Any) 4 s OB PR
(Not defined) VW (Any) (Any) 4 s OB PR
(Not defined) BEHL (Any) (Any) T OB
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F PRI U5 i) BUR 2 18] () 1. )

NACLF AT  ACLHHT PACLFT defaccess F 45 RAUR
userl K1 H userl 15 H userl 1% H HI%H

(Not defined) (Not defined) via pgm (Any) SV
securereader securereader
PP
(Not defined) (Not defined) (Not defined) 2EX - amanaivy 5]

R4 H B84 (Not defined), M7~ Access Control 41|13 H ANfEAE T
userl )% H o

WR4HBRA (Any), WIZFE7R1% Access Control #1121 4% H 5k B 3L,
A CA Access Control Xt H3E4 TR 7 o

CA Access Control K & ¥ MAERIA . WETER, M TErairkin, H

A3 5 SCRA U3 TR AR 1) B s A (I 1 B CAS 35 AT AEL (Any)o AR, 85E
SCERTT TR AR (R B TS 22 MR i A5 B0 A% 32 BATAH (Not defined)

F P R4V TR AR 2 TR) K EL 3
SR DAL DR P R4 5 T A R UL, 472 0
BERTHESATIRGE . IR T UnSAEN R P A 1 R4 2)
A RIS R UL, 25 H DL REHO4 5.

ik CE SRR (p. 72)iE50 CBRABED

RPEIRAGRE AR R A2 W ERR SR TFBUR

Vi I AR 2 (Any) (Any) iy ) Bl 4 4
Vi In] CAZAL (Any) (Any) Vi 1) LA
(Not defined) i 1) AL (Not defined) Vi In) AL
(Not defined) (Not defined) Vi ] AL Ui 1) AL
(Not defined) i 1) AL i 1) AR AL Ui 1) AL
(Not defined) V7 ] B4R 4 (Any) U i) 4B 44
(Not defined) (Any) P EE & S Vil B

AR 2% H B7- ) (Not defined), WIRZRBAT I I 845 SUIEAT 26 H -

WL H ERA (Any), WIRZR VT AR TG B %L, K124 CA Access Control
AKX H A THG A

%5 HELTN 71



e CNE S IR

RRHABFR (ACCGRR)

ZFHA R IEE T (ACCGRR) 5211 CA Access Control £ 75 %8 YR [ ACL ) J7
R W5 H ACCGRR, I CA Access Control <367 ACL LLIRTSEH J g
(R BT 4452 T AL B & T 2% 11 ACCGRR, JUI] CA Access Control 23K % ACL
DL & A A AT nl B 4% H A5 nones WIAAT, WIS HE4a75 0] .
T3 CA Access Control ¥ 2 & 204« H,  Access Control 513 1 115 —
ANATN 2 HERSN . BROATSOUR, & IE JH

LA H ACCGRR 1ETI, AJLMEF LT selang fiz %

setoptions accgrr

AR ACCGRR XEX5, A LUMEFH LA selang fir 4

setoptions accgrr-

RELH RAAIRE

GAONA L A R T R I BRI U7 i) AR T S, XA Access
Control #1138 FIVEI AN 78 o

AN IE Tk 2 RGO FIE R E—RR77 20, T SR s

AT,
LR
LR UL B S U7 ) 2 DB R 0 3 255 2 () A4 an Ry n)
H LR NT B IR A gn], BIELE PR T Access Control
SR H P RT T Ui BR, Ui E WARE VT R B AR B
BHAMANE, AL IAT 2R P
AN R F VT 0 ASE VT ) 2 A AN A ZE AT B 5
R

ZRIHE CATEGORY JEHHL KA AAFK . w] LA fn) 2 A B 5 73 il 22 42
o AT 2R VT 1) oy BO e 1) DR 70 BC IO T AT 22 2RI D7 1) 5 4
eV ) % 7 U
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LAY IR

RERE

LARFNEIE SECLABEL R LRI A TR L ARG L g M 2 4
FONMIBAE L o R 2RI BCEE Ul ) BUBE I, PR T i% 7 1R 2 B
PR %L R ZEAN IR A G 1 % B ON M 2% 20 . U
i D7 17 2 BB AR AT 5 () 2 4 U IS 23 i o

s A 224 FR%E High_Security

1% High_Security &1 22425 255 5 2242255 MANAGEMENT Al
CONFIDENTIAL [l 24 h72%

I HUEE R F userl 43 BR 45 % 4= hR%5 High_Security, T userl f) 224> H) K
255, BAMEEA 242K MANAGEMENT FI CONFIDENTIAL.
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Y6 F: RIS

B A5 LA 327

H P FAULRY (p. 75)

1% & Surrogate DO [ L (p. 80)

JE X SUDO ks (fES54RIRD  (p. 81)
KA H P T EAEIRE (p. 87)

NI

P BERUR Y

1F CA Access Control 73 H SURROGATE Z&H5F, [RIEfJa F T H AL 4%
o W B, T DR AR M eV s L,
FERAA BER AL SID CebniRfT) SHECh HiAth sID. 3X AT LB 1k P e
TEAGAE P T AL LA P B 3

HE: Zebn RN T8 RGAR RN - s 87

Bltn, s B AT P AR #E O3 1) CA Access Control BRI, 7
Tom & LU BE 03 S0 IS AT R 7 DAME AT H2 284145 . 111 CA Access Control
ANAVFREEHAT, BIA Tom A BRI BE 5L

& n] LLCAP A =02 AT FH P B R

n R

PR A

6w RIS 75



I U RS

F P2

R TR EAR, CA Access Control NN #2475 | Windows
RunAs S H T H ARG . P B8] 7E T SCFEI Windows i
A A .

ER: AP B (RIS H SURROGATE 28D , BRIATEIL F
2 Ja FHH P 4488

PR A ARG LR 2
= CA Access Control TR 4¢ H S AR K I H P o

TEVFZ Windows N HFEF A (336 RunAs SEH T H) , NT
AUTHORITY\SYSTEM H ' 25 SR 16 FH P 9 HLAR Al sk . P
AP S A PAT IZIH THBRH P, A S SE H iK1 NT
AUTHORITY\SYSTEM F /7o 91411, 41 % Tom $AT RunAs SRARFULE B 54
I NT AUTHORITY\SYSTEM H /= $& BB 4035 =K, 184 CA Access Control
2% Tom BUAAE R TIH P o

n {OCYH AT RunAs SZH T EIS, CA Access Control 4 £ A bl i
;J‘_\{o

R X PR BE K Wi B /MK

PR S L, CA Access Control ANFEEHREFS Windows HEFE)
(PRI K
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HI P LR

AR

R )8 N AZAE 024K, CA Access Control 24245 T3 Windows HEFE
PIRFAN LI 2K o AR P2 AN T AZEAT AR SZHE 1Y) Windows fiiAs FAf

Al

HER: A RAW LU AR Windows A IIEEZ 5 E, 152
B A7)

WAZRE SR LA, 0T LUORY 7E Windows THEL B3 H1 i d3 A A
DN

WARZA A 5 AR LU A

i NT AUTHORITY\SYSTEM A /7 4801 i 19 FH 7 9 EL$ HH AR L0
3K, CA Access Control A2 R AIEE H B WA RLTE K 1 H P s

0, RunAs. ftp Fil Telnet iR #B /& FH NT AUTHORITY\SYSTEM H J*
P . W5 Tom $UAT RunAs AU BE B, 1f NT
AUTHORITY\SYSTEM H /" $2& AR 40L35 5K, 84 CA Access Control 2
NT AUTHORITY\SYSTEM 1Rl A K 7

CA Access Control 2> 4/ R GURE HAT O 1E 3 B AE (BRSNS
Ry AZFAE A REAT TERER I

H AR CA Access Control 2 ZE A7 RALLIE 3K, (H SR G | AT AT BV
Z AU
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I U RS

CA Access Control X7 FH AL I SK 1 i B 7 =

SURROGATE R H [P EEANIE ST 2 T OR3P P S S A0l 23 A 5 1) Bl
fill. CA Access Control YA FLIE SKAW A AN BE FHAZABUH 7 U5 Rl (I dh 06 4 .
SURROGATE ZRH [P sk KRR HA B4 (B R4 H 7 54l .

2 Pl i AR At 7 Bl 1 K, CA Access Control £ $0 AT L
R
1. KA S 54 ) SURROGATE sk V5 R 4% A . H4l SURROGATE ic
x, SKRELUFIHENR.Z —
s a4 SURROGATE it % 1] Ao ir b 4 il
CA Access Control 1 FH SURROGATE it 3% 135 7] PE AR 7 Bk3E
LGN IE SR
s S ER41 % SURROGATE it 3% »
TR 2,
2. Ko P a4 BRI SURROGATE e & [ V7 )3 , 4 K s

w WRIERAJER P, CA Access Control 23K USER._default
SURROGATE it 3 H e I ) R H T H

w OURIESR AJEY], CA Access Control 23 GROUP._default
SURROGATE it 5% H 5 SCH U7 I AT 7

YEE: USER._default. GROUP._default £ _default SURROGATE i3k )
BRIV ) B BUE LIUALPR o IXZEIR A CA Access Control R VFAT-fi] i sk
AU B4, AR ) B4H () SURROGATE 0 2% (R ilid sk . 2
W OAT A, 3% 55 USER._default il GROUP._default 3% (117 7] #5%
Ko EAfei it 904 _default SURROGATE 1t 53 (K17 1] 4B K Ay FH
FIZH ¥ B[R] RN U i) 4528
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HI P LR

J& R P ARy

N

[

Ao PASEOL ORGP RT DL B R R Fe v BB Aty s - AL 37

N

m %E

A PR

1. (A A AR BEER, 4R os:
a. 151k CA Access Control.

b. K N AR E A 1.

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\AccessControl\
Se0SD\SurrogateInterceptionMode

c. HHiA3) CA Access Control,
HE: BIAE FaE P k.

2. #T7F selang iy 2P RFFE o

3. Jri ] SURROGATE %:
setoptions class+(SURROGATE)

4. 5 X SURROGATE itk ] selang I A{# HE4T CA Access Control 5k
it o

5. (QUEHT W AFAED & SR, ZHN) SevF SYSTEM FH 4541
PR BAUIE K P H
auth SURROGATE USER.Administrator uid("NT AUTHORITY\SYSTEM") acc(R)

Windows $ V2 SEHFE RIS (Bl “I247 54037 ) BN "NT
AUTHORITY\SYSTEM" i A& iz 1T S T RIS 7 . Bzl
SYSTEM FH /' 5 SR DAEE F i/Fia 47 i sz Y 11 5L (9 R 7 A5 H Al
S

il SEAHEABTER

AR P S B R LR, R IILLR selang JEIU S VFAEAT ) 46
AL )

editres SURROGATE default defaccess(READ)

%6 H: fRPmk) 79



W H Surrogate DO - H

. FHLEAE E P R

B AR 1R R sk B A SC VR P Bl A IELTE selang KU BH 1 EAT: o H]
JORIE P 5

newres SURROGATE USER.Administrator defaccess(NONE)

Bl SCFAARRIA P
AR ATV O3 2H P Bl DAL B O

authorize SURROGATE USER.Administrator gid("Administrators")

% & Surrogate DO T.E

AR OL L PR N BRI i s ZEA T RATEB SO A Re AT AT
5o

ARG AR LT3 S 11 BT AT IR S Y P R OB G b, X200 K 3o o
s, ZArB RIS (BRI E MR Sl R Gu0E 2 R A b
B ST BIATAE S5 I v E T SR i S B

Surrogate DO (sesudo) S FE P T X ANHMESL. & i H P $dT subo
R (HARELICFKOUE DA e SCRERAE, F&Emiee ] gl n]
PLZATIIA, DLR I TIX— H A5 A 100 B KRR

B, Tw ash “JEaFT T IS SUDO YR CEtur g A
REG—FE) , WHEALLT selang 4

newres SUDO StartSpooler data("net start spooler")

1% newres 172 ¥ StartSpooler & YNSRI IREAE, HELeH] ] esked
PATII R G AR

BHEPH ! ISR R P A S B IR R AR A . RN AR TR
EAMBIAT AR Z R H PR RS AR SR

AN, it d ] authorize fv4>, A LAFEAUT S 04T StartSpooler #1F .
B, HAVFHT operatorl JR B “Ja G ATENFRT” RS, WHIALLT

selang T2 :

authorize SUDO StartSpooler uid(operatorl)

K] LU authorize iy 2 BB 18 H P AT 2R 05 . B, P
1EH 7 operator2 J 8 “Ja G EIFRIT” WS, EHIALLT selang i 4

authorize SUDO StartSpooler uid(operator2) access(None)
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%€ X SUDO it (fT454RTK)

1217 sesudo SEHI R I HAT ZARY IR ERAE . B, AL R4 e, H
J' operator1 BIR[ )3 “J5 G FTEIRET” s

sesudo -do StartSpooler

sesudo I H 5 50A & & R FAUH P30T SUDO A, R JE, WRRAUH
JAd R, WP AT B8 e P A A . FEBRATTI 7R BIH, sesudo £
P IE T A operatorl $1T StartSpooler #:4E, SR H KRG 40 H @

4 “net start spooler” .

HERE: K sesudo SR HITRANE R, HSW (Z2£754)

FEX SUDO 3%k (FES-1RIK)

SUDO KHF HURAZ A fr A MR, IBE, R (0 LA o 25 Foks B ki
AR, (5B RS 1 SUDO 1037 B AT IX SR sesudo fi
LR

VERE: A OIEEA T3t Windows LR SUDO ik, e Zit i
SUDO T % A bicto I R HE B A 1 abbRas, IR A 7E S 38
17, M ST T . AN, B GERFESH) .

£ SUDO ik, TR SR TR R ALg, 3l AR B R

comment J&VEFME A, ] LA s in— 82 > B2 4E 1L i
VS A S . 34 comment JB PR 084 g 5, FEH.
I AZAE FH AT AT SR ) e 3R B AR A FR 5 F AT AT SO, AR R4 R
RECE AL E

PLF 42 comment J&PE 1%

comment ('cmd[; [prohibited-values][;permitted-values]]"')

U AR L EAT SEVRAE T AR B2 RTE Y, BT AT 9L comment & PE(E
LA :

newres SUDO NET comment('net use')
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%€ X SUDO sk (fT454RTR)

1z A R R R T2 sesudo NET K HUAT M2 “netuse” o ANEEH]
g ASEIE; RVHERHTEASEE.

i P IE CAT AN DD RE s R B, AT LR A5 2 51 10 2 50 st v
M2 T LG R RSB AC AT AR HERK) Windows JBRECTT . 25 1A HI 125k
AAVHEH S E ] L5 F A2 &

R i
SA FRHA
$G ILA CA Access Control 4144
$H CRGE AT UNDO BUR 03 HSRIT SR I 2 5L
SN He
N 1217 sesudo [f] CA Access Control f /7 [ 44 Fx
su LA CA Access Control ] ' 4
Se F&H .
A st A R TE AN AT v 2 £ SUDO i .
sf WA A4
Sg WA Windows 414
sh WA ENA
Sr HA Windows B2 7 ] AR A LA AT
Su A Windows H " 44
Sw HAT Windows 5 1j il A3 B 1 BLAT ST A
$X HA Windows AT U5 i) AL R 1 BT S0 AT

UK 25 AR ISR BN BIIA, AT LR 354t

o AN RIS 2 0, 0 e TSR B 7 281 04 i,
ST P A -start, (YRR A HBTA AL SHE, A
RS

newres SUDO scriptname comment('cmd;-start')
Horr emd AL IIA

FiAh, WERAS VAT AT S50, (A BRI S5, %
PLR 77 205 X SUDO i3k :

newres SUDO scriptname comment('cmd;*')
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%€ X SUDO it (fT454RTK)

WRIMAZHA Z A WE, S S A RE N RT. B,
an S EAR P AE R -start Fil -stop, (HEI LV AR A Al 2
B, TERIN NI

newres SUDO scriptname comment('cmd;-start -stop')

WRZ MR SEA R, EHEHEER () FhSAEmEs
[ BT i, WiREAE IEH 4 -start F1 -stop FHARIAIAS 1) 265

—ANZEOFEE I HAATAT S HT 1) Windows ﬂ%)ﬁ%ﬂ%ﬁ?%:ﬁ\?‘ﬁ
GEZ R E SR , IR NIHFam2:

newres SUDO scriptname comment('cmd;-start -stop | $u')

WERIARI S8 2 T38RI S H Wida —HEE S HCE M 0
AHRSH.
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%€ X SUDO sk (fT454RTR)

U s A i 2 B K F 2R B I 21 AR
n  sesudo SEHIFEFR S HUHE:
- VUL ECATAT R N 1) 2278
- VSRS DA 2 A .

KRR AR A S HUE S B2, RIS AR fe Vi 91 & rh 4
JE T 1ASH, WA RVHEHE.

SR L HHERI SR ZHE ISR 72T, BELR AT OR B AE
G5 W BB ZEMERIZIER, D E S, AW, #EE
VIR . B, WERASTVFE NAME 150 BIAS 24U
WA T
newres SUDO scriptname comment('cmd;;NAME')

» EWTES—ANPIEER T —FE,
- WRHASEH A RVHE, EHH S TE AR
- WRZNMEASHEA RVHE, EEREER () AR

{2 1E 53 B T

i, WwRIEEWANSEL H— NS IUERE T AGE & Windows
M4, 5SS TR AR 2L Windows 4144, WIEHIA
_FEE]‘ ﬁ/ﬁ‘\:
newres SUDO scriptname comment('cmd;$u | $g ;N | $A')

RIS 82 T8 h 25 WisJa — A AV i 2 0k il
M RRSE

Rlt, comment EPERISEEMSE AN : HERMA, RERENSHHEE
A, BERENSHWAVME:

comment('cmd; \

paraml_prohibl paraml prohib2 ... paraml prohibN | \
param2_prohibl param2 prohib2 ... param2_prohibN | \
paramN_prohibl paramN prohib2 ... paramN_prohibN ; \
paraml_permitl paraml permit2 ... paraml permitN | \
param2_permitl param2_permit2 ... param2_permitN |
paramN_permitl paramN permit2 ... paramN _permitN')
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%€ X SUDO it (fT454RTK)

sesudo S AR L LA 7 K & H P N RN S 4

1.

MASHN 215 'ﬁﬁiﬁﬁ’]’%& NUCHL.  ChTR ARVFISEN AEAE,
WAE ] A eV S 4

MASHN 215 %**JLE’J’%& N ULHC.  CUnsREE M ZH N AAEAE,
WA E—ANE RIS 4

W H S5 %ﬁi@ﬁﬁ?iﬁ@@ﬂ, AT S50 525 I S EA LR,
NI sesudo FAT %2 -

il BB ARVFHFIEAT net send FILSTRIR

PLF o FE i B Tﬁﬂﬁitﬂﬂ)‘j Takashi $i47T net send iy 4, LA A& anfal By 1Atk
AT net start i % :

1.

2.

1F CA Access Control i S 4 PR /b, ey “H 7 @I, R
CERURFRIR” ki

“CRABUNHRIR” S B IIURE S AR 22 o
Bl “AESSHRIR” .

el “AESS4RIR” Ui

L “EIEHES

Kl “BIAESS” Ui

F R PR SRR HE R ) B

& O &

ZFR NET

s net;start;send *
IREED nobody

BRIV ) BLRR None GifERIEIID
Ry 0) 5 USER: Takashi

Allow: Execute

B LRAET
B AT 45 FRUR (SUDO) id3% .
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%€ X SUDO sk (fT454RTR)

5. MRAAES IR :
a. Ll Takashi B35,
b. 4TI, #ATLL M4
sesudo -do NET start
BEISF R AT W R
sesudo: ARVHEH “start” ENSHGS 1.
HR: netstart K APAT, PR ¥ HE SO AEIERIME .
c. PATEAUTH:

sesudo -do NET send comp message
MAZPAT T2 o
B R P AE AR B RN R AT

FIP AT LU AR AT B 550 MSC BEERPAT i BURR AT, 21 R s -

1. 7F CA Access Control ¥ S B v, s “H 7 ki, AR5 HE
“EBUFFRIR” Yk,

“EABUNHRIR” S B IURE Sk /s AE 22
2. by “UESTRIRY .

R los “AESS4RIR” T
3.l “EIEHMESST .

B fiban “RUAESS” DU

4. TR PR BUS R B

& O3 18

E i k%%

B c:\winnt\system32\mmc.exe
IREEA nobody

bl Interactive (JHHIETI)
BRINVT A PR None (JEFRIZID
BRI ) 3 USER: Tori

Allow: Execute
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(R R S (RN

By IR .
BN AT % 45UK (SUDO) it k. “AZH A I T )8 s iRkS
J S AT LA R B S 2 S . AAERS54F R LocalSystem ik F
AT, ZEIA T H
5. WRAAE SR UR AL
a. LA Tori G408k,
b. T AR, AT a4
sesudo -do services

c. mmc.exe ¥ 550,

BB P EHRIERE

TEHRAFARZS T RERIT 1ML AT 5 BT (MK 5 8 AL ZRAN TR T K 5
REFBIVT ARG ARG H R AGXNH 7. BT LR ELE
PR P A RN TE I 6 s 2 T b I e K AN B R 8. — HLEERIR
U5 208 T B FEBT G

W LB AT, 2R3 S s sh. R e s,
Y2 I AN RE DS R TG B AR T AR

AT LAE T USER 210 3k B GROUP 2L sk R o A Ja 1 12 B TG4 R H
Je 8 SR AR A E LB SO . 858 n] LUIEH] SEOS 281K
INACT JE k. R G A M BTAT HL - BEE AR

1t selang ", A LA K i<l LG I 42 R 7 U3 52 TCERAPIRES -

setoptions inactive (numdays)

LN BCE RS CRA S 2 A M R SE BN B ERAEBCED » AL

T
editgrp groupName inactive (numdays)

S L BB RH ORI RO AL BB RS D L 5
LT i

editusr userName inactive (numdays)

LFGS HOE M R, R L R 4

editusr userName resume
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(RN R S (RN

FLHOFGS HO B SR, WA RU R A

editgrp userName resume

BHERGNEH IO EE N B S A A, I A M A4

setoptions inactive-

TR AL T A G o per &, WA LR iy

editgrp groupName inactive-

SRS I oA ok fr, A LA R fir %

editusr userName inactive-
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B7E., BE

yg==!

1

AR 735 LAR 2

YR UE HE (p. 89)

R
U UK AT (p. 90)
M7 L (p. 90)

B LI B R SR

WL BT T S AIE V5, AR G5 PR AP T 1507 AE AT A A0 i) e«
BB S THG I s HE AR AR T FR B A R AR A 0 fpe X S e A s itk
190 28 B SR 326 1) B T E R AT W R P2

Windows 17— 5 il FH 7 A 1 % A 10 s R LU R SEgs T LAGgE S K 22 5K

IX L DL FEEH . CA Access Control HA PR FH I $f 0 0 22 4 IR 35 1) B

Z 3.

#0] LLZE CA Access Control 145 & LR Hi):

BTG 5 DL SIS UGS . AR S5 AL SR R 5 2 CA Access
Control £74ifi F) LLRT 205 AN

PrEEAGUSTH I 4.
PrE A S IEAE R R .

AT 5 EAE B B S i AH UGS . CA Access Control AN[X 43 K /)N
H,

PR 2 DI AE SR G P i 8 (N R AR (N R AT
WP B NE TR S 74T
P b R AT B R A S R E K R R

WrE B ANS /2 CA Access Control 7 Bt 32 BRI B in] 2 — o %7
A 2 78 1) Dictionary {5 € :

HKEY LOCAL MACHINE\Software\ComputerAssociates\AccessControl\passwd

FEAN TG B AT IR CED, BRI ZAURAED ATy sl FH
AERE I ) 5] B8 J 08T ) 4 6

RSB IAT — A B R A HTYI B o S R — AR IR, 45
AT LAB b P TG Sk B A A o A YU S R A, AT AT
i A g S HERG, SRR TR LA R

7. L P Y 89



=
I
)
=
il
B
(o

EFHRERE

EEFHREMNE
1. fE CA Access Control 3fi fi 7 # b, Py “PlE” TR
A2 MR 3715 e i B T
2. AE “ORI7 AR R SRR .
¥ Wos “RBOS” .
3. A “HP S4#sh]” XEhikst “PASSWORD”, X5 Hidi “Orfr” .
IR O B 0 o A 1
4. FE MG X BB R <O S g T
W Sos “H P m g T
5. & XM TR AR, K58t “RAE7
T 78 SO R R Gy 85 U DU 5 0 e B SO S B i il AUA T
6.  CEAUGEHT UNXO 3B A sepass SEHIRERE ST % 4
HEE: AKX sepass LHBFITEAGE R, HSW (ZF451) -
il B BRI
PAF selang fir ¥ 0SB S Lk Ay, € € /- LT A4
ERCTWIR
NIRRT AT
. NNEPREERT
n AR

setoptions class+ (PASSWORD)
setoptions password(rules(alpha("6") lowercase("3") numeric("2")))

HER: 1K setoptions i A% INHEAE L, WS (=4751) .

fEHT R IRTH B

WRAEIEAE ) Windows NT F 48 ERIH] 7 BCE %A, AT e H 30T 2103
1@\:

WRGARL, AFFEEK.
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AT R S

AR R W AT & SO K o TXRT B 1 LA MRl Ji AL RS -

T K TR K.
o SR O, JAEEE T “Windows NT 8 it B

e,

KA AL IME— A

B ANRF A HAR S A TS EE SR (5 i ik CA Access Control #5155
WL B I ESR D

AT WEGAZE R, TR DR BB O T AR OC EOR A Y

W7 R Y 91






®
0o
1

—

A RRAN %

REWMRE

FHEIR

B A5 LA 327

AN %A (p. 93)
FHREE (p. 93)

WALV [ 45 HIE S (p. 99)

CA Access Control H7 1% A %% (p. 100)
HRZIERE (p. 110)

A HIZFAT (p. 114)

HZ H & (p. 117)

LA RS B R W B BB AT 5 2 — it A B R 4eh
gy, MR AT BB R MGl . WAL LS P & — T AT
/DIRIAESS, CA Access Control W ¥ 2 4 k% g B A& LA R JLAN 7 Tl =

s EMfFRH VTR RGO R YR U7 ) BRI 7 = (B
WEECCE) R 7 ) 5 1 I 1)

n A NEARAT LIRS CRIME 22 R MO I, AR AH S
IR H AR

w SR IRT 2 A R L 1 B R R

w BROEEPAT UG )R] 2 R 2 U SR 1 5

CA Access Control B A% AR BLSL B A%« 204 W A% WA ML T RGN 22

S BLGY, HAURSOP AR S A AR, ) DURE S ity
2o DUEBEAT AN (1 5

AL E W LA T AUDITOR JE LI o 8 U A 5 T
P AP AT SAZAT 2%, Bln, S8 ook F P RN s o B i s AZ B . Bt
A, HATTE AT LTS CA Access Control Hi#% T, i X745 ADMIN J&
P,

WR WL LU RN, CA Access Control K 3R Fi4::
N R TR BIRAS
5N AR B R AL




R ON

s a] DA R DA 38 FH RN E AZ 6 T c:\data\payroll H BT A3 SCA4 1 3C
PR 1)«

newres FILE c:\data\payroll\*

TE T EE R FILE RAE T35 8RS GBRATE L 1) .

WEIREAF IR R
CA Access Control #3k PH Fh 2 7Y ) Ak
LR =7 s
K H BRI G BB AR 3, DAL R SRk Ad e
m  Audit M
BRI

MR SART, CA Access Control X FABGHEATEIR . K& Hid 1y )i =K
HARIHAZIC 5. CA Access Control HLAG DL N a3 AR

n SEAsRHAR

DA

n EEGRAE

R B GES AT E L 9SSRI, EIXAETE 4
A 2 A ELAE S e R b e YA A

B

KA RO AC S T A A, AN £ sl AT V7 i ) . s
X PR AT SCER A 15 108 ML SR B e R 3 » AR H A X R, CA Access
Control - HSRH I FH A HATGN, (EAPEXARAIER, WA
HIEATHON . KT, CA Access Control ¥ SO V8 & 3K 21 i BT A 5 )5 3K o
KRR T A SRS A% H Bk IR G Ry P (V)

LA B A3 e A o

KA H LS KIEE] Unicenter .
EAH A, RV S (P). SRV EAS RIE S|

Unicenter,

LR P IS D RN 73 ok
I AR K G AT AT T8 R 8 T 00U 1 W EE R E
THPRRE.
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R TN

BB MNHZEA

WA EAEACRAC KA AT, i AN A s AP T U7 1R . ]
IR AT WS AT A TR M SR BRI E 1 K

B EAE AL, 15 SeOSD\GenerallnterceptionMode CA Access
Control { RN E A 1.

BEPHH Y R AT A, T O A TG A () R Al T
H&, IR HER MRS K, B S8 i H &S 0
(p. 122)fPFJ3 1 .

e p A — AT N BRI B e AT BRI, i S
AN H B EEIREE, Hoyimlid & T U7 ), ) CA Access Control 4%
GNEZHESHFRFEURAS W, HARVFU7 ) . WSR2
3o MRZE P I I BE s AR A T 5 A5 X

{NAE CA Access Control AbT-5¢ 438 s Abt =X i 22 5 X A 30

EE: B mEREi /& CA Access Control for UNIX TS24 frymfE—# . cA
Access Control for Windows i 37 iAW H A =

SR BB Sy ) SR IR, AT DU A SR A
VUPFE S SAEms 2 iy, A&nT AR H A% H A AT i 0 o SR PR 2 AL 4
L] seaudit i S H A% H o

R BAT B L warning, WIRETT LU 2R E TSR, 2R 98I o
AL T EAE R, 215 ) i S U7 TR BRI, CA Access Control R L1 1%
Vi), JRETIHBIE ARRHEASSE) Kz HETEALH.
GRS e B BRI s AR R T B, R
EIE TR HIEMIZIE PR T8 A, Bt Ab 1 A
o

VERE: WIS AT IR warning, WIS AT DI ILE T80 Bt JF
LA R KA T

FEZESE

B AR (p. 94)
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P DU AR AT U TR R (R, T s PR T I L
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HREETESER
1. 7E CA Access Control ¥ i B 3 v g B0 T35 15 5 1) B U6
W WO AN B T,
2. By “HIRZ” EIUR .
W WoREM X IZ B B B
3. M BRI, REHaE RIS
AT IR IAE AL T A B
R AR, YRV I ) R U I U, CA Access

Control ﬁ gg’l%‘%%la% %AEF[*? EI DN 1\\%%@ TXT%J?WEEE*?EI\
KPAT ZHAE

ff H sereport LT (M5 6) A FE A TSR 1A P .
s K SCHE TR SR
PLF selang 7= 94 S04 c:\myfile & T2 25 B

chres FIlE c:\myfile warning

Bl TER SO B SRR

PLR selang 744 SCAF c:\myfile [R5 B 05 B

chres FIlE c:\myfile warning-

myfile BLAEANAL T2 545558, R CA Access Control it myfile S iIF AT
Ui 1) KL

Bl R AN E T E SR

PLF selang 759K 2 myterminal B T2 58

chres terminal myterminal warning

CA Access Control f[‘,ﬁﬁﬁﬁﬁﬂ%)ﬁ M & myterminal FEAT U7 1], {H 235
ATA] 8 A A0 248 A2 2 1 ) 1 Pl SR AZ ] 3k
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R
BRETEEHEA
1. 7E CA Access Control iiif i B B v, PATHN N1
a. ik “PEE” S
b. Hii “KEIE” .
¥ hWos “RBOE” .
2. NEEE PESHIISE T B R R,
3. iy “ORAFE7 .
BEPRE R — 2 ATH B, AN LU D BB CA Access Control &
il o

P b T SR BRI
St CA Access Control I, 8 WA T 2 5 A A I I Mt 1 R8s
TP ATV LT SR B, MRS R, 2 ca
Access Control  JT 4 st AT AHSGIBRFRT AL o

S AL TR R B, T AR — A s P Ak T A B
YRR -

LAV, WAL i
sereport -f pathname.html -r 6

CA Access Control 56124 45 o

R K sereport LR IITEAIG R, W2 (24751) .
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WHTHAT RG4S

STt CA Access Control By, 88 WA FH 28 T o A DA I IR il i o 000 SR A5
S P BAG V5 o) SLAT 75 DR AR AR, )R 56 A1 45 5, 2 5 CA
Access Control 5 - 45 il $0A T AH I T AL Ul

FEHH AL TS B C 2R, 80T DU CA Access Control g7~ b £
P R e, IR LLT selang T4

setoptions cwarnlist

CA Access Control ¥ i n—/ N8, L R b2 85 i) 2k,

HER: X setoptions MTEANE R, 1ESH (selang Z=F7514)

T8 R] Rl 5 SRR E N T AT RGLES R TR R G S e N IR 4545

TERGAES ), S 7 5 15X . CA Access Control BN, —

ELA 0 YEAP AN 2 52 07 1) ST s S e, D)% P i A5 =

Z J5i CA Access Control ¥ T4 s sl AT AH IR [P RE I o

BAEPAT RGeS AT B S, AT DL R

1. (UL selang FRNEIT4f 45 2 FrHRE 824 2R B8 4 5 A2
setoptions class(NAME) flags(W)

2. PATYES.

3. {EPATYEY 51817 seretrust SEH T H..

seretrust %ﬂﬁi?TiﬁiE?ﬁ%%ﬁﬁiﬁﬁ}iﬁP%X%*%f?%ﬂﬁéi
T selang fi 2.

4. 147 selang fir & K HHTE AT AEEA E b U .
5. fEHLLT selang KU A A ) g 15 A5 A i FH SR s SIZ it «

setoptions class(NAME) flags- (W)

6. 7o CA Access Control H 1% H & 301
HAZ H & B2 HEP R IF) TR )

ER: fiKseretrust SLFIRE PG R, WS (25/55) .
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CA Access Control FREFZSER H &, W LLEZR CA Access Control 0T 1%
TEeAE o BREFIC SRUWEELE ACInstallDir\log\seosd.trace (H: 7 ACInstallDir 2
522255 CA Access Control ) H %) i,

AR AR TR e e M AR 7 I 1Y) trace_file B AT AR SO
HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Se0SD\

JUE ] DL ER B SCAA iE 10 5%, AH S BREEH LS A R MM T e vt
(1, AR R A H R 1

BN R, CA Access Control N AEH4a A0 ] A Al ER Y 5L o CA Access
Control ¥Jeath.2 5, el IEERERNLH], M HANS 2B R RV L

CA Access Control A= il AP 78 [ R B i 5% -

PRI — s SE R, BN, userd Vi) SO
c:\tmp\tmp.exe.

RERESIE SR — OSSR ARG SEIIERAE, F10, Watchdog R HEFE P B
AR .

EREFIC M 5 N seos.trace A%, I H ol LIdH trcfilter.ini SCH-HEAT i
Gri

SR P s E TR, R S NAZH S R EAIC SR, )
seos.audit A5 A VCHEC ) HHAZ 05k« B AZIC KM audit.cfg SCLFHEAT I
k.

VR HERERSE B AL SRADEAE, TF B 2 se i
o o

%1 selang i 4 KE FH P A B ER ) -

editusr userName audit(trace)

EEFREACREH LK, ] seaudit 5K T H..
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FREER BRE %

1 R ERTA L SCAE, Al DA AN AEER BRSO H B 1 S Leyg 5 2R
R E 12 SCAF A IR R TR (1) trace_filter {EL¥R € 1

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Se0SD

BRIME M ACInstallDir\log\trcfilter.ini (H:H ACInstallDir 72 15 2225 CA
Access Control ] H %) &

EEPIH ! CA Access Control 47 22 25% ] () ) gt BRI I e SO, 130k rh
WA —4T: *seosd.trace*. 1M 1ZiC 3%,

BRI IE SO I R — AT AR s — B AN ERER U7 ) 8E 2. il an,
W ERXTH P15 W) Microsoft Word IFERES, 15 7E RIS IE ST LR
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*winword.exe*
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T A4, CA Access Control AR 78 254k 122 5 SCIR B AZ RN LA A
PEP BRI, SRR BER SR T AZIC . BT H G P il AR
X B RN BEAT I
e LR UL LU Fr A fak F AR A 5 oK
w  SCAFUGIR) CFILE 28)
n  FFHAT (PROGRAM %)
m  JEMEEVI (REGKEY Al REGVAL 25)
w  FE#EH] (SURROGATE 25)
m W] (CONNECT. TCP. HOST. GHOST. HOSTNET Fil HOSTNP %)
m 5K (TERMINAL 28)

HER: ASOAFBERI G P, AT AT R 1 AL R
n RS IRYT (WINSERVICE 28)
n HIISUERIC (PASSWORD %)
w  GEREZ 1 (PROCESS 28)

SO T CA Access Control # 3R AR .
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1F Windows 45413584715, CA Access Control & 3% 55 & (TERMINAL }i
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SR CA Access Control HIZ KA A

FEreamitili e QE#EAE) F, CA Access Control U1 Fic =g 1)

R P 28 S, ) CA Access Control K7 5 il A T R )
FEAR $ TR B 1) 2R Pl A

HIZR R
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SUCCESS FEVFUG )
FAIL V7 ) AR 4

o WEROREGR B AR A, WS VT 1) s sk e T U5 PR, CRE
) A% H S DS (R SR HIATRIIN, 553k 2 RO - #i %l
KRBT R B SR, VR AT N .

A AN SR T R o

I H %A H CA Access Control FFIZHI AR

TEAFFAZAE 0, CA Access Control ANALH 452 B al 5t i R AT HE I A 1 3K .
Vi 1) & T £35S G444 LA M2 CA Access Control {83 #) B U IH) T 4
AR gl 3, ToIR VT M) T R BRI

WA EE B CA Access Control EABZHEFRINE

AR5 LU CA Access Control 5 N di A% H & 1 N 25 :

w YRS R ) AUDIT JE 2K 2 X CA Access Control 5 N8 %
H B A% .
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102 G s ERLFE R : FH T Windows



CA Access Control H 4% PN 2%

B E B AN

B D H RZOD R R BCR, S RnT DRI S N H SO R R S A F
I F e CERAEIE T IESEVU L A% e (RIS AR R ERE ID 4672 1D

KU 1D FI 7 1D FIUs Rl HERE K7 a) B3 - 1] (R B T [T o B ] FR) 8 LA
bRy By, w DL E AuditRefreshPeriod VE MR I0 (K E 4T 15 B o
BIAE DL T, AuditRefreshPeriod B A% (0), XEMAE A F/H4K S
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A B OB R A
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SUCCESS

SEL U BRIV
LOGINFAIL
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LOGINSUCCESS
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A% H GBI SR P L A% B B il S A AR P

DL L

w  WRBEIEET ) AUDIT(ALL), i) & T S F RS CA
Access Control R4 R B2 KT A T Mol %, ANEV &R

m XS CA Access Control fRAF R BE YR IKI U 1) BB, I Ho s in) 38 5l 95 5
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m ITHLXS CA Access Control LR BEIE U5 0] 2R IUC, 5 HL Uy i) 3 5 22 5
45 AUDIT(FAIL), ZFA:IHE 0%,

UEAh, WR R P BCE N IR RS, IR ARHR A B N ZHIT i ERER D
3, AN E AL KW BN H &

5€ X CA Access Control 5N F 1% HEKFIZEMH

CA Access Control i s AR M V7 it sk B AN EHi % H & . 2E X CA
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i Al 35 1) AUDIT JEPEAE . 808 n] IS F % 777545 € CA Access Control K

A EREFF A C R B AZ H &

i F AUDIT J& Mk 45 5 CA Access Control 5 X\ 385 #% H 25 10 H 4% F544:
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AUDIT J&

AUDIT & CA Access Control it3XfIN  EHAXNS
5

FAIL RIes e F P Rt

SUCCESS s 1A FH - R85

LOGINFAIL NG H P
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ALL 26 [7)F- FAIL. SUCCESS. FH P Rt 5
LOGINFAIL. LOGINSUCCESS #/1
INTERACTIVE

TRACE T AL R FE S

INTERACTIVE UNIX TFENL B P2 P
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ER: WK EH S ZENE, 2]l & SCH-2H F AUDIT {iE ) AT LA
52 CA Access Control X I P B FH i o A% A5 2

CA Access Control 7] & FH 7 & A% AR

FH P ) EE A% 035 58 CA Access Control MR L8 T k% S K 26 2% H 7 1Y)
Rz HET . LU CA Access Control Trlaff 5 FH P (9 e A% A =

1. CA Access Control 7 USER B{ XUSER 251 f{) /7 ic sk 42 15 A 0k
AUDIT J& % 1

W Pl A £ AUDIT JEPERIME, CA Access Control I It
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2. CA Access Control fi 25 /& 54 H P o3 FBC BB E SR . Wi S H oy
fict 1) fic & SCA2F 4, CA Access Control IS £F GROUP 2 HR it B SC -2 1)
TSR BAEE X AUDIT J& P

WIS H o BB AC SR FLRC & SO AL %A £ AUDIT Ji&
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3. CA Access Control #r & FH P a2 A2l P bd e WS P 2415 b1, CA
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AUDIT J& PEIE

WA PR HALrd s A 6 AUDIT JEPERIME, CA Access
Control M F MAEAE iz F P e A28 2R P AN 2 4k B B
ZH L SR E R AUDIT JBPEFI{E, CA Access Control I F 457 [
HZ D C S % ).
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P, T ELAE 8 S O T2 AR S, A B S S R A
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PLF &6 27k CA Access Control UrHrfffi e 7 110 i A AR 5

ERALHTEEER
SREREF

ES

. A ER

FHF Jan [AN4H A I B IR 0. 41 AT FAIL AR, 418
SUCCESS I H#i #ZA . HT Jan RPN 5, R Jan 45 FAIL 1
SUCCESS 1] SRR i A A 2

Ez{%.%:

CA Access Control G fr] i FH e & A 4L e H ) & PE (p. 38)
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F P AL P B BRI B AR

4173 (USER %% I5F, CA Access Control #42kiA AUDIT_MODE 43
Bl 25 1% % % . AUDIT_MODE J@ M ¥ ERIA{E Y Failure. SuccessLogin.
SuccessFailure.

MBI P (XUSER X% I, ERINTESL R, CA Access Control A~
2514 2R\ AUDIT_MODE {H 4 iR 45 1% % .

VERR: (UNIX) ZEEFX USER XF 455 AUDIT_MODE J& (K1 BRIAME, i#57F
lang.ini SCAE [newusr] #4) 1 4w# DefaultAudit {H .

AFELEH P BB R R

r12.0 SP1 CR1 Z A, EXF LA N Uj i) BN Ay “T8”7 -

w  7EAHR) USER Ik rh 3 € X AUDIT 1H, %A 5 € XI¥ AUDIT
R C B SC A ZH AR IR T P

n  KEESBEE (B _undefined 7 idkEn) & XA o
FRE: WA A, CA Access Control WIANSATA] B AR
ARE Mo X _undefined F 7 1 JEPELEIXFRF O FAIEH o

M r12.0 SP1 CR1, IX4&ij5 ) & R BRIN B A% X4 Failure. LoginSuccess Fll
LoginFailure. ZHAFHIAT A, 1EFIXEEH P 1) AUDIT JE& PE(E WSl
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R BA AR GROUP il 3%
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w EERFEE A AR

r12.0 SP1 CR1 ZHij, GROUP It My 28 41 ' o SUHAZ SR o Ak
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ZE Windows F ¥ B B 4% K H%

B T BB Yy ) AR A U ) B A, S3E T LR E B N H AL H S
T Windows Fif. BT DU IRZL L 0 B SCPFH B A 7, A4
ZUHR € LR AL SRS

s RTEE U B TR R B A SR
PATR 73858 B Gy Ay Jags 3 15 B ST 20— 23 BRI A7 7 BB v A% O
[
1. A s () e AZAS A B I B SO .
newgrp profileGroup audit(failure) owner(nobody)
2. GUEEHT L IR FEBE I 20 G0 it i Re & S . il
newusr userl profile(profileGroup) owner(nobody)
3. MR ISR . Bl

chusr userl audit-

TRIAE AT ARG i e B 17 A AL
1. LOHH B S 6 5k
runas /user:userl cmd.exe
2. ft userl Mar 4 el . FuALLT A%
secons -whoami
ZAr A W THRBUNE R, 105 BIRAEAE userl [ ACEE 1.
ACEE audit mode is: Failure; Originated from Profile group definition

I RN T AR SRS S T BRI 28 P SO AL
Bl AL R R R

LEREI, 440 “Forward Inc” (1 RE 42> w) B8 FH CA Access Control 3k
{4 /production H 3+ T4 S+ /production H SAEAMIIAEE b HAT
SEA VT M BLRR .
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LR FE 1 Forward Inc SEjit P J7 R BRI 2D B8
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€ X [production H g — M R, 40k Pros:
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AN L Dev_Access_All 2H % 52 %) /production H =gk BA 5241 A
HBEO
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TR B AR i e 2 S
i 18 28 SO BT HAT AN F BOAT LR ARSI ME R
w  RFEZEHI B
4N, EDIT 5, MODIFY
LIS T AEZ N
B, AC BRA LIRS
IR
40, USER 5% TERMINAL
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SE IR B 2 SR ST

w RIUIR 25 SR N B
#ltn: Userl. AuditGroup &¥ COM2
w CSRAR T O B .

Wi, F%E47TH [ OWNER A1 FULL_NAME 7K 25 H AT 3 S8 J 1 IR 4T
] iy S HRE L . WIEIR (2F7555) ik uEmfim N AN E .

XIS T N R BT A R
PASS I}, NOPASS
DA DU FH 97 3 #% S iR —AT
n DM (%) RRAERFBAR A ] REE .
WA ZAT S A MIE R C R, WAEHEH R E 77
FHZSM 0 b B
ERA ZAMEm T Berh, M5 B dE .
CL # FF3K AT WAV EREAT o
n ANRVFETIT
7~ TSSO
PLR 784\ 23 0 ok 2% S AT

CREATE AC USER * FULL_NAME;OBJ_TYPE NOPASS

Vi i) IES kK & J& Jose
(¥ =490

eI, WER AR BAT AT I S 44 0 Printerd_Filter flt, F-4
# PMDB PM-1 [AJ7EMER, LISk C:\Program
Files\CA\AccessControl\\Printer1_Filter.flt, Il PMDB PM-1 An<x [ HAT fr 4%
F&AL ] FULL_NAME 11 OBJ_TYPE J& MBI EH I/ AT i % o
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SEF IR H 5l SR ST

SRIEAR T 3% H & 30
FE I 18] 56 5 WP 2R SR A R A H SR R SRR AL

IR ICA RIS

20 Nov 03 11:56:07 (pmdbl): fargo nu u5 0 Retry fic B R
ERROR: ¥tk (10068)
ERROR: JGi%fE3Zk HARSLIT PMDB (¥ 5T
(pmdbl@name.company.com) (10104)

20 Nov 03 19:53:17 (pmdbl): fargo nu u5 0 Retry ﬁ?ﬁ%ﬁﬁi
ERROR: &AM (10071)
FEHAF Vi (12296)

20 Nov 03 11:57:06 (pmdbl): fargo nu us 560 Cont  AUHFE BT AT IR
ERROR: fl% USER u5 %I (10028)
CafrfE (-9)

20 Nov 03 11:57:06 (pmdbl): fargo nu u5 1120 Cont
ERROR: fiJg USER u5 K (10028)
C&fFE (-9)

MR % R bl o, BT A A L i A e

oF &

ACInstallDir/bin sepmd -e pmdname

R AETHMBRERHE i, M uNXrm a4 o R
LLF i & MR H &

ACInstallDir/bin sepmd -c pmdname

EEPIB ! 7F CA Access Control r5.1 M B m A, 4% H ,ulfl’ﬂ‘%f( LR
WIRRAS (s AN 2R . sepmd JCIEAN PR B RRAS (R4S 5 H & {18 T2
B A2 A RRAIS,  TH B4R % H &K 52 ) %)) ERROR_LOG.bak H1; 7
&5 3)) sepmdd QI ESET I H &SP

~l: PMDB EHré A S

A 73 451 28 7 R g R S

\ |\ pmdb &3 jz / ‘/ﬁiﬂ/
20 MNow 03 19:53:17 (prdbl): fargo nu us Retry

ERROR: Connection failed (100710 s Eg;ﬁ;u [ gmaa )
Host is unreachable (1ZZ96) 4 =gz [ EE2EE)

N \
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152 i i ERFE R . AT Windows



SE IR B 2 SR ST

G ATRUEH L RS A R $E R OR B AR R R Y
Rt CHEERlks s RSO RIS B AL E .
Ja, Fri&$E7s PMDB & HEN IR, It 2 1% R 4k 2k .

AT RN BERYOIE R CRARERRSEAL) 7R A B R (R4
it

o BT RRRIEGBINE CRAR R D761 B IR .
Rl SANE

— A A Re SR BoR 2 AR . T H, —AMERR T AR AR Y
A R BRI SR IR FE X PR A
_Fﬁjiﬂm/\ﬁ#/\/ﬁ QQX’(;;,IJ

Fri Dec 29 10:30:43 2003 CIMV_PROD: % fizkli. JEIIftHs = 9241
sepmd pull ZHIRBE AT KT 7 I B0 6L
7 Hh SR S R R A1 PR

f&m] LAYE PMDB EP??ﬁ%FﬁﬁE’Jﬁﬂﬁﬂiﬁﬂ%F%ﬂéﬂﬁ%*m B
PMDB A7t i% 15 uﬂuﬁfﬂ% show 4 (il show user 5%, show
group) A X EIME R EIEI’JXT%{EE Windows E{ UNIX 1] /7t
& I SEBR AT G G

TEER RSB 2 J5, AP nl DO $E R 415

m AC

s AHE

m NT

m UNIX

n
FE: YIEYE Windows #:1E ARG b TAER, AHIAEE 5245 Windows —

FEIZAT, HEAE UNIX #/E R G L TAER, MIAMIREE 524 5 UNIX —FF
217,
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SEF IR H 5l SR ST

SE A IR AE AR, W oA
m  {F selang $E/R TN T Bl 4
env NT; find
TR 25 JUR 2 T AT IR AS B IR B0 G 28 20

ER: ARG, S0 (24774) ¥ Windows
2R I EA Tl

N A4 LRI NT T Active Directory USER JE P51 3%«
env NT; ruler user
N A6 A LI NT 1 Active Directory GROUP J& P41 % -
env NT; ruler group
U RFEA TS B L ) —A (50D S BEARLLT 8 W o A FR Ffie

SCHMS R K St IR T ORI A O P AL I, DI, 4
A AR I OX L

EE: ARUEMELE, B2 (25/70) T seomd LR

SRS AR T 24
40 PMDB N, REORE SEms A R Eodhs e (1 Al S B A H . Hrb e
1
SRR S
o SRIERRIT AR
n ERE
w MR

m updates.dat CfF

IEANRE M AE FH HA - & . A R S8k CA Access Control JilvA 1) £ 43 SC A4
K JH PMDB.  fffi PR SRS AR £y RIS AT AH R - & . BAE RS CA
Access Control A =M1 F.
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i sepmd %4+ PMDB

%4 PMDB I, i I\ S s A0 ke A A2 29 2 10 H Sk . TSNS &
{1 1) PMDB U A7 il 22— AN AL, U 7252 CA Access Control 15
I D) R A

fEa LAE ] sepmd SZFIREFAEA S L L4547y PMDB. #8368 0] LUE
selang iy & 1EiZE 2 ML _E 417> PMDB,

VERE: AT DU P77 30 4 0 PMIDB. BB 3 T AN K
[FIBT PMDB 543 2145 5E 1) EHLIFHE S PMDB 1T )7, I 24 #4342 2]
ZENUT BT EAT . 243 PMDB Fl-f- PMDB #5E 7E 7] EHL R,
T REAE B %51
£ sepmd #47 PMDB
1. LT i 8E PMDB:
sepmd -bl pmdb_name
PMDB RAE, I HIAGTE 0 HAT )7 AT AT i %
2. WEPAT FAIBRAELZ —
n  fEALL N 444 PMDB:
sepmd -bh pmdb_name [destination directory]
w (I RU R & RT3 1 75 504547 PMDB:
sepmd -bh pmdb_name [destination directory] [backup_ host name]
ER: WREARE HbrH R, &0RAr ALUF Hx:
ACinstallDir\data\policies_backup\pmdb_name
3. fEFHLAR fir & fif 5 PMDB:
sepmd -ul pmdb_name

PMDB K fiiait, & H vl m AT R IE L.
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¥ F selang #-4/; PMDB

%4 PMDB I, i I\ S s A0 ke A A2 29 2 10 H Sk . TSNS &
{1 1) PMDB U A7 il 22— AN AL, U 7252 CA Access Control 15
I D) R A

B L] selang fiv & ZEA M BRZCFE T AL L &4 PMDB. 18538 v LA H
sepmd SRR AEASHL EHL_ 4517 PMDB.

VR B LR8I 744 PMDB. i3 IH& T — AN 2 L5 R
[T PMDB - 21 F8 2 M EHLIFAE L PMDB 11 7, T4 4510 75 2]
ZENUSIT A A 3647 . 243 PMDB 11 PMDB #5875 [/l — EHL E I,
TEALREAE B U 25107

f# H selang 751> PMDB

1. (k) R E A A selang M fe FH1i%EFE PMDB, i 1d FH DL ir 4>
4% PMDB EHL:

host pmdb_host name
2. AL &% 2 PMD 5

env pmd
3. fHILL R i 8iUE DMS:

pmd pmdb_name lock

PMDB Rf8i5E, I HICym AT - KRBT 4.
4. AFHILLR A 4254 DMS Hidhs 2

backuppmd pmdb _name [destination(destination directory)]
[hir_host(host name)]

ER: WREAIRE HbrH R, &0RAr ALUF Hx:
AClInstallDir\data\policies_backup\pmdbName

5. LA fir & fif 3 PMDB:
pmd pmdb name unlock

PMDB 4, I FLaf [a) AT P &k ikar 4
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Hx. 5 PMDB U R B N 25 #l w52 2058 ) PMDB H %+,
i

LIS S

w  SRESEEALIIT AR
n ERE

w RN

m updates.dat 1Y

W Hbr H P AEAEA ¥ PMBD, CA Access Control 23 7B 38 5 &
il 2% H sk 2 BRI Sk

IBAGE M AR & . #4F R84 CA Access Control AN 1Y #5-1 SCAF
B PMDB. i R SRS AR 2540 RIS ATAH R B . BAE RS A CA
Access Control WA FH1 o

10 L PMDB I, CA Access Control ¥ PMDB #5473 SC A it 254 45 1 31
BIeE M H B . CA Access Control WA ZNZE S FATIE R ) 2o His4T .

R WAREAEA R 200 b £ A AL It PMDB, PMDB H4 A2 71k i 1)
PMDB £k 22 b B 80 B i D U o S8 A 200K BT 1) 2 it O AN I 213 S

(1) PMDB Mo S I I £ R, 1545 138 IR ) PMDB, 1247 selang -p
pmdb it %, AR5 11 JH 3L J5 1K) PMDB.

LA J5 PMDB, THEALELIA I PMDB (1) 280 HIZ 4Tl F NS —

=  sepmd -restore SZH] T H

=  selang restore pmd 7%

HER: 11K sepmd SEHFEFHITEANGE B, WS (2%755) - 11K selang
WA TITEAE B, W2 (selang Z=F75F7) -

% PMDB 5 Unicenter £E 1

4 PMDB & Unicenter TNG £E i #& mT LLfd FHf PMDB K@@ #t ), AR 1k
Unicenter TNG X7 4% & Ff' Unicenter TNG ZHEERGL (Wiltn1, iy AbFE3E .
FFEFHR TR
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¥ PMDB 5 Unicenter TNG &k

1. 1% PMDB,

2. {EHLL A4, ¥ Unicenter Security 23T 3] PMDB 1.
MigOpts pmdb-name
HHr, pmdb-name & PMDB {4 FR .
HE: HAEEMH T Unicenter %4> 3145 %43 CA Access Control 1]
[AJEE#E T “AE Unicenter JEpk L 8dlmIER " N, A 92T
IR WA 1 Unicenter Security, 11 H A B ST ATAT] 224k
I, WA N AEIT 21 PMDB

3. LT m4, AR E AL Unicenter TNG %% 7= R U A1 2
defclass.bat. pmdb-name

HHr, pmdb-name +& PMDB 144 F5

HEE: ACUEAMH T Unicenter Security IG5 T H 7 e L9t =24
N A T EZ D . WIS LE 2225% CA Access Control I FE 1 IEFE T
Unicenter £2 %, MIAEEEASHT ) PMDB HKf H 352 X Unicenter TNG %%
FERI

KBNS [F 25

CA Access Control #1247 CA Top Secret. CA ACF2 B, RACF ‘2477 iy (Fil
CA Common Services CAICCI F2£)740) [ RAUHL 5 IZ4T CA Access Control [
Windows 5 UNIX THEALZ (A 13 mS [m) 20 . [R]D 32 A8 B ARUE CA Access
Control 5 it W& A5 R J7 3258 )

RIUHUH AT AT Ao ) B O AIORE A 2212 ) SR A R JR 2 Sy o
A AL,

RESHLEE B[R] 25 5 g 4 1
PIAE LT TNG/TND/NSM AR 45 2 LA «“ RAINLS RS [R] 227 Dhig,

CA Access Control 77 B — /N 4cF: TNG/TND/NSM 14 IF 7129430, i
HEARSCFERITER, PESRBUZEIE.
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fifi & CA Access Control It %% 415 1k

A5l F VA U G e o L 2 Y

\HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\FsiDry
HEHCNAINA:

m SilentModeEnabled = 1

TR e, T NP R
1.
2.

m SilentModeAdmins = special_admins

A% & special_admins F 158 X CA Access Control 5515 11 i m] DA

ViSRRI 44513
AR AT RIS EIRAE, SYSTEM BJUR28 0 HEp
X

HERE: 7 Windows 2000 fll Windows NT I, ANGEf# ] regedit %
5 SilentModeAdmins {8, 11 Af ] Regedt32.exe.

3. fliH A2 shell H1[¥) “seosd start” #r2, Bl Windows “JF45” 3%
Frh 3T, 2 3 CA Access Control IlR%% .

WAE, WS CA Access Control k45 L% H], W H A SilentModeAdmins ¥
M B T A AR VAL, TR A At P S sh AR R
e B 45 2 1) 1] 25

B B

PR H LG IR AR T 0] A TR A ERAE R ZEAT CA Access Control #2AUK:
Y, 15N ECIRANFE T Sk . o, A B B R S DK B AR T
Tk, e v AT I SO AT H A5 CA Access Control 4% A f
. AR E AP, KSR ] HE S 2 CA Access Control [FI5E4 .

VER: XMTFYHTHCA Y Trend Micro™ PC-cillin Antivirus, Bkt i B & 75
B B4 1 o
Bt IR Bh R

1. Ay I I IK AN RE 7 1 & % & BypassDriversCount M 1
H .o

& 7] LLE CA Access Control YEMHE ] FsiDrv £ i 211 10 .

WER: WI{E 1 CA Access Control Z J& A4 fE T 24 CA Access Control -
I
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2. EFXT R A SR SRR
a. B4 4 DriverName_drvNumber [{1257 REG_SZ [ £ T .

—T5 N4 DriverName_0, #xJi—Ji A DriverName_X, H:AH X %
BypassDriversCount - 1.

b. 4w4HAE DriverName_drvNumber T, LR & LBk (9K 3R
I FK -

EAUCA XS FEF I (Ul thisdrv.sys) o
3. #7533 CA Access Control.
CA Access Control FL B inZ& Bkl e M 22 vh g R SR sh R .

Bl Bhid BREHAE PR Pt A I I R

SEoR A ke SCEEkEE B BE IK BN AL (avDriverA.sys Al
avDriverB.sys) , AU T B EEr" 5 CA Access Control 2 [A] [ SfEe 75H: 1n]
. 7F FsiDrv # | CA Access Control 4 JI} & 4% H & & 3K Bl 4 P ket iy it
R0

HKLM\SOFTWARE\ ComputerAssociates\AccessControl\FsiDrv

W1 BRI T

HHR R Hm
BypassDriversCount REG_DWORD 2
DriverName_0 REG_SZ avDriverA.sys
DriverName_1 REG_SZ avDriverB.sys

BypassDriversCount {3 /I ¢ B1E 2 1] CA Access Control 15 B 22 i #k kit
IS ERBIFE 7 o B> DriverName_drvNumber 73 36 0 & Bk 1]
IKENFE ST o
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H AT LU B 452 CA Access Control Jiik 2 X S A2 4248
VER: AP I, 4752 N FH 0% 1 28 DK Bl FE 3 AN 5 il St 1) CA
Access Control £R#7. 1ZINREFHEA T EK A, S F . Windows Ik
ZFME. STOP 4545,

TR, 15 UseFsiDrv WE b 1; B8 AR, Kf UseFsiDrv i & 4
00

#0] LUAE CA Access Control JE T 1) AccessControl £ i 6 31 1% fic & 1

EO

OOz MR 2 )5, I EH ) 3l CA Access Control R55 o
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22 CA Access Control WAZ A&,

0] LLAE N AZ U0 25 FH BL R CA Access Control 427 :

R

n EREPER

R

n R

FERZEARHI ML, SR, FEMER A2 HANME ] IX Lo P28 Iy A% 35 3)
i, A STER I N 2 BERE . VMR RN SO R AL BEA RS I AE
EATIN TR, semithae. ZPEmthae, nf CUE A S AT aG AL 25—
N EE =T

BEAENZ L HZER] CA Access Control £

1. Bl — A AL AL REG_DWORD [t R 5 HA e &
1.

» DisableNetworkinterception - 22 ] X 2% 2 4
m DisableProcessinterception - 2% HUEFE 24,
m DisableRegistrylnterception - 25 H i fift e 2 4%
m DisableFilelnterception - 2% H ST/ 424,
WIRAE LA R R TR G I A 46 H
HKLM\SYSTEM\CurrentControlSet\Services\drveng\Parameters
2. EHHBEHL.
CA Access Control FHTINE, oW LEEH AR .

HEpkE IR

HEMGHE Y PRI7 (STOP) 52 i 11 J B G S ATOR Y HE A et HH 3 N R GE 1) —Fh 2h
At HERGUE H A R A ] AR I FE BA AR 48 B8 B oy —HE 2 AT
R 2. ATIA AR RS AL R U SR B R BEA T 12384 XL
R PRSI e SO VF ] B T AR P A, SESCERAT IR i &

STOP JH i O THEHL AR AN R ) T 2 A AR SE T R AR A
Mo MR ATRE, WS A RIEATRIAG 70 b, SR Ak 1 DAt
=BT M Wi STOP i RIA8 44 SCPE b 1 Bt R 4R AT
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Ja Fi sTOP

STOP W] LAy 15 PR G s AN A FH HE AR s HEE N R 18] ALE 2284 CA
Access Control It} Ji | sTOP. A LLF-3) )5 F STOP.

J8 F sTop
1. IR P2
secons -sS

CA Access Control <4 .
2. ¥ STOP OperationMode 7F I} 1% & Hhy 1.
AJ DA DL v A e v R 280 A 2 it

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Instrumentat

ion\PlugIns\StopPlg
CA Access Control J33lJ5, 4 hn#k sTop Bk, JFAETHENL LG H
STOP,

3. (3R A LRy 2 B v g i 2R oA L STOP i e :

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Instrumentat
ion\PlugIns\StopPlg

HKEY LOCAL MACHINE\Software\ComputerAssociates\AccessControl\STOP

ER: AKX STOP HNPRRENIEMFELE, WS (=FH754) .
4. FANLLF A

seosd -start

CA Access Control ¥ 530 .

HEREE L ST E STOP

ST LURA DR IS B AT v S LAR AT B 1 HE Ak i 9T 5 1) B8 STOP
R 6o JnT LU AE A SR SEHL_ESE0T STOP 2844 30, JFREvH LB
R TS BR % S R T i AT

HEBWE L S EFELE STOP
1. WA TP

CA Access Control ¥4 <4
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2. ¥4 STOPSignatureBrokerName i/} 3 15 v B A AHEE CA Access Control
KR ST EHLR N4

AT BLAE B VE AR B bk B0 30
HKEY_LOCAL_MACHINE\Software\ComputerAssociates\AccessControl\STOP

JA8)) CA Access Control (4R i % e s SCIPIIFTR] ] B% ) 5, CA Access
Control ¥ T8 € TTF EH LR % STOP 2844 304

3. ¥4 STOPUpdatelnterval {3} 3¢ 15 5k A5 B8 25 44 SCA BB (1) e Ji] 1]
Izl% o

CA Access Control 4% [ 45 52 1 s 1] [ [ M8 2 I TH B LRS R 25 44 3C
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4. (Alig) A BUTR i R B b (3 I R K i 22 STOP L
HKEY LOCAL MACHINE\Software\ComputerAssociates\AccessControl\STOP
HE: AXSTOP R ENEAGE R, ESW (=555 -

5. AL R4

seosd -start

CA Access Control ;520 .

HRE: Bl LUEH eACSigUpdate SZHFE P MM EHUG RES . B
9%177@@%1?5’]1#&]1@@, WS (=#755) .
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»  Windows tI AL Windows Vi &
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ER: KT R RCE B LS UG R, WS (25770)

ERAEERE

S CA Access Control AT SIS AR AL ) T A 530, i 28 B e e B i
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EUARERE
1. 7E CA Access Control ifii i 7 B o, PATHN N ERAE:
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b. i “HHERE” .
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Pt & SCAFR R E . i selang fiv4 SR B S0 A% B B SO P T
TR EHEERERE

1. (Al A RAEH] selang 4% B EHL, WA LLF ar 2%
Pl

host host name

2. fEHILL R r 88 B R E A

env config
3. fi#iH] editres config iy & 4% M 75 EAE UC & 1 B
A M A A S AL

. BT B E S
AR 7 R A s I 28 i A G B S A

er CONFIG audit.cfg line+("FILE;*;Administrator;*;R;P")
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