CA Access Control

v

¥ RUE AT

12.6.03

- UNIX

eeeeeeeeeeee



ARSI N IR B AR GERILL AL 7B R KRR (BRI FR “30R” D, CA BN Ar X JEdi AT 3 ek
BT RZ CA GBI, AHEALE Hik. BHEN. B B U FA SR A B A A A

R A A SRS h B A ™ b (B2 BT, WURT AT BN sl B A 45 BRI (K A SOR A, (A B J 14 e 3 P9 S
THIZBAH R E, B PTH CA RS BIRbR A0 I AERE— A L.

T BN sRE A SR E A A BOR A R T LB i & BV T DA O A o I R VF T DR SR DA i £k, 8500
BT CA FH IR CURE A SCRA R FT AT BIAS R 73 A IR IR 4 CA gl 5%

FETIE A AVRIVE N, CA L “BUIR ™ SRAASCRS, AMPAHARATORIE, BIREAR TR MG EH T
g H I BB B ORIE . AEAEMTRE DL R, CA XA 35 =77 e T P A SRS s ol 14 P ) 404 2K it
FHAGUEM DA, AFEAMR TRNES . BERHIR W5 hilr . 5 EHUR B Z 5%, RME CA Tl B
R R B 3 (K W] RERE o

A SOR 5 2 T 0 P88 7 R XV T B3 0 ELRA 25 75 0 o ) 4 A AT A 7 s gt
AL

AR R CA

{HRAE “HIRAA” o FEEBUFET . EHlaiiEEE A RS2 FAR Sections 12.212. 52.227-14 A1 52.227-19(c)(1) - (2) LA
J% DFARS Section 252.227-7014(b)(3) [IAH & 4% R B L 5 L4 3R M BR ) o

FRBUITAT © 2012 CA. FREE BTN o BLARES S ITAT bR R dh APk IS5 Hn S BRI A% B A 7] T AT

25 AIX(TM). Java(TM) 2 FAR B 1.4 FROBEHL () IBM(R) 32 iz 4T INFERES
(c) AT IBM Corporation 1999, 2002

TR T ATROM] o



NI ASFI 7R 5] SDK ARG

CA Access Control 1= fity it B (1) 7~ 451 JEI A FH 7451 SDK ARKE 38 “F& bt 32
fit, (ESH 2 . FERPEIREE T, ATRER EXT e AT RS, i HAE
B RGP IRE N 20T, REFSE MR UEA K L 4277

CA Technologies A X S8R AE S KE, T H T X L8 AT fe & 5| i
PAEATEHT IR A 17 51



CA Technologies =i 5]

ACR45]H LLR CA Technologies 77 i
m  CA Access Control VAl

m  CA Access Control

m  CA Single Sign-On (CA SSO)

m  CATop Secret®

m CAACF2™

= CAAudit

m  CA Network and Systems Management (CA NSM, LLHi A Unicenter
NSM 1 Unicenter TNG)

m  CA Software Delivery (LLH 4 Unicenter Software Delivery)
m CAService Desk (LLHi 4 Unicenter Service Desk)

m  User Activity Reporting (LTI /& CA Enterprise Log Manager)
m  CAldentity Manager

LR

CA Access Control SCR4# FH L N4 %€

# X

SRk A R -y

FHE R BT AR

itk WIRGE A IR o AR BN R SCA

IERHL (/) FFH3& UNIX AT Windows B 4% (115037 F-F
ELN=E S S

SCRUTERRRE A VAR PN (USRS AR B IS S LT RE

R E

K & X

FHE TR A5 R

ERIE AR P (1)) Wik AT




550

X

RERHE S H5EK ()

s fils HAT 4

FIEERT ([) 3B Ik

orBRRIRIe AT GEFE—T0 .
Bltn: R g gl RS 44, den]
LIRS 4

{username|groupname}

i WA PR I I 4 m] LA R

Mk

BRI

I T 7 225 4% 1A T R BURHL
(\)

A, fEARRET, AT REAN .
FEIRLENG UL, 4745 RAR A% N _E RORAT
(\) LRz 2 IR AT

HR: HAEBIRBALTFT, I Hig g

74T o IXEEAE S PR i LA N 0

AL B L) E

il aRRIELE

AR BT T AR g A A AE K 5

ruler className [props({all|{propertyNamell,propertyName2]...})]

FEZR Bl

n S AHR (ruler) DL A

m  className 3% LLRHMA &

7

BRI, LI R AR

7~ BB A4 (Bl USER) 1 A

o HMEANA RS TS Ay, T st iz, SRR

I ST R W IE o

w AR AIESE (props) I, A AKEFRICHE T all, AT LR E —PEiE
MNMaEMA (CUES 2R

CA Access Control SCR4d FH PL R S B 20 58
m  ACInstallDir— 2R\ CA Access Control %235 H 5% .

- Windows—C:\Program Files\CA\AccessControl\

- UNIX—/opt/CA/AccessControl/

m  ACSharedDir—CA Access Control for UNIX 1 FH frIERIA H 3% .
- UNIX—/opt/CA/AccessControlShared



m  ACServerinstallDir— %R 1\ CA Access Control MV # 223 H 5%,
- /opt/CA/AccessControlServer

»  DistServerinstallDir— BRI\ 73 K e 554 22 H 5o
- /opt/CA/DistributionServer

m  JBoss HOME— BRI\ JBoss ‘2¢3& H 5% o
- Jopt/jboss-4.2.3.GA

BRARDORSCHRF

FESRAE T AR TS B LA S Ip o bk 5 B AR A% sk 1) R B S5 f) S 34 41
%, BRI ARFF: http://www.ca.com/worldwide



http://www.ca.com/worldwide

Hx

B1E: N 15

B 1= = OO 15
A ) R B B T ettt et ettt ettt ettt et et e et e et ee et et e e ne e enaerenaees 15
F2E: BHImS 17
T G ACCESS CONEION? ettt ettt et e et ee e et eeeee e eeeee et eaee e eeseeeeeueeeeeeaeeeeeeeeeeaeeeensaseueeeeeeasesaseeeaeeens 17
T UNIX TFZELRTT T ettt ettt ettt sttt st et et et et e et st ese st et esese st ess st stese st stessssenerena 17
BRI AT ? oottt ettt ettt e et et e et eeeeese s se e s seeesese st aseeeseeeeeeaseesesseeeassaees 18
D =B A OO 18
T EEATED 2 ettt ettt ettt e et et e et et e et et ee et et e ettt ee et e et ee s ee e eraeneees 20
I 7 1 OO 21
T F T TH oottt ettt e et e et et s e et et e et e e e et e et ee et ettt et e e et et s e et et e e eeen et et e e e s et s eeeeaseeeen et eeenaerenans 23
$F3IE: FHAHAPA4A 25
FH T TIZEL oottt sttt e et e et eee et s e ee s ee e e et ee et e ee et eeee et en e eeneer e 25
B I L =S N T < 2 N RO 26
CA ACCESS CONTIOl ] B R T T T 3 oottt ettt ettt ettt et et e e et et e et et et eeee et et eeeeneeseeeeneereneeeereeeeeene 26
AP FIAERE I oottt ettt et st en e en e 27
Do LA T a AR ]l 1= N 27
WA ITLE B ZE T S SUIRTFH T IZEL oottt ene e en e es s se s snasnens 27
ANV A T BRI oottt ettt sttt n e s s n et ananaenas 27
AMVZEAE T BEL ] oottt st st s st sn et en et en e e en s eneesannans 28
Jl ey e R A AR e (3l TN 28
LEANY 8 S5 I FH BGAE FH XUSER TC SR TRIBZE s 29
7E UNIX HA1 78 XUSER 1055 2 FI I F AR FH A M AP AL 7T oo 30
Windows S TG ER A MY IEAEIE T oottt ene s 30
ZE Windows FH AT ERASMEIK ! cooeeeeee ettt sa s sassenaesanaaes 30
g e ] OO 32
TIIE T T ettt ettt sttt sttt et a ettt ettt s ettt et s e e e et et s et e s an e et ettt et s e anaes 32
THIE SCZH oottt ettt ettt e ettt ettt et e et n et n et n ettt an e 33
LoV = OO OO OO 34
CA Access Control ] 48 B B A 2 T T T B L et 34
DT T BT TH oottt ettt ettt ettt et n et ena e ene e 34
BB P BRZH oottt ettt ettt ettt n et n et 35
D ] S@IANE B T T ettt s e e s et et n et et et enen et ee e re st en e ee et eeanenens 37
AT SEIANG EFFEZ .ottt ettt ettt e et e et et s e e e et et et et et et et et ea et et et et et et et ea et et et ere e saennans 38

Hx 7



FaE, FHRRE 41

U ettt ettt a ettt et a et e et ettt e ettt e ettt e et ettt e et saneas 41
TBEWEZH oottt ettt et et e ettt ettt et et en e et n e ee et en et eneens 41
D et Rt e ettt e et et a ettt e ettt E Attt et ettt et et et et e et aneas 41
T ER TATE T ettt ettt ettt st ee ettt e et seee et e e e e e et en e eeneen e enaeeeans 42
L = 3 =S OOT 47
FS5E: FHEMN 49
TITTEIALBIR ¢ttt ettt et a et es et st e e et e s et et e et n et et e e et na e et et ena e et nantesnaetenas 49
TEB VT TP = Z500] oottt ettt et e et se e e e e e s e e et et s e eeees et eeese s e eeeeeeer e r s eraerans 49
So T a1 OO 50
AT TAITZZ T ZR oottt ettt ettt ettt et ettt et ettt et ettt ee et er e s reeraeeen 51
AETACCESS = BRI T ] G2 B ettt ettt et e et et e et et e ea et et et et eeestatases et eses st aneneneeseseatasesensenensaeeseneeeaeneaen 51
TEAT A S S B TRTUIT TR FEL ¢ttt e s e et eteeeees et eseeseseesseeeeeseesaeseeseeraesens 52
LD RE S R 1 Bl 13 L OO 53
BFZHAUIE (ACCGRR) oottt et es e e s et s s et s sees s eeen e sees e et s sess s eeenneeeas 54
e ot & I 3 1T v OO 54
ZE DI ettt ettt ettt ettt ettt n et n e ee st en e 54
e e =3 | OO 54
L B ZS < ettt t ettt et et e et et e et en s et s en e 55

FE6E: RIS 57

AT LTEARIIE FT 2 oottt s 57
BE AT T BB oottt 57
TEE T ID BRI <ottt sttt a sttt sttt s s ene e 58
] g B 0 22202 SESU vttt ettt ettt e ettt ettt et se s ettt ettt an e e e e e s 58
Lol R Uy geT= 1= DL O I L= RO 62
T S SUDO TELIR wvvrveeeneeseeseasees s sse st ss s sse st s8Rt 63
BI LEBE R IELTLT oottt sttt bbbt 66
1] (1Y TSP PPPP PP 66
[0 10 (T T=T0 3OO O OO RORORORPON 67
DYoottt 68
BT FH T TEEEAEARZE oottt 69

F7E: BHEHAHPEWG 71

TR BRI ettt et e et e ettt et et et eee s e s et et et ettt et et e e et et e s ea s et et ettt et et ese A e s et en e ettt et neneeeea et eneae ettt et et et eneneneneneaeaene 71
T BRI SEE MR oot e e e e e et et e e e e e e e et et ee e e e e e eeee et et et e e seeaeeee et et et s e seeeee et et et e eneeeeeee et ee et e neseneeeneeeernerenenen 71
T T T R T B T e ee ettt et et e et ettt ettt et et st e e eeeeeseae et et et et et eseseseneseneneeeae et et st neneeseneaeneenen et et et et eseneneneneaeaens 72
T T D et e e e e et et et e e e e e e e e et et et e eeeeeaeeee et et eaeeseeeeeeeee et e eeseseeeee et et ee e neseseeeee et et nereseneeeeeeeanenaes 73
B T T L G P TR T ettt et et e ettt ettt st st s e e e e e eae s ettt et et e e e s esene s et en e ettt et et e e e e e et enene et ettt et et eneneneneneanaeas 73

8 U niE BEAR R T UNIX



B T I T [T B v vttt ettt e e e eeeeeeee et e e e e seeeeaeeeeeeeeeeseseeeeeeeneeeeeeeseseeseeeeeeeeeseseseseeeneseaenseseeneseeeeaeannees 73

T B AN B PRI BE T INE TATTATREL ..ot ee s s e es s eseseeesesseesasseesassesnasneees 74
L 12O OO 75
B BE L ST ettt ettt ettt s e n et et e et s e et e eeeeeneen e eer s s enaeennns 75
% 8E: RIPFUHMER 77
BELFRISOT STAETI L ST LRIV TAD oottt ettt ee e e es et eeeee e en e se s eeaseesneeees 77
BV sl T OO OO 80
BT A ettt sttt ettt e e ee et r e een e e eer e n e en s 80
FILE 8 U A2 TR T T I A oottt e et s e e e e e es s e e se e e en e e s eeneeseees e ee e e eereaeeeneenn 81
BRI SEAE AT ] oottt s et st s st e e e e e et en e e et s e e et s e s en et eseneenenas 82

I _abspath ZHBE IEAF ISR LD ettt ettt a s st ettt et et an et et et es et etetetenenees 85
EGIRHI UNIX ZE AT ettt ettt ettt et s et s een s s een e esen e sseneeeenans 85
ZI I 728U 86
HP-UX B ] ettt s st s e s e et s een s s e se s s s e e eeneeees s sesn s eeeenaseeeeneens 87
SUN SOLATIS PRI ettt ettt ettt et et et s et et ese et eseseeetesenaeeeeseneeeeseseeseneneeeenesaeneenesseaseneneeeeneseeeseneneeneenens 87

I I BUBE LA oottt sttt et e et s et et e e e e et e et ee et s ee e ene e 87
a0 OO 88
PRI STAEFIIU] oottt e e s et eeseeeeeseeseeseeeeeseeeeeeeeseeee et ees et aeseeseseeeseseeeseeseeraenaees 88
BRTATEAEIIIU] .ottt s e eseee s ee s eneen e eneeseseesneenesnesnesnen 90
PR SETUIA FIT SEEGIA FEIT ettt ettt een st s st n s e se e eeeneeesesaeses s seeseseeeeneeeseneeeenans 91
SR B T Te LY r=ATe I = 1 A OO 92
AT oottt et a et st n et et n e st en e a s s enaesaneaes 93

R T B T 2 e e et e et ettt e e e e et et et et et e e e e e e eeeaeeue et et et et eateeaeeue et eut et et e teeaeete et eut et et et eeaeaae et et et eareatennan 93
R IR <ottt ettt e et a et a et et st et e s et st et st esnantenans 93
P R T T TR 2B <ottt ettt n e en et en e en e enens 93
Rl = 5 R 95

S P T FH I REATEAT oottt ettt s e s e et sn s se s e ena s 95
DINE A e Rl R R oy A Y o ey i R 9%
DR T T A N A KT B2 8 0 ettt et et e et et et e e et ene et et esenee st eneneeneereneeneeneneeneene 96
FIE: EHITFRWmS 99
I TR oottt ettt ettt ettt ettt ettt en e 99
TRITI: LOGINAPPL ...t n s s es st s s s et et ases s st essss st essnssesesseseneseaneas 99

F Rl I WS - 7 OO 100
Ei L R 1 LA R 4 OO 101
G e 1A A £ 1 OO OO 101
LGS ) A O =% | OO 102

TE ST AR T ZE I FEIRLBIL ..ottt sttt en e s s aneen s aeneennans 102
BRI ROOT FH T I ZEIIT voveveeeeveeeee ettt ettt s s st es s s s e as s et nasansnassesseaesensnsesnanassnenes 104

A TUATT I FRTBEL R oottt een e s s e en e er e en e eresnaenens 105

B L o I i OO 105




B R BT ettt ettt ettt e ettt ettt et et et et e e e e et ea e ettt et et et et et et et et eueae et et et et e aeeetenear et et et et aeaen 106

S SUISF T TR SR FIIU c. ettt ettt ee e e e e es e e eeeseeseeeseeeeeseesesseese st essessesnesnenes 106
e OO OO OO PO 107
BB o BT TE IR E T ettt ettt ettt ettt ettt ee ettt ettt et er e er e naeeae 108
R o 2= <O 108
FEL T AN JF 2 T ettt ettt en et n e en sttt n s 108
B 5 X OO 108
¥ 10E: P TCP/IP RS 111
BRI TCP/IP IRGS oottt ettt ettt sttt a et a st s e n s e s s e s s s s esanassasaneeeas 111
el T =TT 113
AT I 8 AR R I BIETTIEIIRL oottt aen s 114
F11E: EFHIRRER 119
B iy OO 119
T E T PIVIDB A0 T8 ettt ettt s e s et n e en e en et en e en s eeanas 119
BB HI PIVIDB ...ttt sttt s e st n et s st eneseneen s eeneesaneans 120
A THIIETE PIVIDB....ooeeeeee ettt s et n et st e s e s e e s et en et n e en e en e en s 120
Ly A i B i OO OO 121
B BT M 7725 ettt ettt e e e e s e se e s e se e e e eeeesesese e e s ee e eeseeeeeeeneee s eneeeenees 123
B L LS Bl < I OO 123
FE TR ERT R B SR I T oot e e e e e st et s e e e sraeeens 123
T3 PMIDB SRAE B BV B TT TR ettt n s 124
LI W e X ¢ OO 125
UID/GID JHIZD oottt ettt ettt sttt ettt a sttt et et et et et et et s e ae et ss et as et et et essasasasasases 131
B i A ) 3 s VOO 132
BT 4 OO 142
13T seagent Fll SePmMAd ST G L T oottt ettt ettt ettt ettt enenens 145
RIUHUBE R ITIZE <.ttt ettt ettt ettt s st et eneee s s e en e senessassenessansans 147
F12FE: —REZLINRE 149
A TR A T TR ettt sttt ettt ettt ettt e teneesntans 149
FRFIIEI oottt ettt sttt a et n et en st et enan e et nanaanans 150
R I A T B BT IE <o eeeeeeeeeee ettt ettt et e e r et eeen e e s sn s e e eneeeen 151
T DS BRI TE IR covvveeeeeeeeee ettt sttt a et n ettt a st en e e nanaeeas 151
FH AP AR TR YR .ottt ettt e e et et e et ee e ee e et ee et ee et er e en e es e eeeereeneenen 152
7 LEHEAR TR H 2 STOP oottt a s es et en st e s e s s e essnassensneesnanessssasaasaneesas 152
BT RIEE L STOP oottt sttt ettt en et n s es s e eeenaneeeas 153
SE SCGEYR L) RIS TN T TD I oottt se e s et sssass s asssanssssnanannas 153
B R A0 ottt ettt ettt en e en s 154
S ot 7 11 G 1 OO 154

10 ¥ i PRFERS . T UNIX



BT TN ettt ettt ettt e e et et et et ettt ee e et et et et et et e e e eeet et et ettt e e e e e e e et et et e e e aet et et et n e e eeenenens 154

B e =3 | ISR 155
R e et e ettt e e ettt a ettt et a et et et ettt e e et et et et et e e e et et et et ettt e et eee et et et e e e e et et et et e e e eeeeenens 157

F13FE:. FHEMH 159

RN % 1L OO 159
5E X CA Access CoONtrol BN HT AL H A B HT RZBEA oottt et e e et et et e et eaeeeeeeeeeeaeaeeneas 160
e L 10 I 3 LSOO PO 161
CA Access Control LA K FH FA I IE B AZAELIN, oottt et et n s st et et eenaeas 162
LR a0 = = VOO 165
B ] P B IR BRI B AZAEL vttt ettt sttt et ee e e et e ee e neeneeeen 165
XF T GROUP 1355 TS AUDIT JB LI oottt n s 165
BB AL AETIC, et ettt ettt ettt et ettt ettt et e e et et ettt et et ettt et ettt e et r e ee e e ereeeen 166
B = s OO 166
BB TR IETEEIC oot ettt ettt ettt ettt ettt ettt et r e naerens 168
FREAL TR AETIR IR TR oottt ettt n e 168
FR AL T BB ZRIEIZE ettt ettt ettt ettt e et e et et reneeraenen 169
LI I R /OO 169
B ] A ettt ettt ettt e et e et e e et eeee e et et ee et e ee e teneen e eereen s eeneeeennees 170
el 3 SOOI 170
1 & OO 172
I 5 T OO OO 172
e AR By 5 1 OO OO 173
I LTI AR B L AR AT T ettt ettt en s neenens 174
TIE BT SNIVIP BEIRIE oottt ettt ettt et ettt ae sttt t et et e s asenan s s et s etetetetetnaens 175
TR ] T B T IE TR ettt ettt ee e e e e e e ee ettt eneen e eneeneenen 177
F14E: EHENBHTERE 179
B JRIRUBELIBE coveeeee ettt ettt ettt ettt en et en st 179
ADMIN JETE oottt ettt ettt et et ettt et et s e s e e e et et et et et et et easan s et st et et ettt eteeens 179
AUDITOR JETE oottt ettt s et s s st en st sessneeseeenes 180
OPERATOR ST oottt ettt s et ettt ettt et s s e et ettt et et esessssas s s et esesetetesetneens 180
PWIMANAGER JETE oottt ettt ae sttt ettt sasesas st et es et etetetetetesssessssssssesesena 180
SERVER JE L ettt ettt et ettt ettt ettt e et e et ettt et et et as e ettt et et ettt eteeens 181
LGN _HOL JETE oottt ettt ettt a et st st s e e st ettt a s s sas sttt et et et etetetetessse s st ssssesssena 181
ZHFZI oottt et e et ettt et a et et et e et ettt a Attt et et e At et et eaene et et et et teteteaeanannn e e s 181
AL T TR R ettt ettt ettt ettt ettt ettt e et n ettt ena et naetanas 182
EA T 00V o TP 182
JITFTA ottt ettt ettt ettt et et ettt s et eneen e aen s en e rnans 184
SEAEFITIT AL oottt s ettt a et a et s ana s a s s st es s st esnansesnantanans 185
FATTI] oottt ettt ettt ettt ettt ettt ee et en e st en e en e snans 185
BEANZHFTZ AL oottt ettt a s e saneans 186




A AT ZH oottt ettt e a et ettt et et e a et en et et et et neene et et et entreen et enen et aeeae et arene st enene e anene et nneneaen 187

LSOO 187
L R ek @l Lo v s ) ) OO 188
ADMIN ZE oottt ettt ettt e ettt ettt ettt e e Rt ettt ettt et et a e e sttt ettt et ettt eeeeens 188

BNl o £ 51 TP PO 189
TEFEET T IR I oottt ettt e et st e e e e s et s et s se e et en et en et ene e etneenanas 190
UNIX B IEE oottt e et a et a et a et s s e e s e et e s e et e s et et n e e et s e s et st eeenanaeeas 190
WWINAOWS 0 ettt ettt et et e et et e et et et e ee et et e e e et eeeeaeaeeaeeeeateseeeeaeeteee et et eeseneeseas et eneeeeatereeaeeeneaeeeene 191

F15E: REMRE 193

A TS JRITT TR T oottt ettt e e e ee e e ee et eeeseseseen e e s ee e teneee e aeneseeaeneernens 193
GAC LAEJFFE oottt ettt e et e st en e s st eneseen e s eeneesaneans 194
ST GAC ettt ettt ee ettt e et s e et e e et e et et ee e e e ee et en et eeen e e eereerenees 194
LT YOS 7 <O 195
GAC T AT e ettt ettt ettt ettt en e e et en e eren e eenas 196

B T R YR AT <ottt ettt e et e et ettt et e ettt en et en e st 196
PRI et ees e ee et s et e st e et ae e st ee e e e et et ee e s eee et eseereseenaereneneeeennes 197

LR -3 OO OO 198

A T B R ARLEAT <ot et e et e ee e e et eeese e e et et eeeeeses e e e e s ee e eeneee e eeneeeseenaeeennes 198

LR [ a A OO PO 198

A T TR T ZE D oottt ettt ettt e et e et en et eeneee e en e s en e rnees 199

Ly e i a2 OO OO 199

L= R 199

LT BZFEIEFEIZI oottt ettt ettt ettt 199

BT B T BIIR T oottt ettt ettt et s et s s s s s s st et et et et s e sessaet et e st s e snantetetes et s e s anantesesesnas 200

NN e % 1L = OO 201

DR BTG TZEATUZR oottt sttt a et s ettt n et en et et enaeen 201

ESTITE PIMIDB Tl 1ottt sttt st e s et ee et et st s e n et n et n s s et enaneeeas 201

BB AT el A < OO OO PO 202

HEZEZE R oottt ettt 202
T ettt ettt ettt ettt ettt a A At ettt et An At a et ettt e anes e et et et et et e ana et et et et s e nas 202
FEFZA ettt ettt ettt en et en st en st 202

FEEAIT B2 TR vttt ettt a ettt a ettt a et s et a st et et et et et st s st s enaen 203

%16 ZE: fFH UNIX Exit 205

UNIX EXIT..voeveeee et eeeeeeese e e e eseeseeseeseeseeseseeeseeseesesseeseseeeseeeeeseeseeseeeeesesseeseseeeseseeeseseeeeeseesseesessesseesesseesessessessesressenes 205

FH PV ERZH AT TE T T EXItooveevveeeeeeeceeseeete et esee s st s s e s st s ess s s ssesssssesssassesasessssssssssnsssesssansensssssnansesnenes 205
P selang exit JHIZS T T AE T IR oottt ettt n ettt 206
AT LUALTE LT SEIANG @XIE I oottt ee et et n st se s e e ee s s e 207
FE T B a8 AT I SEIANE EXIt i ettt ettt et ettt et st st e e e st een st et et et e e e e neenaeas 207
FBIT I LA IR ettt a e s st s s a s e saesesseaesen st esnnneesnanaanans 208
SEIANEG EXIT 71N vttt ettt ettt ettt ettt ettt et et ne et et e ae et et ene et eat et et ens et eae et ete s ereneas 208

12 i i PRFERS . AT UNIX



CA ACCESS CONTION P AL IIIZEEIT EXIt evveeeeeeeieereeeeeeeeeeeees et eseseeeeeeseseeesseseetesesesessestaeasesesessesesesenenessensasesenenesseneasenens 208

R 7 = 3 LA I I {3« T VOO 209
A T I EXIE R T AE T TR oo ettt ettt e et et et et e et et et et e s e seeeseeeeese e seseeeseeeneneannas 210
#17FE: 5 LDAPARH 213
T FE] 42 TR ettt e ettt e et e et et et e et e et et et et et et e ettt ee et e et et e et ee e e et e e eeneeen 213
SDOCREATE _LOP,_ Unrerveereeereeeeeeaeeeeeeseessaeseesessessessessesseesesseesesseesesseesessassesseesesseesesseesassaesassessessessesseesessessassassassessasees 213
F18FE: MEKE 215
T B T B et ee et e et et ettt e et e et eeea et e s et et e e es et e s et et e s eue et e s en et eaene et e A e R et eee et e es e s et eee st et eRet et en e et e enene et eneneateneneneaneneaeenene 215
B L T B T3 et e e e et et e e e e eeeeseses e e e e eeeseeeseeeeseseseeae e ee et eeeeeeessasese e e e e et eseseseeeaeeeeses e e et et eeeeeaeaeaeeneneaeaeaeeeeen 215
L B A T, B T oottt e ettt e e e et et et e e e eeeeeeeeeeeee e e s eseeeeeeeee et s e e e eeeeeeee et et e e eeeeeeeee et et e eeeeeeaee et et et et n e e eeenenens 216
M A: NISECE 217
T ettt ettt e e e et et ettt e e e eeee et et e e e e et eeeeee et et eteteeeeeeeee et et e e eeeee e e et et et aneneseeeeeneneaeenenaneeen 217
B T R AT ettt ettt e et e e ettt e et e e et et e et eut et et eaaeaat et e et eut e te e eateaat et eautent et et eateaetate et et eateateaneneeare et eneareneen 217
N LS DN 8 i A2 T AT ettt ee ettt ee et et e e e e e eeee et et e e s e e e eeeeee et ee e seeeseeeeeee s e s seeeeeeeeeesneneeesenenens 218
R g o T TSRS 218
SUN SOIATIS B2 R AT 2 B oottt et et et e e e et e et eu e et e e e e e e e eeaeeeeeae et et eeseseeeeeseeeaeeeesesnenen 219
DA A I = L ] =TSRSS 219
B A T 8 et e ettt e ettt s e e ee e e e et et e e s e e eeeeeee et et e s e e e e e e et et et e s aeaeeee et et ananaes 220
B T S I JZE <ottt et et e ettt et et et e e ettt a ettt et et et et enenenenene ettt et et e e e e e eaenearer ettt eeenn 220
S B ZE T T A/E ST ettt et e e e e e et et et e e e e e e e e et et et e e e e e e e et et et n s e ee e et eeen e neeeeaneeens 221
S S PR A IZE <ottt ettt ettt et ettt et et et et et et et e e ettt et et e et et et ee e et e 221
T T L A2 oottt ettt e e e et et e e e e e e et ettt se et eeeeee et et e e e e e aeeee et et et n s e e eeee et et ee e neeaeeeeee et aranaes 222

Hx 13






AR 735 LAR 2

KT AFEH (p. 15)
fEHIATER I P (p. 15)

RTAIEE

FEFE U HH CA Access Control for UNIX {8 FH FORE & - [0 TF IR bt it
SEA AR TT IS S ZIRFRTIEA G T UNIX i 2 8 BRAT 25 I 2

fE AR I H P

ARIG A SN T TSI AN YEY 52 CA Access Control {37 [ 3R 55 (1) ‘22 445 PR
N RGE M M mE .

B S 15






H2F: FHhR

CA Access Control J& 396 & BIHAE KRG A=, RIFIRZEN E
By AN LRI F P RRRIESRA L EE (i,
FIF SO B P 1D 8RB 45 k45 ) B, CA Access Control 43 ST
BRAZ FAF I VAL AT B, ARG A B IR A2 25 FRUE A E R4 (09)
IRE

B A5 DA 327
11 #2& CA Access Control? (p. 17)
Uity £ 2 (p. 23)

4 R CA Access Control?

CA Access Control A &2 {It H kA BEAHL 1 & 2P r s K T H, MWfg
i S it 1 58 A Ak e AR o %425 . CA Access Control 1
DL ASHERAVE RS m] - . RS2 AR S L 4R e e flk 2
Y, EBEANHSVER N TS B e 0, JRK ) Windows AT UNIX
GG AR B — AN R

Jift4 UNIX BEAAR?

VP2 A R G BAT W AIERFEOR I A B . 1BM 1) 2/0S 52 Jil
PR BGARRENLERAE R GE, Hoh AR RGBT (SAF) st i%
PR R GUA G Rk F P BT A 1 2

2/0S IFIEH1 ) Access Control A4k SAF 1 1% B R [RIACHS, 4R )5 z2/0S
SRR AE AR LT 0] o BB AT A IR [RIAAE 2 478 B O AR 22
A A 5 SCIRT U7 a0 U R SR s e 5 o

HAbHERAE R4 Can 0S/2) WAL 7 i) #5 Hill H2 A - 0S/2 Access Control
R (FRA 224 15 RS (SES)) [PIME & 5Lml 5 2/0S SAF AH [ .

R, FET UNIX (I3 E R G 8T R AR ety . 3R e 3
BRSOV ) A Y, I H R ERE R A G AEH SO inode 45 H
FUATE (rwx-rwx-rwx) AT 55 SAF ARIAIKFE, 3 b S Easia gt 1
Ao P, BEPATEE RTINS 2 A A She s &2 22 ThRE,
kP E e k.

2w IR 17



14 & CA Access Control ?

BRI TAER?

R T PR LA 2 A TR (I an s i) UK HE 2 L A% H B A BT R
24k, CA Access Control iR ELLRY I ERAE RGFH 4. T CA Access
Control WAl 5 1R Z ANFEIEAE RS W F TAE, Kb e#gkfrh
o ARG SAFIATAEAE G, WARAA S B S EAE RS

RPHIT R A7

CA Access Control {39 %1 SE44
. X
FH P& A BT R e S ?
CA Access Control SR FH /7 U [m] SCAFIIRE S o S8 T BAZS T H ;P —Fhak
P B, Bl . 5N $AT BIBRFTE 44 . Ui R AR Y
feE LS A SO D, WnT DS — 2w A4 AL ST AR
K
FH P& 15 B e 260 ?
IS S SRR TP SE U . 7E CA Access Control £ds )%, ] LA
T8 AN 2 i AN g 21 e 5 ) B0 CRE RS IR o v/rmib£e P sl i o 4l
2wl & om 2D o Zum ORI PR AR S AL L B TAE R AN BE
KRGS BB T BRI ik o
B E
FH P R A A AR 2 H 4R e i TR & 5% ?
RZHH P WA AR H A CAE B Tal g 2 T AERG s A H A A i A

R BRI LU R T BRI, oA T B 1 FR A A A R 22 B 7 i
IR

= TCP/IP

A TAE R B RMNA R SN TCP/IP ARG 2 7 — AN TAE
R AR A LR AL TCP/IP RSS2 215 il 5 — A T AR
A T A il PR A FH P O 45 2

THIRRSE CHEHURIN TR RS B a2 s . — 5
PR 2 A1 S, i m DR e —E N R 48 LA S Ak F - my LUk
AT PP IR CIE 18 B IA /& TC R - CA Access Control $244E “Bij k%7
AT AR (b A Kb T AR Sl R0 IR 25 28 1) A S0 AR i $R AL IR 55

18 i i PRFERS: T UNIX



{124 & CA Access Control ?

ZAEFAR

ST ARV PG AN i ok ?

ARVE L BRI A N A Zuiig G K B R G MIBE ST« CA Access
Control W PLPHIEF 1 2 W& 5o X LT IE AR 8 3 O 48 sk
(I K 7 o

F P e R sEfk

AJ L SE ORI se 4k (411 TCP/IP R4S Fl £ ) FIThRE Sk (o
A #HZ G5 BIHNAEE s e HAT AR5 e %) .

B G R T

CA Access Control $44L T [ A 53 F5 IR 2 HH BB T S I B B ol 68
2 Pk BB 77

BH-ArP

MR B a RO A I A ID?

UNIX setuid 2410 & EAE RGP B U IS —, CA Access
Control 3l IR IZ W H R 2 H 7 2 A AT 4 . 545 H P AL
FRAS A AL 6 RE a1 - ARV P 8 R e R e e Ah AT i P D
TXAEJ58 ML FH o m] DU root AT 3K45: root 17 a] A BRI 5 3 1R

o
ZZ o

-4

P RS AUKR Y newgrp G4l #ir b2

B R LT B e P AR

Setuid F1 setgid 27

HA™ setuid BY, setgid F2/7 &7 1] LAAZHE? AP 2 EERGAHE ?
LAE IR LRI setuid BY setgid W] $ AT SCAE IR R4 T
W, DR IS B S AT ] SRR AT AR VLU A 2 A il o 38
TEMAR I8 40 A 2 A T RE I e N SZFEFEIT . CA Access Control 3%,
R (B FR 4 CA Access Control Watchdog) %1138 RN FE 45 52
AL T30 2R, IR A% R P AER A 2B P 2 e e T &g
W) . R ZFCRE A a2 8, WA T A 2 HE
FE%, CA Access Control 4 A RV E181T -

o2 T P A 19



14 & CA Access Control ?

J345, CA Access Control HJ LB 11488 Bl = ) AR AR ) g Wy, i

n R ZHRK
CA Access Control 1] DUH KRR GBI 45 2 AR &5 8% 5 5 R, ik
2 S RE=a 7.

n A
CA Access Control 5 18Pl hh Beehy o 5 il 185 (ol i SI i 60 e SO
W IR AAR 223

LR 2 9=

CA Access Control TRl i 7 5 il F 7 Q1 A v o 22 2605 (1 B
Mo A T RAER P B RS v 252 (1) %5 8, CA Access Control 1] LA
T SN 1) B R RN g o A BT PR it B e 2] | AR SR A 7 I F ok
I S HA PR AL P IR AN RE R K.

n fRPEE
CA Access Control SN Affi O 1 AL BEFEEHRIK /7 o
 HEH
CA Access Control ] LLSEJli % A5 R4, FEE5 NIS FIHE NIS Selas i 22 4>

R e ?

CA Access Control 7E#AE R4 56 I ta b Ja LRI 53l . CA Access Control
¥ hook BUE AE LRI [ R GRS H o IXHFE, AT DAFEPAT IS5 < Hks:
FEHIRUL 45 CA Access Control, CA Access Control ¥R 7€ A& 75 NV % IRk 55
BT

wtn, FH A LSR5 ) 52 CA Access Control 547 I Ui« %35 )i =k
R TR NI RG], AT LAFT I 98U . CA Access Control 3K 5
GO, e BT VIR . R 5T, W CA Access Control
P BB AT 2 R G SS s U CA Access Control #H4ERLFR, ‘&4
FEARERC PR AR 24 A IR [F] BP0E RS AT, R ARIS W,

PR E T8l e b e SCIR U ) DU SRS o Sl 2Rt T P o) 52 .
Vil B B o 2y 2 P A . ZE B SR IR 5, 3 i ST
g% o B 126 P KRNI SR A IR T U5 ) BB

BN EHE T A2 - RN R R4S . #ilan, TERMINAL 2L F CA
Access Control AT (CLAFR) X5,

20 i A PRFER . T UNIX



{124 & CA Access Control ?

R

ViR E TR

Y. N e o

FBLRFH P P PR

CA Access Control f7-fitify 5< CLASS ZEE PEH & 3G 801 5 B . 24 CA
Access Control J3 B, "&& K i B8 [ 51| 3441625 SEOS_syscall, [A 1k CA
Access Control Jo 7 £8 1 £ 80X He2s . A LEH P 38 SR ITE S IR AR CA
Access Control A&z, WA T IR, WA S EZIO T
IV ] o

S ] LUK DL A8 s B 2K it : FILEL HOST. TCP. CONNECT A1 PROCESS.

FEAH P U5 03 (ACEE) AR GZITF 2 Edl T i i %
FERAEF L) o CA Access Control £E & sk d FE P A3 i n) F e & . Vi
) e 5 H P R G . oAl I BERE 1 3K CA Access Control JIT{x

P RFENRS, BV B IS 751 =K, CA Access Control #B43 111
ETIRIIC R . AR, e e DART QIR UG R F T R TR A B (B
F P22 4205 BRI S & SVEH U7 iz B .

"N %1 CA Access Control Zhfgn] LAY A ‘22 4> % o

EHERAE RGN 0 1R R G we 25 1R B 30 8 T e SOk EI’JESZ
71, B UNIX REEH T root 1K) & Windows FR 40 H R4 1 Ik 7
ANTIE SUMK P AR RS A T $UAT—4lEr e I R4 ke

124 root M7 sl B B3 A (RO 7 mf ABAAT ZRMESS, BT IR A
BEEUH T BIB0E . FOHRCE AN K IR ST 4% -

IXUEPRAE R GE TP TR A G 2 — ARG ] ) ASR A 0f X
M PRI WA AERXPE DL, REFBUR ] w] BE X R GUIE K
SPN 7

T I CA Access Control 1] LAFR #5771 ek & (PR, - I BRIE A H
g GXUek PR Z AL ) BRI P IR . X S DB E RGN
T o

B2 m: P 21



14 & CA Access Control ?

CA Access Control 25 5

‘%4 CA Access Control I, RS TR KA 44—k Z A~ CA Access
Control & ¥ 1. CA Access Control & Fil 3 45 AU AN 5l 51840 J ) 55 4
o BNAZ R /DE AN HA AN G R L E B e
SOV ) K], FFnT DAFE s eAd 28 o) 78 B 0 o

N FGEE SO a v DAL ) AR T 7 23 BE ADMIN Ja Pk i A AT 170 e
BB .

HERE: HA ADMIN B I R RIB R . PRIk, 32 4 B ol
ADMIN F /7 8 . AEIS I E — B Z > CA Access Control %445 1 7
Ja, FEASHLE G PR ADMIN (R A 50 FF, GRS P IR ADMIN J&
Pk, IXAN RN — N U SR

MG 28 fq B A /b AN AT Hs e BRI T 7, [A1IE CA Access
Control AL VFMIFR 5 — A~ H A ADMIN J&PERIHI ™

U SR A5 R ITAT CA Access Control 5 B 63 SR LLIZ AR uli A5 B H A 3=
BL, TR DR IZ LN E e 128 mh (R U 1o Al AT 152 37 M2z A sl i O 5
AT R BCRR -

TEH

CA Access Control fi & /A& &2 #ThRe . I ZINRE, &P R TR e
PR, B P A A PR v 5 B e 2 . IS P AR ON 1A H DL .

il TSRV e T R B A4

T DA I AN A o 3E S X S R R X R T U IR, KR
S8 SN ) 1 R P

R P B AR

#& AT LA ] CA Access Control [r)¥5il H 7 (RIAEEELAH D) T
AR, DA IS8 AN 3 A 5 F B 2 1K) R 3 B rl AT AT 45 . fiE
i LU RS 4 7 20l I 4% 15 BB 45 YR T 45 A& CA Access Control 5 5
Bz —

= SUDO I APHE T i A M, S VI PR RO BURIET %
.

o AR PR A A o S IR AL A S BB I B AR, AT LA
AT B

22 Vi S PRFERS: AT UNIX



TR BE

B1 ZA&KHINIE

i A

m  SUDO KA FREAMIE R AR IR — A2, — AN AT LS 53— H
F IR AR PAT Z A2

m  SUDO ZRid S fH el /& SUDO it 4 Fk. 24 H P $U4T SUDO it 3%
R A, S AZ AR RACE i A 2R .

FEJF ES e —Fh 55 SCAF SR U Im) B0, 12 00 D) 22 i I R T ek e e R
Vi) SO Rl i O Ry T BB e bk . Jlik CA Access
Control W] DA FHFR 71l 180K R R 40 I SCAFSE LA A AR

CA Access Control fufi %1 B1 “FF 157 Dhig: g, 425 R/
LA

w R DA S P R K U R RO LB KA 1 R
255 Z[AIIARE S . AT 2405 1) 8 1A 1R 22 A 00 25 1 BOK 00 Bl 45 ¢
PRGNS, ViR A T L5 1) 53

w MR R R R AR AT LU T AN e A 22 2. RAT Ui
BT I En VIR AT 2 I, ViR A eV R BT

n ZPEHEIERRRE Z g0 S W (AR ) 2 ARG
PR B BRI LR B T 5% 2L A bR B AR R
(K322 =GO AP A % 4200

HER: AR BLEPBIIRMENE R, WS W (Liigr) -

CA Access Control $2 AL 1 Py i =R A5 B Al v 110 308 05 42 Sl s 6
A ) IX LB
m selang - CA Access Control T 215 5 o
L selang i 2155, &0 LLYE CA Access Control #2247 2
Yo selang &8 5 2 m 2 € E S
ER: AR selang INTELIE S, 1ESH (selang ZF155) -
m  CA Access Control ¥ jBF B - it oo 5 B ST
T Web (19 5411 A] DL i H g A BRI 45 4 /5 PRS2 g 1 o

HER: 5% % CA Access Control Ui s B B IVEANME B, 16 (%
WERE) .

52w AP R 23






yz==!

BE

1A

H P AA

A LA LA
FH A4 (p. 25)

S -7 A OB B (p. 26)
A A5 DA B ) % 5 (p. 27)
B Vi ] (p. 32)

Vi ] #4551 (p. 34)

7E CA Access Control H, RE/NEEAEFNTS 0] 2R #0 SR 7 DE AT i1 5K
PP HATH . B, RGNS SR e 1 H P 2 A .
J 440 H P RR i3] CA Access Control .

HERERS G KN L, W] DUE LA B B 5 S RPN T A % . 1E CA
Access Control 1, RER VS IA] 2238 &5 HH H F 3447« CA Access Control RJ DL
HJ CA Access Control s & S AV H P AEfE I 7 (5 & . CA Access
Control 7ELH# 2 1) USER 3% 81 XUSER idsk AR H 5 B

HRE: B 7B E R A6 P 54U A6, BT UNIX RSe
[] /etc/passwd Al Jetc/groups, BX Windows ] Active Directory.

AHER PSS Ao R e SGEH VTR . Al blirE 8
THABZL) o CA Access Control 1] LUA#F CA Access Control 4 7= 2 AV
Mg s B @y, T (i, database_administrators)
B I ) A ECH

FH 0 sk A SR U5 9] &l 5%« £E CA Access Control HHA# 40 1 - 35 H
(A2 [ B [l 2 R PR BT P 20 B v TR AR o ) B0 P 17 ) SRR LB 4 531) 1)
BEANH A3V ) BRR S A H AN S i .

3. EHEM Y 25



KA Vi ) (A5 S RIAF il A

KTV R HIE R ALE

CA Access Control 1 FH [f)5< T F R 41 11455 BAE A £F CA Access Control
BAREERMENERE RS . EWIERAE RS BATEIA A 17 1%
TIRR A V17 BRONTEOL T, L E CA Access Control LU AN H
ANV A o AR, 18 7] PAFC & CA Access Control, LL{§ CA Access Control
FAS B E H B A s U P el iy, S ke b At b 2 U
JAFAGL R A B A R LR R4S R

HER: CA Access Control 1] DI F AV A (S B, (B S IS AEA HIR
B d H selang iy 2 I A4 g i I AAAit H G B

K & B2 AU, CA Access Control UG ZAER B MV AFfit 2 AT SCk e L | &
IR H e ST )3 an SRS I Al FH P IR 24 B S5 7E CA Access
Control 2 FE T & X H FF 2 F7AH 1], W) CA Access Control & ZL Al
M.

CA Access Control ZI{af &R A P10 3%
HH P 5% 5, CA Access Control #% LA R I HAT IR, H 2R HRBHi%H
J IR 5% -
1. CA Access Control 8 Z&7F H A s ZE e X H .
2. CA Access Control i HLATZ A FRIIANH 8 R,

W% IR e, B R4 (0S) FeiF AT OS R A7 AL 5 % . CA
Access Control 22171 H [ /& 18 CA Access Control 7E I IE UL T A
AR A H P 5% o

3. CA Access Control fff FH¥1E R4 0 HA LRI P RZ M - A7
it o

4. WA CA Access Control YA 71 H &l sl AV A7 fids b AL S i 0
KIRIKAC 3%, HB4 CA Access Control 236f _undefined USER i3 71
B P

26 Vi S PRFERS: T UNIX



FEANAF Al HH A BT ) & R R

SRS AE Paes v p 351

T, % CA Access Control It E A i FHAE ANV A7 if b e L 4 A
Fo

WERBXFERLE T CA Access Control, 7EBRIAEHL T, a0 54l H -
BRATAH G IRV ) N J5 54 H P 8 Sk B AE R 4855 CA Access Control 23
FEICEE T iz P s B il sk CARSERNAC A il %) o X2k
HATZE XUSER O T H 1) 8 XGROUP Onf Tk 4) , JF HLEAT CA
Access Control S8 I AT U7 ) LU BT 5 () J& %« X124 CA Access Control 41
Pt Al P AT P

CA Access Control MAMEH F* A7t $E Ak F 7 a2 i) g PEAUE 2R
I AR AL YL e

FEARNV A B BT 17 & HITE T

) b e E Al P P AR AT E W, TSI AN B L 4
(S -

DAIMAEHIE B e R P AT
CA Access Control 7 EEAE H A 22 vp e CHELe ] P oA, A 2 ek H
FUEfE R E o X EfE BALFE:
m JiE U (p. 32)
e A4 (p. 33)

m /> CA Access Control £ ¥ 7

LI ]

n ZHHS
AV P A FH R

CA Access Control 5l 5247 LA R Al 7 A FH B il «

= I CA Access Control H K14k H P 5 78 508 PE b e LIV P 44 9%
AHTAL,  WASRE B a5 | FZ AL P o

n  AAEAEH] selang AC REEEIEE . MR ERE AL .

3. EHEA A4 27



LEANYAE i vh A BT i) Z K35

n  ANEERNE P HEZ A .

w BRAHEOLR, ANBELE CA Access Control FRAIEEAME] /-, BRI &AL
A P A E SCZH . HE, ERTRALE UNIX RE ) FH alidk
FHIEAT K

H2ER:

ZE UNIX "G % XUSER ich % 2 Bij ot HH 825 F AP AFA#E S 2 (p. 30)

Al 28 156 FH PR

CA Access Control 2l SEAT LA Al 21 A HT FR

= RfETE selang AC IR G M R Ak 441 o

m  AAELE selang AC P55 B ARV AT IR R 03 BEA%
n  ARERAN A HIVERC B AL (p. 34).

JA A BRZE R 4V - AN A H

ERINTG LT, CA Access Control ANGEAd FHAE A MY FH P A7-fifs v g SRR
7, AEZE AT LLAE CA Access Control $UAT EEEAE . FRATTEEI & 5 FH L ThRE,
AR 755 5 L RCA ) CA Access Control Hfi %5 .

324l CA Access Control {f ANV FrRI4L, 1K HC S % & osuser_enabled
WHE N yes. TAEH AT, 15K osuser_enabled [FI{E ¥ E A nos

~Bl: FE Windows A8 A4k A - A B4

DA 3 2 1 T AZE Windows H R AP T - FZH R A H -

CRNE 1| o
HKLM\SOFTWARE\ComputerAssociates\AccessControl\OS_user

= %FR: osuser_enabled
= J$%Y: REG_DWORD
m {H: yes

28 i i SRR . I T UNIX



FEARNAF A HH A8 BT ) 2 R R

. FE UNIX ) 4l A = A R R

PL R 4 0] 5% 11 CA Access Control. £ UNIX H i F A MY HH P A i
DL 3 JE 51 CA Access Control:

secons -s
seini -s 0S User.osuser enabled yes
seload

FEANV P B3 FEREE A XUSER iEXHIGI2

%A H CA Access Control XMV 7 g, BRSO R e S EH]
JUB S A ZH PO s (FF XUSER 25 o A3 IS AT AT i1,
Blan, WERARERECT LT P R 5 5%

FEBJ 11 CA Access Control 76 H] 7 & s IG5t XUSER 1ok, 1AL & W E
create_user_in_db JE N 0 () o BEHHEH AT N, WK%
BH1L () .

A ZEAME B F Windows BFZEF XUSER 2% H B 3h B EE

DL Ry R 1% B 0] LLAE Windows W22 ] CA Access Control HHAME 1 d
ST E B

m R

HKLM\Software\ComputerAssociates\AccessControl\OS_user
m  XFK: create_user_in_db
m K7Y. REG_DWORD
= fH: 0

. FEANVFH P B UNIX BFZER] XUSER 23k 1 B 3l

PL R #ir A 1] 452 11 CA Access Control. £F UNIX 122 H] XUSER 2 35% 1% [ 3h 6
UL & §38 2 5l CA Access Control:

secons -s
seini -s 0S User.create user in db 0
seload

3. EHEA A4 29



LEANYAE i vh A BT i) Z K35

7E UNIX H 68 XUSER &% 2 |5 3 F 82 i bR 2

B, YARLEAY A At e SCH 7 & 0] BEA B2 7E CA Access Control
AL P . 7E Windows HY, ANHETE CA Access Control H I il
F P, BRAEZH P AAAET Windows F P A7 . 76 UNIX H, BRAAT R
5 Windows #¢. 1HAE, 7E UNIX H, f80] DLUE FHE2E H s BT .

BRI A CRMEAEARA LA 7 A5 [R5 VF CA Access Control £l
XUSER 138, 1AL E & & verify_osuser [FJ{E B XSOk 0. ZE5R AT
7, IR EREN 1.

~Bil: B FI XUSER D3RI A2 T A 2 A b P A7

DL R fir A4 W] 22 11 CA Access Control. i FHAS FLAT A b A7 A 45 ] 5 1)
XUSER ¢t 3% (1181 728 DL & 5387 JA 8% CA Access Control:

secons -s
seini -s 0S User.verify osuser 0
seload

Windows 5 R EER VA7 fE ik P

PEHAIE 7t CL MR AR5 SRR CREAIARRIAARRD (R Ak A7 ik
oA WHI AP IER— N CBiltn, SRR, SRS
P B BRI TH P (A2 ARAT R KBk - I, r g2 A:A
2N IR

PEIRMK PAAE 224 i) 8, DRUOA B A — 8 Ay ST Ui ) 3 A 3 7 A Wk A [A)
(T TEPK P AR e o) BLPR o B AR R b 7] 8T, CA Access Control $ZAUEFE T
SID. X EMAE MIEAIEHT VI 0, Ty A RS BB U R AR
1) A 3 U 1) 5 1R 44 Bk AR TR S8 7 in) 35 A B sl IH U5 1) 2 1 THASCRR

BEEYLAF ! JHIAK U a3 ADEARIH U5 AR « {HJE, KPR K )
FAFE AL SID) A 2 U7 n) L), n] BE A R X Le R AT5 R H
1§ secons -checkSID iy 2> fif 1 1 o) 15

£ Windows F TR ML K

WAL P CH P ERAD BATAH ISR E s R, AR J5 gl A A i
(MR SR 5 A AR R 2 RR A0 5 AT BB D TH IR B0 ZE R U AT AR i
T . B, BT CA Access Control FZAHE T SID, IX SR N AS 1
EH, BT AR AL G N . T CAEI T R 2 B, T AT
7N

30 i A PRFERS . T UNIX



FEANAF Al HH A BT ) & R R

BHRHTIRIA ALK, FEFTIF a3, RIRIBITEL g2

secons -checkSID -users
secons -checkSID -groups

CA Access Control AP e B A BT ML Pk 7 (XUSER id3%) , 4R
JEALBETA ALK (XGROUP i3%) , FFFiH SID HAkik F (1) SID AN[H]
(IR 7 o e FH LA R iy 44 20 52 £E CA Access Control H H iy 44 X S6ifiK /1 - SID
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LR selang i 2% N 38 7 internal_user 73 N3 £ tty30 [ ACL, [H] 2%
Uiy 352 1 SR ) AR«

authorize TERMINAL tty30 access(READ) uid(internal user)
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ZAREEGIRIES

Bl AL P TR T AR

PLF selang i 2BV 7 Terry U0 31 31 tty30 1Y ACL, [n) & 5% T
BRE IR A PR«

authorize TERMINAL tty30 access(READ) xuid(Terry)
Bl BB R P R UR U7 ) A PR

LR selang iy 2¥ Terry % £ tty30 [ U7 I AL PR ¥ & 4 none, Al 4H 4
T Terry V5] :

authorize TERMINAL tty30 access(NONE) xuid(Terry)
B BRI A BR AV P R e A R

LU selang i 4 M 283 tty30 H (1) ACL HH HIER Terry:

authorize- TERMINAL tty30 xuid(Terry) access-

Terry I C AT 283 (R BRI DT IR

ANV PR TR R U5 R B

[:J;_F selang fiir ANV I Terry W& A HATE B P FISCAEBLURR )1
B

authorize ADMIN USER xuid(Terry)
authorize ADMIN FILE xuid(Terry)

Vi R EE IR

X EEIR U R BB AE Access Control FII 3K R fg e » FEASFEIIL R 2D HA
P> Access Control 5113 :

ACL

FRE R T BEURT R BLR KI5 i 2 b LA 1 U7 T BB 2828
NACL

TR E WAL BT IR B 07 17 5 S FABABR LA U iR BUFR )28

jﬂi{o

Vi BRI T AR FTAE A5, B P e A R AEA S R
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EEStETES

AT R HIFIR

14 Access Control 51|58 (CACL) $&4it T ACL FI¥™ i€ . 41 in) & 2 Uy In) %%
PRI, FE PRI ACL FIT NACL AR iz H 7 s SV I AL PR, ) CA Access
Control #5451 414> Access Control %1) 3 .

ZA Access Control B3 LL—Fiky & 77 3048 58 X T ) S5 (07 IRl BLFR
Bl IE L AE IR E R

wtn, faa] LS 451 Access Control 41|36 5 SRS 73 B& )

CA Access Control fEVF{# FH LA R 4414 Access Control %1% :
m  FEJT Access Control 1) (PACL)

m  TCP 2§ Access Control 41|34

m  CALENDAR Z§ Access Control 413

BLAES5AF Access Control #11384% H e X—AN4H, wILAME ] selang
authorize 774 1) via £

5 HAh Access Control 5|38 —#f, 251} Access Control 51|13 H 5N 4% H
F8 B AT U5 ) B UL R 07 1n) 35 S HEA 4% 1 10 U7 I BLRR [P 28 28, b4k,
251 Access Control #1)3&H1 1) 4% H ik 45 72 /0 BO B FR 1 414« X+ PACL, 4%
P REFEF I TR, Vi 75 Es TSR A Be BA Ui [ BLFR

il £ PACL

BUFAN 7 sysadm1 A ]l I iE 1T F2 7 secured_su A -, &
LM BAR selang fir 445 s AH I ) 244U 1) )«

authorize SURROGATE user.root xuid(sysadml) via(pgm(secured su))

defaccess - BRIA V5 H] B

PR A C 3 n] LA R ERIA VS 7] 7- B defaccess. defaccess 7B IME TR & U
VAR 955 Access Control 51|13 34 A A0 2 18 Uiy in) 54 FH 190 U7 Im) BRI

555 F: AL 51



QO A 5 0 B 5 TR 7 ) AR

P o 05 T TR A B

2497 1] 2R U7 o) RIS, CA Access Control 3 o 42 IR T 56 1 O i
AT IR IRAS A RAG AT VT RIARR, AR HARAG 45, WHRAEAT A — IR
Kt A T ViR g5 R (FE4AE o7 iR)) . ) CA Access Control AN

HE— P PAT A B A2 R [H] 45 2

CA Access Control IZATIXLEAG A P AR FEE . BRI OGN, TR 20 9%
J5, CA Access Control Y542 DL 26 £ 15 1] ic 5%«

1. BT BE USR] Ry PR Al

2. BRI RV B0 T V5 A

3. Bl1fufx

4. BRRHT NACL

DL ACL

BRI PACL

PRI defaccess F-BE

N oo u

5 J PR IR 2 R B accpacl 28 TR Bl e « 5] LLE L/ H selang
T2 BB LTI setpacl- K2R H X B PACL [FI1d H

— Access Control #1)3& 1] L& 2 AN e B P 14 H o o, v DL
R P WK R4 H, 0] DAL P I & RN 4145 H - CA Access
Control ZEHEN S 2 BUk & RN Fr A v e 4 H . 8 CA
Access Control WHATfF L AEAS ) (P SR VR4 45 B, &S0 _CH
A Vs i AR TR H A (p. 53)s

B X SCHRR 25 SRR
ERRF, BikH A userl 117 M) 22 B2 B I filelo
fE R, CA Access Control #%J# accpacl 317 [ BRI\ ¥ B 8 1 PACL.

NACLFHTF  ACLHEHTF PACLHFHTF defaccess ' 45EAUR
userl [Xj2¢H userl (1% H userl 1% H HI4%H

B (Any) (Any) (Any) 4 s OB PR
(Not defined) VW (Any) (Any) 4 s OB PR
(Not defined) BEHL (Any) (Any) T OB
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F PRI U5 i) BUR 2 18] () 1. )

NACLF AT  ACLHHT PACLFT defaccess F 45 RAUR
userl K1 H userl 15 H userl 1% H HI%H

(Not defined) (Not defined) via pgm (Any) SV
securereader securereader
PP
(Not defined) (Not defined) (Not defined) 2EX - amanaivy 5]

R4 H B84 (Not defined), M7~ Access Control 41|13 H ANfEAE T
userl )% H o

WR4HBRA (Any), WIZFE7R1% Access Control #1121 4% H 5k B 3L,
A CA Access Control A% Hgk AT 2 o

CA Access Control K & ¥ MAERIA . WETER, M TErairkin, H

A3 5 SCRA U3 TR AR 1) B s A (I 1 B CAS 35 AT AEL (Any)o AR, 85E
SCERTT TR AR (R B TS 22 MR i A5 B0 A% 32 BATAH (Not defined)

F P R4V TR AR 2 TR) K EL 3
SR DAL DR P R4 5 T A R UL, 472 0
BERTHESATIRGE . IR T UnSAEN R P A 1 R4 2)
A RIS R UL, 25 H DL REHO4 5.

ik CE SRR (p. 54)ET CBRABED «

RPEIRAGRE AR R A2 W ERR SR TFBUR

Vi I AR 2 (Any) (Any) iy ) Bl 4 4
Vi In] CAZAL (Any) (Any) Vi 1) LA
(Not defined) i 1) AL (Not defined) Vi In) AL
(Not defined) (Not defined) Vi ] AL Ui 1) AL
(Not defined) i 1) AL i 1) AR AL Ui 1) AL
(Not defined) V7 ] B4R 4 (Any) U i) 4B 44
(Not defined) (Any) P EE & S Vil B

AR 2% H B7- ) (Not defined), WIRZRBAT I I 845 SUIEAT 26 H -

WL H ERA (Any), WIRZR VT AR TG B %L, K124 CA Access Control
AKX H A THG A

%57 PR 53



e CNE S IR

RRHABFR (ACCGRR)

ZFHA R IEE T (ACCGRR) 5211 CA Access Control £ 75 %8 YR [ ACL ) J7
R W5 H ACCGRR, I CA Access Control <367 ACL LLIRTSEH J g
(R BT 4452 T AL B & T 2% 11 ACCGRR, JUI] CA Access Control 23K % ACL
DL & A A AT nl B 4% H A5 nones WIAAT, WIS HE4a75 0] .
T3 CA Access Control ¥ 2 & 204« H,  Access Control 513 1 115 —
ANATN 2 HERSN . BROATSOUR, & IE JH

LA H ACCGRR 1ETI, AJLMEF LT selang fiz %

setoptions accgrr

AR ACCGRR XEX5, A LUMEFH LA selang fir 4

setoptions accgrr-

RELH RAAIRE

GAONA L A R T R I BRI U7 i) AR T S, XA Access
Control #1138 FIVEI AN 78 o

AN IE Tk 2 RGO FIE R E—RR77 20, T SR s

AT,
LR
LR UL B S U7 ) 2 DB R 0 3 255 2 () A4 an Ry n)
H LR NT B IR A gn], BIELE PR T Access Control
SR H P RT T Ui RBR, Ui E WASRE S B R . anR RE
BHAMANE, AL IAT 2R P
AN R F VT 0 ASE VT ) 2 A AN A ZE AT B 5
R

ZRIHE CATEGORY JEHHL KA AAFK . w] LA fn) 2 A B 5 73 il 22 42
o AT 2R VT 1) oy BO e 1) DR 70 BC IO T AT 22 2RI D7 1) 5 4
eV ) % 7 U
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LAY IR

RERE

LARFNEIE SECLABEL R LRI A TR L ARG L g M 2 4
FONMIBAE L o R 2RI BCEE Ul ) BUBE I, PR T i% 7 1R 2 B
PR % L PR BEAN RIS 1 % PO % 20 . U
i D7 17 2 BB AR AT 5 () 2 4 U IS 23 i o

s A 224 FR%E High_Security

1% High_Security &1 22425 255 5 2242255 MANAGEMENT Al
CONFIDENTIAL [l 24 h72%

I HUEE R F userl 43 BR 45 % 4= hR%5 High_Security, T userl f) 224> H) K
255, BAMEEA 242K MANAGEMENT FI CONFIDENTIAL.
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Y6 F: RIS

NI

B A5 LA 327
ML BRI 2 (p. 57)
2 B (p. 57)

15 E Surrogate DO - (p. 62)
5 X SUDO il (p. 63)

B (E 3 541 (p. 66)

o A FH 2 TEHAE AR (p. 69)

At A BRI ?

FH P 3 S i B (K65 . Root K 7 AR ARG WA 4 FH 7 (su)
i3k LA A2 f# ] Surrogate DO (SUDO) T E., J & il vk B 2 1 A PR W %4k (1)
AbYE . CA Access Control $&HE— NP I BRI RS serevu (LAY H
PR A PAM (Rl N S SGAFEREL) o B0d nT LUl i 5 2 76 H
P T SRS — B )5 A shB e e OR ik

ZERPBH

Tk UNIX su fip 4, Fal AR H dr F P 0 e D)4 2 Sopb A P . Z2Y)
A D A P atie A B AR RS, 10 RS, B R H AR
O R R . X T S R . AN, su A IR DR fE
VI Z a2, B AN P BT 38 1 55 SEBR 1R BT A 38 M DA X

ﬁjo

CA Access Control £45 sesu SEHFEIT, ‘B & UNIX su fiv 2 [IEBRRAS . 48
Al DABEE sesu AFEZR VTN B IR REAE I SOy S e =, AN 2
FOREN H AR S0 . B 5UE I B3 T /E SURROGATE 2R HisE X I
ViR, H HOR R THAT A I A 28 (i)

ANTFFXF su BIVFRT, X sesu (RIVFR] ANEIS T2 5 F1TE H A K365 o
T2 MO T2 e P i (VR T s DRDAAE R TP IS sk B4, BT b
JUt N H QBRI T

6w fRIK)S 57



2R

WIERHEH P2 _surrogate 21 7 2 —AREE, T CA Access Control 23
XPZ P B I A BRERAE a6k T F P IR R B R 026 21 o A R

N T B RAGEAEZREY, X RGHXT sesu BT Thsid, WAIE
T PRI LLEATE . LA B A AU AL AR ic o AT AT I setuid
WM root, TEA REAEHIZFET

BEEYH ! EEMH sesu SZH R HI W CA Access Control ki /% & SHT
HH P IFRCE sesu Ao gl IXHE ] LLEE o K 2 L E] CA Access Control
I AT AN R S .

WEH P 1D BN

B3 1B SRV ’%?ﬁwﬂmﬁﬁﬂ ATEFELCE T 1D B ), X e
i 2F SURROGATE KRBT B . B3 SUTATH P B el ), 448 75 L
{1 SURROGATE i 3%,

BB 1D BHHN

1. {F CA Access Control ¥ & B v, Fpdy “HI 7 kIR, R)5Hd
CERURNFRIR” kI,

“CRABUNHRIR” S R IIURE S AR Ze o
2. Fl “HT D B
Yo “HP D BH” B
3.l “QUEHT 1D B
Kelzs “OIE ) 10 B B
4. SERIEIR A ITHE 7B, R A il “ORAET .

VER: X SURROGATE KJEMEMITELIMGE R, TEZ1H (selang =475
) .

WA 9 FH B 223 sesu

NN R Eiﬁi?\éﬁ*ﬁ sesu SEHFEF T Thnid, WA ALl
T8 N TIRIE T, DA B B e B R 5 PR sesu 120
P REE %?&%ﬁm??fﬁﬁ su SEFRET, XAEH P R R A
CA Access Control [ sesu SZHFEF
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2]

BB A AN (p. 59).

{i /H] CA Access Control ] sesu SEFFE AR ARG su SEHRLF
(p. 59)-

3. B IEAT RGN su SR (p. 62).

B dE sesu, 1HEAT DL R HERAE:
1.
2.

HER: SCZLEG, 1817 CA Access Control I R su SEHFR KA
SHAT, DR P B AN ANE FH 2245 1) sesu SEHIFEF . CA Access Control
WATIBATIN, BRE su 2L e I3 T4k .

BEIA R PR HN

FaaAH sesu SERIRR P20, R8N/ HicH e 122 Hh 1 B 505 F R P s e
Yo X RN 1 AR P R AU P b P X AN A B A O
I FVFREE F] P ABERE AT 26 S F] P R 5 5
WREFEAH P BB
1. Xy root I} (USER.root) 1) HAT DL J& Mk A CBE %5 Ik«

m nobody 1F AT H

n BRIV AR 2 none

w TR DN AT S8 AR I

XK BT LB P B e root I, BRAE B AIRA B BTG

P51 root H /7o
VER: AT LA BIFZRLLEAS B B 6L, ] DU RS 3 O3 2 P2 AL 45 T
TR,

2. 4 root /741 (GROUP.other) Gl B AT LA N J&@ Pk A CHE ¥ Y5 -
= nobody 1E N4
w BRIV RIALR Y none
w TR B D AT S8 AR AL

XK BT P & e root FH P4, BRAER AL BT
BB root FH S 41

HER: K4 UNIX &G B root H P 412 other X sys.

%6 H: LRIk 59



2R

3. %40 N TR B0 USER. _default f T 7 B 4 AU
» nobody 1ENFTH #
n BRIV RIALFR 4 none
n BB root HI PR HATAT R SE S P
n  BOBUE B DA AT AT R E SR H

ORI LR P R AT (BRARZABO 5 I HARBL root H]
JURT root JH AV HAEAT I (BRAE R IELE) .

HE: WERNA root 7, A REARVIRET (Fl dtlogin) #4
T BN root P CERIA X & 1T 35 uid=0) )48 B4 T-fa] HoA FH
Fro R0, 2R8I, BRI CA Access Control 2 FH IEATA[ R £
o I P B i 3

4. $40F BT 32 GROUP._default [ 415 4 b1
= nobody 1F 4
n BRIV AR 4 none
n B root T EHAEAT R 2 A
n PR B AT R E AL

KRBT A P AT AL, BRAEE IR, HBAL root H A
root F P B AT, BRAEE AR

7~ fF selang TEEEEAF N
fEHLLF selang iy 2 7E 18 I PR35 Hh 152 B FE A P 5 4 ) «

nr surrogate USER.root defacc(n) own(nobody)

auth surrogate USER.root gid(sys admin GID) acc(a)

nr surrogate GROUP.other defacc(n) own(nobody)

auth surrogate GROUP.other gid(sys admin GID) acc(a)
cr surrogate USER. default defacc(n) own(nobody)

cr surrogate GROUP. default defacc(n) own(nobody)

auth surrogate USER. default uid(root) acc(a)

auth surrogate GROUP. default uid(root) acc(a)

auth surrogate USER. default gid(sys admin GID) acc(a)
auth surrogate GROUP. default gid(sys admin GID) acc(a)
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2]

f#iF CA Access Control ] sesu SEHEFFRRSH su LHEF
BRNIEOLR, SRS AT sesu SEHFRFFIHT Thrid, WA ALl
T8 ARV sesu SE R HLAb ] -, 820 563
sesu A E R RGN su SEHFET .
¢ CA Access Control f] sesu SEFFRFBRARLN su SEHER

ER: BHEY root I BHABSZEUN A RESAT EUF DB

1.

R CLR A4 oV FH Pz AT sesu SE IR
chmod +s /opt/CA/AccessControl//bin/sesu
i BL N 23R RS su SR IO L

which su

ETEL R fir & BT 44 R G su SEAIRER:
mv su_dir/su su_dir/su.ORIG

Hordr su_dir f& su FT{E H 3%,
¥ sesu SEHFR P EEFE R su 2

ln -s /opt/CA/AccessControl//bin/sesu su dir/su

XAEL AT LSS VER] P QRS T su dr S, AR IEAEIEAT L sesu SEH]
P27 o

i FH DL iy 245 11 CA Access Control:

secons -s

1§ FH LR iy 215 22 CA Access Control Bt & % &

seini -s sesu.SystemSu su_dir/su.ORIG
seini -s sesu.UselInvokerPassword yes

WE FRIC SystemSu J& A T 18 T sesu £F CA Access Control A1z 1T 1)
HRGH RGN su SEHFET

B EARIC UselnvokerPassword /&4 T il: CA Access Control $&7x F
B ONABATT R ER 25, A2 root FH P S8R 5 —N FH R 256
A S RS, A RE SRV BT H PR

{5 FH LR 4 B8 N4 CA Access Control:

seload

$e T RYIKST 61



W H Surrogate DO - H

BRMHPIETREN su SEHEF

AR sesu SEHIFRF CVHHT THCE, (HA H a2 v LAEH root F 7 11
SN B AN P ) 95 051247 su.ORIG (FE B4 M RS su SEHFRF)
KT X RGO, BT LLE ] PROGRAM 2 12 sCFH 1 7F CA Access Control
AT AT su.ORIG,

R, W R LS CA Access Control I3 T seuidpgm, WA
BPATIZA R su g ASIBIT, PEA'E C#iE (EHii 44 su.ORIG) .
WP BITRAN su LHER

1. 7E selang 1", M PA N w2 % & CA Access Control W% CLEL By 44 1)
su iﬂqﬁ}?:

nr program su_dir/su.0RIG defacc(x) own(nobody)
2. Lhroot PS8 5, AT H LA i 4 50 CSC AU o) RS S5O ] «
touch su dir/su.ORIG

CA Access Control 541 su.ORIG, Jf H.IA b L& H] touch iy 2%} X
4T T, CA Access Control 184 BH P AT 1% 301

% B Surrodate DO T.E

AR OL L PR N SRR Pl i ST R AU A BT AT
550 IXLAESSAUEE NI N7

»  H:% CD-ROM

AR &0 A

 BEATEINL

FEGE IR R T ZE 0 o) BT IX B8 P BRI S FH 2 350, X2 i S 3103t A

s, 2 RINE (AIRFEM RN Sl RS 2 A b
B P AT BIATAE S5 I A SR i B

Surrogate DO (sesudo) SEZH FE vk T X ANHESL. & i P $1d7T subo
R (HAREFLICFKOUE DA e SCERE, F&Emiet ] gl n]
PLSATIIA, DLRIETFIX— H A5 Al A 10 B2 (K ALBR

ftn, FELLH P root 15 47 & X—/ 4% CD-ROM [#) SUDO iR, it
PN R

newres SUDO MountCd data('mount /usr/dev/cdrom /cdr') targuid(root)
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€ X SUDO i 3%

% newres i 2% MountCd & A SZ R I #AE, FEL83R 1 root AR
P A AHAT . %48 targuid(root) Z 835 H root 2 HARH /7 (5
ﬁﬂ@%%ﬁ)mm Sehr b, FEHOREIHP AT EIZSE, Bl root A
SUDO K ERN H A% 1D

HEEPH ! RS R P ] S R LR R AR AL o RN AR A T E
EANMBHAT AR RS H X H A RS AR SRR

BeAh, LA H authorize iy 4, W] LABZAUH 7 AT Mountcd 4. 9,
AV operatord $E4% CD-ROM, iEHIN N ¥ a4

authorize SUDO MountCd uid(operatorl)

B ] L# ] authorize fiy 4> %Eﬁ%@?iﬂﬂ)j?ﬂﬁiﬁﬁj%ﬁéf’ﬁo i, ER
1EF1 ) operator2 H:4: CD-ROM, iEHI N N4 4

authorize SUDO MountCd uid(operator2) access(None)

1217 sesudo LR RPAT ZORF IHE . B, (A TFola4, M-
operatorl ¥H:# CD-ROM:

sesudo MountCd

sesudo - H ¥ ek A2 BB 7 $14T SUDO #4E, #RJE, WiRAUH
Fg B )”'Jﬁkk’ e Xy A A . E?ﬂdl]E’JTWEP , sesudo £
1Y operatorl &5 A AMAT MountCd #4F, 4K 518 H v mount
Jusr/dev/cdrom /cdr.

WA 755 sesudo £EHAT IR SR P %358, 34 11 F 4445 PASSWORD 2
B2 oK 8 e & SUDO idsk . WRAMER %S4, WH P e
1T A FUB T SUDO X4 R o) BRI o

}"iﬁ £k sesudo SEHIFE T 5B HH SUDO id sk Ceditres 7y %) HITEAE
B, WHZW (=F£755)

E.X SUDO i3

SUDO R FE A7 fifi iy JAIAS, 34, F ™ ) DU A H A AR ks
AT A . {5 BB R8Tt SUDO s A K AT IX LE AT sesudo iy
AR

£ SUDO idsk i, TR R TRk HTid, T ko) B Jd .
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5E X SUDO i 5%

data JEPEME L a2 A, n] DRI in—A sl 2 AN EEAE H sl AR vF
A SHAE . FEA™ data JE PR AUSE S5 5, FF BNV AZAEH AT
AT A I e R BR AR AL BRI AT AT SO, BABIT IR R S 3R e AT T
(AR

DL /& data Jg PE AR

data('cmd[; [prohibited-values][;permitted-values]]"')

DA A 25 AR SR VR B I A1 32 v 1R, BT LA—ANRTERL ) data J& PE{E ) B
or

newres SUDO MountCd data('mount /dev/cdrom /cdr')

AR P R B A 4 sesudo MountCd $U4T JHIAS mount /dev/cdrom
[cdro AEERFEEMASEE; RVHERITEASHIE.

A RCAT A DD e s RN AZ &, nl DU Hiude s 28] I 2 50m e v H
K12 %, W] U RE BCAT 2 AR AE UNIXERCAT . AR MR PR

ZE i

SA FBHE

$G A5 CA Access Control 24144

$H F P s AR A

S\ Bl

$o PATEIIH P 4

sSu I CA Access Control )44

Se AN AT 24400 SUDO i 4>

$f ELIPEE

Sg HT UNIX 2144

$h MHT =LA

Sr HAT UNIX BB ) 24 i UNIX ST 44
Su HT UNIX 7 44

Sw HAT UNIX 5 AR K4 HiT UNIX SCFF44
$x HA UNIX AT AR ) 241 UNIX ST 44
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€ X SUDO i 3%

WA 285 AR ISR BN BURIA, AT L R 3AE:

H1 535 53 B BAAS RN AE I K 2 B0 ECRE e AT TR O B A #5155 A o 9,
U R EAE B AR -0, (R SRV A P A LA S 4 TR R

)i 2
newres SUDO scriptname data('cmd;-9')

Herp emd ARGRIEHIIIA .

N, MRARVHE AR SEUE, BAERATHITE S8, 151%
DL 77 20E X SUDO i3k
newres SUDO scriptname data( ‘cmd;*’ )

UERBIAZHAT Z A BE, WA 2SR AR 7 B fT . i,
U SR SR S AT -9 R -HUP, (ELED SRV ] T BT A 24,
AR IR fir 4

newres SUDO scriptname data('cmd;-9 -HUP')

WERZ A HA RN, WEREER () S AL
IR B o i, Jn SREEAR R K -9 A -HUP HIAERIAS (R 26—
ZHOFEEEHRAEAT /T UNIX P B RESE A28 GE2 T
AR LIL) , RN 2

newres SUDO scriptname data('cmd;-9 -HUP | $u')

WARMA N ZHZ THR B NS E Wids— A S BoREH 1P
AHRSH

WIS 2 175 FAR R BB 0 21 A

sesudo SRR PSR Al AT PR B AMUSHUEA RRILBC AT AH B
HIZERME, T B EATEA R /D ILEE— AN RV E .

535K e PAE I SR ZEE RIS I T EEZRG EATTRROR P A1
G155 A o BIEREBCA ZEME ISR, 5 ZA 5, 0, Kegk
EE VR B, WER SR VFE NAME 18I S 500E, 5%
AN N4 s

newres SUDO scriptname data(cmd; ; NAME)
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B 1 A At

w  IEWE S EERHE
- WERAAZHA Z A SeVHE, W A
- WERZAMWASE AT RVFE, THEHE

HZ 5 B o

(R (SRS
B () ARV

Blhn, MAEAPINSEL B DS EB IR REAT L UNIX

B

newres SUDO scriptname data( ‘emd; $u | $g ;

J1&, B EABELAUE TR EAGE UNIX 4144, TERA L T

SN | $A” )

WERIARI S 82 T 58 S K Wia — AV i 2 Hek &

M RRSE.

N, data JBPEISERAR AN : BRERA, RERBNSHHIEME,

PRGBS HH oA

data( ‘cmd;

paraml prohibl paraml prohib2 ...
param2_prohibl param2 prohib2 ...

paramN_prohibl paramN prohib2 ...
paraml permitl paraml permit2 ...

param2_permitl param2 permit2 ...

paramN_permitl paramN permit2 ...

B 1 A Bt

paraml prohibN
param2_prohibN

paramN_prohibN ;

paraml permitN
param2_permitN

paramN_permitN'

- _ ~ -

5 DL AR AL U 1) R 2 B I & b5 34T (V5 1)« CA Access
Control $&4E T PSR IIAN B 112 Kk 1) T H: serevu il pam_seos.

975 L R AT 1) g AN iR S A 1 L SR R U oA s R A s

U A o

serevu

serevu Jo G R P B e IS L P AT 5

SR LR € (1 S Sl

R i o 3R LIS I B 283120 Rk ™ BEN SR Bl 1B A
Xy, B wTARTIE “IR Sl .
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B 11 A

pam_seos

T, AR P e SRR GRS AE T 80K R B B 1 40 Ik 55 Bt
I LA 4 e 25 B R R S N RS B Lk . 2 ATk
SlJE, B RFEEE AN, REE AL TSR, Wi
BT S8 Pk P BT R X, WS SER S TR B ek Mk
o N TR &AL LRGN, serevu J5 EFEFHAL T T AP PP ER
m KK PR — BURE e ], AR ] B K B Bk 5

m RASEEKR

serevu MANTAY root HI /7, BRIk, MANBIE R4

HERE: fAXserevu Ja SRETFINVEANGE R, S (2#750) .

TR ZRIVE R root T HYEE, LABT 155X root HI ™ (i L r o e D o

pam_seos & CA Access Control H]-J~im ¢k 7 45 BT BE I AT 4l A\ 5 43 311k
B (PAM). CA Access Control 71T 36 sy (1 5 sk 4 v R 1 H
pam_seos. i HUE AT LA AN 3 DL I 5 ZER S 7 DO e 3L 0 4

A PAFE & pam_seos LAFHAT N 51 =N A
RIS SR R

1P A S ZH ARSI BT AT SR IR 8 s 223k, R I o B W AZ SO Ry
TR IS SR SO o IZASERAG I UNIX 280, ANfUFE CA Access Control
FELa 7 i s .

CA Access Control B J M (1% s 2230 5 NRrik SCF . serevu SEHIFE
BEOZ S, FEAE LA A5 SR 2 & 15 % 8 DA S AR B
Vi A BLFR
n R

24 CA Access Control $E £ S i), B 18 W AR S 21k 0] Bon 5 44
JR R . Ui AR T pam_seos FRER 1AM 2L, ] CA Access Control %
PO R 4 B Sk SR IR R T RE U B o il an,  “SE FRE 7 Bk H P
LA T 4 8 SR IR
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B 1 A At

w R AT I S R N T RS

SR A segrace SEFFET, 1S HRE A £ FH P I 0
T3 B AR B8 BROG SRR B WA P s s 201, B P O R
B PR B SR B, W segrace i H sepass SEFHRRF LA feVF 1% ) S8 D4
i

)

pmm

e
A
(AN
<
(&)
)
e d
(AN

ER: AN EE SR, CA Access Control 4 ifi ] segrace.

HER: T SSH SRIURIG I B s Sk, U AUE 1 IEAE AT 1) SSH i A 13E
T9R IR S LS PAM. W SSH AR AANE F] PAM, IUI| CA Access
Control JoyAA I F e 753 [ T 2 WOg s )

GAEFE PR A AT INE] pam.conf FL'E SO, 1K IH AOFC & SO il
A /etc/pam.conf.bak.

Xt pam_seos FEHL L B S seos.ini SCAFHATIN . AR BT T I TLRE,
WE [pam_seos] i 73 B T FlArid:

T R AN R T KA, A seos.ini U R A1 FR
i

call segrace = Yes
TAEH] G, T IRE seos.ini SCAFT )R AR

debug mode for user = Yes

Lk serevu 1 ] pam_seos & 3k RO, 15 seos.ini LA TR
FRic:

serevu_use pam seos = Yes

29 R PR A

AT AR B A T H 2 F R PR -
m  7E SunSolaris #, BTG R AR KNS, FE %] serevu.

m  HFETHF PAM [ Sun Solaris+ HP-UX AT Linux fixAs 15K it pam_seos 45
ij%o
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(R R S (RN

MBS TRERE

TEEAPIRAS DI RERT 11T FC T AT 2 BT K5 s AN PR K
REHEBITT ARG, ARG HEHRM S AGXKNH 7. ST LR ELE
F R P AR M TGV 6 s A A IR i AR B R — BRI,
U5 208 B OB I

R AR, SRS, A S
W22 Y AN RE DS R TG S AR T AR I

A LA USER 2810 3k B GROUP 2T sk o A Ja 1 ¥ B o1 A R H
Jri SRR AZ AT BB SR . ikl LAsH] SEOS 281
INACT JE k. R G A (BT AT Hl - BEE AR

1 selang ", AE T LA R i AT L@ 42 R 7 U862 T AR IR -

setoptions inactive (numdays)

FONHBE R CRIE 2 4L R G0EH A R ERAE R ED , THAHEL
M

editgrp groupName inactive (numdays)

TN P BCE R CRE SN AR EMRGEFBE) ,
LUK i

editusr userName inactive (numdays)

SCROPEHARE I R, I LA R fir 4

editusr userName resume

SR O R A O B SO, A R N A

editgrp userName resume

FAER GG B LB o &, WA LU R A%

setoptions inactive-

SRR AL TR G ot &, WA LU

editgrp groupName inactive-

SRR R R A, W LT i

editusr userName inactive-
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V7 E: BE

yg==!

1

NI

AR 735 LAR 2

R (p. 71)
TE SCERS S (p. 71)
25T it A B8 BRE  (p. 73)

A

WA IR R S A AR R A, (HRE R ORI A AE A BIT TR I i) 7L
o AR IR A BT

w A TR AR A A P AR AR B 28 S e

w T ) DA A SO 3 e R 4 A3 R o

5E SR S

BRI P AN E E B GRS Al A ) itk
H O, NN A RE S A Nl 130 2 A IR
HUPR CA Access Control ANRERAREE, H & nT LARR I T B A S0,
oK LG DU SR m m] e i FH P A A R B B R A . T LAFR e
ELFE DL Py 25

o R AT R ILAL.

. AR

o RS AT S

. PR T

. FETRRE ST EILR (KRS |

o FREL D RAT RO TR T R BT A
CES R NCET S

. FETRREA LR R TR,

TR ANRE & seos.ini U4 ) Dictionary AR ic fa [n) 1 1] S ) BRI
PRI —
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w BRI AT IR CRI, B RA0 AT
AR I T T o Je S T 1) 6

o RENERS AT AR . Gl E e A TR
ST LAy b P B S s B s A o SRR G S TS D, i
P SR AN, SRR BRI SE AT R . D

BEEPH ! SN sepass, ANEs s A (S T H. R Ad T
{8 1n) sepass MIEEF S 1,

REFHERENE

EEFERENE

1. 1F CA Access Control i S5 B 1, P “Wil'E” I,
Fasviatl Y S TN W A S AT

2. E “HRI7 DRI IR R CRBE T .
¥ BoR “HBIE” U .

3. 18 “HPG4sh]” Xhikse “PASSWORD”, X5 iy “ORA4F” .
BEARA R SO B L TR A

4. fr “IRmE” BRI s R SR RS .
¥R <R P s g DU

5. 5 H THMEAA RN, RGHRE R .
T8 SR ARG 1 R0 Y7 3 B Al B g 7 B R BRAT

6.  (PUEH T UNXO AT H] sepass Sk R SEHTH 25 1 o
HER: K sepass ST AMGE R, WESW (2%/55) .

2 B &2 L vev

LUK selang i & Rid St o Ao &, JF 5 OWE 2 BL R A
EZ LR

RS EE R

setoptions class+ (PASSWORD)
setoptions password(rules(alpha("6") lowercase("3") numeric("2")))

HER: K setoptions ir SN AITVELN G S, WS (=F/55) .
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il
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s
il

BEN

CA Access Control f4f i 44T 3L 14 ACInstallDir/bin/sepass (.1
ACInstallDir 3& CA Access Control [{] 2235 H%, BRIVE A
/opt/CA/AccessControl/) , ZHH S i AM#EH /bin/passwd) H#
o H U,

m  Hf sepass AERTRFT IS AT CA Access Control £ ik .t A
sepass RET HUBT & 050 BT B 22, LS B i 58 e ) L . kdh,
sepass PATHIDIHE LS /bin/passwd A 7]

n ANAEH R UG AT AT SO/ /bin/passwd, R AEGSIE RS 2 CA
Access Control FUAT I AT AT o AEIXFME DL, &0 DAk S fd
HZ R UG /bin/passwd, CA Access Control #4552 2 48 05 1 AN AT
AT 555 R JoT B A A

R LS selang BECAC# S o THHA LL T dir & g HI P 4R 2 S

chusr userName password(string)

R WG (CUEH RS0 i — M e B s & cn
YOI P 20 RS S I B A

B I A 58 PR

B 1] 1) 58 2 £ i ] DA 6 () e R B B FR e MR ES, CA
Access Control #fIH 41 H F 4 i id 2. F P vl Sr BRI SE B, ]
DLARSL S TH %500 B 24 20 58 BRG 3. Ele— M oL, ok
Vil RS, WS RSP R A Beik P 1 o

Fi 5 L e 1R) 18] B

ERGVEE ), AT LIEH setoptions iy 2 F8 B AE R A PE R FTE H P

A FH 3BT 3 AL 2 W A s ) TR) B o 2 5 segrace S FH R 7 4 FH 7 B sk AR I 21
WSy, e R PAM CE R segrace (TSR A4S AU ERAE RS

FF PAMD , T 2435 2145 2 R EUH), CA Access Control K5 IH &0 H] J ' 24 | 20
ORI, AR5, M PRI ROE e, gk IH %Y, HEA R %
FRGIH IABE IR S kG, WAL P Ui &4, JFHH P %
NS RS B R R DO R S A

EEE AR GV TR 00 e L I 6 I e TR0 B, VR A LR A

setoptions password({interval(NumDays) |interval-})
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NumDays [FM{EL UL B EAEE. W RN TR TR R A 22, AR AR P 1
BRI ()RR AL A . U RANAY B I, VR I TR IR BB A % . R
K0 2 1R I ) Vo o 2 S 2 A e SRR T

interval- 2340 ] XV 5 R e 1) (] g ¢ ' o G0 Sz P B oA 1 e B SR
HAEZSHE, WA ZE. S0, HEFH setoptions iy & ¥ H 12K
IME. ZZEUNY chusr B¢ editusr fiy2—HS i H .

TR BN P B A i e 1) 1R B

4SS T A R P SO S 0L AN T D e 3 T o i e
FH P SR AL ZR et P ORI (0. %43 303572 KBON, CA Access Control
A P AR OB, RUF, P SLE R, sk
T, BB O S B R AR, LT P
RS, JF I A0S R BB R LS .

BV E O P R G ) T TR] B, IR AN BL T a4
editusr {interval(NumDays) | interval-}
BV B O 21 0 B R N (] TR, 1 N LR 4

editgrp password{(interval(NumDays)) | (interval-)}

NumDays [FHM{EALZUE F B IEAE A QRN ) [RI B o %, UIAE ] S A I )
IR A . WARARBH R, W AR E AT . RECHEFN
I i) ) o 2 (5 22 A e SRR I

interval- S0 n] B S5 I TR] [A) B s B o an SR Tz, JFHAEH
ok R T TRIR] B AR, PR (. &0, F{EH setoptions iy

A VCE ERIAME . 1EIE1% 550 setoptions. chgrp B¢ editgrp iy 4 it
fFH

74 Vi)

R BAEE . T UNIX



B
-
Je
e
=
>4
il
EI_
=
s
il

T PR 5%

PR B 58 PR %

A 00 AG 2 BRI P 2438 8 56 1) CA Access Control 22K 2 iz H]
PRI, R E, HebiEs “wmil” , AIamE
KAETIR, 2, P ARHE.

96 R SRR IR B A RIS R B AT SV B 2 BRIk B, PR
B SRARBUL AT 0 A1 255 2 [H)o IKF 58 PRE Ik B, K481 7 Ui
W R4, M b R GUE B OUBCR LLEFEHT 8 15 . WIIRHS grace K E N
%, WP TR E . BRI 58 RS SRIREN 5 IR

ST DU PR g R R 7 S SO R . R S, Jf g
IR LSy, DUE T R

BV R PR ER RS 0 e BROG sk, TEEIZH Y login. .profile
oY, .cshre LG AN segrace SEHFEF A . 2 J5, segrace SEHIFE
PR P BoR— 4T R, Ul BRI AR 1 B S sk vkl . e mT LA A
segracex SZ R 7 LAKIE 77 20K A FH 7 (1) 2605 02 15 21 4

HEE: H K segrace il segracex SR P ITEANE B, 1S 0 (£ /585 )
B TE BRGSO B R GG B BRI, WA LT fir 2
setoptions password(rules(grace(nLogins)))

SERCE B R E T B S R G %, T LL R A

chusr userName {grace(nLogins) | grace-}

TV SO C B SO S PR G o, TN B T i 4

chgrp groupName {grace(nLogins) | grace-}

chusr 8% chgrp T4 W B EE 5 1% a2 Th 3 E R P I RS E

HER: GROUP K15 FRE M (R4 Jm) 6 RS S BB BB I 2% i 31 3]
Ja 1% H P ) B BRE S E. SR, USER 8 (1) 96 R Ja 1 1 R s e i

ASLRIEI; 8 FRG SRAE R S 25 B 3hBEE (EH] GROUP id>kEk
RGN BE) o BARNAREZ SR, 8 3
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)111]%'
(00)
P

PO AR

B A5 LA 327

PR TR SRR H Sk BV 1] (p. 77)

JH _abspath ZHBH IE4F AR L (p. 85)
LA UNIX 2242 [A]2F (p. 85)

I PR SCA: (p. 87)

PSR (p. 88)

-9 setuid Fll setgid F)/7 (p. 91)

PRI LT (p. 93)

PUAZ L H N A T 2% 3 (p. 93)

PR — B S AN Kill 7224 1L (p. 96)

BRI SCART B 3B 1R

CA Access Control AEAZ UNIX (IR 2248, H ) s i —AN 45 14 1 )
PR 2

CA Access Control #3k |~ FI&-FP SCAEIRIDT ) A, IEAERE PR [F] UNIX
ZHTHAE P 2 AT AT BRAE AL . U5 ie) R TG S
n BIEESCAF (create)
w T SCPRREATE GEEBO
VER: A0 R S R LA T FH 7 A2 A5 T ASAT SRR SO (Al

Is -1 AHIAE B HHAE, 155 STAT _intercept FL B W EH N 1. A K
45 &, 1524 Reference Guide .

n  ATIFCRATEN (BN

AT (execute)

n RS (delete)

w EMASCH (MR, Ea D

w HHOBRAY (chmod)

ST (chown)

w  SHSUNTAIER — B, AT touch T4 4E R (utime)
ANl ACL — ] acledit v 4 — XT3 FF ACL IR 4 (sec)
» S H K (chdir)
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IR FR SO H 5 5 1)

CA Access Control 15 )46 7% 5 ASHE UNIX FZAFEALE R FUASIF] :

m  CA Access Control & T &k I P i 54 F 7 1D i EG 28 7 1D (euid)
HHTHBUR 2 . B0, Wik userA Vi A su a2 ARILAB A 7, W userA
158K KBV 0] LV userA V5 i) I IRLESCAF . 5 7E UNIX TSR], AQEE
AR P B3 A J5Uas F P B 332160 E AR P SCEFR U TR AL
PR .

m  CA Access Control AN[AJEEZE T /' (root) #% T B 3vi Inl &2 48 EAAS SO
IR . B 5 KRG TA HARH F—FF, D2 R 7

AU AL T CA Access Control F FURI 254415 I AU PR F1 22 . H RIS
BRI Ze A=), 2R RIZehRss,

o WEROR AR U5 AN SO, T CA Access Control e A i
JURET T BT %S AT 2L

n CHIE L H N CA Access Control H1 4% il B i AZ B IR U5 1) o

n  MHIFRSCLERT, CA Access Control BFEsK F P A X5 & SCAF M BR U
AR, T UNIX 223K H P A A B SR AR .

m BEEAT A SO, P 20 YR SO R R 7 e AR AT H B SR
Ay 24 U7 AR o UNIX B ZESRZH] P HA XA H B AU i) 4
PR

w T P EHEE T S Jete/passwd FT Jete/group MK AU R

CIRRBLIR ) 5 1 TC I8 X e SO AF (I BRAN B B AT o 3K AT 38 4 ml BE ) &R

G .

m  CA Access Control Z04E 2570 FILE %7 % [T G & 08 A4 WA BAR
PSR 58 AT T BLRR

m  chdir V5 ) BB 825 chdir i S EAFUTIZ A2, 1X 5 UNIX
AT

N HEE SR ARG — LE PR

X TAE TR _restricted 41 A IH /7, CA Access Control X HER
PN FISCAHTH 3%

- HEE R A N SO AT H s A4 B E SIS H 3x
- BHE A E UM FRE (B, Jete/*) DLECHI SCAATH 5

X JE T _restricted 4L ), AT RS CAHERSZ CA Access Control
PRS0 KT ARAEEHE e e SUISCAT, AL T FILE 2511 _default
WK
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B A SO H S5 i D )

CA Access Control 44 —/N38, R HIITE /A H 4 (RS
i M FCAF RO FR I T W B IR nT TR AR
PR o T8, R IE sk B ) AN R SR SR H SR s KA
4096, A HRAREA IR KECh 512

R ANAFAE ] T3 e SR i 2 S ) L, X e s R 2 52 B R .
IX LA HE CA Access Control #4 JE SCAF . H1 A% H ik PLAIC B S
.

EE: ARUEMELE, EZH (25750) T FILE K.

CA Access Control SZ £ R 41 S5 [a] 2870

ALL
CHDIR
CHMOD
CHOWN
CONTROL
CREATE
DELETE
EXECUTE
P

READ
RENAME
SEC
UPDATE

UTIME
WRITE

AR R G TR 6 S Ui 113 e e 4. B, 8] DT
CA Access Control £ N 51 3044

/etc/passwd
/etc/group
Jetc/hosts
/etc/shadow
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IR FR SO H 5 05 1)

[A% ] CA Access Control R4 508 e (AN RS54 J5 & FE P 4% 117 In)
BCRR D R v b prfy A AU Sk

2% T BT 1) 4 1 PR TS 2 SO R RN B, RIVE A IR 3eAT i s AR AU o

ARG R

2 seosd J5 BRI BN, ERERAE B0 FE e SRR B O R 5
AT UNIX stat 72 RJ5, ERAANARE—NK, P ax vt
M GRIZH o R, W TRAEECE, %3RS E SR inode
FIBE#%e: %5 B, CA Access Control & iJ LAY 45 1] i L6 s £ (1) figh 5
B, RSP R AR B A inode TR . B EAE B O Tk
1] inode Fi 2% 115 &

JH L CA Access Control /) 5T 1) SCAE SIS

m WURSCEAEAE T UNIX F7,  CA Access Control 1 50X SCAFHRAT stat iy
Ly ARG A SCAEER s Ity A SCEFY) inode FTAE A5 ST 4% H

m UERSCPEATEAET UNIX H, CA Access Control K ] SCAEERIS IS4
FREHI 4 H, %4 BATA inode FI &5 B %4 B 5% M
ZH% HAHR . SUEFE, WAL AR P IRE —ANM e, fReElt
B g 30 1) DA 2B A 1% SCAEIF) inode FINEE# 15 B B G B 1% A1,
PAZ I LB 2, JFl 50 seosd 1% U4/ inode F1% #15 B,
DU seosd 7E AR T BUFZ SIS H -

TEM R SCAEIE,  CA Access Control B seosd SCAFRHIZCAFRI%H
{H1%4% HAJYF- B8 7E CA Access Control i, LA BB At iZ .

PRI
HH selang & M2 ORI ST, ERIALL T A
newres FILE filename
B, AN A /tmp/binary.bkup B30, FERIALL R 64

newres FILE /tmp/binary.bkup

VER: WURGE SOOI TR SR E VT 2R, T2 23 BE BRI U7 1) AL
B “IE7 o B, AT SCAR BT RENE U i3

IVESEZSAVNE 21 G4 7S /Al e N 1E s << E2 02 S DR R L b3 L it B E R )
FIIE M S 0 B RENS F Bl U5 1% 30 [N, fidm] ARHLIE
SR SCAE AT AN BT AT JEAt R 7 D7 1501
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B A SO H S5 i D )

R LA BAARBLARRIOSCIE, P I AR RS 4B,
BUAE N * CRRBAMENTH) W2 CHoRbR | Z5ME 4

183w NS SO e B AR A IS, DRIEAR S ftmp/x* R BAFITAS
/tmp/x1. /tmp/xxx L& /tmp/xdir/a ) SCAFULHL .

CA Access Control AR VFIEHE € IR HE /*. /tmp/* F1 fetc/*.

BEEUH! R SRS AR SRR L, B DAY bl 156 48
Hefl.

wltn, LU R4 /tmp HEPZFRUL a JFL3FLL b 45 B FTE SCE CF
05 24 /tmp/axyz/axyzb [ISCAE) 58 OS2 AR ST

newres FILE /tmp/a*b

FILE B4 FR A BB BCAF

T ILAE FILE BEJR AR B ECAT, 18 m] LA S 2 AN SO N ) ST
ok SRR I EC AR S VCC (1A ] SCA34) 52 5 10 s SRR U7 TR AR 11
sl

A IR an R .

s RN EACE TR TR

n ? RREERA TR

WRDFL TR AR 2 A PEC K A FRAHICES, DK i AR I8 Be 447 VT RS
K FH iz s i

CA Access Control /52 DL N ALK FILE Y544 FR

s /*

= /tmp/*

m Jetc/*

7~Bl: 7E FILE F Y5 F B R RF

FILE %35 /usr/Ipp/bin/* {3347 Jusr/lpp/bin R FTA AR H 5 OV
FERED
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IR FR SO H 5 5 1)

B ) ST A8 1
FAEH selang FR IR 70 SCAERITE 1], 1A AR ) newres fi
A filtn, BEPT I FER T myuser Zﬁl‘ﬁ’ﬂ?ﬁﬁﬁﬁ’fﬁ)‘jiﬁlﬂi
4 /tmp/binary.bkup, %0 LML T 41 selang 7% :
newres FILE /tmp/binary.bkup owner(myuser) defaccess(N)
A PAT LA
1. ¥ /tmp/binary.bkup & X k- A
2. ¥4 myuser T BEE S ITH &, T myuser U )i SCAFRIAL
PR .
3. RS ERIA DT A BR B BN TG, B Ik AR SLAR R P 5 i) i s . 2L
SOV SLAb ] P iz e, a2 i e SO SCAE U ) L
BEPH ! R root BRI selang fiv4, SR )5 %€ X FILE id 3%,
HEAE S — R ST e e B IHLT A, W root ¥ B A X Le SR T AT
o VENITAE, root (ELL root S SR IMEAM A D Y HA X
5645 B HIIT5 ) AR
HER: LUK seos.ini LA IIFRIC use_unix_file_owner ¥ & A yes, IX
AR UNIX F 28 B A 1S e 7 i) )
RELLE3CA V7 1)

I, e B T AT FILE X IR 78, ZAl ] selang & X% i
I FILE D%, IEMEHERAITHEE “nobody”.

B, EE SO /tmp/binary.bkup & RS2 AR SO IEBR L BT A - Ui
WS, EEIALLT selang iy 4:

newres FILE /tmp/binary.bkup owner(nobody) defaccess(N)

1% newres iy 2 i AR BT 2 SOz a2 7 (B2 15 M root H P 2
ANBEVT % SCAE . BT H P U5 i) SO e, il 1S b 20 AR —
2 ANH Ui Az

PR VA U5 RS20/ 301, AT authorize iv4. i, 22

BT H P “userio” %I ftmp H3H UL Jo TT S T A SCAF 1) 53T U TRl AL
R, 1HHIANLL s

authorize FILE /tmp/Jo* uid(userJo) acc(Update)

VER: CA Access Control F R4 7E A e b e S SCA-
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B A SO H S5 i D )

BRE 6l P SR8 SCAHAR B

EE RNV FAUR

U R AEBAT o P SRR SO S 0 DT TR, MIERIAS 00 T~
TR AT LME ] stat DhEESRAG R T3CAHIAE L. Bilt, X SCff
/tmp/abe BAT BRI T AT LAAAT T 9184 -

1s -1 /tmp/abc

S 1A T BRI A SC R L A STAT intercept L
BB 1.

R K STAT intercept & & & HVEAIME B, WS (=#7/58) .

BERFE restricted 4 (RAFIVCHLICSEID) P BBV AR, AT
X% _default il F AT H selang showres 74 .

Blhn, AT restricted ZH ¥ HI ' X4 CA Access Control 4k /25 2 A SC
BT FIER A R ALRR , T4 H showres selang 72 W78 FILE J511
_default B

showres FILE default

TR P S #ANAE R £ CA Access Control B 22K I AT 5 U
i AR -

A5 PR 2 AV ) R 3 1R

feon] DAAE 05 ) SO IR e _EAT S0 PR SO FREA T DT 1) o DA AT
ATV ) SO o R 42

VER: WS R SO T HR E AR T2 shell JAIAS,  shell JHIAS 2 250K
#1/bin/sh 1E N L —4T o BRIA shell IAKS #1/bin/sh AT1E A ER OB A%
AEEE, FTDAASHAT # 2 )51 shell 1A . /home/test/test.sh or # sh
/home/test/test.sh.

DL AR SE 7R, SV AT A I R AT 2% B LR 17 /bin/passwd #4846l 2 5
B fetc/passwdo 2BHIEAYE T /bin/passwd [P /etc/passwd SCAF[T)
FITAE V7 ) 2238

newres FILE /etc/passwd owner(nobody) defaccess(R)

authorize FILE /etc/passwd gid(users) access(U) via(pgm(/bin/passwd))
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IR FR SO H 5 5 1)

newres 772 € X CA Access Control 1] 3SCLF Jetc/passwd, F VAT FH
S SR ) B - 7EF2T /bin/passwd N REAT UG R, 4%
B4 FOVEIT A F P U5 1) S0 — HUs A0 S LA 7 2 2R, T
RH P AR H /bin/passwd 27, WIS FH 1K 4 G Jetc/passwd LA
PIREIS AR Sl “F P 10 P o B b SOt A 7 ) S8

ZAED IR B AR AT 4 e ol P B AR 4t (DBMS) R SCAFIR Vs 1)« 38
W ENACVR T OO I Py Sl A O I 7 S A PR R e A S PR P )X
RN WEHELL N A4

authorize FILE /usr/dbms/xyz uid(*) via(pgm(/usr/dbms/bin/pgml)) access(U)
authorize FILE /usr/dbms/xyz uid(*) via(pgm(/usr/dbms/bin/pgm2)) access(U)

WA thJE T DBMS —gE IS0 B s IR pgm1 BURE T pgm2 AT 1A,
TR AIXEFFAL AT A FLVFFT A CA Access Control 175 i) DBMS ZR 453
P xyzo VERA S PRSP . A 545 E € L CA Access
Control A Ao B T BRIAUT M AR 18 ] T e X F CA Access
Control A P24k, AR SRS EEEOAUIRIAR L. HEE,
1A LB _undefined ZH 1 T-7E CA Access Control 54k 2 i & i LA H
Jo

A w] LU# FH Unicenter TNG H 77 ACL JEE, HE4# Unicenter TNG H 77k
A, AVFEFEL ET IR R S AL ViR . AR
Unicenter TNG H JJjff) ACL J&E: & KRR

i, PLFaAK4 4 “george” W IS INEI4 N “basecalendar” [
WL ISRV Rl p e

auth file filel uid(george) calendar(basecalendar) access(rw)

LL R4 M Unicenter TNG H iR % 4 “george” I

auth- file file2 uid(george) calendar(basecalendar)

i A e S5 Rl IR
T DU I 5 s 2U 05 il 41 2 (NACL) S48 e T B IR i) 28
B,

it CA Access Control i 5 (selang), i FH LA N2 3E 4415 i) :

auth className resourceName [gid(group-name...)] \
[uid({user-name... |*})] [deniedaccess(accessvalue)]
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] _abspath 41 FH 14 AR H

A _abspath 4HfHIERFE RS

SPATH A% v (AT AR AR B A2 44 2 2 Al Rpopl 2 o “ =i H
K7 BB () HARAL . W LN L

w UK H KM PATH AR 5 1 T 2 4 i (1) H %
BRI T AR, BIRRS RS, IR AR
/tmp/ls.

s EUUERH P TA N, root &1F /tmp Hrb S R 1s v e . 5K
Fr I, root IFBEHIBATH I Is f4, T2l 52 &8 BEAREIT B
AL /tmp H X RIS TR 5,

BN 1% AR, CA Access Control #2417 44k _abspath [ H /7 4.
2511 _abspath 2L BT AT 53 AE VR T RE R I R AR #1244

AN FAEAT HABLL h A I 4, T LURE s In 2 _abspath 2.
FIPHE N ORGSR IN A, AR IE AR DT R R I A T AR R % 444

57 UNIX 224 [E5

SR CA Access Control AR LA UNIX AL PR 58 5 2%, {H 0] LK A HL UNIX

BB 5 1) CA Access Control B[R0 . g, nl DA Py oA B

—&, Axk, R 22U R

w [[fRPAE ., —HIEZD AR, e BIaT B BEET A T A 1K) CA Access
Control #Z A4, ABEANE B2 JIAFAE U7 )R

m  {E CA Access Control " 4% T AL PR 1] LAALIE 2] UNIX, {H7E UNIX 47
T IR PR AN fiEA% 3 3] CA Access Control.

n BT ASBIRARGH R, UNIX AR o1k 2 AT I L cA
Access Control AL, E[{# H.AT Access Control 51|22 (ACL) ZHHEI] UNIX
A, 53 2 W CA Access Control ACL FIFT A & 2%k .

T 5 CA Access Control [f]45 H B4 ACL [ UNIX “F- & 435 Sun Solaris-
HP-UX F Tru64.

TEHRA IS ACL FIIHHL T s 18R 0] LLEAR S8 1 UNIX rwx BB 5 CA Access
Control B FRTEf KFEE BRI
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A UNIX 224 )25

[ 2 1 authorize iy 4[] UNIX JE 15 seos.ini 3L SyncUnixFilePerms

Fric 2 A a0 -

m JEREEA UNIX GETH, authorize 1y 223K 4E UNIX il CA Access Control
HRSCE . i A 2 A] DALE LT ANAEEA B IR AL B2 T UNIX BLFR o

Cln 5 AAE ] UNIX SB35, T selang 2% UNIX 224 ANHEAE T . b 4h,
1E UNIX R BI 254 [ &, CA Access Control ARt TE% . K, selang
A LA IR UNIX 254 e —J7 75 J& F authorize i 4 HH# H] UNIX 1%
Tile )

m  {F authorize iy &, WIILE seos.ini SCLFI [seos] ¥ H IEAfI % &
SyncUnixFilePerms #xic, UNIXIEIA S EAEH . Zbrid G LA i
A5 FH R AE :

- no-1REANFED ACL AR . IXZERINES

- warn - FR A ACL IR, {H7E CA Access Control 5 A<k UNIX
PR SR e 5

- traditional - 5 fR4l§ CA Access Control ACL VHZEZH [¥) rwx ALPR

I HASK st P AR A3 2 UNIXO

- acl- 52 M4 CA Access Control ACL %% UNIX ACL.

- force - 15 7E M HHE CA Access Control defaccess A 1% UNIX 4 )5
i ) JE Pk

HATEEF A ) seosd 5 G FEF LG, SyncUnixFilePerms Fric B 1)

FIT S A S 3K

.
LU R 7135 M 4K Jvar/temp/newdata [ 3CAFR144 04 fowler (1 7, 3K
W FILE 8P ) — Ml sk CAR R 1Z 0t
1. KMl seosd 5 G FE)T, LMERENS N4 seos.ini 31

# secons -s

2. DAY 9’ seos.ini SCHFIIAL BRI FH - B2 565 5%, St seos.ini SCAF,
{if [seos] #4> H[) SyncUnixFilePerms 17401 F Al 7«
SyncUnixFilePerms = acl

1H104F, acl 78 UNIX JETH AR HE CA Access Control ACL %% UNIX ACL.
HEZhMC R R B N acl, UNIX 3E T LG 1% fE .
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AL RS

3. HEH)H3) seosd J5 G T

HP-UX PR

# seosd
W H selang, #RJE &K LA selang T4 :
authorize FILE /var/tmp/newdata uid(fowler) access(r w) unix

A 2% T fowler XFHTEHE SCIER) “Read” F1 “Write” 5 R ALPR,
FE I F5 2 UNIX EI0HZ T 4H S A s UNIX BLFR

PR #H] HP-UX ) ACL S Wt CA Access Control [1] ACL [1177 .,

Sun Solaris PR

76 HP-UX ™Y, ACL & P R 47 205 BE v IR BB o At A U, ANAE
e H P B Wy e ey, ECrvr AR A S N T P
S5IEANIA], CA Access Control %] el #44] (A EH4405) 7 ic
Uy I B o

AHMHE, CA Access Control AR RS 2 L Hb F P ekl i & 5 W E N
“X7 o “any” SRR HP-UX /AL

HP-UX A SCHFAEGE EEAS (LVM) I3l 2 T I SO R 48 L 1F) ACL.
I, JELEE T HP-UX THE LA A8 L SRVFE “root” XM REG LT
ACL [f]0,

HP-UX [ ACL R4 16 41~4% H - CA Access Control [0 LU AT REm 7%
7 A TS H . 5 16 M55 H T REAS 2 LLSE A e RS CA
Access Control ACL,

7 Sun Solaris I, ZAHi UNIX ACL ANLE /tmp H sk szEi.

IR ST

Watchdog AJ AfR# setuid/setgid F2£)7 1 —BEHISCLE,  DARAETE & T4
HoAth S0 . seoswd SE LT (Watchdog J5 65 R 7 ) 43 3% 440 2 W A o) J3t .

seosd 7 B R &AL TG BPIRE LLAGR WA N, . (ISR 75 4E,
Watchdog J&i & R K HLHT H 3 seosd 5 2P )

M RSB S T AT RZAER P8O . (R BB, seoswd H5FH
IEPATIXEE ST )
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SR

seosd Jri B FE/PIRZENNS, & HENHAAT seoswd Ry LA Sh AR -
ER: 1K seoswd MTFAIME R, WS (2F75/H) -

seos.ini SCIFAL 5 12 watchdog AT INE AT T-Msid. gibt
EEEESEC g I =

HER: K seos.ini AWMU, W (Z247515) -

] U WS AR e o) 38 SR AT XS setuid T setgid B2 7 BT AT IR AH
[ JG Bk, LG IR SO o AR s A ol o AZ R A o

Blan, W W N ECE: R AR H MBSO Jetc/inittab. EAE CA
Access Control M4 1% XA I AEAATAME O A B8 e, I DLR

selang 1% :
newres SECFILE /etc/inittab

BAE, BIRTAR 2 IR AN SO Jete/inittab HIE .

A BRSO AR

12 REMIIR], - CA Access Control il i RIMISK Py o Fft S 7L ) pAY 3 SCA°F -
w EBRIN — ORAECE SR H RSO EE AE SC A T
B TCTMMSR A AR o

w BRUHENY — ORI U, 5 s P ORon s R 6 A 3455 RO ARUE A0
R 55 AR UE S o

T AAE 2 2e 2 I I B BRI

P BB ST R

PSS SO R PR B B SO H AR SR e SO Ao P S A R T
selang "HANA] WL HLIJGV2 MBS

CA Access Control 4 F P9 35 SCAF- R AR 7 1) SC A AT LR U7 i BLFR <

m X} CA Access Control P #5HERE ) 5841 0]

O AR R ORI P AT A CTE EEN ) D5 )

&R LAY S FILE FINA A e oS5 SO R0 o SR B3 26 FILE AR, CA
Access Control 2Pk & 2 A 3 SR o
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SR

CA Access Control i F P9 35 SCAF IR S R 5 S0« iR IR 2050 T
Fa 58 SO E G B e CInRIEHD

W SR E R N E L, BN IR E BOE . ANRERC &
XEESAEIIA B

A seos.ini PR EREMN BRUIHALE
il

B B R A [seosd] dbdir ACInstallDir/seosdb
seos.ini - AClnstallDir
privpgms.ini - AClInstallDir/etc
loginpgms.ini - ACinstallDir/etc
xdmpgms.init - ACinstallDir/etc
nfsdevs.init [seosd] nfs_devices AClInstallDir/etc
osver - AClInstallDir/etc
accommon.ini - ACSharedDir
seos.audit [logmgr] audit_log AClnstallDir/log
seos.audit.bak* [logmgr] audit_back AClnstallDir/log
seos.error [logmgr] error_log AClnstallDir/log
kbl.audit [kblaudit] audit_log AClInstallDir/log
kbl.audit.bak [kblaudit] audit_back AClnstallDir/log
kbl.error [kblaudit] error_log AClnstallDir/log

HE: AREERENHENGEL, SN (257510) .

v =z
38 H:
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SR

BRIA SR
CA Access Control 7t %2 1 H] 25 il it BRI SCAF AR AR S B8UB SC A BRIA
SCAFRAE selang HHA] L HLBESE MR -
K FIH CA Access Control I BRIA ST AU AR 4 (R BEURK SO BL X 6
SCA P 1) A BN SRV U 1) 55
TEZAR T, PMDBDir »& S B4 5 (PMDB) LK H 3%, 1M
pmd_name &R RIS A0k BRI OL T, PMDBDIr i1
AClnstallDir/policies. PMDBDiIr 1A B AE seos.ini 3L pmd #4311
_pmd_directory_ bricHiE Lo
XA BRIAVT A PR SEFRIVT R
AClInstallDir/data/crypto/crypto.dat 7T sechkey
AClInstallDir/data/crypto/def _root.pem* I sechkey
AClInstallDir/data/crypto/sub.key I sechkey
AClInstallDir/data/crypto/sub.pem 7T sechkey
AClInstallDir/log/policyfetcher.log 15 HY +policyfetcher
ACinstallDir/ladb/*db.la* T EY sebuildla
/etc/passwd A A
/etc/shadow A A
PMDBDir/pmd_name/hsock BEEG. 5N, BT, B seagent. sepmdd
%#. Chown. Chmod.
Utime
PMDBDir/pmd_name/pmd.ini RHY seagent. sepmdd
PMDBDir/pmd_name/seos_* BEL. B, $T. ] seagent. sepmdd
%. Chown. Chmod.
Utime
PMDBDir/pmd_name/socket L HAL BUT. B seagent. sepmdd

@, Chown. Chmod-.
Utime
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{34 setuid Fi! setgid F2/%

P setuid 1 setgid 2%

VB IS 1D (setuid) B2 UNIX 3t i A P Sl iy —.
setuid PP AU BERE S B 33K setuid B2/ 7T H & 1 S 47 . W setuid F2/7
PIIT A EAR, IEAATMTH 2 B30 setuid F2 7K 5 A HE 2 H

o setuid F2/7 A B0, R BATE I P RABEREMEMAES . iR

setuid FEPANPAT L ERIESS . setuid FEET B G118 shell 727 7 7 Vi

) FR G AR ART 2R AR

CA Access Control 1 ff PROGRAM ZERARY" setuid Fl setgid T2 o L HE M,
CA Access Control TEERINTE DL T SRV AT R « 70800 A rh e L3296
PP )G, #al LU 2 CA Access Control (14T K, RIIZE 11 setuid B
setgid FEFIIPAT IR, BRARZIET & XN ZHERET . B, 2 RiF /bin/ps
(IEFRRASFET) AFE A setgid B2 (Eg) 1217, WHMEHLLF selang iy

newres PROGRAM /bin/ps defaccess(EXEC)

CA Access Control ¥ F2)7 /bin/ps VEM A ZFCRET o SR JG BEAT VI P8 JL
CRC. inode . K/N. w5 A 4. BURAL. BB T LA
NMEAME 254 (ATIE) AP (R4 B2 PROGRAM 2R [ % .

Watchdog & HIR & #2711 CRC. K/ inode LA HABRE . X £t
{EIPEAT— LM, A4 Watchdog 2 H 33K seosd W2 FLRE T4
R MIBRIZFEF A SCVF D M XA S NB B sk 5 setuid
T T W A% R o V5V 2, 7] newres i 2 AL BR SR YR AT E P (4
FEAEEE A e SLWABEEFH 1) IZ4T /bin/ps i 4

A EZFLH setuid FEF T RESEHE T UNIX I ERAE 2 S0 i) B S b6 19 22 2T T
TH A FH A2 ATRE P U5 ) BRI, 2248 BE 51 mT DARR 6 2 s2 FERE e O
AR e AL A TR AAG 2D 1) setuid fHH « AL, AR H i B3
JA BN AT T BATRET s Ui ) R A2 R 8 P AR 1% setuid B2 711 B ff
M RdL. Bt LUT selang fis 2544 /bin/su IHATAR T R G TH
J (4 sysdept) :

newres PROGRAM /bin/su defaccess(NONE)
authorize PROGRAM /bin/su gid(sysdept) access (EXEC)

{EH RS (%) Fe e e e e WA R . i, Zaivre 3| cA
Access Control [FTH H P AT su 2, TEHIALL N4

authorize PROGRAM /bin/su uid(*) access(EXEC)

I X setgid AT AT ST AT
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{49 setuid Fl setgid FiJ¢

10 LIAE ] nr #1 er fiv 21 PROGRAM 5173 i setuid 1 setgid f&/¥. )

DL FH 2ALL 75 ¥ 4F PROGRAM R Ry i —LE i B2 9 setuid Al setgid F2

J¥ o EFRHX LR T 8 SCFILE FUU,  CARERH 1B AR BRI = ATk

TR WERAERZICN (THRZ G, ERA BT F AT

) EARVFREFAT, WP blockrun JETEBE A no.

w WS blockrun JEYEEE N ves, ELRIFET EHZICH A ST IS
Fr, HAS SRS R A2 PACL R BE R VR AT SCF . 2B RE P 02
FLIN A& %05 H PACL.

UK blockrun JEYERE N no, WISHATIZRE . HE, ZEFL
15V M AH DG PACL 1T fig SRV BIAT A 95 5
ZFt blockrun JEMEIE R E K yes, i1 H LA T editres/newres iy %

er program /bin/p blockrun

B8 blockrun JEEIIE K no, 1EHLLT editres/newres 1y % :

er program /bin/p blockrun-

TEERINTE LT, X T-4E PROGRAM ZEHF M I #2/7, blockrun JE 435
PE N yes. YEE]LUME ] seos.ini X447 H SetBlockRun A 58 5% g 14
HIITEAE R, 152 seos.ini XA

YEE: CA Access Control /] PROGRAM 25, TMANJE FILE 25K A% setuid
il setgid /7.

H3hE X setuid/setgid 2+

CA Access Control $21t T B 352 X HTH setuid F setgid £ ¥ 1) J71. HH]
SEHFEFY /oin/seuidpgm, ] LLAEE—41 52 AT H setuid F2/7 S AR 1)

AN
i

B, FEIRIEA S R G LA A R setuid Fl setgid FEFF,  FEF A
selang 25 A /tmp/pgm_script 314, AHIALLF selang iy

# seuidpgm -qln / -x /home > /tmp/pgm script
AT AAEIRAC 2 AT, AR 75 S gm B RS 2 seuidpgm A 11 4 H SCA

HER: X seuidpgm SEHFRFHITEANE R, WS (=F7E5) « BT
R anfar %) setuid Fl setgid LLAMFIREFEEAEALERDT, ESH (=£7/51)
) SECFILE 2%,
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DRy R

05 )

RGF AT

T3 M AR ISR B AE S A7 AL BRI . an, B — N FRA
securedSU [FAEH 24311 su a2 A, (B SRV O B 7 2T,
TERRCAAE FH A SO 38 B E F P 1 53

FEn R BT e B A AU R BCPR K2 A R UserX AN RCA AT B 2%
M —Mo5iE (FERCEZIN T, B2k USER.root & &
defaccess(none), ) :

authorize SURROGATE USER.root uid(UserX) via(pgm(securedSU))

5if ZUHEBUIECRS /bin/login BRGNP AT . &, HE S — )
Y8 A A P R RE S LU P I B0 ok, ISR AZ T 1R 6 LA
SEd AT A QIR A AN 28 i PR A o

Fifd H selang 525 /bin/login AR, 1EMH LT 4

chres LOGINAPPL /bin/login defaccess(N) owner(root)

R E IR

CA Access Control i 1] LLH R4 setuid 1 setgid F2 /3 (1 AH [F] 7 2k AR 47
WIEEF . MUt, WKE PROGRAM ZEH [ blockrun J& 11 B A 18 IE £ 1
H .

HER: ARAREETIN MG R, WS (25751)

A ARSI BN T B AR

Py S UNIXHRAE SRS I0ALPE, 0T LB AL B RIZAT 19
Wi I ATAEATE ARSI BT BV ARG T AL, 65 LU A
B, TSR AE GO, R G IR T THEA R T A
RIS g

& 1] LLZE CA Access Control H12%5 F AT A FH P RZBEHAR Y . R85 H AN
AEHLLRY, I CA Access Control 2 F2 U INE AN EI 28 N AZ A E 1) R 4R
H, 2 Ja AR 4 2 22 i o s (KMODULE 2R %) K &l K vy
A PR o S SR X Y AZ AR BRI 5% CA Access Control V5 I AR, Tl
SRETVTRIBR A “hnd” 80 “ R .

58T IR UIFAIRE 93



N RZ AR T 3 PRy

LEFTA IAE Linux 3245 1, KMODULE ¢ 3% FR) 44 Fk A 20 G it P9 A% A b S 4
TR QA ESEEERRAR) o XA BER 1) 2 FR -5 SO 1 2 R AR TR
1t Linux -, KMODULE it 3% ) 24 FRAN 75 ZEVL A P AR BRI 4 K, S5 4 mT
REAN[R) T SZBR IS 44 o A SRAE Linux BB S0 E44, AN 5P Linux {1
FHIRSER I 2 B, H KMODULE 18 5 AT5 8R4 2

LSRG AE N ZR YRR E R i SCPE R ARG A, IE 28 SR U7 ) BB
I CA Access Control #4047 LL T HoAth 4% 77 -

m  KMODULE i3 H 1] filepath J& PEA AR B A 2 405 SCAF A2
KRS filepath 13011 H A 5 KMODULE c 5% 44 FRUCHL R o

s AL S KMODULE JEPE (JE Linux RGO S Linux REEIH
554 G

R CA Access Control 4 Linux R4¢ 11 N AZAS e S A2 il — AN
—M%LY, B RBLVENEL B AR A N A SE . CA
Access Control 7EHRE X ) N A A 45 44 o 18077 H QTN 44, [AI2A CA
Access Control 2 H 2t i N1Z25 44 « Ak, &) LIAd ] seretrust
ST H ORI A

%g%‘a@:
N N RS JA AN AR ST A2 6 £ (p. 96)
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WRZA RN BRT T 3 iR 3

R AR

TS AT LAORA A RZ B R I BRI N3, XA Bl TR PP A R ¢

RIS

1. HfREEC 8 B R .

2. {E CA Access Control "1l KMODULE it\3K o
LI AR, AR EE X
R4 TR

LEFRA IAE Linux 2451, KMODULE i 35 1 44 Bk 4 45 VT JE P A%
PRI HR CMTAS T2 42D o 3X 2 R B 1) 44 B 5 S
(K14 PR ATA . 7F Linux [, KMODULE it 3% [ 4 FRAN 5 B UL IC N 1%
LR AR, a3 AT REAN R TS B (1) SO 44

w CRMITHEE RN BIEAER G D

w CATEE) AZBSHR ST 4ot SO k4, soCFik R 2R Can ik
HENMIRRA) .

HERE: £ HP R Solaris R4¢ L, AT LLE LT TR N AZ A ER

_ALL_MODULES RARYFITH W AZ AR ) HI 3

3. 5 SUFTASUR 28k R SR 8RS fy FH 7 B4
. fFH selang fir&fRY A %R

I %1 selang i 2 B W IZ AR B serial.o 52 X I ¥4 3] CA Access Control, Jf:
T AN - kadmin JRZHTT 2% A AZAR R RIACRR :

newres kmodule serial.o owner(kadmin) defaccess(none) \
filepath(/lib/modules/2.2.19/serial.o:/lib/modules/2.2.20/serial.o)
authorize kmodule serial.o access(load, unload) xuid(kadmin)

JB FIAZE ] A AR ER AR 7

WA E T W AZAEEE YT, T CA Access Control B £x £F CA Access
Control £ 4 A= 7 e ST A AR IR In a0 25 .

RIS R, CA Access Control Ji JH N AR {547
B B FH PORZ AL LR, 15 3 H B2% H KMODULE 2, 451 i it 44

setoptions 7% o
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DR BRI SCAEANE Kl iy 2511

~l: fEH selang J5 F A AZBLER GRS
%1 selang i 4 Jii F A AZ AR He {47«

setoptions class+(kmodule)

. fEF selang ZEF U IZ BB {R

51 selang fir & A5 H] P AZAEHL LR

setoptions class- (KMODULE)

I ARSI B A S B R

W T W ARZAEHRY, I W] DUAE INZ8 P9 AZASCER IS I S AR A
o WA T UK AT, CA Access Control 46 75 22 N 28 11 N A% A
Pt A5 5 KMODULE i 3¢ 1) filepath JEPEVCAT CEFXHE Linux R48) , 1

775 KMODULE ik IS A VLS (X Linux R4

PR H SO AR Y, ARG E S seos.in [ seosd i 4rH, ¥
special_check #ricd % E N yes CERINIZE A no) &

WA TE RN B SO B AR A 2 R P AZ R CR 3 1, CA Access Control A4
o A SRR AT

Bl AL seini SEFITE PR A AR BUINE R FISCHF B ARk

BT N AR N4 e FH SO AR A 2, 18 m] LR seini F1 secons S FE
¥, W R R

seini -s seosd.special check yes
secons -rl

ORI BB ST AN Kill fiy 2281k

TR TF IR AT 55 RS (9 an 508 P22 e 45w By R 7 5 5 b ) e
AR RS Bt o A UNIX 224 RGEHE T2 H 7 1D AT HERECR I
KR ILEAH UNIX T, root A LISHAT ] EFE AT AT 1E . CA Access
Control AR #E I FEHIZAT AT AT SO SR, AT 48 =y UNIX JZEFE £
. CA Access Control HEFE LR 27 F-HEFEFIFH F' 1D. PROCESS ZEH
A SE X CA Access Control A4 i BE AN R

% i

b fets

=
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PRP — BER SO Kill iy 220l

i, BT ASCI BFE 2% /bin/more NS 2% b, iEHATLL R LR
1. JA3) selang.
2. HIALLF selang T4 :

newres PROCESS /bin/more defaccess(N) owner(nobody)

%2 ¥ /bin/more & XA EEN G SRR AR O BERE s[RI ER
INVTRIABE 4 2 (N). owner(nobody) 15 ff i I A & 52 SCiZ IR
H P ABEZ L /bin/more BEFE .

3. B selang.
4. WMRAEE 2 4 UL :
a. FIANLLFm4:

/bin/more /tmp/seosd.trace

b. ¥ /tmp/seosd.trace LI 25K, W1k /bin/more S7ETE H,
FB2 4% Ctrl+Z n 4 /bin/more HEFE

c. ZMEMEALL A&k HRErE:
Kill %1
T 22N 2RI, CA Access Control ¥\ “AURBEIEZL” 15 8.

TR RVFRE P 4L /bin/more BEREIIBIAL, I AN LLT selang fiy

2

authorize PROCESS /bin/more uid(username)

FER: AR LR AT OR 57 2R 48 P ) Al — B m] AT SO AN 28 L

CA Access Control {& 4 B2 11155 (SIGTERM) LK N FHRE 7 TG4 B i
12411455 (SIGKILL AT SIGSTOP) . ‘B HAbfE 5 (4l SIGHUP &Y
SIGUSR1) %12 Iy 2 A& M i 42 M 3 28 1 15 5 TR BERE
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NI

9 F: ERIERML

B A5 LA 327

S KL (p. 99)

) — S S Y IR ST (p. 101)
8 SCH Al 28 0 PRI ABR (. 102)
SRR A S S R A (p. 105)

8 SIS ) H B8 S (p. 106)
AR TR 55 (p. 107)

BRI HH P 1 I A 6 5% (p. 108)
VOIS (p. 108)

IS RHERE

CA Access Control HE (It P S Ry T ok 2 A ok B R 7. A
TERMINAL 8, AJ LUA 5 IR L8 R UM BIR 28 2 i 5 A L

HE: AKX TERMINAL RITEAG R, B2 (2575H) -

A R 2 5 s N RS Y (4 Telnet. FTP 1 RLOGIN) F1 LOGINAPPL 2%,

SR AE AT LR RIS Y P a2 ] LB S o I S N A2 2RI VT R R, m] K
BFANE Y R 2 SURF e O o Bidn, wT RLsE A VriTf F P E s fep
B F TN SVF e EeE N H i telnet B S B RGUFIAS R VHTAA
FH @ T rlogin &5k 5 2880 . LOGINAPPL 2 (iAEANIC 55— AN
S8 6 SR N R 5 LU ) R

T%: LOGINAPPL

B, SRV R E R FTP AR, 1T L R LR
1. HELT selang fir 24 ftp BRI U7 il AL PR BE XK TG

cr LOGINAPPL FTP defaccess (NONE) owner (nobody)
2. fERIELE selang fip 4 Vil 44 H R frp b4 T 6%

auth LOGINAPPL FTP uid(anonymous) access(X)
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N
il

d
®

P s R

B4 4 Account FIZH ] A BEAE T Telnet:

1. fEFHLL R selang i 2 2% 1E44 F rlogin F1 rsh:
auth LOGINAPPL(RLOGIN RSH) gid(account) access(N)

2. fEHLLF selang #ir4 fa ¥4 A account [4L{£ [ telnet:
auth LOGINAPPL TELNET gid(account) acc(X)

HE: L x5 8 T RLOGIN F1 RSH PR, {H A2t 1 iZ A FE At 5 S f
o

T AT IS I BT AR S SR R, I TP LOGINAPPL 5% o

SRR UL TR A A A 2541 setgid BY, setgroups F-F 146 . %741
PL setuid FHAFE5 R, AR TR 0 S0 B SO SEBR S SR IR T

BN HEET K AR RS0, CA Access Control fiff X 48 R 4t i H ok
WNPE RN Bl o IXLC B S 7 51 Ay bR vE B S N F R P iy T e o 28] DUIE ik
T CA Access Control BRI U/ R & B X YL 751 o

HERE: X LOGINAPPL EFIVEE P H IVELN(E B, 15Z 0 (selang =%
7ER7) -

& SFTP B33k

M4 PSR SETP 855 210 sy, SETP 3 R/ 78 F SSH RIS iF 1% 7 o
24 CA Access Control 282K H SFTP W R 7 1 & s 243N, BRAE LT,
238 RN SSH & 5% 148 F] SSH LOGINAPPL 0 3[R o i/p Bl 44 %
SR

WL E CA Access Control SKHE 5] SFTP 2 55 Fll SSH & 5% 324 SFTP A1 SSH
BG4 BN, EAZE F SFTP &Sk lisk .
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JE FH SFTP BRIk
1. fEdm g EFT T A 4R i H
2. HIALLF selang T4 :

er LOGINAPPL SSH loginflags(EXECLOGIN)

ZAn 2 FiE SSH & S il A # JE HERE AT I 55—~ EXEC #8845

3. HIALLF selang iy :

er LOGINAPPL SFTP loginpath(path) defaccess(a)

loginpath(path)

JRE SFTP B b I RE P I 8 A

%A A AN 4 N "SFTP" [#) LOGINAPPL it55%, € X T SFTP %N FF
F?EI’JE%«::, JE¥e W R B AL I BRI A AE, B P #mr LA
SFTP %5 3% 2] 3ify 511

= fE A SFTP BFAIR

&l AT /usr/Iibexec/openssh/sftp -server 1] SFTP &k N HFE A
FH SFTP & %83k . 2H—> selang iy 21845 E T CA Access Control £f PAM
AR T SSH &k

er LOGINAPPL SSH loginflags(EXECLOGIN, PAMLOGIN)
er LOGINAPPL SFTP loginpath(/usr/libexec/openssh/sftp-server) defaccess(a)

HER: 11K LOGINAPPL RN THEA(E R, TS (selang ZH7515) -

EH—RERN AR

CA Access Control 4 R] DA¥a RN CR4 1 FH 8 s N HRE 7 s IR EIRE 18 HIU\
FH A AR AR 5 3 — U DT ) 8 s N R P4 . B L — B8
FHRRY, 118 LOGINAPPL 2.

& X — SR AR

;cﬂ?selangﬂ?ﬁi W SN R, AT R 5 T G S SR i — 1
fird, HAMEH LOGINPATH Z% (lZi%iﬁU”@%—/\—ﬂﬁ%h:, K
LKAk, A A=A EANFRF: [V ] * ) o il 2 L—
N telnet N HFRST, WEMEH T4

er LOGINAPPL GENERIC TELNET loginpath(/usr/sbin/in.tel*)
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7 SCH AP 23 (R AL BR

— G R HIEER

L SRASFH G SR PR, B R S 2 DL s SR e R A A
LOGINAPPL X%, %% HAT N loginpath J&PETE & I AR 3R B S AL,
D) 17 FH 322 56 5 RO D)

{HE, XT38 FH LOGINAPPL X%, CA Access Control U7 T Il 1F

1. seosd Y HEIR I G N AL P H 2 A HERIVLEC  (LOGINAPPL X}
GIUCHL G SR ) o IR FREN, N Z S R

2. WERORARE], WA UL RS — BSR4k B4 R LOGINAPPL X 52 .
3. WERAZAVLEC, T AT AT B 2 s DL C (6 B KR o

5 SCH P A5 FH 8 s BRI R

B LE AR B VT 1R R G A ROE L — R A CEE D DR
TR AT DU P G AR b AT 8 s R LB s (o X S mlidz il 5 .

R4 A AR R g5 drh, 2w AN P2 8 HJF R UNIX (1] teletype 15
Ml 6 K2 Hok sirh, Wil pseudo 2k 45 2% (PTS) BE X 7 1145 H 4843
B “pseudo K" , KT ZARGM 5, %L AR SR A BT
5. CA Access Control {97 Fe Al 191k & % % . 24 CA Access Control L4
FHN=Fh 52— 8 X &I, CA Access Control 1 & sl B A T 4 i
Ry

n YR XDM B 1M X i 8 sk I, CA Access Control 3 ik
/etc/hosts. NIS B DNS #4545 F M4 1) X i ¥ 1P ik AR T8
SK R 200 . 40 S LA T 4 I Wl 5 1 S =0 A 1P Hikik, cA
Access Control & 1] AT H] 1P bk BEAT IR Y

o M PONAIRTERE, TTY SRR

n Y P GBI Telnets RLOGINS RSH 25 ) MM 28 8 551, 35 /etc/hosts
NIS 2 DNS #:45: k EHLA i 3K 1P kb4l 24/ 205 44 .

53 7 TERMINAL 2Pt SRR it LB K% 16 58 10 7 i B104 8 D 4
FHPRIZL, B i WL SO TR Gk, L
503 5 7 TERMINAL 5 52 119 [ TR ) B SK B 70 M2 1 Lk i
55310 LRI, 0 T L7 TERMINAL 24 S FELE RO 4 5 S 5
X CENLA P skl TORE ) E AL

FERZHUEOLT, IR GAAT s BRI ™ (U g 7 8R4
B WL 2 B & im G k. A LU T SR ARG
R R TOVE AT B SR B AR S AT B s AT 20—
(VAR R VS R VA RINE P RS T E 7R TR S (2
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5 SCHL A PH 23 R ABLBR

ML R8I, BANRERE ] P B S AR LRI G R . H AT E
ARAE 52 ENER IR & iy, BUEAES P4 AT RUATR BRI
HR 55 AR AR HAR Y R AT SEVRHT T A5 — AL R RE AU e
VRZH P W8 TAR SR, I8 SRV A AR s BB AT o HoAl
UKo N THAGREST I Z M RRES, # 2x & ml AT e L, JFR A
VRN TIO T  ABATTEB ] A0 2 o 2 BEA T 8 A

HIHAMTREAR, AELZmsAch, 57 )7 UniRE S BRRGES, H
Ry AL BRI . R b 2 e 28 S U7 1) PP e 2 BRI T - A
T DR BAT AT ELLL root D47 AN 22 4 (KT RE 8 7 X 5K o

e X A&, CA Access Control K23k 1 42 X ¥ e 2 T 4
KIERA, G root VE N 2 A DL o KT (BROAIRED
MR H o] G5z 2. (e RZHIGENT, HAGRERXFE. TPk
1BI0 R AT HE A /N S BURTF R E%, CA Access Control 2 B R IETE
& X A e A .

B M vy tty34, TEMH UL M4

newres TERMINAL tty34 defaccess(none) owner(userA)

12 A ) A tty34 BUEIC SR, B HERIAVT RIAUR BB TS, 4 userA
& ST . TEER, K A B0 RV K 2 T TR userA T I £
Ui tty34 HEN R GE

BERT 1A 2 tty34 Sk, TETRE “nobody” 1EA T A
newres TERMINAL tty34 defaccess(none) owner(nobody)

PR VE P A o e B o, TR LD i 4

authorize TERMINAL tty34 uid(USR1)

A U USRL M 283 tty34 Bk

W] DL T AT Zom A o Bian, LLUF a4 e vr4l DEPTL 1 A
FH # 3 tty34:

authorize TERMINAL tty34 gid(DEPT1)
HE WM K (B Emal) , WA LLT dr

newres GTERMINAL TERM.DEPT1 owner (ADM1)




7 SCH AP 23 (R AL BR

R R DA 2N I B 2 41 TERM.DEPTL, i ALL R4
chres GTERMINAL TERM.DEPT1 mem(tty34, tty35)

TR USRL A I A, T AL R i

authorize GTERMINAL TERM.DEPT1 uid(USR1)

XA LA USR1 $52 T4 H tty34 Al tty35 [RIALRR .

PRl Root F P ) #% 3

TR A )8 E TERMINAL ZRERIAKIN . FEA)UR SR B, BR
WHEIIBEE h SEVFARE ST G 7 TERMINAL F5 50, XA gL
JE R B R

FREULME UL Kt S LA K, B SRS P e MEMT
Bk, (LAY root HAEM PN TIUE SCIK 280 6% o

4G, ER TERMINAL K ERIAME & READ 1] LMEATA HH 7 (BLfE
root) MZEETE 7 A R € TERMINAL 0% (R AR ] & 5 B 5% . S ANAy &
FBLH P RENS MATAT 205 5k o EAh, BB K TERMINAL ZE BRI
T E ) NONE 23 il 458 e SCEH e b RS 28ty X ] BEFEANSLEFR)

KT RPEZI T, CA Access Control 32 TERMINAL 2511 _default ic 3¢ H
Access Control IR IIE o LR i 2 B anA] 46 9% d5: /D (1) TAEH root R
il 280 P A 2 i

newres TERMINAL terml defaccess(N) owner(root)
newres TERMINAL term2 defaccess(N) owner(root)
newres TERMINAL default defaccess(R)

authorize TERMINAL default uid(root) access(N)

HIPIAN T 2K term1 FiT term2 32 XA root 11 (1 %0,  LAMEEZLH -~ 0]
DL SIX PN i . newres TERMINAL _default Fl chres iy 2 BRIV 7]
PR B E A, DUEARART A AT LAV i) £ 14 b oA e ST AT 2 iy
authorize i & W \AE A4 F 0] R e 2w IE U5 T BLRR

HER: UACCNRAFAE; mI LM R e Fi e BB U AR . i,
I _default xR A BEUR AR AU IR ACRR 22 ) A3 22
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SR ISUAE T R 51

IR TERMINAL IR i) BB A i, U488 8 12 FIR ol 4 FH ] A 4% iy
AH AL A TAE R EHLI A FR . Witk v P Al X e &, 473
Pl P JiE H bR P RS, R R BT X L P B AT B S
FUID. i, B LU G

n OV U E T #5445

n A& T T g

w  ANEHS U TR 1D Bk root AR .

w7 U RVSRBGE YA P i .

RRVFITA L [R5

P U HFE AT 2 telnet [F34A. $82 H /7 1D root FIHEAI%50E, RIw] Bk
TZA v . IRAE, B SR C L T A5, &k
KA FRVFBHH 5 5. F 7 vl DR A HE = HLE T AR R EHL 28R,
T CAARARL 5 X3 5 fm) KR

FERR X = AN, IE A UR 2 X

newres TERMINAL loopback defaccess(N) owner(nobody)
newres TERMINAL localhost defaccess(N) owner(nobody)
chres TERMINAL hostname defacc(N) owner(nobody)

B7 AE SRR 2 AR AE IR 5 — Fh O PRI A A EHLE Telnet, FTP
¥ TCP 13K

3N IEIE K TERMINAL ZH BRI U7 M) BURR ¥ & 4 NONE, R JAT8E
TERMINAL F1 GTERMINAL FE0 .

G Ry R itk end iy

CA Access Control AN 4t /bin/login FJ 04T F2)T . BI{# 24 CA Access Control
IEFIBATH), e iYE fetc/passwd. Shadow 2505 SCAF Y, NIS 58 Aith It B 4%
SRR AY % . {HJE CA Access Control IS FHAT HABAL Y, 4~ 5 prid
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58 SCIN T F 3916 s )

BFRRE
B R I S BT Y B CA Access Control S 28k iz FE I FR &
HJL R
A RAT

T S 2R, )R AR AR L85 ) 2 2B B B R S S B UR
o FEVI IR T, A DO TR B P IR Y . v PR &
SRR ER P8 FH P 235 L SR i o, 180T LU setoptions fiv4 LL4s )
77 A5 %N, WnT LA chgrp i & A B E SR AL R 8 % 5K 0

HER: fiK setoptions i 2 HIVELIE B, 1HSW (2#755) .

10T LAd H segrace SRR H 7 (M) 4% ve BB s 8. P IR
TN AR 4 R R, B P R s S H AT ] LR A
FH I 2 5t

HER: K segrace A MTEMELE, WS (=FH751) .
RN CHRBUN A 6 oK ?

URAE, WG SA%HAREL T — M WERAE, W ASREE % .
w  CYETH AR HAT AR R AT SRV s EIRTIUE LIRS 2

IR SOVE, WS SRALH GRS T — M AU, AR,
I AR R AGE S Sl TUE SR ?

WL, WHRZE YT . CBRIME N 90 K f1] setoptions fir- 7] LA
OB )

5 SIS T A0 H 3328

R AN BN (RN 5 7 2 52 Bl o SRR A S Bl (1 B R
), PUOMAR D oA AR ML A R o SRR T 219 1 8 AL R R 5
A DL AR B AR AL T 52 RLE 0 2 . W LA H (DOW) M1LAE
i) (TOD) i) R 2 5 A AR B A1 70 22 5 AR T IT ORGSR A& 1 1A
IS TR AN AT Bt 21k o 12416 mT LA™ R BRI APk it

BRI P AT DLE Sk i H RN s 1) 75 B8 RN P . B e X
DOW A1 TOD & Biil, 15 HLL a4

chusr USR1 restrictions(days(Mon,Tue,Wed)time(800:1700))

%A H RV USRL FE 2 3 — LI R =1 8:00 11 17:00 2 |f)
ok . USRL ANRELESR € H W45 @ 1A LLANRI ISR 8 5%, AN BEAEFR &
H I LA H 38 5%
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days ZHL 52 ANYDAY {H (FeVrfE— T A L RE3) F1 WEEKDAYS
CRYFMEI 2RI TS5 . time 330048552 ANYTIME {8 (AR7E
— R ATAT I RS D

ER: BATLLKE DOW A1 TOD PR I 2 A 178 e IR #7258 4
N 25 AN 28 s 4L AR AT BR 0l IS, s JUHAT

BRI RER

RZHHT UNIX ARGV A% (B, WERSLVFHI A A
Zom ok, WAAAERFERIGRE: 290 Gk, HA P nT ae e W
fib it 5 DA A ] S AT 6

Bk h, A LUk CA Access Control ZEH H O T K& KA, DLA#
A NANRE U S 00 I\ T — Zui 8 5k o EE, S840 m] DL BT A FH 1)
LR G . ] secons Ay & F R AT RS HL:

# secons -d- (disables concurrent login)
# secons -d+ (enables concurrent login)

AEAT I AT LU Y -d 2300, (AT HABETSU REF 1 HAT ADMIN B4
OPERATOR J& ML ™) o AHAEHIIF A S 1 7 ] AAE AT AR A
iz %o BT 2GRS ST T i PR A 1, (HREANE
A 285 6 57

ER: WA secons -d- iy 2k BHIE I &G 5%, AZC A EIE RS < /I
1§ H secons -d+ LU B e £ RS2 Ao WIHE IR I RS M 5
TG 5%, M| CA Access Control FU VR & sk CIn S %A HAMIEH 1D
PR IEAEIEAT) o
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BB A

SR &I P IR

CA Access Control 1] LR #1 B og y2: 48 i) 5 6 s R B
BHERRR

AERCH PP b BBl AT B9 R > TSR ) R e e 3o mTT A
A P 4 JRy U 2O B SCA 2 B AN P B B A

P 2

F P B e VE B AR A I A8 sk ISR IR, T P ARSI
R LABEL AR A AT 4 Bk PR B 22 5 S U IR T, AT 3 T AT
Co

R RGN 5 Ak 2o LIs TS8R, — A
S L 2 A AR — S IR RS S IR 2 BRI - ) UL
PSR ) 2 A, AN A REAS 283 (14 8 S IR

BRI 2R H = B 3%
FIALLT selang fiv4>:

setoptions maxlogins(NumLogins)

BRIl AN I e 5%
HINLLE selang fir4:

chusr username maxlogins(NumLogins)

N BB R s PR B s R STV TRl AR BRI 227 11 CA Access
Control S HIPATHF i HIF K191 A8 S BRI, 1 RFIZ T (K9 5 s BRI
BEE N F o (PER, WA I I RS sk B B —, WIANRENEH] selang. )

NP RS

CA Access Control A2 B Gt A2 F 1D (P A7 2300 25 i%ﬁﬁ

W, PRI setuid ARG K E ML 7 ID. SURROGATE 2 hﬁiJ
IXEEH AT, I CA Access Control fi T, AKX LA N G
1, MATFELSH P S0

CA Access Control ZHZLREE JELUn P Sy, BV P Sl s s s 11 5
. Yl setuid RG A LE CA Access Control Y3 MHH /™ & 443 1R 5E X4
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PO SR

CA Access Control B G4y B 4, AR Z AR ) A B ok =i, el

FH R U R 50 8 55 Fi A

w ST S AR PR e O &R F2/ 7. LOGINAPPL K (1) BT 72 17
HB &G R FET

n R AT S LOGINAPPL 25 rh H s SUAHXS N — R A RS .

il it selang X CA Access Control ¥iij i & F JFAGE PRS- 15IF, CA Access
Control AT RE UG s FAf o XA L ELSL R 6555 T A CA Access Control $H
AT 5 G A A A — L8 Py A 7

TR AXREAEE, iES0 (selang Z2#7557) F LOGINAPPL Z5[1
SEQUENCE J& k.

SR, ARSI EIP R SR 4. A ST
U FTE R Kt A BV BRI, A BESRIBOHZ T AL ) B FR
DAEEAT

fan, WS g2 EHL Minerva H HAHELE ML Artemis & EE CA
Access Control, 752 L T FI AN 54

m %4 Minerva (BAHKRISE AR E 4 ) 1) TERMINAL X %A T Artemis
s el s

n BEIEIZN G ACL B, IF HAEIHA WRITE ALBE .

FERATAEAT HAL ] AR i, SR B IR F . VER, AT 2L
I 26 ) B
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B10E: £I° TCP/IP iR

X AU 1 S IR 55 4% ORGP TCP/IP IR S5 2 AR L HE L (1, X 48
JR 55 2% RN ) 32T AR PR i —Le e g%, ZEANRE I EHURII AR
H LR L.

AR 735 LAR 2

PR ] TCP/IP I (p. 111)
i F] TCP 2& (p. 113)

FR | TCP/IP fik 5

FETFIMZE R, ATAR] AR b #R ] AR SR 2% b AT AL AR % . AT A
{EH TCP/IP PSRV 2 Ik 55 . Hoh—28Jk55 (412 rloginy rep. rsh.
ftp. telnet fl rexec 25) XPTHFET UNIX FHRE R Gk & . I
Al IR 55 Eb PSRN 58 = 7 B AR A

CA Access Control 7EEHL 428 TCP/IP [R5 1 2, I e VA% LA IE & 7
Gk IE 78 752 L CA Access Control HE & BRI & SR EHLFT AR
25 007 I RS s o ST AR e rh Bt TCP/IP D i R, LAFR
& VPSR AR e TH ML RS (B SR e 8 s DL S e 7%
shell) FRTHELHLAINZS

PL R 78 o i s ORI & TCP/IP U7 [l FR 0, DA A b B 1 AN 32 ¥k
WK o G RAEEEAT I ) IT A —AN 58 B B3R A, i) e 75 AT
WA FEER PR A 2 XA TAE S AR A RS . WX, WE ik
B UACC K[ HOST id%, Wl FFiR:

chres UACC HOST defaccess(READ)

HA AR AN TCP/IP R85y el FUU ) T AE sk 72204 22k HOST 28 R il
S o X T H A AN TAESS, HAEId sl Rvrrg. B,
AN A A E ST ARG wss [3058%,  JE28 1 FE ek 3 A S HLIKAT
i} TCP/IP %5

newres HOST ws5
authorize HOST ws5 service(*) access(NONE)
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PRt TCP/IP R4S

T A ARV wss X AT EHLHAT telnet:

authorize HOST ws5 service(telnet)

XEERE VA telnet Vs I ASHETHOHL,  IXRRAE IEREH] 7 s 20
SR E T AR A REMERIA LR Gt A T AR u il LR ek B A
WA SEHLIPTAT TCP/IP e ds, R n] LAIFEAR S5 R R LA o i,
DA SRVF wss I K B AU LA AE S TCP/IP R 55

authorize HOST ws5 service(*)

AT DMAE R LR vk e e R gs, Herb Servk A 27 e i 1S R R
KRR T o BT MRS ERA i 11 5, T S 115 4 B 1) S Jete/services
RS . AT LR R A0 07 2UdR e kS

m  EICAT Jete/services HE U A TR

w S

w5 AV

w i Jetce/rpe RGECAE ALY RPC i

filtn, NAarA SLVF wsb Bl 5 7E 7045 1 7050 (8] [ 4EAT TCP/IP
K45 -

authorize HOST ws5 service(7045-7050)

2T, B NI — ki & AR AR o S T AL
B, X7 R E L5, CA Access Control it GHOST 25, Ho %
A~ GHOST e s #f g L — A FHLA - Zg L—A> GHOST i3 FF [ H il 2 471
FAHRIMENL, ERALL N4

newres GHOST ghl mem(ws2, ws3, ws5)
authorize GHOST ghl service(ftp)

newres 12 € X A5 52 ws2. ws3 Fl wss [ FHL4] ghl. authorize fiy
L SVFEIB = A TARS R ftp UL S k55
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i F TCP 2%

fFH TCP 2K

BN L R TAER R S, (H THRAEE R R TG, CA
Access Control 1 SZFFE U255 RN . 7F HOSTNET ZRH e LI &% . 4l
w, TN E—d4lmd:

newres HOSTNET hnl mask(255.555.0.0) match(192.168.0.0)
authorize HOSTNET hnl service(*) access(NONE)
authorize HOSTNET hnl service(ftp)

m FESATH, newres i E X AN hnl 4%, T8I He A AT RCAH,
AR P M PRI R 25Tl 192.168 [IAEA T LA LA Ak K
H hnl M%% .

B ATHUE AT RIS ROVF hnd ES oh (AT TAESE AT ftp, {HAS
SOVFPAT EHLH AT AT HAD R 55 .

CA Access Control $EHL[K 55— P 5 S TCP/IP Vi [l FE I 1) 7 v 58 44 FR - 2
Yi R . CA Access Control SZHFAE HOSTNP 28 (EHL A A HaE
B4 a2 Sl FHd %

YER: 7% CA Access Control WA AT 745 H VLEL {5 L, 16214 (selang
E =)

B, Nya P ARV LR “lin” TG IFLLFTF “.org.com” 4
WRATAT LR A DL BT TCP/IP IR 45 -

newres HOSTNP lin*.org.com
authorize HOSTNP lin*.org.com service(*).

YER: NS A B LA Z0Z A TAE NIS A v S 7 1) 1E 3 A Bk AN 2
MAREEW . BRI ER LSS T TCP/IP R AR .

JiAh, BT AT H] TCP % IR S5 AN 2 4% MU TR A

ERE: ARTCP RKIIEAGER, WS (2F7571) .

I TCP IR AL AFIE H IS5

Blan, FAar B frp IS5 HIICRITHS READ CREBRAT R4S W] LUMEHID

PE ARG R BURZEAY, (HRH 1B A4 FRpiest PUBLICH DLAE ) AL
M55 o

newres TCP ftp defaccess(READ)
authorize- TCP ftp hostnp(PUBLIC*) access(N)
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i F] TCP 2%

] LR e H VR e 7 sl B e i ds . Billon, B2 v
FE ftp U510 444 hermes 4L, 1E'§?art/\7ﬁ%jj acctng 41 B 5 AT
LLE I telnet U7 1] hermes, iEfIALL N4

newres HOST hermes

newres TCP ftp owner(nobody) defaccess(read)

newres TCP telnet owner(nobody) defaccess(read)

authorize TCP ftp uid(*) host(hermes) access(write)
authorize TCP telnet gid(acctng) host(hermes) access(write)

VR : defaccess(read) 2244 k45 . defaccess(write) 25 A% ARG o

Wi HOST Ak TE ke (Rl e ﬂﬂ’ﬁﬁ ] FI2c A 5 W) TCP R T5i:
HROAE T IESPIRE uﬁﬂﬂfﬂ% 74> setoptions class- HOST %EX/E]/;%%
HOST 2, #RJ5 i 1 iy 2 setoptions class+ TCP (U145 3 Kk TCP 2K,
WG G HOST 28, ¥ H 201 0% GHOST. HOSTNET LA & HOSTNP.

M H., % TCP RALTiEsARES, Ml setoptions T4 class- CONNECT
K45 11 CONNECT 2%,

PAT PR AR B TR

FRNEOL T, TCP RIFALEFm s IR A . AR I, TCP JE. CONNECT €
o HOST K2 i, Al ORIA T T Hdls sk .
BI/E Solaris I 1% CA Access Control Flsiiititl, 155 bl 0%
1. {5° 1k CA Access Control. #ii N\ R4
secons -s
2. N N4
SE0S load -s
3. )33l CA Access Control. i A I [ ¥4
seload
ER: WS ZARAE AR I BRI S TCP 2, IUPKE i BLLL T 5
R

R ARINEEERRE, ARG className K.
I SE0S load -s MEE.
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1 TCP 28

e AL S 2

P HEREFORR %
LA INET fE

e
EE

\

mE 3

; ST
g7

e B A
i#R

ACL
* GHOST i
ST D2

EHE
GHOST it
LT

o

LS 0
R
ke S8
W

ACL F4
% HOSTNET
JEE RS T

HErad
IP&MASK=MATCH £
HOSTNET g3 ?

ittt B
ER

%= ACL B4
#f HOSTNP
EEESTH?

FH4E5 HOSTNP
LIRS ?

HAERS RS D
LES

TCP AT
defaccess it
VARG 7

R4 TCP/IP AR 55 115

510 #.




] TCP 25

ERRS
IR ACL

ERGE
HOST ig3%?
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i TCP 2%

P R L -

7 1P HphkAN
BR% R INET R E

REHFE
AR TCp
BR?

fEMARS
IBR ACL

{EM _default
B3R CACL

Y

RELE Se0S
PEXT
mA?

SRRAA M
CACL fEE B

B

BARFRERE
RIRE CACLH?

SR ERER
cAcLfEfE B

SBRAA B
CACLERIE B

LELES |
B

10 F. R TCP/IP ARSS 117



i F] TCP 2%

BEEE
CACLHR
HOST 353
THRE?

REHFE
HOST i2:®?

BE AT
fEARE?

ERE
cacL R
GHOST 57
ThRE?

FHNEER
GHOST iR®
HIHLR?

[i:E:30 3

2ERF
ERRE?

REH IPAMASK=MATCH
#) HOSTNET 2 & 7

/i

LSS ES
wiE®

BERE
CACL 3
HOSTNP 53
ThRE?

FHNARESRE
HOSTNP iB R4HILE ?

Fssiask M
B
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F11E:. BRI

B0 E DA 328

TR M AR I AL E (p. 119)

PR R EERAHCYE (p. 121)

A5 B PR 11 51 (p. 123)
ST R ) 25)) S BB (p. 123)
KNP RS [T (p. 147)

SRS AR 308 PR

P BT B AN AN IS . CA Access Control $ L S g AR
%, itz MRS alrr, 8 n] ol —AN b gl 2R A B 2 A B A
A5 FH SREMS AR IR AR 45 4 R IP),  AEE e R B O b 1y A R R i o b i 2

M AR (PMD) 451t F S A R 4540 42 (PMDB) . 5 1At CA Access
Control £ —Ff, PMDB BL&H . 4l SZ AR I BE IR BE SR U5
W BEAk, PMDB IS —AN 27 A RS o BEANT AR AR A
T HMH ML) CA Access Control Bffa A, Bl te T [A)— B A A 745
BL L5 — PMDB. BEBT 7 1) PMDB &3] 7 (1) ST

FEAE BEEAT SADUBC IR BR AR o) KLU (1 22 A Bedfe 425 18T, PMDB 2 —>
FEHA K TR,

HER: A PMDB (sepmd SEHFRT) MG R, SR (2£/55) -
HIXAFH selang A2 PMDB {5, 12 (selang Z=47557) -

REE: E) PMDB A1 &

JirAi PMDB #iA T AL H 3 (e ih B — a3t %) o %H
KRR seos.ini XA [pmd] #43 [) _pmd_directory_ #ric$& 52
_pmd_directory_ [{JERIA{E /& ACInstallDir/policies, .7, ACInstallDir /& CA
Access Control 1) %25 H gk (BRINTEHL N4 /opt/CA/AccessControl/)

B4~ PMDB # T FH AL H K — AT Hk o T HRI AR SIS
MAFR. F Hrh I SO 5 e ORI B 75 0 I B, 04
pmd.ini (A4
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SR AR IR K 1

E A H PMDB

& FE PMDB

CA Access Control f T H] 145 BLAC L PMDB S HI R -
sepmd

Lmr L] PMDB A8 B S IR PP ok 4R AT BL R AR 55

n EHETH

w O SR SO

w EHE ]

w BSOS H RS

o PATHARAE BAESS
sepmdadm

Q% PMDB, JFRCEEATRAT BB R R A (1 Z
ER: ARFSER SR RRATHE, WS (2F5751) .

CA Access Control IS¢ fit— R F1 0] £E pmd P55 i H 11 selang iy

XLy 4, nLLZ RS B PMDB:
backuppmd
%1} PMDB.
createpmd
1% PMDB.
deletepmd
JE%: PMDB.
findpmd
BTSN BT PMDB K144 5K
listpmd
FIHELR ¢ T PMDB [R5 B
T RIRIRGS
= PMDB fifiid L HoR A
w SEHSCAEA A SR
w BIRHERAE

é\o@
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PRAR SRR R E

pmd
& n] U H PMDB 45 B iy 2 K AT B R AR 55
n  AANETHIAT A R R T
w  JH BRI R A
w BT FUAR R T S AR
JR B SRS AR 5 5 R
AR BB SO
n  HEHTINEMIAG AL SO
restorepmd
ML SCAFIE R PMDB.
subs
T AT PMDB 11 [ fir 2 AT LU R A4S
o CREBLA RIS IN RS2 PMDB H
w CREBRT A NS PMDB H
s NHUEEE (CA Access Control B %5 — PMDB) 34 PMDB

subspmd
A HBEHE R4S 5E X PMDB.,

unsubs

M PMDB HIERTT

HERE: XA pmd EE L selang v 2 RN, 5SS
(selang Z=%715F7) -

R G RME

HBE CA Access Control [, &N FEINEL 1) 2L &5k fEFZ s t,
M2 HA S AR R g b . FEEE SRR (B 2FEREP A3 Sk Rk
IR A — 7, KEZBFRNERS RGAR R TR

AT AT JZ R A R R AR R o 85 mT DU B PR AR R o R AR
WP SC—A 4 R e, T e SR X AR R S AR DG AR 1T )
PMDB.

HER: M PMBD A LA T AT LU T A — T LA RS, 3K
R T ISR 1R S B 7 22
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PR AR SR R

™l —ABREKRE R RS
T UNIX 2RI RIS ] T Windows AR R 454, AN w5 S — 28/ ME .

LEZ g, b A AFE IBM AIX 1 Sun Solaris 245. T IBM AIX _F[#5%
LR P AR Y Sun Solaris 2 FCREFHI R AN, Kt PMDB 7 5% &
PR R LR R A

B E 2K R 45K PMDB, 114 DL N AL BB PMDB:

1. 5E X4k whole_world [f] PMDB, L& HI L LRI Hifth 54k &
G5 TO I SRS

2. 5E XAk pm_aix () PMDB, DL AT HREE T 1BM AIX ORI,

3. XA K pm_sol [ PMDB, LB FTA%EE T Sun Solaris [FIEEN .

44 pm_aix Fll pm_solaris [] PMDB J&44 4 whole_world ] PMDB ]
W v ERIETA 1BM AIX THEHLASE pm_aix 7). 3t B
FTA Sun Solaris THEHLESE pm_sol [T . I TH LA 2 Ui W iZ A& .

OB AR I WAL

AIX Solaris

PMDB PMDB
|
I
\J \/ \/ y \/
| [l
= = [ e |
AlX AlIX lari Solaris ~ Solaris

4. 184E whole_world TIN5 V-G T2, B I ol &
SURROGATE KU, U [ 2 58 3t 551 (4 BT A 5080 22

5. 488 1H) pm_aix TS INZACERF, U H IBM AIX VAL, 1A

52 Sun Solaris &5t .
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B s BLSRS 1 J5 1%

5 b B LRI I 5 ¥R

&R LU ] CA Access Control SRR 77 50— G iSRS B2 AN Ei
i

o TR B 305K SEHT - S AE R A a7 (PMDB) H i SRR
> F Bl ay CURC B 10 2 G 1 b R A 128

HE: AU AR ORI (p. 142), FFHAGEH T UNIX. f K
TR B B S SE B RS I B, W UATE (G 2275
TUNIX) FARE] A TR B 3 5kms E B s 5, v LAE (g7
S ERIER . T Windows ) F3E,

n EESRMRE R - S AL LA ORI s G4 &
RBIPA Bl e o Sk n] DABGI B8 CIMBRD Shems AL A0 B R
MERE 2. ZAEHIBLIIRE, BT BRI BRI AT

ER: ARKESPORISEBNER, WTLE (AW EHZR) HikF.

F TN B B Bh R 5 B

e R SRl P R AT 1R B R SR BB (R selang R Ke 30
(Ll EanDAE-VE E I LI BUR T o o T IRAWTE S| i V6 L S D D& S
Bl T 20 5y — i, T LI R gt a3
TR Ry 1 2 S SR G B A A

VER: XM FISRINK 5 VA IR T A 2 R S A rh AT B — R 3
W ST o FCA 2l A REIE T St e 25 SR A R 5 RAE T

TR ) 5 B SR 58 BT R
HFET NP Bl S SR B RS, S VB R b e U RS
KU B shiE e DL 7 AR A E T
1. WA F /D —ANT AT PMDB i X — 4 L.
2. PMDB [m) T 11 ) 8ds R iEdr 4
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SEF IR H 5l SR ST

3. W B N LR

a.  WRIT P FEACE N, D) PMDB 4R E B TR] E] FE - CERIAE
TOMEERE 30 3D kA A, BEEBIER T PR k.
Fihbs AT AR P EdE o] S SRV e AT, o7k AeiT
FITHENLE seos.ini SCAF) [pmd] #8753, K pull_option Frid ik
BN yes.

b. WIHAT S HE FEIEAEWNY, HIE4aN H a4, U PMDB &K 4
JBCAE SRS AR A 15 AR (p. 137)

4. HURAT POERERSCRT PRSI, U L AT
TR IR BT TS R

WERAE A rmusr @4 A PMDB BRI P WIAH R rmusr i 25 K15 2
AT P BOERE . X8, —A rmusr 1A B AT NS SN 2 AN
I e IR FH P

& PMDB SRAL R E R E K7
X s 0 S SR LT 7O (4 B A 40 SR BB FOAT

PR IR ] 7 P L SR e A il 4 SRS AR 13T 7 1) 7 5
1o G El A SR AR ) i A
2. SEWEREILIE BT B C B S N REAUC B SO

ER: BRCE A audit.cfg SCIFIIME . SIS BRS04 100
SO IR AT AT B8 505 N B R UL G B S

3. WS BALECH R B IR ST .
4. selang T2 T TG BAE SR R 1T .

EBRIECE SO
FEAS RS A AR REFUANC B S, o S HAT P RC . FEHURC
SCAEAL T PMD H g, Jfn 444 cfg_configname, H:H configname J& iM%
PRI TC B 1T 44 K

REPARCL B SCAFAVEL T audit.cfg SCAFH BT AT 1B & AH -
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SE IR B 2 SR ST

BT HIEE T

SRS A R AGE Y AT (R P R P B REOBT T 7 o BT B TC B A A R A
Mo S

R BRECE AT audit.ofg SCAERIORCE (. BSEGIEET
HIXT audit.cfg SO B MU ART B AN AR FR 25811 ) o

DLF G FE i B S A R BT P iy

1. BIEE—ANBT P B SRS

2. SRS L AR UL B S A A

3. SRME AR I A M LB FURC & SO N2 updates.dat LA
updates.dat SCAFIR L SREME I U5 ) B

4. SFEESKEALKY updates.dat SCHF R IEBET .
5. selang fiv 21 updates.dat SCAFH FE AL EF 1T /.

RS BB R RS

CA Access Control fiff FH Tk i A 784 IR 45 7F TV 0 B 114 )2 20 &6 W) A 5 T 30
D) SRS B BT . JE I 4 [H]— PMDB 1] [ £ 5 CA Access Control T 541,
PLRGETE Ky —A> PMDB 1 [ 75— PMDB, #&n] LAz 2 e 454

L P LT RN P 1 2l SRems SR, TP T DA A

1. BUZERIN E T PMDB.

2. (AJik) IR E VT P PMDB.

3. NVTTATESENL (FRA Zis) & XS PMDB.  (p. 130)

VR LURJLIS S a5 E PMDB [k 45K . A LRI PMDB ik

BILRPEN AT AT RIS R RS, W5 5
(Z5757)

S MECE E PMDB

BRI H A g B SRS, SR e BRI E 2 PMDB, fEAHL
MLE, T LUAEH sepmdadm iy 4o

R MU 2R sepmdadm fir & HIAZ AT AR PT A A
K ST HIE R, WS (FE5) .
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SEF IR H 5l SR ST

HIFIX LD TR:
1. fEM PR, WA 4
sepmdadm -1

CA Access Control Ji 2 Sl #5240 P 57 BEIAS (sepmdadm) Jf- 4 15
07 AT AR IR T ) R

2. WAL, EFEEEANEI (BIE T PMDB i AT .
T2 A i A 1) 45 V) ) A4 26 ) AL

3. 1% Enter 4k4E,
AR G4k 25 i £ A1) ) B — A ) A

R W1 CA Access Control R7EIaTT, ZMAS K HEL, JHiLE
LEFFa T INA Z Wi 53l CA Access Control.

4. NS BRI I ISR I A K

PR HIASTE A SRS AR AR PR IR L

HER: PMDB ZFRIIH — AP AR TR C-7 R “-
5. I ANEHRERE M AL AR

FASE TS — AT A RR, R E &R R T NI AR
6. MRAETT EARSH AT T AAK, S5 T4 Enter BEIMTE T ML T ZHK

FASTE W FITAT T 7 A4 R IR AR EE

ER: BRI EEAT LR 3L 52 PMDB.

7. WIERIEAEIZAT NIS. NIS+ B DNS, ik £ 215544 F] PMDB B 5k
B8 NIS/DNS % .

F X6 PMDB H ) 7 RV AT BT o %R T A3 G 7 S IR 1
HE e AREIERE 7, kSRS AR I HUET ) UNIX FH P R UNIX 4
HAE NIS passwd F1ZH SCAFH B 5.

a. MR HT NIS/DNS £, iHHIA yo
BUAEZ IS ) i) 45 NIS passwd T SO (4
a. N NIS B0 ST e R AR
AR M o R AR R 2
b. A NIS 4 SCIFIR e R B A2
AR M o R AR IR 2
b. WIHZIHH NIS/DNS £, I n 8% Enter .
AT S R [ 25 Rk 8
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8. HIANZLN PMDB FR ALK B LRI

a.

IANEEIRE, %1\ CA Access Control & H 1 &4 ¥k, SR 514 Enter 5811 G
TN TR B AR

B PGB, AT LAE 2 PMDB 1) JE P
AR /0448 M R BLE PMDB F15E X Croot HERIE) -

WEN, R B A RR, SRR TL Enter BEMITC T HIA
BB IR

WEIRT, %I\ CA Access Control B % 2 4 FK, X514 Enter BTG
TN T AZ AR

HZ GORAGIRAL, wI LA PMDB i % H &S

WEIN, A R A RR, ARG Enter BEMI ST I
B % G 44K o

DAL, %\ CA Access Control #0045 1 i3 4 FK, 4R J5 1% Enter &t
T G 95 3 N 2 R A 3 4 K o

W, R AN B AR, RS % Enter BE T TC
B N\ A B A PR

XD PR ARG, ] LLEE 2 PMDB H )5 1

FRVAS T U5 PR P12 - R 52
9. WEIN, FINE PN, SRJEHL Enter B0 4N B A o
FIASTE W PITAT i B g, A% 0 7 A P A A9 S T o J 304

o

10. 4% Enter SERMIAFT RO ISR, s A n 3R [FIAATH A R IAIAS o
USRI RN FE I, 2 A AT S e At 1y P15 6 B ¥ PMIDB.

EXER:

J U BT HALE XA PMDB (p. 130)

S AL E VT ;- PMDB

— HAEHCE T 3 PMDB, WIS B e )2 R &5 1), i AN FIlC & 1T F' PMDB.
FEAH TN, o] LA sepmdadm iy 4.

ER: LR RN sepmdadm i & AL HLAUER . AR A
i AT ZHRIGE R, IS (F75/) -
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SEF IR H 5l SR ST

GRS R
1 AEAr PRI, AR 4

sepmdadm -1

CA Access Control Ji 2 Sl #5240 P 57 BEIAS (sepmdadm) Jf- 4 15
07 AT AR IR T ) R

FoN 2, REFEER AT (GUET PMDB I E AT TR
2SR B Ay 1) A5 9 () KH G ] 7L

4 Enter B4 4,

JEIAS G 8 v 5 341 I 35— A Il

R W1 CA Access Control R7EIaTT, ZMAS K HEL, JHiLE
LEFFa T INA Z Wi 53l CA Access Control.

iy NS LA (1 R BT (R A4 R

AT W SRS R 4 BRI Akt

HER: PMDB AR S — NN AR R <27 F 4=
B NER T A — AT U ELI AR

JASTE NS — AT P AFRR, SRS B AT — AT P AR .
HRA T AR SN A RR, RS 1% Enter BEMICTHTMIALT T 447K
JASTE T T P A R IT 4R 2L

HER: BRI AT P FEALEE 1 L2 PMVDB (p. 130).

iy N2 PMDB 14 F5

ZHHATE N PMDB 4 R -4k 4L

R sepmdadm (AL K BEAN VT B 2 4m N A\ — ST 8K,
1] IR R R g LA, Ak, IHE S pmd.ini BCE S
] parent_pmd F5ic. AT HIARICHEZERE, H2H (=FH7F
B o

128 i)

b 2t
S

BER: T UNIX



SE IR B 2 SR ST

8. WIHRIELEIZAT NIS. NIS+ BX DNS, ke & /244 F] PMDB ¥ %k
BT NIS/DNS % .

467 PMDB HH ) P R AL IEAT BB iR AL T O 7 R LR
fF R WIS < &7, i SRR R 1) UNIX 7 5 UNIX 4
HAE NIS passwd FIZH ST 58T

a. UWIHRZHH NIS/DNS &, I yo
FIAE 1% A 1 1) 45 NIS passwd FITZH SO A7
a. B NIS B STAF IR e REBR AT
FHIAR S i 58 i 4 4R 4
b. A NIS 43R e HE B A2
AR 0 5 B i A R 4
b. 1 F 5 H NIS/DNS 2, 5% n 5{4% Enter
FEIAR T SIS 1 [ 25 I 4 52
9. HIANZLJy PMDB FEHLRFER B

a. WEEF, %\ CA Access Control i ¥ i 4 ¥R, SR )54 Enter BT
TETNE R AR

YL G REHEAL, TT LU PMDB (R
VR F/b A RAAUE PMDB i S Croot KA
b. W, RN AR, SR Enter BETT G A BT R

LR
c. ERF, i\ CA Access Control Hi#% a4 K, X5 H4 Enter 811G
NG A B

HAZ PR, ] LA PMDB A% H &S0

d. WEE, BN S AR AFR, SRIG 1% Enter BRI LT
i 3P

e. AERT, %A CA Access Control 045 1 3 A FK, SR J5 4% Enter &
TG 9 4 N 2 B A B 03 A4 R o

TR P A ARAGIAL, T LA PMDB R D

fOTERY, A R R AR, SRR Enter BETTE A
TN RS

FRUAS Y US4 PR 125 O R 252
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SEF IR H 5l SR ST

10. WAEEI, HANE PR, AR5 TE Enter B 75 i N B HE A i
JVAS T M P A5 B 2 g, AR A S T P A R 32 T ) 85t A T A
o

11. % Enter AN ITMCE IRIE BRI, BT n IR Bl A B A A .
WS AIEHNIE R, A A 4 L 1) [R1 2561 8 1) PMDB.

FATFEVENLE XA PMDB

PR v i F EHLE N PMDB [T P, B T 4E PMDB i FT S A FRAE,

BRI PAT HoAb AR . BOEFREALEIT U EAL B S — AN e .

RV EHLE XA PMDB

1. ET P HENLI @S AT, DS H RS 8) sepmdadm i 4 :

sepmdadm -i

CA Access Control ¥ J3 2/) ok W A5 4 25 48 22 &7 B IIAS (sepmdadm), Ff- 12
NI GING SBv e SvR e i

2. N 3 DLIEFEEE =AML GE X AH FE ML AL PMDB F1% 54 PMDB) .
TZIATIC B Ay B2 [a] JEAH OC [7] 7L

3. % Enter B4R%E,
AL A Gk Sl 1) ] 45 58— A il L

FE: WR CA Access Control IELEIZAT, MMIACKS & 245, TR
5455 1 CA Access Control T HFHE 4T IIAS,

4. i \A PMDB [F 4 FK
AT A2 PMDB [ 44 R IF 4R 45
5. NN PMDB 4 FK .
AT A %545 PMDB R4 FR, AR i 15 J T AR 226 8 T T 2K A A

6. 1% Enter BERIASE DT IINIESE, SN n UEHDE A EHa A7
Ao

WIRAEHIN TIE$E, M A X e di Ak BB 1T ) T L.
VER: sepmdadm H AV REMT T E N — NI, Ak, &

Al DA RN B PR e LA, Mk, 15BN seos.ini B & S
parent_pmd Fric. AR ILFICHTELIE R, S (=£/55) .
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UID/GID [&]>

Cip s ak i\

Yl By, AT e 2 B3 UID KW FH P N4 GID ALY A .
WA R UID 1 GID FEATART 77 1R A SCHSAH [ o

BRINTEIL T, PMDB S48 REAN 1 5 #0868 s FH P A2 A AH IR F) uID
1 GID, (HAEAT LAHE Bh AN —FFar P (s F5 1 4515 o LI [R) 1R 3 SCAF R
AR SO TR UG, SR pmd.ini SCEEAF K] synch_uid Frid % & 4 yes.
TR A Hb E5 4 22 2 PMDB [T 7, 1 HLiZ% PMDB & 1T 7 8 22 1108
FH PR e — k5, I8 58 mT AR AS 25 4% /4= . PMDB 11 PMDB 1]
FUH UID Z 18] A A% GID 2[R R FE 21

WA 1R UID ©4AE PMDB BCEAN AR IT o BN A,
AT I AR SRR R AR AE B R R K A PIAT 1T oL L
SR R o

[ passwd FHAL A1 55 —FPor vk e 5 X $s e &3 P i uib Bk
RSB GID,

AT DRSSl B e b i P AL B R AR 28 RE IR B, 85 AT [+
FIRMIBIMEBEE . TSR SO MASCA AR R, R NAEEATIHG
W R AT P AL B2, Sk e AR .

[R5 P A

1. FHEI Jetc/passwd file and /etc/group Ul B HE B8 H s
ot — RPN RE, E SR IS H 5 (p. 119)H AT AR LART 1%
Bl S AR ZH A
HER: WREMH shadow U175 BRI %S, @S H
secrepsw SCHFEIT . A4 KTELN(E B, W52 Reference Guide.

2. Bt fetc/passwd SCAFAT fetc/group SCAF S BIREANT HENLT, X
FE—2K, ENMS5E A STFENL X SCEAE A

3. {¥ PMDB FiEfITHENL L, 6 O pmd.ini SCEEH T synch_uid ki
WHE M yes.

BRAIANEOL R, #5i0 synch_uid F{E K yeso A0SR F5 RN P &g
FE BLAG BT BRI UID FIERIA GID (B, A b2t 5 PMDB [1 UID Al
GID FHULHL) , T¥f synch_uid % E M no.
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BR35E UID
¥ AR UID 5% GID 3% E] PMDB KL AT 11 7 1 5 — Rl =0, 74
AU H PN R BEE UID B GID.
R H8E UID, 15X RESS newusr Ay 2 #lH ] userid 5 groupid 2%,
s A TR E R vID AR H A
WA ZDR 1234 BXHNA terry_jones [ UID GREREEAR FEHHic %A
HABEAE FEAE T iZ uID) , B A2
newusr terry jones unix (userid(1234))
WIRFE 2 1) UID T /E PMDB Hf ], ) PMDB AN S AT HT, {Hixdy
ARAL R BN HARAT P B . AR A AT R E UID I s R,
VTP B B S B SR MG AR A X R R R b, S i
FBS LR F 1T P B 2

SOOI, SRR T DL A

1o (A SRR R rp AT P 48K, s R IHERAT P A FRIN, S AR
Rl B AT e A E

2. PMDB J& &5 F2/7 sepmdd iR 7EARIC _QD_timeout_ & SN [H] Py B
BT AR .

3. WK B KAER I IR, (Hi% R B R EI RS BB AT, e
AW, IR AR P R

4, AT HERE ARG, sepmdd SSEEE AT RS, 7FiX
AR, & S — R A R B S B T 7 2
RSN, R T, HEEE R BN CRY
90 )

R {F seos.ini 3AFHT pmd.ini SCHH AT REAR <R BRd
_QD_timeout_. WHRAEXHA LA #AFAE 1%bR L, T sepmdd AT H
pmd.ini SCAF R RIE

HER: 524 PMDB K BUF LR 2T 7 1 R IE )RR, sepmdd Ja &2
BB S AR U S S (p. 137) R B — AN H o %O (BRIA
5 & ERROR_LOG) 4F- PMDB [k (p. 119)H1.

132 i A EFE R . H T UNIX



SE IR B 2 SR ST

BB SR AR B

TR B SO

Jon s BT S

7£ PMDB i fE T HHL L IR EA 2 3585 PMDB A, ZEHH PMDB,
ks LR A H AR

Bdew Hbndda A, 15144 H selang 774 shell H1[1] hosts 4 :

hosts pmd name@pmd host

JITAT selang fiir4 37 BV SEH i 52 K SRS B R Hchie e . X Lo 4R 3
R 2 TSNP L VSRR R s A A

~Fl: $5% B#» PMDB

Bk H b B PE % B N myPMD_host ) policyl, i {# LA R g4

hosts policyl@myPMD host

W IEIAES N newusr 72>, TUEHTH B8 In 21 policy1 0 2 LA &
WEVHE AR AT o b SN B TE s A s .

sepmd L FFE ¥ H 3’5 N EAE updates.dat SR 20 31 i 45 70 58 5 .
MBI RSO O, A i R SO AR ) BT

SEE RO, R B R A

sepmd -t pmdbName auto

sepmd TSI ARALIRI R — NPT 4% H A B, JFIIEREE L AT P
AR H .

HER: A1k sepmd KRG R, WEH (25751) .

LEGIEE PMDB J5+ i3l sepmdd 7, &1 LA @ X473 updates.dat 3
PRI BT I o

BN AZHH S, R pmd.ini SCHF [pmd] #553 H ) UseEncryption Fr
WIE N yeso

i updates.dat SCPF, TR HIAT -de TS HL sepmd SRS o

HR: K sepmd WIEAE LR, WS (24751) .
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HERRT P
& AT LLZBE T P AT ARAT AR ICR H 5C PMDB 11 R8T
BB AR ENL, 5L pmd.ini X H bR IC exclude_localhost 15 B A

yes.

L FEERIT 7 R P I AR LT 7, TR E AR T exclude_file (X/FA94
B o

BRSSO, i CHEER SR R ER1ZT
feil g

M P # ] sepass SRR B OB R IRy, 7 8 3 9 R I8 B AL
A2 PMDB. % PMDB fF seos.ini (1} [seos] #43FF] parent_pmd Fl/5Y,
passwd_pmd FricHE o SR1, R A sepass S HIFE ¥ B chc s
5, SRR T LA & X % F P (R0 3% i R 3k 21 SR P) PMDB, I %
PMDB f£ 4% .

BT PR B R A 32 B B K PMDB, 5 4E newusr chusr 5¥ editusr i
AP pmdb 244

AL TR E Y PMDB

PR e KAl sepass G Tony R 2644 ik 21 Y] PMDB, Jf
H11% PMDB A4 4%, WAL N4

editusr tony pmdb(pw_pmdb@namel.yourorg.com)

MIERIT

PR A AL AR ST s UL SR SO . T Bt LT
PR (BT (p. 134).
MR T
L SHLAIT BB b
sepnd -u PMDB name computer name
MM BT B b R AL
2. KeHAERS AT TSI PR 93 FEHL L0 seosd:

secons -s

J5 & F2T seosd # KA o
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3. R MIT BB N 0L L, IIRTE seos.ini SCEFI [seos] 16
4 parent_pmd Fric FRE .

VAR 1E 857k H PMDB (15837

4. T A3 seosd.
Tas NIVT B 51 22 i s (X o H SR PR is sh B R AN 152 $8 5 PMIDB 1)
W

HER: M PMDB UM AR E G, PMDB A& R RIEMm 4.

Jii I BT
U R A B PMDB BB AN [FT ) Bt e AN R Bt 1 4R, S 20E L)
[DRE-E /Ly Se Ea TR
J 3 E A

1. AdE PMDB DS FHAETT ) FAE AL (p. 130).

2. 1B PMDB ] pmd.ini XA filter b3i0, AR IAEAE R — & oA
WL 52 EE ) 7 328 S A
SR R R VT  J00H0 P 1) ST BIR T a8 I A ik 2 1018 5%

R HBEEAH UNIX FREEPAT join BX join- selang iy 215, CA Access

Control ¥4 12 5 2 change group (cg). ZEAEANHE UNIX PR H ik
join BY join- iy 2, IHAEIHIE AP I LR AT

MODIFY UNIX GROUP GroupName USERS NOPASS

TCIEAE A UNIX FASE H d% FH 7 44 073% join BY join- fir4 o IR AR Ho Atk
AR IR BT I8 ANIE T join BY join- T 4.

SEREAR R 196 3% ST
i 16 s SCAF AT R NS FBUWAT A G F B S M E R
»  RVFEEEHIRE.
fil4n, READ B¢ MODIFY
LIS T AEZ N
B, AC BiAHLIRES
KR,
il 4, USER 5k TERMINAL
w RN G RS R R
#l4n: Userl. AuditGroup &% TTY1
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SEF IR H 5l SR ST

o U T EHGH I E .

Wi, k4T Y OWNER I FULL NAME 7 AT X L8 @ 1 R AT
iy AW . WL (2% 7557) FridvER NS B T

w XS AR R BT A
PASS 1 NOPASS
DR B3 5 ade s SO b A7
n  RMEHIAS (*) RonfER T BOT R BT I RefE .
WARA AT AR, WERIE W 2 —77
A% 73 B 5 B
ERAZ MM T BT, A5 MRE.
LA # I Sk AT R A EREAT
AT
. SO

LR 7l A i e 45 SCA P 1A T

CREATE AC USER * FULL_NAME;OBJ_TYPE NOPASS

Vi i) IES kK & J& Jose
(¥ =49

FEMRBI,  ERBATHE R A AT (W SO i 44 24 TTYL_FILTER g
PMDB TTY1 ] pmd.ini 3, BUET#LE K
/opt/CA/AccessControl//TTY1_FILTER, JIj PMDB TTY1 A4y fiv) HoAT S AL 4R AT
FH FULL_NAME F1 OBJ_TYPE J& -G08 H P ATl i 5%
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SE IR B 2 SR ST

SRIEAR T 3% H & 30
FE I 18] 56 5 WP 2R SR A R A H SR R SRR AL

IR ICA RIS

20 Nov 03 11:56:07 (pmdbl): fargo nu u5 0 Retry fic B R
ERROR: ¥tk (10068)
ERROR: JGi%fE3Zk HARSLIT PMDB (¥ 5T
(pmdbl@name.company.com) (10104)

20 Nov 03 19:53:17 (pmdbl): fargo nu u5 0 Retry ﬁ?ﬁ%ﬁﬁi
ERROR: &AM (10071)
FEHAF Vi (12296)

20 Nov 03 11:57:06 (pmdbl): fargo nu us 560 Cont  AUHFE BT AT IR
ERROR: fl% USER u5 %I (10028)
CafrfE (-9)

20 Nov 03 11:57:06 (pmdbl): fargo nu u5 1120 Cont
ERROR: fiJg USER u5 K (10028)
C&fFE (-9)

MR % R bl o, BT A A L i A e

oF &

ACInstallDir/bin sepmd -e pmdname

R AETHMBRERHE i, M uNXrm a4 o R
LLF i & MR H &

ACInstallDir/bin sepmd -c pmdname

EEPIB ! 7F CA Access Control r5.1 M B m A, 4% H ,ulfl’ﬂ‘%f( LR
WIRRAS (s AN 2R . sepmd JCIEAN PR B RRAS (R4S 5 H & {18 T2
B A2 A RRAIS,  TH B4R % H &K 52 ) %)) ERROR_LOG.bak H1; 7
&5 3)) sepmdd QI ESET I H &SP

~l: PMDB EHré A S

A 73 451 28 7 R g R S

\ |\ pmdb &3 jz / ‘/ﬁiﬂ/
20 MNow 03 19:53:17 (prdbl): fargo nu us Retry

ERROR: Connection failed (100710 s Eg;ﬁ;u [ gmaa )
Host is unreachable (1ZZ96) 4 =gz [ EE2EE)

N \

EEH
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SEF IR H 5l SR ST

G ATRUEH L RS A R $E R OR B AR R R Y
Rt CHEERlks s RSO RIS B AL E .
Jai» FRisfE7 PMDB J& H A HAK B, 2 BSR4k 4k .

B ATROR ERGOTE CRARBR R 17 K SR R4
.

o AT R G CRAE R R A S5 R 7 B K SRR [ AR
Bl SEREE

—A A R A BoR 2 AR T H, MR REAL S K
VRPNV €3/ 2 MED SNE AEIT MK DR A NP UREPSE

AR AT NI RSO0

Fri Dec 29 10:30:43 2003 CIMV_PROD: &AuAM. RFIS = 9241

sepmd pull Z3URE T BT 7 I B S .

SRR 2 A
5> PMDB N, 0RO AR R St e (1 Acs A 2 H %, bt
1
SRR S

w REREIY ] AR

n PUERE

w VRN

m updates.dat 3Cf

TEANRE AT LA T & . #4E RZ L CA Access Control WA (1) 54y SCA:

B3 PMDB. i R SRS AR Y 2540 RIS AT A R  BE RGA CA
Access Control A EH1 F.
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SE IR B 2 SR ST

i sepmd %4+ PMDB

%4 PMDB I, i I\ S s A0 ke A A2 29 2 10 H Sk . TSNS &
{1 1) PMDB U A7 il 22— AN AL, U 7252 CA Access Control 15
I D) R A

fEa LAE ] sepmd SZFIREFAEA S L L4547y PMDB. #8368 0] LUE
selang iy & 1EiZE 2 ML _E 414> PMDB.

VERE: AT DU P77 30 4 0 PMIDB. BB 3 T AN K
[FIBT PMDB 543 2145 5E 1) EHLIFHE S PMDB 1T )7, I 24 #4342 2]
ZENUT BT EAT . 243 PMDB Fl-f- PMDB #5E 7E 7] EHL R,
T REAE B %51
£ sepmd #47 PMDB
1. LT i 8E PMDB:
sepmd -bl pmdb_name
PMDB RAE, I HIAGTE 0 HAT )7 AT AT i %
2. WEPAT FAIBRAELZ —
n  fEALL N 444 PMDB:
sepmd -bh pmdb_name [destination directory]
w (I RU R & RT3 1 75 504547 PMDB:
sepmd -bh pmdb_name [destination directory] [backup_ host name]
ER: WREARE HbrH R, &0RAr ALUF Hx:
ACinstallDir/data/policies_backup/pmdb_name
3. fEFHLAR fir & fif 5 PMDB:
sepmd -ul pmdb_name

PMDB K fiiait, & H vl m AT R IE L.
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SEF IR H 5l SR ST

¥ F selang #-4/; PMDB

%4 PMDB I, i I\ S s A0 ke A A2 29 2 10 H Sk . TSNS &
{1 1) PMDB U A7 il 22— AN AL, U 7252 CA Access Control 15
I D) R A

B L] selang fiv & ZEA M BRZCFE T AL L &4 PMDB. 18538 v LA H
sepmd SRR AEASHL EHL_ 4517 PMDB.

VR B LR IA 744 PMDB. 33 H& T — AN 2R S5 R b
[T PMDB - 21 F8 2 M EHLIFAE L PMDB 11 7, T4 4510 75 2]
ZENUSIT A A 3647 . 243 PMDB 11 PMDB #5845 [/l — EHL I,
TEALREAE B U 25107

f# H selang 751> PMDB

1. (k) R E A A selang M fe FH1i%EFE PMDB, i 1d FH DL ir 4>
4% PMDB EHL:

host pmdb_host name
2. AL &% 2 PMD 5

env pmd
3. fHILL R i 8iUE DMS:

pmd pmdb_name lock

PMDB Rf8i5E, I HICym AT - KRBT 4.
4. AFHILLR A 4254 DMS Hidhs 2

backuppmd pmdb _name [destination(destination directory)]
[hir_host(host name)]

ER: WREAIRE HbrH R, &0RAr ALUF Hx:
AClInstallDir/data/policies_backup/pmdbName

5. LA fir & fif 3 PMDB:
pmd pmdb name unlock

PMDB 4, I FLaf [a) AT P &k ikar 4
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SE IR B 2 SR ST

SRIEAR T IE J

¥ PMDB

A SRS AR TR BS), CA Access Control 235 PMDB #54 SCA 421 31 48 52 1
Hx. 5 PMDB U R B N 25 #l w52 2058 ) PMDB H %+,
i

LIS S

w  SRESEEALIIT AR
n ERE

w RN

m updates.dat 1Y

R Hbs H P AE£E B4 ) PMBD, CA Access Control 2376 KA J5i C 55
il 2% H sk 2 BRI Sk

IBAGE M AR & . #4F R84 CA Access Control AN 1Y #5-1 SCAF
B PMDB. i ks SRS AR 2540 RIS ATAH R & . BAE RS CA
Access Control WA FH1 o

10 L PMDB I, CA Access Control ¥ PMDB #5473 SC A it 254 45 1 31
BIeE M H B . CA Access Control WAZIZE S FATIE JR I 2o His4T .

R WAREAEA R 200 b £ A AL It PMDB, PMDB H4 A2 71k i 1)
PMDB £k 22 b B 80 B i D U o S8 A 200K BT 1) 2 it O AN I 213 S

(1) PMDB Mo S I I £ R, 1545 138 IR ) PMDB, 1247 selang -p
pmdb it %, AR5 11 JH 3L J5 1K) PMDB.

LA J5 PMDB, THEALELIA I PMDB (1) 280 HIZ 4Tl F NS —

=  sepmd -restore SZH] T H

=  selang restore pmd 7%

HER: 11K sepmd SEHFEFHITEANGE B, WS (2%755) - 11K selang
WA TITEAE B, W2 (selang Z=F75F7) -
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SEF IR H 5l SR ST

B

MU FERE —FhgAE )73, €k S PMDB IR FE 70 P B B«
o QA AR RS

HEA EMTEAT ADMIN JE PRI Hi A S8 PMDB (1%
M. HFEHE - AMEID S, JREHE A, &
FREAT T HAL B

AT

i erd (ARFR—J, 2B ADMIN J&PERUER A A D 8
SERS P A IF R IR X & WERBR 5,
WPREFE PMDB AT IX S i & o W SRAEZE 3155, RN ER 3255, Jf H.
ANHEHT PMDB. A 58 oA 55 h 2 iy & i f 48 HoAth iy 45
IR SA A — AR AT AL B

ERE: HU find F show fir & AN il ZEAY A8 HOHRAN -

1 sepmd SEHIRER IS4, H5E B W AFI M < A3 AN G 0 5
RIS kAl DBUE S5, DMERBEdngseq], JFHaf
CURER 55 8lE,  DUEAER e BB T A B sl i AN R RS 8 AL P

24 sepmdd Jio G R F start_transaction fir A I, iZFEE A 10 T REFE K
E—ME— 905 1% TR bR i S s il R HAt iy &, 1%
G SIS INBE =45, R B AE sepmdd J5 SRR BTN AET . 24 sepmdd
%] end_transaction fir I, KE RS . BRI R B 5 55
B HFE B F A, PLAZm P C A SR AT AT
ALFR 1) g — A58 X .

XTSRS RAHFRN G, S AR S E A e AT . WA
gk, MSBie RN G, AHERCME—RITA S, FRREdR A7
BSCAER . RS FSIARAEAEA P SO

HER: 11K sepmd SEHFEF L sepmdd J& & BT ITEAIE B, WHEH (=
I .

PE N E 2

WU SR VRIS AE PR 7 22 1) 73 BE BE B PMDB (DA il & A &
Ho

FERE RS, TR pmd.ini SCHFRT seos.ini SCAFIK) [pmd] & 23 7 1)

is_maker_checker N FRIR T E N yes:

is maker checker=yes

ER: EREREIIEZ A, LA RSB E .
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SE IR B 2 SR ST

iR 2y
PT R RIIN , E BAE R A AL B i B 55

I HES
1. IEFTRLL N AR H:
n & (ERHIEED A ADMIN AL .
n BAHEMIH®S. ERZEMAESE A CmS. )
n TR ANROCLRE TR A S MG ) —AN 3%
w AT R AR .

w BORTEGRER S —HlEE M RIA $55.  (BHBERE A CW
$55. )

2. JERERIE PMDB:
hosts maker@
TSR B IERL S PMDB CRIERE D o WO XUESAHI)G, PMDB
LIRS “HIEE” o« MEMATEN G, BMEREE, R
R IERE S AL

3. JABhEHS:
start_transaction transactionName

E N TR G450, 55— R H start_transaction iy 2. &R LA
B4, Wl LU SRS FR e I iR A, % 256 AR F245

4. HINERSS.
ﬁ%géﬁﬁé\ o 15“&1] :

newusr mary owner(bob) audit(failure,loginfailure)
chres TERMINAL tty30 defaccess(read) \
restrictions(days(weekdays) time(0800:1800))

5. 455
end transaction
F5 . ARG BRI ICE S HIME— 1D 5. fr B T At
o, R A O A AL BT RS A UE AT, BRATIR AT LA ) A BE

ER: WAREA B RESHMERS, WHRICRF5 1D S,
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SEF IR H 5l SR ST

Mm%

»  {EHI end_transaction g 2 IR B R —N ID 5. IX RS
ME—2 'S . WREBTEA LG E G HS, WER T SRR 55 458
mevu%,@ﬁﬁ%@L%%%ﬁﬂo@ﬂuEiﬁ¢%A@
P B AT AT BE oo 51 -

hosts maker@
start_transaction transactionName transactionId

RJA, BT LU NG 2 [ i K ST 55

chusr mary category (FINANCIAL)
end transaction

w LU S AEE R H IR E 555

TE R EALT ACInstallDir/bin #4527 (H:Ap, ACInstallDir J& CA Access
Control ) Z23E Hak, BRIAMEHL T A /opt/CA/AccessControl/)

WSS BB

sepmd -m | F R I ZE0R 7 R BRI 55

sepmd -m la HU L BITAT 5 5 AR S A EE 0 AT 5555

sepmd -m lo FI R T2 E00 7 =55 DL T AT e
EQIOE

SR IR S WG E & AR 5N
ID 5 LA RO UE ] ol E F AN T2
%) .

BB R S, KRR TARAER 55
sepmd -m r transactionId
w (AT I R E 55

sepmd -m d transactionId

KB A5
PT R RIN , AS o T BEAC PR e B 55

BEHSE
1. IEMORELE AN I
n B (TENKAE) 47 ADMIN AR .
n AR A AT BE H 5.
n BAHSEMCH®S. EREAEEHE A CmS. D
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SE IR B 2 SR ST

2. WY % ACInstallDir/bin H4%

H.rpr ACInstallDir /& CA Access Control [Pz H 5%, BRIAMENL T A
/opt/CA/AccessControl/

3. A ERAT AT IEAESE A AL BRI 55 -

sepmd -m la
EHEEHER T E DB FH S AN T S5
sepmd -m lo

RS HALHGEE AFR . S5 1D 5 LR S5 I A4 PRl 5t W
4. {EACBEANTZ TR HAUE

sepmd -m r transactionId

HEE: CBUEMHES LS.
5. AbFESS

sepmd -m p transactionId code

code
AR BL R &I —
w 0- LS.
FERXMELL T, R ER G5 R T A dr%, JF HASAE PMDB
HH S it BE
 1- RS

£E PMDB H 37 BRI S it #5451 i 2 o
n 2- FSMRBUE
HE IR PIERF SIS, FE0] LAAE BLJE H AN TR RS 25 38 0
iTe
I — 4% U IR L6 iy 2 ol D) TR 6ty 2 SR L 19 IR

ER: AXKEE A A RGN, W2 (2£7557) T sepmd
SEHRRF UL (selang Z#7557) HI1 start_transaction fiT 4o

{#H seagent 11 sepmdd J5 &7
seagent Jii 5 FEIT 71 D12 oK B RE T LGSR, JE4 W FH 21 PMDB;

seagent i B RIS M1 K K 1% F| seosd. sepmdd J5 &5 £/ /& PMDB J&
BRI AT 4175 PMDB PRI L 5 & e — e A
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SEF IR H 5l SR ST

seadent J5 § HEFE
seagent )i &5 FE/7- 55 4F seoslang2 TCP Al 45 s (HLERIA(E AL 8891) &
ERAE K EIERS, seagent o FFAE b R LIAGBEA SCER M IE R, FHgkak
EXNTpUE N
FH I 1E selang T #I N hosts it A5, seagent A2 ] B2 B 5L |
M7 tfE. R)a, TRk A aESEHOMm S, g
% sepmdd 5 1R .

sepmdd J5 6
sepmdd J& &R FHATLL N D fE:
= I PMDB
w  EAT P EER R
m CBEEEEON PMDB AR RIT U
sepmdd 5 5 F£/T7E seagent W2 1j ] PMDB I H seagent H3)JH 5.
i AT 2 W 2 UIE AT sepmdd.
FRE: sepmdd 7F AC G AEIZA T J _seagent (A root ISP F) R
1817, EAVFER T sepmdd Vi il B85 (B, FRHEIV5 W PMDB H %)
WA _seagent [KIAHICHLIN

i F AR 3O

W, sepmdd 7E HHIAHLIA ST I AN shadow SCfF. ANk, #&EnT LAk
> shadow . ELHATILEAE, ¥ pmd.ini SCHE [pmd] #54 H
1] UseShadow Fric % B 4 yes.

WS UseShadow Frid i & 4 yes, I sepmdd ## H 5 PMDB Ab T4 [
H kP IERIN shadow SCAF. W 2 shadow SRR E, 1544 H
pmd.ini L] [pmd] #5723 F1 ) YpServerSecure Fric fi & B B .

W (fH YpServerSecure) ¥4 5 SCAF AL S S O Al ML A 52 3
1 (#1140, Jetc/shadow) , sepmdd N2 Kibric UseSystemFiles BE'E A yes.

FHEPWH! AT T S UseSystemFiles #ricl. sepmdd 5¥ seagent J5 &
P2 Al LT 0,

HER: K seagent I sepmdd J& SR HEANE B, 1ESH (=47557)
H 1] seagent Al sepmdd S TR
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R [ D

KBNS [F] 25

CA Access Control S 71247 CA Top Secret. CA ACF2 BY, RACF ‘22477 /i (FI
CA Common Services CAICCI F£/7£1) 1 KTYHL5IZ4T CA Access Control [f]
Windows 8¢ UNIX TR AL (A 2 im0 . [R5 2 FIARHE CA Access
Control 15 S S B R J7 V2 58 )

RIUHUT 7 SAAT AT o it B CACHIORE A 0 2 12 ) SRS A R = 0 g o
(R AT oL

911 E. A EURISAY 147






Par

Z

5 12 &=

—RZEINHE

B0 E DA 328
ARSI R (p. 149)

H APLLRY B2 (p. 152)

b7 1 HEFR S H . STOP (p. 152)

S SO IR H 31D B[] 7 ) SO (p. 153)
3 RS (p. 154)

B1 “Z A2 HIVIE (p. 154)

2N TR KR

24 2 PR ORI SIPIRAS IS (5 BRI ) S B i) o AR AR A DK
L (PN, EFREREIIED FARE, WRASDRKEITHE S, 5%
AR B A AR 2t , DRl i iy im 22 5\ HofE s it
oo BRAEWESORKIBER RS L)Y, RN i+ aa i, H2
A B G TCVERA R ITAT T IEAEAE ] 52 2 R4 K 5 4 R R o

CA Access Control $&4it—Ff 5 %8 52 S H A2 5 selock, 1Z%52H T H @ i 4F
4 2 A A 2 DR R el i s T e B LA s ke s HEb AT 0 9. - ZEH
FURBITAERF, selock #7005 o« W RAE—4350 2 W45 2 &6,
LA A RS o« BIAE ] FAE selock Ab T35 1R AR ISF 5T 5o AT ] i) 235 4,
selock SEF AR AT v] LA R 20

VR HRBRBUE ST selock MTEAE R, WM (H475) .

EFEIE A 772K 11 selock 1L :
ZEWBEK, BEHE

¥ -timeout JEIL B KRG, 110 4, ¥ ok KBIRIEITB B
DERIEL, 1060 5360 - B TULAERS I ESAEAE K —FLAL T
i AR AR A B G555, ELB - selock Sk 00 b )
e e SN R

o tti, BERE
¥4 -timeout IR NI, 111 416, I ELYS -lock AL
NI, 0 12 YR - BRI UL 1 ) i,
WA, JF 2R A2 U 1 5 . 0 IR selock KT AR T
BRI I0LE5, WS lock I KR % . -
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5 N CAE s R fR

selock 12 1]}y X J5 3 shell [11—&85r, DMERHRAER 7 Sk 2 RGN,
A3lEsh. fEH 7 1D I TIAS, AR ID T . K selock fi 2 HEH 2
Je BIEA 1 77 ST i R IR

TR ARAZAARKELZER, WS UNIX RGERIS0R.

(SRS

selock FE A =Pl AR
Rk

IS selock WA EIXFPIRIAT, selock #8451 i
PR s U1 selock F I3 7E &8 I I 1] Py 34 A SR Bl bR v 3, 1 HL
transparent ZHUE G HPIRAS, W selock 1A 3l D)4 31 7 55 Ry e J 45
o MIEFEBE A D) 2] RPP R P AU 75 B N 0

BRI FEFER
TERIPFEFALAR, selock {3 B4 25 (1T WoR AL B SR I R S
KbR. 25 A B AL B2 ORI B bR B A A B E L 35
R T RGN AT BT 5 25 0 KU
w IR T DRI MG IR R
T A LU selock 328 1042 il Bl b 11 1 AT i 38 A ' » 4 selock A il
PITArT A B FRAR TG Bl I, B2 S B AR R A 2 0] 34 1 s A
o B DR BRI 5 E U B R R P AR 2 AT PR S o« IR P4
KU B OR3P R P B A 75 2 AN 0
R selock £ lock-timeout Z 445 i€ [ ] ) — ELARFFOR PR AR
X, EF R e selock NS B K MARTFE AR
)4 2 9 e B X AT FR 7R

BiErE
LEAE P BRI B B BUER R, selock x4k SE7F AT 5 | B R85
(IEIAR o 24 selock A BT Ar B AL 5L SRARTE B, 2 IR — AN EHE,
Horp gy & kA N H P R
M RIS IEARS, selock 2P nl i d . an s H PN
(PRGN IE A, 20045 H X URHE 2 OCHT, 1M selock T3 PRFFB E B,
WK -transparent I 4 on, selock W4 2 b ke, HEEIRH
HIFE R IEAEST IR, RS RSN, UIRRb ROl
R e B, AR R
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2 PN ARl ) PR g

73 R IR TR 3% B B e
Wi selock SEHFERE, #n] LIUEZS N LAES,, DABG 1RX L8 T AR 25 N
I ABATTIEA T 1 A LA A IV 17
ZR ¥ TR E A e
1. (A% % E DISPLAY MAEEAF &,

FEAf selock iy TAE, B LE DISPLAY MpBiArte ., Ak, ATl
BAEAE selock #2145 € H AR .

2. ¥ selock Ay A HUE AEH P IRESEA Clogin X)) Hi.
B3, ALK selock fiv 2 T EAE Jetc/login X /etc/cshre SCAFH .

HEE: WAH P RS DU sai et bise. BOATEOL Y, XWAH 2
T PR . SR, WSS LE unlocking_user (AT seos.ini SCLF
(1] [selock] 543 ) Fric e At P 2R, 4580 LR RS 4 0 11
A P o AT selock 1, W LU A -user KEIICKE 4 i F P & 4 A fi]
HABH

Bl BB B2 R AR BE A
LR 2SI RS, G S EA X R3S

selock -display $DISPLAY -timeout 5
1T A AE i AL T8 BOIRAS T B WS selock

WK LU R AT R T4 R xstartup JIASH . xstartup JEIASIH & 5 B 7E H 5%
Jusr/lib/X11/xdm/Xstartup .

selock -display $DISPLAY -user $USER -timeout 3 &

PR ) s TEAEAE T X 28 1 AT A 2 s BEE R o

E U RSE BbR

selock 1ifi 1) ERIN R Gt K bR 42 CA Access Control by, % EFRAL T 0 F
AClnstallDir/data/admin/Selogo.xpm ',

FLEFE RS, THER LA
HER: BRI A2 XPM A 3.3 #43K
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1 APT LR %2 s

F API fRY BE IR

e IR IEAS )& T CA Access Control (BN , #8m] DLIm
1 ] CA Access Control APl % HoEF TR 47 . B4~ API HSAH W)=

REE
{FgmAE N 2] ff ] CA Access Control #4054
HAPHB

A R GEAE B 0L ] DL e w3 A2 3k 2 EESK (1) CA Access Control 174

YER: K CA Access Control API FITEL(E B, S (SDK 755) .

By IE¥ERRRE HH: STOP

HERK R A PR AT A I R s R 48 B8 root HIJ GEEZUTI ) —#F
Z U PATAE R A % o AR R RS R G0 AR AT 1%
Pt IXLLBRIG AT P R R R, ST M4

HERHR tH AU — MR, EIRTRES B — AN, A R SOk
R R ML, IR AR B AARSEAT A far ) CRFAE R4

Perp)
HERR R H ORI (STOP) F2 B 11 78 2 G el MR P AR R L JE N R L) — T )
fE .-

ER: sRMEA Linux ARWHEFBENLIL (ExecShield FEALIL) B, AT
% Red Hat Linux 1 SUuSE Linux _I-[#] STOP Z)jfig.

7F Linux s390 RHEL 4 I, AHWMERBENLILTCIE TAE, I Haiifs e s
STOP A gL MG PR A . B AR MMERRBENLIL, 16 LL F i

echo 0 > /proc/sys/kernel/exec-shield-randomize
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A8 SCHEPEIRY H AT [R] D5 [ K D)

Ja s E 1k sTop

RS STOP I, fEERUE DU R BG HE AR s AR o BRI B HE A
%&%ﬁ,@“ﬁ%ﬁwmmiﬁbmSMMM%“$mﬁﬂ N EED
B A5l CA Access Control. BEHATIZEAE, WEMHHLLT seini fi4:

seini -s SEOS syscall.STOP enabled 0
Tt AT LT3 5 2 seos.ini SCAF.
LEAHT A H STOP, TEH bR C M S 1, JFHEHTH 3 CA Access

Control .

VR : 24 STOP £F Sun Solaris 7 24¢ FALTIEBIREN, dbx P L IE
i LA AR FFEAE 2 STOP Ry I R 48 FAEH dbx, M2 52k H] STOP.

& SCRE PRI B ST 1175 19 AL

CA Access Control 1] LLPR ] TERMINAL 7 1] . SURROGATE ii5 K FlH] J-58
SR -

SeonT DA BRI [) 95 5 A -2 FORTH -1 R famT ARIT 124 Ciis
SRty TARIN TR LA R e EERBUT o AT LI S 0R3™ (AT ] 5 5 It PR
LT -5 SCIR T St P o8- T RE e (i 58

7~ A TR] PR
NFUHELE A AR FNEER 08:00-19:00 Hf (8] B LAAI 1 [] P 5642 4 H

terminal ws3:

chres TERMINAL ws3 restrictions(days(weekdays) time(0800:1900))

FEIX SN BN 3212 AR 2l (R 6 30 3K o
Bl RREBIEAER

F P AcctMgr & 4520 3, RV AT S PP 25 5545« 1A PR I AcctMgr
TE TAERT TR AN TAE H S 5. AR BRI 52 v] fg il i i F Ay 2

su AcctMgr, KX U7 AcctMgr (PR 7o A BL R iy S AN v e 7E TR
E [ Be 2 ANKE FH P 234Kk AcctMgrr:

chres SURROGATE USER.AcctMgr restrictions(days(weekdays) time(0800:1900))
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R R

R ARG %

AT LA H] CA Access Control TR R A A e 2 KRR R HilR 5 o
TEAVEERIA, DA R M ARSIV 17 0] LU H 52 R % 2% 1)
W2, FEEN BUAEE I N 2

FH P 22308 mknod iy & M4 I SCA-G1) gt i 1) Bl P e sl Rk - 477 S
-5, CA Access Control ST AT IZ I Ao U1 P 22 B 52 LR A e 25 11
B4, 4 CA Access Control 23BH 148 By 11 .

ERINTE UL R, CA Access Control AN2xBH 1F ¥ 25 5 il AE .

] LA file_rdevice_max Fric P SEOS_syscall #43 F [ seos.ini 315
RS A& TR

HE: K file_rdevice_max Frid EEANG S, 1ESH (=#151) .

Bl Z&Z AL

CA Access Control fLFf 41 B1 “F$ 5 45” Dyfe:
LR e il
n U

LI B

ZELH

o 22 200K 1Y 5, CA Access Control 54T 224 2 A G 1 LU A HoAb %7
BT o 220 2T Loy Begs B P FTBEsr) 1 21 255 2 [A] 1) 1R 348
05K V5 ) 73 L T 24900 (P B8R, CA Access Control 23K 1% B 1)
ARG 2R 3AT e . W SAZH 02 g0 Sk
KTALEWR 2222 5], W] CA Access Control -4k Gzt 4T HAB B 25
0, R %A U X
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Bl L4l AE

RRZE&EMNKE

BEHZERHKE

zERH)

BHZERARE

L1 5 SECLABEL Z3ALFiEBIIR A, ) CA Access Control H44i ] 55 ¢ Y5 A1 H
FUR AR R I 22 A ], T A AE B R A ;A sk b R e E Y
LA

SOH R 2 A GO B ARG BEIE, U5 BEIIC SR M E 2 A U] newres T
chres fir & I 2 B0 TR 73 Bl & 42400 o

7B SOV P U ) 32 B 22 A R on R B AR TR YR, 15 M il S BiL %
2. newusr 8% chusr @72 1 ZH0h FH P 0 lid 2 200

R THI1) setoptions i 42 i H 22 A= R R A«

setoptions class+ (SECLEVEL)

NI ) setoptions iy 225 ] 22 4= G £«

setoptions class- (SECLEVEL)

A 22 228 MR AT 5 . CA Access Control ST 224 2 kS A LA S Hofth 57
BT . PRV R 0l T — ANk AN 22 2R I RS, CA Access
Control £ W Y50 5 H 1 22 2R ) F1) 38 55 FH il s 2R o1 Rk AT

PL e B Feeh 1% B IR I AN 28038 Won E F P s ml g2 A, ) cA
Access Control ¥4k Lzt AT AR s A0, KRB 4z o Uy )i 2t

L0 5 SECLABEL 2840 TEBIRAS, Tl CA Access Control 4% F 15 %% 5 F1 H
FU) 22 A B R e A 2R B 3, 1T 2 P R I S R 2R ) 471
%,

P L 2 AR AR AR YR, 1A R AN e e
e newres X chres iy 2 HIZE S E0 BUR I TC 24280

BEAVER U 52 22 AR B R R R YR, W O A SR —
N4 . newusr BY chusr Ay 2 RIS AISE00 H o id 204228
il

%1 setoptions fir & Ji H 2 A S ik A -

setoptions class+ (CATEGORY)
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Bl L 4ZUlIAIE

BHZ2RHNE
%1 setoptions iy &4 FH & A8 A £«
setoptions class- (CATEGORY)

7E X 222K

I E X CATEGORY JEH Y PR E & A H  FF1 newres fir &5 X
g SIE

newres CATEGORY name
Horhr, name LA TR
PE L “Sales”, WEHIALL N4
newres CATEGORY Sales
e L4255 “Sales” F1 “Accounts”, WEHIALL T fir4
newres CATEGORY (Sales,Accounts)
| 22 22K
SRR B b LIBT3 B3, I AEHIANT show iy 4>

find CATEGORY
B b BRI p .
T B 22 425

TEMER 22220, 1M CATEGORY Kb IHBR 224 J80 iJid k. R4 rmres
i MR 22420

rmres CATEGORY name
Hdr, name J& =R A LK.
LMERZ S50 “Sales”, TEHALL N4

rmres CATEGORY Sales
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Bl L4l AE

RERE

R Z&mERE

EERE

AR BACERN € U YO T B A2 S Z TR ORI o

A T 2R K AN, CA Access Control B0 AT 22 A bRt 2 UL K it
BB AT o F P SR UT R 20 E T 2 bR 25 BRI, CA Access Control 2
BB 2 PR 2SR E 12 R FIER 5 il sk 2 A pnds
FoE B R HRIAT LR o A Ry BRI 22 A b 25 43 FE R B 2 )
Y SRRt H P e e kngsrh, ) CA Access Control ¥ 4k 8L T 22 4 2% )
Koty SRR 4EH 5 ai% %5 5 . CA Access Control 234 % Ui sk 1) 22
RRZER TR E L Ao 5 H il Sk 2 a2 e e 1 L Aot AT
FE e W P 12 bR 28 o BC 1) 2 A R )R T BEE T R K 2 A b
BErP A EE 22420 ), U] CA Access Control 2k S AT HAD PZ AU 2 5
R0, CRHE 48 P U X R

AT AR AN, K T A BRI S R i E 1 e A
LG LTS AAREE E SO R E I % A O 2420 o

SO R 2 AR B AR ORI BHE 15 0 BEIEOC S 2 C 2 AR - newres B
chres i & [IFRES BN DRI 70 BC 2 A28

SEICVRI U ) 52 2 AR A B R (R BT, 15 0 ) IAC /3 il %
AhR% . newusr B chusr fir & IIFREES BN 7 70 Bl 2 428

NI setoptions i 4 A F 2 AR AT 1 :

setoptions class+(SECLABEL)

NI setoptions iy 45 F ¢ AR AT 1«

setoptions class-(SECLABEL)
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Bl L 4ZUlIAIE

& M 2N
Ik e X SECLABEL ZEH B UK 8 &b . LR newres 172 & X
LR
newres SECLABEL name category(securityCategories) level(securitylLevel)
Hrp
E#
78 L PR TR
securityCategories
i 2 ST . TR B A ARSI A IR Tk
B 2 A R A4 FR o
securityLevel
fRE Lo, AT 1 % 255 Z [ REEL.
FE AL 2242255 Sales Al Accounts H. 22422 ik 95 & A hRas i 3
&, THIMAMU TS
newres SECLABEL Manager category(Sales,Accounts) level(95)
FIHH 2R
B R B R e U T L b2 A1, G AR show i 4
find SECLABEL
B I bR
MHBR 22 A7 4

S I SECLABEL 25 e 4 bp it S MIBR 52 2 b4 . LA F rmres 43
AR 2 A hRE

rmres SECLABEL name

Frf, name &L AFREI TR

TR 2242500 “Manager”, TERIAN T4

rmres SECLABEL Manager
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13 E: HERIE;

AR 735 LAR 2

PCE T RZIN (p. 159)

7€ X_CA Access Control "5 N\ i #% H A& H % S 44 (p. 160)
H P 25 H A sk TAE )5 (p. 161)

CA Access Control Wifr] Ay I P iff v i A28 X (p. 162)
A (p. 166)

H1ZH A5 (p. 170)

PSS (p. 172)

TR P BRI 2 (p. 177)

BB H AN

X T A i %, CA Access Control 23R HE I 7 b e S H A M £ B Uy
e 1 268 B 7 I 52 7 O AR 1 i A i
BEASVS )2 G AC AT AUDIT JE M, WK HRE A LN — A2 AMA
FAIL

LR 1) X GRS R R 1)
SUCCESS

TSR V7 1) 26 B U R RV 1) o
LOGINFAIL

WS ] ) F RR R R IOS % . (IEAE A T 2806, )

HER: G A PIRMER,; B2 (A LOGIN) MU diff:
(P/D/W LOGIN). {7 RHEAE R, WS (Z575/H) -

HEEPH: # Y 2AXF L Unix EATRL
LOGINSUCCESS

WV W RN E k. EAEH T 3. D
ALL

W 515 A 1) FAIL. SUCCESS. LOGINFAIL A1 LOGINSUCCESS B{ 75 U5
(] FAIL 11 SUCCESS AH Al fr11Z B o
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& X CA Access Control 5 N i 4% H & 1) i 4% =)

NONE
AN AT V7 7 2 BB IR A S
TRACE
R ALL AT RGEFAAR R AR EAE T 5. O

FERCH P7E Hh G el SR U ) BB SR N, T LU RE AUDIT JE
T ] DA 58 A2 15 I A IE LU Tl ] N A 3T s A 1) L1 R 6 o

B AZ H S 0 SRAR B IX S AZ U 2R . 2 A il AN FE ) e S 3 T

DL R :

w WU BEIEEYT )& S AUDIT(ALL), i )& I A 8 RS CA
Access Control £47 1) B YR A R BT A FAE R od %, AET e R

m WX CA Access Control £ IR BRI I U7 ) il B, I HL U5 7] 35 550%% U8
45 AUDIT(SUCCESS), ZH{-M#kid 5%,

m WX CA Access Control £ R BRI I U7 o) 20, I HL U5 7] 35 5509 U8
45 AUDIT(FAIL), ZHAENHE 0%

UEAh, R P BCE N WIRES, IR AR B N ZHIT I ERERC
3K, AR EAZAE R BN % H A&

E X CA Access Control BN #FH#Z H ER #1344

CA Access Control ¥ s I RVR I VT il s B AR % H & 2e L CA

Access Control ¥ WB LSt ) FAF 5 N B k% H &, T 8 SCE A% 10 21 Bk
Vi 0l 3517 AUDIT JEPEAE . 1838 ] LAY F % 77745 7€ CA Access Control K

A REFF AR B AZ H &

18] AUDIT J& T K45 %E CA Access Control 5 N F1)'di % H i (1) v % 2k
i ] selang % CA Access Control Jiii S B 5Kk L N & ARG 0] & W&

AUDIT J&

AUDIT 15 CA Access Control I8N BHAXHR
o

FAIL RI5 1) F 7 g s

SUCCESS 7 18] F 7 g s

LOGINFAIL UNJEESS DA

LOGINSUCCESS &%= M
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P25 iE H &0 R 1) TAF s B

AUDIT {& CA Access Control it EHXNE
x

ALL 2517 FAIL. SUCCESS. FH A2 5
LOGINFAIL. LOGINSUCCESS #1
INTERACTIVE

TRACE SEFT ALL AT RGFE P

INTERACTIVE UNIX TFEALE I P20 P

o ToE R FH A2 5

ER: R EH S ZENE, 2]l & SCH-2H r AUDIT {iE ) AT LA
52 CA Access Control £ X FH P B FH ) o A% A 2o

AP &ERBZERRTERE

TR P2 iE H e, Wﬂuﬁﬁﬁ%ﬁﬂ”ﬁ,ﬁiﬂﬁﬁﬁF"iﬁﬁJ\ G Caaniy IR
B H ez s A N a2

ER: KBL LA Jetc/shells, X A#if] <AC>/etc/shells.def C1F.

Z AT AAE Jetc/shells B <AC>/etc/shells.def SCA:H ff) BT e
FEHIE AN G, 4R Jetc/shells T 5147 Jusr/bin/passwd H. %4 H] passwd
KIEBCE, 4 seaudit S H TR SERR Wonax il H N 5o B BUr) %
o U AE St 2 16 H B0 sk C BT S B F Jete/shells SCA.

YEE: seaudit -kbl iy A ANEF X B 5% shell 42 /bin/sh 8] J 1 5% -emd.

X LD B
1 2T “BACRAS” I CA Access Control,
H 7 X CA Access Control 2 £ S {1k Jii S i s 4
HER: ETLUE LSS 1E seos.ini SCPFH I L BERIC % 4% -
2. JA#)) CA Access Control.

TN B0 S 285 & 3RS KBLAudMIngr IE7FIs4T . i issec S2H T
HAFE CA Access Control Jii & LIRS .
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CA Access Control Q] Ay F 7 iff s v Az A X

3. K INTERACTIVE J& VE 43 Bt 45 f AR R i ) FH P DA i F 216 H ds il
%o W]Jﬁﬂ:

m selang:
eu userl audit(interactive)
m  CA Access Control Jiij i 5 #:
e “H P EIE” B kb Rk IR B YRR E HES
CA Access Control Ji F T i k5 121k H &l .
4. Y] g sk T, CA Access Control JFUGIE ) P &1k {4 H P iE
Bz RN, S TRES I
5. CA Access Control ¥ CLZ0 K [ & T PR AFAE kblaudit HE . %3
P RAR H 3k
/opt/CA/AccessControl/log

6. K seaudit SEH] T H 5 kbl 445 & 4 AT 21 kbl.audit S
ESNRVF

./seaudit -kbl -sid 65223 -rp

HRE: 11K seaudit kbl A MIEANE S, WS (2£758) .
W CA Access Control ¥iii /5 55 CA Enterprise Log Manager *H%EE,
DG A R ) USSR P S iE IR AR il 2« 955 CA Enterprise
Log Manager (£ ITELNE B, 1ES W (SL75m)

CA Access Control T1A] & F P & S AR AR X,

FH P ) H A% 35 52 CA Access Control J MR S8 k% A kit 1% HH ) 1Y)
FAZ HET . DUN IR UE 8] CA Access Control Wrfaff 5 FH 7 ) e A% A 2

1. CA Access Control & 2 USER B, XUSER 57 [P FH F 0 35 48 5 A &%)
AUDIT J& M 1

WRH e A X AUDIT JEPEIME, CA Access Control NI FH it
R SRS IR DSR2 S

2. CA Access Control F & 75K 1 /7 70 e SINCE SO 2 . I ek I 7 o3
P 215K & SCE4H, CA Access Control JUIHS £ GROUP JEH it & SCAH41 1
AT B X AUDIT JEPE 1

WK B P 0 Tc 21 e B S 4 HLE S e S £ 5 AUDIT
PEMIME, CA Access Control NI FH LAELAE i H 7 19 v A A
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CA Access Control H{r] A F F i 2 Wi AZ A

3. CA Access Control # & H P /2 a4 P ke SR P24l bi, CA
Access Control U2 GROUP B XGROUP 2K+ 4 (110 5% 42 15 A5 &1 h)
AUDIT J& PEIE

WS PO L HAL e sk £ AUDIT JEEIME,  CA Access
Control MIAf F SAEAE A% F P IR A S P AN 2 41k 4 B
ZH I S A BN AUDIT JE IR, CA Access Control I 2R 457 [
HRZAL AL 1% ) o

VER: WERH P2 AN A 51 HIX S 2] A AN R R B A, IS4
HH s iz X 2 B R 1 i A =X i 4 e AL B A
R A

FRE: WH CA Access Control 4 I ZH ) AUDIT J& A kA 2 FH 7 1170 o 1%
Wi, T HAE OSSN T O T A AR S, A B8 S I A%
AW R AAR N o 12 AN 5T B A 2 o A AR R ) B e AR R
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CA Access Control T ] A H - #ff s v A% A5 X

PLF &6 27k CA Access Control UrHrfffi e 7 110 i A AR 5

ERALHTEEER
SREREF

ES

. A ER

FHF Jan [AN4H A I B IR 0. 41 AT FAIL AR, 418
SUCCESS I H#i #ZA . HT Jan RPN 5, R Jan 45 FAIL 1
SUCCESS 1] SRR i A A 2

Ez{%.%:

CA Access Control dpfr] i FH e & A 4L e H ) & PE (p. 34)
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CA Access Control H{r] A F F i 2 Wi AZ A

F P AL P B BRI B AR

MBI P (USER X142 I, CA Access Control 2R\ AUDIT_MODE %3
Bl 25 1% %1% . AUDIT_MODE J@ M ¥ ERIA{E Y Failure. SuccessLogin.
SuccessFailure.

MBI P (XUSER X% I, ERINTESL R, CA Access Control A~
2514 2R\ AUDIT_MODE {H 4 iR 45 1% % .

VERR: (UNIX) ZEEFX USER XF 455 AUDIT_MODE J& (K1 BRIAME, i#57F
lang.ini SCAE [newusr] #4) 1 4w# DefaultAudit {H .

SVl I WS NINGY A I

r12.0 SP1 CR1 Z A, EXF LA N Uj i) #E BN Ay “T8”7 -

w  (EAHR USER ZRAd sk Hh & A € LI AUDIT i, WA 5 & ) AUDIT
A TC B S AH SR T o

n WA AEEEE (th _undefined ek R o) & XHART .
ER: WRMAEAHMEA, CA Access Control WAL AT F B AE
KRE Mo EIXF _undefined H 7 1B PELEIXFRF L R ANGEH o

M r12.0 SP1 CR1, iXUEy)j ) R ERIA H A% 45 X4 Failure. LoginSuccess Fll
LoginFailure. ZEFRAGHINAT R, I IXLEH P 1) AUDIT J& PHEAE S N
“3_5‘” R

%I+ GROUP it3%, R AUDIT BHERME

W BAT A BB GROUP id 3k
w2 P SRR SRS R C S A
n EERFEE A AR

r12.0 SP1 CR1 ZHJ, GROUP skt N 58 — 4l H /o SUH AZ s . ikt
AT 5 R AT AT RE T A I R, 5 A S 20T 7 B EA ) GROUP.
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&
of
S
=

BEEHRA

B (i — AN N BRI B . ol N BRI IE I, LA
AN B ZEIREE, Hvhnids & T Ui L), T CA Access Control 43
BNE % H &S H AR P W, H V5 ) S G A 15 A
s MRZE P A SRR A T 5 X

{NHE CA Access Control Ab—5¢ 4= 18 st X I 28 545 A %0

HE: seamblbzlE cA Access Control for UNIX it SCRFIME—AEC . CA
Access Control for Windows 14 2 57X B #Z A5 2

MBI BAE s ) SRS I, T] DA R A, SR A 5 R,
T AE St SR 2 i, n] LAY W A% H & DAY i T s S ms i 46 . 1
A LI H] seaudit iy 2 Won HAZ H ki o

WK EAG B warning, WIER] PEZIEE TSR R g yEg] ek
bR, Yy )i s U ) RIS, CA Access Control K /2 14F1%
Yiml, FAESI S AEREAEZ KFEZHETE5AEH.

BRI R R B R O A RO B T A B, R
EJE T AT HIE NI MR T &S, BRI Ab T
o

HER: WORTHEECE AT B Y warning, W RT LK ILE T G OF
AR A SR AT 1% R T

BRFEE TESHEA

VU ST W U BN R, T 75 SR AT s .
VERE: B T4 SOMVEIT T A, I AT LIS K T T
(p. 168).
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2

HREETESER

1. {E CA Access Control Jii x B BHL r & #2045 LU BE U5
W WA B T

2. Bl R IR
W WoREF YR BRI A A DU

3. MeE BT, REHE RIS
B U PRI A T A T B

R s b, Y AVEYy A EZ s )3 souh ) B, CA Access

Control ZGZCRE 5L B AL H & I I Bt Y s W i s Pk
KIAT ZIRAE

il sereport SLFHFLT (RG4S 6) A F A T BT A 7.
Bl KSR TR SR

LU selang 7= 943X c:\myfile & T2 25 B

chres FILE c:\myfile warning

B TR BRSO R A

PLF selang 7514 S0 c\myfile ff%8 45 455 20 B

chres FIlE c:\myfile warning-

myfile LEEANAL T2 285 4550, AL CA Access Control ¥4 5%} myfile 5 il $44T
Ui 1) KL

Bl R AN E T E SR

LLF selang 755165 2% i myterminal B T35 F L.

chres terminal myterminal warning

CA Access Control SCVFALAR[ AU ' 2 myterminal SE4T 15 in) , {HZ %)
AR A0 AR 44 A2 2 S U 1) ) P SR A 3k
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&
of
S
=

BRETEEEN

AT AR R T A Il B TS, AR Il A BT
2o AT DU A B Ok i P2 U7 ) RN R 25 5, T G 7 stk A T I 4
R
BRETEEHEA
1. 1F CA Access Control Jifi i B P A1, FATHN R HEAE:
a. b “EE” S
b. Hili “EEE” .
o “RBOS” B,
2. NERE PESHISE T B AR R,
3. iy “ORAFE7 .

BEI B B — 25 ifA Ve B, A0 D BE B CA Access Control %
Iﬁo

HH A TES R ERR
SIZJiti CA Access Control 1], 88 WA FHE A B AR I IS5 Tt o an S A8
€ P HA U R H T s SR A N AR, N o S 1, 2 S5 CA
Access Control ¥ JT 4 s il AT AH ICIE (T R o

TR AL TR BRI BEUE, ) AR — A Bos I b T i
AR e

AR, ERMA LT
sereport -r 6

CA Access Control J 1 E 4R F5 o

R K sereport LR IITEAIG R, W2 (24751) .

168 G s FHFEF : T UNIX



2

AT E SRR

STt CA Access Control By, 88 WA FH 28 T o A DA I e il i o 000 SR A5
S H P BAG V5 o) SLAT 75 SRR AR AR, )R 56 A1 45 85, 2 Ji5 CA
Access Control $5 - 4f 55 il 404 T AH I T AL Ul

T H AL TS B C 2R, 80T DU CA Access Control g7 b £ #

R RIHR, WA LLT selang fir 4

setoptions cwarnlist

CA Access Control i 7x—/ N3, Horb 7R Ab T8 5 B R 2.

HER: fiK setoptions ITEANME L, 1S (selang Z%1577) -

WTPAT RG4S

T80T e 7 B E I A HAT REUEY KT R RS 3 N R P 545
TERGAES ), SN 7 5 15X . CA Access Control RN, —
HLAH € Ae AN 2 50 P Uy ) JEIT s 200 B, DS 5GP 15 A5,
2 J5i CA Access Control 5 F- 45 5 il S AT AH SR [ A
LAEPAT R YA AT B SR, AT LT R AE:
1. AL selang FUNAETF4h 44 2 HH 18 4 28 1 4 5 45
setoptions class(NAME) flags(W)
2. PATYES.
3. {EPATYEY 51817 seretrust SEH T H..
seretrust & A5 AT AR BT B 10 25t 176 b s SCHORE P 22 4250

T 1) selang v %o

4. ZAT selang fir 2 K B R AR HAE B b e URIFRE T .

5. AEFHELT selang I M rh b B3 2 4 B C LA RS FH S S i«
setoptions class(NAME) flags- (W)

6. Pr%& CA Access Control H7#% H & 304t .
B AZ H S AL 2 e 47 52 M 1R PR YR 1) 4

R AKX seretrust LT EANE R, WHSW (Z£751H)
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A% H &

B % H S

AL SAFAGAERR N B A% H A S o W% H & I B TE seos.ini U
g e . 1T LUE ] seaudit SZ 2 EX CA Access Control Uit i 45 # %71 H o
¥ HE RE s G, 42 B TR) B ) i 2 A 2 R S5k 0 1 =k o

HERE: K seaudit NIEAFEE, WS (24754)

B H S A S, (EE ] DUE A H ks T 5, i cA
Access Control K7; & Fi A% A5 Ko 26 R IH IR o A% H SRS B R, DA
5 DL X0 W A

BB UL T, BT seosd F27 1 root FH 0T, BRI, 32805 & 725 seosd
{1 root Fi /BT BB 5 8% H 3G o T FRIRER R A, #5448 F AN 1) root
FH P 4% B 5N R 8 v A% H & .

H TAEHAR A o] DLz s % H &, e su GEH ) Bl
root /I /', CA Access Control £ seos.ini XFH AL AN H, HTHRE
KPP A B B gs H &S
. NEHHATHZHE.
TRk S E K A% A2 auditforce ZHAG AT A 01 . 1575 SLIX BB I
A DA SEA i A% H GBS . G seos.ini SCPF,  LAEN [logmgr] 8
211 audit_group Fnic ¥ B M auditforce. Z Ji, CA Access Control ¥f
$27 auditforce XA A% H IR . 45, 1R8I TAER,
B I ART A H F A% H S #0H auditforce 414E A H P13

H &L G 8RS F—Frd, BL T fEENAIZN f5 & R A Ao
WCEE R o AZ H G Vi B o VR, 8% H G AGAT A HoAth So 4 —#
%% Access Control ZJ3, fij CA Access Control U AT LARH 1 FH 5 1)
X H &,

» S NEHATERRHE, €PN e %S AT

REHE R

RYUH I DS T AUDITOR JEMEIH P o 8 SCH ARG H R I ]
PAPAT SAZAT 55, 9 a0 S8 5o BC 2 R 7 R0 g8 Y (1) o A% Je Pk o

AT LA AR A EPAT FAZAEST . AR — & AP 2% b AR o
RIE A% AR, H R n] U] H A% T
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A% H s

wEHSEETR

SCAFE SN

WwE HE1EH

1. AU H B R N E S
AR A% ] seos.ini XA RouteFile Anid S ATH5 € » 75 | CA Access
Control 22 H AL 1B 0 & SC A4 44 4 ACInstallDir/log/selogrd.cfg,
H.Hr ACInstallDir 3 CA Access Control #2235 H %, BRIAN
/opt/CA/AccessControl/.
&0 LALE H 3% AClInstallDir/samples/selogrd.init H' 21 H AL oG il &
TS o A AT DABIEE B DL AT I S, A AR TR PR H
S E SO
FE)
host destination
Xt destination, iy N NAZRCE AZ L R EN LR RGUK T
HAEL BRI, Vi FE g R,
ER: A XN E SHEENTEAG R, WESW (SEHEFIER) T
selogrd ST .

2. FBALHZAG BT BN LR s R 48 )5 6 R (selogrd), F14E
BISARHZAS BT BN EHAT R 25 S FEF (selogred) .
ERE: AXMHRXYSESEFNIEANGE, SR (2£750) .

R TR, H AR T RS ] DURE S AL B BN 2o e . T
S B BRCA H bR o SERT DA T LA A H A H S E R, 8%
e £R a8 Jm B R Pl 21 ARl 0 H & b 5 O I 5
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ks %

T MISE SN, TR H S A S SO A selang iAo B,
R AN root F 7 1F) setuid 175 KA JCSThHR HY I #i %HﬁHF‘
John,

1. KHLLUT selang iy %
chres SURROGATE USER.root notify(John)

1% chres 24558, B9 N H P ACH root H I, #0KE A1 &
I]E’J B AZ H &L, 1M seosd i &R PRI A1 H /7 John. i%)5 S 1T
G R R Ay 28 277 R0 5 1T T A0 %

2. BB M MRt E T AU, AT B H AR thic S
WL =475
Rule2
notify default

VAT AL A A 330 A DAy 308 R o A0 3 B AR R A7 S

R A REE S UM E H SR8 s S PR E R, 1S
W (ZFH5H) -

H BB

CA Access Control fifi H H i AL J5 & F2 7 selogrd % H 1R Al v 4% H &
o R B ML B A H e S B B A L R 51‘%*:
ASCH SCAFAS B P g RS = DASIE T A% IR AR Sl 1 2

N T AL AL, selogrd 1 FC B AT selogrd.cfg. %341 H
PR (BAMEIR) A% H S L BRI (BAME ) B R .
B IZANI5EHEEU I, WES (=FEE) .

HS s &

BAL seosd JH BN 2] 4)) selogrd I selogred, 154 seos.ini (] [daemons]
il 73 H [) selogrd B selogred ARIC B E N yes. IXFF, HizfT seload I,
seload ¥ N1 ENIX L 5 S FEF

%N, seos.ini [f] [daemons] 843 H IAH Y. A AR G R W

selogrd = yes
selogrcd = yes

H &L T AT RPCALIS B %0k, BRI, ¥ HEF NS & T
KBRS EE IEXS UDP i I B TR B2, RA, IXFEJCIESNIE portmapper
F RS 2% 5 G SRS T WA g 1 o BRI, n] DA ARl
ServicePort 4 iR 55 4% f5 & FE /0 Be 10l ag SCAR it 11
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A

U7 KA SO VEI 48 AR 3 111 Cportmapper Jig 1), I B 2
A 2545 1 seos.ini SCAF. U BT KEEAS SRVFAESZ PRI T I 45 55
portmapper BEATIAE, T3 i K1 AR 55w DA 20 5 i 11 028 B — 20

TH 25 P v R iR 2548 1) seos.ini SCAF ) ServicePort FRiC 1 E A [F]—

fH, "TUMRORSEIUIX — . ] LURE — MY GRRG e REFghe 2
feeum ) BURS 4. RTR e RS 4, IR i AR 55 2% #0062 A
AR R RS 3T o 9T, an S48 72 e 55 44 seoslogr, W75 22 [m) 25 7 i A1 i
55 % Jetc/services SUAFUR ML R N 45

seoslogr 2022/udp # Audit log-routing

Up R s R 55 A A NIS SRARATT 55, U 25 5B NIS Hi 55 LA

B % H S AR N

R LU s iz H Sl IR, selogrd 5 & R 5 N i %
B, ARG IR HROGRBE (selogred BUH % HEML 6D o 1L
SR8 W2 A VR R (R S 2

CA Access Control 4 selogrd $24it 7 PRl N 77 :.: CA Access Control b5t
s FiE L adcipher FIH % H & = . S T AT N, selogrd 44 [
seos.ini X [selogrd] 4> HIFR €, L EEX S I DI RE

PR i Al H =228 liberypts ®TRZ N %548 H 1 CipherName A5 id $5 5 11
A HIYIRE . BOAEOL R, %344 N adcipher, BEJRTR TR ILE
FEIFF 5454 . CA Access Control 222t FE4 DU L2 ZE T CA Access
Control/lib HgH, XPYANFLZZE 35 M libldes. lib3des. libIDEA Fll
libblowfish.

CA Access Control 71 3=z e rp e 4P bRy s 5 81, 1 o A% 248 H
KeyFile bric ¥ & (M 530/ (ERIME: adcipher.bin) .

i UseEncryption P AR TR N 81

T CA Access Control FrUENN%E, 11548 %€ UseEncryption=native

w  ZHIT adcipher i H 1% H &N, 158 UseEncryption=eTrust,
J1: 4 CipherName Fl1 KeyFile ric 5 A& 24 1 {H

m  HAE selogrd %, 145 %€ UseEncryption=no.
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ks %

i H RefuseUnencrypted Fric 852 SRR A N A % . iZbrid S
UseEncryption Fric—## f, W% UseEncryption & M no, MIJiZbrid
MO

n AR INE N H A%, 1R € RefuseUnencrypted=yes
B2 OB AR I M4 A%, 545 € RefuseUnencrypted=no

HER: selogred J5 SR seos.ini SCAFH AR R BRI -
TR O A, T AT UL 1) sechkey SEH T H.

HEPH ! WR ) AR S ALK, TR selogrd FICAE &AL I AH
(7] R 3G s SRR e 6

B ERE IR E R H S iE R

selogrd W] DA H K0 sk R IE B H T IR AE H b o f800] DL o 42 2 512
PR IR m) (HTZ) , Wl DME ] SMTP B B R4 % &
15 B M A 4 e 554 o

SO H 2 H S Sk HR AL BT A H e 55 4% W IRE seos.ini SCIFY
[selogrd] #5431 (] UseSmtpMail F5ic

TR AT LAFE E U A

w ffTH StmpTimeLimit AR1CFE 2 MR 55 25 5247 25 I (3 INF I [A]

w fiiH] SmtpMailFrom WARIRIEE “KAFAN: 7 HEPEL B

m  {iH] SmtpMailServer N Fr1HTE & M4 AR 25 2% A1 4E

R ZIAEAER] UNIX HBPESE IR, Tt B e 55 4 7 B
Bz, A SMTP PSR IE B
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A

FC & SNMP PERE

T8 Internet (282 BRI SNMP (fij B R £8P BRSO I R GE, 18
Al LLACE selogrd LAE{# H CA Access Control Hik%ic s 6% SNMP BB

TSt SNMP [EBE, 18 1 4c 3k B4E CA Access Control JZEHHE LK) SNMP 3L
XS, AR JE A X S R 5 AL E selogrd .

VR RG] selogrd ) SNMP 37 J#, Jf H. CA Access Control A&
AR BRI B (Jopt/CA/AccessControl/), WWAZRSEHE B — N EEAR &,
SRJG A BEIZAT selogrd. AR &N T Tz, HoH ACInstallDir & 2:%% CA
Access Control ] H 3%

= {EAIXH, ¥ LIBPATH % 4 ACInstallDir/lib

m  7F Solaris 11, ¥ LD_LIBRARY_PATH i% & & ACInstallDir/lib

= {E LINUX ', 4 LD_LIBRARY_PATH ¥ & & ACInstallDir/lib

m £ HP 4, ¥ SHLIB_PATH i% &} ACInstallDir/lib

W% AF H 5% ACInstallDir/lib 7 & B L =X S FR R snmp.xx Fll
libsnmp.xx, HH xx ¥ A SIS aF5 T2, AlRErIy EA A :
m .0—AXFEH

m sl—HPFE

s so—iTfT A&

L R EAH ] selogrd ) SNMP 47 244, H. CA Access Control A %35 fEERIA
PrE, WLZSERCE LU NG &, SRJ5 A HEISAT selogrd:

m  7EAIX T, ¥ LIBPATH &% & ACInstallDir/lib

m  {F Solaris 1, ¥ LD_LIBRARY_PATH % & ACInstallDir/lib

m 7 Linux /', ¥ LD_LIBRARY_PATH ¥ & ACInstallDir/lib

= 7F HP 4, 4 SHLIB_PATH i% &} ACInstallDir/lib

H.H ACInstallDir J&222%% CA Access Control [ H 3% .

WK T AP BERAE:
1. G4 4 ACinstallDir/etc/selogrd.ext [t 3 1F.

2. I HAMTE IR snmp.so [P 2 #8421 SCF
AClnstallDir/etc/selogrd.ext H', & X SNMP JLZEX R E . CCHE
A BB SRS B e ML= %, X E 2. D il

snmp /opt/CA/AccessControl//1lib/snmp.so
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ks %

o Z, EALJNCE selogrd.cfg SCIF, DA 2 Nifil & SNMP B B (1 5

YERAY, DLAAEMbR SNMP BABFRS, NIl &1L & . BeE AEH 2T
oAb A5, A VEN snmp 45 EA4615 RS .

#iltn, fEi5 CA Access Control Jii 2 F1 5 A I S230E SNMP BaBE,  Fo¥
XL SNMP BRI I 20 R 545 AuditPCo JEEE DL #5321
selogrd.cfg ML & SCHF, AT LASE b/

snmpRule

snmp AuditP

include Class(START).
include Class(SHUTDOWN).

TR B SNMP B BIF IR ) A7 AL X A4 BR 10 W4 5%, 348 HT LR s 2
snmp gateway[@community name]
7~

snmp AuditPC@secure

A, fn] U I H Al A B0y () R BET SNMP [, sl AR AT A0k
AL E
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I BRI e 4

T8 H P BR R TR 2%

WA P B E A PTER S, WRRR S N H P B ERER LK N, K )
seos.audit A5 AVLECIT H AZ 0% « FESEATIRAS T <eAC > H1, XL 1%
e trcfilter.init SCAE0f% . 75 CA Access Control r12.0 SP1 A% 5 = il A<
Hh, P R BRI SR AR B A0 S audit.cfg SCPRTRIE, % SCAFTRE I
A HAFH ol 5%

AT TR W AZ LK I 3L M trcfilter.init 3T4% 2 audit.cfg. WIRANITHE
i, WA I FH - BRER T AR B 1 o AZ D 3

FER : BRESIC AT IH H trcfilter.init Tk . ASK BREETRIE S5 M trcfilter.init iT
% audit.cfg.

TEBH P IREFTRIE RS

1. 1F trcfilter.init W, A4 EITRE M H P EREATHIE RS .

1F seos.ini A1) seosd #553 H 1K) trace_filter 15 & i 5& 1% SR A
EO

2. {E audit.cfg "', TEHIALL T AZ, b usertracefilter /&K H
trcfilter.init [ 1 ERER T IE 25 -

3. (e XMEANZELTH R S ERES Ry A PR 1R 2,

s IR P ERER T %

ez, U H P ERER IR IR 4847 T trcfilter.init SCAFH

*ExampleFilter

TUTH M P ERERTRE RS 15 TE audit.cfg SCEFTP S —ATHEN LA R 25
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i)

B 14E:. FEMBHITEE

SEFR A3 LA A2
22 R ABRJETE (p. 179)
YIPERL (p. 181)
JITATAL (p. 184)
PR (p. 185)
TP (p. 187)
PG 40 (p. 189)

2R PR &

SR IEBUBIEAE I ek A . SR RBEBUS RSV P AT R
SR TR AT AR 4 SR B PR I D AT BRI

ADMIN Bt

S ADMIN Jg M, A L3 AT CA Access Control HJL-F- T IR % o
LERE 2R s SR EAS ADMIN JE PE R P mT BLse SCRSE T $cdie 14 vh 1)

s AR . 1X /& CA Access Control HH i K1V @, (H 2 Edf
BT <

w URE R T — AN B AT ADMIN g, eI R
111y H AR IEiE AL sk IER ADMIN J& k.

= A5 ADMIN J&:{H 3545 AUDITOR J& PEIH S ASGE S ot Fr . 4iak
PEUR TR B AZ I CRAZ AR ) o iR 4A84T ADMIN J& I HL 5 5
T . BRI R, 3 B 20 AUDITOR J& s

m  EA ADMIN B H P TCiEEMERE O 7 (UNIX B root Bk F 8%,

Windows _I*[] Administrator 1k f*) , {EABATTR] LK root FH BN
4E ADMIN F /6
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R RUBR e 1

AUDITOR J& {4
HAT AUDITOR J& P (1 17 ol UL AR e 5 00 - %+ AT AUDITOR J&
PERIA T, JL R ABREHE LT A2
w AR R T A R
Hi 4% 4 0] LAFRAT selang -4 showusr. chgrp. chres 1 showfile .
w AT DABCE A ISR A AR AR
B AZ 03 7] LLBWAT selang 5% chusr. chgrp. chres 1 chfile.

OPERATOR &1t

HA5 OPERATOR J& Y 1 H /- 16 Fir - SCA 1% READ 15 [ BB o A FH % 1
AR, AATTRT LAF e 2 v AT N 2, BT BUSAT & k.
YE 1Al {8 FH showusr. showgrp. showres. showfile il find fir 241t 4
FEid k. JEik OPERATOR JEME, I/ i&n] LAd ] secons SEHIFET

HER: K secons SLHIREIFITRAIE B, WS (Z=F771) -

PWMANAGER & %

PWMANAGER J& P 0 H HIUH 2 A H chusr 5% sepass iy 2> 58 el HAh
JR L R

VR ZEi PWMANAGER 5% ADMIN FH /7 (13508, %5 ¥ & setoptions
WA cng_adminpwd ET . FRFEAER, ESH (=F7/58) .

PWMANAGER Je& ' AN 55 5 5008 FR sk B FUAL ™ ) e i) B
PR PRI AR o

PWMANAGER [ BRIE 045 showusr Fl find iy 4 A8 H o

EER: WRH K nochngpass J& 11 1% & 4 yes, NI PWMANAGER JGik &
oIz R A
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A

SERVER &%

IGN_HOL B#

I

S5VFZ HAth 22 48 —FF, CA Access Control A V5 LA F ) 1e] . “H
FUA AT DA ) B X2 7, SRR ] DA ] R — ) . PR
TR LAV ) BE5 X2 7, ANk, RN SR VF V2 T SRR S IR 3ERE (f3)
W A R 55 A AR 55 BN SR N, R P ) AR IAD H P ) BFR -

SERVER J& 'E e VFHERE ) 0] FH P AR . A5 SERVER J& Mk v & 1 FH 7 ml A
% i SEOSROUTE_VerifyCreate API.

R A RE2L B CA Access Control API [RIEE4IMS &L, 15217 (SDK
ERT) o

Wik IGN_HOL JE,  FH 7 ] AAEAB I IC 55 e ST A B 0] B Y 85k o
HOLIDAY K [N e L— a2 AN (] By, AEIX LB ey,
JUEBERAMYUE A e k. W IGN_HOL J& Pk, H /Rl LABEIN & 5%, A
AR S5 P s SCIRT R B R B ) o

HER: A1 9< HOLDAY RINTEANfE R, WS (25754)

ERHRATRURIEZ BT, 7L AR T R I
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YA

RFRAFR

MBAEERA MBS (BN TRARD , AEHE A AR A &
o A AEEANANRA GEHAD o SASNEA A RE
T A5l I DA WL 1518 T

1

ey
|

[ [ |

& 20 £ 30 £ 40

I ]
= & =
500 E00 700

2l 1 42 20, 30 F140 =24 . 41 30 & 500, 600 F1 700 =417
L. 41600 LA 30, 411 %A,

HRAUR R

BB BT AN )0 SRAE W I T AC R AT AT . I — Ml
SKEWENMAES . SRR IZIC AR .

— AW DA B sk R, FEIIACR AT, ATy
BUH P AR B IXEURp R P R H QP e b B T AL
JE k. ARBUBPE T

= GROUP-ADMIN

= GROUP-AUDITOR

= GROUP-OPERATOR

= GROUP-PWMANAGER

join fir % AT IERIEAUI T Al LU D BEEIX LR . join fiy< HI
TR ETAT, JHRER T INARBURME (WERAD

PUATBLFR ¥4 57 RT e BAS AT RER A BELE LA B AT ik, X
R HERAT X Sl %

BEZER:
PR (p. 184)
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AL

GROUP-ADMIN J& 1t

P B BUR YRR AT DL B A . BRI, 4L B B
AR KM PTAT

LKA B A% AR T R BUR PRI A . Wiz g2 H
ABZLIACAL, WP Fid ) Lok B R B —A 74l AT SRR N
Vu . SRUEMEBORBIBN] T 41 B8

H A4 GROUP-ADMIN Ji& M1 F 7 XAt AT T2 9 B b e s A BA R U TRl A

PR«

5 17 BiEA i

TR W RIS JE showusr. showgrp.
showres. showfile

g ERR P AT I % . A ZFE R newusr. newgrp.

URCER newres. newfile

Bk B ek 1 JE P chusr. chgrp. chres.
chfile

5 D I B8R e v e S rmusr. rmgrp. rmres.
rmfile

R FHP A S E - P 545 8. joiny join-

GROUP-ADMIN J& P th A7 B il -

= GROUP-ADMIN /7 JGiZRH Il B O B8 v i), BRLtE

GROUP-ADMIN H 7 TGiE B w1 B 2 2o 22 =900
GROUP-ADMIN H F Tk o BeAth AT 10 1) 22 2 el 22 b s

= GROUP-ADMIN F ' JoiZ: A A Fh A B 25 FH 7 CUNIX B 18T root 1k
F 8% Windows | [1] Administrator [l )

w JURBRBI S AT “ SRR R IETE” g i 4 R R e v Ok

GROUP-ADMIN H J* Jeyk M B bis 4 o M — ) ADMIN FH 7 e % .

GROUP-ADMIN H F* JCi M B 504 2 ¢ J5 — 1 ADMIN HH g sk
(] ADMIN Ji& 'k

&4 AUDITOR J& P[] GROUP-ADMIN F 2 ek i it . |
4 HA5 AUDITOR J& 1) GROUP-ADMIN FH F i] LB 397 e A A =

GROUP-ADMIN H] 7 TG AT H 7 6 &4 SR AU 7 ADMIN,
AUDITOR. OPERATOR. PWMANAGER #il SERVER,
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PITATAL

GROUP-AUDITOR B

HA4 GROUP-AUDITOR J& £ [ 7 o] LA 290 AT AT e s i) e 1 o 4
%A I 0T LR 2HE L P AT A i S5 18 A AR

GROUP-OPERATOR )&
HA GROUP-OPERATOR J& 1 1 FH 7 ml LA H 21 3 F HR AT ArT i s 1 e
GROUP-PWMANAGER J&

H A4 GROUP-PWMANAGER J& 1 (1) 7 ] DA SHE e He e s 49 e i
ATAR] 0

FTAA Y

s E R AR e sk (357 R e e TR IR IC R #H —NTE &
S ) B A Ind sk, S8R B owner 20K WU e LT
#, WA LLIEL CA Access Control K 5e S ad sk B H F 45 2 Mid sk AT
o

W LU N WA AFf—45 R F, V5 a5 B 0 %

AT E OSSR T

o AR OSSR P E AL R AF A2 AR A GROUP-ADMIN
EREAIDE

w AR BRI SR SR AT
Up R AE MM BT AT Ea A sk (R s, I S AN AT PTAT
AT SR M AR AL 5= AT LR 0 AR

5 19 B frd

BEH RIS JE P showusr. showgrp.
showres. showfile

Bk Bl sk g P chusr. chgrp. chres.
chfile

UilES TR0 I B8R 2 v e S rmusr. rmgrp. rmres.
rmfile

SEE P R P AN 85K ) 54150 . joins join-
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N

SRR

BRI

DR BEANARAE ST B i S HA I BB, W izad % bR
ALK T IR RAEA B IR 4130 s 70 BC BT 3 nobodly o

FITAT BB ) R AR T -

o B R ADMIN T RIBT AT & TV IR 2 7 e =%

»  ANHA ADMIN B BT & Tk g d Az, KA HA AUDITOR
JeE P TR P A AT LR B e A AR

n HBZHT (UNIX _EF root K ) B Windows I [#) Administrator 1K /)
[T 2 AN e W B 2 A IR root.

w  JrE LA A BT 8R4 R R IS TE ADMIN
AUDITOR. OPERATOR Fil PWMANAGER.

o T ETCERLE OO BRIV, DAL
- PrEELESEE T B O RO %0 .
- BT B TGRS BB TARAT (1 2 A 20 B 2 AR aE

IS CA Access Control, SCAF 4778 I LA IS A FILE 281 E Sl sk R g
Ao AT B 2SO e s B e R, B DU 38 o] LURS
HA T 2807 newfile. chfile. showfile Fll authorize iy & H T 4"1%
JGRIRTS

76 UNIX b, S G SO, UNIX 2831 7 48 08 iz SCE R in

. 11T CA Access Control, UNIX SCAEFTAE # 7T LLE L FILE 0%, BRIE

ZIRe s AR . I RIS TR B A o S FILE il TR IRR
seos.ini L1 [seos] #4371 I¥) use_unix_file_owner Frid W E A no.  (IXJ2
NN S W)

NEIVEY] T ARBURYE ST ORER AR i GRS ALY AR
R S AN, (H T RO S a1 BT SR %
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AR

AN

B NEF, PO MUL. MU2. MU3 Fil MU4 #2& Group 1 % 5
Gmw1xﬁﬁﬁam:A%Fow 0ouU6 1 0U7. & Mus B
GROUP-ADMIN &1k, +

@ ou7]
(@g% + OUE]

£ 1

MR B 7 MU4 PAT I 2 4Lye . eafsd 1 aErra e,
Rl ous. 0OuU6 Fi1 OU7.

186 i A ERFRERS: T UNIX



KHANTFH

£ RES, JUAH T MUL. MU2. MU3 Fil MU4 #B5& Group 1 [R5 .
Group 1 &4 H &l =44 )" OU5. 0OU6 Ml OU7. Jlfi MU4 7 Hid sk
¥ E T GROUP-ADMIN J& 1

IIILI?
(@@? A0UE]

& 1

g

I |
@ @ 20 & 30 & 40 ".

‘ooz NI
' VlTEE R —

t

6

NoUa4];

20 1 4& 20, 30 F1 40 =ANHMAR A . HAp N MNBHEAHEANE T %
ZH % 53 B P B B A BT O

UM B MU AT R AL L. e 4E Group 1 #1151
A AR MNET Group 1 MALFTHIA I - MUA [l T
/& 0U5, OU6. OU7. OU23, OU24, OU33, OU34, 0U43 Fil OU44.

WERA AN E T ) A B4l 20, 30 540, X LEL ]
AR )E TR MUa T 0 a2 4L E .

T

ARG (HAA ADMIN EYERIH D) nf DA R 4% T4 B A
PR . IXSCH AR P AR FE B L . B 0 A B BEERE ) CA Access
Control ZREX G AR o 11, ] AFZA -5 B1 3 U B P A2 5 o
A LR ) A B P AR T R R e e R BEARR, SRR

I (5 B
HI S SN BER 8 BE Bn] LU selang $hAT 53X S8 BEYSAT O ) B
5
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TEH

IR R B EAURE T H A P

H & # 01 (A ADMIN JEPEI R D JLF- A AT CA Access Control H
T A HEAE, DI PT RE R 20RR 5 BE SSTRIR S T B L . BEHUT
MR, TR R IX YL J 2T X CA Access Control Z4 22 H RS KA
B, X A R AT AR P AT R BT A%, W R

1. WIS ERR IR AT S — A2 AR,

#%1tn, CA Access Control i ] USER il GROUP &3k 1) 4t i In) & %5 U5 .
I A BB YR VG ) 35 B, IS4 18 75 B4 ADMIN 2R 11 USER 1 kAl
GROUP il 3% .

2. KA AT B OIS E] ADMIN JE 138 H B

flln, kA TEEAEENES L, Wz PR TR
ADMIN ] USER C 55 () B2 15205 T AL PR o

ADMIN &
FEF G (25 ADMIN F18 ] Access Control 13 (ACL) #H I D B
PAE AR 5 HA ADMIN JE 21 H P AR AL A3, ADMIN 2
TCSE I ACL F ] P B BR AN PR Fid sRARR A 2 5. i, ADMIN 25+
1] SURROGATE i s fiffy e W4 A /= ] LU B SURROGATE ZR 11 3% o
HERE: K CA Access Control RINTEANE R, WESH (=F/51) -

ADMIN ZEHR R 21l s i ACL H I P ol LT BA R a4

i 1A LA fird

ERilg WoRFEH LK B showusr. showgrp-
showres. showfile. find

ik LES A LT B Al 5k newusr. newgrp-
newres. newfile

(s BRI JE chusr. chgrp. chres.
chfile

Lil5S TR B 4 2 IR TR 2R 5k rmusr. rmgrp. rmres.
rmfile

EH s A P RHER R I A . % join. join-
i ) B PRI A GROUP 5%/ ACL A
o
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SN R

i L e

N P BIE 2 b B P R i K L chusr
g o %7 AR P2 T IR S B
PWMANAGER J& P 11 FH 7 (115 TRl AR
AH TR o 1297 AL FRANAE USER d 3% 1) ACL
A

P ADMIN ZEBRR A 7 A LAR PR il

m  7F ADMIN Z&[] USER i 361 ACL H i S FH - To i B B0 2 b i)
% J5—> ADMIN H /7.

= ADMIN M 7 e AT T4 i P v B 4 SRR & 14 ADMIN
AUDITOR. OPERATOR Fll PWMANAGER

= ADMIN M Joiksm bl e 9 s i, A5 H A5 AUDITOR J& T
ADMIN ZEA ] DL BB i AZ A A

m  ADMIN ZEH] P IeyEMIBREZ H P CUNIX /Y root 1K 7 5% Windows I
] Administrator Tk /), {HABAT A LLKES root ¥ B 4 NOADMIN .

= ADMIN M JGiERLLE B OO BEU AU ), PRIt
- ADMIN J&JT 7 Jei N BRI e i 1 A © 2 g0 2 90«
- ADMIN J&H 7 Jeik o BCAA 1A 1) 2 420 B 2 A b 2 o

XL BY ARG AER— 873

IR

TEAEIRI e oy 4l RO A7 B o e A5 ) DS B Bl e P 45 S I R
%
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S RE iR

TR B RE

T Ay DL I Y 285 ) e CAE S, DR B fe CAE s e e, %

SEOFTI R TAE v, E BRI, IR ) 2 8 7 22 AU

IR B e O RE CAE s s PR I 7 o e B AT Pl
L, HROAIAE CFE T A il B e v 48 14 FH P e s v 6 B 2 1 JE

w PRI R A 5 0 I A 2 i B 5 SR, 6 AS b & i 457 T U o) s B
TAEST IS ANV RIALRR s 50, S8 TeikAEm e AR AT CA Access
Control ‘& #,

fEBHER NS 1) T B (_default) BY UACC 255 AN V7 AR, #50] LLEE
TR T ARSI N selang 742 shelle AN, BBEPATAEST selang #r
4R A Ath 7 Sy M RE R . A8 A IR PR, AT DA SR
TR TAEYS, (B Z TAERAT CA Access Control B,

LA 735 W T WRITE 1 READ A PR [H] FR) X 1)«

1. ZEHREEA VI AR A READ FRHT o,  RIE R 53mT LA AN 1% 2 g
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