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M| 2~o] AR 7 FU T AAre] 9 A H| 2 o] Tk 3 A g
SAHHA 2E-] A 2)e] A9 AA dA2EQ F27F gyt
Windows A H] 29} e El HE A2 A2 g Hefd U= =S

Ab-3lok o,

H 3 ¥ Windows A H] 2~0]] T 3+ N M| 2~ A| =5 W 2 H WINSERVICE 23] ~~
9 2 A2 Ol & *myService* 2] A M| ZEE BHH = A EHE
21 B Al S

# A 2~ E 2] oF A n] 2 7 QlE]H| o] & F o] T 2 E5f A 27}
A S2 %] 43, CA Access Control & AF-8-2F7} 4 ] 3+ WINSERVICE 2] 4= 229
gk RE AL Y ZEE B A G T

of: A 2Z 8 AMu|2of 3 BE A& A= B

o] o= AF&A7F thE- 3} 2ol Al gl o] CA Access Control o T3l <14
2Ee) Au g Ao ok A g

er winservice spooler defaccess(none) owner(nobody)

29 S 3} 74o] seaudit & E 2 E| E A}£351¢] 912 AE e AH]) 2o
e BE A RS YA T S gy

seaudit -resource WINSERVICE *spooler* *

A ] Zz=o gk A M| 2 A =7} 7] =%, WINSERVICE

o] B ¢l =2Z&Y
R A AR EE g =9 Ak vt AR

el el o

F Qg

seaudit - Audit log lister

3 Apr 2008 16:48:53 D WINSERVICE bigHostl\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

3 Apr 2008 16:48:53 D WINSERVICE bigHostl\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

3 Apr 2008 16:50:53 D WINSERVICE bigHostl\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

3 Apr 2008 16:50:53 D WINSERVICE bigHostl\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

3 Apr 2008 16:53:53 D WINSERVICE bigHostl\Administrator Read 69 2 Spooler

c:\WINDOWS\system32\services.exe bigHostl.comp.com
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3 Apr 2008 16:53:53 D WINSERVICE bigHost1l\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com
03 Apr 2008 16:54:10 D WINSERVICE bigHost1\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:10 D WINSERVICE bigHostl\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:19 D WINSERVICE bigHostl\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:26 D WINSERVICE bigHostl\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:26 D WINSERVICE bigHost1\Administrator Modify 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

Total records displayed 11
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Windows | A A~E 2] H.&

rlo

REGKEY %! REGVAL B ZE=9] 72+ FUULh Zt 2= & oh5 7 2
NA| 2= A o] F-Fo] EFFE| o] JFU T

= ACL
= CALACL

= NACL

= PACL

REGVAL 3 REGKEY #| == B v 28 5 A3 A~ 795
38y

= READ

= WRITE

= DELETE

= NONE

ZF31: CA Access Control Bl A ~E 2] H$ = sl HE 2= W AR =51+
AR ~E T 21 & H 5314 &5 YT Windows Server 2008 ©] 4

Al 22 Bl A AL 7F NONE Al 2= {ohS ARg-3le] HEH g~ Ed
Zholl A 2~ = 2] =3} CA Access Control ol 4] REG_NONE Zto] ¥kshs v o},
REG_NONE #t-2 kol a5 SRlskA| gk gho] F-3lQ1A] #] 4 s1#] 5T
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1. REGKEY % REGVAL = EH_/: A= /\}%S}Eﬂﬂj
J % HE}
2. RT3l E PR 2RED 7] B 9] o] 5 & & REGKEY H+= REGVAL
HZ=E WhEY T

237 B e A A A AR YR AE AR 0|28
AFSEIHA Q. L EFEE ALESo] 7] T HE EESHY 7] B
a9l 7] k= XA 5 sy

o] A YA ~E | 3FE-2 CA Access Control ©] #| Z =0l A &-3F= 7] &
N A 2=} gHA| EE% [Bh=3

3. (}\'] 2 /\]'75]') A]-VQ-X]—QJ— IO5E | MM~ H3} A REGKEY T2
REGVAL 510 Q1= o5 o) 4] 2= Alo] =-5to] ke oh.

of: NONE ¢] 7] & A AE FRIAEF 7]0] A F

& selang ™ &2 NONE 9] 7] A M| A5 YA 2= E g 7]of A&t}

er REGKEY HKEY LOCAL MACHINE\SOFTWARE\Test\Keyl defacc(NONE) owner(nobody)
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2k el 7% a4 a4

=71, ol %
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24

ekl 7)o akgl 71 54 54

71 47

ak9l 71 W=7 5§ 5§ 5&

a9l 71 FHe,  §& 5§ 5-&
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v B

A7

ak9) 7ol B2 918 38 38

slolH 2=

FeddREE

ojl: READ 9] 7] & HM 2 & HR2EF 7] AF
T} selang 8 % < READ 2] 7|3 A M|~ 5 g x| 2~ E 2] 7] A|&3Hth
er REGKEY HKEY LOCAL MACHINE\SOFTWARE\Test\Keyl defacc(READ) owner(nobody)

1A} Keyd o g 7] OA) 2 Thgt B,

3 Windows Server Windows Server Windows Server
2003 o] A A|2~¥l 2003 ©]/¢ 2008 °]%

a9l 7194 §& 58 58

7] ¢171 5§ 5§ 58

71 4, olF A 75 75

v 7] e

/\1—11]

7]l o gk 7 7 A5

SfolH 2=

EedRE

A 58 58 58
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ol: NONE 9] 7| B AN AE g R AEF 7] A Fted A+

T}S selang ™ 2 NONE 2] 7] & A AS YA 2Eg 7|9 BE 319 7]9
A3 g,

er REGKEY HKEY LOCAL MACHINE\SOFTWARE\Test\Keyl\* defacc(NONE) owner(nobody)

St ETFE(*)3= Keyl ol A &-5 %] %3 Keyl o] B= 9] 7)ol A& 22
Keyl €] .= &}9] 7]l th 3k 2= P Ej o] a7} P EE
T2 0w Q13 Keyl 9] o5& WAL AFA|EEY] 918 A2t A R U

o] &2 Keyl ] gtoll st AA~E & &3t} Keyl 3H9 719 ak(l:

Key1\subkey1\2] #k)oll th gk o 4] 2~ = Windows A| 2~ &l 7+of| th5 Yt}

m  Windows Server 2003 % 1 o] & A] =Bl )| X = keyl 3} 719 dkS
%ﬂaﬂH%ﬂwihﬂﬁﬂﬂ%ﬁ%ﬁgﬂﬂ%%%%ai
AFA|SFAL 81 7] 9k A M| == 8- YT

m  Windows Server 2003 ©] A A] 2~ Bl o]l X = Keyl &}9] 7] 2] gkol gk 2=
NA| 227} AF-H YT},

of: NONE 2] 7| & NN AE g R 2EF ol A&

t}S-9] selang ™ %2 Windows Server 2003 2! 1 o] 3~ A]| 2~ Elo]| A NONE
MA| 2o} A 54 A 2EL ghE B

er REGVAL HKEY LOCAL MACHINE\SOFTWARE\TestKey\valuel defacc(NONE) owner(nobody)
ZF31: Windows Server 2008 ©] 4} A] ~Elo]| A 227} NONE XA 2~ @3S
AbE5le] WS A A~ET Fholl A A~E A =3} CA Access

Control ol 4] REG_NONE #to] ¥k U t}h REG_NONE &t Zto] &%
shRIskA vE gho] F-AAQ1A] A| A kA FEFH
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2EF L 9o Hlo] EQU ) 7Y ~E L 14 do|E & ¥ 3l
g g gt F7t R E AT FULE dF 59, 719 = dEtdl ol H &
s 2EHS WE F ASHH

s 9] A o] ARt o] 88 5 AL el

e &= TFS
2~ E g tf gk 2}A g W] -8--2 MSDN(Microsoft Developer Network)
ol B g §) Alo] EE FEsH4d Al 2

FILE 7F 2] S 214 3}"H CA Access Control <= 3} of] tfj gk 7] 2 d] o] H]
2EYS 2507 HEY o & 59 c\foo.txt F LS H 3 5l=
T2 \foo.txt::SDATA o thsk AL AstE A3y} 131 L} CA Access
Control = 7]+% o] 2] ] Hlo| Y ~EYH S A5 0 &2 B S aHA] FEFH T
ol&d alM & F7F Y B 32 & AAd el of Fth

=
. 54zEYS

ru o
}0
ol
o
AN
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)
oo

_|>«
lo

&
e
=l
i
o
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oX,
ol
o
il
>,
to

drive:\path\filename.ext:stream
« 5uF2EYS) 54 2EY FYL HE
DR LR

)
=)
i
dlo
ofl
i
o
fru
“
e

drive:\path\filename.ext:stream:type

. REZEYS BESEY e YHOR A 5 T
24N

0
o

drive:\path\filename.ext:*
o REIUIY AEHHS

oy

R

a
e

rr

T} selang ™ & 2 c:\foo.txt Lol A= H= 2EHS HE 3}

%}cz] §E)3'6114‘E+

er file c:\foo.txt:* owner(nobody) defaccess(none)

od: 54 2E¥g HS

ull)
o
t
fos
ol
rir
i)
e

UF2 selang ™ %2 c:\foo.txt I+ o] )= mystream ~E

2 A g o,

er file c:\foo.txt:mystream owner(nobody) defaccess(none)




i 2 SR

YE 9 HS
%] % CA Access Control & 23} & F+ 74 38 o] Y5 gd &
B35 38l7] 913k 13 & 3}”3“4‘3}.
s U

SER DS

H e A e 7 e, o ), HelE el 2 el & 2 5 g o,
W5 9} 1F2] & selang ol A H.o] %] ¥ ow 72X ¥ %] 9k v} 8} A Ut FILE
TS 2 skl W gl A = l'%"]'%} T AU o] 2] FILE 77 3 &
AFA| 8}H CA Access Control ©] U5 3t 112 0. = =& HU T

d)o] el W o] 2~ 9} Y-S #)| £] 3} a1, CA Access Control ©] W5 3} 12 &
AHgslo] B 5k 93-S ohg A2~ {EHS ZEs Uy o
m  CA Access Control W5~ X Z A 2~o] tf gt 24 gF o M| =~
7B} EE AR gk ¢ 7] 2 A @ (El E sk A g-) A~
CA Access Control ©] W3- 3} 1 2] & AFg-5)e] B S 3}+= 9 d & t)g
A2~ A ZE5 YT

m  CA Access Control U] 5 3Z 2 4| ~ = d| o] ] ol o] 20| T3t L E ol Af| 2~
52 kgt

= NT AUTHORITY\System A}-8-2}= d] o] E] H| o] 2~of] T3l ¢} 7] oAl =~
AES zr= )
. BEUE HIAE o] s o] 2of tigl A2 Esto] gl T
%h_ r12.5SP3 o] A E.E tFE H Aol tgk 7] E oA 2~ A gho)
BEAFUT o] d "] 2o A BE oE I A= 7R 0w
1 olglH o] 2wt of ti3l] ¢} 7] AA 2 ko] JAFH T

i
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CA Access Control <= U5 3+ 72 & AF-&-31o] th5 9t S HE )
E F A dell= HAAEY 5HY 7] 9 3 YA E A A sk

S (S G5t A ) o] U H o] 915 H T}, CA Access Control 2 TFS-
A ~Eg 7)ol YA ~EY 55 244 gt

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\AccessControl

I DY 1Y A WA 0 GolH ] A4 22 2ol gy th
ol e] g wpel o] §13 = A 4 Gl Th

BT

HAXEY 39 7] R &

712 59l 917

seosdrv.sys

%SystemRoot%\system32\drivers\seosdrv.sys

cainstrm.sys

%SystemRoot%\system32\drivers\cainstrm.sys

drveng.sys

%SystemRoot%\system32\drivers\drveng.sys

pwdchange.dll

%SystemRoot%\system32\pwdchange.dll

SUSRAUTH.dII

%SystemRoot%\system32\SUSRAUTH.dII

eACSubAuth.dll

%SystemRoot%\system32\eACSubAuth.dll

eACPasswordFltr.dIl - %SystemRoot%\system32\eACPasswordFltr.dll
2= SeOSD\dbdir AClnstallDir\Data\seosdb

2] 1E1 H o]

7o)

2E =W g2 lang\help_path ACInstallDir\Data\help

AClnstallDir\bin

seosd.trace SeOSD\trace_file ACInstallDir\log
seos.audit logmgr\audit_log ACInstallDir\log
seos.audit.bak logmgr\audit_back ACInstallDir\log
seos.error logmgr\error_log ACInstallDir\log
seos.error.bak logmgr\error_back AClinstallDir\log
seos.msg message\filename AClnstallDir\Data
stop.ini STOP\STOPIniFileName AClnstallDir\Data
stopsignature.dat ~ STOP\STOPSignatureFileName ACInstallDir\Data
response.ini SeOSD\ResponseFile AClnstallDir\Data




vl AAZED 39 7| L FE 7]E 3d 94
audit.cfg logmgr\AuditFiltersFile ACInstallDir\Data
L 78 A Aol thgh ARA g W82 FE oFIATE A A S

78 el 75

CA Access Control = F1718F 13}l -S H 5 517] 93] A A 5 7] &
THEUTh 7] 8 9 522 selang ol A Kol 2kAE 4= 9l Fu T

T}S- 3£+ CA Access Control ©] 7] 1} =]
< 7} o] uld o tfj gk A2 A3k 5§

Lo A PMDBD/r = 733 5L o] g H] o] 2 (PMDB) 7} Sl T B E g o] i
pmd_name < 2+ A xﬂ wmdao] o] EQYrt}, 7| A © 2 pMDBDIr =
AClnstallDir\Data °l| 3554t} PMDBDIr 2] § *| =t} gl A 2= E ] g9
oy o JdFU

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Pmd\ Pmd directory

v 7] 8 A2 &€ A=A
AClInstallDir\data\crypto\crypto.dat NS sechkey
ACInstallDir\data\crypto\def_root.pem* e sechkey
AClInstallDir\data\crypto\sub.key NS sechkey
AClInstallDir\data\crypto\sub.pem NS sechkey
ACInstallDir\log\policyfetcher.log el7] +policyfetcher
PMDBDir\pmd_name Read, Chdir -

PMDBDir\pmd_name\*

Read, Execute -
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ol A 2~ A 3k (H] 0] %] 79)

NA| 2~ Ak A - o (H o] #] 80)

N A 2= Ao == (H] o] A] 81)

2] s NA 2~ H eSSl shi= W (o] A 82)
AREAL Y T A2 AsE IS AE (] 0] 4] 84)
HoF =5, HE H glo] & (H o] %] 85)

AN DEE Y vhe T LAE THEY
o oz AT M EEE P a(el Y, BAE EE Ey]Y
o Al (el 9], 271, A, 27191, A 3)

. ARAAEA EE TF

AR A ThE B sht ol el 7] u o] 5 g 0 E ¥ dme
oA 23k A 7L T,

o AHEAZE P2 ACLAA Folahi Oal 2 BEE b T

o AREAE s ARE Ah g ] FA LI,
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e e AL 7Y
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oﬂ,kﬂ > A3 A 3§ _

R

il

HA 2= A AA - 4

o: W7 AREA Al ¢7] A= A FAF

Uh5 selang 8 % 2 BI 7] 2 tty30 ] ACL o] W AF&-7t internal_user &
F7bskel B0 ol @ 317] A2 AL AE T,

authorize TERMINAL tty30 access(READ) uid(internal user)
o: dlE| Zeto] = ARGAM Al §7] AA = AjE AlE

ThS- selang W & Bl 1] Y tty30 ©] ACL o] ANE] Zeho] = ALE-2} Terry 2
T7hete] Eiuwoﬂ ok ol 7] A2 AehE A g g

authorize TERMINAL tty30 access(READ) xuid(Terry)
ol: | Zeto| = AR} AN A PEE Far2 BT

S-selang & & Terry 9] 1] tty30 HA| 2~ HIS Qs o7
A 7<4 ].Ui'rerry o] A AE AR}

authorize TERMINAL tty30 access(NONE) xuid(Terry)
o: gl Ao A e Ze}o]= AL-gA}e] AA X AT A A
U} selang ™ &2 B 1] 9 tty30 2] ACL ol 4] Terry & #| Atk

authorize- TERMINAL tty30 xuid(Terry) access-
o] Al Terry = Bl 1| Gol th & 7] HA 2~ AZS 7Y o
o): B Teho| = AL gt A 3t} BelRt A2 AR AT

hS selang & & 1E] = 2ko] = AL-g-A} Terry & AF§-2ko} 9912 942 &)
AEE 717 59 Bz A g

authorize ADMIN USER xuid(Terry)
authorize ADMIN FILE xuid(Terry)
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2 MA 2 A o] E-=(PACL)

. TCP FEf 2 A2 Ao =

m  CALENDAR Z |2 M|~ Ao B=
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authorize SURROGATE user.root xuid(sysadml) via(pgm(secured su))
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(it

gt HFE = 7] A 2 H =< defaccess 7t
defaccess D= 72 B A2 A2 Ao B-Fo] 285 % &
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