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RILERN I3 R RSS2 o

i F SSL #AT 22418

‘224 CA Access Control V& #E I), &R LLEPEAE R SSL AR 73 K k55
e S ACHE 2 T 2 Ay, BOERA R L A, TR
BRI, AEu b2 B A A BRI LA S HE R A [R]IE I

Blhn: nSAd A SSL o H S AREE S o A R S5 s 2 e il i CGBRIAD
W AZRAE 2228 CA Access Control AV HE I H2 4L B 3 0AE(E B, andikss
REE5 73 R RS s 3t AT 10 TR 0 75 I 20

b AL Sk A i 5B DL N AE “[set the CALM variable for your book] 8P 1% %
PENCE” R P L B CA Access Control #7245 AC BRI HE AL ) 250 .

LR ARBERS ZER AT R A5 B . A BES SR AL EAfE A i A
SR EACBA et A 5N KRS 2 ERa iz A1, At [set the
CALM variable for your book] 5% .

[set the CALM variable for your book] & il # 1% H & S0 &40

PO H R EAR, R AR AR B FL 0 S % 1 CA Access Control i
M HE SO A AR DUC A s 8] R) 58 AN B A% H & S v S s 2
B B HGE ) R C % . EEINFIME G edrh, ol an 3 fvp R )8
F k% H AL 38, CA Access Control J r B — A4 /Mt 19 8 A% H 7&
Py S BRI R H S B 1 s ORI, S i — AN 1y SO
M 78 S5 I i A% H S0 Stk Rk, &4 SO mTREAE R A CHE
BRI A0 5% 2 1 BB 78 1
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73 [set the CALM variable for your book] £ & & B4 1Y) Windows %ifi 4

FeA1am PN AR RS CA Access Control ¥ 'E kU BE B A% H i SCAF A B TR K
%o IXFF, CA Access Control 75 £13 Hi 1% H & SCAF28 20 E (1) Y Ok B8
Hik% H B SO B KBRS, A8 SR . XA g T 8k
(Rt A5 v e o A% H A DRI B A B &

Bl HEHEXRRE

SEoRB B T U ECE 1 B WAl [set the CALM variable for your
book] £E 1. MM AE U L BEAT 22 1 1) 8 H A% H AL I T RERY,
CA Access Control K ¥ & LA logmgr 3 4FiC & % H :

BackUp Date=yes
audit max files=50

TELL/RHIH, CA Access Control 415 B Wi 1% H & SCAF IR £ 00 Bl AR TR I
(8K, JF HA 2 R 50 D40 SCF o X E g s AR SO sz B T
HHZOLRIHE T KREN S, I HE A EER&D LM 2R
RTED T KENSS

FEEPHA! W% audit_max_files B E A 0, CA Access Control K ANHIBS:
T A, FEB RS B SO, A SR A B I o ANERE A B SCA
HICAE, BRIAFSUL R CA Access Control 24P X L6044,

A1 [set the CALM variable for your book] £ X EC B IV A H)
Windows 37 &

LHERINCE T CA Access Control NV HE J5, #80] DL H FIC & i 25 4%
PR, F g 0 E N R AR s R B oy R AR SS RS

VER: %3% CA Access Control B, I 4R 15 AR EE m] LUK iy 50 BC B g e
IERIEFIRZEAE . M RE B T 0 RAE LB A e B ik T, nTE
frr b g 2R A T v o TC A A3 T A R
A [set the CALM variable for your book] ££ B B 14 F) Windows ¥ /&
1. KT PSR . AN/ MR

H 07 IS 0 A B AR e % T AE
2. WEIEREF IR, SRJGIEFE CA Access Control.

Yovs
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“kj CA User Activity Reporting Module £E il & 14T 1) UNIX % 15

E IR s S

B4 i 75 CA Access Control ‘223511 5,

¥ 8 0] S HR B CA Access Control 222, DUH A IR & CHE T e AN

HAZAL T IR

A% S TRV i e O B A e Ta) 8% 1 9 A% H 75 SCPR 48407
ER: AW SRS AZAL S 2 5, ATRME M CA Access Control Fit '
PR LSS PEREAH DGR . PAT I ERAE 21, N T g 2 A R ]
W S A S IR A ML 2 R 25 4 (p. 18). A R AR E X
BINTEAGE R, WHEW (=£555) -

A1 CA User Activity Reporting Module £& il B ELA F UNIX

ZIEFNNCE T CA Access Control VA H Ji5, #A] DL FRINC B i 5 4K
PR, F g 0 BN R AR s R B oy R Ss Rs

HER: 73 CA Access Control I, 80T DAC B i o BEATSCAR FN 1%
WAL E o AR T U I G0 R 2B I VR A T B T, T AT i T
T RIEHRZEAR T T7 2.

B T AP BRAE

1. 1247 ACSharedDir/\bin/report_agent.sh:

report_agent config -server hostname [-proto {ssl|tcp}] [-port port number
[-rqueue queue name] -audit -bak

TR 2 AT AT B T, WU R BRA B
HER: X report_agent.sh JAIKW LG R, WS (=F/5H) -
2. {EEHEE A +reportagent H s

1ZH Y45 ADMIN FiT AUDITOR Ja P4 FIT A M 2835 1) AV ] BLFR
1INV K epassword BE B AR B ACEEIL 4] (223500 KRGS 28 1)
SRR

3. ARSI A EE SPECIALPGM.

SPECIALPGM ¥ root H] J7 Wt | +reportagent F /.
VER: 708 AR AR AZ % 2 J5 » 180 LUE 2 CA Access Control it
HCE R O REAH G B . PATURIRAE 2 1, N T A 2 A G ]
WA T R A I e A IR 2 5 RSS2 (p. 18). A RIREAHEALE K
BEFEANGER, WSH (2F751) -
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CA Access Control ZFf4- 2 ) FH i 2

7~ : {8 selang A CA User Activity Reporting Module £E fC & UNIX %
J=3

AU selang fiv @ AR Zos, (BGEBR ARG & 7R ACEE, Qs 38
AR, JF R AR R e 1R s e BRI 77 =K

eu +reportagent admin auditor logical epassword(Report Agent) nonative
auth terminal (terminall@l) uid( +reportagent) access(w)
er specialpgm (/opt/CA/AcessControl/bin/ReportAgent) Seosuid(+reportagent) \

Nativeuid(root) pgmtype(none)

CA Access Control E4-HIE WA &

CA Access Control [P &), #R35 FHER/E 24 gm 2 2] [set the CALM variable
for your book] FfIH R IR 55 & TR ORAARAE T

WE: ARER, iEEN http://ca.com/support i 7] [set the CALM variable
for your book] /7 LI, 4R i Hiili“CA Enterprise Log Manager - Reports -
Complete List" 4% .

1{A[ZE CA Access Control /3 F [set the CALM variable for
your book] R &

] LLEYFE CA Access Control V45 PR H K] [set the CALM variable for
your book] #1452 1, #ERWAE CA Access Control AV B w1 3 F [set
the CALM variable for your book] #R &5 g, T H AN [set the CALM
variable for your book] - 15, JFHCE M CA Access Control /ML P 3 [set
the CALM variable for your book] )%+ .

1. JECE E 2k E E H [set the CALM variable for your book] #i%5 o

2. 5 [set the CALM variable for your book] SZA5 Al I I 2% 4H
{71 (p. 24).

3. A% 3 [set the CALM variable for your book] HJ3EF% (p. 25).
4. (k) PCE RS (p. 27).

AR B PUPM 1A% =i & 1% 3| [set the CALM variable for your
book], 1L E H X WL AL -

Vi
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http://www.ca.com/worldwide

U £E CA Access Control )5 F [set the CALM variable for your book] i 55

# [set the CALM variable for your book] 32/& fEiE B IR B4

[set the CALM variable for your book] i 2 1 FH %2 5 ATAE P BT IR . WETS
SIUFR S T RS B2 15U E 325 1T 11 [set the CALM variable for
your book] Y5, M 1Ty 5 1E ZCH (1 ] FEE:

AT CA Access Control AL il H11¥) [set the CALM variable for your
book] k5, HILE T HAET, )5 PR IS IR & H A4
¥ [set the CALM variable for your book] 5215 R AN 2B 17

1. LA https://host:port IF%ZCLE Web 31 %o 25 HH 4 N [set the CALM
variable for your book] At 4% 257 URL

WIS SR 22 4 5 A
2. P EHEUER.
S ISR ks “UE A X TR
3. HETEIE R BB
IR 7SR 1 T
4. LT Ul I 58 B 1) 3
s S HCHRR R — 1k “Base64 4i i X.509 (.CER)” .
n  EFHESUE—E XS MR SO e AR 4
Blhn: C:\certificates\computer.base64.cer
I s — 2R, FRs 3 DR 8
5. FHEBFANERAE Bl

C:\jdk1l.5.0\jre\lib\security>c:\jdk1l.5.0\bin\keytool.exe -import -file
computer.base64.cer -keystore
C:\jboss-4.2.3.GA\server\default\deploy\IdentityMinder.ear\custom\ppm\tru
ststore\ssl.keystore

6. M NZLEEEN, BRINZIY K “secret” .
7. Wi EAAET
UE A5 BRI A8 I 212 EH A7
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Al £ CA Access Control 1) F [set the CALM variable for your book] 215

EC & 2 [set the CALM variable for your book] [1i%H:

CA Access Control V& H nJ il i 55 [set the CALM variable for your book]
i_iﬂﬂ%iz/j“ %1 CA Access Control FHOCfE B4R . 2 W Rix sei
18 5 B & 3 [set the CALM variable for your book] ffJi%E$%
it & % [set the CALM variable for your book] [
1. 7E CA Access Control VA HE o1, HAT U $#4F

a. E‘EE‘”?\?‘L”Q

b. T IEEE R,

c.  TEZEMATE SR rh RE T ELM ¥ o

“E P [set the CALM variable for your book] i£#" 1145 4 B/~ AE il FHATE
FHIERT.

2. i T [set the CALM variable for your book] 45" .

¥ W H [set the CALM variable for your book] 1% %:
PrimaryCALMServer”{T-55 VL IHI .

3. HHFIZAIEE T B, LR B I BA
pL; ZA
FriH [set the CALM variable for your book] 4% £ F5% .
P
(AT3E) 8 XOZIER R .
FH4

€ XA HE CA Access Control MV #1247 AT LE I [set the CALM
variable for your book] THLA 4K .

7 hostl.comp.com

¥ 15
52 3 [set the CALM variable for your book] == #/LH T-18 v it 11
BRIAME: 5250
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UA7E CA Access Control 1 H [set the CALM variable for your book] i 7

TEHMBEAIIZAL ) sSLIUEH

¥ 52 3] [set the CALM variable for your book] 3% 42 2 7518 FH Ff 1iF
TR ML 25 24 1 SSLAIETT

P AR
E U 24K o
Y
E SUES 20
4. HliedEar.
CA Access Control fV/E #H B {RAF [set the CALM variable for your
book] LW H .
~l: 3K [set the CALM variable for your book] iF /5 B

PLUR o #8 B os T W 3R454E CA Access Control AV B vp @ 8t A&
P [set the CALM variable for your book] 3% 4% ¥ & i 75 ZE 42 4L 1) [set the
CALM variable for your book] ilF $31i5 )& .

1. fEHLLUT R0 Web W25 H i [set the CALM variable for your
book] URL:

https://host:port/spin/calmapi/products.csp
75 :  https://localhost:5250/spin/calmapi/products.csp

2. M ANH T %3 [set the CALM variable for your book] H45 % H F 44
FHEER

3. EFEVEMIEILILE [set the CALM variable for your book] H A JIHIE
:Fgo

R SR B M R o
4. FANUETARRAER, ARJEIERE TN
PEI R Won— 40 R, AN O R HIE TS .
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Al £ CA Access Control 1) F [set the CALM variable for your book] 215

Mo B H RS

CA Access Control ANV P TR B A2 ST (L0455 PUPM B A2 AT
I HAPRAE T R rh . J8RT BURE CA Access Control ARV BE i
Ju ¥ A% A K i% B [set the CALM variable for your book] .
RGeS
1. fE CA Access Control VA HE b, AT U T #ef:
a. ARG,
b. F R B IEIR.
c. AEEMIAESS Sk 5t RETT ELM B .
It g A SR AT 55 2 BoRAE W HAE S 913 .
2. AR RIS
W R B A ARG WA R A R B
3. (Al et U7 AT AT A% R AR I AR
a. EREQIESAUNELM RIEFE XS RIA
b. EFLMRIENE, BATEE, R5RHHER,
UGN 4 Sl s DU PC 0 128 25 AT “ELM RGBT B3
c. PR HIERT A RIS IR AL RN 5
4. HRHE”.

B Brn QU B WA AR A1 55 T o I R A4S 2 WL X 54
SR, TR AE 7 Be i UG ITE K B BT R R I

5. A TEHET B LUF S BOT LA W .
feNL B A
i€ 215 A Fd IR s
R
PRV E S
BA%1 Indi

%€ S CA Access Control AV /& # Kt w7 A% =411 JEL 126 21 i v L
BAB 1) 24 FK

~: queue/audit

PRHR
5E SCPHUCEHE 22 A i) T) PR I [a] TR R (o) o
BRUME: 1
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U £ CA Access Control 1) F [set the CALM variable for your book] i 15

B
SE SO 87 K% FHE I BRI 203 B A RS B S8 i A 1) (44 o
BIAME: 10

ER: — BRI ], Wk SO R, RIS
T B ECARIE 2R BB N7 Boh e B2 Wt

THEBR /N
T8 AR IR A% B A B 2 i A e b SRR B R S
ZRINME: 100

6. 4R,
CA Access Control A V& B K701 5t w7 AZ I EE 2% .
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5 ObservelT Enterprise £,

RKTAIEE

i SN W e Y
TSR (p. 29)

<T- ObservelT £E ik (p. 29)
] 2 EAZAE Y (p. 30)
WA S 251 (p. 34)

b [ 4535 B BT 45 CA Access Control £V 55 ObservelT Enterprise 43
TSR AR . T U8 I IS0 5% PUPM 2 1 [t RERD B8

M F X L Ad ] ObservelT Enterprise <3110 sk DI EF) CA Access Control
(M % MRG0 .

KT RIARTE, EARTER P IRA PRI KA CA Access Control.

T ObservelT £ 1K,

CA Access Control 55 ObservelT Enterprise [1] 82 il ] 5 RS 55 i RFAUbK
BRI A () Ik 25 2 b AT V5 1) 22 454 .© ObservelT Enterprise 431
WS ek B RE LA ES . ) 2 HRRRUK - B8 J- 3
S B P T AR IE SR, TAES RN (B, 4R 28 ZERRUK
FrER ) S0 .

ALK M S TEAE AR S UER I B s b . 18T LT ObservelT 7t
FHex, M CA Access Control NV PR B 2 FUI 4 K 431k -

fa] LU LN 5592 1) ObservelT 22 4i3kHL ObservelT Enterprise £ i%ic
KA :

http://www.observeit-sys.com/download.asp

VER: K ObservelT 1 215 5, 1627 T ObservelT Enterprise %2%%
4t _EFF) ObservelT SCAY.

w
It
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http://www.observeit-sys.com/download.asp

U] BB AR B

WA B B AR AL

4 CA Access Control 55 ObservelT Enterprise 231 ic i 8 A AH AR i 7 L 45
KHJLN . SRS KIS, ObservelT Enterprise B2 ic sk T X
PUPM £¥ifi.

FER: AXUTREECE R 1-5 25 E, 1S ObservelT %44 Jit
-] ObservelT Enterprise S 4%,

PAT LR 3R AR B B AR K

1.

157 ObservelT Enterprise R4 2T,

Tt A5 A FH 1 IR 55 736 A2 2225% ObservelT Enterprise 15k R EK
PR 2%t R B

L2l sk IS TEA7AiG 75 & FH I Microsoft SQL Server |,

Bt & Internet Information Server (11S).

ObservelT Enterprise N T2 /7 k45 #% A8 FH 1S SR b B AR e 2% (1) e 2L
P o

‘%% ObservelT Enterprise it 25 #2014

ObservelT W R 452« ACBEFIE PR ) 5 HIEAT 222
fit & ObservelT Enterprise . FH R PR 55 5% .

[(W=nie T

TEANY A B R 25 2% b S il il s A

JEIA 23 J3 A il & 25 18 0K 1 PUPML [ 818 5%

IR S5 K

BB FH IR A 8 B IR 552 i 55k P

%€ X F] CA Access Control {i>\V 5 B H1[#] ObservelT Enterprise i H
7 R 25 2 422

P B R A H & 1 R
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Qi) ¥ B L AR

AT HE R SRR

T EEERE

TE5E Y, ObservelT Enterprise N FE P 55 a3 102225 5, S H T CA
Access Control I iR55 5 . {FUESS ObservelT Enterprise N HFE R 55
s RS O E N TG IE K ARAF PUPM 2311

PAT DU B E R AR

1. FTHEHEEGG.

2. GRS .

CA Access Control i il 45k F i4:4% 21 ObservelT Enterprise N F 2 /7
A5 45 o

TE 2B FFF U6 ObservelT Enterprise 2 J5&i, 0] LUH8)3ET Web 158 PR
HE
TIFEEERG
1. X254 ObservelT Enterprise & B #5 ] & .  # A LL N URL:
http://observeit server name:port/ObserveIT
ZNE
http://observeit server:4884/0bservelIT
2. Ml A e e B v R e 1 B 01 R M AT 8 R
HHTFT IT ObservelT Enterprise & PR & 6

EER: B Dl K R IR . “FEP” . “ObservelT”. “ObservelT
WebConsole”$] JT ObservelT Enterprise & FR5 i & .
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U] BB AR B

Bl MR S5k P
CA Access Control AV HE A F [l 251k /7 K5 1UE ObservelT Enterprise W
FHRERE IR 45 2 LIMEC s FH S % 3. 247F CA Access Control £V 3 bt
' ObservelT Enterprise N H R 7 IR 55 25 IEF L W B I, SRR S5k P A8 .
B8 AR 45k P
1. {f ObservelT Enterprise & HFEHI G, KOOGEFEELE”. =G H
F7
BEINT & H P bR
2. EFBIEA .
ICIHFT - ds g il & FH =7 5
3. AL W, RGN EN.
4. ¥ B IGAIE 7755 ) “ObservelT. Authentication”, K 7 Mt ik
“Admin” .
5. ki
AR S5k R B 2
HE: AXHPEENEZEE, WS T ObservelT Enterprise %¢%%
A i1 ObservelT X1,
BB RRIA

M S1EId S PUPM HB G A TAE. M) 28 BREAUK - %05 )f
PR B s, ST — AN R BRI B 3k 7 Bk CA
Access Control £b 8 B A ik s A 2 T a0 2R 20 1) 25 o i s AR SR s il
TCFEE PR

Wil , 24 P kP8 5 3] Windows i 25 I, CA Access Control £ & F fif
FH IR BUAS 25 T 028 8 0 T R AP A 381 i o

P 3K ObservelT Enterprise N R P g5 4 L1, BB ILE BE
M sS4 B STl R A .

MBS TR A

1. M CASZREM N NS TRl A, FR HAR AR H .

2. MRS L, SHBILLT H%, i JBoss HOME f5 52 T %
A )Boss M H =%

JBoss HOME/server/default/deploy/IdentityMinder.ear/config/sso _scripts
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Qi) ¥ B L AR

3. Ko iliid s A H 2 sso_scripts H 3%
IS 75 % H Sk P SO 2 J S T A
4. JEFRAL I SO SR A A

HiAE, A LU A 2 ObservelT Enterprise W JHFE IR S5 2 B X B -

E X 3| observelT KJiZEE

4T 58 ObservelT Enterprise M4, #&HBCLE CA Access Control 4.
P T3 ObservelT Enterprise N FHFE R 55 28 IEFE 13 &
E X 2| ObservelT HI3%E#:

1. fCAAccess Control PV HE H, KGR RS “EFHEH . &
TEI R A E%

W s R B
2. i‘ﬁu)\U\_Fﬁé?EH%,u:
HEEWY
SCERN) H HICA B
FRIK URL
5€ X ObservelT Enterprise N F 2 7 Al 55 2% URL
75 http://observeit_host:4884/observeit/
R 1D
& XRS5 H 44
Y
7 XRS5 b
3
88 LT i R
BER T H
FROE T s — 4R, R IZ S TC AL B 45 R T
BENSH
/€ Observelt A # B [ (1) 8 BEF = BE

w
It
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DT iE SR 1k

ActiveX URL

18 7€ ObservelT Enterprise ActiveX SCAFATAEAT & 1) 52 3L #5145
o BRAINHULT, #5235 ObservelT N HIFE IR 45 %% 1) URL.

7~ :
http://observeit_host:4884/0bservelT/Agentinstall/Agent.cab#v
ersion=1,0,0,0

R4 %% URL

{8 € ObservelT Enterprise N F R /7 i 55 4 A7 fif 40k & 16 1
B eI 4 . BRNEOLR, $82 2] Observel T W L
54511 URL

7MF: http://observeit_host:4884/0bservelTApplicationServer
3. E‘EE‘”%T” .
CA Access Control {MV # K G et i .

WS RS

BEAS PUPM 21 ERHE 10 K T R IEA7 i £E ObservelT Enterprise 2(d5 /% ..
BN STEEBHE 0 AT R B, 180T UM 20 5% (1 20l P 43 i 3B T
PURREFEBEH] 1 4] it 5% PUPM 231

1. F ' M CA Access Control AV B Hh 25 HRERUDK F 43805, FHk 8 B 3)
ok B 1

U SRIZSE B AL IR TR, 1 55200 ActiveXo
2. BERHTIT—NME R Bas 1l i F )™ o fan A A B T o

3. LHEAE G AL Observel T ARELFF4RC s 153D, IR BURIE S
ObservelT Enterprise N FE /PS5 5%, 1Z R 55 28 5 £ 88 Or A A2 Bl 1o
o

4. M P RPHEREE B2 TE, 1M ObservelT ACEEM {5 10 5%,

5. CAKMIZUELE CA Access Control VPR H E 7R
EEPWHH ! Z4f Internet Explorer GEE 7 ActiveX, 1H7E “ASHH Intranet

XA Y, “ B2 5T IX Ak ” 45 % ObservelT Enterprise LM%, 2R “ T
LA ActiveX F51E 2 ASEIBEN “ T

FE: ARSTHERNEZGEE, 1SRN T ObservelT Enterprise %%%
415t E 1) ObservelT X £,
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DTl SR 1k

WREERALE

I

=

T

ObservelT Enterprise W T2 T Ik 5545 % PUPM & ifid sk 2L H 1)
Microsoft SQL Server I, ObservelT ik 7 Ik 55 2548 FH P AN 5 FH 1 B
PE. SH—EHEEM 4 N ObservelT, 7RKEERCE FcEHE . 2 44
P FEfr 44N ObservelT_Data, f7fi# ObservelT fCHELE O 40 s 2 ik TR Ui 52
PP

ER: AXRSEICRMEZEE, 1HS AT ObservelT Enterprise %23%
4 )it ¥ ObservelT X124,

M CA Access Control IV FE 4055 1 PUPM &% . MRS
1IN, CA Access Control AV B 7087 PRI A K216 . #RIK
PR R SRS SR . Bk e DU DAk s ii
AT H I SCAHZ

HEE: AXAHXABRNEZEL, 1S AL T ObservelT Enterprise %
B 51 ObservelT X £,
Bais

1. 1F CA Access Control fNVAEFHE A, AR IKIERE“BERUK 7y “Hi A% FAT:

WP R R AR 7 AT 25 Sl s A T AT 45 (R B v

2. IEFEUHAZREALK P
BN T IS R UK 4 R B
HE: WIACAESE T PUPM H AR B LA .

3. IREMRE. MAZERNITE, RERhER.
W 7R AL S R AREIIAT 55

4. BHSSURTEANE BA P RS b ] R B0 25 1
UEI T TR 2 1, AUl R I Sk AR B0 23 13 o
TR A& DR S A 1.
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NI

5 43: 5 RSA SecurID FIZERK

A0 DA 3238
1147] %% CA Access Control AV # 5 RSA SecurlD 5 i (p. 37)

RSA SecurlD U] X J 72 5 sk 34T B AR BAIE (p. 39)

1 Web 55 4 i S AR 55 25 (p. 39)

UN{A] ¥ CA Access Control 2NV 5 RSA SecurID £E

W R ST Z3F F RSA SecurID X FH PP HEAT B Oy 864, AT DAAE A RSA
SecurlD [ I AESR N H 1% 5% 51| CA Access Control MV FH #E4T 5 45 56

“L[EO

P A MY PR R 4525 55 RSA SecurlD 2RI, CA Access Control )4

PN GBS P AT B A B63F . CA Access Control AP B 2|
BRI SE R T H P S A AL

DL 3k A2 00 BH i 4eT CA Access Control iV 5j RSA SecurlD 1%

1.
2.

1A Al BRI 55 4%
LSRRI Web JiRk 55 s

n  EEN R ERBH (ARR) BEER ] Windows Internet
Information Server 7.0,

n A ACEERIELK Linux-Apache 2.2.6 Web JIk 45 %8
F Web IR 55 #5304 R AT R S5 75 (p. 39).
Web g 45 5% 78 24 FIr A3 %6 5% B4 B0 3 K 11 e 1) AR PR 25 2%

4 RSA SecurlD Bt &k FH 1E X CA Access Control NV HH (11T AT I 4%
Yiln) (A Web 2525 U5 I BRAM)

RSA SecurlD 7[5 1EH J H 15 7] CA Access Control /ML B,
ANV PR SS 2 A o

1E CA Access Control VA EE v, 4Ry B 28 5 31| CA Access
Control VA 1 ] RSA SecurlD H /' & X—NH K o

T B X AR 7T CA Access Control AP 1y i) A PR 1) H
FrftAr e o
EEWH! WA E Active Directory, NIATE 258 DB,

9 4%: L RSASecurD 4R 37



Ll Ks CA Access Control MV #H 5 RSA SecurID 2%

7. (ELLU T RS 75 b2ed% RSA S G UEA R HE -
m  (Linux) MV EE RS A%
s Web JIR% %5
RSA S B AFARERS R v i R, B SR A 31 RSA B3 56
R E LSS
8. MlE RSAWeb fCH, LLJEH] CA Access Control 4SNP B [ B i 8 55
(SS0O)-
9. TELH TN 2e%E RSA S I PR A
RSA 53 U6 UE B B A% nT X6 FH P U ) 1 SR EAT 5 3 S6rE
R4 H P 22388 5 31 CA Access Control /M FE IFF, RSA SecurlD 247K
FH i N4 %% RSA SecurlD $E3% i AN /& CA Access Control MV B FH 7

B VEL S B . W R 5 5, RSA SecurlD 23 H 1 & 5 2 CA
Access Control i)V HE

R A% RSA SecurlD Web AXEEAI G 43 561F & BEAS VRIS &, 1S
RSA SecurlD Rk,

38 LIRS


http://rsa.com/node.aspx?id=1156

RSA SecurID el H & sk b AT S0 50k

RSA SecurID W0{aT % F /2 B 3 HEAT 5 43 BrilE

B AV PR 528 55 RSA SecurlD £E i, F 24 77 % 5% CA Access
Control £V I, RSA SecurlD X 5 508 KT S0 50 UE . WAL RSA
SecurlD iE T H P &%, &M PR A BRI CA Access Control AMEE
7 R ABLPR

NEIBEHT T RSA SecurlD BRI T 7 5 FI] CA Access Control Ak A B

BEAT SRR -
¥ 8

RSA SecurlD
Web & # I i
ARE#E

\ 4

RSA SecurlD

RSA SecurlD
Web £ 3 A
Web £ 2 R % &
% W iE K

RSA SecurlD

o | Web %32 1§ & R

B B % Web
KBRS #

[ T

ARBANAN e — RSA SecurlD BPR#BACA
] Web 4 12 12 & . e
< # AP ID — R |4— Web RE#H < Access Control
. RA®WmANRBA ID . N
= B RIEX & & ® URL

Web {32 BR % 2

RS
JBoss

A

RSA SecurlD
o | Bridge A RSA

Cookie 12 B
SecurlD AR &

v

BPR#NCA
Access Control
&l B

R Web k5523 BC B N = 10 AAEE AR 55-4%

M P 2288 5 CA Access Control MV A7 EE I, RSA SecurlD #4811 K ,
TR PN 201 SecurlD F R A R0, 22351 Web IRS5 4% 7824
B ARERAR 452, B0k B AL FLAR 25 2% 1K) RSA B 56 4IE Web
ARELFESRAE R, IR LT KL K 2] RSA S B0IE T PRES o

S PG ARR 55 43 I 24—~ Web AR 5545 W] LU L 55—~ Web
M 55 S P 7

% 4 %. 5 RSASecurlD 4% 39



K Web 55w e &0 S i) ACRE AR 55 2=

~l: ¥ Windows Server 2008 _| ] Internet /2 B RS 7.0 IE B N & A4S

AR 55a%

TEARGI, REEH G Steve 7EZEA N FHFEFIE K B (ARR) B[
Windows Server 2008 %% T AV HL IR 55 25 F1 Internet {5 EUIRSS (11S)

7.0, JEIF ARR B, 1S 7] LA AR R 4% s

1. Steve JiH T Internet {5 B R 557 L1 1S AREE ¥ &

a.

WUGEPETFIR” . “EH T H”. “Internet {55 BUIRSS (11S) & FE 28"
B 5 K 5T “Internet {5 EIRSS (1S) & BRZR #5365 o

MM T B IEFE BN, RETTERAE TR, SR JA B3 N TR PP 3K
it A7 Bl b o

B8 g T I FH RS PP 7 oK B 22 A7 4 BRI 65
MARAE B i I 55 A AR B B
b HARE STk HE, AR5 s N

Steve CJA I 1S AREE R o

2. Steve B IS e B AR SR i i B AL PR 55 4«

JEFFuli j SR, AR IR FEER Al

R BIR“URL SRR, AR5 AN ARAE" S Pk £ 4TI Dy Re”
b JE KT FF“URL S AL E I HI G .

MR S B R R AR I

Bt T F S IR & 1

FECNERN R T7, 3P EOu, AR5 S A o

Bt i 467 T T e N Sl L) i T

FRE A FR, ARJE B S Bk £ (iam.+).

o) RSN B A E" 5y, SRIE N AR ER AL SR rp i

TE“URL 577 B it H LR A% 203 N CA Access Control /MV
P URL.

http://enterprise host:8080/{R:0}
BN T BRI

b2/ R elfz:s Rt DAy S S

AR S G (castyles.+) R AP ¢ £ h.
Steve TUHKF 1S T B A RF 1 SR B B4RV A8 BRI 5545 o
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K Web 55w lic & 0 B i) ACRE R 55 4

a.

[oN

. Steve [l ' RSA SecurlD, LIfR$" Web Al 5545

fE“Internet 155 KRS (1S) & BERS " 45 0] & HHIE R BRI 2L, SR G
X il RSA SecurlD El#5.

B 5 K5+ FF RSA SecurlD & % 1.

e LR ST I AE

- FEICHRSSS 1A RSA SecurlD Web i v] 5 3 B AE B g
- DRI ERUR

MR SR R P Y

. Steve Mit ' RSA Web 1L, LLJ3 H] CA Access Control AP # 1 5L 5

TE4H (SS0):

a.

C.

7T regedit S FHFEIF AR L AL
HKEY_LOCAL_MACHINE\SOFTWARE\SDTI\RSAWebAgent

1E 4 FK RSAUSERCustomHeader /7, #2574 DWORD F{)7E Mt
ek,

R MR E B E N 1

Steve LVKf Internet 15 BRSS AL BN S AR B AR 5545 o

4. 55 RSA SecurID [AERY 41



K Web 55w e &0 S i) ACRE AR 55 2=

7~ : ¥ Apache Web Server 2.2.6 it & & Red Hat Enterprise Linux 5.0 _F /)&
) AR R 45 2%

FEARHIR, REGEFE 51 Steve UV4E Red Hat Enterprise Linux 5.0 2224
M FRAR S5 %8« Steve ILLE 77 B 22205 Apache Web Server 2.2.6 J1F HA &

g S AR A 45 2%
1. Steve AT T LA FERAE, LT HARBBIHR 24 FINLE Apache Web
Server 2.2.6:

a. %LU TN 7VEAL E Apache Web Server 2.2.6 2225 D) 22 B AC FAR B .

tar -zxvf httpd 2.2.6.tar.gz

./configure --prefix=/usr/local/apache --enable-proxy
--enable-proxy-http

make

make install

L CE FACH A 22235 T Apache Web Server 2.2.6.
2. Steve MITPAT LA N AR AC & S ) ACRE :
a. ‘$i%) Apache Web JIR25 %5 1] conf H 3%
b. #7JT httpd.conf L334T 4 4
c. k¥ LoadModule 45 HAI, FFRIMELT %)

# Used for proxy to the Enterprise Management Server
ProxyPass /iam http://196.168.1.1:8080/iam
ProxyPass /castylesr5.1.1
http://192.168.1.1:8080/castylesr5.1.1
ProxyPassReverse /iam http://192.168.1.1:8080/iam

d. PRAFFER S
e. HFTJH3) Apache Web JIR%5 2%
Steve [\ Apache Web Server 2.2.6 Bt & & 7824 Sz [ A CHE AR 5525 o

3. Steve [il'& RSA Web fCEE, LIS H] T cookie 6 IEH Web I % 2% 1P
Hudlk

a. ‘FHiF| RSA Web I 222%% H 5% :
/usr/local/apache/rsawebagent/

b. 21T RSA Web fUBEALE S HFE?

c.  MIRF LR HTAL K RSA AR 5545

d. VB EEE T ANECE R

e. MNC G H“ 20 H T cookie K ilE 13 W A% 1P Hihik”,

Steve CUKf RSA Web fCHEIC & 4 200 F T cookie B iE 11 Web 1] ',
IP ik,

42 £EINARH



K Web 55w lic & 0 B i) ACRE R 55 4

4. Steve Iil'H RSA Web fCHE, LLJA H] CA Access Control AiMV/& # Ff HA. 4
VE#Y (SSO):

a.

77T Linux Web AU A, AR5 Ak LA R 3CAT
rsacookieapi.tar

RSO N H %, ARG PRBOCE A
AR LU A

m  RSACookieAPl.jar

m librsacookieapi.so

¥ librsacookieapi.so LR HI I LA {7 E, Hrh JBOSS_HOME &
71 Steve %% Jboss M '

JBOSS HOME/server/default/deploy/IderntityMinder.ear/library
¥ RSACookieAPl.jar SCAF S I BN LA A7 &

JBOSS HOME/server/default/deploy/IderntityMinder.ear/user _console.war
/WEB-INF/lib/

Steve T Ff RSA Web fCHERC & 4 i H CA Access Control 4V 11
SSO.

U4 7. 55 RSA SecurID [IAEERK 43






B 5F: 554 LDAP R &M

BEER AL DAR 38
41 (p. 45)
AT AL & £ 4> LDAP Jlt45 2% (p. 45)

Tz B R G s s A B DL ANl CA Access Control AV
H JCE J ] CA Directory 524 LDAP fl4sas Al . @524
LDAP IR 5525 — A, 73 53 n] LUK 2> LDAP I P Al 4 i 21 e/ s
MEE R A7 A

WfAIACE 2/ LDAP R 5535

CA Directory > ¥#Kf LDAP JIR 55 28 8 il 21 40 A a8 H s £ 1

CA Directory $& it 44 Jy DXlink FISZ AL, %S 0 LAFE £ > LDAP
Hx R4 LIk,

B anfAT {8 CA Directory SA %4~ LDAP Hii 2523 i &' CA Access
Control AV #1L.

tnfalfE F cA Directory 3% 4 LDAP BESEE I ETRRES

()

FE CA Directory
zxca | Imamiem| | amy | |EREERE| ) EBO | ) e
Directory v cag;:mw T HHEEN o £ DIT o S EEREE
&

| BR e

$ 5% HZA LDAP RS as ALl 45



anal i E 2> LDAP iR 4528

(N

&R

BPAT FHIDEE, {#iH] CA Directory £~ LDAP k55 #3 e B A& #E IR
e

‘%% CA Directory
L' CA Directory # HH#¥ (p. 47)

H 52 X CA Directory i 11 2% 5 X (p. 49)

Qo PEIE AR SEAR, BI%E DIT (p. 52)

AN A A

Jri 4)) CA Directory
RN PR SS %5, LA Active Directory 1E 8 H 474

EEPH! U RS A, R LT 2

TR

T M4 —CA Directory T H144
i 115 — 25389

HEA DN—Fr @ B T3 Active Directory I 2548 T AT 1) DN
WAEN, 5% 7B AR 2

(Linux) =R —F5 E AP ITA Active Directory IR 55 #3 rdt A1
(1) DN WIAEH, TER R BARE A .

B PRIK F1 — Active Directory 12 — )& FHIIK S

k%] CA Access Control ANV B I, 5 IF SR 1E & IEAEfE

FH R BRI ™ 2 B A A

46 L2t



Il i & 21> LDAP IR %5 2%

ECE CA Directory 3% 2%

CA Directory ¥4 1# =K 4% mH 2 4H 4 T J5 28 1) Active Directory, 1% /)5 ZX(E%& )"
Ui 1 3K WP E LA CA Access Control 45 ] Active Directory. CA Directory
fi F] DXlink S FH R 6 B 3K

B SEOERE 20, 22224 Active Directory H A7 fif, it
acdirl LA % acdir2 LA f 4 2k “dsarouter” ] CA Directory.
BIEX LD B
1. M CADirectory IlR%4%, FTHF a2 fia 0
2. BTN
dxnewdsa -s 1 cadirhost-adrouter 25389
-s1
FRE 1 MB (¥ 22K/
cadirhost -adrouter
& X A B o
25389
T 7€ T e i
3. AEHIBLR A A4 % 4%
dxserver stop cadirhost-adrouter
4. AEHILL b fr 4 2B 4

dxserver install cadirhost-adrouter

$ 5% HZA LDAP RS as LAl 47



AT B 22> LDAP IS5 48

5. SMEINAI A, Hrh DXHOME &% H% CBef hia) mMaR:
DXHOME/config/knowledge
6. i cadirhost-router.dxc X4, 1R PFrs:
a. DX FEmA N acdirl-dxlink.dxc
b. R AN E AT 44 4 acdir2-dxlink.dxe
c. Y’ acdirl-dxlink.dxc SCfF, U1 R Fis:

set dsa "acdirl-dxlink" =

{
prefix = <dc "acdirl"><dc "com">
dsa-name = <cn "acdirl-dxlink">
dsa-password = "secret"
ldap-dsa-name = <dc "acdirl"><dc "com"><cn "users"><cn

"Administrator">
ldap-dsa-password = "{CADIR}yKW2cVbG"

address = tcp "acdirl" port 389

auth-levels = clear-password

trust-flags = allow-check-password, no-server-credentials
link-flags = dsp-ldap, ms-ad

by
Idap-dsa-name

187 H T-45 52 3] Active Directory 1] 43 3% 4 X (DN)
Idap-dsa-password

4 DN 52 S0 #s

HER: ] dxpassword SZHIFE 7 I s . 41U1: dxpassword -P
CADIR <password>,

address
$8 %€ Active Directory 4z il 4 Ho ik
d. W% acdir2-dxlink.dxc, 41 R Ffis:

set dsa "aclabcail-dxlink" =

{
prefix = <dc "acdir2"><dc "com">
dsa-name = <cn "acdir2-dxlink">
dsa-password = "secret"
ldap-dsa-name = <dc "acl"><dc "aclab"><cn "users'><cn

"Administrator">
ldap-dsa-password = "{CADIR}yKW2cVbG"

address = tcp "acdir2" port 389

auth-levels = clear-password

trust-flags = allow-check-password, no-server-credentials
link-flags = dsp-ldap, ms-ad

};

& O E CA Directory J% H1%8

8 LHFETE



Il i & 21> LDAP IR %5 2%

H %€ X CA Directory B H 2% E X

TENC & CA Directory i HH#% 2 )i » #8755 H %€ X CA Directory % Hi %5 7€ Yo

G LD TR

1. SHBILLE Ha%, Hd DXHOME 22355 CA Directory (1] H 5%
DXHOME/config/limits

2. AT LU AR
a. QI default.dxc SCAFRIEIAS, JEIG RGO FE Ar 4 0

dsarouter-adrouter.dxc
M IIBR ReadOnly Fr i

$TJT dsarouter-adrouter.dxc SCAF B LL T 7B

# RN

set max-users = 255;
set max-local-ops = 100;
set max-op-size = 0;

# IR PR

set max-bind-time = none;
set bind-idle-time = 3600;
set max-op-time = 600;

TRAFIF I S

SR IENNEES
DXHOME/config/settings

THHRAT LR At

a.

QI default.dxc SCIFIRIREIA, JFH A SCIF Ay 4 0

dsarouter-adrouter.dxc
MIAEH I ER ReadOnly A

FTJT dsarouter-adrouter.dxc SCAF B LL T 7B

# HxfERE

set alias-integrity = true;

# SriCeErE

set multi-casting = true;

set always-chain-down = false;
# Y

set min-auth = clear-password;
set allow-binds = true;

set ssl-auth-bypass-entry-check = false;
# WP

set op-attrs = true;

set transparent-routing = true;

TRAFIF I I SCAF:

#5a G2 DAP R Hs AL 49



anal i E 2> LDAP iR 4528

5. SHIRLLIT H%:
DXHOME/config/knowledge

6. FTIFEAE: dsarouter-adrouter.dxc SIS auth 28745 S {H
“anonymous” UL T VG RS S ok il

set dsa "cadirhost-adrouter" =

{
prefix =<
dsa-name = <cn "cadirhost-adrouter">
dsa-password = "secret"
address = tcp "cadirhost" port 25389
disp-psap = DISP

snmp-port = 25389
console-port = 25390

auth-levels = clear-password
RAF I I AT

EEPI ! R E X 1Pva Rl IPve Hihk IR S5 %% 12k CA
Directory, I{E tcp {1 H55E IPv6 Fl IPv4 HihE2EAY . #l40: address =
tcp "fe80::20d:56ff:fed4:8300%5" port 19389, tcp "192.168.1.1" port
19389

7. QI adrouter.dxa IUSCAFIFANIN R AUAT, RJG DRAFIF RIS

source "dsarouter-adrouter.dxc";
source "acdirl-dxlink.dxc";
source "acdir2-dxlink.dxc";

8. FMIELLUTH»x:
DXHOME/config/logging
9. THPAT LA A%
a. BI# default.dxc CHFRHIA
b. K54S/ E My 44 4 dsarouter-adrouter.dxc
c. MMi% ReadOnly bk
10. SRR H%:
DXHOME/config/servers
11, TFHPAT BL N A

a. %% cadirhost-adrouter.dxi, Ul FPTRES R YT, SR G IRAF IR
P S A

#

# th DXnewdsa 5 AIMHIHICIE

#

# CFANERER

source "../logging/cadirhost-adrouter.dxc";

50 £EINAER



Il i & 21> LDAP IR %5 2%

# 5K

clear schema;

source "../schema/default.dxg";

# R

clear dsas;

source "../knowledge/adrouter.dxg";

# PRAEUCE

source "../settings/cadirhost-adrouter.dxc";
# s M)

source "../limits/cadirhost-adrouter.dxc";
# Vil

clear access;

source "../access/default.dxc";

# ssl

source "../ssld/default.dxc";

# S GRAMERD

# source "../replication/";

# ZIKEN DISP ki

set multi-write-disp-recovery = false;
# IR

set dxgrid-db-location = "data";

set dxgrid-db-size = 1;

set cache-index = all-attributes;

set lookup-cache = true;

HER: ¥ cadirhost B % CA Directory FHL4

15 €. A 7€ X CA Directory % H1#8 7€ X,

%55 G2 DAP A AL 51



anal i E 2> LDAP iR 4528

JEFE CA Directory #(#EFEG)) & DIT

TR LAE A F SR HF 78 CA Directory 2t 7, LA H %45 B (DIT).
L DIT S rT PO Ly B S 2 o3 SR &

LI 8

1. 7EFEE CA Directory I H#s IR 545 L, B SCAEA N input.Idif 113
1, BN SR, i
dn: dc=com
objectClass: domain

objectClass: top
dc: com

dn: dc=company,dc=com
objectClass: domain
objectClass: top

dc: company

dn: dc=demo
objectClass: domain
objectClass: top
dc: demo

2. DRAFIFIRHMISCITS

3. HTTF A AR CREAT LT fird
dxloaddb cadirhost-adrouter input.ldif

4. IzATLL R4 LR 3l CA Directory 4 1 &3
dxserver start cadirhost-adrouter

B ¥ cadirhost #iii¥ CA Directory TH14 .

O A LISEARIE 78 T CA Directory £04 45, A% DIT.

52 AT



H 6=

5 CA siteMinder £,

it 1 R e e

{iis1 (p. 53)

CA SiteMinder % CA Access Control JH /7 [ 77 28 (p. 53)
U] 5 CA SiteMinder FE1% (p. 54)

ZE PG BHIA RS WA B A B L Wil R4 CA Access Control
ANV FE DL CA SiteMinder. CA SiteMinder 7] LM CA SiteMinder H 3%
ISR P, J9F H AR VF CA Access Control 7 %5k 21| CA Access Control /M),
B, W CA SiteMinder 237 CA Access Control VA BE, &7 HE G
A LA# ] CA SiteMinder =14 7 G4 BIF 7%

CA SiteMinder X:1iF CA Access Control FH ' K 5=

LE#EAT F CA SiteMinder {47 CA Access Control MV I, FFIRH &
S5 CA Access Control ©VE B, CA SiteMinder #4356 IF & kil K. 0
R CA SiteMinder #ZBUE 03K, B4 7 3k4575 1] CA Access Control 1
NZESL LTS

KU HH CA SiteMinder 46 1iF Fl1FZ AL CA Access Control FH )7 & 5% %] CA
Access Control AV P 177

A SteMinder M CA Accems Cantrol APRTRENE
B l
A LA I LA Acces
SitaMindear A SiteMindear . R Cantral
. A HAFaA SiteMinder
b 1 TEL S | EiteMindar | Wheb e | =Ty Web M g | HFTR
baf g =] MR KRk AN CA et BERE A Accims
IHT YR WEXE SiteMindear " Cantral
E k) MELE XX R +aEn
ramen | | SO0
EJ Bﬂ‘!?ﬁg- Cantral
i

6 %: 1 CASiteMinder £/ 53



[ 5 CA SiteMinder £k

{77 5 CA SiteMinder ££ 5%,

¥4 CA Access Control iV B 5 CA SiteMinder 225 ] i£ 33F CA
SiteMinder =52 FH 7 B UE AR D fiE

NE UL RG24 P T CA Access Control VAT FE 55 cA
SiteMinder ) 7 2

MR CA Access Control 38R % CA SiteMind er JEE7

)

b,

v | (| | || &
SN <Al <Al < £%
f L EL ELs ok f L AC
| wmm (Y| emm [ o T g | TR | gms
h
ok - . ﬂ_CA \l’:e?,p;;;_ R fpache ﬁ!ﬂ Active
RECA SitemMind er EECA Web B 8k Apache Direciory
SiteMinder bt L4 SiteMind e ot Web B%E ki B PP
_ £
F L
EL
S d [ e
EECA
%A CA SiteMinder
SiteMinder SfEle
Web TER%E

PUR L2 150 W 44T 5 CA SiteMinder £
1. ZBEAN T PRS2
GATAIET Web N R T 70 K445+ DMS DL CA Access

Control,
HR: eI RS 2 2 00, 1k 22 FNC S 2 2 AR LT
SR £

Hic B AP AT PRAR 25 28 1) Apache Web fllR 55 2% (p. 55)

2 4& CA SiteMinder T Al 25 4%

AP B 55 2 i B CA SiteMinder (p. 59)

Bi'E CA SiteMinder Web {CFE (p. 60)

M & CA SiteMinder PAORIF ANV PR 5545 (p. 61)

P AP A H IR 5% 2 LA CA SiteMinder 3641 ) (p. 63)

S A

HR: K CASiteMinder TRHS RS 2% . Web fCELRIEHE 51 Ul BOPEL1S
&, 524 CA SiteMinder LY.

54 HLRIRTE



4] 55 CA SiteMinder 42

A FEANE PRS2 _FECE Apahce Web R 45250 FIH 4

EZaaplt, B EAE Windows 2008 k4528 Faeds: TS FEAR S 28 . &
W FE B JE F SSL SRR AL A 2 e 45 7% b 222 Apache Web IR %5 % hit
A 2219, EWILETEENCE Apache Web RS 2ACBRATEf: . HHATLL R
Ak

1. E IR HE IR S5 2% 1Y) JBoss N FH AT e 55 4%
2. SRR H%:

APACHE_HOME/conf

APACHE_HOME

‘%% Apache Web JIR 2525 1) H 5%
3. 4ulH httpd.conf XA,  DAME ) AAREEBLEL A F5ACEE AC & -
a. HUHIERELL AT

LoadModule proxy module modules/mod proxy.so
LoadModule proxy http module modules/mod proxy http.so

b. FEAJRBCE MR 45 ARSI R 5147
Include conf/extra/httpd-proxy-entm.conf
4. SHELLT H%:
APACHE HOME/conf/extra

5. fJ# 4 4 httpd-proxy-entm.conf B 3CHF, FHISIN AN, R)GIRAE
IO ST A
# Proxy to CA AC ENTM
<IfModule proxy module>
<IfModule proxy http module>
# /iam section BEGIN
<Proxy /iam>
Order allow,deny
Allow from all
</Proxy>
ProxyPass /iam http://acentmnode.example.com:8080/iam
ProxyPassReverse /iam http://acentmnode.example.com:8080/iam
ProxyPass /iam/ http://acentm.examplenode.com:8080/iam/
ProxyPassReverse /iam/ http://acentmnode.example.com:8080/iam/

# /iam section END

63 L5 CASsiteMinder £5R% 55



[ 5 CA SiteMinder £k

# /castylesr5.1.1 section BEGIN
<Proxy /castylesr5.1.1>
Order allow,deny
Allow from all
</Proxy>
ProxyPass /castylesr5.1.1
http://acentmnode. example. com:8080/castylesr5.1.1
ProxyPassReverse /castylesr5.1.1
http://acentmnode. example. com:8080/castylesr5.1.1
ProxyPass /castylesr5.1.1/
http://acentmnode. example. com:8080/castylesr5.1.1/
ProxyPassReverse /castylesr5.1.1/
http://acentmnode. example. com:8080/castylesr5.1.1/
# /castylesr5.1.1 section END
</IfModule>
</IfModule>

F&: ¥ acentmnode.example.com:port B A iR 55 25 (R8T 4
M BERSS 4 ) (RSB EALA4 A

6. T HiA3) Apache Web JIlR%5 %5
7. HHE 5 IBoss N FE IR S5 5 o

8. WISV FARSS 2%, LLEGIIF Apache Web JIR 4S8 i T K it =K o
ffH LA URL:

http://enterprise host:port/iam/ac

WO PR SS ds LICE T Apache Web Ik 55 #ACHIHE
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4] 55 CA SiteMinder 42

~l: A Apache Web Server it & CA SiteMinder

FEZaplh, EME RS LS Apache Web Al 25 28 A CHE 461 2
o, AR FE9E 0y Apache Web RS #5 i CA SiteMinder .

1. ffH CA SiteMinder & Bl 5152 LT DL R #4F

a.

g.

UG NTFER” . “FRE R, “CA”. “CA SiteMinder”. “CA
SiteMinder & ¥ UI”,

CA SiteMinder & 2L FLI T, $&7~ FH P 8 A P 24 F0 80
% 5% 2| CA SiteMinder &R Ul

BV = B2 iKY VAN 50 KON =01 W RN 6115 45 50 1 W N 1 =
THUAC BRI B R

1 FE“DefaultHostSettings X} %", K5 i B E”

5PN P

- %% —webservernode-HCO

- PiB—Web R4 EHLACE

¥ BINC EAGHE, Fdr s In JFHI A CA SiteMinder S il 55-45% (1 1
WA, R PiR:

EAHL: policyserver.company.com

R

BORE EHRCEN R .

2. TEPEILRRAEAT . ARERL RER7 . BIERACER . ) AR BRI ()
POE

3. WBLINTEB, )5 Rehess”:

Z#F —webserver-agent

VLA —Web Hi 5545 11 il Web fQ2E
BEPEARE KA — SiteMinder
ARIEA —Web (L1

SCHRF 4. AR — R

O M E Web A 5.

6. 5 CAsiteMinder £ER% 57

10



[ 5 CA SiteMinder £k

4. GEFEEBCE”. “OEAHEE” . ORI E A R E A
5. E$E“ApacheDefaultSettings”, HLii“fffisE” FE4AT LA #4F :
a. HELUITFFE:
- %M —webservernode-ACO
b. WSk, %% #DefaultAgentName BTN 4 4 FRAL HH 1) #

=2 S5y

ST
c. R EACHA R

- DefaultAgentName —webserver-agent
d. %% #LogoffUri JFIHER A2 ARME I # 47
e. WIFEAE:

- LogoffUri— /iam/logout.jsp

HE: ARSI EZE R, 1HS0 (CASiteMinder fCHEH] E75
) o

6. Fli PRl
OO E N R .

58 LEINIEM



4] 55 CA SiteMinder 42

s N E RS ASECE CA SiteMinder

LEZRBIR, ANV BEAR 25 25 IC & CA SiteMinder.

1.
2.

8.

i CA SiteMinder & 2 51452 L1 52 LA N N 2 :

WG NTFUE” . “FTA FEF” . “CA” . “CA SiteMinder” . “CA SiteMinder
EH U,

“CA SiteMinder & 2 UI"$TJF, $&7~xH PRI - 24 F 20

& %3] CA SiteMinder & UL,

WP IEA AR . NS “ENURCE” . “QUEEENRCE” . “BIEENL
W BRI BB A o

% “DefaultHostSettings 4", AR5 Ml “fffiE”
HE R 7B

»  FHK—acentmnode-HCO

s VLB —ENTM EPLELE

BB (A, P in” 4\ CA SiteMinder SIS AR 45 %4 16 4L
%, W ETR:

FHL: policyserver.company.com

g

WEREMREEN SR . P30 & CA SiteMinder Web AR,

A

%6 #: L5 CASiteMinder #£/k 59



[ 5 CA SiteMinder £k

~l: BCE CA SiteMinder Web fLE

NP, ARG HL R Steve EAMNVAE FEAR 5545 2235 T CA
SiteMinder Web fXH . Steve i il ¢ i & S EHIAMREN SECE, L
7E 43 Apache Web Il 45 250 & Web fX3H

1o iEHATBL R AT

a. SWiBILL N H, Hr APACHE HOME 1652 Apache Web filt
KM H 3k

APACHE HOME/conf
b. i WebAgent.conf 342K i F Web AREE, W1 R os:
EnableWebAgent="YES"
c.  DRAFIFICIH A
2. A 5) Apache Web R4S 2%
% CUBC & CA SiteMinder Web fX#

60 £EKIEH



4] 55 CA SiteMinder 42

T~ BCE CA SiteMinder AR NV T AR 45 5%

EiZapT, #BECE CA SiteMinder, DUMEAES 8 FP AR A A B IR 4% 2%
EH. BTHENE CA SiteMinder P37 B 47 B AIE 7 S IS 1) FH P A7
it

1o iEHATBL R AT

a. MRKIFENTFEE” . “FrEFERP”. “CA”. “CA SiteMinder”. “CA
SiteMinder & UI”.

“CA SiteMinder F B UI"$TJF, 7 Steve S A I/ 44 MRS o
b. %\ CA SiteMinder #2153 1] F ik 7 (1540
c. JEFEELAMNA. “Hx”. “HPEZX. “GIEH P EX.
d. G HEP I LR 7B

- K —acdir

- DAB — U5 RS A7 A
e. BHHFWEMI BT 7B

- fir44 %26 —LDAP

- BR%2&—directory_hostname:port
f. BB G R I SE L T B

- EOREEYE -k

- HpP&—498E M) 584 DN

- B2

- BRAER— A
g. 3| LDAP BEEAHEIF5E Ll b7 B

- MR —searchroot

o 1 R

- FF¥H— (&(sAMAccountName=

- &R

— )(objectclass=top)(objectclass=person)(objectclass=organizati
onalperson)(objectclass=user))

h. BB & HEREF 58 LR B
- JEM ID— 5 %USER_ID% —ZUH JE M 4 Ak
2. AR,
CA SiteMinder QI H ' H kX 4
3. EREEHSHR “acdir’. “BHEHNE.

A

%6 . b5 CASiteMinder £ % 61



Wi{ 5 CA SiteMinder £/

M P AEf 4 H I
4. MKUCGERR BRI . SRR BRI UETT S Al S I uE
T, e 7B
- %F—ac-basic-auth
- YiHH —CA Access Control £V H FEA 5 43 5IF
BB IE T RRBY — FE AR
- RPFH —5
- FE—smauthdir
5. iR
CA SiteMinder I & 43 BAIE 5 ZEXT 5
{2V 6k = 1" SN T NS RN 1] Z:3 N
fREA .
AP HHE, FEasimn/meR” .
W ac-dir AT HI B 017 B HE 2“3k 5E B 017 B3, AR5 ki OKG
10. WEFEU”, BRSO E LR B
- % —acrealm
- {R¥ -- webserver-agent
- RIEFHIL —/iam/
BRUBHRRY — 2[R9
S BHIE 7 R —ac-basic-auth
11. B BN AE, ERE Al I e LR B
- M —acrule
- BE—
SEVFT ) — ik
Web fAE#AE —Get, Post
12. Bl B e IR
13, EFEHME”, AEH IR TP I I e L B
- %M —ac-policy
14. B2 7 IR I P a4 i

© © N o

62 eI



4] 55 CA SiteMinder 42

15. BRI, B ds i, £ ac B, AR A a E
16. FR i e MR Al B e i

IR 2y W= I KB o

Bl BoE AN EE RS LMEM CA siteMinder JiEH

LEiZirh, B4 %F CA SiteMinder 82 B B A b 28 B 55 2%
1. fEANE B RS % EHL b, AT EUT R AE:
a. {511 JBoss N FHFET e 5545 -
b. SMBILLNH, HrpJBOSS_HOME i JBoss (1244 H 5

JBOSS HOME/server/default/deploy/IdentityMinder.ear/user console.war/
WEB-INF

c. FTIF web.xml X413 3] “FrameworkAuthFilter” 5 75
d. BEBNCN false, SR JEIRATF IR SCAE. ol

<filter>
<filter-name>FrameworkAuthFilter</filter-name>

<filter-class>com.netegrity.webapp.authentication.FrameworkLoginFilte
r</filter-class>
<init-param>
<param-name>Enable</param-name>
<param-value>false</param-value>
</init-param>
</filter>

2. FHLRLUN H

JBOSS HOME/server/default/deploy/IdentityMinder.ear/policyserver.rar/META
-INF

3. WEPAT DL N #RAE:
a. FIF raxml SCHF, FRRHEBEE N true K8 HIER:, W Fios:

<config-property>
<config-property-name>Enabled</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>true</config-property-value>
</config-property>

b. HR¥E CA SiteMinder Hl& R 45 25 B E KBCE FIPS B0, Wi NPR:

<config-property>
<config-property-name>FIPSMode</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>false</config-property-value>
</config-property>
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<config-property>
<config-property-name>ConnectionURL</config-property-name>
<config-property-type>java.lang.String</config-property-type>

<config-property-value>policyservernode.example.com,44441,44442 ,44443
</config-property-value>
</config-property>
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<config-property>
<config-property-name>UserName</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>siteminder</config-property-value>
</config-property

AT N H s s T A
/CA/AccessControlServer/IAMSuite/AccessControl/tools/PasswordTool

Bl an -

pwdTools -FIPS -p <clear text password> -k
JBoss _HOME/server/default/deploy/IdentityMinder.ear/config/com/netegr
ity/config/keys/FIPSKey.dat

4 AdminSecret & X LR N a2 Ent, W N Pis:

<config-property>
<config-property-name>AdminSecret</config-property-name>
<config-property-type>java.lang.String</config-property-type>

<config-property-value>{AES}:gSez2/BhDGzEKWvFmzcadw==</config-propert
y-value>
</config-property>

¥ AgentName & X Jy CA Access Control ANV 5 A CEE 44 FK .

config-property>
<config-property-name>AgentName</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>webserver-agent</config-property-value>
</config-property>

i R %1308 1 ELAy A N5 CA Access Control £V B JL =2
iH:

ACServerInstallDir/IAMSuite/AccessControl/tools/Passwordtool/pwdtools
.bat -FIPS -p <your shared secret> -k

JBoss HOME/server/default/deploy/IdentityMinder.ear/config/com/netegr
ity/config/keys/FIPSKey.dat

>
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<config-property>
<config-property-name>AgentSecret</config-property-name>
<config-property-type>java.lang.String</config-property-type>

<config-property-value>{AES}:gSez2/BhDGzEKWvFmzcadw==</config-propert
y-value>
</config-property>
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SHARLLE H %

JBoss_HOME/bin

%% run_idm.bat, JF% E X} JBoss LRI %PATHY% k. .

set
PATH=%PATHS; C:\jboss-4.2.3\server\default\deploy\IdentityMinder.ear\libra
ry;%SystemRoot%\SYSTEM32 ; %SystemRoot%; %SystemRoot%s\SYSTEM32\WBEM
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