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Windows J& & iz TR, &5 UNIX F /)5 &R 25 R #) Windows

Ja BT

CA Access Control Windows i 45 PR 280 H UL F Herh — I i85 U
) =4

n RS HRE B

CA Access Control K-8 BN S5 U Rl 1) services.exe HEFE .  IXELHH
JashEfs b RS . B, net S8 RZ net 45 1b R Z555535 52 BIAR
e

EIXFMEDLT, CHERF 52 R 1 IR 45 A2 AR AT A% o

T 55 o 7 B A

CA Access Control 42800 Hie 2542 il S 508 e iRy i A, DAR
PUREARAS AW E T M. X LS CA Access Control ¥ H a8 R 5%
PRI AR S AH ORI E MR IX . SEFr b, 180w USRI, CA
Access Control LR DL v i 2 et «

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\service name
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\service name\*

FERXFIEOL T, CEGRF R I 5 B R AR BT H A%

& n] LA -5 04 I Ah S5 AR R0 7 V2K R4 Windows Hiis,  RIKE 95U
IHCRIARSS, FF U7 A) 228 I 21 95 1Y) Access Control 41138+, Windows
AR5 1128 U5 25 & WINSERVICE.  WINSERVICE %5 AT B Access Control
HlZ: ACL I NACL. XJ-F WINSERVICE Access Control #IJ& % H,
BT I Ty

B
i
2i2)
il
5 1
PREEHT

Yars

o4 TE. PIYHYRE 55



Windows 45 -4

J& FFZ5F Windows IR&{3RH

0] LLJE FH 2% Windows JIlR45 1) CA Access Control ££37 .

ZLH H Windows IR IR, 1544 CA Access Control 73t
Instrumentation\PlugIns\WinServiceplg 43 L & 1% & OperationMode
BWE N 1. BAERRY, 15K OperationMode ¥ & 4 0,

ERINTEDL R, CA Access Control 4 5 JH Windows JIRZ51# 9 .

T CA Access Control £-4" Windows IR5%, 7520 IR I I%0%
WINSERVICE 25,

23" Windows fRS%

AT LAY Windows Hlis, IXHFERT LA K Windows #AEFRAL B 2 14,

23 Windows IR %%
1. W% C ST Windows IR 25144 (p. 56).
2. & WINSERVICE Kb THEaRAE.  CBRIAMEN N Tk, )

3. ¥ CA Access Control H4l%: WINSERVICE icsx, FF# H A 251
Windows it 45 1144 Ry 44 1% 00 %

ERE: Windows k44 FR B s 1E “Windows JIR 4% JE M7 b1k HE Fr) i FH”
IR, B 5%ER BB oR AR AN

4. K5 ALV BRI o4 iz 55 o
M g5 B B2 B ORY o

Bl BRI G 63T EREFRIT

1E Windows 11, J5 &4 EIRE T HA %S 4 spooler. T4 selang fir 2 1iff
f& WINSERVICE 4k TiEsRES IR 5 & A BEFE 7 1 BRI U 1) A PR 15 2
N B

setoptions class+(WINSERVICE)
editres WINSERVICE (spooler) defacc(R)
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JE IPv4 Telnet JE37F Windows Server 2008 A %24

1 Windows Server 2008 I, CA Access Control TLHART A# H IPva )
Telnet E$%.

FEYE Windows Server 2008 AR Y ACHE T4 telnet 15 COAAHL FEHLFIA
Hi =L telnet) , TH 1B/ etc/HOSTS SCAF-UIF

127.0.0.1 localhost
# i1 localhost
127.0.0.1 <your server name without domain suffix>

TSR ML 1Pve 3 b, IR LA R 4T

127.0.0.1 <your server name with domain suffix>
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Windows 45 -4

2 FE N2 AR K Windows RS BV 7] 223K,

WAL CA Access Control £14" Windows k%5, B2 5 MR 45 HH IR 1)
Vil 2k, Rl AR HE . X e85 n) 22l ] e
services.exe WA HLIRSS (3. (1R r 3l Wrle X 2R
PR 25 R AR 45 5 P A B DX S Py R U R I 3 8. mr— Ry i) 2 AR
TIRS W H R, G R QRN D A5 e B R e . 2
5 5 Windows g 55 AH IR BT U ) 22, 855 200 B RC 77

BB SZOR 1) Windows 45 K15 1) 2238, G Tk
WINSERVICE 21 # 4% 10 K A YR 44 FK *myService* [ A% Jifi e

CA Access Control ¥ T #8552 X ) WINSERVICE & [H i i ke 3% (A
VO AL I VR MR IA A T8 I R 55 B 2 U7 )

Bl BENE ST RS BBTA T H 21K

ol E 1B 5 6 T ENRR T AR 45 78 L2 CA Access Control T ANEATAT:
AT gs1a], i s pros:

er winservice spooler defaccess(none) owner(nobody)

IRJe BT LU R seaudit SIEHATRE P81 RS 5 9T EVRE ¥ IR 55 (K B A 5 1)
2k, W P

seaudit -resource WINSERVICE *spooler* *

%l 411 T WINSERVICE 2 [F T4 L IL 3, J8E T BTN R £ 47
ERE RIS U7 ) 2Tk 2R B4 45 SR

seaudit - Audit log lister

03 Apr 2008 16:53:48 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:48 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:50 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:50 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:53 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:53:53 D WINSERVICE bigHost1\Administrator Read 69 2 Spooler
c:\WINDOWS\system32\services.exe bigHostl.comp.com

03 Apr 2008 16:54:10 D WINSERVICE bigHost1\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:10 D WINSERVICE bigHost1\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

03 Apr 2008 16:54:19 D WINSERVICE bigHost1\Administrator Read 69 2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
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C:\WINDOWS\regedit.exe bigHostl.comp.com
03 Apr 2008 16:54:26 D WINSERVICE bigHost1\Administrator Read 69 2
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com
03 Apr 2008 16:54:26 D WINSERVICE bigHost1\Administrator Modify 69 2
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Spooler
C:\WINDOWS\regedit.exe bigHostl.comp.com

Total records displayed 11

Windows R 4R

1H 1k CA Access Control, #81] LI Windows y3 H& T,

T LUBRDRF REGKEY JR B 70 e 2 VTR Sk JLdkAT IR Y. SR
LS HAR BRI A, Fig 0 R R B (N0 ) AR o

58 R R B P U5 I A BR AN 23 S MRS 1200 I B 1) 3SR DT 1) (AR
X (B THEBRAL, B AT ZERAE W B ) OB o

CA Access Control ¥ 7F Windows Server 2003 F1 51 =it A [f\] Windows &4t
SZHF AC RS 1) REGVAL R . FEIXYS RS [+, CA Access Control ¥
{347 REGVAL 2BV E M 24, I H REGKEY 7 1) A FR AN 52 M oy T 36 4t (i
IV ]

1E BRI 2248 |, CA Access Control A3 #7 AC 2185 77 1) REGVAL %
W, I H REGKEY 135 5 H (195 1) A BIR 25 5% M 5o v M 2R BB 1 1 1) o

REGKEY Fl REGVAL il sk LA AR I 4544 . FEAMIC AR LU Access

Control %1]%
s ACL

m  CALACL

s NACL

s PACL
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Windows y3: I} & {47

REGVAL H1 REGKEY i3 #B SLVFAH R V7 i) 2R 8, 1k P :
= READ

=  WRITE

= DELETE

=

VER: CA Access Control J1: IR IR A S LRI N AN EI 3 Hive FOVE MR
$1E.  7E Windows Server 2008 [ ¥ S A R 48 L, WD ALK
“NONE” {5 [m) 3 2238 V5 9] 52 R P T E A,  CA Access Control 233 [H]
{f REG_NONE. REG_NONE {ECRF- N ZfEA7 (L, (HAS BARUE X (E 2
fH4 .

P Windows YR TR

10T LLERY Windows JE R 10, IXFER] LLA Windows #E/E$HE {5 2 &
Eial
3P Windows YR TR

1. W R EAY ] REGKEY FI1 REGVAL ZKic %, 15 iR ix e85 kb T1%5h
RE. CENFEBNTEO N FiEsikE. D

2. % REGKEY 5l REGVAL it 3%, Il FH IS B (v E MR s sl AE 11 44
R %055 o
ERE: HEEMEN RS A e R, ] D E
BCAF R AR I EEEE N IR T T o T
PRAEVE T 0 B 38 3 CA Access Control i s i BRIA U 7] AL PR
SRRy

3. (Al B FH P RN [R5 i) BCRR 23 BiC 2] REGKEY B, REGVAL it 3%
HiAH W 1) Access Control %135 .
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7Bl BRI R I BRIA VT R BUR T
LUK selang iy &R S ST 2 B AR ER A U7 Il B “ T -
er REGKEY HKEY_ LOCAL MACHINE\SOFTWARE\Test\Keyl defacc(NONE) owner(nobody)

DIk, X keyd AERIADS R AR U1 F o

iR A BT Windows Server  Windows Server
Windows Server 2003 XA 2008 K E FHRA
2003 MRS RS FIRS

M2 1t g g 4

i), Bk, O 4 g

il 44 B B

Ik ek E Ak g 4 4

/Y hive

IV EEN g gy foVF

15911 1] = I ENE (B2 fOF O

iy 44 B PR AE

Mos 7R 454 fOF O

i

B - FOVF Y OV

i, Bk, EOF OV o

i 44 B R 1

H

n#eiEd OV o

B 1 hive

TR BRIV AR R
LT selang fir & R BERTEE IR BEROER A U SR
er REGKEY HKEY LOCAL MACHINE\SOFTWARE\Test\Keyl defacc(READ) owner(nobody)

L, X Key 1 IRV BUR 1 R TR

e R A BT Windows Server  Windows Server
Windows Server 2003 REHRA 2008 K& &4
2003 FIR%

M2 v U O O
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Windows 3 I} 2 {4

#1E A BT Windows Server  Windows Server
Windows Server 2003 R FHERA 2008 & F & A
2003 KRS

T O fOUF fOVF

Bk, Eap ek fE4s gy frigfs

iz

INEEE R R4 gy frigfs

T hive

S EEN AR U pinas

EHUE pInaE A VR

B Harp a4 U FVF

T BRAE

M FRER 1 Avr A VR

i

Bl T FVF FVF FVF

i), B, ' AL A VR

i 44 BN ER T

B

)[R 0 i | = A WA pIWAE pIWAE

Bt 1 hive

Mezs B e A AV VR

Bt A A AR VR
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DR SO ER R

Bl: SRBENE AR SRR AT A BRI V7 AR T8
LA selang fir & R S TR M R b IrAT 1 8E M BRA T R AR “TE” :

er REGKEY HKEY LOCAL MACHINE\SOFTWARE\Test\Keyl\* defacc(NONE) owner(nobody)

THRCAF (%) AN H T Keyl, {EHNHT Keyl FTH T8 X EWEE X Keyl
JIT A BT U7 B a4 . BT AAAE SR, i
4t AT A 44 B BR Keyl BIV7 ]

%A RVERT Keyl REZEAT VI . X Keyl [T8#(E (52
Key1\subkey1\ FFI{E) 5 M AL PRLEA R Windows R 482 R4 it 2 5«

= {E Windows Server 2003 15 S A M R 48 L, i SR n] Ms
keyl [IATAR]F-EEAEL AU RIARR, (E42 Tl Eav s MIBRAEL
K LA 115 ) AR o

»  E5-T Windows Server 2003 [f) R4 L, &% 240X Keyl 118 {H
()T U I R

Bl SR AR SR AERR A VT IR A BR T

PLR selang i 4 #F Windows Server 2003 FlIl 5 = Al A 1) R 48 63 ok Ui
TR A PR “ I R ORAT R R T R AE -

er REGVAL HKEY LOCAL MACHINE\SOFTWARE\TestKey\valuel defacc(NONE) owner(nobody)

FR&: F Windows Server 2008 A 5 A RS b, W R V5 ALK
“NONE” 115 ) 5 223 U7 0] SZ AR IV E M 2R (B,  CA Access Control 431 [H]
i REG_NONE. REG_NONE ¥ ZMEAFAE, (HAS HAR I 1ZAE &
14

RIS EIE TR

B2 v e SRR & SO, IR I SR
AR Bldn, fn] DLEI A 5 DR By el e A iR A i

HER: SUHEEIRMAAE NTFS U RS BT . A3 SO ds i i e 4
{5 5, 1HZ4 Microsoft Developer Network (MSDN) FZE X i

BN EE SO RN E),  CA Access Control 5 H B -7 ST ER A S i
B, PRI ST c:\foo.txt TR DI 5 BEXY c:\foo.txt::SDATA AR . {H
#&, CA Access Control ANy H SR IFATATIEERIN B L, XTI L5 din
T AT A A SR B

&

f 4 ERTHR 63



SR

RPN AR, EPATL P EREZ —

w  BRPFFERAR R, LR RS R SO
drive:\path\filename.ext:stream

w  BRPREE SRR e T, TR DN A% B ST
drive:\path\filename.ext:stream: type

BRI, LR R SO R

drive:\path\filename.ext:*

Bl ARG TR SO

LR selang i 2 # G n] 97 SCAF o:\foo.txt 7 FT- Bk i i) i HH Sk
F) :

er file c:\foo.txt:* owner(nobody) defaccess(none)

Bl R E BRI

LR selang i 2 RG] R4 XA e:\foo.txt WA L mystream 1 S04
SR

er file c:\foo.txt:mystream owner(nobody) defaccess(none)

A BRSO AR

1ML, CA Access Control il i RIMISK PRy i Fft S 7R ) pAY 3 SCA°F -
w BRI — ORAECE SR H RSO ST
R ICTIMMSR A F R o

o BRUHENY — ORISR, 5 s F SRn s R 6 A 3455 RO AR UE - A0
R 55 AR UE S o

T AAE 2 2e 2 I I B BRI
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PSR

PR 358 ST AR )

PR SO R U R AP SO H A SO A s A SO . P SR

selang AN WL HTEIEMIBR . (HJE, Bl LAGR'S FILE MUK 78 25 P 55 S

PRI o dn S 28 FILE BRI, CA Access Control 23k &2 31| A 34 SC 4

S

& T B 2 S0 2 Ah, CA Access Control 4 P9 30 SO 30 AR5 ) SO

LU 5 TRl ACRR «

m X CA Access Control PN HB3FRE 1) 564 i 7]

OO AR W) BRI BT AR ER ) Ui i)

CA Access Control 457 ] P 35S SCA R R (1R 5080 S A BAR T Tl AR«

= CA Access Control PN #BREFE XS £ s A 56 4 U7 I AL PR

= NT AUTHORITY\System FJ /" X Bk J 45 152 BURL PR

w T At in) 20 O A B U R AR
R T AR W) I BRIA VT AR AE r12.5 SP3 HHEE . FESCHT
IRRAS A, ER ARG 30 T B He A 1n) 38 060 208 e SR e 7 in) A
PR

CA Access Control i F P93 SCAF RN R R H1 SCA . 23R IMEE 4151

T FR R SO B I M R AR A R I CUn SR IE A D . CA Access Control

FE I TP 0 2 B ) st e A 2R Tt .

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl

ER: LS E RN R R, AN R I, AR

XKLL AR A

pras FEA R R A R TN BN R

seosdrv.sys

%SystemRoot%\system32\drivers\seosdrv.sys

cainstrm.sys

%SystemRoot%\system32\drivers\cainstrm.sys

drveng.sys

%SystemRoot%\system32\drivers\drveng.sys

pwdchange.dll

%SystemRoot%\system32\pwdchange.dll

SUSRAUTH.dII

%SystemRoot%\system32\SUSRAUTH.dII

eACSubAuth.dll

%SystemRoot%\system32\eACSubAuth.dll

eACPasswordFltr.dll -

%SystemRoot%\system32\eACPasswordFltr.dll

JITAT Bt e SO

SeOSD\dbdir AClInstallDir\Data\seosdb
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SR

S TR T AN R RIS ALE

B A B S lang\help_path AClnstallDir\Data\help
By ik scfE - ACInstallDir\bin
seosd.trace SeOSD\trace_file AClinstallDir\log
seos.audit logmgr\audit_log AClInstallDir\log
seos.audit.bak logmgr\audit_back AClinstallDir\log
seos.error logmgr\error_log AClinstallDir\log
seos.error.bak logmgr\error_back AClInstallDir\log
seos.msg message\filename AClInstallDir\Data
stop.ini STOP\STOPIniFileName AClInstallDir\Data

stopsignature.dat  STOP\STOPSignatureFileName ACInstallDir\Data

response.ini SeOSD\ResponseFile AClInstallDir\Data

audit.cfg logmgr\AuditFiltersFile AClInstallDir\Data

ER: ARKERENTNFEE, BB (FH754)

BRI ST )
CA Access Control 7T %25 11 [a] 25 il it BRI\ SCAF R K OR PP BBUB S 2R
WSCAFRINIALE selang Hr] L HLREGE 45 I3 o
NARFIH CA Access Control 45 BRI SCAF RN P47 ) BBURK ST BA J G 4
SCA T i) AR AR AR (R 1)
TEZR T, PMDBDir »& 5 B4 i (PMDB) LI H >k, 1
pmd_name ;&R RIEHIL Y 2R ERINTSOL T, PMDBDIr {1 T
ACInstallDir\Data. PMDBDir [fJA7 B AL T FI MR I A Pre s
HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Pmd\ Pmd directo
ry_
A BRINT )AL PR SRRV
AClInstallDir\data\crypto\crypto.dat T sechkey
AClInstallDir\data\crypto\def_root.pem* R sechkey
AClInstallDir\data\crypto\sub.key R sechkey
AClInstallDir\data\crypto\sub.pem T sechkey
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WA OR

s BRIATT ] AR SRV E
ACinstallDir\log\policyfetcher.log BzEL +policyfetcher
PMDBDir\pmd_name BEHL, Chdir -
PMDBDir\pmd_name\* B, BT -

a4, FHRIE 67






NI

5 5 5

B ERMN

V7RI PR

it 1 R e e

Vi IR BLER (p. 69)

BCE T ] AR - 75471 (p. 69)

Vi =551 (p. 70)

AT A e X YR V5 I AL (p. 72)
F - R4l 7 in] BLBR 22 18] () .3 (p. 73)
GG RHFIFRZE (p. 74)

CA Access Control [ 3£ %L H 152 73 Be A 55 5B A T U5 R AR

VIR a2 AT LU M 4144

o PR ORI, BN, SCfF. BRI

o URRIISEAY, BN, B MR, Bk, BT
o Ui, AR R U

W LU — el 2 PG olE sg, WA AR AR 7 2007 il D3 -

PR H IR ACL A% T RV R AR

w R EAUT BRI A R I

w s T AU AR R . B, H T 2 ATAE SPECIALPGM 2K
BT IBRR, S5 76 SUDO g 4T fir 2 IIRLR .

WR: A RERNVT BRI PEAE R, S0 (selang ZH757) -

BBV FIBR - 7~

7Bl TR PR A P 5 T I U AN PR

LR selang i 2% N 3B H 7 internal_user ¥ N3 2 tty30 Y ACL, 1] 2%
i 452 1 LU Tl AP <

authorize TERMINAL tty30 access(READ) uid(internal user)

%55 AT 69



ZAREEGIRIES

Bl TR P TR BT AR

PLF selang i 2BV 7 Terry U0 3 31 tty30 1Y ACL, [n) &K 5% T
BT R AL PR «

authorize TERMINAL tty30 access(READ) xuid(Terry)
s TSR R YR I A PR

PLF selang i 2 Terry %f Z iy tty30 15 M AL PR BN none, PRbfE 4
T Terry HIUjIn)

authorize TERMINAL tty30 access(NONE) xuid(Terry)

s AT o A B AL P B U i A PR

LU selang 74 M 283 tty30 H (1) ACL H I ER Terry:

authorize- TERMINAL tty30 xuid(Terry) access-

Terry I 0 2 A X 255 IR ER AV 1) LR

AN PR TR R U5 AR

PA'R selang fir &RV HI ™ Terry Y& 4 A& BRI SCAR AR G 1

B,

authorize ADMIN USER xuid(Terry)
authorize ADMIN FILE xuid(Terry)

Vi R EE IR

IR U5 ) AP FE Access Control #1)3& i € o BN THRIC R 2220 B A
P Access Control %13 :

ACL

FRE R T BEURT R BLR KI5 i 2 b LA 1 U7 T BB 2828
NACL

TR E WAL BT IR B 07 17 5 S FABABR LA U iR BUFR )28

jﬂi{o

D BRI IR T AR FTAE AT, B e A R AR A R
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aEsEHEIES

AT R HIFIR

251 Access Control 513 (CACL) $2 £ T ACL ¥ . 15 [m) 35 22Xy in)
PEURI , W F B ACL AT NACL A A ZH 7 S5 IR, 1) CA Access
Control ¥4 £ 254 Access Control %13 .

%A Access Control F1I3& LA—Flky 5 75 3UHE & % s il B 5 U i) SRR,
B IE L AE HIE E AR

foiltar, fany LU 454 Access Control 13 i SCRE P 2 % KU o

CA Access Control SLVFfi H LA 41 Access Control 4135 :
m  FEJ¥ Access Control 1) (PACL)

= TCP 2§ Access Control 413

m  CALENDAR Z§ Access Control 413

BLES5AF Access Control FII 45 H g X—"N4cH, W LT H] selang
authorize 74 1) via £

5 HAth Access Control 5|38 —#f, 251} Access Control 51|13 H [F 5N 4% H
F5 e W% T U5 ) B PSP )5 Tr) 3 M A% T U BB 2R,
4k, 241 Access Control FIIZEH 1145 H b5 & 7 BCAUR IR 454 X T
PACL, SRATEFEITIIAHR, Vil T B IeA T %A 4 B B A Ui AR .
7~ A PACL

BLAGE ANV J sysadm1 X A] i 18 4T AR secured_su N ABZE T,
A EMEH LR selang i 28 g AH BRI 4% A4 U 1) L)

authorize SURROGATE user.root xuid(sysadml) via(pgm(secured su))

defaccess - BRI\ U5 o) FER

PRI 3% ] AL G ERIA VT 1) 7Bt defaccess. defaccess “FBXIMETR E ft
VFTAA] %5 Y5 Access Control 51| A 44) A< A0, 2 1) 05 1] 3 A FH ) 5 1) AR

5% FIER 71



e A 5 6 DR R IR 7 T ACPR

P o 05 T TR A B

2495 o) 2R U7 o) RIS, CA Access Control 3 i 42 8 F5 56 2 15 i
AT —IREZ A AR A A VT AR, B R8s . WA AT —Ik
Kt A T Ui R g5 R (488 a7 iR)) . ) CA Access Control A~
HE— 2 PPATA B A R (1] 45 2

CA Access Control I 47 IX K A MR EE . BRAIELL T, X ThEI
PR, CA Access Control 37424 DL il Fr A 5 15 1] 5k «

1. BT DR USR] Ry PR Al

2. BRI CRRVEFIT & 34T V5 A)D

3. Blfaf

4. BRRHT NACL

BRI ACL

BRI PACL

PRI defaccess F-BE

N oo w

3¢ i PR IOURS A PRI F acepact BT ¥ 152 B e o 485 mT LBk ] selang
T2 R IE DN setpacl- K2R H X B PACL FI1d H

—™ Access Control K 1] LAV & Z AN H 45 H o i, vV &
S5HPEAMENEH, el Es P e 4% H. CA
Access Control 7E8E N I 2 Bk Ar AN T nl BeI4c H . K
CA Access Control WA AP REAN GO PSSP PE 45 5, T2 _OH
JRIAH U5 i AR 2 RIFT H5)) (p. 73).

7~ XSO 45 RAUR

TERER, B4 N userl HV5 IA] & 22 5L U UK filed.

{5 F#d, CA Access Control #%J# accpacl 3617 [ BRI\ ¥ B 8 1 PACL.

NACL AT ACLF T PACLHF T defaccess T 45 EBUR
userl 1% H userl 1% H userl 1% H KI4%H

R (Any) (Any) (Any) 4 s OB PR
(Not defined) VW (Any) (Any) 4 s OB PR
(Not defined) BEHL (Any) (Any) T OB PR
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HI P N2 g i) BUBR 22 18] ) . 5))

NACLF AT  ACLHHT PACLFT defaccess F 45 RAUR
userl K14 H userl 15 H userl 1% H HI%H

(Not defined) (Not defined) via pgm (Any) SV
securereader securereader
FE P
(Not defined) (Not defined) (Not defined) 2EX - amanaivy 5]

R4 H R4 (Not defined), M7~ Access Control 41|13 HH AN{EAE T
userl )% H -

AR H B~ (Any), WK IR 1% Access Control #7138 H ) 4% H o< B2,
A CA Access Control A% Hgk A48 7 o

CA Access Control K & ¥ MARIA . 1EEE, ST IrE1T KU,

FLAT 5 SCHIT R BCPR K B0 A7 U B B ek S A E (Any)o MG
5E SIS ) BB IR B e 2 (4 AT 5o S HATE (Not defined).

FH P A IRl BUFR 2 18] K L B
H T P2 DT P T AL T sl 4 SR A,
RATRE LTINS, PR THRAEF P AL (AL 1AL 2)
VAN REAT RSV LR, 2 I RERO S R

R CCE AN (p. 74) 1T CERIABCED

RPRRBR A1 RrAR A2 KRR SRUIRR

Vi I AR 2 (Any) (Any) iy ) Bl 4 4
P In] CAZAL (Any) (Any) Vi 1) LA
(Not defined) V7 ] CAAL (Not defined) T ] LA
(Not defined) (Not defined) Ui in] AL Ui 1) AL
(Not defined) i 1) AR AL i 1) AR AL Ui 1) AL
(Not defined) V7 ] B4R 4 (Any) U i) 4B 44
(Not defined) (Any) I EEE S Vil B

AR5 H 27- 74 (Not defined), WIZRZRBAT I I s sE SUEAT 26 H

WL H BN A (Any), WIZR 7RV I BLFR T B8, [X1 4 CA Access Control
ANKS HATHG A
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e CNE S IR

RRHABFR (ACCGRR)

A HEETT (ACCGRR) 41 CA Access Control 2 % U5 i) ACL 17
. WS JE ) ACCGRR, I CA Access Control 25k #r ACL LAFRASHH P i &
T A A T HIAR . W 925 H] ACCGRR, ] CA Access Control 2346 £
ACL A F 2 AR nl N H 14 H B 5 (H none. 1A, MRV
). 75 CA Access Control ¥ ZB& A 4145 H, Access Control #1121 1)
AN S HERA . BROIATE LT, 1Z3E 504 15

P H ACCGRR iEM, W LIMTH LA selang T4 :

setoptions accgrr

TAE] ACCGRR JETH, LU LT selang 14

setoptions accgrr-

RELH RAAIRE

ZEF

TR

G R RN e A AL T PR P YU 1l (1 HeAth 7 5, IX XS Access
Control #1138 FIVEI AN 78 o

K78 oY Ay o L B o Al DAL AP K 127 B ey LD W N TSR 2 VoS P
FCR AT

LRI RE N G FLEs U5 1) RTGEIR 1 0 2 255 Z [AIF#%. WisR s v
H LGN T B IR N A g0, BIAEAEBHIRTY Access Control
SR T T U RR, U7 1) 5 ANRES ) BER . R TR %
EHMNE, FARZBHEIAT LR R A .

LAGN N T R AREVT M) LA AN ) F AR B

ZRIHiE CATEGORY LA AR R LA 1) 5 A5 Y5 0 i 2 4
e AR IR B S RO 1 BRI L BT AT 2 2RI, Vi A
REVT M) 195 U6
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‘YO FOAREE

RERE

LARFNEIE SECLABEL R LRI A TR L bR L g M 2 4
FENARGRIE L o K22 A hRRE S IC R V) ) 3 BB, % T i) il Bk
PR %L AR A G I L B JONM 2 2SO LR
it 7 17 2 BE U AR 5 (K 2 4 U IS 23 i o

Bl A 224 kR4 High_Security

¥ High_Security S0 7% 24240 255 242255 MANAGEMENT Al
CONFIDENTIAL [ 24 h7%%

W HLEE R F userl 43 AR 4h % 4= hR%5 High_Security, T userl f 2428 5 K
255, BAMEHEA 24255 MANAGEMENT FiI CONFIDENTIAL.

5% FIE 75






Y6 F: RPIKS

i SN W e Y

H P EAUARY (p. 77)

1% B Surrogate DO [ H. (p. 82)

JE X SUDO idsk (fE454RUR)  (p. 83)
o 5 H P AR (p. 89)

NI

P BERUR Y

{F CA Access Control 713 H SURROGATE &M, [RIEfJa F T H AL 4%
o I PERY, EnT DR AR U SV AL, A
FrER A BER AL SID CebriifT) SO HAD SID. 3X AT LABT 1k P e
TEAAE P AL AR i 5 43

HE: Zebn IR T8 RGAR R ) s 87

Bltn, A5 BT AT H P AEUE B O3 1) CA Access Control BRI, H 7
Tom R B DL B 53 B IS AT R I PAT Fo 484145, 1My CA Access
Control AN SRR FHAT, Kk Tom A AR E L 61

& 0] LA CAP AP =0 AT FH P B R

n R

PR

Few: fRykS 77



I U RS

F P2

WA TR EAR, CA Access Control NN #2475 | Windows
RunAs SCH TR RIS KR . P A0 76 B SZ R Windows hig
A AR

ER: AP B (RIS H SURROGATE 2B0) , BRIATEIL F

oA H PR

PR A A ARG LR 2

m  CA Access Control R4 H BTG K .
FVFZ Windows W HFEFH (45 RunAs S2H T H) , NT
AUTHORITY\SYSTEM H J' S0 SR 10 I HLAE A sk . FH P
PP S AT S T, AR HIE K NT
AUTHORITY\SYSTEM H 7. 401, 4R Tom $44T RunAs SRABFUE #E
b1, T NT AUTHORITY\SYSTEM I /' #& AR 4L SR, B4 CA Access
Control 2% Tom RAIIER I HI P .

n Y AT RunAs SEH] L H B, CA Access Control /2> 2 Ul 1
TR 6P BE RS /M

F PR SRR K45 30, CA Access Control ANFE#EEAS Windows 3EFE [T
FIREA AL K
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P B LR

AR

R )3 I N AZAE A4, CA Access Control 22488 T4 Windows HEFE
PIRFAN AT K o AR P2 AN T AZEATAR] SZHEIY Windows fiiAs FAf

Hi
ER: A RAW DUE ] AR Windows A TIEEZH L, 1S

N

i CRAHATD

WARZBL PR A, 50T LUORY7E Windows T B3 Hi ) f3 A A
EONTER

WRZAR AR A AR LU A

WIS NT AUTHORITY\SYSTEM FH P ABE40L3 =K 1 FH P 9 FL3 AUl i
3K, CA Access Control A2 R AIEE H B WAL K 1 H P s

0, RunAs. ftp Fil Telnet iR #B /& FH NT AUTHORITY\SYSTEM H J*
P W Tom $84T RunAs AL BE 61, i NT
AUTHORITY\SYSTEM H J' 4 iRl Kk, H-4 CA Access Control 24
NT AUTHORITY\SYSTEM RG] A K K 7

CA Access Control 2> 4/ R GURt HAT O 1E 3 B A (0BRSS
Ry AZFAE A REAT TERER I

H AR CA Access Control 2 ZE A7 AR 3K, H S FAL G | AT AT BLVF
EZ KV RN
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I U RS

CA Access Control X F 2 A4 SR ) i . 5 =X

SURROGATE & H [P EEAN e Skl 2 ST A3 P A 52 A0l 238 A 5 1) Bl
fill. CA Access Control W HFULTE KAWL A AN GE FH AU F U5 Il (I Fh S 6 42
SURROGATE R [P sk KRB HA B4 (B R4 H 7 54l .

S kg A AR A P Bl i K, CA Access Control £ AT L
A
1. Ko F 5 a4l SURROGATE id sk (V5 R 374 . AR ¥E SURROGATE it
X, SRAELNFIEN . —
n U4 SURROGATE id 3% 4 [ fe VP ElidE 46 B4
CA Access Control 1§ [ SURROGATE it 35 (1137 [ $F Ak fo i eldh
LRI 3K
) ER4 AT SURROGATE id 3% .
TR RE LR 2,
2. KOATFH P a4 R BRI SURROGATE 0 S5 [R5 R4, T T ff s

m WURIER AR ST, CA Access Control 23Kf USER._default
SURROGATE it 3 H e I ) R H T H

n WG A4, CA Access Control 3% GROUP._default
SURROGATE it s e LI ) R P42 T P .

¥ER: USER._default. GROUP._default Al _default SURROGATE it 3% 1]
BRAAVT R B BUE LIUALPR o IXZEIRZE CA Access Control o VFAT-fA] 175 3k
R B, KRR S B 2H ) SURROGATE s 28 | F iUl sk . 22
H AT, 3% 5% USER._default F1 GROUP._default 3% [115 0] 4%
Bl BB % default SURROGATE sk 17 [l #3280k 4y HH 2
FIZH ¥ B[R] RN U i) 4528
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P B LR

J& R P ARy

N

[

SN DRY EPR S /ATIRDS o s WID WA RE & EEAC PR s E R L N

N

ok

F R P B RS

1. CAe) A AR BER, 4R .
a. 151k CA Access Control.

b. K N AR E A 1.

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\AccessControl\
Se0SD\SurrogateInterceptionMode

c. HHiA3) CA Access Control,
HE: BIAE FaE P k.

2. #T7F selang iy 2P /RFFE o

3. JriH SURROGATE %:
setoptions class+(SURROGATE)

4. 5 X SURROGATE itk ) selang I A{# HE4T CA Access Control 5k
it o

5. (PUEM T WEREEBO 2 SCHIN, %R FovF SYSTEM JH B
PR BAIE K P H
auth SURROGATE USER.Administrator uid("NT AUTHORITY\SYSTEM") acc(R)

Windows Rt V12 SRR P AR 55 (Bln iz 4T S 437D 0N "NT
AUTHORITY\SYSTEM" I AN 2 ia 47 s AR A I o S Zithy
SYSTEM H ™5 SCHIN DA e vFia A T ax 2sic Y T H (1 H - AUl FLAtl
Jro

Bl SEFETBEITER

R AREE P S B LR, RIELTE selang BRI S VAR - A6
AL )

editres SURROGATE default defaccess(READ)
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W H Surrogate DO - H

Bl FHLEARE P O

AR e (A0 S WA S VR REEL, RIIBLR selang FEUBH LB A AT
JUORAE P A

newres SURROGATE USER.Administrator defaccess(NONE)
s VAR -
AN Fe VR O3 A R D R B B

authorize SURROGATE USER.Administrator gid("Administrators")

% B Surrodate DO T.E
Sl B 2 N R P AT U R A BT AT

i
5o
PG e T3 S 11 BT AT IR L6 AT P SR OB G s b X201 S 3 o
s, ZApB RIS (AIRFFEM I RE ML) S RS 0 K b
B ST BIATAE S5 v E T SR i S B

Surrogate DO (sesudo) SRR TIXAMES . & RVFH P47 SUDo
K P FLICRET—NEA) de UIERE, Feemiee ] - figln]
PLZATIIA, DL I TIX— H (A5 A 100 B K ALRR

i, %iIEX}j'ijJ”}:ATTEWIf?”Eﬁ%E’J SUDO % GG H o &2 4¢
—FE) , IEHIALLT selang it 4 :

newres SUDO StartSpooler data("net start spooler")

1% newres i 2% StartSpooler & XN 2RI R HEAE, FELef] ]
PAT IR G AU

EEPH ! LR RV e B R A 4 . A RAR A AT eSS
BEAMBHIAT AR F SR PR RS R S REF .

IeAh, 1t Ad ] authorize fiv 4, W LARZAUH 7 $U4T StartSpooler #:1E . 44l
wr, FARVFH operatorl JAZN“JE G AT ENREF ks, HIALLT selang

fir %

authorize SUDO StartSpooler uid(operatorl)

A n] LU H authorize v 2 BB 1L P HAT R 8R4 . B, El‘ﬁ
1EH P operator2 JE 8 G G 4T ENFEIFR IS, TEHIALLT selang iy 2 :

authorize SUDO StartSpooler uid(operator2) access(None)
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€ X SUD0 ik (YES54RTR)

1517 sesudo LR RPAT Z R IH4E . B, WACL R a4 )E, H
J* operator1 RIR] J5 8))“ 5 & 4T EVRR T IS«

sesudo -do StartSpooler

sesudo I H 5§ 50H & & R HBUH P30T SUDO B4, RJE, W RRAUH
P BEIR, WAT P25 0 S 2 BIA . FEBRATI R, sesudo £
I T AL operatorl $14T StartSpooler #:4E, SR H KRG 40 H @y

4“net start spooler” .

HER: K sesudo SR MITRANE R, WHBH (Z2£754)

FEX SUDO 3%k (FES-1RIK)

SUDO SBH [RAL s A7 Al fir & BAIAS, SXFE, I a] Lo i i AR ks
AT . A AR RE 77 B SUDO 13 LA R AT IX LE AR ) sesudo iy
R

ERE: ARG H A Windows W IFEF I SUDO idsk, LB E
SUDO ik B AR IL . WERAREAZ LR E, MRS ER 6
1847, MRS AT E . ARENE R, IS (S E757) -

£ SUDO ik, TR SR M TRk Hlag, 3l AR ) B R

comment J&VEFME A, ] LA s in—N 82 /> B2 4E 1 i
AV A S EAE . A comment JB T L AE RS 50, FEH
I AZAE AT AT SO ) e 3R B AR A AR 5 F T AT SO, AR R4S R
R EA AL E -

PLF 42 comment J&PE 1%

comment ('cmd[; [prohibited-values][;permitted-values]]"')

R AR LB AT S VRAE T AR B2 RTE 1, BT LA A1) comment J& PR
AL

newres SUDO NET comment('net use')

A
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%€ X SUDO sk (fT454RTR)

A TR PR R i 2 sesudo NET B HUT 2 “net use” . ANEE ]
EMASHAE; oVl T A S EUE .

i P TE BCAT AN D RE SRR B, AT LR 5 72 251 10 2 50 e v
M2 T LAE R B AC AT AR HERK) Windows JBRECTT . 51 HI I 25k
MV S Hl T DA & R 812

B i
SA FRHA
$G WA CA Access Control 4144
$H CBGE AT UNDO DU 0 HSRIT Sk I 2 5L
SN He
N 1217 sesudo [f] CA Access Control f /7 [ 4 Fx
su LA CA Access Control ] ' 4
Se F&H .
At w2 R TE AN AT v 2 80 SUDO i .
sf WA A4
Sg WA Windows 414
s$h WA ENA
Sr HA Windows B27 ] AR A ILAT ST
Su A5 Windows H 7 4
Sw HAT Windows 5 15 i) A3 B R BLAT ST
$x HA Windows AT U5 i) AL R 1B S0 A

UK ZEH 5 AR ISR BN BIRIA, AT LR 34t

S RRMAREE S EAL, (R EN AR ARG SN B
s WREEE A ER] -start, (HAVEH A BT ILAR S 5L, 3
BN T TR iy 2

newres SUDO scriptname comment('cmd;-start')
Horr emd AL IIA

FiAh, WERAS VAT AT S50, (A BRI S5, 1%
PLR 77 20E X SUDO id 3k :

newres SUDO scriptname comment('cmd;*')

84 um M FI¥EFE . HI T Windows



€ X SUD0 ik (YES54RTR)

MR MASHA ZAZEH W, WM H 2R o Bass. i,
T SR AE | P E T -start Bl -stop, (BEI AR A e oAt S
B, TERIN NI

newres SUDO scriptname comment('cmd;-start -stop')

WERZ AN HASHAEIE, WSS ERT (1) B8 S22 15
(R BaAT s  lan, g (- R -start R -stop HIVEIAS 56—
NSHIFAE IEHBEATAT 9 H5 ) Windows ﬁ%)ﬁ%ﬂﬂ?%:/\%iﬁ €7
ZE TR ESR) , AN FIHRH2:

newres SUDO scriptname comment('cmd;-start -stop | $u')

WERIARI S 82 THI8RH IS H, Wisda —HEE S HCE M T
AHRSH.
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%€ X SUDO sk (fT454RTR)

W RN A i 2 BB R F 2R B 21 AR
»  sesudo SEHIFEFR S HUE:
- VUL ECATAT R N 1) 2278
- DEE AN 2 HE

KRR WL A S HUEAE SR B R b, W RIELE ol Y R b fs
E T ESH, ARV HE.

w9 A SR ZEE ISR 50T (BZERG E AT VAR OR AL 5
%Iﬁ?ﬂ B AT SRR I PR, D H 2 35 0, KedE

AL VA FH B
ﬁ, 1 Z—Fﬁu)\?ﬁﬁﬁ i 7

newres SUDO scriptname comment('cmd;;NAME')

w  IEWE SRR R,

flhn, WAL SSVHE NAME 10 BIA TR 240

- WMRRASHA A RVEE, R TR 2R .
- WMRZADWASE A SVHE, WHEAVETER (1) 7N & 4L i

HZ 5 s o

B, wREEWANSSE, 5
Hr4, ?ﬁ:/\%éﬁw/ﬁ%?lﬁﬁ

TR A2

8 A S RO BT AR AR Windows

“HEAE Windows 4144, ME#HIA

newres SUDO scriptname comment('cmd;$u | $g ;$N | $A')

RIS 82 T 5 25 Wisa — AV i 2 ek il

M RRSE

R, comment EPERISEEMSE AN : HERMA, RERENSHHEE
R, B&ER_RENSHRIAVE:

comment('cmd; \

paraml prohibl paraml prohib2 ...
param2_prohibl param2 prohib2 ...

paramN_prohibl paramN prohib2 ...
paraml permitl paraml permit2 ...

param2_permitl param2 permit2 ...

paramN_permitl paramN permit2 ...

paraml prohibN
param2_prohibN

paramN prohibN ;

paraml permitN
param2_permitN

paramN _permitN'

~ -

~ -
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€ X SUD0 ik (YES54RTR)

sesudo S AR L BA R 7 K & H P N A S 4

1.

MASHN 215 %fm%ﬁf%ﬁz NUCHL. (AR ARVFISEN AEAE,
WAE A eV S H

MASHN 215 %**JLE’J’%& N ULHC.  CUnREE M ZH N AAEAE,
WA E—ANE RIS 4

WK S5 '%‘EifFEI’J?E%IlE@ﬂ, E SR e 2 ESEIINIDE 24 € % NI
M| sesudo FUAT %2 -

il BB AFHFIZAT net send FILSTRIR

PAF ik FE i B Tﬁﬂﬁitﬂ%)ﬂ Takashi $i47T net send iy 2>, LA WMaT By 1A
AT net start T % :

1.

1F CA Access Control i s & PR A, i« 7k iR, SR )5 R %2
BCFFRIR” - F-IE IR

BB IR SIS s 75 22 M o
SRR o

B R AR5 HRUR” DL o
B AR S5

R SR BT 55 DU

FZU0 N s B TR AE P B

& O 15

ZFR NET

s net;start;send *
IREED nobody

BRIV ) BLRR None GifERIEIID
Ry 0) USER: Takashi

Allow: Execute

L <Rs P S
PO AT 45 FRUR (SUDO) id3% .

i
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%€ X SUDO sk (fT454RTR)

5. WHRAE SR URALI -
a. Ll Takashi B35,
b. FIIFAr L8R, PATLL M4
sesudo -do NET start
PERFHTELEL R
sesudo: ARVHEH “start” 1EWSHS S 1.
EER: netstart KEAPAT, PG R ILE SCHEE IR I1E
c. HATLLMA:
sesudo -do NET send comp message

MNAZPAT Z T2
T FEAUH A AT B 2N R R T A R

FIP AT EUAE AR AT B 550 MSC BEERPAT miBURR AT, 2 R 1 s :

1. 7F CA Access Control ¥ S B v, FdseH Prikmi, RGPy
BRI IR” F- 1L T

BRI IR S I IO s A Ao )
2. HlifESSIRIR” .

R s AR S5 HR IR DU o
3. i RUEHESS”

R TR B AT 55 BUIH
4. LR PR BUS R B

& O3 18

E i k%%

B c:\winnt\system32\mmc.exe
P # nobody

bl Interactive (J&HHIET)
BRINVT I A PR None (JEFRIZID
BB 7 ) 3 USER: Tori

Allow: Execute
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o] R EIRES

F R ORAE

R EI B RS HEIR (SUDO) idk e “ACH. A b IR At TR s s5)n
o AT DS T S 7 A . AXAE RS AE A LocalSystem 1K iz
AT, %A A H o

5. WAAESSFR IR EEI -
a. LA Tori G115 5¢.
b. TR, PATUL W4

sesudo -do services

c. mmc.exe ¥ E50.

BB P EHRIERE

TEERAEIRAS DI RERT 1T F T 2 T AR 5 sl 4N PR K 5
REFPITT ARG ARG HEHRH S AGRKNH 7. BT LR ELE
HP R P B M IR B sk bR i AN SIS — HAieik
Jr N Z5T ) P E

R AR AT, SR oA sl R 3 6 B
Y2 P AN RE DS 0 TG B AR T R

A LM USER 2810 5B GROUP 5l sk I TC#AF & f&*&ﬁ%i‘%f’ﬁft%ﬁ&o
Ja 8 FOE W AZ A E LS SO . 858 ] LUEEH] SEOS 251K
INACT JE k. i RGBT AT HL ) BB ERAE

1 selang ", A LA K A4l LG I 42 7 U8 52 TC A PIRES -

setoptions inactive (numdays)

BN W E R CE S A MRS H N BB E) , WAL
T4

editgrp groupName inactive (numdays)

LN BRI CRE SR T AR EM ARG IR E) , Wi
LUK i

editusr userName inactive (numdays)

SO HAE I R, E L R A4

editusr userName resume

&
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(RN R S (RN

EEHRT O R B SO, T AR A2

editgrp userName resume

FHERGUEE N B RS A, W A N A

setoptions inactive-

TR RN AL T A G o per &, WA LR iy 2

editgrp groupName inactive-
TR A R C AR s R Ay, IS BL T i 4

editusr userName inactive-
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=7 %: %?ﬁ

y3==

1 EY

AR 735 BAR F2
¥

AR E S (p. 91)

'/SE’_T;
Aic
fit

BRI 7 (. 92)
BEBTA B (p.92)

B TR B R SRS

WL BT T B RAIETTVE, AR ORGP T 105 5 AE AT A 0D ) e«
WAE BN 5 THG I s HE AEAS ] R B A RO AR P 0 B A 2 e A s Tt et
98 2% BHJ SR 326 ) B T BEAR AT W R P22

Windows 17— 58 il FH ™ A5 P i £ G R DUU A S s, LAaE 9 K 22 KL

IXLLE WLRABE .  CA Access Control ELAT A5 FH ik B8 50 o 224 IR 5 6 1)

EESIWIR

#0] LLZE CA Access Control H145 & LR Hi):

BT A S DURT ) SRS UCHL . AR S SRS TP 5 € CA Access
Control A4 1) AR 5 A (1) A4

BrEMAGEETH 4,

B AL IE AR R 1) %

B AT S IEAE e 2 A AHULAC . CA Access Control AN[X 73K/
5.

W 2/ WA A A B R SR T 4R IR SR A B () BEEC - AT L Ry
KPR B DEFRFMKE 7R/

B R v AT A RN R T R SR R T R

W B ANS /2 CA Access Control [ B 52 BRI B in] 2 — o %t
A 2% 78 7Y Dictionary 1155 -

HKEY LOCAL MACHINE\Software\ComputerAssociates\AccessControl\passwd

FEAS RSB 0AT e AL ATYIRR CEIY, & RULA IR A, AT il
AERE I ) 1B B8 J 08T ) 4 6 o

BEAN B — A I A IR o Sl 8 0 — A R A SRR,
T LARI7 b P A S O R o IS B s R, AT
A DA SR g S HERG, AR R TR AL DA A .

57w AT 91



o=
I
)
=
=
il
i
(o

MEFHERENE

REXERERNE
1. 7E CA Access Control ¥ S/ H b, P Bl &k i<,
A2 MR 3715 e i B T
2. AEUZRI X IR e T b o RO
RTINS SRR
3. FECHI B ) DOk $E “PASSWORD” R i FL IR AT
IR IO B 0 T R R 1
4. FE“ TS DX I R I B A SRS o
W 7 B S DL I
5. B ST HIR AT N, SRS R A
T 78 SO R R Gy 85 U DU 5 0 e B SO S B i il AUA T
6.  (AUEHIT UNX) T AL sepass SEHIREFE ST % 14
HEE: A K sepass LHBFITEAGE R, HSW (ZF51) -
ol B BB RN
PA'F selang fir & RRfoi & i i A A, I OE 2208 AR WA
CRCTWIE
NIRRT AT
n SN REERF
n AR

setoptions class+ (PASSWORD)
setoptions password(rules(alpha("6") lowercase("3") numeric("2")))

HER: A K setoptions ir >IN MTEANE K, WHSW (Z5771H)

fEHT R IRTH B

RIS IEAE ) Windows NT F 48 ERIH] 7 B E %A, AT e H 30 T 2103
/E\ :

WRGAKL, AFFEEK.
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AT 1R S

AR R B AT & AR . X TRE S T BA AR Fof Jt P32 1k
[

AR T R R KT .

M EIE O, JRAEE T “Windows NT 38 507 S id s B
BT AR 2 ME AT

w RS FAR A SN K (B i@ 1 CA Access Control %55

MR EL I EER) o
T REIZAR R, T OR BB 5 T A O EOR N Y .

W7 e R 93






AR %

®
0o
1

it 1 R e e

LW (p. 95)

FAFHGE (p. 95)

ARV A 35 75 5 (p. 101)

CA Access Control H7Z A % (p. 102)
HRZIERE (p. 112)

A A% (p. 116)

Hi k% H & (p. 119)

REWMRE

GAALE RS PO W d T 55 2 e WA el R 486
&), MRS oS R TG 8. 24 A AE 2 B P2 — T AN A
/DIPIAESS, CA Access Control H 122 4> ¥ i D RE AL HE LA JLAN J7 1«

s EMfFRH VTR RGO R YR U7 ) BRI T 2 (B
WHSEECCE) Ry ) 2 5 1 I 1)

B NZRHHT 2 RIS ) (2230 I, 3 A0AH G 1
IE R AR

w SR IRT 2 A R L 1 B R R

w BRAEAEPAT VS ) B0 2 R 2 R SR 1 5

CA Access Control S A2 AR Af; LS Hi A% : 224 Wi A 8 RAE SRS T RGN %

RO, HAURSOM AR S A TR AR, ) DUSE S ity
2o DAEBEAT AN (5

A E L ENILHL T AUDITOR JBTERIH e & XU 2 E 1
P AP AT SAZAT 2%, B, 58260k B P g s B i e Ao, it
Ab, AT ] PLAEH CA Access Control B 4% T B, 1754145 ADMIN J&
o

FHEIR

WSR2 LU RN, CA Access Control K 3R Fi4:
N R TR BIRAS
5N AR B R AL




R ON

s m] RIS R DA 18 FH ) AZ 6 T c:\data\payroll H BT A3 SCAH ) 3C
7«

newres FILE c:\data\payroll\*

ROA T B IR FILE RAE TSRS (BRATEOL 1) o

BB EFHIREY

BB

B

CA Access Control #3k P Ff S Y [y A
R

K R FAF G B AE BRI — 35, DAL A AR R AL ]
= Audit

PR A, CA Access Control XFAHATEZR . K& I id 1y )i =K
HMARIHAZIC 5. CA Access Control B DL N3k

RS U
. BB
. EAHH

R BN FS AT IE 97 ARMERE, eIXETE 4
TR AR HLAE St A e A A

AR C S T A A, AR A e AT U7 ).
TX PR TSR A A 18 N SR B e i s . AR R, A
Access Control ¥ #sk S H R SN, (HAR B K,
WASTRBIPATION . K1, CA Access Control *f fo e A3k 2 ) BT A3 Vi
WK IX R A A S R H Pl s AL S o P (V) S

DL BR 33 FH AN A A% AR
KA LS KIEE] Unicenter .
EAH A, RV S (P). RVTFIIEF A S KIXE]

Unicenter,

SRR R R
I AR AL K B AT AN TR IR 8 T 00U I B E R E
TP IBE.
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TN

BB MNHZEA

R EAEACRAC K PITAT AT, i A A s AT Vs TR . ]
SRl X T R AT TR SR BRI E i

T ENH AL, 75K SeOSD\GenerallinterceptionMode CA Access
Control {F/FR I E A 1.

EEYH W R A A AR, R N LA A [ AT T A%
H&, IR HE R HER MRS K, BB G R H A&
(p. 124) P31 .

e pd A e — AT N B IR A JEE . AT BRI I, Gn G AR
AN H B ZEIREE, Hoimlid & T U7 ), ) CA Access Control 4%
GNEZHESHFRFURES W, {H S5 R 0. W SRS bt 45
3, MRZE P I I B s A A T 5 A5

{NAE CA Access Control AbT-5¢ 438 s Abt =X i 22 5 X A 3

EE: eI L CA Access Control for UNIX FTSZ FriME—H5i. CA
Access Control for Windows & 3 £ B A R

SR BB Sy ) SR IR, R DM A G SR AT AR
VUIFE S SAEms 2 Ry, A& n] AR A% H A AU T SR i 4 2R . %
L] seaudit i S H A% H o

R EATJEIE warning, WIREHT LORHZIRE T8 SR R BHAL
SRAL T A, =0 1A S Vs [N, CA Access Control X SLiF
wyin, JFESIHBHE AR KHZHETFEAEH .
BRI R A B RO WU RS T R, B
EJETRANIIF HIE NS T & EBE, AT R AT 5
o

R WRRWESEEAT B warning, WAL ILE TS KL JF
AR A B BT 1R T

FEZEIE

BT A (p. 96)




R ON

RKRIFETEERK

R DU AR AT U ) KU (R T e R A A T X LR

HR: B TR B E TSRS, BOE W LR T
(p.99)-

\:N.

HREBEETESEX
1. 7E CA Access Control ¥ i B # v g B0 T35 152 5 1) B U6
W S 3 AH N R A8 250 DT
2. Haled IR DER .
W W BT X 1 B U AR T
3. MEFEEEAL, AR5 R
TAE U PRI AL T AR
HR: s, 2 ARV I H % e R U iR R, CA Access

Control S5 ZCR 50 B AL H & I i Bt Y8 W i s Pk
KPAT 2 ERAE

i H sereport SLHHFET (595 6) AR T & B PTA Tk
Bl R TEEER

LAF selang 70K SC2FE c:\myfile B T2 45 452X

chres FILE c:\myfile warning

Al FERR SO

PLR selang 744 SCAF e\ myfile [F12 45 005 B

chres FIlE c:\myfile warning-

myfile BL7EA AL T2 458558, Rl CA Access Control i 4t myfile 5l AT
SR

Bl BRI E T EEHNK

LR selang 75515 £ i myterminal & T2 545K

chres terminal myterminal warning

CA Access Control FCVFATAHZAH F N2k myterminal AT V5 1), {H 2%
ATAR] 30 W A5 248 I 12 2y U ] 1R P 0 S AZ D K
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TN

BRETFEEERX
NI e s S T ST o e e s W (17 N/ R TRBTI L S I e e e i 1
Ao AU S ROk M4 U R U R 25 2R, 1 TG i s bl P A T i £
FE0
BRETFEHHEA
1. {E CA Access Control Uiy s B B 1, HATU T HAE:
a. P PCE”.
b. L. IRIIE”
P 0 7R B UL IR -
2. NEE TR SR S H b R R EAE .
3. ERAE
BHPB s — & miATE B, JEENE TR Th BB CA Access Control i
It
R A T AR BE

STt CA Access Control I, 8 WA T A SR b Il I it 2 SR A
& F P HAT U7 1) JL P 5 BV AR DA R, DU 5 AT A2, 22 )5 CA
Access Control 1 JT 46 s il $hAT AH SR AR o

SR AL TR R B, T AR — A s P Ak T A B
YRR -

LAV, WA LR A2
sereport -f pathname.html -r 6

CA Access Control 461 @4 15 o

HER: AKX sereport LI IIEANE R, WHSW (=£751H)




R ON

P AT E A AR

WHTHAT RG4S

SIiti CA Access Control Ff, 488 W A FH 2 5B C AR Ay Il i 4 it G SR
€ H P BA V5 o) SL AT 75 SRR AR AR, )R 56 A1 45 85, 2 J5 CA
Access Control $5 - 455 il $0A T AH S IE T AL Ul

BLR AT AR, 48] U CA Access Control /s B
PR, A LLT selang v

setoptions cwarnlist

CA Access Control i 7x—/ 3%, Hirp /R b T 5 B 2k .

HER: fiK setoptions ITEANME L, 1S (selang Z%15F7) -

T80 BE 5 B 8 N AT R YEY SR TH R R G 22850 N R P 4548

TERG AP ], SN AR A BN 12 B CA Access Control BRI, —

BB e dedr AN 2 A P Uy i) LT 75 R B, DU % A A,

2 Ji CA Access Control 146w il AT AH S THE AR

BAEPAT RS YEedr A2 A B0, AT LN AE:

1. AL selang FUAE TR UG 4E4 2 BPREIE 21 19280 B OB E B
setoptions class(NAME) flags(W)

2. PATLEY .

3. EPATYEY JFIB1T seretrust SEH T H.

seretrust %ﬂﬁi?TiﬁiE?ﬁ%%ﬁEﬁﬁ}iﬁP%X%*%f?%ﬂﬁéi
T selang fi 2.

4. 1217 selang fir & K HLFT(E LA Kda o vh e SCIRERY
5. EFILAN selang R M A bl 3 4 75 52X LAAGE A FH S 5t

setoptions class(NAME) flags- (W)

6. TrF CA Access Control Hi#% H & (.
HAZ H & B2 HEP R IF) TR )

ER: K seretrust SLHFFHIVEANGE S, WS (=F755) -
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AT ) 12 s Bl

WALV RS B0

PR C Rk

CA Access Control BRI/ SERT H &, wJLLE 7R CA Access Control $HAT 1
A o IRELIC SR INEELE ACInstallDir\log\seosd.trace ( H:+ ACInstallDir +&
1452225 CA Access Control [ H %) .

BT SEAEFE MR I ) trace_file {EL AR AT SCA
HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Se0SD\

ST LU BREZSCAF iRt il s, (HREREFHLHIE A R Gl vevt
(K1, AN b 2 A d R Bt i .

BRINTE R, CA Access Control N AER) Gk ] A Al ER R VH B o CA Access
Control ¥Jeath.2 5, el IEERERNLH], M1 HANS 2B R RV L

CA Access Control A= il AP 7Y [ R B i 5% -

RO — s S ERAE, BN, userd V) SCAF
c:\tmp\tmp.exe.

. —RERERSIC R — WR ARG TERIIERAE, 1, Watchdog K e Tk
pSEIZEERRIP

EREFIC M 5 N seos.trace A, I H ol LI# A trcfilter.ini SCH-HEAT i
bri

SR P s E RS, MR S NZH T IR ERIC SR, B )
seos.audit A5 A VCHEC ) HHAZ 05k . B AZIC R MR audit.cfg SCLFHEA T
ik

R R IR SR A A, TF H B2 158 2 s
A A o

131 selang fir & AR I B AT ER -

editusr userName audit(trace)

FAEA RO KRB A, T EH] seaudit SIEH] T H




CA Access Control 1% P 2%

FREER BRE %

A BR BRI L SO, AT LA A N AEERER SR B R IR R ey B 2
R E 7 328 SC AR A IR R R (1) trace_filter {EL¥E € 1

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\AccessControl\Se0SD

ERINE M ACInstallDir\log\trcfilter.ini (H:H' ACInstallDir #5228 CA
Access Control [¥J H %)

BEEYIHH ! CA Access Control K5 7F 2225 30 ) () 2 BR R 05 e S0, 130
Hr 45 —4T: *seosd.trace*. IHZIMIFRIZiC 3%,

ER BRI L SCAE R IR —AT AR s — R AN ERER IO Uy ) B 8. ol dn, B
R U5 [A) Microsoft Word FRERER, TR AEERESIRIE SCAF A In LR
1T

*winword.exe*

CA Access Control I Z A

T AW, CA Access Control AR 7E 254k 12 s SCIR B AZ RN LA A
PEPE R, SR BER SR T AZIC . 3T HAE TP il iR
P X B AL A BEAT IR
SER T AZER AL AR P R S R AT
w  SCAFUGIR) CFILE 28)
»  FFHAT (PROGRAM %)
m  JEMEEVI (REGKEY Al REGVAL 25)
w0 (SURROGATE 25)
m W] (CONNECT. TCP. HOST. GHOST. HOSTNET I HOSTNP %)
m 5K (TERMINAL 28)

HER: ASGAFBERI G P, AT AR T BRI AL R
n RS IRY (WINSERVICE 28)
w  HIIGUERIC (PASSWORD )
n  HEREZ 1 (PROCESS 28)

AR T CA Access Control AR AH K .
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CA Access Control ‘i 1% N %5

e =ty

Windows I[85 s #4804 5% CA Access Control ¥~ 54 56k 7 v 30 Fr o

T AR E G . BRI, N & LA T 71

HHF7E Windows SR EE e, 1 S4B UEALPR (e Hl 2% (DC) 4 I
TAE, H e R Gk s P g s diE (BLAIA CA Access
Control TS ERIEREER) BEATRAIER) DC, K, &4 DC il
%% CA Access Control.

1F Windows 4541358471, CA Access Control & 3% 55 & (TERMINAL }i
0D FEAT DC b, MIETHEA T HERRS 2% .

i, an S A Ay SR Bl A SO IR s (I )IRSS 4% )& T Windows
W —& 5, TANE T DO LRI P AT 1S sk S, M5 ELLE DC
e H b SRS 2 F s X CA Access Control & sk 5l . iX 2K K
W P Ui e = so H sy, KAE DC A SO IR S5 g R AR B R G
Y IGHIE o

HAEZ A DCIY, Al RESTE L —> DC AL P CA Access Control %3k
S IAIE . PRk, BTV BUEAET A DC 2 ][] 2 CA Access Control &
%%H}%O

AT DLE Ik LR PR R 7 vk S [ 25 i SRS B AL, AR AL,
JTA DC )24 PMDB [T 7, s sl K 47 DC Vs N EHL4H, AR
Ji A8 FH vy 2 SR A B S ] SRS

G S FAD S ) B Le ] PR, KA S S I UE S AT S . X
LSRRI REI AN, BN & R B I AE e —A> DC _FiEAT .
XYL R M Gracelogins Last accessed Fl Last access time .

Wt ui, W, FHFJEYE Last access time [F{EAE DC 2 Al v G
JiiANIE], KA CA Access Control ¥~ S 43 5 AIE & EHH —A> DC _Efid
(1), MAELERTA DC b

SEORTIAT A CRIASEIH ) B giE, #5244 CA Access
Control ZARAEAM AL/ 7 H A& U7 BRI AT SN B Xt d T
AH TSN A ST R B A 50D

5 5EHT CA Access Control AN ¢ B AR ], 282 52 [ P (RDP)/ 2 i
58 Yy am A H bR AR &5 28 AT . 1HAE, XFT RDP Bk EAf,
NAE HPRARSS #% 15 X CA Access Control g Tl .




CA Access Control 1% P 2%

SR H CA Access Control FHIZ KA A

el QEW#EAE) #, CA Access Control U1 Fic =g A1}

R T 28 A, ) CA Access Control K5 il A T R )
FEAR $ TR B 1 R Pl A

HIZR R
ALL iyt
SUCCESS FEVFVG )
FAIL U7 ) f 4B 48

o WEROREGR B AR A, WS VT 1) s sk e T Vs PR, CRE
) A% HAS S SR (CWERERBIHFATIN, 5ok RO - dit%
R R A R E ARG, VR AT

A P AN SR TR o

I H %A H CA Access Control FFIZHI AR

TEAFFAZAR L, CA Access Control ANALH 452 B al 5t i R AT HE I A 1 3K .
Ui 1) 4 T £2288 8 s G444 LA 2 CA Access Control {R47 #) 88 U5 IH) T 4
BRI ROC S, TRV ) 75 B e AU

WA EE B CA Access Control EABZHEFRINE

AR 7750 LU CA Access Control 5 N di A% H & 1 N 25 :

w YRS R ) AUDIT JE 2K 2 X CA Access Control 5 N8 %
H B A% .

VEE: 7 LM H GROUP B XGROUP 1] AUDIT J& k¥ B 41 T i
R AZ B . (HE, T LU AUDIT J& ok v B 4Lk o 1) o 4%
R Cln 5 P i e A U AE USER A0 5% XUSER ic s e i & 0440
A RTE SO

U AZIEC E SO audit.cfg K0 CA Access Control A3 31 1% H
AP EE. AR audit.cfg SCHEB A DB H A% H &
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B E B AN

Tl /D HE R AC S B, ] LR S N H S SO I S A A
I F e CERAEIE T IESLVU L H A% i (RIS AR R ERE 1D 4672 1D

KU 1Dy P 1D A7 i) HERS 15 i) DD 2 (R AT ] 8] 5% o ] [ B LA
bR By, wI DL E AuditRefreshPeriod VE MR I (K E 4T 15 B o
B DLF , AuditRefreshPeriod B A% (0), XEMAE A F/H4K S
AN HESCE

N T %A 1%, CA Access Control HRHE AE Kt A Hh o S s N, fr
P B 248 s B ) AR R A D %

ANV i) AR R PSR LA AUDIT J@ bk, T RABEE N LU — e A
{H:
FAIL

SRV )6 B YV ) R
SUCCESS

SRV ) 6 B R BV ) o
LOGINFAIL

S W RO R, GRAEAIE T 580 D
LOGINSUCCESS

SRV A R ORIk . GREAEH T3, O
ALL

e 515 A 1) FAIL. SUCCESS. LOGINFAIL 1 LOGINSUCCESS B{ 75 U5
(] FAIL 11 SUCCESS AH Al (1115 & o

x
AN SRAT AT 7 17 2 BB 45 6L
JeVe AT I A et e b Qs BB U ) 4 BB RC SR, # ) AR GE AUDIT

JEYE. AN, BB W] DL E 2 AT AR AR LA )] N R s SR I
ERLLGRTP




CA Access Control H #% N &

% H S IR SR IR IX 2 A I REA T o S e s A S 1
RPHET LU ML

w WA YRR A LA AUDIT(ALL), WIRKRAE 5597 1) 3 10 BT & s Ak
PL A5 CA Access Control JIT R3St I A H4F, 1 cievhm 2k
WA A2 R o

m WX CA Access Control FT PR3 S5 11 n) Bl B, HL vy in) 25 B 98 Y2
45 AUDIT(SUCCESS), WP skiZ =it

m  UIIRX) CA Access Control FIT B4 B U5 107 in) 2RI, HLjs 1) 3 5098 5
15 AUDIT(FAIL), MPKEicskiZ i,

BEAL, WA H P BEE BRI R ER B A B A
INPEPCINACY ARSI I AEPNCEE SR s o

5€ X CA Access Control 5N F 1% HEKFIZEMH

CA Access Control ¥ s W RUR M V7 Mid sk B ANBIF A% H &, Ew X CA
Access Control ¥ WELET)s ) FAF5 N B 1% H &, 1 8 OB % 10 2t Bk
Vi M2 1 AUDIT JBPEAE . vl DI FH % V248 € CA Access Control ¥
FAN R C R B R H &

i [} AUDIT JE T 1645 %€ CA Access Control 5 A\ 25 #% H & 1) 5 % 244
1 ] selang 5% CA Access Control Jiij 55 & BEL 5k 4 DL N % YRS o) 2 ¥ &

AUDIT J&

AUDIT & CA Access Control it3XfIN  EHXNS
5

FAIL R 1) FH = gt s

SUCCESS s 1A FH P R

LOGINFAIL NG M

LOGINSUCCESS  Jili T & 5% M

ALL 245 T FAIL. SUCCESS. Pk kS
LOGINFAIL. LOGINSUCCESS #/l
INTERACTIVE

TRACE T ALLFITE R FE

INTERACTIVE UNIX THEHL B P2 P

G TE xR F P R 8
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ER: WK EH S ZENE, 2]l & SCH-2H ) AUDIT {iE ) AT LA
52 CA Access Control X I P B FH i o A% A5 2 o

CA Access Control f1{7] & FH P & B A% AR

F P 1) s AZ AR 72 CA Access Control KM E6 i 1% - R 0% 1% H P 1)
Wiz H&ET . DU U CA Access Control Unfalfff s FH & () F AZ A 2K«

1. CA Access Control £ 7T USER ¥, XUSER 2K [{) FH 0 s 2 15 A &1t
AUDIT J& PEIE

R P e kA £ AUDIT J& PERIME, CA Access Control I It
TEAE Rz P R H A

2. CA Access Control £ 25 /& /4 H P o3 FC BB E SR . an 58k 2 4y
fic 1) fic & SCA2F 4, CA Access Control NS £F GROUP 2 HR it B SC -4 1)
1O SR AL A £ 6 AUDIT JE T AR E

WIS H o BB AC SR FLRC & SO AL %A £ AUDIT Ji&
PEMIME, CA Access Control NI FH MLAELAE i FH 7 9 v A% A

3. CA Access Control #r & P a2 gl b bt . W P24l 51, CA
Access Control NI 7T GROUP Y XGROUP 2K 41 #3035 /& 15 £ %)
AUDIT J& PEIE

WA PR R ALl s A S0 AUDIT JEPERIME, CA Access
Control MIAE F AEAE i H ;IR i A2 8. Wi P AN 2 40 8 0 B
ZH L SR E R AUDIT JBPEFI{E, CA Access Control I F 457 [
HZ D C S % ).

FER: WERH P22 AN i A 51 HIX Se 20 45 AN [R] ) o A, IS4
H PR S B R P s i 2 Bl 0 e L i o A
R AT

FER: W CA Access Control i 411 AUDIT J& AR KA 2 FH 1 o A
P, T ELAE B S O T AR S, A B S R A
P R AE AR . 1 AN T A A 2 A AR A o 2R R




CA Access Control 1% P 2%

PLR & 27k CA Access Control UrHAfffi e 7 11 i A A 5

&

¥ L J

" EEPHES ERPHFEE EREFHTFEE
EEEEHEN E» SEEEREF FAERTEE
EEsas sE s

Bl R

FH P Jan [F0 40 A T4 B (% 5. 2H A FAIL (F A%, 4B H
SUCCESS a2, T Jan 2 AN G, A Jan £ FAIL Al
SUCCESS 1] SRR A A =

Ez%:g:

CA Access Control Jifr]{i FH e B SO 2 A e H P &2 (p. 40)
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F P AL P B BRI B AR

4617 ' (USER X% I5F, CA Access Control #£2kiA AUDIT_MODE 4}
Ml 2512 %1 % . AUDIT_MODE J& M ERA{E A Failure. SuccessLogin.
SuccessFailure.

MIEGIEAE P (XUSER X %) I, ERIATEHL T, CA Access Control A~
2514 2RI\ AUDIT_MODE {H 4 iR 45 1% % .

VER: (UNIX) ZEEFX USER XF 458 AUDIT_MODE J& (K1 BRAME, i57E
lang.ini SR [newusr] 373 1 2% DefaultAudit {8 .

AFELEH P BB R R

r12.0 SP1 CR1 Z /Y, EIXF LA N U in) 3 BN A5 oy 5 .

w  {EAHRI USER ZRd sk i A E LI AUDIT fi, WA 5 € ) AUDIT
PO & SO ZH A SRR F

s KEEEEE (B _undefined F ek En) & XIKAEM .
FE: WA A, CA Access Control WIANS AT B AE
A o EXF _undefined H ' B PELEIXFPEIL T ANIE H

M r12.0 SP1 CR1, iX2&4j7 ) BRI o %45l Failure. LoginSuccess Al
LoginFailure. ZIRTGH AT A, 1ERFIXLEEH 7 1) AUDIT JEPE(E &N
”36”0

1T GROUP 2%, ¥ AUDIT J&H:HIME

R BAMARET GROUP it %
m LR P S A% SRS IR B SO
w EERFEE A AR

r12.0 SP1 CR1 Z I, GROUP skt Ay 2 41 F o A A% Skl . it e
AT 5 SRR T AT e 5 L A R IR R, 35 ok 55— 40 H P A 28 B ) GROUP.




CA Access Control 1% P 2%

ZE Windows F ¥ B B 4% K H%

bR TV E Vg n) 2 AU UT i BASE S8 T AR e S E N H i H &
W) Windows FiF. AT LA IR, LB SRR P, o EEA AL
ZF 58 MR A AL
Al AECE SO B TR R BOE R
PATR <8358 B 5 Gy Ay Jags 3 I B ST 20— 8 23 R A7 7 BB v A% 5
[
1. A s ) e AZAS A A L SO il

newgrp profileGroup audit(failure) owner(nobody)
2. GUEEHTHL T IR FCB n 2 G0 it i ie E SO F . il

newusr userl profile(profileGroup) owner(nobody)
3. MIERH T R R . Bl

chusr userl audit-

RS IRAE T LIRS 12 158 B 15 AT 3K
1. OB P IS 08 5%
runas /user:userl cmd.exe
2. A userl Mar PR L, HALLT A%
secons -whoami
Zin 2 R H TR R, %05 BARAFAE userl ¥ ACEE .

ACEE audit mode is: Failure; Originated from Profile group definition

PRI RN T B A SRS R T B 8 0 P S LT
Bl AL R R A R

LEM R, 42k “Forward Inc” f) 24 23 7] 245 FH] CA Access Control S
' /production H sk (i3 304 /production H sk AEAHIIAEE Hh H AT 58
A5 ) BRR

Forward Inc R0 2 551 1% A 15L& U5 0] /production H & H#AE. 2R
1M, Forward Inc X RVFIT AN R XF /production H S4T30, 1 HANE
Mzviml . R4 IFHEZIT R RARE S N /production H s I #A4E .

FERN B3] LELR X} /production H 3k 58415 M ALR . Forward Inc H 1%
A7 52405 AP I8 FH S 7E /production H sk AT T A 15 5.
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LR FE 6 Forward Inc SEjit DL J7 R BRI 2D IR

1.

LEA IR th A1 44 “Developer” fH 4. BT AT T & N v in £
H.

LEARHIRIE Fh A1) 44 ok “Dev_Access A" [RJZH . AN ) G 2H s inAF4AT 1
Fo

€ X /production H s () fus R, 1R s

authorize FILE /production/* access(none) uid(*)

IZR LK ER AV 7] B2 B4 “none” .

€ X [production H g i) BN, 0k B

editres FILE /production/* audit(failure)

N AZ Vi 1) /production H S BT JRIMCEEAT

€ X Developer 411117 RN, W1 F Frogs:

authorize FILE /production/* access(read) xgid(Developers)

ZHN FoVF Developer 2% 3% /production H 3% AT BB

R B 4 TP E U ] LTS Bh#ffi £% CA Access Control A% BT
HH P CEL45 Development 41/ 51D AT I T I In) Af:

IR 5E X Dev_Access_All ZH 135 o) F0]
authorize FILE /production/* access(all) xgid(Dev_Access_All)

AN L Dev_Access_All ZH % 52 %) /production H =k B 5E 4V )
HBEO

5€ X Dev_Access_All ZH I AZ N, U1 FFi7s:
chxgrp Dev_Access All audit(all)
Z A H A% Dev_Access_All 418 53 AT 10 B — A4 .

Y Developer 21 i i1 75 ZEXT /production H 3% 1956 47 ] BB, 5
FH P I B A HIA BT 1) Dev_Access_All 41,

ZH % Jproduction H A 584 1i mIALPR,  H. CA Access Control B
A AT AN R

R AR SIS S ST A BT AL B AR AR
o

P 5e T {E /production HRH LSS5, 1 MWAMIAEE 1
Dev_Access_All ZH 1 HIERIZH .

ZH P IAEXT /production H A 1 HUALR .  CA Access Control 4t
JEH % /production H 3 H 7 R HAT BT A HoAh U7 i) 454

ER: ZH S LAUS SRS S S TE A BT AL A A B AR A
o
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i B

B R

ZIMLE CA Access Control AT HiAZ 223K, R E Je %L T i A% 1) T
YEJRFR . G A%, BA] PAEREE CA Access Control #R3k 3 (¥ 17 0] i K (5
) o AT RIS R A SR, A R R B e A SR N U 1R
IR D0) 8 4 7 ) I SR

CA Access Control JIT 1% 55 [ FH K o A% Fi 1 s 21 H S RS T
BRI AR
w HGRTE (p. 113)
R PSS T (TERMINALZS) i H 7 BT A i) o A e S R
ER, ARG AR IR R 0 A R
LT (p. 114)

TER: CA Access Control (UAEAHN FISRAL T Bk HEWRE O &S 5%
FHF AR I AR A
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HAZIERE

BIREF B A TR R

HF /T2 CA Access Control B GBI, H N ZAFH AIAAER
BUE BB %A R .

MK H ALK, CA Access Control K AT LA~ 45 I xS Bk g A AR

RS

il v

5T 2 58 #

B3| &
W {3 18] K

7c 38

BEEZRET

% B 31 70
HE 7

Ho

3
)

4

B g R
> OE S B
% %4 A&

A
»! 2 %

=]




i B

w fEAESREIE, AR AZ A
m (ESEA IR T, CA Access Control $i4T LA N4
1. PERUS AR PR S o A% 0 H J30CEAE 5 A% BA B R A% A1
o
CA Access Control {WFEFG 75 Y Bk U5 17 2 14 o A% Ja PR 1Re B N W A% &5
RFAF B AW o AR SO B BN R IR Z R, A B NH %

TH
2. FRGIEERAE A R A IR PG BB R, IR F AR S E Rkl
PN o

n ECHAZAEE T, CA Access Control ANEHFZAGESK . TEi8 %8 U5 A1 Y
PSRBT A, BIRE S Nd s .

ANCPE S A 7 38 SO0 W R e i F44E 1), CA Access Control 45
NEZIH . EZB RN g RS P (V)

TR ARGAFPEEIN G FE (TERMINAL 28D ] P BRERA= Jl 1) o
Bl AR BB NX SRR E Il %,

BB B AL AR R
LA BB BRI T SR T 8 b AR

Y

MNEGFEHHE
B #% g &

i

HEZIE T
% BA 71l
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R

AN B % 5

ZHEE

W AZIH %11 CA Access Control ZZA7- M #3K Fi 4445, CA Access Control ¥ HUT
PR A LA SR 1% o A% oA

1. AP o AR A AR A I s JE TR e v o A ol
2. REHARZIUH N F RS

PR S A RS AT AR B . WAZAR IR IR A7 sk A

CHIZFELE) , R)EKH K125 CA Access Control HEATALFR, At ok
YF, CA Access Control 1 H W% Sef- sk it & AN 5 20 Aok g5
A RN PR

W28 17 I B AT A CA Access Control TR 7 UK AE 1K /i %Al
3o IR IZELSRAE B R INS, M RS RBGARE . IR W
REGRFIAEGAT CHARZSE) PAAE L E S, BORF & plopRdk
AEFRFFASIN BN AL NS o AT | AR AT it A A A P (R AR ok
RGP R AR LA (BEREE)

CA Access Control £ LA I HHF R A A% R A% 2 A7«
o AR

CA Access Control E%54f 45 & B e i BRI 247 o OB Az ok
K37 i) WAL AT G A7 A m] BEAN IE A o

w B A

CA Access Control 71 B[4S 2 m 2 Wi AT i SR B2 AL &5 R B 23 B
2247 . DAYTIME B JE Bk HOLIDAY 20 S S BNy, 452 &5 S ]
AE 2 B S HLZ2 A7 nT REANIE A

= PROGRAM % Jsi T 1%

CA Access Control £F Watchdog #x1X PROGRAM % i W28 B ot HANAZ
fEEN 2TEBRITE 2247 . ANZAGATIIRE T2 5 JLFE P R AL
WREE R, XS A T HEAN IEf

n  HIZGATIET
CA Access Control 7E 8 A% 25 A7 by i I ST R e A7 D H - (el de /il
HIHD ) 10%.

TBREAT G, R ARG B SR H A2 7, il CA Access
Control 3k 5 #Z =44 .
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CA Access Control K Hi #Z FifF i3z Hili. LR CA Access
Control T H&F iz HE&:

= CA Access Control Jiij 5 & F
»  seaudit ST
& T LA & CA Access Control 4 a1 % F414: 1 & 1% 2] Windows FF & .

FAF HSAF il 8 B R 2R B R P IR A . AR
Windows F{F & as A A F AT H & I8 F T

Windows 4 H & 5 B 1% 44

Windows S H A0 R H BN A 0 &M I S A% . n RIS
' CA Access Control ¥4 #i i FAFAL LB FAF H &, AKX Y seosd ¥
HRZFHAF 5 N CA Access Control B A% H &I, #RESEAH IV (S Ik 25
FAFH &

audit.cfg SCAFIiEK B 9 8% HAS A HS RS SE . WERAR 9 %
FHEANGRZHE, WASKIHERS I H &,

Windows 2008 - H &4 A% AL L B 42 il iE” A4, X
W HRZF R P ARG N HFET . CA Access Control 1 JE iy
4 4 CA-AccessControl-AuthorizationEngine/Audit.

WEREE T2 AE Windows 2008 Iz 55 7% [if% T CA Access Control, #ER[IA]
M FERG F AZ A AIR H)

w FFHE

s HIE

w R H SR E

w BEARFAHE WAL EIE
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¥ B4R Windows AR H &

W ERLE CA Access Control ¥ Hi i Fi4f 4414 2l Windows S H &, TS
ABERY seosd ¥4 1% S AF S N CA Access Control i 1% H &I, #82KAH

N FAE AL G FAHE . EHAERC S CA Access Control 5 SR i AR 1R w
MR RIE RIS H &,
REAAERRHAEHE
1. ffFH LU v 215 1 CA Access Control:
secons -S

CA Access Control 15 1F.

2. ¥ logmgr 54> SendAuditToNativeLog Bt & i% & I{E N 1.
PR A R I% 4 Windows 4 H &

3. (a3 ¥ Pmd #B4) H SendAuditToNativelog fic & ¥ & {E N 1.
W SRR P B A% A A% 45 Windows S H .

4. LU v 2581 H 8 CA Access Control:

seosd -start

CA Access Control T 25l

Bl KRR RS H

N AR R F AR R F A H . RIS R B IR (env
config) 4 ReAd FH 1% 2

er config ACROOT section(logmgr) token(SendAuditToNativelLog) value(1)

Bl R SRS AR T B R B AR B A H S

T ANIRIRE SR ALY AL AR B A H R AU AR e BRI B
5% (env config) A BEMEH 1Z a4

er config ACROOT section(Pmd) token(SendAuditToNativelog) value(1)
Ez%:g:
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U HE L E CA Access Control ¥4 w1 #Z 1A% 14 3] Windows 44 H &, TB
2R Y seosd 5 AZ 5 N\ CA Access Control 5 4% H &I, #2s¥4H
MR ERAE R LS A HAEIE . CA Access Control Zi4F H Gl iE dy 44 0
CA-AccessControl-AuthorizationEngine/Audit.

TS HENL S CA Access Control 1 S AR v 4% FA A 326 2 S H
. SRS RIS A: H AW IE YL iy 44 b CA-AccessControl-Policy
Models/Audit,

R E B RIS H ElE
1. A LU N Ay 245511 CA Access Control:
secons -S

CA Access Control {5 11

2. K logmgr FEM K T8 1) SendAuditToNativeChannel FxicF{E N
10

B R FAT K364 Windows FiF H T8 E

3. (W[IE) Kf Pmd MR 81 1) SendAuditToNativeChannel A5 ic [I1E
WA 1.
P SREMEA IR 1 A% Fi 4 A ik 45 Windows FH4F H R IE

4. AFHILAR ir 2 H081 5 3)) CA Access Control:

seosd -start

CA Access Control B 25l .
A~ BRI R R

IRGIRE A A R A TS AU AR I R B
(env config) A REAl % % -

er config ACROOT section(logmgr) token(SendAuditToNativeChannel) value(1l)

Bl KRR B AL IR B AR H ST

Tﬁﬂ%WH%%H%*%?&Fﬁﬁ%ﬁﬁéiﬂ%ﬁ%#EIF.E\J‘Eiﬁo TEs NI S AE S FE T
EINEE (env config) A AT FH 1% &

er config ACROOT section(Pmd) token(SendAuditToNativeChannel) value(1)
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B BRAE N -
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SR .
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m  Class— FR VLR R IM 2R D
»  Object— FRINEEH R FIC KM HERD
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WoRH I HET LI APITAEATIHIE .
4 HEx
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Wi £ BN IR
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oK Bk

EEEY
7R BT CA Access Control BAE R EHE PRI T A Il % B s
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2. fECORAFIRIE MR o>, P B IRTIE .
R B R 18 17 o
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IHALHRTFRSH
s B B D 2 4 (p. 122
REFFRBH
NS HIRERE . S b BT B
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R ORAT I F N2 R SCIRDHI o ATk o

JH1d CA Access Control, #80] L H 8l 41 5 4% H & SO AT A4S o

B A% H G40 SCAE 4 FRAE CA Access Control Y31 22 15
logmgr\audit_back #1 15 &' .

CIRDR 3 I N R S AR I L

w R/l A&

w  f H AR 25 4

JIT 326 HR 48 0 A7 A% IE G5 SR R 7 VR R B I
A H SO R A

w SEMEE A D AR

n RGEVEREINE CANBOK A A% H RSO A 2R ) )

R BUATEOUT, i R AEOR B B BN Ok B A I TR 454, CA
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HZ A ST AR I GRS A ). BRI BE SO, 5 SRR P i
EERACIPWIE
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B EBAMM KNG B &G H S

Af AR A% H & SO RN BRI 24 SRR SR/, CA
Access Control ¥ F B I AR A RIAIRG B H & . X EWE R 5
&) 58 WA 3L

BB AERIATRR /NG Bah & k% H &, 15 7E CA Access Control ¥
W23 logmegr\audit_size " & T 75 15 K K/ (KB)o

HEE: 7 LUEE CA Access Control 11T %35 logmgr\audit_back >k &
P& LY

BEEPLHI! W CA Access Control V1 il 3l logmgr/BackUp_Date W& A
yes (no AERINED , W% H &b RN L /Ml 1925 0 B AN ER 2y
ARG S . R SR O, B RE I B 4 H Al 1 & Oy I
Ay BIASHS 2 28 e i 5 AN B3 A

s BB MSCHFEE 5 MB B H 3 &40 5 % B &S

T8 0 B A 4] 14 B 24 S 2I3A 5 MB (5120 KB) INF 4547 5 A% H & 3
BEHATIZIRAE, 15K CA Access Control Y11 logmegr\audit_size % & 4
5120.

% H S S0 214 5 MB I, CA Access Control 61 @t SC A543 FilAS CER
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Pl BB HSOHENE 1 MB AR B 2 XA R (HER B 3h &4 8 % B
s 3

P B A 18 24 S FIIA 1 MB (1024 KB) I 44547 SCAF 1 H 52
SCAARRIF 1) 24 RS 0 N TRV % 4 v A% H 75 3T

BEHATIZIRME, i5FLL R CA Access Control 75/ 354 & 4 -

m  logmgr\audit_size=1024

m  logmgr\audit_back=log\ac_audit.old

= logmgr\BackUp_Date=yes

A% H G SCHERIE 1 MB B, CA Access Control A1) SCAH £ 4wl AS

EhrHE. &0 HESE 2 HFR M ac_audit.old.timestamp, H:H timestamp
& H IR ], #2024 DD-Mon-YYYY.hhmmss. 41

ac_audit.old.06-Feb-2007.144330
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] L X falTe) b (B H . B8 EkBE H ) 5 CA Access Control H4 4% itk
[F) R B B A gt v A% H &S SO & A G R H &

FIWCE B0 w A% H B[R] [RIB% , 15 7E CA Access Control y3: i} 4 1l
logmgr\BackUp_Date "1 15 & IS (] [A] & o INF ] (] B& w] A LA R i —:

&#H

FER R o 1% H S 30T
&

KR — R % H S ST
(535

B R o % H S ST

R A LLE % E CA Access Control 15 1 logmgr\audit_back >k &
XA AR AR

BEEPH! WL BA S ] Rl Bs 2 7T, d AR H R RE T e A
logmgr\audit_size CA Access Control y3 &8 h i /MR, B4 CA
Access Control 23 @il @ A7 I [ ER K SCAF A RIAS . BN IR il RE S
5 AT SE T R R A

Bl BERH A H B H S

N9 Uk B AR A% H R SO E A R H e BT RERAE, 150
CA Access Control J3: I} logmgr\BackUp_Date i% & 4 daily.

CA Access Control ¥ & K — IR BN SCF & B A ERR HE. &0 H
B LRRE A timestamp JG4%, o timestamp & EHH RIS [R], 4%
R4 DD-Mon-YYYY.hhmmss. {4l 11:

seos.audit.bak.06-Feb-2007.144330
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PTAIAL (p. 132)

PR (p. 133)

A (p. 135)
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Vi 10 B 2E I ERUBUR (p. 140)
U7 1) E5 s ZE I A AL (p. 140)

2R R A

G RIRBURMEAE R idsk P iE . R RIAURYERRS S AT
SR TIRE. AT SRR A R PRI D REAT BRI

ADMIN Bt

Wik ADMIN JEE, 17 AT BLEAT CA Access Control F1JLT- BT i 2
LEHRE e U EAG ADMIN J& PR P n] DL SCRIEE 8o e v 1)
F . HFE YR . X A& CA Access Control i KBk, (HE Tt
el

o WUEREIE T A AT BA ADMIN JETE, WG ER i
iy HA TG Ad sk IR ADMIN J& o

= A5 ADMIN J&:{H 3545 AUDITOR J& PEIH S ASGE S ot P 4iEk
PRI S AZ IS Ca A o WHRIEH ADMIN JE o H 75 2
T . B S )RR, o B 20 AUDITOR J& s

s EAH ADMIN BV H P JCiEEMERE L - (UNIX B root Bk F 8%,

Windows _I[] Administrator 1K J*) , {EAWATTR] LUK root H 7 E N
4E ADMIN H
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R RUBR e 1

AUDITOR &%

OPERATOR &1t

HA5 AUDITOR J&PERIH 7 o] LA R Ge A 1 0 . )T HA AUDITOR J&
PRI P, B AR EFE LT 25

w AT PUR R R AR R

Hi 4% 4 W] LAFRAT selang i showusr. chgrp. chres 1 showfile .
w AT DABCE A ISR A AR AR

B AZ 03 7] LLBWAT selang 5% chusr. chgrp~ chres 1 chfile.

FL47 OPERATOR J& 1111 1 2 1A X T A7 SC A4 1) READ i i AR . A 1%
Ui AR, AbATT AT DA R 0 e R IR A P 2%, HOAT LS AT & 1Rk . 45
YE 3wl {# ] showusr. showgrp. showres. showfile £l find iy2-41 H %k
FEids. 1Eit OPERATOR B, HI/i&nl LA A secons SEHIFEIT

HER: X secons SLHFEFIITEANE R, WHSW (=F751)

PWMANAGER & %

PWMANAGER J& P 0 H HUAH P e A H chusr 5% sepass iy 2> 5 ol HAh H
JR AL AR

EE: ZEi PWMANAGER 5% ADMIN FH /7 (3508, %5 ¥ & setoptions
WA cng_adminpwd LT A XRVEANME R, WESH (=F£/5H) .

PWMANAGER Je& ' AN 5 5 500 FR sk B FUAL ™ ) e i) B
TR TR PRI AR o

PWMANAGER R FRIEFLHE showusr Fl find 2 )48 1

EER: WRH K nochngpass J& 1 1% & 4 yes, NI PWMANAGER JGik &#
oIz R R
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SERVER &%
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I

S5VrZ HAth 22 488 —FF, CA Access Control AN SR VFH AR i im . “H]
FUA A DA ) B X2 7, i AR o] DAV ) R — ) @ FRE S
APDATT R X2 7, AL, N RVFIRIVF 2 H PR AR SS R (4
A A R 55 s AR 55 BN SR N R ) AR ILAd P ) BFR -

SERVER J& 'k e VFHERE W) 1) P AR . A5 SERVER J& P B8 1 FH - mf A
7% i SEOSROUTE_VerifyCreate API.

R A XRE2L B CA Access Control API [FIHE4IMS &L, 15210 (SDK
ERT) .

Tk IGN_HOL JE,  FH 7 o] DAEAB I IC 53 A e SCIRIAT Aol B 1) B P9 288 5 o
HOLIDAY K [N s L— AN B2 AN (] By, AEIX LB By, H
PR EMAMY R A G & 5. WL IGN_HOL J& 1k, FH P Al LABE N Z5%, AN
AR S5 P s SCIRT R TR B R B A o

ER: A% HOLDAY KINTRANfE R, WS (25754) .
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BB BHEIC AN R &L SRAE N TSRS T & . g
KEWHEITES . AR IZC R MBUR

— AW U A Sk AR, FEFIHTICR AT, AT
BUH P A B B LR A2 A QR Id b BEE T 4L
JE k. ARBUR R

= GROUP-ADMIN

= GROUP-AUDITOR

= GROUP-OPERATOR

= GROUP-PWMANAGER

join fir % CHATIEMIFEAI N AT O D WEIX LS. join fir %
MR E T4, JHREH T AREURYE (WRAD

PUAT BRI AL 5% R] BEBAS i RER A BE LA BT ik, X
R YESIA X LR

HEER:
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GROUP-ADMIN J& 1t

P B EAURPE A AT DL B 4le . EAIdid sk, 4R
IR KM PTAT

R P IR 2 P AR R A R BUS PR A . ARz 4L 3
MBS, WA Fiknl DOk B S i —A 74l BT SRERE N
Hyufl. SRUEMHEBOREIBY] T 4190 BIsEE .

HA GROUP-ADMIN Ji& M1 F 7 XAt AT 20 9 L b g id s A BA R U TRl A

PR«

Vilal BiEA i

BEHY W RIS JE showusr. showgrp.
showres. showfile

g CEEGE PEP AT i . AAZIFRE newusr. newgrp.

VIREER newres. newfile

Bk B ek 1 JE P chusr. chgrp. chres.
chfile

LilcS I B A 2 v i s rmusr. rmgrp. rmres.
rmfile

U BH A IAASE P 548, joiny join-

GROUP-ADMIN J& P th A7 B il -

= GROUP-ADMIN HI /7 JGiZ R Ik B O B8 v i), BRLtE

GROUP-ADMIN H 7 TGiE B w1 B 2 2o 22 =900
GROUP-ADMIN H F Tk o BeAth AT 10 1) 22 2 el 22 b s

= GROUP-ADMIN H ' JoiZ: A A Fh A B 25 FH 7 CUNIX B 18T root 1
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w  JURRBR S AT b (104 R A R R R BT ) 4 SRS PR s A K«

GROUP-ADMIN H J* Jeik M B2 bis e o mE— ) ADMIN HH 7 e % .

GROUP-ADMIN H ' JCi M B 504 E ¢ J5 — 1 ADMIN FH g sk
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&4 AUDITOR J& P[] GROUP-ADMIN F 2 ek i it . |
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0o BRI 131



PTATAL

GROUP-AUDITOR B %

HA4 GROUP-AUDITOR J& £ 1 H /= ] BAA S 4 Y AT AT S 1 Sk
ZHH A% I ] DAk 2830 B A AT AR 0 SR 1 A AR A

GROUP-OPERATOR JE 1t

HAT GROUP-OPERATOR Je& V1 i) FHl 7w LBt 4G [ R AR A il s i)

GROUP-PWMANAGER & %

FTAA Y

HA GROUP-PWMANAGER J& ' (1 7 ] DA e He i s 1490 B e )
ATART P 20

Hoa PE R RN ] 3 CRUFE VT 7] F il s AR Jid ) #H — M & . 34
T ) e A R s i s i, 48 0T LS owner 40K B xUe e 3,
WA BLE I CA Access Control 5 52 S sk [ HH P 8 Wil KT 4 -
WIR LT WEW L fT—5 R H, Ui i) & BIAHAE C %

AT E SOIE SR BT

w AT E SCHIE R TA E AL R A A2 I A GROUP-ADMIN
JEPE 4

w AR TR K SR SR AT
U R AE BRI £ e Al sk iR s, XSS A AT AT 4
P SRH SARATT B AIAT 1 s AT AT U B -

i 1A LA fir

BRI Wil sk g P . showusr. showgrp.
showres. showfile

Bk B SR I g chusr. chgrp. chres.
chfile

IS R E R I RTRE rmusr. rmgrp. rmres.
rmfile

e R P A 8E K 5410 . joins join-
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PR o IXJHQ FH P RRA & HE . 8 B0 A BEFR 2 1Y CA Access
Control ZREN G IMALRR o 11, ] ABZAC- 45 81 3 JUE B P R 4 o
A LR o) B P AR T R R e X S BEAN R, SRR

o (5 B
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1. WIS ESRIR AL S — A2 AR,
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WSS ERIRVS ) 5, A7 EE H] ADMIN 2811 USER s il
GROUP i3k,

2. B EEASTE B P E] ADMIN 218 H 7 -

Bihn, FAk—AEE R AR S SO Pl sk, W PR T
ADMIN 2] USER T 3% I8 B2 400F 152005 InI ALPR
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HC SR I ACL HH P A BRAY R e s AR R 1 2 15Jizn ADMIN 2K
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Bk BRI JE chusr. chgrp. chres.
chfile
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rmfile
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o
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= ADMIN ZEH 7 L MIBRE S H F* CUNIX _E 1 root T /7 8%, Windows I
] Administrator Tk /), {HAlAT A LUES root ¥ & 5 NOADMIN .
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s

w AR R i S0 B A b 2 (1 T SR, R A Hh 2R T in) s e
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# PMDB 4 Unicenter 21 (p. 159)
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EHAH PMDB
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Files\CA\AccessControl\) -

KA PMDB # T I AFE H R A7 H ke 7 Ha P ISR e
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i
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R MU A E S, R HAGEH T UNIX. A 35T
() [ Bl SR B BT R X SR 615 S, T DALE (2 e B 22 75 195 : J1 7 UNIX )
B, AL TR B Bh SR G B, WTUAE (G st 2
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SRS B - U T HLEL ML BOR RS R s R A
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ARG E M ZE . BRI IhRE, 1887 B2 B I I & AU M 2 A .

TR HREPRIEEBNER, TUE (AWEHTZR) k3.

TN B 3SR 5 B

e SRl P AT R B R SR BB (O selang R Ks H 3)
Pedlkenil B . R T ST T 2R A 2, BLURCRE— A
Bl e T 20 50— i, BT LB R R a3, T LUy
TRy B 2 S SR B A A

TR IR0 BN 1) 7R PR T A R A RN TR G by o A T o — B 55
ST o LA Dl A L RE I e S it et 2 RO A BN A5 SR A

ET AU B 3 SRs 5 37 IR
g T AN (55 s ST SRS, (A SR U
M 1 B3 L 7 SR 0T AT P
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SEF IR H 5l SR ST

3. W B N LR

a. WURAT PR PEBAT WA, D) PMDB 2R E I TE) TE) RS (BRI &0
OARERRG 30 Bl kA4, EEIEDE 1T Bl Ik

b, WARAT R AR, (HIEZEN ] A4, T PMDB 2 i 4
JEAE SR A 1 ]85 (p. 154)

4 WURAT RGP R LT TS, WA 4 R EIT
TR BB T T L LR A

WAL rmusr 742 M\ PMDB HIER A, WARTFEIR) rmusr iy &4 R IE S
FTET PEEEE . XK, D rmusr ar A I A S HEL EI 2 A5
P e b R P

A PMDB SRALHEEC B B B I T

R AL E S

2T G A SRS BRI RO LN S OB I BC B AR R 4 SRS A R (13T 7

AR IR 7 PG L BEOHT 4 A il 4 SR A R 1 10 1 7 5
1 GadH el A SRS A ) g B
2. SREWEAEILRE BT B IC A S N REAUC B SO

HER: BRINE SCEAY audit.cfg SCIFIOME.  SRIEBIAUR 208 15
X SCAT AR ATART S 505 N B8] R AU G B S A

3. SRR HT A IC B AL LT
4. selang fir il F BT (10 B2 AR BEOBR R 1T )

BN SRS AL R M PARC S, P e S AT P RGN
ST PMD H sk, Ifdir4ah cfg_configname, Hotf configname J2 SF g
Y A2 K

FEPARC & SCAF AL audit.cfg ST T R A 1 B (E -
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BT HIEE T
SRS T A AT A E B E B RRAB T . B AR IC BB i 7 AU
PSP
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HI% audit.cfg SCPFPIT U AT S8 oA AL FR G BT )
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3. SRME AR I A M LB FURC & SO N2 updates.dat LA
updates.dat SCAFIR L SREME I U5 ) B

4, SEIRFTCKL updates.dat U1 R ERIET .
5. selang fir 28 ] updates.dat SO/ KB G B BT 7.

RS BB R RS

CA Access Control {47 FH] S W A58 704 Ik 257 UG B 1= 0 45 M P AR FR 25 TR0
N SEME BT . @ 4 [A]— PMDB 1] [# £ &5 CA Access Control 11541,
DL B R —> PMDB 1T &) — PMDB, #&1] LLGIEE 2 2 458 .

BCE PMDB J2 2 454 1 ¢ 7] P05 35U AE 223 CA Access Control I 14733

W, L TP N, RSB IR G . 1175 PMDB
S AAT bR RE AR TR, DR A 200 & PMDB 2 R A5k mH i i
BUHSJE T — AR . W2, < PMDB A REH 4B e 1
AT ARENT T I IRARENS 4 4 PR IS £ 5 PMDB.

HER: A K2%e CA Access Control IITEANE B, TEZ M (SLit/7/4) -

Ty SR A AR o e e R IR G R PO TC S, B W R A 2 ) e A
## PMDB £5#), f4s ] LABHIS 56 o A3 PMDB Bl 'S . AT LUEH R A1)y
K2 —KPAT %A

m  fififf] CA Access Control ¥iif pi 5 ¥

n  FIH sepmd SEH T

PN PMDB JZ2 25 85 My JHAE 22285 5 Ja ST RN B 3 SR S8 5, TE A
AT LA A

1. QAN E = PMDB.

2. (A @IEEFECE T P PMDB.
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SEF IR H 5l SR ST

EHT

B RS AR R SR

FHT N, SRR AT DA N R

1. M) SRR N AT AR, B AR N ERAT P SRR, SR AR AR
P B LA T e A B

2. PMDB JIR45 I sepmdd 23R BT 7 Bl

3. WSGE BRI S, RS TCIE R R AT, WS
Pt iziT o, Rl ER IR P I RIT .

4. SERAT P AREIRFRG, sepmdd SEEE AT IRFAH, X
RFRG AN, &2 S S 2 — 3 TR) A R D BT (R3] 7

FER: PMDB W HHERERIT I, o i B R, sepmdd R4S
ARSI BRI 5 HSS A (p. 154) TP — A4 H . i H &t
ERROR_LOG 17T PMDB |55 (p. 144).

£ PMDB JrAETHSEHL (38 A1 A 2 B 3 58T PMDB A5 . E2HT T PMDB,
e 5 FLAE E N H AR B

# 0] LLE H selang B CA Access Control 3t 25 FH Sk 45 %2 PMDB. i
selang K48 Hbr B %, 1514 selang #ir4> shell HF ) hosts iy 4>:

hosts pmd name@pmd host

JITAT selang fir& 37 BB € R SRS B R K . X 28w 98 Jm B3l f%
Fo 2 BRGSO L Sh Bk

7~l: ¥8 % H¥x PMDB

T H bR B 1 & ) myPMD_host _E [ policyl, 1 H LA F Ay 4

hosts policyl@myPMD host

UERIEBLAER A newusr A%, WIHTH P REBAASIN 21 policy Hodhs 178 AL
SR SENUR BT AT 7 VAN B s sh B 122 v
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PO ELEH SO, E AL A

sepmd -t pmdbName auto
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WA ZAT S A MIE R C R, WA EH R E 77
FHZSM 0 b B
ERA ZAMEm T Berh, M5 B dE .
CL # FF3K AT WAV EREAT o
s ARVFETIT
7~ TR SO
PLR 7~ A 4R i e 4 SO AT

CREATE AC USER * FULL_NAME;OBJ_TYPE NOPASS

Vi i) IES kK & J& Jose
(¥ =490

e R, WA PR BAT AT R S 44 0 Printerd_Filter flt, F-4
# PMDB PM-1 [{J7EMR, LIk C:\Program
Files\CA\AccessControl\\Printer1_Filter.flt, Il PMDB PM-1 A<= HAT fr 4%
F&A§ /] FULL_NAME F11 OBJ_TYPE J& I 1 &3 F 7 (AT A 30 5%

910 3. EPISREAIY 153



SEF IR H 5l SR ST

SRIEAR T 3% H & 30

FZ IS TA) 56 Ja U LA 0 SR R R H G B R B B SR ARL:
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20 Nov 03 19:53:17 (pmdbl): fargo nu u5 0 Retry  IEFEHHIR

ERROR: ##AM (10071)
LAY (12296)

20 Nov 03 11:57:06 (pmdbl): fargo nu u5 560
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145 0] LAAE PMDB FRAEAE BT IO A - A 15 1 P 2B 6 % 258, ik £
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%4 PMDB I, B I\ SR AR Bk e R I 2R 2 10 H k. BN &
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1. LT i 8iE PMDB:
sepmd -bl pmdb_name
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2. WEPAT FANBRAELZ —
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sepmd -bh pmdb_name [destination directory]
w (A RU R i &R T3 U4 75 504547 PMDB:
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2. AL &% 2 PMD 5

env pmd
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4 PMDB 1 Unicenter TNG £E {48 v] LA FH PMDB K@il @ # i, AR 1k
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i, S STER BRI N 2 BERE . VMR TN SO EE AL BEAR AL A
BATH TAE, semitkRt. ZEPEmPERE, v LAE A shif WIS R4k —
N EE =T

EAENIZRAZER] CA Access Control ££&5

1. BlEE— A AL 24! REG_DWORD i it R 04 HA e &
1.

» DisableNetworkinterception - 22 ] X 2% 2 4
m DisableProcessinterception - 2% FUEFE 21,
m DisableRegistrylnterception - 25 H i fift e 2 4%
m DisableFilelnterception - 2% F SC/F 424,
WIRAE LA R R TR G I A 46 H
HKLM\SYSTEM\CurrentControlSet\Services\drveng\Parameters
2. EHHBEHL.
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4. FANLLF A

seosd -start

CA Access Control ¥ 530 .

HEREE L ST E STOP

Gy AR DRI B AT v SHLA LA Bl 1k e Ak i S 9T 5 1) B8 STOP
R & AT LOE A AE o SOHL BB STOP 2544 304, JRRE LR
LN E IR A% A AR T R AT

B4 S BT LR STOP
1. EANRHEMG 2

CA Access Control ¥ 5< 4]

166 i i ERFER: T Windows



HEAk v D R

¥ STOPSignatureBrokerName 3: /i 4 15 15 ‘& A #E CA Access Control
Tor g 244 AT EHLA

AT BLAE B VE AR B bk B0 30
HKEY_LOCAL_MACHINE\Software\ComputerAssociates\AccessControl\STOP

JA8)) CA Access Control (4R i % e s SCIPIIFTR] ] B% ) 5, CA Access
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