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HER: UG E U ) BRI, K LA AR T SR TR ik
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o PR ORI, BN, SCfF. BRI

o URRIISEAY, BN, B MR, Bk, BT
o Ui, AR R U

W LU — el 2 PG olE sg, WA AR AR 7 2007 il D3 -

PR H IR ACL A% T RV R AR

w R EAUT BRI A R I

w s T AU AR R . B, H T 2 ATAE SPECIALPGM 2K
BT IBRR, S5 76 SUDO g 4T fir 2 IIRLR .

WR: A RERNVT BRI PEAE R, S0 (selang ZH757) -

BBV FIBR - 7~

7Bl TR PR A P 5 T I U AN PR

LR selang i 2% N 3B H 7 internal_user ¥ N3 2 tty30 Y ACL, 1] 2%
i 452 1 LU Tl AP <

authorize TERMINAL tty30 access(READ) uid(internal user)
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ZAREEGIRIES

Bl TR P TR BT AR

PLF selang i 2BV 7 Terry U0 3 31 tty30 1Y ACL, [n) &K 5% T
BT R AL PR «

authorize TERMINAL tty30 access(READ) xuid(Terry)
s TSR R YR I A PR

PLF selang i 2 Terry %f Z iy tty30 15 M AL PR BN none, PRbfE 4
T Terry HIUjIn)

authorize TERMINAL tty30 access(NONE) xuid(Terry)

s AT o A B AL P B U i A PR

LU selang 74 M 283 tty30 H (1) ACL H I ER Terry:

authorize- TERMINAL tty30 xuid(Terry) access-

Terry I 0 2 A X 255 IR ER AV 1) LR

AN PR TR R U5 AR

PA'R selang fir &RV HI ™ Terry Y& 4 A& BRI SCAR AR G 1

B,

authorize ADMIN USER xuid(Terry)
authorize ADMIN FILE xuid(Terry)

Vi R EE IR

IR U5 ) AP FE Access Control #1)3& i € o BN THRIC R 2220 B A
P Access Control %13 :

ACL

FRE R T BEURT R BLR KI5 i 2 b LA 1 U7 T BB 2828
NACL

TR E WAL BT IR B 07 17 5 S FABABR LA U iR BUFR )28

jﬂi{o

D BRI IR T AR FTAE AT, B e A R AR A R
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aEsEHEIES

AT R HIFIR

251 Access Control 513 (CACL) $2 £ T ACL ¥ . 15 [n) 35 AUy in)
PEURI , W F B ACL AT NACL A A ZH 7 S5 IR, 1) CA Access
Control ¥4 £ 254 Access Control %13 .

%A Access Control F1I3& LA—Fluky s 75 3UHE € % s il B 5 U i) BURR
B IE L AE HIE E AR

foiltar, fany LU 454 Access Control 13 i SCRE P 2 % KU o

CA Access Control SLVFfi H LA 41 Access Control 4135 :
m  FEJ¥ Access Control 1) (PACL)

= TCP 2§ Access Control 413

m  CALENDAR Z§ Access Control 413

BLES5AF Access Control FII 45 H g X—"N4cH, W LT H] selang
authorize 74 1) via £

5 HAth Access Control 5|38 —#f, 251} Access Control 51|13 H [F 5N 4% H
F5 e W% T U5 ) B PSP )5 Tr) 3 M A% T U BB 2R,
4k, 241 Access Control FIIZEH 1145 H b5 & 7 BCAUR IR 454 X T
PACL, SRATEFEITFIIAHR, Vil T EIeA T %A 4 G B A Ui AR .
7~ A PACL

BLAGE ANV J sysadm1 X A] i 18 4T AR secured_su N ABZE T,
A EMEH LR selang i 28 g AH BRI 4% A4 U 1) L)

authorize SURROGATE user.root xuid(sysadml) via(pgm(secured su))

defaccess - BRI\ U5 o) FER

PRI 3% ] AL G ERIA VT 1) 7Bt defaccess. defaccess “FBXIMETR E ft
VFTAA] %5 Y5 Access Control 51| A 44) A< A0, 2 1) 05 1] 3 A FH ) 5 1) AR

5% R 53



e A 5 6 DR R IR 7 T ACPR

P o 05 T TR A B

2495 o) 2R U7 o) RIS, CA Access Control 3 i 42 8 F5 56 2 15 i
AT —IREZ A AR A A VT AR, B R8s . WA AT —Ik
Kt A T Ui R g5 R (488 a7 iR)) . ) CA Access Control A~
HE— 2 PPATA B A R (1] 45 2

CA Access Control I 47 IX K A MR EE . BRAIELL T, X ThEI
PR, CA Access Control 37424 DL il Fr A 5 15 1] 5k «

1. BT DR USR] Ry PR Al

2. BRI CRRVEFIT & #0475 A)D

3. Blfaf

4. BRRHT NACL

BRI ACL

BRI PACL

PRI defaccess F-BE

N oo w

3¢ Ji PR IR 2 PRI F acepacl BT ¥ 152 B e o 485 mT LB k(] selang
T2 R IE DN setpacl- K2R H X B PACL FI1d H

—™ Access Control K 1] LAV & Z AN H 45 H o i, vV &
S5HPEAMENEH, el Es P e 4% H. CA
Access Control 7E8E N I 2 Bk Ar AN T nl BeI4c H . K
CA Access Control WA AP REAN GO PSSP PE 45 5, T2 _OH
ORI U5 i AR 2 [RIFT H.5)) (p. 55).

7~ XSO 45 RAUR

TERER, B4 N userl HV5 IA] & 22 5L U UK filed.

{5 F#d, CA Access Control #%J# accpacl 3617 [ BRI\ ¥ B 8 1 PACL.

NACL AT ACLF T PACLHF T defaccess T 45 EBUR
userl 1% H userl 1% H userl 1% H KI4%H

R (Any) (Any) (Any) 4 s OB PR
(Not defined) VW (Any) (Any) 4 s OB PR
(Not defined) BEHL (Any) (Any) T OB PR
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HI P N2 g i) BUBR 22 18] ) . 5))

NACLF AT  ACLHHT PACLFT defaccess F 45 RAUR
userl K14 H userl 15 H userl 1% H HI%H

(Not defined) (Not defined) via pgm (Any) SV
securereader securereader
FE P
(Not defined) (Not defined) (Not defined) 2EX - amanaivy 5]

R4 H R4 (Not defined), M7~ Access Control 41|13 HH AN{EAE T
userl )% H -

AR H B~ (Any), WK IR 1% Access Control #7138 H ) 4% H o< B2,
A CA Access Control A% Hgk A48 7 o

CA Access Control K & ¥ MARIA . 1EEE, ST IrE1T KU,

FLAT 5 SCHIT R BCPR K B0 A7 U B B ek S A E (Any)o MG
5E SIS ) BB IR B e 2 (4 AT 5o S HATE (Not defined).

FH P A IRl BUFR 2 18] K L B
H T P2 DT P T AL T sl 4 SR A,
RATRE LTINS, PR THRAEF P AL (AL 1AL 2)
VAN REAT RSV LR, 2 I RERO S R

R L CE " S ANATALP” (p. 56) BT CERIABCED

RPRRBR A1 RrAR A2 KRR SRUIRR

Vi I AR 2 (Any) (Any) iy ) Bl 4 4
P In] CAZAL (Any) (Any) Vi 1) LA
(Not defined) V7 ] CAAL (Not defined) T ] LA
(Not defined) (Not defined) Ui in] AL Ui 1) AL
(Not defined) i 1) AR AL i 1) AR AL Ui 1) AL
(Not defined) V7 ] B4R 4 (Any) U i) 4B 44
(Not defined) (Any) I EEE S Vil B

AR5 H 27- 74 (Not defined), WIZRZRBAT I I s sE SUEAT 26 H

WL H BN A (Any), WIZR 7RV I BLFR T B8, [X1 4 CA Access Control
ANKS HATHG A

5 H: FHEIPAL 55



e CNE S IR

RRHABFR (ACCGRR)

A HEETT (ACCGRR) 41 CA Access Control 2 % U5 i) ACL 17
. WS JE ) ACCGRR, I CA Access Control 25k #r ACL LAFRASHH P i &
T A A T HIAR . W 925 H] ACCGRR, ] CA Access Control 2346 £
ACL A F 2 AR nl N H 14 H B 5 (H none. 1A, MRV
). 75 CA Access Control ¥ ZB& A 4145 H, Access Control #1121 1)
AN S HERA . BROIATE LT, 1Z3E 504 15

P H ACCGRR iEM, W LIMTH LA selang T4 :

setoptions accgrr

BIAESH] ACCGRR IE 10, W LUMHFH LA N selang fir 4

setoptions accgrr-

RELH RAAIRE

ZEF

TR

G RN 2 A B AL T BRI YR Uy 1) (g Aty 5K, IX 2% Access
Control #1138 FIVEI AN 78 o

K78 oY Ay o L B o Al DAL AP K 127 B ey LD W N TSR 2 VoS P
FCR AT

LRI RE N G FLEs U5 1) RTGEIR 1 0 2 255 Z [AIF#%. WisR s v
H LGN T B IR N A g0, BIAEAEBHIRTY Access Control
SR T T U RR, U7 1) 5 ANRES ) BER . R TR %
ELHNZE, BARILGEIAT 2R

LAGN N T R AREVT M) LA AN ) F AR B

ZRIHiE CATEGORY LA AR R LA U 1) 5 A5 Y5 0 i 2 4
e AR IR B S RO 1 BRI L BT AT 2 2RI, Vi A
REVT M) 195 U6
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‘YO FOAREE

RERE

LARFNEIE SECLABEL R LRI A TR L bR L g M 2 4
FENARGRIE L o K22 A hRRE S IC R V) ) 3 BB, % T i) a4 Bk
PR %L AR A G I L B JONM 2 2SO LR
it 7 17 2 BE U AR 5 (K 2 4 U IS 23 i o

Bl A 224 kR4 High_Security

¥ High_Security S0 7% 24240 255 242255 MANAGEMENT Al
CONFIDENTIAL [ 24 h7%%

W HLEE R F userl 43 AR 4h % 4= hR%5 High_Security, T userl f 2428 5 K
255, BAMEHEA 24255 MANAGEMENT FiI CONFIDENTIAL.
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Y6 F: RPIKS

NI

A0 DA 3238

AT AR RS ? (p. 59)
w4 R (p. 59)

15 B Surrogate DO L H. (p. 64)
JE X SUDO itk (p. 65)

By 12505 AT (p. 68)

A H P AR (p. 71)

At A BRI ?

FH P 3 S B K65 . Root Ik ARG ELRE WS AL 7 (su)
i3k LA 21 ] Surrogate DO (SUDO) T E., J& & il kB 2 1 A PR 4 %4k (1)
Ab¥E . CA Access Control FEAE— NP2 I LR R SE: serevu CRLES H
PR a3 FPAM Crlfi N S EGIERIEL) o &k n] DL ¥ e 75 H
P T SRS — BN )5 1A S8 e ARk -

ZER P EHR

L UNIX su fir%,  FP AT DU H As L (R i D0 20 AT 7o 22
DI 1D iR s i AT H S R (K 65, A0 RS, B 2R H AR
AR T AL i X B TSR SRS . 734k, su dr S RN R
WE I i, LR AN IR ™ AT 5 1R P 5 SR R B AT = 5 B

X7

CA Access Control £45 sesu SEHFEIT, ‘B /& UNIX su iy 2 I B ARAS . 18
A DABCE sesu AFEZR VTN B IR REAE 5 SOy Se e =, A2
FOREINHESH P S, S0 UE R T 7 SURROGATE ZEH 5 X
(P07 R, A SE THAT a2 I %8S (nik) .

ANFFXF su BIVFRT, X sesu FRIVFRTANHR T2 5 FH1TE H A5 K365 o
T2 MO T2 e rh i s VRl s D ads% TP IS sk S, BTl
JU D A R AT

e R 59



2R

W EEH 2 _surrogate 21 7 2 —AREE, T CA Access Control 23
XPZ P B 0 A BR A A 6h 9T F P 1R R R 026 1) o A R

N T AL B ZRET, RGN sesu HT T hRid, WHAT
R A LS E . 24T BRI AZEE AR o ] $AT IE K setuid
WM root, TEA REAEHIZFET

BEEYHH! EERAH sesu SEH R HT W CA Access Control (ki /% & SHT
HH P RE sesu SEE g f. IXFE AT DL e A e L F| CA Access Control
FIH T A R S .

WEH P 1D BN

AP ks RV P A P, ST EERCE 1D B ). XL
i@k SURROGATE %‘é“ﬁﬁlﬁﬁﬁﬁ B ST FH P R i, 1855
P41t SURROGATE 5% .

WEH 1D SFEHN

1. 1E CA Access Control ¥ i & ¥ v, s M ik, SR )5 i i
BORFRIR” ¥ 1L+

“PEAUFIFR IR S T E 00K S 7 /w2
2. AT ID R
¥ BoR“FH 7 1D B T
3. gl D B,
W WG 1D B T .
4. SEMIERIR AU P B, AR AR A

VER: X SURROGATE KJEMEMITELIMGE R, TEZ1H (selang =475
) .

ARl kg H P B 23 sesu

BRIANEOL T, Eiﬁ‘?\%ﬁiﬁpﬁ sesu SEHFEFHMT Thnid, WA ALl
T8 N TR, 020 B B e B 3 H 5 PR sesu 120
M. RIEE %%%ﬁm??fﬁﬁ su SEFFET, IR R At H
CA Access Control [ sesu SZHFEF o
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2

BB A RN (p. 61).

{i /] CA Access Control ] sesu SEHFE AR ARG su SR P
(p. 61)

3. BRI RGN su SHEETY (p. 64).

B AE sesu, IHHATEL N #EAE:
1.
2.

ER: SCZLEG, 1817 CA Access Control I AL su SEHFE KA
SPHAT, DRI PR ARG ANAE ] 2242 1) sesu S FE. CA Access Control
WHIBATH, RS su St H I T1E.

BEIA R PR

FHUEAEF sesu SERIFRIP 2 1, B8 N7E S50 FE v v S e F R P 4t
U)o XSGR 1 AR S P B R AU P bk P i AN A B A L
I SOVFRE E F P AR AT 26 B Y P B 5 3
REFEAH PR EIN
1. A root ] J' (USER.root) il HAT DL & P AR 2 s g

» nobody {F NPT+

BRIV FALR A none

w TR VA AT 8 AR I

R B A P e root HL P, BRAR IR R ABBUTAE

P51 root H /7o
VER: AT UL BIFRLLEAS B B BY, o m] DU RS 3 O3 A P2 AL 45 T
TR,

2. 4 root /741 (GROUP.other) Gz HAT LA N J&@ P A CHE ¥ Y5 -
= nobody 1E N4
n BRIV IR none
w TR B D AT S8 AR AL

ORI LR L root AL, BRAR BB WA
Ik root T P 4L

HER: K4 UNIX &G0 L root H 4102 other X sys.
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2R

3. %40 N TR B0 USER. _default f 7 B 4 AU
» nobody 1ENFTH #
n BRIV AR 4 none
n BB root HI PR HATAT R SE S P
n  BOBUE B DA AT AT R E SR H

ORI LR AR AT (BRARRAIBO 5 I HARBL root H]
JURT root JH AV HAEAT I (BRAE R IELE) .

HE: HERINA root 7, A REARVIRET (I dtlogin) #&
TEHTA BN root P (BRIA X & H BT 34 uid=0) )4 214 T-fr] At FH
Fro ), S8k R, BRI CA Access Control 23 FHIEATAR[ AR
o I P B i 3

4. $40F BT 32 GROUP._default [ 415 45 1)
m nobody 1E N T #
n BRIV AR 2 none
n B root T EHATAT R 2 A
n AU B AR AT AT A E AL

PR BT P R AT AT AL, BRAR Wl (AL, FFAL root HI P A1l
root JH T HARATAL, BRARE R AT

7~ A selang TEEFEAF =N
fEHLLT selang iy 2 7E 18 I PR35 Hh 152 B FE A P 5 4 ) -

nr surrogate USER.root defacc(n) own(nobody)

auth surrogate USER.root gid(sys admin GID) acc(a)

nr surrogate GROUP.other defacc(n) own(nobody)

auth surrogate GROUP.other gid(sys admin GID) acc(a)
cr surrogate USER. default defacc(n) own(nobody)

cr surrogate GROUP. default defacc(n) own(nobody)

auth surrogate USER. default uid(root) acc(a)

auth surrogate GROUP. default uid(root) acc(a)

auth surrogate USER. default gid(sys admin GID) acc(a)
auth surrogate GROUP. default gid(sys admin GID) acc(a)
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2

f#iF CA Access Control ] sesu SEHEFFRRSH su LHEF
BRNIEOLT s AE RGO sesu SEFE AT T Aric, B AnfLlig
T8 AT sesu SEHIFE PR LA P, 1062008 56 A
sesu A E R RGN su SEHFET .
¢ CA Access Control f] sesu SEFFRFBRARLN su SEHER

ER: BHEY root i BHABSBUN A RESAT EUF LB

1.

R LU R g4 oV FH Pz AT sesu S8 IR
chmod +s /opt/CA/AccessControl//bin/sesu
LA N 23k RS su SR IO

which su

ETEL R fir & BT 44 R G su SEAIRER:
mv su_dir/su su_dir/su.ORIG

Hordr su_dir & su FT{E H 3%,
¥ sesu SEHFR P EEFE R su 2

ln -s /opt/CA/AccessControl//bin/sesu su dir/su

XAEL AT ELSS VR GRS I su dn S, AR IEAEIZAT 2 sesu 5
FEIF

i FH DL iy 245 11 CA Access Control:

secons -s

1§ FH LR iy 215 22 CA Access Control Bt & % &

seini -s sesu.SystemSu su dir/su.ORIG
seini -s sesu.UselInvokerPassword yes

WE FRIC SystemSu J& A T 18 T sesu £F CA Access Control A1z 1T 1)
HRGH RGN su SEHFET

B EARIC UselnvokerPassword /&4 T il: CA Access Control $&7x F

T NARATTI R GH 20, AN & root HI P & Al by — N H s,
B S IUES, AR RVEH P T H P & k.

8 F BA T fir 2 FEH N4 CA Access Control:

seload
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W H Surrogate DO T.H

BRMHPIETREN su SEHEF

AR sesu SEHFE I CUHHMT THCE, HAFA 82 v MEA root HI7 1Y
SR AN P S S IE AT su.ORIG (LB & M A4 su SEHFERF) « N
T IX R L, T L] PROGRAM 2K 52 2CEH 1F7F CA Access Control iz
AT W4T su.ORIG.

EER: W R LS CA Access Control I3 T seuidpgm, WA
DPATIZA . su A SIsTT, B E OBk (EHidi 44 su.0RIG) .
R P IEITREN su SEHER

1. fF selang #, fHHLL F g4 15 & CA Access Control ¥ LT B aiv 44 19
su iﬂqﬁ}?:

nr program su_dir/su.0RIG defacc(x) own(nobody)
2. Lhroot PS8 5, AT H LA i & 50 eSO AU o) FHAE S5O ] «
touch su dir/su.ORIG

CA Access Control Wi #H su.ORIG, Jf H.IA b &M H] touch iy 2%} X
4T T, CA Access Control 184 BH P AT 1% 301

% B Surrodate DO T.E
BRAE DL AR N AR 28 P T8 8 5 ST AR A RE AT IR AT
S EEEATSALIE RN 2
= H:$Z CD-ROM
w RSO IEA
. EETEN
FE G Iy SR AT 2 P PR AR T P 50, 2 A

s, ZArBRINE (AIRFFEM RN SR SUE 2 A K b
B AT BIATAE S5 A A SR i S S

Surrogate DO (sesudo) SRR PP T IXAMES, & RVFH P47 SubDo
K (P LI RET—NEA) de UIERE, FRemiee ] S fgln]
PLZATIA, DLREETIX— H A A 105 ZE AR .

Bltn, FELLH P root 15 47 & X—/ 4% CD-ROM [#) SUDO iR, it
NP iR

newres SUDO MountCd data('mount /usr/dev/cdrom /cdr') targuid(root)
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€ X SUDO it 3%

% newres i 2% MountCd & XA SZ R4 I #AE, FEL83R 1 root AR
F A 04T %o Wl48 ] targuid(root) 2545 1 root & H AR 7 (i
HBRAH ) ID. EBr b, EHRBITATEZSE, A4 root &
SUDO sk ERN HFr 1D

BB AR e A B F . HIRTBE R TR
REAMBIIT R SE (R 10 1 S RIS R SR

BeAh, I AdH authorize 74, A AFRAUH ' H0AT MountCd #ifE . #
a1, FEAVFH T operatorl H:4: CD-ROM, HHIN FFM4:

authorize SUDO MountCd uid(operatorl)

W] LS ] authorize 4 BB 1 H P AT SR IR BT, 2P
1Ef1 ) operator2 H:4: CD-ROM, iEHI N N4 4

authorize SUDO MountCd uid(operator2) access(None)

1817 sesudo LR RPAT Z ORI IHE. B, A Fold4, A7
operatorl ¥H:#% CD-ROM:

sesudo MountCd

sesudo - H ¥ ek A 2 BB 7 $4T SUDO #:4E, #RJH, WiRAUH
P B, AT B2 e S & A . FEFRATHI 7=, sesudo £
¥ operatorl J& 5 A ANAT MountCd #4F, 4K 518 H ir 2 mount
Jusr/dev/cdrom /cdro

U A 752 sesudo AEFHAT I K A 7 (%50, 1548 A4 5 PASSWORD 2
Hirfir A g s ok sSUDO il k. WA H %S5, W H F RS
AT1%Ar A HELERT SUDO S 4 137 [l F ) o

EE: A sesudo LT 58 SUDO it 3% (editres iy %) VRSN E
B, B (2E7555) .

E.X SUDO i3

SUDO KHi LA Rt ir 4B, JCRE, PP (7T LA AL 0 PR
FFIA. 5B AE J1 41 SUDO 3 LI BT IS K ) sesudo i
P .

£ SUDO sk, TR R TRk HTid, T ko) Bl i .

A
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5E X SUDO i 5%

data JEPEME L 2 A, n] DAFEIL s in—A sl 2 AN EEAE H sl AR vF
A SHAE . BEA data J@ P L EAE RS 5, BN A8 H a3
AT A e R BR AR A BRI AT AT SO, BB IR AR Sy 3R e AT T
(AR

DL /& data Jg PE AR

data('cmd[; [prohibited-values][;permitted-values]]')

DA A 25 TR S VR BB I 91 A2 v 1R, i DA—ANTRTERL ) data & PE{E T B
T

newres SUDO MountCd data('mount /dev/cdrom /cdr')

fir 2 T R 1] FAAE 2R B 47 2 sesudo MountCd #1447 IAS mount /dev/cdrom
[edro AEERREE ASEE; RV IrE ASEUE.

il PR ACAT N D RESR R AR B, R LR A e A5 H] 10 2 50 se VA H
MIZH. W] U R O AT 2 AR e UNDCEECFRT . AR R R P

g i

SA FBHE

$G AT CA Access Control 24144

$H F P s AR A

S\ Bl

$0 PATEIIH P 4

sSu I CA Access Control )44

Se AN AT 24400 SUDO i 4>

$f P

Sg 4 HT UNIX 2144

$h MHT =LA

Sr FAT UNIX BB ) 24 i UNIX ST 44
Su HT UNIX 7 44

Sw HAT UNIX 5 AR KT 4 HiT UNIX SCFF44
$x HA UNIX AT AR ) 241 UNIX ST 44
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€ X SUDO it 3%

AN 285 BAR BRI BUIA, AT L R34t

Mo 5 RMAMBZEH S EE, ERelMmEaERssH. B
wn, WA A AE A -9, (HAVER P IT A A S, RN
TEE‘ ﬁé‘\:

newres SUDO scriptname data('cmd;-9')

Herp emd ARGRIEHIIIA .

N, MRARVHE AR SEUE, BAERATHITE S8, 151%
DL 77 20E X SUDO i3k
newres SUDO scriptname data( ‘cmd;*’ )

WRMASHAE Z A RME, SR A Ry, B,
U SR EAR ST AT -9 R -HUP, {ELED SRV ] R BT A 24,
AR IR fir 4

newres SUDO scriptname data('cmd;-9 -HUP')

R Z AR SHATEE, WS IERT (1) 110 S 45 (a2 18]
RIor B s . Biltn, WiREEEIEH] ) Hs -9 A1 -HUP HIEIA IS — 45
HOFEE I EFORARRT 2T UNIX ]I 2 RIESE —ANS 8 GiE 2 T
MAZEAIRD , A PR a2

newres SUDO scriptname data('cmd;-9 -HUP | $u')

WRMARZEZ THIRD IS E, WEJa —HEE S ECR G TP
AHRSH

NS 2 175 FAR R BB 0 21 BRIAS

sesudo SRR PSR Bl HAT PR B AMUSHUEA REIL B AR T AH B
HIZERME, T EEATEB R /D ILEE— AN RV E .

535K e iAE I SR ZEME NI FN R I T HEERG EAT TRROR P A1 P
G5 A . RMERRATERMEN SR, MBS &0, 2t
MEESRVFIIE. B, WERAEVRE NAME VR4 A 1 250 fH
TR N A

newres SUDO scriptname data(cmd; ; NAME)
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B 1 A At

w  EWE S BERRE
- WERAAZSEAT Z A4 eV, E I

(R (SRS

=
- WERZADNWASEIA RVHE, EEEER (1) FA 4 e vr

HZ 5 B o

Blhn, MAEAPINSEL B A SEB IR REATE UNIX

L

J1&, B EABELAUE TR EAGE UNIX 4144, TERALL T

newres SUDO scriptname data( ‘cmd; $u | $g ; $N | $A” )

IR S 82 518 IS KL Wia — AV i 2 H0k &

M RRSE

I, data B PEISERAR 0N : BRRMA, RERZBNSHNEME,

TR G BN S H 0 VA

data( ‘cmd;

paraml prohibl paraml prohib2 ...
param2_prohibl param2 prohib2 ...

paramN_prohibl paramN prohib2 ...
paraml permitl paraml permit2 ...

param2_permitl param2 permit2 ...

paramN_permitl paramN permit2 ...

il G

paraml_prohibN
param2_prohibN

paramN_prohibN ;

paraml_permitN
param2_permitN

paramN_permitN'

~ -

~ -

5 DL AR AP U 1) R AL 2 B I & b5 34T (V5 i) . CA Access
Control $&4E T PSR IIAN B 1125 K 1) T H . serevu Fil pam_seos.

77 L B AT ) 5 AN iR S A A A R S R T s R A g

(IR LR

serevu

serevu Ji &5 P P8I 8 AR L P AT >

SR E SR € 18 SR 2R IR

RO i o 3R] LB AR 81— 20 (R ™ B8 N SR By 19 £
Py, k] AR ki g e o
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B 1 A At

pam_seos

M, A BUE SRR GRS AR T ef R R B B 4 ik 55 2
BCH L IRHE 2R 55 B R AR Sl A R GUE B K . 221 TR
ARA, BMIEARGUE B, ERGE B U T g, Wk
XA SRR IR AT SR R By, Wl S EUR GG T HoGRR
o TR EIREDL, serevu G BREFREME T T FI B AT

w CREIK TR BURSE N TR], AR TR BRI B 3hid .
LI/ S5 L T

serevu AT root T, DAL, MANEIE R 4E

ER: K serevu o BREFINTEAGE R, WS (24751) .

R TR root JU 15, AR 1EX] root I A1) S Bk s o

pam_seos J& CA Access Control H]-J~ gk /™ 4 BTy BE 1) PT4ei N £ 47 B0k
BLER (PAM).  CA Access Control 75 AT 6 s f 1y (1) 56 s ik F v #4818 H
pam_seos. %A HIE AT LB AR A LA 75 BG4 I i D RE L0t
%o

A AL pam_seos AFRAT N 41 =/ N4
w R SR R

M A 2 A AN T A IR 1R 6 s 23k, IR Hd S B WA SO RS
BRGSO o ARSI UNIX 2, ASELFE CA Access Control
FELa 7 i s .
CA Access Control B M 1) %5 55 2380 5 NFFk U F. serevu SE TR
BRIZ SO, FFA A I A (P45 S S 75 1% B DA A AR I 4 F
i T AR

RO
24 CA Access Control $E 4086 S i), B 18 5 ANAE B 21k 0] o5 44
JR A . W EE T pam_seos R 35 2, ] CA Access Control &
PO AR 48 S SR R R R U . B, s Rk EwEH 2
WA T AR5 IRE

A
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B 1 A At

29 R PR A

w A IR AN B R R

SR A segrace SEFFET, 1S HRE A £ FH P I 0
3 B AR B8 RGPk W s, A CRa
A0 B FR B S Ik E, W segrace A H sepass S R LA e iF1ZH 5
BN

ER: AT EE SR, CA Access Control 4 ifif ] segrace.

HER: Z SSH SRIURIG I B s Sk, UK IEAE AT (1) SSH i A 23E
AT9m 1 FNIC S LS PAM . W) SSHRRASANE ] PAM, JUIJ CA Access
Control JoyAA I F e 753 [ T 2 WOg s )

GIFE PR AT N B pam.conf LB SO, 45 TH FINC B ST
A /etc/pam.conf.bak.

Xt pam_seos FEHL L B S T seos.ini SCAFHATIN . AR BT T D fE,
WHE [pam_seos] 73 [1)  Flbric:
A s R i R o BB SR A, T R seos.ini U R AIRRC :

call segrace = Yes

TP R, i BCE seos.ini SCIFHI R AIARIC

debug mode for user = Yes

Bl serevu ffi ] pam_seos Bk R I, 1% 15 E seos.ini XA A
Fric:

serevu_use pam seos = Yes

AT A BRSSP HAR HA T S L ORI RR i«
m 7 SunSolaris #, HEAT LIS 2K ME, BB % serevus

n  HAESZEE PAM 1 Sun Solaris HP-UX AT Linux A 152 jifi pam_seos £
ﬁ%o
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P RIS

MBS TRERE

TR DI RERT 11 H X FC T AT 2T K et AN PR K
REFPIVT ARG, ARG HERM S AGRKNH 7. BT LR ELE
F Pk P e R TOVE B S TR S I ANE B RS — Bkl
J A2 T B BTG E

HER: ALRERET I, SRS Sl s s, AR
Wl P AN BE DS D oA e R

AT LU USER 28105588 GROUP S0 sk [ Te R AF Ja M 8 & o A R 3
Jo & HS M EZ AR N E SO . Sk ] LU SEOS 251
INACT JE P, RGN BT H P & & oA

1E selang #, i I LA & nl LLB I 4 7 75 U e TR

setoptions inactive (numdays)

BN W E R CHE S XA M RGN BB RE) , WL
T4

editgrp groupName inactive (numdays)

BN PR ERE CHES A AR ERM ARGl E) , Wi
PLR 4

editusr userName inactive (numdays)
ST HAE I R, R L R A 4
editusr userName resume

SR O R O B SCPEAL, TR L N A

editgrp userName resume

FAERGUEFE IO B S o, W AR i %

setoptions inactive-

SRR AL TR Gt &, WA LT

editgrp groupName inactive-

SR T I C R g sder S B iy 2

editusr userName inactive-
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i
mg

1 EY

T

st U W (. 73)
S AN 5 PR B 5% (p. 75)

AT IR I S A AR B A, (R R OR T A AE AR BIT TR A i) 7L
o AR IR A BT

w A TR AR AR P A AR B 28 2 e

w T T DA A SO 3 e R 4 A3 R

5E SR S

BN AN E e GRS A e ) itk 25
Ao . REEEEIIREE A RELI A N s R 2 2R
HUPR CA Access Control ANRERAREE, H & nT AR I T B A S0 ,

TR LRI D) SR g ] i il FH P Al S A T FR B R g . AT DAFR R
ELFE DL P 25

o PrE AR LRI AL UL .

» PrEEARRE I A

o PR ARER S PR LN E .

w PRI A R AR .
PGS T S E IS (R RNED .

o LD BAT RO TR T RR A BT A
CES R UNCET S

n OFEMANREA L R AT

PG ANEE S seos.ini S K] Dictionary Fric e n) 1) 1] i A ey PR 56
PR 22—

07w MR 73



n BEANEIS A A R (R, e R0, T
AR I T T o Je S T 1)

w  CREANERSAIAT AN AR . CEIESRE AN e YRR,
T LABT LB P PR A B O i o SRR T SRR, i
EACVIE ST I SR R R A IR N S )

EEPH! 52 sepass, ANEglAR M T H . #ftrfd
811 sepass [ HEH L %0

REFHRERNE

AL E R RENE

1. {F CA Access Control 3 S/ B v, PR “fl B kI .
Fasviatl Y S TN W A S AT

2. FE“HRIR X IR T PR SR
W s RBOE” U .

3. FE“H P S X Ik B “PASSWORD”, R J5 HLii “ORAE”
BEARA R SO B L TR A

4. RS DRI KB T b B P A I S
W S FH P B SR LT

5. 8 SCH T # M A R, ARG SR
T8 SR R ARG 7 0 K 5 e ol B s 7 B U BRA T

6. (fUEH T UNIX) Al sepass SEHIFE > SH0B % 14 .
HER: 1K sepass ST IIHAME R, WESW (2£755) -

Bl B CER KA R

LUK selang i & Ris St o Ao &, JF 5 OWE 2/ BL R &)
EZ LR

RS EE R

setoptions class+ (PASSWORD)
setoptions password(rules(alpha("6") lowercase("3") numeric("2")))

HER: K setoptions in SN ITVELNGE S, WES W (=F/55) .
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R I SR PR S

&
i
=

BEN

CA Access Control f4f i] 44T 3L {4 ACInstallDir/bin/sepass (H:H1

ACInstallDir 3& CA Access Control [{] 2235 H%, BRIVE A

/opt/CA/AccessControl/) , ZHH S i AM#EH /bin/passwd) H#

H .

n  Hf sepass AERTRFT IS A7 5 CA Access Control 505 s .t HAA
sepass AEH HBr % 05 SR8 72, DL SCE Fr 8 il s 2y H . kA,
sepass PATHIDIHE LS /bin/passwd A 7]

AT RG] AT SO /bin/passwd,  BRIAEGSERE 207 CA
Access Control AT &M iAo fEXPPIGHL T, 0] DLk S A
F1ZJEUR 1Y) /bin/passwd, CA Access Control 542552 R G0 T A AT
ATAR] B4 R A A

W] LU selang B0 S . RN LU 654 9 I 35 58 S0 «
chusr userName password(string)

ER: WA (CUEE RS0 Bl — M s s & cn i,
VI P I R S N B A o

TG I 58 PR x%

1] 1) o8 2 £50 i v A B (1) e KRB, &k de e RS, CA
Access Control ¥l 41 H F 4 ur s id S 2. F P al 52 RIS B i, ]
DLARSLAd H TH %509 B 28 2 58 RO, Efa —FEOL T, H P ik
Vil REE, WA RSP DR A eIk P 1 .

Fi 5 R e 1R) 18] B

TERG Y, R setoptions i &7 € 7E R R ITH H
A BT 0 2 AR TR RO RS . Qi segrace S FHFR P J& I 7 B S HIAR 1)
ARy, BEE 1K PAM BU'E N H] segrace (WIRIEHIA A R 40
SCRF PAMD UMk B 2 RELS, CA Access Control Kl 411 FH 7' 24 i
ez, RE, HP LRV EE L, RS IH %Y, H AR
o PR SR K. AR IR R s, RHRL R Ui R, JF AL
WIS B G P IRAR LA PR R A

R ZR G0 [ 200 BB IO S R I TR AL R, S A H] LT iy 4

setoptions password({interval(NumDays)|interval-})
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NumDays [FMEALUL 2 B EAE A, A RN o] Te) R 2, AR IR ™ )
BRI TR R A A A RN BB I 3], R T R B E N . R
B0 2 1R T T o 7 A 2 A e SRR T

interval- 40 B SR I 0] ] B 15E B an R H P Bir LA B G S
HEAZSHWE, WHEZE. B0, B setoptions iy 4 B 1
BME . S HULY chusr B editusr iy 2 — A2 H .

TR BN P B A i e 1) 1R B

a3 mT LA A R e FH P BN B SO AL e B TR ) o X A 14 P i I
8 RG] [a) R . 240k 2145 e KA, CA Access Control
BRI U OB, R, LRI R AR, B4k skl ]
IH# 0, BRI R 0BRSS R B A3 T8 PR S S R BUA, KB4
W ARG, JEHH s KRGS H AR IR R 1.

BEVCE O P (R i ) TRl TR) B, 1R AN LR 2
editusr {interval(NumDays) | interval-}
P B BRI AL A I TR TRI RS, TSI AL R a2

editgrp password{(interval(NumDays)) | (interval-)}

NumDays [FI{EALZUE B IEAEE. QRN TR TR) B %, DUJA7 o e g i)
IR . QR A 2, TR ] ) Be B B % RACHFI
I i) ) B 2 (5 - 22 A e SRR

interval- Z 50 ] B ARSI TR TRI B B . W SR IO Tizwes, JFHAER
FUCs R E TR AR E, WPKAE %A .. &0, B iH setoptions fi
AWCEFEMME. 11 1% 2805 setoptions. chgrp BY editgrp fiv &
i H .
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T PR 5%

PR B 58 PR %

JAHTE R A S, BRI 2GSk N CA Access Control 24446 i 1]
R . RIS, R LA R s R, AL PR
AT ZJa, FPARRE 3.

96 R SRR I B S B 5 . R BRI VR I B 2 BRI . PR
SR IRBUL AT 0 A1 255 22 [H)o  TAFGE PR SIR B, K481 7 Ui
MRS, ML E RGUE B RURAR LUEFOFT 5 5. WA grace W E
A%, WP iR BROAITE R B3I ECh 5 1.

BT DU AT R s A P O b . EE A R, eI
TR ML, DT

AV P R B3 5 1 9 FR B 5%, 1B AEZ PN Llogin. .profile
8% .cshre XA TR segrace SEHFE I . 2 )5, segrace SEHFE
PR P B — 2R, Ul BRI 1 0 B S sk k. e mT LU A
segracex S HIFE 7 LAEE 77 20k A P i i e 15 21 3

HEE: A K segrace il segracex S AT VRIS ., 16 S0 (#7515 )
B RS SR B B R S B BRUE, WA LU i

setoptions password(rules(grace(nLogins)))

LR WU R E P I SRR G %, WAL R A

chusr userName {grace(nLogins) | grace-}

TV BB IC B SO SE PR G %, TR ALBL R a2

chgrp groupName {grace(nLogins) | grace-}

chusr 8% chgrp T4 W B IEE 5 1% a2 Th 3 E R P I RS E

HER: GROUP ZR(1 5 FRE M (R4 Ry RS S BB BOE I 2% 2130
Ja % P ) S RS S B, SR, USER J8H (1) 5 B Ja M 1 B 35 i e

LRI, G0 FRE SRAE R S S 25 B 3hBEE (EH] GROUP id>kBY
RGN BCE) o BARNABREZMINH, O B
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)111]%'
(00)
P

PO

BEFR AL DR 6

B A6 SCPERT H SV (p. 79)

H _abspath ZHBH IE4F AR L (p. 87)

5 AR UNIX 22 42 [F] 2 (p. 87)

WE R SCLE (p. 89)

P SRS (p. 90)

{4 setuid F1 setgid F2£)/F (p. 93)

LRy FLSE (p. 95)

PR A R N 2R T 3~ (p. 95)

P4 — HEBI SO AR kill d1 220k (p. 98)

BRI SCART B 3B 1R

CA Access Control AEAZ UNIX (IR 2248, H ) s i —AN 45 11 1 )
BB 2

CA Access Control 3k I A &P SCAF U7 I 454, TRAERAE TR [9] UNIX
Z AR R S A PATR E B E R . U I R TR S
n BIEESCAF (create)
TSR T I GO
VER: W TR SR R LI R P A5 m] ABRAT 3RO (4 an

Is -1) AHOAS B IERAE, 15K STAT intercept BLE X E WA 1. A K
45 &, 1524 Reference Guide .

.  STIFCRATEN (BN

AT (execute)

n RS (delete)

EAA S (HBR. EdrA)

w  HHBRAY (chmod)

ST (chown)

w  SHSUNTAIER — B, AR AT touch T4 45 R (utime)

m  YiEAHL ACL — A acledit iy % — X TSR ACL TR S (sec)
s I H K (chdir)
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IR FR SO H 5 5 1)

CA Access Control V5 [ 46 £r 5 A UNIX FSZAUAFAE R FANA] :

CA Access Control J& T8 5% HI P I J5L4g H P 1D 1B 20H 7 1D (euid)
TP 2. B, 1R userA W su 2B ACIARH 7, T userA
1158R% BT In) LV userA V5 i) IIREESCAF . 578 UNIX FhA ], AQEE
AR P B3 A J5Uas F P B 3216 E AR P SCEFR U TR AL

P

CA Access Control A [iFEZE H I (root) #% T H BV 0l &8 E&AS 0t
IR . G S5 R LA —FE, B2 AR 2,

BB B3 T CA Access Control & KA A5 T B 416« H HHAN
BRI 224, R RZ ehRss,

WSRO B B U5 R AN SCF, T CA Access Control 236 1 i%
JURET T BT %S AT 2L

B4l 1oL 5 CA Access Control B #% i) T 5 A% BE IR AV ) o

MR SRS, CA Access Control YKLk FH 2 4148 % 45 52 SCAF B M B g
FIAXRR, T UNIX 22K H P A 052 H = 1B AR

T A 44 SO, FH P b 25U A U SCAE A Bz 1 1) BB AN A SC A

(YA 2 U7 FIAR o UNIX B BESRAZH 7Y AT XA H S 105 N Rl AL

{8

FT A FH #8852 1 6 SCA: Jete/passwd FiT Jete/group 175 A3 BURL PR
CIARRUPRD MR IR S S R BRI B B A ] o I m] 38 4 v g (1)

ARG,

CA Access Control 4 227 FILE X% 1 BT 47 3 46 AT Xz %A%

PR A 1) e AU TR AL PR

chdir Y7 A PRZE R L1455 chdir fr 2 EARATIZ 2, X 5 UNIX

AR A o

N EE SRR ST LE PR

X TANE TRk _restricted 418 R I J'5  CA Access Control fX ETR
PN FISCAHTH 3%

= R B P R KA S ST H S A4 R SCR SO H 35
- ST E SRR (R, Jete/*) DLECHISCIEAT H =K

X JE T _restricted 4L ), AT RS CAHERSZ CA Access Control
PIRY o R T ARAEZA e 2 U SO, AL T FILE 2511 _default
WK
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B F5F SCAEAN H S5 5 1)

m  CA Access Control i/ N&, 1ZRF TG XL E x4 (U
fFH B RCAF B FRI T B/ 9. T TR W Ar i
AR, T, ] R A A R e S SR H SR K

H0oh 4096, AFRBLA R NE N 512,

n EEANAEAE TR e s e R ) S U5 ) BRI, X B ST 2 32 FIR
IX LA HE CA Access Control #4k JE SCAF . w7 A% H ik BLAHC B S

e

EE: ARUEMEE, EZH (25754) T FILE K.

CA Access Control S FF T 41 SCAF il 267
m ALL

= CHDIR

= CHMOD
= CHOWN
= CONTROL
m  CREATE

m  DELETE

m  EXECUTE
= G

s READ

= RENAME
m  SEC

= UPDATE

= UTIME
= WRITE

SCAEORAT RG] T OR35S H (132 5 SCA 4R

CA Access Control {&4" 1| 304
m /etc/passwd

m /etc/group

m  /etc/hosts

m  /etc/shadow

o, A LMEH]

A7 =7

'5!/%:8 e

TR SCAF AR 81



IR FR SO H 5 5 1)

ARG R

PRI ICAF

[A% H CA Access Control R4 5088 e (AN RS54 J5 S FE P 4% 115 In)
BB Ak o5 b pr A HoAh s 2

R 2% 7 VT 1) 32 1 (R B SO b RN 2, RV AR 3eAT i 0 AH R o

2 seosd J5 BRI A BN, ERERAE B0 FE e SRR B O R 5
AT UNIX stat 72 AR, ERAENAETP A —AN, P o g
NN GRIZH . FAh, AN TR B HECCH, %3RG5 1 inode
FIVE s %15 5., CA Access Control 8 AJ LU [iv) 1 &6 50 1 () fili ik
B, RSP R AR A A inode FEALIY . B AR B O Tk
1] inode F1i% % HI15 & o

JH L CA Access Control /) 8T 1) SCAE IS

n WURSCEAEAE T UNIX A7, CA Access Control 1 50X U AT stat iy
Ly ARG ) SCAE R s Iy A SCEFY) inode FTAE #8415 ST 4% H

n URSCEANAEZE T UNIX A, CA Access Control X5 [n] SCAFRN INSCAF44
R4 H, 124 B A inode Al 2 (5 B o %45 B 55 I SCEx)
ZH% AR SRR, WAL ARRPRE - NMER, B
LEG I 1] 0 454 2 1% A ) inode FIVE A5 5. BE G B8 1% 0t
I, WAZRB LGRS, JFl SN seosd 1% A4 inode FIX &1
B DUME seosd 7E LR Bz SCAI4 H o

LEMBR SCAFRE,  CA Access Control ¥4 seosd SCAFRHIZCAFRI%H
{H1%4% HAJY % BE/E CA Access Control Bl /i, DA I8 BB O gt iz 0

PIH selang & SCZARYSCAE, TEHIALL T A
newres FILE filename
wltn, BEEM—A4% K /tmp/binary.bkup HISCH, iERIALL R 64

newres FILE /tmp/binary.bkup

R WARE SO AR 2 I I A, 2 23 HE BRI 7 il AL
BREE” . B, AT SCAFRIBITAT 4 RENE U il i 30

IVESIZSADNE 21 G4 7S al e s N 1E R s << E2 QRS DR gL P & L ity S R )
FNIE L i i R AR RENS F Bl Vs i S0 RN, fid m] LARHLIE
B3 SCAT T AT B LAAI R B Ay FCAd ) U5 ) 2301

82 i B BT H] T UNIX



B F5F SCAEAN H S5 5 1)

SR LA AR BRI SCIE, A T AR S 4B,
BUAE N * (RRBAMENTH) W2 CHoRbR | ZAME 54

136w RS SR e B AR A UERE, IR /tmp/x* v LARI4E Ky
/tmp/x1. /tmp/xxx £ & /tmp/xdir/a ) SCAFULHL

CA Access Control AR VFIEHE € IR S /*. /tmp/* F fetc/*.
BEEPH ! RO AR AR O T, T AN B 5 U5
Hefls

B, LR 2% /tmp H 3 ZFREL a HSLIELL b &5 BT SO Ck
A5 AL ftmp/axyz/axyzb [FSCHE) 52 SN B2 AR SO

newres FILE /tmp/a*b

FILE B4 FR A BB BCAF

TR AE FILE BEJ5 42 FR A A B S AT, SmT DA 5 22 AN SO W ) SC A
0 AP EC AR UCC A TAR SCA8) 52 5500 s SRR IR U7 1) AR (1)
RA

A FHE B

R REE TR AT

n 2 R EIPN TR

IR FL TR AR 2 A VLK A FRAHICES, W K i AR I8 e 47 VT RS
O Tz 580

CA Access Control /52 DL N ALK FILE Y544 FR

m ¥

= /tmp/*

m Jetc/*

~PBl: FE FILE F Y5 F B AT

FILE %35 /usr/Ipp/bin/* {347 Jusr/lpp/bin R FTA AR H 5 OV
FEiRED
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IR FR SO H 5 5 1)

BR Bl S0 1)

LAY selang PRAIEE L 2 06 SCAERI U 1), 3548 AR A K] newres iy
Lo ltan, FEPT I PR myuser Z AMATAT AR U5 ) SC
- /tmp/binary.bkup, E0]LIEH T4 selang i 4 :

newres FILE /tmp/binary.bkup owner(myuser) defaccess(N)

A A PAT LR D

H4 /tmp/binary.bkup & RS2 R SCA

B myuser 8N IZSCHERI TR & 32T myuser Vi 131Z SCH AL
{E8

3. K SCAERERIN T R BB D e, BT AR HeAb ] P 0 230 22
FVFHABHT P U5 I3, 2 2 SGZSCAF I e) KU o

BEEPHA ! WA root #UFRIAH selang fiv4, 485 7€ X FILE id %,
HEAK S —H B8 BT, W root ¥ B A X LE SR T AT
Fo VEMFTA#E, root (BLLA root S5 S PATAR ] ) 3 HAT X SCA
1564 = U7 R BRR o

N

HER: LUK seos.ini S AR IC use_unix_file_owner 13 E h yes. 1X
AT UNIX P 2 B A RS S5 Rl B

RELLE ST 1]

H, & A BT E T FILE C®AR T, BAH ] selang 52 XA T
F I FILE D%, 1SRRI “nobody” »

Bilhn, FERSCAT /tmp/binary.bkup 5E SR 32 ORI SCHIFRLLE B A HL - Ui
WZ A, AN LU selang i
newres FILE /tmp/binary.bkup owner(nobody) defaccess(N)

1% newres iy 2 PREDEE 2 SOZan 21 (g2 4 root ) 18
ANGEVT MNZSCA . BHAE A FH P 05 ) SO e, il 1 20 2 A — A
AN U5 Az S .

P A AV P U5 W) S22 AR SO, WA authorize 4. filan,

¥ 7 “userso” %} ftmp H = EL Jo T3k BT A SCIE A SE B U7 iRl BLRR
LR VNDS i

authorize FILE /tmp/Jo* uid(userJo) acc(Update)

YER: CA Access Control F R4 7E HA 0 e b e SUI ST
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B F5F SCAEAN H S5 5 1)

BRE 6l P SR8 SCAHAR B

EE RNV FAUR

U R AGBAT P SRR SO SR DT TR, MIERIAS 00 T~
TR AT LME I stat DhEESRAG R T3CAFIAE B Biltn, X SCf
/tmp/abe BAT BRI T AT LAAAT T 2184 -

1s -1 /tmp/abc

SR AT S BRI 4 S0 B L 4 STAT intercept L
BB 1.

WRE: K STAT intercept Bl & & & VEAIG B, WS (=#7/58) .

TANHE restricted 41 (FEAFIVCHEC M) H R BRI UG I ALPR, W]
K%M _default il F AT H selang showres 7% .

ltn, B _restricted ZHH [ H 7 X CA Access Control 2 /4 2 AP ST
AR FTER AT R ALRR , T {8 H showres selang 72 W78 FILE Z511
_default B

showres FILE default

HER: A P #S AR E CA Access Control £ 4 22 A FT 2 SLITI
Vi ) PR

A5 PR 2 AV ) R 3 1R

&l DAE R T U5 ) SO RO RE e B AT 2 AR SCAREREA TV il o AR 5 (A7
FAF VT 1R SRR A FE 7 842

VER: W7 R SO T HR E (AR 2 shell JAIAS, shell JAIAS 24 250K
#1/bin/sh YE M —4T. KA shell JIAE #1/bin/sh 474E iR HEAS
S, FTRAASHAT # 251 shell JIA . /home/test/test.sh or # sh
/home/test/test.sh.

PURACKE S 7m B, SOV AT i e S5 0 B R Y /bin/passwd #5562 R 8
B CAE Jetc/passwd. 2 PHIEANET /bin/passwd X /etc/passwd LK)
JITE V7 ) 2218

newres FILE /etc/passwd owner(nobody) defaccess(R)

authorize FILE /etc/passwd gid(users) access(U) via(pgm(/bin/passwd))
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IR FR SO H 5 5 1)

newres 1T % € X CA Access Control ] 3C 1} Jetc/passwd, Jf FLVFATAR[

CRFE ST 2D Bk, ZERET /bin/passwd N HEAT U5 A,
PR 2 R VERT A P Ui i) St e — HUB RS S DL Fh oy 2852 B R4,
WHH P AAEH /bin/passwd F2/7, NP 1EK 4% H i /etc/passwd
PR AP R G B e 21 P 0 P X B A S A A T 1 ST o

ZRATDT I B AR AT 2 e Bodhe 7 B AR 4t (DBMS) IR SR U5 [A] o
MW, S SR VE R DOE S AR R (Y 4R A R R P AN S R U 1)
KR IHHIBUL N

authorize FILE /usr/dbms/xyz uid(*) via(pgm(/usr/dbms/bin/pgml)) access(U)
authorize FILE /usr/dbms/xyz uid(*) via(pgm(/usr/dbms/bin/pgm2)) access(U)

Wi thJE T DBMS —gE SO B s IR pgm1 BURE T pgm2 AT 1A,
TBAIXEFFAL AT A FLVFAT A CA Access Control )75 i) DBMS ZR 453
P xyzo EEA S PEAELSPMH . 255w € L E| CA Access
Control A Ao B T BRIV B PR 38 A T 2 X 3 CA Access
Control W P24k, AR SEM S EEEOAUIRIAR L. HEE,
BT LUK _undefined 2 F-T-4F CA Access Control 4k 45 & 2 X H]
o

#4,\] LUE P Unicenter TNG H JJ7 ACL JE 1, #4E Unicenter TNG H 77k
A, VBB M ET IR R S AL Ui A PRI
Unicenter TNG H JJjff) ACL J&E: 5 KRR o

B, LUR 2644 4 “george” W s N2 44 A “basecalendar” [1 5 #1
H DI 44105 i 3512

auth file filel uid(george) calendar(basecalendar) access(rw)

LL R 54 M Unicenter TNG I i IR 44k “george” 1 FH )

auth- file file2 uid(george) calendar(basecalendar)

i A e S5 Rl IR
] DU I 5 s 2005 il 1) 2 (NACL) S 48R e T B IR 1 i) 28
B,

1B 1L CA Access Control i 5 (selang), i HLL Fax& 5441517 :

auth className resourceName [gid(group-name...)] \
[uid({user-name...|*})] [deniedaccess(accessvalue)]
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H _abspath 41BH (E4R& AR L

A _abspath 4HfHIERFE AT

SPATH 72 & H AR AN B8 AT 44 #2241 H 3%

MR A () R4 . TEHRELL NS0

UM H 1 PATH A8 5 19 Tl 2 400 () H 3.

n CEEHPAE T NIRRT, BVERE R D, IR A N
/tmp/ls.

n  FUCEEH AN, root S7E /tmp HakH KB R Is 4. 5K
br b, root JFRAIZATH LI Is iy 4, T2l H 58 48 BRIz 4T
AEAELE tmp H S IRRS AR

TEV bR 1% 22 4w, CA Access Control #2141t T 44 _abspath [FJ ] 1 4. 2%
1 _abspath 20 ¥ T3 18 0 70 PR 3 S0 AR B A2 44

A AEAT H AR H A I 7 —FF, BTk P s #) _abspath 4. 1%
FIPHE DRGSR A, AR IR AR DT R R e I A T AR X #8444

57 UNIX 224 [E35

SR CA Access Control AR L A<l UNIX ALPR 58 & 2%, {H 0] LK A H UNIX

BB 5 1¥) CA Access Control B [FIZD . ot & i, nl LIATIX P AR B

—&, Ant, A2 2| LR BRI

w [[{RPAE, —HIERDARL, BRI BT H R ) CA Access
Control FZH 4, (HEANE L Z A AFAE U7 R B

m  {E CA Access Control " 4% T AL PR 1] LAALIE 2] UNIX, {H7E UNIX 47
T IR FRAN e AL 1 21 CA Access Control.

s T EHSGPIR RGN ERME, UNIX Al feeik R 2 A E ) cA
Access Control AR, R# H.AT Access Control 51|3% (ACL) ZHHEIT] UNIX
A 53 S Wi CA Access Control ACL BT A & 2%k .

1] 5 CA Access Control [F]20 H H.A5 ACL [#] UNIX *F- & 1145 Sun Solaris.
HP-UX F1 Tru64.

TEHA IS ACL FIIHHL T AR T LB AL ZE 1K UNIX rwx AP CA Access
Control B FRTEFBKFEE BRI .
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A UNIX 224 )25

Bl [P

525 1 authorize i 2 ) UNIX i3 5 seos.ini 3L SyncUnixFilePerms
FRic 4L &4 il s

AL UNIX JETT, authorize iy 222 3K 4E UNIX il CA Access Control
WS, 1% A EE R ] DULE LA ANAEAER PR 47 B 4% T UNIX BB .

Chn 5 AAd ] UNIX 385, U1 selang T4 % UNIX 2 & ANEAFE . it
A, AE UNIX PR EH 224 BT E , CA Access Control SR T3, KL,
selang 7] LA B Ik UNIX 254 IR 0E— 71522 7E authorize 74 % H
UNIX 3£, D
1F authorize fiy 2, WAJIALE seos.ini SCIEIT] [seos] F70 H IE A &
SyncUnixFilePerms #ric, UNIXIEIIAZEAEM . ZAnic A /LA SO
A5 FH R AE :

- no-fREMNFL ACLBUE . X ZERIME.

- warn - FR A ACL B, {H7E CA Access Control 54k UNIX
PR SR e 5

- traditional - 5 € fR4l5 CA Access Control ACL VH#EZH 1) rwx ALPR
I HASK st P AR A3 2 UNIXO
- acl- 52 M4 CA Access Control ACL 1#%£ UNIX ACL.
- force - 15 5E M HHE CA Access Control defaccess A 1% UNIX 4 )5
i ) JE Pk
HAEENH5) seosd JG &R/ LLG, SyncUnixFilePerms Fric {E H 1)
FIT S A S 3K

LU R 7s 5 M 4K Jvar/temp/newdata [ 30 R144 04 fowler (1 7, 3R
W FILE 8P — M id sk CAR R 1Z 0

1.

KM seosd Ja i FEf, LMEREW SifH seos.ini SLF:
# secons -s

CAHHIAT 9 seos.ini SCAFIIBLRR A P S48 5%, Yl seos.ini SCAF,
{if [seos] #4> HH SyncUnixFilePerms 17401 Al 7~ :

SyncUnixFilePerms = acl

1H04F, acl 78 UNIX JETHAR HE CA Access Control ACL %% UNIX ACL.
HEZhMC R R B N acl, UNIX 3ET g LG 1% RE .
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AU

3. HEHA 30 seosd Jo G Y
# seosd
4. YH selang, RJEKHLLT selang #r 4
authorize FILE /var/tmp/newdata uid(fowler) access(r w) unix

A2 T fowler X HT U ST “Read” T “Write” Vg [ AL PR, F-1H
I FR 7 UNIX B0 T AH R [P A H UNIX ACRR

HP-UX PR

PR 41| HP-UX [ ACL JZ It CA Access Control [£] ACL 1177 R.

m  {E HP-UX "', ACL &M P A 2 A5 B Vi AR . st 2 i, XA
feE H P Bl dR e, A ler v AR A SN FZH
HANIE], CA Access Control #%H] P ol & #4240 (AN S &) 41 id
i AR
MV HE, CA Access Control AFR B 1) F: A H P sl 4 i) 1 8 5 W e h
“* ol “any” SERUK HP-UX 7 /AL 4L A

m  HP-UX ANZHFFAEGE RS (LVM) IR SO R 48 E 1 ACL.
I, HEEEEEY) HP-UX THE AL AT §E L R VFLE “root” XA R 48 L EAT
ACL [Fl25.

m  HP-UX ] ACL PRI 16 4~45 H - CA Access Control [F]25 LU AT BE =44
M7 AT A H, 5 16 /N 4% B AT REAS A& BL5E 4 I B REA™ CA
Access Control ACL.

Sun Solaris PR

£ Sun Solaris I, ZAHi UNIX ACL ANLE /tmp H s sEZER .

IR ST

Watchdog RJ AR # setuid/setgid #2311 —@EfI S, LA A& e AT A

HoAth . seoswd SZHFER (Watchdog J& G FEF) 23 LA 25 4 )

i

m  seosd 5 GRETEG A TSRS AGE SN . (WHERFFEE,
Watchdog /& & 12744 587 8)) seosd JG &R/ 7. )

» P RSBS TR EOC.  (WEREB, seoswd KifH
IEPATIREESCA . D
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SR

seosd Jri B FE/PIRZENS, & HENHAAT seoswd Ry LA ShAERE /-
ER: K seoswd MTFAIME R, WS (2£75/H) -

seos.ini SCIFAL 5 1 watchdog IR INE AT TMhid. eibt
AT IR LEAE 1 B SRS

ER: K seos.ini AWMU, W2 (Z247515) -

A8 AT DA FH W AR P 5 5 30 S A AT X setuid A1 setgid 23 BT AT HIAH
A5 & A, IS AR A il AZ R P o

Blan, e FRCE : R AL B 5B MO Jetc/inittab. EE CA
Access Control M4 1% XA I AEAATAME O A B8 e, I DLR

selang 1% :
newres SECFILE /etc/inittab

BAE, HIRTAR 2 IR RIS SO Jete/inittab HIE .

A BRSO AR

12 REMIIR], - CA Access Control il i RIMIK gy i Tt 7L ) pAY 35 SCAPF -

w BRI — ORAECE SIS H RSO ST
B TCTMMSR A AR o

o BRUHENY — ORISR, 5 s F SRn s R 6 A 3455 RO AR UE - A0
R 55 AR UE S o
T AAE 2 2e 2 I I B BRI

P BB ST R

PN SO U R A e B SO H SO R s A SO . P S A R A
selang "HANH] WL H GV B -

CA Access Control i F P9 35 SCAF- BRI AR 7 1) SC A AT LR U7 i BLFR <

m X} CA Access Control PN F5HERE ) 5841 0]

w0 AR T W) ORI BT A CTE EEN ) D5 )

TSR] LG5 FILE RIS 4 38 SR o 2t SR AN i & FILE KU, CA
Access Control 2k 52 21| A 38 SCAE R
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WA OR

CA Access Control 14 1 P43 SCA R 2R3 R B1) SCA-
THeE SO BN E R SIS .

AR HH

W SR E R R X, WA RN ERCE . AR
XL o

X seos.ini PIELEWEMN BRNHALE
il

B B A [seosd] dbdir AClInstallDir/seosdb
seos.ini - AClnstallDir
privpgms.ini - AClInstallDir/etc
loginpgmes.ini - AClnstallDir/etc
xdmpgms.init - AClnstallDir/etc
nfsdevs.init [seosd] nfs_devices AClInstallDir/etc
osver - AClnstallDir/etc
accommon.ini - ACSharedDir
seos.audit [logmgr] audit_log AClnstallDir/log
seos.audit.bak* [logmgr] audit_back AClInstallDir/log
seos.error [logmgr] error_log AClnstallDir/log
kbl.audit [kblaudit] audit_log AClnstallDir/log
kbl.audit.bak [kblaudit] audit_back AClnstallDir/log
kbl.error [kblaudit] error_log AClnstallDir/log

ER: ARIKERENTAGEE, WS (25754) .

sl o =
3 8 .
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SR

BRIA SR
CA Access Control 7t %2 8] 23 il it BRSO R R AR S U S BR
WICAERRIFE selang HHa] WL HLREWS AN BR o
K FIH CA Access Control I BRIASTA UL 4 (R BEURK SO BL S X 16
ST ) AR AR AR R 1)
FEZAE T, PMDBDIr & S A R4 4 (PMDB) TR H o), 1
pmd_name ;R RISHIA L0k, BRSO, PMDBDIr £ -1
AClinstallDir/policies. PMDBDir [ & 1E seos.ini LAF I pmd #8453 H1 1)
_pmd_directory_ FricHiE X
XA BRIAVT A PR iz ek
AClInstallDir/data/crypto/crypto.dat T sechkey
AClInstallDir/data/crypto/def _root.pem* I sechkey
AClInstallDir/data/crypto/sub.key I sechkey
AClInstallDir/data/crypto/sub.pem T sechkey
AClInstallDir/log/policyfetcher.log 152 HY +policyfetcher
ACInstallDir/ladb/*db.la* T EY sebuildla
/etc/passwd ol Kol
/etc/shadow A A
PMDBDir/pmd_name/hsock . 5. BT B seagent. sepmdd
#. Chown. Chmod-
Utime
PMDBDir/pmd_name/pmd.ini RHY seagent. sepmdd
PMDBDir/pmd_name/seos_* . 5L AT B seagent. sepmdd
#. Chown. Chmod-
Utime
PMDBDir/pmd_name/socket . EA. PUT. 61l seagent. sepmdd
#. Chown. Chmod.
Utime

92 Ui s BEYEE: T UNIX



{44 setuid Fl setgid FiJ¢

P setuid 1 setgid 2%

VCE G 1D (setuid) FEFF 2 UNIX 3 A 48 S S re 2 —. A
setuid FEFHERE S H 803545 setuid R B S0y W setuid 2
P2, WA T 2 B30t 8 setuid B2 7K % A HE 2
M. setuid F27 A s, BERESAT LA ' AR AEATIES . i
1% setuid FEFANPAT LE TS . setuid FEF TG T TEL shell #5271 )7
Vi 0] R 58 HHATAT 9 2 TR

CA Access Control {# f PROGRAM ZE K%Y setuid Fl setgid F£J7. 2%
i}, CA Access Control 7EERINTE UL F SRV HATRE . AE8 b e
M2 2 )5, T LHE B CA Access Control FRIAT 4, [AIIHZE 1 F setuid
8\ setgid F2/FMIHAT 1B, BRAFZFET & SO ZFERE 7. filn, ZE Al
/bin/ps CHFLIRZSFET) 1E 0 setgid 27 (e 1817, LU selang

AN
A2

newres PROGRAM /bin/ps defaccess(EXEC)

CA Access Control ¥4 F2/7 /bin/ps {1 M A ZHERE T AR JE BEATUH S8 3
CRC. inode £ K/h. w5 Jra#H. 4. PR, BIRAESUnTH] B
S AR 24 (A1) A4 {E 2814 PROGRAM K1) &

Watchdog K X FE /) CRC. K/Iv. inode BURCAIRFAE. Qi sRiX L
1 AT — AN T L %, J54 Watchdog 23 H 813K seosd MZFEFE T4
FH MBI ARV . X RA A NI B K 3) setuid
PR R o TR, 7340 newres v & AR AL VR BT I (1
FEAEE T R E SCRITIBLEH] 1) 384T /bin/ps i

RZ I setuid FE 7 AT AE 5T UNIX FOHRAE 2R 48 10 B 16 B 1) 22 40l
T EAS FH 2 FEFE P (U5 ) BRI, 2244 B 51 n] ARSI S 28 2 FE 2 Ol
R e B AT IR S 2 ) 1) setuid . AL, AT TGiEE3)
JA BN RZACI T BATRET s Ui R R A2 R 8 PR AR 1% setuid B2 711 B ff
H P, Fltn, LN selang fir 24K /bin/su IPATIIR T R4 TH
F' (4 sysdept) :

newres PROGRAM /bin/su defaccess(NONE)
authorize PROGRAM /bin/su gid(sysdept) access (EXEC)

RS (%) e e fEEdR b e S . B, 2 aire 3| cA
Access Control [TH H P AT su 2, TEHIALL 4

authorize PROGRAM /bin/su uid(*) access(EXEC)

SE U] setgid AT AT SCAF RO
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{49 setuid Fl setgid FiJ¢

a] LIE T nr Al er iy 2 1F PROGRAM ZH 3 i setuid Al setgid F&fv. I
DL AL 7 ¥4 PROGRAM 8 JiF —LEH 221 9 setuid Fil setgid F2
Jo BERX LR € SCFILE R, DT 1EARBA R H P R bA Tk
THR . WMRAERZIEN (ARG, ERAEFZFENIEL T HATRE
) BARFRFHAT, W blockrun JETEBEE A no.

w WK blockrun BRI E N yes, HEIFEF EFZICN A S AT %R
J7, HASRVFUTRIAH G PACL AT RE SCVFIRATA SCAF. B EIFE P B2
FEI A 2541 %08 H PACL,

W blockrun BYERE N no, WISHATZRER. HE, EEFL
LT I AHOC PACL W] g SRVT AT AT 25

B blockrun JEMERI(E & BN yes, i1 LK editres/newres 174>

er program /bin/p blockrun

Z2F% blockrun JETEMI{EN no, 1HAEH LU editres/newres i 4

er program /bin/p blockrun-

TEERINTE LT, X T-4E PROGRAM ZEHd M I #2/7, blockrun J& 44
WE N yes. T LU seos.ini 3L SetBlockRun A ich BE M0 e 14
HRTEAE R, 1S seos.ini LU

EE: CA Access Control {#i ] PROGRAM 25, TANE FILE {54 setuid
F1 setgid F2F

H3hE X setuid/setgid 2%

CA Access Control $21t T B 358 X T4 setuid Fll setgid £ )71 /7. f#H
SEHFET /bin/seuidpgm, ] DALMY —41 52 LT setuid F2/7 A HALFR 1)

AN
2o

B, IR S R G LA A R setuid Fl setgid FEFF,  FHEF A
selang 25 A /tmp/pgm_script 314, AIHIALLF selang iy

# seuidpgm -qln / -x /home > /tmp/pgm script
BT LIESRAT Z 1, MRS 75 ZE G ANME L seuidpgm A2 i t SCAF

HER: 1K seuidpgm SLHREFIEEANGE R, WESW (25Fm) BT
B anfar %) setuid Fl setgid LLAMFIRE P EEAEALERYT, TES W (=F£7/5)
) SECFILE 2%,
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DRy R

05 )

RPGF AT

T PR IR R A E AU IR . i, AR s i — RN
securedSU MAEH LA su fp 2 hCAS, (£ RV OB )7 201,
AT FR SOR A #8560 E 1S4y

FE NN PSR UT AU FIU A OR UserX ASXUSCR AR T (R 4%
HP I —Mo5id (PR EZIN T, 22508 USER.root & &
defaccess(none), ) :

authorize SURROGATE USER.root uid(UserX) via(pgm(securedSU))

5 ZUHEBUIECRS /bin/login FRAN XA AT . AN, FniE s —H
Jr RS AT ] AR EENE LU 7 i S 5, IR AR iR
LAGId B A 2 A B R 24 3 B 1

BAg H selang 524 /bin/login AR, 1EMHI LT 4

chres LOGINAPPL /bin/login defaccess(N) owner(root)

R E I

CA Access Control i 1] LLH R4 setuid 1 setgid F2 /3 [ AH [F] 7 vk AR 47
IR . Mk, P PROGRAM ZEH1H] blockrun J& 15 & A 8L FE Y
H.

ER: ARATREETIN MG R, B (25751)

A ARSI BN T B AR

A UNX BRGSO, (T LU0 LIy JRIZAT (Y
W RN EEN AT B, B T NG, T LURRAE
BN, WAL AT, K Py 1 SR TS B R AT
AT TS e

& 1] LAFE CA Access Control H12EH Al g H W AZ ARy . an SR I8 3 N
FAHLR Y, T CA Access Control 24 N2 FIEN 3 PN A BRI [¥) R 4510
H, 2 JE MR P 2 2K E 5% (KMODULE 281 5% K & iR It v
A PR o S SR N AZ AR He 10 5% CA Access Control 117 [ AR, WIiE
SR ) BLRR A I B R #
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N RZ AR T 3 PRy

LEFTA AR Linux 3245 1, KMODULE ¢ 3% FR) 44 Fk A 20 UG it P9 A% A b S 4
AR QAESEEERRAR) o XA DB I 44 FR -5 S0 44 FRAH D
1t Linux -, KMODULE iti 3% ) 24 FRAN 7 ZEVL A PO AR BRI 4K, J5 4 mT
R AN[E T SEBR IS 44 o I BEAE Linux F RSO 4, ANESHEI Linux
AR 48R, H KMODULE 2 AR %K

UGB AE N ER W AZASE I 5 SO ARG A, I g K v ) AR,
] CA Access Control B0 47 LA HoAth A% A«

m  KMODULE it 3¢ [ filepath J& A OR BE A R £ SCAF 1%

w PRI filepath (130 HAT 5 KMODULE c i 44 BRI AL B R o

n WAL E KMODULE JEPE (JE Linux RGOS Linux REEH
554 GHL

R CA Access Control 4 Linux R4¢ 11 N AZAS e S A2 il — AN
—MBL, I RBLENEL B ERR AN ZAEYE &Y. CA
Access Control ZERFR VS RN X258 44 . BT B QAN 4, KN
CA Access Control 2 HETH AN ZZE 4 . AL, £ LU A
seretrust SEHFET H QIS4 o

Eg%‘a@:
A% ARSI I AN AR ST A2 6 £ (p. 98)
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PAZIE BN AR T R

R AR

T DLORAP A A SR (R ISR N 28, X AEAT B T-ORAP B4 R &8

PR R
1. BROREE O A WAZ LR .
2. {F CA Access Control {15 KMODULE i3,
PO AR, T X
n PRZBEER R
LEFTE MAE Linux 248, KMODULE 128 3% 19 44 FR 0420 DT JE PN 2% A
U4 8% QAN IS 838845 o XS DR REEe i 44 Bk 5 S
(K14 PR AIA . 7 Linux [, KMODULE it 3% [ 44 FRAN 55 B UL IC P K%
BRI ZAFR, a8 v REAN R T 5L BRI SR 44
n OERMETAEE GRIA MBI H P
w (HJ3E) WRRBLHCCAR 4t ek iR, Bt sk (i
HZANBHRRA)
HERE: FHP R4 Solaris R4 I, A LU LT AN R f H
_ALL_MODULES RARYFITH W AZ AR ) HI 3

3. 8 SCH SRR N ER E BRI H P 8
s AEH selang iy &R IR IRER

I %1 selang i 2B W IZ AR B serial.o 52 X I ¥4 3] CA Access Control, Jf:
T AN - kadmin JHZCHTT 200% A AZ AR RIACRR «

newres kmodule serial.o owner(kadmin) defaccess(none) \
filepath(/lib/modules/2.2.19/serial.o:/lib/modules/2.2.20/serial.o)
authorize kmodule serial.o access(load, unload) xuid(kadmin)

JB FIAZE ] A AR ER AR 7

WA E T WAAEEET, T CA Access Control B £ £+ CA Access
Control 4 A= Hh e ST AR IR In g AT 0 2%

BATEDL T, CA Access Control Ji F IWAZBTE R
SR A RS LR, 335 5 T 345 ] KMODULE 2, 491 2 i 1ot i

setoptions 7% o
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DR BRI SCAEANE Kill iy 2511

™l fEH selang J5 F N AZ B HR
%1 selang i 4 Jii F A AZ AR H {47«

setoptions class+(kmodule)

7~ fEF selang ZEF N IZ BB {R

41 selang fir & 4% FH AL A HLLR 3 :

setoptions class- (KMODULE)

=AY 23 oSN e R e B L e vk

WG H T WAL, W3 AT LAE D48 P9 AZ A ER I I FH SO B AR A
. WRBH T SRR Y, CA Access Control 48 £ B Nk 1) N #%
i 215 5 KMODULE i 5% 1) filepath JBPEVCED CEFXFIE Linux 240
&1 5 KMODULE 1838 S A VLS CEFXT Linux R40) -

PR H SRR Y, AR E SO seos.in [ seosd 1, ¥
special_check #ricd % E N yes CERINIZE N no) &

WA AE RN F SO B AR A A R P AZ AR 4 1), CA Access Control A 4
oA A4

Bl AL seini SEFIFE PR A B ARBUINE R FISCHF B ARk

BT N R AR N e FH SO AR A 2, 18R] LU seini A1 secons S FE
¥, R

seini -s seosd.special check yes
secons -rl

PRI ZREHI ST AN Kill fiy 228 1k

LT ORI AT A E RS (9 G 5t 2 R 45 s ol FH AR 7 5 & RS
YIRS Bt . AL UNIX 24 KRG TR P 10 AT HERE R
XRIAEAR UNIX R, root 1] LUSHTAT I FEHATAT AT 424 . CA Access
Control ARPEHEFE I AT [ AT AT S G, AT 42 = UNIX JERE R
$'.  CA Access Control FEFEORA 7 7RI FH P ID.  PROCESS K1)
TSR WA ZIE X CA Access Control R RN HEFE
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PR — B SO AN B Kill iy 2 21k

B, AT ASCI BFE 2% /bin/more NS % b, iEHATLL R LR
1. JA3)selang.
2. HIALLF selang T4 :

newres PROCESS /bin/more defaccess(N) owner(nobody)

%A 2K /oin/more 5E S BLEEA & E SAR AT AR 0 BERE s IR ER
INVT AR 4 7 (N).  owner(nobody) 15 B i {5 B & 5 SCIZ R )
M AREZ L /bin/more BEFE,

3. B selang.
4. WRAEE 2 2 SCIREI)
a. FIANLLFm4:

/bin/more /tmp/seosd.trace

b. 1B /tmp/seosd.trace LI 25K, W1k /bin/more 37ETE H,
FB2 4% Ctrl+Z n 4 /bin/more HEFE

c. RN LI a2k SRR
Kill sl
T 2N R, CA Access Control ¥ 52 7~ “BU R B 415 247 1 L
BEFE T AV F &L Jbin/more HEFEIIEIAL, I A LLF selang fiy

authorize PROCESS /bin/more uid(username)

R (AR LR PT R 2R 48 b 0 FUAt b ] AT SO A el

CA Access Control &4 B2 11455 (SIGTERM) LK N FHRE 7 TG4 B i
21455 (SIGKILL AT SIGSTOP) o ‘e ¥ HAbE S (Hl4n SIGHUP B
SIGUSR1) %12 Iy 1 A& M i 42 M 3 28 1 15 5 TR BEFE
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Y9 FE: EHIERML

it 1 R e e
PSS ERE (p. 101)

] — S S YRR ST (p. 103)
8 SO A ] 2 ity (R ALBE (p. 104)
SRR A S S R (p. 107)

8 S TRJARN P 6 S AR (p. 108)
AR TG 55 (p. 109)

BRI P 19 I A 6 5% (p. 110)
VUM ST (p. 110)

NI

IS RHERE

CA Access Control 32 (It PS5 s f 4. Tl ok Lo A ok v AR 2. A H
TERMINAL 5, AJ LUR 5 BR8P R UM BIR 28 2 i 5 A L 5

HERE: AKX TERMINAL RIS S, W20 (2F7571) .

A FH A 2 5 s N R )Y (4 Telnet. FTP 1 RLOGIN) F LOGINAPPL 2%,

SRAE AT LEE AN B P el 2 n] LS s o SR AZ SRV R ), w] ok
BFANE YRR 2 SCRF e U o B, m] RAsg SR VERTA A E s frp
B P EHL ARVF e EeE N i telnet B S B RGUFIAS R VHTA
FH BT rlogin Bk B RSN, LOGINAPPL 25t (RN s — A
R B e Y R e SO 1) B

T%: LOGINAPPL

filtun, VR S R E R FTP AR, AT L R LR
1. fEHLLT selang fir 24 ftp BRIA T 0] B PR BE 5

cr LOGINAPPL FTP defaccess (NONE) owner (nobody)
2. fERIELR selang fin 4 o Vil 44 H R frp dEAT 5%

auth LOGINAPPL FTP uid(anonymous) access(X)




P s R

BRI44 0 Account FIZH ] A BEAE T Telnet:

1. fFFHLL R selang fir 2 2% 1E4% F rlogin F1 rsh:
auth LOGINAPPL(RLOGIN RSH) gid(account) access(N)

2. {EHLLF selang #ir4 fa ¥4 A account [4L{§ [ telnet:
auth LOGINAPPL TELNET gid(account) acc(X)

HE: - m~l5E 8 T RLOGIN F1 RSH PR, H A2t 1 iZ A FE H At 2 S f
o

TEAS AT IS I R A FH T 8 S AR e, Y2 IET Y LOGINAPPL 2 5% o

SRR IR L WA A A 251) setgid B setgroups ZH4: 146 . 1% 741
LA setuid FHAFE5 R, AR T8 0 S0 B SO SEBR B SR IR T

o N R R AP RG], CA Access Control i X 26 2 40 1 F ok
IR PRE RN Bl o IX LB S 7 B A bR v S N F R PP i T ise o f88m AJE it
T CA Access Control ERIEE U/ R & B X YL 751 o

HER: X LOGINAPPL EFIVE & P H IVELN(E B, 15Z 0 (selang =%
7ER7) -

& i SFTP B33k

M4 PSR SETP 855 210 sy, SETP 3 A7 A8 H SSH RIS iF 1% 7 o
24 CA Access Control 282K H SFTP W R 7 1 & s 243N, BRAEIL T,
238 SRR SSH & 5% 148 F] SSH LOGINAPPL 10 3[R o i/p Bl 44 %
SRR

WL E CA Access Control SKHE 5] SFTP 2 55 Fll SSH & 5% 324 SFTP A1 SSH
BG4 BN, EAZUE I SFTP Bk lisk .
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J& FH SFTP B3k
e BT a3 Rn i 1.
HINLLF selang fin4:

er LOGINAPPL SSH loginflags(EXECLOGIN)

22 HEE SSH Sk [ fish K 2 ERE AT I 25— EXEC $4E
3. HIALLF selang iy :

er LOGINAPPL SFTP loginpath(path) defaccess(a)

N

loginpath(path)
&7 SFTP %5k N FHRR 7 1 58 BE #R A2

% A AN 4 N "SFTP" () LOGINAPPL it5%, € X T SFTP & FHFE
F?EI’JE%«::, JE¥e W R B AL I BRI A AE, B P #mr LA
SFTP 5 55 1|3ty 511

Bl B SFTP BHa3k

N pSEvASR /usr/Iibexec/openssh/sftp -server 1] SFTP &k N HFE A
JH SFTP B #k3k . 45— selang fir 21835 E T CA Access Control ¥ PAM
B AERTT SSH ok

er LOGINAPPL SSH loginflags(EXECLOGIN, PAMLOGIN)
er LOGINAPPL SFTP loginpath(/usr/libexec/openssh/sftp-server) defaccess(a)

HER: K LOGINAPPL EMIVEANE R, 1EZIW (selang Z=#715F) -

EH—RERN AR

CA Access Control 34 0] DAz il R R 4738 FH 28 s v R 75 3 E‘%%‘ HIU\
FH A F AR AR 5 5 — U DT E sk N R Pl . B — ‘
FHRR, i 1diH LOGINAPPL 2%,

X —fRERN AR

;c%selangﬂ?ﬁi W SN R, AT R 5 T G S SR i — 1
v, HAMEH LOGINPATH Z%i (lZi%iﬁU”@%—/\—ﬂﬁ%h:, HH—
Kk, H TN [V ] % ) o i, B X
—— % telnet R, EMH T84

er LOGINAPPL GENERIC TELNET loginpath(/usr/sbin/in.tel*)




7 SCHL A P 23 (R AL BR

— G R HIEER

L SRASFH G SR PR, B BRI S 2 DL s SR e R A A
LOGINAPPL X%, %45 HAT 4 loginpath J&ETE & I AR 3R B S AL,
W) 17 FH 3255 5 RO )

{H2, %T-3f F LOGINAPPL %1%, CA Access Control 4T %14 4F

1. seosd R YHEIR IS N R P H 2 A HERUCEC  (LOGINAPPL X
GIUCHC G SR ) o GIRFREN, N Z S R

2. WERORERE], WA VLS — BUS K B A1 4k S R LOGINAPPL X 52
3. WERAZAULEC, T ATEAT B 2 s DL C 6 S KR

5 SCH P A5 FH 8 s BRI R

B LE AR V5 10 R G A 5 VE L Je R M i CE G Sl FRY . 1%
Pr] LU WL BT 8o (0 AL S (i X i sl Hl 5D o

LEWA A AR R G5 frh, 2w A 5 T UNIX [ teletype 1155
Blo AERZHuh s, 1l pseudo 2452 (PTS) BY X T 145 Bl g8 43
Bic“pseudo &4, KT 24 R 5, 122800 I 44 M e WA B LA
CA Access Control {33 FRAT TR A 24 (1% % . 24 CA Access Control UL R4
=Rk 8 &I, CA Access Control 788 sk B i AT £ i {4
P

n Y E R XDM BT M X i B sk I, CA Access Control i ixk
/etc/hosts. NIS B DNS #4524 F M4 1) X i ¥ 1P Huhik AR T8
SKI R 200 . IR HLAG B 3 I Ml 2 8 SE 20 Al I Hikik, cA
Access Control & 1] AT H] 1P bk BEAT IR Y

m YIRS S I, TTY A RRBR U 2 i o

n Y P GBI Telnet. RLOGINS RSH 26 MW 28 8 51, i3 /etc/hosts
NIS B, DNS #4 M4 KK 1P Mk 4l 2 /F i 44

L TE TERMINAL 280 5 SCRF E LA B m) 0 S IR V5 ) 51 8 g 24 (1)
FIPVRIZE, W L2 € L SOFKAN . X TR, i nr L
WL TERMINAL X 52 14 10 e [ B o1 >R B 1) A0 17 A i WL s iy
BRI H AR]85 AT DAZE TERMINAL 2 A 38 FC 7 ok s X4
A (CEHLAEIP Hitik) DU EAL.

FERZHUGEOLT, IR BAT s BRI ™ (U g P BUR G
B WELT 2B %Gk . B LU T S ARG
R R TOVE BT B SR B AR S P AT B AE . AT 20—
(VAR R S R VA NINE PGS T 7R S (2
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5 SCH] AP 23 (R BLBR

L PSRN, BANBERE T P B S AR E LRI SR H AT RE
ARAE 512 ENER R & iy, BIEAES P AR R BRI
MR G5 FRATART AR YT ROB-A T3 . RV T — BN VS SREIRE MY o
VRZJH T W8 TAR G SR, I SRV M AR S BB AT A HoAs
BT ke N THGREET T2 MRS, & Zx ZmA i e X, JER A
VEREANERT T DABATTRB ] AR 28 5 2 BEA T 8 A

HHARGRIAR, AELumBh, #5217 O s S RBREES, 1
i 2 AL B A 2B A B ) b A s Uy ) vh e 2 BRI T - A
T PR BAT AT ELLL root B 47 AN 22 4 R R 25 5 5 o

8 L, CA Access Control K4 2 xR € 2 I 4
KIERA, 1R root VBN 2 A DL o KT (BROAIRED
MR H P o] G iz 2im. ERZEAEOLT, HFAREREXN. A TPk
AL T HRT] Ge AN /N0 5 20 TR IR A 1%, CA Access Control 23 Bk #57E
& X A& A .

B M vy tty34, TEMH UL M4

newres TERMINAL tty34 defaccess(none) owner(userA)

i & N 2 try34 GO, CRELERIADT MIBUR BN TS, JERE userA
ESCONILIT . WEER K BB SV N &I 2 1 userA B 1L 2%
Uiy tty34 ARG

BB B P A tty34 E5k, 1645 E “nobody” 1A T 4
newres TERMINAL tty34 defaccess(none) owner(nobody)
BEAVEHI T R € 2 or, TEMALL N T4

authorize TERMINAL tty34 uid(USR1)

A4 U USRL M 283 tty34 Bkt

0] DA T AT Zom AR . filan, DL Rr4 foir4l DEPTL (1)l i fiff
FH # i tty34:

authorize TERMINAL tty34 gid(DEPT1)
S % (RO mZ) , WAL R i

newres GTERMINAL TERM.DEPT1 owner(ADM1)




7 SCH AP 23 (R AL BR

OB 51 2N N 2 & S 40 TERM.DEPTL, &M AL N in4:
chres GTERMINAL TERM.DEPT1 mem(tty34, tty35)

RN USRL A % & imal, iEHA L R4

authorize GTERMINAL TERM.DEPT1 uid(USR1)

X AT LA USRL #2 T-1i H tty34 il tty35 [IALRR o

PRl Root F P ) #% 3

BRI T EE TERMINAL ZRERIAFIN . FERJIRSEERT B, BR
RN SEVFAR E AR S £E TERMINAL 1500, IX AT RESS
DWk =

FRELUN Ol Kb mi LA, Ay R BN 7 RE M &
Bk, (HIE A2 root HAE M PN TIUE I 20 6 o

4G, BER TERMINAL R ERIAME & A READ 1] LML H - (R FE
root) MAEHUHE PE A R E TERMINAL 0 3R AT R i B st o AT B
B P RE M K im B k. AN, IEBUER TERMINAL R ERAE
T E ) NONE 23 it fil 48 e SCEHs e b R RS 28ty X ] BEFEANSLFR) o

KT fRPSZI R, CA Access Control 37 #F TERMINAL 2511 _default i 3%
Access Control IR IIE o LR i & o a4 9% d5: /D (1) TAEH root B
il 281 P A~ 2 i

newres TERMINAL terml defaccess(N) owner(root)
newres TERMINAL term2 defaccess(N) owner(root)
newres TERMINAL default defaccess(R)

authorize TERMINAL default uid(root) access(N)

HIP AT 24 term Fll term2 5 A root $H14A 11 %,  DAERBZH F ]
PLE SRIX PN i . newres TERMINAL _default Fil chres i 25+ ERIA U5 1]
PR E A, DUEARAT N AT LAV i) Edis 14 A e ST ART 2 iy
authorize iy & W NAE A4 70 AR e 2w IR U5 1) BLRR o

HER: UACCRUIARAAAE; T LUEHI EFRE BRI BRA VT MABUR . A,
i _default =4 i DI AU BR AUy [ A PR L] AT 22
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SR ISUAE T R 51

W TERMINAL ZE P ER A U7 i) AR A s, U485 1 12z B At FH [ 3 2% i
ASHL LA TAESE EHU A RR . W S e F Al I e s, 2 L
flH F TE H bR P RS, R R BT X e P B AT B S
FUID. filtn, RSO

w SRVFHT U M T #84E

AL T BN S

w AT U STRHDT 1D B root IR .

U BEEARBCE UM T R
SRV AR A K

AU KA d T4 telnet [AI3A 455E I 1D root MR At 5, RIVATiHk
AN . BAE, BN S E N T R3, & im ik
AANTRVFRBY &5k H7 Al ORI HTAS L =R B AR5 AL A AR
Mty LAARAL Ty ket 15 i 0

FERBIX = AR, WA LT E e

newres TERMINAL loopback defaccess(N) owner(nobody)
newres TERMINAL localhost defaccess(N) owner(nobody)
chres TERMINAL hostname defacc(N) owner(nobody)

B ORI 22 4 BAERG 5 Rl 1 BRIk F M L Telnet, FTP
251 TCP K

T3 IEIE K TERMINAL ZH BRI U7 M) BURR ¥ & A NONE, R JATEE
TERMINAL F1 GTERMINAL Fi0

G Ry R itk end iy

CA Access Control ANE:## /bin/login ] FHATFE . BI{# 24 CA Access
Control IEAEIBATIF, 2SR Jetc/passwd. Shadow Z5H5 S EEL NIS %5
fih e S Ak 2246 A %55 . {H A& CA Access Control AT Hifth A 2, Wi b
Frik .




58 SCIN T F 3916 s )

BRE
B R I S B B, CA Access Control S 2k iZ b FE IR R £
B JL i
IR LAY

SR A S, W H AR 27 ) 2 i 2 B3 B B 6 SRR
%o (EVT AR ), 22 A BB AU AR T R S . 58 IR

TR OCHRA L BRI A5, 4 mT LM setoptions dir < L4
Jai 77 AR E AN, A LME ] chgrp T4 9 e & SO R € 1% 5K
15 o

HE: K setoptions i MEANE R, 1ESH (=%/55) .

AT LAAEH] segrace S TR A T (K00 4% 06 RS RE T K
24 iy e T AR AR AR, B T R 8 H YIRS ] LKA
EIEERST B

FER: K segrace M AGELR, WEWSW (2£/57) -
R N AU L 5 2

USRI, JUDE SR AR N — A A s WA, U P ANRE 6 Sk
w CYHTICAE R AR AR AT RV ssk (el mie R ED 2

W AVE, WS H RS T — s B0, HPARREE .
n  ZH AR REOR A OB e SR ?

WARGE, WEELTT R . (BRIAME N 90 K fiH] setoptions i< I L
CUR 2NN IER)

5 SCH T A0 H 328 M)

{5 S LA /D I I 5 fe 7 5 3 B Blidi e RGO R AR B 1) dme 2 IS
8], PROMAR Do AR MR H AT e P SR U A3 21 R i AL BB

AT ELSR I NAR B A AL T 32 AR AL E A 2 . BB TAE H (DOW) MTAE
I 8] (TOD) Vj fial KU £ i A AR B AE 75 22 S A0 T ITIORE SRS 1 LA
IS T TR AT B 2k %45 ] L™ M BRI SRR it o

BRI P mT DB Sk i H RN ) T3 2258 TR . AR e X
DOW A1 TOD &3P, 15 H LA F a4

chusr USR1 restrictions(days(Mon,Tue,Wed)time(800:1700))

Zan A HARvEH USR1 EAEM— BRI R A2 =1 8:00 F1 17:00 2 |f]
k. USRL ANFELETRE H HARHE 2 i T8 LLANPI IS TR & 5, tBANREAETR 2
H A LU H IS ok
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days ZHL 52 ANYDAY {5 (FeVrfE— T AL RE35%) Fl WEEKDAYS
RN 2RI S o time ZE0LHZ ANYTIME {8 (FoiF
— R ATAT I RS D

ER: BATLLKE DOW A1 TOD PR I 2UEE 178 e IR #2580, 24
N 25 g AN 2% s 4L AR AT BR 0 ) OIS, i se JEHAT

BRI RER

REBHET UNX NEAIER G VIR RSk, BiE, WRAVFH N2
NI, WX M) G, A T ges
FoAt bt i Do iz HY P BEA T %

Bk h, AL L CA Access Control ZEH H O T K& KA, DLA#
A NANEE U S0 N — i s o (S, 847 a] LA BT A FH 1)
B B, 1M secons fiy & FI N IS4

# secons -d- (disables concurrent login)
# secons -d+ (enables concurrent login)

FERTAP AT BLR 0 0. (PSRBT A T 54T ADMIN 5%
OPERATOR JRHEAIF /") o AARHIFE K 65 5 1L o LAAE SCAIRAMAS
MR . EARMBAZ IR REAEHT TPRR A RO E BB I 1, (A
DI 5

ER: WS secons -d- iy 2k BHIE I &G 5%, A ZC A EE RS < /I
i secons -d+ LABF B e (E RA 2 b WIS IR I A B ok 52
TS 5%, M| CA Access Control FU VR85 sk CIn S A HAMIE A - 1D
PR IEAEEAT) o




BB A

SR &I P IR

CA Access Control 1] LR #1 B v 48 il 9 6 s A B
EH REH

FERCH P rh BB ] Al AT B R TR R R GEE e . v
LA P 4 = 052X P B SO A A P B A

P 5

H s e vE A SAEH R AR R . IR, AR
I, R LAREL AR A AT A Bk PR 5 20 X5 SR o U 3B 0, AN R 3™ T AT ]
A

W PRGSO 5 ek 2o Pis T m ook, &

g IR 22 A SR — IR, IR IR & BRI T LKL
PSR ) 2 A, AN A REAS 283 (1 8 S IR

BRFI &R RER

HINLLE selang fir 4

setoptions maxlogins(NumLogins)

PR A IR R

HiNLLF selang iy 2 :

chusr username maxlogins(NumLogins)

NP BB RS R BRI B o R AUV O PR ). 2EB)5 1 CA Access
Control S lPATHF i HIF K191 A8 S BRI, R T (R 5 s BRI
BEENF . QER WA I ROG R BB B — WIARERT ] selang. )

WP RS

CA Access Control A2 F B UGHFEH J 1D T 23 A B s Fi . 18
W, FRIPAH setuid RGEIH R A L 7 1D, SURROGATE 244 il
IXELH A, M CA Access Control F ST &, AKX EEFAFR Ky 5 f 5

, WATFEESH S S

CA Access Control ZRZ¢ORBE R an H 7 S0y, B 7 B )8 s sl FH 1
iy il setuid R4E 1ALl CA Access Control Y3 J* 5 43 11 5F 24 o
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CA Access Control ELR B4 B e, WA 2R i FAF R0 A G k. &
A5 R BB ) 5 S A

n SHE O B AR P Ok 2R /7. LOGINAPPL R HH 1) T A %
7 SRR

n  AXFEPHAT H LOGINAPPL g SN N 1) — R A R Ge il A
2438 1) selang B, CA Access Control i A& B JFUG 5 #4151, CA Access

Control AT RERLE . XA JEBELSL B 5%, M 4& CA Access Control
HAT 5 5 SR B AU 2 Py A A o

EE: HXRAEE, 520 (selang Z%751) | LOGINAPPL 25[¢)
SEQUENCE J& k.

SRS, ARV EIRR A 4. A S EPUT
U FTAE R i A BV BRI, A BESRIBO T AL E U i) A FR
DAEEAT A EE

Bltn, wnHE 2 EHL Minerva H HAEE ML Artemis & EE CA
Access Control, 752 L T FI AN 54

%N Minerva (BUAHOCISEAS IR E 4 ) [ TERMINAL X %47 T Artemis
s el s

n BEIEIZN G ACL S, IF HAEIHA WRITE AUBE .

FEREATAEAT S ] - BRI, SR AR e A F . TR, ST 2
I 26 ) B







B10E: £I° TCP/IP iR

X AU 1 SR 55 4% DRG TCP/IP IR S5 AR L L (1. IX Lt
JIR 55 2% b ZRAN ) ST AR SR M —Le e g%, MZEANREI EHURIN AR
H LR L.

AR 735 BAR F2

B TCP/IP L4 (p. 113)
{71 TCP 2 (p. 115)

FR | TCP/IP Jik 5

FEFF TR, ATATT CAEE AR T LAE Sk 4% A v 52U AR SS . T BA
{EH TCP/IP Phisl$e it 2 k55 . Hrp—28)R5 (Ul rlogin. rcp. rsh.
ftp. telnet fll rexec %) X PTHFET UNIX ERE R Gk e . I
Al IR 55 Eb PR S RN 8 = T B AR AL

CA Access Control 7EEHL 428k TCP/IP [R5 2, I & VA% LA IE & 7
ARSI T T 2 e CA Access Control AR 455 FRA& & X i FHLAN

35 B Tl B UMK e sfe o 85 mT DALEESCHE e b A TCP/IP U [l AU, DA
FR0E SRVFRRBCK AR e THEAL RS (B SO e Fe 6 sk DL f iz
it shell) FRITHEHLFN 25

PL R 78] o ] s ORI TCP/IP U7 [l #R 0, DA A b B 1 AN 32 ¥k
AR o G0 R BEAT W R TT R —N 58 B B 22, 0 nT B s 224
WA FEEE PR 2 PR TAE S R RTE RSS . Wi & xXre, Eix
B UACC K[ HOST id%, Wl FFiR:

chres UACC HOST defaccess(READ)

HAARH AN TCP/IP 857 el FUU ) T AE sl #2204 22k HOST 28 R il
S Lo XTI A TAER, BRIl RIS . i,
A A A AR wss [fdsk,  FFEAE IR E Ok B A FHLTIAT
i TCP/IP %5

newres HOST ws5
authorize HOST ws5 service(*) access(NONE)
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PRt TCP/IP R4S

T A A ARV wss XA EHLHAT telnet:

authorize HOST ws5 service(telnet)

R E ARVF B telnet s [ AL, IR R L2
SR E T AR A REMEIA AR St 1A ARl ] IR R B A
WA SEHLIPrAT TCP/IP A d%, R AFEAR S5 R I S 9,
B SRVE wss I K B AU SEHLAIAE S TCP/IP R 55

authorize HOST ws5 service(*)

AT DUME R UM vk e e RS, o sy A 4 1 5. i 5 2 R
KRR T o T MRS v 11 55, T S 115 B LA 3 S Jete/services
RS . AT LUK R 9107 308 5

m  EICAF Jete/services HE S AA TR

w S

w PR S RV

w i Jetce/rpc RGECAE ALY RPC S

filtn, A4 SVF ws Bl 5 7E 7045 1 7050 (8] [KI4EAT TCP/IP
i &

authorize HOST ws5 service(7045-7050)

V2T, & BN I — ki & AR AR o S T L&
EARR, XA A5, CA Access Control $24ik GHOST 2%, H.rh4g
A GHOST sk & L — N EHAL. g X —> GHOST i3 JF ) FL Al 7
FIRHIN LN, TERALL R a4

newres GHOST ghl mem(ws2, ws3, ws5)
authorize GHOST ghl service(ftp)

newres it % € AU 5 U ws2. ws3 il ws5 fF) EHL4] ghl. authorize fiiy
L ARVFEIB =AY TARS R ftp UL S k55
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i TCP 2%

fFH TCP 2K

BN R TAER R g, (H0 THRAEE R RGN, CA
Access Control I8 SCFFE S Z5T5 R . 7F HOSTNET ZRH e LI &%, 4l
i, R rE—4lmd:

newres HOSTNET hnl mask(255.555.0.0) match(192.168.0.0)
authorize HOSTNET hnl service(*) access(NONE)
authorize HOSTNET hnl service(ftp)

m FESATH, newres i E AN hnl IS, JH I He A ARG AH,
AR P M PRI R 25Tl 192.168 [IAEA T LA LA Ak K
H hnl MZ% .

ATV AT RIS ROVF hnd ES ch (AT TAESE AT ftp, {HAS
SCVFPAT EHLH AT AT HAD R 55 .

CA Access Control $EHL[1 55— P 5 S TCP/IP 1 [l FE I 1) 7 v & 44 FR -
ViR . CA Access Control SZF7F HOSTNP 28 (=ML K ) A H1E
B4 a2 S g%

YER: 9% CA Access Control WHAI AT 457 H ULFL MR KL, 16 S 14 (selang
ZEIER)

Blhn, N AL P SE VAR LA “lin” TT A6 L7449 org.com” 45 I
FEAT BN A YL BB TCP/IP IRk 55

newres HOSTNP lin*.org.com
authorize HOSTNP lin*.org.com service(*).

YERR: 1 NIS B B R LA Z0Z A TAE NIS ISR v S 7 1) LE 3 A8 Bk AN 2
MAAKERH TR ER RS T TCP/IP K & .

b, SERTUMEH] TCP 4% i 55 AN A2 4% B LR E PRI«

ER: ARTCP RIEMER, WS (24751) .

il TCP FOR I A% IR 55 o

Bilhn, RSB fro IS5 I ITHs READ CRERFE AR 55 W] LMEHDD

YE R BRI VG ) AP 2R, (B BH 115 42 FRAR S PUBLIC DEHC Y M LRI
i &

newres TCP ftp defaccess(READ)
authorize- TCP ftp hostnp(PUBLIC*) access(N)
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i F] TCP 2%

] LLFs i W e VrRE e P sl ke e I ds . ln, e v H
FHE L ftp 1y Ilﬂn‘%j? hermes 4L, 1H %Tam/\ﬁ%ﬁ acctng ZH ) A i3 A)
LLE I telnet U7 1] hermes, 15 LL N r4:

newres HOST hermes

newres TCP ftp owner(nobody) defaccess(read)

newres TCP telnet owner(nobody) defaccess(read)

authorize TCP ftp uid(*) host(hermes) access(write)
authorize TCP telnet gid(acctng) host(hermes) access(write)

WE: defaccess(read) 22 & k5.  defaccess(write) 25 A& ARG o

L HOST ﬁk?ﬁézﬂﬂku (Eﬂﬁn%“ﬁﬂ% YEVT M B4 » T TCP 2K T5v:
HRAMA TIESPIRE . AT LUE H v 4 setoptions class- HOST KU
7% HOST 2K, ?is}éﬁﬂ%ﬁ“ﬁé setoptions class+ TCP (UG %) SKiE TCP
Ko WEPEHEEE HOST 25, K B 3h U0 GHOST. HOSTNET LA &
HOSTNP.

mH, w4 Tep ﬁﬁh?/ﬁzﬂﬁ(u, M4 ] setoptions fir 2> class- CONNECT
K45 1E CONNECT 2%,

PAT MBI IR R LR

BONHOL R, TCP RIFALFIHFPIRE . EEIEE TCP 25, CONNECT £
o HOST 2R 2 i1, IHHftR A H T Bl .

FLLE Solaris _EN#k CA Access Control Ziiiifitl, & 5e A 18
1. {511 CA Access Control. %A T i 2

secons -s
2. N NS
SE0S load -s
3. )3l CA Access Control. i\ FIHIT 4>
seload
R WURE SRR MBI SN FaE TCP 2K, MRS H LA 4

R

BiiR: RINEEARRE, SRS className 25.
¢ SE0S load -s Mn##ufiti.
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i TCP 2

P NI SHAEE :

P suhtFARS
LEFFEE INET HrE

Y
e it HOST feFER
A RS T Fuy
o7

HEAER RS
R

bR
GHOST it
FALR T

ERETS?

Ea R T ACL
IP&MASK=MATCH #} 7 HOSTNET
HHERE TSY,

HOSTNET i2#M3?

Hetn! R 4
#R

EHLE HOSTNP
HEERETG?

RRLAE?

B

an Rl Y
R

TCP #rieR -
defaccess iRt BRE 1
ER

WRSD?
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] TCP 25

EREE
AR 5% TCP
WwE?

ERRSE
10 ACL

Eds:
_default
103 CACL

EAEFTE
HOST iR F?
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i TCP 2

P R L -

3} 1P HuEAN
BRS BRHh INET 128

REFE
AR %5 Tcp
ieR?

{EMRSE
B3R ACL

{# /) _default
B3R CACL

TE: - SRBRAAH
:PMEF%’? CACL{EFIE B
&

BPRARNERE
BIRE cAcL?

St RRE
CACLiERE B

SERFAA* B9
CAcLiERE B

Y

TCP &9
ICR defaccess 2 +
RERVE 'f,;’g
MRS ?

&
A

LIE3EES
#IBH
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i F] TCP 2%

Ee
b 4
SEGE BT TRE &%
HOST iR ? AR W
&
ENEER BEY = PREEK
GHOSTiE ERRE? WIET
B
Y

EEE
: b = 2 Wk
EEH IPRMASK=MATCH = CACL
# HOSTNET i2 R 7 HO_?_T;&;?E prebet

AR 55 1% 5K
WG

EEHE
CACL R
HOSTNP #5 3
THRE?

ENBEEESRE
HOSTNP g FR45 PLER ?

LR
£—rE
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F11E:. BRI

BRI E DA 2

TR M AR I AL 2 (p. 121)

PR R A A HE (p. 123)

A5 T A PR 11 75 1 (p. 125)
FETUNIY H B S TR (p. 125)
KIHLEES [F] 2 (p. 149)

SRS AR 308 PR

P PG B AN R R ANIRSE . CA Access Control $ 44 S g A5
TIMRSS, iz MRS, & n] DUl — AN e s R 2 2 AN Bds
A5 FH SRS AR TR AR 45 AT 1P, AEE BB B O b 1y A R R i 5 b i 2

SEMEAETRY (PMD) Hi 4% {8 FH] S ABE R B0 1 (PMIDB). 15 Al CA Access
Control £ ¥& 5 —#F, PMDB R H ' 4l S2 LR 1 Bt S5 RN B B2 505
R . BEAh, PMDB ISEL & —AN 2/ SR SR . RN AL
T H- ML) CA Access Control Biffi A,  Blte T [A]— B A A 45
MLET 5 — PMDB. BB 7 1) PMDB & 11 7 (1) 050

FEAE BEEAT SADUBC PR BRI ) KL (1 22 At 425 T, PMDB 2 —>
EHA KT .

HERE: A PMDB (sepmd SEHFRT) MIEE, 1BHSH (=F£/55) .
HHRAFH selang FEE P PMDB {5 S, W2 W (selang Z=#7155) -

REE: E) PMDB A1 &

Frf PMDB #AL T AL H T (BHEITENEA A LHS o %H
KA FRH seos.ini XAFH [pmd] #43 [) _pmd_directory_ bric$i i
_pmd_directory_ [\JERIN{E & ACInstallDir/policies, Y., ACInstallDir & CA
Access Control 1) %25 H sk (BRINTEHL N4 /opt/CA/AccessControl/)

B4 PMDB # T FH AL H K — AT H . 1 HRIIAFRE SR
MAFR.  HP SO0 5 e SCRIS BTG 1 BT 2 ds, B
pmd.ini X
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SR AR IR K 1

A H PMDB

CA Access Control f i T H] 145 FLAC L PMDB S HI R -
sepmd

Lmr L] PMDB A8 B S IR PP ok 4R AT BL R AR 55

n EHETH

w O SR S

w EHE ]

w BRI H S S

o PATHARAE BAESS
sepmdadm

Q% PMDB, JFRCEEATRAT BB R R A (1 Z
ER: ARFSER SR RRATHE, WS (2F5751) .

& FE PMDB

CA Access Control iS¢ fit— R %] £ pmd 3855 i H 1) selang v %o
Xty 4, En L AE s 2 PMDB:

backuppmd

=

%1} PMDB.
createpmd

1% PMDB.
deletepmd

JE%: PMDB.
findpmd

Won it EHLE T PMDB 144K
listpmd

FIHHELR ¢ T PMDB [R5 &
W IR
PMDB Fiiiid ¢ HoR A
SR SR A R i A A S
B S 1 1 25
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PR AR SRR R

pmd
& n] U H PMDB 45 B iy 2 K AT B R AR 55
n  AANETHIAT A R R T
w  JH BRI R A
w BT FUAR R T S AR
JR B SRS AR 5 5 R
AR BB SO
n  HEHTINEMIAG AL SO
restorepmd
ML SCAFIE R PMDB.
subs
T AT PMDB 11 [ fir 2 AT LU R A4S
o CREBLA RIS IN RS2 PMDB H
w CREBRT IS PMDB H
s NHUEEE (CA Access Control B %5 — PMDB) 3 4 PMDB

subspmd
A HBEHE PR 48 5E X PMDB.,
unsubs

M PMDB HIERTT

HERE: XA pmd 5L selang v 2 RN, 1HS
(selang Z=%715F7) -

R G RME

& CA Access Control [, &N % FEIRNBE 1 22 4hity . fEVFZ kb b,
M2 B AT PR R GG . HELL SRR AN (W2 FeRE o113 ) Bk Rgh
IR 3 —J7 1, KEZHIRNA S RGE R TR

T U JZ R A5 A R AR PRI o 8mT LUK 5 R AR SR G R IR B
WP A R, e SR X R AR A O R T )
PMDB.

HWR: MR PMBD ST A T AT LU T A — T LA R SR L, 3K
R T IS 1A S B 7 22
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PR AR SR R

Bl —ABRRERRIRE RS
T UNIX 2R B IE ] T Windows 7K R 454, ANid w7 S — 28/ ME .

e, b S ALHS IBM AIX FT Sun Solaris 2%5. HT° IBM AIX 115
P33 5 Sun Solaris )2 4LRE P H R ANA, [t PMDB T B % &
PR R LR IR A

T E ZAK R S5 K PMDB, 4% UL N AL IR PMDB:

1. 5E X4k whole_world [f] PMDB, LBLEL&HI L 2RI Hifth 54k &
G5 TO I SRS

2. 5E XAk pm_aix () PMDB, DL AT HREE T 1BM AIX ORI,

3. XA N pm_sol [1] PMDB, LB A %EE T Sun Solaris [FIEEN .

44 pm_aix Fll pm_solaris [] PMDB J&44 4 whole_world ] PMDB ]
e b ERETA 1BM AIX THEHLERZE pm_aix AT e 3l sl BT
FTA Sun Solaris THEHLHS A pm_sol T /. T LA 38 W %M &

OB AR I WAL

AIX Solaris
PMDB PMDB
|
4 A4 \ A A/
= = = = =
1BM 1BM Sun Sun Sun
AlX AlX Solaris  Solaris

4. MIEAE whole_world TIN5 7 & TC K4, B I 7 el &
SURROGATE K, TJ 15 20 B 5 anki ki = 110 B A 25080 2

5. 4810 pm_aix TR INZACREF R, HUEHT IBM AIX VFEAL, A
520 Sun Solaris &4t .

124 v pi A HER . T UNIX



A TP PSRN 14 77 2%

5 b B LRI I 5 ¥R

& n] LUE ] CA Access Control SR H LA R 5 N — & THFHLE BE 2 A4
J «

s FETHNE BRI TEFT - EAE T R E i 7 (PMDB) H g ST R
)25 B S LR 2, CUC B 12 945 0 T B B0 e
HE: (VR AEACE RS (p. 144), JFHAUEH T UNIX. H K3
TR () 19 Bl S S S 5 S, T UATE (G B2 :
FUNIX) F3REN . A EE TR E 30 50 8 s 5, v BAE (7
SRR T Windows) 4k F.

SRS - AR ML AL o B A B T S CREIU 2D A%
R FTE B . BOEnT USRS IR Semg DL A 5 3 20k
BB ZE . B ICIhAE, 65552 I E AN 411t

ER: ARKESPORISEBNER, WTLE (AW EHZR) HikF.

F TN B B Bh R 5 B

e SRl P R AT 1R B R SR BB (R selang KLU Ky 30
(i EaaDAR-VE H L BUR CE o g R NI ES iR €T LRI Y VNS i
BAs AT I 2 5 — B, TR RR G . A )E, T DO
TR ) [ 2 S SR B A A

TR XA FLSRNE R VA BR T A A 2 G Gk vh BE AT B — ) 5
W ST o FCAL D i REIEL I 5 it vt 28 SRS A BN 75 R A

TR ) 5 B SR 58 BT R
ST N K) 1 B S B B IR, S O B R R e SRS
K B s DL 7 SRS T T
1. WA F /D —ANT AT PMDB 5 X — 4 L.
2. PMDB [0 fTf 1 7 B i ki 4 o
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SEF IR H 5l SR ST

3. W B N LR

a. WAL BRI N, ) PMDB 2 E I Ta] [l B CBRINTR L
NONEERE 30 2 Bh) KXdrS, EEIEH T HEE Oy 1k

FiAk, AT CLAETT P s 1w H R SRS e AT, O iT
FIHS B seos.ini SCEF [pmd] #5434 pull_option bric ik
BN yeso

b. WIFAT B E AR, HiEZ N a4, U PMDB 2K A4
TBCAE SR B R A5 A (p. 139)

4. HURATPRCR AR BAT P OAL, WK A RIEL AT S
T BRSO N R

URAE S rmusr i A PMDB BRI ™, IR FITR) rmusr i &4 A5 5
AT B XA, A rmusr i RTA] A S TN B 2 A
Ja e b BRI o

A PMDB SRALFRECE B BRI T

R AL E S

T G A SRS ALY RO NS BT TS B S e A R 4 SRR R (3T T

PR IR U ] 1 P L OB e A Rl 4 SRS SR 14 40 1 5
1o G el A SR AR ) e B
2. SREWEREILIE BT B C B S N REAUC B SO

HER: BRINE SCEAY audit.cfg SCIFIOME .  SRIEBIAUR 208 15
X SCA AR AT S 505 N B8] R AU G B S A

3. RIS BRLECH RS B IR ST .
4. selang iy 24 H B I C B AR OB BRI /7 o

BN REMSAT ARA M PUARC S, P S HAT P BCE . R E
SCAEAE T PMD H sk, Jfn 44 cfg_configname, H:H configname J& 5%
PRI TE B 1 44 K

REFARC B SCEEAEL B audit.cfg SO AT LA (W B AE -
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SET R H 2l Sk ST

BT HIEE T

SRS T A AT A E B E B RRAB T . B AR IC BB i 7 AU
PSP

ER: AR E SO audit.cfg SCAFHIRCE .  BAERIE T
HI% audit.cfg SCPFPIT U AT S8 oA AL FR G BT )

AT e 1 Y SR s A 2R I BT 7 19 7 5K

1 QU AP RISRIS R,

2. SR AR AR IO R AU C S P

3. SRME AR I A M LB FURC & SO N2 updates.dat LA
updates.dat SCAFIR L SREME I U5 ) B

4. SFEESKEALKY updates.dat SCHF R IEEET .
5. selang fiv 21 updates.dat SCAFH F{E AL EF 1T 7.

RS BB R RS

A MACE + PMDB

CA Access Control {5 FH S & A58 784 il 455 00 B 11 )2 20 45 W) R AR 3R 3T 0
NSRS . Wl A [R— PMDB 1] i 22 4 CA Access Control t 45541,
PLRGE L R —> PMDB 111 7 — PMDB, %8 n] LA 2 458 o

L F LT RN ) 1 Bh S BB, IS PAT LA A

1. QAN E £ PMDB,

2. (AJik) IR E VT P PMDB.

3. NVTHTHENL (R A 76D 58 X2 PMDB.  (p. 132)

VER: DURJUT UL W s PMDB 245K . A JLFIAEE PMDB %

BILRPE I T AT RIS SR P IR 18, W5 5
(157 )

P I A QA B (RS, SR AR E E PMDB.  AEAHL T
ML E, el UAEH sepmdadm iy 4o

EE: LU EIR sepmdadm fir & A AT AR AHIA
M TSGR, ESH (SFHER)
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SEF IR H 5l SR ST

LI 8

1.

AT PR, AL T A4
sepmdadm -1

CA Access Control Ji 2 Sl #5240 P 57 BEIAS (sepmdadm) Jf 4 15
07 AT AR IR T ) R

BN L, EREE—ANEDT (A S PMDB JfE LT .
TSR B Ay v A5 9 () KH G ] 7L

% Enter BE4kS:,

JEIAS 4% 232 i) 5 34 1) 5 — > i) s

R W CA Access Control R7FIaTT, ZMAS K HEL, ik
{F B HTEAT A Z B )5 3l CA Access Control.

ST TR 2475
AR I 0 R 44 I3

HERE: PMIDB #4 R AR R A
NSRS 55— PSR AR

WATEATSS T P IOATR, AR AT T R
R TR T P 47, 4RI Enter BT AT 7 4055
WAL BFAT T P 4B 4k

VERE: (S VRLAUS T SEHLR 365 PMDB.

WS IELEIZAT NIS. NIS+ BE DNS, 1B 818 S 75 248 Fl PMDB 5 2%k
B8 NIS/DNS % .

F X PMDB R P R T T iR Pt T4 i o S LR
PIME S o WIS, Wl SR A BOET ) UNIX F 7 5 UNIX 4
HAE NIS passwd F1ZH SCAFH B 5.

a. MR HT NIS/DNS £, iHHIA yo
BUAE 12 A ) 445 NIS passwd AL SCPEIAL .
a. BN NIS B SCAR IR e R AT
JEIAT: W} 50 e B AR IR Ak 8
b. A NIS 4 SCIFIR e R B A2
JEIACT: WY 5 B B AR IR Ak 8
b. WIHZIHH NIS/DNS £, I n 83% Enter .
AT S R [ 25 Rk 8
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SET R H 2l Sk ST

8. HIAZN PMDB SR ALK B MR -

a.

WAELI, %I\ CA Access Control B B G 44 FK, SR 544 Enter 511G
T NS B AR

B PGB, AT LAE 2 PMDB 1) JE P
AR /0448 M R BLE PMDB F15E X Croot HERIE) -

WEN, R B A RR, SR TL Enter BEMI TS R A
BB IR

IR, Fi\ CA Access Control ¥ 1% i 2 %%, SR J5$4 Enter B 111G
TN T AZ AR

HZ GORAGIRAL, wI LA PMDB i % H &S

W, A R A RR, ARG Enter BETI TS I
B % G 44K o

WA, BT\ CA Access Control A7 # I A4 FK, SR 514 Enter B
0 TG 5 S0 N 2 R A B B A4 R o

W, R AN S B AR, RS % Enter BE I TC
i N\ R B A PR

XD PR A RASPE A, ] LLEE 2 PMDB H F) 351

FRVAS T U5 PR P12 - R 52
9. WEIN, HINE PN, SRJFHL Enter B0 T AN B A o
FIASTE W PITAT i B g, A% 0 7 A P A A9 S T o J 304

o

10. 4% Enter SERMIAFTACI AOIEFEI, s A n 3R AT B A R IRAS .
USRI RN FE I, 2 A AT S e At 1y P15 6 B ¥ PMIDB.

FEZRSE

3 BT AL E XA PMDB (p. 132)

Sl ML BT 7 PMDB

— HAEME 7 3 PMDB, Wi R EY R 2 IR S5 K, 10 AL E 1] )" PMDB,
EAR TN, o] LA sepmdadm iy 4.

ER: LUFEREEIR sepmdadm i 1AL HAIER . AT RALHPTTHIA
K ST HER, ESH (F758) .
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SEF IR H 5l SR ST

BRI R
1 fEMRArTh, MALT a2

sepmdadm -1

CA Access Control Ji 2 Sl #5240 P 57 BEIAS (sepmdadm) Jf 4 15
07 AT AR IR T ) R

foN 2, REFER AT (GUET PMDB I E X IHAT TR
TSR B Ay v A5 9 () KH G ] 7L

% Enter BE4kS:,

JEIAS 4% 232 i) 5 34 1) 5 — > i) s

R W CA Access Control R7FIaTT, ZMAS K HEL, ik
{F B HTEAT A Z B )5 3l CA Access Control.

iy NS LA (1 R BT (R A4 R

AT W SRS R 4 BRI Akt

HER: PMDB ZFRIN S — N7 N AL T RERC7 - R - -

B NER T A — AT U ELI AR

BASTE NS — AT P AFRR, SRS MR T — T P AR,
FAE 7 EE AR S ANAT  4FK, AR5 4% Enter BT JE T AT 1 447K o
AT WA T P AR IT 4R 2L

HER: BRI AT P FEALEE 1 L2 PMVDB (p. 132).

iy N2 PMDB 14 F5

ZIAVE N AC PMDB 44 R T4k 4k

VR : sepmdadm (LT K B[R VT T R4 NN — /N ST AR,
1] IO R PR 2 LA ik, 1B pmd.ini Bt & XA
] parent_pmd #ric. A IAEHIARCHIEZE R, 1ESH (%575
B o
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SET R H 2l Sk ST

8. W IEAFEIZAT NIS. NIS+ B{ DNS, ik 2 75 %44 ] PMDB B %k
BT NIS/DNS % .

F6) PMDB H I H P AT ALIEAT BB . iR P T O o R R
(5 B QSRR L7, M MR BT 1K) UNIX FH 7 B UNIX 4
HAE NIS passwd FIZH ST 58T

a. UWIHRZLHH NIS/DNS &, I yo
FIAE % A 1 1) 45 NIS passwd FITZH SO A
a. B NIS B SCAF IR e REBR AT
FHIAR S i 58 i 4 4R 4
b. A NIS 43R e HE B A2
AR 0 5 B i A R 4
b. ISEE B NIS/DNS %, %I n BU{% Enter 4.
FRIAS Y A 1) B 25 4R 8
9. HIANZLJy PMDB FEHLRFER B

a. WAL, %\ CA Access Control & BRI 44 HK, SR 514 Enter BN TG
(it IANEENAE A

YL G REHEAL, TT LU PMDB (R
VERE: T4 RAUE PMDB T S Croot ERIAED
b. W, R ARR, SR Enter BETT LT A BT 5

A
c. BN, % CA Access Control Hi#% i % FR, SR )5 1% Enter BTG
NG A B

H R BRI ABL, WA PMDB Hi % H &S

d. WEE, BN PSR AR, SRIG 1% Enter BRI G TN
i 3P

e. AT, %A CA Access Control #0445 1 i3 A FK, SR 514 Enter
TG 75 i N 25 B A B 0 4 R o

WA B RS, T RATE S PMDB R A

f. ERS, FAMNH B ALK, SRS Enter BETIC T
BN R B R AR

FRUAS Y US4 PR 125 O R 252
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SEF IR H 5l SR ST

10.

WEI, FNE S, SRJE L Enter BTG AN B i o

FIASTE W BITAT 8 B g, A% 0 A P A ) T o J 34 7
o

11. % Enter SBERAIPTACL IRIEFEI, SN n 3R B B A K IEIAS o

AR HNE R, S AL s i S K [l 5 8 B (1) PMDB.

AT BTN XX PMDB

LW vty 'Eﬁ‘ﬁ*ﬂiijj PI\/IDB (ILT 7Y, B& T 76 PMDB HyE T 4 FRA,
TSP AT A EAE . BB TV P ENL ESE s — AN R .

AT T EAHLE X PMDB

1.

EV PV EL e 24T, DAAS H AL H 3)) sepmdadm fip 4
sepmdadm -i

CA Access Control & J3 2/) 5k W A5 9 25 48 22 &7 #LIIAS (sepmdadm), Ff- 12
NI GING SBv e SvR e i

BN 3 DLEREEE = ANEI CGE AR HL S PMDB FI# 15 PMDB) .
TZIASTIC B Ky B2 1] JEAH 5G] 7L

% Enter HE 4R 4L,

LA HL AR 4k St (] 78 55— AN ] R

FRE: WR CA Access Control IELEIZT, MIMIACK K& 245, FORIK
5455 1 CA Access Control T HFHE 4T IIAS,

iy N2 PMDB 14 F5

JHIA: EAC PMDB [ 44 FR 4k 4L

B N A S PMDB R 44 Ko

AT WA %55 PMDB R4 FR, AR5 i 35 J AR 28 8 0T 2K A A

1% Enter SERIANEITAIVIERE, B n DU DB A SOBrS 4T
Ao

BARBEAA T IERE, WERTX S i AR E AT 7 TS L

HER: sepmdadm H AVFE AT FEHE EMmAN— DRI A, #&
] DU BN e X2 AR, Mk, 1B seos.ini Bt B SCLFIT
parent_pmd #xic. A IXATHILAMCIITEANE R, WESW (=£/5) .
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SET R H 2l Sk ST

UID/GID [&]>

Cip s ak i\

VE A G, AT B B 4% uID R W HT 7 A% GID R WIZH A R . 4
R OR UID A1 GID FEAEART 3 7 1) 535 SCHRARTA] o

BRINTEIL T, PMDB S 7E REAN 1 5 #8687 s FH P A 2L A AH ] F) uID
1 GID, AHAEAT LAHE Bh N —FFar P (b F5 I 4515 o LIAH [R) 1 3 SO
AR SO TR, SR pmd.ini SCEEAF K] synch_uid FRid % & 4 yes.
TR A Hb E5 8 2 /2 PMDB [T 7, 1 HLiZ% PMDB & 1T 7 8 22 1H0 8
FH P FUH A e — ks, A5 mT IO A 25 9% /4= . PMDB 1 PMDB 1T
FUH UID Z 18] LA A% GID 2[R R FE 2

WA IR UID ©V4AE PMDB B AN HABIT o B A,
AT I AR EEDPTRE R ABAE B XA R K A PAT 1T oL L
BB ) o

[Fl 20 passwd MR o — B2 W (R 2 B8 P i) uib BLK
FEANHTAL GID.

N T DRSSl Bl e b K P AL B R AR 28 REIE RS B, 85 A I+
FIRMHIAEBEE . TSSOSO AR R, R NAE SR
WA P AL B2, Sk e AR .

R P Al

1. IR Jetc/passwd file and Jetc/group U E i B SRS AL H Sk,

K —UCHE IR, BRI ] 55 (p. 122) FP AT AT LLHT 1) 2%
B ST A RN A
HE: WS shadow SCAFIF T ZL ML %00, @ BUEAEH
secrepsw SLHFEIT. A XHAGEE, 1S4 Reference Guide.

2. 1§ [etc/passwd SR fetc/group SCAFE MBI AT P AL, X
FE—2k, eM15 %A SRR3R SCEAR T

3. 1t PMDB Ji7EMTHEML b, i HHOOR pmd.ini SCAFHH I synch_uid Arid
BEE N yeso

BRNIEOL R, FRid synch_uid BN yes. Ui RIS TR EHEANT P 4
JiE FLAT ST R TA UID FIERIA GID (B, A42%iRk 5 PMDB [ UID Al
GID AHVEHL) , 1% synch_uid ¥ &4 no.
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SEF IR H 5l SR ST

BR35E UID
FAHIFI UID 5% GID & I% E| PMDB KL 11 7 1 5 —Fhor =0, 74
AUHTH P IS 2R BB UID BY GID.
A FEE UID, 1EXAES newusr i & #R{E T userid 2% groupid %4 .
s AF TR E R uID AlEH A
WA EDR 1234 B AXHNA terry_jones [ UID GFEBCEAR B hid %A
HABEAE P % uID) , B A2
newusr terry jones unix (userid(1234))
WIRFEE 1) UID T /E PMDB Hf ], T PMDB AN S AT HT, {Hixdy
AN RAL IR BN HARAT P B s . AR A A R E UID 18 R,
VTP B BB B SR (AR A X R ph R e b, SR i
FBS LR F 1T P B 2

BOFT I, SRR AR AT LU $RAE

1. Y1) SRS BIR TPAN INAT P A RR, B AR IHIBRIT P 2 BRI, SRl AR Y
PR B AT 78 A B

2. PMDB J5 G F2/7 sepmdd X K 7EARIC _QD_timeout_ & SCIFTE ] P BE
B TRA DA€/

3. WK B KAER I IR, (Hi% )R B R EI RS BB AT, e
RRMEZAT ), IR IR PR

4. SERAT ARG RS, sepmdd SEEEPATE S, X
AR, &SRS — IR A R B S B T . 5
RSN, R T, HEERE RS AERN CRY
90 )

FER: 1F seos.ini 3AFHT pmd.ini SCHH AT REAR < R bR il
_QD_timeout_. MIRAEIX A LA EAFLE 1ZA81C, W] sepmdd KA H
pmd.ini SCAFHIE

HER: 524 PMDB K BUH LR 2T 7 0 [ & BRI, sepmdd Ja &2
P ER oA S AR U G S (p. 139) R B — AN H o 1S (ERIA
5~ A ERROR_LOG) £7F- PMDB [k (p. 121).
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SET R H 2l Sk ST

BB SR AR B

TR B SO

Jon s BT S

7E PMDB I fE TS L I EA 2 8585 PMDB A 5, 208 PMDB,
Tl ILFR 2 N H bR B R

Eiew Hindda ), 151 H selang 14> shell 117 hosts iy 4 :

hosts pmd name@pmd host

JITAT selang fiir4 37 B BUBTE 3E K SRS A R K . X 28 aw &R Jm B ah il
Fo 2T SN PTAT THSRLE RvE sh e A

7~l: $5%€ H¥x PMDB

S0 EBRECR P B myPMD_host 110 policyl, iFTLL F fird:

hosts policyl@myPMD host

W RIEIAES A newusr 72>, TUEHTH B8 N 21 policy1 0k 22 LA &
HETF SNV T 2 L i3 sh 5 s A .

sepmd L FE ¥ H 3’5 N EAE updates.dat SR 20 31 1 45 20 58 5 .
MBI RSO AR AR O, A CAE s B SO T AR ) BT

SUEH RO, EMH L N A
sepmd -t pmdbName auto

sepmd VLM ARALIRIN R — N EEFT 4% H A &, JFIIEREE L AT Py
AR H

ER: A1k sepmd KRG R, WEH (25751) .

7EGIEE PMDB J5 . 330 sepmdd 77, %A LAFE E X R AT 2] updates.dat 3¢
PR B AT I

BN B AR, 1R pmd.ini SCEF [pmd] #5531 UseEncryption Fx
CWE N yes.

i updates.dat SCPF, T AT -de TS HL sepmd S HIFENY o

HRE: K sepmd WIEAE LR, WEH (=4751) .
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SEF IR H 5l SR ST

HEERIT

feil g

MIERIT

& LS T 2 A ARAT A6k 3 52 PMDB (1) 55T
PHEBRAHL AL, IEAE pmd.ini SCEHREFRIC exclude_localhost 1% B4

yes.

LR P AR B I AT 1, T BCERR L exclude_file (XFH9E
V79N

SR TR, M CHEERS IR P ER 1%

M AT sepass SRR B ORI, T S A0 H B AL B THEALR
% PMDB. % PMDB 7t seos.ini 34 [seos] #47 [¥] parent_pmd Fl1/5%
passwd_pmd FRicHE o ART, BRI ] sepass ST R R B D5 %
5, A ] LAFR 58 2 F P IR 36 A R 38 B i () PMDB, I HH %
PMDB 1% 4 .

BN PR B R A 32 B B K PMDB, 5 4E newusr chusr 5¥ editusr i
AP pmdb 244

Bl A AR R E S K PMDB
TR E WG sepass G P Tony (157 % A5 A% 2 FA) PMDB, Jf:
H1i% PMDB 145, 15HIALL N A4

editusr tony pmdb(pw_pmdb@namel.yourorg.com)

U RAEAN A B AR IR S AT, WY 2 FOmI R . T LT
SRR, AETANZWCE R (p. 136).
MIERT
1 BKHEHAT B2 R PR
sepmd -u PMDB_name computer name
MRS T 5 51 T R F S L
2. RMILERE AT B2 P MR ) v 5L L seosd:

secons -s

J5 & F2T seosd # KA o
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SET R H 2l Sk ST

3. (LT BB PR L L, MR seos.ini SCER [seos] 3
1 parent_pmd Fric FRHE .

VAR 1E 857k H PMDB (15837
4. T A3 seosd.
Tas NIVT B 51 22 i s (X o H SR PR is sh B R AN 152 $8 5 PMIDB 1)
W
HER: M PMDB T ARG, PMDB A& R RIEMm 4.
it 355 B8 BT

WA PMDB ST AN RV B 2 B AN R B AR, BT e )
VI P B P A 36 M e 5
Uiy
1. BC'E PMDB Mg HAELT ARSI (p. 132),
2. 1B PMDB [ pmd.ini SCAEHT filter bR, LAFRIMIELER]—&HE
ML F 12 B 07 3% S04
SR IR VT P 504 PR 1) B BT R T 3 2 e 2 1498 5%

FRE: UM UNIX SR EEPHAT join BX join- selang iy 215, CA Access
Control 242 5 254 change group (cg). ZEAEAHE UNIX PRI i1k
join BY join- iy 2, LI IE XA I LR AT

MODIFY UNIX GROUP GroupName USERS NOPASS

TCVEAEAH UNIX FREE 4% FH 7 440732 join B join- iy 4. HEBLINAE i Ath
ATAIAEE AT H T join BY join- T 4.

SRR AR R 196 3% ST
126 o5 SCAF BT RAT AN A BUPAT A . ARSI ME R
»  RVFEEEHIHE.
4w, READ B{ MODIFY
L8 A T AEZ N
B, AC LA LIRS
 KRIK.
il 4, USER 5k TERMINAL
w RN G RS R R
#l4n: Userl. AuditGroup &% TTY1
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SEF IR H 5l SR ST

o U T EGH I E .

Wi, k4T Y OWNER I FULL NAME 7 AT X L8 @ 1 R AT
iy ARSI . WAEI (=% 7507) Frid Ui N B .

XS T AR R BINT B
PASS I}, NOPASS
AT DU FH 97 32 #% SO i R — AT
s A UMERHA S () Bt BRI T REAE
WmRAH AT EAMIERC S, W EE I 277
FHZSM 0 b B
ERA ZAMEM T Berh, M5 B e
CL # FFSL AT AR VBT o
ANRVFH AT
7~ TR SO
DL 7~ A 4 e 2 SO AT

CREATE AC USER * FULL NAME;OBJ TYPE NOPASS

Vi i) IES kK & J& Jose
(¥ =49

TSR, A R IRA PR AT IZAT I SO 44 O TTYL_FILTER J-4
PMDB TTY1 [#] pmd.ini 31, DA% A
Jopt/CA/AccessControl//TTY1_FILTER, JIj PMDB TTY1 A4 i) HAT S AL 4% A
FH FULL_NAME F1 OBJ_TYPE J& G108 H P ATl i 5%
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SET R H 2l Sk ST

SRIEAR T 3% H & 30

FZ IS TA) 56 Ja U LA 0 SR R R H G B R B B SR ARL:

R

RIS

20 Nov 03 11:56:07 (pmdbl): fargo nu u5
ERROR: ¥tk (10068)
ERROR: JGi%fE3Zk HARSLI PMDB (¥ 5T
(pmdbl@name.company.com) (10104)

0 Retry Jie B A R

20 Nov 03 19:53:17 (pmdbl): fargo nu u5
ERROR: E#:RM (10071)
FEHAT Vi) (12296)

0 Retry EHAR

20 Nov 03 11:57:06 (pmdbl): fargo nu u5
ERROR: fiJ@ USER u5 ‘KM (10028)
C&fFE (-9)

20 Nov 03 11:57:06 (pmdbl): fargo nu u5
ERROR: fiJ@ USER u5 ‘KM (10028)
C&fFE (-9)

560 Cont  Z0UH % HHBT AR 1%

1120 Cont

SRS AR H AR iR 5, B A UL N i A RE A

Irne

b

ACInstallDir/bin sepmd -e pmdname

ER: AETIMERE R HE (F, R UNIX rm d72) o HAEREH]

LUH i & M B H A&

ACInstallDir/bin sepmd -c pmdname

BEEPIEH! 7E CA Access Control r5.1 A i fieAs, &% H ,D\H’Ji‘%ﬁ 5
FRRA A AR . sepmd TCIALBE R IIRRCAS (A 8 H G . 4T
2 AT A% S RRASHS ,  H 048R H 5K 2515 ERROR_LOG.bak H7;

{E1E A Bl sepmdd W AIEEHT Y H &S0

7~l: PMDB EHré Al E
PLR 75051 S 7 il 78 R A R

i 2] pmdb &3 iTF

BEZE &

\\.\.J///

20 Nov 03 12:53:17 {pmdbl): fargo nu ud

Retry

ERRCR: Connection failed (100710 stou zggﬁu [ gz )
Host is unreachable (1ZZ96) 42— #mg3 [ #E2EF5)

£1\\\‘

EE
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SEF IR H 5l SR ST

SRR 2 A

o AT R H HIY IR AL N R R AR R A A
a2t B CHRERAR D Faon OB SO b RIMCE BT AL B . 5
Jai,» FRisfE7R PMDB J& H A FAK B, 2 BN IZ BT I 4k 4k .

SR ATRORERGOE CRAMBR IR (K7 i K SR R4
i

o AT R IR GO B CRAERR R A S XD 7 B S SR [ A
Bl SERE R

—Ar A BRI A BoR 2 MR T H, MR REA S
T SR R S ] I R A e L
AR AT AN RSO

Fri Dec 29 10:30:43 2003 CIMV_PROD: &AuAM. R[FEMLHE = 9241

sepmd pull Z3URECRT H 13T 7 i BZ I B .

254> PMDB I, R SR Sl 178 (1 i S 20 Al H o Horp o
1

LIS RS

w RERRIALIT P AR

n UERE

VRN

m updates.dat Cf

TEARE M LA T 5 . #RAE R SEEL CA Access Control hUAS I #5473 S

B PMDB.  ffi ks SEME AL T 24 A RIS AT AR R V-5 . BRE R SEA CA
Access Control A =M1 F.
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SET R H 2l Sk ST

i sepmd %4+ PMDB

%4 PMDB I, B I\ SR AR Bk e R I 2R 2 10 H k. BN &
{1 1¥) PMDB U A7 il 22— AN AL, U 7252 CA Access Control 1j
I KU PR AT o

fEal U sepmd SRR AEASH EHL 456 PMDB.  #83& 1] LLAE
selang iy & 1EiZE 2 ML _E 41> PMDB.

VERE: 165 DU AT 72k A0 PMDB. 1 G T H— A4 4
[\ PMDB 5 43 21845 5E I ENIFE S PMDB 1T ), AT 24 #4375 2]
ZENET AT T 2432 PMDB HIF- PMDB #3876 [d]— F: 4L 1,
AL REAE 3 25470
fF A sepmd &4 PMDB
1. LT i 8E PMDB:
sepmd -bl pmdb_name
PMDB RAE, I HIAGTE 0 HAT )7 AT AT i %
2. WEPAT FANBRAELZ —
n  fEAEL N 444 PMDB:
sepmd -bh pmdb_name [destination directory]
w (A RU R i &R T3 U4 75 504547 PMDB:
sepmd -bh pmdb_name [destination directory] [backup_host name]
ER: WREARE HbrH R, &0RAr ALUF Hx:
ACinstallDir/data/policies_backup/pmdb_name
3. fEFHLAR fir & fif 5 PMDB:
sepmd -ul pmdb_name

PMDB K fiiait, & H vl m AT R IE L.

>
>
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SEF IR H 5l SR ST

¥ F selang #-4/; PMDB

%4 PMDB I, B I\ SR AR Bk e R I 2R 2 10 H k. BN &
{1 1¥) PMDB U A7 il 22— AN AL, U 7252 CA Access Control 1j
I KU PR AT o

fEa] U H] selang iy 2 FEAS M BZCFE AL L &4 PMDB. &34 n] LA ]
sepmd SRR AEASHL EHL_ 4517 PMDB.

R B LRI 74 PMDB. A& AN R L5k
(I PMDB #4218 F5 22 I EHLIFAE L PMDB 1T 7', I 4 4540 5 2
BN AR T T 243 PMDB F1+§ PMDB 3 B 7 [fl— ML E I,
TEAREAE H B ) &5 1 o

f# H selang %+ PMDB

1. (k) R E A A selang M fE FH1i%EFE PMDB, 1% 1d FH DL ir 4>
4% PMDB EHL:

host pmdb_host name
2. AL &% 2 PMD 5

env pmd
3. fHILA R i 8iUE DMS:

pmd pmdb_name lock

PMDB Rf8i5E, I HICym AT - KRBT 4.
4. AFHILLE A 4254 DMS Hihs 72 «

backuppmd pmdb _name [destination(destination directory)]
[hir_host(host name)]

ER: WAREAIRE HbrH 3, &R pE A LUR Haxk:
AClInstallDir/data/policies_backup/pmdbName

5. fEFHLAR fir & fif 5 PMDB:
pmd pmdb name unlock

PMDB ¥4, I ELaJ [a HoAT P kg a4
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SET R H 2l Sk ST

SRIEAR T IE J

¥ PMDB

4 SRS AETYBS), CA Access Control 235 PMDB #5403 il 21145 2 1Y
Hx. J5h PMDB S 1 Ay N 25 4B 52 2058 Y PMDB H &b, 9
Fifi:

w SRR S
o SREGRERLIIT AR
n CERE
w R

m updates.dat 1Y

R H s H P AE£E B4 ) PMBD, CA Access Control 237613k J5i C 45
il 2% H s 2 BRI S

IBAGE M FH AR & . #4E RS Ek CA Access Control AN 1Y #5-4 SCAF
B PMDB. i ks ML T 24 A RIS ATAR A V-5 . BRE RS CA
Access Control WA FH1 F o

146 L PMDB I, CA Access Control X PMDB #5443 S04 503 & 1 2]
I H B . CA Access Control Wi AE B HATIE 5 1Y) Zm _EisdT .

HER: WAREAEA R 200 b £ A7 AL It PMDB, PMDB H4 A2 71k i 1)
PMDB %4 2 v H 8l S B 2 it R YR . 185 200K BT ) 288 i R RN N 1348 Jir
(1) PMDB "o BLRDIHr & i B, 1545 1118 J5Y) PMDB, 1817 selang -p
pmdb it %, SRJE 11 JH 3L J5 1K) PMDB.

LA J5 PMDB, THEALELIA I PMDB (1) 2805 HIg 4Tl F N2 —

= sepmd -restore SZH] T H

=  selang restore pmd 7%

HER: K sepmd SEHFLFIITVELNE &, 1§ S W (Z=F755) . 1K selang
MA TG R, ESH (selang Z=F751) -
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SEF IR H 5l SR ST

B

WlE R E 1

MU PEHE P73, €Ok S0 PMDB IR RE 70 P B B«

o QA A ALK RS
HEA EMTEAT ADMIN JE PRI Hi A S8 PMDB (1%
M. HFSHEE MWD S, JREHE T A, &
FREAT T HAL B

AT

i erd (ARFR—J, 2B ADMIN J&PERUER A A D 8
SERS PG A IR LR & WERRBCER S,
WK/ PMDB AT IX 2y &0 WERIRLE ST, MPREMHER =55, JF
HANEEHr PMDB. o 0 JCVA R AR 55 (¥ 58 L8 iy 4 1Mo 95 £ FU At i
R MIAAGF AN AR AT AL R

ERE: HU find F show fir & AN il ZEAY A8 HOHRAN -

i sepmd SEHIREF IS HL HIE B AT LB fo s AR i I B
RIS kA al BUE S5, DR adngseq], JFHaf
CARRR 55 8E ,  DUEAER 5 BEA T A BE st AN TR RS 2 AL PE

24 sepmdd Ji G R F start_transaction v A I, iZFEE A 10 T REFE K
B AMME— 9T . %R H AR S R b B At ar %, %
Gi TN INBB F S, R sepmdd J5 G REFIINAAF . 4
sepmdd 3] end_transaction iy &I, K HBAE L. AR
BHRETPERAERSEEFEMH OGS, UAOZm %A O IEAESS
FEAT R AL o) — 5 BUE I 5 .

X TR 45 IS, AT R A REREAFAE . A
I, SBUE RN S, B RS TR R
SISO, AR A TS

HR: 11K sepmd LT L sepmdd J& & BT HIVEAIE B, WHSH (=
FIGHD .

R R SR VRIS AE PR 7 22 18] 73 E BE B PMDB (DA il & A &
Ho

B ONEES, 1EK pmd.ini SCAEFT seos.ini SCEEIP) [pmd] 35543 H 11

is_maker_checker N FRiR T E N yes:

is _maker checker=yes

ER: EREREAEZ A7, G R SRS AR E .
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SET R H 2l Sk ST

iR 2y
Pm R RIIN , E BAE R A AL B T B 55

RS
1. IEFTRLL N AR E:
n & (ERHIEED A ADMIN AL .
w BAHEMRH®S.  EEZEMAESE A A&, D
n TR ANROCLRE TR A S MG ) —AN 3%
n RPN R AR .

w  BORTEGRER S —HlEE M RIA F55.  (EHBESRE A CH)
$55. )

2. JERERE PMDB:
hosts maker@
LWL AR B3R PMDB GRIE#) o WO EAE )5, PMDB (1)
BRI Z L HEE . A MA TS, BRI, 2N
BRI # L

3. JABhEHS:
start_transaction transactionName

INFUE B 40, 55202l H start_transaction iy, &R LAY
B 5%, Wl LU SR IR M A, % 256 NP RECF 74

4. HINERIHS
Al . il

newusr mary owner(bob) audit(failure,loginfailure)
chres TERMINAL tty30 defaccess(read) \
restrictions(days(weekdays) time(0800:1800))

5. 255

end transaction

HEEM . RO R F5HIME— 1D 5. S E TSt
PR A O HE G AL TR i S BUE 2T, AT AR AT LA ) A BE

ER: WAREA B RESHMERS, WHRICRF5 1D S,
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SEF IR H 5l SR ST

KB A5

MmEH

fERE KN end_transaction 7 2 PR TR —AN ID 5o IXEIREFHS
ME—2 . MR ETHEEEERFS, W T SRR INE% 4
MF%D%M%,@ﬁh5@@%$%ﬁﬁo@ﬂuﬁiﬁ*ﬁﬂ
T BT B AT (AT A S . 2

hosts maker@
start_transaction transactionName transactionId

RJA, BT LU NG 2 i KT 55

chusr mary category (FINANCIAL)
end transaction

P EA N 2R F AR HNR 2 555

TE AR TEAT T ACInstallDir/bin #4257 (FiH, ACinstallDir /2 CA Access
Control ) Z23E Hak, BRIAMEHL T A /opt/CA/AccessControl/)

WSS BB

sepmd -m | F R I ZHU T R BRI R 55

sepmd -m la HU L BITAT 5 5 AR S A HE 0 AT 5555

sepmd -m lo FI R T2 E00 7 =55 LU T AT e
EQIET

TR IR S IR E & AR 5
ID 5 LA HIUE ] ol E # AN T 2F
%) .

FEHILL R a4, R g TheviEf i i3855
sepmd -m r transactionId
A5 T i M B 7 1R 8552

sepmd -m d transactionId

PAT R RIIN , AS T BEAR B e B 55
KA

1.

TR LR A4 B

n B (TENKAE) 47 ADMIN AR .

n AR A AT BE H 5.

n BAHSEMCH®S. (BB EHE R WS, D
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SET R H 2l Sk ST

2. WY % ACInstallDir/bin H4%

H.rpr ACInstallDir /& CA Access Control [Pz H 5%, BRIAMENL T A
/opt/CA/AccessControl/

3. EAEERAT T IEAE S AL BRI 55 -

sepmd -m la
EHEEHER T E DB FH S AN T S5
sepmd -m lo

RS HALHGEE AFR . S5 1D 5 LR S5 I A4 PRl 5t W
4. TEACBEANTZ R AT

sepmd -m r transactionId

HEE: CBUEMHES LS.
5. AbFESS

sepmd -m p transactionId code

code
AR BL R &I —
w 0- LS.
FERXMELL T, R ER G5 R T A dr%, JF HASAE PMDB
H St B
 1- RS

£E PMDB H 37 BRI S it #5451 i 2 o
n 2- FSMRBUE
HE IR PIERF SIS, FE0] LAAE BLJE H AN TR RS 25 38 0
iTe
I — 4% U IR L6 iy 2 ol D) TR 6ty 2 SR L 19 IR

R AXHEHEAIREENTFENGER, ESH (=£755) T11 sepmd
SEHFRITFLAK (selang 24 75/5) H 1Y start_transaction iy % .

{#H seagent 11 sepmdd J5 &7
seagent Jii 5 FEIT 71 D12 oK B RE T EALIIE SR, FE4 H W FH 31 PMDB;

seagent Ji B RIS 21 K K 1% F| seosd. sepmdd J5 &5 £/ /& PMDB J&
BT AT 41E PMDB PR X g 5 6 88 e — e A
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SEF IR H 5l SR ST

seadent J5 § HEFE

sepmdd 5 GTE/F

fEFE R 3

seagent )i £ F£/7- 554 F seoslang2 TCP Al 45 14 (ILBRIAME 2 8891) . i%E
FAEREIARS, seagent &P AL THEFE LLACBEA SCIER I, Jakel
RERTIER:

FH I 1E selang T #I N hosts s 2N, seagent FEA2 ] B 81 5L |
M. R)E, Z PR ERECk BmAE SO mmA, Ik L
75 sepmdd J5 5 EFE .

sepmdd Jii G2 FHAT LA N Dhfg:

= 53 PMDB

 CEEAT PR

BRSO PMDB AR RIT U

sepmdd 5 5 F£/T7E seagent W20 1j ] PMDB I H seagent Ha)JH 5. 1H
AT EE BT sepmdd.

HER: sepmdd £ AC I HAEZ A F' _seagent (AFE root ' F) T
1847 EAVFELRRH] sepmdd Vi ln) B (i, BRiIVT R PMDB H 3%
WA _seagent [KIAHICHLIN

T, sepmdd 7ESEFT A IR BE AT H shadow 304, Ait, f&n LAk
B shadow . EEHATICEAE, 15K pmd.ini XA [pmd] #5H
[1] UseShadow Fric % B 4 yes.

WS UseShadow Frid i & 4 yes, I sepmdd H44# H 5 PMDB 4t T4 [
H & BRI shadow S0, G R TN shadow U E, T
pmd.ini LA [pmd] #5720 T ) YpServerSecure Fric fi& & B E .

Wi (ff ] YpServerSecure) #4552 SCAF (PAL B S Uk A =LA 52 5C
4 (H4n, Jetc/shadow) , sepmdd M<K bRic UseSystemFiles 13 E 4 yes.

EEWH! AZEATHE S UseSystemFiles bridl. sepmdd ik seagent J5 &
T2 B 8K LT

HER: K seagent I sepmdd J& S FEF W EEANE B, 1ESH (=4755)
1] seagent Al sepmdd S TR
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RIPL RS [R5

KBNS [F] 25

CA Access Control S 71247 CA Top Secret. CA ACF2 BY, RACF ‘22477 /i (FlI
CA Common Services CAICCI #£/3-fL) 1 KTUHL5I24T CA Access Control [1]
Windows 5% UNIX THHEHLZ [ E M R R0 2 I AR#HE CA Access
Control 15 S WS TR J7 ¥ 58 )

RIUPUT 7 SAAT AT i it B CCAIORE A% 2 0 R SR A R SR 2 Sy o
FIFT AL
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Par

5 12 &=

Z

—RZEINHE

PEFR A5 BLUR
DA A (p. 151)

JI APL R TE (p. 154)

B 1 HEAR B H . STOP (p. 154)

S8 SCEE YA E IR ] 95 1) B (p. 155)

Ry R4V £ (p. 156)
B1 “Z 42 HIVIE (p. 156)

PR 2N TAEh

M A TAT TP RNE SRS, (5 BARHE RS ERBIA. T uh sl B
P Zom il O eSS AR, Bk, WRARFIN G TERX M — 6
v (I, AERIGTED F, TG e AR S B s A P AR 2 ) s 4% B ]
T LA . R AEIE SR S BB B AN R I B DR R
WAL, AH 2248 R BLICTRA ORI A P AR A 22 4 10 D e DR P R P o

CA Access Control 2 fH—Ff 5 5540 2 S H T H selock, 155 H T H il 1S &
4 2 R A s DR R e s s B D) B BRI e ke ek AT .. 24
FUREBITAER, REFARHPIREFEM. WHRRE—DP NI E EMT
B, LSRR IR . selock 52 T H A DLEY HR B B 5E DR HE 1)
FH AR50, Bg B LS B P 7E selock 4b T3 SR A I B 5cAduA) 1 1 25 A
JEUI.

HER: A RAIUE LT selock MEAIE R, WESW (2F4578) .
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DR 22 PR A

RIS

TR N AR FAE I 5 LK Y selock BT :

LZAaERIR, EETE

i FH -timeout & 0K HE I 52 BN BROAE, W 10 23Bh, SR JE ]
-lock-timeout 34 JUKT 8 i R I 80 SR II(E, W1 60 43 Blh.  IXFE,
AL I )4 B R R 9T 1 selock 3 2 T A4S () TAE . 1%k
B 2 AN AE it ] T) A AN Sl 4 52 B e o

2R, (HEATT

4 H] -timeout 16 IUKE R N 152 BN B/ MEL, W11 2Bl SRS
-lock-timeout 32 IURE B 2 B I B2 B AT 0 31 2 40z TR e M .
X ] DUUR 2 AE 18450 1 U 1) 2 Jim 37 BT RO 1) A, FF HL 75 B %0
ARV ) EAORAE R FEF LR 315 selock & 2 75 B % B
2% H SR B S i 2, 1548 -lock-timeout 18 TR e BB I U B A

%,
selock 74 ] L& X JA 3)) shell ft)—385y, XAE, 1Zar 2 a] AAEH P
FRRESR RGN B AN ZHAULIZER 7 ID A& root ID T
1B1T . Ht selock iy 248 i 2 JA sh AR (1) 77 U T3k i (R 8 P 5E .
HER: AXANEANTEANE S, 1S5 UNIX RS SR .

selock FEf =Pl fER
WK

WA selock WU, FEIXFIEEA T, selock M Fa 251 i
FRiialo 3 selock K 27 BB IR IS ) Py 9 A7 B Bl bR IR 30, 1T

H transparent ZU2 CHIIRES, W selock H Pk 2 5 AR FEIT

Fixle MBI 2] R R P A T BN .

RPEFRRA

FERRIREFP AT, selock (484N B 2% 1T Won (0 B2 R (1 R 4T
Pbro 2 i RV B o AR I B b AT P AN AT 3

w FER ORGSO BB B A A XU

w D T BEREEUNEO LG D

T LM H] selock BT BB A AR AN B LA B . 2 selock £
I AT e SRS BRI B I "8 2 S M BR P o A e [ 1t A
o K hiae Wit Js oy e VI B R R P B U T AR o A A
e 2 RAP R e AN 7 EE N A

Uik selock fE lock-timeout 2 K45 € XN [A] N — ELOR RF ORGP RE 7oA
X, E¥ AU EIBUEBE. selock A2 B RAT MRS FE A
D2 BOE B AT T i
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DR 25 I A

HEBRK

TEAT RN BCE I BUE IR, selock 2x4kSE7E 0715 5% B WIR#5)
AR, 4 selock Rl P B A sl BUbR IS BN, 2 Bos—ANxHE
HE, P R AT S S R o

AR IR, selock 2x U [, IR
R RS ANIERA, B4 X IEHESS G, 1M selock A7 PR U A X

TR transparent LT K on, selock ¥4 b4, HELRN
I F EAEAT IR . BRRrn i e ik, DR/ B O Bie .
ERBE R, AR R,

R TAEVS B T W8 e
Wil selock SEHFERE, #n] LIAUEZS N TAES,, LABG 1EAE T AEu5 25
6] 52 B AR L AZ U ]
B A& BN 7R 2 R I8l 2
1. (A % E DISPLAY FRIEAR &,

BAf selock fir4 T AE, #0201 & DISPLAY R4 &, A, %A
2 selock fir 4 H R € H s 8RN

2. ¥ selock iy A& T H PGSR HA Clogin 3CfF) Hi.

BT LUK selock fir 2B T Jetc/login 5Y /etc/cshre SCAFEH
HER: R P AT DX BUE MR ROE BE . BB OLT, X
P& 287 H P A root FHF . {HJ&, WHERZELE unlocking_user #xic (fif
T seos.ini LRI [selock] #84r) HhfgE TAEM AL 7 448K, War Ll
HiZH P& root H1/7 . $0U4T selock I, AT LMEH] -user ZEIICHE 4 i
JUE AT SAR P

Bl BBl SO 2 R AR B e ar e
NHEZSAEE S A, EAEN X E) S
selock -display $DISPLAY -timeout 5

P A TE L AL T RURAS FL 0505 B0 selock.

K R I —4T 8 T4 5] xstartup A H . xstartup AT 5547 T H =%
Jusr/lib/X11/xdm/Xstartup H'.

selock -display $DISPLAY -user $USER -timeout 3 &

G AT L ) X 230 T PP P 8 B P
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1 APT LR %2 s

B FRSE Ein

selock 1ifi FH i) BRI R Gt K bR & CA Access Control #ibr, Z bR T304
AClnstallDir/data/admin/Selogo.xpm ',

SUEFIE RS, THE AT

HR: KRS0 XPM FRAS 3.3 #5 .

F API fRY BE IR

A e IR JEASJE T CA Access Control (BN , #&8w] DL i
{# ] CA Access Control APl X Het TR 4. &4 APL ARG )Z -

R
g N 2 n] i F CA Access Control #Z A5 #5
HAPHA

i R 455 PR 03 ] DLg 6 A2 ok » B2 SR 1) CA Access Control 17 4.

WFRE: 555 CA Access Control API [RJVELE &, 155 (SDK 755) -

B IEHERR®E HH: STOP

MRk i Al PR T DRI RE A AR 28 AR root HI GEZUH D —FF
ZUSMPATER % AR 3R R G sl A R G0 (R Kok HEAT 1%
Bt XLCEREEATH] P E SR SR, AT A

HErkiR I ADOE — MR, EIRTTRES BN, A R SOtk
R RN E, TR AR LB AR AT e fard ) CRFAER—A

B
HERHS ORI (STOP) SRy 1 PR QS AU Y RIS L E N R S8 10— )
fiE-

ER: SRGMEA Linux ARWHEFBENLIL (ExecShield FEALIL) B, AT
7 Red Hat Linux FI SuSE Linux I~[%] STOP ZhfE.

7F Linux s390 RHEL 4 I, AMWMERBEN I TCIE TAE, I H s e s
STOP A R MG aliRAS . Bfs A HWMERRBEN LA, TEHIA L M4

echo 0 > /proc/sys/kernel/exec-shield-randomize
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5E SCEEYS A FSPIAI [ 5 1) )

Ja s E 1k sTop

IR STOP I, AEERIANG 00 I R Sm HE AR ORGSO B0 HE
et tHARYT, BP0 X seos.ini A [seos_syscall] 3 7r HH IRAR I, 2R )G
HUH 5l CA Access Control. AT IZ38AE, EIEHILL R seini fiv %

seini -s SEOS syscall.STOP enabled 0
T8t AT AT-3) B2 seos.ini SCA .
FEHHA  STOP, RFbRiCMME E SOl 1, JFHHTH 3] CA Access

Control .

HER: 24 STOP 7& Sun Solaris 7 R4 FANFIG R, dbx B> Bk IE
WIAE. W T EAERZ STOP RY I R G LAFH] dox, 25528 H]
STOP.

& SCREIR B H FIAN e 1E) U 1) AL

#n] LU ] CA Access Control A B35 U5 In] 45 52 “ LA H” A1« LA 8] PR
. ZIhBERT FT TERMINAL 7 17] - SURROGATE i SR A1 H 1 52 XK U
BT, A EIALE & A R4 R 08:00-19:00 Ff i Bk LLAM K Ta) P 52 4> 24 H

terminal ws3:

chres TERMINAL ws3 restrictions(days(weekdays) time(0800:1900))
TEIX LG [R) B AR AN 3212 T AT uh 1R 8 115 3K

1A LU ] CA Access Control e 11 7E T AE I ] 48 3 A e JE # ALT) H
PGSR ARWH P AcctMgr A& FUVFHAT I 53545 I &5 488, s
22 R4 AcctMgr HUZE TAERF TR TAE H &S AMZHE BRZEFRZAUR N T
A RER KE L su AcctMgr #2335 1) AcctMgr BBk . A8 R Al
A AR AR HR 2 N R AINKE FH 2 44 50 480 AcctMgrr:

chres SURROGATE USER.AcctMgr restrictions(days(weekdays) time(0800:1900))

R LUK 52 DR (O ARART Gt 5 S il R AR 0 59, Bl -5 SCIR S50
- RE P R 2K o




R R

R ARG %

&0 LI H] CA Access Control R4 R £ 52 KA il 55 .
B QVEERIA, ARG M ARSIV ) 0] LS H 52 R 2% 1)
W2, FHAEN IR GR A e 2

FH P 23508 mknod iy & M4 I SCA-G1 gt i v Bl s S sl R ik 2 477 S
-5}, CA Access Control SET AT %1 4% WA P 22l G 52 P9 e 4%
(IEIA, T4 CA Access Control 23 BH 1S4 By 1E1E .

ERINTE UL R, CA Access Control AN2xBH 1F ¥ 25 5 il AE .

#a] LA file_rdevice_max biic P SEOS_syscall #43 F i seos.ini 315
ARG WA TR

HE: K file_rdevice_max Frid TEANG S, 1ESW (=#/51) .

Bl Z&Z AL

ZELH

CA Access Control £355 1 BL“BE J 5" Dy fig:
R
TR
R

o 222 IR 5, CA Access Control 5404 T 24 2% il ks 2 DA M HoAh 3%
PR o 22 A& vl LR R s P AR i) 1 21 255 2 TR iR R385 H
FHE SR UG ) 0 iC T 2 A0 IR BRI, CA Access Control 25K 1% B IF) 2
YN G ZH P R GO AT R . WA P I O ST EOR
TAZE WA 2249 5], ) CA Access Control ¥4 4k 3k 4T H A F2 AU 2
S <% (ERZURESEE D iR I RE 3 3/ 8
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B1 42Nk

RRZE&EMNKE

BEHZERHKE

zERH)

BHZERARE

L1 % SECLABEL Z3AbFiEBIIR A, ) CA Access Control 4 ] 55 ¢ Y5 A1 H
FUR AR R I 22 A ), T S AE B YRR R A sk b R e E Y
G

T YN AR R BRI, N RO R I L 2S00 . newres
¥, chres fir & (40 2 50k B I3 10 22 4400 o

B SOV P U ) 52 B 22 A R n A B AR IR YR, 15 M il s B %
2205 newusr B chusr 112 I S50 H o0 2 4= 20 .

R THI1) setoptions iy 2 i H 22 A= R R A«

setoptions class+ (SECLEVEL)

NI setoptions iy 425 ] 22 4= G £«

setoptions class- (SECLEVEL)

i 22K IK A 5, CA Access Control 04T 2242 A 25 DL S HoAh 4%
BRI . PR U o0 ie T — AN E A2 22 1 RIS,  CA Access
Control 23 Y ic sk IR 22 2R 5 M Fad s 2 21 -t 47

FLE . an SR o PR gh i R R IR R A 238 W AE A R (2o gz v, T cA
Access Control ¥4k 2zt AT AN RS s A0, KRB 4z o Uy )i 5t

LN 5 SECLABEL 2840 TEBIRAS, Tl CA Access Control 4% FH 15 % Y5 F1 H
FU) 22 AR B R e A 2R B 3, 1T 2 P R I S R 2R ) 41
%,

BT 2 A R AR AR YR, 1 A W IE i — AN e e
Sl. newres X chres iy & IR I SN BEUE 0l 22 422800

BEACVFH P V5 ) 32 22 A2 R A R R R, 1 A P e S e —
ANERZ A 425 newusr B chusr fir 2 2SI S E00 F 2 o0 ic 2428
il

%1 setoptions i % i H 2 A S ik A -

setoptions class+ (CATEGORY)




Bl L 4ZUlIAIE

BHZ2RHNE
%1 setoptions iy &4 FH & A8 A £«
setoptions class- (CATEGORY)

7E X 222K

M 5 X CATEGORY 2K IR E L 242K T 51 newres iy 4 X
grgcceViIF

newres CATEGORY name
Hodr, name LA TR
e L A5 “Sales”, I LL N4
newres CATEGORY Sales
e L4255 “Sales” F1“Accounts” , 1T LL R ir 4
newres CATEGORY (Sales,Accounts)
| 22 22K
BB P b U PTA 2 2RI B3, S ERTINT show fiy4:

find CATEGORY
Bt b R 2 AR
T B 22 425

T B 22 42K 5], 135 M CATEGORY S I 22 4= 25 Fid 3. N 41 rmres
i A gk 22 420«

rmres CATEGORY name
Hdr, name J& =R A LK.

SMBR 2% 4200 “Sales”, WA LA B T4

rmres CATEGORY Sales
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B1 42Nk

RERE

B ZERERE

EERE

AR BACERN € U YO A B A 2 Z TR R o

A T 2R K AN, CA Access Control FFh AT 22 4254 2 UL & HiAth
BB A . FH PSR UG R 20 C T 2 bR 25 I BRI, CA Access Control 2
B YRIC SR 1 2 bR 2 R 8 2 R F R 5 H P sk M 2 bR
TR M LB R AT LR . W Ry TRYR ) 2 AR 25 43 e 1 4 203
W SR P e e kngsrh, ) CA Access Control B4k L334T 22 4 2% |

Koty SNPEBHELE R P Ui R 1% % 05 . CA Access Control 23 W Y50 3 1

YAFRZE PR E (K 22 A 900 5 1 A0 S 0 2 bR 88 i i 78 1) 2 4 o) 1t
TR . WS P L A hn 25 TR A L I 2 A UK T 305 T R I e 4
PR B 224228 5], ) CA Access Control 2k S AT HABFE AU 7 5
R0, CRHE 48 H P U R R

AT s A bR A, K 2 T A SR PR S i E 1 2 e A
Lo AEH] 2 ahRE e SOH R E I %O 2420 o

FOH I AR R B R BRI, O BEIC R L K A hR%E . newres
o}, chres iy & (FARZEZHON BHIR M L 2 A hn 26 o

BV P U W) 52 2 R RR SR B DR R SRR, T N P e SR e
FRZE . newusr B chusr fr 2 IIFRZESEON H o0 E 22 bR 25 .

NI setoptions i 4 A F 2 AR AT 1 2

setoptions class+(SECLABEL)

NI setoptions iy 45 F ¢ AR AT 1 -

setoptions class-(SECLABEL)
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Bl L 4ZUlIAIE

R N ZEFREE

Bt 2 eREE

B 2 EnaE

I e X SECLABEL JEHH HBRORIE L& 4xhniEe LT newres fir &2 X
LR

newres SECLABEL name category(securityCategories) level(securitylLevel)
Horpre
L
008 L ARFR I A PR o
securityCategories

TR L EISGNMINL, ZHRE 2L 2I0, 2R EE 5K
Iy B2 I A4 K o

securityLevel

TR LY. T 1 5 255 ZIRFHEE.

FLE N ALS 242K 5 Sales A1 Accounts H 22425 51k 95 112 hn2s i 1
2%, IHMANLL 2

newres SECLABEL Manager category(Sales,Accounts) level(95)

B P E SR P 2 bR 28 K51, IS AT show iy

find SECLABEL

B LB e hr2E SR

IR ER SECLABEL ZRHH ) 2 AR 25l S R M B 2 bR %5 . LA R rmres iy
MR 2 bR %

rmres SECLABEL name
b, name J& R KRB TR

TR 224200 “Manager”, TEEIAN T4

rmres SECLABEL Manager
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B I13E: HEIH

it 1 R e e

WE A AZIN (p. 161)

7€ X_CA Access Control "5 N\ i #% H A H % 44 (p. 162)
P 25l H A SR TAE )5 (p. 163)

CA Access Control Wi{] A FH /- #ff 72 1% 45 5K (p. 164)
A (p. 168)

HZ A (p. 172)

PSS HH (p. 174)

TR P BRI 2 (p. 179)

BB H AN

KT A4 H %, CA Access Control AR 4 78 Zcds A Hh s SR e A% ), R
B 45 2 B AL ) A R Rl 5%

BN ) E R RS B A AUDIT B, TLABREE LA R —A ez A
{H:

FAIL

LR Uy [ 24068 B U ) R
SUCCESS

SR 0 BEIR A RV ) o
LOGINFAIL

SV A R SRR GREATEH T 3. D
LOGINSUCCESS

KV W R Rk, GREAEH T 5. D
ALL

0 517 ) 1 FAIL. SUCCESS. LOGINFAIL Fi1 LOGINSUCCESS B % U5
(] FAIL F11 SUCCESS AH[EIfR115 B o

x
AN SRATAAT 7 17 2 BB 15 6
TRACE

KM B S ALL LURBTT R GG T3¢
/P
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& X CA Access Control 5 N i 1% H & 1) s 4% A

Te i g Hﬁf%&%ﬁﬁ?ﬂlﬂ@&di%?ﬁw I 2 BB P 5%, # AT LS 52 AUDIT
JETE . BEAL, BEIE A LATE 8 e 15 A% A IR LUK AT N A0 SR
- A3

% H S I SR IR IX 2 A I REA T o S il s R S (1
R T LML

w1 LA AUDIT(ALL), WIRKEE 559 10 3 10 T & s Ak
PL A5 CA Access Control JIT (R3St Ui I A H4F, 1 cie v 2k
WO A2 B

m WX CA Access Control BT R3S S5 )15 In) B2y,  HL U5 in) 22 5 5 H
45 AUDIT(SUCCESS), NPEic iz 31t .

m ITHLXS CA Access Control FITERF B YR V5 o] R, HL U in) 3 Bl 2 5 L
A AUDIT(FAIL), NIBic szt

SEAk, U R AR L B E RTERER AT, T IR ER BRL SR S
I, X DR T AZ S SR B B AN A S

€ X CA Access Control 5 A\ 8 1% H & ) F %4

CA Access Control ¥ I AT R 7 )it s B A B8 % H . ZE5E X CA
Access Control § MR LE 7 ] S5 N B i A% H A&, 17 5 ol 2 o A% 1) DR U
Vi 0] 5 1) AUDIT JEVE(E . #58 W] LIS FH % 77245 %€ CA Access Control #
R ERERFAC R B A% H A&

i [} AUDIT JE T 1645 %€ CA Access Control 5 N\ 255 #% H & 1) 8 & 24
i F selang 2 CA Access Control ¥iij S8 B Sk DL %8 U5 AN 5 o) 4 i B

AUDIT J& 1

AUDIT & CA Access Control it3XfIN  EHXNS
P

FAIL I 1] FH RIS 5

SUCCESS IV ) FH RIS Y5

LOGINFAIL ENEE R M

LOGINSUCCESS IS % s HF

ALL 255 T FAIL. SUCCESS. o Fgg Y
LOGINFAIL. LOGINSUCCESS
INTERACTIVE

TRACE ST ALL R R4 H P

INTERACTIVE UNIX THENL B P20 P
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P21k H G0 56 ) TAF s 21

P =il H R

AUDIT & CA Access Control il XfIN  ERAXNS
x
c JoE % FH P R R

ER: WRREEM S ZEME, 4k & SC41 5 AUDIT fE ) Ay B
M CA Access Control &5 FH BT F ) B A% A 2

SR TERE

TRk P 2is H Al sk, "?WUEEE%%&J:E‘JH%F%%JJ\ T
B H ez s s S a2

HER: KBLEEAH ] Jetc/shells, A <AC>/etc/shells.def 14

A THIC S PSR AIAE Jetc/shells FIT <AC>/etc/shells.def SCAE T [ T 4
N . iR Jete/shells 314 Jusr/bin/passwd H. & {E F
passwd K5 MUY, B4 seaudit S2H T H ARG B R 2 ik H R 2R E
SR IS AE St T H B L K 2 WS B A Jetc/shells SCAF.

BAGIX LB
1. A M T B SR AR7L T0UR) CA Access Controls
H 7 X CA Access Control Z £ Sk Jii S i s
R 0 UE 35 7E seos.ini U B F B IC 4%
2. Ji3)) CA Access Control.

T INER A0 S 28 5 & HEFE KBLAuAMngr IE7EIsAT. 1 issec SEFH T
H#E CA Access Control Ji& &5 3R IR A .

3. F% INTERACTIVE JEPEArFe g AR BRI H 7 LUE S FH &1 H &
. lhn:

m selang:

eu userl audit(interactive)
m  CA Access Control Jif i 5

TE“H P B PR B g rp s i IR IR IR as HAE
CA Access Control Ji H T 1% H ik 5 12 i H &l 5% .
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CA Access Control Q] Ay F 7 iff s v Az A X

4.

Y g s SN, CA Access Control FFEGC % <1k . 4 )i
%%iZﬁ#Jﬁ){—iﬁq—’ %iﬁ%ﬁﬁo

CA Access Control 5 CL 40 3% IS TERAFAE kbl.audit H &S . 1%
LT LIRS H 3%

/opt/CA/AccessControl/log

¥ seaudit SEH T H 5 -kbl iy 245G H v] W7 kbl.audit H & SCEFR
W2 Biln.

./seaudit -kbl -sid 65223 -rp

ER: K seaudit -kbl i 2 IITEAE R, W2 (24751) . &
WK CA Access Control Jiij 2155 CA Enterprise Log Manager FHEE Y,
DUASE AN AE A i =AU H P 25 & IF AR i 35 - 9% 5 CA Enterprise
Log Manager S/ IITVEAIME B, WS (SLi75r) .

CA Access Control Z1a] & FH 1 5€ BE A% R =,

FH P ) A% U35 52 CA Access Control B MR L6 k% S kit 22 1% HH ) 1)
Wz HET . LR FEUEH] CA Access Control Ual a5 FH 7 ) e A% A5 =

1.

CA Access Control £ #r USER B, XUSER &7 1) FH 0 3% 4 5 A &0
AUDIT J& % 1

R P e A £ AUDIT JE PERIME, CA Access Control I It
TEAE R P i i

. CA Access Control £ 25 /& 75K FH )7 70 FC B AC B SO . ¥ - o

1ic 3 Fic B SCA4H , CA Access Control IS 25 GROUP 2 A it & SC 440 1)
O RE AT EE G AUDIT J& PEIE

L FR 0 e BTG B SO LGS SO LKA ST BT X AUDIT &
PEMIME, CA Access Control NI FH SEAEAE A iZ H = 1K) HR A AR
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CA Access Control @i{r] A F - fiff g Wi A A =

3. CA Access Control # & HI P /2 AP k. W P 24l i 53, CA
Access Control U2 GROUP B{ XGROUP 2K+ 4 (110 3% 42 15 A &1 %)
AUDIT J& PEIE

WS PO L HAL e sk £ AUDIT JEEIME,  CA Access
Control M F SEAEAE M iZ H P I A . S P A2 4 i B
ZH I S A BN AUDIT JE IR, CA Access Control I R 457 [
HRZAL AL 1% ) o

VER: WERH P2 AN A 51 HIX S 2] A AN R R B A, S A
H s iz B8 RN i i A% s = i 53 T E 4L T
R B AT

FRE: WH CA Access Control 4 I ZH ) AUDIT J& A ke A 2 FH 7 1) o 7%
i, T H AR G SR S O T AR e R, A BB S P A
B R AT . 12 A TR A 4 o A ) B e AR R
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CA Access Control T ] A H - #ff s v A% A5 X

PLR & 27k CA Access Control @Al ff e 7 11 i A AR 2

=
¥ L J
EEEHEE FEFPHES ERFHTEEE Ezf?¥§'§
EERErs EEEEHEN T+ SEEEEETF SEERTEF
Trmme EEsme sEr mEs

Bl R

FH P Jan [F0 40 A T4 B (% 5. 2H A FAIL (F A%, 4B H
SUCCESS a2, T Jan 2 AN G, A Jan £ FAIL Al
SUCCESS 1] SRR A A =

Ez%:g:

CA Access Control Jifr]{i FH e B SO 2 A e H P &2 (p. 36)
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CA Access Control @i{r] A F - fiff g Wi A A =

F P AL P B BRI B AR

4617 ' (USER X% I5F, CA Access Control #£2kiA AUDIT_MODE 4}
Ml 2512 %1 % . AUDIT_MODE J& M ERA{E A Failure. SuccessLogin.
SuccessFailure.

MIEGIEAE P (XUSER X %) I, ERIATEHL T, CA Access Control A~
2514 2RI\ AUDIT_MODE {H 4 iR 45 1% % .

VER: (UNIX) 41X USER %% 8 24 AUDIT_MODE J& PEIIERIME, i 7E
lang.ini SCAFIET [newusr] #5573 1 4w DefaultAudit {E .

SVl I WS NINGY A I

r12.0 SP1 CR1 Z /Y, EIXF LA N U in) 3 BN A5 oy T8

m  {EAHRY IR USER Zid sk rhe A o L AUDIT {H, WA 5 e XIF) AUDIT
A TC B S A2 AH DR o

n A AEEEE (th _undefined sk R ) & XHART .
HER: WERMEHAMH P, CA Access Control WIANZ AT FH ' &4
A o EXY _undefined H F IR JEPELEIX AP AN IEH

M r12.0 SP1 CR1, IX%E35 i) & [P BRIA AL AR Failure. LoginSuccess il
LoginFailure. ZEHRAFHIAT A, XL P I AUDIT J& PHEE S N
”36”0

XTF GROUP it 3%, B4t AUDIT BMEFME

W BAT AN BB GROUP iE 3k
w2 P SCRRZ SRS R C S A
n EERFEE T AR

r12.0 SP1 CR1 ZHj, GROUP ikt M 5 — 4l /7 o SUR A% oG« My ikt o
H T S AR T T Be 5 1 A 0 1) 0, 375 4 58 — 41 P 60 28 B0l fK) GROUP.
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&
of
S
=

BEEHRA

B B A — AN N B IR A B PE L AT RS E I.  G AA A
A B ZEIREE, Hvhinid & T U7 L), T CA Access Control 43

BN ZHES B FARBRS W, BV B WA e i
X, MRZE P I A BRI AR A T2 5 A X

{NHE CA Access Control Ab—5¢ 4= 18 st =X I 28 545 A1 %0

HER: e 2 cA Access Control for UNIX It R ME—AE0. CA
Access Control for Windows i£ 37 F:{X H %A 2 .

MBI EAE U R RIS, ] DR . A S AR,
T St SR 2 i, 8 n] LAY A% H & DATIUSE i T e s i a5 . 18
A L H seaudit 1y 2 Won HAZ H ki o

WIRFKHA B warning, WA DRIZIE TESBC WER B4
R AL T A, ) 25 n) 38 S U5 IR] BRUIEF,  CA Access Control 4 fCiF
i, FRESIHRIE AEREHEZS ez HETEANLH

GHURA S R R B R AT 1 A SRR R T A,
BlETRAEIE B M AZE MR 725820, 1R IR R A 4
o

VR WISRYEURERE FLAT R warning, WSS TT LUK JCE T it O
AEHTH TR LI

KRFETEGHEN
A PRV T A T W DR R R T S 95 38 T Ik S

R BT s T AN, IR AT DL 2 T
(p. 170).
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AL

HREFEETESEX
1. {E CA Access Control Sy sl B BEL Hp g 45 22 . T2 5 A ) BE R
g S 3 AH N R A8 250 DT
2. P RZIETR
W R BE X I TE AR TH
3. BT, RE R R
B U PRI A T A T B
HR: T, 2 VR I H % e R U R R, CA Access

Control ZGZCR LR B AL H & I X Y s W i s Pk
KPAT 2 ERAE

] sereport SLFHFLT (RG4S 6) A F A T BT A 7.
Bl KSR TR SR

LU selang 7= fil4 SO c:\myfile & T2 25 B

chres FILE c:\myfile warning

Bl T BRSO AR

PLF selang 75144 SCAF e\ myfile [F2 5 B0 B

chres FIlE c:\myfile warning-

myfile ILAEA AL T 2454520, [t CA Access Control %} myfile 5® il $HAT
i Tl EE)

Bl RN E TR AR

LLF selang 7551165 2% i myterminal B T35 F L

chres terminal myterminal warning

CA Access Control SCVFATA#ZAUH ' 2 myterminal JE4T 1 in), {H 2%}
ATART T8 55 B A1 48 1% 2w U ) () P e S % %
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&
of
S
=

BRETEEEN

BT LUK R T A I s B T SR, AR ISR B BT
o LA R 5 AR I P2 U5 I R R 25 2R, T G 75 i A T L
R
BRETEEHA
1. 1F CA Access Control % i B PR A1, FATHN FHEAE:

a. b ficE”.

b. RIS

LTINS SN
2. ONEEE TR S A P ) SR .

3. EERAE
BEEPRE R — 2T B, A4S 2T 58T CA Access Control i
B
HH A TES R ERR

SIZJiti CA Access Control B, 488 W A FH 5 BECAE IR I 45 it . an A&
€ P EAA U ) H T i SR A AR, ok P S 1 X, 2 S CA
Access Control ¥ JT 4 s il AT AH ICIE (T R o

FEPAE T E SRR I, ) DR A s Ay b T8 AU 9%
AR ae

POV, WAL N4

sereport -r 6

CA Access Control J A1 E: 4R F o

VER: A K sereport SLHFRFITVEANE B, WHSW (2F751) -
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AT E SRR

SIiti CA Access Control Ff, 488 W A FH 2 5 R U A Ay Il i 4 it G SR
€ H P BA V5 o) SL AT 75 SRR AR AR, )R 56 A1 A5 85, 2 J5 CA
Access Control $5 - 4f 55 il 404 T AH S IE T AL Ul

FER AT 2R, 48] U CA Access Control 7 sk
WoRb s, ERIALLT selang v 2

setoptions cwarnlist

CA Access Control ¥ i —/ 3%, b 7R Ab 28 5 i 202 .

HER: fiK setoptions ITEANME L, 1S (selang Z%15F7) -

WTPAT RG4S

18R] BE 5 B E N AT R AEY SR TH R R G 22850 N R P 4548

TERGYEY W], BN YR E BT & E CA Access Control B, —

B e dedr Ao s P U7 i) L 75 LR B, DU % A 2 X

2 Jfi CA Access Control 5 F 45 55 thilFA T AH SR T KL )

PEHAT RAE e A S B, HHUT DU A

1. LU selang BRIUFZETF UG 4E 4 2 BIPRS00 2005 B O B 5 R
setoptions class(NAME) flags(W)

2. PATLEY .

3. EPATYEY JFIZAT seretrust SEH T H. .

seretrust *%%EF?TEEEE%E%%E%WEE*%XB‘JE}?%D?%Y
T 1) selang v %o

4. 1817 selang fir & K HFT(H AEAE Kdh e v e SRR«
5. fEHIEAN selang AL MR 53 e 75 A X LA A FH SR S it

setoptions class(NAME) flags- (W)

6. 7T CA Access Control 5 #% H & S04
H % H & ST YES T 1R 0 Y [

ER: Ak seretrust SEHFRFHITEANME B, 1HSH (2=F750) -
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A% H &

B % H S

REHE R

BRI SRAAEAE AR A % H B S . dii% H B AL EAE seos.ini 3
R85 « AT LME H] seaudit SZH R CA Access Control Uifi i 5 B 41 HY
FAZ H S HC s Fe 4, 2 TR Ta) PRl Bl g 2R B S5k T i <.

HER: K seaudit NIEAFEE, WS (2F754) -

B A% H A A S, (EE ] LUE A H ks T 5, i cA
Access Control K73 K B A% A5 Ko 25 FE¥ IH M w0 A% H B4R BIRGH , BA
(DS ER A X Eo

BB LT, 11T seosd F2/% 1 root FH S #0UT, BRI, #9805 G 725 seosd
1 root F T ERCKRGIEEH R H & T RIBERR N, B4 A )
root FH 4% T [ HR/ 5 ANA PR K g a7 i% H ik

3 T AE AR T LS CE AZ HA&, e su G ) Bk
root JT1J™*, CA Access Control 7 seos.ini SCEFFP A FE AN H, TR E
S A N S 5 G it = B Ve

. AFEHMTHERZEE.

Rk A F R H % 2 auditforce ZHI T AR . 575 BRI BB )
AT DA A o i A% H &S0 Yl seos.ini 31, MERE [logmegr] 6
2 H 1) audit_group Fric B M auditforce. 2 Ji, CA Access Control
F44% T auditforce 2% A H k% HGE RN R . A5, EEHTAE
il B PR A ART A i H A H S #0H auditforce 44 A T4 .
HEAL S SRTHSE R —bnid, DL T AREN 205 6 R A2 of
WL A% HEIE VT RBR . R, W% H BT HAL S —
F£2Z Access Control ], fij CA Access Control AU ] LARH 1FF 7 i
[EBESEE Frg

N EHATERHE, €PN S %S A TR

R HAZ AL T AUDITOR J@ PRI P o 8 X ARG s i P af
PAPAT SAZAT S5, a0 S8 5o B 2 7 R g8 Y 1) o A% S Pk o

AU R A BT A% AT . BHE— & AL M 2% LR AR
(R A% AR, H A% Bn] DA H A% T
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A% H &

wEHSEETR

SCAFE SN

wE HE1EH

1. AU H B RN E S
AR AT H seos.ini SCAEH 1) RouteFile ARic 3 4TH5 5E , 75 ) CA Access
Control ¥ H i AL 1B 0 & SCAF4v 44 4 ACInstallDir/log/selogrd.cfg,
H.Hr ACInstallDir 3 CA Access Control #2235 H %, BRIAN
/opt/CA/AccessControl/.
& 0] LALE H 3% AClInstallDir/samples/selogrd.init H1 &3] H &L Ad &
SO S AT DAY AN AT AR SO, AR R AR TR
H SR B E A
FE)
host destination
Xt destination, i N NFERCHAZ G KW ENLIZER . RO IC T
HAEL BRI, Vi FE g R,
ER: AR E SHEERNTVEANG R, WESW (LHEFIER) Him
selogrd ST .

2. FBALHZAG BT BN LR s R 48 )5 SR (selogrd), JH4E
BISARHZAS BT BN EHAT R 25 S FEF (selogred) .
HER: AXMHRXSESEFNIENGE R, ESH (2£750) .

R TR, H SR TR ] LUK S AL B BN 2o iE . T
ISPt Bk Al H e fan] AL ARl A AT H % H S P IS % e
e R A e B R P 2 AR 0 H & rp 045 B IE B RN o
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ks %

FRCE IR, TR H AL BN E SO A selang T 4. U,
TR I A BT X root FH IR setuid 18 SRR TN HE H B #Rd &0 HH
John,

1. KHLLUT selang iy %
chres SURROGATE USER.root notify(John)

1% chres fn 24558, B9 N H P RACH root H P I, #CKE A&
I A H &L, 1 seosd Ja B REFH A H F* John, 1ZJA & FE
s BRI RR ok 2 4770 R0 T A D sk

2. Uy MERZ RS E TSNS, R D) H AR B G E S
WL =475
Rule2
notify default

VAT AL A A 330 A DAy 308 R o A0 3 B AR R A7 S

HER: AR B OB E HS L s G RPN EE, 162
W (ZFH5H) -

H BB

CA Access Control 1 [ H & 4%1%8 5 6 F2 P selogrd K3k (A v 4% H A&
ok R B T B A H e S v A L SR Qﬁﬁiﬁ
ASCI SCAFE B g A% X DURCIRE T 90 A% IR S AR v S

AT AL A, selogrd {1 FC B AT selogrd.cfg. 1% 3CAF41HY
TR (BAMEIR) A% H B LS AL (BAE ) B4 & .
B IAZA NG, WES (=F7EE) .

HS s &

TiAF seosd JA sl H ) A 8)) selogrd m¥ selogred, 1K seos.ini 1] [daemons]
#B4rHh 1Y) selogrd BY selogred ARic BN yes. 1XAf, 41217 seload i,
seload 4 A 1A shiX L 5 S 727 .

B, seos.ini ¥ [daemons] &5 FRIRIAH N, N bR UG AT -

selogrd = yes
selogrcd = yes

H &L T HATH RPCALISHI %0k, BRI, ¥ HEFZNER & 1B
KR A EE X6 UDP i 1 TR PR BH2E, KDk, XAEJGTAANIE portmapper
FRES#s IE G HERE i T WA o B pAZ R L, ] DU Rl
ServicePort 4 iR 55 4% f5 & FE 0 B 10l g SCFR ity 11
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H s %

L LR KBS SRV 28 AR 5 1] 111 Cportmapper S 1), ) N B 4
2545 1 seos.ini UM, WHERBT KBEAS RVFAEZ R I 45 55
portmapper BEATIHAE, U i R R 55 2% 06 2005 2 g 11 IR B — 2

T I 7 i AR 2525 1] seos.ini SCHEH P ServicePort Frid ¥ & A [A]—
fH, ATUARORSEINIX — . ] iR — MY GRRG e Fghe 2
fEEm ) 8RS, WERTR RS 44, W b Fl IR 55 s #4006 204
AR IR SS T.  olan, iR $e e ks 4 seoslogr, WIIFE 2L n) 25 7 b A
k45 8%1) Jetc/services SCAFARINLL R 25

seoslogr 2022/udp # Audit log-routing

Up R s R 55 A A NIS SR AR ATT 55, WU 25 5B NIS J 55 LSA

B % H S AR N

Tl LU di iz H &l k. AERI I, selogrd i & R /7723 56 0 Wi #%
B, RGP AL BIWCEAS (selogred BiH % HEALIE AR o 1L
GEA% W2 A VR 2 (R SRR

CA Access Control 24 selogrd $24it 7 PRl N 77 :.: CA Access Control b5t
I FiE L adcipher PE A% H G . O T 3TN, selogrd 44 [
seos.ini SCIFH [selogrd] 8 r INFRE, AL EXT R DifE

PR a4l H 22228 liberypts ®TRZ N %548 H H CipherName A5 id $5 5 11
AR BRIATEOL R, 44N adcipher, BRI T
FEWIFF 54542 . CA Access Control ‘it B DU L ZEZE T CA Access
Control/lib HgH, XPYANFILZZE 35 M libldes. lib3des. libIDEA Fll
libblowfish

CA Access Control 71 3Lz e rp e bRt s 5 81, 1 o A% =48 H
KeyFile bric ¥ & (M 5304 (ERINE: adcipher.bin) .

i UseEncryption PN bR IR 2 Jip 2 28 28 .

n L] CA Access Control FrUENN®%E, 1548 %€ UseEncryption=native

w  ZH I adcipher M H 1% H & IN%, 158 UseEncryption=eTrust,
J1: 4 CipherName Fl1 KeyFile Aric 5 A& 24 1 {H

m  HAEH selogrd %, 145 %€ UseEncryption=no.
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ks %

i ] RefuseUnencrypted bric 852 SRR AR MA % . Zbrid S
UseEncryption Fric—## f, W% UseEncryption & 4 no, MIJiZbrid
HICAR:

n  BERACR A H A%, 1R € RefuseUnencrypted=yes
B2 OB AR I M4 A%, 545 € RefuseUnencrypted=no

HER: selogred J5 G2 seos.ini SCAFH AR R BRI o
TR O, T AT UL T sechkey SEH T H.

FHEEPLHT ! W R ) AR R RIS, B LR selogrd FISCEE 2S48 FIAH
[ P S n o S A 5 4

B ERE IR E R H S iE R

selogrd A DL E 10 S R IE B FE IR 2F H ko 180T DA 1o R4 7 51
PRI ) (HJ7) . Wal LR SMTP % v 1~ IS4 B &
16 BB AFAZ 4 IR 55 2 o

LR % H B sk HAREAAL BT A el 55 2%, W IE seos.ini SCIFY
[selogrd] #5431 (] UseSmtpMail F5ic

TRIE AT DAFE E AT A

w ffTH StmpTimeLimit AR08 2 MR 55 25 52 A7 25 I (36 INF I [A]

»  fiFH SmtpMailFrom AR R “RAEN: "l 7B

m  {iH] SmtpMailServer N Fr1HTE & B4 AR 25 2% A1

R ZJAEAER] UNIX BEPESERIRR S, T B e 55 4 7 L
Bz, A SMTP PSR B
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H s %

FC & SNMP PERE

T8 Internet W28 BRI SNMP (fij B R £8P BRSO R 2R G5, 143
Al LA R selogrd LA {# H CA Access Control Hik%ic s 6% SNMP BB

FES2 i SNMP FERE, 1 1 453k B 4E CA Access Control EHPH L) SNMP 2L
XIS, ARG X S R S AL R selogrd .

EE: WIREA A selogrd ) SNMP 37 J#, Jf H. CA Access Control A&
AR BRINAT B (/opt/CA/AccessControl/), WIDAZRSE % B — NS i,
SRJG A GEIZAT selogrd. IAYEAR U T izs, o ACInstallDir & 2%:%% CA
Access Control [t F 5%:

= {EAIXH, ¥ LIBPATH % 4 ACInstallDir/lib

m  7F Solaris 11, ¥ LD_LIBRARY_PATH i% & & ACInstallDir/lib

= {E LINUX ', 4 LD_LIBRARY_PATH & A ACInstallDir/lib

m £ HP 4, ¥ SHLIB_PATH i% & & ACInstallDir/lib

T AF H 5% ACInstallDir/lib 7 & B L =X B HR R snmp.xx FlI
libsnmp.xx, HA xx A SR S AL, ATRERIY e
m .0—AXFEH

m sl—HPFH

s so—firHHAL B

L R EAS ] selogrd ) SNMP 47 244, H. CA Access Control A& %35 fEERIA
PrE, JLISERCE LU NG &, SRJ5 A HEISAT selogrd:

m  7EAIX T, ¥ LIBPATH &% & ACInstallDir/lib

m  {F Solaris 1, ¥ LD_LIBRARY_PATH % & ACInstallDir/lib

m 7 Linux /', ¥ LD_LIBRARY_PATH ¥ & ACInstallDir/lib

m  7F HP 4, ¥ SHLIB_PATH i% &} ACInstallDir/lib

. ACInstallDir 122234 CA Access Control ] H 3%

B T AP BERAE:
1. G4 4 ACinstallDir/etc/selogrd.ext [ 3 1F.

2. I HAMTES IR snmp.so [P 2 42 1 SCF
AClnstallDir/etc/selogrd.ext H', & X SNMP LG KA E . ChHE
A BB SRS B e ML= %, X E 2. D il

snmp /opt/CA/AccessControl//1lib/snmp.so
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ks %

3. W, WU E selogrd.cfg S04, LAMEFEE N Al SNMP [l 145
YESRAY, DLAAEMLA SNMP BERERS, NIEFIMIAE . FCE R 2R
THAR @A, WA 1EN snmp R E LB RS
flt1, {Bi% CA Access Control J& 2l 5% A I EL0E SNMP R, H¥
X8 SNMP [ (038 51 A 36 45 AuditPCo IR LUK #5205 I £
selogrd.cfg ML & SCHF, AT LASE b/

snmpRule

snmp AuditP

include Class(START).
include Class(SHUTDOWN).

TR ZOR SNMP [ I A28 25 A AL DA AR R 5%, 45 P DA g X
snmp gateway[@community name]

7 -

snmp AuditPC@secure

[IAE, AT DU I FAt A a0y Rl AT SNMP (B, sleRe At AT A ak
BIFLABLL E
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K ) B 2

T8 H P BR R TR 2%

WA H P BB ATERES,  WIBER S AN ZH P B ERERIC SR I, H 1n)
seos.audit S ANVCHCH S A% 103 (ESCATHRAI] <eAC > 1, IXELHT
¥l sk T trcfilter.init SCAFfiiE . #F CA Access Control r12.0 SP1 A2 5 =i fi
A, H P ERERIC SR AR AT A% DSk B audit.cfg SCERIfE, 1% SO
FIT A HAB H A% 1E 5%

TSI T T B W AZ AL S TME M trcfilter.init I 3 audit.cfg.  WIRAITHE
e as, WIANS IR F P PR P A B H A% e ok o

HER: IERC AN IH B trcfilter.init Tt .  AHFFERERTRIE SR A trcfilter.init
IE# 3 audit.cfg.

TB A P R 8

1. fE trcfilter.init H, BT LT I H P ERER TR 45 o

1F seos.ini A1) seosd #553 H 1K) trace_filter 15 & i 5& 1% SR A
EO

2. {E audit.cfg "', TEEIALL T A, b usertracefilter /&K H
trcfilter.init [ F ER BRI E 25 -

3. (k) XA S ERE R Ay AR DR 1R 2,

Bl TR P R R A%

FEb7RIr,  BUR H P ERER IR IR 4867 T trcfilter.init SCAFH

*ExampleFilter

FUTH UL P ERERIRE RS, 15T audit.cfg SCHF O — AT BN LU A 25

B3 WHFE 179






dJdh)

B 14E:. FEMBHITEE

BEFR AL DR 6
A e BB JE T (p. 181)
HPZAL (p. 183)
Pt (p. 186)
PR (p. 187)
T (p. 189)

B R0 (p. 191)

2R PR &

G RRBURTEER e b B E . AR AR SRR TR
SR TIRE. AT SRR A R PR D REA BRI

ADMIN Bt

il ADMIN JETE, FH 7] LL3RAT CA Access Control H1 L F- T H i 2o
LERRE e e U EAG ADMIN Jg PR P n] DL SCRIEE B 8o e b )
F . HFE YR . X A& CA Access Control s K@k, (HE Tt
el

w URER R T — N HAT ADMIN JE S e R
111y HABJEVE AL sk IR ADMIN J& k.

= A5 ADMIN J&:{H 3545 AUDITOR J& PEIH S ASGE S ot Fr . 4iEk
BRIR T T AZ IR A Ca Az o WEREEHT ADMIN JE ok H. 75 2
T . B S R, o B 20 AUDITOR J& s

n  EA ADMIN B H P TCiEEMERE O 7 (UNIX B root Bk F 8%

Windows _I*[] Administrator 1k f*) , {EABATTR] LK root FH BN
4E ADMIN F /6
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R RUBR e 1

AUDITOR &%

OPERATOR &1t

HA5 AUDITOR J&PERIH 7 o] LA R Ge A 1 0 . )T HA AUDITOR J&
PRI P, B AR EFE LT 25

w AT PUR R R AR R

Hi 4% 4 W] LAFRAT selang i showusr. chgrp. chres 1 showfile .
w AT DABCE A ISR A AR AR

B AZ 03 7] LLBWAT selang 5% chusr. chgrp~ chres 1 chfile.

FL47 OPERATOR J& 1111 1 2 1A X T A7 SC A4 1) READ i i AR . A 1%
Ui AR, AbATT AT DA R 0 e R IR A P 2%, HOAT LS AT & 1Rk . 45
YE 3wl {# ] showusr. showgrp. showres. showfile £l find iy2-41 H %k
FEids. 1Eit OPERATOR B, HI/i&nl LA A secons SEHIFEIT

HER: X secons SLHFEFIITEANE R, WHSW (=F751)

PWMANAGER & %

PWMANAGER J& P 0 H HUAH P e A H chusr 55 sepass iy 2> 5 ol HAh H
JR AL AR

EE: ZEi PWMANAGER 5% ADMIN FH /7 (3508, %5 ¥ & setoptions
WA cng_adminpwd LT A XRVEANME R, WESH (=F£/5H) .

PWMANAGER Je& ' AN 5 5 500 FR sk B FUAL ™ ) e i) B
TR TR PRI AR o

PWMANAGER R FRIEFLHE showusr Fl find 2 )48 1

EER: WRH K nochngpass J& 1 1% & 4 yes, NI PWMANAGER JGik &#
oIz R R
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ik

SERVER &%

IGN_HOL B#

I

S5VrZ HAth 22 488 —FF, CA Access Control AN SR VFH AR i im . “H]
FUA A DA ) B X2 7, i AR o] DAV ) R — ) @ FRE S
APDATT R X2 7, AL, N RVFIRIVF 2 H PR AR SS R (4
A A R 55 s AR 55 BN SR N R ) AR ILAd P ) BFR -

SERVER J& 'k e VFHERE W) 1) P AR . A5 SERVER J& P B8 1 FH - mf A
7% i SEOSROUTE_VerifyCreate API.

R A XRE2L B CA Access Control API [FIHE4IMS &L, 15210 (SDK
ERT) .

Tk IGN_HOL JE,  FH 7 o] DAEAB I IC 53 A e SCIRIAT Aol B 1) B P9 288 5 o
HOLIDAY K [ M s L— a2 AN (] By, AEIX LB Bepy, H
PR EMAMY R A G & 5. WL IGN_HOL J& 1k, FH P Al LABE N Z5%, AN
AR S5 P s SCIRT R TR B R B A o

ER: A% HOLDAY KINTRANfE R, WS (25754) .

FEVHE BB, A EPR AT R AR I
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YA

RFRAFR

HRAUR R

MBAEERA MBS (BN TRARD , AETHEAUE AR AR &
o AU LR ARSI CBHEAD o s ELLIRE
PAT R WA SAE TR ERAT . RS K

£ 1
|
| | |
& 20 & 30 &8 40
I |
= = =
500 E00 F00

ZH 1 /& 20, 30 f140 =M. 4 30 /& 500. 600 Fll 700 =N
LM, 21600 LA 30. 4H1EAXH.

BB BHEIC AN R &L SRAE N TSRS T & . g
KEWHEITES . AR IZC R MBUR

— AW U A Sk AR, FEFIHTICR AT, AT
BUH P A B B LR A2 A QR Il b BEE T AL
JE k. ARBUR R

= GROUP-ADMIN

= GROUP-AUDITOR

= GROUP-OPERATOR

= GROUP-PWMANAGER

join fir % CHATIEMIFEAI N AT O D WEIX LS. join fir %
MR E T4, JHREH T AREURYE (WRAD

PUAT BRI AL 5% R] BEBAS i RER A BE LA BT ik, X
R YESIA X LR

BXER:
P (p. 186)
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ik

GROUP-ADMIN J& 1t

P B EAURPE A AT DL B 4le . EAIdid sk, 4R
IR KM PTAT

R P IR 2 P AR R A R BUS PR A . ARz 4L 3
MBS, WA Fiknl DOk B S i —A 74l BT SRERE N
Hyufl. SRUEMHEBOREIBY] T 4190 BIsEE .

HA GROUP-ADMIN Ji& M1 F 7 XAt AT 20 9 L b g id s A BA R U TRl A

PR«

Vilal BiEA i

BEHY W RIS JE showusr. showgrp.
showres. showfile

g CEEGE PEP AT i . AAZIFRE newusr. newgrp.

VIREER newres. newfile

Bk B ek 1 JE P chusr. chgrp. chres.
chfile

LilcS I B A 2 v i s rmusr. rmgrp. rmres.
rmfile

U BH A IAASE P 548, joiny join-

GROUP-ADMIN J& P th A7 B il -

= GROUP-ADMIN HI /7 JGiZ R Ik B O B8 v i), BRLtE

GROUP-ADMIN H 7 TGiE B w1 B 2 2o 22 =900
GROUP-ADMIN H F Tk o BeAth AT 10 1) 22 2 el 22 b s

= GROUP-ADMIN H ' JoiZ: A A Fh A B 25 FH 7 CUNIX B 18T root 1
F 8% Windows | [1] Administrator [l )

w  JURRBR S AT b (104 R A R R R BT ) 4 SRS PR s A K«

GROUP-ADMIN H J* Jeik M B2 bis e o mE— ) ADMIN HH 7 e % .

GROUP-ADMIN H ' JCi M B 504 E ¢ J5 — 1 ADMIN FH g sk
(] ADMIN Ji& 'k

&4 AUDITOR J& P[] GROUP-ADMIN F 2 ek i it . |
4 HA5 AUDITOR J& 1) GROUP-ADMIN JH F i] LB 35 e A% A =X

GROUP-ADMIN H] 7 TG AT H 7 6 &4 SR AU 7 ADMIN,
AUDITOR. OPERATOR. PWMANAGER #il SERVER,
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PTATAL

GROUP-AUDITOR B

HA4 GROUP-AUDITOR J& £ 1 H /= ] BAA S 4 Y AT AT S 1 Sk
ZHH A% I ] DAk 2830 B A AT AR 0 SR 1 A AR A

GROUP-OPERATOR )&

HAT GROUP-OPERATOR Je& V1 i) FHl 7w LBt 4G [ R AR A il s i)

GROUP-PWMANAGER &%

FTAA Y

HA GROUP-PWMANAGER J& I (1 7 ] DA e He i s 49 B e
ATART P 20

Hoa PE R RN ] 3 CRUFE VT 7] F il s AR Jid ) #H — M & . 34
T ) e A R s i s i, 48 0T LS owner 40K B xUe e 3,
WA BLE I CA Access Control 5 52 S sk [ HH P 8 Wil KT 4 -
WIR LT WEW L fT—5 R H, Ui i) & BIAHAE C %

AT E SOIE SR BT

w AT E SCHIE R TA E AL R A A2 I A GROUP-ADMIN
JEPE 4

w AR TR K SR SR AT
U R AE BRI £ e Al sk iR s, XSS A AT AT 4
P SRH SARATT B AIAT 1 s AT AT U B -

i 1A LA fir

BRI Wil sk g P . showusr. showgrp.
showres. showfile

Bk B SR I g chusr. chgrp. chres.
chfile

IS R E R I RTRE rmusr. rmgrp. rmres.
rmfile

e R P A 8E K 5410 . joins join-
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FARR B

SRR

BRI

W R AEARELE S P B A0 R il sk A A BB, A& d % L
ZAC KT8 AT B YR 20 S 0 BC BT 3 nobody .

T BURLBR A PR A

o B R ADMIN T RIBT AT & TV IR 2 7 e =%

s ANHA ADMIN B BT & Tk grdi Az i, N4 24 AUDITOR
JeE P TR P A AT LR B e A AR

w EBZH (UNIX _EF root K S B Windows ] Administrator 1K )
[T 2 AN e W B 2 A IR root.

w  JrATE A A T SR 4R R IS TE ADMIN
AUDITOR. OPERATOR Fil PWMANAGER-

w THETCERLE B OO BRIV ), DAL
- PrEELESEE T B O RO %0 .
- BT B TGRS BB TARAT (1 2 A 20 B 2 AR aE

il 3L CA Access Control, SCFFIT # nl LU AE FILE 28 % Sl sk iR
e SCHFRI BT B RS e S B A e AR, B LU AT LUK
HA P 2507 newfile. chfile. showfile 1 authorize iy 4 H TR 1% 3L
PRI 5%

ZE UNIX b, SF PGSO, UNIX 2831 7 48 08 iz SCE R in

. 1HIL CA Access Control, UNIX SCAEFTH AT LLE XFILE id3%, FRAE
ZIRe AR . WA TR SO AT e X FILE 0%, TR
seos.ini L1 [seos] #4371 1K) use_unix_file_owner brid W E A no.  (IX42&
BOAWED

NEVEY T AHBRBURYE. ST ORR PR B SRS R G R
RLEPE H A AL, BT B & 3 T BN SOl >k

4w B EBURAEIE 187



AR

AN

£ NEF, PO MUL. MU2. MU3 Fil MU4 #& Group 1 & 5
GmwlLﬁﬁEEm:A%FO% ouU6 fllOU7. bl Mua B f
GROUP-ADMIN &1k, +

@ ou7]
(@g% + OUE]

£ 1

MR BHH P MU4 34T I 2 el e edsd 1 A mra e,
Rl ous. 0OuU6 Fi1 OU7.
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TEH

KHANTFH

REH, JUAH S MUL. MU2. MU3 Fil MU4 #B52& Group 1 (%5 .
Group 1 84145 H A =/ ) OUS. 0U6 Fll OU7. il fi MU4 78 HAd sk
¥ E T GROUP-ADMIN J& 1

&

I |
@‘ & 20 & 30 &40 ".

‘oz o
: ITEE R - :

g

6

NoUa4];

21 1720, 30 fil 40 =AML, Forh B WBALAA PIANE T 1%
ARG P DR T Z AL B A R

VUM B MU AT R AL . e 4l Group 1 411G MU
AR MNET Group 1 AT A . MU4 IR
/& 0U5, OU6. OU7. OU23, OU24, OU33, OU34, 0U43 Fil OU44.

WRAHANETHAR . da0E R4 20, 30 5 40, NIXLL4] Fr
AHids 8 T H P Mus AT A I 4Lia .

T

LA (A ADMIN JEPERIH D W LA KU 4% 74 e 8 BEAL
PR o IXJHQ FH P RRA & HE . 8 B0 A BEFR 2 1Y CA Access
Control ZREN G IMALRR o 11, ] ABZAC- 45 81 3 JUE B P R 4 o
A LR o) B P AR T R R e X S BEAN R, SRR

o (5 B
HI S SMBEIRI 18 B n] LUEH] selang $hAT 53X S8 BEYSAT O ) B
fE55
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T

IR R B EAURE T H A P

ADMIN &

& # 1 (A ADMIN JEPEIH ) JLF- 7] AT CA Access Control H
A AR, DR o] Re i Z0R R 8 E H T A FRIUReA T B . BT
A, BT IX L] P 9% T %) CA Access Control £ 4 Hh I S AL
PR, X A PR AT AR P R AT IR AT S, W R TR

1. WIS ESRIR AL S — A2 AR,
#ilt1, CA Access Control f# | USER 11 GROUP &K 4t 7 In) 3 % ki
WSS ERIRVS ) 5, A7 EE H] ADMIN 2811 USER s il
GROUP i3k,

2. B EEASTE B PR ADMIN 2138 H 7 -

Bihn, FAk—AEE R AR S SO Pl sk, W PR T
ADMIN 2] USER T 3% I8 B2 400F 152005 InI ALPR

T (25 ADMIN H1id 5% ) Access Control 1) (ACL) #1)HL B ) Fip
A AR 5 A5 ADMIN J& VR 1 FH P A SR ARk U Ait, ADMIN 2
Hhad sk 1 ACL HH P R RA BR T s AR 1R Wﬁﬂ ADMIN 2
) SURROGATE ic i fif s WIS F 7 m] LGS SURROGATE SRR

HER: K CAAccess Control EHPEANME B, TSI (=%/55) -

ADMIN ZEFR R 2 id s i ACL H I vl LT BA R a4

Vil BiEA frd

jERilg WoRFEH LK B showusr. showgrp-
showres. showfile. find

ik LES A LT B Al 5k newusr. newgrp-
newres. newfile

Bk BRI JE chusr. chgrp. chres.
chfile

UillSS TR B 4 2 IR TR 2R 5k rmusr. rmgrp. rmres.
rmfile

U s A P FHER R A . % join. join-
i ) BRI A GROUP 5%/ ACL A
o
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SRR R

Vil L e

Y P B A s J HL% chusr
TR o U7 A BR A2 T IR RS B AT
PWMANAGER J& ' [ F /- (115 [a) LR
AT o %05 RIA BRANAE USER 10 3% 1)

ACL HHZK .

P14 ADMIN ZEBLFR (1 F 7 A DL B«

m  7F ADMIN Z&[] USER i 361 ACL Hh g S FH - To i e B0 2 b i)
% J5—/> ADMIN )7

= ADMIN M 7 ek AT T4 i FH P v B 4 SRR 14 ADMIN
AUDITOR. OPERATOR Fll PWMANAGER

= ADMIN M Joiksm bl s Hr e . A5 2 A5 AUDITOR JEPET)
ADMIN ZEA ] DL BB i AZ AR A

= ADMIN ZEH 7 L MIBRE S H F* CUNIX _E 1 root T /7 8%, Windows I
] Administrator Tk /), {HAlAT A LUES root ¥ & 5 NOADMIN .

= ADMIN M JGiERLLE B OSSR, PRt
- ADMIN J&JT 7 Jei N BRI e i 1 A © 2 g0 2 90«
- ADMIN J&H 7 Jei o BEABA AT 1) 2 420 Bl 2 4 b 28 o

XL BL G AER— 873

IR

SEAEIA I R P oy 4 PR A7 TR R J 7 T USE I i e o 1 £ L A 3
=
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S RE iR

AR 2 R 1

fany Lham ik 4 vy i AR CAER,, DA R A E e e .

SEOFTICRE TAEuh b B R e, SRR ) 2 i 4 77 22 AU

A B e O R AR s R I . TSR BT (] R
A, HSAAEGEFE T A uh s e rh A 0 P s b B B I8 4 11 g
s

w AR R i S0 B A b 2 (1 T SR, R A Hh 2R T in) s e
TAEST I H ANV RALRR s 50, #8IeikAEmfE TAESE AT CA Access
Control & #,
8 BhERIAVT 17) 7Bt (_default) B UACC 2RI 5 AN VFIRIRLPR, f45a] LUIYE
TR TAFuGH N selang iv2 shell. ANk, BIGERATE selang 6y
a3 DA 7 Ko SR R . R S AR, DA
FImRETAESE, BIEBHEZ TAEMIAT CA Access Control B,
PLUR 783 B T WRITE T READ BB 2 T8] R X 1) «

1. EFRE BRIA VT M ACRR A READ (58 & iy,  BIVEBH O3 AT DL 2 biig
o, (HEICEA B R EAR A, B R BL T Al
newres TERMINAL ttyl3 defacc(read)
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21 CA Access Control REIZATHS, WHHRIEEH selang B XA Windows
PRI R P R Y, S 20 SF Qs AR -
w DT selang iy 2 HALEE -1 11
w20 H A ADMIN J& PRl 8 BALR
n  HAE 5 Windows AFR >k B B 8 Y
HIAZ B 1 A A BT selang JERE (TMiTANJ& CA Access Control 1€
) 7F Windows 4 7 B B8 U

B, AP Emma A8 chfile selang iy 2 7EANL Windows P45 B LK
A C:\tmp.txt T & . W CA Access Control IE£Fia4T, Emma M)
BLE 1) CA Access Control AP K BE SO, (HEANTT ZERIAMY)
Windows AR . 415 CA Access Control A £EizfT, Emma M [E] A 752 CA
Access Control 1 Windows A3l >k 55 5 SCAF AT 2 o

o147 ERURIOTEIN 193






% 15 =

e

AR 735 BAR F2

A5 A Jey U7 I A 2 (p. 195)
A GEEZEAT (p. 198)
LM 22247 (p. 200)

i ] EL SR AR 2247 (p. 200)
fEHIIRAEF 2D (p. 200)

i e 2 (p. 201)

GEpk R LA 248 (p. 201)
el LS AT (p. 201)

et Z LU FERIAL (p. 201)
Bkt Y 2535 A % 1 (p. 202)
YD AR B 7 2K (p. 203)
D JR 7 67 2 (p. 203)
Mk PMDB HEHT (p. 203)

P m AR PO TERE (p. 204)
A2 (p. 204)

fi bt 4 7% (p. 205)

fEHERIARE

AR VT AR AT (GAC) Dhjfig FuvF 4 A LE oAty T e A7 A5 (1 77 XU RAS 22 1R 2
VIR 2 AT I /g et L5 TR BUAN T BE 0O

GAC fii CA Access Control & B i1 1] AZEAFE X L. 5 AL chown.
chmod. FEr4. WONEH:E. utimes. chattr. f#4%. chdir. SIEFITA
(IR, DRI TG 758 4 A% i 5] seosd BV AT SRASH6F SC A )38 24 15 T AR .
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i3t GAC, CA Access Control F i fa ] DLER P 4 AR I\ HE 4628 5 4 15 1]
(152 PRP SO 75 BEA TR A1) 22 A fi A . CA Access Control & B 51 ] DL

PGS TR R A A 1 S SR 20050 1o 56 B U 1 4T
AR, ZJh CA Access Control A FUVFIEA TR A 22 =6 2.
A5 B SO AT R B R A R, MR B 7 A ).

515 % $EmPERE 195



A A Ry U ) A A

GAC T/EJR3

SEjiE GAC

PR SO REA T A B AT AT SR ORIE Y, JRURAE - A BIIE 241 GAC
IHRE, WERX RT3 ARG SCAF IR EEAT TS SEes,  WSx BT e 24
AR, IFRRYIN A% e,

ER: GAC FRAHIR YL REREH] 1Bk root F /7 LIAMKBTA )

CA Access Control W] EFER 5 & SCAF I TT T, IFAESAT ST TRI R 2 P Se VR U
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